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About This Manual

This manual is divided into the following three sections.

e SECTION 1: Getting Started with NTRadmin
This section covers the core functionality of NTRadmin. These are the things that every
user will need to know in order to use NTRadmin.

e SECTION 2: Remote Network Administration with NTRadmin
This section describes any other features related to administering your network with
NTRadmin. The features relevant to you will depend on your own specific needs, so we've
put these features into a separate section in order to make a clear distinction between what
you need to know and what you may want to know.

e SECTION 3: Additional Features of NTRadmin
This section describes any features of NTRadmin that do not directly relate to administering
your network. These are, of course, very useful features, but we've put them into a
separate section in order to clearly distinguish them from the main use of NTRadmin, which
is network administration.

e SECTION 4: Appendices
This section contains technical information or greater detail on features already described in
the main manual.

Sections 2 and 3 are written with the assumption that you have read Section 1 or are already
familiar with the core functionality of NTRadmin. By dividing the document in this way, we hope
to make it easier for you to find the information that is most useful to you.

We at NTRglobal want this manual to be as useful, complete and accurate as possible so if you
have any suggestions for improvements to either the style or content, please do not hesitate to
contact us at ntrdocumentation@ntrglobal.com.

NTRadmin User Manual Nov 2007 l Page 3 of 48



@ NTRadmin

Contents

SECTION 1: Getting Started with NTRadmin

WAt IS NTRAAMINT ...ttt e e et e e e e e e ettt et e e e e e e ettt et e e e e e e e aeb e et eeaeeesnnteeaeeesaansaneeeeens 7
LAY F= L D Lo 1= | A I Lo 1T RP SR 7
How Does It Work?......

SYSLEM REGUIFTEMIEINES. ...eeiiitiiee ittt e bt e st e et e e ekt e et e e et e e e e st e e st e e s

Using NTRadmin for the First Time
Logging IN ..o,

The NTRaAMIN USEI INEITACE .....ceii ettt e et e e e e e e et e e e e e e e neeaaaeeaan
(gl (o] g 4 at=1u[o] g 1 =TT TP PRSP OPPUPROTRRPON
Changing your Profile and PASSWOIT ...........ciiiiiiiiiiiieiiei et 10
L0131 o 1 PR RTRT PR 10
HIAING the TOOIS IMENU ....ceiieeiiiieies ettt e et e e e e e et e e e e e e s s tbaaeeaeeeessnanraaeeeesnnnees 11
(7] 0] o101 =] £ ] USRS UPRTR 11
TADDEA WOTKSPACE ... ettt ettt e e e e ettt e e e e e ettt e st neeeeas 11
MBNAGING TADS ...ttt e et e et et e e et e e ekttt e et e et e e 11

Installing NTRadmin on Clent COMPULETS ........uiiiiieiiiiiiiieee et e e e e et e e e e e e e entaeeeeeaeaeaaneeneeaaeeannnnes 12
AULOMATIC INSTAIALION ...ttt 12
ManNUAD INSTAITALION ...t e ettt e e e e e ettt e e e e e e st e et e e e e e e saseeneeaeeeennnnnes 12

SECTION 2: Remote Network Administration with NTRadmMiN ........ccccociiiiiiniiiiiee e 15

Basic Remote Administration Tasks
ATAT = T o T I N PR PRPRTRNE
Shut down computer
Remote CoNtrol.........coeoviiiiiiiiiieeseeceee e

Starting a Remote Control Session...................
Controlling a Remote Control Session
UNINSEAIING NTREAMUN ....eeiieeiie ettt e e e e ettt e e e e et e et e e e e e e anbbae e e e e eannnnnes

Organizing your COMPULETS INTO GIOUDS ......vvieiiieeeeiiiieeiteee e ettt ettt et e et e e e st e e e nneeas
Creating @ INEW GIOUP .....ueeiiiiiiee ettt e e e ettt e e e e e e ettt e e e e e e e metee e e e e e e e e anbeeeeeeaeeeaannnsseeeaaeeasbeeaaaaaaans
Adding or Moving COMPULETS 10 @ GIOUP.....uviiieeiiiiiiieiteeeeesiiiieteeaeeassstaseeeeeessseassreeaeaessassssresaeaesaainnes 19
Deleting OF EQItING & GFOUP . ... ..vtiiiiiieeiiiie ettt e ettt et e et e et e e s 20

WOTKING WITN JODS ...ttt e e e e ettt e e e e e e bbb et e e e e eabbbb e e e e e e e e annnnnes 21
Creating, Managing and EXECULING JODS ........uuuiiiiiiiiiiiiiiiii et a e e e e e e 21

Creating @ NEW JOD ... ... ettt e ettt e e e e e e ettt e e e e e e e nne e e e e e e e aatneeaaaaaans 21
Scheduling YOUE NEW JOD ...t e et e e e e e e e e e 22
Setting How Often the JOD 'OCCUIS' ... 23
Setting the 'Daily Frequency' Of @ JOD ........cociiiiiiiiii e 23
Setting the 'Duration’ of @ JOB'S SChedUIE ..........cocoiiiiiiiiii e 23
Duplicating an Existing Job
Editing aJob ...
(D=1 1= 1o - W o] o PP PP PPPPRRPON
LaUNCRING @ JOD ... et e e e e e e e e a e e e e aanaes
SY0e] o] o] L a o = TN o o IO OO OPPPPPPPPPN
JOD REPOIING 1ttt et e et ekttt e e

WOTKING WITN BOTS...cci ettt e e e oottt e e e e e e e a bt e et e e e e e e s nsbee e e e e e nnnnneeaeaeeaaannnnes
Public Bots (NTRadmin Standard BOLS)..........ueuieiiiiiiiiiiiie et e sttt e e e e e e e e s stvaareaeeeaennes 26
My Bots (Creating and Managing Your OWN BOtS) .........eeiiiiiiieriiiiiiiiiie e 26

Creating @ NEW BT ...ttt e ettt e e e e e bbbt et e e e e e et e e e e e e e e nbee e e e e e e ns 27
=L L1 1] T = T = o | PP PPP PP PPPPPPRRPON 27
(D211 a o = = | PRSP RPPPRRPIN 27

NTRadmin User Manual Nov 2007 ‘ Page 4 of 48



@ NTRadmin

L0 o] 1] T o = = | PP PP PP PPPPPPRTPON 27
LAUNCRING BOS ...ttt e ket e et e e e e bt e e et e s 27
2101 S L=T oo 11 o PRSP RERTRN

I TTANSTOI 1.ttt se et et e e e
File Management
Importing Files
DOWNIOAAING FlES ...ttt ettt e e e e e et e e e e e e sttt e e e e e e s stbaetaeeeeesaaraneeeeeeeannnnes
Creating Folders
Navigating the List of Files and Folders

Renaming Files @nd FOIAEIS ..ot
MOVING FIlES @NA FOIABIS ...ttt e e e e ettt e e e e e e et e e e e e e e anrnaeeaeeeeannnees
Deleting Files and FOIUEIS .......coiiiiiiiie ettt e e e e e e e e e e e st e e e e e e s enaaaeeeseennnnnes
SECTION 3: Additional Features of NTRAAMIN ........oooiiiiiiiiiiiii s 32
VB S SIS .t 33
The NTRAAMIN COMIMUNITY ...ttt e e e et e e e e e s e et e e e e s e s aasbaeeeeeesasnsbeaseeeennssssaeeeas 34
Forums: the 'Categories’ SUD-gIOUD .....ooi et e e e e e e e e e e ennnees 34
Forums: the 'Development of BOLS' SUD-QIOUP ......ooouuiiiiiiieiiiiiiii et 34
AGMINISTTATION ...ttt ekt e oot e ekt e e st e e et e e st e st e e et e e e s 35
Creation and Management Of AAMINISITALOrS. .........ooiiiiuiiiii et e e e eeeae s 35
Sharing Computers with Other AdMINISITAIOrS ... .....coiiiiiiiiiee e eaes 35
Configuring Remote CONtrol PEIMISSIONS .........viiiiiiiieiiiiie ettt 36
SECTION 4: APPENAICES oottt et ee ettt e oottt e e e e e et e e e e s e st b eteeeeeesssb b et e eaeeeseassasseaeeeeseessseeeeenns
PN o] o 1=T gL QAN AN @ 1 PR S PPUPPPRRRRINt
Appendix B: Security Specifications...
APPENTIX C: WAKE-ON-LAN ...ttt e e e e e e e e e e e s s et e et e e e e s e satbeeaeeeeeesssseaaeesaansnnees
APPENIX D: POCKET PC ...ttt ettt e e et e e e e eas

NTRadmin User Manual Nov 2007 ‘ Page 5 of 48



SECTION 1

Getting Started with NTRadmin




@ NTR admin

What is NTRadmin?
What Does It Do?

NTRadmin is an advanced and innovative system with which to remotely administer your
network's computers from any computer connected to the Internet.

With NTRadmin, you can launch tasks on your whole network, a single computer, or selected
computers within your network. Not only is this more convenient than administering every
computer directly and separately, it will also help you to dramatically cut the time that you spend
on administration, to maintain more consistent configuration across your network, and to
investigate, report on, or change the configuration of any computer within that network.

Here are just some of the time-consuming and difficult tasks made quick and easy by
NTRadmin:

e Installing software to the whole or a part of your network.

e Checking or modifying a computer's configuration.

e Distributing files across your network.

e Sending messages for display on the screens of your network's computers.

And, in each case, you can choose the computer or computers on which you want to take the
action.

How Does It Work?

Each NTRadmin administrator (the person that wants to administer their network with
NTRadmin) first creates a small installer-program that they can then install on each computer
than they want to administer with NTRadmin. (This is the last time that the administrator will
need to perform the same action separately on more than one computer within their network.)
The administrator can install this program to their whole network, selected computers within
their network, or even to computers from several different networks. The computers enabled for
administration with NTRadmin will then be listed in the NTRadmin interface. As NTRadmin is a
web-based service, the administrator will then be able to administer the enabled computers
through a standard web-browser from any computer with an Internet connection.

System Requirements

NTRadmin is designed and prepared to function under the following minimum technical
requirements, which are the responsibility of the customer.

Administrator Computer

e Microsoft Windows NT, 2000, 2003, XP, or Vista

e Internet Explorer 5.5 or later

e 128 MB RAM

e 1 MB free disk space

e Internet connection (33.6 Kbps minimum, 256Kbps recommended)
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Open ports (recommended): 25 or 110 (configurable)

Client Computers

Microsoft Windows NT, 2000, 2003, XP, or Vista
128 MB RAM
Internet Explorer 5.0 or later

Mobile

Pocket PC 2003 or later, 2nd Edition
Windows Mobile 5.6 Pocket PC Edition
256 KB disk space

GPRS connection (3G recommended)

@ NTRadmin

To remotely install NTRadmin on client computers on your network, you must meet further

requirements. For more information, see “Automatic Installation” on page 12.
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Using NTRadmin for the First Time

Log

ging In

You can log in to NTRadmin by going to the NTRadmin homepage on the Internet at
http://www.ntradmin.com and entering your user name and password. If you forget your
password, you can request a reminder e-mail.

The NTRadmin User Interface

The NTRadmin user interface allows you to access all the tools you need to set up and
administer your network. When you log in, the system displays an overview of your network,
including information on the number of installed computers, the number of computers online,
and user messages. It lets you easily view a list of all client computers installed on your network
so that you can start administering them immediately.

a https://sandbox.ntradmin.com - NTRadmin - Microsoft Internet Explorer

@ NT R admin cflanagan@ntrglobal.com 10: 241
kd Exit | & User Profile * | @ Help | €) Support Chat | & +3d4 93 445 0700
. 1L Tools [ Cogmput... Home R
© _
ﬁ My Favorites
Rapid access
2 Refresh all
% Installation
Install KTRadmin an your net 7 Messages Read all & Jobs Go to Jobs
I[\"E; Jlis The data has not heen found The data has not heen found
Exacute massive jobs
i | File Management
Y ore data Recent Posts Read all Q Computers
Author ©nline computers Installed Somputers
G ‘j Messages (0) o)
= ear rmessages and system : e Spain Sa...
© g
g Share information . Intnl. Support
B o online B 9398 Available
= Settings
e (e 2. Intl. Suppart 1 offline 1 Installed
How do I... Tips and Tricks
0 Start using MTRadmin in three sasy steps . Yerify your computer's software compliance
1 s and stay up-to-date by executing the
P Click here to download the NTRadmin Guick ," ‘Inventory' jaob.
Start Guide
. . . The 'Stand By' Bot can easily kesp any
Discover how_ to save time by sutomating camputer in stand by mode. You just have
yaur work using NTRadmin Bots to launch it fram Bot likrary - Systern
operations,
& Y
®
Item Description
A Information Bar — Displays details of the user currently logged in to NTRadmin.
Allows you to modify your user profile and password, request support, and log out of
the application.
B Tools Menu — The tools menu allows you to manage NTRadmin installations on client

computers, define jobs, organize files, read messages, interact with the NTRadmin
community, and manage other settings related to NTRadmin.

NTRadmin User Manual
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C Computers List — Allows you to work with client computers on which you have
installed NTRadmin.

D Resizing Bar — Allows you to show, hide, or resize the tools menu or computers list.

E Tabbed Workspace — Displays the main workspace. Each time you select a tool from

the tools menu or a computer from the computer list, a new tab is added to the
workspace that allows you to work with NTRadmin.

Information Bar

The information bar provides you with information about your NTRadmin session. It displays
your user name, user ID, and the time you logged in. You can use the information bar to log out,
change your profile, or request support from NTRglobal. You can also download and view the
NTRadmin user guide

Changing your Profile and Password

Once you are logged in to NTRadmin, you can change your profile and password at any time.
Your profile contains information such as your display name, e-mail address and language
preferences.

If you change the e-mail address associated with your profile, the next time you log in, you must
use your new e-mail address.

To change your profile

1. Choose User Profile > Modify Profile
2. Edit the information for your profile.

3. To save your settings, choose Send.

To change your password

4. Choose User Profile > Change Password

5. Enter your current password and the new password you want to use.
6. To save your settings, choose Send.

Tools Menu

The tools menu is your main starting point when you need to complete a task in NTRadmin. The
tools are organized according to the type of task; some tools offer a number several choices to
help you complete a task.

Tool Description

Favorites Gives you quick one-click access to the computers you administer most
frequently.

Installation Allows you to install NTRadmin on remote computers, either manually or
automatically over the network.

Jobs Allows you to manage jobs and bots. You can use bots to automate IT
tasks.

File Management  Allows you to upload and manage files in NTRadmin. You can distribute
files by using bots.
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Messages Allows you to view system messages and messages sent by users.

Community Allows you to view and participate in NTRadmin forums, receive
community support, and submit proposals for new bots.

Settings You can configure your account settings, add or disable administrators,
share computers, and change remote control authorization settings for
computers in your computer list.

Hiding the Tools Menu
If you want to increase or decrease the size of the workspace, you can either completely hide
the tools menu or resize it to the size you want using the resizing bar.

To resize the tools menu
e Hold and drag the resizing bar to the desired position.

To hide or show the tools menu
e Click the shaded arrow on the resizing bar.

Computers List

The computers list shows a list of all the computers on which you have installed NTRadmin and
which you can administer remotely. If you have a large number of computers to manage, you
can organize your computers into groups.

To start working with computers in your network, you must select an individual computer or a
group of computers from the computer list. Once you have selected a computer, you can
perform any number of administrative tasks such as shutting down the computer, starting a
remote control session, or running a Bot.

Tabbed Workspace

The workspace allows you to work with the different tools you select from the tools menu. Each
time you select a tool, a new tab is added to the workspace. The Home tab is always displayed
and shows an overview of your network

Managing Tabs
You can open a maximum of ten tabs in the workspace. If the maximum amount of tabs is
reached, the system alerts you. To use another tool, you must close an open tab.

To close aworkspace tab
e Click the Close Tab button on the right side of the tab.
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Installing NTRadmin on Client Computers

To install NTRadmin on client computers, you can use one of two methods. You can install the
service automatically over the network, or you can install the service manually by creating and
downloading an installation file that you subsequently distribute to your computer users.

Automatic Installation

An automatic installation allows you to install NTRadmin on client computers over the local area
network (LAN). You configure the installation file in NTRadmin and select the computers on
which you want to install it. NTRadmin is automatically installed over the network.

Before performing an automatic installation, make sure the following requirements are met.

e You must have administrator privileges for the domain in which want to install NTRadmin.

e You must have administrator privileges for the computer you use to perform the installation.

e You must have write permissions for the “Windows\System32” folder.

e The users of the client computers must be logged on to the domain and have administrator
privileges.

e The “File and Printer Sharing for Microsoft Networks” protocol must be enabled on the client
computers.

e Windows Installer must be installed on the client computers.

To install NTRadmin automatically

1. Inthe Tools tab, choose Installation > Automatic Installation.

2. Choose New Deployment.

3. Enter a name and description for the installation and click Next.

4. Enter and confirm a computer password that has a minimum of eight characters and click
Next.

When you need to start a remote control or file transfer session, you must enter the
computer password.

5. To download the installation file, click NTRadmin Installer Download and saveitto a
folder on your hard disk.

6. Click Next.

7. Select a network provider from the list and then select a domain that contains the
computers on which you want to install NTRadmin. Depending on the configuration of your
network, it may take a few minutes to display the list of computers in the domain.

8. Select the computers on which you want to install NTRadmin.

9. Select the computers that require user authorization when starting a remote control session.

10. Select the installation file you downloaded in step 5 and click Install NTRadmin.

Manual Installation

If you want to use NTRadmin to administer computers that are not on your LAN, you choose to
install NTRadmin manually. To do so, you or a user of the client computer must run the pre-
configured installation program and manually confirm each step. To easily distribute the
installation file to your users, you can send an e-mail directly from NTRadmin to your users.
The e-mail contains a link, which your computer users must click to download the installation
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file. Alternatively, you can download the installation file and distribute it to your client computers
using any method you choose, such as copying it from a USB memory key or a file server.

To install NTRadmin manually
1. Inthe Tools tab, choose Installation > Manual Installation.
2. Choose New Link.
3. Enter and confirm a computer password that contains at least eight characters.
4. Enter the following additional information:
¢ Name of the installation
e Maximum number of installations allowed from the link
Computer group
e Expiry date for the link.
5. Select whether you want to send a link to the installation file or download the installation file
to your computer.
e If you choose to send an e-mail, enter the recipient e-mail addresses, and if you want,
additional comments. To send the e-mail, click Next.
e |f you choose to download the installation file, click Next and save the installation file to
a folder on your hard disk.

Once NTRadmin is installed on your client computers, you can start administering them
remotely.
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Administering Your Network Remotely

To remotely administer your network, you should first select the 'Computers' tab from the
navigation bar then click on either the '‘Computers' heading or on the name of one of the
computers in the list. Both actions open a new tab called '‘Computers' in the main application
window.

This new tab contains a more detailed list of your computers. Each computer in this new list
has a checkbox beside its name and, if you opened this tab by clicking on the name of a
computer within the list in the navigation bar, the checkbox for that computer will be checked
automatically.

Above the list of computers is a 'List of Groups' dropdown. For more information on using
groups, see “Organizing your Computers into Groups” on page 19.

In the 'Tools' menu, you will see a list of available remote administration options. As remote
administration tasks must be launched on one or more computers, most of these options are
inactive until you have selected at least one computer (by checking the checkbox next to its
name). You can select as many computers as you like, and also have the option of selecting or
deselecting every computer in the list by clicking on the 'Select/Deselect all computers' tool.

Once you've selected the computers that you want to remotely administer, click on the required
administration task. There are eight different remote administration options available:

e 'Wake-on-LAN' (see “Wake-on-LAN” on page 16)

e 'Shut down computer' (see” Shut down computer” on page 16)

e 'Remote Control' (see “Remote Control” on page 16)

e 'File Transfer' (see “File Transfer” on page 29)

e 'Launch Bots' (see “Launching Bots” on page 27)

e 'Group Management' (see “Organizing your Computers into Groups” on page 19)

e 'Move computers' (see “Adding or Moving Computers to a Group” on page 19)

e 'Uninstall NTRadmin' (see “Uninstalling NTRadmin” on page 17)
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SECTION 2

Remote Network Administration with
NTRadmin
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Basic Remote Administration Tasks

You can access the following options by clicking on the Computers heading of the Computers
tab of the navigation bar.

Wake-on-LAN

The wake-on-LAN feature allows you to remotely boot any computer that's configured for wake-
on-LAN. Computers that support this option continue to listen to network traffic even when
they're switched off, and will boot themselves automatically if they receive the magic packet that
contains the boot instruction. Not all computers support wake-on-LAN, but NTRadmin doesn't
know which do so you can send a wake-on-LAN instruction to any computer that is either
switched off or on standby (in other words, any that is not already awake).

To configure your computer for wake-on-LAN, you must change the settings for the network
adapter or the BIOS. If you want to wake the computer from standby or sleep mode, you must
configure the network adapter. If you want to wake your computer when it is switched off, you
must configure the BIOS settings.

To send a wake-on-LAN instruction, check the checkboxes alongside the names of the
computers that you want to wake up, and click on the Wake-on-LAN option. (You can select
more than one computer at a time, but the 'Wake-on-LAN' option will be disabled if one or more
of the selected computers is already on.) Click on the OK button to confirm the action and
NTRadmin will tell you whether or not the action has been successful.

Shut down computer

With the Shut down computer option you can remotely shut down any computer that is
currently on. Check the checkboxes alongside the names of the computers that you want to
shut down, and click on the Shut down computer option. (You can select more than one
computer at a time, but the 'Shut down computer' option will be disabled if one or more of the
selected computers is already switched off or on standby.) Click on the 'OK" button to confirm
the action and NTRadmin will tell you whether or not the action has been successful.

Remote Control

With the 'Remote Control' option you can connect to a remote computer in order to use the
computer as though you were sat in front of it, or to observe what that computer's user is doing.

Starting a Remote Control Session

Check the checkbox alongside the name of the computer that you want to remotely control, and
click on the 'Remote Control' option. (You cannot start a remote control session with more than
one computer at the same time.) You will now see the remote control options.

First, select the type of remote control that you want to have. Choose 'Observer mode only' if

you just want to observe the computer's user, or 'Remotely control a computer' if you want to
be able to fully interact with the computer.
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Second, you can select the 'Number of colors' that should be used by the remote control
window. The default is to use 256 colors, but you also have the option of ‘2 colors', '16 colors',
'65536 colors', or 'True color'. The fewer colors you use, you faster the connection will be.

Third, you can choose whether to 'Open Remote Control in a New Window' (if not, it will be
opened in the main application window), whether to 'Block Keyboard and Mouse' of the user
of the remote computer (so that they can't use either during the remote control session), and
whether to 'Hide Screen' (so that your actions on the remote computer are not shown on its
display).

Finally, click on the 'OK' button to confirm the action and the remote control session will begin.

Controlling a Remote Control Session

When you begin a remote-control session, you will see the remote computer's desktop in your
remote-control window and if you selected the 'Remotely control a computer' option, you will be
able to use it as though you were using your own computer.

You will also see in the remote-control window a menu of remote-control options. The options
on this menu allow you to configure your remote-control session by changing, for example, the
screen resolution or the number of colors used by the display. There is also an option on this
menu for closing the session.

Uninstalling NTRadmin

The 'Uninstall NTRadmin' option allows you to remove the NTRadmin client from any computer
on which you've installed it and to therefore remove it from NTRadmin's list of computers.

Check the checkboxes alongside the names of the computers from which you want to uninstall

NTRadmin, and click on the 'Uninstall NTRadmin' option. Click on the 'OK' button to confirm
the action and NTRadmin will tell you whether the uninstallation has been successful.
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Working with Favorites

You can quickly access computers and frequently-used tools by adding them to your list of
favorites.

To add a computer to your favorites
e In the computer list, right-click the computer name of the computer you want to add and
choose Add to My Favorites.

To add atool to your favorites
¢ Inthe tools menu, right-click the tool you want to add and choose Add to My Favorites.

In addition to adding computers to your favorites, you can also add the URL of a webpage on
the Internet or a local intranet, such as http://www.ntradmin.com.

To add a URL to your favorites

1. Inthe tools menu, right-click My Favorites.

2. Enter a name and the URL for the webpage.

3. To save the entry, click OK. To cancel, click Cancel.

To delete a computer or URL from your favorites
1. Inthe tools menu, expand the list of favorites.
2. Right-click the entry you want to remove, and choose Delete from My Favorites.

Note: If you want to use NTRadmin with a pocket PC, you must add the computers you want to

administer to your favorites. Only computers that appear in your favorites are accessible from a
pocket PC.
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Organizing your Computers into Groups

NTRadmin gives you the opportunity to organize your list of computers into as many groups as
you wish. You may find this convenient if, for instance, you need to perform department-
specific administrative tasks as, in that case, you could create a group for each department.
This would give you a quick-and-easy way in which to identify and select the computers from
within each department.

You can access the options that relate to the creation and management of groups by clicking on
the 'Computers' heading of the 'Computers' tab of the navigation bar.

The existing groups are given in the 'List of Groups' dropdown. By default, the list contains
two entries — 'No group' and 'All Computers' — and these can neither be renamed nor deleted.
You can't directly change the members of these two groups as the 'No group' group contains
any computer that has not been explicitly assigned to one of the groups that you've created, and
the 'All Computers' group includes every computer in the list. Groups that you create will also
be shown as part of the list of computers in the navigation bar.

Creating a New Group

To create a new group, simply click on the 'Group Management' option, specify the 'Group
Name' and 'Group Description' and click on the 'OK' button. Try to give the group a
meaningful name and description in order to be able to easily identify it in the future.

Your new group will now appear both in the 'List of Groups' dropdown and as part of the list of
computers in the navigation bar.

Adding or Moving Computers to a Group

Computers can only be members of one group, so if you want to add a computer to a new
group, you have to move it from the group that it's currently in. As, by default, every computer is
a member of the 'No group' group, adding unassigned computers to a group means moving
them from the 'No group' group. This means that adding and moving computers are essentially
identical actions.

To add computers to a group first select them from the list by checking the checkboxes next to
their names. Now click on the 'Move computers' option and select the group that you want to
'‘Move selected computers to'. Click on the 'OK" button and the computers that you've chosen
to move will both disappear from the list and move to within the chosen group in the list of
computers in the navigation bar.

To move computers to a different group, first select their current group from the 'List of Groups'
dropdown, or click on either the name of the group or the name of one of its members from the
list of computers in the navigation bar. The members of the chosen group will now be displayed
in the list of computers and if got there by clicking on the name of a computer from the list in the
navigation bar, the checkbox for that computer will be checked automatically. The process of
moving the computers to their new group is now the same as that for adding unassigned
computers to a group: select the computers that you want to move (by checking the checkboxes
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next to their names), click on the '"Move computers' option, select the group that you want to
'‘Move selected computers to' and click on the 'OK' button.

Deleting or Editing a Group

To delete or edit a group, first select it from the 'List of Groups' dropdown, or click on either the
name of the group or the name of one of its members from the list of computers in the
navigation bar. Now click on the '‘Group Management' option, and you will see three group
management options:

e Add Group

e Edit Group Name

e Delete Group

Select the 'Edit Group Name' option and the name of the group will be entered into the 'Group
Name' field. Edit the text and click on the 'OK' button to change the name.

To delete the group, select the 'Delete Group' option and click on the 'OK" button. Any
computers that are members of this group will be reassigned to the 'No group' group.
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Working with Jobs

With NTRadmin, you can save tasks as jobs. A job is a combination of an action and the
computer or computers on which you want to launch it. Jobs can save you a lot of time
because you can save tasks that you launch often in order to be able to more easily repeat
them in the future.

Creating, Managing and Executing Jobs

The options related to creating, managing and executing jobs are grouped below the 'Jobs’
heading of the 'Tools' tab of the navigation bar. Click on the 'Job List' option to see the list
(initially empty) of existing jobs. Once you've created some jobs, you'll be able to use the 'View'
dropdown to view 'All Jobs', just 'Scheduled Jobs', or just 'Launched Jobs'. The list of 'Tools’
gives you six options:

e Launch Job

e Edit Job

e New Job

e Duplicate Job
e Stop Job

e Delete Job

Only 'New Job' is initially active as the other five options must act on a job or jobs and are
therefore only active when you've selected (by checking the checkboxes next to their names) a
job or jobs from the list.

Creating a New Job

To create a new job, first click on the 'New Job' option and specify your new job's '‘Name' and
'‘Description’. Try to give it a meaningful name and description in order to be able to easily
identify it in the future. Confirm these details by clicking on the 'Next >>' button.

Now you can assign to your job the Bots that you want it to launch. You can choose these Bots
from those included with NTRadmin (see “Public Bots” on page 26) and those created by you
(see “My Bots” on page 26). The two sets are presented together in the List of available Bots.
The lists are sorted alphabetically but listed separately so the 'Public Bots' are listed in full
before the list of 'My Bots'.

Click on the name of a Bot to see the Bot details. The details given are:

e Name: the Bot name.

e Description: a brief description of the Bot's functionality.

e Date creation: Bot creation date (set automatically when you create a new Bot).

e Date modified: last Bot edit date (updated automatically when you edit a Bot).

e Operating Systems: information on the Bot's compatibility with different operating systems.

e Comments: comments added by the Bot author.

e Parameters: values that must be passed to the Bot when you launch it. Only some Bots
take parameters (the 'Computer Model and Manufacturer' Bot, for example, does not take
parameters whereas the 'Delete a File' Bot takes the name of the file that you want to
delete).
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e Bot: the Bot code. This can be especially useful if you need to create a Bot that is similar to
one that already exists as you can copy the code of that existing Bot and make the
necessary changes.

To assign a Bot to your job, double-click on its name in the 'List of available Bots' or click it
once then click on the '>>' button. This will add its name to the list of ‘Launch Bots'. To un-
assign a Bot from your job, double-click on its name in the list of 'Launch Bots' or click it once
then click on the '<<' button. When you launch your job (see “Launching a Job” on page 24),
the assigned Bots will be launched in the order in which they are listed in the '‘Launch Bots'
select box. You can change their order by highlighting the name of one of the Bots then using
the 'Move Up' and 'Move Down' buttons to change its position relative to the others. Confirm
your list of assigned Bots by clicking on the 'Next >>' button.

Next you need to set the Bot parameters. Depending on the Bots that you've assigned to the
job, there may be no parameters to set (in this case you will see the message “No parameters
needed for the Bots on this job.”) If you do need to set parameters, they will be grouped
together beneath the names of the associated Bots. You don't have to set a value for any
optional parameters, but you do have to set them for mandatory parameters, which are
identified by an asterisk (*) alongside their name. You will also have an opportunity to set values
for the optional parameters when you launch the Bot (see “Launching a Job” on page 24).
Confirm your parameter values by clicking on the 'Next >>' button.

Next you need to choose the computers on which your job will be launched. You will see a list
of computers which, by default, will be of the members of the 'No group' group; however, should
you need to, you can choose to show the members of the 'All Computers' group or those of one
or your own groups by selecting the name of the group from the 'List of Groups' dropdown.
You can only select computers from within a single group, so use the 'All Computers' group if
the computers that you want to select are not all members of one of your own groups. Select
the computers that you want to assign to the job by checking the checkboxes next to their
names. Confirm your selection by clicking on the 'Next >>' button.

Finally you need to set the job scheduling options by first choosing one of the three job-
scheduling types.
e Not Scheduled
The job will only be run when launched manually (see “Launching a Job” on page 24).
e Scheduled
You will see additional job scheduling parameters, that will give you great control over when
the job is first launched and if and when it repeats.
e Launch delegated to user
The job's launch will be delegated to each of the users to which you're assigning the Bot.
This means that the option to launch the Bot will be added to the menu that the users see
when they right-click on the NTRadmin icon in their system tray.

Finally, click on the 'Save' button to create your job, which will then be available in the 'Job List'.

Scheduling Your New Job
When you schedule a job, there are three groups of options to set:
e Occurs
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e Daily Frequency
e Duration

Setting How Often the Job ‘Occurs'
By setting the 'Occurs' options, you can choose the day or days on which you want your job to
launch (for example, everyday, once a week, or once a month).

You do this by choosing one of three different frequencies:

e Daily
If you choose to schedule a 'Daily’ job, you can then choose to repeat the job every n days
by entering a value for n into the textbox.

o Weekly
If you choose to schedule a 'Weekly' job, you can then choose to repeat the job every n
weeks (where n is a value that you enter into the textbox and can also check the
checkboxes of the days of the week (Monday to Sunday) on which you want the job to be
launched.

e Monthly
If you choose to schedule a ‘Monthly' job, you can then choose to repeat the job on the nth
day of every m months (where n and m) are the values that you enter into the two
textboxes).

Setting the 'Daily Frequency' of a Job
By setting the 'Daily Frequency' options, you can set the frequency with which the job will run on
a given day (for example, once only, every hour, or every four hours).

You do this by choosing one of two different daily frequencies:

e Occurs once at
Choose this option if you want your job to run once only at a time of your choosing. Set this
time by specifying its hour and minute.

e Occurs every
Choose this option if you want your job to repeat every n hours or minutes (where n is a
value that you enter into the textbox and 'Hour(s)' or 'Minute(s)' are the options in the
dropdown menu).

You can also set a period of the day during with your job should repeat. You can do this by
setting the period's 'Starting at' and 'Ending at' times. This allows you, for instance, to
schedule your job to be launched every hour but only between 9 a.m. and 7 p.m.

Setting the 'Duration’ of a Job's Schedule
By setting the 'Duration’ options you can set the period during which the schedule will be in
force.

First, set the 'Start date' — the first date on which the job will be permitted to run. Then, set

either the 'End date' — the final date on which the job will be permitted to run — or choose the
‘No end date’ option to let the job continue to run until you de-activate it.
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Duplicating an Existing Job

If you need to create a new job that's similar to one that you've already created, you may find it
easier to duplicate the job instead of creating a new one. You can do this by selecting the job
that you want to duplicate (by checking the checkbox next to its name) and clicking on the
‘Duplicate Job' option. Once the job has been duplicated, you can change its name and any of
its properties by editing it.

Editing a Job
To edit a job, select the job that you want to edit (by checking the checkbox next to its name)
and click on the 'Edit Job' option.

You will now see the job details in a new tab in the main application window. There are six
options listed under the 'Tools' heading:

e View job details

e Edit name and description

e Assign Bots

o Edit parameters

e Assign computers

e Scheduling

‘View job details' is the option selected by default. The other five options allow you to revisit the
stages of the job creation process. The only difference here is that the stages as treated as
separate edits, so when you finish, for example, assigning Bots to your job, you will return to the
‘View job details’ screen and not, as would be the case if creating a new job, the 'Edit
parameters' screen.

Deleting a Job
To delete a job, select the job or jobs that you want to delete (by checking the checkboxes next
to their names) and click on the 'Delete Job' option.

You cannot delete jobs that are currently scheduled or delegated. To delete these jobs you
must first stop them (see “Stopping a Job” on page 25).

Launching a Job

To launch a job, select the job or jobs that you want to launch (by checking the checkbox next to
its name) and click on the 'Launch Job' option.

If you launch a scheduled job, you enable its schedule; if you launch a job that is delegated to
the user, you enable the Bot on the user's NTRadmin menu; and if you launch a job that is

neither scheduled nor delegated, it will be launched in that moment.

Every time that you launch a job, NTRadmin creates a report on the job event (see “Job
Reporting” below).
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Stopping a Job
To stop a job, select the job or jobs that you want to stop (by checking the checkboxes next to
their names) and click on the 'Stop Job' option.

You can only stop jobs that are both currently launched and are either scheduled or delegated
to the user.

Job Reporting

Every time that a job is launched, NTRadmin records the event along with useful information
such as the computers on which it was launched and whether it was launched successfully.

You can see the job reports by clicking on the 'Job Reporting' option below the 'Jobs' heading
of the "Tools' tab of the navigation bar. This will open up a new tab in the main application
window and in this you will see a list (which will be empty until you've launched your first job) of
all of the job events (occasions on which your jobs have been launched) so far. The list shows
the 'Job Name' and the date and time (‘Launch Date") on which the job event occurred. The
‘View' dropdown menu lists the names of all jobs that have been launched and by choosing one
of the jobs from the menu you can filter the list of job events so that it only includes the events
for that job. Click on the radio button beside the name of a job in order to see the report on that
job event. The report includes:

e Job Name: the name of the job.

e Launch Date: the date and time on which the job event occurred.

e Bots: the names of any Bots that were launched as part of the job.

e Computers: the computers on which the job was launched.
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Working with Bots

With NTRadmin, you can write Bots that you will then be able to launch on your network's
computers. Bots allow you to reduce a complex series of actions to a single command and are
especially useful when you need to repeat those actions on all of the computers across your
network.

The NTRadmin scripting engine allows you to execute both VBScript and JavaScript code. You
can also execute Windows Scripting Host (WSH) scripts in remote computers by using the
wscript.exe or cscript.exe engines.

There are many Bots (Public Bots) included as standard with NTRadmin, but you can also
create your own (My Bots).

Bots can be used within jobs (see “Working with Jobs” on page 21) or launched on your network
computers at the moment that you wish (see “Launching Bots” on page 27).

Public Bots (NTRadmin Standard Bots)

To see NTRadmin public Bots, click on the Public Bots option from the Tools tab of the
navigation bar. This can be found below the Bot Library subheading of Jobs heading.
Clicking on this option will open a new tab in the main application window and in that tab you
will see a list of the Bots that are currently available.

By clicking on the radio button beside a Bot's name you can see that Bot's details:

e Name: the Bot's name.

e Description: a brief description of the Bot's functionality.

e Operating Systems: information on the Bot's compatibility with different operating systems.

e Comments: comments added by the Bot author.

e Parameters: values that must be passed to the Bot when you launch it. Only some Bots
take parameters (the '‘Computer Model and Manufacturer' Bot, for example, does not take
parameters whereas the 'Delete a File' Bot takes the name of the file that you want to
delete).

e Bot: the Bot code.

Seeing the details of NTRadmin public Bot can be especially useful when you need to create
your own Bot as, if there is already a public Bot that does something similar, you can copy its
details and use them as the basis for your Bot.

My Bots (Creating and Managing Your Own Bots)

To see the options related to the creation and execution of your own Bot, click on the My Bots
option from the Tools tab of the navigation bar. This can be found below the Bot Library
subheading of Jobs heading. Clicking on this option will open a new tab in the main application
window and you will see in that tab a list (initially empty) of the Bots that you've created along
with a list of five options:

e New Bot

e Edit Bot
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e Delete Bot

e Publish Bot

e Bot Tutorial
Opens the NTRadmin Bot Tutorial (a PDF file), which offers more detailed information on
creating your own Bots.

Creating a New Bot

To create a new Bot, first click on the New Bot option and you will see a new tab in the main
application window. In this tab you will be able to enter the details of your new Bot:

e Bot Name: the name of the Bot.

e Description: A brief description of the Bot functionality.

e Comments: Any further comments on the use of the Bot.

e Bot: The Bot code (as VBScript or JavaScript, for example).

Only 'Bot Name' and ‘Bot’ are compulsory, but it is good practice to describe what each Bot
does and to comment on how it works as such information will be useful in the future when you
(or another user) want to identify or launch one of the Bots in the future.

Once you've finished entering the information, click on the OK button.

Editing a Bot

To edit a Bot, select the Bot that you want to edit (by checking the checkbox next to its name)
and click on the Edit Bot option. This will open up a new tab in which you will be able to edit
the four fields that you set when your created the Bot.

Deleting a Bot
To delete a Bot, select the Bot that you want to delete (by checking the checkbox next to its
name) and click on the Delete Bot option.

Publishing a Bot

You may like to publish some of the Bots that you've created if you think that they'll be useful to
other users. Any Bots that you publish will appear in the NTRadmin list of public Bots. You can
request that a Bot be published by checking the checkbox next to its name and clicking on the
Publish Bot option. The final decision on whether to publish your Bot will be made by the
NTRadmin team.

Launching Bots

You can launch Bots by clicking on the Computers heading of the Computers tab of the
navigation bar. By clicking on the Launch Bots option, you will see a list of all of the Bots that
are currently available. This list displays the Bot name, description and source, where the
source is either 'Public’ (for public Bots) or 'Private' (for your own Bots). The list is sorted
alphabetically by Bot name but of higher priority is the Bot source, which means that all public
Bots appear before the private ones.
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To launch a Bot, click on the radio button beside that Bot's name and click on the OK button.
You will then be asked to enter values for any parameters that are taken by the Bot. Once
you've finished entering these values, click on the Launch Bot button.

Every time that you launch a Bot, NTRadmin creates a report on the Bot event.

If your Bot creates messages, these will be visible in the 'Messages' section.

Bot Reporting

Every time that a Bot is launched (whether in isolation or as part of a job), NTRadmin records
the event along with useful information such as the computers on which it was launched and
whether it was launched successfully.

You can see the Bot reports by clicking on the Reporting option below the Jobs heading of the
Tools tab of the navigation bar. This will open up a new tab in the main application window and
in this you will see a list (which will be empty until you've launched your first Bot) of all of the Bot
events (occasions on which your Bots have been launched) so far. The list shows the 'Bot
Name', the computer on which the Bot was run (‘Computer name'), that computer's operating
system ('OS Version') and the date and time (‘Launch date’) on which the Bot event occurred. If
you have launched a Bot on more than one computer at the same time, there will be a separate
Bot event for each computer.

The 'View' dropdown menus list the names of all Bots that have been launched, the names of
all of the computers on which you have launched Bots, and the operating systems of the
computers on which you have launched Bots. You can filter the list of Bot events by choosing
options from one or more of those menus and clicking on the 'Apply filter' button. You can click
on the 'Reset filter' button to return to the full list of Bot events.

Click on the radio button beside the name of a Bot in order to see the report on that Bot event.

The report includes:

e Bot Name: the name of the Bot.

e Computer name: the computer on which the Bot was launched.

e OS Version: the operating system of the computer on which the Bot was launched.

e Message: the message created by the Bot (using the 'MESSAGE' variable).

e Exit code: the Bot's exit code (defined by the Bot author and used to determine whether the
Bot was launched successfully).

e Launch Date: the date and time on which the Bot event occurred.
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File Transfer

You can transfer files to the computers on your network by clicking on the '‘Computers' heading
of the 'Computers' tab of the navigation bar. Select the computer to which you want to transfer
a file (by checking the checkbox next to its name) and click on the 'File Transfer' option.

You will now see a new window into which you must enter the password that you specified
when you created the NTRadmin Installer that you used when installing NTRadmin onto the
selected computer.

You will now see the 'File Transfer' window in which you can browse for files on both your own

and the remote computer. You can transfer files between the two computers by simply
dragging-and-dropping the files between the two windows.
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File Management

NTRadmin gives you the option to upload and organize files that you want to distribute to your
network. This not only makes it easier to distribute those files, but also gives you easy ongoing
access to them — making it easier to find and distribute them as you add new computers to your
network.

Once you've uploaded files to the NTRadmin server, you can distribute them to your network by
using Bots.

You can see the options relating to file management by clicking on the 'File Management'
option of the 'Tools' tab of the navigation bar. This opens up a new tab in the main application
window and in this tab you will see a list (initially empty) of the files and folders that you
currently have on the NTRadmin server. Once you've imported some files and folders, this list
will show you the file or folder name, type (file or folder), size (in kilobytes) and creation (upload)
date.

Above this list are the current path, the total capacity available to you on the NTRadmin server
and the total capacity currently unused.

Above this are the seven file management options:
e Up One Level
e New Folder

e Import

e Rename
e Move

e Download
e Delete

Only 'New Folder' and 'Import' are initially active as the other five options must act on a file or
folder and are therefore only active when you've selected (by checking the checkboxes next to
their names) a file or folder from the list.

Importing Files
You add files to NTRadmin by importing them to the NTRadmin server. To import a file, first
click on the 'Import' button and you will see the import file screen. Click on the '‘Browse..."

button and you will open a standard file browser. Browse to the file that you want to import and
hit on the 'Send' button to upload it. You will now see your file in the list of files and folders.

Downloading Files

You can copy files from the NTRadmin server to your own file system by downloading them. To
download a file, first select the file or files that you want to download (by checking the
checkboxes next to their names) and click on the 'Download' option. (As it is not possible to
download folders, this option will remain disabled if your selection includes one or more folders.)
This will open a standard file download browser through which you will be able to select the
location to which you want to save the file.
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Creating Folders

As with any file system, folders can help you to better organize your files, and NTRadmin also
offers you this capability. To create a folder, click on the 'New Folder' option, enter the folder
name, then click on the 'Send"' button. You will now see your folder in the list of files and folders.

Navigating the List of Files and Folders

The list of files and folders can be navigated in ways familiar from other systems. By allowing
you to import files and create folders within folders, NTRadmin gives you the power to create
the file structures of the complexity that you require.

To navigate into a folder, click on its name. The contents of the folder will be displayed in the list
and the current path updated. The current path is updated as you browse and, as each part of
the path is clickable, it gives you an easy way to return to the higher levels. You can also click
on the button to move 'Up One Level'.

Renaming Files and Folders

To rename a file or folder, first select the file or folder that you want to rename (by checking the
checkbox next to its name), click on the 'Rename’ option, enter the new name and click on the
'‘Send' button. (As it is only possible to rename one file or folder at a time, this option will remain
disabled if you select more than one file or folder.)

Moving Files and Folders

To move files and folders to another part of your file structure, first select the items that you
want to move (by checking the checkboxes next to their names). Now click on the 'Move' option
and a new window will open in which you will be able to browse your file structure. Select the
folder into which you want to move the selected items and click on the 'OK' button. You will be
warned if the action is not possible (for instance, because you are trying to move a file to a
folder that already contains a file that has the same name).

Deleting Files and Folders

To delete files and folders, simply select the items that you want to delete (by checking the
checkboxes next to their names) and click on the 'Delete’ option. You will be prompted to
confirm that you want to delete the selected items.
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Messages

To see the NTRadmin messages click on the 'Messages' option of the 'Tools' tab of the
navigation bar. This will open up a new tab in the main application window and you will be able
to use the 'List of types of messages' dropdown menu to select from four different types of
message:

e Scripts: Scripts generate messages when they use the 'MESSAGE' variable in lines such
as 'MESSAGE = “Script completed successfully.” The message set is recorded along with
its creation time and the computer on which the script was launched.

e Users: When users have NTRadmin installed on their computers, they have an NTRadmin
icon in their system trays and can access a menu of options by right-clicking on this icon.
One of the options in this menu is 'Help Request' and any requests (user messages) that
they send can be seen here.

e Alerts: Here you can see any automated system alert messages.

e NTRglobal: Here you can see messages sent by NTRglobal.

By clicking on a message you can see more details and can change its priority and status, and
add comments.
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The NTRadmin Community

You can keep up-to-date with the latest developments to NTRadmin and share ideas with other
NTRadmin users via the NTRadmin Community. The community consists of a series of forums
through which the NTRadmin development team and other NTRadmin users can share useful
information and ask and answer questions. All NTRadmin users have access to read and add
to these forums.

Most forums are interactive (meaning you can add new messages and reply to others), but
some are read-only.

The forums of the NTRadmin community are grouped below the ‘Community' heading of the
‘Tools' tab of the navigation bar. They are further sub-grouped into 'Categories' and
'‘Development of Bots'. Clicking on one of these sub-group headings will open a new tab in the
main application window in which you will see a list of the forums along with a brief description
of each one. At the top of the screen is a 'Text Search' textbox and a 'Search’ button with which
you can search this group of forums. At the bottom of the screen is the 'Add a Category' form
through which you can add new forums. To do this, simply specify the '‘Category name' and
‘Category Description' and press the 'Add a Category' button. Any forums that you create will
be visible to all other users of NTRadmin. You can delete your forums or change their names
and descriptions by clicking on the 'Delete’ or ‘Modify' links on the right of the screen. If you
delete a forum, all of the messages within that forum will also be deleted.

To view a forum, click on the name of a forum (either from the list in the navigation bar or from
the list in its group page) and a new tab will be opened in the main application window.

Forums: the 'Categories' Sub-group

The Categories sub-group contains the following forums.

e News: News on NTRadmin and NTRglobal. This is a read-only forum.

e Administrator Forums: A place for administrators to share their ideas and opinions on
NTRadmin.

e Technical Support: Post your questions about NTRadmin.

e Suggestions: Suggest improvements and changes to NTRadmin.

e Tips: Read and suggest tips on how to get the most out of NTRadmin.

Forums: the 'Development of Bots' Sub-group

The 'Development of Bots' sub-group contains the following forums.

e Technical Documentation: Documentation and other useful information for administrators.

e New Bot Proposals: Propose Bots that you would like to see added to NTRadmin public
Bots.

e Technical Support: Ask questions about the use of Bots within NTRadmin.
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Administration

The key distinction in NTRadmin is between administrators (those that will use NTRadmin for
remotely administering their network) and users (those that have NTRadmin installed on their
computers); however, administrators can also delegate administration tasks by creating
additional administrators and sharing computers with them.

Features related to the management of administrators and to the sharing of computers are
grouped below the 'Settings' heading of the "Tools' tab of the navigation bar. There are three
options:

e Management of Administrators

e Share Computers

e RC Configuration

Creation and Management of Administrators

If you have more than one administrator license for NTRadmin, you can create an additional
administrator for each of those additional administrator licenses.

If you click on the 'Management of Administrators' option, you will see information about you
NTRadmin account including the number of licenses (the 'Administrators' value) that you
currently have.

You can create a new user by clicking on the 'New administrator' option. This will open up a
new screen in which you must specify the following compulsory information about your new
administrator:

e Display name

e Name

e Surname

e Language

e E-mail

e Password

e Re-type password

e Enabled

Once the new administrator has been created and enabled, they will be able to log on to and
start using NTRadmin.

You can edit any of the administrator's details by selecting them from the list (by checking the
checkbox beside their name) and clicking on the 'Edit administrator' option.

Sharing Computers with Other Administrators

By selecting computers from the list (by checking the checkboxes next to their names) and
clicking on the 'Share' option, you can choose the other administrators with which you want to
share those selected computers. When you share computers with other administrators, those
administrators will see the shared computers in their list and will be able to remotely administer
those computers as though they themselves had deployed the NTRadmin installer.
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To un-share computers (thereby removing them from the lists of computers that are seen by
other administrators), select the computers that you want to un-share (by checking the
checkboxes next to their names) and click on the 'Unshare’ option.

Configuring Remote Control Permissions

NTRadmin allows you to configure permissions for starting a remote control (RC) session on a
client computer. If you want to require authorization from the user before starting a remote
control session, you can specify that authorization is required. Otherwise, the default setting is
not to require user authorization. For example, if your company’s privacy policy requires
authorization from the user of a computer before a remote control session is started, you can
enable authorization. However, when it is likely that a user would not be able to confirm the start
of a remote control session, for example on a server, you can turn off remote control
authorization.

When you configure the installation settings for NTRadmin on client computers, you can also
specify whether or not you want to require user authorization for remote control sessions.

To require user authorization

1. Inthe tools menu, choose Settings > RC Configuration.

2. Select the computers for which you want to require authorization.
If you have added your computers to groups, you can select a group to reduce the number
of computers displayed in the list.

3. Choose Authorization Required.
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Appendix A: FAQs

How big is the NTRadmin Installer?
The exact size of the NTRadmin Installer depends on the settings that you use when creating it,
but the current version is always smaller that 500 KB.

How much bandwidth do I need to administer a computer with NTRadmin?

You only need a negligible bandwidth to administer computers with NTRadmin. Greater
bandwidth would be an advantage if you wanted to transfer large files to remote machines, but,
even then, there are no minimum bandwidth requirements (transfers would just be faster if you
had more bandwidth).

Do | need to open firewalls in order to install NTRadmin?

No. However, before you can do a remote deployment of NTRadmin, you do need to make sure
that file sharing is enabled on that machine. This is not necessary if you are going to do a local
deployment.

To enable file sharing you will need to first go to the ‘Windows Security Center’ (‘Start’ menu >
‘Settings’ > ‘Control Panel’ > ‘Security Center’).

¥ Windoss Security Center

@ Security Center

Help protect your PC

€)) Resources = | Security Essentials
[ ) Ths sacurity sattings on this computer are mansged by & natwork sdmiristrstor
- . Becauss it o part of & domain (8 group of compiters on a nelvork), To belp protect
G S | s 4 gt b 0o oot
o Cadi e e oy = Irestal and use & frewall such as Windows Fireveall in Miorosoft Windows 1P o
Windaws Lodite updst anither firewal,

* St up Automati: Updates to dovwnlosd and instsl oritical updates sutomatic sy,

= Gk support for pecurity-related
] = Irstid ankhvinus softwars and keap & burmsd on sod up to date,

RS
* Gek hedp sbout Securiky Corker ehal’s i iy i pochestt pive ¢ £
i ] | Manage security settings for:
Windows Firewall

option —

wie cane about wour privacy. Please resd our privds

Next click on the ‘Windows Firewall’ option and Windows will open a new dialog box. Activate
the ‘Exceptions’ tab and check the box for the ‘File and Printer Sharing’ option.
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%= windows Firewall ) x|

General Exceptions | &dvanced |

u . » _._._._n—'_'-
Exceptions’ tab Windows Firewall iz blocking incoming network, connections, except for the

programs and services selected below, Adding exceptions allows some programs
to wiork better but right increaze your zecunty gk,

‘File and Printer Sharing’ B and Sietvines

option \ T 5
™| File and Printer Sharing
Internet Explarer
Remate Assistance
[ Remate Deskiop
[ UPHP Framewsark.

Add Program... i&dd Paort... Edit... [Delete

¥ Display a notification when Windows Firewall blocks a program

“What are the rizks of allowing exceptions?

Ok I Cancel

Once you have finished the remote deployment, you can disable ‘File and Printer Sharing’ on
that machine.

What permissions do | need to install NTRadmin?

You must have Windows administrator rights on any computer on which you want to install
NTRadmin.

Will the user see any indication that NTRadmin has been installed on their

computer?

When NTRadmin has been installed on a computer, the user will see the NTRadmin icon in
their system tray.

INTF{admin icon

»| 0@ ] W 58 17230

Will the user be able to uninstall NTRadmin from their computer?
No. To uninstall NTRadmin, it is necessary to enter a password set by you, the administrator.

How do | make a help request?
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To make a help request, right-click on the NTRadmin icon (from your system tray) and select
the ‘Help Request’ option from the popup menu.

Zheck For updates

Shark:
Skop

Settings...
Change passwaord...

‘Help Request’ Tiacls
option ~——_|

™ Help Request

about, .,

You will now see a new window from which you can make you help request. Set a ‘Subject’ and
‘Contents’ that describe your request then click on ‘Send Message’.

REE
@ MNTRadmin

Help Request

Subject:

Contents: ;I

=

=end Message Cancel |

How do | create a Bot?
Click on the ‘My Bots’ option from the ‘Tools’ tab of the navigation strip that runs down the left-
hand side of the NTRadmin window.

Now click on the ‘New Bot’ option from the ‘Tools’ menu of the new tab.

You can find detailed help on writing bots in the NTRadmin Bot Creation Tutorial.
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What options do | have when scheduling a job?

There are three groups of options in the scheduler: ‘Occurs’, ‘Daily Frequency’ and ‘Duration’.

By changing the ‘Occurs’ option, you can specify the day or days on which you want the job to

run. First, you can choose between ‘Daily’, ‘Weekly’ and ‘Monthly’ frequencies.

rOccurs
« Craily Daily
C ealkly Every :;L:l day(s)
L Maorthly

If you choose to schedule ‘Daily’ jobs, you can then choose to repeat the job every n days by

entering a value for n into the textbox.

If you choose to schedule ‘Weekly’ tasks, you will have a different set of options.

Occurs
- Daily Weekly
G Mifeek |y Every ii!week{s} an
e Manthly | Monday [ Tuesday [ Wednesday [ Thursday | B Friday
O Saturday v Sunday

This time you can choose to repeat the job every n weeks (where n is a value that you enter into
the textbox) and can also specify on which days of the week (Monday to Sunday) you want the

job to be executed.

If you choose to schedule ‘Monthly’ jobs, you will have a third set of options.

rOccurs
o Daily Monthly
C waekly * dayis) |_1_| of every (L |monthis)
& Manthly

Here you can schedule the job to run on the nth day of every m months (where n and m are the

values that you enter into the two textboxes).

After you have set the ‘Occurs’ options, you can move on to the ‘Daily Frequency’ options.

NTRadmin User Manual Nov 2007 l

Page 41 of 48



@ NTR admin

rDaily frequency

% Cceurs once at IIZIEI vI:IEIIII "I
" Occurs every im_E:IH'I'U”:ﬂ j’ Starting atIEIIZI vI:IEIIZI "I
Ending atIIIII:I TI:IIIII:I ‘I

You can either set the job to occur once only at a time of your choosing (the ‘Occurs once at’
option), or you can choose the ‘Occurs every’ option and have the job repeat every n hours or
minutes (where n is a value that you enter into the textbox). You can also set a period of the
day during with a job should repeat (for instance, if you want the job to be executed every hour
from 9 a.m. to 7 p.m.). You define this period by setting the period’s ‘Starting at’ and ‘Ending at’
times.

After you have set the ‘Daily Frequency’ options, you can move on to the ‘Duration’ options.

—Duration

startdote  [erorzone 7] @ ppg e 22006 T

C Mo end date

Here you can set the period during which the job will repeat. You do this by setting a ‘Start
date’ (the first date on which the job is permitted to run) and the ‘End date’ (the final date on
which the job is permitted to run). You can also choose to set ‘No end date’ if you want the job
to continue to run until you de-activate it.

Can | remotely administer a computer that is not in my network?
Yes, you can remotely administer any computer that is connected to the Internet.

What can | find in the forums?

In the forums, you can:

e Keep up-to-date with the latest news on NTRadmin and NTRglobal.
e Exchange ideas with other administrators.

e Ask questions to NTRadmin technical support staff.

e Suggest improvements to NTRadmin.

e Read tips on how to get the most out of NTRadmin.

Also in the ‘Community’ section are:

e Documentation of the NTRadmin Bots.

e Details of newly-added Bots.

e The chance to suggest any Bot that you would like see added to NTRadmin.
e Technical support on the use of Bots.

If | use the Silent NTRadmin Installer, will the user have to accept the installation?

No. If you use the Silent NTRadmin Installer, the user will not interact with the installation in any
way (and, furthermore, the user will not see any indication that the installation is taking place).
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Is it possible to deploy to more than one machine at a time?

Yes. When you deploy NTRadmin, you can choose to deploy to as many machines as you like
within a single network.
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Appendix B: Security Specifications

NTRglobal guarantees that NTRadmin has:

Physical Security (SaaS model)
Environmental security
Electrical security

Physical security
Architectural security

Storage Areas

The storage areas of the data warehouses typically have the following physical characteristics:
e Technical Floor.

e Fire Protection systems

e Racks.

e Network Cabling.

Incident Management

The monitoring system automatically feeds information into the Incident Management System:
¢ Incident Resolution and escalation.

e Incident Detection.

System Backup
To protect its customers and to ensure a rapid recovery in the event of a system failure,
NTRglobal regularly backs up its systems and all of its customers’ valuable data.

Software Certification

NTRadmin is certified by Verisign. The Verisign certificate guarantees to users that they are
using an original copy of NTRadmin — a copy supplied by NTRglobal, which has not been
modified by any third party. NTRglobal guarantees that the software is free of all viruses.

Secure Connections
NTRadmin uses standard ports to establish connections.

Access Security

For further security, Administrators also have the option of logging in to NTRadmin via a 128-bit
Secure Socket Layer (SSL) connection.

Data Encryption

All of the standard algorithms used by NTRadmin have been validated by the official tests

provided by the creators/owners of that algorithm.

All sensitive or confidential information is encrypted before being sent.
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Encrypted Storage: Confidential or sensitive data stored in the database are always
encrypted. Stored conversations are only decrypted at the moment that the Administrator
consults them.

The Rijndael 256 Algorithm: NTRadmin uses the Rijndael 256 algorithm for encoding the
connections of the remote control modules. This algorithm meets the requirements set by the
Federal Information Processing Standard (FIPS.197) and can thus be used by US government
organizations for protecting their sensitive data.

Rijndael was created by the Belgian researchers Vincent Rijmen and Joan Daemen. It is a block
encoder that operates using blocks and keys of variable length: 128, 192 or 256 bits.

Attack Detection

At the application level the company detects the following types of attack:
e SQL injection

e Cross-site scripting (XSS)

e Hijacking

e Flooding

Blocking user access to NTRadmin: When an attack is detected, two types of block are applied:
e Blocking IP address
e Blocking user account

SSL

SSL is a cryptographic protocol that provides a secure connection across the Internet. This
enables the client and server applications to communicate in a way that prevents
eavesdropping, tampering and message forgery.

Security Processes

Remote Control: To maintain a remote control session, NTRadmin sends and receives packets
of information via a TCP connection, using a customised version of a generic protocol. The
protocol uses the 256-bit Rijndael algorithm to encrypt the information.

Launching of Bots: We assure confidentiality for bots that are sent on the network. All bots are

encrypted then sent to the client computer, where they are decrypted and launched. The used
cryptographic algorithm is the AES 256.
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Appendix C: Wake-On-LAN

In order for you to remotely wake up or switch off a PC, that PC must have the Wake-on-LAN

capability, meaning that the following has to be configured:

e As most modern network cards do, the PC’s network card must support Wake On LAN.

e From the network-card configuration-screen of the PC’s BIOS, enable the Wake on LAN
functionality (the location of this will depend on the version of BIOS you have).

e From the network card’s power-management configuration-screen, activate the option
“allow this device to bring the computer out of standby”

' Realtek RTL8139/810x Family Fast Ethernet NIC Pr... [ [

|Gmad||Mvamd||[hm||H&amm| Power Management

Realtek RTL3139/810k Family Fast Ethemet NIC

Waming: Allowing this device to bring the computer out of standby may
cause this computer to perodically wakeup to refresh its netwark state. f
you travel with this computer ar run it on a battery, you should not tum on
this feature as the machine may awaken at inopportune times or consume
the batteny.

oK || Concal |

A remote PC can be woken up in the following circumstances:
e There is a PC that is switched on, has NTRadmin installed and is inside the same network
as the PC that you want to wake up.
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Appendix D: Pocket PC

To start remote control with a Pocket PC, follow these steps (the steps are for an installation on
Microsoft Windows Mobile 5):

1) Turn on the Pocket PC.

"Start” menu (1) i
€. Today

= Calendar
‘Internet Explorer option (2) [ Contacts NTRsupport

5 Internet Explorer |

& Messaging E

{. Phone

& Windows Media N Puwerlf'uinl:
- Mobile
i Word Mobile
. - | Notes %
Programs’ option i
og op & NTRsupport Sim Toolkit

[®] Pictures & Yideos

fig Programs W
i Settings

word Mobile [—
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2) Open Internet Explorer by clicking on the 'Internet Explorer' option from the 'Start' menu.

3) Enter http://www.ntradmin.com/ or http://www.ntradmin.mobi/ into the address bar and click
on the green arrow to open the URL.

4) Once it has been detected that you are using a Pocket PC, NTRadmin will redirect you to the
Pocket PC login page. Enter your user name and password and click on the ‘Login' button.

_f. |Internet Explorer § o ?ll|| oz X

5 |https: ffwwewe ntradmin.comfmai - - f#
Usernarne:
Passward;
Back. E Menu
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5) You will now see one of the following screens:

5.1) If this is the first time that you have entered, you will see a screen inviting you to download
an installer.

.f. |Inl:ernel: Explorer § o i € X

& |https:f faaee ntradrmin.commal - | @

[ Dowrload cabinet |

Dizconneck

Connecting. ..

Click on the link and you will see a new window. Click on 'Yes' to confirm that you want to
download the NTRadmin cab file and install it on your Pocket PC. You will then be redirected to
the login screen (point 4 of this document).

Daowenload the 115 KB File
‘MTRadmin_z33.cab'?

|Open file after download|

| Yes | | Save As.. || Cancel |
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5.2) Otherwise, you will see the list of your favorite computers.

;.. |Internet Explorer ‘§ ot ?I'Il oz X

5 https:fwww.ntradmin.cumfmai -| @

By CORPPC_ISTO19

Back = Menu

6) Click on the name of a computer to begin remote control of it. You will then be asked to enter
the password assigned to that computer.
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You can now interact with the remote computer as you would if you were using it directly.

The mouse-emulation buttons allow you to modify the action taken on the remote computer
when you touch the screen with your stylus. There are four options, which, from left to right,
are: (1) no action, (2) left click, (3) right click, and (4) double click. This means that, for
example, to double left-click you need to first press the double-click button (thereby activating a
persistent double-click mode) then press the left-click button.

In addition, the following options are available from the 'Options' menu:

Options

e 'View' submenu

Here you can choose between viewing the remote desktop in 2, 16, 256 or 65536 colors.
The fewer colors you choose, the faster will be the screen update.
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You can also choose between various different desktop sizes. If you select the option 'Real
size', the remote desktop will be shown at its original size, with scrollbars displayed to allow
you to access the desktop's full area. Choose the 'Fit to screen' option if you want to see
the whole of the remote desktop precisely fill your Pocket PC's screen. Finally you can
choose the 'Scale to width' or 'Scale to height' option to have the remote desktop scaled
to precisely fit either the width of height of the Pocket PC's screen.

You can also choose the 'Refresh’ option to repaint the screen.

e 'Actions' submenu

By choosing the 'Ctrl+Alt+Sup’ option you can send a 'Ctrl+Alt+Del' command to the
remote computer.

e 'Tools' submenu (currently inactive)

The 'File Transfer' option allows you to transfer files between the remote computer and
your Pocket PC.

The 'Remote Diagnostics' option allows you to view information on the configuration of the
remote computer.

e 'Help' submenu

By choosing the 'About’ option you can view version and resource-usage information.
e 'Minimize' option

Minimize the remote-control window.

e 'Exit' option

End the remote control session.

Zoom
You can use the zoom controls to view more or less of the remote computer screen.
Mini map

If you are viewing your remote computer screen in real size, you can use the mini map to
quickly move around the remote computer screen without having to scroll. The mini map shows
you the full screen of the remote computer in a small area at the bottom of your Pocket PC. To
view an area of the remote computer screen using the mini map, click anywhere inside the mini
map — the corresponding area of the remote computer is displayed on your Pocket PC.
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