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Introduction

Outline

This user manual helps user/technical/R&D learn how the RICON M2M terminal management platform works
and how to operate it. The platform works with RICON S9921 3G router and S9931 DSL router, for the purpose
of monitoring the connectivity of network, and also controlling devices remotely. In this manual, it introduced
all features of platform. To show feature of platform, it has three main sections for each feature.

® Task intro: By setting up a task, it tells user what feature is going to be introduced and how the feature
works.

® Precondition: It indicates what necessary step is before you can test the feature.

® Operation steps: explain detail steps to use the feature.

Version of manual

Product name Version Date

User manual of RICON M2M terminal management platform V1.0.3 12/28/2011

Readers

This document applies to the following readers:

® R & D engineers
® Technical Support Engineer

® Customers

Symbol agreement

In this article the following sighs may appear, they are defined as follows.
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Symbol Description
Indicates text that has a high degree of risk, which if not
avoided, could result in casualties or serious injury.
ADanger g

Indicates text that has moderate or low level of risk, if not
avoided, could result in minor or moderate injury.

Warning

Indicates a text representation of the potential risks, if not

a\ ; avoided, may result in equipment damage, data loss,
ey Attention performance degradation, or unexpected results.

Indicates a text can help you solve a problem or save you

OE Knack time.

: Indicates a body of the text is additional information, is the
I! Explanatiun body's stress and additions.

Graphical element reference agreement

Format Description

Quotation marks " indicate button names and data types of interface
table, such as clicking "OK."

> Multi-level menus separated by ">". If you select "File> New>
Folder", it means to find "Folders" menu under the "New" submenu
which is under the "File" menu item.

Revision History

Revision history is accumulated for each document update. The latest version of the document contains all
previous versions of the updated document.
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1 Overview

Outline

Chapter Brief instruction

Product Introduction Brief instruction of product

Summarize feature of platform

User role Introduce user role

1.1 Product Introduction

1.2 Feature summary

1.3 User role

Version 1.0.3
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2 Operation instructions
Outline
Chapter Brief instruction
Login Introduce steps to login platform and the precautions.
Log out Introduce the steps to exit platform.

2.3 Initial of platform

Introduce initial of platform after installation

2.4 Terminal Section

Introduction The main function of the Terminal section,
operating procedures and precautions.

Group section

Introduction The main function of the Group section, operating
procedures and precautions.

2.6 System section

Introduction The main function of the System section, operating
procedures and precautions.

User section

Introduction The main function of the User section, operating
procedures and precautions.

2.1 Login to platform

» Open the computer IE (Internet Explorer) browser in computer, type in http://192.168.8.1/

into the address bar so as to enter the user login authentication interface as shown in "Image

2-1 User login authentication interface"

Version 1.0.3
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Image 2-1 User login authentication interface

M2M Terminal Management Platform

lzername:

e RICON

m Explanation

Users can modify server IP address in the server configuration file.
1) Under the installation directory”.\ M2M_SVR\conf”, in the

2)

Configure.txt file, set “SVRIP” to server IP address, such as

192.168.8.1.
-#

#Server networking setting

SURIP = 192_168.8_1| //Server IP address |

WEBPORT = 9998 f/Web request process port

CLIPORT = 9991 //Terminal request process port

DSCPORT = 9992 J/Communication with DSC port number{UDP}

f#iteb UI timeout, Unit:Second
WEBTIMEOUT = 38

Under the installation directory “\M2M_SVR\UI\config”, in file
svrip.cfg, set the IP to server IP address, such as 192.168.8.1.

192.168.8.11-0008

Enter the user name and password, click "OK" button. You can log on to the platform.

m Explanation

For the first time user login platform, user will need to use the default
user name "admin" and password "admin". To change the password,
please refer to "2.7.2 Edit user."

2.2 Logout

»  After login into platform, click "Logout" link in the upper right corner, platform pop-up

Version 1.0.3
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confirmation prompt, click "OK" button to Logout platform, click "Cancel" button to stay.
Please refer to "Image 2-2Logout button" below.

Image 2-2 Logout button

0 Welcome admin |

Terminal | Group | ¢ dser

parchTerm [:Daily report .« Statistic

2.3 Auto install setup

Task intro

Import rule to platform. When terminal registers to platform, the platform will send configuration
in imported rule to terminal according to terminal serial number. Terminal will be rebooted
automatically after it gets parameters, then with new parameters, it will register to platform again
and star to work properly.

Precondition

User login to platform successfully.

2.3.1 Rule import

Task intro

Download template rule as excel file. Setup rule according to your needs, then upload rule to
platform.

Precondition
1) Use template in platform
2) Setup proper rule according to user’s needs.

3) Login to platform as admin successfully.
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Operation steps

@ Attention

e Please note if parameter on terminal has been pre-set and no need to be
changed. Don’t setup rule with all parameters like APN, Username,
Password, etc. Otherwise parameter in terminal will be modified by auto
install feature.

o Acrule excel file should not being used when need to be imported.

e Current platform support at most 20,000 rules.

> Click “system > Br Auto install

» Edit template according to user’s needs. Import rule file according to instruction of each
parameters in rule in “table 2-1 instruction of rule parameters”:

2-1 Rule introduction

Parameter Description Configure
Router ID Last 16 characters of serial For example: 32R201111ZH12001

number

WMMP-IP Platform public IP address for | Public IP

registration

WMMP-PORT Platform service port for Could be 0~65535, default value:
registration 9991

SIM-1 SIM card number of SIM1 Normal SIM cards issued by ISP

APN-1 Access Point Name of SIM1 Provided by ISP

Username-1 Username of SIM1 Provided by ISP

Password-1 Username of SIM1 Provided by ISP

SIM-2 SIM card number of SIM2 Normal SIM cards issued by ISP

APN-2 Access Point Name of SIM2 Provided by ISP

Username-2 Username of SIM2 Provided by ISP

Password-2 Password of SIM2 Provided by ISP

> Import rule file, according to instruction “2.6.2 Import rules”.
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2.3.2 SLA setting

Task intro

Users can set a proper threshold of alarm, when any value of terminal state exceeds the threshold,
alarm will be triggered and alarm record will be shown in platform.

Precondition
1) Legal terminal register to the platform.

2)  Admin user login to platform.

Operation steps

»  Click the "System> s SLA set ", edit the threshold. Click "OK" button to complete the

threshold settings. Click the "Reset" button to reset the input data. Specific methods of
operation, please refer to "2.6.1 alarm threshold settings (Set SLA)"

2.3.3 Group (Separate terminals by Group)

Task intro

Initially, there is only one group in platform. It is Home group. All of the legal unities of the
terminal are assigned to home groups by default. According to use's needs, new group can be
created and terminals can be moved among all groups.

Precondition
1) Legal terminal has registered to platform.

2) Legal user login to platform successfully.

Operation steps

»  Create new group under Home group, please refer to "2.5.1 new terminal group™ for
specific instruction.

> Assign terminals to different new created group under Home group. Please refer to "2.5.4 new

terminal group" for specific instruction.

2.4 Terminal section

Task intro

Terminal section, monitors terminal operation, alarm, and generate statistic report of terminals.
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Precondition

Legal user of platform login to platform successfully.

2.4.1 Terminal list

Task intro

Terminal list is a list of all terminals in platform. In the list, it shows current state and some
information of terminals including agent id, terminal id, IP, and operational information: signal
strength, network type, terminal SIM card, the total flow, the firmware version, the installation
location, which brings users convenience to know states of terminals.

Precondition

Legal user of platform login to platform successfully.

Operation steps

»  Click the "Terminal", terminals in home group will be listed.

¥
»  Move the cursor to “L” on the left side of web site, a window with group tree will be shown.
» Keep the cursor inside the window, click name of terminal group, terminal list will show

terminals under the specific group. Please refer to "Image 2-3 Select terminal group" for
specific instruction.

Image 2-3 Select terminal group

&

Terminal group i
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2.4.2 Terminal detail

Task intro

Terminal details, show basic information of terminal and state of network connectivity including
(IP, current session time, total online time, current flow, total flow, sim1 total flow, sim2 total flow,
signal strength, packet loss rate, out of service, SIM switch, SIM type, network switch, net type,
current cell, cell switch) and some links to other pages related to terminal monitoring.

Precondition

Legal user of platform login to platform successfully.

Operation steps
]
»  Click the "Terminal", move the cursor to “__” on the left side of web site, a window with group

tree will be shown. Click name of terminal group, terminal list will show terminals under the
specific group. Please refer to "Image 2-3 Select terminal group" for specific instruction.

»  Click Agent ID, terminal ID or “«[ icon, the detail information of terminal will be shown.
Please refer to “Image 2-4 Access to terminal detail page”

Image 2-4 Access to terminal detail page

There are 31 terminals in Home, and 31 terminals online.
Select Mo, Status Agent 1D Terminal ID IP Signal Hettype  SIM
] 1 W | 0HBSI1ZRI0111031 OHES215R20111024 ‘ 202.170.138.80 WIRED
] z [ ] 2:4:311352—w1352—1:331 192.168.0.111 37 VDO i1
] 2 [ ] 22R201108ZH12002 T2R207108ZH12002 192.188.0.111 a7 VDO SIN-1
O 4 [ ] 2IRI01108ZH1Z003 2IRI01108ZH12003 192.168.0.111 71 VDO i1
] g [ ] 2IRI01108ZH12004 2IRI01108ZH12004 192.168.0.111 71 VDO i1

2.4.3 Reboot terminal (terminal detail > reboot)

Task intro

Restart a specific terminal, the terminal can remotely be rebooted through the "terminal detail"
page, so as for some special service update in router to take effect and also for a fast reboot of
terminal when necessary.

Precondition

Legal user of platform login to platform successfully.
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Operation steps

> Attention

Terminal must be online before they can be restarted through platform.

»  Access terminal detail page of terminal. Please refer to “2.4.2 terminal detail” for specific
instruction.
LY

> Click “Rebootterminal 7, a window pop-up confirming whether to continue or not. Click “OK”
to continue, click “Cancel” to abort.

2.4.4 Set parameter terminal (terminal detail > Edit
parameters)

Task intro

Configure parameter of terminal remotely; Check latest parameter of terminal to confirm if
parameter has been modified.

Precondition

Legal user of platform login to platform successfully.

Operation steps

> Attention

e Terminal has to be online before parameter could be modified.

»  Access terminal detail page of terminal. Please refer to “2.4.2 Terminal detail” for specific
instruction.

— —

»  Click button “ Edit parameter ”, access the page for modifying parameter of the specific

terminal. Please refer to “Image 2-5 Terminal detail page”.
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Image 2-5 Terminal detail page
____________
Terminal operating information

Status IP Current time total time Current flow  totalflow sim1 flow  sim2 flo'
-_ Mo yet 0Day OHour OMin 05ec  0Day 1Hour 2Min A05ec 0 254KB  161KB 3a0By
Signal strength Availability Out of service SIM switch SIM type Network switch Net type Current cell Cell swit

52 0 0 i il 0

Terminal
& =) a 1 S
Rehootterminal Edit parameter Advance parameter Alarm record Daily repart Remate log

|!. Explanation

1) In the same terminal list page, parameters of multiple terminals can

be selected to be updated at a time. In this case, when try to get

parameters from terminal; system will reply parameter of terminal which

has the smallest number in terminal list.

2) There are several different sections in the parameter configure page

according to different feature.

4+ After parameter are set on the page of platform, click “SAVE”
button to send configuration to remote terminal.

4+ Then click “Refresh” button to view the state of the operation. If
state is changed from “Sending configuration” to normal, it means
parameter has been set successfully.

4+ If state is changed to be “Get failed” It means system didn’t get
parameter successfully after parameter is sent. So system does not
know whether the parameter has been configured successful or
not.

4+ Then please click “get latest parameter” till the state is changed to
be “Normal” And then check the parameters on page and confirm
whether it is the parameter you have sent. The following are
contrast of parameters on platform and device.

LAN section, please refer to “Image 2-6 LAN parameter”:
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Image 2-6 LAN parameter
LAN Wodem Parameter Select | DHCP Server | ICWP Check SMMP it 2t Remaote Log
IP Address 192168 .66.88/24 (eg AB.C.OM)
Save Refrash get latest parameter
CLI

interface hri)
inaddress 192.168.86.88/24

Contrast to terminal GUI as in “Image 2-6 platform LAN parameter”.

Image 2-6 platform LAN parameter

Network

LAN Modem Parameter Select DNS DHCP Server

LAN Configure

LAN Connection Type

Connection Type Static IP (»
Local MNetwork 1172.16.22.33/24 | (eg. A.B.C.D/M)

|! Explanation

IP of LAN interface is used for access of router GUI, please remember the
IP once it is changed.

Modem section: please refer to “Image 2-8 Modem parameter in platform”.
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Image 2-8 Modem parameter in platform

Jrrent configuration state: Mormal  [Jsave to all online  auto retry times: (times} Terminal ID:

Modify parameter

1 | Modem | FParameter Select |DHCF' Sewerl ICMP Check | SMNMP | 21 | Remaote Log Cloc

MODEM 1 MODEM 2

Service Code

| Service Code

AP | | APN |
User Mame |card | User Mame |card
Password |.... | Password |-...
Simcard SN SIMZ Simcard ST 0 SN2
Advance Advance
Save Refresh get latest parameter

Contrast to terminal GUI as in “Image 2-9 Modem parameter in terminal GUI”.

Image 2-9 Modem parameter in terminal
GUI

Network

(W Modem Parameter Select DMS DHCP Serwver

Modem Configure

Modem Parameter

[ name T apn T servceode | Usertame | Smrd | Acon
L2 = = | e || swe |EE|E0E EH
Lo =0 = e || s |EEEE]E

m Explanation

Advance setting could set some advanced configuration

Parameter Select section: please refer to “Image 2-10 platform Parameter Select feature”

Version 1.0.3



RICON M2M terminal management platform
User manual

Image 2-10 platform Parameter Select
feature

Modify parameter

2 Parameter Select | DHCP Eemarl ICMP Check [ SHIP [ 2K I Remote Log [

Primary Rule Backup Ru
Interval :Gﬂ :[1.512; Interval (G0
Retry |3 (1-512) Retry |3
n L J | =
i . =] ing Ti '
Running Timeout |23 (1-65535) unming 1ime 23
‘ v out
Interface | modem 1 + Intertace | modem 1 %
Action .icrnp v Action .icmp v/
CheckIP [(egABC. CheckIP |
Save Refresh get latest parameter
u u [ 3

Contrast to terminal GUI as in “Image 2-11 Parameter Select in terminal GUI”.

Image 2-11 Parameter Select in terminal
GUI

Network

LAN Modem Parameter Select DNS DHCP Server

Parameter Select Configure

Parameter Select Rules

[_wetare | tevals) ] ety ] Tmeowts) ] ear
L2 L e | = | = |mE|[E]
o+ e 2 I = B
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DHCP Server section: please refer to “Image 2-12 platform DHCP parameter”

Image 2-12 platform DHCP parameter

Modify parameter

irameter Select DHCP Server | [ICMF Check SHMP MZM Remuote Log
IP Address Range Start [2.2.2.3 |(eg. AB.C.D)
IP Address Range End [2.2.2 20 | (eg. AB.CD)
Gateway [2.2.2 30 |(sg. AB.CD)
DNS1 [2.2.2.30 | (ea. 4.B.C.D)
DMS2 (22230 |(eg. AB.CD)
Client Lease Time |3 |[‘1—55535::

Status (O Enable & Disable

| Save Fefresh get latest parameter

Contrast to terminal GUI as in “Image 2-13 DHCP parameter in terminal GUI”.
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Image 2-13 DHCP parameter in terminal
GUI

Network

LAN Modem Parameter Select DNS DHCP Server

DHCP Configure
Add IP And MAC

IP Address | | (eg. a.B.C.D)
MAC Address | | (eq. 00:14:4D:34:B1:8E)
Add
L mAcAddes | PAddess ] Operstion ]
Status
DHCP Server
DHCP Server Settings
Ip Poal
IP Address Range Start [2.2.2.3 | (20. A.B.C.D)
IP Address Range End [z.2.2.20 | (2g. 4.B.C.D)
GateVWay Type
Static Gateway [2.2.2.30 | (eg. A.B.C.D)
DMS Connection Type
DHS1 [2.2.2.30 | (2. A.B.C.D)
D52 [2.2.2.30 | (eg. a.B.C.D)
Client Lease Time (1-65535)

Configuration of ICMP Check parameter, please refer to “Image 2-14 ICMP parameter of platform”:
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Image 2-14 ICMP parameter of platform

tate: Mormal  [savetoall online  auto retrytimes:(times} Terminal ID:  32R2I

Modify parameter

ameter Select ODHCP Server | ICMP Check ShMP M2M Remaote Log Clock

Check IP Or Domain |mwx.haidu.|:um |

Max Failure Times [3 | (1-512)
Normal Interval [3 | (1-512)
Failed Interval [3 | (1-512)

Status (O Enable & Disable

Save Refresh get latest parameter

Contrast to terminal GUI as in “Image 2-15 ICMP parameter in terminal GUI”.

Image 2-15 ICMP parameter in terminal
GUI

Applications

ICMP Check Interface Check DDNS DTuU SHNMP M2M

ICMP Configure

status

ICMP Chack Service

ICMP Check Rule

Check Ip Or Domazin |'.'J'.'~r'.'~r.l:|ai|:|u.cnm |

Max Faiure Times |3 | (1-512)
Mormal Interval |3 | (1-512)
Source IP or Interface |:|

Faled Interval 3 | (1-512)

Configuration of SNMP parameter, please refer to “Image 2-16 SNMP parameter of platform”:
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Image 2-16 SNMP parameter of platform

rmal  [Jsave to all online  auto retry times: {times} Termir

Modify parameter

select DHCP Server | ICMP Chechy SHMP M2 Femote Log

snmp Port (3434 | (1-65535)

Snmp Sommunity |rewu:|r |

Status () Enable &) Disable

Save Refresh get latest parameter

Contrast to terminal GUI as in “Image2-17 SNMP parameter of terminal”:

Image2-17 SNMP parameter of terminal

Applications

ICMP Check Interface Check DDNS DTU SHMP M2ZM

SHMMP Configure
Status

SHMP Service

Saetting Content
SNMP Port 3434 | (1-65535)

SHMP Community

e
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Configuration of M2M parameter, please refer to “Image 2-18 M2M parameter configuration in
platform”:

Image 2-18 M2M parameter configuration in
platform

Mormal  [Jsave to all online  auto retry times: {times} Terminal

Modify parameter

rselect DHCP Server | ICMP Check SHMP M2 Remaote Log

IP Address(domain) |1?2_ 16.22 41 |

Server Port (9991 |(1-65535)
Check Connected IP1 [119.97 224 210 |(ea. AB.C.D)
Check Connected IP2 [3.3.33 |(eg. AB.C.D)
Login Times |4 | (1-5)
Heartbeat Interval [60 | (1-65535)
Fepeat Sending Times |5 |[1—5j:
Task Failure Time |1EI |[1-55535j:

Status Enable Disahle

Save Fefresh get latest parameter

Contrast to terminal GUI as in “Image 2-19M2M parameter of terminal”:
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Image 2-19M2M parameter of terminal

Applications

ICMP Check Interface Check DOMNS DTU SNMP M2M

M2M Configure
Status

M2M Service

Basic Configure

IP Address{domain) |1?2_15.22.41 |

Server Port 2901 | (1-65535)
Check Connected IP1 110.07.224.210 | (eg. A.B.C.D)
Check Connected IP2 |3_3_3_3 | {eg. 4.B.C.D)

Advanced Configure

Login Times 4 | (1-5)
Heartbeat Interval 60 | (1-65535)
Repeat Sending Times E | (1-5)
Task Failure Time 10 | (1-65535)

Explanation

Please carefully fill out IP and port number here. If any erroneous, it will
cause the device not be able to connected to the platform.,

Configuration of remote log of platform, please refer to “Image2-20 remote log of platform”:
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Image2-20 remote log of platform

[Isave to all online  auto retry times: {times} Terminal IC

Modify parameter

DHCF Server | ICMF Check SHMP 2 Remote Log

heck IP Or Domain |1EIE_1B.3.4 |

Check Port [5555 | (1-65535)

Status (& Enable O Disable

Save Refresh get latest parameter

Contrast to terminal GUI as in “Image 2-21 Remote log parameter of terminal”:

Image 2-21 Remote log parameter of
terminal

System Tools

Local Log Remote Log Clock Account Tools Files

Log Configure
Status

Remote Log Status

Remote Log Setting
Check In Or Domain |192.18.3.4 |

Remote Port 5555 | (1-65535)

Configuration of clock in platform, please refer to “Image2-22 clock parameter of platform”:
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Image2-22 clock parameter of platform

Modify parameter

eter Select DHCP Server | ICMP Check SHMP 112 Remote Log Clock

MTP Server IP or Domain |ntp_sjtu.edu.cn |

NTP Synch. Interval 600 | (1-65535)

Time Zone ‘ abu-dhahi/muscat v

Status (& Enable O Disable

Save Refresh get latest parameter

Contrast to terminal GUI as in “Image2-23 clock parameter of terminal”:

Image2-23 clock parameter of terminal

System Tools

Local Log Remote Log Clock Account Tools Files

Systemn Clock Configure
Status

MNTF Server IP or Domain |ntp.5‘tu.edu.cn ﬂ
NTP Synch. Interval 600 | (1-65533)
Time Zone | abu-dhabi/muscat v|

Configuration of NAT, please refer to “Image 2-24 NAT parameter of platform”:
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Image 2-24 NAT parameter of platform
Modify parameter
DHCP Server | ICMP Check SMMP MZ2M Remote Log Clock NAT PATI
urce Interface Source Port Replace Address Replace port Action
1.0.0.2 3333 Delete
163.3.3.3 178.3.3.3 Delete
Add Refresh get latest parameter

Contrast to terminal GUI as in “Image 2-25 NAT parameter of router”:

Image 2-25 NAT parameter of router

NAT Static Route

MAT Rules Configure
MASQ Mode

. Iteface | Acin |
| odar ||

NAT/NAPT Rules

Qutside
Protocol Address source Port Replace Address Replace Port

|snurceH al H 1.0.0.2 H H 3.3.3.3 H H
|snurceH al H 163.3.3.3 H H 175.3.3.3 H H

Patch management: Click “Delete” to remote patch from terminal device; Click “Refresh” to view
the record to view the state of parameter Configure section. If it state is “Get failed”, please click
“get latest parameter” to retrieve information from device. Please refer to “Image 2-26 patch

management in platform”
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Image 2-26 patch management in platform

Modem | Parameter Select |DHCPSeNer|ICIu1PCheck| SNMP | M2 |Rem0teL0g| Clock | MAT | PATCH

Patch Name Action

d Lot [

O s

2 wmmp Delete
0 3 maderm Delete
[selectall Delete Refresh get latest parameter ‘

[N

Delete patch: when performing bulk modification operations, if patch
exits in terminal, delete it. If not, then no operations..

Option 2
»  Click “Terminal”, platform show list of Home group by default.
»  Select terminal in terminal list, then choose “Modify parameter” and click “OK” to enter the
parameter configuration page. Please refer to “Image 2-27 terminal list”:
Image 2-27 terminal list
There are 11 terminals in Home, and 10 terminals on
alec No. Status Agent ID Terminal 1D P Signal Net type S
—_ w000000000010000 wOo00000000010000 172.16 22 41 51 WCDMA SIN-1
5 2 -— wo00000000010001 Wo00000000010001 1721622 .41 51 TO.SCOMA  SIM.1
D 3 - Wo00000000010002 wo00000000010002 172.18 22 .41 «113  TC.SCOMA  SIM.1
D < .- W000000000010002 wo00000000010002 22 COMA SNk
[:] 8 - wo00000000010004 V3300000000 1000< -51 COMA SiIN-1
D e - wW30000000001000% wOo3000000001000% 172.10.32 41 81 EVDO SiM-1
L__] 7 —_ wW330000000010008 wWo00000000010002 172 10.22 41 -113 EVDO SIN-1
., E] 8 - Vwa00000000010007 Wwo00000000010007 172.16.22.41 -51 TO-SCOMA  SIM-1
| & E] ] - w000000000010008 wo00000000010008 172.16.22 41 «112  TD.-SCOMA SIM-1
E] 10 —_ wo00000000010009 w000000000010008 172 16.22.41 111 WCDMA SING1
E] 11 - Wo00000000010010 wWo00000000010010 1721622 41
Totsl: 1 Cument 1 F GO
Choose the operation you want to apply on the selected
Clselect 3l Modify parameter v | OK
Remote upgrade
Upgrade progress status
Restad termina
Modify parameter
4
» Choose the parameter that need to be modified, then change it value, then click “SAVE” to

send parameter to terminal. Then click “Refresh” to update page till the state change to

“Normal”. Please refer to “option one” for operation introduction.
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2.4.5 Setting advanced parameters on single terminal
(terminal detail > advanced parameters)

Task intro

Set parameter of single terminal by text edit.

Precondition

Legal users successfully login platform system.

Operation steps

»  Click “Terminal” to enter terminal list of HOME GROUP as default.
>  Select the target Terminal group, you may check “Terminal list” for reference. Click “[“1 icon
on the right to check terminal details. You may check “Terminal details” for reference.

Advance parameter ,,

»  Click “ on current window to enter advance setting page of single

terminal. Click “get latest parameter” icon to get latest parameters. Click “view parameters”
to show current terminal latest parameters. As shown below in “Image 2-28 advanced
parameters”:

Image 2-28 advanced parameters

o retry times: |5 (times)} Terminal ID: 32R2011092H12001

‘AReter
I

Current Parameter

TETC UMEC IO TECEVE
check interval B0 retry 30
serice m2m

destination 210.75.17.180
m2m port 30179

login retry B

task retransmit 6
heartbeat intersal 50

task timeout &5

semnvice syslog

get latest parameter View parameters

>  Set your new parameters in “New Parameter” window, click “Save” icon to save your new
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parameters. As shown in below “Image 2-29 save advance parameters”

Image 2-29 save advance parameters

‘erminal # [Maodify parameter

current configuration state: lNormal  [Save to online terminal

Modif

Mew Parameter

senvice mZm
destination 210.75.17.1530
m2m port 30179
login retry 6
task retransmit 6
heartbeat interval 50

task timeout 5

@ Attention

Please check current Configuration status before modify it, especially
when it shows normal and works normal.

2.4.6 Search single terminal alarm record (terminal
detail > alarm record)

Task intro

Search single terminal alarm record. You could check all the alarm record of current terminal made
after register to platform system successfully, including IP, version, alarm time, type and description.

Precondition

Legal users successfully login platform system.
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Operation steps

]
»  Click “Terminal” button on right top, then move the cursor to left middle “L_" icon. Select a

terminal group you want search from. After select terminal group, click the [Z] icon at right
end to enter “terminal details” page. Please check “2.4.2 Terminal details” for details.

a

Alarm record ,,

»  Click “ icon of “Terminal Operation”, the window will show all the alarm

record of current terminal made after register to platform system successfully, including IP,
version, alarm time, type and description, as shown in below “Image 2-30 Alarm record”:

Image 2-30 Alarm record

There are 51 records.

IP H\-’ersionl Alarm time “.ﬁ.larmtwe|

Ho. Terminal ID

1 32R201109ZH12001 1921880111 1234 20111208 14:35:M1 Signal signal strength -113, below the threshold -100
2 32R201109ZH12001 192.188.0.111 1234 2011-12-08 14:20:00 Signal signal strength - -100
3 32R201M08ZH12001 1921880111 1234 20111208 14:27:00 Signal signal strength - -100
4 32R201109ZH12001 192.188.0.111 1234 2011-12-08 14:21:1 Signal signal strength - -100
5 32R201109ZH12001 1921880111 1234 20111208 14150 Signal signal strength - -100
8  32R201109ZH12001 1921880111 1234 20111208 14:12:00 Signal signal strength - -100
7T 32RI01108ZH12001 182.188.0111 1234 2011-12-08 14:08:00 Signsl signal strangth - -100
% 32R201108ZH12001 1921880111 1234  2011-12-08 14:08:00 Signal signal strength - -100
2 22R201108ZH12001 1821880111 1234 20111208 14:02:1 Signal signal strength -100
10 32R201108ZH12001 1921880111 1234  2011-12-08 14:00:01 Signal signal strength -100
11 32R201108ZH12001 192.188.0.111 1224 2011-12-08 12:57:01 Signal signal strength - -100

2.4.7 Search Single terminal daily report (terminal detail >
daily report)

Task intro

Search Single terminal daily report, you could check terminal network parameter record, including
Signal(dBm), Online time(s), Out of service, Network switch, SIM switch, TX flow, RX flow, sim1 flow,
sim2 flow, Packet loss, Avg latency, Cell switch.

Precondition
1) Legal users successfully login platform system.

2) Platform system has set an alarm SLA; please check 2.6.1 Set SLA for
details.
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Operation steps

@ Attention

Search date cannot over current data.

¥
»  Click “Terminal” button on right top, then move the cursor to left middle “L_" icon. Select a
terminal group you want search from. After select terminal group, click the “[Z) icon at right

end to enter “terminal details” page. Please check “2.4.2 Terminal details” for details.

)

=
> .« Dailyreport » “ - s - -
Click icon “Terminal Operation”, window will show terminal network

parameter record of current time as default. You could input a data and click “OK” to inquire.
As shown in “Image 2-31 search daily report”

Image 2-31 search daily report

32R2011097H12001 Daily report

Search date: |[2011-12-08 p, |||oK
111-12-08 32R2011097 2011 Tear 12 Hon rmation
200 03:00 1 07:00
- - ot |[zs |[za [z [t 2 |3 ] -
- - a5 |[e [7 [ | [0 -
- - |12 15| 1a 2 (18 |[17 | -
- - R -
. ) 25 |28 || 27|28 |[2a |[30 |31 | .
. . 2l e ] Clese .
) ) << Today > 5 )
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KPl1 Time
Signal{dBm)
Cnline tima|s)
Cut of servics
Metwork switch

SIM switch
T flow
R flow

sim flow
3im2 flow

Fadet loss

Avg latency

Cell switch

KPl1 Time
Signal{dBm)
Cnline tima|s)
Cut of service
Netwark switch

SIM switch
T flow
R flow

sim 1 flow
sim2 flow

Faost loss

Avg latency

Cell switch

> Click « View Graph & Download Excel »

3800

(=]

28 41KB
28.41KB
28 41KB
28.41KB

2.000

20.04KB
20.04KB
20.04KB
20.04KB

2.000

Image 2-32 daily report search result

2011-12-08 32R201109ZH12001 Terminal operating inf

02:00
-101
2800

0
0
0

Lo

.3KB

a ra [ T % |
LIS I TR {5}
[FE I R U}
R
m m m

2.000

14:00
-101
2800

=] Pa [ P T % ]

[E I I I ]
L= O T T I =
xOEm R R
m m m m

2.000

03:.00

48

3600

2B 41KB
28.41KB
2B.41KB
28.41KB

0.000

View Graph & Download Excel

04:00

20.02KB
20.04KB
20.02KB
20.04KB
2
0.000
2

05:00
-101
2800

ra i Rl pa
L R T= I T R I+
[T T FC B B T B = |
AR A A
m m m m

0.000
2

06:00
48
2800
0
0
0
25.41KE
2841KE
2B41KE
2841KE
0
0.000

18:00

icon under this sheet. A window will pop up and show

above sheet in Graph. You could download the sheet in Excel by click the “ Download Excel File”

icon. As shown in “Image 2-33 terminal network parameter record” below:
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Image 2-33 terminal network parameter
record
| Signal |0utnfsewine| Cnlins time Mehmltswitd'l| 5IM switch | total flow | Cell switch | Latency | Fadiet loss ‘
signal for (32R201109Z2H12001)(IP 192.168.0.111)on 2011-12-08
50
550
60 |
70 e
7.0 710
80
90 f
100
] e -101.0
110+
120
S P PP PSP PP PSP PP PP PP
S S L N S O RO N
Download Excel File Close

2.4.8 Search Single terminal log (terminal detail > terminal
remote log)

Task intro

Get the 15 days log of certain terminal, and you could download it in TXT.

Precondition

Legal users successfully login platform system.

Operation steps

»  Click “Terminal” to enter terminal list of HOME GROUP as default.
»  Select the target Terminal group, you may check “Terminal list” for reference. Click “L—" icon
on the right to check terminal details. You may check “Terminal details” for reference.
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s
., Remotelog . . . “
»  Click icon in this page and enter Single terminal page. As shown in below “2-

34Remote log”:

2-34Remote log

Current flow total flow  sim1 flow sim2 flow
Sec ATT.7GMB 496GH 1.81GE 318GE

Network switch  HNettype Currentcell Cell switch

v EDGE a a

[
Q. = s

darm record Daily report Femaote log

PN Ty
Jel lalesl 10g ”

>  Click “ #7507 icon to refresh current page. Click icon to get log

manually. (Terminal will send latest log to platform). Click Download link to download the log
in TXT file, as show below “Image 2-35 Get log”:

Image 2-35 Get log
1010000Has 1 terminal remote log file.

ne Log time Log size Download

1910000 2011-11-09 15:02:01 1548

‘ Refrash qget latest log

2.4.9 Check Terminal realtime alarm (alarm->realtime
alarm)

Task intro

Check latest terminal real-time alarm, including terminal IP, version, time, alarm type and reason,

Precondition

Legal users successfully login platform system.
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Operation steps

»  Click Terminal > Q:Alarm to enter terminal alarm page, all terminal alarm will show in

this page as default. Click “

Realtime Alarm l
” again to get latest alarm record. As

shown in follow “Image 2-36 Real-time Alarm list”

f 1

Image 2-36 Real-time Alarm list

Realtime Alarm |

Alarm Record |

There are 30 records.

No.‘ Terminal ID | IP | ‘\Fersion| ‘ Alarm time ‘ ‘Alarm t:.'pe‘
1 232R201108ZH12001 1821880111 1234  2011-1208 16:31:00 Signal signal strength -112, below the thresheld -100
2 22R201108ZH12005  182.188.0.111 1224  2011-12-08 16:31:00 Signal signal strength -112, below the thresheld -100
2 2IRI01M08ZHIZ002 1821880111 1234  2011-12-08 16:31.00 Signal signal strength -113,
4 2IR201M08ZHIZ012Z 1821880111 1234  2011-12-08 18:31:00 Signal signsl strength -105, below the thresheld -100
£ 2IR201108ZH12018 1821880111 1234  2011-12-08 18:31:00 Signal signal strength -113, be
&  22R201108ZH12012  182.188.0.111 1224  2011-12-08 16:31:00 Signal signal strength -108,
17 22R201108ZH12022  182.188.0.111 1224  2011-12-08 16:31:00 Signal signal strength -112, below the thresheld -100
8 2IR201108ZH1Z01T  182.188.0.111 1224  2011-12-08 16:31:00 Signal signsl strength -108, below the thresheld -100

2.4.10 Search terminal history alarm record (alarm->alarm

record)

Task intro

Search terminal history alarm record based on alarm type, terminal ID, Agent ID and date range.

Precondition

Legal users successfully login platform system.

Operation steps

@ Attention

You need input at least one query condition.
Terminal ID & Agent ID must be fully spelled, do not support fuzzy query.
Query date cannot over current date.

»  Click Terminal > tharm to enter terminal alarm page, all terminal alarm will show in

Alarm Record

this page as default. Click “ ” to enter search page. Input your query
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conditions and click OK to search. As shown in “Image 2-37 Search terminal Alarm record”

below:
Image 2-37 Search terminal Alarm record
Resltims Alsrm | ‘ Alsrm Record ‘ |
Search Alarm Record
Alarmtype: | Availability  #
Terminal ID: [32R2011092H12001
Agent ID:
Startand end date: =
Mote:Atleast one of Alarm type terminal ID,agent I has to ke filled in.
r_ 0K Heset
2-1 Query condition instruction

Item Meaning How to Configure
Alarm Type Alarm type Select in dropdown list
Terminal ID Terminal ID Manually input, must be 16

Alphanumeric combination
Agent ID Terminal name Manually input, must be 16

Alphanumeric combination
Start and end date | Query date Select a data.

Need input both start and end date or

keep both blank.

2.4.11 Check alarm terminal list (alarm list)

Task intro

Check alarm terminal list. You could divide the alarm terminal based on alarm type (Availability,

Packet loss, Signal, Out of service, Cell switch, SIM switch) and check them in different page.

Precondition

Legal users successfully login platform system.
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Operation steps

W Alarm list

»  Click Terminal > to enter terminal alarm list page, every tab shows one

alarm type: Availability, Packet loss, Signal, Out of service, Cell switch, SIM switch. Click the
tab to switch different type.

2.4.12 Search terminal

Task intro

Search terminal based on Agent ID, Location or IP, in order to provide a fast way to find a certain

terminal.

Precondition

Legal users successfully login platform system.

Operation steps

@ Attention

e You need input at least one search condition.
e [uzzy query, part key words of agent id or location is available search

condition.
> Click Terminal > SearchTerm to enter “Search Terminal” page.
> Input search condition and search, result will shown below as “Image 2-38 Search terminal”
Image 2-38 Search terminal
Search terminal
Agent ID:
Location:
IF:

Search Reset

2-2 Search terminal instruction

Item Meaning How to Configure

Agent ID Terminal name Manually input, must be 16
Alphanumeric combination
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Item Meaning How to Configure
Location Terminal install location Manually input, must be 16
Alphanumeric combination
P Terminal IP Manually input
Value range: [0.0.0.1,
255.255.255.254]

2.4.13 Search terminal network parameter report (daily

report)

Task intro

Search terminal network parameter report (daily report), search condition could be date, Terminal
ID, Agent ID, Terminal version. And network parameters include (Signal(dBm), Online time(s), Out
of service, Network switch, SIM switch, TX flow, RX flow, sim1 flow, sim2 flow, Packet loss, Avg

latency, Cell switch).

Precondition

Legal users successfully login platform system.

Operation steps

> Click Terminal >

> Input search conditions and click OK to search.

) Attention

e Search date is necessary.

e Search condition need at least one of Terminal 1D, Agent ID or Terminal

version

k:] Daily report

2-2 Search condition instruction.

to enter “Daily report” page.

Ttem

Meaning

How to Configure

Search date

Search date

Select a date and this condition is
necessary.

Terminal ID

Terminal ID

Manually input, must be 16
Alphanumeric combination
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Item Meaning How to Configure

Agent ID Terminal name Manually input, must be 16
Alphanumeric combination

Version Terminal version Select from a dropdown list

> Click“ "% ”icon on the line end. Parameter record will display, includes (Signal(dBm), Online

time(s), Out of service, Network switch, SIM switch, TX flow, RX flow, sim1 flow, sim2 flow,
Packet loss, Avg latency, Cell switch).

> Click V1ew Graph & Download Excels o under this sheet. A window will pop up and show

above sheet in Graph. You could download the sheet in Excel by click the “ Download Excel File

icon.

2.4.14 Terminal alarm statistic (Statistic)

Task intro

According to Terminal ID, IP, Version and date, searching the Alarm statistic, result includes
(Terminal ID, IP, Version, Availability, Signal, Out of service, Network switch, and SIM switch).

Precondition

Legal users successfully login platform system.

Operation steps

=~ Statistic

> Click Terminal > to enter Statistic searching page.

> Input searching conditions, and click OK icon. Search result will be shown.

2-4 Search condition instruction

Item Meaning How to Configure

Terminal ID Terminal ID Manually input, must be 16
Alphanumeric combination

Agent ID Terminal name Manually input, must be 16
Alphanumeric combination

Version Terminal version Select from drop down list
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Item Meaning How to Configure

Start and end date | Searching between these date. | Select a data.

Need input both start and end date or
keep both blank.

2.4.15 Remote upgrade terminal (terminal list drop down
list)

Task intro

Remote upgrade terminal, send the upgrade packet to terminal and updating terminal to latest
version.

Precondition

1) Legal users successfully login platform system.

2) Terminal online.

Operation steps

> Attention

e Only online terminal could be upgraded.

A\

Click “Terminal” to enter terminal list of HOME GROUP as default.
> Click in the check box of terminals which need upgrade. Then select “Remote upgrade” at
the bottom drop down list of this page and click OK.

K « Femate upgrade

> Select an upgrade package and clic to start your upgrade. A progress

bar window will pop up as shown below in “Image 2-39 Select a upgrade packet”.

Image 2-39 Select a upgrade packet

Select upgrade package
Selact Mame Varsion Size(Byte) Create date

2011-12-07 09:45

O | Wrasazass term_fley 5849348 Byte y

> Terminals which upgrade failed, you could click “Upgrade again” icon to upgrade again as
shown in “Image 2-40 upgrade progress page”.
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Image 2-40 upgrade progress page

selact Agent 1D Package ID Version Package name Upgra
Wid0000000010000 3 oy HTEI2_ trx
32000053:3210001 3 taen_ ey
Wad00000000 10002 3 e _ ey
[] WOO00000000 10003 3 tarm_fomy
:I Wa2000053:3310004 3 taen_ ey
WId00000000 10005 3 e _ ey
100000000010008 3 oy
Wa2000053:3210007 3 tae_ ey
Wld0000000010008 3 e _fley
Wid0000000310008 3 e _floary
Wa2000053:0210010 3 tae_ ey HFa3Z_
| Clegige s Upgrade again
| | ]

2.4.16 Check remote upgrade status (terminal list drop
down list)

Task intro

Check remote upgrade status and select the failed terminal to upgrade again.

Precondition
1) Legal users successfully login platform system.

2) Terminal online

Operation steps

»  Click “Terminal” to enter terminal list of HOME GROUP as default.

> Clickin the check box of terminals which need upgrade. Then select “Upgrade progress status”
at the bottom dropdown list of this page and click OK.

»  Click Upgrade again to upgrade.

2.4.17 Restart terminal (terminal list drop down list)

Task intro

Restart terminal, in order to make the new parameters effective and start new service.

Precondition
1) Legal users successfully login platform system.

2) Terminal online
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Operation steps

> Attention

Terminal must online

»  Click “Terminal” to enter terminal list of HOME GROUP as default.
»  Click in the check box of terminals which need upgrade. Then select “Restart terminal” at the
bottom dropdown list of this page and click OK. Then selected terminal will be rebooted.

2.4.18 Modity parameters (terminal list drop down list)

Task intro

Please refer to 2.4.4 Set parameter terminal

Precondition

Please refer to 2.4.4 Set parameter terminal

Operation steps

Please refer to 2.4.4 Set parameter terminal

2.5 Group section

About this function

After terminals registered to platform system, you could divide them into groups to convenient
your management. You could create, edit, delete group.

Precondition

Legal users successfully login platform system.

2.5.2 Add new terminal group

Task intro

Add new group in home contents, in order to manage all terminals in group.

Precondition

Legal users successfully login platform system.

Version 1.0.3



RICON M2M terminal management platform
User manual

Operation steps

»  Click Group to enter Group manages part.

»  Click a group name in left tree catalogue, then click “ E‘,Manage Group » icon at top

right corner, to manage this group
>  You could add new sub group under current selected group.

Image 2-41 Add sub group

(] Current page: Group > Manage group

Operation
Modify group
Add sub group
Add sub group:test (]S
Delete group
2-4 Add sub group
Item Meaning How to Configure
group name Group name Manually input, must be 4-63
Alphanumeric combination
2.5.3 Modity Group

Task intro

Modify Group name.

Precondition

Legal users successfully login platform system.

Operation steps

»  Click Group to enter Group manage part.

»  Click a group name in left tree catalogue, then click “ IL__'Ill".ﬂal'lagE Group .

icon at top
right corner, to manage this group

»  You could edit group name in this page, input a name and click OK icon as shown below.
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2.5.4 Delete terminal group

Task intro

To delete terminal group, the record of a terminal group will be deleted from the platform.
Meanwhile, all terminals in this group, all sub-groups in this group and all terminals in the sub-
groups will be deleted.

Precondition

Login user is a legal user of the platform, and login on the platform successfully.

Operation steps

@ Attention

Home directory cannot be deleted.

v

Click “Group” to get into group

» Click a terminal group name on the left directory tree, and then click

“ E Manage Group . on the right top side to get into the “manage group” page.

»  Click “Delete group”, then there will be a confirmation widow, click “OK” to delete all terminals
in this group, all sub-groups in this group, and all terminals in the sub-groups. Click “Cancel”
to get back to previous page without deleting operation. Refer to the following “Image 2-42
delete terminal group”.

Image 2-42 Delete terminal group

Terminal group
Operation
{8 Home

) test Madify group

Add sub group

Dielete group

Change terminal's group of test

2.5.5 Chang group of terminal

Task intro

Change the directory of a terminal or to move a terminal in a group to another group.
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Precondition

1) Login user is a legal user of the platform, and login on the platform
successfully.

2) Thereis terminal in the group

Operation steps

»  Click “group” to get into group
» Click a terminal group name on the left directory tree, and then click

“ Ell Manage Group » on the right top side to get into the “manage group” page.

III

A\

Click “Change terminal's group of xxx (group name) ” to get into “change group of termina
»  Select terminal

1) Select a terminal: click the terminal

2) Select multiple terminals: press “ctrl” meanwhile select multiple

terminals.

3) Select multiple terminals from beginning to end: click a terminal, then
keep pressing “shift”, meanwhile, press another terminal. Thus all
terminals from beginning to end are selected.

» Press“ == " to move terminals from left side to the blank area in right side.

w oy

»  Also terminals in the blank area in right side can be selected and then press to move

them to left side to cancel change operation. Refer to the following “Image 2-43 change group

III

of terminal-select termina

Image 2-43 Change group of terminal-select
terminal

Agent (D2 0000000000000009

Terminal list
List of terminal which need to change group

0000000000000000 -
32R2011112H12001 0000000000000003

0000000000000001
0000000000000004
0000000000000005

(000000000000007

0000000000000012

0000000000000014
0000000000000015 S
0000000000000016 <z
0000000000000017

»  Click “next”, select a group to which the terminals will be moved, then click “OK” to move the

terminal to a new group. Refer to “Image 2-44 Select new group for terminal”.
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Image 2-44 Select new group for terminal

Change terminal's group of Home

Home

BACK

2.5.6 Edit terminal

Task intro

To edit terminal is to edit the agent ID, Location info of a terminal.

Precondition

Login user is a legal user of the platform, and login on the platform successfully.

Operation steps

»  Click “group” to get into group, default display is terminal list of Home directory.

»  Click terminal group in the tree directory on the left side to show all terminals in the group.

> Click nf" at the end of the terminal, and edit agent ID and Location info in this page. Click

“OK” to finish editing. Whether the input info is legal or not, please refer to “table 2-7 input
info requirement for editing terminal”.

2-4 input info requirement for editing terminal

Item Content How to Configure

Agent ID Terminal name Manual input.

Value range: 16 digits combination of
No. or alphabet

Location Terminal installation location | Manual input.

Value range: No. 0~255, alphabet,
exclusive of specific character.
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2.5.7 Delete terminal

Task intro

To delete terminals in a group in two ways: to delete single terminal, to delete all terminals in a
group.

Precondition

Login user is a legal user of the platform, and login on the platform successfully.

Operation steps

»  Click “Group” to get into the group. The default display of the page shows the terminal list of
Home.

»  Click terminal name in the directory tree on the left side to shall terminal list in this group.

v

Click “&" icon at the end of terminal line, then click “OK” in the new window to delete this
terminal. Click “Cancel” to get back to the previous page without deleting.

> Click« ®Deleteall » of the terminal list at the top right side, then click “OK” to delete all

terminals in this group. Click “Cancel” to back to the previous page without deleting.

2.6 System section

Function intro

To manage all parameters of the platform including: warning threshold setting, import and export
rule, blacklist management, add and delete update packet, update terminals in batch, check system

log.

Precondition

Login user is admin and login on the platform successfully.

2.6.1 Warning threshold setting (Set SLA)

Task intro

To set threshold of terminal online rate, packet loss rate, signal strength, restart times, cell
switchover times, and SIM card switchover times. If the above values exceed the threshold value,
warning will be triggered and a warning message will come out. Warning messages records can be
refer ton in warning list.
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Precondition

Login user is admin and login on the platform successfully.

Operation steps
»  Click “System > W BLA set, to get into “Set SLA”, default warning threshold is displayed.

Refer to “Image 2-45 set warning threshold value”.

Image 2-45 Set warning threshold value

Set SLA
Availability = 90 %+
Packetloss = R0 % *

Signal = |-100 dBm *

Qut of service = |3 *
Cell switch = © *
SIM switch = |9 *

Mote:Ifterminal meets any of above SLA parameters, alarm will be tigoered and terminal will be listed in Alarmed list|

)% Regat

» Input legal threshold value, click “OK” to set threshold value. For threshold value, please refer
to “table 2-8 set warning threshold value”.

2-4 Set warning threshold value

Parameter Description How to Configure
name
Availability Terminal online rate threshold | Manual input.
Value range: integral No. within
[1,100]
Packet loss Terminal packet loss rate Manual input.
threshold Value range: integral No. within
[1,100]
Signall Terminal signal strength Manual input.
threshold Value range: integral No. within
[-113,-51]
Out of service Terminal restart times | Manual input.
threshold Value range: integral No. within
[1,10]
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Parameter Description How to Configure
name
Cell switch Cell switchover times Manual input.
threshold Value range: integral No. within
[1,10]
SIM switch SIM card switchover times Manual input.
threshold Value range: integral No. within
[1,10]
2.6.2 Import rule
Task intro

Import rule: setup legal terminal list (judge by last 16 number of terminal serial number), platform
will judge the legality of a terminal as per the import rule and will move terminals, which don't fit
import rule, into the group of “pending”.

Precondition

Login user is admin and login on the platform successfully.
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Operation steps

A\

Click “system >

content.

Import rule

> Attention

e This feature is use the same “terminal serial number list” as the “Auto
install” feature in platform. There are two cases:

(1) User need to use “auto install” feature to send parameter from platform to
terminal.

In this case, user setup rules with all parameters that are needed, like APN,
Username, and Password. If a terminal tries to register to platform, according
to the serial number, parameters will be sent to the terminal.

(2) Terminal already contains the pre-set parameter, so no need to use the
“Auto install” feature.

In this case, user have to note, if the rule contains APN, Username or
password, wmmp IP, etc the auto install feature still will act as designed,
which means parameters will be sent to terminal and modify the pre-set
parameters in terminal. So user must pay attention to this feature. And
remember, if don’t want pre-set parameters to be changed, when setup rules.
Leave the “terminal 1D only.

e Before importing rule file, please assure that no other program is in use
and this file is not in use.

e When import .xls doc, please refer to export templates in “2.6.3 export
rule”.

ir Auto install ”. Default display is “rule” page. Click tabs to display its

Click “Import Rule” button to get into the page.

Click “Browse” button, a dialog box will come out to select doc. Select an excel doc to be

imported, and then click “OK” to import rule. Please refer to “Image 2-46 import rule”.

Import rule

Import Rule

Import Rule: |C:\Users\AdministratorDe ~ Browse... |*Fi|ename should be 1-63 characters, ' "

Reset

>  Afterrule is imported, the page will show imported rule list. Refer to “Image 2-47 rule list”.
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Image 2-47 Rule list
There are 30 rules in system.
Download Template Irpart Rule Export Rule
wmmp-port sim-1 apn-1 user-1 pwid-1 sim-2
21334 15080385078 saacde bbb coe 1386545207 1
395678 15020325378 aaacde bbb coe 1386545307 1
21334 15020325378 aaacde bbb coe 1386545307 1
395678 15020325378 aaacde bbb coe 1386545307 1

Import public parameter rule

EF Auto install ,,

»  Click “System > then click “Parameter” tab to get into the page.

A\

Input public parameter in the textbox, then click “Save” to save the parameters.

A\

Click “View parameters” to visit imported public parameter rules. Refer to “Image 2-48 import
public parameter rule”.

Image 2-48 Import public parameter rule

2.6.3 Export rule

Task intro

Export rule: export rule list of the platform into an excel file and save in local PC.

Precondition

Login user is admin and login on the platform successfully.
Operation steps

Export rule template

»  Click “System > ik Auto install " click tab “Rule List” to get into the page.

»  Click “Download Template” button to download import rule Excel template.

Export template

EF Auto install ,,

»  Click “System > click tab “Rule List” to get into the page.

»  Click “Export Rule” to download rule list excel doc.
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2.6.4 Pending list

Task intro

Pending list function is to manage terminals of the platform beyond rule list.

Precondition

Login user is admin and login on the platform successfully.

Operation steps

e} Authorization ,,

»  Click “System > then click tab “Pending List” to get into the page,

terminals of pending list is shown.

2.6.5 Move terminals from Pending list to Blacklist

Task intro

To move terminals from pending list to blacklist. Platform will not record login info or status of the
terminals.

Precondition

Login user is admin and login on the platform successfully.

Operations steps
Option 1

e} Authorization ,,

»  Click “System > then click “Pending List” tab to get into the page.

Terminals of pending list are shown.
»  Click “=#"icon in the line of terminal (“To blacklist” row) to move terminal into blacklist.

Option 2

‘e» Authorization ,,

»  Click “System > then click “Pending List” to get into the page. Terminals

of pending list are shown.
»  Click the checkbox at the beginning of the terminal line. Select one or multiple checkboxes
and then click “To blacklist” to move the terminals from pending list to blacklist.

Option 3

> Click “System > ‘e Authorization ,

then click “Pending List” to get into the page. Terminals
of pending list are shown.

> Click « =*Alto DIacklist » o 4h 0 tarminal list on the right top side to move all terminals from
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pending list to black list.

2.6.6 Move terminals from pending list to home group

Task intro

To move terminals from pending list to home group and the moved terminals will be legal and will
be shown in the rule list of the platform. Meanwhile the platform will treat the moved terminals
as legal terminals and record their operation info.

Precondition

Login user is admin and login on the platform successfully.

Operations steps
Option 1

‘e» Authorization ,,

»  Click “System > then click “Pending List” to get into the page. Terminals

of pending list are shown
»  Click “4="in the line of terminal (“To Home” row) to move the terminal to Home group.

Option 2

‘e» Authorization ,,

»  Click “System > , then click “Pending List” to get into the page. Terminals

of pending list are shown
»  Click the checkbox at the beginning of the terminal line. Select one or multiple checkboxes
and then click “To home” to move the terminals from pending list to Home group.

Option 3

‘e» Authorization ,,

»  Click “System > , then click “Pending List” to get into the page. Terminals

of pending list are shown.

> Click « A0 home » o 1he terminal list on the right top side to move all terminals from

pending list to Home group.

2.6.7 blacklist

task intro

Blacklist: black terminals list. The platform will record the basic info in first registration of the
terminal and will not provide any service to terminals in blacklist.

Precondition

Login user is admin and login on the platform successfully.
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Operations steps

'e) Authorization ,,

»  Click “System > then click “blacklist” tab to show terminal list in

blacklist.

2.6.8 Move terminals from blacklist to pendinglist

Task intro

Move terminals from blacklist to pending list. After this, platform will provide basic online service
to terminals and will update the online status of the terminals.

Precondition

Login user is admin and login on the platform successfully.

Operations steps
Option 1

e} Authorization ,,

»  Click “System > then click “Blacklist” tab to show blacklist terminals.

»  Click “=#" icon in the line to terminal (“To pending list” row) to move the terminal to pending
list.

Option 2

'e) Authorization ,,

»  Click “System > , then click “Blacklist” tab to show blacklist terminals.

»  Click check box at the beginning of the terminals, select one or multiple terminals, then click
“To pending list” to move selected terminals to pending list.

Options 3

'e) Authorization ,,

»  Click “System > , then click “Blacklist” tab to show blacklist terminals.

> Click « =*Allto pending list » , vho rioht top side of terminal list page to move all terminals

in black list to pending list.

2.6.9 Move terminals from blacklist to Home

Task intro

Move terminals from blacklist to home group. The moved terminals will be legal and their info will
be added in rule list of the platform. Meanwhile, platform will treat them as legal terminals and
will record their all operation info.
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Precondition

Login user is admin and login on the platform successfully.

Operations steps
Option 1

9 Authorization ,

»  Click “System > then click “Blacklist” tab to show blacklist terminals.

»  Click “4=" on the terminal line (“To home” row) to move the terminal to Home.

Option 2

9 Authorization ,

»  Click “System > then click “Blacklist” tab to show blacklist terminals.

»  Click check box at the beginning of the terminals, select one or multiple terminals, then click
“To home” to move selected terminals to Home group.

Option 3

9 Authorization ,

»  Click “System > then click “Blacklist” tab to show blacklist terminals.

> Click « FAlITohome » o0 4he right top side of terminal list page to move all terminals in

black list to Home

2.6.10 Upload upgrading packet

Task intro

Upload the updating packet of designated path to server, after uploading, the packet can be used
to upgrade the terminals remotely.

Precondition

Login user is admin and login on the platform successfully.

Operations steps
»  Click “System”, default display is Set SLA page.

> Click « = Firmware&Patch " then dlick * AddPackage " to get into the "add

upgrade package" page. Refer to “Image 2-49 package list page”.
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Image 2-49 Page list page
Package list
Create date Description

2011-12-07 09:45:41

@Auupackage

Input legal info, click “Browse” button, and then select upgrade package in the new dialog box.
Then click “OK” to set the path of the upgrade package.
»  Click “OK” to upload. For reselecting, please click “Reset” as shown below.

Image 2-50 Add upgrade package

Add upgrade package
Name: | *
Wersion: | *
Dlscription: |
Upload: | Browse.. |*

e Heset

Refer to table 2-9 to check whether the input is legal or not.

2-4 Key item explanation

Item name content How to configure

Name Upgrade package name Manual input

Value range: 4-63, no such special
character as <,>,&,”,”,?,=

Version Upgrade package version Manual input

Value range: 4-63, no such special
characteras <,>, &,’,”,?, =

Description Description Manual input

Value range: 0-255, no such special
character as <,>, &,°,”,?, =
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2.6.11 Edit upgrade package

Task intro

To change the name, version, description of the upgrade package uploaded to server.

Precondition

Login user is admin and login on the platform successfully.

Operations steps

»  Click “System”, default display is Set SLA page.

»  Click “ g:’Flrmh‘arE&PatEh ”, then click ”f” to get into the “modify upgrade package”

page. Please refer to “Image 2-51 package list”.

Image 2-51Package list

Drescription [Delete

b 4

m
=]
—+

N

Input legal info of upgrade package. Check if is legal or not, please refer to “table 2-9 key word
explanation”. Click “OK” to execute editing operation. To re-input info, please click “Reset”. Refer
to “Image 2-52 modify upgrade package”.

Image 2-52 modify upgrade package

Modify upgrade package

Mame: |aaaaaaa :
Version: [term_fley :
Description:
QK| Feset

2.6.12 Delete upgrade package

Task intro

To delete upgrade package uploaded to server. After deleting, its relevant info
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will be deleted too. Platform cannot use this package to upgrade terminal.

Precondition

Login user is admin and login on the platform successfully.

Operations steps
»  Click “System”, default display is Set SLA page.

& Firmware&Patch ,,

» Click “ and click “4%” icon, then click “OK” in the dialog to delete.

If not need to delete, click “Cancel”.

2.6.13 Timing remote upgrade terminals (batch upgrade)

Task intro

Timing remote upgrade terminals, select the beginning terminal ID and ending ID, select beginning
time, end time and upgrade package. All terminals between the two IDs will be upgraded in the

designated time.

Precondition

Login user is admin and login on the platform successfully.

Operations steps

@ Attention

e End ID must be filled.
e If time is not selected, upgrade will be executed immediately; if time is
selected, upgrade will be executed in selected time.

>  Click “System”, default display is Set SLA page.

¥ Batch upgrade

» Click “ ” to get into batch upgrade page.

> Input legal condition, and select the check box in the first row of the upgrade package list.

Legal info please refer to “table 2-10 key word explanation”.

2-4 key word explanation

Item name content How to input

Terminal 1D Terminal id Manual input.

Value range: 16 digits
combination of No. and
alphabet.
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Item name content How to input
Time frame to select upgrade time To select time manually

dropdown box.

»  Click “Remote upgrade” button to upgrade terminals in batch. Click “Reset” to input condition

again. Click “Upgrade progress status” to check upgrade status. Refer to “Image 2-53 batch

upgrade”.
Image 2-53 Batch upgrade
Batch_upgrade
Range of terminal ID ¢ From : ' | Ta: Time frame Date * | Hour
[ ] ]
Select upgrade package
Select Name Version Sire{Byte) Create date
E laaazaza termn_fleey SR4D34E Bile 2011-12-07 09:45:41
Remate upgrage i._lpgrade progress status Raseat
[l | »

»  Click “Upgrade again” to execute upgrade terminal once again. Refer to “Image 2-54 upgrade

process page”.

Image 2-54 Upgrade process page

7 terminals are selected, 5 are being upgraded, [ is offline, [ not exist

Fadage Name

Package name
HTE32Z_ e
HTE3Z_
HFS3Z_
HTHAZ i
HTHIZ
HTH3Z_

HTSA2_

2.6.14 Search system log

Task intro

Upgrade again

Upgrade progress bar

Downlcad faibed, nikd b redo

Dowmizad failed, nead to redo

System log has recorded terminals remote upgrade, auto install, registration, login in and out,

parameter configuration. As per the above log type, terminal ID and time to search the above info

record.

Precondition

Login user is admin and login on the platform successfully.
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Operations steps

> Attention

e If all search conditions can be blank, all system logs will be searched.
e Support fuzzy search, key words can be input to search.

»  Click “System”, default display is Set SLA page.

> Click“ " System log on the right top side of the page to get into the system log page.

» Input legal searching condition. Please refer to “Image 2-11 search condition explanation” as

below.
2-2 Searching condition explanation

Item name content How to input

Log type Log type Select from the pull-down box.

Terminal ID Terminal ID No. Manual input.
Value range: 16 digits combination
of No. and alphabet.

Time frame Time range Select from the pull-down box.

» Click “Search” button to search terminal log info. Click “Reset” button to input search
condition again. Refer to “Image 2-55 system log”.
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Image 2-55 System log

I = = | — —

Time frame : From To: J Saearch Res

Loq Ty Lo time Datail
L 2011.12.08 10:43:58 Tarminal login sucoses
L 2011.12.08 10:43:58 Tarminal login sucoeesd
L 20111208 10:43:58 Tarminsl login sucosed
20111208 10:43:58 Tarmingl reginer wiccass
Lagin or Logeut 20111208 10:43:%8 Tarmingl login susoaes
e FEH - <08 10:42:58 Tarmingl /g e b toass
SEye 091-12-08 10:43:58 Taring| g e futoass
SEyie 2091-12-08 10:43:58 Tarrirgl sy iktd fu Sodds
Lagin & Legeut 2011-12-08 10:43:58 Tarmingl I8gin usstes
Lagin & Lagou 2011-12-08 10:43:57 Taringl l2gif dusaked
Laaif &f Laaout 20111208 10:43:57 Tarminal l2aif dusoked

2.7 User section

Function intro

User module will manage user info, including adding a new common user, edit
user info, delete a common user. Admin has been authorized to manage all
users, while a common user can edit his own info.

2.7.2 Add user

Task intro

To add a new user in platform, a common user can visit terminal and group module, but cannot

visit system module and cannot add new user, edit other users’ info, delete use in user module.

Precondition

Login user is admin and login on the platform successfully.

Operations steps

@ Attention

User name in the platform cannot be repeated.

Add User ,

>  Click “User > E‘“’ to get into “add user” page.

» Input legal user name, password, description, then click “OK” to add a new user. Refer to
“table 2-12 user basic info input explanation”.
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2-5 user basic info input explanation

Item name content How to input

Username Use name Manual input.
Value range: 4-15 digits No.,
alphabet, exclusive specific
cymbal.

Password User password Manual input.
Value range: 4-15 digits No.,
alphabet, exclusive specific
cymbal.

Confirm pass Confirm password Manual input.
Value range: 4-15 digits No.,
alphabet, exclusive specific
cymbal.

Description User info description Manual input.
Value range: 0-255 digits No.,
alphabet, exclusive specific
cymbal.

2.7.3 Edit user
Task intro

To edit the user’s basic info (password, description), admin can edit all users info, while common
user can edit his own info.

Precondition

Login user is a legal user of the platform, and login on the platform successfully.
Operations steps

Admin user

»  Click “User” to get into user list page.

> Click “ y” at the end of user line to get into “edit user” page.

» Input new password, description, click “OK” to finish editing. How to input, please refer to
“table 2-12 user basic info input explanation”.

Common user

»  Click “user” to get into user list page.
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» Click“ 5‘(‘:} EditPassword, o right top side of the page to get into edit user page.

» Input new password and description, click “OK” button to finish editing. For how to input,
please refer to “table 2-12 user basic info input explanation”.

2.7.4 Delete user

Task intro

Delete legal common users in the platform.

Precondition

1) Login user is a legal user of the platform, and login on the platform
successfully.

2) Login useris admin.

Operation steps

»  Click “User” to get into user list page.
> Click “4%” at the end of user line, then click “OK” button in the new dialog to finish deleting.
Click “Cancel” button not to delete and get back to previous page.
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