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1 Confidentiality Clause

Sunday, 29 May 2005
Due to the strategic importance of this work it would be appreciated if the

contents remain confidential and not be circulated for a period of two (2) years.

Sincerely

Dawa Sewbalak
Power Automation
E-Mail:power.auto@intnet.mu
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2 Declaration

This research is done specifically for:

PORT ACCESS CONTROL CLIENT
Date: Sunday, 29 May 2005

The opinions expressed in this document are the views of the authors alone and do not
necessarily reflect those of the views of DECALINK LTDA., management, employees, or any
other party. Numerous assumptions have been made and many of these would have to be
validated at the commencement of the project.

Dawa Sewbalak
Power Automation
E-Mail:power.auto@intnet.mu
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4 Abstract

An PORT ACCESS CONTROL engages in a constant battle to use
technology to enhance their competitive position and detect and prevent
crime. In order to overcome the problems associated with being at this
technological edge, Power Automation selects rock solid technology
and integrates and supports the technology. Implementing the enclosed
solutions will allow all role players to gain a competitive advantage in
terms of marketing, customer relations, security and surveillance.

In order to overcome the problems associated with entry and exit
operations where management cannot be present, the possession of
accurate information regarding what occurs, as well as a way to quickly
and accurately obtain that information, is crucial. Power Automation
will supply and install the latest digital video technology that will provide a
tool that will dramatically change current operations for the better.

The proposed solution consists of cameras connected to a digital
recorder, which will allow both real time and recorded view of the entry
and exit lanes. The entry area in particular will be monitored, linking all
number plates, vehicles and driver seen to the database and video
footage. The residence plates will trigger the facial verification, which if
the person matches the facial template in the database, will allow the
boom to open on entry and departure.

Visitors and cars pre-registered will have the ability to automatically gain
entry. The software will allow the guard to manually enter the number of
people in a visitor vehicle plus link any existing card based access
control system to visitor cars, if required. On exit the guard will then be
prompted to confirm that the same number of people exit as came in.
The on site digital recorder which will act as a base station from which
recorded images from all the cameras can be reviewed from remote
locations.

With the POWER AUTOMATION systems Facial Identification software
all visitors are logged, allowing any suspicious person to be immediately
searched against the *“suspects” database, and the homeowner’'s
database or the “known workers” database, immediately identifying the
person.

Confidential Power Automation Printed 5/29/2005
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CLIENT Sunday, 29 May 2005

ADDRESS

Att:  Mr. CLIENT

TITLE

Dear CLIENT

PORT ACCESS CONTROL - DIGITAL VIDEO MANAGEMENT SYSTEM
PROPOSAL

Thank you for affording Decalink Ltda the opportunity to quote on the installation of a
digital video management system at the ESTATE, including the use of a Vehicle Number
Plate Recognition System as detailed herein.

"As leading specialists in integrated intelligent imaging, we propose the attached solution
which, if implemented correctly, has the potential to solve your customers problems, enhance
some of your existing security services, unlock additional potential and, hopefully exceed

your expectations.

The License Plate Recognition linked to facial capture and verification solution allows: -
* Image trigger via a loop on the road;
* Multiple image capture by a high resolution black and white camera;
* License plate finding within the image;
* License plate number reading at an accuracy over 99.95% (with multiple cameras
used in stereo);
* Linking of the license plate with car colour and shape (if required);
e Linking of license plate number with a name and display of this information on
ELECTRONIC DISPLAY (if present) when the vehicle is detected;
* Linking of license plate number with a facial template allowing facial verification and
automatic updating of the template as the person ages / changes;
Log of number and image of all vehicles and driver who enter and exit the facility;
Image capture of the person from a high resolution colour camera;
Face finding within the image;
Searching central database and display of results;

* & o °
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+ Entry of all images and details that are not in the database Linking of the face with
various fields (such as ID no., name, Birth, Sex, Eye, hair Colour, Ht, Wt, Address,
City, State, Zip, Country) for entry into the suspicious persons database;

As leading specialists in using visual technology to solve customer problems and increase
profitability we propose the attached solution.

This solution allows management to BE EVERY WHERE AT ONCE and focus on

Loss control,

AN N N NN

Vehicle monitoring,
Safety management,
Ensures that staff and managers spend time where they are needed most.

Productivity improvement,

This Digital Management Solution will be implemented into your business to help you better
manage your business and in the long run improve your profits through increased
productivity levels and better work practices.

With POWER AUTOMATION Digital Management Solutions you will have better control over
access control, visitors, deliveries, contractors and staff.

Clever cameras
have your reco

JANI MEYER
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Implementing our digital system

throughout your premises will give you a visual audit trail of

cars, giving you much more material to work with when making managerial decisions.

The system doubles as a security and Visual Management System, and since it's an “open

architecture system,” other
compatible systems can be

incorporated into  your
system.

POWER AUTOMATION
specialises in integrated

digital CCTV Management
Systems that are designed
according to each client’s
unique requirements and
specifications.  Intelligent
digital CCTV management
systems by POWER
AUTOMATION presents
operators only with the
information that they need
to re-act upon and provides
management with instant
retrieval of vital recorded
footage. The POWER
AUTOMATION option is
not simply a security
system, it allows
management to focus on
productivity improvement,
loss control, safety
management,  procedure
audits, equipment
maintenance, time and
motion studies and
ensures that managers and
security staff spend time
where they are needed
most in their operational
functions.

In the rapidly changing
digital world it is important
to understand that
information and the rapid
and efficient interpretation
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Figure 1 Use of CCTV systems is on the increase

of this information is the key to effective

decision-making.

POWER

AUTOMATION provides the artificial intelligence on a digital platform to turn “Images to

Intelligence”.

Customised application specific algorithms provide real-time processing;

detection, storage and rules based decision support systems of pre-configured events, with

the added advantage of being

Confidential

Power Automation

able to artificially interrogate the recorded database. In
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essence these systems automate security, process and inspections within an operation,
reducing manpower and the inherent human failure.

A 12-month guarantee is applicable in respect of all equipment installed and workmanship. A
separate maintenance contract can be negotiated for the balance of the rental period after
the expiration of the guarantee period. The system requires either 12V or 220-volt plug points
and sufficient light for the cameras, although the cameras quoted on have a low light
specification. All training to the relative users of the system to the point of competency is
provided at no additional cost.

Thanking you in anticipation of the quotation being accepted and your instructions to proceed
with the compilation of the rental documents and thereafter installation of the system. Please
be assured of my best attention at all times.

Dawa Sewbalak
Power Automation
E-Mail:power.auto@intnet.mu
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5 Description of Requirement

The requirement, as stated, is for access control to an PORT ACCESS CONTROL with
MULTIPLE (X) gates.

Each gate is assumed to have one lane IN and one gate OUT (possibly separate lanes, I.E.
1 lane IN, 1 lane OUT, or same lane, bi-directional):

The requirement is to provide Licence

Where two types of vehicles/drivers are present (those in the database (enrolled) and
those NOT present in the database (visitors);
Where both license plate and driver face are enrolled in the database access will be
allowed based on verification of the driver’s face with the license plate on ENTRY &
EXIT;
Where NOT PRESENT in the database access MONITORING of driver face and
license plate will occur on ENTRY & EXIT
Allowing matching of license plate with original drivers face on exit
Each gate will be able to handle a vehicle every 3 seconds per lane;
Each gate will be able to manage over 750 000 users in the database, plus an
unlimited number of vehicles which are not in the database;
The GUI will report if:

0 The vehicle is not registered;

o In the database but not allowed access;

0 Inthe BLACK LIST

0 Vehicle and driver match (allowing boom to open)
The GUI will allow each vehicle to be granted access based on gate number; driver
and various other criteria as required (please specify);
Reports are detailed and comprehensive, including:

o Counts;

0 Vehicle registration no’s

o Gate history - ,

o Date history ﬁ;]_f,'_':'rll.lﬂk LEF LINK TO FACIAL |

o Vehicles in the database, | -

visitors and other j
categories L

0 Watch list #‘ . k.

o Etc. |
The 2" means of identification o
can be colour, shape, size, card i _"
or fingerprint. -

Integration to parking ticket
systems can be provided

All technical specifications are
exceeded and detailed below.

ik

Plate Recognition (LPR) technology MUMBER PLATE ueste gcaliiiel | Hop File |
linked with FACIAL VERIFICATION to

facilitate ACCESS CONTROL of allowed vehicles and associated drivers entering and exiting
the EDUCATIONAL FACILITY.

Confidential Power Automation Printed 5/29/2005
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6 Issues for Consideration

There are a few points that should be borne in mind during the compilation, review and
assessment of this proposal and the subsequent manner in which this will progress should
your decision be favourable to move forward:

e This proposal outlines what can be done in order to address the stated requirements
and does not delve into too much detail. (Although much of the detail is supplied in
the Appendix.) The detail regarding the actual implementation process is not
addressed, but is estimated in the Financial Considerations section.

» Our philosophy for solution crafting highlights the fact that all solutions consist of 4
primary elements: people, process, technology and information. The technology
aspect is addressed in this proposal. The other aspects are normally addressed in the
project scoping workshop which will typically commence once there is agreement to
proceed.

* The success of implementations of this nature is dependent on a formalised project
approach where expectations and deliverables are clearly expressed, recorded and
agreed. Ensuring open dialogue prior to implementation allows for all parties to
ensure that all parties agree. Scope management is also crucial to ensure proper
implementation. We all know what assumptions do and are!

* A medium level project schedule with project report will be supplied after the project
kick-off session.

* There is existing equipment that may be used in this solution offering, but we have
not considered this at this time. This will be reviewed at the kick-off session where all
the existing cable and equipment will be assessed and integrated where possible.

 There may well be some information that has been omitted as a detailed site

inspection has not
LOG

yet been
'- = ) = ¥

L
i

e There are direct
benefits to
security, legal
matters relating to
security breaches,
operations, as well ; I
as an additional _ s =
marketing tool to : e —
enhance value to
owners.
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7 Solution Proposed

The proposed solution would enhance the image of the PORT ACCESS CONTROL and
would also provide huge practical security access control enhancements to the day-to-day
operation. The offering to address the stated requirements will be tackled as a complete
entity but can be phased or broken down into its components and implemented as separate
items, if required. Some technical terms will be used and a glossary of terms is supplied as
an Appendix to this document to assist with understanding (should it be required.)

7.1 Solution Design

A basic matter of understanding the difference between Identification and Verification is
crucial for the development of appropriate solutions.

Identification is the assessing of the car or object presented for identification and attempting to
derive a match from the repository of information (typically a database). This process requires a
search through a database and the search can be sequential or can be built on certain criteria to
ensure more effective lookup. It is a one-to-many review.

Verification is the process whereby an item for identification is presented, either a license plate,
PIN, proximity card or ID card, and an additional criteria (in this case facial) is used to validate
that the car presenting the item is actually who they are claiming to be. This is a one-to-one
review.

Each of these options are possible with the technology proposed, but each requires a
different approach to the actual implementation and the associated processes.

7.1.1 Vehicular Traffic

This specific system will allow for the capturing and analysis of images of licence plates, front
and rear (which would also

cater for trailers) to ensure an LSS e
accurate record of vehicles & #la| 20 w=ie

entering and exiting the " P 1 ST S Y B —
EDUCATIONAL FACILITY. ﬂmﬂ! """"" e

Each vehicle could be || se—" — m———
classified as employee, owner, || —e—
visitor, contractor, supplier, etc.
Rules for access could be
defined for each vehicle and
access could be granted
accordingly.

The system proposed would = . — e o HE
analyse the licence plate and ' e
the colour and shape of the
vehicle for the match and
would then operate the boom.
If there is a discrepancy, then
the security personnel will be alerted and appropriate intervention will then take place.

- . T
M)A L | e et ) it ae | [[] et it (Rt | A
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When visitors are scheduled to arrive, security can be contacted to enter the registration of
the vehicle into the system and when the car arrives access is allowed and a welcome
message displayed on the visual display (if supplied). Access for visitors can be defined for
the period that they will be there and, while the record will still in the DB, it will be in a status
that would recognize but not allow access.

Facial recognition could be added to this to further enhance the security access control
system to log all drivers with the vehicles. Facial verification would ensure that there is a
match between vehicle and designated driver. It will be possible to link multiple drivers to
multiple vehicles so the system would not be restrictive from that perspective.

The idea is to remove much of the responsibility of assessing vehicles entering to dealing
with the anomalies and allow normal authorized vehicles to proceed without delay.

COMPONENTS
Typical SeeLane Configuration
Database
BT ! i
Remote ‘ j

: ]
Database 4
-fr;:v:n:dr
Poowiar
Supply ‘._
"

ra

L

TBL
+ {Terminal Block)

Fj’% Frame 110 Card

_"Ill Grabber

PPp

camerafillurmination

The main system would be installed on a server controlling the process. This would house
the database as well as the application that handles the analysis. It would be linked to a
trigger mechanism (either a loop at the entrance or the presentation of the proximity tag), the
boom and the various cameras.

OPERATIONAL ISSUES

All PORT ACCESS CONTROL personnel, owner and employee vehicles would initially need
to be registered on the system and an appropriate mechanism for doing this would have to
be agreed with the PORT ACCESS CONTROL and the various stakeholders.

Contractor and supplier vehicles would also need to be registered through a similar process
and rules governing their access rights would need to be agreed.

Processes for visitors and ad-hoc entrance would also be agreed and would need to be
implemented.

In Summary ...
The License Plate Recognition and facial capture solution allows: -
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* Image trigger via a loop on the road;

* Multiple image capture by a high resolution cameras in STEREO (front and back);

* License plate finding within the image;

* License plate number reading at an accuracy over 99.95% (with multiple cameras

used in stereo);

* Linking of the license plate with a drivers facial template AND / OR an IMPRO

access card (if enhanced security is desired);

* Linking of the license plate with car colour and shape (if required);

e Linking of license plate number with a name and display of this information on

ELECTRONIC DISPLAY (if present) when the vehicle is detected,;

* Log of number and image of all vehicles and driver who enter and exit the facility;

* Facial capture and identification on exit (if requested);

¢ Image capture of the person from a high resolution =

colour camera;
¢ Face finding within the image;
¢ Searching central database and display of results;

¢ Entry of all images and details that are not in the

database Linking of the face with various fields (such
as ID no., name, Birth, Sex, Eye, hair Colour, Ht, Wt,

Address, City, State, Zip, Country);

¢ Facial verification based on license plate or access

card.

7.2 Face Recognition System Description

The Face Recognition System is used to assist in identification.

The surveillance operator manually compares the live or recorded images and the saved
facial images against a database of previously saved face images, with an operator
reviewing the results and making the decision. This means that the accuracy of the system is
NO LONGER crucial, as the system presents information to a human operator to make the
final decision. One is using the face recognition system to check if the person has been seen
before, with the operator looking at the results to check the match. This is due to the fact that
the following affect the results of ANY face recognition system: Lighting, quality of original
image in the database, temporal affects (time and ageing), glasses, hats, shadows, hair style

or lack of hair, background, size of face in the image,
and a WIDE RANGE of other environmental conditions.
One is wusing face recognition to assist in
IDENTIFICATION of repeat trouble makers, illegal entry,
shop lifters, bad check passes and then the operator
decides on the appropriate action to follow.

Confidential Power Automation
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ITEM DETAIL No.
Provided
Face Recognition | Includes ability to add facial images and personal details, create 1
software multiple Databases
Ability to capture from a VIDEO FOR WINDOWS source and 1
view closest matches, for full details see the user manual below
Frame Grabber Video capture device 1
PC »  Microsoft® Windows® 2000 Professional (Service Pack 3 or | If required
higher)

¢ 1000 MHz Pentium 4 Processor
¢ 128 MB RAM

« 10GBHDD
Monitor 19" flat screen If required
Key & M Wireless Keyboard & Mouse If required
Cables BNC to RCA cable If required
UPS 15 Min standby If required
TRAINING ‘! ! .

— — —

1 Day ON SITE training (limited to 6 Pretrenry KRen] cnianl Lis i) ey
people)
MAINTENANCE
MAINTENANCE  (ongoing  support, !
FREE software updates,): —

Ueialirei iy | il | & SeS 0N R 3EE | ]

The I-CUBE Facial Identification system is based upon a two-tier Client/Server architecture.
The system consists of a single Server application connected to multiple Client applications.
All data pertaining to images, associated text and biometric templates are stored centrally on
the I-CUBE Facial Identification Server and facial recognition operations may be performed
on either Server or Client machines. The I-CUBE Facial Identification System can store an

unlimited number of individuals for use in identification operations.

The system is set-up such that the Server machine contains the Central Server, FRS
Training Server, FRS Database and Client application running locally. These components
provide the core biometric template generation, data storage and communication to external

Client applications. For a more in-depth description of please request the appendix.
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8 FACIAL VERIFICATION Equipment Requirement

The software is compatible with Microsoft® Windows® 2000 Professional and Microsoft®
Windows® XP Professional. The minimum system configuration requires a video capture
card compatible with DirectX 8.0, in addition to the standard PC hardware. Minimum
hardware requirements are listed below.

I-CUBE FACIAL VERIFICATION Client

Microsoft® Windows® 2000 Professional (Service Pack 4) or Microsoft® Windows® XP

Professional

3 GHz Pentium 4 Processor

1 GB RAM

1 TB HDD

CD-ROM Drive
. WDM - compatible
video capture device

I-CUBE FACIAL
VERIFICATION Server

Microsoft® Windows®
2000 Professional (Service
Pack 4) or Microsoft®
Windows® XP Professional

3 GHz Pentium 4
Processor

1 GB RAM

1 TB HDD

CD-ROM Drive

WDM - compatible
video capture device

The performance of the I-

KPRB35GP waww.-Cube coza Help |

CUBE FACIAL VERIFICATION CLIENT PC is subject to at least an ISDN connection to the

central server.

The I-CUBE FACIAL VERIFICATION requires a skilled operator who has either been trained
or has read and understood the I-CUBE FACIAL VERIFICATION user manual.

8.1 HARDWARE

A good facial image is required, obtained from a camera optimally positioned for the driver

facial capture

Confidential Power Automation Printed 5/29/2005



% 1
a WTF P THE - TR | SHT e e r—GUEE
Page 19 of 104 Dawa Sewbalak

The S-912 USB Video Grabber with Stereo Audio is the ultimate USB video connector
featuring built-in video and audio ports. Its RCA and S-Video ports allow you to easily import
video from CCTV cameras, TV’s, VCR’s, camcorders, or any other analogue devices. The
audio port supports stereo audio recording.

Specifications:

Model S-912

PC Interface USB Rev. 1.1

Supports camcorders, TV, VCR, video game player, analogue cameras, etc.

Video Standard NTSC, PAL, SECAM

Signal Input Composite (analogue) or S-Video

Audio Input Stereo Audio

Capture Rate 25 fps at CIF (320x240), 10-15 fps at VGA (640x480)
Frame Size QCIF (160x120) to VGA (640x480)

Hardware Compression Yes

Software Interface Video for Windows, TWAIN interface, WDM driver
File Formats Supported BMP, AVI, PCX, TIF, JPG, TAG

Data Format YUV 4-2-2, YUV 4-2-0, RGB

O/S Support Microsoft Windows 98, 98 SE, 2000, ME, XP, Mac OS 8.6, 9.0
Power Provided by USB port

Operating Temperature 0 C to 50 C degrees (Non-Condensing)

Storage Temperature -10 C to 60 C degrees (Non-Condensing)

Minimum System Requirements:

Intel Pentium Il 350 MHz CPU or above

1 Free USB Port
512 MB of RAM
Microsoft Windows 2000, XP,

* All specifications are subject to change without notice

* All brand names and trademarks are the property of their respective owners

8.2 Additional Items

All events will be captured on a digital video recorder to allow access to real time and
historical records.
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16 Explanation of Biometrics

In order to work with the POWER AUTOMATION Facial VERIFICATION system, it is
beneficial to understand the basic concepts of system operation.

Each User that is registered within the POWER AUTOMATION Facial VERIFICATION
system has an associated facial biometric template, which contains the information (based
on enrollment images) used to identify the User.

Biometric access control relies on three mechanisms: enroliment of the users biometric data
(facial images), generation of the biometric templates using the enrolled facial images, and
subsequent VERIFICATION of the user, applying the biometric template.

Tracking

In order to make face VERIFICATION non-intrusive and flexible, the POWER AUTOMATION
Facial VERIFICATION system automatically locates and follows any human face that is
within the camera’s field of view. This allows the individual to act in a natural manner with
freedom of movement and locomotion, and minimal cooperation with the system.

Enrolment

Enroliment is the capturing and storing of facial images of the user, in order to generate the
facial biometric template. The greater the volume and quality of the enroliment images, the
faster and more reliably the system will recognize the user during subsequent verify or
classify operations. Enroliment is performed by clicking the Enroll button on the control bar of
the POWER AUTOMATION Facial VERIFICATION main window.

User Registration

Within the POWER AUTOMATION Facial VERIFICATION system, a user may be registered
before they are enrolled. This means that users may be entered into the POWER
AUTOMATION Facial VERIFICATION database without enrollment of facial images or
storage of an associated biometric template. Registration may be performed for one user at a
time through a dialog, or for many users using an ASCII text file. Registered users are
automatically enrolled the first time they present their ID token (i.e. proximity card, keypad)
through a Wiegand device, or enter their user ID manually through the Enroll control button.

Template Generation

Biometric templates are generated and continuously updated through a process referred to
as "Training"; using the facial images captured during the enrollment operation. Further
enrollment (i.e. capture of additional facial images) may be performed during subsequent
verify operations. This ensures that the biometric templates are as up-to-date as possible.
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8.3 Normal process from here ...

The standard process after due consideration and finalization of various components is to
formalize the agreement to move forward with an order to commence the project. This would
take the form of either signed acknowledgement of acceptance of the proposal, a letter-
indicating acceptance or a formal order number.

Standard Ts&Cs do apply but these will be reviewed depending on what is accepted.

A formalized project “kick-off” meeting would be arranged at the PORT ACCESS CONTROL
where we would discuss in detail the solution proposed and determine exactly what will be
deployed where, and also understand the areas of responsibility for all parties involved. The
typical Project documentation will outline the following:

» Detailed scope of work

* Finalization if the design

* Responsibilities of all parties

» Expectations

* Deliverables

* Timings and milestones

* Financial aspects

* Requirements for
communication

* Assumptions, concerns, etc.

* Exclusions

* Risks and how they will be
addressed

* Personnel
development/training

» Commissioning and
implementation schedules

+ Standards that must be
complied with

... amongst other things

Once the plan is agreed and signed, final equipment orders will be placed on the
manufacturers and the project planning will be completed.

Equipment installation will commence in accordance with the determined schedule as well as
with the receipt of the equipment.

Once installed the system will be commissioned.

All training will then be finalized to ensure that staff are fully appraised of the operational and
support issues.

The system will then be “made live” and operationalized.

Final project sign-off will then take place.
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9 EQUIPMENT Considerations

System description: Full-featured vehicle access control system with
license plate reading software linked to facial identification and verification.

Item

Qty

PC

P4, 3G Hz, 512MB RAM, Windows XP
19" SVGA Monitor,

Keyboard and Mouse Switch

Cabling per metre, supply and install
Commissioning

Software to integrate LPR to FRS

SUB-TOTAL
NPRS

ART’s LPR identify vehicles by a combination of color, shape, texture and
license plate.

[-Cube Stand Alone System

I-Cube SEE ROAD LPR Software (1 site, 1 lane) mono - Inc. Dongle, Lic,
[-Cube SEE ROAD LPR Software (1 site, 1 lane) STEREO - Inc. Dongle, Lic,
I-Cube SEE TRAFFIC (narrow lane, 1 See Traffic Head / lane)

[-Cube SEE TRAFFIC (wide lane, 1 See Traffic Head / lane)

[-Cube DLL LPR Software (1 site, unlimited lanes) - Inc. Dongle, Lic,
GEOVISION LPR Software 2 lanes @ 5 cameras

Frame Grabber Card

[/O Cards (7 lanes x 2 inputs = 14 @ 4 input)

LPR cameras REG LED 7M

LPR Cameral-CUBE CameralR

LPR Camera ZC NH 403NP Day/Night 480 TVL Camera 12v/24vac. Day-
colour, Night B-W.

5-50mm VF A/l Video drive Lense

GH - 24 Housing IP 68 with heater and wall bracket

Loop Controller

RELAYS-5vVDC 30 MA

On site installation and support

Remote management software for LPR

LPR Software Config

Training

SUB-TOTAL

V ideo

(RN N N NN

OoM~MMPpPpOOOOPMOO

24
24
24
24
24
24

N
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Facial Capture camera Lense 3,5mm

Push button for facial capture

5-50mm VF A/l Video drive Lense

UL Mini IR Hluminator 75W 10 Degrees

IR illuminator PSU 12Vdc Linear

Daynight Switch for IR Illuminator

GH - 24 Housing IP 68 with heater and wall bracket
24VAC PSU 2A

Sundries

SUB-TOTAL
Video I nstallation

Camerainstallation incuding back box , rawbolts, focusing and setup
RG59 installed

RG59 Crimp connectors

Cable Cabtyre 3 core 1 mm Installed

Cable Cabtyre 3 core 2.5mm installed

Sundries

SUB-TOTAL
Rack and UPS
2 KVA 2hrs Backup with manual overide

25U 19" rack, 800 deep. Keyboard tray and keyboard included. 3 x modem
trays. 10 x dedicated power supplies. 2 x fans. 1 x brush tray.

Rack preparation
Sundries
SUB-TOTAL
Digital Video Recorder
Digital recorder (Geovision) - 16 input card
O Card & Contact Boxes
SUB-TOTAL

Containment and PSU

25mm bosal installed /m

204 Box

204 Box mounting kit

20 mm adaptaflex

20 mm adaptaflex connectors

Electrical sub db installed Dirty power
Electrical sub do UPS with 16way box and CB's

[e2Be)]

= O o O O

24
24
24
24
24

[y

24
24
24
24
24
24
24
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Sundries 1
SUB-TOTAL
Electronic Display
Display Board software 3
Display Board, exluding installation 3
On site installation and support 1
SUB-TOTAL
WIRELESS COMMUNICATIONS
Base Station 1
Connector to base station 6
PC Board 6
Install
SUB-TOTAL
Facial I dentification
Software (XP & 2000) to compare Facial images resulting in 12 closest matchs 1
List Price for FRS Discovery Server software 1
List price for FRS Client Application 6
DB of less than 10 000 1
SUB-TOTAL
Contingency and Project M anagement 12
MAINTENANCE
Based on a 24 hrs turnaround (per month) 12
Totals
Confidential Power Automation Printed 5/29/2005
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Conditions

» All prices are quoted in US DOLLARS and are subject to change.

* Proposal is valid for 90 days after which the pricing and product availability may well
have changed.

* Neither installation nor commissioning has been quoted due to the unfamiliarity with
the environment.

* Maintenance will be quoted separately.

9.1 Acceptance

Customer Acceptance

CUSTOMER: VENDOR:_POWER AUTOMATION
Signature: Signature:

Name: Name:

Title: Title:

Date: Date:

Specific considerations

Please sign and fax this page to POWER AUTOMATION
Dawa Sewbalak

Power Automation
E-Mail:power.auto@intnet.mu

9.2 Standard Terms and Conditions

Available on Request

TEAR PRI RAFRTETIN T
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10 Rental Option
10.1BENEFITS OF POWER AUTOMATION RENTAL

Many of our customers ask whether it is better to buy Cash or Rental. However when buying
high tech electronic equipment one has to remember that with today’s pace of development
that obsolescence needs to be taken into account. Because the equipment is computerized
and networked we are totally dependent on the likes of Microsoft. This means that the
average lifespan of computerized equipment is 3 Years. The receiver of Revenue has
accepted this; hence all computer equipment is depreciated over a 3-year period. The
present trend for the increasing cost of importing such technology is averaging
between 20-30% per annum and does not make it financially viable to purchase a new
system every three to four years. This is a conservative estimate and is due to a number of
factors such as the poor exchange rate. It is therefore not recommended to pay cash for a
hi-tech system like this as the capital will be tied up in a technology that has little equity and
will be superseded within a three year period.

Due to the rapidly advancing nature of the computer technology used in our systems it is our
policy to Rent our own locally developed and manufactured systems that will continually keep
our customers abreast of the latest developments at affordable Rand based rates. This is
achieved by phasing in minor software upgrades over the Rental contract period. We will
however offer an entire software and hardware upgrade after the initial three-year
period. To achieve this POWER AUTOMATION will cancel the outstanding twenty-four
rentals on the old agreement upon acceptance and approval of a new five-year rental
agreement, which will be kept at an acceptable and competitive rate. Whereby the latest
updated system will then be installed.

The choice of a 0% or 12% escalating Rental agreement remains your choice. However as
this is a balloon rental the end total is the same. It therefore does not give any benefit to
pay the higher non-escalating rentals in the beginning due to the fact that we will be
upgrading the system at the three-year period. Furthermore due to the fact that the goods
remain the property of POWER AUTOMATION and do not become an asset to the customer
there is no point in paying off the goods. Unlike the traditional lease rental, which reflects as
a liability on the customers’ balance sheet, the POWER AUTOMATION Rental is a pure off
balance sheet operating expense, which is 100% tax deductible. This alleviates the
admin burden of financial asset management, and depreciation, and furthermore frees up
much needed capital and existing PORT ACCESS CONTROL facilities for better use within
your business.

Quote from the September 2002 issue of UPFRONT

“.... Computer equipment in particular is the most rapid depreciating asset in South Africa.
.... Market used equipment and it becomes understandable why most financial institutions
attach a zero value to all used digital equipment.”

Confidential Power Automation Printed 5/29/2005



r fne ekl |
T B TH T | e o S I'~GUEE

Page 27 of 104 Dawa Sewbalak

11 Conclusion

POWER AUTOMATION will supply and install the latest digital video
technology, including advanced license plate recognition linked to
biometric facial verification, identification and recognition. The latest LPR
technology will be provided as a tool to verify entry and possibly identify
an unknown person if they appear in the database. We believe that the
POWER AUTOMATION solutions will grab the attention of all role
players, leading to the focus on Ewiesbemars

productivity, damage reduction and
increased information flow, allowing
a safer environment.

We deliver ROI-driven solutions
that leverage video and control
technologies to increase profit by
eliminating inefficiencies and
unproductive resources. We also
provide customers an efficient way
to secure their business
environment, reduce costs and b — -

Foumed P

ultimately drive profit. Information & fees

Technology has become so integral

to success that it is now not only a support function, but could plays a
proactive and vital role in realising the business role. We offer technology
solutions and services that allow customers to efficiently integrate,
manage and maintain their people, processes and assets. Our adaptive
infrastructure becomes increasingly critical to business success,
balancing agility, robustness and affordablhty By understandlng the
problem, we can address the
solution. By reviewing what is
occurring around the world, and
customising this to your specific
needs, we provide a complete
solution.

The cost of technical solutions to
maintain the gap ahead of the
competitors, and to continue
fighting crime is expected to keep
rising steadily over the next few
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years. To compete for investment dollars, we allow you to employ
techniques like infrastructure pattern matching (reusable design),
infrastructure impact assessment (analysing reuse), predictive cost
modelling (total cost of ownership and budgeting), and application
subscriptions (service-level-based packaging). Moreover, users cannot
afford to wait until full deployment for a quantifiable return on investment.
Each phase in the installation is justified by its own standalone ROI.
Moreover, look closely at the effect the shift to the proposed
infrastructure will have on near- and long-term infrastructure efficiency,
image and customer satisfaction

Appendices
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12 Introduction - Role Players
12.1Introduction

The role players involved with the selection and implementation of an integrated LPR
system, which can involve security, EDUCATIONAL association, marketing and CCTV
surveillance systems, need to involve all departments. However, the role players affected
have a variety of criteria they might apply to the selection of a solution. Within the PORT
ACCESS CONTROL there are at least four primary areas that would be affected by the
introduction of facial recognition monitoring techniques. These are:
» Marketing (improving the experience of the
visitors by recognising important guests);
» Security (ensuring the safety of people and
property);
« Operations (LPR systems have a crucial role
by speeding up identification); and
» Legislative (identification of any threat to the
EDUCATIONAL FACILITIES by thieves,
terrorists or con artists).

12.2 Marketing

The marketing department could use these " S

proposed solutions to enhance the brand building experience to the benefit of the
EDUCATIONAL FACILITY. This would build visitor confidence; loyalty and satisfaction,
lower marketing costs, increase margins, and provide an opportunity for brand extension
(Schrage, 2003). The LPR techniques must be able to be used to increase the loyalty of the
users of the EDUCATIONAL FACILITY. Please see the MBA dissertation (Casino Exclusion
Technique Exploration - Framework Development by Barry T. Dudley) for detailed views of
this role player (Send e-mail to mba@i- .
cube.co.za to request a copy. A PDF file
of 2MB will be sent to your E-Mail
address).

12.3Security

Example of Cape Access Control

The concerns of security are often at odds to the rest of the role players. Is Khayalethu
Makhotyana (in the figure below), making the best utilisation of limited resources? Currently
security places a high emphasis on the reaction to events, rather than being proactive.

We believe that the proposed system can be spark, which could propel security, to become a
greater strategic ingredient. Rather than reacting to outside forces, the security department
could lead the way in solving the problems. Tradeoffs exist among product and process
choice versus the longer-term operating choices regarding quality, efficiency, schedule, and
adaptability (Adam & Ebert, 2001). The first users of these LPR systems in South Africa
have already successfully applied, managed and maintain a solution, thus earning the
respect of all the role players.
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Throughput rate requirements for both enrolment and operation will affect the successful
implementation. Almost all systems require enrolment, with some techniques requiring
multiple enrolments. One will have to provide : —— -
personnel for the use of the exclusion
technique during operation, to observe or
operate the system and users.

12.4Operations

The application of security and monitoring [
techniques as proposed will lead to an increase of core competence The security
department needs to grow with the use of surveillance equipment, this is a subsystem and
the combination of skills, processes, technologies and assets which come together within
each subsystem to confer sustainable, repeatable and unique competitive advantage. It is
essential to plan and execute new categories, which continue to build and reinforce these
competences? The solution proposed allows this to occur, growing as the security
department gains confidence in the equipment and the application thereof. The security
department has to remain current with the external threats posed, such as tips on how to
avoid detection by the surveillance cameras (Tamburin, 2003).

Please see the MBA dissertation (Casino Exclusion Technique Exploration - Framework
Development by Barry T. Dudley) for more information.

Cameras used to potentially recognise
thieves and prevent illegal entry.

Current system that allow abuse

12.5Legislative

EDUCATIONAL FACILITIES need to do everything in their power to prevent thieves from
entering the EDUCATIONAL FACILITY. EDUCATIONAL FACILITIES who do not take their
public role seriously are quick to feel the backlash, with serious consequences against those
who are found to have a problem. Implementing the proposed solution allows the PORT
ACCESS CONTROL to show that they are doing everything in their power to prevent
criminals, con artists or terrorists from gaining access.

Please see the MBA dissertation (Casino Exclusion Technique Exploration - Framework
Development by Barry T. Dudley) for detailed review of all exclusion techniques (Send e-mail
to mba@i-cube.co.za to request a copy. A PDF file of 2MB will be sent to your E-Mail
address).
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13 LPR Scope Of Work

To supply and install a digital video surveillance and management system, based on LPR
and facial recognition, that will provide authentication of the vehicle and video images of the
entry and exit of all vehicles, the driver, vehicle as well as general surveillance of the access
area. The LPR system would replace security manually entering the data. The LPR
information would come g = -—
from an image captured
on the DVR, via DDE. All
drivers’ facial images and
vehicles would be
captured, allowing for
immediate recall and
review. The LPR system
allows the driver to be
identified immediately if
the guard has any cause
for concern.

FIGURE: Currently existing
parking LPR solution

Sample of system accuracy where read seq. is set to 100%

CHEP LPR RECOGNITION RESULTS

% Number
Confirmed Recognition 99.90 18136
Recognition per event 95.5
Entry event 15 290
— 15 290
Diveround triggers 0.8 160
Unknown reason for trigger 0.0 2
Entry r nition 0.0 3

0.1 19
REVERSING 04 70
Vehicle driven out while 2nd vehicle on loop 0.2 30
MISSED DUE TO SYSTEM OFF 5
TOTAL 100.0 19000

13.1Full description of system topology offered

Field LPR engines connected to the LPR cameras by frame grabbers (6 inputs) capture the
images and process the information from the Parking Garage, the result of license plate
recognition and facial and vehicle colour capture. This information and the images are
transmitted to the central server, by the network, immediately being available for review and
reaction by any of operators at the operator stations.
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Each field system can operate totally independently,
and will update the central server as soon as this
becomes available. As such, the HOT list is
downloaded to each field PC, so no illegal / . "
unwanted vehicles might use the weighbridge. o o ——— -

System  Architecture: The License Plate ., .
recognition product is a turn-key system comprises ®= 7 Semm—————" =
of the following elements:

e aPC Pentium running Windows 98/NT/2000

» See/Car DLL - which is used to analyse the images and extract license plate string.

e Camera/lllumination unit to capture the images (See/Car/Head —LPR camera and
illumination unit)

* a Frame Grabber - which captures the images from the camera units (handles 1-6
lanes)

e 1/O card - input/output board with multiple 1/O discrete lines. This board supports the
sensors, illumination control and optional gate-open signal. It is connected via a cable
to a terminal interface board with easy connections and indicator lights.

» Sensors to indicate the presence of the car (a sensor for each lane)

* See/Lane The See/Lane Windows application interfaces the hardware elements
(frame grabber, camera/illumination unit (s), IO card and sensor). It controls the
illumination, reads the video inputs and passes the images to the DLL in order to
obtain the recognition results. The application displays the image and recognition
results. It then exports the results using serial communication, messages or disk files.
Its man-machine interface supports on-line setting control, which can easily adapt the

application to various typﬁ of configurations.
L . el _ﬂ

The camera is triggered by the loop in the road

SeeParkClient is an application that is used to monitor a parking lot (secured area with a
specified number of entrances and exits). This application records the entrances and exits in
a simple flat database, and uses the information to match events using the POF string.

To share the results (pass the remote data to the centers), an additional utility - SeeData - is
used to pass the recognition results and copy the image files to the Center. The product runs
on basis of TCP/IP and sends the data across the network. It is consisted of two parts: one
running on each remote unit (as a background application), while the other part runs on the
Center Server (also as background application). The product can also send back commands
from the Center to any remote lane in order to activate a sensor or command to open a gate.
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To simplify the maintenance of our products, our SeeMonitor tool monitors the operation of
cluster of SeeLane and provides a quick view of the operation (in green/yellow/red status).
The status is determined by automatically checking the Windows' application event logs
(where our products log information, warnings and errors). These events include possible
failure of hardware units, application problems and decrease of recognition results under
acceptable levels.

SeeMonitor also provides various performance graphs for each remote unit, and a multiple
view of the units. These graphs assist in the fine-tuning of the system. In the following
example the graph of the horizontal center of the ID marking is shown as a histogram, which
can be used to verify the correct settings. The graphs are available on-line and generated
automatically, thus simplifying the analysis of the operation of the system.

SeeService is an additional utility that "keeps an eye" on the recognition units (SeeLane or
SeeGate application). In case it stops to respond (rare cases...) it resets the application and
restarts. The utility also checks for updates in the Server, and if there is a new file revision - it
automatically updates the application.

To simplify the installation, a calibration tool (SeeCal) is available as a very useful tool. The
tool shows the camera video, displays brightness/contrast graphs, and enables manual
control over the 1/0O card controlled illumination.

IR being used at night to highlight the PLATE

13.2Sample sequence of operation

The timing of the system (per lane) is described below: ENTRY

# The VEHICLE The system Time
1 Vehicle enters ENTRY LANE and approaches
the sensor.
In idle, waiting for the sensor activation
2 Passes over loop and Activates the sensor Switches to capture mode. 0
Nortec loop detector (see documentation)
3 Captures one or more images into ~50 msec per
memory image capture
4 Changes the illumination; Captures ~50 msec per
one or more images into memory; image capture
Repeats the illumination change
5 Calls DLL on one or more images
6 Identifies the car + ~80 msec per
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image
identification

7 Logs, displays, transmits the
Identification to the FACIAL
VERIFICATION system which will
check the database, via DDE. Checks
the database for vehicles in the BLACK
list, which will cause an alarm.

8 Stops when fully at card reader (if installed) Person swipes and IF EXISTING ~40 msec for a
CARD confirms face via verification. If | single image
not enrolled, will enrol, taking full capture
frontal facial images and another
image of the VEHICLE COLOUR

9 Drives on Access card / issued ticket now links
facial images, car colour, license plate
and date and time and lane.

10 Goes to Idle About 0.5

second from
the car entry (a
typical setting)

11 | Next Vehicle triggers the sensor

The timing of the system (per lane) is described below: EXIT

The VEHICLE

The system

Time

Vehicle enters EXIT LANE and approaches
the sensor.

In idle, waiting for the sensor activation

Passes over loop and Activates the sensor
Nortec loop detector (see documentation)

Switches to capture mode.

0

Captures one or more images into
memory

~50 msec per image
capture

Changes the illumination; Captures
one or more images into memory;
Repeats the illumination change

~50 msec per image
capture

Calls DLL on one or more images

Identifies the car

+ ~80 msec per
image identification

Logs, displays, transmits the license
plate recognition to the FACIAL
VERIFICATION system which will
confirm this via the pre-enrolled
template via DDE.

Checks the LOCAL database for
vehicles in the BLACK list, which will
cause an alarm and NOT allow boom
to open.

Stops when fully at card reader (if present)

Takes a full frontal facial image for
facial verification and another image
of the VEHICLE

~40 msec for a
single image
capture

If the transaction is allowed system
proceeds to open boom.

If face or license plate or card or car
colour does not match the information
on the ticket, control room is alerted
and presented with facial image and
general car overview for comparison.
Operator makes decision which is
recorded.

10

Goes to ldle

About 0.5 second
from the car entry (a
typical setting)

11

Next Car triggers the sensor
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13.3Suggested LPR Procedure:
ENROLMENT:

EXISTING EMPLOYEES:

The existing card owners would have their license plates entered into the existing database
and linked to their name, facial verification and car details. The member’'s database would
be locked, allowing only authorised users to add new members.

When the cardholder vehicle is seen the
system will expect the card and facial
verification associated with them, also
logging them, with details of time of
entry and name associated the license
plate. The optional SEE SPEAKER
system allows the guards to immediately
learn who is who and address each
regular parking person by name.

CASUAL VISITORS

When CASUAL VISITORS were HEWIEIGPE worsiamcuianl | e Fis |

expected, their details could be entered

prior to arrival so that when they arrived they can be linked to an access card. If they were
not on the system, the driver would drive up to the entrance, a picture of the plate would be
captured, OCR would occur, after which the driver would do facial verification, linking the
printed ticket to the license plate.

The natural process of e-mailing, calling or filling a simple completed VISITOR application
document directly to the system means that when a casual VISITOR arrived at the counter
their license number is automatically entered into the custom VISITOR system, and their

authorised record would appear. Access to
the correct areas with the correct expiry is :

automatically issued. :"'iq [—a

= ey 1™ Vi e s o s il ‘

L e oy g
ENTRY USE "'_':'I:' ] :‘I - - | H

sy e
EMPLOYEES: T

A= TEmn T—_ e [T

The existing long-term employees would drive
up to the gate (any of X). The LPR system === | |
would capture the plate and if the plate were !3.'L5

in the database the LPR system would link
the plate to a card, if this matched, this would then open the gate. The DVR system would
then link the vehicle license plate to the drivers face and the vehicle. If there was any
concern the guard would investigate past events to see the driver and car matched the
plates.
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VISITORS

Pre-registered VISITORS would be identified by LPR, which would transmit the details to the
facial verification reader via DDE, TCP/IP or RS232. The biometric system would link the
VISITORS info to the license plate and if required a parking ticket, and allow the boom to
open.

EXIT USE

EMPLOYEES:

The existing long-term employees would drive up to the exit gate. The LPR system would
capture the plate and pass this information to the facial verification and DVR system. If the
facial verification matches the enrolled template and the parking ticket is correct, the boom
will open. The DVR system would then link the vehicle license plate to the driver and car
seen on the cameras.

VISITORS —
All  VISITORS exiting would be )@LEEHLII’Ik LR Linds T FACIAL
identified by LPR, which would e

transmit the details to facial 1ii

verification reader via DDE, TCP/IP F &

or RS232. If the license plate, the '
VEHICLE ticket info and the
biometric ticket issued match, the
boom would open.

If not, the guard would investigate.

All video images will be digitally
recorded. Video images can also be
transmitted to the main office if
required. Transmission of the
camera images to a remote

monitoring control room will be » '
possible. NUMBER PLATE swewdncalahel | beip File

13.4Schedule Of Equipment Specifications

See attached EXCEL file
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14 LPR Equipment Quote

TO PROVIDE FIXED BLACK & WHITE CAMERAS WITH 16 MM FIXED-IRIS LENSES, AND
BRACKETS
SeeCarHead (s): Integrated Camera/lllumination unit(s) housed in a weatherproof enclosure.

. Power supply for SeeCarHead units (input: 110-220 VAC)

Figure See/Car/Head

N

YAW SCREW PITCH SCREW

Figure: Pitch & yaw screws
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The standard Infra-Red model specifications are:

Camera:

. Sensor:

. Scan:

* Resolution:
*  Shutter:

. Power:

. Lens:
lllumination:

e Spectrum:
e Angle:

e Intensity:

. Power :

*  Effective Range:

Physical:
. Case:
e  Standard:

*  Temperature:

*  Degrees of freedom:

*  Attachment:
¢ Dimensions:
e Drawings:

CCD 1/3"B&W CCIR
625 Line interlaced
380 TV lines

1/1000

9-16 VDC 100mA
F1.2-16C/8,12,16 mm

a. near Infra-Red (for most Countries)
300
3 levels pulsed
12vDC, 3A pulsed
8M (reflective plates) to 4.5M (non-reflective)

Enforced Poly-Carbonate, UV protected

IP 65 , weatherproof

-10 Oc to +500c

2 (left/right, up/down)

2 X 8 mm screw

Front: 150x150mm, Depth:135mm+35mm hood, Arm: 160mm
can be downloaded from support page

Electrical:

e Power: Power Supply: 3A 15VDC

e Inputs: 2 lines TTL (3 levels of intensity + off)
e Output: Composite Video 1Vp-p /750

e

Figure Front & Rear installation (dual cameras per lane, shared activation)

* Input/Output control card (including flat cable and terminal block with cover)

TO INSTALL three (3) PC,19” SVGA MONITOR.

Confidential
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SESTEITEIz

T FRAT mae
e LAl 2 s ol |

|

FETRETOPF  Laned 64842 | MIMAB40F  Lane 2 'llﬂﬂl'-_

i | _Pws | B | S | _les | Puees | k]t |

* AN UNINTERRUPTED POWER SUPPLY FOR THE SERVER.

e OPTIONAL EXTRA - ELECTRONIC DISPLAY-
Model

1 x MS 24/6-2L (1000 mcd)

* This unit consists of 2 lines,

e With 24 characters per line

e Colour: RED LED’s

* |P Enclosure

The PORT ACCESS CONTROL welcomes

i - e o e

INTEGRATION OF ALL ITEMS DETAILED.
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15 Software Quote

The software is compatible with Microsoft® Windows® 2000 Professional and Microsoft®
Windows® XP Professional. The minimum system configuration requires a video capture
card compatible with DirectX 8.0, in addition to the standard PC hardware. Minimum
hardware requirements are listed below.

I-CUBE Facial Identification Client

Microsoft® Windows® 2000 Professional (Service Pack 4) or Microsoft® Windows® XP
Professional

1 GHz Pentium 4 Processor

128 MB RAM

10 GB HDD

CD-ROM Drive

WDM - compatible video capture device

|I-CUBE Facial Identification Server

Microsoft® Windows® 2000 Professional (Service Pack 4) or Microsoft® Windows®
XP Professional

2.6 GHz Pentium 4 Processor

512 MB RAM

160 GB HDD

CD-ROM Drive

WDM — compatible video capture device

The performance of the I-CUBE Facial Identification CLIENT PC is subject to at least an

ISDN connection to the central server.
The I-CUBE Facial Identification requires a skilled operator who has either been trained or
has read and understood the I-CUBE Facial Identification user manual.

The software will allow the following information to be added to the database, both locally
and remotely:

Information NPRS Use

VEHICLE DRIVER(s) Name Yes

Date of Visit Yes

Vehicle Registration Number Yes

Ticket & Biometric Facial CAPTURE OPTIONAL

Vehicle Colour The DVR system will capture vehicle
colour.

Driver Face The DVR system will capture the
drivers face.

Seelane software application package, including integrated SeeCarDLL recognition engine

Confidential Power Automation Printed 5/29/2005



ﬁ T TR T | T e S I-GL:BE

Page 41 of 104

Dawa Sewbalak

SeelLane Product user’s license

POWER AUTOMATION System Scope of

Supply (see product leaflet for description and
performance)

SeelLane is a PC-based multi-lane LPR
system designed for low speed traffic. The
Seelane system includes both hardware and
software, and can accommodate either one
camera per lane (standard configuration) or |

two cameras per lane (stereo vision) for
added reliability and security.

Remate . B
Database

—

MNetwork
Power
Supply

Frame
Grabher

camerafillumination

Figure See/Lane configuration

TO INCORPORATE ONE LOGGING SOFTWARE
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15.1FACE RECOGNITION SYSTEMS

"Biometric" technology, and specifically face recognition, which can recognize people from a
facial image, is becoming cheaper and more powerful as technology improves. Biometrics
comes in many forms. The idea is said to date back to ancient Egypt, when records of
distinguishing features and bodily measurements were used to make sure that people were
who they claimed to be. Modern computer based biometric systems are employed for
identification ("who is this person?"), in which a subject's identity is determined by comparing
a measured biometric against a database of stored records a one to many comparison.

Technology Acquisition Device

Fingerprint Chip or reader embedded in turnstile

Voice recognition Microphone

Facial recognition Video camera, surveillance camera, single-
image camera

Iris-recognition Infrared-enabled video camera

Retina-recognition Wall-mountable unit

Hand geometry Proprietary wall-mounted unit

Signature-recognition Signature tablet, motion-sensitive stylus

Keystroke-recognition Keyboard or keypad

Acquisition devices associated with biometric technology

Despite vendor claims, there is no “ideal” biometric

technology, although examples of successful uses dophyr Analyus
exist. Facial recognition, a technology that has @.
gained ground in recent years thanks to the falling

price of computer power. It works by analysing a ~ ol
video image or photograph and identifying the W

positions of several dozen fixed "nodal points"ona Ly R
person's face. These nodal points, mostly between T N, e F

the forehead and the upper lip, are only slightly : Ty
affected by expression or the presence of facial .
hair. Facial recognition is becoming more o
widespread, because it can exploit existing cameras
and existing databases of facial images from driving
licences and passports.  Exclusion techniques
based on BIOMETRICS have some serious
technological advantages. If a single positive
identification can prevent a theft, then the sooner one begins to use the technology the
better. Yes, exclusion systems are capable of achieving the success rate necessary for those
kinds of decisions. For the most part, biometrics appears to be a technology whose time has
come from the marketing viewpoint. It is suggested that the biometrics be used as a TOOL,
which is used to CONFIRM identity, so not as the primary identification (Business Week,
2003 “Why Biometrics Is No Magic Bullet” Available online at:
http://www.businessweek.com/technology/content/ jul2003/tc20030722 2846 tc125.htm) .

Hainlsoin

Zephyr Analysis to determine the “ideal” biometric

New real time security alternatives are a reality today with the I-CUBE SYSTEMS lighting
fast Face Recognition System. A leading developer of mission critical biometric solutions, I-
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CUBE SYSTEMS is committed to leadership, responsiveness and unparalleled results. We
are driven to empower our clients and partners to go beyond tradition to create new
benchmarks for security. Accuracy is everything.

Facial recognition used for identification.

Biometric Intelligence: Biometric security should be seen as an extension of human
intelligence, and not as a replacement for it, because automated security will only be as good
as the human intelligence that backs it up. The danger of relying too heavily on technology is
nowhere more real than in the area of biometric surveillance. Such surveillance is most
effective if the people you are trying to locate are not aware of its use. Audit trails left by an
individual as he or she uses Casinos, car rentals, and any other services that require
biometric authentication (i.e., possibly any activity that requires the use of a credit card,
driver's license, passport, or any other major form of identification) could become a
significant contribution to intelligence systems.
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16 Privacy discussion

Discussion concerning the implementation of large-scale biometric systems always includes
speculation concerning public attitudes. One of the difficulties with what is said about public
attitudes, on any subject, is that interest groups tend to impute their own fears, values and
biases to the public. Most of the interest groups, who speak out on the subject of privacy,
tend to have attitudes that are not friendly to the use of biometrics. The danger is that the
more those views are repeated, the more they will tend to shape public opinion. Although
there is much talk in the biometric community about the public attitude, most who raise the
point do so on a very superficial basis. There has been little organised dialogue or ongoing
discussion concerning the subject of public attitude. It would be |[._
worthwhile study on attitudes and biases within the various segments of
the biometric community, for and against large-scale biometric systems.
Some do not see it within their business interest for there to be rapid
progress toward large systems, since they may not feel that their
technology or product is yet positioned to be competitive or dominant or
are concerned that a niche they occupy or intend to occupy will be squeezed out by systems
of more general application. Cf. Betamax vs. VHS; Mac OS vs. DOS vs. Windows, etc. The
in depth study of the problems of privacy is beyond this study (see Westin, A, 2001 for more
information).

New technology is boosting biometric surveillance (Grossman, 2003) and privacy may vanish
forever. It is possible that legal and political issues such as privacy and data access could
hinder the application of biometrics (Lee, 2003). Most of the public polls suggest that there is
nowhere near the opposition to

exclusion techniques that is § Ponasee | |t Dl
claimed. Very little effort has 8E Rk | [Teeas Duadivy
been made by the = Hown e

government, the press or the ¢ Find

exclusion industry to explain, %1 Usminimage

and to distinguish, exclusion B Corpanis Dl

techniques from the controls
that ought be placed on
informational databases. The
result is that public concerns
on the collection, use and
release of data are being
largely ignored. Privacy
concerns are very difficult to

FoBoeEei [ pedese

ey - 019
TEADD
Npsd_ LM

cultures. By adhering to
primarily facial recognition and

TR ]
2003 Available online at:

address, since they change e Swmms feih |
over time, and differs across :
applicable best practices, even

those  technologies more

capable of being misused -

fingerprint - can be deployed in et 1o

a privacy-sympathetic fashion ap TN g, b2 g

(BioPrivacy Best Practices

http://www.ibgweb.com/ reports/public/reports/ privacy best practices.html ). The use of the
information gathered for exclusion purposes needs to be weighed against the possible use of
the information. Fingerprint, face and iris have the highest privacy risk. It is essential that
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appropriate protection should be in place to ensure the technology is not misused (Mc
Cullagh, D 2003). Self-reporting data would be wrapped in software or digital watermarks
that guard against misuse of private information by tracking who has used the data, and
where they have been moved (Roush, 2003). The manner is which proper protection occurs
is beyond the scope of this study.

Identity theft, using stolen credit cards, phoney cheques, and other impostor scams to steal,
is on the increase (Vijayan, 2003). Until recently, the only way to way to attack the problem
has been to add expensive screening and administration procedures. However, steps such
as hiring security guards, maintaining accurate databases, reviewing identity documents, and
asking personal questions have proven to be costly, stopgap measures that can be defeated
by enterprising criminals. Compared to other methods of proving identity, biometrics are the
only tools that can enhance personal privacy and still deliver effective solutions in situations
that require confirmation of identity.
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17 LICENSE PLATE RECOGNITION LINKED TO FACIAL
VERIFICATION USER MANUAL

CONTENTS PAGE

Terms and conditions of use

Normal Operation

Adding a user to the LPR database

Restricting access to a user in the LPR database
Adding a user to the FRS database

Restricting access to a user in the FRS database
VIEW HISTORY - Access the LPR LOG

VIEW HISTORY - Access the FRS LOG

Terms and conditions of use

|
sprovided asademo UNIT and does not comply with the final product.

Only userstrained by POWER AUTOMATION can use this system.
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Any DEMO of the equipment can only occur with the permission of POWER
AUTOMATION and with POWER AUTOMATION present.

Confidential

NORMAL OPERATION

When the PC is started the required software, LPR and

FRS is automatically started. LPR begins to operate «

immediately, logging al vehicles and if the number oy

plate isin the database, opening the boom. coel o

To connect the Facial Verification to the LPR, click ﬂﬁ the

:::D’\ITK ’ FAMNG LPR FRS to
LPR LINK TO FACIAL | SEERss

Facia ~ Front End.

|
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If the software is closed for any reason, select the following ICONS to being
the LPR and FRS software.

Confidential

W e ~.L'-=.;_II.'.'LT':'°'“!""="‘
|1" ]

IR FLATE | |

LPR FRONT END FRSFRONT END

Adding a user to the LPR

dtabece

File Edit Wiew Help

Select the users ICON by [ TR . =
clicking on the person or by |Settings Live  Users Clear  Splt Lo

pressing F5 or by selecting
EDIT USERS from the

MENUE on the top of the x
LPR front end / screen.
‘?> Type your passwword
E+14] C I
In order to add a user to the I ﬁl

LPR system you need to be
an administrator, with a

password.

Once you have typed
in your password, you
will be allowed access
to the MEMBERS
DATABSE
MANAGER

Authorized Members
Database M anager

View area: - : i
O #
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Confidential

A Sequential number within the memberslist (automatic).

O Code

The vehicle plate string. Used to deter mine if the recognized vehicle
is an authorized member (and to optionally open the gate for this
member).

O First

Private name, or any = -
other text of 32 characters

X

maximum. Yehicle code ; I | Ok I
Used

to identify the

authorized member. First Maime : | Cancel |
0 L ast Lazt name : I Helg |

Family name, or any
—&utharized gates:

other text of 32 characters

maximum. ¥ Gate 1 v Gate 2
Used to identify the

authorized member.

[+ Enahle access to all gates

O Gates

Specifies the gate number

that the member can pass
through when recognized.

Used to limit therights of accessto some vehicles.

Range: 1to Maximum licensed lanes.

Default: “All gates’, which grants access for authorized members
to all gates.

One click on the top of each column will sort the list according to the subject

for example click on sequential number will change the sort order from
increasing to decreasing and vice versa.

Command buttons area:

0 Add

Add a record to the members list. A separate window will be open with the
following fields:

Vehicle Code: The license plate as seen on the vehicle, without spaces

The First name of the driver

The last name of the driver

Gate one (1) isthe entry lane and Gate 2 (two) isthe EXIT lane.

O Find
Find a record according to one or more of the following: Vehicle Code, First
name or Last name. A separate window will be open.
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O Edit

Edit a record. This button is disabled. It
can be enabled only by clicking on a
specific record in the view area. Clicking
on the Edit button will open a separate
window (same window as Add new
member) with the record details. It is
possible to edit this record.

Another way to edit a record is double
clicking on the record in the view area.

O Delete
Delete arecord. This button is disabled

It is
suggestedyou = = £ =

Yehicle code : |NP1 2

QK I
First Mame : IEIarry Cancel |
Last name : IDudIey Help |

—Autharized gates:

[~ Gate 1 [ Gate 2

[~ Enable access to all gates

do not delete |[i-
plates but
disable access
to gates,
hence  you
will  aways
keep a record
of al visitors
and cars
allowed

access.

Two lane

front end

Restricting =
access to a
user in the LPR database

Add new member

Wehicle code ; I |

x|
(a4 I

First Mame : I— Cancel |

Last name : I— Help |

—&uthorized gates:

v Gate v Gate 2

¥ Enable access to all gates

Confidential

Power Automation

It is suggested you do not delete plates
but disable access to gates; hence you

Ik, I
First Mame : IEIarr'f Cancel |
Last name : IDudIe':.-' Help |

—&uthorized gates:

“ehicle code : INF'1 21

[~ Gated [~ Gate 2

[~ Enahle access to all gates
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will always keep a record of all visitors and cars
allowed access.

Adding a user to the FRS database : = z
i

When adding a person the FRS system you HAVE to
keep the SAME name and LICENSE PLATE number.

To enrol a person, click the enrol

button. CE—

First Mame ||

This enrollment operation is used to
either add a new user or append new Last Hame |
enrollment images to an existing user. User D |
This operation collects facial images
from video input and uses these images H Images |1'3'3

in the generation of the biometric
template .

Cancel

Fill in the SAME information as you

ok |
entered from the LPR system. Enter Name x|

First Mame INP1 23

Last Mame IEarr_l,l

ENSURE THIS INFORMATION IS

Uzer 1D
CORRECT. #2110 [Dudley

# Images I'l oo
k. I Cancel |

When you click OK the person will be
captured, please ask them to be patient and
they must be in their car, looking at the camera. If the wear glasses, please ask
them to have them both on and off, please ask them to move and smile at the
camerato ensure good images are captured.

Enter the User’s first name into the First Name textbox and last name into the
Last Name textbox.

Enter the User’s ID into the User ID textbox.

Enter the number of facial images to be captured into the # Images
textbox. The default valueis 100.

Click the OK pushbutton.
During the enrollment process, facial images of the user are collected and
added to the FRS database. The progress of the enrollment operation, in terms
of number of facial images collected, is displayed as a green progress bar
within the Confidence Window located above the video display area.
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It is possible that fewer than the number images as specified within the #
Images textbox may be collected during the enrollment operation. This will
occur in the event that the enrollment timeout limit is reached. These timeout
values may be modified through the Enrollment tab of the Options dialog
(refer to Section 3.2.3).

When the image collection operation has completed, the following dialog is
activated to provide manual review and deletion of the enrolled images. The
Review Enrolled Images dialog provides the option to remove facial images
either of poor quality or corresponding to the wrong individual. The user may
scroll through the collected images using the < and > buttons. Images are
removed one at a time by selecting the image and clicking the Remove
pushbutton.

When the user is satisfied with the set of enrolment images, click the OK
pushbutton to transfer the images to the FRS database and generate or re-
generate the associated biometric template.

The system will collect facial images more quickly if the individual that is
being enrolled physically moves, preferably by walking towards the camera. It
is aso preferable that the enrolled individual provide a range of head
orientation and expressions that is typical of casual movement. Physica
movement of the individual is useful in that these range of conditions occur
naturally and that lighting conditions can be adjusted to vary significantly over
rather short distances.

It is normal for people new to the system to stare fixedly at the video display
during enrollment, without exhibiting any movement. To achieve optimal
performance, you should create a situation in which the user is moving their
head and walking naturally, as well as being exposed to some variance in
ambient lighting conditions.

The system may also be configured to issue verbal commands to the user, in

order to guide the enroll procedure ke [ e e P

Restricting access to a user in the FRS database _B

It is suggested that one does not remove people = —
from the Facial Database but just change the user = o
ID or LICENSE PLATE DETAILS: '

So if the Plate number was NP123 — change thisto s —_—
NP123PLUMBER OR NP123LEFT COMPLEX or NP123GUEST or
NP123FIRED etc., depending on the reason they are removed from the system.

PLEASE REMEMBER that this DB is limited to 1000 users, the full systemis
not limited at all.

Confidential Power Automation Printed 5/29/2005



L T TR B R ] _r-mBE

riad (it ot- |

Page 53 of 104 2 ~ plak

VIEW HISTORY - Access the FRSLOG

Confidential

In order to view the history file, click on Event

Viewer
Eventyiewer

The Activity Log Viewer displays the list of

operating events that have occurred within the

Discovery Client/Server installation. Provided within | this
log is the time and date in which the event occurred, : the
identity of the Discovery Client or Server maching, the
associated user name (if applicable) and the type of event.
The Activity Log also .
provides an image captured "= —

from  the  Discovery = oo
application at the time that | = :: == ==
the event occurred. [ ===

The events that are | -
recorded and displayed = =
within this log are as P B o
follows: i Gl S8 5
: Enroll Failure 1 =~ 55
Enroll Success f S '
Reenroll -
Verify Failure B =5 =% ==
Verify Success

Classify Failure

Classify Success

Multiple activity logs may be generated and
viewed using the multiple document interface
provided within the Activity Log Viewer.
Each view may be filtered to list events by .
event time and date, computer name, user | f L Y
name and event type.

Any report contained within the Activity Log Viewer may be saved and
restored from a binary file. The report may be also saved to a text file for
import and processing by third party software.

The list of events provided within awindow of the Activity Log Viewer can be
saved to a text file for later processing. Note that the associated JPEG images
are not exported when saving the selected activity log to a text file. To save an
activity log to atext file perform the following operations:

Select the window containing the activity log that is to be saved.

Select the Save Text File menu item from the File main menu. A
standard File Save dialog will appear.

Enter the name of the file to which the activity log is to be saved. If an
existing fileis selected it will be overwritten.

Click the OK pushbutton. Activity log files that are saved in text
(ASCII) format are assigned a".log" extension.
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Confidential

The list of events provided within a window of the Activity Log Viewer can
also be saved to a binary file. Activity logs saved using this method store the
associated images in JPEG format. Binary activity log files may also be
reloaded back into the Activity Log Viewer, unlike the Activity Logs saved
using the text file format. To save an activity log to a binary file perform the
following operations:

Select the window containing the activity log that isto be saved.

Select the Save Binary File menu item from the File main menu. A
standard File save dialog will appear.

Enter the name of the file to which the activity log is to be saved. If an
existing fileis selected, it will be overwritten.

Click the OK pushbutton. Activity log files that are saved in binary
format are assigned a".bin" extension.

Note that a portion of an activity log may be saved in either text or binary
format by multi-selecting the activity events records displayed on the |eft panel
and using the right-click pop-up menu.

Images that are displayed on the right panel of the selected window may be
saved to JPEG files individually or through multi-selection. These file are
saved using a file name that is generated from the corresponding textual data
displayed in the left panel of the window, asfollows:

DISCOVERY_[Time] [User
Name] [Computer Name] _[Activity]

To save the selected images to JPEG files,
perform a right-click operation on a
selected image and click the Save Image
menu item.

VIEW HISTORY - Accessthe LPR LOG

1. Overview

This application is a new Client application for the SeeLane vehicle
recognition system,

arecognition browser for past and current recognition results.

It displays the recognition results (Vehicle #) and event data (lane#, date/time)
and

allows the user to view the images of previous results.

Its inputs are:

a History results - the recognition log file (log.txt) created by Seel aneClient
application.

b. DDE messages - new events generated by Seel ane/SeeTraffic/SeeRoad
LPR systems.

Its outputs are displayed history and images.
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Confidential

It does not save any files, and will
discard the collected data when the [
applicationis
aborted.

:

R

T Illl

2.2.1 It can aso be used offline on
another PC, if the images directory
is set the same

name as the original directories.
2.2.2 It can aso run on-line on a
Central server, assuming that the
SeeData tool is used to copy the
images across the network.

=
=
5
B
-
=

4.2 Viewing an event

Double click on a event

number. It will show the |2 _fr'_!rﬂw_ = = — = =
image of that event.
You can also browse
with Previous or Next e
buttons. -armian N B ™ I |

o s |
Seel_aneClient . .E'..._'.'.:.

j b

The main view displaysa
list to which items are
added for each new data i T =

item received from the

Seelane server, al the data will be written tofile.

Each row shows another recognition result as reported by the DDE message
coming from SeelLane.

The Seel.aneClient can aso send 2 kind of triggers to the Seelane by the DDE
server message:

- Open Gate trigger.

Incoming vehicles Trigger.

HELP AND ASSISTANCE;

PLEASE CONTACT Barry T. Dudley on 082 562 8225 or LPR@I-Cube.co.za
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18 Installation Quote

 Bosal conduit, bnc connectors, cabling, labour,
(excluding any trenching, electrical work and poles)

» Commissioning and training

THE MAINTENANCE SERVICE (GOLD)

a. The provision of corrective maintenance, which means
the rendering of services for diagnosing the breakdown
of the goods and the subsequent actions necessary to restore the goods to their
corrective function.

b. The provision of preventative maintenance which means the observation of the goods
with the intention of identifying minor breakdown or deterioration of the goods and the
subsequent actions to restore them to their correct functional and operational state.

c. Ensuring the continuous and uninterrupted operation of the goods, the repair and
maintenance of any faulty goods to the original operational condition and the recalibration
and re-commissioning of the affected goods promptly in order to ensure the downtime is
kept to an absolute minimum.

d. The maintenance services include the cost of all parts and consumables, unless such
parts or consumables are specifically excluded.

Should you wish to consider our Silver or Platinum Maintenance plans please feel free to
contact me.
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19 Equipment Requirement

The performance of the PC and camera equipment is subject to a 220-volt power source at
each camera position is to be provided. If required we can arrange an electrician at an
additional cost.

The CCTV signal from the cameras requires fibre to get back to the control room (if more
than 75M from the PC).

it
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20 Digital Recorder Integration

Both the LPR and facial identification incorporate into existing DVR systems, allowing the
use of existing infrastructure, turning data into information.
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21 FACIAL IDENTIFICATION
SOFTWARE USER MANUAL

21.1How to use I-CUBE Facial Search

21.1.1 Enroll inom

You can enroll face from static image file or =~
live video. =

To enroll from static image file, click “Get .
Photo From File...” button, and select the
image file. We currently support JPEG,
BMP, WMF and TIFF formats.

To enroll from vide, you have to enable
video if there is no video displayed. You can
do it by clicking “Video” button, which is
located on left panel. Make sure you have
camera and driver installed before doing that.
You can adjust the video format and video “=—! _ _
source by clicking “Video” button again, a T it
dialog box (“Video Settings”) will appear, you = | =0 "
can also turn off the video in that dialog box. o | f -
After video is on, click “Start Track” to start -

tracking. Click “Get Photo From Video” after -

face was tracked.

Enter personal information. You have to enter
at least First Name and Last Name.

Click “Enroll” button. It will pop up an
enrollment successfully message box if

everything is fine. Or you may need mark the _T_ et 1 E
eyes manually if the system was unable to M [l

track the eyes. BT 3w =
21.1.2 Batch Enroll i 1 =~ ]

You can do batch enroll to enroll multiple
image files.
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TAB delimited text file. It | — ! s o
provides personal Amhined | -

information and image file | ;*:h ﬁ'ﬂ"'
location. For personal - .

information you need have 5 | i ;:’:—
at least First Name and Last wea || g

Name. Image file location P, = ;
must be file name with full fwwn | | Eetie e

path. So at least you need 3 '

fields.

For example:

Bob, Smith, e
c:\images\jpeg\l.jpg

John, Brown,

c:\images\jpeg\2.jpg

You have to enter

You have to prepare batch
enroll text file. The batch
enroll file is a comma or

field

N e

_I | ki | Hal [ |
ArEE 1 I.._
a2 [ =
Tie (= [E
Tiase T n
Iy =
T T [T
st N T — T T

INTEGRATED « INTELLIGENT « IMAGING ’-CUBE

ordinates based on your

batch enroll file format.

all fields you don't use.

Click “...” button to find the batch enroll file, Click
“Load” to load the file. You can preview the batch

enroll file by “<” and “>”
button. By right you
should be able to see the
photo in that little white

box. If not check if the
“Photo File” field is
correct. Note: we need

file name with full path
there.

You can still update the
field ordinates at this time
if you find you entered
wrong field ordinates.
Just press “Update”
button after you updated.

Press “Start” to start
batch enroliment if you
feel everything is all right.
By default it will start
enroll from 1% record. You
can change that by typing
number of records to start
and click “GoTo” button

Confidential

According to previous
example, we have to put 1 after “First Name”, 2
after “Last Name”, 3 after “Photo File” and put O for

[T Dnavben mmgarDECHAT S 17

| [om ] s |
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before starting batch enrollment.

After batch enrollment is finished, it will give you statistics on number of images enrolled
successfully. Some of images you may need mark eyes manually. You can do this by

clicking “Mark Eyes...” button.
It will go through the database
to find out those unmarked
images.

Note: those unmarked images
are not searchable before you
mark them manually.

21.1.3 Search

You can search the image
from image file, video or
database.

To search image from image
file, click “Get Photo From
File...” button, and select the
image file.

To search image from video,

enable video, click “Start Track” button and click “Get Photo From Video” after face was

tracked.

To search image from database, click “Get Photo From Database” button, and select the

image in database.

You can search more
that one image to get
more accurate result.
But you must be sure
they are the same
person.

You can change target
data by clicking “Select
Targets...” button. By
default it will search
everyone in database.

Click “Search” button to
start search. The result
will be showed after
search is done.

21.1.4 Browse
Database

el e

. s | Pt |
- REL =i

r -

N [Py —

e A/2,2.8.
120312323 2
u “:"'A :i B
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You can do quite a lot of things in browse database dialog box.

You can show eye marks by
check “Eye Marks” checkbox.

You can let system re-track
eyes for current image by
clicking  “ReTrack Eyes”
button.

You can manually mark the
eyes by clicking “ReMark
Eyes...” button.

You can re-track all people in
database by clicking
“ReTrack All” button. Note:
you need do this extremely
carefully. Coz for big
database it may take very
long time to finish.

Bided= Dabshase {205

3G )

e 0 Zp B

Conriny |

You can delete this record by clicking “Delete” button.

You can save this image to a jpeg file by clicking “Save” button, image will be save as

[UserID].jpg.

You can click “Find”
button to find the images
satisfied  with  certain
condition. After that you
can click “All” button to
make it back to all
dataset.

You can type UserlD and
click “Go” to go to that
record.

You can browse the
database by clicking “<”
and “>". You can also
type number of images to
go and go to that record.

“Skip Blank images”
means don't display
records without image.
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22 FACIAL VERIFICATION SOFTWARE USER MANUAL

This chapter describes the basic operation of the I-CUBE Discovery system, and how to
adjust operational parameters.

Most of the features described in this chapter are common to both Discovery Client and
Server-side applications. Features that are available on the Server only are noted.

22.1Basic Operation

The Discovery system (for both standalone and multi-Client installations) provides tracking,
verification, and classification functionality. It operates in two views: Standard, and Full-
screen.

In Standard view, all functionality is available through menus and buttons, and classification
values are graphically displayed. In Full-screen view, the live video display fills the entire
screen. Program controls are available through right-click menus.

22.1.1 Connecting to Server

Before running any of the Clients, you must have the Discovery application running on the
Server.

When a Discovery Client application is started for the first Comect
time, the User is presented with the “Connect” window. A
Discovery Client may be connected to any Discovery
Server application (i.e. database) currently running on the
network.

Figure 2. The Connect window. e | Cancal |

Setve Mare: | TR

» Enter the name of the computer hosting the desired Discovery Server
application in the Server Name box.
* Click OK.

After the Discovery Client is run for the first time, it will not require the Server name again

and will connect to the Server automatically. See the Options section for an explanation of
how to connect the Discovery Client to a different Server.
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22.1.2 Standard View
The main screen of the I-CUBE Discovery is shown below in Standard view.

The Control Buttons on the left side of the screen 71 ="~ i

allow the Operator to run the program in the !L—*ﬂLElLJﬂ]‘; s iz
various modes (i.e. track-only, classify, verify) as
well as adjust operational settings and change S
views. e

The Confidence Window in the upper right of the
screen provides a display of recognition I :
confidence levels for Classify and Verify ’ ’ g

operations. This window also functions as a
progress bar during enrollment (Add) operations.

Tracking Boxes and Closest Matches are shown
in their respective modes.

KUMBER PLATE weores dwrmie b ol i Fiis |

Figure 3. Discovery Standard view.

All of the control provided through the buttons are duplicated in the Control menu with the
exception of the Full-Screen button. Full screen control is provided in the View menu.

Functions provided by the control buttons are described below. Conksol
Track

22.1.2.1 Track Mode e
enfy

Click on the Track button or select Track from the Control menu to enable Add,
the facial tracking operation. F—
Clogasl Makchas

Exi

While operating in Track mode, the Discovery application will locate any human face within
the video frame, place a Tracking Box around the face and follow the face within the frame.
The Discovery application is able to track up to 16 faces simultaneously. In Track mode, the
application does not attempt to perform identification of the face. Classify and Verify
operations must be enabled separately by clicking on buttons located below "Track".

The system will remain in Track mode until the tracking operation is disabled. Click on the
Track button again to disable facial tracking.

Note that the facial tracking operation cannot be disabled while the Classify or Verify modes
are enabled.

22.1.2.2 Classify Mode

Click on the Classify button or select Classify from the Control menu to enable Classify
mode (one-to-many identification).
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While in Classify mode, the application will attempt to identify tracked faces from the list of
users currently enrolled within the system. The results of the classification attempt are
displayed in the upper right of the screen in the Confidence Window. When a individual is
tracked, and the classification attempt begins, a thumbnail of the tracked face is placed in the
upper-right corner of the Confidence Window. Two bars will display the actual confidence
values. The bar on the top will display the highest confidence value produced across all
users that are currently enrolled. A positive confidence value is shown in green and a
negative confidence value in red. The second bar displays the difference between the
highest confidence value that is generated for the tracked individual and the second highest
confidence value.

The classification threshold is displayed as a tick mark below the confidence display bar. The
generated confidence value must exceed this classification threshold while the bar is green,
in order for the individual to be classified (i.e. identified). The Confidence Window shown
below displays results for up to two tracked individuals.

Figure 4. The Confidence Window detail.

If a user is classified (i.e. identified), their name will be displayed on the left of the Confidence
Window. If a user is not classified within a timeout period, then “Unknown” will be displayed.

The system can be set up to verbally greet a user on successful classification. See the
“Setting Up Speech” section. The system can also automatically register and enroll a user if
a pre-set classification timeout period is exceeded. See the “Enroliment” tab description in
the “Options Screen” section for setting this timeout period.

Classify mode will continue until it is disabled by again clicking on the Classify button. When
Classify mode is enabled facial tracking is initiated automatically. After disabling Classify
mode, the system will remain in Track mode. Click on the Track button to turn off facial
tracking.

22.1.2.3 Show Closest Matches

Click on the 5-Close button or select Closest Matches from the Control menu to display the
5 closest facial matches from the list of users currently enrolled within the system. The
system must currently be operating in Classify mode to enable the display of closest facial
matches.

The closest matches are displayed on the right side of the screen and are shown
in descending order of recognition confidence.

A portrait image of each user within the closest matches list is displayed along with their
names and the associated recognition confidence values. Click on the 5-Close button again
to disable display of closest matches. The system will remain in Classify mode.

22.1.2.4 Verify Mode
Click on the Verify button or select Verify

from the Control menu to enable the verify | b yypper,  [22222
operation (one-to-one identification).

Confidential Power Automation




r fne ekl |
T B TH T | e o S r-Gr_IEE

Page 66 of 104 Dawa Sewbalak

After clicking the Verify button, the Verify window will appear.

Enter the users ID number in the Verify window and click OK. The verification operation will
then commence. The user will be tracked and compared against the corresponding user that
has been previously enrolled by the system.

The recognition confidence value of the comparison will be displayed in the Confidence
Window. If this confidence value exceeds the verification threshold, the user will be verified
and any corresponding actions that have been preset during program setup will be executed
(i.e. relay contact activation, NetAlert alarm, Wiegand signal pass-through).

The Verification Threshold may be modified within the Options window.

When in Verify mode, the tracking operation is enabled automatically. Click on the Verify
button to disable the verify operation, facial tracking will remain active. Click on the Track
button to disable the tracking operation.

Extensions have been provided which combine the verify operation with a Keyscan Wiegand
Serial Interface and a NCD Relay (model R42, R410, or R810).

The Wiegand Serial Interface can be connected to various Promixity or Wiegand card
systems to provide ID card or keypad based functionality. If a card reader or keypad system
has been set up, the system will automatically begin verification on either keypad entry or
card swipe.

If a relay system has been set up, the system can close or open an external circuit, such as a
door strike, on verification (or classification).

See the “Extensions” section for more details regarding peripheral devices such as relays
and Wiegand devices.

22.1.2.5 Add New User

Click on the Add button or select Add from the Control menu to add a new user
to the system and start the enrollment process.

When the Add button is clicked, the “Enter Name” window will m

appear" Futt Hiass |F‘|r'n.l

Figure 5. The Enter Name window of the Add User function. Lai Mame:  [fucade

ID Husber:  [54E54
Huwibeist OF Wi | 100

* Enter the User's first name _in the First Name box. o ]
* Enter the User’s last name in the Last Name box.

* Enter the User's card number in the ID Number box.
* Enter the number of images you wish to collect of the User in the Number
of Images box. 100 is the default value.

* Click OK.

Cancel
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The enrollment process will begin whereby facial images of the user are collected and
subsequently added to the FRS database. The enrollment progress is shown within the
Confidence Window. A green progress bar will move further to the right with each image that
is collected.

When the number of images specified in the “Number of Images” box have been collected,
the enrollment operation will terminate. If the system times out prior to capture of the
specified number images, or the user leaves the cameras frame for a period of time (default
20 seconds), the enroliment operation will fail. The default value for the timeout condition can
be modified in the Enrollment options (Section 3.2.3).

When the enrollment operation has finished, the user
. o kcoepd kmages [Total: 100 - Enroll leted

will be asked to accept the enrolled images. The R L e ) Emol Competed_ [

Accept Images window provides the operator the | | n ﬁ

option to remove facial images of poor quality or | < W& §<: @

images of people who may have been incorrectly 11 ' ™
tracked during the enrollment operation. _— rmages: 1 § s

4D

Figure 6. Accept Images window is shown at the end of

enroll. lL' Cocl_ |

The operator may scroll through the collected images using the ﬂ and _>| buttons. Single
images may be removed by selecting the image and clicking the Remove button.

If the operator is satisfied with the enrolled images, click the OK button to accept images and
allow the system to begin generating the biometric template for that user.

The system will collect images faster if the user being enrolled provides different
expressions, at different head angles, lighting conditions and at varying distances from the
camera. It is normal for users new to the system to stare fixedly at the video display. To
achieve optimal performance, you must create a situation in which the user is moving their
head and walking to create varying lighting conditions. The operator should instruct the user
to move naturally and/or walk towards the camera.

The system may also be set to issue verbal commands to the user in order to Guide the
enroll procedure (see the “Setting Up Speech” section at the end of this chapter).

22.1.2.6 Show Options

Click the Options button or select Options from the Control menu to display the ¢, =
Options window.

The Options window allows the user to modify operational settings within the Discovery
system. See the “Options” section for a detailed description of the Discovery system options.

The I-CUBE Discovery may be setup to require a password in order to change options. If the
password option is set the following window will appear when

clicking the Options button. Enter the Options password and

click OK.

Figure 7. Password dialog. Paemnt [~

The Options password protection is enabled and disabled in | ak | Canel

the General tab of the Options window.
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22.1.2.7 Full-Screen View

Click the Full-Screen button or select Full-Screen from the View menu to switch Discovery to
Full-Screen view.

F:

a In Full-Screen view, the video window expands to fill the entire display. All controls
shown in Standard view will be hidden. A subset of the controls are available in Full-Screen
view through a right-click popup menu. See the Full-Screen View section later in this chapter
for details.

22.1.2.8 Exit

The Exit button is located at the bottom right of the Discovery application when in Standard
view.

This button closes the application. Note that closing the Client application on the Server
machine does not stop the Server application. For information on terminating the Server

Application refer to Chapter 4.
Clagsity
ey,
22.1.3 Full Screen View —
hphiones

By switching to Full-Screen view, the video window will expand to fill the .
entire display area. All menus and controls will be hidden.

In Full-Screen view, the user has control over a subset of the Standard view’s operational
features. These operational features include:

= Track Mode oo
» Classify Mode veh | Omsy | Ed

. L] z L=
» Verify Mode Geedd | Tiacking | ImageFile | Erecheent

e Add New User

¢ Show Closest Matches
* Show Options | |
» Exiting the Application

Contmass Traming

Bghimags Cordnl
Database editing and display features are not available I Enablad
in the Full-Screen view. H oz
To exercise the features in Full-Screen view, right-click o—
anywhere on the screen. A popup menu will appear. I Enabsla 5 pasch
Select the desired feature from the popup menu. W Changs Server Hane
Figure 8. Popup menu for full screen mode. Evier Passwsned [

Coardum Pagzwond |

To return to Full-Screen view, press the ESCAPE key.

|
I

While in Full-Screen view, Closest Matches mode will |

display the closest matches on the right side of the

screen.
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22.2 Setting Operating Parameters

The options form allows the User to adjust various operating parameters of the Discovery
system. This form is enabled by clicking the Options button outlined in the previous section.
The options form is divided into eight tabbed sections.

22.2.1 General Tab

The tab shown below allows the operator to adjust options that pertain to continuous re-
generation (training) of the biometric templates used during classify and verify operations,
options for automatic brightness compensation, enabling speech synthesis, password
protection on program variables, changing the Discovery Server and resetting parameters to
default values.

Figure 9. Options window - General tab.

22.2.1.1 Continuous Training Panel

The Continuous Training option is available on the Discovery Server application only.

When this option is enabled, re-generation of all biometric templates within the Discovery
Server database is performed continuously in order to improve the speed and accuracy of
verification and classification operations.

Continuous training is performed by the FRS Training Server while it is running. By default,
the continuous training operation starts automatically on startup of the Server. To stop
continuous training click the Stop button.

Note that training can be controlled directly through the FRS Training Server, for further
details refer to Chapter 4.

22.2.1.2 Brightness Control Panel

Brightness control adjusts the video capture driver to compensate for mean pixel intensity
located within the region of the tracked face. Hysterysis is applied to brightness control and
limits the amount of compensation applied.

22.2.1.3 General Panel

The facilities provided within the Common panel allow the operator to enable or disable
synthesized speech, reconnect to a different Discovery Server and provide password
protection for program option settings.

22.2.1.3.1 Enable Speech

By default, synthesized speech within the Discovery Client application is not enabled. To
activate speech, check the Enable Speech box. Click OK and restart the Discovery
application. Speech synthesis will now be enabled for all operations such as enroll,
classification, and verification.

See the “Setting Up Speech” section later in this chapter for details on customizing speech.

22.2.1.3.2 Change Server Name

This control is enabled only for Discovery Client machines. If this control is checked, the
Discovery system will request the Server name on the next start up of the application. This
feature allows the user to connect the Discovery Client to a different Server within the
network.
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22.2.1.3.3 New Password

The operator may enable password protection for the setting of options and pushbutton
configurations. Password protection is disabled by default. Entering characters within this
text box and confirming text box enables password protection. Password protection may be
disabled by clearing the password and confirming text box.

22.2.1.4 Restore Defaults

If the system begins to behave erratically, option settings may have been changed to an
unserviceable combination. Click the Restore Defaults button to restore all settings to their
default installation values. This button effects the settings defined within all tabs, including
the General tab.

22.2.2 Enrollment Tab

The tabbed section entitled "Enroliment" I L-]I.l,_,;.,.,'l;;t;u;ﬁ.;_
allows the User to adjust parameters that ,.'-_‘l‘ I

control the enrollment operation. Note that
the option is provided to perform enroliment
following a successful verification.  This
allows the system to update the template
continuously during normal usage.

Figure 10. Options window - Enrollment tab.

Descriptions of the various parameters that
may be adjusted for enrollment operations
are as follows:

22.2.2.1 Parameters Panel L GWATGR vvssntubibal ' | e |
The facilities provided within the Parameters panel allow the . &
operator to set capture frame intervals, thresholds for pattern e e R —
variance on image capture and enrollment timeouts. fremal [ Tictig | lemgefie Bk
heehewd @
22.2.2.1.1 Frame Interval e s bt [FT—
During an enrollment operation the system collects an image from ol Tl b [ —
every n" video frame that is captured. This helps to ensure a T —
greater variation across the set of enrolled images. This parameter =t
sets the image frame interval for image capture. “
T ki ey 11 s Yadlic s
22.2.2.1.2 Image Difference Threshold kit -
Each image that is captured for enrollment must be sufficiently MR————
different from the previous enrollment image, in order to ensure [ Ty Tl
reasonable variation among the images collected during enroliment. il Pregbin il
This value sets the variance (pattern difference) threshold which
must be within the range 0.0 to 1.0.
M) ] e

22.2.2.1.3 Track Timeout

The enroliment operation will terminate automatically if the system is unable to track the user
for a period of time (in seconds) specified by this setting.
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22.2.2.2 Verification Panel

The facilities provided within the Verification panel allow the operator to set parameters
concerning automated re-enrollment performed following a successful verification operation.

22.2.2.2.1 Enable Enrollment During Verify

When this flag is checked, Discovery will enroll a preset number of facial images during each
successful verify operation. This allows the system to continually adapt and refine the
biometric template over time.

22.2.2.2.2 Maximum Images

This value determines the maximum number of additional facial images that Discovery will
enroll during each successful verification operation.

22.2.2.2.3 Confidence Threshold

Images collected for enroliment during verification must have a confidence value less than
this threshold. This ensures that only images containing a new perspective view of the user
will be enrolled.

22.2.2.3 Enroll During Classify

If this control is checked and a classification operation exceeds the timeout duration (default
6 seconds), the system will present the “Enter Name” dialog and enroll a new user. For
information on classification timeout refer to the section describing the classify options. If this
box is not checked, users will not be enrolled following a classify timeout condition and the
system will speak a pre-set phrase (i.e. Could you please register with the receptionist, thank

you.).

22.2.2.4 Enroll Pre-Registered Only

If this box is checked, the system will automatically enroll a user who has been pre-
registered the first time they perform a verification operation via the “Wiegand” interface.
While this option is enabled the Add button is removed. TR

L]

tmily i Esrmizmami
22.2.3 Tracking Tab e Tisdey | --..krl-a | Erwend
F e
The tabbed section entitled ‘Tracking’ allows the operator Fobome Thamsenl [
to adjust parameters concerning facial tracking. These Vet [
parameters apply to all modes of operation, which include Memam b i1
"Tracking”, "Enrollment", "Classify" and "Verify". The e
tracking subsystem is based upon a “Knowbot” structure, Voot [iT st
consisting of a geometrical arrangement of retinal viewing & il Faeloe [n=
areas. This knowbot structure performs a scan over the
video capture frame looking for peaks in the recognition
topology. The neural assembly forming the "brains" behind
the retina has been trained to recognize human faces. The
system also uses basic cues to estimate where a face may
be located. These cues are based upon image variance,
movement, and color. The options dialog for the tracking
parameters are shown below:

ibrareas

ok | o

Figure 11. Options window - Tracking tab.

A description of the various parameters that may be adjusted for the facial tracking operation
are described as follows:
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22.2.3.1 Parameters Panel

The facilities provided within the Parameters panel allow the operator to set tracking
sensitivity and the range of facial sizes for tracking operations.

22.2.3.1.1 Follow Threshold

Determines the confidence threshold associated with the knowbot structure for determining
whether the segmented region corresponds to a face. If the confidence remains above this
threshold, the knowbot will continue to follow the face on subsequent video frames.

22.2.3.1.2 Maximum Size

This text box sets the upper size limit for faces that are tracked. This size limit is applied for
tracking during all modes of operation (i.e. enrollment, classify and verify ). The size of the
facial tracking box is established as a fraction of the height of the video frame.

22.2.3.1.3 Minimum Size

This text box sets the lower size limit for faces that are tracked. This size limit is applied for
tracking during all modes of operation (i.e. enrollment, classify and verify ). The size of the
facial tracking box is established as a fraction of the height of the video frame.

22.2.3.2 Mask Thresholds Panel

The panel entitled "Mask Thresholds" panel pertains to a series of masks that are applied
over the video frame, sectioned into 16 x 16 regions. Each region of the video frame is
evaluated separately for variance, frame to frame movement and color content. Thresholds
are applied to these measurements in order to mask out regions of the video frame from the
tracking subsystem. Proper use of masks can significantly improve tracking speed and
performance. It should also be noted that the effect of the masks may be viewed by clicking
on the "View/Show Masks/All" menu items. Descriptions of the parameters contained within
the "Mask Thresholds" panel are provided below:

22.2.3.2.1 Variance

The variance measurement within each region is normalized by variance across the entire
video frame. This set point is used when the variation over time in overall lighting intensity is
large. If relative pixel intensity variance is less than this threshold, the region will be masked
out.

22.2.3.2.2 Abs Variance

Similar to the "Variance" threshold, however the threshold for masking out regions of the
video frame based upon an absolute measure of pixel intensity variance. If intensity variance
is less than this threshold, the region will be masked out.

22.2.3.2.3 Movement

Sets a difference threshold for frame-to-frame pixel intensity. This value is used to detect
motion. If the frame-to-frame difference in pixel intensity is less than this threshold, the
region will be masked out.

22.2.3.2.4 Face Color

Regions of the image may be masked out based upon color content. This value sets the
mask threshold for skin tone. The color scoring method has been tuned to recognize skin
tone among all ethnic types. The valid range for this parameter is -1 to +1. Lower values will
cause a greater region of the video frame to be masked out.

Confidential Power Automation Printed 5/29/2005



r fne ekl |
T B TH T | e o S r-Gr_IEE

Page 73 of 104 Dawa Sewbalak

22.2.3.2.5 Advanced
The above masks may be applied in various combinations [EEEaarram |
using an 8 frame cyclical schedule. This schedule may be Fam 1 2 34 5670
modified by clicking on the "Advanced" pushbutton which  Mssses KW FFFFFF
enables the following screen: Mownet FEFPFFEFEFE
Figure 12. Tracking Masks dialog. Feslae FFFEFIFFEF

| L | Lancel

The masking conditions that are checked along each column
are combined using a logical OR relationship.

22.2.4 Classify Tab

These settings affect the classification (one-to-many identification) operation. The option is
provided to set recognition thresholds, confidence lag factor and the classification timeout
value.

Figure 13. Options window - Classify tab.

Parameters Panel opiien |
Descriptions of the various parameters that may G | Tikig | ImsguFler | Evecle |
be adjusted for the classify operation are as Weriy Dmsty | Estensiom
follows:

Faarrud i

22.2.4.1.1 Threshold R
The output value (recognition confidence) R
generated by biometric templates range from Faralag [1
-1 to +1, with +1 indicating high confidence Clashy Tawsout foac) [
in recognition. This threshold establishes the
set-point above which an individual is Genmal
positively identified (i.e. classified). This Cosestmacher  [5
threshold is applied in conjunction with the I Speak Mane
difference threshold described below.
22.2.4.1.2 Difference Threshold
This threshold pertains to the difference between
the highest confidence value that is generated
among all individuals that are enrolled within the
system, and the second highest confidence value. [ ok ]| coes

This difference must be greater than the specified
threshold in order for the system to register a positive identification.

22.2.4.1.3 Frame Lag

The recognition confidence values that are generated across all biometric templates
are lagged by video frame count. This value establishes the degree of digital lag that is
applied to the recognition confidence values when the system is operating in classify mode.

22.2.4.1.4 Classification Timeout

This value specifies a timeout condition that is applied to the classification operation. In the
event that the user is not recognized within the specified time period, the system will either
perform an automated enrollment operation or produce synthesized speech from a pre-set
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text string (i.e. Could you please register with the receptionist, thank you.). The option for
selecting either automated enroliment or speech response is provided within the Enroliment
tab.

22.2.4.2 General Panel

The general panel allows the operator to set the number of closest matches displayed during
classification operations and disable or enable speech synthesis for speaking the users
name.

22.2.4.2.1 Closest Matches

This number determines the number of people that will be displayed on the right side of the
screen when the Closest Match display is enabled. The maximum number of closest
matches displayed is five.

22.2.4.2.2 Speak Name

If this box is checked the system will speak the individuals name in addition to a preset
speech string, following a successful classification. If unchecked, only the speech string
(without name appended) will be generated.

By default all synthesized speech is deactivated and must be enabled in order for this option
to be enabled. Refer to the description of the "General"

tab for details on activating speech. _ X

Genmd | Tucking | ImsgaFiler | Erscheent |

22925 Verlfy Tab Wiy | [ansily | Exenzon |
Parameten

These settings affect the verification (one-to-one
identification) operation. The option is provided to set Veilp Thesrokd B
recognition thresholds, confidence lag factor, head TSR
orientation boundaries and the distance range applied —

. " . Tesscudt jecaras] |2
during Verification.

Figure 14. Options window - Verify tab frmch Timsous jecoonchl 20

22.2.5.1 Parameters Panel

A descriptions of the various parameters that may be
adjusted for the verify operation are as follows:

22.25.1.1 Threshold

The output value (recognition confidence) generated by
biometric templates range from

-1 to +1, with +1 indicating high confidence in
recognition. This threshold establishes the set-point above which an individual is positively
identified.

22.25.1.2 Frame Lag

The confidence values generated across all biometric templates are lagged by the video
capture frame count. This value establishes the degree of digital lag applied to the
recognition confidence values when the system is operating in verify mode.
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22.2.5.1.3 Timeout (seconds)

Sets the maximum number of seconds provided for the verify operation. The corresponding
timer is incremented only while tracking is active. In the event that the individual is not
verified within this cumulative time interval, the system registers a verify failure and
generates the pre-set response (i.e. synthesized speech).

22.2.5.1.4 Track Timeout (seconds)

Sets an absolute timeout period for the verify operation regardless of whether tracking is
active (i.e. timeout condition in the event that the user walks away from the camera prior to
being verified). If the system is unable to verify the face in less than the specified interval

(default 20 seconds) a failed verify attempt is option 2
recorded.
Varly | sy | Exdenzions |

. ] I Fa
22.2.6 Image Filter Tab Govowd | Tuckig  Imemer | Enclerr |
Facial images captured during enroliment, verification Forameiers
or classification operations may be filtered in order to Mrimum e [
improve the quality of training data and improve Heod Prolsiion [+~ degee) [0

recognition accuracy.
Ty Conlularss ||:l 4

Figure 15. Options window - Image Filter tab. Dby

[ Enabls Shwapreos Fllm

T Ensbls Ssueskon Filk

22.2.6.1 Parameters Panel

The facilities provided within the Parameters panel
allow the operator to set the conditions which filter out
images for all enrollment, verification and classification
operations. These parameters concern minimum head
size, head rotation limits and minimum tracking
confidence values. Also provided are filters for image
quality concerning image sharpness and saturation.

22.2.6.1.1 Minimum Size

This text box sets the lower limit with respect to the size of the face that is used for
enrollment, verification and classification operations. The size of the tracking box is
established as a fraction of the height of the video display. In the event that the tracked
facial image is smaller than the specified size, a verbal command is issued asking the
individual to move closer to the camera. The valid range for this parameter is 0.05 to 1.0. In
the figure above, only faces larger than 1/10 the screen height are processed during
enrollment, verification or classification operations.

22.2.6.1.2 Head Rotation (degrees)

Establishes the permitted range in head rotation for facial images that are used for
enrollment, verification and classification operations. In the event that the head is rotated
away from the camera by an angle greater than that specified, those images will not be used
in any of the above operations. In the figure above, only images with head orientations less
than 60 degrees from full frontal are processed during enrollment, verification or classification
operations.

22.2.6.1.3 Tracking Confidence

While the system is performing tracking, a confidence value is generated in terms of how
closely that image resembles a human face. Tracked images that generate a confidence less

Confidential Power Automation Printed 5/29/2005



riad (it ot- |

T R T | S o e D I‘GLIBE
Page 76 of 104 Dawa Sewbalak

than this setting will not be processed during enroliment, verification or classification
operations.

22.2.6.1.4 Sharpness Filter
Poorly focused images are rejected by checking this box.

22.2.6.1.5 Saturation Filter

Facial images that are either overexposed or underexposed are rejected by checking this
box.

2227 Extensions

Gienssl Tisckmrg Imags Fille Erscheant |
Extensions are plug-ins to the system that provide extra Wiy Clazsiy Edwoon: | Tiwneg |
functionality by reacting to events and interfacing to . _
. . . . . “aickec 'Seyarel-Sanal Eearoon
peripheral devices.  Extensions provided with the MLD Fislay Corid (FATOAREN)
Discovery System provide peripheral control for Wiegand Aro sen

interfaces, dry contact relay outputs, and mobile
(wireless) computing devices.

The ‘Extensions’ tab shown below modifies properties
associated with these program extensions.

Figure 16. Options window - Extensions tab.

Fiopaia
Operational parameters concerning an extension are
adjusted by highlighting the extension name on the
above form and clicking the Properties button. The
operational features/characteristics provided by each
extension are described below.
22.2.7.1 NCD Relay Control (R410/R810) [COr ] coos
This extension provides logic to toggle dry contact relay
outputs on the following events:
» verify success
» verify failure
» classification success e o
» facial tracking -
« 1D card or keypad usage (through Wiegand |t e ey e
interface) we .
Selecting the “Properties” option for the relay extension enables
the following form:
Figure 17. Relay Options dialog.
|l =M |

Relay contacts are selected by enabling the checkbox located on the left side of the screen.
The operation that controls the relay (i.e. verify, classify, track or Wiegand signal) is selected
using the option buttons located on the right side of the screen. The duration that the relay
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remains activated is adjusted by entering an integer value into the textbox located to the right
of the relay contact selection checkbox.

22.2.7.2 Cardac Wiegand Serial

The Cardac Wiegand Serial extension provides an interface for any Wiegand input device,
typically a magnetic ID card or keypad.

. . . . Cardac Wiegand Extension
On swipe of an ID card, or input from any compatible Wiegand

device, the system will initiate a verify operation. If the user has Pt
been registered but not enrolled, the system will automatically T COM1
initiate the enrollment procedure. See the “Enroliment” Options for “sssttwingh

details. Aangs Pasituough

" Pamaiecugh on Yerly anly
+ Pamtacugh sl Fagiised caich

To set the options for the Wiegand Extension, select Cardac .
Haver Fanzracugh

Wiegand Serial Extension from the Extensions list, and click
Properties. The Options dialog will appear.

LCancel

(%

Figure 18. Cardac Wiegand Extension dialog.

22.2.7.2.1 Enabled
Enables the Extension if checked. Disables the Extension if not checked.

22.2.7.2.2 Port
Specifies the COM port connected to Wiegand Serial Interface device.

22.2.7.2.3 Passthrough

In all cases, when a Wiegand device is activated (through card swipe or keypad entry) and
the user associated with the ID number is both registered and enrolled within the system, a
verification operation is initiated.

22.2.7.2.3.1 Always Passthough

The ID number is passed through the system to be received by an external Wiegand device
regardless of whether verification is successful or not. The external Wiegand device is
generally a legacy door access control system.

22.2.7.2.3.2 Passthrough on Verify Only
The ID number will only be passed through if the user has been verified.

22.2.7.2.3.3 Passthrough all Registered Cards

22.2.7.2.3.4 The ID number is immediately passed through regardiess of whether verification is
successful or not, however only registered | D numberswill be propagated.

22.2.7.2.3.5 Never Passthrough

The ID number will not be passed through regardless of whether verification is successful or
not.

22.2.7.3 PECOS Interface

The PECOS Interface extension allows the Discovery System to send alarms to the PECOS
system, and to wireless Pocket PC devices that interface directly to the PECOS system.
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The PECOS protocol is a TCP-based message that allows external systems to send alarms
and alarm information to the PECOS system. Each message is atomic, and requires no
reply from the PECOS system. [Faiiiapes

Messages are 7-bit ASCII text and
require no handshake.

il Sl
¥ Ensblzd
There are two versions of the

PECOS protocol. Each version
defines a READY message and a

Praodoial Satngn

Ips'Vmmon 1+ Lips Vepon 2

MATCH message. Version 1 is Seneet Auddiess

extended to include Pocket PC pecor

support. The dialog for configuring Pt 1 - 45151

the PECOS interface is shown =T

below: -
Figure 19. PECOS Interface Options |II e
dialog.

(%]

22.2.7.3.1 General Settings

22.2.7.3.1.1 Enabled Checkbox

When this checkbox is enabled, the extension will send messages to the computer (PECOS
server) specified by Server Address and Port, using the version protocol specified in the
Protocol Settings.

22.2.7.3.2 Protocol Settings

22.2.7.3.2.1 UseVesionl

When this option is selected, both READY and MATCH messages will be sent to the
machine specified by Server Address and Port. “PDA Application Settings” are only available
with Version 1.

22.2.7.3.2.2 UseVersion 2

When this option is selected, pseudo-XML messages will be sent to the machine specified by
Server Address and Port. These messages will contain detailed information regarding User,
Location, Time, and alarm type. A shapshot is also embedded in the Version 2 message.
PDA Application Settings are not available with Version 2.

22.2.7.3.2.3 Server Address

IP Address or UPC name of the machine to which all messages will be sent. This should be
the machine on which the PECOS server resides. If a UPC name is used, it must be
registered with your network’s DNS. IP Addresses are generally more reliable.

22.2.7.3.2.4 Port

Port on the machine that will receive messages. The Port number must match between
PECOS system server and this extension. All external systems connect to PECOS on the
same Port. Valid port numbers range from 1 to 49151.

22.2.7.3.3 Pocket PC Application Settings
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22.2.7.3.3.1 Send Alarmsto Pocket PC

When this flag is set, and Version 1 has been selected, and the extension is enabled, the
extension will send messages to the PECOS Pocket PC system on classification.

22.2.7.3.3.2 Application Folder

Path to the Pocket PC application on the Jakarta server that hosts the PECOS web
application. This value can only be set if the Send Alarms to PDA flag is checked. The path is

chosen by clicking the browse button to the right of the field.

22.2.7.3.3.3 Alarm Folder

Alarm sub-folder of the PDA Application Folder for the PECOS web application. This folder
will receive all XML files generated by the PECOS extension. This value cannot be set until

the Application Folder is set. The folder is chosen by
clicking the browse button to the right of the field.

22.2.7.3.3.4 Image Folder

Image sub-folder of the Alarm Folder for the PECOS web
application. This folder will receive all JPEG files generated
by the PECOS extension. This value cannot be set until
Alarm Folder is selected. This folder is selected by clicking
the browse button to the right of the field.

22.2.7.4 NetAlert Server

This extension enables a Pocket PC equipped with
wireless communication to receive HTML alarm messages
and JPEG images from the Discovery System. The dialog
for configuring the NetAlert Server that provides messages
to the Pocket PC is shown below:

Figure 20. NetAlert Properties dialog.

The following check boxes are used to enable messages to
the Pocket PC.

22.2.7.4.1 Enabled

Thitt isdirieen siivies Ak rrthadi ko chanls, s
o1 PocketPTe. FDV, oo O erlbop Machines

' Enabled

Al Types
Saren fderl magzages for B folosarg eeenty

W Fece Dagsbed

R Fasce Uik

FAS Dcoevmny Log e
CProsgesn Files\AeS ps Biomsinc s FRG Disc

HTML Fei b Dernglats

CProgesin Fleshaos ys BiomeiicsFRS D
HTML i larnplats

CProgesin Fleshacs s Bromeic s FRS D
HTML boober template

IC Prisgisin FilesAcS v Erinsiec '\ FRS Dres

| I | Cgr

Enables and disables the notification of security alerts. The Discovery System will only send

messages to the Pocket PC when this box is checked.

22.2.7.4.2 Face Classified.

Sends an alarm to the Pocket PC when a user is successfully classified (one-to-many

identification).

22.2.7.4.3 Face Unknown

Send an alarm to the Pocket PC when a classification operation times out.

The following filenames must be entered into the text boxes in the lower section of dialog in

order for the system to function.

22.2.7.4.4 Path to FRS Surveillance Log file
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The NetAlert Server receives its information from the FRS Discovery log. Set the path to the
log file here. This path must be set before NetAlert will function!

22.2.7.45 HTML Template Files

The alarm messages are sent to the Pocket PC in HTML format. Templates have been used
to allow the user to change the appearance of the HTML page. The entry templates are
stored as UTF-8 text. The default installation will place these files in folder c:\andface. The
following three templates are used to generate each HTML page and either the pre-
configured or modified templates must be assigned.

22.2.7.4.6 HTML header template

The HTML source code that precedes the alert information. Any header or meta information
normally goes here. The filename for the header template is header.txt

22.2.7.4.7 HTML item template

Used to display the HTML code for each alert. The filename for the item template is
entry_templtate.txt

Deaion
22.2.7.4.8 HTML footer template Genwesl | Tracking I Image Fiter |
The HTML code that follows the alert items. The filename for e L S

Hezpa Pemgizhinnt

the footer template is footer.txt
Images Fer Cpcle ﬂ

Murmbes of Cpclac |'||;|:|

Training
Traini tions are only available on the Discovery Server ) - I—m

raining op ; . -
application. They are accessed through the Training tab : N
within the Options screen. These training parameters effect E“*"‘”'f‘l Py [
the generation of biometric templates, performed after facial i E:"
images have been collected during an enrollment operation. Warer o Cycles: [100

. . . L. Lasring Fata ||:
Figure 21. Options window - Training tab. S -
22.2.7.5 New Registrant o
The top panel entitled "New Registrant" adjusts parameters oisetik) [0
regarding th_e gene_ration of biometric templates (i.e. training) Resseg (1 10
performed immediately after a user has been enrolled.

Flodation [dagress| |5

These training parameters are also applied when re-
generating the biometric templates across all enrolled users,
initiated by clicking the "Database/Reset Database" menu

X

Erschuent |
Tisrwrg

items. The first text box sets the number of images used [0k ] cocd |

within each training cycle, and the second text box adjusts

the number of training cycles. The third text box entitled "Learning Rate" sets the learning
rate that is applied during the generation of templates. The learning rate should be set within
the range 5% to 40%. The last text box sets an optimization level that is applied, this value
should also be set within the range 5% to 40%.

22.2.7.6 Continuous

The lower panel entitled "Continuous” adjusts the same training parameters as those
indicated above. These settings are applied when performing the continuous training
operation, which updates biometric templates continuously using a background processing
thread.
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22.2.7.7 Image Parameters

Prior to generation of the biometric template (i.e. training), the system will manipulate
enrolled facial images in order to provide a more robust set of training images. This process
randomly offsets, resizes and rotates the enrolled images. The Image Parameters determine
the upper limits applied to manipulation of training images.

22.2.7.7.1 Offset

The maximum amount of offset applied to facial images over both the horizontal and vertical
axis. This is specified as a percentage of the image size.

22.2.7.7.2 Resize

The maximum degree of resizing applied to facial images. This is specified as a percentage
of the original image size.

22.2.7.7.3 Rotation
The maximum amount of rotation applied to facial images, specified in degrees.

22.3Server Database

The database of facial images may be viewed and edited only from the Discovery Server
machine. The operational features provided under the database menu item are:

» Viewing and deletion of images stored within the FRS database and
applied during biometric template generation
» Clearing and regeneration of all biometric templates stored within the

database _ —
» Batch pre-registration of users from an ==
ASCII text file .
» Enroliment of users from static (JPEG) AEE ! . l 2 E —t
images i B EEEEEEER
N EREEEEEEEER
22.3.1 Editing the Database PR EEEEE
The “Edit Database” utility allows the operator to view and
delete images stored within the Discovery Server database a l ' iE l_' 2
and used in generation of biometric templates. To enable FEREREN
this screen select Edit Database from the Database - G EFEEES
men. =~ ENERRRE

Figure 22. Edit Database window.

From the Edit Database screen, the operator may remove any subset or all training images
for the selected user. The set of registered users is shown in the list box located on left side
of the screen. Users are listed by [lastname, firsthame] and ID number.

The name of the currently selected user is shown in the Select User box. The facial images
that are stored for the currently selected user are shown in the right panel.

The list of enrolled users may be sorted by clicking on the Name or Card column header.
Clicking on the Name column header will sort the users alphabetically by name in ascending
or descending order. Clicking on the Card column header will sort the list by Card number in
ascending or descending order.
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To select a different user for display and editing, click the associated name in the list box, or
enter a name in the Select User box and press ENTER. Users may be searched by Name or
Card number.

To search for a specific user by Name, click on the Name column header to pre-sort the list,
then enter the users last name or the beginning letters of the last name in the Select User
box, and press ENTER.

To search for a specific user by Card, click on the Card column header to pre-sort the list,
then enter the user's card number or the beginning digits of the card number in the Select
User box, and press ENTER.

To edit the users information, double-click on the user name in the
list box. The following Update User dialog will appear. . . —
Frasonal oo

Figure 23. Update User dialog. Bt Peres
o 1

Last Hams ol de

In the Update User dialog, you may change the first name, last

CardD FLr
name, and card number.

[
To delete a user, right-click on the users name in the list box and E
select Delete. Multi-select may also be applied when deleting
users.

To delete an image, select by clicking on the image and a blue boarder will appear. Click the
Remove button. The image will be removed from the system and is no longer applied during
template generation.

You may multi-select images for removal by clicking on the first image you wish to remove,
then hold down the SHIFT key and click on the last image within the image set. All the
images between the first and last images will be selected. Click on the Remove button to
remove the selected images.

Click the Remove all button to remove all training images for the currently selected user.

22.3.2 Exporting Users

Users may be exported from the Discovery database for subsequent import into a separate
Discovery installation. To export a user or multiple users, select the user(s) within the list
box, right-click and select Export Users. A common file dialog will appear. Enter the name of
the file that is to contain the exported data and click Save. All data including training images,
will be exported to the file.

22.3.3 Importing Users

Users may be imported to the Discovery system from a previously saved export file.
Select Import Users from the Tools menu and choose the file to be imported. The
Discovery application will create a new user within the Server database for each user
stored within the export file.
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22.3.3.1 Import Options

During import of users, it is possible that the export
file contains one or more user ID numbers that
already exist within the current Discovery

* Fepact ol cupbcsls Caacl]l rombeses

database. To deal with possible duplication of user " Plsject dplicate Card D rmbaes vl rmaichad name:
IDs during import, the Import Options dialog
provides two methods. To access the Import Jizimesssi] ]

Options dialog, select Import Options from the
File menu.

Figure 24. The Import Options dialog.

22.3.3.1.1.1 Regect all duplicate CardID numbers

If this option is selected, only users with unique ID numbers will be imported. If a
user ID within the export file conflicts with a user currently enrolled within the
database, the user will not be imported and the import rejection logged.

22.3.3.1.1.2 Reject duplicate CardlD numberswith unmatched names.

If this option is selected, imported users with conflicting ID numbers will be
discarded if their name cannot be matched to the user currently enrolled within the
database. If an existing user has both the same ID number and name, the imported
image set will be merged with the image set currently stored within the database.

22.3.3.2 Import Log
The progress of the import is saved to a text file. Any rejections will
appear in the import log. The import log resides on the server and Pessonal Info
stored as “importuserslog.log”.

Firal Merve Fhip
22.3.4 Regenerating Templates -
Select Retrain All from the File menu of the Edit Database window uowiome "
in order to clear all biometric templates and regenerate (i.e. train) [adD 23052
the templates across all users currently stored within the Discovery
database. Once a retraining operation has begun, the biometric aert

templates across all users are cleared, and a classification or
verification operation will not function until all templates have been
regenerated. Regeneration of templates requires approximately 10 Progistation irorm e
seconds per user.

Sedact B Plomrmmiag
22.3.5 Pre-Registration of Users
Users may be added (registered) within the Discovery database
without performing an enrollment operation (i.e. facial image x| D

collection). This operation is referred to as pre-registration. Pre-
registered users are enrolled at a later time, through use of either
the Wiegand interface (i.e. card reader or keypad device) or the “Add” push-button control
located on the main screen.

To pre-register a user or group of users select Pre-register User from the Database menu.
The following Pre-Register Users window will appear.

Figure 25. Pre-register Users dialog.
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For pre-registering a single User:

* Enter the User's first name in the First Name box.

» Enter the Users last name in the Last Name box.

» Enter the last 5 digits of the User’'s card number in the Card 1D box.
¢ Click Insert.

The single User will be added to the database, however a biotemplate or enrollment
images will not exist for that User.

To pre-register a group of Users:

» Click the Select File button. An “Open File” dialog control will be shown.

» Select the name of the file containing the User information and click Open.
» Click the Pre-Register button to import the list of User names and ID
numbers.

The file containing the Users must contain 7-bit ASCII text only. Each line must be
terminated by a carriage-return line-feed pair. Each line in the text file represents one
User. Each line contains last name, first name, and card number delimited by commas as
follows:

Sample User file.

Chen, Jack, 38169
Foss, Philip, 38163
Sandl er, Gregory, 22283

22.4Enrolling from Static Images

The Discovery system includes facilities to import static JPEG images from a file, and apply
these images for enrollment (template generation). Ideally, multiple images should be
enrolled in order for the system to perform verification or classification operations reliably.
Enrollment of static images may be performed in conjunction with the standard video
enrollment procedure.

T ——————

To perform an enrollment from e i A =Egn- . St e

static images, select Enroll Static Elf:.f':.
Images from the Database menu.

Bl et
Figure 26. Enroll Static Images ===
window. ’

_E-u 1 il
22.4.1.1 Enrolling a New User
from a Static Image
A new user may be enrolled from B
a static image. The system will o -
automatically assign the new
users name and card number . Lawd

based on the filename of the
JPEG. The JPEG file name must have the following format:

[ LASTNAVE] [ FI RSTNAME] [ CARDI D] . j pg
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For instance, a JPEG file with the name “Doe_John_25463" will create a user hamed John
Doe, with ID number 25463.

To enroll a new user from a static image:

* Select From File Selection.

» Select the JPEG file from the file list located in the upper left corner of the dialog.

* Select New User within the user list.

* The JPEG image will appear in the image box. The person’s face will be tracked
automatically. If no tracking box appears around the face, click the Retrack Face
button

* When the face is located in the image, click the Start Enroll button.

22.4.1.2 Adding a Static Image to an Existing User

You may add static images to the training set of an existing user. Files used to add images to
existing users do not require the file name format indicated above.

To enroll a static image for an existing user:

* Select From File Selection.

» Select the JPEG file from the file list in the upper left corner of the dialog.

» Select the target users name in the user list box.

* The JPEG image will appear in the display screen located on the right side of the
dialog. The users face will be tracked automatically. If no tracking box appears
around the face, click the Retrack Face button

* When the face is located in the image, click the Start Enroll button.

22.4.1.3 Batch Enrolling of Static Images

Multiple users may be enrolled in batch mode from a set of JPEG images. Each image that is
enrolled will create a new user within the system. The system will automatically assign each
new users name and card number based on the filename of each JPEG file. The JPEG file
names must have the following format:

[ LASTNAVE] [ FI RSTNAVE] [ CARDI D] . j pg

For instance, a JPEG file with the name “Doe_John_25463" will create a user hamed John
Doe, with card number 25463.

To enroll multiple users from static images in batch mode:

» Select From File Folder.

» Select the folder containing the JPEG files from the file list in the upper left corner of
the dialog.

e Click the Start Enroll button to initiate enrollment of all users stored within the file
folder.

» The system will report if it was unable to locate a face in any of the JPEG images. If
the system is not able to locate a face or the assigned ID number is currently used, it
will not perform the enrollment operation for that image file. Following batch
enrollment, the system will report the number of users enrolled and list the images
that could not be enrolled within the file EnrollStaticimage.log.
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Ireage: Conarnc I Resice (XL L]

22.4.1.4 Options
Image preprocess options for the enrollment of static

images may be modified by clicking on the "Options"  mmsm [E Felsinidegest [0
button located above the main display panel. This
will activate the following form: Miriram Sieme 1125

Figure 27. Static Image Preprocess dialog.

| aK | Cancal |

The form shown above displays the recommended settings and each setting is described as
follows:

22.4.1.4.1 Image Count

Multiple images are generated from the segmented face. These generated images are
randomly rotated, resized and offset in terms of vertical and horizontal placement using the
settings provided on this form.

22.4.1.4.2 Offset(%)

Establishes the degree of vertical and horizontal offset, expressed as a percentage of the
segmented facial region.

22.4.1.4.3 Resize(%)
Establishes the resizing range, expressed as a percentage of the segmented facial region.

22.4.1.4.4 Rotate(degree)
The facial image is randomly rotated within the specified bounds.

22.4.1.45 Minimum Size

The minimum size that is used for scanning facial images (specified as a ratio of full screen
height).

22.5Activity Log Viewer

The Activity Log Viewer displays all events that have occurred within the Discovery
Client/Server installation. Included in the log report is the time and date in which the event
occurred, the Discovery client machine at which the event occurred, the associated user
name (if any) and type of event. The Log also records an image from the client when the
event occurs.

The activity events that are recorded within the Log are as follows:

Enroll Failure (Face)
Enroll Success
Reenroll

Verify Failure (Face)
Verify Success
Face Classified
Face Unknown
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Multiple activity logs data may be viewed using the multiple document interface. Each view

may be filtered to list events by event date, client computer, User name, and event type.
The Activity Log may also be saved or restored from a delimited text file.

2251 Showing the Activity Log
In order to display the activity log, perform the following operations:

* Click the Windows Start button.
» Select Discovery Log -
Viewer from the Start menu. |“# & &=

ko A

Filter” window. The Discovery
Log Viewer will open showing S _ ‘I‘

.. 'l
all activity events. -
: : , . : ' r
Figure 28. Discovery Log Viewer window. ; ; g

| r I

ke &
: = ' | LS

. : L . . ..

22.5.2 . Filtering an Existing = JT J"‘"" F'n
View - ] > o
To filter the events in an existing view, Lk S

select the view that you want to filter, then select Filter from the Window menu, or click the

Filter button. The following Activity Log [l

Filter dialog will appear.

X

Desciphon
Figure 29. ACtiVity LOg Filter dlalog Tl st licears s b JBsplay & subsed bt SotRay b Uy Mo
calegon of aciip and dals

» Select the filter criteria.
You may filter on a single UserHarra | caLL> 2] Start Date
User name, Client Computer, pcwripCasgay [ =] EndDus [1zzan =]
the Activity Category or —
range of dates. Selecting
multiple criteria will form a ] Cael |
union of all selected filter
criteria.

* Click OK. The view will filter the events based on the selected criteria.

2253 Opening a New View
To open a new window with a different filter, select New from the Fi/le menu in the

Log Viewer, or click the New button. The Activity Log Filter dialog will appear. Select

the filter criteria then click OK. The new view will open in a new window.

22.5.4 Saving the Activity Log

The data from the current view can be exported to a text file for later viewing. Note that
images are not exported when saving the activity log. To export the activity log perform the

following operations:
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» Select the view that contains the data to be exported.

» Select Save from the File menu. A standard File dialog will appear.

» Enter the name of the file used to save the activity log. If you choose an
existing file, it will be overwritten.

» Click OK. The activity log will be saved to the specified file. Activity log
files have the “.log” extension.

2255 Loading the Activity Log

The data from an activity log file can be loaded into an existing view. To load an activity log
perform the following operations:

» Select the view that will receive the activity log data. Note that the loaded
data will overwrite the current view’s data.

» Select Load from the File menu. A standard File dialog will appear.

» Locate the activity log file to view. Activity log files

have the “.log” extension.

» Click OK. The activity log file will be loaded into a new Zhubion Troes

VIeW- W Track hdon
22.6Modifying Control Button Configuration F? ol buion
The buttons available on the control bar (Track, Classify, Verify, Add, 5 W Vo buston,

Closest, and Options) may be hidden to limit the functionality of the
Discovery application.

1]

Dl kit bt o

ke st bdon
To hide selected buttons on the control bar: =
o Opliora Bulion
Click the View menu. W Full sorssn button
Select Button Configuration from the View menu.
The Button Configuration dialog will appear. Carel

Figure 30. Button Configuration dialog.

Select the buttons that will appear on the control bar.
Click OK.

The Button Configuration dialog is password protected in the same manner as the Options
dialog.

22.7Setting Up Speech

By default, speech synthesis generated during enrollment and classification operations is
disabled. Refer to section for details on how to activate speech.

Two modes of operation may be selected for speech generation, these being either a
randomly selected speech string or a speech string that incorporates the User’s first and last
name.

To enter a new speech string or modify existing speech strings, open the SQL Server

database called “FRSDiscovery” using a database editor such as SQL Server Enterprise
Manager or DB Artisan. Open the database table entitled "HelloTable"
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To create a new speech string type "RANDOM" into a blank record under the "Name" field.
Following this, type in the speech string that you wish to add under the "Speech" field. Note
that the phrase "Hello [First name], [Last Name]” will be added by default to all speech
strings. Randomly selected speech strings are produced following classification of Users
who have not been assigned user specific speech strings.

To assign a speech string directed toward a specific user, type first and last name into a
blank record under the "Name" field. Following this type in the speech string that you wish to
add for that specific user under the "Speech" field. Note that the phrase "Hello First/Last
Name" will NOT be added to user specific speech strings.

If deleting a speech string, delete all text within the associated record of the database table
entitled "HelloTable", and delete the 'Wav2" entry for the

same record. Vides Settima ES
Selnct Camers

22.8Video Settings Souce

Select Video Settings from the View menu to change __Fome |

video capture settings. T ied |

Figure 31. The Video Settings window listing available
devices.

The video capture drivers provided by the I-CUBE FRS Discovery installation disk are shown
in the above list box. The appropriate video capture driver is selected by highlighting the
driver label and clicking OK.

Pushbuttons "Source" and "Format" bring up the driver settings forms that are specific to the
selected driver. These forms vary dependent upon the video capture hardware that is
installed. Refer to the video driver support documentation. "Select Input” is used by certain
drivers for selecting either S-video or Composite input.

FRS Central Server
The FRS Central Server provides the basic face recognition functionality to the Discovery
system. It must be running in order for the Discovery system to function.

22.9FRS Server Manager “ 8

The FRS Central Server is installed and run on a single computer. While the FRS il
Central Server is running, the Server Manager icon appears in the application tray at the
bottom of the screen.

To change the FRS Central Server settings, or shutdown the Server, double-click on the FRS
Server Manager icon. The following FRS Server Manager window will appear.

The FRS Server Manager displays the name of the computer on which the FRS Central
Server is running. The figure above shows the FRS Central Server is running on “DEMO”.
The status of the FRS Central Server is also shown. While the Server is running, the status
will be “Started”.

The FRS Server Manager also displays the number of Client Computers currently connected
to the Server, the number of Training Servers used to generate the biometric templates (1
machine by default in the case of the Discovery System), and the FRS database currently in
use.
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From the FRS Server Manager window, you may shutdown and restart the FRS Central
Server, view currently connected Client computers, add FRS Training Servers or select the
FRS database to which you wish to establish a connection.

Clicking on the X button in the top right of the FRS Server Manager m

window will hide the window, but does not stop the FRS Central || T Comrmcoe
Server. T 1R 1434 78
22.9.1 Shutting Down the FRS Central Server

To Shutdown the FRS Central Server, click on the Shutdown button.
This will stop the Server's operations but not close the FRS Server
Manager window. You can restart the FRS Central Server later. The
status will read “Server Down”.

22.9.2 Restarting the FRS Central Server ]

To restart the FRS Central Server after you have shut it down, click
on the Restart button. The Central Server will initiate operations and the status display will
change to “Started”.

22.9.3 Viewing Connected Client Computers

To see a list of all Client Computers currently connected to the

FRS Central Server, click the ellipsis button (...) on the Client
Computers line. The Client Details window will appear. |
The Client Details window shows a list of all Client Computers e
currently connected to the FRS Central Server. Each item in the
list shows the Client Computer name, and the time when it was
connected.

2294 Managing FRS Training Servers

Training servers are used in the generation of biometric
templates from enrolled facial images. Click on the ellipsis button Contimans Train

(...) on the FRS Training Servers line. The Training Server _ Sip |
Details window will appear.

In the Training Server Details window, you can view the FRS Training Servers currently
connected to the FRS Central Server, add and remove Training Servers, and control
Continuous Training on each Training Server.

Having more than one Training Server connected to the FRS Central Server decreases the
amount of time it takes to train (generate templates) for all individuals stored within the FRS
database. The FRS Central Server automatically balances the training load between Training
Servers.

22.9.4.1 Adding a Training Server

To add a Training Server to the FRS Central Server, enter the name of the Training Server in
the text box and click the Add button. The Training Server will be connected to the FRS
Central Server and assigned training tasks.

Confidential Power Automation Printed 5/29/2005



r fne ekl |
T B TH T | e o S r-Gr_IEE

Page 91 of 104 Dawa Sewbalak
22.9.4.2 Removing a Training Server
To remove a Training Server from the FRS Central Server, select the Training Server from

the list of connected Training Servers, and click the Remove button. The Training Server will
be removed and the training load will be shifted to the other Training Servers.

22.9.4.3 Controlling Continuous Training

The purpose of the Training Servers is to continuously update biometric templates using
enrolled images. To stop continuous training on a Training Server, select the Training Server
from the list of Training Servers, and click the Stop button. To start continuous training on a
Training Server, select the Training Server from the list of Training Servers, and click the
Start button.

22.9.5 Selecting the FRS Database

The FRS Central Server may be connected to any FRS database on the network. The
database provides biometric templates to the FRS Central Server (for use in the clients), and
stores all enrolled facial images used in template generation.

The FRS Central Server can be connected to only one _
FRS database at a time. CRlS L

Db 5eres CIEMD
To connect to a database, click the ellipsis button (...)

. . ;! Databan Hams FASDE
on the Database line. The Database window will

appear. O dadsarion T pgsa I — =
» Enter the name of the computer hosting
[
the database in the Database Server box. e e

« Enter the name of the database itself in

the Database Name box.

» Select the Database Type from the drop-down list.
* Click OK.

The Database window will close and the database name will appear in the Database box in
the FRS Server Manager window.

Checking the Authentication box will force the user to enter a username and password each
time that a connection to the database is attempted, i.e. each time FRS Central Server or FRS
Training Server is started. Be aware that the username and password can be different for each
database.

The default username is “frsuser” and the default password is “password.”

Right-clicking on the FRS Server Manager tray icon will display a popup menu that allows
you to show and hide the FRS Server Manager window, and shutdown and restart the Server.
Selecting exit will not only hide the FRS Server Manager window, but stop the FRS Central
Server itself.

22.10FRS Training Server Manager

The FRS Training Server continuously updates biometric templates using the images that

are enrolled for each user.
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The Training Server(s) receive facial images from the FRS database, this transport layer is
controlled through the FRS Central Server. After generating or updating a biometric template,
the Training Server reads the template back into the FRS database via the FRS Central
Server.

There may be multple FRS Training Servers running [ERGEREETTTIN Sl |
simultaneously, each connected to the same FRS database through
the FRS Central Server.

Sarewt Mame DERD

Traring User D 81

When a Training Server is running on a computer, the FRS Training Training Type Contines
Manager icon will appear in the tray.

If the Training Server has been loaded, but not currently training the
icon will be grayed.

Double-click the following icon to display the FRS Training Manager window.

The FRS Training Manager window displays the name

of the host computer that is running the Training UidDr | Trirueg Togses | Tioves Trirad ~
indivi i 5] Corbrasous

Server, the_ ID of the individual whose template is Pl SRR
currently being generated or updated, and the type of | |33 Corusu 1170200 207 29 FH
training that is being performed (background vs. | |= oI Acameo e
continuous). Background training is performed once &3 Cosbrwout 111002003 207,05 FH
. . . K] Lowdiisoiit DTN 2058 P
immediately following an enroliment or re-enroliment 1% Cosbrcuy  11A0/000 20553 PH
i i ini i 10 Comasous 1A 20547 PH
operation. Continuous training is performe_d e St
continuously over all users currently enrolled within il Combrwcur  11,A00000 2 0634 FH
H H 5 Coanbrasour I1A0G0E 2 D628 P
the_s_ystem. To stop continuous training on the local : L AnE 2 e o i
Training Server, click the OFF button. M2 Codrwes 11102003 20E05FH
| th b | th FRS Traini S H =i Corisiiit 1110003 2 D06 P
n the above example, the raining Server is WE  Coirous 11A100T00 20558 PH
running on computer “DEMOQO”, and user 81 is currently S peena TGRS

. . .. L g [0S e N W

undergoing continuous training. : e = .
A log displaying the training history may be viewed by E

clicking the Training Log button. This log displays the
user ID for individuals that have been most recently trained,

the training method (i.e. background vs. continuous), and
the time at which the biometric templates were trained (i.e. Hide: Training Server Manager
re-generated), as follows:

Exik

Control of the Training Server is also available by right-clicking on the FRS Training Manager
tray icon. A popup menu will appear with the option to open and hide the Training Server
Manager. Selecting Exit will close the window and stop the Training Server.
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23 Biometric Intelligence Overview

Biomimetic Intelligence is the science of understanding and replicating the processing
mechanisms and structure of the brain. Traditional neural networks have little or no
resemblance to actual neurological structures, and more importantly, have proven to be very
limited in capability. The HNeT technology, however, applies the power of digital holography
within synthetic neuron cells. Assemblies comprised of such cells have one-to-one
correspondence with the primary cell structures of the brain. These biomimetic structures
provide the capability for truly real-time learning, and present a vast increase in (stimulus-
response) memory storage capacity.

To provide a practical example, a cell assembly can locate and track human faces in real
time. A cell assembly can learn facial images in real time, building within its memory all
observed forms of an individual, and subsequently identify that individual within a crowd,
even determine facial expression such as smiling or frowning, etc. This application is at the
upper limit of technological
capability when employing

traditional methods.

Application of the basic two- kol -

cell "cerebellar" model R

reduces the above task to a - i -

rather straight-forward \_ é!-'lk

procedure. The HNeT

technology is not limited to L } 9

face tracking / identification, ¢

but may be similarly applied i

to numerous areas within the AR TICAL ASSEMBLIES
medical  sector, process HEURBAL PLASTICITY
control, automation, defence,

financial, etc. SPATIO-TEMPORAL LEARNING

23.1 HNeT Tools

The HNeT system allows our developers to construct neuron cell assemblies, and integrate
these neural assemblies into applications. The core of the HNeT system is a Dynamic Link
Library (DLL) containing over 90 functions for creation of cell assemblies, and customization
of cells. Employing holographic principles, HNeT cells provide both real-time learning and
dramatic improvements in performance over structurally more complex back-propagation /
genetic neural networks. Holographic / quantum neural technology provides an exceptionally
high "connection per second" or CPS rating; in excess of 40 Million CPS on Pentium llI
processors. This allows an HNeT cell assembly to learn and respond to several thousand
input patterns in under a second.

The SL Platform (a non-programmers interface) provides for training and designing
supervised feed-forward cell assemblies cells from ASCII or binary files. The following
provides a general specification list for the HNeT2000 Application Development System.

23.2Performance Features

The following details some of the performance features that are unique to the HNeT
technology. The most basic cell assembly (based on the cerebellar model) is comprised of
two synthetic neuron cells (granule and Purkinje). The performance aspects discussed are
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also characteristic of larger and more elaborate cell assembly structures within HNeT, these
more advanced structures providing further extensions to the core operation (i.e. neo-cortical
model, temporally based learning, and unsupervised hyperincursive models).

A brief summary of the following performance features are covered:

Provides general performance characteristics pertaining to learning speed and accuracy,
with comparisons to traditional neural networks

lllustrates the learning convergence characteristics that occur when learning over multiple
training exposures or epochs

Concerns aspects concerning generalization and interpolation of the stimulus-response
mapping

Describes the process of neural pruning and re-growth, and illustrates performance
gained through the resultant optimization of input combinatorics

23.3General Comparisons

The two cell cerebellar model within HNeT is compared against a commercial system based
on traditional genetic neural networks. The genetic neural network used in this comparison
permits up to 2 hidden layers, and accommodates 256 cells per layer. The primary feature of
this type of neural network is the genetic based search used to find the "optimal
configuration (i.e. number of cells, hidden layers, interconnections, etc).

The holographic / quantum neural approach (HNeT) does not require a search process, and
learns many orders of magnitude faster than traditional back-propagation or genetic based
neural networks.

The HNeT system is compatible with: - Oracle - Visual C++
- Access - Sybase
- Foxpro - Visual Basic

23.4The Monte Carlo Test

Accepted by many neural network experts as one of the more rigorous tests when it comes
to evaluating artificial neural systems. In a Monte Carlo evaluation, the stimulus-response
patterns are comprised of random numbers. The comparisons below use 5 input variables for
the stimulus and one response variable, with values uniformly distributed between 0.0 and
10.0. The learning / convergence characteristics are shown for densities of 100, 500, and
1000 stimulus-response patterns respectively. At these low pattern storage densities, non-
linear capabilities of traditional back-propagation and genetic neural networks are pushed
beyond their limit.

Applying this standard test method, one may evaluate three aspects of operation. The first
aspect concerns the stimulus-response memory capacity of the system, the second concerns
the recall accuracy of the trained cell, and the third concerns learning speed. All three
performance figures are shown for a 160 MHz Pentium II.
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23.5Comparison 1 — Learning 100 Stimulus-Response Patterns

After the initial genetic search, training time applied to the genetic neural network is 40
minutes. By comparison, training time for the HNeT system is 1.28 seconds. At a storage
density of 100 patterns the HNeT granule-cortical cell structure is 100 times more accurate
and 2000 times faster than the traditional neural network.

23.6Comparison 2 — Learning 500 Stimulus-Response Patterns

Increasing the . 3.0
number of B pe A | 2s
stimulus-response & | M. PO " |
patterns causes 2 GEMETIC NEURAL NETWORK OME HMeT CORTIGAL GELL
the genetic neural E
network to = w0}
approach a state E - 08 P

- @
of saturation. At i I o — .

training time [ 138010 seconds ) training time | 7.1 seconds }

this level of
storage density, traditional neural networks break down. Learning capacity of the HNeT
granule-cortical cell combination is unaffected by the increase in storage, and displays a
convergence similar to the test involving 100 patterns.

23.6.1.1 Comparison 3 — Learning 1000 Stimulus-Response Patterns
At 1000 stimulus-

a.0
response patterns =
the genetic neural % 28
. @ |
network is unable 2| | zo0
. [ GEMETIC NEUVRAL NETWORK | QOMNE HNeT CORTICAL CELL
to achieve any s {15 |
measurable level g 1.0
of  convergence, E 05
even after 20 £ ’
.. 0o E
hours of training. training time [ 72000 seconds ) training time { 15 seconds )

The rapid learning
characteristic of the HNeT system is again unaffected by this increase in storage density.

23.7The Biology

The following provides an overview of HNeT biomimetic intelligence. Biomimetic intelligence
models cell inter-connectivity and signal processing aspects of actual neuron cell assemblies
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within sections of the brain referred to as the neo-cortex (gray matter or outer layer), the
cerebellum (near the base of the brain) and the hippocampus. The HNeT system allows one
to construct cell assemblies ranging in capability from supervised feed-forward systems, to
more advanced spatio-temporal and hyperincursive models.

CORPUS CALLOSUM CEREBRAL
CORTEX
PARIETAL BIRTE 4
LOBE o e T o

MUY Sy k= FRONTAL LOBE

W r T A
e v - 1 HALAMUS
k - e Fy
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:'{_;r Ey THALAMUS lT

ik
.
i i MEDULA GBLONGATA
S ————| SPINAL CORD
CEREBELLUM { —

e GFINAL CORD MUSGLE

HNeT cells have been given biological nhames due to their similarity to specific classes of
neuron cells (i.e. the granule, stellate / Martinotti, pyramidal, and Purkinje cells).

This section is provided for a more technically inclined audience. Although the mathematical
basis for HNeT is somewhat abstract, one does not require an in-depth understanding of the
theory in order to design and build applications using the HNeT2000 Application
Development System. It is important that one understands how stimulus-response
information is presented to the system, and how the various types of holographic / quantum
neural cells interact with each other.

A stimulus-response pattern or "memory" may be represented by a set of values, reflecting
conditions or states measured within an external environment, such as pressure,
temperature, brightness, etc. During stimulus-response learning, neural cells associate or
"map" one set of analog values (i.e. the stimulus fields) to an associated set of values (i.e.
the responses). When the stimulus is distributed over a time span, one has spatio-temporal
learning.

The mathematical basis for HNeT permits vast numbers of stimulus-response patterns to be
learned and superimposed (enfolded) onto a matrix comprised of complex scalars, called the
cell's cortical memory. In fact, the number of values used to store cortical memory is often no
larger than the number of values contained within a single stimulus pattern. The mechanism
for holographic storage displays a capacity to achieve extremely high information densities,
due to the fact that large numbers of stimulus-response memories can be enfolded onto the
same set of scalars (in other words - computer RAM).
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24 Definitions

Active Impostor Acceptance - When an impostor submits a modified smulated or
reproduced biometric sample, intentionally attempting to relate it to another person who is an enrolee,
and he/she is incorrectly identified or verified by a biometric system as being that enrolee. Compare
with * Passive Impostor Acceptance’.

Algorithm - A sequence of instructions that tell a biometric system how to solve a particular problem.
An agorithm will have a finite number of steps and is typicaly used by the biometric engine to
compute whether a biometric sample and template are amatch. See also *Artificid Neural Network’.
Attempt - The submission of a biometric sample to a biometric system for identification or
verification. A biometric system may alow more than one attempt to identify or verify.
Authentication - Alternative term for * Verification'.

Automatic ID/Auto ID - An umbrellaterm for any biometric system or other security technology that
uses automatic means to check identity. This applies to both one-to-one verification and one-to-many
identification.

Behavioural Biometric - A biometric, which is characterised by a behavioura trait that is learnt and
acquired over time, rather than a physiological characteristic. However, physiologicd € ements may
influence the monitored behaviour.

Biometric - A measurable, physica characteristic or persona behavioura trait used to recognise the
identity, or verify the claimed identity, of an enrolee.

Biometric Application - The use to which abiometric system is put.

Biometric Data - The information extracted from the biometric sample and used either to build a
reference template (template data) or to compare against a previously created reference template
(comparison data).

Biometric Engine - The software element of the biometric system, which processes biometric data
during the stages of enrolment, capture, extraction and comparison.

Biometric Device - The part of a biometric system containing the sensor that captures a biometric
sample from an individual .

Biometric Sample - Raw data representing a biometric characteristic of an end-user as captured by a
biometric system (for example the image of afingerprint).

Capture - The method of taking a biometric sample from the end user.

Comparison - The process of comparing a biometric sample with a previously stored reference
template or templates. See aso ‘One-To-Many’ and ‘One-To-One'.

Claim of Identity - When a biometric sample is submitted to a biometric system to verify a claimed
identity.

Claimant - A person submitting a biometric sample for verification or identification whilst claiming a
legitimate or false identity.

Database - Any storage of biometric templates and related end user information. Even if only one
biometric template or record is stored, the database will ssimply be “a database of one’. Generally
speaking, however, a database will contain a number of biometric records.

End User - A person who interacts with a biometric system to enrol or have his/her identity checked.
Encryption - The act of converting biometric data into a code so that is it unable to be read. A key is
used to decrypt (decode) the encrypted biometric data.

Enrolee - A person who has a biometric reference template on file.

Enrolment - The process of collecting biometric samples from a person, subsequent preparation and
storage of biometric reference templates.

Enrolment Time - The time period a person must spend to have hig’her biometric reference template
successfully created.

Equal Error Rate - The error rate occurring when the decision threshold of a system is set so that the
proportion of false rejections will be approximately equal to the proportion of false acceptances.
Extraction - The process of converting a captured biometric sample into biometric data so that it can
be compared to areference template.
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Failureto Acquire - Failure of a biometric system to capture and extract biometric data (comparison
data).

Failureto Acquire Rate - The frequency of afailure to acquire.

Failure to Enrol - Failure of the biometric system to form a proper enrolment template for an end-
user. The failure may be due to failure to capture the biometric sample or failure to extract template
data (of sufficient qudity).

Failureto Enrol Rate - The proportion of the population of end-users failing to compl ete enrolment
False Acceptance - When a biometric system incorrectly identifies an individua or incorrectly
verifies an impostor against a claimed identity.

False Acceptance Rate/FAR - The probahility that a biometric system will incorrectly identify an
individual or will fail to reject an impostor. The rate given normaly assumes passive impostor
attempts. The False Accept Rate may be estimated as FAR = NFA / NIIA or FAR = NFA / NIVA
where

FAR isthe fal se acceptance rate

NFA is the number of false acceptances

NIA isthe number of impostor identification attempts
NIVA is the number of impostor verification attempts

False Rgection - When a biometric system fails to identify an enrolee or fails to verify the legitimate
claimed identity of an enrolee.

False Rgjection Rate/FRR - The probability that a biometric system will fail to identify an enrolee, or
verify the legitimate claimed identity of an enrolee. The False Rejection Rate may be estimated as
follows:

FRR = NFR/NEIA or FRR = NFR/ NEVA where

FRR isthe fasergection rate

NFR isthe number of false rejections

NEIA is the number of enrolee identification attempts
NEVA is the number of enrolee verification attempts

This estimate assumes that the enrolee identification/verification attempts are representative of those
for the whole population of end-users. The Fase Regection Rate normaly excludes ‘Failure to
Acquire’ errors

Fiedd Test / Fidd Trial - A trial of a biometric application in ‘real-world’ as opposed to laboratory
conditions.

Filtering - The process of classifying biometric data according to information that is unrelated to the
biometric dataitself. This may involve filtering by sex, age, hair colour or other distinguishing factors,
and including this information in the database .

Goats - Biometric system end users whose pattern of activity when interfacing with the system varies
beyond the specified range allowed by the system, and who consequently may be falsely rejected by
the system.

Identification/I dentify - The one-to-many process of comparing a submitted biometric sample against
al of the biometric reference templates on file to determine whether it matches any of the templates
and, if so, the identity of the enrolee whose template was matched. The biometric system using the
one-to-many approach is seeking to find an identity amongst a database rather than verify a claimed
identity. Contrast with ‘Verification'.

Impostor - A person who submits a biometric sample in either an intentiona or inadvertent attempt to
pass him/herself off as another person who is an enrolee.

Live Capture - The process of capturing a biometric sample by an interaction between an end user
and a biometric system.

Match/Matching - The process of comparing a biometric sample againgt a previoudy stored template
and scoring the level of similarity. An accept or reject decision is then based upon whether this score
exceeds the given threshold.

Multiple Biometric - A biometric system that includes more than one biometric system or biometric
technology.
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Neural Net/Neural Network - One particular type of algorithm. An artificial neural network uses
artificial intelligence to learn by past experience and compute whether a biometric sample and
template are amatch.

Performance Criteria - Pre-determined criteria established to evaluate the performance of the
biometric system under test.

Physical/Physiological Biometric - A biometric which is characterised by a physical characteristic
rather than a behavioural trait. However, behavioural elements may influence the biometric sample
captured.

Population - The set of end-users for the application.

Recognition - The preferred term is ‘ Identification’.

Record - The template and other information about the end-user (e.g. banned)

Response Time - The time period for a biometric system to return a decision on identification or
verification of abiometric sample.

Score - The level of similarity from comparing a biometric sample against a previously stored
template.

Template/Reference Template - Data, which represents the biometric measurement of an enrolee,
used by a biometric system for comparison against subsequently submitted biometric samples.
Template Ageing - The degree to which biometric data evolves and changes over time, and the
process by which templates account for this change.

Template Size - The amount of computer memory taken up by the biometric data.

Third Party Test - An objective test, independent of a biometric vendor, usually carried out entirely
within atest laboratory in controlled environmental conditions.

Threshold/Decision Threshold - The acceptance or rejection of biometric data is dependent on the
match score falling above or below the threshold. The threshold is adjustable so that the biometric
system can be more or less strict, depending on the requirements of any given biometric application.
Throughput Rate - The number of end users that a biometric system can process within a stated time
interval.

Typel Error - In gtatistics, the rejection of the null hypothesis (default assumption) when it is true. In
abiometric system the usual default assumption isthat the claimant is genuine, in which case this error
correspondsto a‘False Reection’.

Type Il Error - In statistics, the acceptance of the null hypothesis (default assumption) when it is
false. In a biometric system the usua default assumption is that the claimant is genuine, so this error
corresponds to a* False Acceptance’.

User - The client to any biometric vendor. The user must be differentiated from the end user and is
responsible for managing and implementing the biometric application rather than actually interacting
with the biometric system.

Validation -The process of demonstrating that the system under consideration meetsin al respects the
specification of that system.

Verification/Verify - The process of comparing a submitted biometric sample against the biometric
reference template of a single enrolee whose identity is being claimed, to determine whether it
matches the enrolee’ s template. Contrast with ‘ Identification’.

WSQ (Wavelet Transform/Scalar Quantisation) - A compression algorithm used to reduce the size
of reference
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25 Special Terms and Conditions

This offer is subject to our standard conditions of agreement available on request
Exchange Rate: Rate used: US$ 1,00

The prices quoted below are subject to exchange rate variations and will be based on 80% of the quoted price. Any variation
from this rate of exchange on the date payment is received by us, within five (5) clear EDUCATIONAL FACILITYing days (the
date selection will be at the discretion of I-CUBE, is for the account of the purchaser. The amount to be adjusted accordingly is
80% of the purchase price. The rates of exchange which will be applied will be those quoted by EDUCATIONAL FACILITYers
nominated by I-CUBE

Delivery : Estimated 5 to 8 weeks from date of receipt of your payment.

Terms . See Below
Validity : This offer is valid for 30 days from the above date.
VAT : Prices “EXCLUDE” VAT

General Terms and Conditions of Sale from |-CUBE

The Purchaser of products from I-CUBE (Integrated Intelligent Imaging) (herein called “the Company”)
is bound by the general terms and conditions below. The General Terms and Conditions described
herein, together with the Company'’s price list and/or proposal and/or any incorporated documents
shall be read together as constituting the sales contract. IN THE EVENT OF ANY CONFLICT, THESE
CONDITIONS OF SALE SHALL GOVERN.

1. LIMITED WARRANTY

1.1  The Company warrants new goods sold hereunder to be free from defects in materials and
workmanship, and to be of the kind and quality specified in the proposal, for a period of one year
from the date of supply.

1.2  The Company makes no warranty whatsoever as to:

1.3  Any goods sold hereunder which have been repaired or altered by anyone other than the
Company.

Goods manufactured by others, which may be incorporated with equipment installed or sold hereunder;

however, the manufacturer's warranty for such goods shall be assigned to the purchaser, if possible.

1.4  Purchaser and the Company agree that purchaser's sole remedy against the Company and/or its
suppliers for any defects in the goods sold hereunder, whether purchaser's claim arises under the
warranty set forth above, or otherwise, shall be limited to the repair or replacement, at the
Company’s option (during normal working hours) of any parts, FOB the Company’s source of the
parts. The Company shall have no obligation to pay for installation, or removal of said parts.

1.5 If goods manufactured or sold by the Company are installed, or installation is supervised by the
Company or an authorized agent, the warranty period shall commence upon completion of
installation, provided installation is not unreasonably delayed by purchaser, in which event the
warranty period shall commence when installation could have been completed absent such
delays. On all other goods, the warranty period shall commence upon tender of delivery to
Purchaser.
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2. SOFTWARE LICENSE

2.1

2.2

2.3

24

GRANT OF SOFTWARE LICENSE. The Company grants a limited, non-exclusive
license to use (not own) one copy of the purchased software per unique computer under
the Licensee’s custody or control, and subject to the following restrictions and conditions
of this Agreement.

Sole Remedy. The sole remedy of the Licensee for any damages related to use of the
software shall be the replacement of the software or a refund of the value of the
software, at the Company’s option, provided that the Licensee notifies the Company in
writing within one year of the purchase date.

Updates. The Company will provide Software maintenance and/or updates for a period
of one year from the purchase date. Thereafter, should the Company elect to provide
maintenance or updates, the Company may charge a fee (in an amount determined by
the Company) for such products or services, or may waive said fee at its sole election.
TITLE TO SOFTWARE. All title, copyrights and trademarks in and to the Software
including any accompanying printed material, and any copies of the Software, and all
enhancements, modifications and updates to the Software, are owned by the Company.

3. DELIVERY and SCHEDULE

3.1

3.2

Dates of shipping, delivery, or completion, as may be stated in the Company’s
proposals, are approximate and assume prompt receipt of all necessary information and
reasonable cooperation from purchaser. Delivery schedules are set from the date of
receipt of system down payments.

The company shall not be liable for delay in its performance of the contract, due to force
majeure or causes beyond its reasonable control. In the event of any such delay, date
of delivery shall be extended for a period of time equal to that lost by reason of the
delay.

4. COMPANY DESIGNS and STANDARDS

4.1

4.2

Because the Company is constantly improving its products, the designs, dimensions,
and weights shown in its proposals, while sufficiently accurate for most purposes are
subject to variation. If extreme accuracy is required, additional information and
certification will be provided upon request after receipt of order.

The goods sold hereunder shall be manufactured to the applicable standards, if any,
stated in the proposal documents. In the absence of definite descriptive design criteria,
the Company’s standards shall be applicable.
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VALIDITY

AGREEMENT

SHIPPING METHOD

DELIVERY BASIS

DELIVERY TIME

QUOTATION BASIS

RATE OF EXCHANGE

EXPORT LICENCES

WARRANTY

PAYMENT TERMS

E.&O. E.

Confidential

Basic Terms & Conditions

90 DAYS [Valid until 2005-08-19]

This quotation is subject to the "Standard Conditions of Agreement"
attached to the quotation. If, for any reason, this agreement is not
attached to the quotation, a copy will be supplied on request.

Courier
Delivered
Approximately 5 to 8 weeks. Not firm.

Exclusive of VAT, import duties, surcharges, excise duties and any
other ad valorem costs as specified in the Customs and Excise Act No
91 of 1964 and Amendments thereto, are excluded.

"Ordinary Customs Duty" means any duty specified under Part 1 of
Schedule 1. "Import Surcharge" means any duty leviable under Part 4
of Schedule 1. "Ad Valorem Customs Duty" means any duty specified
under Part 2, Section B of Schedule 1. However, if these ad valorem
costs are quoted, they should be considered only as a guideline of the
costs ruling on the date of quotation. If applicable, these amounts will
be invoiced and documentary evidence provided.

US$1,00

Any variation from this rate of exchange on the date payment is
received by us, within five (5) clear EDUCATIONAL FACILITYing
days, the date selection will be at the discretion of Protea Electronics
(Pty) Limited, is for the account of the purchaser. The amount to be
adjusted accordingly is 80% of the purchase price. The rates of
exchange which will be applied will be those quoted by the
EDUCATIONAL FACILITYers nominated by I-CUBE.

Delivery and export from country/countries of origin of items requiring
export licenses is subject to these being granted by the governments
of the country/countries of origin.

See "Limited Warranty" from I-CUBE above
The seller warrants products against defective material and/or poor
workmanship.

Prepayment - See payment terms from I-CUBE above
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26 INDEMNITY

The person or Company listed above agrees to indemnify, hold harmless and defend I-CUBE
and its officers, employees, agents and representatives from and against:

Any liability, loss and expense arising by reason of claims by government, provisional,
municipal, local or other authorities (including Suppliers of equipment) or any failure
of those listed to comply with any Act of Parliament, law, ordinance, regulation or bye-
law made with lawful authority by a government, provincial, municipal, local or other
authority, provided that compliance by those listed with the above is required under
the provisions of this Document, at law, or otherwise, including without limitation,
failure of those listed to pay taxes, duties or fees; and

Any claim, liability, loss or expense arising from actual or asserted infringement or improper
appropriation or use by those listed of trade secrets, proprietary information, know-
how, copyright rights (both statutory and non-statutory) or patented or unpatented
inventions or actual or alleged unauthorised imitation of the WORK of others arising
out of the use or sale of materials, equipment, methods, processes, designs,
information, or other things including construction facilities furnished those listed or its
nominated personal in or for performance of the WORK; and

Any claim, demand, cause of action, loss, expense, or liability on account of injury to or death
of persons (including the employees of the I-CUBE) or damage to or loss of property
including the property of the OWNER arising directly or indirectly out of the acts or
omissions to those listed or its SUB Contractor’s or the employees or any thereof, in
the performance of the work, including without limitation, such claims, loss of liability
arising from the use or operation by those listed of construction equipment, tools,
scaffolding, or facilities furnished to those listed by I-CUBE to perform the work,
irrespective of whether party to be indemnified was concurrently negligent, whether
actively or passively, and including any expenses and attorney’s fees incurred by I-
CUBE for legal action to enforce those listed indemnification obligations under this
clause, but excepting where the injury or death of persons or damage to or loss of
property was caused by the sole negligence or wilful misconduct of the party to be
indemnified; and

Any claim, demand, cause of action, loss, expense or liability on account of actual or alleged
contamination, pollution, or public or private nuisance, arising directly or indirectly out of the
acts or omissions to act of those listed or its SUBCONTRACTORS in the performance of the
WORK.
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