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1 INTRODUCTION

“‘ABRITES Commander for BMW” is a PC - Windows based diagnostic software for BMW
vehicles E38 E39 E46 E53 E83 E85, E6x, E7x, E8x, E9x. It supports diagnostic capabilities for
latest BMW vehicles produced after 2010 year — new BMW series 5 — body F10, new series 7 —
body FO1.

With the help of this tool you can perform operations unsupported by other diagnostic tools with
the electronic modules inside the vehicle like coding of control units, programming vehicle order,
reprogramming flash memory of the units, tuning of your engine control unit, programming keys,
mileage recalibration.

Functionality of your software depends on ordered functions for your interface.

Each interface produced by Abrites Ltd has unique serial number printed on the interface.
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2 INSTALLATION

Together with your interface you receive windows based installation package.
The package contents is:

e Abrites software for BMW vehicles : Setupinterface_ XXXXX_BMW.exe where XXXX is
number of your interface.
e Common setup file that installs databases for DTCs and Coding.

o Database about flash memory updates of all electronic control units : E60-E70.EXE and
E83-E89.EXE. You can execute the files and manually copy the extracted data into the
data directory of the BMW commander. Or you can start “install.bat” that will automatically
find the data directory of the BMW installation and will extract the data there. If there are
more than 1 installed interfaces, the program will ask for which interface it should copy the
files.

Installation steps should follows following order:
1. Start your main setup file - Setupinterface_ XXXXX_BMW.exe
2. Start installation of all databases
3. Connect your interface to USB port of your PC and wait until operation system notify you
that device is ready for usage
4. Connect diagnostic cable of your interface to diagnostic socket of the vehicle
5. Start application “Abrites Commander for BMW”

After staring of your software it will appear the following screen:

f==" 0 Interface found

: Checking CaM
HiT ag programmer not present
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After successful detection of your interface, the software will check whether there is connected
HITAG programmer and then will try to automatically detect body type of your vehicle.

If the interface is not connected to a vehicle it will appear the following screen:

Abrites-commander for BMW group vehicles -- Body selection - i [ =

Flease select body type of your vehicle

KWP-CAN bus 500

KWPF-CAN bus 100

UDS-CAN bus Highspeed

UDS-CAN bus Lowspeed

OBDII UDS - Body FO1, F10, F20

OBDIlI KWP - Body EBX, E7x, E9x,E81,E82 E87, E8Z
OBDII D52 - Body E3x, ESx, E46, E83, E85,E86

-

-

-

-

-

ij

-

OK

From this screen you should select type of the connection between your diagnostic
interface and electronic control units in the vehicle. Connection types can be:

e KWP-CAN bus 100 — this connection is intended when your interface is directly connected
to K-CAN of the vehicle (connected with CAS through CAS connector)

e KWP-CAN bus 500 — this connection is intended when your interface is directly connected
to PT-CAN of the vehicle

e UDS-CAN - connection for F-Series

e OBDIlI KWP — this connection is intended when your interface is connected by OBDII to
vehicle body E6x,E7x,E9x,E81,E82,E87,E89
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e OBDII DS2 - this connection is intended when your interface is connected by OBDII to
vehicle body E3x,E5x,E83,E85,E86
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When is clarified connection type Abrites Commander will show you the main screen:

™ Abrites Commander for BMW 8.0 www_ Abritus72. com

Wiflililiﬁlililil—

DME/DDE Digital Motor/Diesel ...
DME/DDE Digital Motor/Diesel ...
EEP Fuel Pump Control
V¥T1 Varishle Ventil Eank 1
VVTZ Varishle Ventil Eank 2
HDEV1 High pressure inject ...

HDEVZ High pressure inject ...

< ALL UNITS > |

Transmission

Chassis

Body

Seats

Safety
Communication

Engine

You can use the filter in the lower left portion of the screen to select which group of units is
displayed. By default all units are displayed (in the example above we used filter to display just
the units related to the engine).

From this main screen you have following choices:

o establish diagnostic session with some electronic control unit in the vehicle

e send broadcast diagnostic requests to electronic control units in the vehicle. Broadcast
diagnostic requests are requests addressed to all units assembled in the vehicle.

e diagnostic requests addressed to all units in the vehicle using physical addressing.
Physical addressing means that request is intended to only one electronic control unit in
the vehicle.

e using special functions of BMW Commander
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In order to display the Special Functions, Broadcast Services or Physical Address, you have to
click on the corresponding button in at the bottom of the screen. In the example bellow, we have
clicked and expanded Special Functions menu:

A Abrites Commander for EMW 9.1 www.Abritus72.com i | PG :
# Unit name | er | VIN Unit Description BMW # ] HW ] Fun... ] Opel .=
00 zZGM/sGM/JBBF Central Gateway/Safet... F 3
01 SIM/SGM/ACSM Safety And Informatio... L!,-,"\'
02 S5ZL Switch Center steerim... S
03 SASL/FGS Satellite & Pillar Left
04 SESRf’v’DCS_FR Satellite A Pillar Ri...
05 SIVL/TEFA/... Satellite door front
06 STVR/TEBF/... Satellite door front ...
o7 SSFR Satellite Driver Seat T—'\/,
08 SSBF Satellite Passenger S... 4
oo SESL Satellite B Pillar Le,.. Connect
[0 SEBSR Satellite B Pillar Ri%.
0B 55T Tire System
oc SESD Seat System
oD 55H Satellite Rear Seat ﬂ
0E SFZ Satellite wehicle cen... L 4
oF ICcM Integrated Chassis Ma... = Mt
4 3

'[?,E Special Functions ‘ ,l," Broadcast services ] #y Phyzical addressing l

P
& U [ = m H B @
Synch TV Activation  Dump tool Service Odarneter CAS Feps  Wehicle Order  Unit Coding Synchro
DiME-CAS intervals reset Recalibration Codes T—}
rx!;:\ e s o
) i HE 5
Sensars ECU Flazher Flazh
Calibration Programmer
T= Fix:
s
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3 BROADCAST DIAGNOSTIC SERVICES

Broadcast diagnostic request is request which is processed from all electronic control modules
which are connected to the bus where is sent. Usually in BMW vehicles diagnostic link connector
is connected to the gateway module which after reception of a broadcast request will resend it to
all internal networks of the vehicle so we will receive response from all electronic control modules
in the vehicle.

Available broadcast diagnostic services are:

¢ Reading of identification, error memory. You can use this function by pressing button
“Scan all units”. This is useful function for quick overview of assembled units in the
vehicle.

e Clearing of error memory of all units in the vehicle — using of this function is by pressing
button “Clear DTCs” or “Clear Shadow” or “Clear History” depending which error memory
you want to be cleared.

e Entering in logistic mode of the vehicle — use the button “Logistic ON”

e Leaving from logistic mode — use the button “Logistic OFF”

Logistic mode of the vehicle this is are special mode where electronic control units in the vehicle
becomes in low power consumption mode with limited functionality. This is mode is useful when
the vehicle will stay long time at parking.

Button “Show all units” will display all possible units without check whether is available in the
vehicle so with double pressing on the name of the unit we can become in other window where
can perform other specific action with this unit.

By double pressing on the name of the unit we can become in other window where can be
performed single electronic control unit diagnostic (refer chapter 5).
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Screenshot of available broadcast services:

4 Abrites Commander for BMW 5.6

www Abritus72.col

=101 ]

# | Tnit name | =ha | WVIN | Unit Description | EMW # I Hid | Fun... | Ope../*|
00 ZGM/56M/TEEF Central Gateway/Safet... 4\
01 SIM/SGM/ACSM gafety And Informatio... — d
0z SZL Fwitch Center steerin... Previous
o3 SASL/FGS Fatellite A Pillar Left
04 SASRI’VOCS_FA Satellite A Pillar Ri...
05 STVL/TEFA/... Satellite door front
06 STVE/TEEF/... Satellite door front
o7 SSFA Satellite Driver Seat _—’>
g I3EBF Fatellite Passenger Seat
ul=] SEBSL Fatellite B Pillar Left Cannect
0z SEBSE Gatellite B Pillar Right
OB 33T Tire System
ac SFSP Seat System
oo 33H Fatellite Rear Seat ﬂ
0E IF2 Satellite wehicle center v 4
aF IcM Integrated Chassis Ma... et
10 'Tal 4= 1 = hnl
1]
it Special Functions 1 Broadcast services |h Physical addressing |
i - i
v S 2 L,? (P
Shiow Al dnits Logigtic 0N Clear Shadow ClearDTCs Clear Higtory Stop Frocess
Logistic OFF
Idle... Tu R
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4 PHYSICAL ADDRESSING DIAGNOSTIC SERVICES

e Services with physical addressing to all units in the vehicle are:

¢ Reading of identification, error memory. You can use this function by pressing button
“Scan all units”.

e Clearing of error memory of all units in the vehicle — using of this function is by pressing
button “Clear DTCs”.

Using one of these functions “Abrites Commander” will send corresponding requests separate to
all possible electronic control modules in the vehicle (starting from electronic module with
diagnostic address 0 to module with diagnostic address 253).

Please take into account that because of module by module sending requests to all possible units
these requests are little bit slow and take a lot of time. Generally we strongly needed from these
functions because in some cases can be missed responses of the broadcast requests only
possible way to reach similar electronic control module is physical addressing.

Button “Show all units” will display all possible units without check whether is available in the
vehicle.

By double pressing on the name of the unit we can become in other window where can be
performed single electronic control unit diagnostic (refer chapter 5).
Screenshot of available physical addressed services intended for all units in the vehicle:

Issued by: Abrites Itd. Manual 12
Version: 3.4



November ABRITES Diagnostics for BMW User Manual

10.2014

iEx
# | Init name | er | VIN | Unit Description | EMI # | HIW | Fun... | Ope..[*
00 zZGM/5EM/TEEF Central Gateway/Safet... Z\
01 SIM/SGM/ACEM gafety And Informatio... d
oz 3ZL Swikteh Cenker steerin... Pravious
] SASL/FTGS Satellite A Pillar Left
04 SASR/IVOCS_FA Satellite A Pillar Ri...
05 STVL/TEFA/... gatellite door front
0k ITVE/TEEF/... Satellite door front
v SIFA Satellite Driver Seat '_—'>
0g S5EF Gatellite Passendger Seab
oo SB3L Fatellite B Pillar Left Cannect
0a SESR Fatellite B Pillar Right
0B 33T Tire System
oc SF3P Seat System
oD S3H Fatellite Rear Seat ﬂ
0E IF2 Satellite wehicle center "4

oF ICM Integrated Chassis Ma...

REN
in 1.1 = 1 A= =
1]

'[?é Special Functions | 5..' Broadcast services  #8s Physical addressing

P> T

Show all unitz ClearDTCs Stop
Idle... Tu R
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5 SINGLE ELECTRONIC CONTROL UNIT DIAGNOSTIC

When you double click on unit name, you see a dialog from where you can view / configure
different properties of the unit like reading of DTCs, reset, R‘'W memory and so on.

Available functions in this screen depend on each electronic control unit. DTC descriptions are
available in several languages which can be changed on the fly. The last language selection
is automatically saved and used next time the DTCs are read.

12 - DME/DDE - Digital Motor/Diesel Electronic X
 Device identification
B Part Mumnber |.T"_BD2.2EE Froducer [Bosch
YIM |0000000 WIM LIF IDDDDDDD Lang VM |I_|nit withaut long YIN Milzage I Drate |1 2.70.2004
Function software I23.255.255 Operating software |2.3.1 Hardware |1EI Emors |1 4 Hiztam ennlsh 4 Shadow emorz ID

4BC2 : DDE: Air-mass flow sensor 0
SAE code P0O237 =
Frequency 58 i
Logistics Counter 40
Odometer -

Lanausae: [Grtish Ergish v
LS English [+
- German =
E%%ds Clear enars D[;sTaCbISe Pragram |D MF;"::;IW 81 Standar French =
Swedizh
Italian
Read Clear Enable Injectors Meas spanish
zhadow shadow DTCs Alignment W alu Indanesian
g Kaorean (=]
Read Clear Synchr. . Proaram .
histary histary izl IMMO ECU Bty UIF =

|Fiead_l,l

In the example above is displayed information about some specific motor unit (EDC16/17). If it is
needed to save the DTC data to be viewed at later time then you can go to the folder where
BMW commander is installed, subdirectory DATA and copy the file dtc_generated.html. The
Coding button allows reading and modification of device coding — this is a set of configurable
parameters for the specific unit. Measured Values is available only for EDC16 and EDC17 -
displays live data from the motor unit.

Issued by: Abrites Itd. Manual 14
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From this screen we can reach functions for programming identification of the unit — needed
when we are replacing some unit from one vehicle to another (“Program ID” button):

¥ehicle Identification Number Editor x|

Long I
— bl WS ?—‘—‘r’—H'ShDrWIN— Diohe

Country:
Producer;

Year

Chazsis
D ezcription

R estraint:

Cancel
Plant:

Concerning some functions like mileage recalibration, program ID, and EEPROM memory
functions for CAS units refer restrictions and requirements described in chapter 6.5 — CAS
Odometer.

Bellow is screen where we can access memory of electronic control units:
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00000358 FF FF FF FF FF FF F8 27 v..un.. ]
00000360 93 93 4D 32 30 30 31 31 ..M20011 Riead Save
00000368 30 30 35 89 20 61 81 57 005. a.W
00000370 42 41 47 4C 36 31 30 39 BAGLE109
00000378 30 44 4D 35 35 30 30 30 ODMS5000 Im':":' Memary Address
00000330 F& 00 00 AL AA AL FE 00 ........
00000388 00 02 45 04 11 95 65 7F ..E...e. 800 Block length
00000390 S9E C5 91 41 45 DZ D5 69 ...AE..i |
00000398 A1 00 50 54 91 59 44 D7 .. ]T.YD. ial Functions
00000340 55 24 59 41 24 10 41 04 USTAS.A. Linear &ddr Fange
00000348 10 42 94 12 41 24 91 59 .B..A$.7¥ ROM internal/EEPROM int.
000003B0 25 15 49 64 53 49 04 D5 %.IdSI.. ROM extemal
000003BS 61 44 55 B7 51 24 D4 49 abll.Q§.T Ezﬁ”mmal ]
000003CO 85 13 41 44 D1 51 36 14 ..AD.0Q6. FiM esterral oad
000003CS 51 25 15 65 OB 45 94 51 0%.e.E.Q Flash EFROM int
00000300 86 14 65 45 50 49 54 18 ..eEPIT. = UIF remory
Ll_l b Wehicle Order Data
Flash EPROM et
Pt e
Special Functions
|D%D00200 bytes was read
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Also here we can access User Info Fields editor:

UIF-general:
User Info Field Editor x|
Figld 1 Field 2 General Wik Serial Mumbers
Field 3 Field 4
Date: 9/14/2010 j
Field 5 Field &
FokA &t programming: I
Field 7 Field 8
Fragramming B eference; I
Field 9 Field 10
Field 11 Field 112
Field 13 Field 14
Cancel QE.

In the memory manager function you can read / write portions of units memory (RAM, FLASH,
EEPROM). The exact memory map is specific to each unit and should be known by the user in
order to use the feature.

5.1 CAS3 EEPROM Reading

You can read / write portions of the EEPROM of CAS3 through OBD. Not all EEPROM areas are
accessible through OBD. In the resulting dump, you will see ranges marked with CC CC .. CC —
these are ranges that cannot be read or written through OBD. You will need external programmer
attached to the MCU if you need data from these areas.

If you are preparing a key when there is no working key, the EEPROM that is read through OBD
is not usable (due to missing data) — you have to read the dump with external programmer.

Issued by: Abrites Itd. Manual 17
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UIF-VIN:
User Info Field Editor

B

Feld =

ot

Fraducer:

Field 9 Field 100

Field 11 Field 12 -
Flart:

Field 13 Field 14

|~
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UIF-Serial numbers:
User Info Field Editor

Liaglioal M
Sppraved [N
9134479

Ealibratiar [ %
Field/d Frreld 10

Mealer Hurnber: %
Field/ 11 Frreld2
13 ’T
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6 SPECIAL FUNCTIONS

6.1 Synchronization Engine Control Unit and Immobilizer

By help of this function you can synchronize immobilizer system of the vehicle and engine control
unit.

This function is accessible by selection special function named "Synch DME-CAS"

6.2 TV Activation

The option allows locking and unlocking of the TV/DVD module when the vehicle speed exceeds
3 km/h

==

- St
Enable / Disable TV Lock above speed of 3 km/h

Locate Coding File

L

In order to use this function for Exx body you must have the common setup installed (with the
coding data)

6.3 Dump Tool

Using this application you can change odometer inside Engine Control Unit — EDC16.This
application needs the EEPROM dump from the corresponding unit. After the dump is loaded
some modification will be made and you need to store the dump as a new file, which you can
program into the device.

Issued by: Abrites Itd. Manual 20
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6.4 Service Interval Reset

Condition Based Services

[
Read A

Redd

From this dialog you can check and reset the maintenance intervals. Some of the options are
distance based, other are time based. Distance based intervals show how many kilometers
remain until some action is needed (replacement or repair workshop visit). Time based intervals
show at what date the action should be taken. There are options that have both time based and
distance based values — whichever option expires first will trigger replacement event.
The format of the distance based options is like follows:
85% (3) 10000
e The first number shows percent of availability. 100% means that the item has been just
replaced and fully available, 0% means that the item has expired — it should be replaced
immediately.
¢ The second number in brackets shows how many times the item has been replaced. In the
above example — 3 times
¢ The third number displays how many km remain until change is required.

You can change the distance based intervals when you click on the button, showing the current
data:

Issued by: Abrites Itd. Manual
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set service availability I_ )

8 F_8 5
[EI £

E8 /N

From the new dialog, you can change the counter of how many times the service has been reset
as well as the current availability value. When you change the data, you have to click on “Write”
to send the data to the unit.
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6.5 Odometer recalibration

Odometer

When you open the dialog, it starts automatic retrieval for some of the values. You can interrupt
the scanning by pressing the “Stop” button (visible during scanning) and then click on “Read” for
specific modules. Some units take more time to read their mileage and they are skipped during
the auto scanning — you have to explicitly click “Read” for them.
e |If a value is read successfully, it is marked with green check .
* If value reading has failed, it is marked with exclamation mark m
e If the value is not read at all — there is no mark

In the above example, CAS mileage is not read by auto scanning — it takes more time and the user
has to click “Read” explicitly.

6.5.1 CAS Odometer Recalibration

Currently this special function allowing us to recalibrate mileage by following way:
e For CAS3 — we can recalibrate odometer by OBDII plug. For some older models it can be
done through CAN100 connection, but OBD2 should be preferred.
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e For CAS2 based vehicles depending vehicle body we have two options:
¢ Body E6x — we can recalibrate odometer by OBDII plug or by direct connection to
CAN bus 100
e Body E8%,E9x — we can recalibrate odometer by CAN bus 100 connection
e For CAS1 based vehicles — by diagnostic plug of the vehicle. Vehicles equipped with
CAS1 are BMW series 7 — E65. Please be careful that when you performing mileage
recalibration key should be OUT FROM IGNITION and battery voltage of the vehicle
should be 13V minimum.

6.6 Programming of KEYs

This function is available by selecting special function “CAS keys”.

You can program any kind of keys — transponder keys, remote keys, keyless keys.
You have information about currently used keys in the vehicle, key frequency and key cutting
code:

Device diagnostic x|

r— Device identification

M armne IEAS Description |CarAccess System B Part Mumber IEI.22?.'IDE
WM I WIN UIF IDDDDDDD Long WIN | Mileage I Date |1 9.11.2008
Function zofbware I2.5.9 Operating zoftware |3.3.0 Hardware |c4 Errars IIJ History ermars I - Shadow ermors ID
CAS info |
MHa key in ignition! Z\
ey cutting [mechanical] code iz 01289
Fen Oz EMABLED. Undefined tppe of key, a
Fey 1is ENABLED. Remate contral key. Scrall up

Key 2 iz ENABLED. Undefined type of key.
Key 3is ENABLED. Undefined type of key.
Ky dig EMABLED. Undefined tppe of key,
Fen Big EMABLED. Undefined tppe of key,
Fey B iz ENABLED. Undefined type of key.
Key 7 is ENABLED. Undefined type of key.
Ky 8 i EMABLED. Undefined tppe of ke,

Fey 3 EMABLED. Undefined tppe of key,
Ca5 sw version 5112233, «—lj,
CAS remote contral frequency 868 MHz
Scroll down
Read Dizabl R Disabl
D?I'?:s Clear emors [;STEC: Program D e E:y = 81 Standard — |
Read Clear Enahble Fead Enahble .
shadow shadow DTCs Coding ey L Key Session
Fead Clear Write Synchr. [EChanae Prodrari .
history histary izl Coding IMMD ECU Kk ER5 ks UIF =
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Depending CAS systems we can program keys by following way:

e CAS1 systems — bmw series 7 body E65. We can program keys by OBDII connection.
Please be careful while key programming key should be OUT from ignition and battery
should be at least 13V.

e CAS2 systems — body E6x — we can program keys by OBDII connection or by CAN bus
100.

o CAS2 systems — body E8x,E9x — we can program keys by OBDII plug and CAN bus 100

e CAS3 systems — we can program keys by OBDII plug and CAN bus 100

When you make new key, it is advisable to turn on the radio or the head lights (this prevents
the car to go in energy saving mode during the key making).

The procedure for key making of older BMW models (before 2007) is straightforward — there are
no prerequisites and no special steps before starting the key making dialog. However for recent
BMW models (2007 or later year, ISTA-P version of CAS3 firmware 37 or later) you have to follow
certain steps BEFORE starting the key making procedure. These models are referred as CAS3+
the current document.

6.6.1 CAS3+ Key programming when there is working key

1. Start the engine with working key.
2. Stop the engine. Remove the working key out of the car
3. Click on CAS keys

6.6.2 CAS3+ Key Programming when there is no working key

It is advisable to program PCF7936 transponder first before programming BMW Remote or
Keyless Go. When you succeed to start the car with the transponder, you can make the actual
key using the steps above.

For CAS3 with firmware version ISTAP 45 or later you will see the following prompt:

[ Fiash L e — e

[ ) \ Thefirmware version of CASis ISTA-P 45
@ Change of flash data is required. The software version will be preserved
Do you wish to continue?

L
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If you accept it, it will start a procedure that takes about 10 min. After it, the firmware version of
the CAS3 will be the original one — no downgrade or upgrade is made. Once started, please do
not interrupt the procedure.

When the “CAS Keys” function is started, you will see the following screen:

You have 3 options — to modify CAS EPROM without programming any key, program key using
HITAG2 programmer or program key by putting it in ignition. When you program BMW Remote or
BMW Keyless GO, you can use the option “Program with key in Ignition”. When you click it, you
will see a prompt to insert the empty key in ignition.

It is important to put the empty key in ignition only when you have seen the prompt to insert
it. The empty key should NOT be put in ignition before being asked to do it.

6.6.3 Comparison of key learning methods

Advantages Disadvantages
Key learning e You don't need to attach another ¢ If you are making a
in ignition hardware (tag programmer) transponder, it should be
e You don't have to be careful to initially prepared with TagKey
keep the key in specific place in tool. If it is remote/keylessGo,
the antenna ring most probably you don't have
e The key is not locked after to initially prepare the key
programming. You can clear it e |If the caris in some error
and use it for another car if condition, it may refuse to
needed. accept key learning in ignition.

The solution would depend on
the specific case. Either clear
the error condition and try
again or program the key with
TagProgrammer

e You may not program position
0 using key in ignition.

Tag e You don't have to prepare initially e You need separate hardware to
Programmer the transponder/key. However, if program the key
the Remote/KeylessGO isn't ¢ You have to be careful where
correct (the car does not start or you put the key / transponder
remote not working), you may in the ring so that the writing is
have to review its contents with successful.
TagKey tool e After programming the key is
e You can program the key in CAS locked, you can't restore it to
even if the car is in error default to be used in another
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Advantages Disadvantages

condition that would reject car.
programming in ignition.
However, in such condition the
car may not start even after
successful programming
e No restriction for position 0
writing

6.6.4 Key Preparation before being used for key learning in ignition

You can teach the following keys with CAS3
o Transponder PCF7936.
1. Start TagKey tool, select HITAG2
2. Read the transponder
3. Change the first byte in the config: from 06AA4854 to 0EAA4854.
4. Change the second digit in UserPage0 to 2: for example if the data was F6112233
change it to F2112233. Only the second digit is changed from 6 to 2
5. Write the data in transponder

The above data is valid for transponder chips only. For BMW Remote or BMW KeylessGO,
consult the next section.

e BMW Remote
Most of the time you don't have to do anything to prepare BMW Remote or BMW KeylessGO.

They are already properly initialized by BMW. However, there are some cases of incorrect keys
for which you have to fix their contents in order to use them for key learning in ignition. If you are
having trouble to teach remote or keyless go in ignition, read it with TagKey tool and observe the
following:

e the config should be 08AA4854

¢ the second digit of UserPage0 should be 4 for BMW Remote or 5 for BMW KeylessGo.

For example if the contents of UserPageO is:
e F4112233 -> this is a BMW Remote (second digit is 4)
e F5112233 -> this is BMW KeylessGO (second digit is 5)
If there is some discrepancy with the specific key, you should fix.

¢ BMW Keyless GO
Visually, you can distinguish a keyless go key from ordinary remote by observing if there is a lid
at the back of the key. If there is a battery lid - this is a keyless go. You have to keep in mind, that
there may be at most 2 keyless go registered in the car. If you have to prepare a third one, you

Issued by: Abrites Itd. Manual 27
Version: 3.4



ABRITES Diagnostics for BMW User Manual
10.2014

must either overwrite previous keyless go position or you must erase the position in CAS before
teaching in another keyless go. Refer to section 6.6.7 of how to empty key position. Key
preparation of keyless go is the same as for remote, except that the second digit should be 5
instead of 4.

If the vehicle doesn't have working key or the CAS3 firmware is ISTAP-45 or later, then the key
has to be made in ignition. Even if you choose to program with HT2 programmer, the software will
prompt you to insert the empty key in ignition.

6.6.5 Key making when no working key

The procedure depends on the CAS3 version:

e version prior to 37. On these, the first 3 digits are less than 922 (for example 9147222 -
the first 3 digits form the number 914, which is smaller than 922)

No special procedure for these, you can make the key using tag programmer or program with
key in ignition.

e \Versions from 37 to 44. You can recognize these by the first 3 digits of CAS3. The number
should bee greater or equal to 922, smaller than 926 (for example 9227053). If you don't
have working key, you can program the key in ignition only. Follow the steps for key
preparation if you are using transponder. At some point, the BMW commander will stop
and will ask you about the EEPROM Dump. If you don't have the EEPROM of CAS3 read
by some programmer, you have to stop BMW commander, read the EEPROM into file and
start again key making. When BMW commander asks you for the dump, you have to point
it to a valid EEPROM or the key at the end won't work. IMPORTANT NOTE: You cannot
use the CAS3 dump, read through OBD by BMW commander — not all EEPROM areas
are accessible through OBD. You have to read the EEPROM using external
programmer.

You will start a process that may involve up to 16 steps. At each step, the BMW Commander
asks you if the car starts. At this point you have to do the following:
1. Try to start the engine.
2. Ifitis only cranking but the engine is not starting, then turn off ignition, pull back the key
and insert it again (feel the click in ignition).
3. Try to start again. If it is not working again, then click on BMW commander that the key is
not working, so that it proceeds to the next step

It is important to note that at each step you should be patient to try 2 times. The proper
key combination may not start the car the first time but may succeed the second time. If you
miss that combination and continue with next steps, you may meet a situation where you
have a key that works, the car starts. But after a few minutes the key stops working.
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e Versions from 44 on. For these you will pass through a process that make 2 flashings. It
takes about 10 minutes. When it completes, it will prompt you if you have a working key. If
you have it, you should exit the key dialog, start / stop the car with the working key and
then enter again the key dialog. It will take a few seconds this time. If you don't have
working key, the car will start searching for valid key combination. When it finds something
valid, it will prompt you to start the car to try the key.

6.6.6 Synchronization in case of problem:

If, for some reason the key that you just made is not working (the CAS recognizes the key but the
engine does not start), then the DME and CAS may be desynchronized. Insert again the original
key and try to start the engine. If it does not start with the original key then follow these steps:

1. Click on DME unit, read its DTCs. Clear them, read them again. If you see some error that
cannot be deleted (most frequently this is “EWS manipulation error”), then you have to
disconnect the battery, wait about 5 min, connect it again. Click on DME / clear the errors.
This time there shouldn't be any DTCs left.

2. Click on CAS. Clear the DTCs.

3. Click on Synch DME-CAS special function. Wait for the synchronization to finish. If you
see error that synchronization failed — ignore it.

4. Start the engine with the original key.

6.6.7 How to erase a position in CAS

1. Start BMW Commander, select CAS Keys

2. Go to the position which you would like to erase
3. Change the serial number to FFFFFFFF

4. Change the status to 7608

5. Click on Write in CAS Only

6.6.8 How to interpret the key status, that you see in CAS Keys dialog

The key status can be one of the following:

2B00 -> the position is occupied by transponder PCF7936
4B00 -> the position is occupied by BMW Remote

5B00 -> the position is occupied by KeylessGo

7608 -> empty position
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6.6.9 How to recover the key

If you have programmed a key with BMW Commander using the option "Program with key in
Ignition", the resulting key is not locked. You can read its crypto data and change it (you must
have the crypto high and crypto low words with which the key is programmed). If you have
programmed the key using the option "Program with Tag programmer”, the key is locked - it can
be used only for the car for which it was programmed.

Below are the steps that can restore to default a non-locked key (including transponder chip):

1. Start TagKey tool

2. Fill the data SK Low and SK High with the crypto data of the key. You can take this
information with BMW Commander from the CAS3 position, on which the key is
programmed. In BMW Commander SK Low (secret key low) is written Crypto Low, SK
High is Crypto High.

3. Read transponder data. If the crypto data is correct, you should be able to read all key
data.

4. Change the config to:
e O0EAA4854 in case you are working with transponder chip
e 08AA4854 |in case you are working with BMW Remote or BMW KeylessGO

5. Change the crypto words to the default ones:
e  CryptoLow: 4D494B52
o CryptoHigh: 00004F4E

6. Write all to the key

6.6.10 CAS4

For CAS4 (F Series vehicles) you can make keys by CAS Dump. When you click on CAS Keys in
F Series, you will see dialog from where you can enable / disable key positions and see all key
data registered with the vehicle.

6.7 Coding and flashing overview

Coding and flashing functions is supported for modules, working with KWP2000 protocol.
Supported are modules from the following series: E6G0 (5 series), EG5 (7 series), E89 (3 series),
E70 (X5/X6). For now there is no coding support for older vehicles (before 2002 - E39, E46, E53)
that work with DS2, as well as the new F series, that work with the UDS protocol
The main operations that you can do are:
e Upgrade / Downgrade of the module firmware with original versions from BMW. Database
with current firmware versions is offered for download free of charge to our clients. We do
not support flashing with modified firmware (tuning of DME is not directly supported, if you
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modify the firmware of the DME you have to fix the checksum with some other software
before uploading it with Abritus tool to the unit).

¢ Read and modification of the Vehicle Order. With this function you can add or remove
software controlled options of the car (for example xenon lights, change of navigation
type, configuration of different sensors). Some of the elements of the Vehicle Order are
just for description (for example: car upholstery), other options have real impact on the
vehicle.

e Central coding. After the change of the Vehicle Order (central vehicle description located
in CAS) is is necessary to send the data for included/excluded options of the car to the
corresponding module so that the change is activated. This is done by the central coding
function.

¢ Unit Coding. Some modules have functions that are not included in the Vehicle Order (for
example start/stop of a sensor or some light indication). The unit coding allows tuning of
these functions, you can change the operation of a module without change of the whole
vehicle order. Please not that some of the functions of a module have well documented
by BMW Commander names in English. But there are a lot of options that have German
names and abbreviations. In this case it is necessary the client to experiment until he
finds the needed function.

e Turn on/ off of TV in motion

6.8 Coding/Vehicle Order

This is a mechanism for personalization and configuration for some of the components of the car.
The vehicle order is stored in two units (for backup reasons) and the user have to choose from
which unit it has to be read:

Read vehicle order x|

Choose Unit: | CAS - Car Access System j

CAS - Car Access System
FEM - Base Body Module [E7Fx, EBx, E9x, Series 1, 3]

LM - Light Module [Ebx, Series 5,6,7)

Cancel

Normally both copies of the vehicle order should be the same. After successful reading, you will
see the following dialog:
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Attributes

E70 [ 544 07 -

$205  Automatic transmission

$217  ARS/fActive Steering

$226  AFS//Sports suzpension

$230 ABG//EU specific additional equipment

$255 Sports leather steering wheel £

$2RZ LT/AL W, star spoke 213'W mixed tyres [192] .
EH“ $322  PGS//Comfort access spstem

$328  ALUMINUM RUNNMING BOARD

$330 DDE//Sport package

$386  Roof rail

$34G CCC_APP//REAR VIEW CAMERA

$413  Luggage compartment net

$423  Floor mats, Yelowrs

$428 ‘Warning triangle

$430  FRM//nt and ext. mirars w. automatic anti-da

$431  FZD/nterion mirror with automatic anti-dazzle

$441  Smokerrs package

4459 CFAS//Seat adjust. electic with memary for dri

$481 SPORTSITZ #/CFAS//Sports seats

$488 CFRAS//Lumbar support for driver and front pass..
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Direct tire pressure control
Emergency wheel

CAS/fhlarm spstem

CCC/ futomatic tailgate operation
LIMIY_REMOTE

Madel designation,deletion

Exterieur volume in bady color

Soft cloze automatic system for doors
t_SPORTPAKET SPORTFAHRWERK.
Exterior Line

Green stipe windscreen

FLA/ Aircond. comfort-windshield
Trailer towy hitch

“Windscreen with GREY SHADE BaND
Ruoof rail silver

Individual Dachreling Alu satiniert
Individual Ext Line Al iniert

CAS//Panorama glazs roof

Glas roof, electic

Sunblinds for rear side windows, mechanical
CRAS/ fActive seat for driver

Active seat wentilation, frant £
LORDOSE //CRAS/SActive seat for driver an
CFAS//Comfort seats front,electrically adjustabl
Skibag #15kis

The left list describes components that are currently included in the vehicle order, the right list
shows all options available for the specific chassis. To remove a component from the vehicle,
point it in the “Vehicle Order” list and click “Remove”. It will stay in the list but marked with red
cross so that the change is easily visible. The removed item is added in the right list “Available
options”. Addition of new component in the vehicle is done by selecting it in the “Available
options” list and clicking on “Add”. The new item is inserted with green cross marker so that the
change is easily visible. You can backup/restore vehicle order to/from files using the “Load” and
“Save” buttons.
Note: The original vehicle order is automatically backed up on the disk. The automatically
generated file is in BMW Commander directory. Its name consists of the date & time of the
vehicle order reading, unit from which it is read and .vo extension. You will need this file only in
case of lost vehicle order.

If you modify the vehicle order, you have to follow these steps to store it in ECUs:
Click on “Vehicle Order” button in the “Send to Unit” group. Save it in the unit from which it

1.

was read.

Click again on “Vehicle Order” to save it in the backup unit (both CAS & FRM or CAS & LM
are supposed to have one and the same vehicle order).
Click on the “Central Coding” button to send the change in all related units of the car:
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From the “Central Coding” dialog you choose which units of the car should be encoded with data,
corresponding to the active vehicle order. You can choose more that one unit by pressing the
“Control” button on the keyboard and clicking on the units in the list. You can select a group of
options by clicking on the first option, hold Shift and then click on the last option. In this way you
can easily select all modules in the car for coding. If you select modules that are not present in
the vehicle, they will be skipped during the coding.

e RN

# | Unit name I Description | i‘

ZGM/SEM/JBBF |Central Gateway/Safety Gateway Module

SIM/SGM/BACSM | Safety And Information/Gateway Module/Crash Safety Module
m“ Switch Center steering column

03 SLSL/FES Satellite A Pillar Left

04 SASR/VOCS_FR Satellite R Pillar Right/Visual Cccupant Classification Sy...
Satellite door front left/Vi=ual Occupant Classification S...
- Satellite door f*ont right/Top Side View Camera
- Satellite Driver Seat

08 S5BF Satellite Passenger Seat
08 SB5L Satellite B Pillar Left
CIIL SBSR Satellite B Pillar Right

Tire System

-m Seat System

55H Satellite Rear Seat
CIE SFZ Satellite wehicle center E‘
4| E‘
Wwiite Coding Exit

When you click on “Write Coding”, the coding for all selected modules starts. You have a
message area with status for each of the processing steps. Before changing the coding, each
module data is automatically backed up in a file in windows temp directory. If needed, this file can
be written back in the device with the unit coding function.

6.9 Unit Coding

Unit coding allows tuning of each configurable option of the module. While the central coding
defines the defaults (based on the Vehicle Order), unit coding allows manual adjustment of each
of the options allowed for configuration. It is advisable to save the current coding in file before
writing a new one into the module. You can use the unit coding dialog to transfer the coding from
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[ Steering type *
@ Left-hand drive 1
{3 Right-hand drive
7 Cylinder count
O doylinder
) B-cylinder
O Boylinder
O 10-cylinder
O 12-cylinder
[ Transmission gears
Bl Model varant
{3 Sedan
{3 Coupé
& Touring L\\"s
O Convertible
{3 Roadster
O Compact i

< | i

— Coding successfully read! Uit 40 Cl: 09, vanant: CAS

Fead Coding Load From File
Wwirite Coding Sawve Ta File Exit

one module to another. Read it from one module, save it in file, load from file when the target unit
is attached and write it in the device. From this dialog you can also restore coding from file
backups, made by the central coding function.
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6.10 Synchronization Codes

Synchronization Codes

This function allows reading of static synchronization codes stored in modules. When you open
the dialog, it starts automatic retrieval for some of the values. Some units take more time to read
their values and they are skipped during the auto scanning — you have to explicitly click “Read”
for them.

e |f a value is read successfully, it is marked with green check :
* If value reading has failed, it is marked with exclamation mark m
e If the value is not read at all — there is no mark

In the example above, CAS codes are not read at all — these take more time to retrieve and the
user has to click explicitly on the read button.
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6.11 Sensor Calibration

Sensor Calibration

Fizzie|

Redd

This set of functions allows sensors calibration. Some calibration procedures take several steps

to complete — these are guided by wizard giving description for what should be done on each
step:

6.12 Measured Values

In the current version, it is supported retrieval of measured values from EDC16 and EDC17(both
for E Series and F series vehicles).
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Measured Yalues

At this screen the data is refreshed in 2 sec.
You can click on the “Live Data” button to observe graphically the change of the value:
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Measured Values

Battery Yoltage

At this screen the data is refreshed at 50ms interval. When you push the “Playing” button, it will
display graphically the change of the values, but will not record them. Click on “Record” to start
collecting data which can be browsed back and forward with the scroll, saved in file (plain text file
for easier offline analysis).

Some of the data values are related — they are visualized on one and the same display:
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Measured Values
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Actual air-mass [ mg{ Hub

e e e e e e e e e

Nominal air-mass [ mg{ Hub

6.13 Injectors Calibration

Injectors Calibration

— Injectaor 1 — Imjector 2
A K A | D 7 6 H P ¥V & | 5

— Injector 3 — Injector 4
6 Z P x 7 3 6 H G Z£ & 5 b

— Injector 5 Injectar B
A K A | D 7 6 H P ¥ & | L

i Read hfrite E it i

The option is available for EDC16 only. It allows writing in DME the values of the injectors that are

inscribed on them
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6.14 ECU Flasher

If you need to tuning some vehicle you can read engine control unit maps using function ECU
flasher. After remapping you can program back maps in the ECU.

Please if you are not sure about type of your engine control unit use function autodetect.

Abrites Commander for BMW - Engine Control Unit Flash Manager

Engine Control Unit Type
Autodetect |

Siemens MSD80 v

Read Program .

Flash Flash Exit
" Use custom address space 0 Address

0 Length
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6.15 Flash Programmer

In many cases you need to update flash memory of electronic control units in the vehicle. This
can be done by special function flash programmer.

You can reprogram flash memory of an electronic control units using database provided with
installation package of Abrites Commander.

Due to the many different versions of electronic control units programming can failed. In this case
you need to try second programming with activated option “Activate full data transfer”.

Some times before second programming of an unit you should disconnect and connect battery.

Please be careful that while programming battery voltage should be at least 13V!

a
— Choose target unit:
00 ZGM/SGMAIBBF  Central Gateway/Safety Gateway Module =
1)} SIMASGMAACSK  Safety And Information/Gateway Module/Crazh S afety Module Z\
02 520 Swibch Center steering column B
03  SASLAFGS Satellite A Pillar Left e Bireweiauis
04  SASRA/OCS_FA  Satelite & Pillar RightSizual Dccupant Clazsification Spstem Front
05 STWLATEFAND...  Satelite door front leftAizual Occupant Clagsification Swetem Back
06 STWR/TEBF/T..  Satellite door front right/Top Side Yiew Camera
07  S5FA Satellite Driver Seat
08 SSBF Satellite Passenger Seat _
03  SBSL Satellite B Pillar Left i _'\)
0s  SBER Satellite B Pillar Right .
0B  S5T Tire Spstem Select
oc  SFsSP Seat Syztem
0D | 55H Satelite Rear Seat
0E 5SF2 S atellite wehicle center
OF ICM |ntegrated Chasziz Management
10 ZG6W Central Gateway Fx ﬁ
12 DME/DDE Diigital Motor/Dieszel Electronic F
13 DME/DDE Diigital b otar/Diesel Electronic Slave
4 | | EE Mext
1. Select unit from the st
Frogrart [T Activate full data transher Exit
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Once selected unit for reprogramming you can choose which file you want to be programmed.
Generally HW reference number displayed on the screen defines flash which can be used.

You have option about listed files — whether you want full matching of HW reference number or
not.

Select flash file x|

Select chasziz:

[ Full matching of the H'w reference number

— Matching files for device CAS 3, hardware reference 00428TD

Application: I j b anual
Select
Bootloader: I j M |
ahLa

Select

Data: I | b arial
Select

Cancel | k.

Before each reprogramming you will be asked about new data for UIF and ID stored in the unit.

In some cases exchange data in UIF or ID is possible after reprogramming flash memory of the
unit.

6.16 EGS Synchronization

The feature allows recovery of the 4 byte ISN of the Electronic Gear Box (EGS), replacement and
adaptation of gear box. In order to use the feature, you need internet connection. You have to
insert the working key in ignition, start the function and follow the wizard steps.
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7 ADDITIONAL ADAPTERS AND CABLES

ABRITES Diagnostics for BMW User Manual

BC1 OBDII (Male) DB25 (Male) Description
4 5 Signal Ground
5 6 Chassis Ground
6 7 CAN high
7 8 K-Line
8 9 K-Line
14 15 CAN Low
16 17 +12V
BC2 E65 dash DB25 (Male) Description
connector (20 pins)
6 7 CAN High 100
7 15 CAN low 100
9 17 +12V
20 GND
E60 dash DB25 (Male)
connector (18 pins)
6 7 CAN High 100
7 15 CAN low 100
9 17 +12V
18 5 GND

NOTE : You should give an external power supply. Pin17 of DB25 +12V, Pin5 of DB25 — GND.
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BC3 20 pin circle DB25 (Male) Description
connector
19 5 GND
17&20 8 K — Line
15 16 L—Line
14 17 +12V
BC4 CAS Connector DB25 (Male) Description
A 35 7 CAN High 100
26 15 CAN Low 100
1&21&19 17 +12V
25&12 5 GND

NOTE: You should give an external power supply. Pin17 of DB25 +12V, Pin5 of DB25 — GND.
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