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What's New

This What's New is associated with the 2007-03-01 release of Amazon EC2.

The following table describes the important changes since the last release of the Amazon EC2
Developer Guide.

Change Description

Paid AMIs Paid AMIs alow AWS devel opers to charge other Amazon EC2 users for
the use of AMIsthey have created and shared. Sellers of AMIs set the
price, and their customers then purchase one or more AMIs and are billed
through Amazon.com for their use of these paid AMIs. For more informa-
tion, see the section called “Paying for AMIS’

API Version 2007-03-01
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Introduction

Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) Developer Guide.

This guide picks up where the Getting Started Guide ends and will provide you with the information
necessary for creating more sophisticated AMIs, using advanced service features, and writing
applications using Amazon EC2. This guide assumes you have worked through the Getting Started
Guide, installed the command line and API tools as described, and have a general understanding of the
service.

The chapters presented in the guide are:

Working with AMIs walks you through the steps required to create the customized package of
software that will execute on your host - essentially packaging your desired Operating System
configuration.

Launching and Using Instances provides an overview of the Amazon EC2 instances and some tips for
using them effectively.

Using and Securing the Network provides an overview of instance network addressing, the distributed
firewall and usage examples.

Using the APIs explains the basics of using the SOAP and Query APIs, including signing requests.
API Reference provides a comprehensive reference to the SOAP and Query APIs.

Command Line Tools Reference provides a comprehensive reference to the command line tools
supplied by Amazon EC2.

Technical FAQ is a collection of interesting and commonly asked questions.
Glossary isasimple glossary of Amazon EC2 terminology.

API Version 2007-03-01
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Creating an AMI

Working with AMIs

This section details how to build, store, and share AMIs.

Creating an AMI

There are several techniques for creating an AMI offering amix of ease of use and detailed
customization levels. The easiest method involves starting from an existing public AMI and modifying it
according to your requirements, as described in the section called “ Starting with an Existing AMI”.

Another approach isto build afresh installation either on a stand-al one machine or on an empty file
system mounted by loopback. This essentially entails building an operating system installation from
scratch and is described in the section called “ Creating through a Loopback File”.

Once the installation package has been built to your satisfaction it needs to be bundled and uploaded to
Amazon S3 as described in the section called “Bundling an AMI”.

Starting with an Existing AMI

Thisisthe quickest and easiest of the methods to get a new working AMI. Start with an existing public
AMI or one of your own. Y ou can then modify that as you see fit and subsequently create a new AMI
with the ec2-bundle-vol utility, as decribed later in the section called “Bundling an AMI”.

Select an AMI

Thefirst step isto locate an AMI that contains the packages and services that you require. This can be
one of your own AMIs or one of the public AMIs provided by Amazon EC2. Use ec2-describe-images
to get alist of available AMIs, asis shown below, then select one of the listed AMIs and note its AMI
ID, e.g. ami-5baedhb32:

PROVPT> ec2-descri be-i nages

I MAGE ami - 60a54009 ec2- public-inmages/ base-fc4-apache. mani f est. xni
475219833042 avail abl e public

I MAGE ani - 61a54028 <your-s3-bucket >/ i mage. mani fest. xm 495219933132 avail abl e
private

I MAGE anmi - 5bae4b32 ec2-public-imges/getting-started. manifest.xm
475219833042 avail abl e public

I MAGE ani - 6ea54007 ec2- public-inmages/base-fc3-nysql. manifest.xm 475219833042
avai |l abl e public

API Version 2007-03-01
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Starting with an Existing AMI

Generate a Keypair

This step is only required if you've selected one of the public AMIs provided by Amazon EC2. A
public/private keypair must be created to ensure that you, and only you, have access to the instances that
you launch.

PROVPT> ec2-create-keypair gsg-keypair

KEYPAI R gsg- keypai r

1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

----- BEG N RSA PRI VATE KEY-----

M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCB8Xe56L1 T+HWBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@@9VTc8r c1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc PoKCOVUR+j x71Sg
5AUS2EQY anl n3Z2@8l FWEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3Lp&Zy q/

ebl U qlgTbhHkLbCC2r 7RTn8vpQAp47BGVYGE GSBMpTRP5hnbzzugj 3i t ki LHj U39S2sJCJ0Tr Jx5
i 8BygR4s3nmHKBj 8] +ePQxGLlk GbF6R4yg6s ECiXn17 VRQVXODNHZbAgMBAAECgQEAY1t si Usl wDl 5
91CXi r kYQuVF LyLf | Xenxf | 50nDFns/ numrql oHO7t r Oor i HDREK7WVEY/ YY5Ykc XNo7mvy UVD1pM
ZNUJs7r W9gZRTr f 7Lyl aJ58kCcyaj w8Ts C4e4LPbFaHwS1d6K8r Xn6406WjWASr sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJNf Zc9XW Uw77Jg8x92Zd0f VhHOUX51 ZC+Uv SKNB4dyf cl

t EBC3p9bbU9VGY YSVLCAI | b4qQKBgQDLI O24GXr | kswF32Yt BBMUVgLGOMIIh9H O9nKAc 2nBCiL
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dy Q7 p6Aj Mij p9EPent SVOK9v XYLOPt co
xWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5] wKBgQCKk pHi 2EI Sh1uRkhx!| j yWC
i DCi K6JBRsM/pLbcOv5dKkwP5al 01f mdiR5PJaVv2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFbyhsbm
r dLNLDL4+TcnT7c62/ aHOlohYaf / VCbRht LI Bf qGoQc7+sAc8vnKkesnF7CqCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTwWwE d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwkX/ ypeOXxnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWNv XgwwOroi Chj xVEKSAsTTI f nK4VSCvU9BXxDbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUHAYnmVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKO GHBYHBDI Xt zMhdJr 15HTY] xK7OgTZm
gK+8zp4L9l bvLGEDMI OBV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMVe Y+Q zd4
JZKj TSu3i 7vhvx6RzdSedXEMNTZWN4ql | x3kR5aHcuk CgYA9T+Zr vimlFOseQPbLknn7EghXI j BaT
P8TTvW 6bdPi 23ExzxZn7KQdr f cl YRph1LHVpAONv/ x2XALI f 91UB+v50hyloDoasLOgi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5@G994CK72f y5Why ERbD] Ul dHaK3MB49JJuf 8¢ Sr vSh4g==

----- END RSA PRI VATE KEY-----

The resulting private key must be saved in alocal file for later use. Create a file named

i d_rsa-gsg- keypai r and pasteinto it al lines starting with the line

R BEG N PRI VATE KEY----- " and ending with theline"- - - - - END PRI VATE KEY-----
Confirm that the file contents looks exactly as shown below.

----- BEG N RSA PRI VATE KEY-----

M | EoQ BAAKCAQBULFg5uj Hrt nilj nut SuoCBXe56L1 T+HVBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQY anl n3Z@8l FWIEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3Lp&Zy q/

ebl U qlgThHkLbCC2r 7RTn8vpQAp47BGVYG GSBMp TRP5hnbzzugqj 3i t ki LHj U39S2sJCJ0Tr IJx5
i 8BygR4s3nmHKBj 81 +ePQxGLk GhF6R4y g6s ECmXn1 7 MRQVXCDNHZbAgVBAAECYgEAY1t si Usl wDl 5
91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ numrgl oHO7t r Oor i HDRSK7WMEY/ YY5YKkc XNo7nmv UVD1pM
ZNUJs7rwWogZRTr f 7Lyl aJ58kCcyaj w8TsCAe4LPbFaHWS1d6K8r Xn6406WJWAST sB61 Cnr 1kGQ 7
3wef gt Secl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6 MIDOFEQRc CSi gCj +4/ nti FUSA
SWE4dMor pb9FNSI cf 9dcLxVMZ/ 6KxgJINf Zc9XWe Uw77Jg8x92Zd0f VhHOUX 51 ZC+Uv SKWB4dyf cl

t EBC3p9bbU9VGYy Y5VLCAI | b4qQKBgQDLI O24GXr | kswF32Yt BBMUVgLGOMIIh9H COnKAc 2nBCmlL
j UESI pzRj Tedc9l 2qgi | MJTwt gnw42auSCzbUe YMURPt Dy Q7 p6Aj Mij p9EPent SVOK9v XYLOPt co
xWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5] wKBgQCKk pHi 2EI Sh1uRkhx| j yWC
i DCi K6JBRsM/pLbcOv5dkwP5al 01f miR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFnbyhsbm
rdLNLDL4+TcnT7¢62/ aHOlohYaf / VCbRht LI Bf qGoQc7+sAc8vimKkesnF7CqCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTwwEl d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwkX/ ypeOxnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWNv XgwwO+oi Chj xvEKSdsTTI f nK4VSCvU9BXxDbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUHAYnVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKOl GHBYHBDI Xt zMhdJr 15HTY] xK70gTZm
gK+8zp4L9l bvLGDMI OBV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMe Y+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWNA (| | x3kR5aHcuk CgYA9T+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTVW 6bdPi 23ExzxZn7KCdr f cl YRph1LHVPAONV/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49J Juf 8¢ Sr vSb4g==

----- END RSA PRI VATE KEY-----

Launch an Instance

Y ou are now ready to launch an instance of the AMI you selected above.

API Version 2007-03-01
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Starting with an Existing AMI

PROVPT> ec2-run-instances am -5bae4b32 -k gsg-keypair
I NSTANCE i -10a64379 am - 5bae4b32 EC2 pendi ng gsg- keypair O

Theinstance ID in the second field of the output is a unique identifier for the instance and can be used
subsequently to manipulate your instance, e.g. to terminate it.

@ Important

Once you launch an instance, you will be billed per hour for CPU time. Make sure you
terminate any instances which you don't intend to leave running indefinitely.

It will take afew minutes for the instance to launch. Y ou can follow its progress by running:

PROVPT> ec2-descri be-instances i-10a64379

RESERVATI ON r-feab54097 495219933132 EC2

I NSTANCE i -10a64379 am -5bae4b32  donlH

12- 34- 31- 00- 00- 05. usmal. conmput e. amazonaws. com  EC2 runni ng gsg- keypai r
0

When the status field reads "running", the instance has been created and has started booting. There may
till be a short time before it is accessible over the network, however. The DNS name displayed in the
sample output above will be different from that assigned to your instance. Make sure you use the
appropriate one.

Authorize Network Access

In order to be able to reach the running instance from the Internet, you need to enable access for the ssh
service which runs on port 22:

PROWPT> ec2-authorize default -p 22
PERM SSI ON default ALLOAS tcp 22 22 FROM Cl DR
0.0.0.0/0

Connect to the Instance

Now that you have arunning instance, you can log in and modify it according to your requirements. If
you launched a public Amazon EC2 AMI, you can use the following command to log in with your own
private key:

PROWPT> ssh -i id_rsa-gsg-keypair root@omJ;
12-34- 31- 00- 00- 05. usmal. conmput e. amazonaws. com
root @y-i nstance #

Otherwise, use the plain ssh command and supply the appropriate password when prompted.

PROWPT> ssh root @omJ 12- 34- 31- 00- 00- 05. usnal. conput e. amazonaws. com
root @y-instance #

Y ou now have complete control over the instance and may add, remove, modify or upgrade packages
and files to suit your needs. Some of the basic configuration settings related to the Amazon EC2
environment, such as the network interface configuration and / et c/ f st ab contents, should only be
changed with extreme care, to avoid making the AMI unbootable or inaccessible from the network once
running.

Upload the Key and Certificate

API Version 2007-03-01
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Creating through a Loopback File

The new AMI will be encrypted and signed to ensure that it can only be accessed by you and
Amazon EC2. Y ou therefore need to upload your Amazon EC2 private key and X.509 certificate to the
running instance, for use in the AMI bundling process.

Assuming the private key and X.509 certificate are contained in files
pk- HKZYKTAI G2ECMXYI BH3HXV4ZBZQB5CLO. pemand
cert - HKZYKTAI ECMXYI BH3HXV4ZBZQ65CLO. pem copy both of these files to your instance:

PROVPT> scp pk- HKZYKTAI ECMXYI BH3HXV4ZBZ(QB5CLO. pem cert - HKZYK-
TAI ECMXYI BH3HXV4ZBZ(QB5CLO. pem r oot @om)-
12- 34- 31- 00- 00- 05. usmal. conput e. amazonaws. com /t nmp

pk- HKZYKTAI ECMXYI BH3HXV4ZBZ(B5CLO. pem 100% 717
0. 7KB/ s 00: 00 cert - HKZYKTAI GECMXYI BH3HXV4ZBZ(QB5CLO. pem
100% 685 0. 7KB/ s 00: 00
> Note
It isimportant that the key and cert files are uploaded into /tmp to prevent them being
bundled with the new AMI.

Y ou are now ready to proceed to the next step which involves bundling the volume and uploading the
resulting AMI to Amazon S3. Thisis described in the section called “Bundling an AMI”.

Creating through a Loopback File

This method entails doing a full operating system installation on a clean root file system, but avoids
having to create a new root disk partition and file system on aphysical disk. Once you have installed
your operating system, the resulting image can be bundled as an AMI with the ec2-bundle-image
utility.

Create a File to Host the AMI

The dd utility can be used to create files of arbitrary sizes. In this case, make sure to create afile large
enough to host the operating system, tools and applications that you will install. For example, abaseline
Linux installation requires about 700MB, so your file should be at least 1GB. The command below
creates afile of 1024* IMB=1GB.

# dd if=/dev/zero of =ny-i mage.fs bs=1M count =1024
1024+0 records in
1024+0 records out

Create a Root File System Inside the File

There are several variations on the generic mkfs utility that can be used to create afile system inside
my-i mage. f s. Typical Linux installations default to ext 2 or ext 3 file systems. Create an ext 3 file
system by issuing the following command:

# nke2fs -F -j ny-image.fs

nke2fs 1.38 (30-Jun-2005)

Fil esystem | abel =

CS type: Linux

Bl ock size=4096 (| o0g=2)

Fragment size=4096 (| og=2)

131072 i nodes, 262144 bl ocks

13107 bl ocks (5.00% reserved for the super user
Fi rst data bl ock=0

Maxi mum fil esyst em bl ocks=268435456
8 bl ock groups
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32768 bl ocks per group, 32768 fragnents per group
16384 i nodes per group
Super bl ock backups stored on bl ocks:

32768, 98304, 163840, 229376

Witing inode tables: done
Creating journal (8192 bl ocks): done
Witing superbl ocks and filesystem accounting information: done

This filesystemw || be automatically checked every 24 nounts or
180 days, whichever conmes first. Use tune2fs -c or -i to override.

Mount the File through Loopback

The loopback module allows you to use anormal file asif it were araw device. In this manner you get a
file-system in afile. Mounting afile system image file through loopback presentsit as part of the normal
file system. Y ou can then modify it using your favorite file management tools and utilities. Create a
mount point in the file system where the image will be attached and then mount the file system image, as
follows:

# nkdir /mt/ec2-fs
# mount -0 loop ny-inmage.fs /mt/ec2-fs

Prepare for the Installation

Before the operating system installation can proceed, some basic files have to be created and prepared
on the newly created root file system.

Create dev

Create a/ dev directory and populate it with aminimal set of devices (you can ignorethe errorsin the
output):

# nkdir /mmt/ec2-fs/dev

# [ sbin/ MAKEDEV -d /mt/ec2-fs/dev -x consol e
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

# [ sbin/ MAKEDEV -d /mmt/ec2-fs/dev -x null
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

# [ sbin/ MAKEDEV -d /mt/ec2-fs/dev -x zero
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

Create /et

Create an/ et c directory:
# nkdir /mt/ec2-fs/etc

Create/ mt/ ec2-f s/ et c/ f st ab and add the following entriesto it:

/dev/sdal [/ ext3 defaults 11
none /dev/pts devpts gid=5,node=620 0 O
none /dev/shm tnpfs defaults 00
none / proc proc defaults 00
none / sys sysfs defaults 00
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Create yum xen. conf

Create atemporary yum configuration file that will ensure all the required basic packages and utilities
areinstalled. This configuration file can be created anywhere on your main file system, but for now welll
assume that you create it in your working directory. Just to clarify, it does not need to be created in the
loopback file system. It is used only during installation of the loopback file system. Create

yum xen. conf with the following content:

[ mai n]

cachedi r =/ var/ cache/ yum
debugl evel =2
logfile=/var/log/yuml| og
excl ude=*- debugi nf o
gpgcheck=0

obsol et es=1

reposdi r =/ dev/ nul |

[ base]

name=Fedora Core 4 - $basearch - Base

mrrorlist=http://fedora.redhat.com downl oad/ m rrors/fedora-core-$rel easever
enabl ed=1

[ updat es-rel eased]

nane=Fedora Core 4 - $basearch - Rel eased Updates

mrrorl-

i st=http://fedora.redhat.con downl oad/ m rrors/updat es-rel eased- f c$r el easever
enabl ed=1

Mount proc

Dueto abug in the groupadd utility from the shadow ut i | s package (versions prior to 4.0.7-7), the
new pr oc file system needs to be mounted by hand at this point.

# nkdir /mt/ec2-fs/proc
# nmount -t proc none /mmt/ec2-fs/proc

Install the Operating System

At this stage all the basic directories and files have been created and you are ready to do the operating
system installation. This process might take a while depending on the speed of the host and the network
link to the repository.

# yum -c yum xen.conf --installroot=/mt/ec2-fs -y groupinstall Base
Setting up Group Process
Setting up repositories

base 100% | | 1.1 kB 00: 00
updat es-rel eased 100% | | 1.1 kB 00: 00
conps. xm 100% | | 693 kB 00: 00
conps. xm 100% | | 693 kB 00: 00
Setting up repositories

Readi ng repository nmetadata in fromlocal files

primary. xm . gz 100% | | 824 kB 00: 00
base L HERHHHR TR R R R R R R R R 2772] 2772
Added 2772 new packages, deleted O old in 15.32 seconds

primary. xm . gz 100% | | 824 kB 00: 00

updat es-re: ##HHHHHH R 2772] 2772
Added 2772 new packages, deleted O old in 10.74 seconds

Oorrpl ete!

Congratulations!
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Y ou now have a base installation in the image file you've created. The next steps are to configure the
installation to operate inside Amazon EC2, and to customize the installation for your use.

Configure the Installed Operating System

The base operating system has now successfully been installed. Y ou must now configure the networking
and hard drivesto work in the Amazon EC2 environment.

Configure the Network Interface

The Amazon EC2 environment provides a networking interface card that needs to be configured to
provide external network access for the running instance. Edit (or create) the following file

/ mt/ec2-fs/etc/sysconfig/ network-scripts/ifcfg-eth0, making sureit contains at least
the following information.

DEVI CE=et h0
BOOTPROTO=dhcp
ONBOOT=yes
TYPE=Et her net
USERCTL=yes
PEERDNS=yes

I PV6I NI T=no

Note

=

The Amazon EC2 DHCP server ignores hostname requests. If you set DHCP_ HOSTNANME
the local hostname will be set on the instance but not externally. In addition, thislocal
hostname will be the same for all instances of the AMI, which may prove confusing.

Enable Networking

After configuring the network interface, you need to ensure that networking will come up when the
systemis started. To do this, ensure that (at least) the following appearsin
/ mt/ec2-fs/etc/sysconfig/network.

NETWORKI NG=yes

Set up Hard Drivesin/etc/fstab

Amazon EC2 provides the instance with additional local storage by way of adisk drive on/ dev/ sda2.
In addition, swap space is provided on/ dev/ sda3. To ensure both these are mounted at system start up
time, add the following linesto/ mt / ec2-f s/ et ¢/ f st ab:

/dev/sda2 /mmt ext 3 defaults

12
/ dev/ sda3 swap swap defaults 00

Configure Additional Services

Finally, make sure that all of your required services will be started at system start up time by allocating
them to the appropriate system run levels. To enable the service ny- ser vi ce on multi-user and
networked run levels, for example, execute:

# chroot /mmt/ec2-fs /bin/sh
# chkconfig --level 345 ny-service on
# exit
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Unmount the Loopback File

Y our new installation has now been successfully installed and configured to operate in the Amazon EC2
environment. Y ou may now unmount the image:

# unmount /mt/ec2-fs/proc
# umount -d /mt/ec2-fs

Bundling an AMI

A root file system image needs to be bundled as an AMI in order to be used with the Amazon EC2
service. The bundling process first compresses the image to minimize bandwidth usage and storage
requirements. The compressed image is then encrypted and signed to ensure confidentiality of the data,
and authentication against the creator. The encrypted imageisfinally split into manageable parts for
upload. A manifest fileis created containing a list of the image parts with their checksums. This chapter
provides an overview of the AMI tools that automate this process and some examples of their use.

The AMI tools are three command-line utilities:
1. ec2-bundle-image bundles an existing AMI

2. ec2-bundle-vol creates an AMI from an existing machine or installed volume
3. ec2-upload-bundle uploads a bundled AMI to S3 storage

Installing the AMI Tools

The AMI tools are packaged as an RPM suitable for running on Fedora Core 3/4 with Ruby 1.8.2 (or
greater) installed. On Fedora Core 4 Ruby can be installed by following the steps below. Y ou will need
root privilegesto install the software. Y ou can find the AMI tools RPM from our public S3 downloads
bucket.

First install Ruby using the yum package manager.

# yuminstall ruby

Install the AMI tools RPM.

# rpm-i ec2-am -tool s-Xx.x-XxxxX.i386.rpm

Installation Issues

The AMI toolslibrariesinstall under / usr/1i b/ si t e_r uby. Ruby should pick up this path
automatically, but if you see aload error when running one of the AMI tilities, it may be because Ruby
isn't looking there. To fix this, add / usr/ 1 i b/ si t e_r uby to Ruby'slibrary path, which is set in the
RUBYLI B environment variable.

Documentation

The manual describing the operation of each utility can be displayed by invoking it with the - - manual
parameter. For example:

# ec2-bundl e-i mage - - manual
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Invoking autility with the - - hel p parameter displays a summary and list of command line parameters.
For example:

# ec2-bundl e-i mage --help

Using the AMI Tools

Once a machine image has been created it must be bundled as an AMI for use with Amazon EC2, as
follows. Use ec2-bundle-image to bundle an image that you have prepared in aloopback file, as
described in the previous section.

# ec2-bundl e-image -i ny-image.ing -k pk- HKZYKTAl ECMXYI BH3HXV4ZBZ(QB5CLO. pem
-c cert - HKZYKTAI G2ECMXYI BH3HXV4ZBZQB5CLO, pem -u 12345678

Thiswill create the bundlefiles:

i mage. part. 00
i mge. part. 01

i ﬁﬁge. part. NN
i mage. nani f est . xm

Alternatively an AMI could be created by snapshotting the local machine root file system and bundling
it al at once by using ec2-bundle-val. (note: you will need to have root privileges to do this and
SELinux must be disabled). Use ec2-bundle-vol to re-bundle a (modified) running instance of an
existing AMI, as described in the previous section.

# ec2-bundl e-vol -k pk-HKZYKTAI ECMXY| BH3HXV4ZBZ(B5CLO. pem - ¢ cert -
HKZYKTAI GECMXY| BH3HXV4ZBZ(B5CLO. pem -s 1000 -u 495219933132

Aswith ec2-bundle-image, ec2-bundle-vol will create image parts files and a manifest file.

Note
=

If selinux is enabled when ec2-bundle-val is run, the filesystem creation step may fail.
Selinux should be disabled while thisis done.

Uploading a Bundled AMI

The bundled AMI needs to be uploaded for storage in Amazon S3 before it can be accessed by

Amazon EC2. Use ec2-upload-bundle to upload the bundled AMI that you created as described above.
S3 stores data objects in buckets, which are similar in concept to directories. Buckets must have globally
unique names. The ec2-upload-bundle utility will upload the bundied AMI to a specified bucket. If the
specified bucket does not exist it will be created. However, if the specified bucket already exists, and
belongs to another user, then ec2-upload-bundle will fail.

# ec2-upl oad-bundl e -b my-bucket -minmage. mani fest.xm -a ny-
aws- access-key-id -s ny-secret-key-id

The AMI manifest file and all image parts are uploaded to S3. The manifest fileis encrypted with the
Amazon EC2 public key before being uploaded.

Building Shared AMiIs
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This section describes best practices for building shared AMIs. Building safe, secure, useable AMIsfor
public consumption is afairly straightforward process, if you stick to afew simple guidelines.

Y ou're welcome to choose to ignore any, or al, of these guidelines. They're not requirements for
publishing an AMI. However, we believe that following these guidelines will make for afar smoother
user experience and help ensure your users' instances are secure.

Platform Notes

These guidelines are generally written with Fedora distros in mind, but the principles hold for any AMI.
Y ou may need to tweak the examples we've provided to get them to work on other distributions.

Many of the steps bel ow involve automating something during the boot sequence. We've made afew
notes for some of the more common distributions below. For other distros check your local
documentation or search the AWS forums in case someone else has done it already.

» On Red Hat and Fedora systems you can add these stepstoyour /et c/rc. d/ rc. | ocal script.
» On Gentoo systems you can add themto/ et ¢/ conf . d/ | ocal . | ocal .
* On Ubuntu systemsyou can add themto/etc/rc. | ocal .

» On Debian, you may need to create astart up scriptin/etc/init.d and useupdate-rc.d
<scri ptname> defaul ts 99 (where<scri pt name> isthe name of the script you created) and
add the stepsto this script.

Update the AMI Tools at Boot Time.

We recommend that during the boot process your AMIs should fetch and upgrade the EC2 AMI creation
tools. This ensures that new AMIs based on your shared AMIs contain the latest AMI creation tools.

On Fedora, adding the following to r cl ocal will update the AMI tools at boot.

# Update the EC2 AM creation tools

echo " + Updating ec2-am -tool s"

wget http://s3.amzonaws. conf ec2- downl oads/ ec2- am -t ool s. noarch. rpm && \
rpm -UWh ec2-am -tool s. noarch. rpm && \

echo " + Updated ec2-ani-tools”

Y ou may wish to use this pattern to auto update other software on your image. It's up to you to decide
which, if any, of the software componentsinstalled on your AMI should be updated at boot time. Two
things to consider when making this decision are how much WAN traffic will the update generate
(bearing in mind your users will be charged for it) and how much risk is there that the update will break
other software on the AMI.

Disable Password Based Logins for Root

A fixed root password for a public AMI is a security risk. It won't be long before it becomes well
known. It's not sufficient to rely on users changing the password after logging in for the first time, since
thisleaves a small window of "opportunity” for someone looking for a chance to do something bad (or
cheap thrills).

The solution is to disable password based logins for the root user. In fact, we recommend you go one
step further and randomi ze the root password at boot, just in case. Defense-in-depth is always a good
strategy.

To disable password based logins for root, edit the/ et c/ ssh/ sshd_conf i g file and find and change
the following line
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#Per m t Root Logi n yes

to

Per m t Root Logi n wi t hout - passwor d

Thelocation of this configuration file may differ for your distribution, or if you're not running
OpenSSH. Consult the relevant documentation if thisis the case.

Randomizing the root password is aso pretty simple. Add the following to your boot process.

if [ -f “/root/firstrun" ] ; then
dd i f=/dev/urandom count =50| nd5sun| passwd --stdin root
rm-f /root/firstrun

el se
echo "* Firstrun *" && touch /root/firstrun

fi

Once again, you may need to consult the relevant documentation if you're using a distro other than
Fedora.

Install Public Key Credentials.

Now that we've done a pretty thorough job of ensuring that no one can log into instances of our AMI
using a password, we need to make sure they can login using some other mechanism.

EC2 alows users to specify a public-private keypair name when launching an instance. When avalid
keypair name is provided to the Runlnstances API call (or through the command line API tools) the
following happens behind the scenes:

The public key (the only portion of the keypair EC2 retains on the server after a call to CreateKeyPair)
is made available to the instance through two methods

1. anHTTP query

2. afile on the instance's ephemeral store (/ dev/ sda2). Thisfileis named openssh_i d. pub and its
format is compatible with the OpenSSH aut hori zed_keys file.

Note
=

The HTTP request is the preferred method of retrieving the public key. The second method
is deprecated and will be phased out in future versions of the service.

Thismeans at boot, all your AMI need do isretrieve the key value and append it to

/root/.ssh/aut hori zed_keys (or the equivalent for any other user account on the AMI) and users
will be able to launch instances of your AMI with akeypair and log in without requiring a root
password.

if [ ! -d/root/.ssh ] ; then
nkdir -p /root/.ssh
chrnod 700 /root/.ssh
fi
# Fetch public key using HTTP
curl http://169.254. 169. 254/ 2007- 03- 01/ / et a- dat a/ publ i c- keys/ 0/ openssh-key >
/tpl/ my- key
if [ $2 -eq 0] ; then
cat /tnp/ nmy-key >> /root/.ssh/authorized_keys
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chnod 600 /root/.ssh/authorized_keys
rm/tnp/ ny-key
fi

# or fetch public key using the file in the ephenmeral store:
if [ -e /mt/openssh_id.pub ] ; then
cat /mmt/openssh_id. pub >> /root/.ssh/authorized_keys
. chrmod 600 /root/.ssh/authorized_keys
i

This can be applied to any user account. There is no reason to restrict it to root.

Note
=

There's an implication of this step that you should be aware of: rebundling an instance
based on this image will include the key it was launched with in the new image, unless you
explicitly clear out (or delete) theaut hor i zed_keys file. You can also exclude thisfile
from rebundling.

Disable sshd DNS Checks

Thisisan optional step. It dightly weakens your sshd security (although not significantly), but ensures
that should DNS resolution fail, ssh loginswill still work. If you leave this setting at its default, DNS
resolution failures will prevent logins altogether.

To disable password based logins for root, edit the/ et c/ ssh/ sshd_confi g file and find and change
the following line

#UseDNS yes

to this

UseDNS no

The location of this configuration file may differ for your distribution, or if you're not running
OpenSSH. Consult the relevant documentation if thisis the case.

Identify Yourself

Currently thereis no easy way of knowing who provides a shared AMI. All you are presented withisa
numeric user id. We suggest that you post a description of your ami, and the ami id, in the Amazon EC2
developer forum. Thiswill provide usersinterested in trying new shared AMIs with a central location to
find information about those AMIs.

We are working on making it easier to share and find new AMIs.

Protect Yourself

We have looked at making shared AMIs safe, secure and useable for the users who launch them, but if
you publish a shared AMI you should also take steps to protect yourself against the users of you AMI
This section looks at steps you can take to do this.

We recommend against storing sensitive data or software on any AMI that you share. Users who launch
ashared AMI potentially have access to rebundle it and register it astheir own. Follow these guidelines
to help you to avoid some easily overlooked security risks:
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» Always delete the shell history before bundling. If you attempt more than one bundle upload in the
same image the shell history will contain your secret access key.

» Bundling arunning instance requires your private key and X509 certificate. Put these and other
credentialsin alocation that will not be bundled (such as the ephemeral store).

 Exclude the ssh authorized keys when bundling the image. The Amazon public images store the
public key an instance was launched with in that instance's ssh authorized keysfile.

It isnot possible for thislist to be exhaustive. Build your shared AMIs carefully and consider where you
might be exposing sensitive data.

Sharing AMIs

Introduction

Amazon EC2 makes it possible for users to share their AMIs with other users. This section describes
how to do this using the Amazon EC2 command line tools.

Please be sure to read the section called “Building Shared AMIS’ (which highlights the security
considerations of sharing AMIs) before proceeding.

AMIshaveal aunchPer ni ssi on property that controls which users, besides the owner, are allowed to
launch instances of that AMI. By modifying an AMI's| aunchPer i ssi on property itis possibleto
allow all usersto launch the AMI (make the AMI public) or to allow only afew specific usersto launch
the AMI (explicit launch permissions).

Thel aunchPer i ssi on attribute isalist of users and launch groups. Launch permissions can be
granted by adding items to the list and revoked by removing items from the list. Explicit launch
permissions for users are granted or revoked by respectively adding or removing their AWS account ids.
The only launch group currently supported istheal | group, which gives launch permissionsto all users
and makes the AMI public. In the rest of this chapter we refer to launch groups simply as groups. These
launch groups are not the same as security groups and the two should not be confused. An AMI may
have both public and explicit launch permissions.

The owner of an AMI is not billed when their AMI is launched by another user. Only the user launching
the AMI is billed.

Making an AMI Public

An AMI is made public by adding theal | group to the AMI's| aunchPer ni ssi on attribute. This can
be done with the ec2-modify-image-attribute command.

PROWPT> ec2-nodify-image-attribute am -5baed4b32 --1aunch-pernission -a all
| aunchPer m ssi on am - 5hae4b32 ADD group al |

To check the launch permissions on an AMI use the ec2-describe-image-attribute command. In this
example the shortened form of --launch-permission, -l, is used.

PROVPT> ec2-descri be-image-attribute ami -5baed4b32 -I
| aunchPer m ssi on am - 5bae4b32 group al |

An AMI is be made private again by removing theal | group from its launch permissions. Thiswill not
affect any explicit launch permissions the AMI may have or any running instances of the AMI.

PROWPT> ec2-nodi fy-i mage-attri bute am -5bae4b32 -1 -r all
| aunchPer m ssi on am - 5bae4b32 REMOVE  gr oup al |
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Sharing an AMI with Specific Users

It is possible to share an AMI with specific users without making the AMI public. Thisis done by
adding explicit launch permissions. To do this you need the user's AWS account id.

PROVWPT> ec2-nodi fy-image-attri bute ami -5bae4b32 -1 -a 495219933132
| aunchPer m ssi on am - 5bae4b32 ADD userld 495219933132

Explicit launch permissions are removed in the same way as public launch permissions.

PROWPT> ec2-nodi fy-i mage-attri bute am -5bae4b32 -1 -r 495219933132
| aunchPer m ssi on am - 5bae4b32 REMOVE userld 495219933132

Another way to remove launch permissionsis to use the ec2-reset-image-attribute command. This will
remove any launch permissions that have been added to an AMI, public and explicit. Owners always
have launch permissions for their AMIs and will not lose those permissions by using
ec2-reset-inmage-attribute.

PROVPT> ec2-reset-inmage-attri bute ani -5bae4b32 -1
| aunchPer m ssi on am - 5bae4b32 RESET

Publishing Shared AMiIs

AMIs can be published by posting them in the Amazon Web Services Resource Center, Public AMIs
Folder.

The following information must be included when publishing AMIs:

« AMIid
e AMI manifest

We recommend the following information should also be included when publishing AMIs:

Publisher

Publisher URL

OS/ Distribution
Key Features
Description
Daemons/ Services
Release Notes

The following template can be cut and pasted into the document. Y ou must bein HTML edit mode.

<strong>AM &nbsp; I D: </strong>[am -id]<br />

<strong>AM &nbsp; Mani f est: </strong>[ bucket/i nmage. mani fest.xm ] <br />
<h2>About this AM </ h2>

<ul >

<l i >Publ i shed by [Publisher] (<a
href="http://ww. nysite.com>[http://ww. nysite.coni</a>).<br />

</[li>
<li>[Key Features] <br />
</[li>

<li>[Description]</li>
<li >This image contains the foll owi ng daenons / services:
<ul >
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<l'i>[ Daenon 1] </1i>
<li>[ Daermon 2]</li>
</ ul >
</li>

</ ul >

<h2><st r ong>What &#39; s New?</ st rong></ h2>The fol | owi ng changes were nmade on
[ Dlat e].<br />

<ul >

<li>[ Rel ease Notes 1]</li>

</ ul >

<span style="font-size: x-small; font-famly: courier

new, cour i er " >&nbsp; &bsp; &nbsp; &bsp; &bsp; - &nbsp; [ Not e 1] </ span><br />
<span style="font-size: x-small; font-famly: courier

new, couri er " >&nbsp; &bsp; &nbsp; &bsp; &bsp; - &bsp; [ Not e 2] </ span><br />
<span style="font-size: x-small; font-famly: courier

new, cour i er " >&nbsp; &bsp; &nbsp; &bsp; &bsp; - &bsp; [ Not e 3] </ span><br />
<ul >
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Launching and Using Instances

This section details how to launch instances and retrieve instance specific data from within the image. It
also covers launching shared AMIs and security risks associated with running shared AMIs.

Using Instances

Theinstance is your basic computation building block. It is a medium-sized host that provides you with
the same predictable performance you would expect from a physical host. Y ou can run on as many or as
few asyou need at any given time. Each instance predictably provides the equivalent of a system with a
1.7Ghz x86 CPU, 1.75GB of RAM, 160GB of local disk, and 250Mb/s of network bandwidth.

Once launched, an instance looks very much like atraditional host. Y ou have complete control of your
instances. Y ou have root access to each one, and you can interact with them as you would any machine.

Best Practices

Here are some suggestions for making the best use of Amazon EC2 instances.

» Do not rely on an instance's local storage for valuable, long-term data. Instances can fail, and when
they fail, the data on the local disk islost. You should use areplication strategy across multiple
instances to keep your data safe or store your persistent datain Amazon S3.

 Define images based on the type of work your instances perform. For "internet applications' you may
choose to define one image for database instances and one image for your webservers. Image creation
and storage are cheap and easy operations. Individualize and customize as necessary. Keeping your
images specialized will mean that the resulting AMIs can be smaller. Smaller AMIswill boot
considerably faster.

» Monitor the health of your instances. Make your instances work for you by monitoring each other.
Y ou may choose to create an image which contains one of the various open-source monitoring tools
such as Nagios or OpenNM S. Each worker instance, based on your other images, might then report its
health to your monitoring instance.

» Keep your Amazon EC2 firewall permissions as restrictive as possible. Only open up permissions you
need to open. Use separate groups to deal with instances that have different network ingress
reguirements. Consider using additional security measures inside your instance including your own
firewall. If you need to login interactively (ssh), consider creating a bastion security group that allows
external login, while the remainder of your instances are in a group that does not allow external login.
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Using Instance Data

Introduction

Amazon EC2 instances may access instance-specific metadata as well as data supplied when launching
the instances. This data can be used to build more generic AMIs (e.g. behavior could be modified by
configuration files supplied at launch time).

Example Scenario

Perhaps you run web servers for various Mom-and-Pop stores. All the instances use the same AMI. At
launch time you could specify which Amazon S3 bucket the AMI should retrieve its content from. This
allows you to launch multiple Mom-and-Pop sites serving different content using the same AMI by
doing the following:

 Create an Amazon S3 bucket
 Place your content in the Amazon S3 bucket
» Launch an instance of your web server AMI specifying the Amazon S3 bucket containing the web

content
Categories of Available Data
The data available to instances is categorized into

metadata
Thisdatais specific to an instance. Currently we provide:

Data Description Version Intro-
duced

ami-id The AMI id the instance was launched with. 1.0
ami-manifest-path The manifest path of the AMI the instance was 1.0

launched with.
ami-launch-index Theindex of thisinstance in the reservation (per 1.0

AMLI).
instance-id Theid of thisinstance. 1.0
hostname The local hostname of thisinstance. Deprecated 1.0

asof 2007-01-19, usel ocal - host nane instead.
local-hostname The local hostname of the instance. 2007-01-19
public-hostname The public hostname of the instance. 2007-01-19
local-ipv4 Public IP address if launched with direct address- 1.0

ing, private IP addressif launched with public ad-

dressing.
public-ipv4 NATted public IP Address 2007-01-19
public-keys/ Public keys. Only available if supplied at instance 1.0

launch time
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Data Description Version Intro-
duced
reservation-id Id of the reservation. 1.0
security-groups Names of the security groupstheinstanceis 1.0
launched in. Only available if supplied at instance
launch time
product-codes Product codes associated with this instance. 2007-03-01

user-supplied data
Any user-supplied datais treated as opague data: what you give usiswhat you get back.

Note

 All instances launched together get the same user-supplied data. Y ou may use the
AMI launch index as an index into the data (example).

e User dataislimited to 16K. Thislimit applies to the datain raw form, not base64
encoded form.

» The user data must be base64-encoded before being submitted to the API. The API
command-line tools perform the base64-encoding for you. The data will be base64
decoded before being presented to the instance.

=

Retrieving the Data

An instance retrieves the data by querying aweb server using a REST-like API. The base URI of all
requestsishttp://169. 254. 169. 254/ 2007- 03- 01/ where 2007- 03- 01 indicates the API version.

Note

=

Version 1.0 is part of alegacy versioning scheme. Newer versions follow a date based
versioning scheme. See the section called “API Versioning” for more information on the
versioning scheme used by Amazon EC2.

The latest version of the API is always available using the URI ht t p: // 169. 254. 169. 254/ | at est .

Security of Launch Data

Although this datais only accessible by your specific instance, the datais not protected by cryptographic
methods. Y ou should take suitable precautions to protect sensitive data (such as long lived encryption

keys).
You are not billed for these HTTP requests.

Retrieving Metadata

Requests for a specific metadatum resource returns the appropriate value or a404 HTTP error code if
theresourceis not available. All metadatais returned as text (content typet ext / pl ai n).

Requests for a general metadatum resource (i.e. an URI ending with a/ ) return alist of the resources
available at that level or a404 HTTP error code if thereis no such resource. The list items are on
separate lines with lines terminated by any combination of linefeed (ASCII 10) and carriage return
(ASCII 13).
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Resource & URI

Get the available APl versions

GET http://169.254. 169. 254/

Get the top-level metadata items

GET ht-
tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
dat a/

Get the value of metadatum X (where X' isfrom
the above list)

CET ht -
tp://169.254. 169. 254/ 2007- 03- 01/ net a-
dat a/ X

Example
Request
GET http://169. 254. 169. 254/

Response
1.0
2007-03-01

Request
CET ht -

tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
dat a/

Response

am -id

am - | aunch-i ndex

am - mani f est - path

i nstance-id

host nane

| ocal -i pv4

publ i c-keys/

reservation-id

security-groups

Request

CGET ht-

tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
dat a/ am - mani f est - pat h

Response

nmy- am s/ spand- i mage. mani f est . xm
Request

CGET ht -
tp://169.254.169. 254/ 2007- 03- 01/ et a-
data/am -id

Response

am - 5bae4bh32

Request

CGET ht-

tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
data/reservation-id

Response

r-feab54097

Request

GET ht -
tp://169.254. 169. 254/ 2007- 03- 01/ et a-
dat a/ host nane

Response

APl Version 2007-03-01
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Resource & URI

Get thelist of available public keys

CET ht -
tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/

In which formatsis public key 0 available?

CET ht -
tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/ 0/

Get public key 0 (in openssh-key format)

CET ht -
tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/ 0/ openssh- key

Get product codes

CET ht -
tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ pr oduct - codes

Retrieving User Data

Example

domJ-

12- 34- 31- 00- 00- 05. usnal. conmput e. amazo
naws. com

Request

CGET ht -

tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/

Response

0=ny- publ i c- key

Request

GET ht-

tp://169. 254. 169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/ 0/

Response

openssh- key

Request

GET ht -

tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ publ i c- keys/ 0/ openssh- key
Response

ssh-rsa AAAA. .. .. WZEf my-publi c- key

Request

GET ht -

tp://169.254.169. 254/ 2007- 03- 01/ net a-
dat a/ pr oduct - codes

Response

77T4FAFF8

Requests for the user data returns the data as-is (content type appl i cat i on/ x- oct et st r eam).

Note

=

As mentioned previously, all user-supplied datais treated as opaque data: what you give us
iswhat you get back. It is thus the responsibility of the instance to interpret this data

appropriately.
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Resource & URI Examples

Request
Get the user-supplied data
CGET ht-

GET ht. tp://169. 254. 169. 254/ 2007- 03- 01/ user -
tp://169. 254. 169. 254/ 2007- 03- 01/ user - 92t 2
data Response

1234, fred, reboot,true | 4512,jinbo, |
173, ,,

Request

GET ht-

tp://169.254. 169. 254/ 2007- 03- 01/ user -
data

Response

[ general ]
I nstances: 4

[i nstance- 0]
s3-bucket: fred

[instance- 1]
reboot -on-error: yes

Request

CGET ht -

tp://169. 254, 169. 254/ 2007- 03- 01/ user -
dat a

Response

G F89aXf gsi3qga. . ..

Example of Using the AMI Launch Index Value

Alice wants four instances of her favorite database AMI. The first instance will be the master with the
remainder acting as replicants.

The master database configuration specifies various database parameters (the size of store, say) while
the replicants' configuration specifies different parameters (replication strategy say). Alice decidesto
provide this data as an ASCII string with | delimiting the various instances' data:

store-si ze=123PB backup-every=5nmin | replicate-every=lmn | replicate-
every=2mn | replicate-every=10mn | replicate-every=20mn

The example above breaks down as follows

» store-size=123PB backup- ever y=5mi n defines the master database configuration
e replicate-every=1m n definesthefirst replicant's configuration
« Etc.

Alice launches her instances:
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$ ec2-run-instances am -5bae4b32 -n 4 -d "store-size=123PB backup-every=5nin
| replicate-every=1nmin | replicate-every=2mn | replicate-every=10nmn | rep-
|I'i cate-every=20m n"

RESERVATI ON r-feab54097 598916040194 def aul t

I NSTANCE i - 3ea74257 am - 5bae4b32 pending 0

I NSTANCE i - 31a74258 ani - 5bae4b32 pending 1

I NSTANCE i - 31a74259 ani - 5bae4b32 pending 2

I NSTANCE i - 31a7425a ani - 5bae4b32 pending 3

Note that only 4 instances were launched.

Once launched, the instances all have a copy of the user data and the common metadata:

* AMI id: ami-5baedb32

* AMI manifest path: ec2-public-images/getting-started.manifest.xml
* Reservation id: r-feab4097

» Public keys: none

* Security group names: default

However each instance has certain unique metadata:

Instance 1
M etadatum Value
instance-id i-3ea74257
ami-launch-index 0
hostname domuU-
12-43-33-00-01-27.usmal.compute.amazonaws.c
om
local-ipv4 216.182.228.87
Instance 2
M etadatum Value
instance-id i-31a74258
ami-launch-index 1
hostname domuU-
12-31-33-00-01-72.usmal.compute.amazonaws.c
om
local-ipv4 216.182.228.88
Instance 3
M etadatum Value
instance-id i-31a74259
ami-launch-index 2
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M etadatum Value

hostname domU-
12-31-33-00-01-73.usmal.compute.amazonaws.c
om

local-ipv4 216.182.228.89

Instance 4

M etadatum Value

instance-id i-31a7425a

ami-launch-index 3

hostname domU-
12-31-33-00-01-74.usmal.compute.amazonaws.c
om

local-ipv4 216.182.228.90

Therefore an instance can determine its portion of the user-supplied data by the simple process of

1. Determining which instance in the launch group it is:

GET http://169. 254. 169. 254/ 2007- 03- 01/ net a- dat a/ am - | aunch-i ndex
1

2. Retrieving the user data:

GET http://169. 254. 169. 254/ 2007- 03- 01/ user-dat a
store-si ze=123PB backup-every=5mn | replicate-every=lmn | rep-
licate-every=2mn | replicate-every=10nmn | replicate-every=20mn

3. Extracting the appropriate part of the user data:

user _data.split('|"')[am _l aunch_i ndex]

Using Shared AMls

Introduction

This section looks at how to find and safely use shared AMIs.

Finding Shared AMIs

The following command displays alist of al public AMIs.
PROWPT> ec2dim -x all

The-x al | flag shows AMIs executable by all users. Thisincludes AMIsyou own.

To show AMIsfor which you have explicit launch permissions, run:
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PROVWPT> ec2dim -x self

The-x sel f flag shows AMIsyou have explicit launch permissions for. AMIs you own are excluded.

To show AMIs owned by Amazon run:

PROVPT> ec2di m -0 anmazon

To find AMIs owned by aparticular user run:
PROWPT> ec2di m -0 495219933132

Replace 495219933132 with the AWS account id of the user who owns the AMIs you are looking for.

Safely Using Shared AMiIs

AMIs are launched at the user's own risk. Amazon cannot vouch for the integrity or security of AMIs
shared by other users. Therefore, you should treat shared AMIs as you would any foreign code that you
might consider deploying in your own data center and perform the appropriate due diligence.

Ideally, you will get the AMI ID from atrusted source (a website, another user, etc). If you do not know
the source of an AMI, we recommended that you at least search the forums for comments on the AMI
before launching it. Conversely, if you have questions or observations about a shared AMI, feel freeto
use the forums to ask or comment.

Amazon's public images have an aliased owner and will display amazon in the userld field. This allows
usersto find Amazon's public images easily.

Note

=

Users are not currently able to alias an AMI's owner.

If you do choose to launch a shared AMI, there are a number of steps you should take (at a minimum)
after launch to confirm the AMI is not doing anything malicious:

» Check the ssh authorized keysfile. The only key in the file should be the key you launched the AMI
with.

» Check open ports and running services.

» Change the root password if is not randomized on startup. Take alook at the section called “Disable
Password Based Logins for Root” for more information on randomizing the root password on startup.

» Check if ssh allows root password logins. the section called “Disable Password Based L ogins for
Root” contains more information on disabling root based password logins.

» Check if there are any other user accounts that may allow backdoor entry to your instance. Accounts
with super user privileges are particularly dangerous.

» Check that all cron jobs are legitimate.

Paying for AMIs

Introduction

This section describes how to discover paid AMIs, launch paid AMIs, and launch instances with support
product codes. Paid AMIs are AMIs you can purchase from other developers.
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Finding Paid AMIs

There are several ways you can determine what paid AMIs are available for you to purchase. Y ou can
look for information about them on the the Amazon Amazon EC2 resource center and forums.
Alternatively, a devel oper might give you information about a paid AMI directly.

You can dsotell if an AMI isapaid AMI by describing the image with the ec2-describe-images
command. This command lists product codes associated with the AMI (see the example below). If the
AMI isapaid AMI, it has a product code associated with it. Otherwise, it does not. Y ou can then go to
the Amazon Amazon EC2 resource center and forums, which might have more information about the
paid Amazon EC2 and where you can sign up to use it.

The example below shows an ec2-describe-images call describing apaid AMI. The product codeis
exampleamiid;.

$ ec2-describe-i mages am - 5bae4b32
| MAGE ami - 5bae4b32 awesone- am / webserver. mani fest. xn 495219933132 avail abl e
private 774FAFF8

Signing Up for a Paid AMI

This section describes how to discover paid AMIs, launch paid AMIs, and launch instances with support
product codes. Paid AMIs are AMIs you can purchase from other developers.

Launching Paid AMiIs

Once you've signed up to use apaid AMI, you can then launch instances of it. Launching apaid AMI is
the same as launching any other AMI. No additional parameters are required. The instance will be
charged according to the rates set by the owner of the AMI (the rates will be more than the base Amazon
Amazon EC2 rate).

$ ec2-run-instances am -5baed4b32
I NSTANCE i - 10a64379 ami - 5bae4b32 pendi ng

Note
0=
The owner of apaid AMI will be able to confirm if a particular instance was launched
using their paid AMI.
Paying for Support

The paid AMI feature also makes it possible for developers to offer support for software (or derived
AMIs). Developers can create support products that you can sign up to use. With this model, the support
provider provides you with a product. As described above, you must first sign up for this product.
During sign-up, you are given a product code, which you must then associate with your own AMI. This
allows the support provider to confirm that your instance is eligible for support. It also ensures that when
you run instances of the product, you are charged according to the developer's terms for the product.

To associate the product code with your AMI, use the ec2-modify-image-attribute command. Once set,
this attribute cannot be changed or removed.

PROWPT> ec2-nodi fy-inage-attribute anmi -5bae4b32 --product-code 774FAFF8
pr oduct Codes am - 5bae4b32 pr oduct Code 774F4FF8

No extra parameters are required for the run instances call. The instance will be charged according to the
rates set by the owner of the product.
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$ ec2-run-instances am -5baed4b32
I NSTANCE i - 10a64379 ami - 5bae4b32 pendi ng

A product owner can confirm that an instance qualifies for support by calling
ec2-confirm-product-instance. Given a product code and an instance I1D, this command returns true to
indicate the instance is running with the specified product code. Y ou must own the product code passed
to the ec2-confir m-pr oduct-instance command.

PROWPT> ec2-confirm product-instance 6883959E -i i-10a64379
6883959E i - 10a64379 true 495219933132

Billing for Paid and Supported AMiIs

At the end of each month, you will receive ahill for any paid or supported AMIs for which you signed
up. Thishill is separate from your regular Amazon Amazon EC2 bill.

Using Get Console Output and Reboot Instances

Introduction

Amazon EC2 instances don't have a physical monitor to display their console output on. They also don't
have physical controlsto allow them to be powered-up, rebooted or shutdown. Instead these actions are
enabled through the EC2 SOAP and Query APIs.

Console output is a valuable tool for problem diagnosis. It is especially useful for troubleshooting kernel
problems and service configuration issues that may cause an instance to terminate or become
unreachable before its ssh daemon can be started. Amazon EC2 provides away to programmatically
access instance consol e output through both the SOAP and Query APIs and the corresponding
command-line tool.

Similarly, the ability to reboot instances that are otherwise unreachable is valuable for both
trouble-shooting and general instance management. Amazon EC2 provides such afacility through the
SOAP and Query APIs and the corresponding command-line tool.

Get Console Output

Amazon EC2 instance console output reflects exactly the character based console output that would
otherwise be displayed on aphysical monitor attached to a machine. This output is buffered asit is
produced by the instance and then posted to a store from which it can be retrieved by the instance's
owner. The posted output is not continuously updated. Rather, it is updated shortly after instance boot,
reboot and once the instance terminates when it is likely to be of most value. Only the most recent 64KB
of posted output is stored and it is available for a period of at least 1 hour after the last posting.

The console output for an instance can be retrieved through the SOAP API call described in the section
called “ GetConsoleOutput” and the Query API call described in the section called “ GetConsoleOutput”.
The corresponding command line tool, described in the section called * ec2-get-console-output”, can be
used to retrieve the console output for an instance and display it to the user.

Console output can only be accessed by the instance owner.

Reboot Instances

As machines can be rebooted by pressing the reset button, EC2 instances can be rebooted through the
SOAP API described in the section called “ Rebootlnstances’ and the Query API described in the section
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called “Rebootlnstances’. The corresponding command line tool described in the section called
“ec2-reboot-instances’ can be used to reboot a set of specified instances from the command-line.
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Using and Securing the Network

Introduction to Instance Addressing

All Amazon EC2 instances are assigned two | P addresses at launch: a private address, and a public
address. The public IP address is directly mapped to the private address through Network Address
Trandation (NAT). Private addresses are only reachable from within the Amazon EC2 network. Public
addresses are reachable from the Internet.

Amazon EC2 also provides an internal DNS name and a public DNS which map to the private and
public | P addresses respectively. Theinternal DNS name is only resolvable from within Amazon EC2.
The public DNS name resolves to the public IP address from outside of Amazon EC2, and, currently,
resolves to the private | P address from with Amazon EC2.

More detail can be found in the section called “Instance Addressing”.

Note
=
During earlier stages of the Amazon EC2 Beta program, instances used direct addressing.
This addressing scheme used the same address for internal and external access. This
approach is being deprecated, and the documentation therefore does not discuss this
addressing scheme.

Introduction to Securing the Network

The Amazon EC2 service provides the ability to dynamically add and remove instances. However, this
flexibility can complicate firewall configuration and maintenance which traditionally relieson IP
addresses, subnet ranges or DNS host names as the basis for the firewall rules.

The Amazon EC2 firewall allows you to assign your compute resources to user-defined groups and
define firewall rules for and in terms of these groups. As compute resources are added to or removed
from groups, the appropriate rules are enforced. Similarly, if agroup's rules are changed these changes
are automatically applied to all members of the affected group.

the section called “ Securing the Network” discusses this topic in more detail.
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Instance Addressing

There are two kinds of |P addresses and DNS names associated with Amazon EC2 instances.

Each instance is assigned a private (RFC1918) address which is allocated by DHCP. Thisisthe only
address the operating system knows about. Thisis the address that should be used when communicating
between Amazon EC2 instances. This addressis not reachable from the Internet.

Additionally, Amazon EC2 also provides a public (Internet routable) address for each instance using
Network Address Trandation (NAT). Thisisthe address that must be used from outside the
Amazon EC2 network (i.e. the Internet).

Amazon EC2 also provides an internal DNS hame and a public DNS name which map to the private and
public P addresses, respectively. The internal DNS name is only resolvable from within Amazon EC2.
The public DNS name resolves to the public IP address from outside of Amazon EC2, and, currently,
resolves to the private | P address from with Amazon EC2.

Private (RFC 1918) Addresses

All Amazon EC2 instances are allocated a private address by DHCP. These addresses come from a
range defined in "RFC 1918 - Address Allocation for Private Internets'. These addresses are routable
only within Amazon EC2 and are used for communication between instances.

This private address is associated exclusively with the instance for its lifetime. It isreturned to

Amazon EC2 when the instance terminates. Y ou should always use the internal address when you know
you are communicating between Amazon EC2 instances. Using this address assures that your network
traffic follows the highest bandwidth, lowest cost, and lowest latency path through our network.

From your instance, you can determine your private | P address by asking the operating system:
PROWPT> ifconfig ethO
or by referring to the instance data:

PROVWPT> curl http://169.254.169. 254/ | at est/ net a- dat a/ |l ocal -i pv4d

Internal DNS Name

Each instance is given an internal DNS name. This nameis of the form
domJ 12- 31- 35- 00- 35- F3. z- 2. conput e- 1. i nt er nal . It will resolve to the private | P address
described above when resolved from within Amazon EC2 and will not resolve outside of Amazon EC2.

Public Addresses

At launch time, a public addressis also associated with each Amazon EC2 instance using Network
Address Trandation (NAT). See "RFC 1631: The IP Network Address Translator (NAT)" for more
information on NAT.

This public address is associated exclusively with the instance for its lifetime. It is returned to
Amazon EC2 when the instance terminates. Y ou must use this public address to access your instance
from outside of Amazon EC2 and you should distribute this address to clients (most likely through a
DNS name that mapsto it).

Note
=

Amazon EC2 instances cannot currently access other instances through their public NAT
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IP address. Instead, the private address of the instance in the new NAT environment must
be used.

From your instance, you can determine your public IP address by referring to the instance data:

PROVPT> curl http://169.254. 169. 254/ | at est/ net a- dat a/ publ i c-i pv4

Public DNS

Each instance is also given an external DNS name. This nameis of the form

ec2- 72- 44- 45- 204. z- 2. conput e- 1. amazonaws. com This DNS name will resolve to the public

| P address described above when resolved from outside Amazon EC2, and, currently, will resolve to the
private | P address from within Amazon EC2. See note below.

Note

==

Amazon EC2 instances cannot currently access other instancesin the new NAT
environment using their public NAT 1P address. Instead, the private address of the instance
in the new NAT environment must be used.

Securing the Network

Anticipated API changes

At present, the API calls for authorizing and revoking permissions are till under development. The
remainder of this section outlines what you can depend on from this part of our API. The command line
API tools expose only the subset of the functionality that is expected to remain unchanged.

Callers may depend on, now and in future, being able to grant permissions to

» source address ranges (specified with CIDRs, specific protocol and ports (or ICMP type/code)).

* source { user,group} tuples. No additional granularity, such as protocol and port (or ICMP type/code),
should be expected.

Concepts

Security Groups

A security group is anamed collection of access rules. These access rules specify which ingress, i.e.
incoming, network traffic should be delivered to your instance. All other ingress traffic will be
discarded.

A group's rules may be modified at any time. The new rules are automatically enforced for all running,
aswell asfor subsequently launched, instances affected by the changein rules.

Note: Currently thereisalimit of one hundred rules per group.

Group Membership

When an AMI instance is launched it may be assighed membership to any number of groups.
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If no groups are specified, the instance is assigned to the "default" group. This group can be modified,
by you, like any other group you have created. Be default, this group allows all network traffic from
other members of the "default”" group and discards traffic from other | P addresses and groups.

Group Access Rights

The access rules define source based access either for named security groups or for |P addresses, i.e.
CIDRs. For CIDRs you may also specify the protocol and port range (or ICMP type/code).

Examples

We illustrate the use of the Amazon EC2 firewall in the following two examples. Note that we use the
command line tools throughout the examples. The same results can be achieved using the SOAP API.

Default Group

1

Albert launches a copy of hisfavorite public AMI

$ ec2-run-instances ani-eca54085
RESERVATI ON r-01927768 598916040194
I NSTANCE i-cfd732a6 am - eca54085 pending O

. After alittle wait for image launch to complete, Albert, who is a cautious type, checks the access

rules of the default group

$ ec2-describe-group default

GROUP 598916040194 default default group

PERM SSI ON default ALLOAS all FROM USER
598916040194 GRPNAME def aul t

and notices that it only accepts ingress network connections from other members of the default group
for al protocols and ports.

. Albert, being paranoid as well as cautious, port scans his instance

$ nmap -PO -pl-100 domJ) 12-31-33-00-01-56. usnal. conput e. anazonaws. com
Starting nmap 3.81 ( http://wwv. insecure.org/ nmap/ ) at 2006-08-07 15:42
SAST

Al'l 100 scanned ports on domJ 12-31-33-00-01-56. usmal. conput e. amazonaws. com
(216.182.228.116) are: filtered

Nmap finished: 1 IP address (1 host up) scanned in 31.008 seconds

. Albert decides he should be able to SSH into hisinstance, but only from his own machine

$ ec2-authorize default -P tcp -p 22 -s 192.168.1.130/32

GROUP def aul t

PERM SSI ON default ALLOANS tcp 22 22 FROM
Cl DR 192. 168. 1. 130/ 32

. Repeating the port scan

$ nmap -PO -pl-100 doml) 12-31-33-00-01-56. usnmal. conput e. amazonaws. com
Starting nmap 3.81 ( http://ww.insecure.org/ nmap/ ) at 2006-08-07 15:43
SAST

Interesting ports on domJ 12-31-33-00-01-56. usmal. conput e. anazonaws. com
(216. 182. 228. 116) :

(The 99 ports scanned but not shown below are in state: filtered)

PORT  STATE SERVI CE

22/tcp open ssh

Nmap finished: 1 IP address (1 host up) scanned in 32.705 seconds
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Albert is happy (or at least less paranoid).

Three Tier Web Service

Mary wishes to deploy her public, fault tolerant, three tier web service in Amazon EC2. Her grand plan
isto have her web tier start off executing in seven instances of ami-fba54092, her application tier
executing in twenty instances of ami-e3a5408a, and her multi-master database in two instances of
ami-f1a54098. She's concerned that nasty people might gain access to her subscriber database, so she
wants to restrict network access to her middle and back tier machines. When the traffic to her site
increases over the holiday shopping period, she adds additional instances to her web and application
tiersto handle the extraload.

1. First she createsagroup for her Apache web server instances and allows HT TP access to the world

$ ec2-add-group apache -d "Mary's Apache group”
GROUP  apache Mary's Apache group

$ ec2-descri be-group apache
GROUP 598916040194 apache Mary's Apache group

$ ec2-authorize apache -P tcp -p 80 -s 0.0.0.0/0

GROUP apache

PERM SSI ON apache ALLOAS tcp 80 80 FROM
Cl DR 0.0.0.0/0

$ ec2-describe-group apache

GROUP 598916040194 apache Mary's Apache group

PERM SSI ON 598916040194 apache ALLOAS tcp 80 80
FROM Cl DR 0.0.0.0/0

She then launches seven instances of her web server AMI as members of this group
$ ec2run anmi-fbab54092 -n 7 -g apache

RESERVATI ON r-01927768 598916040194
I NSTANCE i-cfd732a6 am - f ba54092 pendi ng

$ ec2din i-cfd732a6

RESERVATI ON r-0592776¢ 598916040194
| NSTANCE i-cfd732a6 am - f ba54092 dom-

12-31- 33-00- 04- 16. usmal. conmput e. amazonaws. com runni ng

Having studied at the same school of paranoia as Albert, Mary does a port scan to confirm the
permissions she just configured

$ nmap -PO -pl-100 doml) 12-31- 33-00-04- 16. usnmal. conput e. amazonaws. com
Starting nmap 3.81 ( http://ww.insecure.org/ nmap/ ) at 2006-08-07 16:21
SAST

Interesting ports on domJ 12-31-33-00-04-16. usnal. conput e. anazonaws. com
(216. 182. 231. 20):

(The 99 ports scanned but not shown below are in state: filtered)

PORT STATE SERVI CE

80/tcp open http

Nmap finished: 1 IP address (1 host up) scanned in 33.409 seconds

And then she tests to make sure her web server is contactable

$ tel net domJ 12- 31- 33- 00- 04- 16. usnmal. conput e. amazonaws. com 80
Trying 216.182.231. 20. ..

Connected to domJ 12-31-33-00- 04-16. usnal. conput e. amazonaws. com
(216. 182. 231. 20) .
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Escape character is ']’

Excellent!
2. She now creates a separate group for her application server

$ ec2-add-group appserver -d "Mary's app server"
GROUP appserver Mary's app server

then starts twenty instances as members of this group

$ ec2run am -e3a5408a -n 20 -g appserver

and grants network access between her web server group and the application server group

$ ec2-authorize appserver -o apache -u 598916040194

GROUP appserver

PERM SSI ON appserver ALLOANS all FROM USER
598916040194 GRPNAME apache

She checks to ensure access to her app server isindeed restricted by port scanning one of the app
servers

$ nmap -PO -pl-100 domlJ) 12- 31- 33- 00- 03- D1. usnmal. conput e. amazonaws. com
Starting nmap 3.81 ( http://ww. insecure.org/ nmap/ ) at 2006-08-07 15:42
SAST

Al'l 100 scanned ports on domJ 12-31-33-00- 03-D1. usnmal. conput e. amazonaws. com
(216. 182.228.12) are: filtered

Nmap finished: 1 IP address (1 host up) scanned in 31.008 seconds

3. To confirm that her web servers have access to her application servers she needs to do alittle extra
work...

a. She (temporarily) grants SSH access from her workstation to the web server group

$ ec2-authorize apache -P tcp -p 22 -s 192.168. 1. 130/ 32

b. Shelogsinto one of her web servers and connects to an application server on TCP port 8080
$ tel net domJ 12-31-33-00-03-D1. usnal. conput e. anazonaws. com 8080
Trying 216.182.228.12. .

Connected to domJ 12-31-33-00-03-D1 . usnmal. conput e. amazonaws. com

(216.182.228.12).
Escape character is ']’

c. Satisfied with the setup, she revokes SSH access to the web server group
$ ec2-revoke apache -P tcp -p 22 -s 192.168. 1. 130/ 32

Creating the group for database servers and granting access to them from the application server group is
left as an exercise for the reader ;-)

Tools and APIs

Below we highlight the most relevant command-line tools and SOAP API calls used to manipulate
security groups. Please refer to the appropriate sections of this guide for the specific details.
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Notes
Purpose Command-linetool SOAP API
List therulesbelongingto spe- | ec2- descri be-group DescribeSecurityGroups
cified groups
Create a new security group ec2- add- gr oup CreateSecurityGroup
Delete an existing security ec2- del et e- group DeleteSecurityGroup
group
Add an accessruleto an existing ec2- aut hori ze AuthorizeSecurityGroupl ngress
security group
Remove an accessrulefroman  ec2-revoke RevokeSecurityGrouplngress

existing security group

Notes

» Defining firewall rulesin terms of groupsis flexible enough to allow you to implement functionality
equivalent toaVLAN.

* Inaddition to the distributed firewall, you can maintain your own firewall on any of your instances.
Thismay be useful if you have specific requirements not catered for by the distributed firewall.

API Version 2007-03-01
36



Amazon Elastic Compute Cloud Developer Guide
Using the SOAP API

Using the APIs

This section details the APIs available. Currently the APIs are available as SOAP callsand HTTP Query
requests.

Using the SOAP API
WSDL and Schema Definitions

The Amazon EC2 web service can be accessed using the SOAP web services messaging protocol. This
interface is described by a Web Services Description Language (WSDL) document which defines the
operations and security model for the service. The WSDL references an XML Schema document which
strictly defines the data types that may appear in SOAP requests and responses. For more information on
WSDL and SOAP, please see the references in the section called “ Additional Web Services
References’.

All schemas have a version number. The version number appears in the URL of a schemafile, andina
schema's target namespace. The latest version is 2007-03-01. Upgrading is made easy by differentiating
requests based on the version number. In addition to the latest version, the service will support the older
versions for some time. Once customer transition to the new version is complete, the older versions will
be retired.

The Amazon EC2 services APl WSDL can be found at URLs of the form
‘http://ec2.amazonaws.com/doc/V ERSION/ec2.wsdl' where VERSION indicates the version of the API.
The current API version is 2007-03-01 and can thus be found at URL
http://ec2.amazonaws.com/doc/2007-03-01/AmazonEC2.wsdl

Making Requests

The Amazon EC2 web service complies with the current WS-Security standard, requiring SOAP request
messages to be hashed and signed for integrity and non-repudiation. WS-Security defines profiles which
are used to implement various levels of security. Amazon EC2 secure SOAP messages use
BinarySecurityToken profile, consisting of an X.509 certificate with an RSA public key.

Programming Language Support in Amazon EC2

Since the SOAP requests and responses in the Amazon EC2 Web Service follow current standards, any
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programming language with the appropriate library support may be used. Languages known to have
such support include C++, C#, Java, Perl, Python and Ruby. Currently we only supply javalibraries for
our API but expect to release additional language bindings in the future.

Request Authentication

The following is an insecure request to run instances:

<Runl nst ances xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i nst ancesSet >
<itenp
<i magel d>ani - 60a54009</ i nagel d>
<m nCount >1</ m nCount >
<maxCount >3</ maxCount >
</itenp
</ i nst ancesSet >
<groupSet />
</ Runl nst ances>

In order to secure the request, we must add the BinarySecurity Token element mentioned above. The
Java libraries we supply rely on the Apache Axis project for XML security, canonicalization and SOAP
support. (The Sun Java Web Service Developer's Pack supplies libraries of equivalent functionality.)

The secure version of the request begins with the following:

<SQOAP- ENV: Envel ope xm
I ns: SOAP- ENV="ht t p: / / schenmas. xnl soap. or g/ soap/ envel ope/ ">
<SOAP- ENV: Header >
<wsse: Security xm

I ns:wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
secext-1.0. xsd">

<wsse: Bi narySecurityToken

X
I ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-u
tility-1.0.xsd"

Encodi ng-
Type="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- nessage- se
curity-1. 0#Base64Bi nary"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken
-profile-1. 0#X509v3"

wsu: 1 d="Certld-1064304">....many, many |ines of base64 encoded

X. 509 certificate...</wsse: Bi narySecurityToken>

<ds: Signature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al -

gorithnm"http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#" ></ ds: Canoni cal i zati onMet hod
>

<ds: Si gnat ur eMet hod Al -
gorithn="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal" ></ ds: Si gnat ur eMet hod>
<ds: Ref erence URI ="#i d-17984263" >
<ds: Transf or ns>
<ds: Transform Al -
gori thnm="http://wwmv. w3. or g/ 2001/ 10/ xm - exc- cl4n#" ></ ds: Tr ansf or m»
</ ds: Tr ansf or n>
<ds: Di gest Met hod Al -
gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal" ></ ds: Di gest Met hod>
<ds: Di gest Val ue>0pj Z1+TvgPf 6uG7o+Yp3l 2YdGZ4=</ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Reference URI ="#i d-15778003" >
<ds: Tr ansf or ns>
<ds: Transform Al -
gorithm="http://www. w3. org/ 2001/ 10/ xm - exc- cl4n#" ></ ds: Transf or n»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod Al -
gorithnm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" ></ ds: Di gest Met hod>
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<ds: Di gest Val ue>HnRbxBBnt200348f 8nLNZy 04AOVF</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>bnVx24Qomikd9QQX cl xW | gLk4Qs BPaKESi 79x479xgbOIPESt XM HZuB
Ai 91 uuKdNTcf BUE/ d
j | HKZKEQR-
CO LVWODNn5ZL1R MAsv+0zJzzvl JFTQ3LQKNr zJzsNe</ ds: Si gnat ur eVal ue>
<ds: Keyl nfo | d="Keyl d-17007273" >
<wsse: SecurityTokenRef erence
Xm
I ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-u
tility-1.0.xsd" wsu:ld="STRI d-22438818" >
<wsse: Ref erence URI ="#Cert|d-1064304"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken
-profile-1.0#X509v3">
</ wsse: Ref erence>
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ure>
<wsu: Ti mest anmp
X
I ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-u
tility-1.0.xsd" wsu:ld="id-17984263">
<wsu: Cr eat ed>2006- 06- 09T10: 57: 35Z</ wsu: Cr eat ed>
<wsu: Expi res>2006- 06- 09T11: 02: 35Z</ wsu: Expi res>
</ wsu: Ti mest anp>
</ wsse: Security>
</ SOAP- ENV: Header >

Let'stake aquick look at the most important elements in case you are matching this against requests
generated by Amazon EC2 supplied libraries, or those of another vendor.

* BinarySecurityToken - contains the X.509 certificate in base64 encoded PEM format.

» Signature - contains XML digital signature created using the canonicalization, signature agorithm,
and digest method described within.

» Timestamp - Any request is only valid to Amazon EC2 within 5 minutes of thisvalue. Used to
prevent replay attacks.

Understanding Responses

In response to a request, the Amazon EC2 web service returns an XML data structure that conforms to
an XML schemadefined as part of the Amazon EC2 WSDL. The structure of a XML responseis
specific to the associated request. In general, the response data types with be named according to the
operation performed and whether the data type is a container (may have children). Examples of
containers include 'groupSet’ for security groups and 'instancesSet’ for instances. Item elements are
children of containers and their contents vary according to the container'srole.

An exampleresponseis:

<Runl nst ancesResponse xm ns="http://ec2. anazonaws. con doc/ 2007- 03- 01" >
<reservationl d>r-47a5402e</reservati onl d>
<owner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI QNFMK/ owner | d>
<gr oupSet >
<itemp
<gr oupl d>def aul t </ gr oupl d>
<litenpr
</ groupSet >
<i nst ancesSet >
<itemp
<i nst ancel d>i - 2ba64342</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nst anceSt at e>
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<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<dnsNane></ dnsNane>
</[itenmpr
<itenp
<i nst ancel d>i - 2bc64242</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<nanme>pendi ng</ nane>
</i nstanceSt at e>
, <dnsNane>donlJ- 13- 35- 33- 00- 00- 5C. dc2. conput e. anazonaws. conx/ dnsNanme>
<litenr
<itenp
<i nst ancel d>i - 2be64332</i nst ancel d>
<i magel d>am - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ nane>
</instanceSt at e>
, <dnsName>domi)- 12- 34- 28- 00- 00- 5C. dc2. conput e. amazonaws. conx/ dnsNanme>
<litenr
</i nstancesSet >
</ Runl nst ancesResponse>

Additional Web Services References

» Web Service Description Language (WSDL)
» WS-Security BinarySecurityToken Profile

Using the Query API
Making Requests

HTTP Query-based requests are defined as any HTTP requests using the HTTP verb GET or POST and
a Query parameter named either Action or Operation. Action is used throughout this documentation,
although Operation is supported for backward compatibility with other AWS Query APIs.

Query Parameters

Each Query regquest must include some common parameters to handle authentication and selection of an
action. These parameters are documented in the section called “ Common Query Parameters”.

Some operations take lists of parameters. These lists are specified using the par am n notation. Vaues
of n should be integers starting from 1.

Query API Authentication

Every request to Amazon EC2 must contain a request signature. A request signature is calculated by
constructing a string and then calculating an RFC 2104-compliant HMAC-SHA1 hash, using the Secret
AWS Access Key asthe key. For more information, see http://-www.fags.org/-rfcs/-rfc2104.html.

The following are the basic steps used in authenticating requests to AWS. It is assumed that the
developer has already registered with AWS and received an Access Key ID and Secret Access Key.

1. The sender constructs arequest to AWS.
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2. The sender calculates the request signature, a Keyed-Hashing for Message Authentication Code
(HMAC) with a SHA-1 hash function, as defined in the next section of thistopic.

3. The sender of the request sends the request data, the signature, and Access Key ID (the key-identifier
of the Secret Access Key used) to AWS.

4. AWS usesthe AccessKey ID to look up the Secret Access Key.

5. AWS generates a signature from the request data and the Secret Access Key using the same
algorithm used to calculate the signature in the request.

6. If the signatures match, the request is considered to be authentic. If the comparison fails, the request
is discarded, and AWS returns an error response.

Note

==

If arequest contains a Timestamp parameter, the signature calculated for the request
expires 15 minutes after the Timestamp value. If areguest contains an Expires parameter,
the signature expires at the time specified as the value for the Expires parameter.

Calculating Request Signatures
The following steps demonstrate how to calculate a signature for requests to AWS:

1. Based onthe API (Query/SOAP/REST) being used, construct a string.

2. Compute an RFC 2104 compliant HMAC using the Secret AWS Access Key asthe "key". Thisvalue
should be base64 encoded, and then included as the value for the Signature parameter for the request.

Calculating the string to sign
The following steps demonstrate how to calculate the string to be signed:

1. The query parameters (not URL-encoded) need to be sorted case-insensitively.

2. Concatenate the parameter names and values without the initial ? or the separating & and =
characters.

Given the following Query string to sign (linebreaks added for clarity):

?Act i on=Descri bel nages
&AVWBAccessKeyl d=10QWXFEV71ZS32XQFTR2
&Si gnat ur eVer si on=1

&Ti mest anp=2006- 12- 08TO7¥3A48%8A03Z
&Ver si on=2007- 01- 03

The HMAC signature should be calculated over the following string:

Acti onDescri bel nagesAWsAccessKey-
| d1I0QWXFEV71ZS32XQFTR2Si gnat ur eVer si onlTi mest anp2006- 12- 08T07: 48: 03ZVer si on20
07-01-03

Calculating the HMAC signature

Given the Query string above and the secret key DMVADSSf Pf daDj bK+RRUhS/ aDr j si ZadgAUn8gRU2
the base64 encoded signature is as follows:

G H39411 Be6gsgQu+k7FpCJj pnc=

API Version 2007-03-01
Ly



Amazon Elastic Compute Cloud Developer Guide
Example Request

Shown below is a Java code sample to compute the signature from the string and the private key.

i mport java.security. SignatureException;
i mport | avax.crypto. Mac;
i mport | avax.crypto. spec. Secr et KeySpec;

public class HracExanpl e

private static final String HVAC_SHA1_ALGORI THM = " HmacSHAL1";
/**

* Conputes RFC 2104-conpliant HMAC signature.
*

* @aram dat a
* The data to be signed.
* @aram key
* The si gning key.
* @eturn
* The base64- encoded RFC 2104-conpliant HVAC si gnat ure.
* @ hrows
* java.security. Si gnatureExcepti on when signature generation fails
*
/
public static String cal cul at eRFC2104HVAC(String data, String key)
throws java.security. SignatureException

String result;
try {
/1 get an hmac_shal key fromthe raw key bytes
Secr et KeySpec si gni ngkey = new Secr et KeySpec(key. get Bytes(),
HVAC_SHA1_ALGORI THM) ;

/1 get an hnmac_shal Mac instance and initialize with the signing
key

Mac mac = Mac. get | nstance( HVAC_SHA1 _ALGORI THV) ;

nac. i nit (signi ngKey);

/1 conpute the hnmac on input data bytes
byte[] rawHmac = nac. doFi nal (dat a. getBytes());

/1 base64-encode the hnac
result = Base64. encodeByt es(rawHrac) ;

}
catch (Exception e)
t hrow new Si gnat ureException("Failed to generate HVAC : " +
e. get Message());
}

return result;

Note
=

Y ou must import a base 64 encoder to perform the last step in the above method.

Example Request

Here is a complete example request, including all required parameters:

?AWSAccessKeyl d=10QWXFEV71ZS32XQFTR2&Act i on=Descr i bel mages&Si gnat ur eVer si on=1
&Ti mest anp=2006- 12- 08TO7%BA48%BA03Z&Ver si on=2007- 01- 03&Si gnat ur e=69DSJs1z%2B0
WWImdB77%2BLMONOTr s%3D
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API| Reference

Amazon EC2 provides two APIs, SOAP and Query. These APIs allow devel opers to launch and control
instances from their own applications.

This section discusses the operations available in the Amazon EC2 APIs, the semantics of those calls
and the parameters that must be supplied. Examples of requests and responses are also provided.

Note

=

The same XML body is returned in both the Query APl and SOAP API.

We recommend you familiarize yourself with the conventions we've used in describing the API.

API Conventions

Overview

This topic discusses the conventions used in the Amazon EC2 API reference. This includes terminology,
notation and any abbreviations used to illuminate the API.

The API referenceis broken down into a collection of Actions and Data Types.

Actions

Actions encapsulate the possible interactions with Amazon EC2. These can be viewed as remote
procedure calls and consist of arequest and response message pair. Requests must be signed, allowing
Amazon EC2 to authenticate the caller. For clarity, the sample requests and responsesiillustrating each
of the operations described in this reference are not signed.

Data Types and the Amazon EC2 WSDL

The current version of the Amazon EC2 WSDL is available at the following location:
http://ec2.amazonaws.com/doc/2007-03-01/AmazonEC2.wsdl. Some libraries can generate code directly
from the WSDL. Other libraries require alittle more work on your part.

Values provided as parameters to the various operations must be of the indicated type. Standard XSD

API Version 2007-03-01
43


http://ec2.amazonaws.com/doc/2007-03-01/AmazonEC2.wsdl

Amazon Elastic Compute Cloud Developer Guide
API Versioning

types (likest ri ng, bool ean, i nt) are prefixed with xsd: . Complex types defined by the
Amazon EC2 WSDL are prefixed with ec2: .

Parameters that consist of lists of information are defined within our WSDL to require <info> tags
around each member. Throughout the API, type references for parameters that accept such alist of
values are specified using the notation t ype[ ] The type referred to in these instances is the type nested
within the <info> tag (for Amazon EC2 types thisis defined in the WSDL).

For example, the <imagesSet> element in the following XML snippet is of typexsd: string[]:

<i magesSet >
<itenp
<i magel d>ani - 61a54008</ i nagel d>
<litenpr
<itenp
<i magel d>am - 61b54608</ i nagel d>
</itenp
</ i magesSet >

And the <instancesSet> element in the following XML snippet is of type
ec2: Runl nst ancel t emType[]:

<i nst ancesSet >
<itene
<i magel d>am - 60a54009</ i magel d>
<m nCount >10</ m nCount >
<maxCount >30</ maxCount >
</itenr
<itenw
<i magel d>am - 60b54209</ i nagel d>
<m nCount >5</ m nCount >
<maxCount >20</ maxCount >
</itemp
</i nstancesSet >

APl Versioning

All Amazon EC2 API updates are versioned. This helps to minimize the impact of APl changes on client
software by making it possible to always send back a response that the client is capable of processing.
We endeavor asfar as possible to retain backwards compatibility with new API revisions. However,
there may be occasions where an incompatible API change is required. In addition, in newer API
releases existing responses may include additional fields, and depending on how client softwareis
written it may or may not be able to handle these additional fields. By including aversion in the request,
aclient guarantees that it will always be sent aresponse it expects.

Each API revision is assigned aversion in date form (the current APl versionis2007- 03- 01). This
version isincluded in the request as part of the document namespace when using our SOAP APl and as
aVer si on parameter when using our Query API. The response returned by Amazon EC2 will honor the
version included in the request. Fields introduced in alater API version will not be returned in the
response.

SOAP clients that retrieve the Amazon EC2 WSDL at runtime and generate their requests dynamically
using that WSDL should reference the WSDL for the version of the API the client was developed
against. Thiswill ensure client software continues to work even in the face of backwards incompatible
API changes. The WSDL for each supported API version is available from the following URI:

http://ec2. amazonaws. coni doc/ <api - ver si on>/ AmazonEC2. wsdl
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The WSDL for latest version of our API can always be retrieved from the following URI:
http://ec2. amazonaws. com doc/ AmazonEC2. wsdl
=

Note

The WSDL referenced in the above link should be treated as a moving target. This WSDL
will always track the latest release of the Amazon EC2 SOAP API. If your software
depends on fetching the WSDL at runtime then we strongly recommend you reference the
specific version of the WSDL you are devel oping against.

API Error Codes

Overview

There are two types of error codes, client and server.

Client error codes suggest that the error was caused by something the client did, such asan
authentication failure or aninvalid AMI identifier. In the SOAP API, These error codes are prefixed
withd i ent. For example: d i ent. Aut hFai | ur e. Inthe Query API, these errors are accompanied
by a40x HTTP response code.

Server error codes suggest that the error was caused by a server-side issue, and should be reported. In
the SOAP API, These error codes are prefixed with Ser ver . For example: Ser ver . Unavai | abl e. In
the Query API, these errors are accompanied by a50x HTTP response code.

Summary of Client Error Codes

Error Code Definition Notes

Aut hFai l ure User not authorized. Common causeistrying to run an AMI for
which you do not have permission.

I nval i dvani fest | Specified AMI has an unpars-

able Manifest.
I nval i d- Specified AMI ID isnot valid.
AM | D. Mal f or med
I nval i d- Specified AMI 1D does not ex-
AM | D. Not Found ist.
I nval i d- Specified AMI 1D has been de-
AM | D. Unavai | ab | registered and is no longer avail-
le able.
I nval i dI n- Specified instance ID is not val-
stancel D. Mal for | id.
nmed
I nval i dI n- Specified instance ID does not
stancel D. Not Fou  exist.
nd
I nval - Specified keypair name does not
i dKeyPai r. Not Fo  exist.
und
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Error Code

I nval -
i dKeyPai r. Dupl i
cate

I nval i d-
G oup. Not Found

I nval i d-
G oup. Duplicate

I nval i d-
G oup. I nUse
I nval i d-

G oup. Reserved

I nval i dPar anet -
er Val ue

I nval i dPerm s-
sion. Duplicate

I nval i dPerm s-
si on. Mal f or ned

I nval i dReser va-
tionl D Ml forne
d

I nval i dReser va-
ti onl D. Not Found

I nstanceLim -
t Exceeded

I nval i dPar a-
net er Conbi na-
tion

I nval i d-
User | D. Mal f or nme
d

I nval i dAM At -
tributeltem
Val ue

UnknownPar anet -
er

Definition
Attempt to create a duplicate
keypair.

Specified group name does not
exist.

Attempt to create a duplicate
group.

Specified group can not be de-
leted becauseitisin use.

Specified group nameisare-
served name.

The value supplied for a para-
meter was invalid.

Attempt to authorize a permis-
sion that has already been au-
thorized.

Specified permission isinvalid.

Specified reservation ID isin-
valid.

Specified reservation 1D does
not exist.

User has max allowed concur-
rent running instances.

Runlnstances was called with
minCount and maxCount set to
0 or minCount > maxCount.

The user ID is neither in the
form of an AWS account ID or
one of the special values accep-
ted by the owner or execut -
abl eBy flagsin the De-
scribelmages call.

The value of an item added to,
or removed from, an image at-
tributeisinvalid.

An unknown or unrecognized
parameter was supplied.

Notes

Requests that could cause this error include
(for example) supplying an invalid image
attribute to the Descri bel mageAttri b-
ut e request or aninvalid ver si on or en-
codi ng value for theuser Dat a in aRun-

I nst ances request.

Each user has a concurrent running instance
limit. For new users during public beta, this
limitis 20.

If you are specifying auserld check that it is
in the form of an AWS account ID.

Requests that could cause this error include
(for example) supplying a misspelt paramet-
er or a parameter that is not supported for
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Error Code Definition Notes

the specific API version being used.

Summary of Server Error Codes

Error Definition Notes

Code

Intern-  Internal Error. Should not occur. Please let us know. Try to re-
al Error produce.

Insuf fi- Notenough available instancesto Y ou can lower your request or wait for additional
ci entln- | satisfy your minimum request. capacity to become available.

st ance-

Capacity

Unavai | -  Indicates the server is overloaded

abl e and cannot handle request.

Common Data Types

The Amazon EC2 API contains several datatypes used by the various operations. This section describes
each operation in detail.

Since both the Query and SOAP APIs return the same XML body, the data types described in the
WSDL are used in both.

DescribelmagesResponseltemType
TheDescri bel negesResponsel t eniType datatype.

Relevant Operations

Operations that use this data type include:

e Descri bel mages

Contents

The following table describes and shows the elements contained in Describel magesResponseltemType.

Member Description Type

i magel d Unique ID of the AMI being de- xsd: string
scribed.

i mgeSt at e Current state of the AMI. xsd:string

* avai | abl e: theimage has been
successfully registered and is
available for launching
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M ember Description Type

* deregi st er ed: theimage hasre-
cently been deregistered and is no
longer available for launching

i mageOwner | d AWS Access Key ID of theimage xsd: string
owner.
i sPublic Returnstr ue if thisimage haspub-  xsd: bool ean

lic launch permissions. Returns
fal se if it only hasimplicit and ex-
plicit launch permissions.

pr oduct Codes Product codes associated with this ec2: Product Codel t enTType] ]
image.

DescribeKeyPairsResponseltemType

TheDescri beKeyPai r sResponsel t enilype data type.

Relevant Operations

Operations that use this data type include:
* Del et eKeypair

* DescribeKeypairs

Contents

The following table describes and shows the elements contained in
DescribeK eyPairsResponsel temType.

Member Description Type

keyName The user supplied namefor thiskey  xsd: string
pair.

keyFi nger pri nt A fingerprint for the privatekey of ~ xsd: string

thiskeypair. Thisis computed as the
SHA-1 digest of the DER encoded
form of the private key.

EmptyElementType

The Enpt yEI enent Type datatype.

Relevant Operations

Operations that use this data type include:
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* ResetlmageAttribute
* Describel mageAttribute

Contents

The empty element isjust that - an empty element, and has no contents.
GroupSetType

The Gr oupSet Type datatype.
Relevant Operations

Operations that use this data type include:

¢ Runlnstances

Contents

The following table describes and shows the elements contained in GroupSetType.

Member Description Type
groupl d Name of a security group. xsd: string
InstanceStateType

Thel nst anceSt at eType datatype.
Relevant Operations
Operations that use this data type include:

* Runlnstances
» Describel nstances
¢ Terminatel nstances

Contents

The following table describes and shows the elements contained in InstanceStateType.

M ember Description Type

code A 16 bit unsigned integer. Thehigh | xsd: i nt
byte is an opaque internal value and
should be ignored when consulting
thisvalue. The low byteis set based
on the state represented:

e pending: 0
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M ember Description Type

e running: 16
e shutting-down: 32
e term nated: 48

name The current state of the instance. xsd:string

» pendi ng: theinstanceisin the
process of being launched

* runni ng: the instance has been
launched (although it may not yet
have completed the boot process)

e shut ti ng- down: the instance has
begun the shutdown process

e term nat ed: theinstance has
been terminated

IpPermissionType

Thel pPer ni ssi onType datatype.
Relevant Operations

Operations that use this data type include:

 AuthorizeSecurityGroupl ngress
* DescribeSecurityGroups
» RevokeSecurityGrouplngress

Contents

The following table describes and shows the elements contained in I pPermissionType.

Member Description Type
i pProt ocol IP Protocol. xsd: string
fronmPor t Start of port rangeforthe TCPand  xsd: i nt

UDP protocols, or an ICMP type
number. An ICMP type number of -1
indicates awildcard (i.e. any ICMP
type number).

t oPort End of port range for the TCP and xsd:int
UDP protocols, or an ICMP code.
An ICMP code of -1 indicates a
wildcard (i.e. any ICMP code).

groups List of security group and user ID ec2: User | dG oupPai r Type|[ ]
pairs.

API Version 2007-03-01
50



Amazon Elastic Compute Cloud Developer Guide
LaunchPermissionltemType

M ember Description Type
i pRanges List of CIDR IPrange specifications. xsd: string[]

LaunchPermissionltemType
TheLaunchPer mi ssi onl t eniType datatype.
Relevant Operations
Operations that use this data type include:

» ModifylmageAttribute
» Describel mageAttribute

Contents

The following table describes and shows the elements contained in LaunchPer ni ssi onl t enilype.

Element Name Description Required?

group A launch permission for agroup. Cur- Choice between gr oup and
rently only al | issupported, which gives userld
public launch permissions.

userld A launch permission for auser. user | d is ' Choice between gr oup and
an AWS account id. userld

LaunchPermissionOperationType
The LaunchPer ni ssi onQper at i onType datatype.
Relevant Operations
Operations that use this data type include:

» ModifylmageAttribute

Contents

The following table describes and shows the elements contained in
LaunchPer m ssi onCper ati onType.

Element Name Description Required?

add Adds launch permissions. Choice between add and
renove

renove Removes launch permissions. Choice between add and
renove
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ProductCodeltemType
The Pr oduct Codel t eniType datatype.
Relevant Operations
Operations that use this data type include:
* ModifylmageAttribute

 DescribelmageAttribute

Contents

The following table describes the elements contained in Pr oduct Codel t enilype.

Element Name Description Required? Type

pr oduct Code A product code. Yes xsd:string

ProductinstanceResponseltemType
The Pr oduct | nst anceResponsel t enfType data type.
Relevant Operations
Operations that use this data type include:

e ConfirnProduct! nstance

Contents

The following table describes the elements contained in Productl nstanceResponsel temType.

Member Description Type

pr oduct Code The product code attached tothein-  xsd: stri ng
stance that matches one of the
product codesin the ConfirmPro-
ductlnstance request.

i nstancel d Unique ID of the instance. xsd: string
owner | d The account ID of the owner of the  xsd: string
instance.
ReservationinfoType

TheReser vat i onl nf oType datatype.

Relevant Operations
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Operations that use this data type include:

¢ Runlnstances

» Describel nstances

Contents

The following table describes and shows the elements contained in ReservationlnfoType.

M ember

reservationld

ownerld

gr oupSet

i nst ancesSet

Description

Unique ID of the reservation being
described.

AWS Access Key ID of the user
who owns the reservation.

Set of security groupsthesein-
stances were launched in.

Information about instances started.

RuninstanceltemType

The Runl nst ancel t eniType datatype.

Relevant Operations

Operations that use this data type include:

¢ Runlnstances

Contents

Type

xsd: string

xsd: string

ec2: GoupSet Type[]

ec2: Runni ngl nst ancesl t enmlyp

el]

The following table describes and shows the elements contained in RunlnstanceltemType.

M ember

i magel d

m nCount

max Count

keyNane

Description

Unique ID of amachineimage, re-
turned by acall to Registerlmage.

M inimum number of instances to
launch. If mi nCount ismore than
Amazon EC2 can launch, no in-
stances are launched at all.

Maximum number of instances to
launch. If maxCount ismore than
Amazon EC2 can launch, the largest
possible number above i nCount
will be launched instead.

The name of the keypair.

Type

xsd: string

xsd:int
xsd: i nt
xsd: string
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RunninglnstancesitemType

The Runni ngl nst ancesl t enilype datatype.
Relevant Operations

Operations that use this data type include:

* Runlnstances

Contents

The following table describes and shows the elements contained in Runni ngl nst ancesl t enlype.

Element Name Description Type
i nstancel d Unique ID of theinstance launched.  xsd: string
i magel d Image ID of the AMI used tolaunch  xsd: string
the instance.
i nst anceSt at e The current state of the instance. ec2: I nst anceSt at eType

« pendi ng: theinstanceisin the
process of being launched

* runni ng: the instance has been
launched (although it may not yet
have completed the boot process)

e shut ti ng- down: the instance has
begun the shutdown process

e term nat ed: theinstance has
been terminated

pri vat eDnsName The private DNS name assignedto  xsd: stri ng
the instance. This DNS nameis only
contactable from inside the
Amazon EC2 network. This element
remains empty until the instance
enters arunning state. See Using and
Securing the Network for more info.

dnsNane The public DNS name assigned to xsd: string
theinstance. This DNS nameis con-
tactable from outside the
Amazon EC2 network. This element
remains empty until the instance
enters arunning state. See Using and
Securing the Network for more info.

reason An optional reason for themost re-  xsd: stri ng
cent state transition. Thismay be an
empty string.

keyNane An optional key name. If thisin- xsd:string

stance was launched with an associ-
ated key pair, thisis the name of that
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Element Name Description
key pair.
ami Launchl ndex An optional AMI launch index

which can be used to determine
which instance thisisin the launch
group. See using instance data for
more info.

pr oduct Codes Product codes attached to thisin-
stance.

SecurityGroupltemType

The Securit yGroupl t enTType datatype.

Relevant Operations

Operations that use this data type include:

* DescribeSecurityGroups

Contents

Type

xsd: string

ec2: Product Codel t emType[ ]

The following table describes and shows the elements contained in SecurityGroupltemType.

M ember Description

owner | d AWS AccessKey ID of the owner of

the security group described.
gr oupNane Name of the security group.

groupDescri ption Description of the security group.

i pPer mi ssi ons Set of IP permissions associated with

the security group.

TerminatelnstancesResponselnfoType

The Ter i nat el nst ancesResponsel nf oType datatype.

Relevant Operations

Operations that use this data type include:

* Terminatel nstances

Contents

Type

xsd: string

xsd: string
xsd: string

ec2: | pPerm ssi onType[]
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The following table describes and shows the elements contained in
Ter m nat el nst ancesResponsel nf oType.

Element Name Description Type

i nstancel d Instance ID returned from previous  xsd: string
call to Runinstances.

UserDataType

The User Dat aType datatype.

Relevant Operations

Operations that use this data type include:

* Runlnstances

Contents

The following table describes and shows the elements contained in UserDataType.

M ember Description Type

dat a The user data. xsd:string

Notes
e Thedat a element must specify the attributes
Attribute name Required? Value
version Yes 1.0
encoding Yes base64
» Theuser datais base64-encoded as per RFC3548 with the additional restrictions
e Implementations MUST NOT add linefeeds to encoded data
¢ Implementations MUST pad (end of) encoded data with '=" if required
¢ Implementations MUST ignore characters in the encoded stream that are not in the encoding
alphabet. Note that this differs from what RFC3548 says. It isincluded because it provides more
leeway for clients.
» Encoding alphabet as per table 1 in RFC3548 (i.e. A-Za-z0-9+/)
« Thesize limit on the user data applies to the data before base64 encoding
UserldGroupPairType

TheUser | dG oupPai r Type datatype.
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Relevant Operations

Operations that use this data type include:

 AuthorizeSecurityGroupl ngress
» DescribeSecurityGroups
» RevokeSecurityGrouplngress

Contents

The following table describes and shows the elements contained in UserldGroupPairType.

Member Description Type
userld AWS AccessKey ID of auser. xsd: string
gr oupNane Name of a security group. xsd: string

EC2 SOAP API

The Amazon EC2 API consists of web service operations for every task the service can perform. This
section describes each operation in detail.

By Function

Operations
Images

* Registerlmage
» Describelmages
» Deregisterimage

I nstances

* Runlnstances

» Describel nstances

» Terminatel nstances
ConfirmProductlnstance

Keypairs

» CreateKeyPair
» DescribeKeyPairs
» DeleteKeyPair
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Image Attributes

» ModifylmageAttribute
» Describel mageAttribute
* ResetlmageAttribute

Security Groups

 CreateSecurityGroup

» DescribeSecurityGroups

» DeleteSecurityGroup
 AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress

AuthorizeSecurityGrouplngress

The Aut hori zeSecuri t y& oupl ngr ess operation adds permissions to a security group.

Permissions are specified in terms of the IP protocol (TCP, UDP or ICMP), the source of the request (by
IP range or an Amazon EC2 user-group pair), source and destination port ranges (for TCP and UDP),
and ICMP codes and types (for ICMP).

Note

==

Changes are anticipated in this API that may restrict further what is allowable. Please
consult the section called “Anticipated API changes’ for more details.

Permission changes are propagated to instances within the security group being modified as quickly as
possible. However, asmall delay islikely, depending on the number of instances that are members of
the indicated group.

Request Parameters

The following table describes the request parametersfor Aut hori zeSecuri t yG oupl ngr ess.
Parameter names are case sensitive.

Element Name Definition Re- Type
quired?
userld AWS Access Key ID. Yes xsd: string
gr oupName Name of the group to modify. Yes xsd: string
i pPer i ssi ons Set of permissions to add to the group. Yes eE:]Z: | pPer i ssi onTyp
e
Response Tags

The following table describes the default response tags included in
Aut hori zeSecuri t yG oupl ngr ess responses.
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Element Name Definition Type

return t rue if permissions successfully added. xsd: bool ean

Sample Request

<Aut hori zeSecurityG oupl ngress xm
I ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<userld/ >
<gr oupNanme>WebSer ver s</ gr oupName>
<i pPer m ssi ons>
<itemp
<i pPr ot ocol >t cp</i pProt ocol >
<fromnPort >80</fronPort >
<t oPort >80</ t oPor t >
<gr oups/ >
<i pRanges>
<itenp
<cidrlp>0.0.0.0/0</cidrlp>
</itenp
</ i pRanges>
</itenpr
</ i pPerm ssi ons>
</ Aut hori zeSecurityG oupl ngress>

Sample Response

<Aut hori zeSecurityG oupl ngressResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>

</ Aut hori zeSecurityG oupl ngr essResponse>

Related Operations

* CreateSecurityGroup

» DescribeSecurityGroups

» RevokeSecurityGrouplngress
» DeleteSecurityGroup

ConfirmProductinstance

The Confi r mPr oduct | nst ance operation returnstrueif the given product code is attached to the
instance with the given instance id. False isreturned if the product code is not attached to the instance.

The Conf i r nPr oduct | nst ance operation can only be executed by the owner of the AMI. This feature

isuseful when an AMI owner is providing support and wants to verify whether a user'sinstance is
eligible.

Request Parameters

The following table describes the request parameters for Conf i r nPr oduct | nst ance. Parameter
names are case sensitive.

API Version 2007-03-01
59



Amazon Elastic Compute Cloud Developer Guide
CreateKeyPair

Element Name Definition Re- Type
quired?
pr oduct Code The product code to confirm isattached  Yes xsdstring
to the instance.
i nstancel d Theinstance to confirm the product code  Yes xsdstring
is attached to.
Response Tags
The following table describes the default response tags included in Conf i r nPr oduct | nst ance
responses.
Element Name Definition Type
return Trueif the product codeis attached tothein-  xsd: bool ean
stance, falseif it is not.
owner | d The instance owner's account id. Only present  xsdstri ng

if the product code is attached to the instance.

Sample Request

<ConfirnmProduct | nstance xm ns="http://ec2. amazonaws. com doc/ 2007- 03-01" >
<pr oduct Code>774FAFF8</ pr oduct Code>
<I nst ancel d>i - 10a64379</i nst ancel d>

</ Confi r nPr oduct | nst ance>

Sample Response

<Confi rnmProduct | nst anceResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>
<owner | d>254933287430</ owner | d>

</ Confi r mPr oduct | nst anceResponse>

Related Operations

» Describel nstances
¢ Runlnstances

CreateKeyPair

The Cr eat eKeyPai r operation creates a new 2048 bit RSA keypair and returns aunique ID that can be
used to reference this keypair when launching new instances.

Request Parameters
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The following table describes the request parameters for Cr eat eKeyPai r . Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
keyName A unique name for this key. Yes xsd: string
Response Tags

The following table describes the default response tags included in Cr eat eKeyPai r responses.

Element Name Definition Type

keyName The key name provided in the origina re- xsd: string
quest.

keyFi nger pri nt A SHA-1 digest of the DER encoded private  xsd: stri ng
key.

keyMat eri al An unencrypted PEM encoded RSA private  xsd: string
key.

Sample Request

<Creat eKeyPai r xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<keyNane>exanpl e- key- nanme</ keyNane>
</ Cr eat eKeyPai r >

Sample Response

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >

<keyNane>exanpl e- key- nane</ keyNane>
<keyFi nger pri nt >1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </
keyFi nger pri nt >

<keyMaterial >----- BEG N RSA PRI VATE KEY--- - -
M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoC8Xe56L1 T+HVBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQY anl n3Z@8l FWIEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3LpGZy q/
ebl U qlgTbhHkLbCC2r 7RTn8vpQAp47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nmHKBj 81 +ePQxGLk GhF6R4Ay g6s ECmXn 17 MRQVXCDNHZbAgMVBAAECggEAY1t si Usl wDl 5
91CXi r kYGQuVf LyLf | Xenxf | 50nDFns/ numrql oHO7t r Oor i HDREK7WMVE Y/ YY5Ykc XNo7mv UVD1pM
ZNUJs7r wogZRTr f 7Lyl aJ58kCcyaj wBTsC4e4LPbFaHWS1d6K8r Xh6406WgWASr sB61 Crr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJNf ZcOXWe Uw77Jg8x92Zd0f VhHOUx51 ZC+Uv SKV\B4dyf cl
t EBC3p9bbU9VGY Y5VLCAI | b4gQKBgQDLI OR4GXr | kswF32Yt BBMUVgLGOWMISh9H O9nKAc 2nBCril
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5] wKBgQCKk pHi 2El Sh1uRkhx| j yWC
i DCi K6JBRsM/pLbcOv5dKwP5al 01f miR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFmbyhsbm
rdLNLDL4+TcnT7¢c62/ aHO1lohYaf / VCbRht LI Bf gGoQc7+sAc8vinKkesnF7CgCEKDy F/ dhr x YAQKB
gC0i ZzzNAapayz1+JcVTwWwEi d6j 9JgNXbBc+Z2YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWNv XgwwO+oi Chj xvEkSdsTTI f nK4VSCvU9BXxDbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUHAYnVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKOl GHBYHBDI Xt zMhdJr 15HTY] xK70gTZm
gK+8zp4L9l bvLGDMI BV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWNAql | x3kR5aHcuk CgYAST+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTvW 6bdPi 23ExzxZn7KQdr f cl YRph1LHVpAONv/ x2xALI f 91UB+v50hyloDoasLOgi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSb4g==
----- END RSA PRI VATE KEY-----</keyMaterial >
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</ Cr eat eKeyPai r Response>

Related Operations

» DescribeKeyPairs
» DeleteKeyPair
* Runlnstances

CreateSecurityGroup

The Cr eat eSecuri t yG oup operation creates a new security group.

Every instanceis launched in a security group. If none is specified as part of the launch request then
instances are launched in the default security group. Instances within the same security group have
unrestricted network access to one another. Instances will reject network access attempts from other
instances in a different security group. Asthe owner of instances you may grant or revoke specific
permissions using the AuthorizeSecurityGrouplngress and RevokeSecurity Groupl ngress operations.

Request Parameters

The following table describes the request parameters for Cr eat eSecur i t yG oup. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
gr oupNane Name for the new security group. Yes xsd: string
groupDescri p- Description of the new security group. Yes xsd: string
tion
Response Tags

The following table describes the default response tagsincluded in Cr eat eSecur i t yGr oup responses.

Element Name Definition Type
return t rue if call succeeded. xsd: bool ean
Sample Request

<CreateSecurityGoup xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<gr oupName>WebSer ver s</ gr oupNane>
<gr oupDescri pti on>Wb</ gr oupDescri pti on>

</ CreateSecurityG oup>

Sample Response

<Creat eSecurityG oupResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
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<return>true</return>
</ Creat eSecurityG oupResponse>

Related Operations

* Runlnstances

* DescribeSecurityGroups
 AuthorizeSecurityGrouplngress
» RevokeSecurityGroupl ngress
» DeleteSecurityGroup

DeleteKeyPair

The Del et eKeyPai r operation deletes akeypair.

Request Parameters

The following table describes the request parameters for Del et eKeyPai r . Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
keyName Name of the keypair to delete. Yes xsd: string
Response Tags

The following table describes the default response tags included in Del et eKeyPai r responses.

Element Name Definition Type
return t r ue if the key was successfully deleted. xsd: bool ean

Sample Request

<Del et eKeyPai r xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<keyNane>exanpl e- key- nanme</ keyNane>
</ Del et eKeyPai r >

Sample Response

<Del et eKeyPai r xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<return>true</return>
</ Del et eKeyPai r >

Related Operations

» CreateKeyPair
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» DescribeKeyPairs

DeleteSecurityGroup

TheDel et eSecuri t yG oup operation deletes a security group.

If an attempt is made to delete a security group and any instances exist that are members of that group a
fault is returned.

Request Parameters

The following table describes the request parameters for Del et eSecur i t yG oup. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
gr oupNane Name of the security group to delete. Yes xsd: string
Response Tags

The following table describes the default response tagsincluded in Del et eSecuri t yGr oup responses.

Element Name Definition Type

return t rue if group deleted. xsd: bool ean

Sample Request

<Del et eSecurityGoup xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<gr oupNarme>RangedPor t sBy Sour ce</ gr oupNanme>
</ Del et eSecurityG oup>

Sample Response

<Del et eSecuri tyG oupResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Del et eSecurityG oupResponse>

Related Operations

 CreateSecurityGroup

* DescribeSecurityGroups
AuthorizeSecurityGroupl ngress
» RevokeSecurityGrouplngress

Deregisterimage
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The Der egi st er | mage operation deregisters an AMI. Once deregistered, instances of the AMI may no
longer be launched.

Request Parameters

The following table describes the request parameters for Der egi st er | mage. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
i magel d Unique ID of amachineimage, returned ' Yes xsd:string
by a call to Registerlmage or De-
scribelmages.
| aunchPer mi s- Specifies launch permissions of the Choice | xsd: Enpt yEl enent Typ
sion AMI. e
pr oduct Codes Specifies product codes of the AMI. Choice | xsd: Enpt yEl enent Typ
e
Response Tags

The following table describes the default response tags included in Der egi st er | rage responses.

Element Name Definition Type

return t rue if deregistration succeeded, otherwise  xsd: bool ean
fal se.

| aunchPer ni ssi on | Returnslaunch permissions of the AMI if ec2: LaunchPer ni ssi onl t
launchPermission is specified.. enfype] ]

pr oduct Codes Returns product codes of the AMI if launch-  ec2: Product Codel t enilyp
Permission is specified. e[l

Sample Request

<Der egi sterl mage xm ns="http://ec2. amazonaws. conl doc/ 2007- 03-01" >
<i magel d>ani - 61a54008</ | nagel d>
</ Der egi st er | mage>

Sample Response

<Der egi st er | mageResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Der egi st er | rageResponse>

Related Operations

* Registerlmage
 Describelmages
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DescribelmageAttribute

The Descri bel mageAt t ri but e operation returns information about an attribute of an AMI. Only one
attribute may be specified per call.

Request Parameters

The following table describes the request parametersfor Descri bel nageAt t ri but e. Parameter
names are case sensitive.

Element Name Definition Re- Type
quired?
i magel d ID of the AMI for which an attribute will | Yes xsd:string
be described.
| aunchPer mi s- Describes launch permissions of the Choice  ec2: Enpt yEl enent Typ
si on AMI. e
pr oduct Codes Describes product codes of the AMI. Choice | ec2: Enpt yEl enent Typ
e
Response Tags
The following table describes the default response tagsincluded in Descri bel mageAttri but e
responses.
Element Name Definition Type
i magel d ID of the AMI of which parametersarebeing  xsd: string
described.
| aunchPer mi ssi on | Launch permissions of the AMI. Returned if | ec2: LaunchPer ni ssi onl t
I aunchPer mi ssi onsare being described. enType| ]
pr oduct Codes Product codes of the AMI. Returned if pr o- ec2: Product Codel t eniTyp
duct Codes are being described. e[l

Sample Request - Launch Permission

<Descri bel mageAttri bute xm ns="http://ec2. amazonaws. con doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<l aunchPer ni ssion />

</ Descri bel mageAt tri but e>

Sample Response - Launch Permission

<Descri bel mageAt t ri but eResponse xm
I ns="http://ec2. amazonaws. conf doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<l aunchPer m ssi on>
<itenp
<group>al | </ gr oup>
<litenpr
<itenpr
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<user| d>495219933132</ user | d>
</itenp
</l aunchPer m ssi on>
</ Descri bel mageAttri but eResponse>

Sample Request - Product Codes

<Descri bel mageAttri bute xm ns="http://ec2. amazonaws. con doc/ 2007- 03- 01" >
<i magel d>am - 61a54008</ i magel d>
<pr oduct Codes />

</ Descri bel mageAttri bute>

Sample Response - Product Codes

<Descri bel mageAt tri but eResponse xm
I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<pr oduct Codes>
<itenp
<pr oduct Code>774F4FF8</ pr oduct Code>
</[itenpr
</ product Codes>
</ Descri bel mageAttri but eResponse>

Related Operations

 Describelmages
* ModifylmageAttribute
» ResetlmageAttribute

Describelmages

TheDescri bel nages operation returnsinformation about AMIs available for use by the user. This
includes both public AMIs (those available for any user to launch) and private AMI s (those owned by
the user making the request and those owned by other users that the user making the request has explicit
launch permissionsfor).

Thelist of AMIs returned can be modified through optional lists of AMI IDs, owners or users with

launch permissions. If al three optional lists are empty all AMIsthe user has launch permissions for are
returned. Launch permissions fall into three categories:

Launch Permis-  Description

sion

public Theal | group haslaunch permissions for the AMI. All users have launch per-
missions for these AMIs.

explicit The owner of the AMI granted launch permissions to a specific user. for the
AMI.

implicit A user hasimplicit launch permissions for all AMIs he or she owns.

If one or more of the lists are specified the result set is the intersection of AMIs matching the criteria of
the indivdual lists.
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Providing the list of AMI IDs requestsinformation for those AMIsonly. If no AMI IDs are provided,
information of all relevant AMIswill be returned. If an AMI is specified that does not exist afault is
returned. If an AMI is specified that exists but the user making the request does not have launch
permissions for, then that AMI will not be included in the returned results.

Providing the list of owners reguests information for AMIs owned by the specified owners only. Only
AMIsthe user has launch permissions for are returned. The items of the list may be account ids for
AMIs owned by users with those account ids, amazon for AMIs owned by Amazon or sel f for AMIs
owned by the user making the request.

The executable list may be provided to request information for AMIs that only the specified users have
launch permissions for. Theitems of the list may be account ids for AMIs owned by the user making the
request that the users with the specified account ids have explicit launch permissions for, sel f for AMIs
the user making the request has explicit launch permissions for or al | for public AMIs.

Deregistered images will be included in the returned results for an unspecified interval subseguent to
deregistration.

Request Parameters

The following table describes the request parameters for Descr i bel mages. Parameter names are case

sensitive.

Element Name Definition Re- Type
quired?

i mageSet AMI IDsto describe Yes(but xsd:string[]
may be
empty)

owner sSet Owners of AMIsto describe Yes(but xsd:string[]
may be
empty)

execut - Describe AMIsthat the specified users | Yes(but | xsd: string[]

abl eBySet have launch permissions for may be
empty)

Response Tags

The following table describes the default response tagsincluded in Descr i bel mages responses.

Element Name Definition Type

i mages Set A list of image descriptions ec2: Descri bel magesResp
onsel t enlype[ ]

Sample Request

<Descri bel mrages xm ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<execut abl eBySet >
<itene
<user>al | </ user >
</[itenpr
</ execut abl eBySet >
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<ownersSet />
<i magesSet >
<itemp
<i magel d>ani - 61a54008</ i nagel d>
<i magel d>ami - 72f 53012</ i nagel d>
</[itenp
</i magesSet >
</ Descri bel nages>

Sample Response

<Descri bel magesResponse xm ns="http://ec2. anmazonaws. con doc/ 2007- 03- 01" >
<i magesSet >
<itenp
<i magel d>anm - 61a54008</ i nagel d>
<i magelLocati on>aes-ttyli nux/i nmage. mani f est. xm </ i nageLocat i on>
<i mageSt at e>avai | abl e</ i nageSt at e>
<i mageOaner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI QNFMK/ | nageOnner | d>
<i sPubl i c>true</isPublic>
<pr oduct Codes>
<itenp
<pr oduct Code>774F4FF8</ pr oduct Code>
</litenpr
</ product Codes>
</itenpr
</ i magesSet >
</ Descri bel magesResponse>

Related Operations

» Describelnstances
 DescribelmageAttribute

Describelnstances

The Descri bel nst ances operation returns information about instances owned by the user making the
request.

An optional list of instance IDs may be provided to request information for those instances only. If no
instance | Ds are provided, information of all relevant instances information will be returned. If an
instance is specified that does not exist afault isreturned. If an instance is specified that exists but is not
owned by the user making the request, then that instance will not be included in the returned results.

Recently terminated instances will be included in the returned results for asmall interval subsequent to
their termination. Thisinterval istypically of the order of one hour.

Request Parameters

The following table describes the request parametersfor Descr i bel nst ances. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
i nst ancesSet Set of instances IDsto get the statusof. | Yes(but xsd: string[]
may be
empty)
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Response Tags

The following table describes the default response tagsincluded in Descr i bel nst ances responses.

Element Name Definition Type
reservati onSet A list of structures describing the status of all ' ec2: Reser vat i onl nf oTyp
requested instances. e[l

Sample Request

<Descri bel nstances xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<i nst ancesSet >
<itenpr
<i nst ancel d>i - 28a64341</i nst ancel d>
</itemp
</i nstancesSet >
</ Descri bel nst ances>

Sample Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2007- 03- 01" >
<reservati onSet >
<itenp
<reservationl d>r-44a5402d</ reservati onl d>
<owner | d>UYY3TLBUXI EON5SNQVUUX6 OVPWBZI QNFMK/ owner | d>
<gr oupSet >
<itenp
<gr oupl d>def aul t </ gr oupl d>
<litemp
</ groupSet >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
<i magel d>ani - 6ea54007</i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>r unni ng</ name>
</instanceSt at e>
<pri vat eDnsNane>domJ 12- 31- 35- 00- 1E- 01. z- 2. conput e- 1. i nter nal </ pri vat eDnsNane
>

<dnsNane>ec2- 72- 44- 33- 4. z- 2. conput e- 1. amazonaws. conk/ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>23</ am Launchl ndex>
<pr oduct CodesSet >
<i t enm<pr oduct Code>774F4FF8</ pr oduct Code></i t en
<pr oduct CodesSet >
</itenpr
</instancesSet >
</itenpr
</reservationSet >
</ Descri bel nst ancesResponse>

Related Operations

¢ Runlnstances
¢ Terminatel nstances
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DescribeKeyPairs
TheDescri beKeyPai r s operation returns information about keypairs available for use by the user
making the request. Selected keypairs may be specified or the list may be left empty if information for
all registered keypairsis required.

Request Parameters

The following table describes the request parametersfor Descr i beKeyPai r s. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
key Set Keypair IDsto describe. Yes(but xsd:string[]
may be
empty)
Response Tags

The following table describes the default response tags included in Descr i beKeyPai r s responses.

Element Name Definition Type

key Set A list of keypair descriptions ec2: Descri beKeypai r sRe
sponsel t enilype[ ]

Sample Request

<Descri beKeyPairs xm ns="http://ec2. anazonaws. com doc/ 2007-03- 01" >
<keySet >
<itene
<keyNane>exanpl e- key- nane</ keyName>
</itenpr
</ keySet >
</ Descri beKeyPai r s>

Sample Response

<Descri beKeyPai r sResponse xm ns="http://ec2. anmazonaws. com doc/ 2007- 03- 01" >
<keySet >
<itene
<keyNane>exanpl e- key- nane</ keyName>
<keyFi nger pri nt >1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </
keyFi nger pri nt >
</itenpr
</ keySet >
</ Descri beKeyPai r sResponse>

Related Operations

» CreateKeypair
» DeleteKeypair
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¢ Runlnstances

DescribeSecurityGroups

TheDescri beSecurit yGr oups operation returns information about security groups owned by the
user making the request.

An optional list of security group names may be provided to request information for those security

groups only. If no security group names are provided, information of all security groups will be
returned. If agroup is specified that does not exist afault is returned.

Request Parameters

The following table describes the request parametersfor Descri beSecuri t yGr oups. Parameter
names are case sensitive.

Element Name Definition Re- Type
quired?
securityG oup-  Listof security groups to describe. Yes xsd: string[]
Set
Response Tags
The following table describes the default response tags included in Descr i beSecuri t yG oups
responses.
Element Name Definition Type
security- Information about security groups. ec2: SecurityG oupltenl
G oupl nfo ype[]

Sample Request

<Descri beSecurityG oups xm ns="http://ec2. anmazonaws. con doc/ 2007- 03-01" >
<securityG oupSet >
<itenp
<gr oupName>WebSer ver s</ gr oupNane>
</itenpr
<itene
<gr oupName>RangedPor t sBy Sour ce</ gr oupNanme>
</itenpr
</ securityG oupSet >
</ Descri beSecurityG oups>

Sample Response

<Descri beSecurityG oupsResponse xm
I ns="http://ec2. amazonaws. conf doc/ 2007-03- 01" >
<securi tyG oupl nf o>
<itenw
<owner | d>UYY3TLBUXI EON5SNQVUUX6 OMPVBZI QNFM</ owner | d>
<gr oupName>WebSer ver s</ gr oupName>
<gr oupDescri pti on>Wb</ gr oupDescri pti on>
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<i pPer mi ssi ons>
<itenp
<i pPr ot ocol >t cp</i pProt ocol >
<f r onPor t >80</ fr onPor t >
<t oPort >80</t oPort >
<gr oups/ >
<i pRanges>
<itenp
<cidrlp>0.0.0.0/0</cidrlp>
<litenpr
</ i pRanges>
<litenmp
</ i pPerm ssi ons>
</[itenpr
<itene

<owner | d>UYY3TLBUXI EON5S NQVUUX6 OVPWBZI ONFMK/ owner | d>

<gr oupNarme>RangedPor t sBy Sour ce</ gr oupNane>
<groupDescri pti on>A</ gr oupDescri pti on>
<i pPerm ssi ons>
<itenp
<i pPr ot ocol >t cp</i pProt ocol >
<f ronPort >6000</ f r omPor t >
<t oPort >7000</t oPor t >
<groups/ >
<i pRanges/ >
</itenp
</i pPer i ssi ons>
</litenpr
</ securityG oupl nf o>
</ Descri beSecurityG oupsResponse>

Related Operations

 CreateSecurityGroup
AuthorizeSecurityGroupl ngress
» RevokeSecurityGroupl ngress
» DeleteSecurityGroup

GetConsoleOutput

The Get Consol eQut put operation retrieves console output that has been posted for the specified

instance.

Instance console output is buffered and posted shortly after instance boot, reboot and once the instance
isterminated. Only the most recent 64 KB of posted output is available. Console output is available for

at least 1 hour after the most recent post.

Request Parameters

The following table describes the request parameters for Get Consol eQut put . Parameter names are

case sensitive.
Element Name Definition Re-
quired?
AninstancelDre- Yes xsd: st
turned from apre- ring
vious call to Run-
| nst ances.
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Response Tags

The following table describes the default response tags included in Get Consol eQut put responses.

Element Name Definition Type

i nstancel d Theinstance ID. xsd:string

ti mestanp The time the output was last updated. xsd: dat eTi me
out put The console output, Base64 encoded. xsd: string

Sample Request

<Cet Consol eCut put xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i nst ancel d>i - 28a64341</i nst ancel d>
</ Get Consol eCut put >

Sample Response

<Cet Consol eQut put Response xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >

<i nst ancel d>iI - 28a64341</i nst ancel d>

<ti mest anp>2007-01- 03 15: 00: 00</ti nest anp>
<(|2ut &t >TAd udXggdmvyc?2l vbi AyLj YuMTYt eGVuVSAoYnVpbGRI ckBWYXRj aGlhdC5hbWF6b25zY
SkgKGdj
YyB2ZXJzaWdul DQUMCAx| DI WDUMNz | 31 ChSZWQySGF0I DQUMCAXLTUpKSA] MSBTTVAgVGh11 E9j
dCAyN AwODoOMToyNi BTQVNUI DI WiDYKQkI PUy 1wcmB2aViRl ZCBwaH zaVWANhb CBSQUOgbWFwWOgpY
Z\M61 DAWMVDAWMVDAWMVDAWMVDAWMVDAG L SAWMVDAWMVDAWMVDZh NDAWMVDAW Chlc2Fi bGUpC k4MELCI EhJ
ROhNRUOgYXZhaWkhYnx| Lgo3M dNQ BMIT1dNRUOgYXZhaWkhYmx| LgpOANCAoRXh| Y3VOZSBEaXNh
Ykl KSBwe mB0ZVWN0aVWbuQ BhY3RpdmUKSVIRI Gxv Y2t 1cCBKZXR! Y3Rpb249ZG z YW sZWXKMVp
bHQ@MSB6b251 bA zdHVKS2Vybns| GNvbWLhbngbA uZTogenmBvdDOvZGV2L3NK YTEge nBgNApF
b bA uZyBmYXNOI EZQVSBz YXZI | GFuZCByZXNOb3J! Li 4ul GRvbmJuCg==</ out put >
</ Get Consol eCQut put Response>

ModifylmageAttribute

The Modi fyl mageAt t ri but e operation modifies an attribute of an AMI.

Attributes

Attribute Name Type Description

launchPermission List Controls who has permission to
launch the AMI. Launch permis-
sions can be granted to specific
users by adding userlds. The
AMI can be made public by
adding theal | group.

productCodes List Associates product codes with

AMIs. This allows a developer
to charge a user extrafor using
the AMIs. The user must be
signed up for the product before
they can launch the AMI. pro-
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Attribute Name Type Description

ductCodes is awrite once attrib-
ute - onceit has been set it can
not be changed or removed.

Request Parameters

The following table describes the request parameters for Modi f yl mageAt t ri but e. Parameter names
are case sensitive.

Element Name Definition Re- Type
quired?
i magel d AMI 1D to modify an attribute on. Yes xsd:string
| aunchPer mi s- Adds or removes launch permissionsfor = Choice  ec2: LaunchPerni ssi o
si on the AMI. nQper at i onType

pr oduct Codes Attaches product codesto the AMI. Cur- Choice  ec?2: Product Codel t em
rently only one product code may be as- Type[]
sociated with an AMI. Once set, the
product code can not be changed or re-
Set.

Response Tags
The following table describes the default response tagsincluded in Modi f yl nageAttri but e
responses.
Element Name Definition Type
return t r ue if the operation succeeded, otherwise xsd: bool ean

fal se.

Sample Request - Launch Permission

<Mbdi fyl mageAttri bute xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<l aunchPer ni ssi on>
<add>
<itemp
<group>al | </ gr oup>
<litenpr
<itemp
<user | d>495219933132</ user | d>
</itenp
</ add>
<l aunchPer m ssi on>
</ Modi fyl mageAt tri but e>

Sample Request - Product Codes
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<Mbdi fyl mageAttri bute xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<pr oduct Codes>
<itemp
<pr oduct Code>774F4FF8</ pr oduct Code>
</litenpr
<pr oduct Codes>
</ Modi fyl mageAt tri but e>

Sample Response

<Modi fyl mageAttri but eResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>

</ Modi fyl mageAt tri but eResponse>

Related Operations

* ResetlmageAttribute
» Describel mageAttribute

Rebootinstances
The Reboot | nst ances operation requests a reboot of one or more instances. This operation is

asynchronous; it only queues a regquest to reboot the specified instance(s). The operation will succeed
provided the instances are valid and belong to the user. Terminated instances will be ignored.

Request Parameters

The following table describes the request parameters for Reboot | nst ances. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
i nst ancesSet One or moreinstance IDs returned from | Yes xsd:string[]
previous callsto Runl nst ances.
Response Tags

The following table describes the default response tagsincluded in Reboot | nst ances responses.

Element Name Definition Type
result An indication of whether the request was suc- = xsd:boolean
cessful.

Sample Request

<Reboot | nst ances xm ns="http://ec2. amazonaws. con doc/ 2007- 03-01" >
<i nst ancesSet >
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<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
</[itenp
</ i nst ancesSet >
</ Reboot | nst ances>

Sample Response

<Reboot | nst ancesResponse xnml ns="http://ec2. amazonaws. conl doc/ 2007-03- 01" >
<return>true</return>
</ Reboot | nst ancesResponse>

Registerimage

The Regi st er | nage operation registers an AMI with Amazon EC2. Images must be registered before
they can be launched.

Each AMI is associated with an unique ID which is provided by the EC2 service through the
Registerimage operation. As part of the registration process, Amazon EC2 will retrieve the specified
image manifest from Amazon S3 and verify that the image is owned by the user requesting image
registration.

Theimage manifest is retrieved once and stored within the Amazon EC2 network. Any modifications to
an image in Amazon S3 invalidate this registration. If you do have to make changes and upload a new
image deregister the previous image and register the new image.

Request Parameters

The following table describes the request parameters for Regi st er | mage. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
i mageLocation  Full pathtoyour AMI manifestin Yes xsd: string
Amazon S3 storage.
Response Tags

The following table describes the default response tags included in Regi st er | mage responses.

Element Name Definition Type
i magel d Unique ID of the newly registered machine xsd: string
image.

Sample Request

<Regi sterl mage xm ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<i mageLocat i on>/ nybucket/ nyi mage. mani f est. xnm </ i mageLocat i on>
</ Regi st er | nage>
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Sample Response

<Regi st er | mageResponse xm ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
</ Regi st er | mageResponse>

Related Operations
» Describelmages

» Deregisterimage

ResetimageAttribute
TheReset | rageAt t ri but e operation resets an attribute of an AMI to its default value.

The productCodes attribute cannot be reset.

Request Parameters

The following table describes the request parametersfor Reset | mageAt t ri but e. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?

i magel d ID of the AMI on which the attribute Yes xsd: string

will be reset.
| aunchPermi s- Resets the AMI's launch permissions. Yes ec2: Enpt yEl ement Typ
sion All public and explicit launch permis- e

sions for the AMI are revoked.

Response Tags

The following table describes the default response tagsincluded in Reset | rageAt t ri but e responses.

Element Name Definition Type
return t r ue if the operation succeeded, otherwise xsd: bool ean
fal se.

Sample Request

<Reset | mageAttribute xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<l aunchPer ni ssion />

</ Reset | mageAttri bute>

Sample Response
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<Reset | mageAttri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Reset | mageAttri but eResponse>

Related Operations

* ModifylmageAttribute
 DescribelmageAttribute

RevokeSecurityGrouplngress

TheRevokeSecuri t yG oupl ngr ess operation revokes existing permissions that were previously
granted to a security group. The permissions to revoke must be specified using the same values
originally used to grant the permission.

Permissions are specified in terms of the IP protocol (TCP, UDP or ICMP), the source of the request (by
IP range or an Amazon EC2 user-group pair), source and destination port ranges (for TCP and UDP),
and ICMP codes and types (for ICMP).

Note

==

Changes are anticipated in this API that may restrict further what is alowable. Please
consult the section called “ Anticipated API changes’ for more details.

Permission changes are propagated to instances within the security group being modified as quickly as
possible. However, asmall delay islikely, depending on the number of instances that are members of
the indicated group.

Request Parameters

The following table describes the request parameters for RevokeSecur i t yG oupl ngr ess. Parameter
names are case sensitive.

Element Name Definition Re- Type
quired?
userld AWS Access Key ID. Yes xsd: string
gr oupNane Name of the group to modify. Yes xsd: string
i pPer mi ssi ons Set of permissions to remove from the Yes ec2: | pPer mi ssi onTyp
group. e[]
Response Tags
The following table describes the default response tags included in RevokeSecuri t yGr oupl ngr ess
responses.
Element Name Definition Type
return t rue if permissions successfully revoked. xsd: bool ean
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Sample Request

<RevokeSecurityG oupl ngress xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<userld/ >
<gr oupNanme>RangedPor t sBy Sour ce</ gr oupNanme>
<i pPer m ssi ons>
<itemp
<i pProt ocol >t cp</i pProt ocol >
<f romPor t >6000</ f r onPor t >
<t oPort >7000</ t oPort >
<groups/ >
<i pRanges/ >
</itenpr
</ i pPerm ssi ons>
</ RevokeSecurityG oupl ngress>

Sample Response

<RevokeSecurit yGroupl ngr essResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>

</ RevokeSecurityG oupl ngr essResponse>

Related Operations

 CreateSecurityGroup

» DescribeSecurityGroups
AuthorizeSecurityGroupl ngress
» DeleteSecurityGroup

Runinstances

The Runl nst ances operation launches a specified number of instances.

A call to Runl nst ances is guaranteed to start no fewer than the requested minimum for each AMI
specified. If there isinsufficient capacity available then no instances will be started. Amazon EC2 will
make a best effort attempt to satisfy the requested maximum values. If there is capacity to cover the
specified minimum values but not the maximum values then instances of each image specified will be
launched in around robin fashion.

As an example, consider arequest to launch two images (A and B), with minimum and maximum values
of (5,10) and (20, 40) respectively.

If there is sufficient capacity for less than 25 instances then no instances will be launched (since the
minimums of 5 and 20 cannot both be satisfied).

If thereis capacity available for only 30 instances then 5 instances of A and 20 instances of B will be
launched. The remaining 5 instances will be allocated in round robin fashion.

Every instance is launched in a security group. This may be specified as part of the launch request. If a
security group is not indicated then instances are started in a the default security group.

An optional keypair ID may be provided for each image in the launch request. All instancesthat are
created from images for which thisis provided will have access to the associated public key at boot time
(detailed below). This key may be used to provide secure access to an instance of an image on a
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per-instance basis. Amazon EC2 public images make use of this functionality to provide secure
passwordless access to instances (and launching those images without a keypair ID will leave them
inaccessible).

The public key material is made available to the instance at boot time by placing it in afile named
openssh_i d. pub on alogical devicethat is exposed to the instance as/ dev/ sda2 (the ephemeral
store). The format of thisfileis suitable for use as an entry within ~/ . ssh/ aut hor i zed_keys (the
OpenSSH format). This can be done at boot time (as part of r cl ocal , for example) alowing for secure
password-less access. As the need arises, other formats will also be considered.

Optional user data may be provided in the launch request. All instances comprising the launch request
have access to this data (see the section called “Using Instance Data” for details).

If any of the AMIs have product codes attached for which the user has not subscribed, the
Runl nst ances call will fail.

Request Parameters

The following table describes the request parameters for Runl nst ances. Parameter names are case
sensitive.

Element Name Definition Re- Type
quired?

i nst ancesSet Description of the instances to launch. Yes ec2: Runl nst ancel t em
Type[]

gr oupSet Description of the security groupstoas- | Yes ec2: G oupSet Type|[]
sociate the instances with.

user Dat a The user data available to the launched No ec2: User Dat aType
instances.

addr essi ngType  The addressing scheme with which to No xsd:string
launch the instance. The supported ad-
dressing typeispubl i c. For the public
scheme, the instance has a private and
public |P address that are mapped
through NAT. See the section called
“Instance Addressing” for more informa-
tion.

=

Note

To support our legacy
cluster, early beta custom-
ers can also specify di r -
ect . Inthedirect scheme
the instance has asingle
public IP address.

Response Tags

The following table describes the default response tags included in Runl nst ances responses.
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Element Name Definition Type
Runl nst ances- Status information about the instances started. Reser vat i onl nf oType
Response

Sample Request

<Runl nst ances xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i nst ancesSet >
<itenp
<i magel d>am - 60a54009</ i magel d>
<m nCount >1</ mi nCount >
<maxCount >3</ maxCount >
<keyNane>exanpl e- key- nane</ keyNanme>
<litenpr
</instancesSet >
<groupSet/>
<userData version="1.0" encod-
i ng="base64" ><dat a>" VGhpcyBpcyBi YXN | DYOl Q==</ dat a></ user Dat a>
<addr essi ngType>publ i c</ addr essi ngType>
</ Runl nst ances>

Sample Response

<Runl nst ancesResponse xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<reservationl d>r-47a5402e</reservati onl d>
<owner | d>495219933132</ owner | d>
<gr oupSet >
<itenpr
<gr oupl d>def aul t </ gr oupl d>
</itemp
</ groupSet >
<i nst ancesSet >
<itenpr
<i nst ancel d>i - 2ba64342</i nst ancel d>
<i magel d>ami - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsNanme>
<dnsNane></ dnsNanme>
<keyNane>exanpl e- key- nanme</ keyNane>
<am Launchl ndex>0</ an Launchl ndex>
</itenp
<itenp
<i nst ancel d>i - 2bc64242</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsNane>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nanme</ keyNane>
<am Launchl ndex>1</ am Launchl ndex>
</itenmp
<itenp
<i nst ancel d>i - 2be64332</i nst ancel d>
<i magel d>anmi - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ nane>
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</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNanme>exanpl e- key- nanme</ keyNane>
<am Launchl ndex>2</ am Launchl ndex>
</[itenpr
</i nstancesSet >
</ Runl nst ancesResponse>

Related Operations

* Describel nstances

» Terminatel nstances
 AuthorizeSecurityGroupl ngress
» RevokeSecurityGrouplngress
* DescribeSecurityGroups

Terminatelnstances

The Ter i nat el nst ances operation shuts down one or more instances. This operation is idempotent
and terminating an instance that isin the process of shutting down (or aready terminated) will succeed.

Terminated instances remain visible for a short period of time (approximately one hour) after
termination, after which their instance 1D is invalidated.

Request Parameters

The following table describes the request parametersfor Ter ni nat el nst ances. Parameter names are
case sensitive.

Element Name Definition Re- Type
quired?
i nst ancesSet One or more instance IDsreturned from  Yes xsd:string[]

previous callsto Runl nst ances.

Response Tags

The following table describes the default response tags included in Ter nmi nat el nst ances responses.

Element Name Definition Type

i nst ancesSet A complex type containing describing the ec2: Term nat el nst ances
current and new state of each instance spe- Responsel nf oType[ ]
cified.

Sample Request

<Term nat el nst ances xm ns="http://ec2. amazonaws. conf doc/ 2007-03-01">
<i nst ancesSet >
<itenp
<i nstancel d>i - 28a64341</i nst ancel d>
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</itenp
</ i nst ancesSet >
</ Ter mi nat el nst ances>

Sample Response

<Ter m nat el nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
<shut downSt at e>
<code>32</ code>
<nanme>shut ti ng- down</ nane>
</ shut dowmnSt at e>
<previ ousSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</ pr evi ousSt at e>
</[itenpr
</instancesSet >
</ Ter mi nat el nst ancesResponse>

Related Operations

» Describel nstances

EC2 Query API

The Amazon EC2 API consists of web service operations for every task the service can perform. This
section describes each operation in detail.

Common Query Parameters

Request Parameters

All Query operations share a set of common parameters that must be present in each call:

Parameter Name Description Example
Value
Action Indicates the action to perform. Runl n-
st ances
Ver si on The API version to use, as specified in the WSDL. 2007-03-0
1
AWBAccessKeyl d The Access Key ID for the request sender. Thisidentifies 10QWXFEV7

the account which will be charged for usage of the ser- 1ZS32XQFT
vice. The account with which the AccessKey ID isasso-  R2
ciated must be signed up for EC2, or requests will not be

accepted.

Ti mest anp The date and time at which the request is signed, in the 2006-07-0
format YYYY-MM-DDThh:mm:ssZ, as specified inthe | 7T15: 04: 5
SO 8601 standard. 6Z
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By Function
Parameter Name Description Example
Value
Expires The date and time at which the signature included inthe  2006- 07- 0
reguest expires, intheformat YYY'Y - 7T15:04:5
MM-DDThh:mm:ssZ, as specified in the SO 8601 stand- 62
ard.
Si gnature A request signature is calculated as explained in Request = On-
Authentication. pl 4Qk/ 7t 1
NHz f X-
G T7VbBat
DA=
Si gnat ur eVer si on A value of 0 or 1 indicates the method chosen to con- 1
struct the string to be signed. Currently, only avalue of 1
isvalid.

Note

=

The Ti mest anp parameter can be used instead of Expi r es. Requests must include either
Ti mest anp or Expi r es, but cannot contain both.

Parameter values must be URL-encoded. Thisis true for any Query parameter passed to EC2 and is
typically necessary in the Si gnat ur e parameter. Some clients do this automatically, but thisis not the
norm.

By Function

Operations
Images

* Registerlmage
» Describelmages
» Deregisterimage

I nstances

¢ Runlnstances

» Describel nstances

» Terminatel nstances
ConfirmProductl nstance

Keypairs

» CreateKeyPair
» DescribeKeyPairs
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» DeleteKeyPair
Image Attributes

» ModifylmageAttribute
» Describel mageAttribute
* ResetlmageAttribute

Security Groups

 CreateSecurityGroup

» DescribeSecurityGroups

» DeleteSecurityGroup
 AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress

AuthorizeSecurityGrouplngress

The Aut hori zeSecuri t y& oupl ngr ess operation adds permissions to a security group.

Permissions are specified in terms of the |P protocol (TCP, UDP or ICMP), the source of the request (by
IP range or an Amazon EC2 user-group pair), source and destination port ranges (for TCP and UDP),
and ICMP codes and types (for ICMP). When authorizing ICMP, - 1 may be used as awildcard in the
type and code fields.

Permission changes are propagated to instances within the security group being modified as quickly as
possible. However, asmall delay islikely, depending on the number of instances that are members of
the indicated group.

When authorizing a user/group pair permission, Gr oupName, Sour ceSecur i t yG oupNanme and

Sour ceSecuri t yG oupOaner | d must be specified. When authorizing a CIDR P permission,

G oupNane, | pPr ot ocol , FronPort, ToPort and G dr | p must be specified. Mixing these two types
of parametersis not allowed.

Request Parameters

The following table describes the request parameters for Aut hori zeSecuri t yG oupl ngr ess.
Parameter names are case sensitive.

Element Name Definition Re- Type
quired?
G oupNane Name of the group to modify. Yes string
Sour ceSecur - Name of security group to authorizeac- =~ When string
i t yG oupNane cess to when operating on auser/group | author-
pair. izing
user/
group
pair per-
mission.
Sour ceSecur - Owner of security group to authorize ac-  When string
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Element Name Definition

i tyG oupOmn- cess to when operating on a user/group
erld pair.

| pProt ocol IP protocol to authorize access to when

operating on aCIDR IP. Valid values are
tcp, udp andi cnp.

Fr onPor t Bottom of port range to authorize access
to when operating on aCIDR IP. This
contains the ICMP typeif ICMP isbeing
authorized.

ToPort Top of port range to authorize accessto
when operating on aCIDR IP. This con-
tainsthe ICMP code if ICMP isbeing
authorized.

Cidrlp CIDR IP range to authorize access to
when operating on a CIDR IP.

Response Tags

Re-
quired?

author-
izing
user/
group
pair per-
misison.
When
author-
izing
CIDR
IP per-
mission.
When
author-
izing
CIDR
P per-
mission.

When
author-
izing
CIDR
IP per-
mission.

When
author-
izing
CIDR
IP per-
mission.

The following table describes the default response tagsincluded in

Aut hori zeSecuri t yG oupl ngr ess responses.

Element Name Definition

return t r ue if permissions successfully added.

Sample Request

https://ec2. amazonaws. conl

?Act i on=Aut hori zeSecurityG oupl ngress
&l pProt ocol =tcp

&Fr omPor t =80

&ToPort =80

&Ci drl p=0.0.0.0/0

& ..auth parameters...

Type

string

i nt

string
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Sample Response

<Aut hori zeSecurityG oupl ngressResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<return>true</return>

</ Aut hori zeSecurityG oupl ngr essResponse>

Related Operations

» CreateSecurityGroup

* DescribeSecurityGroups

» RevokeSecurityGrouplngress
» DeleteSecurityGroup

ConfirmProductinstance

The Conf i r nPr oduct | nst ance operation returnstrue if the given product code is attached to the
instance with the given instance id. The operation returnsfalse if the product code is not attached to the

instance.

The Conf i r nPr oduct | nst ance operation can only be executed by the owner of the AMI. This feature
isuseful when an AMI owner is providing support and wants to verify whether a user'sinstance is

eligible.

Request Parameters

The following table describes the request parameters for Conf i r nPr oduct | nst ance. Parameter

names are case-sensitive.

Element Name Definition Re- Type
quired?
Pr oduct Code The product code to confirm isattached  Yes xsdstring
to the instance.
I nst ancel d Theinstance to confirm. Yes xsdstring
Response Tags

The following table describes the default response tags included in Conf i r nPr oduct | nst ance
responses.

Element Name Definition Type

resul t Trueif the product codeis attached tothein-  xsd: bool ean

stance, falseif it is not.
owner | d The instance owner's account id. Only present  xsdstri ng

if the product code is attached to the instance.
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Sample Request

https://ec2. amazonaws. com
?Act i on=Conf i rnProduct | nst ance
&Pr oduct Code=774FAFF8

&l nst ancel d=i - 10a64379

& ..auth parameters...

Sample Response

<Confi r mPr oduct | nst anceResponse xm

I ns="http://ec2. amazonaws. conf doc/ 2007- 03- 01" >
<resul t>true</resul t>
<owner | d>254933287430</ owner | d>

</ Confi r mPr oduct | nst anceResponse>

Related Operations
* Describel nstances

* Runlnstances

CreateKeyPair

The Cr eat eKeyPai r operation creates a new 2048 bit RSA keypair and returns aunique ID that can be
used to reference this keypair when launching new instances.

Request Parameters

The following table describes the request parameters for Cr eat eKeyPai r . Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
KeyNane A unique name for thiskey. Yes string
Response Tags

The following table describes the default response tags included in Cr eat eKeyPai r responses.

Element Name Definition

keyNamne The key name provided in the original request.
KeyFi nger pri nt A SHA-1 digest of the DER encoded private key.
KeyMat eri al An unencrypted PEM encoded RSA private key.

Sample Request
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https://ec2. amazonaws. com
?Act i on=Cr eat eKeyPai r
&KeyName=exanpl e- key- nane
& ..auth parameters...

Sample Response

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >

<keyNane>exanpl e- key- name</ keyNane>
<keyFi nger pri nt >1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </
keyFi nger pri nt >

<keyMaterial >----- BEG N RSA PRI VATE KEY--- - -
M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCB8Xe56L1 T+HVBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQ anl n3Z@8l FWIEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3LpGZy q/
ebl U qlgTbhHkLbCC2r 7RTn8vpQAp47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nmHKBj 81 +ePQxGLk GhF6R4Ay g6s ECmXn17 MRQVXCDNHZbAgVBAAECggEAY1t si Usl wDl 5
91CXi r kYQuVf LyLf | Xenxf | 50nDFns/ numrql oHO7t r Oor i HDREK7WVE Y/ YY5Ykc XNo7mv UVD1pM
ZNUJs7r wogZRTr f 7Lyl aJ58kCcyaj wBTsC4e4LPbFaHWS1d6K8r Xh6406WgWASr sB61 Crr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI ¢f 9dcLxVM7/ 6KxgJNFf ZcOXWe Uw77Jg8x92Zd0f VhHOUx51 ZC+Uv SKW\B4dyf cl
t EBC3p9bbU9VGY Y5VLCAI | b4gQKBgQDLI OR4GXr | ksw32Yt BBMUVgLGOWMISh9H O9nKAc 2nBCril
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Day Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVWOMC0dt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5] wKBgQCKk pHi 2EI Sh1uRkhx| j yWC
i DCi K6JBRsM/pLbcOv5dkwP5al 01f miR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFmbyhsbm
rdLNLDL4+TcnT7¢62/ aHO1lohYaf / VCbRht LI Bf gGoQc7+sAc8vnKkesnF7CgCEKDy F/ dhr x YAQKB
gC0i ZzzNAapayz1+JcVTwWwEi d6j 9JgNXbBc+Z2YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWNv XgwwO+roi Chj xvEkSdsTTI f nK4VSCvU9BXxDbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUHAYnVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKOl GHBYHBDi Xt zMhdJr 15HTY] xK70gTZm
gK+8zp4L9l bvLGDMI BV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMe Y+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWNA (| | x3kR5aHcuk CgYA9T+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTvW 6bdPi 23ExzxZn7KQdr f cl YRph1LHVpAONv/ x2xALI f 91UB+v50hyloDoasLOgi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSb4g==
----- END RSA PRI VATE KEY-----</keyMaterial >
</ Cr eat eKeyPai r Response>

Related Operations

» DescribeKeyPairs
» DeleteKeyPair
* Runlnstances

CreateSecurityGroup

The Cr eat eSecuri t yG oup operation creates a new security group.

Every instance is launched in a security group. If none is specified as part of the launch request then
instances are launched in the default security group. Instances within the same security group have
unrestricted network access to one another. Instances will reject network access attempts from other
instances in a different security group. Asthe owner of instances you may grant or revoke specific
permissions using the AuthorizeSecurityGrouplngress and RevokeSecurity Groupl ngress operations.

Request Parameters

The following table describes the request parameters for Cr eat eSecur i t yG oup. Parameter names are
case sensitive.
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Element Name Definition Re- Type
quired?
G oupNane Name for the new security group. Yes string
G oupDescri p- Description of the new security group. Yes string
tion
Response Tags

The following table describes the default response tags included in Cr eat eSecur i t yG oup responses.

Element Name Definition

return t rue if call succeeded.

Sample Request

https://ec2. amazonaws. com
?Acti on==Cr eat eSecurityG oup
&G oupNanme=WebSer vers

&G oupDescri pti on=Wb

& ..auth paraneters...

Sample Response

<Creat eSecurityG oupResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Creat eSecurityG& oupResponse>

Related Operations

* Runlnstances

» DescribeSecurityGroups
 AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress
» DeleteSecurityGroup

DeleteKeyPair
The Del et eKeyPai r operation deletes a keypair.

Request Parameters

The following table describes the request parameters for Del et eKeyPai r . Parameter names are case
sensitive.
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Element Name Definition Re- Type
quired?
KeyNamne Name of the keypair to delete. Yes string
Response Tags

The following table describes the default response tags included in Del et eKeyPai r responses.

Element Name Definition

return t r ue if the key was successfully deleted.

Sample Request

https://ec2. amazonaws. com
?Act i on=Del et eKeyPai r
&KeyNanme=exanpl e- key- nane
& ..auth paraneters...

Sample Response

<Del et eKeyPai r xm ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<return>true</return>
</ Del et eKeyPai r >

Related Operations

* CreateKeyPair
» DescribeKeyPairs

DeleteSecurityGroup

The Del et eSecuri t yG oup operation deletes a security group.

If an attempt is made to delete a security group and any instances exist that are members of that group a
fault isreturned.

Request Parameters

The following table describes the request parameters for Del et eSecur i t yG oup. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
G oupNane Name of the security group to delete. Yes string
Response Tags
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The following table describes the default response tags included in Del et eSecuri t yGr oup responses.

Element Name Definition Type

return t rue if group deleted. xsd: bool ean

Sample Request

https://ec2. amazonaws. com
?Act i on=Del et eSecurityG oup
&G oupNane=RangedPor t sBySour ce
& ..auth paraneters...

Sample Response

<Del et eSecuri tyGroupResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Del et eSecurityG oupResponse>

Related Operations

 CreateSecurityGroup

* DescribeSecurityGroups

* AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress

Deregisterimage

The Der egi st er | mage operation deregisters an AMI. Once deregistered, instances of the AMI may no
longer be launched.

Request Parameters

The following table describes the request parameters for Der egi st er | mage. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
| magel d Unique ID of amachine image, returned ' Yes string
by a call to Registerlmage or De-
scribel mages.
Response Tags

The following table describes the default response tags included in Der egi st er | nage responses.

Element Name Definition

return t r ue if deregistration succeeded, otherwisef al se.
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Sample Request

https://ec2. amazonaws. com
?Act i on=Der egi st er | mage

&l magel d=ami - 61a54008

& ..auth parameters...

Sample Response

<Der egi st er | mageResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Der egi st er | nrageResponse>

Related Operations

* Registerimage
» Describelmages

DescribelmageAttribute

TheDescri bel mageAt t ri but e operation returns information about an attribute of an AMI. Only one
attribute may be specified per call.

Request Parameters

The following table describes the request parametersfor Descr i bel mageAt t ri but e. Parameter
names are case-sensitive.

Element Name Definition Re- Type
quired?
| magel d Id of the AMI for which an attribute will | Yes string
be described.
Attribute Specifies the attribute to describe. Cur- | Yes string
rently, only | aunchPer i ssi on issup-
ported.
Attributes
Attribute Name Description
launchPermission The AMIslaunch permissions.
productCodes The product codes attached to the AMI.
Response Tags

The following table describes the default response tagsincluded in Descri bel mageAttri but e
responses.
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Element Name Definition Type

i magel d ID of the AMI being described. xsd:string

| aunchPer i ssi on | Launch permissions of the AMI. Returned if | ec2: LaunchPer mi ssi onl t
launchPermissions are being described. enType| ]

pr oduct Codes Product codes of the AMI. Returned if pro- ec2: Product Codel t enTyp
ductCodes are being described. el[]

Sample Request - Launch Permission

https://ec2. amazonaws. com
?Act i on=Descri bel mageAttribute
&l magel d=ani - 61a54008

&Attri but e=l aunchPer i ssi on

& ..auth parameters...

Sample Response - Launch Permission

<Descri bel mageAttri but eResponse xm
I ns="http://ec2. amazonaws. coni doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
<l aunchPer ni ssi on>
<itemp
<group>al | </ gr oup>
<litenpr
<itemp
<user|d>495219933132</ user | d>
</itenp
</ 1 aunchPer m ssi on>
</ Descri bel mageAttri but eResponse>

Sample Request - Product Codes

https://ec2. amazonaws. com
?Acti on=Descri bel mageAttribute
& magel d=ami - 61a54008

&At t ri but e=pr oduct Codes

& ..auth paraneters...

Sample Response - Product Codes

<Descri bel mageAttri but eResponse xm
I ns="http://ec2. amazonaws. coni doc/ 2007-01- 03" >
<i magel d>am - 61a54008</ i nagel d>
<pr oduct Codes>
<itener
<pr oduct Code>774F4FF8</ pr oduct Code>
</litenpr
</ pr oduct Codes>
</ Descri bel mageAttri but eResponse>

Related Operations
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 Describelmages
» ModifylmageAttribute
» ResetlmageAttribute

Describelmages

TheDescri bel nages operation returnsinformation about AMIs available for use by the user. This
includes both public AMIs (those available for any user to launch) and private AMI s (those owned by
the user making the request and those owned by other users that the user making the request has explicit
launch permissions for).

Thelist of AMIs returned can be modified through optional lists of AMI IDs, owners or users with

launch permissions. If al three optional lists are empty all AMIsthe user has launch permissions for are
returned. Launch permissions fall into three categories:

Launch Permis-  Description

sion

public Theal I group has launch permissions for the AMI. All users have launch per-
missions for these AMIs.

explicit The owner of the AMIs has granted a specific user launch permissions for the
AMI.

implicit A user hasimplicit launch permissions for all AMIs he or she owns.

If one or more of the lists are specified the result set is the intersection of AMIs matching the criteria of
theindividual lists.

Providing the list of AMI IDs requests information for those AMIsonly. If no AMI IDs are provided,
information of al relevant AMIswill bereturned. If an AMI is specified that does not exist afault is
returned. If an AMI is specified that exists but the user making the request does not have launch
permissions for, then that AMI will not be included in the returned results.

Providing the list of owners requests information for AMIs owned by the specified owners only. Only
AMIsthe user has launch permissions for are returned. The items of the list may be account ids for
AMIs owned by users with those account ids, amazon for AMIs owned by Amazon or sel f for AMIs
owned by the user making the request.

The executable list may be provided to request information for AMIsthat only the specified users have
launch permissions for. The items of the list may be account ids for AMIs owned by the user making the
request that the users with the specified account ids have explicit launch permissionsfor, sel f for AMIs
the user making the request has explicit launch permissions for or al | for public AMIs.

Deregistered images will be included in the returned results for an unspecified interval subsequent to
deregistration.

Request Parameters

The following table describes the request parametersfor Descr i bel mages. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
I magel d. n A list of image descriptions No string
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Element Name Definition Re- Type
quired?

Oaner. n Owners of AMIsto describe No string

Execut abl eBy. n | Describe AMIsthat the specifiedusers | No string

have launch permissions for

Response Tags

The following table describes the default response tagsincluded in Descr i bel mages responses.

Element Name Definition Type

i magesSet A list of image descriptions ec2: Descri bel magesResp
onsel t enlype[ ]

Sample Request

https://ec2. amazonaws. com
?Act i on=Descri bel nages

& nmagel d. 1=am - 61a54008

& ..auth paraneters...

Sample Response

<Descri bel magesResponse xm ns="http://ec2. anmazonaws. con doc/ 2007- 03-01" >
<i magesSet >
<itenpr
<i magel d>am - 61a54008</ i nagel d>
<i magelLocati on>aes-ttylinux/i mage. mani f est.xm </i nageLocat i on>
<i mageSt at e>avai | abl e</i nageSt at e>
<i mageOaner | d>UYY3TLBUXI EON5SNQVUUX6 OVPVBZI QNFMK/ i mageOaner | d>
<i sPubl i c>f al se</i sPublic>
<pr oduct Codes>
<itenw
<pr oduct Code>774FAFF8</ pr oduct Code>
</litenpr
</ pr oduct Codes>
</itenpr
</ i magesSet >
</ Descri bel magesResponse>

Related Operations

» Describel nstances
 DescribelmageAttribute

Describelnstances

TheDescri bel nst ances operation returns information about instances owned by the user making the
request.
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An optional list of instance IDs may be provided to request information for those instances only. If no
instance | Ds are provided, information of all relevant instances information will be returned. If an
instance is specified that does not exist afault is returned. If an instance is specified that exists but is not
owned by the user making the request, then that instance will not be included in the returned results.

Recently terminated instances will be included in the returned results for a small interval subsequent to
their termination. Thisinterval istypically of the order of one hour.

Request Parameters

The following table describes the request parameters for Descr i bel nst ances. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
I nstancel d. n Set of instances IDsto get the statusof. | No string
Response Tags

The following table describes the default response tagsincluded in Descr i bel nst ances responses.

Element Name Definition

reservati onSet A list of structures describing the status of all requested instances.

Sample Request

https://ec2. amazonaws. conl
?Act i on=Descri bel nst ances
&l nstancel d. 1=i - 28a64341
& ..auth paraneters...

Sample Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2007- 03- 01" >
<reservationSet >
<itemp
<reservationl d>r-44a5402d</reservati onl d>
<owner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI ONFMK/ owner | d>
<gr oupSet >
<itenp
<gr oupl d>def aul t </ gr oupl d>
</itemp
</ groupSet >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
<i magel d>ani - 6ea54007</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>r unni ng</ name>
</instanceSt at e>
<pri vat eDnsNane>domJ- 12- 31- 35- 00- 1E- 01. z- 2. conput e- 1. i nt er nal </ pri vat eDnsNamne
>

<dnsNane>ec2- 72- 44- 33- 4. z- 2. conput e- 1. amazonaws. conx/ dnsName>
<keyNane>exanpl e- key- name</ keyNane>
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<pr oduct CodesSet >
<i t enp<pr oduct Code>774F4FF8</ pr oduct Code></i t en>

<pr oduct CodesSet >
<litenpr
</instancesSet >
</litenp
</reservationSet >
</ Descri bel nst ancesResponse>

Related Operations

* Runlnstances
¢ Terminatel nstances

DescribeKeyPairs

TheDescri beKeyPai r s operation returns information about keypairs available for use by the user
making the request. Selected keypairs may be specified or the list may be left empty if information for

all registered keypairsis required.

Request Parameters

The following table describes the request parametersfor Descr i beKeyPai r s. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
KeyNane. n Keypair IDsto describe. No string
Response Tags

The following table describes the default response tags included in Descr i beKeyPai r s responses.

Element Name Definition Type

ec2: Descri beKeypai r sRe

key Set A list of keypair descriptions
sponsel t enlype[ ]

Sample Request

https://ec2. amazonaws. conl
?Acti on=Descri beKeyPai rs
&KeyNane. 1=exanpl e- key- nane
& ..auth paraneters...

Sample Response

<Descri beKeyPai r sResponse xm ns="http://ec2. anazonaws. com doc/ 2007- 03- 01" >

<keySet >
<l tenp
<keyNane>exanpl e- key- name</ keyNane>
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<keyFi nger print>1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6 </
keyFi nger pri nt>
</itenr
</ keySet >
</ Descri beKeyPai r sResponse>

Related Operations

» CreateKeypair
» DeleteKeypair
* Runlnstances

DescribeSecurityGroups

The Descri beSecurit yG oups operation returns information about security groups owned by the
user making the request.

An optional list of security group names may be provided to request information for those security

groups only. If no security group names are provided, information of all security groups will be
returned. If agroup is specified that does not exist afault is returned.

Request Parameters

The following table describes the request parametersfor Descri beSecuri t yGr oups. Parameter
names are case sensitive.

Element Name Definition Re- Type
quired?
G oupNane. n List of security groups to describe. No string
Response Tags
The following table describes the default response tags included in Descr i beSecuri t yG oups
responses.
Element Name Definition Type
security- Information about security groups. ec2: SecurityG oupltenTl
G oupl nfo ype[]

Sample Request

https://ec2. amazonaws. com

?Act i on=Descri beSecurityG oups
&G oupNane. 1=\\ebSer ver s

&G oupNane. 2=RangedPor t sBySour ce
& ..auth parameters...

Sample Response
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<Descri beSecuri t yG oupsResponse xm
I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<securityG oupl nf o>
<itemp
<owner | d>UYY3TLBUXI EON5SNQVUUX6 OVPVBZI QNFM</ owner | d>
<gr oupName>WebSer ver s</ gr oupNanme>
<gr oupDescri pti on>Web</ gr oupDescri pti on>
<i pPer m ssi ons>
<itenp
<i pPr ot ocol >t cp</i pProt ocol >
<f romPor t >80</ f ronPort >
<t oPort >80</ t oPort >
<groups/ >
<i pRanges>
<itenp
<ci drl p>0.0.0.0/0</cidrlp>
</itenpr
</ i pRanges>
</itenmp
</ i pPerm ssi ons>
</itenpr
<itene
<owner | d>UYY3TLBUXI EON5SNQVUUX6 OMPVBZI QNFM</ owner | d>
<gr oupName>RangedPor t sBy Sour ce</ gr oupNanme>
<groupDescri pti on>A</ gr oupDescri pti on>
<i pPerm ssi ons>
<itenp
<i pProt ocol >t cp</i pProtocol >
<fronPort >6000</f r onPort >
<t oPort >7000</ t oPor t >
<gr oups/ >
<i pRanges/ >
<litenpr
</i pPer i ssi ons>
<litenpr
</ securityG oupl nf o>
</ Descri beSecurityG oupsResponse>

Related Operations

» CreateSecurityGroup
AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress
» DeleteSecurityGroup

GetConsoleOutput

The Get Consol eQut put operation retrieves console output that has been posted for the specified
instance.

Instance console output is buffered and posted shortly after instance boot, reboot and once the instance

isterminated. Only the most recent 64 KB of posted output is available. Console output is available for
at least 1 hour after the most recent post.

Request Parameters

The following table describes the request parameters for Get Consol eQut put . Parameter names are
case sensitive.
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Element Name Definition Re- Type
quired?
I nstancel d Aninstance ID returned from aprevious ' Yes string

cal to Runl nst ances.

Response Tags

The following table describes the default response tags included in Get Consol eQut put responses.

Element Name Definition Type

i nstancel d Theinstance ID. xsd:string

ti mest anp The time the output was last updated. xsd: dat eTi me
out put The console output, Base64 encoded. xsd: string

Sample Request

https://ec2. amazonaws. com
?Act i on=Cet Consol eQut put
&l nst ancel d. 1=i - 2ea64347
& ..auth parameters...

Sample Response

<Cet Consol eCQut put Response xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >

<i nst ancel d>I - 28a64341</i nst ancel d>

<ti mest anp>2007- 01- 03 15: 00: 00</ti nest anp>
<ck)ut %t >TA udXggdmvyc?2l vbi AyLj YuMTYt eGVuVSAoYnVpbGRI ckBWYXRj aGlhdC5hbWF6b25zY
SkgKGdj
YyB2ZXJzaWdul DQUMCAx| DI WDUMNz | 31 ChSZWQySGF0I DQUMCAXLTUpKSA] MSBTTVAgVGh11 E9j
dCAyN AwOCDoOMTIoyNi BTQVNUI DI WiWDYKQkI PUy 1wcmB2aViRl ZCBwaH zaVWNhbCBSQUOgbWFwWOgpY
Z\M61 DAWMVDAWMVDAWMVDAWMVDAWMVDAG L SAWMVDAWMVDAWMVDZh NDAWMVDAW Chlc2Fi bGUpC k4MELCI EhJ
ROhNRUOgYXZhaWchYnmx| Lgo3M dNQ BMIT1dNRUOgYXZhaWkhYmx| LgpOANCAoRXh| Y3VOZSBEaXNh
Ykl KSBwe mB0ZVWN0aWbuQ BhY3RpdmUKSVIRI Gxv Y2t 1cCBKZXR! Y3Rpb249ZG z YW sZWXKMVp
bHQ@MSB6b251 bA zdHVKS2Vybns| GNvbWLhbngbd uZTogecnmBvdDOvZGV2L3NK YTEgec nBgNApF
bnFi bA uZyBmYXNOI EZQVSBz YXZI | GFuZCBy ZXNOb3J! Li 4ul GRvbmJuCg==</ out put >
</ Get Consol eCQut put Response>

ModifylmageAttribute

The Modi f yl mageAt t ri but e operation modifies an attribute of an AMI.

Attributes
Attribute Name Type Description
launchPermission List Controls who has permission to

launch the AMI. Launch permis-
sions can be granted to specific
users by adding userlds. The
AMI can be made public by
adding theal | group.
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Attribute Name

productCodes

Request Parameters

Type
List

Description

Associates product codes with
AMIs. This allows a developer
to charge a user extrafor using
the AMIs. productCodesis a
write once attribute - once it has
been set it can not be changed or
removed.

The following table describes the request parameters for Modi f yl mageAt t ri but e. Parameter names

are case sensitive.

Element Name

I magel d

Attribute

Oper ati onType

Userld.n

User G oup. n

Pr oduct Code. n

Attributes

Definition

AMI Id to modify an attribute on.

Specifies the attribute to modify. See the
attributes table below for supported at-
tributes.

Specifies the operation to perform on the
attribute. See the attributes table below
for supported operations for attributes.
Currently only add and r enove are sup-
ported. This parameter is not required for
the ProductCodes attribute.

User ids to add to or remove from the
| aunchPer ni ssi on attribute.

User groups to add to or remove from
thel aunchPer ni ssi on attribute. Cur-
rently, only theal | group isavailable,
specifiying all Amazon EC2 users.

Attaches product codes to the AMI. Cur-
rently only one product code may be as-
sociated with an AMI. Once set, the
product code can not be changed or re-
Set.

Re- Type
quired?

Yes string
Yes string
Yes- string
Not for

Product-

Codes

With string
| aunch

Per -

m s-

si on at-

tribute

With string
| aunch

Per -

m s-

si on at-

tribute

With string
pr o-

duct -

Codes

attribute
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Attribute Name  Description Supported Oper-
ations
launchPermission = Modifiesthe AMI's launch permissions. add, remove
productCodes Attaches a product code to the AMIs. The productCodes at- = operation not re-
tribute is awrite once attribute. quired
Response Tags
The following table describes the default response tags included in Modi f yl mageAttri bute
responses.
Element Name Definition
return t r ue if the operation succeeded, otherwisef al se.

Sample Request - Launch Permission

https://ec2. amazonaws. com
?Acti on=Modi fyl mageAttri bute
& magel d=ami - 61a54008

&At tri but e=l aunchPer m ssi on
&Oper ati onType=add

&G oup. 1=al |

&User | d. 1=495219933132

& ..auth paraneters...

Sample Request - Product Codes

https://ec2. amazonaws. conl
?Acti on=Modi fyl mageAttri bute
& magel d=amni - 61a54008

&At t ri but e=pr oduct Codes

&Pr oduct Code. 1=774F4AFF8

& ..auth paraneters...

Sample Response

<Mbdi fyl mageAttri but eResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>

</ Modi fyl mageAttri but eResponse>

Related Operations
» ResetimageAttribute

 DescribelmageAttribute

Rebootinstances

The Reboot | nst ances operation requests areboot of one or more instances. This operation is
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asynchronous; it only queues a regquest to reboot the specified instance(s). The operation will succeed
provided the instances are valid and belong to the user. Terminated instances will be ignored.

Request Parameters

The following table describes the request parameters for Reboot | nst ance. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
I nstancel d. n One or more instance IDs returned from  Yes string
previous callsto Runl nst ances.
Response Tags

The following table describes the default response tags included in Reboot | nst ances responses.

Element Name Definition Type
result An indication of whether the request was suc-  xsd:boolean
cessful.

Sample Request

https://ec2. amazonaws. conl
?Act i on=Reboot | nst ances

&l nstancel d. 1=i - 2ea64347
&l nstancel d. 2=i - 21a64348
& ..auth paraneters...

Sample Response

<Reboot | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Reboot | nst ancesResponse>

Registerimage

The Regi st er | nage operation registers an AMI with Amazon EC2. Images must be registered before
they can be launched.

Each AMI is associated with an unique ID which is provided by the EC2 service through the
Registerimage operation. As part of the registration process, Amazon EC2 will retrieve the specified
image manifest from Amazon S3 and verify that the image is owned by the user requesting image
registration.

The image manifest is retrieved once and stored within the Amazon EC2 network. Any modifications to

an image in Amazon S3 invalidate this registration. If you do have to make changes and upload a new
image deregister the previous image and register the new image.

Request Parameters
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The following table describes the request parameters for Regi st er | rage. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?
| mageLocation | Full path to your AMI manifest in Yes string
Amazon S3 storage.
Response Tags

The following table describes the default response tags included in Regi st er | mage responses.

Element Name Definition Type
i magel d Unique ID of the newly registered machine xsd: string
image.

Sample Request

https://ec2. amazonaws. com

?Act i on=Regi st er | mage

& magelLocat i on=nybucket - nyi nage. nmani f est . xni
& ..auth paraneters...

Sample Response

<Regi st er | rageResponse xm ns="http://ec2. anazonaws. coni doc/ 2007- 03- 01" >
<i magel d>ani - 61a54008</ i nagel d>
</ Regi st er | nageResponse>

Related Operations
 Describelmages

» Deregisterlmage

ResetimageAttribute

TheReset | mageAt t ri but e operation resets an attribute of an AMI to its default value.

The productCodes attribute cannot be reset.

Request Parameters

The following table describes the request parameters for Reset | mageAt t ri but e. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
| magel d Id of the AMI for which an attribute will | Yes string
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Element Name Definition Re- Type
quired?
be described.
Attribute Specifies the attribute to reset. Currently, ' Yes string

only | aunchPer mi ssi on is supported.
In the case of | aunchPer ni ssi on, al
public and explicit launch permissions

for the AMI are revoked.

Response Tags

The following table describes the default response tagsincluded in Reset | rageAt t ri but e responses.

Element Name Definition

return t r ue if the operation succeeded, otherwisef al se.

Sample Request

https://ec2. amazonaws. conl
?Acti on=Reset | mageAttribute
&l magel d=ani - 61a54008
&At t ri but e=l aunchPer m ssi on
& ..auth parameters...

Sample Response

<Reset | mageAttri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<return>true</return>
</ Reset | mageAttri but eResponse>

Related Operations

» ModifylmageAttribute
 DescribelmageAttribute

RevokeSecurityGrouplngress

The RevokeSecuri t yG oupl ngr ess operation revokes existing permissions that were previously
granted to a security group. The permissions to revoke must be specified using the same values
originally used to grant the permission.

Permissions are specified in terms of the IP protocol (TCP, UDP or ICMP), the source of the request (by
IP range or an Amazon EC2 user-group pair), source and destination port ranges (for TCP and UDP),
and ICMP codes and types (for ICMP). When authorizing ICMP, - 1 may be used as awildcard in the
type and code fields.

Permission changes are propagated to instances within the security group being modified as quickly as
possible. However, asmall delay islikely, depending on the number of instances that are members of
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the indicated group.
When revoking a user/group pair permission, Gr oupNane, Sour ceSecur i t yG oupNane and
Sour ceSecur it yGroupOaner | d must be specified. When authorizing a CIDR | P permission,

G oupNane, | pPr ot ocol , FronPort, ToPort and G dr | p must be specified. Mixing these two types
of parametersis not allowed.

Request Parameters

The following table describes the request parameters for RevokeSecur i t yG oupl ngr ess. Parameter

names are case sensitive.

Element Name Definition Re- Type
quired?
G oupNane Name of the group to modify. Yes string
Sour ceSecur - Name of security group to revoke access = When string
i tyG oupNane to when operating on a user/group pair.  revok-
ing
user/
group
pair per-
mission.
Sour ceSecur - Owner of security group to revoke ac- When string
i tyG oupOmn- cess to when operating on auser/group | revok-
erld pair. ing
user/
group
pair per-
misison.
| pPr ot ocol I P protocol to revoke access to when op- | When string
eratingon aCIDR IP. Valid valuesare | revok-
tcp, udp andi cnp. ing
CIDR
IP per-
mission.
Fr onPor t Bottom of port range to revoke accessto = When i nt
when operating on a CIDR IP. Thiscon- | revok-
tainsthe ICMP typeif ICMP isbeing au- ing
thorized. CIDR
IP per-
mission.
ToPort Top of port range to revoke access to When i nt
when operating on aCIDR IP. Thiscon- | revok-
tains the ICMP code if ICMP isbeing ing
authorized. CIDR
IP per-
mission.
Gdrlp CIDR IP range to revoke accessto when | When string
operating on aCIDR IP. revok-
ing
CIDR
P per-
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Element Name Definition Re- Type
quired?
mission.
Response Tags
The following table describes the default response tags included in RevokeSecuri t yGr oupl ngr ess
responses.
Element Name Definition Type
return t rue if permissions successfully revoked. xsd: bool ean

Sample Request

https://ec2. amazonaws. com

?Act i on=Aut hori zeSecurityG oupl ngress
&l pProtocol =tcp

&Fr onPor t =80

&ToPort =80

&Ci dr1p=0.0.0.0/0

& ..auth paraneters...

Sample Response

<RevokeSecurityG oupl ngressResponse xm

I ns="http://ec2. amazonaws. coni doc/ 2007-03- 01" >
<return>true</return>

</ RevokeSecurityG oupl ngr essResponse>

Related Operations

 CreateSecurityGroup

* DescribeSecurityGroups
 AuthorizeSecurityGrouplngress
» DeleteSecurityGroup

Runinstances

The Runl nst ances operation launches a specified number of instances.

Note

=

The Query version of Runl nst ances only alowsinstances of asingle AMI to be
launched in one call. Thisis different from the SOAP API call of the same name but
similar to the ec2-run-instances command line tool.

A call to Runl nst ances is guaranteed to start no fewer than the requested minimum. If thereis
insufficient capacity available then no instances will be started. Amazon EC2 will make a best effort
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attempt to satisfy the requested maximum values.

Every instance is launched in a security group. This may be specified as part of the launch request. If a
security group is not indicated then instances are started in a the default security group.

An optional keypair ID may be provided for each image in the launch request. All instancesthat are
created from images for which thisis provided will have access to the associated public key at boot time
(detailed below). This key may be used to provide secure access to an instance of an image on a
per-instance basis. Amazon EC2 public images make use of this functionality to provide secure
passwordless access to instances (and launching those images without a keypair 1D will leave them
inaccessible).

The public key material is made available to the instance at boot time by placing it in afile named
openssh_i d. pub on alogical devicethat is exposed to the instance as/ dev/ sda2 (the ephemeral
store). The format of thisfile is suitable for use as an entry within ~/ . ssh/ aut hori zed_keys (the
OpenSSH format). This can be done at boot time (as part of r cl ocal , for example) alowing for secure
password-less access. As the need arises, other formats will also be considered.

If the AMI has a product code attached for which the user has not subscribed, the Runl nst ances call
will fail.

Request Parameters

The following table describes the request parameters for Runl nst ances. Parameter names are case

sensitive.
Element Name Definition Re- Type
quired?

| magel d Id of the AMI to launch instancesbased @ Yes string
on.

M nCount Minimum number of instancesto launch. ' Yes i nt

Max Count Maximum number of instances to Yes i nt
launch.

KeyNane Name of the keypair to launch instances = No string
with.
Names of the security groups to asso- No string

ciate the instances with.
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Element Name Definition Re- Type
quired?

n

User Dat a The user data availableto thelaunched | No string

instances. This should be
base64-encoded. See the User Dat a-
Type datatype for encoding details.

Addr essi ngType  The addressing schemeto launch thein- | No string

stance with. The addressing type can be

direct or public. In the direct scheme the

instance has one IP address that is not

NATted. For the public schemethein-

stance has aNATted | P address. Seethe

section called “Instance Addressing” for

more information on instance address-

ing.

Response Tags

The following table describes the default response tags included in Runl nst ances responses.

Element Name Definition Type
Runl nst ances- Status information about the instances started. ec2Reser vati onl nf oType
Response

Sample Request

https://ec2. amazonaws. com
?Acti on=Runl nst ances

&l magel d=ani - 60a54009
&vaxCount =3

&M nCount =1

&Addr essi ngType=publ i c

& ..auth paranmeters...

Sample Response

<Runl nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >
<reservationl d>r-47a5402e</reservati onl d>
<owner | d>495219933132</ owner | d>
<gr oupSet >
<itenp
<gr oupl d>def aul t </ gr oupl d>
</itenmp
</ gr oupSet >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 2ba64342</i nst ancel d>
<i magel d>anmi - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ nane>
</instanceSt at e>
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<pri vat eDnsNane></ pri vat eDnsNanme>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nanme</ keyNane>
</itemp
<itenp
<i nstancel d>i - 2bc64242</i nst ancel d>
<i magel d>am - 60a54009</ i magel d>
<i nstanceSt at e>
<code>0</ code>
<nanme>pendi ng</ nane>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsNane>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
</itenpr
<itene
<i nstancel d>i - 2be64332</i nst ancel d>
<i magel d>anm - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
</itenpr
</ i nstancesSet >
</ Runl nst ancesResponse>

Related Operations

 Describelnstances

» Terminatel nstances
 AuthorizeSecurityGrouplngress
» RevokeSecurityGrouplngress
* DescribeSecurityGroups

Terminatelnstances

The Ter mi nat el nst ances operation shuts down one or more instances. This operation is idempotent
and terminating an instance that is in the process of shutting down (or already terminated) will succeed.

Terminated instances remain visible for a short period of time (approximately one hour) after
termination, after which their instance ID isinvalidated.

Request Parameters

The following table describes the request parametersfor Ter ni nat el nst ances. Parameter names are

case sensitive.
Element Name Definition Re- Type
quired?
I nstancel d. n One or moreinstance IDs returned from | Yes string
previous callsto Runl nst ances.
Response Tags
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The following table describes the default response tags included in Ter nmi nat el nst ances responses.

Element Name Definition Type

i nst ancesSet A complex type containing describing the ec2: Ter m nat el nst ances
current and new state of each instance spe- Responsel nf oType[ ]
cified.

Sample Request

https://ec2. amazonaws. conl
?Act i on=Ter m nat el nst ances
&l nst ancel d. 1=i - 2ea64347
&l nst ancel d. 2=i - 21264348
& ..auth parameters...

Sample Response

<Ter m nat el nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2007- 03- 01" >

<i nst ancesSet >
<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
<shut downSt at e>
<code>32</ code>
<name>shut ti ng- down</ nane>
</ shut downSt at e>
<previ ousSt at e>
<code>16</ code>
<name>r unni ng</ name>
</ previ ousSt at e>
</itenmp
<itenp
<i nst ancel d>i - 21a64348</ i nst ancel d>
<shut downSt at e>
<code>32</ code>
<name>shut ti ng- down</ nane>
</ shut downSt at e>
<previ ousSt at e>
<code>16</ code>
<nanme>r unni ng</ nane>
</ pr evi ousSt at e>
</itemp
</i nstancesSet >
</ Ter m nat el nst ancesResponse>

Related Operations

» Describel nstances
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Introduction

Command Line Tools Reference

Introduction

The Amazon EC2 command line tools provide a command line interface to the web service API. This

section describes each tool and its command line arguments in detail.

Command line options and arguments are based on the GNU getopt conventions. Optional parameters
are indicated by means of flags. Flags typically come in a short and long form, although not all flags
exist in both forms. In their short form, flags are a single character prefixed with a single dash. In their
long form, flags use alonger, more expressive name prefixed with a double dash. Optional parameters
typically have default values, or may be required only when other optional parameters are specified, and

order is unimportant. For al remaining parameters order does matter.

A number of command line options apply to all of the command line tools. These are covered below
and, for reasons of brevity, are not included in the description of each of the specific tools.

Errors

Any service errors encountered by the command line tools will be passed straight through from the API.
A list of these errors can be seen in the section called “ APl Error Codes’.

Common Options

Most command line tools covered in the following sections accept a common set of optional parameters

asfollows:

Element Name Definition

-U URL URL isthe uniform resource locator of the
Amazon EC2 web service entry point. This op-
tion defaults to the value of the EC2_URL envir-
onment variable, or http://ec2.amazonaws.com
if that is not set.

-K The private key to use when constructing re-
EC2- PRI VATE- KE | queststo Amazon EC2. This parameter defaults

Valid Values/
Types

URL

File name

Example

-U ht-
tp://ec2.a
nmazon-

aws. com

-K pk-
HKZYK-
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Element Name

- C EC2- CERT

show
enpty-fields

- -debug

By Function
AMI Tools

» ec2-bundle-image
* ec2-bundle-vol

» ec2-unbundle

» ec2-upload-bundle

Definition

to the value of the EC2_PRI VATE_KEY environ-

ment variable.

The X509 certificate to use when constructing
reguests to Amazon EC2. This parameter de-
faults to the value of the EC2_CERT environ-

ment variable.

Increase output verbosity. Thiswill print the
SOAP request and response on the command
line. Thisis particularly useful if you're trying
to build your own tools to talk directly to our

SOAP API.

Shows empty columnsas (ni | ).

Print internal debugging information. Thisisin-
tended to assist us to troubleshoot problems.

Show help.

If - isspecified as an argument to one of the
parameters, alist of argumentswill be read
from stdin. Thisis useful for piping the output
of one command into the input of another.

» ec2-download-bundle

Valid Values/
Types

File name

N/A

N/A

N/A

N/A

N/A

Example

TAI ECMXY
| BH3HXV4ZB
ZQB5CLO pe
m

-Ccert-
HKZYK-

TAI RECMXY
| BH3HXV4ZB
ZQB5CLO. pe
m

N/A

N/A

N/A

N/A

ec2-descri
be-

i nst ances
| grep
runni ng |
cut -f 2|
ec2-termn
at e-

i nst ances
_| -
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» ec2-delete-bundle

API Tools

Images

e ec2-register
» ec2-deregister
* ec2-describe-images

Instances

e ec2-run-instances

* ec2-describe-instances

* ec2-terminate-instances

* ec2-confirm-product-instance

Keypairs

» ec2-add-keypair
 ec2-describe-keypairs
» ec2-delete-keypair

* ec2-fingerprint-key

Image Attributes
 ec2-modify-image-attribute
* ec2-describe-image-attribute
* ec2-reset-image-attribute
Security Groups

* ec2-add-group

* ec2-delete-group

* ec2-describe-groups

» ec2-authorize
* ec2-revoke

ec2-add-group
Synopsis
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ec2-add- group GROUP -d Description

Description

Creates anew security group named GROUP. Group hames must be unique per user.

Output

A table containing the following information is returned:

» Output type identifier ("GROUP").
e Group name.
» Group description.

Errors are displayed on stderr.
Options
Option Definition Required? Example
-d Descrip- Description of the group. Thisisin- Yes -d 'Web servers
tion formational only.
Example

$ ec2-add-group websrv -d 'Web servers
GROUP websrv Wb servers

See Also

 CreateSecurityGroup
* ec2-describe-groups
* ec2-delete-group

* ec2-authorize

» ec2-revoke

ec2-confirm-product-instance
Synopsis

ec2-confirmproduct-instance PRODUCT_CODE -i | NSTANCE | D

Description

Returns aboolean indicating if the instance with INSTANCE_ID has PRODUCT_CODE attached to it.
It returns trueif the given product code is attached to the instance with the given instance id. It returns
falseif the product code is not attached to the instance.
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This command can only be executed by the owner of the AMI. Thisis useful when an AMI owner is
providing support and wants to verify whether a user'sinstance is eligible.

Output

A table containing the following information is returned:

* Product code.

* InstancelD.

» Boolean indicating if the product code is attached to the instance.

» Theinstance owner's account id. Only returned if the product code is attached.

Errors are displayed on stderr.

Example Summary

$ ec2-confirmproduct-instance 774F4FF8 -i i-10a64379
T74AFAFF8 i -10a64379 true

See Also

 Describelnstances

 ec2-modify-image-attribute
ec2-add-keypair
Synopsis

ec2- add- keypair KEY

Description

A new 2048 bit RSA key pair is created with the specified name. The public key is stored by
Amazon EC2 and the private key is displayed on the console. The private key isreturned as an

unencrypted PEM encoded PK CS#8 private key. If a key with the specified name aready exists an error

is returned.

Output

A table containing the following information is returned:

e Output typeidentifier ("KEYPAIR").

» Keypair name.

* Private key fingerprint.

» Privatekey. Thisvalueisdisplayed on anew line.

Errors are displayed on stderr.
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Example

$ ec2- add- keypair gsg-keypair

KEYPAI R gsg- keypai r

1f:51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

----- BEG N RSA PRI VATE KEY-----

M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCBXe56L1 T+HVBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQ anl n3Z@8l FWTEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3Lp&Zy q/

ebl U qlgTbhHkLbCC2r 7RTn8vpQNp47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nHKBj 81 +ePQx GLk GbF6R4y g6s ECiXn1 7 MRQVXODNHZbAgMBAAECYgEAY1t si Usl wDl 5
91CXi r kYQuVf LyLf | Xenxf | 50nDFns/ numrql oHO7t r Oor i HDREK7WVE Y/ YY5Ykc XNo7mv UVD1pM
ZNUJs7r wogZRTr f 7Lyl aJ58kCcyaj wBTsC4e4LPbFaHWS1d6K8r Xh6406WgWASr sB61 Crr 1kGQ 7
3wcf gt 5ecl u4Tzf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI ¢f 9dcLxVM7/ 6KxgJNFf ZcOXWe Uw77Jg8x92Zd0f VhHOUx51 ZC+Uv SKW\B4dyf cl

t EBC3p9bbUIVGY Y5VLCAI | b4qQKBgQDLI OR4GXr | kswF32Yt BBMUVYLGOMIOh9HI COnKAc2mBCOmiL
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVOMC0dt V6i PKCN7gQqi ZXPRKaFbWADp16p8UAI vS/ a5XXk5) wKBgQCKkpHi 2EI Sh1uRkhx| j yWC
i DG K6JBRs MrpLbcOvhdKwP5al ol1f ndR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY50SI JU+0KFmQbyhsbm
rdLNLDL4+TcnT7¢c62/ aHO1lohYaf / VCbRht LI Bf gGoQc7+sAc8vnKkesnF7CgCEKDy F/ dhr x YAQKB
gC0i ZzzNAapayz1+JcVTwWwEi d6j 9JgNXbBc+Z2YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQsz7LcY1HgXi HKYNWAV XgwwO+oi Chj xVEKSdsTTI f nK4VSCvU9Bx Db QHj di NDJbL60oar 92UN7V
r BYvChJZF7LvUHAYnVpHA0 GAbZ2 X7 XvoeEOC+uZ58/ BGKO GHByHBDI Xt zMhdJr 15HTYj xK7OgTZm
gK+8zp4L9l bvLEGDMIOBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWNA (| | x3kR5aHcuk CgYA9T+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTVW 6bdPi 23ExzxZn7KQdr f ¢l YRph1LHVPAONV/ x2XALI f 91UB+v50hy1oDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 53394CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ SrvSbh4g==

----- END RSA PRI VATE KEY-----

See Also

» CreateKeypair
» ec2-describe-keypairs
» ec2-delete-keypair

ec2-authorize
Synopsis
ec2-aut horize GROUP [-P PROTOCOL] (-p PORT_RANGE | -t ICWMP_TYPE_CODE) [-u
SOURCE_GROUP_USER ...] [-0 SOURCE_ GROUP ...] [-S SOURCE_SUBNET ...]
Description

Adds arule to the security group named GROUP. If no source host, group or subnet is provided,
requests from any source address will be honored.

Output

A table containing the following information is returned:

» Output type identifier ("GROUP", "PERMISSION").

» Group hame. Currently, thiswill report an empty string.

» Typeof rule. Currently, only ALLOW rules are supported.
Protocol to allow.

 Start of port range.
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Options

» End of port range.

+ FROM
* Source.
Errors are displayed on stderr.
Options
Option Definition
- P PROTOCOL The protocol to alow. This can be
t cp, udp ori crp. Thisoption
only applies when specifying a
CIDR subnet as the source.
-p PORT_RANGE For the TCP or UDP protocals, this

-t | CMP_TYPE_CODE

-u
SOURCE_GROUP_USER

- 0 SOURCE_GROUP

-s SOURCE_SUBNET

Example

$ ec2-authorize websrv -P tcp -p 80 -s 205.192.0.0/16

GROUP websrv ""

PERM SSI ON websrv ALLOWS tcp 80 80 FROM Cl DR 205. 192. 0.

specifies the range of portsto al-
low. This may be specified asa
single integer or asarange
(min-max). This option only ap-
plies when specifying a CIDR sub-
net as the source.

For the ICMP protocol, the ICMP
type and code must be specified.
This must be specified as
type:code where both are integers.
Type or code (or both) may be spe-
cified as-1 which isawildcard.
This option only applies when spe-
cifying a CIDR subnet asthe
source.

The owner of agroup specified us-
ing - o. If thisisnot specified, all
groups will refer to the current
user. If specified more than once,
there must be exactly one - u per -
o and each user will be mapped to
the corresponding group.

The network source from which
traffic isto be authorized specified
as a security Group. Seethe de-
scription of the - u parameter for
group owner information.

The network source from which
traffic isto be authorized specified
as a CIDR Subnet range.

Required?

Yes

Yes

Yes

No

No

No

0/ 16

Example

-Ptcp

-p 80

-t2:5

-u 495219933132

-0 headoffice

-5205.192.8.45/24
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See Also

 AuthorizeSecurityGrouplngress
* ec2-add-group

* ec2-describe-groups

* ec2-delete-group

* ec2-revoke

ec2-bundle-image
Synopsis

ec2- bundl e-i mage -k PRI VATE-KEY -c¢ EC2- CERT -u USER-ID -i
DESTI NATION-DIR] [-p AM - PREFI X]

| MAGE [ -d

Description

Create abundled AMI of an operating system image that was created in aloopback file.

Output

Status messages indicating the various stages of the bundling process are displayed.

Options
Note
=
Thistool does not support the common options

Option Definition Required?  Example

-k, - The path to the user's PEM encoded Yes -k pk-

- privat ekey RSA key file. HKZYK-

KEY TAIG2ECM XY IBH3HX
V4ZBZQ55CLO.pem

-c, --cert The user's PEM encoded RSA public  Yes -C cert-

EC2- CERT key certificatefile.. HKZYK-
TAIG2ECMXYIBH3HX
V4ZBZQ55CLO.pem

-u, --user Theuser'sEC2 user ID (i.e., AWSac-  Yes -u 123456789

USER count number, not the Access Key ID).

-i, --imge The path to the image to bundle. Yes -i/

PATH var/
spool/
my-im-
age/version-2/debian.img

-d, - The directory in which to create the No -d /var/run/my-bundle

-destination bundle. Defaultsto the current direct-

DESTI NATI ON ory.
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Example
Option Definition Required?  Example
-p, --prefix The filename prefix for bundled AMI | No -p my-image-is-specia
PREFI X files. Defaults to "image".
--help Display the help message. No --help
- - manual Display the help. No --manual
Example
$ ec2-bundl e-i mage -k pk- HKZYKTAI RECMXYl BH3HXV4ZBZ(B65CLO. pem - ¢ cert -
HKZ])(KTG\I G2ECMXY! BH3HXV4ZBZQB5CLO. pem -u 495219933132 -i inmmge.ing -d bundl ed/
-p fre

Splitting bundled/fred.gz.crypt...
Created fred. part. 00

Created fred. part.01

Created fred. part. 02

Created fred. part.03

Created fred. part. 04

Created fred. part. 05

Created fred. part. 06

Created fred. part. 07

Created fred. part.08

Created fred. part. 09

Created fred. part. 10

Created fred.part. 11

Created fred.part. 12

Created fred. part. 13

Created fred. part. 14

Generating digests for each part...
Di gests generat ed.

Creating bundle nmanifest...
Bundl e I nage conpl et e.

See Also

e ec2-bundle-vol

» ec2-unbundle

» ec2-upload-bundle
 ec2-download-bundle
» ec2-delete-bundle

ec2-bundle-vol
Synopsis

ec2-bundl e-vol -k PRI VATE-KEY -u USER-ID -c EC2-CERT [-s SIZE] [-d
DESTI NATION-DIR] [-e EXLCUDE-DIR-1, EXCLUDE-DIR-2...] [-p AM-PREFI X] [-Vv
VOLUME] [--ec2cert PATH|

Description

Create abundled AMI by taking a snapshot of the local machine's root file system, compressing,
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Output

encrypting and signing the snapshot.

Output

Status messages indicating the various stages of the bundling process are displayed.

Options
Note
=
Note that this tool does not support the common arguments
Option Definition Required? Example
-k, - The path to the user's PEM encoded Yes -k pk-
- privat ekey RSA key file. HKZYK-
KEY TAIG2ECM XY IBH3HX
V4ZBZQ55CLO.pem
-c, --cert The user's PEM encoded RSA public  Yes -C cert-
EC2- CERT key certificatefile. HKZYK-
TAIG2ECM XY IBH3HX
V4ZBZQ55CLO.pem
-u, --user The user's EC2 user ID (ak.a. AWS Yes -u 123456789
USER account number).
-s, --size Thesize, in MB (1024 * 1024 bytes), No -52048
SI ZE of theimage file to create. The maxim-
um sizeis 10240 MB. Defaults to
10240.
-d, - The directory in which to create the No -d /var/run/my-bundle
-destination bundle. Defaultsto "/tmp".
DESTI NATI ON
-e, --exclude A listof absolute directory pathsto ex- No -e/
DIRL, DIR2,... cludefrom the bundle operation. Note tmp,/home/secret-data
that it overridesthe '--all' parameter.
-p, --prefix The filename prefix for bundled AMI | No -p my-image-is-specia
PREFI X files. Defaults to "image".
-v, --volume  The absolute path to the mounted No -v/
VOLUNVE volume to create the bundle from. De- mnt/my-customi zed-ami
faultsto "/".
-a, --all Bundle all directories, including those = No -a
on remotely mounted filesystems.
--ec2cert The path to the EC2 X509 publickey | No --ec2cert /
PATH certificate. Defaultsto "/ etc/
etc/aes/amiutil/cert-ec2.pem”. aes/amiutil/cert-ec2.pem
--help Display the help message. No --help
- - manual Display the user manual. No --manual
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See Also

Example

$ ec2-bundle-vol -d /mt -k pk-HKZYKTAl RECMXYl BH3HXV4ZBZ(B65CLO. pem - ¢ cert -
HKZYKTAI QECMXYI BH3HXV4ZBZ(B5CLO. pem -u 495219933132
Copying / into the image file /mt/image.inyg...
Excl udi ng:
sys
dev/ shm
proc
dev/pts
proc/ sys/fs/binfnm _msc
dev
medi a
mt
proc
sys
tnp/i mage.ing
mmt /i mg- mt
1+0 records in
140 records out
nmke2fs 1.38 (30-Jun-2005)
war ni ng: 256 bl ocks unused.

Splitting /mt/inmage.gz.crypt...
Created i nmage. part. 00

Created image.part. Ol

Created inmage. part. 02

Created inage. part. 03

Created inmage. part. 22

Created inmage. part. 23

Generating digests for each part...
Di gests generat ed.

Creating bundle nmanifest...

Bundl e Vol une conpl et e.

See Also

* ec2-bundle-image

» ec2-unbundle

» ec2-upload-bundle
 ec2-download-bundle
* ec2-delete-bundle

ec2-delete-bundle
Synopsis

ec2-del ete-bundl e -b S3- BUCKET -a AWS- ACCESS- KEY-1D -s AWS- SECRET- KEY [-m
MANI FEST- PATH] [-p PREFI X] [--url URL] [--retry] [-V]

Description

Delete the specified bundle from S3 storage.

Output
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Options

Status messages indicating the various stages of the delete process are displayed.

Options
Note
0=
Note that this tool does not support the common arguments
Option Definition Required? Example
-b, --bucket The name of the Amazon S3 bucket Yes -b aes-crack-
S3- BUCKET containing the bundled AMI er-ami-bucket
-a, - The user's AWS access key ID. Yes -a
-access- key 10QMXFEV71ZS32XQ
USER FTR2
-s, - The user's AWS secret access key. Yes -sDMADSSfPfdaD-
-secret - key jbK+RRUhS/aDrjsiZadg
PASSWORD AUm8gRU2
-m - The path to the unencrypted manifest | No -m/

-mani f est file. var/

MANI FEST- PATH spool/
my-first-bundle/Manifest
-p, --prefix The bundled AMI part filename prefix. No -p eos-
PREFI X
--url URL The S3 service URL. Defaultsto ht- No --url ht-
tps.//s3.amazonaws.com. tps.//s3.amazonaws.ie
--retry Automatically retry failed uploads. No --retry
Use with caution.
-y, --yes Automatically assume the answer to No -y
all promptsis'yes.
--help Display the help message. No --help
- - manual Display the help. No --manual
Example

$ ec2-del ete-bundl e -b ny-s3-bucket
j bK+RRUhS/ aDrj si ZadgAUMBgRU2 -p fred
Deleting files:

ny- s3- bucket /fred. mani f est. xm
my-s3- bucket/fred. part. 00

my-s3- bucket/fred. part. 01

my-s3- bucket/fred. part. 02

my-s3- bucket/fred. part. 03

my-s3- bucket/fred. part. 04

nmy- s3-bucket/fred. part. 05

nmy- s3-bucket/fred. part. 06

Conti nue? [y/n]

-a 10QWXFEV71ZS32XQFTR2 -s DMADSST Pf daD-

y
Del et ed my-s3-bucket/fred. mani fest. xm
Del et ed my-s3-bucket/fred. part. 00
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See Also

Del eted my-s3-bucket/fred. part. Ol
Del et ed my-s3-bucket/fred. part. 02
Del et ed my-s3-bucket/fred. part. 03
Del eted my-s3-bucket/fred. part. 04
Del et ed my-s3-bucket/fred. part. 05
Del et ed my-s3-bucket/fred. part. 06
ec2-del ete-bundl e conpl ete.

See Also

* ec2-bundle-image

» ec2-bundle-vol

» ec2-unbundle
 ec2-upload-bundle

» ec2-download-bundle

ec2-delete-group
Synopsis

ec2-del et e- group GROUP

Description

Deletes the named GROUP.

Output

A table containing the following information is returned:

e Output type identifier ("GROUP").
» Name of the deleted group.

Errors are displayed on stderr.

Example

$ ec2-del ete-group websrv
GROUP websrv

See Also

» DeleteSecurityGroup
* ec2-add-group

* ec2-describe-groups
* ec2-authorize

* ec2-revoke
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Synopsis

ec2-delete-keypair
Synopsis

ec2-del et e- keypai r KEY
Description

Deletes the named KEY/, purging the public key from Amazon EC2
Output

A table containing the following information is returned:

e Output typeidentifier ("KEYPAIR").

* ldentifier of the deleted keypair.
* Private key fingerprint.

Errors are displayed on stderr.

Example

$ ec2-del ete-keypair gsg-keypair
KEYPAI R gsg- keypai r

See Also

» DeleteKeypair
» ec2-add-keypair
* ec2-describe-keypairs

ec2-deregister
Synopsis

ec2-deregi ster AM
Description

The AMI identified is deregistered. This AMI may no longer be used to launch new instances. The AMI
is not deleted from Amazon S3

Output

A table containing the following information is returned:

* A record type identifier ("IMAGE")
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Example

* theimage identifier that was deregistered

Errors are displayed on stderr.

Example

$ ec2-deregi ster ami -4fa54026
| MAGE am - 4f a54026

See Also

» Deregisterimage
e ec2-register
* ec2-describe-images

ec2-describe-groups
Synopsis

ec2-describe-groups [GROUP ...]

Description

Describes the current state of each GROUP specified on the command line. If no GROUPs are explicitly
listed then all GROUPs owned by the current user are included in the output.

Output

A table containing the following information is returned:

» Output type identifier ("GROUP", "PERMISSION").
e User ID of group owner.

» Group name.

* Description of the group.

» Firewal rule.

Errors are displayed on stderr.

Example

$ ec2-descri be-groups websrv
GROUP 495219933132 websrv Wb servers
PERM SS|I ON 495219933132 websrv ALLOAS tcp 80 80 FROM CIDR 0.0.0.0/0

See Also

» DescribeSecurityGroups
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ec2-describe-image-attribute

* ec2-add-group
 ec2-delete-group
* ec2-authorize

» ec2-revoke

ec2-describe-image-attribute
Synopsis
ec2-describe-image-attribute AM ( -1 | -p)

Description

Describes an attribute for the specified AMI.

Output

A table containing the following information is returned:

Attribute type identifier

ID of the AMI of which an attribute is being described.
Attribute value type or attribute list item value type.
Attribute or attribute list item value.

Errors are displayed on stderr.
Options
Option Definition Required?
-1 Describesthel aunchPer i ssi on at- Choice
tribute.
-p Describesthe pr oduct Codes attrib-  Choice
ute.

Example - LAUNCH PERMISSION

$ ec2-describe-image-attribute am -5bae4b32 -|
| aunchPer m ssi on am - 5bae4b32 group all
| aunchPer m ssi on am - 5bae4b32 userld 495219933132

Example - PRODUCT CODES

$ ec2-describe-imge-attribute am -5bae4b32 -p
product Codes ami - 5bae4b32 product Code 774FAFF8

See Also
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ec2-describe-images

Describel mageAttribute
 ec2-modify-image-attribute
* ec2-reset-image-attribute
e Sharing AMIs

ec2-describe-images
Synopsis

ec2-describe-images[AM ...] [-a] [-0 OANER ...] [-x USER]

Description

Describes the current state of each AMI specified on the command line. If no AMIs are explicitly listed,
the AMI s described can be controlled with the optional parameters. If no optional parameters are
specified, it returns all AMIs owned by the user, AMIsfor which the user has explicit launch
permissions, public AMIs, and Amazon-owned AMIs.

Note
=

The default behaviour of ec2- descri be- i mages changed from version 2006-06-26 to
version 2006-10-01. In the 2006-06-26 version all images to which the user has access,
including public images, are returned. In the version 2006-10-01 and later, only images
which the user owns or has explicit access are returned. Public images are not returned.

Output

A table containing the following information is returned:

* A record type identifier ("IMAGE")

» imageidentifier

» manifest location

o user identifier of the user that registered the image

» image status

* public orpri vat e indicating whether or not theimageisvisible to all users
* product codes, if any are attached the instance

Errors are displayed on stderr.

Options
Option Definition Required? Example
-a All AMIstheuser ownsand hasexe-  No -a
cution permissions for, both public and
explicit are returned.
-0 OMER AMIs owned by the specified owner No -0 123456789012

are returned. Multiple owners may be
specified. OWNER isa AWS user ac-
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Option Definition Required?  Example

count 1D, the same ID in the result set
for the user that registered the AMI.
ThelDsanmazon, sel f andexplicit
may be specified to include AMIs
owned by Amazon, AMIs owned by
the user, and AMIs for which the user
has explicit launch permissions, re-
spectively.

-x USER Only AMIs for which the specified No -x self
user has explicit launch permissions
arereturned. USER can be a user's ac-
count ID, 'self' to return AMIsfor
which the sender of the request has ex-
plicit launch permissions, or 'all' to re-
turn AMIswith public launch permis-
sions.

Example

$ ec2-descri be-i mages am - 78a54011
| MAGE ami - 78a54011 powerdns/i mage. mani fest. xm 495219933132 avail abl e private
774FAFF8

See Also

» Describelmages
* ec2-register
» ec2-deregister

ec2-describe-instances

Synopsis
ec2-describe-instances [I NSTANCEID .. .]
Description
Describes the current state of each instance indicated by the respective INSTANCEID specified on the

command line. If no instances are explicitly listed then all instances owned by the current user are
included in the output.

Output

A table containing the following information is returned:

» Output typeidentifier ("RESERVATION", "INSTANCE")
« Instance ID which uniquely identifies each running instance.
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* AMI ID of theimage the instance is based on.
» Public DNS name associated with the instance. Only present for instances in ther unni ng state.

» Private DNS name associated with the instance. Only present for instancesin ther unni ng state
launched with public addressing type.

* |nstance state.

* Key name. If akey was associated with the instance at launch it's name will be displayed in this
column.

» AMI launch index. See using instance data for more info.
* Product codes attached to the instance.

Errors are displayed on stderr.

Example

$ ec2-descri be-instances

RESERVATI ON r - 15a4417c 495219933132

I NSTANCE i - 3ea74257 am - 6ba54002 ec2-72-44-33-4.z-2. conput e-1. amazonaws. com
domJ 12- 31- 33-00- 00- 01. z- 2. conpute-1.internal running 0 774F4AFF8

I NSTANCE i -31a74258 am - 6ba54002 ec2-72-44-34-23. z-2. conput e- 1. anazonaws. com
domJ- 12- 31- 33- 00- 00- 02. z- 2. conpute-1.internal running 1

See Also

» Describel nstances
* ec2-run-instances
* ec2-terminate-instances

ec2-describe-keypairs
Synopsis

ec2-descri be-keypairs [KEY ...]

Description

Describes the current state of each KEY specified on the command line. If no KEY s are explicitly listed
then all KEY s owned by the current user are included in the outpuit.

Output

A table containing the following information is returned:

« A output typeidentifier ("KEYPAIR")
» Keypair identifier
* Private key fingerprint

Errors are displayed on stderr.
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See Also

Example

$ ec2-describe-keypairs gsg-keypair
KEYPAI R gsg- keypai r
1f:51: ae: 28: bf : 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

See Also

» DescribeKeypairs
» ec2-add-keypair
» ec2-delete-keypair

ec2-download-bundle
Synopsis

ec2- downl oad- bundl e -b S3- BUCKET -m MANI FEST -a AWS- ACCESS-KEY-ID -s
AWS- SECRET- KEY -k PRI VATE-KEY [-p PREFIX] [-d DI RECTORY] [--url URL]

Description

Download the specified bundles from S3 storage.

Output

Status messages indicating the various stages of the download process are displayed.

Options
Note
==
Note that thistool does not support the common arguments
Option Definition Required?  Example
-b, --bucket The name of the Amazon S3 bucket Yes -b aes-cracked
S3- BUCKET from which to fetch the bundles.
-m - The manifest filename. Yes -m/
-mani f est var/
MANI FEST spool/
my-first-bundle/Manifest
-a, - The user's AWS access key ID. Yes -a
-access- key 10QMXFEV71Z2S32XQ
USER FTR2
-s, - The user's AWS secret access key. Yes -s DMADSSfPfdaD-
-secret - key jbK+RRUhS/aDrjsiZadg
PASSWORD AUm8gRU2
-k, - The user's private key used to decrypt  Yes -k pk-
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Example
Option Definition Required?  Example
- privat ekey the manifest. HKZYK-
KEY TAIG2ECMXYIBH3HX
V47ZBZQ55CLO.pem
-p, --prefix The filename prefix for the bundled No -p my-image
PREFI X AMI files. Defaults to "image".
-d, - The directory into which the down- No -d/
-directory loaded bundles are saved. Defaults to tmp/
DI RECTORY the current working directory. my-downloaded-bundle
Note
=
The directory must exist.
--url URL The S3 service URL. Defaultsto ht- No --url ht-
tps.//s3.amazonaws.com. tps.//s3.amazonaws.ie
--help Display the help message. No --help

Example

$ nkdir bundl ed

$ ec2-downl oad-bundl e -b ny-s3-bucket -mfred. manifest.xm -a
10QWXFEV71ZS32XQFTR2 -s DMADSSf Pf daDj bK+RRUhS/ aDr j si ZadgAUnBgRU2 - k pk-
HKZYKTAI G2ECMXYI BH3HXV4ZBZ(BE5CLO. pem -d bundl ed

downl oadi ng mani fest https://s3. amazonaws. com ny-s3- bucket /i mage. mani f est. xm
to bundl ed/i nage. mani fest.xm ...

downl oadi ng part https://s3. amazonaws. com ny-s3-bucket/i mage. part.00 to
bundl ed/ i mage. part. 00 ...

Downl oaded 1 mage. part.00 from https://s3. amazonaws. coni my- s3- bucket .
downl oadi ng part https://s3.amazonaws. com ny-s3- bucket/i nage. part.01 to
bundl ed/ i mage. part. 01 ...

Downl oaded i nmage. part.01 from https://s3. amazonaws. conl ny-s3- bucket .
downl oadi ng part https://s3.amazonaws. com ny-s3-bucket/i nage. part. 02 to
bundl ed/ i mage. part. 02 ...

Downl oaded i nmage. part.02 from https://s3. amazonaws. conl ny-s3- bucket .
downl oadi ng part https://s3.amazonaws. com ny-s3-bucket/i nage. part.03 to
bundl ed/ i mage. part. 03 ...

Downl oaded i nmage. part.03 from https://s3. amazonaws. conl nmy-s3- bucket .
downl oadi ng part https://s3.amazonaws. com ny-s3-bucket/i nage. part.04 to
bundl ed/ i mage. part. 04 ...

Downl oaded i mage. part.04 from https://s3. anazonaws. coni my- s3- bucket .
downl oadi ng part https://s3.amazonaws. com ny-s3-bucket/i nage. part.05 to
bundl ed/ i mage. part. 05 ...

Downl oaded i nmage. part.05 from https://s3. anazonaws. coni nmy-s3- bucket .
downl oadi ng part https://s3. amazonaws. com ny-s3-bucket/i nage. part.06 to
bundl ed/ i mage. part. 06 ...

Downl oaded i nmage. part.06 from https://s3. anazonaws. coni my-s3- bucket .
Downl oad Bundl e conpl ete.

See Also

* ec2-bundle-image
» ec2-bundle-vol
» ec2-unbundle
 ec2-upload-bundle
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ec2-fingerprint-key

» ec2-delete-bundle

ec2-fingerprint-key
Synopsis

ec2-fingerprint-key KEYFILE
Description

Computes and displays the fingerprint for a private key produced by Amazon EC2. KEY FILE must be
the path to afile containing an unencrypted PEM encoded PK CS#8 private key.

This operation is performed entirely on the client-side. Network accessis not required.

Output

A key fingerprint. Thisisformatted as a hash digest with each octet separated by a colon.

Errors are displayed on stderr.

Example

$ ec2-fingerprint-key nykey.pem
1f: 51: ae: 28: bf: 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

See Also

» ec2-create-keypair
» ec2-describe-keypairs

ec2-get-console-output
Synopsis

ec2-get -consol e-out put | NSTANCEI D [-r]
Description

Retrieve the console output for instance INSTANCEID, if available, and display it to st dout .
Output

Two fields:

* A timestamp indicating the time of the last update.

» Theinstance console output. By default the ~ ESC character is escaped and duplicate new-lines are
removed to facilitate reading.
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Options
Errors are displayed on stderr.
Options
Option Definition Required?  Example
-r Raw output. Do not escape the output = No
to facilitate reading.
Example
$ ec2-get-consol e-out put i-10a64379

2007-01-03 12:00: 00

Li nux version 2.6.16-xenU (buil der @at chbat . amazonsa) (gcc version 4.0.1
20050727 (Red Hat 4.0.1-5)) #1 SMP Thu Cct 26 08:41:26 SAST 2006
Bl OS- provi ded physi cal RAM map:

Xen: 0000000000000000 - 000000006a400000 (usabl e)

980MB HI GHVEM avai | abl e.

727MB LOAVEM avai | abl e.

NX (Execute Disable) protection: active

I RQ | ockup detection disabled

Built 1 zonelists

Kernel command |ine: root=/dev/sdal ro 4

Enabl i ng fast FPU save and restore... done.

ec2-modify-image-attribute
Synopsis

ec2-nodi fy-inage-attribute AM -1 (-a I TEM VALUE | -r | TEM VALUE)

ec2-nodi fy-inage-attribute AM -p PRODUCT_CODE [-p PRODUCT_COCDE . ..]

Description
Modifies an attribute for the specified AMI.
ATTRIBUTES
Attribute Name Type Description
launchPermission List Controls who has permission to

launch the AMI. Y ou can grant
launch permissions by adding
user IDs or make the AMI pub-
lic by adding theal | group. To
learn more about sharing AMIs
see the section called “ Sharing
AMIS’.

Note

=

If another user
launches your AMI
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Output

Attribute Name Type

productCodes List

Output
A table containing the following information is returned:

« Attribute typeidentifier.

ID of the AMI on which attributes are being modified.
 Action performed on the attribute.

Attribute or attribute list item value type.

Attribute or attribute list item value.

Errors are displayed on stderr.
Options
Option Definition

-1 Modifies the launchPermission prop-
erty.

Description

there is no mech-
anism to prevent
that user from re-
bundling the image
and registering it
asanew AMI.

Associates product codes with
an AMI. This allows a developer
to charge auser for using the
AMI.

Note

=

The user must be
signed up for the
product before
they can launch the
AMI.

The product code attributeis a
write once attribute. After a
product code is set for an AMI it
can not be altered or removed.

AMIsare currently limited to
one product code.

Required?  Example

Yes
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Example - LAUNCH PERMISSION

Option Definition Required?  Example
-a | TEM VALUE Addsor removes an attributeitem. The Yes -adl

| -r value of theitemis| TEM VALUE. The

| TEM VALUE type of theitem isinferred from the

item value. For launchPermission there
aretwo item types:

» group: The only group currently
supported istheal | group. Adding
this group sets public launch per-
missions for the AMI.

 user | d: Userld must bein theform
of an AWS account id. Adding
userld items grants explicit launch
permissions to that user for the
AMI.

-p Sets the productCodes property. Yes -p 774FAFF8
PRODUCT _CODE

Example - LAUNCH PERMISSION

$ ec2-nodify-image-attri bute am -5bae4b32 -1 -a 495219933132
| aunchPer m ssi on ani - 5bae4b32 ADD userld 495219933132

Example - PRODUCT CODE

$ ec2-nodify-inage-attribute ani-5baed4b32 -p 774F4FF8
product Codes ani - 5hae4b32 product Code 774F4FF8

See Also
» ModifylmageAttribute
* ec2-reset-image-attribute

* ec2-describe-image-attribute
» Sharing AMIs

ec2-reboot-instances

Synopsis
ec2-reboot-instances | NSTANCEI D [ | NSTANCEI D . . .]

Description

All instances indicated by the respective INTANCEID specified on the command line are rebootd. At
least one INSTANCEID must be specified.
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Example
Output
This command displays no output on success.
Errors are displayed on stderr.
Example

$ ec2-reboot-instances i-3ea74257

ec2-register
Synopsis

ec2-regi ster MANI FEST

Description

Registers the Amazon Machine Image (AMI) described by the named MANIFEST file, generating a
new Amazon Machine Image (AMI) ID. MANIFEST must specify alocation of amanifest filein
Amazon S3 and must be of the form bucket / obj ect .

Output

Theimage ID that was assigned by Amazon EC2 is displayed.

Errors are displayed on stderr.

Example

$ ec2-regi ster mybucket/i nmage. mani f est. xm
| MAGE am - 78a54011

See Also
* Registerimage

» ec2-deregister
* ec2-describe-images

ec2-reset-image-attribute
Synopsis

ec2-reset-image-attribute AM -1I

Description

Resets an attribute for the specified AMI.
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The productCodes attribute cannot be reset.

Output
A table containing the following information is returned:

* Attribute typeidentifier
« |ID of the AMI on which the attribute is being reset
» Action identifier ("RESET")

Errors are displayed on stderr.
Options
Option Definition Required? Example

-1 Reset thel aunchPer mi ssi on attrib-  Yes -1
ute.

Example

$ ec2-reset-inmage-attribute ani -6ba54002 -1
| aunchPer m ssi on am - 6ba54002 RESET

See Also

* ResetlmageAttribute

» ec2-modify-image-attribute
* ec2-describe-image-attribute
» Sharing AMIs

ec2-revoke
Synopsis

ec2-revoke GROUP [-P PROTOCOL] (-p PORT RANGE | -t | CVP_TYPE CODE) [-u
SOURCE_GROUP_USER ...] [-0 SOURCE GROUP ...] [-s SOURCE SUBNET ...]

Description

Revokes arule from the security group named GROUP. To identify the rule to be removed you must
provide exactly the same set of options used to create that rule.

Output

A table containing the following information is returned:
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Options

 Output type identifier ("GROUP", "PERMISSION").
» Group name. Currently, thiswill report an empty string.
» Typeof rule. Currently, only ALLOW rules are supported.

* Protocol to allow.
 Start of port range.
» End of port range.

+ FROM
» Source.
Errors are displayed on stderr.
Options
Option Definition
- P PROTOCOL The protocol to alow. This can
bet cp, udp ori cnp. Thisoption
only applies when specifying a
CIDR subnet as the source.
-p PORT_RANGE Therange of portsto revoke. This

-t | CMP_TYPE_CODE

-u
SOURCE_GROUP_USER

- 0 SOURCE_GROUP

-s SOURCE_SUBNET

may be specified as a single integer
or as arange (min-max). This op-
tion only applies when specifying a
CIDR subnet as the source.

If the protocol isICMP, the ICMP
type and code must be specified.
This must be specified as
type:code where both are integers.
Type or code (or both) may be spe-
cified as-1 which acts as awild-
card. This option only applies
when specifying a CIDR subnet as
the source.

The owner of agroup specified us-
ing - o. If thisisnot specified, all
groups will refer to the current
user. If specified more than once,
there must be exactly one - u per -
o and each user will be mapped to
the corresponding group.

The network source from which
traffic isto be revoked specified as
a security Group. See the descrip-
tion of the - u parameter for group
owner information.

The network source from which
traffic isto be revoked specified as
a CIDR Subnet range.

Required?

Yes

Yes

Yes

No

No

No

Example

-Ptcp

-p 80

-t2:5

-u 495219933132

-0 outsideworld

-5205.192.8.45/24
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See Also
Example
$ ec2-revoke websrv -P tcp -p 80 -s 205.192.0.0/16
GROUP websrv ""

PERM SSI ON websrv ALLOWS tcp 80 80 FROM Cl DR 205.192. 0. 0/ 16

See Also

» RevokeSecurityGrouplngress
* ec2-add-group

* ec2-describe-groups

* ec2-delete-group
 ec2-authorize

ec2-run-instances
Synopsis

ec2-run-instances AM [-n | NSTANCE_COUNT] [-g GROUP [-g GROUP ...]] [-k KEY]
[-d USER DATA | -f FILE_NAME] [ --addressing ADDRESSI NG TYPE]
Description

Launches one or more instances of the specified AMI. Optional parametersinclude

A security group. New instances will be launched in this group. If no group is specified instances are
launched in the def aul t group.

» A keypair name. The public key associated with this keypair name will be made available to the
instances at boot time.

» User data. Thisdatawill be made available to the launched instances. See using instance data for
more info.

» Addressing type. This specifiesif the instance will have a NATted address or not. See Using and
Securing the Network for more information on instance addressing.

If the AMI has a product code attached for which the user has not subscribed, the ec2-r un-instances call
will fail.

Output

A table containing the following information is returned:

» Output type identifier ("INSTANCE")

* Instance ID which uniquely identifies each running instance.

« AMI ID of the image the instance is based on.

» DNS name associated with the instance (only present for instancesin ther unni ng state).

* Instance state. Thiswill in most cases be pendi ng which indicates that the instance is being prepared
for launch.

» Key name. If akey was associated with the instance at launch it's name will be displayed in this
column.
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Errors are displayed on stderr.

Options

Option

-n I N
STANCE_COUNT

-g GROUP

-k KEY

-d USER- DATA

-f FILE_NAME

--addressing
ADDRESS_TYPE

Definition

The number of instances to launch. If
not specified, avalue of 1 will be as-
sumed. If it is not possible to launch at
least this many instances (due to alack
of capacity or funds), no instances will
be launched. If specified asarange
(min-max) Amazon EC2 will try to
launch as many instances as possible,
up to max, but will launch no fewer
than min instances.

The security group(s) within which the
instance(s) should be run. This determ-
inesthe ingress firewall rules that will
be applied to the instances. By default
instances will run in the user's default
group. If more than one group is spe-
cified, the security policy of thein-
stances will be the union of the secur-
ity policies of the specified groups.

The keypair to make available to these
instances at boot time.

The data to make available to these in-
stances. The datais read off the com-
mand line from the USER_DATA argu-
ment. If you want the data to be read
from afile seethe - f option.

The data to make available to these in-
stances. The dataiis read from thefile
specified by FI LE_NAME. If you want
to specify user data on the command
line use the - d flag. - d option.

The address type with which the in-
stance will be launched. The supported
valuesfor ADDRESS TYPE ispub-
l'i c. Instances launched with the pub-
lic addressing type have an internal
and an external |P address. See the
section called “Introduction to In-
stance Addressing” for more informa-
tion on instance addressing.

Note

=

To support the early beta
legacy networking
scheme, direct isaso
supported for early beta
users. Instances launched

Required?
No

No

No

No

No

Example

-n5

-g fooGroup

-k fooKeyPair

-d "my user data"

-f data.zip
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Option Definition Required?  Example

with the direct addressing
type have asingle public
| P address.

Example

$ ec2-run-instances am -6ba54002 -n 5
RESERVATI ON r - 0ea54067 j oeuser defaul t

I NSTANCE i - 3ea74257 am - 6ba54002 pendi ng
I NSTANCE i - 31a74258 ani - 6ba54002 pendi ng
I NSTANCE i - 31a74259 anmi - 6ba54002 pendi ng

ahWNRFRO

i

[

i
I NSTANCE i - 31a7425a am - 6ba54002 pendi ng
I NSTANCE i - 31a7425b ami - 6ba54002 pendi ng
I NSTANCE i - 31a7425c ami - 6ba54002 pendi ng

See Also

* Runlnstances

* ec2-terminate-instances
* ec2-describe-instances
» ec2-add-keypair

» Using instance data

ec2-terminate-instances
Synopsis

ec2-term nate-instances | NSTANCEI D [ | NSTANCEID .. .]

Description

All instances indicated by the respective INTANCEID specified on the command line are terminated. At
least one INSTANCEID must be specified.

Output

A table containing the following information is returned:

» Output type identifier ("INSTANCE")

» Theinstance ID of the instance being terminated.
» The state of the instance prior to being terminated.
» Thenew state of the instance.

Errors are displayed on stderr.
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See Also

Example

$ ec2-term nate-instances i-3ea74257
I NSTANCE i - 3ea74257 runni ng shutti ng-down

See Also

» Terminatel nstances
* ec2-run-instances
» ec2-describe-instances

ec2-unbundle

Synopsis

ec2-unbundl e - m MANI FEST- PATH -k PRI VATEKEY [-d DESTI NATI ON- DI RECTORY] [-s
SOURCE- DI RECTORY]

Description

Recreates the AMI from the bundled AMI parts.

Output

Status messages indicating the various stages of the unbundling process are displayed.

Options

==

Note

Note that thistool does not support the common arguments

Option

- m -
-mani f est
MANI FEST

-k, -
- privat ekey
KEY

-s, --source
SOURCE-
DI RECTORY

-d, -
-destination
DESTI NATI ON-
DI RECTORY

Definition

The path to the unencrypted AMI
manifest file.

The path to the user's PEM encoded
RSA key file.

The directory containing the bundled
AMI parts. Defaults to the current dir-
ectory.

The directory to unbundle the AMI in.

Defaults to the current directory.

Note

=

Required?

Yes

Yes

No

No

Example

-m/

var/

spool/
my-first-bundle/Manifest

-k
$HOME/pk-234242DEA
DCAFE.pem

-s/
tmp/my-bundled-image

-d /tmp/my-image

API Version 2007-03-01
145



Amazon Elastic Compute Cloud Developer Guide
Example

Option Definition Required?  Example

The destination directory
must exist.

--help Display the help message. No --help

Example

$ nkdir unbundl ed

$ ec2-unbundle -mfred. mani fest.xm -s bundled -d unbundl ed

cat bundl ed/fred. part. 00 bundl ed/fred. part. 01 bundl ed/ fred. part. 02 bundl ed/
fred.part. 03 bundl ed/fred. part. 04 bundl ed/fred. part.05 bundl ed/fred. part. 06
bundl ed/ fred. part. 07 bundl ed/fred. part. 08 bundl ed/fred. part. 09 bundl ed/
fred.part.10 bundl ed/fred. part. 11 bundl ed/fred. part. 12 bundl ed/fred. part. 13
bundl ed/fred. part.14 | openssl enc -d -aes-128-cbc -K

a8f be9586b7f d3df 893b237f 88e351a9 -iv 121f ebdf 64b0322cd4f f da03aalab535 | gun-

zip > unbundl ed/fred.ing

Unbundl e conpl et e.

$ I's -1 unbundl ed

total 1025008

-rwr--r-- 1 root root 1048578048 Aug 25 23:46 fred.inyg

See Also

e ec2-bundle-image

» ec2-bundle-vol

» ec2-upload-bundle
 ec2-download-bundle
» ec2-delete-bundle

ec2-upload-bundie
Synopsis

ec2- upl oad-bundl e -b S3- BUCKET - m MANI FEST- PATH -a AWS- ACCESS- KEY-ID -s
AWS- SECRET- KEY [--acl ACL] [--ec2cert PATH [-d DI RECTORY] [--part PART]

[--url URL] [--retry] [--skipnmanifest]

Description

Upload abundled AMI to S3 storage.

Output

Status messages indicating the various stages of the upload process are displayed.

Options
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Note

=

Note that thistool does not support the common options

Option

-b, --bucket
S3- BUCKET

_m -
-mani f est
MANI FEST- PATH

- a’ -
-access- key
USER

_s, -
-secret-key
PASSWORD

--acl ACL

--ec2cert
PATH

-d, -
-directory
DI RECTORY

--part PART

--url URL

--retry

- ski pmani f est
--help

- - manual

Example

Definition

The name of the Amazon S3 bucket in
which the bundle will be stored. If the
bucket doesn't exist it will be created

(provided the bucket is available of
course).

The path to the manifest file. The
manifest file is created during the
bundling process and can be found in
the directory containing the bundle.

The user's AWS access key ID.

The user's AWS secret access key.

The access control list policy of the
bundled image. It may be either "pub-
lic-read" or "aws-exec-read" and de-
faultsto "aws-exec-read" if not spe-
cified.

The path to the EC2 X509 public key

certificate. Defaultsto "/
etc/aes/amiutil/cert-ec2.pem”.

The directory containing the bundled
AMI parts. Defaults to the directory
containing the manifest file (see the -
m" option).

Start uploading the specified part and
upload all subsequent parts.

The S3 service URL. Defaults to ht-
tps.//s3.amazonaws.com.

Automatically retry failed uploads.
Use with caution.

Do not upload the manifest.

Display the help message.
Display the help.

Required?

Yes

Yes

Yes

No

No

No

No
No

Example

-b aes-cracker-ami

-m/

var/

spool/
my-first-bundle/Manifest

--acl public-read

--ec2cert /
etc/
aes/amiutil/cert-ec2.pem

-d /var/run/my-bundle

--part 7?7?

--url ht-
tps.//s3.amazonaws.ie

--retry

--skipmanifest

--help

--manud
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See Also

$ ec2-upl oad-bundl e -b ny-s3-bucket -m bundl ed/fred. manifest.xm -a
10QWKFEV71ZS32XQFTR2 -s DMADSSF Pf daDj bK+RRUhS/ aDr j si ZadgAUnBgRU2 -d bundl ed
Encrypting bundl e nmanifest...

Conpl et ed encrypti on.

Upl oadi ng encrypted mani fest. ..

Upl oaded encrypted manifest to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/ fred. mani fest. xn .
Upl oadi ng bundled AM parts to http://s3.amazonaws. com 80/ al powel | -i mages. ..
Upl oaded fred.part.00 to ht-

tp://s3. amazonaws. com 80/ al powel | -i nmages/fred. part. 00.
Upl oaded fred.part.01 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 01.
Upl oaded fred.part.02 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 02.
Upl oaded fred.part.03 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 03.
Upl oaded fred.part.04 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/ fred. part. 04.
Upl oaded fred.part.05 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/ fred. part. 05.
Upl oaded fred.part.06 to ht-

tp://s3. anazonaws. com 80/ al powel | -i mages/ fred. part. 06.
Upl oaded fred.part.07 to ht-

tp://s3. anmazonaws. com 80/ al powel | -i mages/fred. part. 07.
Upl oaded fred.part.08 to ht-

tp://s3. anmazonaws. com 80/ al powel | -i mages/fred. part. 08.
Upl oaded fred.part.09 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/ fred. part. 09.
Upl oaded fred.part.10 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 10.
Upl oaded fred.part.11 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 11.
Upl oaded fred.part.12 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 12.
Upl oaded fred.part.13 to ht-

tp://s3. amazonaws. com 80/ al powel | -i mages/fred. part. 13.
Upl oaded fred.part.14 to ht-

tp://s3.amazonaws. com 80/ al powel | -i mages/fred. part. 14.

Upl oad Bundl e conpl et e.

See Also

* ec2-bundle-image

* ec2-bundle-vol

» ec2-unbundle

* ec2-download-bundle
» ec2-delete-bundle
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Technical FAQ

Select from the following:

e Genera_Information

» Operation Information

* |IPInformation

* Monitoring, Errors, and Unexpected Behavior
» Error Messages

» Paid AMIs

* Miscellaneous

General Information

How many instances can | launch?
Each user has a concurrent running instance limit. For new users during the public beta, thislimit is 20.
How do | sign a request?

Signing SOAP requests are discussed in the section called “ Regquest Authentication”. Signing Query
requests are discussed in the section called “Making Requests’

What username do | use for the various Amazon EC2 tools?

When you sign up with Amazon Web Services, you are given an AWS Account ID. Thisisyour
username. More detail is provided in the Getting Started Guide.

Why do my instances take so long to start?

Amazon EC2 has to move the images around the network before they can be launched. For big images
and/or congested networks, this can take several minutes. Images are cached to alleviate this problem, so
it should be less noticeable as you use your images more frequently.

What happens to my running instances if the machines they are running on go down?

The instances themselves will be terminated and will have to be relaunched. The data on the instances
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hard drives will be lost.

Always replicate important data or store it in Amazon S3.

Can | use my own kernel?

Not at present.

Can | get a bigger/smaller/differently optimized virtual machine?

Not at present. For now, if you need more capacity launch more instances.
Isthere a REST interface to Amazon EC2?

Not at present. For now, you will have to use the SOAP or Query API, or the provided APl command
line tools.

How does Amazon EC2 handle load balancing?

With a service as flexible as Amazon EC2, customers can launch any number of load balancing systems
within Amazon EC2. The load balancing instances can forward traffic to other systems. There are
several open source solutions that are in wide use.

Operation Information

How do | handle time synchronization between instances?

You can set up NTP (the Network Time Protocol) which does this for you. Y ou can find more
information at http://-www.ntp.org/. Thisis particularly important if you plan on using any Amazon web
services (such as Amazon S3 or Amazon EC2) from within an instance, since requests to these services
need to be timestamped.

Isthere any way for an instance to discover its own instance ID?

From within your instance you can use REST-like queries to http://169.254.169.254/2007-03-01/ to
retrieve various instance specific meta-data, including the instance ID. Refer to the Devel oper's Guide
(section 'Using Instance Data) for the details.

Can | pass arbitrary configuration values to an instance at launch time?

Y es, although the size of the dataislimited to 16K at the moment. Refer to the Developer's Guide for
the details: section 'Using Instance Data tells you how to retrieve data and the sections on the
command-line tools and APIstell you how to supply the data when launching an instance.

Isthere a way to run a script on instance termination?

Not with any reliability. Amazon EC2 tries to shut an instance down cleanly (in which case normal
system shutdown scripts will run), but thereis only a short time available for things to happen and in
some cases (hardware failure, for example) this does not happen. Since thereis no entirely reliable way
to ensure shutdown scripts run, it is best to have a strategy in place to deal with abnormal terminations.
How can | allow other people to launch my AMIs?

You can alow other users to launch your AMIs by modifying the AMI's launchPermission attribute. It is
possible to either grant public launch permissions, which gives all users permission to launch the AMI,
or to only grant launch permissions to specific users.

To grant public launch permissions:
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PROVPT> ec2matt am -5bae4b32 -t | aunchPermi ssion -a -i group=all

To grant a specific user launch permissions:

PROVPT> ec2matt amni - 5bae4b32 -t | aunchPerm ssion -a -i userl|ld=495219933132

To clear additional launch permissions for an AMI:

PROVPT> ec2ratt am -5bae4b32 -t | aunchPerm ssi on

Why do | need to reregister a rebundied AMI? Can't | keep the same AMI ID?

An AMI ID is associated with the physical bitsin an image. To protect users from images being
modified we require you to reregister AMIs when rebundling.

Can | pass JVM properties to the command line tools?

Y es. By setting the environment variable EC2_JVM ARGS arbitrary JVM properties can be passed to the
command line tools.

Can | use a proxy with the command line tools?

Yes. By passing in VM properties through the EC2_JVM_ARGS environment variable, proxy settings
can be specified for the command line tools. For example in Linux:

export EC2_JVM ARGS="-Dhttp. proxyHost =http://my.proxy.com - Dht -
t p. pr oxyPort =8080"

The following properties are supported for configuring a proxy:

Setting Description

https.proxyHost HTTPS proxy host
https.proxyPort HTTPS proxy port
http.proxyHost HTTPS proxy host
http.proxyPort HTTPS proxy port
http.proxyRealm Proxy realm (https and http)
http.proxyUser Proxy username (https and http)
http.proxyPass Proxy password (https and http)
= Note

ht t ps. pr oxyHost should be used when EC2_URL pointsto an https host, and
htt p. pr oxyHost when EC2_URL pointsto an http host.

IP Information

How do | host a public domain if | have to DHCP an IP address?
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Y ou can use adynamic DNS service, such as DynDNS or ZoneEdit.
Why can't | connect to my instances public IP address from another instance?

Thereis aknown limitation today that prevents instances from contacting other instances through their
public IP address. Thisis being addressed. Even when thisis fixed, you should favor the internal
IP/DNS name when you know you are communicating between EC2 instances. This will assure you use
the lowest latency, highest throughput, and lowest cost network route.

Why do | get an internal (RFC 1918) IP address when | look up a DNS name that | expect to map to my
instance's external 1P address?

Amazon EC2 instances cannot currently access other instancesin the new NAT environment using their
public NAT IP address. Instead, they must use the private address. Traffic originating from the Internet
must use the public NAT IP address. Within Amazon EC2, DNS requests for the external DNS name of
an instance will resolve to the interna | P address of the corresponding instance

Why is EC2 Using NAT?

Public IP spaceisalimited resource. EC2 is adopting NAT to assure that we are able to efficiently make
use of our public internet addresses.

Furthermore, the new NAT networking will enable Amazon to deliver new features in the future. For
example, users have asked for the ability to have instances that only have internal addresses. Thiswould
allow for non-internet routable clusters which will further preserve 1Ps and increase security for those
not running public facing servers.

Can | usea static IP in my instances?

Not at present. Y our image must be configured as a DHCP client and it will be assigned an IP.
Currently, al instances come with internet addressable |P addresses. If you enable access through the
firewall from the "world", you can address them from anywhere.

How Does The Instance Know Its Public And Private Addresses?

From within the instance, issue the following HTTP queries:

To obtain the internal |P address:
curl http://169.254.169. 254/ 2007- 03-01// met a-dat a/ | ocal -i pv4

To obtain the public IP address:
curl http://169.254.169. 254/ 2007- 03-01// net a- dat a/ publ i c-i pv4

Monitoring, Errors, and Unexpected Behavior

How do | monitor my systems?

Amazon EC2 currently only provides the most basic monitoring. Y ou can tell from Describel nstances
whether we believe your instance is running or not. However, you may regard your systems running in
Amazon EC2 as your data center, and so any monitoring instrumentation that you wish to include on the
systems — be it SNMP or some other mechanism —is entirely up to you.

Why can't | "talk" to my instances?

Here are afew common reasons for broken connectivity to your instance.
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An instance's state is changed to running as soon as we start to boot your OS. This means there will be
some delay (possibly afew minutes depending on your configuration) during which your instance will
not have been fully set-up. After this period, it should be fully functional.

Additionally, you will need to make sure you have authorized the appropriate access to your host
through the Amazon EC2 firewall. If you have launched your instances without specifying a security
group, thedef aul t group is used. Permissions on the def aul t group are very strict by default and
disallow all access from the Internet and other groups. Y ou will need to add permissions to your

def aul t group or you will have to set up a new group with appropriate permissions.For more
information, see " Securing the Network” in the Developer Guide.

Assuming you have authorized port 22, a useful debugging tool isto try to open an ssh connection with
verbose output. Y ou should use the man page to get the exact syntax for your system, but the command
islikely tolook likessh -vv root @ host nane] . Thisoutput would be very useful if posting to the
forum.

Why did my instance terminate immediately after launch?

Launch errors may be the result of an internal error during launch or a corrupt Amazon EC2 image. The
former should be rare, and we actively test for and isolate suspect hosts. Y ou should use the
“Describelnstances’ API to look for more details on why your instance failed to launch.

NB: theec2- descri be-i nst ances command line tool does not conveniently print out this
information yet! Y ou can use the - v flag to read the SOAP response from this tool and get the
information discussed above.

You can aways feel free to attempt to launch the image again, but if you run into a persistent problem
(especially with a shared image), you should post to the Amazon EC2 forum.

| ran shut down from within an ssh session but my instance still shows up as running when | query it
with Describel nstances and | can't shell into it. What's happening?

Thisisa"feature" of the shut down command. If you issue shut down without a- h (halt) flag it shuts
down the network and switches to single user mode. The instance is still running but without a network.
Y ou should always use shut down - h when working inside an Amazon EC2 instance.

Y ou can shut the instance down using the Terminatel nstances call (ec2- t er mi nat e on the command
line).

Why are my instances stuck in a pending state (or a shutting-down state)?

This situation should be rare and is the result of a software error or misconfiguration. We actively
monitor for it, but please let us know if you do encounter this.

Why do | get an "AuthFailure: User isnot AMI creator” error when | try to register an image?

Make sure that you are using the correct user 1D and certificate to create and upload the image. You
need to use the same ID and certificate to register the image with Amazon EC2.

Error Messages

Why do | get an "InsufficientlnstanceCapacity” error when | try to launch an instance?

This error indicates that we do not currently have enough available capacity to service your request.
During our beta, capacity is limited.

If you are requesting alarge number of instances, there may not be enough server capacity to host them.
You could try again at a different time or specify a smaller number of instances to launch.
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Why do | get an "InstanceLimitExceeded" error when | try to launch an instance?

This error indicates that you have reached your concurrent running instance limit. For new users during
the public beta, thislimit is 20.

If you need additional capacity, please contact us at aws@amazon.com.

Why can't | retrieve my instance-specific data from within a running instance when querying
http://169.254.169.254/2007-03-01/?

The Parameterized Launches feature is only available to instances that were launched after the feature
was released. Therefore if you launched your instance before then, this datawill not be available. We
suggest you relaunch your instancesif you want to use this functionality.

If after relaunching your instance you still experience problems retrieving the data, you should check:

» Areyou using the correct base URI (http://169.254.169.254/2007-03-01/)

» Areyou using the correct URI for the data you're trying to retrieve? Remember that trailing '/ may be
required, depending on the data you're trying to retrieve.
 Did you specify any launch data when launching your instances? If not you will get aHTTP error

response (404) when trying to retrieve the user data. Note that the instance's meta-datais always
available, even if you do not specify data at instance launch.

Why do | get keep getting " Request has expi red" errors?

To reduce therisk of replay attacks our requests include a timestamp. This, along with the most
important parts of the request, is signed to ensure the message (including the timestamp) can't be
modified without detection.

If the difference between the timestamp in the request and the time on our serversislarger than 5
minutes the request is deemed too old (or too hew) and an error is returned.

Y ou need to ensure that your system clock is accurate and configured to use the correct timezone. NTP
isagood way to do this.

Paid AMIs

How do | get a product code for a paid or supported AMI that | want to create?

We are currently conducting alimited beta enabling a small humber of developersto create paid and
supported AMIs. This feature allows AWS devel opers to charge other Amazon EC2 users for the use of
AMIsthey create. Sellers of AMIs set the price and their customers then purchase and are billed through
Amazon for their use of these AMIs.

Note

==

Y ou can still share AMIs without charging. Public and Paid AMIs can be listed in the
Resource Center.

Usersinterested in selling their Amazon EC2 AMIs through this program should send an e-mail to
aws@amazon.com. Please include your name, AWS account |D, company name, and a detailed
description of your AMI. We hope to open this capability up to the broader Amazon EC2 community
once the beta program is complete.

How can | determine if a particular AMI isa paid AMI?
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By describing images (ec2dim) with the "-a" flag. This shows al AMIsto which you have access. The
AMIswith product codes listed are paid AMIs. Example: run ec2dim -a, and the result contains an AMI
with ID ami-bd9d78d4. Thisis our Demo Paid AMI with product code A79ECODB.

How can | determineif a public AMI is paid?

By describing images (ec2dim). An AMI isapaid AMI if aproduct code is returned. Example: run
ec2dim -a amazon, and the AMI ami-bd9d78d4 will be returned with a product code (A79ECODB).

Is there anything that prevents a paid AMI from being rebundled? How can this be restricted?

Paid AMIs are comparable to shared AMIs with regards to rebundling and trying to restrict rebundling.
If you allow a user running the AMI to see all of its contents, the user could rebundle these into their
own AMI. For more information, review the following sections of this guide: Building Shared AMIs,
Sharing AMIs, Using Shared AMIs.

Why can't | query a particular AMI's attributesto see if the AMI is paid?

Only the owner of an AMI can query the AMI attributes. However, anyone can tell if an AMI ispaid by
describing images (ec2dim). An AMI ispaid if a product code is returned. Example: run ec2dim -a
amazon, and the AMI with ID ami-bd9d78d4 will be returned with a product code (A79ECODB).

Who can use the confirm-product-instance command?

Only the owner of the AMI can use this command. Owners use this command with supported AMIsto
determine if a supported instance with a given product code attached is up and running.

Miscellaneous

Arethere any special requirementsto use FTP?

The File Transfer Protocol (FTP) hasa PORT command by which a client sends its address back to the
server. The server then connects to the client at that address to send the file data. If the client looks up its
own internal address and sends this to the server, the connection will fail. In this specific case, there are
two solutions to the problem. First, the implementation of NAT that EC2 uses recognizes FTP as a
special case and rewrites the PORT command address (if the ftp client connects to the server on the
standard port). Second, the client can use "passive FTP" which makes connections only to the server,
rather than from the server to the client. In general, applications which encode local addresses and port
numbers in data sent to external servers may have problems with NAT. Care must always be taken to
send the public address, rather than the internal one.
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Amazon Machine Image
(AMI)
Explicit Launch Permission

Instance

Group

Launch Permission
Public AMI
Reservation

Shared AMI

An Amazon Machine Image (AMI) is an encrypted machine image
stored in Amazon S3. It contains all the information necessary to
boot instances of your software.

Launch permission granted to a specific user.

Once an AMI has been launched, the resulting running system is
referred to as an instance. All instances based on the same AMI start
out identical and any information on them islost when the instances
are terminated or fail.

A set of customer instances that have been designated by the
customer as being related by assigning them the same security group
when the instances were first run. The Amazon EC2 firewall
controls access to instances based on the instance's group
membership and the rules defined for the group.

AMI attribute allowing users to launch an AMI

An AMI that all users have launch permissionsfor.

A collection of instances started as part of the same launch request.

An AMI that users other than the owner have launch permissions
for.
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Document Conventions

This section establishes the common typographical and symbol use conventions for AWS technical

publications.

Typographical Conventions

This section describes common typographical use conventions.

Convention

Call-outs

Codein text

Code blocks

Emphasis

Internal cross refer-
ences

Description/Example

A call-out isanumber in the body text to give you avisual reference. The
reference point is for further discussion elsewhere.

Y ou can use this resource regularly.O

Inline code samples (including XML) and commands are identified with a
special font.

Y ou can usethe commandj ava - ver si on.

Blocks of sample code are set apart from the body and marked accordingly.

#1s -1 [var/ww/ htnl/index. htm

-rwrwr-- 1 root root 1872 Jun 21 09:33 /
var/ ww/ ht ml /i ndex. ht m

# date

Wed Jun 21 09:33:42 EDT 2006

Unusual or important words and phrases are marked with a special font.

Y ou must sign up for an account before you can use the service.

References to a section in the same document are marked.

See Document Conventionsin Chapter 3.
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Convention

Logical values, con-
stants, and regular ex-
pressions, abstracta

Product and feature

names

Operations

Parameters

Response elements

Technical publication
references

User entered values

User interface controls
and labels

Variables

Description/Example

A special font is used for expressions that are important to identify, but are
not code.

If thevalueisnul | , thereturned response will bef al se.

Named AWS products and features are identified on first use.

Create an Amazon Machine Image (AMI).

In-text references to operations.

Use the Get HI TResponse operation.

In-text references to parameters.

The operation accepts the parameter Account | D.

In-text references to responses.

A container for one Col | ect i onPar ent and one or more Col | ect i on-
I temns.

References to other AWS publications. If the referenceis hyperlinked, itis
also underscored.

For detailed conceptual information, see the Amazon Mechanical Turk De-
veloper Guide.

A special font marks text that the user types.

At the password prompt, type MyPasswor d.

Denotes named items on the Ul for easy identification.

On the File menu, click Properties.

When you see this style, you must change the value of the content when you
copy the text of a sample to acommand line.

% ec2-register <your - s3- bucket >/image.manifest

See also the symbol convention below.

Symbol Conventions

This section describes the common use of symbols.
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Convention Symbol Description/Example

Mutually exclusive parameters  (Parentheses | and | vertical |
bars) Within a code description, bar
separators denote options from
which one must be chosen.

% data = hdfread (start
| stride | edge)

[square brackets]
Optional parameters Within a code description,
square brackets denote com-
XML variable text pletely optional commands or
parameters.

% sed [-n, -quiet]

Use square bracketsin XML ex-
amplesto differentiate them
from tags.

<Custoner | d>[ |1 D] </ Cust om
erld>

Variables <arrow brackets>
Within a code sample, arrow
brackets denote a variable that
must be replaced with avalid
value.

% ec2-register
<your - s3- bucket >/ i mage. m
ani f est
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