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Chapter 1: Introduction

Using This Documentation

The Connection Broker Administrator’s Guide is intended for system administrators who are configuring and
administering the Connection Broker via the Administrator Web interface.

e The term you in this document represents the administrator installing and configuring the
Connection Broker.

e The term user or end user represents an end user that logs into the Connection Broker to access
their assigned resources.

Navigational Conventions

The Connection Broker Administrator Web interface contains two navigational menus, in addition to a set of
links on each page, as shown in the following figure.

STREAM (~

Status | [RESSIEES | Clients | Plans | Users | System <= Main Menu

Centers ' Tags | Pools | Desktops | Applications | Printers

A Center M Secondary Menu

Link
This document refers to these menus and links, using the following syntax:
e > Resources indicates a main menu selection

e > Resources > Centers indicates a secondary menu selection
e Add Center indicates selecting a particular link or action on a page

Formatting Conventions

Format Indicates

The name of a menu item, button, or link to be

Bold . .
clicked, or a selection from a drop-down menu.

Example code, commands, or directory/file name, or

Courier New
text to be entered into an edit field

Part of a command to be replaced by information

Italics . . .
specific to your configuration

Related Documentation

e Installation Guide: Instructions on installing the Connection Broker, Leostream Connect, and
Leostream Agent
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e Quick Start Guides: Step-by-step instructions on setting up common Connection Broker
configurations

e Thin Client Guide: Information specific to thin clients supported by the Connection Broker

e Trouble-Shooting Guide: Tips on addressing common Connection Broker configurations and
complications

e Security Review: Pieces of the Connection Broker relevant to a security audit

e Glossary of Terms: Connection Broker Terminology used throughout this document
Leostream™ Components

The Leostream Connection Broker consists of the following four components.

e Connection Broker: The main virtual appliance that manages the hosted desktop infrastructure,
both physical and virtual. The Connection Broker is the central management layer for configuring
your deployment, including: inventorying desktops, applications, printers, and other resources,
assigning these resources to users, and defining the end-user experience.

e Leostream Agent: When installed on the remote desktops, the Leostream Agent provides the
Connection Broker with insight into the connection status of remote users. On Microsoft®
Windows® operating systems, the Leostream Agent also performs functions related to the
Leostream printing and USB management features and multi-monitor support. The Leostream
Agent is a critical component when scaling out deployments to a large number of end users.

e Leostream Connect: A client provided by Leostream that allows users to log in to desktops from any
Windows or Linux® device. Using Leostream Connect, you can repurpose existing desktops and
laptops, lowering the cost of VDI deployments. Certain thin clients provide built-in Leostream
Connect clients.

e Database: The Connection Broker stores all information in an internal database. A typical
installation requires one Gbyte of disk space for the internal database. Large scale deployments
that require Connection Broker clusters must use an external PostgreSQL or Microsoft® SQL Server®
2012 or 2014 database.

What is the Connection Broker?

A connection broker lies at the heart of any hosted desktop deployment, and is the key component for
assigning resources to end users and controlling the end-user experience. The Leostream Connection
Broker runs as a virtual appliance within a VMware®, Citrix®, Microsoft, or Red Hat virtualization layer,
making it easy to install, maintain, and update. The Connection Broker provides end users with consistent,
reliable access to data and desktops from a wide range of fat and thin clients.

The Connection Broker allows you to manage:
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e Desktop sessions, to optimize resource and power consumption

e USB devices, to ensure data security

e End user experience, to provide the optimal working environment for your end users
e And, much more!

Using the Connection Broker, you define:

e Authentication Servers: A server that provides authentication services to users logging into the
Connection Broker. The Connection Broker supports Microsoft Active Directory®, Novell®
eDirectory™, OpenLDAP™, and NIS directory services. You can specify any number of trusted or not-
trusted domains, using any combination of authentication server types. In addition, the Connection
Broker allows you to define local users without configuring an authentication server.

e Centers: The external systems from which the Connection Broker pulls resources, including desktops,
applications, and printers. Centers can be created from the following systems: HP® Moonshot
Systems; Red Hat Enterprise Virtualization Manager; VMware vSphere, ESXi, and vCenter Server;
Citrix XenDesktop®, XenServer® and XenApp; OpenStack® clouds and open source Xen; Microsoft
Hyper-V™ via System Center Virtual Machine Manager (SCVMM), Remote Desktop Services (RDS),
Active Directory, and Leostream Cloud Desktops.

e Resources: Desktops, applications, and printers available for assignment to an end user.

e Desktops: Virtual machines, physical machines, blades, HP Moonshot nodes, and Microsoft RDS
sessions to assign to end users. The Connection Broker supports desktops that run Windows and
Linux operating systems.

e Applications: Applications and desktops hosted in a Citrix XenApp farm.
e Pools: Collections of desktops or applications, gathered from a single or multiple centers.

e Clients: An application or system used to access a remote desktop or application. The Connection
Broker supports Linux and Windows clients and a variety of thin clients, as well as Web browsers and
mobile devices.

e Locations: A group of clients defined by client attributes such as manufacturer, device type, OS
version, IP address, etc. The end-user experience can be defined based on the location of their client,
including assigning printers and modifying registry keys.

e Plans: Rules that define the end-user experience. The Connection Broker defines three types of
plans: pool-based plans such as protocol, power control, and release plans are applied to pools in a
policy and define how the Connection Broker manages the desktops in that pool; location-based
plans such as display, printer, and registry plans are applied to desktops based on the user’s client
device; and desktop-based plans such as the failover plans apply to specific desktops.

e Policies: Rules that assign desktops and applications to users and define what occurs at all steps of

the user’s session, including assignment, login, disconnect, and logout. Policies assign plans to
desktops based on the desktop’s pool membership, and manage USB pass through permissions.
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e Roles: Permissions that control the actions an end user is allowed to take on their desktops and the
level of access they have to the Connection Broker Administrator Web interface. Roles can be used to
secure desktop access by automatically adding and removing users from the Remote Desktop Users

group.

e Assignments: A list of rules that determine which role and policy the Connection Broker assigns to a
user, based on the authentication server the user was found in, the attributes of the user’s account
in that authentication server, and the location the user is logging in from, as depicted in the

following figure.
Policies

Applications in XenApp

-

Leostream
Connection
Broker

Leostream
Connect

WVhs in XenServer

How the Connection Broker Manages Users

The following figure illustrates the different steps involved in connecting users to desktops, which are
described in more detail after the illustration. With the exception of authenticating users, policy and plan
logic determines how the Connection Broker handles each step.

. . Connection Connection User requests
User signs into .
. Broker Broker offers connection to
Connection . ! .
Broker authenticates desktop based on desired
user user’s policy desktops
Connection .
Broker assigns User ends Connection Connection Broker
9 —¥ remote desktop —¥ Broker applies .
desktop and . applies power plans
connection release plan
connects user

1. User signs into the Connection Broker: End users can log into the Connection Broker from a Web
browser, thin client, mobile device, or Leostream Connect. Different clients support different types
of credentials, such as user name/password, smart cards, or fingerprints.
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Connection Broker authenticates user: After the Connection Broker receives the user’s credentials
from the client device, it searches for the user in the domains defined in the broker. If the user
previously logged in, the Connection Broker begins by looking in the authentication server used for
the previous login then searches the remaining authentication servers in the order defined by the
authentication server’s Position. If this is the first time the user logged in, the Connection Broker
searches all authentication servers in order of their position.

Connection Broker offers resources based on user’s policy: The Connection Broker assigns a
Leostream policy to the user using the assignment table associated with the authentication server
chosen in step 2. The policy determines the desktops and applications offered to the user, USB pass
through permissions, and the display protocol to use.

User requests connection to desired desktop: The client lists all desktops offered to the user by
their policy. The user then requests a connection to their desired desktop.

Connection Broker assigns desktop: After the user requests a connection, the Connection Broker
assigns that desktop to the user. When a desktop is assigned to a particular user, the Connection
Broker never offers that desktop to another user.

After the assignment is made, the Connection Broker passes the protocol configuration information
defined in the Protocol Plan to the client device. The client device, such as Leostream Connect, then
launches the native client for the display protocol.

Neither the Connection Broker nor the Leostream Connect client proxy the connection from the
display protocol’s client to the remote desktop.

User ends remote viewer session: When the user disconnects or logs out of their remote session,
the Connection Broker receives notification from the Leostream Agent running on the remote
desktop. The Leostream Agent is required to distinguish disconnect from logout events, and to
monitor user idle time on the remote desktop.

Connection Broker applies release plan: The Release plan indicates if the Connection Broker
releases the desktop back to its pool and unassigns the desktop. Otherwise, the Connection Broker

retains the desktop assignment.

Connect Broker applies power plan: Lastly, the Connection Broker takes any power control actions
set in the user’s Power Control plan.
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Chapter 2: Getting Started

Installing the Connection Broker

The Connection Broker runs as a virtual appliance within the following virtualization platforms:

e Citrix® XenServer™ 6.x

e Microsoft® Hyper-V™ Server 2012 (requires SCVMM)

e Microsoft Windows Server® 2012 R2 Hyper-V (requires SCVMM)

e Red Hat Enterprise Virtualization 3.0 (requires the Red Hat Enterprise Virtualization Manager)
e VMware Workstation 9 and higher

e VMware ESXi and vSphere 5.x

e KVM in an OpenStack Cloud

See the Leostream Installation Guide for complete instructions on downloading and installing the
Connection Broker, Leostream Connect, and the Leostream Agent.

The following sections describe how to perform the following basic set-up:

e Enter your license
e Change your password
e Enable general features

Starting the Connection Broker

After you install the Connection Broker, start the virtual machine. After the virtual machine is running, the
Connection Broker IP address appears in the console, for example:

Welcome to version

To configure Leostream remotely, please open a
eb brouwser and point it to the following URL:

http:r/10.110.72.3/
[For support please go to:

http:  uwu. leostream .conssupports

To login please type:

Ctrl+C

If the console cannot obtain an IP address from DHCP, you can manually configure the network. See
“Manually Configuring the Connection Broker Address” section in the Leostream Installation Guide for more
information.

Point your Web browser at the Connection Broker IP address. The Connection Broker Sign In dialog, shown
in the following figure, opens. By default, log in as:
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e User name: admin
e Password: leo

STREAM (=

Sign In Welcome to the Leostream Connection Broker

User name .
‘ ‘ Sign in with user name admin. password leo

Password You will be able to change the password from the =Users =My Options page

Signing in constitutes continued
acosctance of the i

Em

Entering Your License

The first time you sign in, the Leostream license dialog, shown in the following figure, opens.

Leostream license )

License key

1 have read and accept the License Agreement

Enter a valid Connection Broker license key, as follows:

1. Cut-and-paste your Leostream license key into the License key edit field. Ensure that there are no
spaces in or after the sequence and that you include the lines containing the text ----- BEGIN
LICENSE-----— and ----- END LICENSE----- line.

"4 Ifthe system responds that the license key is out of date even though the expiration date is
still current, you may have a problem with the Virtual Machine BIOS settings.

2. Click on the License Agreement link to open the End User License Agreement for the Connection
Broker.

3. Read the agreement and, if you accept it, select the | have read and accept the license agreement
check box.

4. Click Save.

The Connection Broker Administrator Web interface opens. For more information, including how to update
your license, see “Installing a New License” in the Leostream Licensing Guide.
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Changing Your Password

For security reasons, change the default administrator password the first time you use your Connection
Broker. To change the administrator password, log in to the Connection Broker as the administrator and go
to the > Users > My Options page, shown in the following figure.

My Options
Display Options
Display table actions as a drop-down

Highlight active table filters

Remove table customizations (improves web interface performance)

Refresh status icons every
5seconds ¥

Demographic Information

Email address

Password

1. Enter a new password in the Password edit field.
2. Reenter the new password in the Re-type password edit field.
3. Click Save.
/1. The Connection Broker cannot remind you of your password. If you forget your administrator
password, you must reset it using the Connection Broker virtual machine console. See “The Local

Connection Broker Administrator” in the Connection Broker Security Review document for complete
instructions.

Setting Network Configuration and Connection Broker VIP

By default, the Connection Broker uses DHCP to determine its IP address. Leostream recommends using a
static IP address or DNS SRV record for the appliance, and configuring DNS with your primary search
domain. Otherwise, if your DHCP has a short lease time, your Connection Broker IP address may time-out
and your end users will not be able to log in to their desktops.

Beginning with Connection Broker 8.1, you must use the Connection Broker virtual machine console to
specify your Connection Broker network configuration. See the “Network Options” section in Chapter 2 of
the Connection Broker Virtual Appliance Guide for complete instructions.

¢ You can use DNS A records instead of DNS SRV records. However, the Leostream Agents and
Leostream Connect clients will not automatically discover the Connection Broker address in a DNS A
record. If using DNS A records, you must manually configure the Connection Broker address in every
Leostream Agent and Leostream Connect client. In addition, to have the Connection Broker send the name
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in the A record instead of the Connection Broker IP address, you must enter the A record name into the
Connection Broker VIP field.

The Connection Broker VIP address serves the same purpose as a DNS SRV record, and can be used in cases
where you do not have or cannot create a DNS SRV record. The information you enter into this setting
depends on your Connection Broker configuration, as follows.

e If you have a single Connection Broker, in most cases, leave this field empty. Specify the VIP only if
you configured a DNS SRV record that points to a different Connection Broker. For example, you
may have a production Connection Broker that uses the DNS SRV record and want to set up a
second test environment Connection Broker. In this example, enter the test environment’s
Connection Broker IP address into its Connection Broker VIP edit field.

e If you have a cluster of Connection Brokers and you configured a DNS SRV record with either the
Connection Broker addresses or the VIP address of a load balancer, leave the Connection Broker
VIP edit field empty.

e If you have a cluster of Connection Brokers that are load balanced through a third-party load
balancer and do not have a DNS SRV record with the VIP address of a load balancer, enter the IP
address of the load balancer in the Connection Broker VIP edit.

Using Standard Connection Broker Web Interface Controls

Getting Context Sensitive Help

You can access context sensitive help for Connection Broker forms by clicking on the question mark icon at
the top-right of each form, as shown in the following figure. Clicking the help button opens a reference
page that describes the options available on that form.

Create Authentication Server

Connection Settings /

Customizing Tables

Clicking the customize link at the bottom of any table in the Connection Broker opens the List Layout dialog.
This dialog, shown in the following figure, allows you to change the content and order of the columns in the
associated table.
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List Layout ) Use this screen to select
and order the columins to
Available tems Selected ltems d\s‘lp‘lfly ‘on lhhe IlstI The I|_5t
i g will display the columns in
E\ul-k actions - Eulka:tlcns the "Selected ltems” list in
N;:ﬁgs N;:QS the order they appear
User 3 User . .
Previous User Availability ® The Available items list
LastLogin Time Power Status ® shows all the possible
LastLogout Time IP Address \_13\115 The Selected
Last Connect Time Windows Machine Namea items I\sl_ shows all the
LastDisconnect Time Center selected items. Use the
User Connected v Operating System buttens at the bottom of

Add highlighted items
Add all items in list (=)

Remove highlighted items
Remove all items in list

the lists to move items
between the lists. Click an
item in the Selected
items list and then use the

up and down arrow buttons
to change the position of
the selected item

To add specific columns to the table:

1. Select the desired item or items in the Available Items list on the left
2. Click the Add highlighted items link

To add all available columns to the list, click the Add all items in list link.

To remove specific columns from the table:

1. Select the appropriate item or items in the Selected Items list on the right
2. Click the Remove highlighted items link

To remove all columns from the table, click the Remove all items in list link.

Click OK to save the changes, or Cancel to discard your changes.

Performing Bulk Actions

You can quickly select or deselect all items in any of the Connection Broker tables by clicking the checkbox
at the top of the Bulk Actions column, shown in the following figure.

STREAM (~

Status | [RUCTES | Clients | Plans | |
Centers | Tags | Pools | Desktops | Applications | Printers

Import Desktop

Import Range of Desktop

@ Name = User Availability

T A wa e
O Contral | Edit | View | Log | HD status  qa-2k3-citrix Available

O Caontral | Edit | View | Log | HD status qa-2k3-DPPro2 Available

O Control | Edit | View | Log | HD status qa-2k3-LSC Available

Select an action from the drop-down menu in the column header to apply an action to all selected items.

If the Bulk Actions column does not appear on one of the Connection Broker tables, use the customize link
at the bottom of the table to add this column (see Customizing Tables)
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Saving and Deleting Records

All Connection Broker forms provide some or all of the following command buttons.

Button Description
Stores the information on the screen in the Connection Broker
database.

Save
To exit from a form without saving changes to the data, click a menu
link or the Web browser’s Back button. The Connection Broker discards
all changes.
Removes the record from the Connection Broker database. In all cases,
the Connection Broker asks you to confirm your choice.

Delete . L
The Delete button may not appear if the record is in use. For example,
in the Edit Role dialog, the Delete button does not appear if the role is
assigned to one or more users. To delete the role, you must first ensure
that all users are assigned to another role.
Discards any changes made in the form.

e For forms that are accessed from a link, the Cancel button
closes the form without saving changes and navigates back to
the page containing the original link.

Cancel e For forms accessed directly from a secondary menu, the Cancel

button reverts any changes made since the form was last
saved.

e For forms that open in a separate Web browser, the Cancel
button closes the browser without saving changes.

Sorting, Searching, and Filtering Lists

You can sort, search, and filter the contents of all lists using the links and drop-down menus at the top of
each column.

Links sort the table using the entries in this column.

Drop-down menus filter the table to show only entries that match the selected characteristic
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If you want to...

Click on the...

Sort a list of
records

Column heading link of the appropriate field. An arrow next to the link
indicates the current sorted order, either ascending or descending.

For example, on the > Resources > Desktops page, to sort by name,
click the Name link.

Until you specifically sort a table, the rows in the table are presented in
the order in which the table was filled.

Filter a list by a
selected field

Drop-down list below the column heading link of the field, and choose
the field value or character.

For example, on the > Resources > Desktops page, to display only

specific items

value or an desktop with names starting with the letter T, choose T from the drop-
alphabetic down list under the Name link. To display only running desktops,
character choose Running from the dropdown list under the Status link.
To clear the filter restriction for a specific field, choose All from the
drop-down list for that field.
Drop-down list below the column heading link of the field, and select
the Search option.
> > i
search a list For example, on the > Resources > Desktops page, to display only

desktop with names starting with the text QA, enter QA in the box that
appears after selecting Search from the drop-down list under the
Name link.

See Per-Page Search for more detailed instructions.

In order to keep track of which filters are in use, you can highlight active filters on all Connection Broker

tables (see Highlighting Active Filters.)

Using Searchable Drop-Down Menus

Connection Broker searchable drop-down menus allow you to search for items in a long list, for example,

when selecting a user to hard-assign to a particular desktop. These controls, shown in the following figure,
replace standard drop-down menus on forms where you select users or desktops.
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Assignment

Assignment mode
|Hard-assigned to specific user V|

Click here to display the
first 20 items in the list.

Assigned user

4 :

Start typing here to display items
that start with a specific string.

If no text is entered in the edit field, click the drop-down arrow to display the first 20 items in the list of
users or desktops. If text is entered in the edit field, the list displays the first 20 users or desktops that start
with the entered string. Searchable drop-down menus never display more than 20 items.

You must enter or select a valid user or desktop in the edit field. The edit field will not accept a string
that does not match a current user or desktop in the Connection Broker

‘mnjm

You can use the following wildcards to modify the search.
The percent (%) wildcard matches any character string. For example:
%DEV searches for any string that contains DEV
The underscore wildcard (_) matches any one character in a fixed position. For example:

_EE_searches for any string whose second and third character are EE

Highlighting Active Filters

You can use the Highlight active table filters option on the > Users > My Options page, shown in the
following figure, to call attention to all active filters on any Connection Broker page that displays a table.

My Options @)
Display Options

Display table actions as a drop-down
I ! Highlight active table filters I

Remove table customizations (improves web interface performance)

Refresh status icons every
5seconds ¥

Demographic Information
Email address

Filters can be used to limit the amount of data shown in any table (see Sorting, Searching, and Filtering
Lists). When highlighting filters, as shown in the following figure, you can ensure that you understand what
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data is shown, and what data may be missing, in a particular table.

LEOSTREAM (&)

Centers

|
| Applications |

Printers

| Plans | Users
PColP Host Devices |

Status

Clients Sys

| Tags | Pools |
Import Deskiop  Import Range of Deskiops
Filter this list: | Pool: kdg Windows v

Clear all filters

b Actions Mame = Center IJser Mame

[ v [all v vSphere v | Al v
o Control | Edit | View | Log | Status kdg-exceed-mngr  vSphere
()] Control | Edit | View | Log | Status kdg-hdx vSphere
()] Control | Edit | View | Log | Status kdg-pvs-003 vSphere
()] Control | Edit | View | Log | Status kdg-pvs-004 vSphere

Formatting the Display of Actions in Tables

On pages that display tables, such as the > Resources > Desktops page, you can display the available actions
as a series of links or combined into a drop-down menu. Use the Display table actions as a drop-down
option on the > Users > My Options page, shown in the following figure, to switch between formats.

Display Options

I'_' Display table actions as a drop-down I
|| Highlight active table filters

| Remove table customizations (improves web interf perf \

Refresh status icons every

5seconds ¥

Demographic Information
Email address

When this option is selected, actions appear in the web page as drop-down menus, as follows:

LEOSTREAM =)

Status | | = | Clients | Plans |

Centers | Tags | Pools | s | Applications | Printers

Import Desktop Import Range of Desktops

Filter this list:

& Actions MName = Atihly Power Status

[ ~] /\Au | an A v
O Selact.. v ia}k(citrix Ayailable Stopped

0O Select.. |v|\9a-2k3-DFPro2 Available  Stopped

0 | a-2k3LSC Available  Running

O Edit qa-2k3-x64 Available Stopped

O \fézw ga-2k3-x64-ctx2 Ayailable Running

O HD status |/ qapk3-bd-ctx Available  Running

If this option is not selected, actions appear as a series of links, as follows:
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STREAM (=~

Centers | Tags | Pools | Deskiops | Applications | Printers

Filter this list- | No filter v
& Actions e = /—

b Q All Al b

Status | [ECEEIEEE | Clients | Plans |

O Gontrol | Edit | ¥ | | 15 ﬂk}mmk Available
O (Control | Edit | view [ Log | 15 a-2k3-DPPro2 Available

Restoring Connection Broker Default Views

The Connection Broker stores page configurations for all users with access to the Connection Broker
Administrator Web interface, including how columns are arranged in tables, which filters are applied, etc.
This information is stored in the user’s session state file. The session file grows as you customize a large

number of display settings, which may result in degraded response times in the Administrator web
interface.

If the load time for pages in the Connection Broker becomes slow, you can remove your stored
configurations from the session file to improve performance, as follows.

1. Go to the > Users > My Options page.
2. Select the Remove table customizations (improves web interface performance) option

3. Click Save.

The My Option form reloads with the Remove table customizations (improves web interface
performance) option unchecked. The Connection Broker removes stored customizations from the session
file, but you must log out and log back in to see the changes in the Connection Broker lists.
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Chapter 3: Configuring Connection Broker Settings

Before you begin configuring your Connection Broker, enable the necessary features and configure cluster-
wide options on the > System > Settings page.

Enabling Global Connection Broker Features

The Enable Features section of the > System > Settings page, shown in the following figure, allows you to
show or hide features on the Connection Broker Administrator Web interface. Leave unrequired features
unchecked to simplify your experience with the web interface.

STREAM (~

Status Resources Clients Plans Users System

Llog | JobQueue | Network | Seitings | Skins | SNMP | XMLAPI | Maintenance |

Edit Settings
Enable Features
¥/ PColP Remote Workstation Card support
¥/ USB passthrough control
Connection Broker ferwarding
Virtual machine provisioning
Windows Deployment Services provisioning
# Registry plans
Resource offers from XenApp Services Site

¥ Connection Broker metrics
Power contrel fer physical machines: Wake-on-LAM port
Send Wake-cn-LAN packet Mt

The following features can be toggled on or off.
e PColP Remote Workstation Card support: Enables the Connection Broker to work with workstations
and client devices that are equipped with Teradici PColP Remote Workstation Cards. You do not
need to enable this option if you are managing connections to workstations running the Teradici

Workstation Access Software.

See Chapter 17: PColP Setup and Configuration for more information.

e USB passthrough control: Allows you to use policy settings to define which USB devices can be
passed through to remote desktops.

e Connection Broker forwarding: Allows the Connection Broker to forward user logins to Connection
Brokers in another cluster (see Connection Broker User Redirection).

e Virtual machine provisioning: Allows you to provision new virtual machines from templates in a
VMware® environment (see Chapter 8: Provisioning New Desktops).

e Windows deployment services provisioning: Enables the feature to deploy Windows operating
systems to HP Moonshot System cartridges using Microsoft Windows Deployment Services (see the
Getting Started Guide for HP Moonshot Systems available on the Leostream Hosted Desktop
Infrastructure solution page).
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e Registry plans: Allows you to use the Connection Broker to create and modify registry keys on
remote desktop (see Manipulating Registry Keys).

e Resource offers from XenApp Services Site: Allows you to configure policies that give users access
to the desktops and applications offered by a Citrix XenApp Services Site (see Offering Resources
from a Citrix XenApp Services Site).

e Connection Broker metrics: Collects metrics that indicate the health of your Connection Broker and
cluster, if appropriate. The > Status > Connection Broker Metrics page lists the values collected for
the report, including free disk space and load average on the Connection Broker virtual appliance.

e Power control for physical machines: Determines the method the Connection Broker uses to power
on desktops inventoried from an Active Directory Center (see Configuring Power Control Options
for Physical Desktops).

e Wake-on-LAN port: When using Wake-on-LAN for physical machine power up, specifies the port on
which to send Wake-on-LAN packets.

Enabling Authentication Server Features

The following figure shows the options available for configuring user authentication.

Authentication Server Features
*You must restart the Connaction Broker f you change the CAS feature

Enable CAS feature
Show domain as drop-down
¥ Login name unique across domains
¥ Add domain field to login page
Enable the unauthentic ated login feature

#! Enable the unauthenticated VPN login feature
Shared secret for the unauthentic ated VPN login

The following features can be toggled on or off.

e Enable CAS feature: Displays the CAS Authentication section on the Create/Edit Authentication
Server forms. Use this section to configure Connection Broker Web interface logins to work
correctly with CAS authentication (see Web Interface — CAS Authentication).

e Show domain as drop-down: When selected, the Domain field on Leostream Web clients and
Leostream Connect clients appears as a drop-down menu. Otherwise, the Domain field appears as
an edit field. The Domain field is always an edit field if the Connection Broker contains a single
authentication server, regardless of if this option is selected.

When using a drop-down menu, the Include domain in drop-down option on the individual Edit
Authentication Server pages determines if a particular domain is included in the list.

e Login name unique across domains: Determines if a specific login name applies to the same
physical user across multiple domains.
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o If the Login name unique across domains option is not selected, the Connection Broker
assumes that a username that is repeated in multiple domains belongs to a different
physical user and creates a new user record for each instance of the username. In this case,
the Domain drop-down menu contains a <None> option. Selecting <None> instructs the
Connection Broker to authenticate users only if they are defined locally in the Connection
Broker.

TIf your user names are not unique across domains, ensure that you select the Add
domain field to login page option to display the Domain field on all client login pages, to
ensure that users can select their correct domain.

o If the Login name unique across domains option is selected, the Connection Broker
assumes that a username that is repeated in multiple domains belongs to the same physical
user, and creates a single user record for that username. In this case, the Domain drop-
down menu contains an <Any> option. Selecting <Any> instructs the Connection Broker to
search through all the authentication servers in the order of their priority

e Add domain field to login page: When selected, the Domain field is shown on the Sign in page of the
Leostream Web client and the Login dialog of Leostream Connect. This option automatically selects when you
uncheck the Login name unique across domains option, and Leostream recommends leaving this
option on in this configuration.

JANN Leostream Connect clients older than 2.9 of the Windows version and 2.3 of the Java version
do not honor this setting.

e Enable the unauthenticated login feature: Displays the Allow unauthenticated logins option on the
Create/Edit Authentication Server forms. Selecting this option in an authentication server allows
users to log in through that authentication server without entering a password.

e Enable the unauthenticated VPN login feature: Allows users to log in via a web browser and an
SSL/VPN connection using a shared secret. Enter the shared secret in the Shared secret for the
unauthenticated VPN login field.

e Shared secret for the unauthenticated VPN login: Enter the secret that the Connection Broker
should expect from users logging in through a Web browser with an SSL/VPN connection.

When you enable unauthenticated VPN logins, if the user logs in through an SSL/VPN connection,
the Web browser sends a post to the Connection Broker with their username and secret. If the
secret matches the secret entered into the Shared secret for the unauthenticated VPN login field,
the Connection Broker logs the user into their desktop without prompting the user for their
username and password.

Enabling RADIUS Authentication

The Connection Broker supports RADIUS authentication for users logging in using Leostream Connect o the
Leostream Web client. After RADIUS authentication is enabled, all domain users that log into the
Connection Broker must provide a RADIUS token to gain access to their offered resources.
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7 Users who are defined locally in the Connection Broker never require a RADIUS token.

To enable RADIUS authentication, select the Enable RADIUS authentication option in the Authentication
Server Features section of the > System > Settings page to require users to enter a RADIUS token to log into
the Connection Broker. After you select this option, the > System > Settings page expands to include fields
that allow you to specify your RADIUS server, for example:

¥/ Enable RADIUS authentication
RADIUS server
10.110.33.30

RADIUS Port
1812

Timeout (seconds):
5
Retries

Enter the following information in this form:
1. Inthe RADIUS server edit field, enter the address of your primary RADIUS server.

If your primary RADIUS server fails, you must manually enter the address of your backup RADIUS
server.

2. Inthe RADIUS port edit field, enter the port used by your RADIUS server.

3. Inthe Timeout edit field, specify the time interval that the Connection Broker waits for the RADIUS
server to reply before sending a subsequent request.

4. In the Retries edit field, specify the number of times the Connection Broker tries to send the
RADIUS request before concluding that the RADIUS server cannot be contacted.

5. Inthe Secret edit field, enter the shared secret key to use with your RADIUS server.

After you enable RADIUS authentication, the Leostream Connect and the Leostream Web client Login dialog
contain an extra field where the user enters their RADIUS PIN and token. For example:

STREAM (~) >Connect

User name: leas
Password:
Damair Leostieam

Token

Cancel I

The Connection Broker authorizes the user against the RADIUS server using their entered PIN and token. If
the RADIUS authorization passes, the Connection Broker then searches for the user in your authentication
servers, in order to assign the user to a policy. You can enable the Allow unauthenticated logins (hides
password field) and Enable the unauthenticated login feature options on the Connection Broker > System
> Settings page if you do not require the user enter their authentication server password.
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Setting Time and Date

Use the Time zone drop-down menu to select your appropriate time zone. After you change the time zone
you must reboot your Connection Broker using the Reboot option on the > System > Maintenance page.

If your Connection Broker is connected to its internal database, the Connection Broker logs all events in
your selected time zone. Connection Broker clusters log events in the time zone of their connected
database.

7f your Connection Brokers are clustered, the Time and Date section is read-only. To set the time and
date of clustered Connection Brokers, use the > System > Cluster Management page (see Modifying Cluster-
Wide Time Zone Settings).

The Connection Broker uses an internal clock that you can synchronize with an external NTP (Network Time
Protocol) server or, if you installed your Connection Broker on a VMware® platform, with the VMware Host
Server.

To set up synchronization:

1. Select the appropriate synchronization method:
e Select None if you do not want to synchronize the Connection Broker clock with an
external system.

e Select Use VMware Tools to synchronize with host to synchronize the Connection Broker
clock with the VMware virtualization layer on which it is installed. This option is available
only if the Connection Broker is installed in a VMware environment.

e Select Synchronize with external NTP server option to synchronize the Connection Broker
clock with an external NTP server.

2. If you selected Synchronize with external NTP server, enter one or more DNS names into the edit
field, as shown in the following figure. To specify multiple NTP servers, separate each name by a
blank space. The Connection Broker queries the NTP server every hour. If multiple addresses are
entered, the Connection Broker tries each server, in order, and uses the first server that is
reachable.

Time and Date

Time zone
(GMT-05:00) Eastern Time (US & Canada) v

If you change the time zone you must reboot for the change to take effect

Synchronization

O None

(Use VMware Tools to synchronize with host
(& synchronize with external NTP server:

time-a.nistgov
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A list of public NTP servers is provided at:

http://www.ntp.org
Web Interface Look-and-Feel

The Web Browser Configuration section, shown in the following figure, allows you to define aspects of the
end-user experience and brand identity for the Leostream Web client and Connection Broker Administrator
Web interface.

Weh Browser Configuration
Skin: | <Default> v

Display Connection Broker logo and favicon: | Leostream v
Farthe favicon change fo take effect, Web clients must clear their cache

Skip status page on Administrator Interface

Show "Getting Started" link on Administrator Interface
[ Show Message Board an Web Client

Suppress header and footer on Sign in page
Additional text

This text will be displayed on the right side of the login page
“You can use HTML tags in the text

URL redirect on user logout

The following sections describe the options shown in the previous figure.
Selecting a Connection Broker Skin

Select a color scheme for Connection Broker forms from the Skin drop-down menu in the Web Browser
Configuration section of the > System > Settings page, shown in the following figure.

Web Browser Configuration

Skin: | <Default> v /

You define color schemes on the > System > Skins page (see Creating Color Schemes (Skins)). Skins enable
you to customize the background and font colors for all forms in the Connection Broker, as well as to set the
text to display for the prompts on the Sign In form.

Displaying a Custom Logo and Favicon

Use the Display Connection Broker logo and favicon drop-down menu in the Web Browser Configuration
section of the > System > Settings page to show or hide the Leostream branding on all Connection Broker
Web pages.

e Select Leostream to display the default Leostream logo and favicon.

e Select Custom to display a logo and favicon you load into the Connection Broker, as described in the
following procedure.
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e Select None to hide the Leostream logo and favicon. If the Leostream favicon continues to appear,
close all instances of the Connection Broker Web interface and clear your Web browser’s cache.

To display a custom logo and favicon.
1. Create your custom logo and favicon, using the following constraints
a. The logo must be saved to a file named custom logo.
b. The logo must be saved in one of the following formats:

e gif
® png
* jpg

If you load multiple logos, the Connection Broker displays the first file, as determined by
the ordered shown in the previous list.

c. The filename must be all lower case, for example, custom logo.jpg.

d. The logo can be any size. However, for best results, use the same size as the default
Leostream logo, which is 175 x 40 pixels.

e. The favicon must be stored in a file named favicon.ico.
f. The favicon must be 16x16 pixels.

2. After you create your files, go to the > System > Maintenance page to upload them into the
Connection Broker.

3. Select the Install third-party content option, as shown in the following figure.

Maintenance

Update
O Install Connection Broker update
O lnstall new license

SSL operations

(O Generate and install a self-signed SSL certificate

(O Generate a SSL certificate request (CSR)

CInstall SSL credentials from another Connection Broker

Database options

(O Backup internal database

() Restore database from backup
(C Switch to another database

(O Purge the database

Reset

(O Reboot the Connection Broker
( Shutdown the Connection Broker
Third-party content

@ Install third-party content

(O Remove third-party content
Bulk upload

O Upload users

(O Upload desktops

(3 Upload clients
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4. Click Next.

5. Inthe Install Third Party Content form that opens, shown in the following figure, enter or browse
for the custom logo file.

Install Third Party Content
File

Browse.

File to install. The file will be installed in the tocdirsctory. A ZIP file will be
automatically extract=d

Install

6. Click Install to upload the file.
7. Repeat steps 3 through 6 to install the favicon.ico file.

8. If you have a cluster of Connection Brokers, repeat steps 2 through 7 to upload the image into each
Connection Broker in the cluster.

9. After all image files are installed, go to the > System > Settings page.

10. In the Web Browser Configuration section, select Custom from the Display Connection Broker logo
and favicon drop-down menu, as shown in the following figure.

Web Browser Configuration

Skin: | <Default> /
Display Connection Broker logo and favicon: | Custom

Forthe favicon change to take effect, iieh cliants must clear their cache

11. Click Save.

In many web browsers, you must close all instances of the Connection Broker Web interface and clear the
browser’s cache before the new favicon displays.

Setting the Landing Page for Administrator Web Interface Logins

The Skip status page on Administrator Interface option in the Web Browser Configuration section of the >
System > Settings page, shown in the following figure, determines which page is shown when you log in to
the Connection Broker Administrator Web interface.

Web Browser Configuration
Skin: | <Default> +

Display Connection Broker logo and favicon: | Leostream

For the faicon change to take effect, Web clients must clear their cache

Skip status page on Administrator Interface 4”"——-_-__‘

e If you select the Skip status page on Administrator Interface option, you arrive at the > Resources >
Centers page.

e If you do not select the Skip status page on Administrator Interface option, you arrive at the >
Status > Message Board page.

35



Chapter 3: Configuring Connection Broker Settings

Setting Message Board Text

Select the Show Message Board on Web Client option to display the information on the > Status > Message
Board page to end users logging into the Leostream Web client.

To edit the message board:
1. Login to the Connection Broker Administrator Web interface.
2. Go to the > Status > Message Board page.

3. Click the Edit the message board link at the bottom of the page. The following form opens.

STREAM (~

BB | Resources | Clients | Plans | Users | System

Message Board | Reports | Connection Broker Metrics | Downloads
Edit Message Board )

Message Board text

<h3>Welcome to the Leostream Connection Broker</h3>
<brr<bry

Save Cancel
Ly

4. Enter the new message board text in HTML format. See Adding Customized Text, Links, and Images
to the Login Page for instructions on adding images and links to documents in the message text.

5. Click Save.

Suppressing Headers and Footers on the Sign In Page

Select the Suppress header and footer on Sign in page option in the Web Browser Configuration section of
the > System > Settings page, shown in the following figure, to remove the header containing the
Leostream logo from the Sign In page.

Web Browser Configuration

ki
Display Connection Braoker logo and favicon:

Forthe favicon change to take effect, Web clients must clear their cache
Skip status page on Administrator Interface

Show "Getting Started" link on Administrator Interface
[ Show Message Board an Web Client

Suppress header and footer on Sign in page ‘*\.______-

Additional text

Thistext will be displayed on the right side of the login page
“fou can use HTML tags in the fext

URL redirect on user logout

To replace the Leostream logo with your own logo, select the Custom option in the Display Connection
Broker logo and favicon drop-down menu, described in Displaying a Custom Logo and Favicon.
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Adding Customized Text, Links, and Images to the Sign In Page

Use the Additional text field in the Web Browser Configuration section of the > System > Settings page to
place customized text and images on the Sign In page. You can enter any text in HTML format. The text
appears in the Web page to the right of the Sign In form.

To add images or links to your own documents, first upload the file into the Connection Broker. See
Installing and Removing Third Party Content for information on how to upload files. Then, place the following
HTML code in the Additional text field to display an uploaded image in your Sign In form.

<IMG SRC=http://cb-address/tpc/filename WIDTH=w HEIGHT=h>

Where:

e cbh-address isyour Connection Broker IP address

e filename is the name of your image file you uploaded into the Connection Broker
e isthe image width

e histhe image height

Use the following HTML code in the Additional text field to display a link to an uploaded document.

<A HREF=http:// cb-address /tpc/filename>Text to display here</A>

Where:
® cbh-address isyour Connection Broker IP address
e filename is the name of your file you uploaded into the Connection Broker
e Text to display here istextyou want displayed on the login page

URL Redirect on User Logout

When a user logs out of the Connection Broker Web client, by default, they are redirected back to the
Connection Broker Sign In page. You can redirect users to a different web page by entering the web address
into the URL redirect on user logout edit field in the Web Browser Configuration section of the > System >
Settings page, shown in the following figure.

Web Browser Configuration
Skin: | <Default> v

Display Connection Broker logo and favicon: | Leostrearn v
Forthe favicon change to take ffect, Web clients must clear their cache
Skip status page on Administrator Interface

Show "Getting Started"” link on Administrator Interface
[ Show Message Board an Yeb Client

Suppress header and footer on Sign in page

Additional text

¥
This texd will be displayed an the right side of the login page
“gu can use HTML tags in the text.

CJRL redirect on user logout )
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Creating Color Schemes (Skins)

The Leostream Connection Broker, by default, is branded with the Leostream color scheme. You can create
alternate color schemes for all Connection Brokers in a particular cluster by defining skins. You can create as
many skins as you like; however only one skin applies at any point in time.

To see your available skins, or create a new skin:

1. Go to the > System > Skins page, shown in the following figure.

~
STREAM status | Resources | Clients | Plans | uUsers | [EIECHE |
Log | JobQueue | Network | Seftings | Cluster Management | Skins | SNMP | XMLAPI
Create

Actions Name

Edit Leostream

2. To create a new skin, click the Create link. The Create Skin form opens. By default, this form
contains the colors used for the default Leostream color scheme.

3. Enter a name for the skin in the Name edit field. You will reference this name when applying this
skin to the Connection Broker.

4. Inthe Page title edit field, enter a new title to use in the Web browser’s title bar and tab. Leave this
field blank to display the Connection Broker address in the title bar and tab.

5. Inthe Form Background Colors section, specify the colors to use for the background of the three
sections of each form. To specify a color, enter a common color name or a hexadecimal color code.
The following figure shows which sections of the form each field in the Form Background Colors
section controls.

(v) Form Background Colors

To s ——
|gray ‘ File

Middle - | |[Browse__]
|#CCCCCC ‘ CSV file to upload

Battom
Upload
oo \

6. Inthe Form Text Colors section, specify the colors to use for the text on each form. To specify a
color, enter a common color name or a hexadecimal color code. The following figure shows which
text on the form each field in the Form Text Colors section controls.

Form Text Colors Add Center

Title

/ i

‘W”U“" ‘VI‘J‘Iware vCenter Server V|
Prompt / - I7you chang a ypa piesse wait ar the form 1o repaint
‘h\ue /[ Name |

Hint / ‘

‘grggn J____" Required field

Error j

‘red |

Section headers, for example, the Form Text Colors text in the previous figure, are always black.
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7. Inthe Form Link Colors section, specify the colors to use for links located within the forms. These
colors do not apply to Action links or the links found in the footer text of the Administrator Web
interface. The four edit fields in this section control the following links.

a. Link: The color of an unvisited link.

b. Visited: The color of a visited link after the Web page has been refreshed. The link reverts
back to the Link color when the Web browser’s cache is cleared.

c. Active: The color of a link that has been clicked on, but the Web page has not been
refreshed.

d. Hover: The color of the link when it is hovered over.

8. Inthe Sign In Form Text Prompts section, specify the prompts to use on the main login form. The
following figure shows how the edit fields in the Sign In Form Text Prompts section map to the
prompts on the Login form.

Sign In Form Text Prompts

Sign In
Title

User name
Sign In
User name

Password
User name
Password Tes

amain

Password

QA v
Domain Signing in censtitutes continusd
Domain o

scosptance of the licznss =

Submit buttan

Sign In Sign In

9. Click Save to store the skin.

To use your new skin, go to the > System > Settings page. Use the Skin drop-down menu in the Web
Browser Configuration section, shown in the following figure, so select the skin to use.

Web Interface Look-and-Feel

Skin:  Leostream ¢
'mlmker loge and favicon: | Leostream

For the! .,,‘ M take ffect Web oients must dear their cache.

Skip status page on Administrator Interface

Show "Getting Started” link on Administrator Interface
Show Message Board on Web Client

URL redirect on user logout fram VWeb Client

? The selected skin is used for all Connection Brokers in this cluster.
Configuring Communications with the Leostream Agent

The Leostream Agent is an optional component that can be installed on your remote desktops to provide
the Connection Broker with insight into the connection status of remote users to their desktops. See the
Leostream Agent Administrator’s Guide for a complete description of the Leostream Agent.

By default, the Leostream Agent listens for communications from the Connection Broker on port 8080, as
set in the Port to listen on field in the Leostream Agent Control Panel dialog, shown in the following figure.
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@ Leostream Agent

Status - Options | about |

Leostraam Agent /
Poit ta listen on: 8080

The port number displayed in the Port to listen on field must match the port number shown in the
Leostream Agent section of the Edit Desktop page of the desktop’s record in the Connection Broker, as
shown, for example, in the following figure.

Edit Desktop "kdg-win2k8"
Display name

Desktop Attributes

Hostname or IP address

MAC address
00:50:86:A7-27.D6

Operating system
Windows Server 2008 b

[] Allow Center to ovenwrite these desktop attributes

Assignment

Assignment mode
Paolicy-driven v

Availability

Desktop status
Available v

] Allow this desktop to be deleted from disk

Failover

Failover desktop

Failover plan
Default

Leostream Agent
Hostname or IP address Port
8080

If you change the default Leostream Agent port in the Leostream Agent Control Panel before your desktops
have registered with the Connection Broker, use the Default port for Leostream Agent communications
field in the > System > Settings page, shown in the following figure, to specify the new default port and
ensure that the Connection Broker can successfully communicate with the Leostream Agent when the
desktops register.

Leostream Agent Configuration

Default port for Leostream Agent communications: | 8080

When a desktop registers with the Connection Broker, the Connection Broker uses the port value in the
Default port for Leostream Agent communications field to try to communicate with the Leostream Agent
on the desktop. If the value in the Default port for Leostream Agent communications field does not match
the value in the Leostream Agent Control Panel, the Leostream Agent is marked as Unreachable in the >
Resources > Desktops page.

If multiple desktops register with the Connection Broker with an incorrect default Leostream Agent port,
you can use the bulk Edit action to change the Leostream Agent port for all desktops simultaneously (see
Configuring the Leostream Agent on Multiple Desktops).
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Configuring Leostream Connect

The Leostream Connect client allows users to access their resources from Microsoft Windows® or Linux®
machines. Use the options in the Leostream Connect Configuration section of the > System > Settings

page, shown in the following figure, to control the function and appearance of Leostream Connect.

L Connect Config

Allow unauthenticated logins (hides password field)

Allow multiple logins using different credentials

Allow user to select certificate for smart card login

Allow user to manually lock client workstation

Provide client workstation idle time actions

Log out user after last connection is closed (opens Login dialog)
# Close connections when smart card is removed from reader

Exit client after connection to resource is established

Refresh offer list before displaying to user

Uniguely identify clients using: Device UUID v
Show additienal legin butten (Java client only): | Do nct display v
Upgrade client to latest versicn: Mever v
Authentication metheds:

Permit ¥

¢ Smart card

[Yes] Usemname/passwerd prompt
HID proximity card logins:
Not allowed v
Setting this option hides the usemame fiekl
Allow usemame/password override for proximity cards

Show message at startup

Except where specified, the following options apply to the Windows and Java version of Leostream
Connect.

Allow unauthenticated logins (hides password field): Select this option to hide the password field
on the Leostream Connect Login page. With this option checked, if you invoke Leostream Connect
from the command line with the user’s password, the Connection Broker does not validate the
user’s password.

Allow multiple logins using different credentials: (Applies to the Windows version of Leostream
Connect, only.) Select this option to allow a user to log into Leostream Connect with multiple sets of
credentials, simultaneously. Leostream Connect displays the desktops offered to all logged in users
in the same resource dialog.

Allow user to select certificate for smart card login: (Applies to the Windows version of Leostream
Connect, only.) Select this option if users have smart cards containing multiple certificates, and must
be able to select which certificate to use during login. With this option unchecked, the Connection
Broker always uses the first valid certificate on the smart card.

£ Microsoft XP desktops default to the first certificate on the card, regardless of the certificate
selected by the user.

Allow user to manually lock client workstation: (Applies to the Windows version of Leostream
Connect, only.) Select this option if users need to use Leostream Connect to lock their client
workstation session. See “Locking the Session” in the Leostream Connect Administrator’s Guide and
End User’s Manual for more information.
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Provide client workstation idle time actions: (Applies to the Windows version of Leostream
Connect, only.) Select this option to allow the user to automatically lock their client workstation or
close all open desktop connections when the client device running Leostream Connect is idle for a
specified length of time. See the “Using Client-Side Idle Actions” section in the Leostream Connect
Administrator’s Guide and End User’s Manual for more information.

Log out user after last connection is closed (opens Login dialog): Select this option to specify that
Leostream Connect should automatically log out the user after the user closes, either by
disconnecting or logging out, their last resource connection. After the user is logged out, the
Leostream Connect Login dialog automatically opens.

Use this option in conjunction with the Close connections when smart card is removed from
reader option to automatically prompt the next user to log in after the previous user removes their
smart card or taps their proximity card to log out. With both of these options selected, after the
initial users removes their smart card or taps their proximity card, all of their open resources are
disconnected, they are logged out of Leostream Connect, and the Login dialog opens.

Close connections when smart card is removed from reader: (Applies to the Windows version of
Leostream Connect, only.) Select this option to automatically disconnect all the user’s desktops and
applications when they remove their smart card from the reader or when they tap their proximity
card to log out of the client.

Exit client after connection to resource is established: Select this option to automatically exit the
user’s Leostream Connect session after the connection to their resources is established.

If the user is launching a connection to a resource they are managing for another user, Leostream
Connect will not automatically exit after the connection is established. This option applies only
when the user launches their assigned resource.

Refresh offer list before displaying to user: Select this option to instruct Leostream Connect to
perform an automatic refresh of the user’s offered desktops when the user opens their offer list,
ensuring that any desktops that are no longer available are removed from the list.

Uniquely identify clients using: Select the primary client characteristic to use when identifying
unique clients on the > Clients > Clients page.

? You must select Device UUID if users log in from Sun Ray thin clients.

Client devices that register with the Connection Broker have the option to provide one or more of
the following attributes.

Device UUID — An ID unique to the client hardware

Client UUID — An ID unique to the software client that handles the user login
MAC address — The client device MAC address

Serial number — The client device serial number

0O O O O
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When a client device registers with the Connection Broker and, for example, Device UUID is
selected, the Connection Broker searches the Device UUID column on the > Clients > Clients page
for a client with the provided device UUID. If the Connection Broker finds the device UUID, the
Connection Broker assumes a record for the registering client already exists. If the Connection
Broker does not find the device UUID, the Connection Broker creates a new client record for the
registering client.

If clients register without providing the selected characteristic, the Connection Broker searches the
Device UUID, Client UUID, MAC Address, and Serial Number columns on the > Clients > Clients
page, in order. When a client registers, if the Connection Broker finds a client on the > Clients >
Clients page that matches the value for any of these attributes of the registering client, the
Connection Broker assumes a record for the registering client already exists. If the Connection
Broker does not find a match for any of these attributes, the Connection Broker creates a new client
record for the registering client.

Show additional login button (Java client only): (Applies to the Java version of Leostream Connect,
only.) Select an option to show or hide an additional button on the Login dialog of Leostream
Connect.

Available options include:
o Do not display: Never display an additional button on the Login dialog.

o Use client settings: Show or hide the Advanced Login button based on the value set for the
hide advanced loginparameterinthe 1c.conf file stored in each client device.
Clicking the Advanced Login button always opens the Connect dialog. The Advanced Login
button is required for users with a role that allows them to manage another user’s
desktops.

o Advanced Login: Display the Advanced Login button. Clicking the Advanced Login button
always opens the Connect dialog. On this dialog, end users with the appropriate policy and
role settings can restart and connect to their desktop. The Advanced Login button is
required for users with a role that allows them to manage another user’s desktops.

o Restart: Display the Restart button. The behavior of the Restart button differs based on the
number of desktops the user is offered, and if they have permission to restart their
desktops.

= [fthe user is offered one desktop and they do not have permission to restart that
desktop, clicking the Restart button displays a warning that the user’s desktop
cannot be restarted. The user should click Login to connect to the desktop without
restarting it.

= [f the user is offered one desktop and they have permission to restart that desktop,
clicking the Restart button automatically restarts the desktop and subsequently

connects the user to that desktop.

= [fthe user is offered multiple desktops and they do not have permission to restart
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any of their desktops, clicking the Restart button displays a warning that the user’s
desktops cannot be restarted. The user should click Login to open the connect dialog.

= |f the user is offered multiple desktops and they can start at least one of these
desktops, clicking the Restart button opens the Connect dialog, where the user has
options to restart or connect to their desktops. On this dialog, if the user tries to
restart a desktop that they are not allowed to restart, Leostream Connect warns
the user that the desktop will not be restarted and proceeds to connect the user to
that desktop. Otherwise, Leostream Connect restarts the desktops and
subsequently connects the user to these desktops.

e Upgrade client to latest version: When the version of Leostream Connect shown on the > Status >
Downloads page is newer than the version currently installed on your clients, use this option to
push updates of Leostream Connect to the user’s client device. Choose one of the following three
options:

o Never: Do not update Leostream Connect. In this case, you must manually update end
users’ clients.

o Always: Always update Leostream Connect. In this case, when an end user runs Leostream
Connect, the Connection Broker warns them that an update is in process. Leostream
Connect restarts when the update is finished.

o Prompt user: Let the user decide if they want to update Leostream Connect. In this case,
when the user runs Leostream Connect, the client prompts the user to install the update.

If your users do not have administrator privileges on their Windows client device and Leostream
Connect was originally installed with a task that required administrator privileges, such as USB
redirection, you must install the Leostream Update service on the client device. The Leostream
Update service is available in version 2.9 and later of Leostream Connect for Windows operating
systems.

e Authentication Methods: (Applies to the Windows version of Leostream Connect, only.) Use this
option to restrict or permit various authentication methods.

To allow users to log in using any of the different types of authentication methods:
o Select Permit from the drop-down menu in the Authentication Methods section
o Check each of the allowed authentication method. You must permit user name and
password authentication.

To require the user to use certain authentication methods:

o Select Require from the drop-down menu in the Authentication Methods section
o Check each of the authentication method the user is required to use.

e HID proximity card logins: (Applies to the Windows version of Leostream Connect, only.) Use this
option to allow users to log into the Connection Broker using an RF IDeas proximity card reader and
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HID proximity card. For complete instructions on using proximity cards for user logins, see “HID Proximity
Card Authentication with RF IDeas pcProx© Readers” in the Leostream Connect Administrator’s
Guide and End User’s Manual.

e Allow username/password override for proximity cards: Provide a link on the Leostream Connect
proximity card Login dialog that allows users to enter a username and password instead of tapping
their proximity card.

e Show message at startup: Indicate if a message should be displayed to the user directly after they
launch Leostream Connect. Selecting this option displays the following two fields.

o Dialog title: Enter a string to include in the title bar of the message dialog.

o Message text: Specify the message to display. You can enter text formatted as plain text or
HTML.

Setting Connection Broker Performance Thresholds

If you have applications, for example, thin clients, that communicate with the Connection Broker, you can
change the default load average threshold on the > System > Settings page. Scroll down to the bottom of
the form to the Connection Broker Performance Tuning section, shown in the following figure.

Connection Broker Performance Tuning
Stall client requests when load average exceeds: |5
Seconds to stall client requests: 10

Maximum number of simultaneous server requests: | 100
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To use this section:

e The setting in the Stall client requests when load average exceeds edit field sets the threshold on
the load averaged number of client calls the Connection Broker is allowed to process. The default
value allows the Connection Broker to process client calls without sacrificing performance. You can
increase this number if your clients are receiving too many “Server Busy” warnings. Be aware that,
if you set this number too high, your Connection Broker may become clogged with client calls, and
cease to function properly.

e The setting in the Seconds to stall client requests edit field indicates how long the Connection
Broker will wait before returning the “Server Busy” warnings to a client. If you typically experience
a login storm at some point in your business week, stalling the “Server Busy” warning may prevent
the user from instantly trying to log in again, giving the Connection Broker time to process client
calls and fall below its load average limit.

e The setting in the Maximum number of simultaneous server requests edit field sets the maximum
number of client connections the Connection Broker accepts. After a client has connected, the Stall
client requests when load average exceeds option determines the conditions for which requests
from that client are accepted.

Configuring Secure Connection Broker Communication

The Connection Broker includes a default Leostream certificate used to encrypt traffic between the
Connection Broker, Leostream Agent, and Leostream Connect clients. By default, HTTP access is also
available to the Connection Broker Web interfaces, including the Administrator Web interface and Web
client.

If your security guidelines require to you restrict all communications to port 443, including access to the
Connection Broker Administrator Web interface, select the Block all traffic on port 80 option available in
the Connection Broker Security Options section of the > System > Settings page, shown in the following
figure.

Connection Broker Security Options
EBlock all traffic on port 80

¢! Enable TLSv1 protocol

¢! Enable TLSv1.1 protocol

¢! Enable TLSv1.2 protocol
Web server "SSLCipherSuite” directive (info &)
RC4-SHA:HIGH:IADH

After selecting this option, click Save on the > System > Settings page to store the change. You must then
reboot the Connection Broker to finalize the change to port 80 access (see Restarting the Connection
Broker).

When port 80 is blocked, you cannot access the Connection Broker Administrator Web interface or
Leostream Web client using HTTP. You must use an HTTPS address to sign into the Connection Broker.
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L5 HTTP addresses are not redirected to HTTPS. If you block all traffic to port 80 and try to use an HTTP
address to access the Connection Broker, the Web browser is not able to contact the Connection Broker.
When negotiating secure communications between the Connection Broker and Leostream Agents or

Leostream Connect clients, the Connection Broker tries any of the protocol options selected on the >
System > Settings page.

By default, TLSv1, TLSv1.1, and TLSv1.2 are all enabled. To restrict the Connection Broker to a particular
protocol, uncheck the appropriate Enable TLSv1.x protocol options.

The Connection Broker Security Options section of the > System > Settings page includes an additional
option that allows you to configure the Cipher Suite used for SSL. In the Web server “SSLCipherSuite”
directive edit field, enter a colon-separated cipher-spec string consisting of OpenSSL cipher specifications to

configure the Cipher Suite. For more information on the syntax entered in this field, see the Apache
Module mod_ssl documentation.

Specifying VMware vCenter Server Clusters for Desktop Filters

After you define centers for VMware vCenter Server (see VMware® Centers), you can use the custom

attributes defined in that center as desktop filters in policies (see Policy Filters). You can specify up to four
custom attributes for use as desktop filters.

Use the vCenter Server Custom Attributes section in the > System > Settings page, shown in the following
figure, to indicate which custom attributes you want to use as desktop filters.

vCenter Server Custom Attributes
Select up to four custom stiributes to use as desktop filters in a Policy. vGenter Server
“Notes” are slways svailsble.

Available attributes Selected attributes
AssignedTo AssignedTo
Favorite Color Favorite Color
First Car First Car

March Madness Pick
Preferred Beer

Add highlighted items (3) Remove highlighted items
Add all items in list (3) Remove all itams in list

To select custom attributes for desktop filters:
1. Select up to four attributes in the Available attributes list.
2. Move the attributes to the Selected attributes list by clicking the Add highlighted items link.
Alternatively, if you have four or less attributes, click the Add all items in list link to move all

attributes to the Selected attributes list.

3. Click Save to store the settings.

If you move more than four items into the Selected attributes list, you cannot save the form. If this is the

case, use the Remove highlighted items link or Remove all items in list link to clear items out of the
Selected attributes list.
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7 If the same custom attribute exists in multiple vCenter Server centers, that attribute appears once in

the Available attributes list.

The selected custom attributes appear at the bottom of the Desktop attribute drop-down menu in the Pool

Filters and Policy Filters in every policy. The vCenter Server “Notes” attribute is always available for

filtering. Additional custom attributes are listed directly above the notes item, as shown, for example, in the

following figure.

Pool Filters

Further restrict which desktops are avsilable from this pool

Desktop attribute

AD "isCriticalSystemObject”

AD "lastLogenTimastamp”

AD "localPolicyFlags”

AD "logonHours”

AD "managedBy"

AD "member0f*

AD "mS-DS-CreatorSID"

AD "name”

AD "objectCategory”

AD "objectClass”

AD "operatingSystem”

AD "operatingSystemSenicePack”
AD "operatingSystemVersion”

AD "primaryGrouplD”

AD "pwdLastSet”

AD "rlDSetReferences”

AD "sAMAccountName”

AD "sAMAccountType”

AD "serverReferenceBL"

AD "servicePrincipalName”

AD "userAccountContral”
AD "userPrincipalName”
AD "uSMChanged"”

AD "uSMCreated”

AD "whenChanged”

AD “whenCreated”
Center Server "First Car”
vCenter Server "Favorite Color”
vCenter Server "AssignedTo”
yCenter Server "Notes”

For more information on building pool and policy filters, see Policy Filters.

-

~

Conditional Property

3 attribute rules (OR)
attribute rules (AND)

ker
D name v

wed e

/' The custom attributes selected on > System > Settings page also become available as columns on the >

Resources > Desktops page (see Available Desktop Characteristics).

Other Connection Broker Settings

Allow URL Access to the Logs

The Connection Broker logs a variety of user and system activities (see Viewing the Connection Broker Log).
To access these logs from a Web browser, select the Allow unauthenticated URL access to the logs option

near the bottom of the > System > Settings page.

After you click Save, an example URL appears at the bottom of the > System > Settings page, as shown in

the following figure.
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Other

¥ Allow unauthenticated URL access to the logs
Wyse sysinit command

[Soc ) corce

Copy-and-paste or click the example link to open an example log. Change the value of nin the command to
access a different number of log items.

AN Logs are not password protected and are available to anyone with your Connection Broker URL.
Dell Wyse Sysinit Command

When using Dell Wyse thin clients, you can use the Wyse sysinit command edit field to specify the global
wnos . ini file. When the Wyse thin client boots and successfully connects, the client sends the sysinit
command to the Connection Broker.

The Connection Broker responds by sending back the wnos . ini (global profile) file. If the file contains any
variables, these variables over-ride any existing values.

‘{n Jiih

At you are using Wyse thin clients and plan to display desktops and applications to users using either the
Pool name : Desktop name or Pool name : Windows machine name policy option (see Configuring Desktop
Policy Options), ensure that you include the following parameter in the Wyse sysinit command:

LongApplicationName=yes

With LongApplicationName set to yes, the icons on the Wyse desktop display with 38 characters,
instead of the default 19 characters.

After the thin client successfully receives the wnos. ini from the Connection Broker, a sign-on window
prompts the user for user name and password credentials.

The thin client then sends the signon command to the Connection Broker with the username and
password as its parameter. If the sign on is successful, the Connection Broker sends back the user.ini
(User profile) file, specified by the protocol plan assigned to the user’s desktop by the user’s policy.

If the sign on is unsuccessful, the user is prompted again for username and password credentials.

The signoff command is sent when a user disconnects from the connection; and the shutdown
command is sent when a user turns off the thin client power.

Use protocol plans to override the global wnos . ini variables when a user connects to a particular
desktop, as described in the following section.
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Chapter 4: Preparing Remote Workstations and
Virtual Machines

Leostream recommends that you install the Leostream Agent on all remote Linux and Microsoft Windows
desktops. The Connection Broker requires the agent to perform advanced policy logic. In addition, the
Leostream Agent is required if you plan to use Leostream USB management or location-based printing
features.

The Leostream Agent supports the following Microsoft Windows operating systems:

e Windows Server 2008

e Windows Server 2008 R2

e Windows 7, including Windows 7 SP1
e Windows Server 2012

e Windows Server 20012 R2

e Windows 8

e Windows 8.1

The Leostream Agent can be installed on Windows XP desktops.

The Leostream Agent for Linux is a Java application, which requires an Oracle Java Run Time Environment
(JRE) version 1.7 or higher. The Leostream Agent supports the following Linux operating systems:

e (CentOS

e Debian

e Fedora

e SUSE Linux Enterprise

e Red Hat Enterprise Linux

Ubuntu

For instructions on installing the Leostream Agent, see the Leostream Installation Guide.

‘{n J00),

#'The Leostream Agent must be running on operating systems installed on HP Moonshot Systems.
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Chapter 5: Understanding Connection Broker
Centers

Overview

The Connection Broker adds desktops, sessions, applications, and printers by gathering available resources
from external systems, called centers. The Connection Broker provides centers for:

e Virtual desktops from Red Hat®, Microsoft®, VMware®, Citrix®, OpenStack, and Xen® virtualization
hosts

Citrix XenApp™ applications and desktops

Microsoft Windows® Remote Desktop Services servers or multi-user Linux servers
Physical or virtual machines registered in a Microsoft Active Directory® service

HP Moonshot Systems

Teradici® PC-over-IP® Remote Workstation cards

Citrix XenDesktop farms, for establishing HDX connections

Leostream Cloud Desktops

Microsoft Windows Deployment Services servers

Printers registered in an Active Directory service

If you do not want to create centers to register desktops, you can manually register desktops with the
Connection Broker, in two ways:

e By installing a Leostream Agent on any virtual or physical desktops
e By specifying a reachable IP address (see Registering a Desktop by IP Address)

Manually registered desktops are placed in the Uncategorized Desktops center. See Chapter 6: Working with
Desktops and Applications for information on manually registering desktops. The remainder of Chapter 5
focuses on creating resource centers.

The > Resources > Centers page, shown in the following figure, provides a summary of all centers registered
with the Connection Broker.

STREAM (=~

Sign Qut Administrator

Status | JRCEUEE | Clients | Plans | Users | System Getting Started

Centers | Tags | Pools | Desktops | Applications | Printers | PColP Host Devices

(] [ | Al v [an v
PColP Devices PColP Devices Online
Uncategorized Uncategorized Online
ew | Log VC140 VWware vCenter Server Online Vilware VirtualCenter 2.0 2 build-506138
w | Log vSphere VIMware vCenter Server Online Vilware ESXi 4.0.0 build-164009
wlermServer  Terminal Server Online WINNETSTD
XenApp Citrix XenApp Online Windows Server 2003
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After you add a center, you can view the imported resources on one of the following pages:

e The > Resources > Desktops page lists the desktops imported from all centers, including physical
machines, virtual machines, and blades. Use the Centers column in the desktop table to see which
center each desktop originated in. See Using the Desktops Page for more information on displaying
desktops.

e The > Resources > Applications page lists the applications and sessions imported from all the Citrix
XenApp centers.

e The > Resources > Printers page lists all the printers imported from the Printer Repository center or
manually entered into the Connection Broker. See Attaching Network Printers for information on
using the Connection Broker to manage and assign printers.

e The > Resources > PColP Host Devices page lists all PColP Remote Workstation cards installed in
remote workstations. This page is available only when the Hardware PColP support option is

selected on the > System > Settings page. See Chapter 17: PColP Setup and Configuration for more
information.

Creating Centers

The Uncategorized Desktops Center

The Uncategorized Desktops center is a repository for all desktops not inventoried from another center.
When you install a Leostream Agent on a desktop, it registers with the Connection Broker. If you do not
have any centers defined in your Connection Broker, the broker automatically creates an Uncategorized
Desktops center and places the new desktop into that center.

If you previously defined centers in your Connection Broker, and need to register uncategorized desktops
with the Connection Broker, you must manually add the Uncategorized Desktops center, as follows.

1. Go to the > Resources > Centers page.

2. Click Add Center. The Add Center form opens.

3. Select Uncategorized from the Type drop-down menu.

4. Select a time from the Inventory refresh interval drop-down menu. This setting tells the

Connection Broker how often to refresh the desktops imported from this center. The refresh

interval is the length of time between when one refresh action finishes and the next refresh action
starts.

The refresh interval checks the Leostream Agent status on each desktop in the Uncategorized
Center and updates the Leostream Agent status and marks the desktop as duplicate if it matches a
desktop found in another center.
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5. Select a time from the Power state refresh interval drop-down menu. During a power state scan,
the Connection Broker uses the Nmap command to probe all remove viewer ports used in any
protocol plan. If any of the scanned ports is open, the Connection Broker marks the desktop as
Running. If all ports are closed, the Connection Broker marks the desktop as Stopped.

6. Uncheck the Offer desktops from this center option if you do not want users to be offered desktops
from this center when they log into the Connection Broker. Users assigned to desktops in this center
will continue to be offered their assigned desktops, even if this option is not selected.

7. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins. (see Assigning Desktops to Rogue Users).

8. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

9. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you are not using tags.

10. Select the Resolve addresses in this center using short hostnames option to instruct the
Connection Broker to reference the desktop using only the portion of the hostname before the first
dot.

11. Click Save.

Once you, or the Connection Broker, create the Uncategorized Desktops center, any desktop with a
Leostream Agent that announces its presence to the Connection Broker and is not inventoried from another
center is added to this center. You can delete the Uncategorized Desktops center at any time (see Deleting
Centers).

/'If the Uncategorized Desktops center is not present and Leostream Agents register with the Connection
Broker, the Connection Broker stores the register events, but does not display the desktops on the >
Resources > Desktops page. If you subsequently create an Uncategorized Desktops center, the previously
registered desktops automatically appear in the > Resources > Desktops page.

For more information on adding desktops to the Uncategorized Desktops center, see Registering Desktops
in the Uncategorized Desktops Center.

VMware® vSphere and vCenter Server Centers

The Connection Broker uses VMware APls to manage virtual machines hosted in vSphere. You can create a
center that points either directly to vSphere, or that uses the vCenter Server management tools. You must
create a center for vCenter Server if you want to use the Connection Broker to provision new virtual
machines.
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To add a center for either vSphere, ESXi, or vCenter Server:

7.

Go to the > Resources > Centers page.
Click Add Center. The Add Center form opens.

Select VMware vSphere and vCenter Server from the Type drop-down menu. The form updates, as
follows:

Add Center )

Type
| VMware vSphere and vCenter Server v
i you change the type please watt for the farm to repaint

|Name
|

Hostname or IP address
Usermame
Password

Datacenter

Optionally restrict to one datscenter - leave blank to retrieve all vitual machines
Inventory refresh interval
10 minutes ¥

« Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”

Continuously apply any Aute-Tags
Start time for countdown timer

No countdown timer ¥
Displays & countdown timer when starting or restarting Whis from Laostream Connact

e

Enter a name for the center in the Name edit field.

Enter the vCenter Server address in the Hostname or IP address edit field.

L’(You must enter the full URL to the VMware SDK if users connect to the virtual machines using
Citrix HDX or if you use a non-standard port for vCenter Server, for example:
https:// VCaddress:port/sdk

Where vCaddress and port are the vCenter Server address and port, respectively

In the Username edit field, enter the name of a user with administrative privileges. See the “What
privileges do | need to interact with VMware vCenter Server?” article in the Leostream Knowledge
Center for a description of the privileges required to register virtual machines from vCenter Server.

Enter this user’s password into the Password edit field.
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10.

11.

12.

13.

14.

To import virtual machines from a particular datacenter, enter the name of the datacenter in the
Datacenter edit field. Ignore the Datacenter option when pointing the center directly to a vSphere
server, instead of to the vCenter Server management tool.

Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action completes and the next refresh
action begins.

7f your vCenter Server manages a large number of machines, refreshing the center can place a
substantial load on vCenter Server. If you are experiencing responsiveness issues, try increasing the
refresh rate. You can manually refresh the contents from the center at any time, using the Refresh
action associated with the center on the > Resources > Centers page.

Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users. The Connection Broker continues to offer assigned desktops in
this center to the assigned user, even when this option is not selected.

Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

? There are a number of situations where you may not want to assign a desktop to a user when it
is imported into the Connection Broker. The most common situation is when the Connection Broker
discovers the desktop while the desktop is still being provisioned, and is not in a state that can be
assigned to a user.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you are not using tags.

If you have users that can restart their desktops from the Java version of Leostream Connect, you
can choose to display a countdown time while the desktop restarts. From the Start time for
countdown timer drop-down menu, select a start time for a countdown timer based on the typical
start time for the VMs in vCenter Server. If the desktop restarts before the countdown timer
reaches zero, Leostream Connect dismisses the countdown timer. If the desktop has not completely
restarted when the countdown timer reaches zero, the timer begins again at a fraction of the
selected start time.
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15. If you have users logging in through Sun Ray DTUs, open the Sun Ray Details section to configure
the Sun Ray Servers physically closest to your vCenter Server clusters.

16. Click Save.

If you defined custom attributes in your vCenter Server, you can use these attributes to filter desktops in a
policy (see Policy Filters). You can use up to four custom attributes as policy filters. You define which custom
attributes are available on the > System > Settings page (see Specifying VMware vCenter Server Clusters for

Desktop Filters).

Required vCenter Server Permissions

The Connection Broker requires specific vCenter Server privileges in order to perform various actions, such
as starting and stopping virtual machines or provisioning virtual machines from templates. In order to
ensure that your Connection Broker functions properly, you must provide the Connection Broker with the
credentials for a vCenter Server account that is assigned the required privileges.

The following table lists the privileges that the Connection Broker uses.

Control Action Within All Privileges
Power On > Virtual Machine > Interaction > Power On
Power Off > Virtual Machine > Interaction > Power Off
Shutdown > Virtual Machine > Interaction > Power Off
Suspend > Virtual Machine > Interaction > Suspend
Resume > Virtual Machine > Interaction > Power On

> Virtual Machine > Interaction > Power On

Reboot . . .
> Virtual Machine > Interaction > Power Off

Revert to snapshot > Virtual Machine > State > Revert To Snapshot

> Virtual Machine > Provisioning > Deploy Template

> Virtual Machine > Inventory > Create

Provisioning > Resource > Assign Virtual Machine To Resource Pool

> Virtual Machine > Provisioning > Read Customization Specifications

> Virtual Machine > Provisioning > Customize

Testing vCenter Server Centers

Use the center’s Test action on the > Resources > Centers page, shown in the following figure, to check the
following:

e If you can successfully log into the vCenter Server

e If you provided a login account with sufficient privileges to perform the actions required by the
Connection Broker
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STREAM (= . -
Status | [CESMINES | Clients | Plans | Users |
Centers | Tags | Pools | Desktops | Applications | Printers

/ Nome _ Type
¥ e

All

o

:‘(_95:)' iew | Log vCenter WMware vCenter Server

Online

If the test fails to log in to the vCenter Server, check that you correctly entered the hostname or IP address
and login credentials. If you still cannot log onto the vCenter Server, use a Web browser to point to the
following page, and log in using the Web services username and password:

https://VCaddress/mob/?moid=Servicelnstance&doPath=content%2eabout

Where vCaddress is your vCenter Server address.

You may still have problems connecting to vCenter Server because the Virtual Infrastructure client does not
use the same API, or port, as the SDK API. If this occurs, manually check the network settings in vCenter

Server.

If the test login succeeds, the Connection Broker displays a report with the following format.

Connection test for

Center type.
VMware vSphere an

"vSphere”

d vCenter Server

Connection Broker network setup:
IP address: 17229 229 211

Netmask: 2552552550
Gateway” 172292291
Device: etho

MAC 00°50°56°A7°41°81

DNS servers: 17229229 105

Checking VMware vSphere and vCenter Server at "172.29.229.241"
Successfully pinged "172 29 229 241"
Successfully connected to port 443 on "172 29 229 241"

Attempting VMware

vSphere and vCenter Server legin

User name:  administrator
Password:  (specified)

Login successful.

Available datacenters on this VMware vSphere and vGenter Server:

Leostream

Folders containing desktops (as of last refresh). (show details

VMware privileges

equired for Connection Broker control actions

Control Action _[VMware Privilege Privilege Enabled|Action Allowed!|
Power On \VirtualMachine Interact Poweron [Yes [Yes
Power Off VirtualMachine Interact PowerOff [Yes [Yes
Resource AssignVMToPool [ves
\VirtualMachine Inventory Create [ves
Provisioning \VirtualMachine Provisioning Customize [ves [ves
\VirtualMachine Provisioning Deploy Template[Yes
\VirtualMachine Provisioning ReadCustSpecs|ves
VirtualMachine Interact PowerOff [ves
Reboot VirtualMachine Interact Poweron [ves [ves
\VirtualMachine Interact Reset [ves
Resume \VirtualMachine Interact Poweron [Yes [Yes
Revert to snapshot|VirtualMachine State RevertToSnapshot _ [Yes [Yes
Shutdown VirtualMachine Interact PowerOff [Yes [Yes
Suspend VirtualMachine Interact Suspend [Yes [Yes

Full Listing of VMware privileges: (snow defails

The table at the bottom of the report lists the permissions required to perform various Connection Broker
actions, and indicates which actions the user whose credentials were provided in the center is allowed to
perform. The columns in this table include:

e Control Action: Actions that the Connection Broker may try to take, depending on your
configuration.

e VMware Privilege: VMware vCenter Server privileges required to perform the action in the
associated row.
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e Privilege Enabled: Indicates if the user whose credentials were provided in the center is granted the
associated VMware privileges.

e Action Allowed: Indicates if the user whose credentials were provided in the center is granted all
the privileges required for performing this action. If set to No the Connection Broker cannot take
the associated action. For example, if the Action Allowed for the Provisioning action is No, the
Connection Broker cannot provision new virtual machines. In this case, if you configure your
Connection Broker to try to provision new VMs, you see errors in the Connection Broker logs.

Citrix® XenServer® 6.x Centers

To add a Citrix XenServer center:
1. Go to the > Resources > Centers page.
2. Click Add Center. The Add Center form opens.

3. Select Citrix XenServer from the Type drop-down menu. The form updates, as follows:

Add Center
Type

Citrix XenServer M
If you change the fype pleass waft for the form fo repaint

Name
|

Hostname or IP address

Username

Password

Inventory refresh interval

10 minutes ¥

¥ Offer desktops from this center

Assign rogue users to desktops from this center (requires Agent)

Set newly-discovered desktops to "Unavailable”

Continuously apply any Auto-Tags

e
Save Cancel

4. Enter a name for the center in the Name edit field.

5. Enter the XenServer hostname or IP address in the Hostname or IP address edit field.
6. Inthe Username edit field, enter the name of a user with administrative privileges.

7. Enter this user’s password into the Password edit field.

8. Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
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interval is the length of time between when one refresh action completes and the next refresh
action begins.

9. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops in this center to the assigned users, even when this option is
not selected.

10. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

11. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

12. Select the Continuously apply any Auto-Tags option to set tags on desktops that are discovered
when the center is refreshed (see Continuously Applying Tags to Desktops for more information).
Leave this option unchecked if you do not want to tag desktops.

13. Click Save.
Citrix XenApp™ Centers

By default, the Connection Broker uses the Citrix XML-RPC service to communicate with the XenApp server.
If you do not enable this service, install the Leostream Agent on the primary XenApp server before creating
the XenApp center.
To add a Citrix XenApp center:

1. Go to the > Resources > Centers page.

2. Click Add Center. The Add Center form opens.

3. Select Citrix XenApp from the Type drop-down menu. The form updates, as follows:
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Add Center )
Enter a display name
Type to use for the center.  Enter the IP address or FDQN that

! Citrix XenApp

v| refers to the XenApp farm.
Enter the Citrix XML RPC port
number used to communicate
with the XenApp farm.

Hostname or IP address Citrix XML RPC port ““Agent RPC port

80 [3080
‘ ‘

Thase s=ttings reflect how the host sgent is presently configured : )
Refresh interval
[1minute | Alternatively, install a

...................................................... Leostream Agent in the farm and
enter the agent's port number.

Specify how often the

Connection Broker refreshes the
Stores extra information about this center. list of desktops from this center.

4, Enter a name for the center in the Name edit field.

5. Enter the IP address or hostname of the XenApp server into the Hostname or IP address field.

‘_»’( If your XenApp farm consists of multiple servers, create a single center that points to the IP
address of the primary server, or the virtual IP of the farm.

6. Specify either:
a. The Leostream Agent RPC port, if you installed the Leostream Agent on the XenApp server.
b. The Citrix XML RPC port, if you are using the Citrix XML RPC to communicate with the
XenApp server. Leostream recommends using the Citrix XML RPC port for communications,
especially for large XenApp farms.
7. Select the Refresh interval. This setting tells the Connection Broker how often to refresh the
applications imported from this center. The refresh interval is the length of time between when one
refresh action completes and the next refresh action begins.

8. Enter any optional notes into the Notes edit field.

9. Click Save.

L f you are using the Leostream Agent, the service must run under the same account as XenApp,
otherwise your center appears offline. See the Leostream Connection Broker Installation Guide for
instructions on changing the account that runs the Leostream Agent service.
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Citrix XenDesktop Centers

Connection Broker centers for your Citrix XenDesktop 7.x and 5.x farms allow users to establish HDX
connections to compatible virtual and physical machines within a Leostream environment. The Connection
Broker eases administration by automatically creating a pre-assigned desktop group for the user, allowing
them to log into XenDesktop directly from Leostream.

7 You do not need to create a XenDesktop center to allow the Connection Broker to offer resources that
are already assigned to a user by XenDesktop. Instead, use the Desktop Assignment from Citrix XenApp
Services Site section of user’s policy to indicate which XenApp Services site offers the user’s XenDesktop
resources (see Offering Resources from a Citrix XenApp Services Site).

Before integrating XenDesktop into your Leostream Environment, ensure that the following general
requirements are met.

e You must separately obtain all necessary Citrix licensing. For information on XenDesktop licensing,
contact your Citrix sales representative.

e You must install a Leostream Agent on the server running the Citrix Studio or Desktop Studio, as
described in the remainder of this section.

e Open the Citrix Powershell prompt from the Start menu and ensure that the Get-
ExecutionPolicy command returns RemoteSigned. If the execution policy is anything other
than RemoteSigned you must use the Set-ExecutionPolicy command to switch to
RemoteSigned before you can integration XenDesktop into Leostream.

Before creating your XenDesktop center, you must install the Leostream Agent on the server running your
Citrix Studio. When installing the Leostream Agent, ensure that no additional features are installed, as
shown in the following figure. For complete installation instructions, see the Leostream Installation Guide.

8] Setup - Leostream Agent | e

Select Additional Tasks
Which additional tasks should be performed? ~

Select the additional tasks you would like Setup to perform while installing Leostream
I Agent, then dick Next.

[] Enable USE over IP - may require reboott

(] Install Credential Provider - enables PCoIP and VNC single sign-on and Leostream I
user access control

< Back H Next > I{ Cancel I

After the Leostream Agent is installed, ensure that it communicates on a port that is different from all ports
already in use by Citrix. Leostream recommends configuring the Leostream Agent to use port 8730, as
follows.

1. On the Citrix Studio server, open the Leostream Agent Control Panel dialog.

61



Chapter 5: Understanding Connection Broker Centers

2. Go to the Options tab.

3. Change the Port to listen on to 8730, as shown in the following figure.

@ Leostream Agent !E

Status  Options | about |

— Leastream Agent
Port ta fisten or: I avan

r Leostream Connection Broker

I Ohtain Connection Broker address automatically

Address Bort

101103778 o[ 80 Tes|

— ¥ Enatle Logging

Settings. . | YWiew figent Logl

oK I Cancel | Apply |

After the Leostream Agent is installed you can create the XenDesktop centers. Use different centers to
manage versions 7.x and 5.x of XenDesktop, as described in the following sections.

XenDesktop centers currently support HDX connections to the following types of machines:

o Persistent desktops that are assigned by Leostream must be inventoried using an Active
Directory center.

o Non-persistent desktops provisioned by Citrix Provisioning Server that are assigned by
Leostream must be inventoried using the VMware vCenter Server center.

AANT: you want to manage HDX connections to virtual machines VMs in vSphere that were not created by

Citrix Provisioning Server, you must inventory these VMs using an Active Directory center, not a vCenter
Server center.

To create a center for XenDesktop 5.x or 7.x:
1. Go to the > Resources > Centers page.
2. Click Add Center. The Add Center form opens.

3. Select Citrix XenDesktop 5 or Citrix XenDesktop 7 from the Type drop-down menu, depending on
your XenDesktop version. The form updates, as follows:
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Add Center (7}

Type

| Citrix enDesktop 5 v Enter a display name for this center.

If you change the type please wait for the form to repaint

Mame Enter the IP address of the primary Desktop

| Studio in your XenDesktop farm.

#enDesktop Controller address gent RPC port
| (8080 = You must install the Leostream Agent on the

Desktop Studio. Enter the port number that the
|Leostream Deskiaps Leostream A_gent Iis?ens on. The default port is
A Catalog with this name will be created in the XenDesktop Controller, an 3030 TO aVOId conﬂICts’ Change the LeOStream
it ey Lo e il i (1 e G oo B o Agent port here and on the Leostream Agent
Control Panel to, for example, 8730.

Catalog for Leostream assignments

Usemame
Lsamme may be specified s "DOMAINUSER" | Specify the Catalog that will hold all desktops
Paseward assigned by Leostream. Do not manually create
this folder. The Connection Broker automatically
\ | builds the folder when you save the Center.
Refresh interval
\

Enter the username and password for a user
with administrator rights to the server running
the Desktop Studio. The user name mustinclude
the user's domain, for example leostreamiadmin.

| Save | cancel |
4. Enter a name for the center in the Name edit field.

5. In the XenDesktop Controller address edit field, enter the address the Connection Broker uses to
communicate with the Citrix Studio in your XenDesktop farm.

6. Inthe Agent RPC port edit field, enter the Leostream Agent port for the agent installed on the Citrix
Studio. Ensure that this port is different from any port used by the Citrix Studio.

7. Inthe Catalog for Leostream assignments edit field, enter the name of the catalog you want to hold
all desktops assigned created by Leostream.

£5 Do not manually create this catalog. The Connection Broker automatically creates the catalog in
the Desktop Studio when you save the Create Center form.

8. In the Username edit field, enter the username for a user with administrator rights to the server
where the Desktop Studio is installed. Include the user’s domain in the field, in the form:
domain\username.

9. Enter this user’s password in the Password edit field.

10. Select a value from the Refresh Interval drop-down menu to indicate how often the Connection
Broker checks if the XenDesktop center is still online.

11. Click Save.

After you successfully save the center (the center is listed as On1ine on the > Resources > Centers page),
the Connection Broker automatically creates a catalog in the Citrix Studio. This new catalog has the name
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you specified in the Catalog for Leostream assignments edit field.

See the Leostream Quick Start Guide with Citrix XenDesktop 7 for complete information on integrating
Leostream and Citrix XenDesktop.

Red Hat Enterprise Virtualization Manager Centers

The Connection Broker uses the Red Hat Enterprise Virtualization REST APl to communicate with the Red
Hat Enterprise Virtualization Manager, allowing you to manage virtual machines hosted in a Red Hat
Enterprise Virtualization Hypervisor.

‘wjm )i,

- “'The Connection Broker supports Red Hat Enterprise Virtualization 3.0.

To create a center for managing virtual machines hosted in a Red Hat environment:
1. Goto the > Resources > Centers page.

2. Click Add Center. The Add Center form opens.

3. Select Red Hat Enterprise Virtualization Manager from the Type drop-down menu. The form
updates, as follows:

Add Center

Type
|Red Hat Enterprize Virtualization Manager ¥ |
If you change the type please wait for the form to repaint

Name
|

URL for REST API

Port used by RHEY Manager
3080

Usemame
Password

Inventory refresh interval
10 minutes ¥
¥ Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”
Continucusly apply any Aute-Tags

i
Save @ Cancel

4. Enter a name for the center in the Name edit field.

5. Inthe URL for REST API edit field, enter the URL to the Red Hat REST API. This URL typically takes
the following form.

https://RHEV-M.company.com: 8443/api
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Where RHEV-M. company . com is the fully qualified domain name for your Red Hat Enterprise
Virtualization Manager machine.

6. Inthe Port used by RHEV Manager edit field, enter the port that the Connection Broker should use
to retrieve the certificate from the Red Hat Enterprise Virtualization Manager. The certificate is
required when establishing SPICE connections to VMs hosted in RHEV.

7. Inthe Username edit field, enter the login name of a user that can log into the Red Hat realm.
8. Inthe Password edit field, enter this user’s password.

9. Select the Inventory refresh interval. This setting tells the Connection Broker how often to refresh
the desktops imported from this center. The refresh interval is the length of time between when
one refresh action completes and the next refresh action begins.

10. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops in this center to the assigned user, even when this option is
not selected.

11. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

12. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

13. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

14. Click Save.

Open Source Xen® Centers

/' To manage virtual machines hosted on the Xen hypervisor, you must install the Java version of the
Leostream Agent on the server hosting the Xen hypervisor. After the Leostream Agent is installed, to create
a Xen center:

1. Go to the > Resources > Centers page.
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2.

3.

10.

11.

12.

Click Add Center. The Add Center form opens.

Select Open Source Xen from the Type drop-down menu. The form updates, as follows:

Add Center

Type
Open Source Xen v
If you change the type please wait for the form to repaint

Name

Hostname or IP address Agent RPC port
3080

Usermame
Password

Inventory refresh interval
10 minutes ¥

¥ Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”
Continucusly apply any Autc-Tags

i
Save @ Cancel

Enter a name for the center in the Name edit field.

Enter the IP address or hostname of the Xen server into the Hostname or IP address field.
Specify the port that the Leostream Agent listens on in the Agent RPC port field.

In the Username edit field, enter the name of a user with root privileges.

In the Password edit field, enter the password for this user.

Select the Inventory refresh interval. This setting tells the Connection Broker how often to refresh
the desktops imported from this center. The refresh interval is the length of time between when
one refresh action completes and the next refresh action begins.

Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users when they log into the Connection Broker. The Connection

Broker continues to offer assigned desktops in this center to the assigned user, even when this
option is not selected.

Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.
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You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

13. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

14. Click Save.
Active Directory Centers

The Connection Broker uses Active Directory to manage physical and virtual machines that are part of your
domain. After you add an Active Directory authentication server to the Connection Broker (see Adding
Microsoft® Active Directory® Authentication Servers), you can add the machines associated with that domain
into the Connection Broker inventory.

dL You must add an Active Directory authentication server before you can add an Active Directory center.
To add an Active Directory center:

1. Goto the > Resources > Centers page.

2. Click Add Center. The Add Center form opens.

3. Select Active Directory from the Type drop-down menu. The form updates, as follows:
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Add Center

Type
Active Directory M
If you change the type please wait for the form to repaint

Name
|

Authentication Server
dev v

Sub-tree

The sub-tree that will be searched to find the computers
e.g., DC=QA_MACHINES DC=YOUR_DCOMAIM DC=com

Advanced filter expression (opticnal)

E
The default fiter is &(objectClass=Computer). You can ovemide it by entering an
advanced fiter expression in this fie!

Inventory refresh interval
10 minutes ¥

Power state refresh interval
Manual only ¥
Power state is determined by scanning ports used by remote viewers

¥| Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”
Continucusly apply any Autc-Tags

Resclve addresses in this center using short hostnames

A
Save @ Cancel

4. Enter a name for the center in the Name edit field.

5. Select an authentication server from the Authentication Server drop-down menu. This drop-down
menu contains the Active Directory centers you entered in the > Users > Authentication Servers
page. See Adding Microsoft® Active Directory® Authentication Servers for instructions on adding an
authentication server.

6. Inthe Sub-tree edit field, specify the sub-tree within Active Directory that contains the computer
records. If you do not specify a sub-tree, the Connection Broker assumes the same sub-tree starting
point as specified in the Active Directory authentication server selected in step 3.

# You can begin the search at a node higher up the search tree than what is specified in the Active
Directory authentication server.

7. Enter an optional filter expression in the Advanced filter expression edit field. See the example in
Determining Appropriate Sub-Tree Strings for more information.

8. Select the Inventory refresh interval. This setting tells the Connection Broker how often to query
the center for information on existing or new desktops in this center. The refresh interval is the
length of time between when one refresh action completes and the next refresh action begins.

9. Select the Power state refresh interval. During a power state scan, the Connection Broker uses the
Nmap command to probe the ports associated with all display protocols used in your protocol
plans. If any of the scanned ports are open, the Connection Broker marks the desktop as Running. If
all ports are closed, the Connection Broker marks the desktop as Stopped.
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To limit the number of ports that the Connection Broker probes during a power state refresh,
ensure that all protocol plans, including the Default protocol plan, select Do not use for the priority
unused protocols you do not plan to offer to users.

10. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center when users log in. The Connection Broker continues to offer assigned
desktops in this center to the assigned user, even when this option is not selected.

11. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

12. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

13. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

14. Select the Resolve addresses in this center using short hostnames option to instruct the
Connection Broker to reference the desktop using only the portion of the hostname before the first
dot.

15. Click Save.

&5 The Connection Broker registers a particular desktop in a single Active Directory center. If you create
multiple Active Directory centers and each contains a particular desktop record, that desktop is considered
to be a member of the first center you created. Therefore, if you create pools based on your Active
Directory centers, the desktop appears in only one pool.

Determining Appropriate Sub-Tree Strings

To determine an appropriate sub-tree string, use the 1dp . exe tool described in the Using Microsoft Active
Directory administration tool (Idp.exe) section. A typical string takes the form:

CN=Computers, DC=leostream, DC=net

Where CN=Computers narrows the search down to computers, as opposed to users. If you include the
user string CN=Users, the Connection Broker does not find any computers.

To group machines, place them in an Active Directory group and specify the group in the sub-tree string. For
example, if you have two pools of machines, Red and Blue, define one group using the string;
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CN=Computers,DC=leostream, DC=net, CN=Red

To add the second Blue group of machines, use CN=Blue instead of CN=Red.

Use the Advanced filter expression to narrow down the selection of desktops from the Active Directory
tree. The default expression is & (objectclass=Computer). You can override the default with a more
complex Microsoft SQL Server® search command that, for example, searches only for computers whose cn
value start with a or b, as shown by the following line:

(& (0bjectCategory=computer) (objectClass=computer) (| (cn=a*) (cn=b¥*)))

Refer to the Microsoft sample scripts for searching Active Directory services for more information.
HP Moonshot System Centers

Connection Broker 8.0 manages HP Moonshot Systems using the HP Chassis Manager command line
interface. Leostream supports chassis manager firmware version 1.2 and 1.3. Connection Broker 8.1
manages HP Moonshot Systems using the HP Chassis Manager RESTful API.

&5 Connection Broker 8.1 does not support deploying operating systems to Moonshot nodes using
Windows Deployment Services.

Ensure that the operating system installed on each Moonshot node contains an installed and running
Leostream Agent. The Leostream Agent returns operating system information about the node, such as IP
address, to the Connection Broker. Without a Leostream Agent, the Connection Broker gathers only MAC
address information from the Chassis Manager, and you cannot offer Moonshot nodes to your end users.
To create a center that communicates with the chassis manager:

1. Go to the > Resources > Centers page.

2. Click on Add Center. The Add Center form opens.

3. Select HP Moonshot System from the Type drop-down menu. The form updates, as follows:
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Add Center
Type

HP Moonshet System v
If you change the type please wait for the form to repaint

Mame

Hostname or IP address of Chassis Management Module
Usemame
Password

Inventory refresh interval
10 minutes ¥

#| Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”

Continucusly apply any Auto-Tags

A
Save B Cancel

4. Enter a name for the center in the Name edit field.

5. Enter the appropriate information in the Hostname or IP address of Chassis Management Module
edit field.

6. Inthe Username and Password edit fields, enter the credentials for a user with administrator
privileges to the Chassis Manager.

7. Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action is completes and the next refresh
action begins.

8. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops to the assigned user, even when this option is not selected.

9. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

10. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

11. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
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discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

12. Click Save.

For more information on using Leostream with HP Moonshot System, download the Leostream and HP
Moonshot System Reference Architecture or contact sales@leostream.com.

Microsoft® System Center Virtual Machine Manager (SCVMM) 2012 Centers

The Connection Broker manages virtual machines hosted in a Microsoft Hyper-V virtualization layers by
integrating with Microsoft System Center Virtual Machine Manager (SCVMM) 2012 or 2012 R2.

£X% The Connection Broker does not support Microsoft Hyper-V Server 2008.
The Connection Broker uses Microsoft Windows PowerShell commands to communicate with SCVMM. To

ensure that the Connection Broker can communicate with SCYMM, you must issue the following
PowerShell command in SCVMM:

Set-ExecutionPolicy RemoteSigned

' You must have a Leostream Agent installed on the SCVMM server. If you reboot the SCVMM server, th
Leostream Agent may not automatically restart. You can manually restart the Leostream Agent using the
Leostream Agent Control Panel Options dialog.

To add an SCVMM center to your Connection Broker:
1. Go to the > Resources > Centers page.

2. Click on Add Center. The Add Center form opens.

3. Select Microsoft Hyper-V SCVMM Server from the Type drop-down menu. The form updates, as
follows:

e
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10.

11.

12.

Add Center

Type
Microsoft Hyper-v SCVMM Server v

If you change the type please wait for the form to repaint
Name

SCVMM Server hostname or IP address Agent RPC port
3080

Important: make sure you issue the 1- licy licy
RemoteSigned” in VMM Power Shell

Usemame

Password
Domain

Inventery refresh interval
10 minutes ¥

¥ Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)
Set newly-discovered desktops to "Unavailable”

Continucusly apply any Auto-Tags

Enter a name for the SCVMM center in the Name edit field.
Enter the hostname for the SCVMM in the SCVMM Server hostname or IP address edit field.

You may not be able to use the SCVMM IP address in this field if the SCVMM creates a root agency
certificate with the fully qualified domain name of the SCVMM server during installation.

In the Username edit field, enter the name of a user with administrative privileges.
In the Password edit field, enter this user’s password.
In the Domain edit field, enter this user’s domain.

Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action is completes and the next refresh
action begins.

Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops to the assigned user, even when this option is not selected.

Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
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mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

13. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are

discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

14. Click Save.

Microsoft Windows Deployment Services

The Leostream Connection Broker can deploy Windows operating systems to HP Moonshot System nodes
using Microsoft Windows Deployment Services (WDS). After you create a WDS center in your Connection
Broker, Leostream inventories the available install images on your WDS server and provides tools for you to
deploy these images out to one of more Moonshot nodes.

For complete information on using WDS with Leostream, download the Getting Started Guide for HP
Moonshot Systems or contact sales@leostream.com.

Before you add a WDS center to your Connection Broker, ensure that you install the Leostream Agent on
your WDS server. Then, to add the WDS center:

1.

8.

Go to the > Resources > Centers page.

Click on Add Center. The Add Center form opens.

Select Windows Deployment Services from the Type drop-down menu.
Enter a name for the center in the Name edit field.

Enter the appropriate information in the Hostname or IP address of Windows deployment services
server edit field.

In the Agent RPC port edit field, enter the port used by the Leostream Agent installed on the WDS
server.

In the Maximum concurrent deployments edit field, indicate a limit to the number of simultaneous
operating system deployments the Connection Broker will run. Set to zero to allow the Connection
Broker to start an unlimited number of deployments.

Click Save.

The center reports as Offline if the Connection Broker cannot retrieve a list of install images from the
Leostream Agent.
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OpenStack® Centers

OpenStack centers allow you to manage and provision desktops in an OpenStack environment, including HP
Helion OpenStack. To create an OpenStack center:

1. Go to the > Resources > Centers page.

2. Click on Add Center. The Add Center form opens.
3. Select OpenStack from the Type drop-down menu.
4. Enter a name for the center in the Name edit field.

5. Inthe Auth URL edit field, enter the authentication URL for your OpenStack Environment. The
authorization URL often takes the form:

http://openstack.yourcompany.net:5000/v2.0

where openstack.yourcompany.net is the hostname or IP address of your OpenStack
environment.

6. Enter your project name into the Project edit field.

7. Enter an administrator username and password into the Username and Password edit fields,
respectively.

8. Inthe Network UUID edit field, enter the network ID to use when provisioning new desktops in
OpenStack.

9. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops to the assigned user, even when this option is not selected.

10. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

11. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

12. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.
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13. Click Save.
Leostream Cloud Desktops

Leostream Cloud Desktops are on-demand, fully-functional, personalizable desktops hosted in the public
cloud. You must have an existing account with Leostream Cloud Desktops to use this Center in the
Connection Broker. For more information, visit http://www.leostreamdesktops.com.

After you create your Leostream Cloud Desktops account, to add a center that inventories your Leostream
Cloud Desktops in the Connection Broker:

1. Go to the > Resources > Centers page.

2. Click on Add Center. The Add Center form opens.

3. Select Leostream Cloud Desktops from the Type drop-down menu.

4. Enter a name for the center in the Name edit field.

5. Select the public cloud that hosts your desktops from the Hosting provider drop-down menu.

6. Enter the email address for the owner of the Leostream Cloud Desktops account in the Email edit
field.

7. Enter this user’s password in the Password edit field.

8. Select a time from the Refresh interval drop-down menu. This setting tells the Connection Broker
how often to refresh the desktops imported from this center. The refresh interval is the length of
time between when one refresh action is completes and the next refresh action begins.

9. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops to the assigned user, even when this option is not selected.

10. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

11. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

12. Click Save.

76


http://www.leostreamdesktops.com/

Leostream Connection Broker Administrator’s Guide

Amazon Web Services Centers

If you want to manage connections to AWS EC2 instances without introducing Leostream Cloud Desktops
into your environment, you can connect the Connection Broker directly to your AWS account. The
Connection Broker can then inventory the instances and images in your AWS account, and manage
provisioning and terminating instances based on the pool, policy, and plan settings in your Connection
Broker.

To manage desktops hosted in AWS, you must install the Leostream Agent on your AWS instance and ensure
that the Connection Broker has network access to the instances.

To manage connections to AWS instances, create an Amazon Web Services center, as follows.
1. Go to the > Resources > Centers page.
2. Click on Add Center. The Add Center form opens.

3. Select Amazon Web Services from the Type drop-down menu. The form updates, as follows:

Add Center
Type

Amazon Web Services M
Ifyou change the type pleass wait for the form fo repaint

Name

Regicn
US East (N. Virginia) v
Access Key ID

Secret Access Key
Inventory refresh interval
10 minutes v
# Offer desktops from this center
Assign rogue users to desktops from this center (requires Agent)

Set newly-discovered desktops to "Unavailable”

Continuously apply any Auto-Tags

4. Enter a name for the multi-user center in the Name edit field.

5. Select the AWS region you want to manage from the Region drop-down menu. Create separate
centers for each region you want to manage in the Connection Broker.

6. Enter your AWS access key into the Access Key ID edit field. You can create an IAM user to use with
Leostream. Ensure that user has sufficient privileges to access EC2.

7. Enter the secret key associated with your access key into the Secret Access Key field.
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8. Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action is completes and the next refresh
action begins.

9. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
desktops from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned desktops to the assigned user, even when this option is not selected.

10. Select the Set newly-discovered desktops to “Unavailable” option if the Connection Broker should
mark desktops as unavailable as they are discovered. Otherwise, leave this option unchecked.

You can manually mark any Unavailable desktop as Available using the Availability drop-down
menu on the desktop’s Edit Desktop page. To access the Edit Desktop page, go to the > Resources >
Desktops page and select the Edit action associated with that desktop.

11. Select the Continuously apply any Auto-Tags option if you want to set tags on desktops that are
discovered when the center is refreshed (see Continuously Applying Tags to Desktops for more
information). Leave this option unchecked if you do not want to tag desktops.

12. Click Save.

After you create an AWS center, you can view the available instances on the > Resources > Desktops page.
The Connection Broker also inventories the AMIs available in the region, which you can use to provision
new desktops in pools (see Provisioning in Amazon Web Services).

Remote Desktop Services / Multi-User Centers

The Connection Broker allows you to offer session from multi-user servers, such as Microsoft Remote
Desktop Services (RDS) or NoMachine NX servers, alongside your other offered resources. Before creating
the multi-user center, ensure that you install the Leostream Agent on each multi-user server.

If the server already appears on the > Resources > Desktops page, typically by being inventoried from
another Center, you can use the Bulk Edit dialog to convert the desktop into a center. See Converting
Desktops to Remote Desktop Services / Multi-User Centers for more information.

Adding a Remote Desktop Services / Multi-User Center

To add a center for managing sessions:
13. Go to the > Resources > Centers page.
14. Click on Add Center. The Add Center form opens.

15. Select Remote Desktop Services/Multi-User from the Type drop-down menu. The form updates, as
follows:
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Add Center
Type
Remote Desktop Services/Multi-User v
If you change the type please wait for the form to repaint
Name
Hostname or IP address Agent RPC port

3080

Maximum concurrent connections
1

Inventory refresh interval
10 minutes v

¥ Offer desktops from this center

Assign rogue users to desktops from this center (requires Agent)

Save @ Cancel

16. Enter a name for the multi-user center in the Name edit field.
17. Enter the hostname or IP address in the Hostname or IP address edit field.
18. Enter the Leostream Agent port number in the Agent RPC port edit field.

19. Enter the maximum number of concurrent user connections in the Maximum concurrent
connections edit field.

20. Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the sessions created for this center. The refresh interval is
the length of time between when one refresh action completes and the next refresh action begins.

ST you select Manual from the Refresh interval drop-down menu, ensure that you manually
refresh the center after it is created. The manual refresh is required to correctly set the operating
system and IP address of the sessions displayed in the > Resources > Centers page.

21. Uncheck the Offer desktops from this center option if the Connection Broker should not offer
sessions from this center to users who log into the Connection Broker. The Connection Broker
continues to offer assigned sessions to the assigned user, even when this option is not selected.

22. Select Assign rogue users to desktops from this center (requires Agent) if you want the Connection
Broker to manage users that log into desktops in this center when they do not log in through
Leostream. The desktop must have a running Leostream Agent, which informs the Connection
Broker of user logins (see Assigning Desktops to Rogue Users).

23. Click Save.

The sessions appear as a series of entries in the list of desktops, shown in the following figure.
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Sign Out Administrator

STREAM (~

Centers | Tags | Pools | Desktops | Applications | Printers

Status | [RECIMEESS | Clients | Plans | Users | System Getting Started

Filter this list No filter ¥

& Actions MName Availability Power Status P Address =
| ~| All ~ Al b

3] Rell - session 1 Available Running 10.110.37 10
O wTermServer - session 2 Available Running 10 110 37 10
O wTermServer - session 3 Available Running 10.110.37.10
O wTermServer - session 4 Available Running 10.110.37.10
O wTermServer - session 5 Available Running 10.110.37.10

Modifying the Number of Available Sessions

You can add or remove sessions after the center is added, as follows.
1. Go to the > Resources > Centers page.
2. Click the Edit action associated with the multi-user center. The Edit Center form opens.
3. Modify the number in the Maximum concurrent connections field.
4. Click Save.

When changing the number of available sessions, the Connection Broker first deletes all existing sessions
then creates new sessions. The Connection Broker does not disconnect users logged into any of the

previous sessions, however these sessions are no longer displayed in the Connection Broker Web interface.

Deleting Centers

You can delete a center at any time. Deleting a center removes all desktops, applications, sessions, or
printers associated with that center.

To delete a center:
1. Go to the > Resources > Centers page.
2. Select the Edit option from the Actions list of the appropriate center. The Edit Center form opens.
3. In the Edit Center form, click Delete.

4. Click OKin the confirmation dialog to finish the deletion.
Displaying Center Characteristics

The > Resources > Centers page, shown in the following figure, displays the centers and their
characteristics. You can modify the order and type of characteristics displayed on this page by clicking the
customize link at the bottom left side of the page (see Customizing Tables).
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Sign Out Administrator

STREAM (~

Centers | Tags | Pools | Desktops | Applications | Printers

Status | [CECMINEEE | Clients | Users | System Getting Started

(Al [v] Al v Al ] [ [v]

Select.. |v| PColP Devices PCalP Devices Online
Select.. |v| Leostream AD  Active Directory Online
Select.. |v| VC-A Vhware VirtualCenter 2 rare VirtualCenter 2.0.2 build-50618

Select.. [v| VC-B VMware VirttualCenter 2 Online VMware VirtualCenter 2.0 2 build-50618
Select... |v| Citrix Citrix Presentation Server Online Windows Server 2003
Select.. |v| Coral Citrix Presentation Server Online Windows Server 2003 Enterprise

The following sections describe the available centers characteristics.

Actions
Drop-down menu or list of links indicating the actions you can perform on a particular center. Available
actions include:

e Edit: Opens the Edit Center form for this center

e Refresh: Forces the Connection Broker to refresh the contents from this center. If the center has
separate refresh intervals for inventory and power state, the forced refresh performs both actions.

e Test: (Available for virtualization layer centers, only) Attempts to log in to the center using the
credentials provided on the Edit Center page

e View: (Available for vCenter Server, only) Navigates to the vCenter Server URL

e Log: Displays the log entries and job queue for this center
e Upgrade: Indicates the Leostream Agent installed on the server needs to be upgraded

Name
The name you specified for the center.

Type
The center’s type, selected when the center was created.

Datacenter
For vCenter Server, the data center used to retrieve virtual machines. If blank, the Connection Broker
retrieves all virtual machines from this center.

Status
Displays the center’s current status.

o Deleting: Displays when you choose to delete a particular center. During deletion, the virtual
machines are removed, followed by the center. The center remains in the list until you navigate
away from the page.

e Disk Full: Indicates the center’s disk is full.
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e Needs Upgrade: Indicates that the Leostream Agent in this center needs to be upgraded. This
setting applies only to centers that use the Leostream Agent.

e Offline: Indicates the Connection Broker cannot contact this center.

e Online: Indicates this center is operating normally.

e Refreshing: Displays when the Connection Broker is refreshing the contents of this center.

Desktops
The number of desktops inventoried from this center.

Version
The center’s version, or the operating system version of the server running the center.

Online
Indicates if the center is online (Yes) or offline (No).

Server
Hostname or IP address for the server.

Refresh

The center’s refresh interval. The refresh interval is the length of time between when one refresh action
completes and the next refresh action begins. For Active Directory and Uncategorized Desktops centers, this
column corresponds to the setting in the Inventory refresh interval drop-down menu.

During a refresh, the Connection Broker scans the center for changes to the inventory of desktops, adding
new desktops to the > Resources > Desktops page, as necessary, and removing records for desktops that no
longer exist in the center. For centers that return information about the desktop’s IP address or power state,
the Connection Broker updates this information, as well. If the Connection Broker receives a list of empty
desktops from the center, the Connection Broker does not remove any of the desktops from the inventory,
to prevent inadvertently deleting active desktops when a center API call fails to retrieve the desktops.

After the scan completes, the Connection Broker contacts the Leostream Agents on the desktops to update
any information provided by the agents.

Power State Refresh
For Active Directory and Uncategorized Desktops centers, the length of time between when the Connection
Broker performs a port scan to determine the power state of the desktops in the center.

Offer Desktops
Indicates if the Offer desktops from this center option is selected. If the center is not offering its desktops,

the desktops appear as Unavailable on the > Resources > Pools page.

Assign Rogue Users
Indicates if the Assign rogue users to desktops from this center option is selected.

82



Leostream Connection Broker Administrator’s Guide

Chapter 6: Working with Desktops and Applications

Registering Desktops in the Uncategorized Desktops Center

The Uncategorized Desktops center contains desktops that have registered with the Connection Broker, but
are not inventoried from another center.

The Uncategorized Desktops center allows you to:
e Add physical machines without creating an Active Directory center

e Add virtual machines from any hypervisor that does not have an associated Connection Broker
center

e Register newly provisioned virtual machines with the Connection Broker before a scan is performed
on the center that contains these desktops.

Registering Desktops Using the Leostream Agent

You can install the Leostream Agent onto any physical or virtual machine you want to register with your
Connection Broker. The Leostream Agent contacts the Connection Broker when the agent starts. If this is
the first registration the Connection Broker receives from this desktop, the broker places the desktop in the
Uncategorized Desktops center.

To determine which Connection Broker to register with, the Leostream Agent either queries the DNS server
for the Connection Broker SRV record or uses the IP address entered into the Leostream Agent Control
Panel dialog (see “Registering Desktops with the Connection Broker” in the Leostream Agent
Administrator’s Guide).

#The Availability property of a desktop registered by the Leostream Agent is determined by the state of
the Set newly-discovered desktops to “Unavailable” option for the Uncategorized Desktops center. If this
option is selected, the Connection Broker marks desktops registered by the Leostream Agent as
Unavailable. Unavailable desktops are not offered to users.

Importing a Desktop by IP Address

You can import one or more desktops into the Connection Broker using the desktop’s IP address. To import
an individual desktop:

1. Go to the > Resources > Desktops page.

2. Click Import Desktop, as shown in the following figure. The Import Desktop form opens.
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STREAM = Status | [RECEMEERY | Clients | Plans | Users

Centers | Tagqs ; Pools | Deskiops | Applications | Printers

3. Inthe Namefield, enter a name for the desktop. This name appears in the Name column on the >
Resources > Desktops page.

4. Inthe Display Name field, enter an optional display name for the desktop. This name can be
displayed to the user at offer time. If left blank, the Connection Broker uses the value in the Name
field as the display name.

5. Inthe Desktop Attributes section:

1.

Enter the desktops hostname in the Hostname edit field.
Enter the desktop’s IP address in the IP Address edit field.

Optionally, enter the desktop’s MAC address and alternate MAC address in the MAC
address, and Alternate MAC addresses edit fields.

Optionally, select the desktop’s operating system from the Operating system drop-down
menu.

Uncheck the Allow Center scans to overwrite these desktop attributes option if you do not
want the Connection Broker to replace the IP address, MAC address, and operating system
you specified with values it learns from a center that registers this desktop.

6. Inthe Assignment section:

1.

2.

In the Assignment mode drop-down menu:
o Select Policy-driven to assign this desktop to users via Connection Broker policies.

e Select Hard-assigned to specific user to assign this desktop to a specific user. If you
select this option, use the Assigned User drop-down menu to select the user to
assign to this desktop.

In the Assign rogue users to this desktop (requires Agent) drop-down menu, indicate if the
Connection Broker should manage assignments for rogue users who log into the desktop.
The setting defaults to the value associated with the primary center that inventories the
desktop.

In the Rogue user policy drop-down menu, if the Connection Broker does manage rogue
users, indicate the policy assigned to those users.

7. Inthe Availability section, if Connection Broker should not offer this desktop to users, select
Unavailable from the Desktop status drop-down menu.
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1. Inthe Failover section:
Enter the name of a desktop to connect the user to in the event that the imported desktop
is unreachable.

2. Select the Failover plan to invoke in the event a user is connected to this failover desktop.
See Specifying Failover Desktops for more information.

In the Leostream Agent section, enter the Hostname or IP address and Port for the Leostream Agent
installed on the desktop. The Connection Broker assumes the agent’s hostname or IP address is the same
the desktop’s unless you specify otherwise.

8. Click Save.

If you are importing a blade that contains PColP Host cards, save the record and then select the Edit action
associated with the desktop to associate the PColP Host cards with the blade.

Importing a Range of Desktops by IP Address

To import a range of desktops:
1. Go to the > Resources > Desktops page.

2. Click Import Range of Desktops, as shown in the following figure.

STREAM (>~

Centers | Tags | Pools | Deskiops | Aracations | Printers

Status | [EEEIMTE Clients | Plans | Users

The Import Range of Desktops form opens.

3. Inthe Naming template field, enter a prefix for the display name for the desktop. This name
appears in the Name column on the > Resources > Desktops page. The Connection Broker
adds an index to the end of this name. You can subsequently modify the name of individual
desktops.

4. Enter the range of desktop IP addresses in the IP address range edit field. Define the range
according to mask. See the following Microsoft article for information on specifying a range of
IP addresses using a mask;

http://technet.microsoft.com/en-us/library/cc784393.aspx

5. Optionally, select the desktops’ operating system from the Operating system drop-down
menu. If the desktops have different operating systems, leave this option as Unspecified and
edit the individual desktops to specify the operating system of each desktop.

6. Inthe Assignment section:

1. Inthe Assignment mode drop-down menu:
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o Select Policy-driven to assign these desktops to users via Connection Broker
policies.

e Select Hard-assigned to specific user to assign all the imported desktops to a single
user. If you select this option, use the Assigned user drop-down menu to select the
user to assign to all of these desktops.

2. Inthe Assign rogue users to this desktop (requires Agent) drop-down menu, indicate if the
Connection Broker should manage assignments for rogue users who log into the desktop.
The setting defaults to the value associated with the primary center that inventories the
desktop.

3. Inthe Rogue user policy drop-down menu, if the Connection Broker does manage rogue
users, indicate the policy assigned to those users.

7. Select Unavailable from the Desktop status drop-down menu if the Connection Broker should
not offer the imported desktops to users.

8. In the Failover section:

1. Enter the name of a desktop to connect the user to in the event that one of the imported
desktops is unreachable.

2. Select the Failover plan to invoke in the event a user is connected to the failover desktop.
See Specifying Failover Desktops for more information.

9. Enter the Port for the Leostream Agent installed on the imported desktops. The Connection
Broker assumes the agent’s IP address is the same as the corresponding desktop’s IP address.

10. Click Save.
Using the Desktops Page

The > Resources > Desktops page, shown in the following figure, lists the desktops inventoried in your
Connection Broker, and their characteristics. You can modify the order and type of characteristics displayed
on this page by clicking the customize link at the bottom left side of the page (see Customizing Tables).

Sign Out Administrator
STREAM -~ | Uusers Gett rted

Status | [CCMIENEN | Clients | Plans

&

| [an wau vl A v
og | Status qa-Zk3-citrix Available Stopped

Status qa-2k3-DPPro2 Available Stopped

g | Status qa-2k3-LSC Available Running 10110163 ga-2k3-sc dev leostrean

alglglar

Log | Status qa-2k3-x64 Available Stopped
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Available Desktop Characteristics

Bulk actions
Checkboxes that allow you to select multiple desktops for performing batch processes. Not all actions are
available for batch processing (see Performing Actions on Multiple Desktops).

Actions
Drop-down menu or list of links indicating the actions you can perform on a particular desktop. Available
actions include some or all of the following:

e Control: Opens a dialog for controlling the power state of the desktop. See Power Control for
Desktops for more information.

e Edit: Opens the Edit Desktop form for this desktop. See Editing Desktop Characteristics for more
information.

e View: Opens a list of available remote viewers.
e Log: Displays the log entries and job queue for this desktop.

e Status: Queries the Leostream Agent for this desktop’s active sessions. You can also use this option
to refresh the Leostream Agent Status column on the > Resources > Desktops page. If the desktop
does have active sessions, you can log these users off by selecting the session and clicking Log out
the selected session, as shown in the following figure.

Active sessions for "XPVL2" (xpvl2.leostream.net)

[ Administrator (disconnected) *7

[ Log outthe selected session(s) ]

e Release: Releases an assigned desktop from the user and returns the desktop to the pool. See
Manually Releasing Desktops for more information. After releasing the desktop, the Connection
Broker applies the user’s Release Plan, which may log the user out or reboot the desktop. This
option does not appear for desktops that are hard-assigned to a user.

e Upgrade: If applicable, indicates the Leostream Agent needs to be upgraded.

£5 The Connection Broker runs the same tasks during the upgrade as you specified for the original
Leostream Agent installation. The Connection Broker always calls the Leostream Agent upgrade
with the reboot flag.

Name
The name given by the management system controlling this desktop.

Display Name
A customizable name that can be displayed to the user when the desktop is offered to the user.
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User Name
The user name associated with the user currently assigned to this desktop.

User AD CN, User AD distinguishedName, User AD Email, User AD sAMAccountName,
User AD userPrincipalName
The Active Directory attributes associated with the user currently assigned to this desktop.

Last Login Time
The last time a user logged into the desktop.

Last Logout Time
The last time a user logged out of the desktop.

Last Connect Time
The last time a user connected to the desktop.

Last Disconnect Time
The last time a user disconnected from the desktop.

User Connected
Displays Yes if a user is connected to the desktop. Otherwise, displays No.

User Logged In

Displays Yes if a user is logged into the desktop. Otherwise, displays No. If the User Logged In column
displays Yes and the User Connected column display No, the user is logged in, but disconnected from their
remote desktop.

User Assignment Mode
Indicates if this desktop is hard-assigned to a user. Possible values include:

o Hard-assigned: The desktop is hard-assigned to a particular user. The Connection Broker does not
consider hard-assigned desktop as available in a pool to offer to another user
e Policy-driven: The desktop is assigned to a user via a policy.

To change the User Assignment Mode, edit the desktop. See Hard-Assigning a Desktop to a User for more
information.

Client Assignment Mode
Indicates if this desktop is hard-assigned to a client device. Possible values include:

o Hard-assigned: The desktop is hard-assigned to a particular user. The Connection Broker will not
include this desktop in any pool or offer it to another user

e Policy-driven: The desktop is assigned to a user via a policy.

See Hard-Assigning a Desktop to a Client for more information.

Availability
Indicates the availability of a desktop, either:
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Available indicates that the desktop is available for use.

Unavailable indicates that the desktop has been taken out of service, for example, if the desktop is
still being configured.

Duplicate indicates that another desktop with the same IP address exists in the desktop list.
Duplicate machines result when a desktop is imported from multiple centers. You may also see
duplicate entries if you have multiple DNS records pointing to an identical machine. See Handling
Duplicate Desktops for more information

Unreachable indicates that this desktop failed a port check that the Connection Broker performed
when offering this desktop to a user, or that the Connection Broker failed to make a viable
XenDesktop Desktop Group for the desktop. If the user’s policy is configured with a backup pool,
when the desktop was marked Unreachable, the Connection Broker offered the user an alternative
desktop from a backup pool (see Specifying Backup Pools). The Connection Broker continues to
offer desktops that are marked as Unreachable. If subsequent port checks pass, the Connection
Broker automatically switches the desktop’s status back to Available.

To change the availability of a desktop:

1.

2.

3.

Select the Edit action for that the desktop. The Edit Desktop form, shown in the following figure,
opens.
Edit Desktop "coral”

Display name

Desktop Attributes

Hostname or IP address

MAC address

00:50:56:B34E:94

Operating system

Windows Server 2003 M

Allow Center to overwrite these desktop attributes

Assignment
Assignment mode
Policy-driven b

Availability

Desktop status
Available v

In the Availability section, use the Desktop status drop-down menu to change the desktop
availability.

Click Save.

To simultaneously modify the availability of several desktops, use the bulk edit action for desktops (see
Performing Actions on Multiple Desktops).
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Power Status
Reflects the overall power state of the desktop, including the virtual machine, the operating system, and
the remote viewer software (see Determining Power State for Physical Desktops).

When a virtual machine is first powered up, the power status values may differ from those displayed for the
machine in vCenter Server or XenServer. The Connection Broker considers a desktop as Running when the
remote viewer service on the desktop is available, not when the virtualization layer considers the desktop
as running.

Possible status values include:

e Starting Power is on, operating system (if present) is booting
e Running Power is on, operating system is running

e Rebooting Stopping and then restarting

e Resuming Restarting after being suspended

e Reverting Returning to the pre-snapshot state

e Suspending Memory is being suspended to disk

e Suspended Memory is suspended to disk

e Pausing CPU is halting, Virtual Machine is kept in memory

e Paused CPU is halted, Virtual Machine is kept in memory

e Stopping Power is on, operating system is shutting down

e Stopped Power is off

e Failed Power up failed

e Unavailable The Connection Broker cannot determine the desktop’s power state

The Failed status generally occurs when you try to power up a machine. If the power up fails, the Failed
status briefly appears before the status changes to Stopped. The Unavailable state appears when a desktop
is registered by an Active Directory center, and the Connection Broker cannot determine the desktop’s
power state.

To see the log entries associated with a desktop, select the Log action for that desktop. Selecting Log opens
the relevant log page, showing all of the actions that have occurred to that desktop.

Hostname

The hostname as reported by the desktop’s center. For physical machines, the Active Directory services
reports the hostname. For virtual machines, the virtualization tools installed on the VM return this
information, for example VMtools installed on VMs hosted in VMware or XenTools installed on VMs hosted
in XenServer. Alternatively, you can install the Leostream Agent on the remote desktop.
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IP Address

The IP address as reported by the desktop’s center. For physical machines, the Active Directory services
reports the IP address. For virtual machines, the virtualization tools installed on the VM return this
information, for example VMtools installed on VMs hosted in VMware or XenTools installed on VMs hosted
in XenServer. Alternatively, you can install the Leostream Agent on the remote desktop.

Leostream Agent Address
The hostname or IP address of the Leostream Agent, if applicable.

MAC Address
The desktop’s MAC address

Machine Name

The machine name. For physical machines, the Active Directory services reports the machine name. For
virtual machines, the virtualization tools installed on the VM return the machine name, for example
VMtools for VMs hosted in VMware or XenTools for VMs hosted in XenServer. Alternatively, you can install
the Leostream Agent on the remote desktop.

Center
The name of the center that is managing this desktop.

Operating System
The operating system hosted within each virtual or physical machine.

With VMware and Citrix XenServer hosts, the Connection Broker displays the operating system specified
when the virtual machine was created. For physical machines, the Connection Broker obtains the operating
system from the Leostream Agent installed on the machine.

OS Version
For Windows desktops, the version of the operating system hosted within each virtual or physical machine,
as reported by the Leostream Agent installed on the desktop.

OS Service Pack
For applicable Windows desktops, the installed service pack for the operating system hosted within each
virtual or physical machine, as reported by the Leostream Agent installed on the desktop.

Computer Model
The desktop’s model number. The desktop must have the most recent version of the Leostream Agent
installed and this agent must have registered itself with the Connection Broker or this value will be blank.

BIOS Serial Number
The desktop’s BIOS serial number. The desktop must have the most recent version of the Leostream Agent
installed and this agent must have registered itself with the Connection Broker or this value will be blank.

CPU Speed (GHz)

The desktop’s processor speed. The desktop must have the most recent version of the Leostream Agent
installed and this agent must have registered itself with the Connection Broker or this value will be blank.
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Number of CPUs
Number of CPUs

RAM (MB)

The total amount of RAM in the desktop. On Linux operating systems, the Leostream Agent determines
RAM using the meminfo function. When used in a virtual machine, meminfo may not include reserved
memory, resulting in a RAM in the Connection Broker that differs slightly from the RAM reported in vCenter
Server.

Number of NICs
The number of network interface cards available on the desktop.

Boot Time
Indicates the date and time the desktop powered up, as reported by the Leostream Agent installed on the
desktop.

Leostream Agent Status

The last known status of the Leostream Agent. The Leostream Agent reports its status to the Connection
Broker when the Leostream Agent registers. The Leostream Agent Status column is blank if there is no
Leostream Agent installed on the desktop or if a previously registered Leostream Agent is no longer
running.

The status can take one of the following three values.

e Running: The Connection Broker located a Leostream Agent on the desktop and the broker is
successfully communicating with the Agent.

e Unreachable: The Leostream Agent’s incoming port is blocked or closed. This state indicates that
the Connection Broker did, at some point, contact the Leostream Agent, but can no longer contact
the Agent. An unreachable Leostream Agent may be blocked by a firewall or the desktop it is
installed on may not be running. In this state, the Connection Broker cannot use the Agent to
distinguish between a user logging out and disconnecting. Therefore, any policy settings based on
this information are ignored.

Unresponsive: The Leostream Agent is running on the desktop and the Connection Broker is able to
contact it, but the Leostream Agent is unable to initiate calls back to the Connection Broker. In this
state, the Connection Broker may not be able to distinguish between a user logging out and
disconnecting. Any of the following configurations may block the Leostream Agent from calling the
Connection Broker.

o A firewall may be blocking the communication

o The Internet Explorer Enhanced Security Configuration Windows component may be
installed and blocking the communication

o The Leostream Agent may not have the correct Connection Broker address
o The Connection Broker VIP on the > System > Network page may not be set correctly (see
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Setting Network Configuration and Connection Broker VIP). If the Leostream Agent is
Unresponsive you may need to enter your Connection Broker address into the Connection
Broker VIP field on the > System > Network page.

Leostream Agent Version

The last known version of the Leostream Agent, if it was ever present. This entry is blank if no Leostream
Agent has ever been detected on this desktop. If the desktop shows a value for the Leostream Agent
Version, but the Leostream Agent Status is empty, an agent registered with the Connection Broker, but was
subsequently uninstalled or stopped.

Snapshot Available
Indicates if a snapshot is available. If there is a snapshot image of the desktop available, this column
displays Yes.

“ Only VMware and Microsoft Hyper-V virtual machines display snapshots.

Desktop Type
The type of desktop as determined by the center that registers the desktop, such as VMware, Citrix, or AD
Machine.

PColP Host Device
For blades, the PColP host card associated with this machine. This property is available only if the Hardware
PColP support option is selected on the > System > Settings page.

PColP Host Device 2
For blades, the optional second PColP host card associated with this machine. This property is available only
if the Hardware PColP support option is selected on the > System > Settings page.

Assigned from Pool, Assigned from Backup Pool, Assigned from Policy

When a desktop is assigned to a user, the Assigned from Pool or Assigned from Backup Pool columns show
which pool that desktop was pulled from as a result of the policy shown in the Assigned from Policy column.
If the desktop is hard assigned, or if it is not assigned to a user, these columns are blank.

Connected to Client
The last client that connected to this desktop.

Current Protocol
Indicates the protocol currently used to connect to this desktop.

Uploaded
Indicates if the desktop record in the Connection Broker was modified using the bulk upload functionality

on the > System > Maintenance page.

Tag Group
Displays the tag assigned to this desktop from each of the four different tag groups.
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Host UUID
Displays the reported SMBIOS UUID.

Computer UUID
Displays the reported ComputerSystemProduct UUID.

HP Blade Location
For HP ProLiant Blades within an HP BladeSystem enclosure, displays the rack name, enclosure name, and
blade location (see Viewing HP Blade Locations).

vCenter Server Custom Attributes

If custom attributes are selected on the > System > Settings page, up to four additional columns may be
available on the > Resources > Desktops page. These columns display the value for the selected custom
attributes.

Failover Desktop
Displays the name of the failover desktop associated with this desktop (see Working with Failover Desktops).

Failed Over

Displays Yes if the user attempted to connect to this desktop but, instead, was connected to their failover
desktop. The Connection Broker does not offer a desktop after it has failed over. You must manually fail
back the desktop (see Working with Failover Desktops).

vCenter Server “Notes”

Displays the contents of the Notes field entered in VMware vCenter Server. If the field contains 70
characters or more, the Connection Broker truncates the text and displays a (show all) link. Click the (show
all) link to expand the row to display the entire field. Use the (hide all) link to collapse the row and hide the
field.

Notes

Displays the contents of the desktop’s Notes field. If the field contains 70 characters or more, the
Connection Broker truncates the text and displays a (show all) link. Click the (show all) link to expand the
row to display the entire Notes field. Use the (hide all) link to collapse the row and hide the Notes field.

Filtering the Desktop List

You can filter the list of desktops in the > Resources > Desktops page using the Filter this list drop-down
menu, shown in the following figure.

STREAM - Status | [CECMIRES | Clients | Plans | Users

Centers | Tags | Pools | Desktops | Applications | Printers

Filter this list: | Mo filter v | fp—

Select the No filter option to list all desktops currently registered with the Connection Broker, divided into a
series of pages if applicable.

Every time you create a desktop pool (see Chapter 7: Creating Desktop and Application Pools) the
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Connection Broker automatically creates a corresponding filter in the drop-down menu. Select one of the
pool filters to limit the list to desktops within the chosen pool.

To edit an existing filter, or create a new filter:
1. Select Edit an existing filter or Create a new filter from the Filter this list drop-down menu.
2. If editing an existing filter, select the filter to edit from the Select a filter drop-down menu.
3. Enter a name for the filter in the Filter name edit field.
4. Select the pool to associate with this filter from the Pool drop-down menu.

5. Use the controls in the Include data that matches section to create rules that further filter the
desktops from this pool.

6. By default, only the user that creates a filter can use it. To allow other user to access your filter,
check the Share the filter with other users option when you create the filter. This filter then
appears in the Filter this list drop-down menu of other users that log into this Connection Broker.
Shared filters are useful if you have additional users with administrative privileges in the
Connection Broker, for example, a Help Desk group that can manage the desktops.

7. Click Save.
Editing Desktop Characteristics

Use the Edit Desktop page to view and modify desktop characteristics. The information to the right of the
Edit Desktop form provides details about the desktop, including any duplicate desktops registered with the
Connection Broker

“'You cannot edit a desktop marked as a duplicate (see Handling Duplicate Desktops). You must use the
Edit Desktop page of the master desktop to edit the desktop attributes.

The form allows you to modify:

e Name:This field appears only if you are editing a desktop in the Uncategorized Desktops center.
Specify a name to use for this desktop, typically the machine name.

e Display name: Optionally specify a customized name to display when this desktop is offered to a
user. If this field is left blank, the display name defaults to the desktop name

o Hostname: Specify the desktop’s hostname. In general, modify this field only if the Connection
Broker is unable to correctly determine the desktop’s hostname. If you select the Allow Center to
overwrite these desktop attributes option, the Connection Broker may overwrite any changes you
made to the hostname when the broker subsequently scans the desktop’s center.

o IP address: Specify the desktop’s IP address. In general, modify this field only if the Connection
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Broker is unable to correctly determine the desktop’s IP address. If you select the Allow Center to
overwrite these desktop attributes option, the Connection Broker may overwrite any changes you
made to the IP address when the broker subsequently scans the desktop’s center.

e IMAC address: Specify the desktop’s MAC address. The Connection Broker typically populates this
field with the value it obtains from the Leostream Agent running on the desktop.

If the Connection Broker cannot determine the desktop’s MAC address, or incorrectly determines
the address, modify this field with the correct MAC address. A correct MAC address is required
when using the wake-on-LAN feature for powering up physical desktops. If you select the Allow
Center to overwrite these desktop attributes option, the Connection Broker may overwrite any
changes you made to the MAC address when the broker subsequently scans the desktop’s center.

e Alternate MAC address: Specify the desktop’s alternate MAC address. The Connection Broker
typically populates this field with the value it obtains from the Leostream Agent running on the
desktop.

e Operating system: Specify the desktop’s operating system. If you select the Allow Center to
overwrite these desktop attributes option, the Connection Broker may overwrite any changes you
made to the operating system when the broker subsequently scans the desktop’s center.

e Allow Center to overwrite these desktop attributes: By default, the Connection Broker gather
information about the desktop’s attributes from the center containing the desktop. To manually
overwrite the desktop attributes returned by the center, uncheck the Allow Center to overwrite
these desktop attributes option.

e Assignment mode:

o Select Policy-driven to assign this desktop to users via policy logic (see Chapter 11:
Configuring User Experience by Policy).

o Select Hard-assigned to specific user to limit this desktop to a particular user. If you choose
this option, select the user from the Assigned user drop-down menu. See Desktop
Assignment Modes for more information on the different types of assignment modes.

* Rogue user settings:
o Inthe Assign rogue users to this desktop (requires Agent) drop-down menu, indicate if the
Connection Broker should manage assignments for rogue users who log into the desktop.
The setting defaults to the value associated with the primary center that inventories the
desktop.

o Inthe Rogue user policy drop-down menu, if the Connection Broker does manage rogue
users, indicate the policy assigned to those users.

o Desktop status:

o Availableindicates the desktop can be assigned to a user.
o Unavailable indicates the desktop cannot be assigned to a user.
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o Duplicate indicates this desktop is a duplicate of another desktop in the list. Duplicate
machines result, for example, when a desktop is imported from multiple centers. Duplicate
desktop records are not considered as part of any pool.

o Allow this desktop to be deleted from disk: Use this setting to allow the Connection Broker to
honor release plans that schedule virtual machine deletions. Only virtual machines in a vCenter
Server center can be marked as deletable.

e Failover: Use this section to indicate if the desktop has an associated failover desktop. See Working
with Failover Desktops for a description of planning desktop failover scenarios.

o Tag Editing: (Not shown in the previous figure) Use the drop-down menus in this section to select
the appropriate tags from any tag group. The Tag Editing section does not appear if you have not
defined any tags (see Defining Pools Using Tags).

e Leostream Agent: Configures the Leostream Agent on this desktop, including the IP address and
port number. The port setting must match the value entered into the desktop’s Leostream Agent
Control Panel dialog. See Configuring Communications with the Leostream Agent for more
information.

e PColP Host Device: (Not shown in the previous figure) Selects the PColP host cards installed on this
desktop, if relevant.

Viewing HP Blade Locations

The Connection Broker can display the physical location of HP ProLiant Blades within an HP BladeSystem
enclosure, if the Leostream Agent is installed on the blade.

“To correctly display blade location, you must enter the blade location, enclosure name, and rack name
in the BladeSystem Onboard Administrator, shown in the following figure. In order for the Leostream Agent
to correctly pick up the location information, after entering the information, reboot the blade.

¥} HP BladeSystem Onboard Administrascr

» ——ry V1A

After you enter this information into the BladeSystem enclosure, you can view the location in the Onboard
Administrator for the individual blade on the BL c-class tab, shown in the following figure.
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Active Onboard Administrator

Onboard IP Address:

Administrator MAC Address:
BladeSystem

. System Health:
Configuration

You must enter this

Wizard Blade Location Device Bay 1 ] i ;
Enclosure Name: Ul1A . information, in order for
Rack Name: U1t the Connection Broker to
B correctly locate the Blade.
Browser:

Enclosure UID Light: Turn UID On @ oFF

The Connection Broker queries the Leostream Agent installed on the blade for the location information. The
Connection Broker then displays the location information on the right side of the Edit Desktop page for the
blade, for example:

Edit Desktop "RGS-MM" ) Details for "RGS-MM":

Status: running
Bty pETvE Hostname or IP address: rgs—-mm leostream net

‘ Windows machine name rgs-mm.leostream.net

________________________________________ Operating system: Windows XP Professional
Desktop Attributes Center AD

Leostream UUID 4901dBa3-6171-49e0-9ea5-4652b3573cTe
Hostname or IP address Current assigned user: none

‘ Availability: available
HP iLo blade location:
Blade location: Semice Bay 1
Enclosure name: TRUT1A
Rack name: TRU11
Enclosure serial USET2959T3
Enclosure model BladeSystem c7000 Enclaosure
Enclosure bays

‘rgs-mm.leuslream net
MAC address
00:1C:C4.A6.DED0 \

Operating system
‘Windows XP Professional N

Allow Center to overwrite these desktop attributes

Assignment
Assignment mode
Policy-driven v

You can display this information directly on the > Resources > Desktops page by adding the HP Blade
Location column, which is off, by default. See Customizing Tables for information on adding this column to
the > Resources > Desktops page.

After you add the HP Blade Location column, any HP blade that provides location information includes a
partial display of this information, as shown in the following figure.

~
STREAM Status | [EESUMSS | Clients | Plans | Users | System
Centers | Tags | Pools | Desktops | Applications | Printers

Import Desktop  Import Range of Desktops
Filter this list

HP Blade Leostream
o Actions Mame = Location Agent Version  User
& W
O Contral | Edit | View | Log | HD status RGS-VM
O Contral | Edit | View | Log | HD status RGS—I‘JW(Ragk Enclosure -Blade location) 4.5.29.0

The information is displayed in the following format.

Rack: Enclosure: Blade location

Where Rack, Enclosure, and Blade location are replaced with the values for the rack name,
enclosure name, and blade location you entered in the BladeSystem Onboard Administrator.
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Manually Releasing Desktops

You can release a desktop that is assigned to a user by selecting the Release action associated with the
desktop, as shown in the following figure.

STREAM (~

Centers | Tags | Pools | Desktops | Applications | Printers

Status | [EECIINEEE | Clients

Filter this list: | No filtsr he

=] Actions “/
A %V

O Control | Edit | Log | HD status lsmallherriesjr

O Control | Edit | Log | HD status {Release SUNRAY-KP1

The Connection Broker prompts you to confirm the release action, as shown in the following figure.

[ ]

Releasing the desktop back to its pool invokes the "when Desktop
is Released' portion of the desktop's Pawer Control and Release
Plans.

Do you want ta continue and release 'kdg-winxp'?

Use the Release bulk action if you need to release several desktops, simultaneously (see Bulk Release,
Refresh, and Remove for Desktops).

’Manually releasing the desktop immediately invokes the When Desktop is Released section of the
power control and release plan assigned to this desktop in the user’s policy. For example, if the release plan
is configured to log the user out, the Connection Broker immediately logs out the user when you click the
Release action.

Using Virtual Machine Snapshots

VMware and Hyper-V virtualization layers allow you to take snapshots of running or stopped virtual
machines. This snapshot contains a complete system image (disk and memory) of a virtual machine at a
particular moment in time, providing a way to restore a machine to a previous state. Users can continue to
use machines after a snapshot is taken.

You can use snapshots to ensure that, to revert a desktop back to a known state after a user is finished
using that desktop. The power control plan assigned to the desktop decides when to revert to a snapshot.
See Power Control Plans for more information.

Handling Duplicate Desktops

If the same desktop (physical or virtual) is registered with the Connection Broker from multiple centers, the
Connection Broker marks the Availability of a single instance of the desktop as Available and the remaining
instances as Duplicate in the > Resources > Desktops page.

99



Chapter 6: Working with Desktops and Applications

The Connection Broker sets the available desktop as the instance registered from the center providing the

most power control options, as follows:

1. The instance registered from a virtualization layer, such as VMware vCenter Server
2. The instance registered from an Active Directory center
3. The instance manually registered with the Uncategorized Desktops center

7§ you create a center associated with an Active Directory tree that contains multiple records for the

same desktop, the Connection Broker marks a single instance as available.

The Connection Broker uses the union of desktop attributes from the Available and Duplicate desktop

instances when determining if a desktop is part of a particular pool, as well is if a desktop is policy-offered
to a user. The Connection Broker places only the Available desktop into the pool. Desktops that are marked
as Duplicates are never members of a pool nor are they offered to users.

The text on the right-hand side of the Edit Desktop page shows the union of the attributes for all available
and duplicate desktop instances, as shown for example in the following figure. Use the Edit Desktop page
associated with the available desktop to edit the desktop attributes. You cannot modify desktop attributes

on the Edit Desktop page associated with a duplicate desktop.

@ Duplicate records cannot be edited. Go to "RGS MII" to edit the desktop attributes.
Edit Desktop "HPVWX460" Details for "HPWX460"
Status
Display name Hostname or IP address
no value VWindows machine name

Desktop Attributes

Hostname
rgs-mm.leostream.net

MAC address
00:1C:C4:A6:DB:D0

Operating system
Windows XP Professional
[Yes] Allow Center to overwrite these deskiop attributes

Assignment
Assignment mode

Policy-driven

Availability

Desktop status
Duplicate

[No] Allow this desktop to be deleted from disk
Failover

Failover desktop

No value

Failover plan
Default

Leostream Agent

Hostname or [P address  Port
no value 8080

[Femore J Corcel

COperating system
Center
Leostream UUID
Current assigned user
Availahility
HF iLo blade location
Server bay
Rack name
Enclosure serial
Enclosure name
Enclosure model
Enclosure hays
Bays filled
Duplicates

running

rgs—mm.leostream.net
rgs—mm.leostream.net

VWindows XP Professional
9971b7f8-92a7-4a82-8a05-d744 36639833
nene

duplicate

1

TRUNM
USET2959T3
TRUT1A

BladeSystem c7000 Enclosure Click the master to edit

16 the desktop properties.

130
SS5-MM {master)

Active Directory attributes for "HPYWWX460"

accountExpires

cn

codePage
countryCode
displaylMame
distinguishedMame
dMSHostMName
instanceType
isCriticalSystemObject
lastLogonTimestamp
localPolicyFlags
name

9223372036854775807

HPWX460

0

0

HPWX4605

CN=HPW¥460.CMN=Computers DC=leostream,DC=net
HPWX460 leostream.net (resolves to 172.29.229.20)
4

FALSE

128053647921530000

0

HPW/X460
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Working with Failover Desktops

Failover desktops allow you to provide users with a secondary desktop in the event the Connection Broker
cannot contact the user’s primary desktop.

£5 Failover desktops are primarily intended for desktops that are hard-assigned to a user. For pool-based
failovers, please see Specifying Backup Pools.

Specifying a Failover Desktop

Use the Edit Desktop page to specify a failover desktop for a particular primary desktop, as described in the
following procedure.

Select the Edit action associated with the primary desktop.

On the Edit Desktop page that opens, scroll down to the Failover section, shown in the following
figure.

Failover

Failover desktop

Failover plan
Default +

In the Failover desktop field, enter or select the name of the desktop to use for failover.

/' The list does not contain any desktops that are already assigned to a user, either by policy or by
hard-assignment. If the desired failover desktop does not appear in the list, you can check the User
column on the > Resources > Desktops page to see what user is currently assigned to the desired
failover desktop.

From the Failover plan drop-down menu, select the failover plan to invoke when the primary
desktop fails over. Failover plans allow you to warn the user when their primary desktop has failed.

Failover plans apply only when the user is logging in from Leostream Connect.

Save the Edit Desktop form.

Creating Failover Plans

The Connection Broker provides a default failover plan that informs the user when their primary desktop
fails, causing the Connection Broker to connect the user to their failover desktop.

? The failover plan is invoked the first time the Connection Broker detects the desktop has failed. After
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the Connection Broker marks the desktop as failed, the Connection Broker does not offer that desktop to
the user until you manually failback the desktop (see Failing Back a Desktop).

Failover plans are listed on the > Plans > Failover page, shown in the following figure.

STREAM Z Status | Resources | Clients | [JENEN | Users
Protocol | Power Control | Release | Display | Printer | Registry | Failover
Create Failaver Plan
Actions Name

All b
Edit Custom Motice
Edit Default
Edit Mone

To create a new failover plan:
1. Click the Create Failover Plan link. The create Failover Plan page opens.

2. Provide a name for the plan in the Plan name edit field. Use this name to associate the plan with
desktops.

3. From the Display mode drop-down menu, indicate the warning to issue when the user’s primary
desktop fails over.

a. Do not display notification: Silently connects the user to their failover desktop.

b. Display default notification: Display the default warning. This warning informs the user
that their primary desktop is unavailable, and provides the name of the fail over desktop
that will be launched in its place.

c. Define custom notification: Display a custom dialog.

4. If Define custom notification is selected, the Edit Failover Plan displays the extra fields shown in the
following figure.

Edit Failover Plan )

Plan name
Custom Notice ‘

Notification
Failover plans are invoked only when Iogging in from Leostream Connect

Display mode
Define custom notification v

Dialog title

Motification text

a. Inthe Dialog title field, enter a name to display in the title bar of the warning dialog.
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b. In the Notification text field, enter the message to display in the warning dialog.

5. Click Save.
Manually Failing Over a Desktop

You can test if users are receiving the correct failover desktop and failover plan by manually failing over the
primary desktop, as follows.

1. Go to the > Resources > Desktops page.

‘wjm 30,

“?This page must include the Bulk action column. See Customizing Tables for information on
adding this column to the table, if it is not shown.

2. Select the bulk action checkboxes associated with each desktop to fail over.

3. From the drop-down menu at the top of the bulk action column, select Edit as shown in the
following figure.

STREAM (= .
Status | [CECSIEEEE | Clients | Plans | Use
Centers | Tags | Pools | Desktops | Applications | Printers

Import Desktop Import Range of Desktops
Filter this list: |N0 filter "|
HP Blade Failover Failed
b Location Actions Mame = Desktop Over
v [kdg-win = [au v
Control | Edit | View | Log | Status  kdg-win2K3
Refresh Control | Edit | View | Log | Status kdg-win2k8
Eg:ygi \ Contral | Edit | View | Log | Status  kdg-win2k8-rds
O \ Control | Edit | View | Log | Status  kdg-win7
\ Control | Edit | View | Log | Status  kdg-winxp kdg-winZK3 Mo

First select the bulk edit checkbox then select "Edit" from the
bulk action drop-down menu.

4. In the Edit desktop page that opens, select the Fail over option in the Failover section, as shown in
the following figure.
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Edit One Desktop )
Assignment

Forget previously-assigned user

Availability

Desktop status
Select . v

Lecstream Agent

Port

Upgrade Agent to latest version

Tag Editing

Regions.
Select ... A

Apply Auto-Tags

Remote Desktop Services/Multi-User

Convert to a Remote Desktop Services/Multi-User Center

Failover

Do nothing /
* Fail over

Fail back to primary desktop

5. Click Save. The Failed Over column for the selected desktops on the > Resources > Desktops page
displays Yes.

Failing Back a Desktop

After you manually, or the Connection Broker automatically, fails over a desktop, you must manually fail
back that desktop before it will be offered to another user. To fail back one or more desktops:

1. Go to the > Resources > Desktops page.

# This page must include the Bulk action column. See Customizing Tables for information on
adding this column to the table, if it is not shown.

2. Select the bulk action checkboxes associated with each desktop to fail back.

3. From the drop-down menu at the top of the bulk action column, select Edit as shown in the
following figure.
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STREAM (~ .
Status | [REEEHUNE] | Clients | Plans | Use
Centers | Tags | Pools | Deskiops | Applications | Prnters

Import Desktop  Import Range of Desktops
Filter this list: |ND filter v|
HP Blade Failover Failed
& Location Actions MName = Desktop Over
w |kdg-w|n V‘ |AH v| |
Control | Edit | View | Log | Status  kdg-win2K3
it
Refresh \ Control | Edit | View | Log | Status  kdg-win2k8
Fple:nove \ Control | Edit | View | Log | Status  kdg-win2k8-rds
O \ Contral | Edit | View | Log | Status  kdg-win7
\ Contral | Edit | View | Log | Status  kdg-winxp kdg-win2K3  Yes

First select the bulk edit checkbox then select "Edit” from the
bulk action drop-down menu.

4. In the Edit desktop page that opens, select the Fail back to primary desktop option in the Failover
section, as shown in the following figure.

Edit One Desktop )
Assignment
Forget previously-assigned user

Availability

Desktop status
Select . v

Lecstream Agent

Port
,—

Upgrade Agent fo latest version

Tag Editing

Regions.
Select ... v

Apply Auto-Tags

Remote Desktop Services/Multi-User

Convert to a Remote Desktop Services/Multi-User Center

Failover

Do nothing

Fail over /
® Fail back to primary desktop

5. Click Save. The Failed Over column for the selected desktops on the > Resources > Desktops page
for these desktops displays No.

Combining Backup Pools and Failover Desktops

In general, use backup pools for policy-assigned desktops and failover desktops for hard-assigned desktops.
If you policy-assign a desktop that has a failover desktop, the Connection Broker does not perform any
backup pool checks on the desktop selected from the primary pool. Instead, the Connection Broker always

offers the selected desktop and checks the desktops at assignment time to determine if the failover desktop
should be launched.
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Performing Actions on Multiple Desktops

You can perform the following actions simultaneously on several desktops:

e Control: Perform power control actions, such as shut down or start up, on a group of desktops. You
must have the necessary Role permissions to complete the requested power control action.

e Edit: Perform actions such as upgrading installed Leostream Agents, managing failover states,
changing the desktop status, and converting a desktop to a multi-user center. For information on
changing the desktops’ failover states, please see Working with Failover Desktops. The remaining
bulk actions are described in the following sections.

e Refresh: If one of the selected desktops is part of an Active Directory center, perform a refresh of
that center.

e Remove: Removes these desktops from the > Resources > Desktops page. The desktops may
reappear after a subsequent center scan.

e Release: Releases the desktop from the assigned user. The Connection Broker immediately
performs any actions on the associated release and power control plans.

e Upgrade: Push out upgrades to the Leostream Agent installed on the selected desktops. The
desktop must have an existing Leostream Agent.

e Deploy: Deploy a Windows operating system to an HP Moonshot System node. See the Leostream
and HP Moonshot System Reference Architecture for complete details.

To perform an action on a multiple desktops:

1. Inthe Bulk Action column, select the checkbox associated with each desktop. To select all the listed
desktops, click the check box at the top of the Bulk action column (see Performing Bulk Actions).

?If the check boxes are not visible, click the customize link at the bottom of the page and add the
Bulk actions column. See Customizing Tables for more information.

2. Select the action to perform from the drop-down menu at the top of the column of checkboxes.
Removing Desktop Affinities

When the user’s policy selects Favor desktops previously assigned to this user from the Desktop selection
preference drop-down menu, the Connection Broker always attempts to offer the user the last desktop
they were assigned from a particular pool.

In some cases, you may want to force the Connection Broker to select a new desktop from the pool, instead
of automatically offering the last assigned desktop, for example, if you need to perform maintenance on the

user’s desktop. You can remove the user’s affinity to their previously assigned desktop, as follows.
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1. Go to the > Resources > Desktops page.
2. Inthe Bulk Action column, select the checkbox associated with the user’s desktop.

3. Select the Forget previously assigned user, as shown in the following figure.

Edit One Desktop )

Assignment

| Forget previously-assigned user /

Availability

Desktop status
Select A

Leostream Agent

Port

Upgrade Agent to latest version

Tag Editing

Regions
Select v

Apply Auto-Tags

Remote Desktop Services/Multi-User

Convert to a Remote Desktop Services/Multi-User Center

4. Click Save.

The next time the user logs into the Connection Broker, the broker will select a desktop from the pool using
the rules defined in the policy, without giving preference to this desktop.

Changing the Availability of Multiple Desktops

When editing multiple desktops, the setting in the Desktop status drop-down menu indicates if the
desktops are available for assignment to a user. To change the availability of all the desktops being edited,
select either Available or Unavailable from the Desktop status drop-down menu. After you save the bulk
Edit form, all the edited desktops have the selected availability.

Updating the Leostream Agent on Multiple Desktops

You can use the Upgrade option in the Bulk actions column to push out Leostream Agent upgrades to
multiple desktops. Alternatively, you can use the bulk Edit form to upgrade the Leostream Agent on all
selected desktops by selecting the Upgrade Agent to latest version option in the Leostream Agent section.

When you request a Leostream Agent upgrade, the Connection Broker updates all desktops running a
Leostream Agent older than the version shown on the > Status > Downloads page.

When using the bulk Edit form, you can change the Leostream Agent port on multiple desktops by entering
the new Leostream Agent port into the Port edit field in the Leostream Agent section.
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Applying Tags to Multiple Desktops

See Bulk Tagging Desktops for a description of using the Tag Editing section in the bulk Edit page.

Converting Desktops to Remote Desktop Services / Multi-User Centers

You can use the bulk Edit action to convert desktops listed on the > Resources > Desktops page into Remote
Desktop Services / Multi-User Centers. If, for example, you inventoried Windows Servers using an Active
Directory center, this feature simplifies setting up the RDS sessions to offer out to users.

To convert the desktops into centers, in the Edit n desktops form, select the Convert to a Remote Desktop
Services / Multi-User Center option, as shown in the following figure.

Edit One Desktop

Assignment

Forget previously-assigned user

Availability

Desktop status
Select v

Lecstream Agent

Port

Upgrade Agent to latest version

Tag Editing

Regions.
Select .. A

Apply Auto-Tags

Remote Desktop Services/Multi-User

Convert to a Remote Desktop Services/Multi-User Center /

Enter the number of sessions to allocate for each center in the Maximum concurrent connections edit
field, and configure the refresh interval using the Refresh interval drop-down.

After you click Save, the Connection Broker automatically creates a Remote Desktop Services / Multi-User
center for each selected desktop, and initializes the specified number of sessions for each center. The new
centers appear on the > Resources > Centers page, while the new sessions appear on the > Resources >
Desktops page. The Connection Broker marks the original desktops as Unavailable on the > Resources >
Desktops page, to ensure that the sessions, and not the desktop, are offered to users via policies.

Bulk Release, Refresh, and Remove for Desktops

After you select either the Release, Refresh, or Remove bulk action, the Connection Broker opens a
confirmation window, for example:
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Remove two desktops

The selected desktops will be removed from the Connection Broker database.
Refreshing a center may cause the desktop to reappear in the list

Remaoving a large number of desktops may take a few minutes. Do you want to continue?

Click OK to proceed with the action, or Cancel to close the window without completing the action.

? When refreshing multiple desktops, the Connection Broker refreshes only the desktops from an Active
Directory center.

Power Control for Desktops

The Connection Broker provides different levels of power control, depending on the center that registered
the desktop and on the options selected in the > System > Settings page.

e Virtual Machines from a VMware, Citrix, Microsoft, Red Hat, or Xen Center: Shutdown, power off,
start, suspend, resume, and reboot is available for virtual machines hosted in VMware, Citrix,
Microsoft, Red Hat, and Xen virtualization hosts. Reboot can be either the Shutdown and Start
option or the Power Off and Start option. The Connection Broker uses the virtualization layer APIs
to perform the power control action.

If a power down or reboot is requested for a VMware virtual machine that does not have a running
version of VMware Tools, the Connection Broker attempts to power control that VM using the
Leostream Agent, if an agent is present.

e Virtual Machines in the Uncategorized Desktops center: Shutdown and reboot is available for
virtual machines on other hypervisors only if a Leostream Agent is installed on the virtual machine.
Reboot must be done using the Shutdown and Start option.

e Virtual Machines in an Active Directory center: Shutdown and reboot is available for virtual
machines that are registered with the Connection Broker from an Active Directory center if the
virtual machine has an installed and running Leostream Agent. Reboot must be done using the
Shutdown and Start option.

e Physical Machines: Shutdown and reboot is available for physical desktops with an installed
Leostream Agent. Reboot must be done using the Shutdown and Start option. The Power Off and
Start option is not supported.

e Wake-on-LAN-enabled Physical Machines: Start is available for physical desktops that are Wake-on-
LAN-enabled, or that integrate with 1E WakeUp using a Microsoft System Management Server
(SMS) 2003 plug-in (see Configuring Power Control Options for Physical Desktops).

e Hardware-based Teradici PC-over-IP Blades/Workstations: Start, shutdown, and reboot is available
for IBM blades equipped with a Teradici PC-over-IP card via API calls to the Teradici host card.

e Remote Desktop Services Sessions: No power control is available for RDS sessions.
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? The Shutdown and Start options first attempts to shutdown the guest OS. In VMware and Citrix
virtualization layers, this is identical to the reboot option, and requires fewer resources then completely
shutting down the VM. If the Connection Broker cannot shutdown the guest OS, it completely shuts down
the desktop before the restart.

Determining Power State for Physical Desktops

The Connection Broker uses the VM management system to determine the power state of virtual machines
registered from a virtualization center. To determine the power state of desktops from an Active Directory
or Uncategorized Desktops center, the Connection Broker polls the desktops in the center, checking for
open display protocol ports or Leostream Agent ports.

By default, when new desktops appear in the Connection Broker from an Active Directory or Uncategorized
Desktops center, their Power Status is shown as Unavailable. During the poll, the Connection Broker marks
the desktop as running if it finds an open display protocol or Leostream Agent port. If no open ports are
found, the Connection Broker marks the desktop as stopped. If the Connection Broker cannot locate the
desktop, for example the desktop has no IP address and the hostname does not resolve, the desktop power
status remains set to unavailable.

Manually Changing a Desktop’s Power State

To manually control a desktop, on the > Resources > Desktops page, select the Control action associated
with the desktop. Depending on the status of the desktop, whether it is physical or virtual, and the type of
virtualization layer, you can select one of the power control options. All power control options are
displayed, although not all may apply. For example:

e |[f the desktop is Running, you can Shutdown, Power Off, Suspend, Shutdown and Start, or Power
Off and Start

e If the desktop is Suspended, you can Resume

e If the desktop is Stopped, you can Start

L5 All Power Off options forcefully power off the machine, with no attempt to gracefully shutdown the
operating system.

Configuring Power Control Options for Physical Desktops

You can power up physical machines using either Wake-on-LAN or a 1E WakeUp server. To enable power
control for physical machines, select one of the options for the Power control for physical machines drop-
down menu on the > System > Settings page. Options include:

e No power control: The Connection Broker will not attempt to power up physical machines
e Send Wake-on-LAN packets: The Connection Broker sends Wake-on-LAN packets. The target

desktop must be on the same subnet as the Connection Broker (see Using Wake-on-LAN for Power
Control).
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e Use SMS Server call to 1E WakeUp: The Connection Broker calls Microsoft SMS, which uses 1E
WakeUp to power up physical machines (see Configuring 1E WakeUp Communications).

Using Wake-on-LAN for Power Control

To use Wake-on-LAN to power control a physical machine, the machine must be powered on when the
Connection Broker first discovers the machine. In addition, the machine must have an installed Leostream
Agent, which is successfully communicating with the Connection Broker.

The Leostream Agent provides the Connection Broker with a list of the machine’s MAC addresses. When
Wake-on-LAN is enabled, the Connection Broker sends out a magic packet to every MAC address in the list
every time a request is made to power up a physical machine.

By default, the Connection Broker does not send Wake-on-LAN packets. To enable Wake-on-LAN, select
Send Wake-on-LAN packet from the Power control for physical machines option on the > System >
Settings page, as shown in the following figure.

Edit Settings

Enable Features

[T Hardware PColP support
USB passthrough contral

[J Connection Broker forwarding
[Jwirtual machine provisioning
Registry plans

[J Resource offers fram Xendpp Services Sita

Connection Broker metrics
Power control for physical machines:
Send ¥Wake-on-LAN packet v

Wake-on-LAN port

In the Wake-on-LAN port edit field, enter the port that should receive the Wake-on-LAN magic packets
from the Connection Broker.

" If the Connection Broker is not successfully powering up one of your physical desktops, ensure that the
Connection Broker has the correct MAC address in the MAC address field on the Edit Desktop page. If this
field is empty, or incorrect, enter the desktop’s MAC address and deselect the Allow Center to overwrite
these desktop attributes option. With this option unchecked, the Connection Broker will not change
entries in the IP address, MAC address, or Operating system fields when the desktop’s center is scanned.

{55 The machine’s NIC must not be password protected for the Connection Broker to power up the
machine using a Wake-on-LAN packet. In addition, the Connection Broker and desktop must be in the same
subnet.

Configuring 1E WakeUp Communications

To use 1E WakeUp to power up physical machines, you must install 1E WakeUp on a server that is running
Microsoft System Management Server (SMS) 2003, and ensure that the SMS plug-ins are installed for 1E
WakeUp.

After 1E WakeUp is installed and configured, enable the feature in your Connection Broker by selecting Use
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SMS Server call to 1E WakeUp from the Power control for physical machines drop-down menu on the >
System > Settings page.

Your Connection Broker now contains a > Resources > 1E Power Control page, shown in the following
figure.

STREAM (~

Centers | Tags | Pools | Desktops | Applications | Printers | 1E Power Control

Status | [EEEOGESS | Clients | Plans | Users | System

All »
Mo SMS Servers found

Click the Edit 1E SMS Configuration link to enter the IP addresses and credentials for your SMS servers that
communicate with 1E WakeUp.
At a minimum, enter the following information for the primary SMS server.

1. Inthe Primary SMS server edit field, enter either the DNS name or IP address of the primary SMS
server for 1E WakeUp calls. By default, the Connection Broker sends SMS calls only to this server.

2. Inthe User Name edit field, enter the user name for an account with administrator privileges to the
SMS server.

3. Inthe Domain edit field, enter the domain in which the administrator resides.
4. Inthe Password edit field, enter the password for this administrator.

For fault tolerance, you can specify secondary SMS servers. If the primary server fails, the Connection
Broker sends the SMS call to all the secondary servers. To specify more than three secondary SMS servers,
select an item from the [Add rows] drop-down menu.

? The Connection Broker requires the desktop’s NetBIOS name in order to successfully issue a wake-up
command using 1E WakeUp. To obtain the NetBIOS name, the Connection Broker queries the Active
Directory center that registers this desktop. If the desktop’s Active Directory record does not contain an
accurate NetBIOS name, the wake-up command fails.

Desktop Assignment Modes

The Connection Broker provides several different modes for assigning desktops to a user, including:

e In policy-assigned mode, the desktop is assigned to users using a Connection Broker policy. Policy-
assigned desktops can be in one of two modes:

o Infollow me mode, the user’s assigned desktops follow the user from client to client,
assuming the user is offered the same policy at the new client (see Follow Me Mode).
Therefore, if the user establishes a connection to a desktop from one client, Leostream
moves that desktop connection to the user’s next client.
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o Kiosk mode is designed to support generic user accounts (see Kiosk Mode). When using
kiosk mode, you have one login identity that is shared by multiple users, and each user
needs a unique desktop. In kiosk mode, if a user establishes a connection to a desktop at
one client and then that same username logs in at a different client, Leostream does not
move the original desktop connection to the new client. Instead, the user is offered a
different desktop.

e |n hard-assigned to user mode, a desktop is assigned and, therefore, always offered to a particular
user regardless of which client device they use (see Hard-Assigning a Desktop to a User).

e In hard-assigned to client mode, the same desktop is assigned and, therefore, offered to any user
that logs in at a particular client device (see Hard-Assigning a Desktop to a Client).

e Inrogue-assigned, the Connection Broker assigns the desktop to the user after the user has logged
in as rogue (see Assigning Desktops to Rogue Users).

Follow Me Mode

By default, Connection Broker policies assign desktops using follow-me mode. The policy assigns a desktop
to the user irrespective of the client they are using. In this case, if user A logs into their desktop from the
thin client on their desk, the policy assigns them a desktop. If user Athen logs in from another client at
another desk, the policy disconnects user A from their previous client and reconnects them to their original
desktop at the new client.

Kiosk Mode

Using kiosk mode allows the same username to be simultaneously logged into different desktops at
different clients, meaning the Connection Broker selects desktops to offer based on the username and
client, not just the username.

Kiosk mode is commonly used in call centers, classrooms, and public computer kiosks where a single login
identity is shared by everyone. In this case, all users enter the same username to log in at different clients,
for example, in a classroom of computers all using the user name student. Each client requires its own
desktop, even though the user name is the same on each client.

To enable kiosk mode for a particular policy, select User and client (“kiosk” mode) from the Select desktops
to offer based on drop-down menu on the Edit Policy page, shown in the following figure. See Chapter 11:
Configuring User Experience by Policy for information on configuring user policies.

Desktop Assignments from Pools

When User Logs into Connection Broker

Mumber of desktops to offer 1 v
Pool: Select . v
Backup pool: Select v
Offer desktops fram this pool To all users of this policy v

Select desktops to offer based on User {"follow-me" mode)

Display desktop to user as
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Use the Current Client column on the > Resources > Desktop page to differentiate between desktops
assigned to the same user from different clients.

Hard-Assigning a Desktop to a User

You can hard-assign a desktop to users that require a persistent desktop. The Connection Broker always
offers users their hard-assigned desktops, in addition to any policy-assigned desktops.

To hard-assign a desktop to a user:
1. Go to the > Resources > Desktops > Edit page.

2. Select the Hard-assigned to specific user option from the Assignment mode drop-down menu. The
Assigned user drop-down menu appears, as shown in the following figure.

Assignment

Assignment mode /
Hard-assigned to specific user v

Assigned user /
cake -

3. Select the user you want to hard-assign to this desktop from the Assigned user drop-down menu.
See Using Searchable Drop-Down Menus for instructions on using this GUI element.

4. Click Save.

¥ The Connection Broker uses the Desktop Hard Assignments section of the user’s policy to determine
the settings for hard-assigned desktops.

Hard-Assigning a Desktop to a Client

You can hard-assign a desktop to a particular client device, to ensure that any user logging in through that
client receives the same desktop.

? A user who logs in at a client that is hard-assigned to a desktop is not offered their hard-assigned or
policy-assigned desktops.
To hard-assign a desktop to a client:
1. Go to the > Clients > Clients page.

2. Select the Edit action for the appropriate client. The Edit Client form opens.

3. Select the Hard-assigned to a specific desktop option from the Desktop assignment mode drop-
down menu. The Assigned desktop drop-down menu appears, as shown in the following figure.
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Edit Client "KAREN.LEOSTREAM.NET"

Mame
KAREMN.LEOSTREAM.NET

Assignment

Desktop assignment mods: /
Hard-assigned to specific desktop +
Assigned desktop

Multi-monitar ennnnet

4. Select the desktop you want to assign to this client from the Assigned desktop drop-down menu.
See Using Searchable Drop-Down Menus for instructions on using this GUI element.

The desktops available for hard-assignment are filtered based on the desktops your role gives you
permission to access (see Customizing Access to Desktops)

5. Click Save. All users that log in at this client receive same hard-assigned desktop.

£5 You cannot hard-assign an application to a client.

The Connection Broker uses the Desktop Hard Assignments section of the user’s policy to determine the
policy settings for desktops that are hard-assigned to a client.

You can instruct PColP clients to connect to their hard-assigned desktop as soon as the client boots. See
Direct Connections to Hard-Assigned Desktops for more information.

Assigning Desktops to Rogue Users

The Connection Broker manages all users that log in using a Leostream client, such as the Leostream Web
clients, Leostream Connect, PColP zero clients, or any thin client that communicates with Leostream. In
some cases, however, users may connect to their desktop without logging in at a Leostream client. For
example, users may log into the HP RGS Receiver and connect directly to a desktop running an HP RGS
Sender. In this latter case, the Connection Broker considers the user as rogue.

If a Leostream Agent is running on the remote desktop, the Connection Broker receives notification of the
rogue user login. Connection Broker 8.0 then allows you to treat the rogue user as a Leostream user, and
assign the user a policy that manages the user’s session.

Rogue user management is enabled at the center level, with override options available for individual
desktops. To indicate that the Connection Broker should mange rogue user logins for a particular center.

1. Select the Assign rogue users to desktops from this center option on the Edit Center page.

2. From the Rogue user policy drop-down menu, indicate the policy to assign to the user. The
Connection Broker users the Rogue User Assignments section of the policy to determine the power
control and release plan to associate with the desktop after the Connection Broker assigns the

desktop to the user.

You can override both of the previous settings for individual desktops using the related options on the Edit
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Desktop page.

The Connection Broker uses the following logic after receiving notification of a rogue user login to a desktop
that is set to assign desktops to rogue users:

e |[f the desktop is marked as Unavailable, the Connection Broker logs the rogue user login notification
but does not assign the user to the desktop or apply the rogue user policy

e If the desktop is policy-assigned or hard-assigned to another user or client, the Connection Broker
logs the rogue user login notification but does not assign the user to the desktop or apply the rogue
user policy

o If the desktop is available for assignment, the Connection Broker looks for a user on the > Users >
Users page that matches the domain and username sent in the rogue user login notification.

? The Leostream Agent may not be able to send a reliable Domain parameter when it detects a
rogue user login.

e |f the Connection Broker locates a matching user on the > Users > Users page, the Connection
Broker assigns the desktop to that user and applies the Rogue User Assignments section of the
policy listed on that desktop’s Edit Desktop page.

7 |f the Connection Broker locates a matching user on the > Users > Users page and the desktop
is hard-assigned to that user, the Connection Broker uses the Desktop Hard Assignments section of
the policy listed on that desktop’s Edit Desktop page.

e If the Connection Broker cannot locate a matching user on the > Users > Users page, the Connection
Broker creates a new user, assigns the desktop to that user, and applies the Rogue User

Assignments section of the policy listed on that desktop’s Edit Desktop page.

After the user is assigned to the desktop, the Connection Broker no longer considers them as rogue.
Managing Applications

The > Resources > Applications page, shown in the following figure, lists the applications and desktops
published in your Citrix XenApp centers.

STREAM = Status | [CECIINESE | Clients | Plans | Users

Centers | Tags | Pools | Desktops | Applications | Printers
Filter this list. | Mo filter W

Alllv] Al |>| Al ~

Calculator Coral Disabled

Citrix SA32-cmd Citrix Available

CitrixSA32-Notepad Citrix Available

Wordpad Coral Available

Support Desktop Coral Available
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You can group these applications into any number of pools, which can then be assigned to end user’s via
policies (see Creating Application Pools).

Available Application Characteristics

Action

Click View to open an ICA connection to this application. Connection Broker uses the ICA-file stored in the
Leostream Connect Configuration section of the Default policy.

? You must have the Citrix XenApp Plugin installed on your client device to launch the application.

Name
The name of the applications, as defined in XenApp.

Type
Indicates if the published resource is an application or full desktop.

Center
The name of the XenApp center that contains the application.

Availability

Indicates if the application is available for assignment to a user. If the application is disabled in XenApp, the
Connection Broker enters Disabled into this column. Otherwise, the Connection Broker marks the
application as Available.

Filtering the Application List

You can filter the list of applications in the > Resources > Applications page using the Filter this list drop-
down menu, shown in the following figure.

STREAM (~

Status | [CEEMISEN | Clients | Plans | Users

Centers | Tags | Pools | Desktops | Applications | Printers
Filter this list- | Mo filter v | —

The No filter option lists all applications currently registered with the Connection Broker, divided into a
series of pages if applicable.

When you create an application pool (see Chapter 7: Creating Desktop and Application Pools) the Connection
Broker automatically creates a corresponding filter in the drop-down menu. Select one of these filters to
limit the list to applications within the chosen pool.

To edit an existing filter or create a new filter:
1. Select Edit an existing filter or Create a new filter from the Filter this list drop-down menu.

2. If editing an existing filter, select the filter to edit from the Select a filter drop-down menu.
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3. Enter a name for the filter in the Filter name edit field.

4. Select the pool to associate with this filter from the Pool drop-down menu.

5. Use the controls in the Include data that matches section to further filter the applications from this
pool. You can filter applications based on the application name or the Citrix XenApp center that
registers it.

6. By default, only the user that creates a filter can use it. To allow other user to access your filter,
check the Share the filter with other users option when you create the filter. This filter then

appears in the Filter this list drop-down menu of other users that log into this Connection Broker.

7. Click Save.
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Chapter 7: Creating Desktop and Application Pools

Overview

A pool is a collection of desktops or applications. Your policies use pools to control which resources are
presented to different users. The Connection Broker places all discovered desktops into the All Desktops
pool and all discovered applications into the All Applications pool.

Nested pools are pools within another pool, as illustrated for desktops in the following figure.

All Desktops

Corporate

Rosaline

In this figure:

e The pool Corporate is a subset of the All Desktops pool
e The RGS and RDP pools are mutually exclusive subsets of the Corporate pool

e The RGS pool contains a desktop called Romeo.

e The RDP pool contains a desktop called Juliet.

e The Corporate pool contains a desktop called Rosaline, as well as the Romeo and Juliet desktops
because the Corporate pool contains the RGS and RDP pools.

Assignment of desktops from the previously described pools works as follows. The first user assigned a
desktop from the Corporate pool is assigned the Rosaline desktop. The second user is assigned either the

Romeo or Juliet desktop, assuming both are available. The third user is assigned the remaining desktop.

When assigning desktops from the RGS pool, the first user is assigned the Romeo desktop. However, the
second user receives a Desktop Unavailable message as the RGS pool is empty.

You can define pools in the following ways:

e  From centers (see Defining Pools Using Centers)
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Using desktop attributes (see Defining Pools Using Desktop Attributes)

From VMware vCenter Server clusters (see Defining Pools Using VMware vCenter Server Clusters)

From VMware vCenter Server Resource Pools (see Defining Pools Using VMware vCenter Server
Resource Pools)

Via tags (see Defining Pools Using Tags)

Using LDAP attributes (see Defining Pools Using LDAP Attributes)

Individually selecting resources from the parent pool. (see Selecting Desktops from Parent Pool)

The following sections describe how to create the different types of pools. For information on enabling
provisioning in a pool, see Chapter 8: Provisioning New Desktops.)

Displaying Pools

The > Resources > Pools page, shown in the following figure, lists all defined pools of desktops and

applications.

STREAM (=~

Status | [QECINESS | Clients | Plans | Users | System | Search

Centers | Tags | Pools | Desktops | Applications | Printers

Create Pool

Actions [Mame Total  Awvailable Unavailable Assigned Running Stopped  Agent Running
Edit | Refresh  All Desktops 496 459 35 23 181

Edit | Refresh Linux Desktops 83 75 g 17 a8

Edit | Refresh Dev Linux 1 0 1 0 0
Edit | Refresh Windows Desktops 11 283 26 1 117 32
Edit | Refresh Dev Windows A 3 0 4 1 4
Edit | Refresh QA Desktops 1] 146 12 1 49 22
Edit | Refresh  All Applications 6 6 0 2 0 0
Edit | Refresh Dev Applications 2 0 1 0 0
Edit | Refresh QA Applications 2 1} 0 1} 1}

Initially, the following four default pools are listed.

The All Desktops pool contains all your inventoried desktops. You cannot delete this pool. Nested
pools are indented to indicate the pool hierarchy.

The All Windows Desktops pool is a subset of the All Desktops pools and contains all desktops
running a Microsoft Windows operating system.

The All Linux Desktops pool is a subset of the All Desktops pools and contains all desktops running

a Linux operating system.

The All Applications pools always contain all the applications and you cannot delete this pool.
Nested pools are indented to indicate the pool hierarchy.

You can display the following columns in the table. To add or remove columns from this table, click the
customize link at the bottom left side of the page (see Customizing Tables).
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The Action column provides options to edit or refresh the pool.
The Name column displays the pool’s name.

The Display Name column displays the pool’s optional display name, which allows you to display a
different user-friendly pool name to end users.

The Subset of column indicates this pool’s parent pool. Each pool is indented underneath its parent
pool.

The In Use column indicates if the pool is referenced in any policies.

The Total column shows the total number of desktops or applications in the pool. A desktop or
application can belong to more than one pool. For applications, the total indicates the number of
published applications; it does not include the number of applications currently in use by end
users.

£55 The value shown in the Total column must equal the sum of the numbers show in the
Available, Unavailable, and Assigned columns. If these values are not equal, click the Refresh link
at the top of the page. If these numbers are not equal after refreshing the pool, refresh the
centers that host the desktops included in the pool.

The Assigned column indicates how many desktops in that pool are already assigned to a user,
including desktops that are hard-assigned to a particular user. The Assigned column does not apply
to applications. Go to the > Resources > Applications page to see how many applications are
currently assigned to users.

The Available column indicates how many desktops or applications in that pool are available for
assignment to users. For desktop pools, this column includes desktops that are hard-assigned to a

particular client, but not desktops that are hard-assigned to a particular user.

The Unavailable column shows how many desktops or applications in that pool are unavailable for
assignment. For application pools, an application is unavailable if it is disabled in the XenApp farm.

The Running column indicates how many of the desktops in this pool are currently running.

The Stopped column indicates the number of desktops in this pool that are not running.

The Suspended column indicates the number of desktops in this pool that are suspended.

The Agent Running column shows the number of desktops in this pool with a running Leostream
Agent. Desktops with installed Leostream Agents that are either unreachable or unresponsive are
not included in this count.

The Logged In column displays the number of desktops in the pool that have a logged in user,

including any users that logged in as a rogue user. (A rogue user is a user that logged into a desktop
without logging into the Connection Broker.)
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e  The Connected column indicates the number of logged in users that are actively connected to the
session. Users that are logged in, but not connected, have disconnected from their remote session.
This column includes rogue users.

e  The Utilization History — Sample Interval column shows how often the Connection Broker stores
pool usage data (see Tracking Desktop Usage from Pools).

e  The Utilization History — Retention Period column shows how long the Connection Broker retains
pool usage data (see Tracking Desktop Usage from Pools).

e  The Provisioning - Threshold column indicates the lower bound for the number of desktops in this
pool that are available for assignment. When the number of available desktops in this pool reaches
this threshold, the Connection Broker provisions new desktops. This column appears only if you
enable provisioning on the > System > Settings page.

e  The Provisioning - Max Pool Size column shows the upper bound for the number of desktops in
this pool. When the total number of desktops in the pool reaches this limit, the Connection Broker
no longer provisions new virtual machines, even if the number of available desktops is below the
provisioning threshold.

e  The Provisioning - Check Interval column indicates how often the Connection Broker runs a check
on the provisioning threshold. This column appears only if you enable provisioning on the >
System > Settings page.

In addition to this provisioning check interval, Connection Broker always checks the provisioning
threshold when the pool is refreshed and when a user is assigned a desktop out of the pool.
Changing the provisioning check interval changes the schedule for the pool stats job associated
with this pool.

e  The Provisioning - Template column indicates which VMware vCenter Server template the
Connection Broker uses for provisioning. This column appears only if you enable provisioning on
the > System > Settings page.

e  The Provisioning - Deletable column indicates if newly provisioned machines in this pool are
marked as deletable. This column appears only if you enable provisioning on the > System >
Settings page.

Clicking on a number in the table opens a page that lists the desktops or applications in that particular
state. Unavailable desktops indicate why they are unavailable in square brackets next to the desktop name.

If the number of desktops in the generated list does not match the number shown in the > Resources >
Pools page, click the Refresh link at the top of the page. The desktops included in the generated list is
calculated when you request the list, however the values on the > Resources > Pools page may be stale (see
Refreshing Pools).
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Creating Desktop Pools

To create a new desktop pool:

1. Go to the > Resources > Pools page, shown in the following figure.

Centers | Tags

Create Pool

Actions Mame In Use Total Available Unavailable Agsigned Running

Edit | Refresh All Desktops Yes 490 490 o u} a0
Edit | Refresh All Linux Desktops Mo 100 100 u} u] 25
Edit | Refresh All Windows Desktops Mo 260 260 u} u] 24
Edit | Refresh All Applications Mo 1] 1] o] 0
4 rows

2. Click the Create Pool link. The Create Pool form opens.
3. Enter a name for the pool in the Name edit field.

4. If your policies are configured to display a user-friend pool name to end-users, enter that name in
the Display name field. Otherwise, leave the Display name field empty.

5. Select a desktop pool from the Subset of Pool drop-down menu. The pool you create is nested
inside the selected pool.

6. Select the method for defining the pool from the Define Pool Using drop-down menu.
7. Define the contents of the pool. You can define desktop pools using one of the following methods.

e Defining Pools Using Centers

e Defining Pools Using Tags

o Defining Pools Using Desktop Attributes

e Defining Pools Using VMware vCenter Server Clusters

e Defining Pools Using VMware vCenter Server Resource Pools

e Defining Pools Using LDAP Attributes (Requires an Active Directory center)

e Selecting Desktops or Applications from Parent Pool

8. Define any logging thresholds in the Logging section (see Logging Desktop Pool Levels and Tracking
Desktop Usage from Pools).

9. Define any provisioning settings (see Chapter 8: Provisioning New Desktops).

10. If the pool you are creating consists of virtual machines that were created using Citrix Provisioning
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Server and you plan to connect users to the desktops using Citrix HDX, select the Place desktops in
a Shared Citrix XenDesktop Group (see Creating Pools of VMs in a Shared Citrix XenDesktop

Group).

11. Click Save.

“In general, desktops that are part of a pool should not have an associated failover desktop (see
Working with Failover Desktops). To provide failover capability for desktops that are part of a pool, create a

pool of backup desktops (see Specifying Backup Pools).

Creating Application Pools

To create a new application pool:

1.

Go to the > Resources > Pools page.
Click the Create Pool link. The Create Pool form opens.
Enter a name for the pool in the Name edit field.

If you will configure your policies to display a user-friend pool name to end-users, enter that name
in the Display name field. Otherwise, leave the Display name field empty.

Select an application pool from the Subset of Pool drop-down menu. The pool you create is nested
inside the selected pool

Select the method for defining the pool from the Define Pool Using drop-down menu.

Define the contents of the pool. You can define application pools using the two following methods,
described in the associated sections.

e Defining Pools Using Centers
e Selecting Desktops or Applications from Parent Pool

Click Save.

Defining Pools Using Centers

To create a pool of desktops or applications from a center, in the Create Pool form:

1.

Select Centers from the Define pool using drop-down menu. The form updates to display the
Center Selection fields, shown for desktops in the following figure.
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Create Pool

Name
Display name

Subset of pool

All Desktops v
Define pool using

Centers v

lection
ol of desktops by selecting the desired centers

Avalable centers Selected centers
ESH38

Hyper-V/

PhysicalDesktops

VirtualCenter

vSphere

KenSenver

Add highlighted items (3) @) Remove highlighted items
Add all i ) Remave ol

2. Select one or more centers from the Available centers list.
3. Move the center to the Selected centers list by clicking the Add highlighted items arrow.

4. Use the Distribute new desktop assignments drop-down menu to indicate the method used for
distributing desktop assignments across the centers, either:

e Evenly across all hosts: This option evenly distributes desktop offers across all centers in the
pool, when possible. To maximize the benefit of using this option, ensure that the users’

policies set the Desktop selection preference option for this pool to Any available desktops.

e To center with most available desktops: This option randomly selects an available desktop
from the center that contains the most desktops available for assignment.

e To center with least number of assignments: This option randomly selects a desktop from the
available desktops in the center with the least number of assigned desktops.

5. Click Save.
Defining Pools Using Desktop Attributes

To create a pool using desktop attributes, in the Create Pool form:

1. Select Desktop attributes from the Define pool using drop-down menu. The form updates to
display the Desktop Attribute Selection fields, shown in the following figure.
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Create Pool
Name

MyPool

Display name

Subset of Pool

All Deskiops

Define Pool Using
Desktop afributes v

Desktop Attribute Selection

Desktop attribute Conditional Text value

[Add rows] ¥

© The Desktops must match any of the attribute rules (OR)
O The Desktops must match all of the attribute rles (AND)

2. Select an item from the Desktop attribute drop-down menu. The options include:

e Name

e Display name

e Machine name

e Hostname or IP address
e Operating system

e Memory (in MB)

e Number of CPUs

e Number of NICs

e Computer model

e BIOS serial number

e CPU speed (GHz)

¢ Notes (defined in the Connection Broker)
e vCenter Server Notes

To pool based on computer model, BIOS serial number, memory, or CPU speed, the desktops

must have the latest Leostream Agent installed and the Leostream Agent must have registered
the desktop with the Connection Broker.

? On Linux operating systems, the Leostream Agent determines RAM using the meminfo
function. When used in a virtual machine, meminfo may not include reserved memory,
resulting in a RAM in the Connection Broker that differs slightly from the RAM reported in
vCenter Server.

3. Select the logic condition from the Conditional drop-down menu.

4. Enter an appropriate Text value for the condition. Each row in the Desktop Attribute Selection
section reads as a rule that defines desktops in this pool.

&5 Connection Broker dynamic tags are not supported in the Text value edit field.

5. Indicate if desktops can match any rule (the OR radio button), or must match all rules (the AND
radio button) in the Desktop Attribute Selection section, in order to be included in this pool.

6. Click Save.
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Desktops that match the conditions in the Desktop Attribute Selection section are assigned to this pool. If
the desktop’s attribute changes for some reason (for example, the desktop is renamed), the desktop is
immediately re-assigned to the appropriate pool.

Defining Pools Using VMware vCenter Server Clusters

? This option is available only if your vCenter Server contains clusters.
To create a pool using vCenter Server clusters, in the Create Pool form:

1. Select vCenter Server Clusters from the Define pool using drop-down menu. The form updates to
display the VMware Cluster section, shown in the following figure.

Create Pool
Name
Display name

Subset of pool

All Desktops ~

Define pool using

vCenter Sener Clusters v

VMwrare Cluster

Bracketed name indicates associated Datacenter

Available clusters Selected clusters

[vc140] Bedrock

[vc140] Spacecity

[vc140] Peanuts

Add highlighted items (©) Remove highlighted items

Add ol items in list () (@) Remove dll items in list

The Available clusters field contains a list of all the clusters, including the name of the center that
contains the cluster. For example:

[Center Name] Cluster Name
2. Select one or more clusters from the Available clusters list.

3. Move these clusters to the Selected clusters list by clicking the Add highlighted items arrow.

4. Click Save.
Defining Pools Using VMware vCenter Server Resource Pools
? This option is available only if your vCenter Server contains Resource Pools.

To create a pool using vCenter Server Resource Pools, in the Create Pool form:

1. Select vCenter Server Resource Pools from the Define pool using drop-down menu. The form
updates to display the VMware Resource Pool section, shown in the following figure.
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Create Pool

MName
ResourcePools

Display name

Subset of pool

All Desktops v

Define pool using

vCenter Server Resource Pools ¥

VMware Resource Pool

Gnly o= pocls are shoun. Bracisted names indicsts sssocisiad dusier
Available pools Selected pools
[vSphere - Qa] Qst

[vSphere - Qa] Prod

The Available pools field contains a list of all the resource pools, including the name of their
parent cluster. For example:

[Center :: Primary] Podl

Represents the resource pool Pod1 residing within the cluster Primary in the center named
Center.

2. Select one or more resource pools from the Available pools list.
3. Move these resource pools to the Selected pools list by clicking the Add highlighted items arrow.

4. Click Save.
Defining Pools Using Tags

A tag is an identifier that can be assigned to a particular desktop. Every tag belongs to one of the four
Connection Broker tag groups. You can assign one tag from every tag group to each desktop in your
Connection Broker. You can then use these tags to make a desktop a member of a particular pool.

Creating Tags

To create tags:
1. Go to the > Resources > Tags page.

2. Click Create Tag. The Create Tag form, shown in the following figure, opens.
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Create Tag G)

Name

Tag group
Auto-tag Text to match
|Startswwth V‘ |

If the name of =n imported desklop matches the auto-tsg the deskiop is given this tsg
Notes

Active tag

Save Cancel

3. Enter a name for the tag in the Name field.
4. Select the tag group to place this tag into from the Tag group drop-down menu.
5. If you want to automatically apply this tag to new desktops:

a. Select the appropriate condition from the Auto-tag drop-down menu.

b. Enter the appropriate text in the Text to match edit field. If you do not want to
automatically assign this tag, leave the Text to match edit field empty.

7 The auto-tag feature applies only to centers that have the Continuously apply any Auto-
Tags option selected. See Continuously Applying Tags to Desktops for more information.

6. Click Save.

The > Resources > Tags page lists all available tags, as shown in the following figure.

STREAM (=~

Status | [RECHIGEE | Clients |
Centers | Tags | Pools | Desktops | Applications | Printers
Define Tag Groups Add Tag

Actions Name Taq group Active

Al v (a1 T+
Edit Boston Corporate Yes
Edit Mew York Corporate Yes
2 rows

You can display tag groups in the table on the > Resources > Desktop page, allowing you to sort and classify
desktops by tag group. See Customizing Tables for information on how to add tag groups to the table.
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Naming Tag Groups
To rename tag groups:

1. Select > Resources > Tags > Define Tag Groups. The form shown in the following figure opens.

Groups )
Label for tag group A
Label for tag group B
Label for tag group C
Label for tag group D

Save Cancel
L

2. Enter new tag group names for any groups you want to rename.

3. Click Save to store the new names.

You can set tag group names to any alphanumeric string.
Continuously Applying Tags to Desktops

You can automatically assign tags to desktops using the Auto-tag feature, shown in the following figure.

Create Tag )

Name
Tag groy|
tag group A ¥

Auto-tag Text to match
| Starts with + ‘ | |
If the name of en imported desklop matches the auto-tag the deskiop is given this tsg

Notes

Active tag

Save Cancel

With the auto-tag feature enabled, when the Connection Broker imports a desktop, it assigns tags to the
desktop if the desktop’s name satisfies the logic condition selected in the Auto-tag drop-down menu.

To enable the auto-tag feature, you must select the Continuously apply any Auto-Tags option on the >

Resources > Centers > Edit Center page, shown in the following figure. The Connection Broker applies auto-
tagging rules to desktops associated with that center during every center refresh interval.
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Edit Center )
Type

VMware vCenter Server

Name

[vcas \
Hostname or IP address

[10.110.11.38 \

Usemame

|admm|slratnr ‘

Password

Datacenter

Optionally restrict to ane datacenter. Leave blank to retrieve all virtual machines.
Refresh interval
1 minute A

Use 1 minute unless voenter Server is unresponsive.

[[ISet newly-discovered desktops to "Unavailable”
C Continuously apply any Auto-Tags )

You can automatically assign multiple tags to the same desktop. For example, assume you have the
following two tags:

e Finance, with Auto-tag set to Starts with and Text to match set to Fin
e English, with Auto-tag set to Ends with and Text to match set to Eng

The Connection Broker assigns the Finance tag and the English tag to a desktop named Fin87Eng.

Tagging Individual Desktops

You can change the tag assignments of a particular desktop using the Tag Editing section of the > Resources

> Desktops > Edit Desktop page, shown in the following figure.

Edit Desktop "Xen_WinXP" @)

Display name

bé;kiu.p.;\.n} ii, .:.1;33., ............................
Hostname or IP address

[10.110.37.101 \
MAC address

|5E:85:EB:42:26:C1 \
Operating system

|V‘v‘|ndnws XP Professional N

Allow Center to overwrite these desktop attributes

Assignment

Assignment mode
|F'U\icy-drwen e

Availability

Desktop status
Available

[No] Allow this desktop to be deleted from disk

Tag Editing

Location
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/' The Tag Editing section does not appear if you have not defined any tags.

Select all tags that you want to apply to this desktop and click Save.

AR Changing the tag assigned to a particular desktop can change its pool membership. Changes in pool
membership take effect immediately.

Simultaneously Tagging Multiple Desktops

You can change the tags of multiple desktops by selecting the Bulk Action check boxes on the left hand side
of the > Resources > Desktops page and then selecting the Edit action from the drop-down menu at the top
of the column. To select all the listed desktops, click the check box at the top of the Bulk action column.

/I the check boxes are not visible, click the customize link at the bottom of the page and add the Bulk
actions column. See Customizing Tables for more information.

When editing multiple desktops, the Tag Editing section shows all the tag groups that currently contain
tags. Change the relevant tags and click Save.

Select Apply Auto-Tags to apply any auto tag rules associated with the selected tags (see Continuously
Applying Tags to Desktops). For example, assume you are editing three desktops name XP1, XP2, and Linl
and select English from the Language tag drop-down menu. The English tag has the following auto-tag rule:

Auto-tag: Starts with
Text to match: XP

If you select Apply Auto-Tags on the Edit Desktop form, when you click Save, the Connection Broker applies

the English tag only to XP1 and XP2. If you do not select Apply Auto-Tags, the Connection Broker applies
the English tag to all three desktops.

Creating Pools Using Tags

To create a pool using tags, in the Create Pool form:

1. Select Tags from the Define Pool Using drop-down menu. The form updates to display the Tag
Selection fields, shown in the following figure.
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Create Pool
Mame
MyPool

Display name

Subsst of Pool

All Desktops ¥

Define Poal Using

Tags v

Tag Selection
Defin = pao of Destiops by s=leciing the sporopriste tsgs

Available tags Selected tags
Boston [Corparate] (1)
New Yark [Corporate]
©
e

Add highlighted item: Remove highlighted items

Add all items in list (3 (©) Remove dll items in list

() The Desktops must have any of the selected tags (OR)
) The Desktops must have all of the selected tags (AND)

/' The Available tags list is empty if you have not defined any tags.

2. Select one or more tags from the Available tags list.
3. Move the tag to the Selected tags list by clicking the Add highlighted items arrow.

4. Indicate if desktops can match any tag (the OR radio button), or must match all tags (the AND radio
button), in order to be included in this pool.

5. Click Save.
Example: Using Tags to Define the Contents of a Pool

You can use tags to group computers into pools that match your user groups. For example, consider the
example where you want to create two pools of desktops, one to offer to your Windows XP support team
and another to offer to your Linux support team. First, establish a naming convention for the desktops to
place in these pools, for example:

e The machine name of all Windows desktops starts with Windows.
e The machine name of all Linux desktops starts with Linux.

Before you create desktop centers to register your desktops with the Connection Broker: 1) create a tag

group to hold your tags, 2) define the tags in this group, and 3) configure the automatic tag assignment
feature, as follows.

1. To create the tag group:
a. On the > Resources > Tags page, select Define Tag Groups. The Groups form opens.

b. Rename the first tag group to Support Machines, as shown in the following figure.
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Groups

Label for tag group A
Support Machines

Label for tag group B
tag group B
Label for tag group C
tag group C
Label for tag group D
tag group D

e
c. Click Save.
2. Add a tag for the Windows XP Support team:
a. On the > Resources > Tags page, select Create Tag. The Create Tag form opens.
b. Enter Windows Team in the Name edit field.
c. Select Support Machines from the Tag group drop-down menu.
d. Select Starts with from the Auto-tag drop-down menu.
e. Enter Windows in the Text to match edit field.
f. Click Save.
3. Add a tag for the Linux Support team:
a. On the > Resources > Tags page, select Create Tag. The Create Tag form opens.
b. Enter Windows Team in the Name edit field.
c. Select Support Machines from the Tag group drop-down menu.
d. Select Starts with from the Auto-tag drop-down menu.
e. Enter Linuxin the Text to match edit field.
f. Click Save.

4. After you save your tags, create your desktop centers. When the Connection Broker discovers

desktops in your centers, it automatically applies these tags to desktops with names that match the
auto-tag criterion.

7' The Connection Broker provides a number of advanced methods for building pools of desktops and
applications. Consider using one of these predefined pooling methods, before you begin defining tags.
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Defining Pools Using LDAP Attributes

“ The LDAP Attribute option allows you to group desktops based on attributes of the desktop’s Computer
record in Active Directory. This option is available only after you defined an Active Directory center (see
Active Directory Centers).

To create a pool using LDAP attributes, in the Create Pool form:

1. Select LDAP attributes from the Define Pool Using drop-down menu. The form updates to display
the Attribute Selection fields, shown in the following figure.

Create Pool

MName
MyPoal

Display name

Subset of Pool
AllDesktops v

Define Pool Using
LDAP atributes b

Refresh interval
4 days v
Specifies how often the totals on the main Pools list ere updated

Attribute Selection

LDAP attribute Conditional Text value

v v
v v
[Add rows] v

(2) The Desktops must match any of the attribute rules (OR)
(O The Desktops must match all of the attribute rules (AND)

2. Select an item from the LDAP attribute drop-down menu.
3. Select the logic condition from the Conditional drop-down menu.

4. Enter an appropriate Text value for the condition. Each row in the Attribute Selection section
reads as a rule that defines desktops in this pool.

&5 Connection Broker dynamic tags are not supported in the Text value edit field.

5. Indicate if desktops can match any rule (the OR radio button), or must match all rules (the AND
radio button) in the Attribute Selection section, in order to be included in this pool.

6. Click Save.
Selecting Desktops or Applications from Parent Pool

To create a pool by manually selecting desktops or applications, in the Create Pool form:

1. Inthe Subset of Pool drop-down menu, specify the pool to manually select desktops or applications
from.
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2. Select Selection from parent pool from the Define Pool Using drop-down menu. The form updates
to display the Manual Selection fields, shown in the following figure.

Create Pool

MName
MyPoal

Display name

Subset of Paol
All Desktops ~ #

Define Pool Using

Selection from parent pool v

Refresh interval

4 days v

Specifies how often the totsls on the main Pols list sre updsted

Manual Selection
Available Desktops Selected Desktops
dev-ubuntu-garson -~ DEV-XP-AS
dev-vista-x64 DEV-XP-AS2
dev-W2K

dev-xB4-waverly-us ®
DEVXP32

DEV-XP-AS ®
DEV-XP-AS2

dev-XPe

dev-xp-garson

dev-xp-garson ¥

Add highlighted items Remove highlighted items
Add oll items in list Remove ll items in list

3. Select the desired desktops or applications from the Available desktop or Available applications
list, respectively.

4. Move the desktops or applications to the Selected desktops or Selected applications list,
respectively, by clicking the Add highlighted items arrow.

5. Click Save.

Creating Pools of VMs in a Shared Citrix XenDesktop Group

You can use the Connection Broker to assign users to virtual machines created by Citrix Provisioning Server,

and connect users to these virtual machines using Citrix HDX. To do so, your environment must satisfy the
following requirements.

1. The new virtual machines must be hosted on vSphere.

2. The virtual machines must be inventoried in the Connection Broker using a vCenter Server center.

3. The virtual machines must be offered from a single Leostream pool. Leostream allows a desktop to
be a member of multiple pools. However, because of restrictions in XenDesktop, if you plan to

connect users to a desktop using HDX, ensure that the desktop is in a single Leostream pool.

4. Inthe Leostream pool, select the Place desktops in a Shared Citrix XenDesktop Group option at the
bottom of the Edit Pool form.

Citrix Provisioning Server automatically places new virtual machines in a Streamed Citrix XenDesktop
Catalog. Therefore, when performing an assignment in Leostream, the Connection Broker must place the
cataloged virtual machine into a Shared desktop group.
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Specifying Number of Running Desktops in a Pool

To avoid making users wait for desktops to power on, you can set a threshold on the minimum number of
running desktops available for assignment to users. A desktop is available for assignment if it is not already
assigned to another user, or marked as unavailable.

Use the Number of available, running desktops in the pool edit field in the Power management section of
the Edit Pool page to set the minimum number of available desktops that should be running, for example:

Power management

Mumber of available, running desktops in the pool
6

The C ktops when the number of
running, avsilable desktops drops below this threshold

The Connection Broker checks the running machine thresholds at the following times:

e When you edit and save a pool that has a running machine threshold
e When a user is assigned to a desktop that came from a pool with a running machine threshold

Because a desktop may be in multiple pools, the Connection Broker checks the running machine threshold
associated with every pool whenever a user assignment occurs. If the pool already contains more available,
running desktops than the running machine threshold, then no desktops are powered up. Otherwise, if the
number of available, running desktops falls below the threshold, the Connection Broker automatically starts
a desktop in the pool.

Use power control plans to shut down desktops after they have been used.
Joining Pooled Desktops to a Domain

If you have new or existing desktops that are part of a local Microsoft Workgroup, you can use Leostream to
join those desktops to an Active Directory domain. Before using Leostream to join desktops to a domain,
ensure that you do the following.

e Define the domain on the Connection Broker > System > Settings page. Ensure that you enter the
full DNS domain name in the Domain field, not the NetBIOS name.

e Install a Leostream Agent on the desktops that you want to join to the domain. Ensure that you set
the Connection Broker address in the Leostream Agent, appropriately.

e When creating an image or template to use when provisioning new desktops, ensure that the
image is a member of a local Workgroup and that it contains a Leostream Agent that is pointing to
your Connection Broker.

You create a pool that joins desktops to a domain, as follows:

1. Create a new pool, or edit an existing pool.
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2. Select the Join virtual machine to a domain option in the Domain Join section, shown in the
following figure.

Domain Join
Applies to desktops that are not already a member of a domain when the desktop
registers with the Connection Broker.

#! Join virtual machine to a domain
Domain
dev (dev) M
Organizaticnal Unit
Select ... M

Set desktop hostname to virtual machine name

3. Select the domain from the Domain drop-down menu.
4. Optionally, from the Organizaitional Unit drop-down menu, select an OU for the desktops.

5. If you want to reset the desktops hostname when joining it to the domain, select the Set desktop
hostname to virtual machine name check box. With this option selected, the Leostream Agent
attempts to set the hostname to the value shown in the Name column on the > Resources >
Desktops page. The Name field must contain a valid hostname, as follows:

e The name uses only the standard character set for Computer Name, which includes letters,
numbers, and the following symbols: | @ #5% "~ & ') (.- _{}~

e Then name cannot be longer than 15 characters.

The Connection Broker attempts to join a desktop to the domain when the Leostream Agent on the desktop
registers with the Connection Broker, for example, when you reboot the desktop. At that point, the
Connection Broker checks the desktop’s pool membership and instructs the Leostream Agent to join the
desktop to a domain, as appropriate.

If the desktop is a member of multiple pools, the Connection Broker ignores the domain join request if the
pools have conflicting settings in the Domain Join section.

The Connection Broker will not move a desktop from one domain to another, nor will it reset the hostname
of a desktop that is already joined to a domain.

Logging Desktop Pool Levels

The Logging section, shown in the following figure, allows you to add information, warnings, or errors to
the Connection Broker logs when the number of desktops in the pool drops below a specified threshold.

Logging
Lesve boxes blank if you do not want to log
Log as Information if the number of available desktops drops below

Log as Warning if the number of available desktops drops below

Log as Error if the number of available desktops drops below
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Use the edit fields to enter lower bounds for the number of available desktops in the pool. The information,
warning, and error thresholds must have decreasing values. For example, the threshold for warnings must
be less than the threshold for information; the threshold for errors must be less than the threshold for
warnings.

Whenever the pool limit falls below a specified threshold, the Connection Broker logs the event with the
most restrictive threshold. For example, if the warning threshold is 5 and the error threshold is 4, the
Connection Broker logs a warning when the pool level drops to four and an error when the pool level drops
to three.

You can use logging events to issue SNMP traps or integrate them into syslog servers. See Issuing SNMP
Traps and Integrating with Syslog Servers for more information.

The Connection Broker checks the pool thresholds at the following times.

e After saving the Edit Pool form, when the selection in the Check provisioning thresholds at least
every drop-down menu changed.

e When a desktop in the pool is assigned to a user.

e When a desktop in the pool is released from a user.
Tracking Desktop Usage from Pools

The bottom of the Logging section provides an option to Track historical pool assighments and
connections, shown in the following figure.

Logging
Leave boxes blank or 0 if you do not want to log at that level

Log as Information if the number of available desktops drops below
0

Log as Warning if the number of available desktops drops below
0

Log as Error if the number of available desktops drops below
0
7| Track historical pool assignments and connections
Sample dafa every: 5 minutes E
Retain data for. 15 days E

The Sample data every drop-down menu indicates the interval at which the Connection Broker calculates
pool assignments and connections. The Retain data for drop-down menu indicates how long the
Connection Broker stores the calculated information in the database.

At each sample interval, the Connection Broker stores the following information in the pool history
table in the Connection Broker database:

e pool id-The associated pool

e total vm- Total number of desktops in this pool (available vm + unavailable vm)

e available vm- Total number of available desktops in this pool. An available desktop may or may
not already be assigned to a user

e unavailable vm- Total number of unavailable desktops in this pool
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e total agent running - Total number of desktops with running agent in this pool
e total logged in - Total number of desktops with logged-in users in this pool

e total connected - Total number of desktops with connected users in this pool

e assigned vm- Total number of assigned desktops in this pool

You can use this information to create custom reports that show trends in pool load over a period of time,
for example:

e Number of disconnected sessions = total logged in - total connected
e Percentage of desktops assigned = assigned vm / available vm

e Percentage of desktops available to be assigned (available vm - assigned vm) /
available vm

e Number of rogue users logged in to desktops in the pool = total logged in - assigned vm
Refreshing Pool Statistics

The > Resources > Pools page displays information about the number of desktops in each pool based on the
pool statistics currently stored in the Connection Broker database. The Connection Broker updates the
statistics stored in the database at the following times.

e When an administrator logs into the Connection Broker

e When a pool is created

e When a pool is edited and saved

e When an administrator navigates to the > Resources > Pools page

e One day after the last pool statistics refresh

e When you click the Refresh link at the top of the > Resources > Pools page

To improve web browser rendering in environments with heavily populated pools, the Connection Broker
may draw the > Resources > Pools page before the pool statistics finish calculating. If the numbers
displayed on the > Resources > Pools page appear stale, check the status of the pool stats job on the >
System > Job Queue page. If a pool stats job has a status of Running, the Connection Broker has not
completed the pool statistics calculation.

{5\ The Connection Broker calculates pool statistics based on the currently known state of each desktop in
the pool. If the desktop’s state has changed, but the Connection Broker did not receive notification of the
state change, the pool statistics may be incorrect. If the pool statistics do not look correct, refresh the
centers that contain the desktops in the pool, and ensure that any Leostream Agents installed on the
desktops are properly communicating with the Connection Broker.

/' The Connection Broker dynamically determines desktop membership in a pool during user login,
guaranteeing users receive the correct desktops based on the pools in their policy.
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Chapter 8: Provisioning New Desktops

Overview

Provisioning allows you to generate new virtual machines when the number of desktop in a pool reaches a
specified lower threshold. For a discussion on creating pools, see Chapter 7: Creating Desktop and
Application Pools. When provisioning is triggered, the Connection Broker creates a new virtual machine
from a VMware® vCenter Server template or triggers a third party system to create the virtual machine.

See the VMware guide for best practices on creating Microsoft® Windows® operating system-based
templates for provisioning.

Enabling Provisioning of Virtual Machines

Before you can use provisioning, you must enable the global provisioning feature, as follows:
1. Go to the > System > Settings page.

2. Select the Virtual machine provisioning option in the Enable Features section, as shown in the
following figure.

STREAM (=~

Status | Resources | Clients | Plans | Users | [SIEEGM | Search

Log | JobQueue | MNetwork | Settings | Skins | SNMP | XMLAPI | Maintenance | Backup
Edit Settings

Enable Features
1 Hardware PColP support
USB passthrough control

[[] Connection Broker forwarding

( [¥] Virtual machine provisioning )

3. Click Save.

Once you have enabled the provisioning option, a new Provisioning section appears in the Edit Pool and
Create Pool forms. You can provision new machines using one of the following two methods:

e vCenter Server templates (see Provisioning from Templates)
e External URL-based provisioning system (see Provisioning from External Sources)

If you do not have vCenter Server templates, you must provision using an external source.

&5 1n order to provision virtual machines using vCenter Server templates, you must provide your
Connection Broker vCenter Server center with the credentials for an account with the following VMware
privileges.

> Virtual Machine > Provisioning > Deploy Template
> Virtual Machine > Inventory > Create
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> Resource > Assign Virtual Machine To Resource Pool
> Virtual Machine > Provisioning > Read Customization Specifications
> Virtual Machine > Provisioning > Customize

See the What privileges do | need to interact with VMware vCenter Server? article on the Leostream
Knowledge Center for additional information on these required privileges.

Setting Upper and Lower Levels for Pools

The Provisioning Limits section, shown in the following figure, allows you to specify lower and upper
bounds on the number of available desktops and total desktops in the pool.

Provisioning Limits

Check provisioning thresholds at least every
1day

Start provisioning when available desktops in pool drops below
0

Stop provisioning when total desktops in pool reaches
0

These limits define when the Connection Broker provisions new machines, as follows.

e Check provisioning thresholds at least every: Specifies the interval at which the Connection Broker
checks the pool’s contents and determines if provisioning should be triggered. This drop-down
menu sets the interval for the pool’s pool stats job in the > System > Job Queue page.

e Start provisioning when available desktops in pool drops below: Indicates the lower threshold for
the number of available desktops in the pool. The Connection Broker provisions a new virtual
machine whenever the number of available desktops in the pool drops below this threshold. Any of
the following events can trigger provisioning.

o The number of available desktops in the pool is below this threshold when the pool is
created.

o The number of available desktops dips below the lower limit after a user logs into the
Connection Broker and is assigned a desktop from this pool.

o The number of available desktops dips below the lower limit when the pool’s pool stats
job runs.

e Stop provisioning when total desktops in pool reaches: Indicates the upper threshold for the total
number of desktops in the pool. The Connection Broker does not provision new virtual machines if
the total number of desktops in the pool is equal to or greater than this value, even if the number
of available desktops dips below the lower limit.
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STREAM (=~ .
SEUCRNN 2csources
Centers | Tags | Pools | Desktops | Applications The number of desktops in

Create Pool the "Total” column restricts
provisioning based on the
upper threshold.

Actions Mame

Edit | Refresh  All Desktops

Edit | Refresh Al Linux Desktops 175 ™ The number of desktops in

Edit | Refresh Al Windows Desktops 249 247 the "Available” column
triggers provisioning based
on the lower threshold.

After defining provisioning limits, use the Provisioning Parameters described in the following sections to
configure how the Connection Broker provisions new machines.

Provisioning in OpenStack

Before provisioning instances in an OpenStack environment, you must configure the following:

1. Create master images. These images are displayed in OpenStack on the > Project > Compute >
Images page. Ensure that your master images contain an installed Leostream Agent.

2. Configure a network on the OpenStack > Project > Network > Networks page. Ensure that the
network ID for this network is included in the Network UUID field of your OpenStack center (see
OpenStack Centers).

L you do not properly configure a network, the Connection Broker cannot provision new instances in
OpenStack.

Use the Provisioning Parameters section to configure provisioning in OpenStack:
1. Select the OpenStack center to provision new machines into from the Provision in center drop-
down menu. The remainder of the form updates based on the contents of your selection. The

following figure shows an example of the Provisioning Parameters section.

Provisioning Parameters

Provision in center

OpenStack v
Deploy frem image

CentOS v
Flavor

m1.tiny v

Virtual machine name

desktop-{SEQUENCE}

Dynamic tags can be used

Optional sequence number for virtual machine name
0

Used by the {SEQUENCE} dynamic tag
+ Associate floating IP (allocate new IP, if necessary)

Mark newly-provisioned desktops as deletable
Notification URL

This URL wil be requested when provisioning is figgered. Dynamic tags can be used

2. Select the image to use from the Deploy from template drop-down menu. This menu contains all
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the public and project images available in the OpenStack center you selected.
3. Select the instance size from the Flavor drop-down menu.
4. Enter a name for the virtual machine in the Virtual Machine Name edit field. You can use dynamic

tags to create a name from a mixture of static and dynamic variables. See Using Dynamic Tags to
Create Provisioning Variables for an example.

5. If the name entered in step four contains the { SEQUENCE} dynamic tag, enter the starting number
for the sequence in the Optional sequence number for virtual machine name edit field. The
Connection Broker starts naming virtual machines at this number and increments the number for
each machine created.

6. Select the Associate floating IP (allocate new IP, if necessary) option if Leostream should
automatically assign the new instance with a floating IP address. If this option is not selected, the
new instance is available only within the network it was provisioned.

7. Select the Mark newly provisioned desktops as deletable option to indicate that the Connection
Broker is allowed to delete this VM from disk. When this option selected, the Edit Desktop page for
the newly provisioned VM has the Allow this desktop to be deleted from disk option selected, by
default. Use release plans to schedule VM deletion.

8. To call an external URL to perform additional tasks during provisioning, enter the URL into the
Notification URL field blank.

9. Click Save.

When the number of available desktops in the pool falls below the lower threshold, the Connection Broker
creates a new instance from the selected image.

Provisioning in Amazon Web Services

Before provisioning instances in an AWS environment, you must configure the following:
1. Create master images. These images are displayed as AMls in your AWS account.
2. Configure a virtual private network for the new desktops.
Use the Provisioning Parameters section to configure provisioning in OpenStack:
1. Select the AWS center to provision new machines into from the Provision in center drop-down

menu. The remainder of the form updates based on the contents of your selection. The following
figure shows an example of the Provisioning Parameters section.
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Provisioning Parameters

Provision in center

AWS v
Deploy frem image

Broker M
Instance type

t1.micro v

Network/Subnet

subnet-408d 1b37/vpc-6bdfible/us-east-1a v
Virtual machine name

desktop-{SEQUENCE}

Dynamic tags can be used

Optional sequence number for virtual machine name
0

Usad by the {SEQUENCE} dynamic tag
Mark newly-provisioned desktops as deletable
Motification URL

This URL wil be requested when provisioning is triggered. Dynamic tags can be used

2. Select the image to use from the Deploy from template drop-down menu. This menu contains all
the AMlIs available in your account in the AWS region associated with the selected center.

3. Select the instance size from the Instance type drop-down menu.
4. Select the VPC from the Network/Subnet drop-down menu.
5. Enter a name for the virtual machine in the Virtual Machine Name edit field. You can use dynamic

tags to create a name from a mixture of static and dynamic variables. See Using Dynamic Tags to
Create Provisioning Variables for an example.

6. If the name entered in step four contains the { SEQUENCE} dynamic tag, enter the starting number
for the sequence in the Optional sequence number for virtual machine name edit field. The
Connection Broker starts naming virtual machines at this number and increments the number for
each machine created.

7. Select the Mark newly provisioned desktops as deletable option to indicate that the Connection
Broker is allowed to delete this VM from disk. When this option selected, the Edit Desktop page for
the newly provisioned VM has the Allow this desktop to be deleted from disk option selected, by

default. Use release plans to schedule VM deletion.

8. To call an external URL to perform additional tasks during provisioning, enter the URL into the
Notification URL field blank.

9. Click Save.
When the number of available desktops in the pool falls below the lower threshold, the Connection Broker

creates a new instance from the selected image, and automatically associates a Public IP address with the
instance.

Provisioning from VMware Templates

To provision from a VMware template, you must first create the template in vCenter Server. You can also
create a customization file for the template, but this is not required.
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£:5 If you do not use a customization file, each machine is provisioned with the same Windows machine
name, which may cause conflicts in your network.

Use the Provisioning Parameters section to configure provisioning using a vCenter Server template:

10. Select the center to provision new machines into from the Provision in center drop-down menu.

11.

12.

13.

14.

15.

16.

17.

The remainder of the form updates based on the contents of your selection. The following figure
shows an example of the Provisioning Parameters section.

Provisioning Parameters

Provision in center

vSphere v
Deploy from template

2k3-726-template v
Guest OS5 customization specification file

Mane v

Virtual machine name

nic tags can be used

Optional sequence number for virtual machine name

Used by the {SEQUENCE} dynamic tag

Destination folder

Leostream (datacenter) ™~
Destination resource pool

[host default] BillTest v

Destination Datastores
Distribute provisioned Vs across multiple datastores
Fill datastores in order R

Order Datastore Disk Format

1 [same as template] he Same as template ¥
2 [same as template] b Same as template ¥
[Add rows] »

Select the template to use from the Deploy from template drop-down menu. This menu contains
all the templates available in the center you selected.

Select the customization file from the Guest OS Customization Specification File drop-down menu.
Enter a name for the virtual machine in the Virtual Machine Name edit field. You can use dynamic

tags to create a name from a mixture of static and dynamic variables. See Using Dynamic Tags to
Create Provisioning Variables for an example.

If the name entered in step four contains the { SEQUENCE} dynamic tag, enter the starting number
for the sequence in the Optional sequence number for virtual machine name edit field. The
Connection Broker starts naming virtual machines at this number and increments the number for
each machine created.

From the Destination folder drop-down menu, select the folder to use for newly provisioned virtual
machines.

Select the resource pool in which to create the new virtual machine from the Destination resource
pool drop-down menu.

In the Destination Datastore section, define the data store in which to create the new virtual
machines, as follows.
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18.

19.

20.

21.

If using multiple datastores for new virtual machines, use the Distribute provisioned VMs across
multiple datastores drop-down menu to indicate how the Connection Broker should select the
datastore for each new VM. Options include:

Fill datastores in order: The Connection Broker places new VMs into the first datastore, until that
datastore is full. After each datastore fills, the Connection Broker uses the next datastore, in order.

Distribute randomly across all datastores: The Connection Broker randomly chooses a datastore
from the list of specified datastores.

Place on datastore with most free space: The Connection Broker always uses the datastore with
the most free space at the time the virtual machine is being provisioned.

When selecting Fill datastores in order from the Distribute provisioned VMs across multiple
datastores drop-down menu, use the Order column to indicate the order in which to fill the
datastores.

From the Datastore drop-down menu, select the datastores that the Connection Broker should use
for provisioned machines.

From the Disk format drop-down menu, select the disk format to use for virtual machines
provisioned to each datastore.

Use the Add rows drop-down menu to specify additional datastores for provisioning.

? To remove a row from the Destination Datastore table, select <Remove this datastore> from
the Datastore drop-down in that row. After you save the form, the datastore associated with this
row is no longer used for newly provisioned virtual machines.

Select the Create snapshot after provisioning a new virtual machine option to instruct the
Connection Broker to snapshot each newly provisioned VMs. These snapshots can be used in power
control plans to revert the VM to its original state after each use.

Select the Mark newly provisioned desktops as deletable option to indicate that the Connection
Broker is allowed to delete this VM from disk. When this option selected, the Edit Desktop page for
the newly provisioned VM has the Allow this desktop to be deleted from disk option selected, by
default. Use release plans to schedule VM deletion.

To call an external URL to perform additional tasks during provisioning, enter the URL into the
Notification URL field blank.

Click Save.

Ensure that the provisioning parameters are configured to guarantee that provisioned virtual machines
become members of the pool that invoked the provisioning action. If the provisioned VM does not meet
the criteria used to define the pool’s contents, the Connection Broker will not consider the new VM a
member of the pool, which can result in unexpected desktop provisioning.
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Creating Configuration Files in VMware vCenter Server

You can create configuration files using the Guest Customization Wizard, shown in the following figure. To
open the wizard, from the vSphere Client Home page, select Customization Specifications Manager.

=)

QJ vSphere Client Windows Guest Customization

New Customization Specification
Enter a name for the new customization specification and select the 0S of the target.

Properties
Registration Information TRl Wiz (23 =@

Windows

I” Use Custom Sysprep Answer Fie

Run Once
Network Customization Specification Information
oup or Domain Name:

Operating System Options

Ready to Complete ||

Description:

Help = Back | Next > I Cancel

7 Select the option to set the computer name to the virtual machine name to allow the Connection
Broker to set the machine name using the naming convention you configured in the Connection Broker

pool.
Provisioning using URL notification

If you do not have or do not want to use vCenter Server templates, you can call out to a third party system
to perform provisioning by selecting None: URL notification only from the Provision in center drop-down
menu. In this case, the Provisioning Parameters section appears as follows.

Provisioning Parameters

Provision in center
Mone: URL notification only

Virtual machine name

Dynamictsgs can be used
Optional sequence number for virtual machine name

Used by the [SEQUENCE} dynamictag
Iotification URL

This URL will b= requested when provisioning is triggered. Dynamic tags can be ussd
To provision from an external source:

1. Enter a name for the virtual machine in the Virtual machine name edit field. You can use dynamic
tags to create a name from a mixture of static and dynamic variables.
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2. If the name entered in step one contains the { SEQUENCE} dynamic tag, enter the starting number
for the sequence in the Optional sequence number for virtual machine name edit field. The
Connection Broker starts naming virtual machines at this number and increments the number for
each machine created.

3. Inthe Notification URLfield, enter the URL to call to perform the provisioning. The Connection
Broker sends an HTML-based request to the external provisioning system. For example:

http://10.1.1.1/provision?for pool={POOL NAME}

This URL can contain dynamic tags, such as { POOL. NAME}, that are dynamically changed to
provide the external system with the name of the pool requiring another desktop.

4. Click Save.
Using Dynamic Tags to Create Provisioning Variables

Dynamic tags allow you to create a name or URL from a mixture of static and dynamic variables. The
Connection Broker parses and replaces dynamic tags in provisioning strings at run-time. In the URL field, the
replacement is URL-encoded.

Provisioning strings support the following dynamic tags:
e {POOL NAME}: The name of the pool triggering the provisioning
e (TEMPLATE NAME}: The name of the template used for deployment

e {SEQUENCE}: Used for sequential virtual machine names

For example, assume you have a template called Sales and entered the number 4 in the Optional sequence
number for virtual machine name edit field. If you enter the following string in the Virtual Machine Name:

New { TEMPLATE NAME } { SEQUENCE }

The first virtual machine is named NewSales4, the second machine is named NewSales5, and so on.

5 The {SEQUENCE} tag cannot be used in notification URLs.
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Chapter 9: Configuring User Roles and Permissions

Overview

Roles determine what Connection Broker functionality a particular user can view and use. A particular role
consists of a set of permissions, which are grouped into two types.

e End User Session Permissions: Define what tasks a user has permission to perform when they log
into a Connection Broker client, such as the Web client or Leostream Connect, for example:

Restart their desktops

Release their desktops

Manage another user’s resources

Log in as a local user on the remote desktop
Use the Leostream Management API

O O O O O

e Connection Broker Administrator Web Interface Permissions: Define Connection Broker settings in
the Connection Broker Administrator Web interface the user has permission to view or edit.

The Connection Broker assigns a role to all users, including the default Connection Broker Administrator.
You can create as many roles as required by your environment. By default, the Connection Broker provides
two default roles, described in the following sections.

The Default Administrator Role

The default Administrator role, shown in the following figure, has permission to edit all Connection Broker
settings in the Administrator Web interface.

Edit Role

Name
Adrministrator

This role has full system access

End-User Session Permissions

[] Allow user to manage another user's resaurces
[ Allow user to collaborate with other users

[ Allow user to access the Leostrearm Management AP

[Yes] Active role

‘J You cannot limit the amount of access to the Connection Broker Administrator Web interface provided
by the default Administrator role, nor can you delete the default Administrator role.
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The default Administrator role includes the following session permissions:

e Allow user to manage another user’s resources: Check or uncheck this option to turn on and off,
respectively, this permission (see Managing another User’s Resources).

e Allow user to collaborate with other users: Check this option if a user with this role uses the NX
session shadowing feature (see “Session Shadowing and Collaboration” in the Leostream Guide for
Choosing and Using Display Protocols).

o Allow user to access the Leostream Management API: The default Administrator role provides
permission to access the Leostream Management API. For details and documentation on the
Leostream Management API, please contact sales@leostream.com.

The Default User Role

The default user role allows the user to log in through any client device, including the Leostream Web
client, and access their offered desktops and applications. The default User role cannot log into the
Connection Broker Administrator Web interface.

You can modify the default user role to provide additional session permissions or to provide access to the
Connection Broker Administrator Web interface. See Session Permissions for a description of the available
session permissions in the default User role.

If you do not want to modify the default User role, create new roles that provide the necessary permissions.
Creating New Roles

To create a new role:
1. Go to the > Users > Roles page, shown in the following figure:

STREAM (~

Status | Resources | Clients | Plans | JEESEY |

Authentication Servers | Users | Roles | Policies | Assignments | My Options

All h All

Administrator Yes
User Yes

2. Click on the Create Role link to open the Create Role dialog, shown in the following figure:
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Create Role

Mame

End-User Session Permissions

] Allow user ta manage another user's resources

[ Allow user to collabarate with other users

[ Allow user to manually release desktops

L] Allow user to restart offered desktops

] Allow user to access the Leostream Management AR

Log user in as
Domain user hd

[]Add and remove user from Remote Desktop Users group

Connection Broker Administrator Web Interface Permissions

User has access to Administrator Web interface
MNo: Web Client access, only A4

[] Active role

| Save |
3. Enter a name for the new role in the Name edit field.

4. Configure the End-User Session Permissions to provide access to Connection Broker actions. See
Session Permissions for a description of the available session permissions.

5. Select the appropriate option from the User has access to Administrator Web interface drop-down
menu to configure which Connection Broker Web interfaces a user with this role is allowed to log
into.

6. If the selection in the User has access to Administrator Web interface drop-down menu indicates
that the user can log into the Administrator Web interface, use the remainder of the form to specify
the Connection Broker Administrator Web interface permissions (see Administrator Web Interface
Permissions).

7. Enter any Notes that you wish to save with the role definition.

8. Leave the Active role option selected if you want this role to appear in the Assigning User Role and
Policy rules on the > Assignments pages.

9. Click save.
Session Permissions

Session permissions, shown in the following figure, define what actions a user with this role is allowed to
perform when logged into a Leostream Client. Except where noted, session permissions pertain to users
logging in from the Windows and Java versions of Leostream Connect and the Leostream Web client.
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Enter a display name for the role. Refer to this name | Create Role )
when assigning this role to users. \Name

Select this permission if a user with this role must
be able to log into another user's desktop to
perform administrative tasks on that desktop.

End-User Session Permissions

Select this option if the user needs to shadow [T Allow user to manage another user's resources
another user's session or have another user ——3 [ aliow user to collaborate with other users
shadow their session. Applies only for

3 P (] Allow user to manually release desktops
NoMachine NX connections. J B

[ Allow user to restart offered desktops

Select this option if users should be able to /DAIIow user to access the Leostream Management AP
manually release their desktop back to its pool. Log user in as

Domai v
Select this option if users should be able to AR uee :

reboot their desktops. [] Add and remove user fram Remote Desktop Users group

Select this option if the user executes scripts
that use the Leostream Management API.

Use this option to allow users to connectto a
Use this option to indicate if the user logs into the remote desktop without requiring them to

remote desktop as a domain user or a local user. already be part of the Remote Desktop Users

When using a local user, you can specify if the group. The Connection Broker can add the user as

Connection Broker should automatically create a local or domain user. The user is always removed

and delete the local user on the remote desktop. from the group when they log out of the desktop.
Overview

The current session permissions are as follows:

e Allow user to manage another user’s resources: (This option does not apply to the Leostream Web
client. It does apply to PColP-enabled client devices.) Select this option if a user with this role should
be able to view the desktops offered to another user, and then log into those desktops. Use this
option for user’s that are allowed to perform administrative tasks on another user’s desktop, or for
users that need to log into their own desktop using different credentials from those they provided
when logging into the Connection Broker.

? The managed user must have the same policy as the manager.

o Allow user to collaborate with other users: (This option applies only to the Leostream Web client.)
Select this option if the user connects to their desktop using the NoMachine NX protocol and they
need to invite other user’s to shadow their session. Both the user who owns the session and the
user who shadows the session must have this permission enabled. The user’s policy indicates which
pools contain desktops that support collaboration via shadowing (see “Session Shadowing and
Collaboration” in the Leostream Guide for Choosing and Using Display Protocols).

e Allow user to manually release desktops: (This option does not apply to the Java version of
Leostream Connect.) Select this option if a user with this role may manually release a desktop back
to its pool. By default, when a user connects to a desktop, the Connection Broker assigns that
desktop to that user. When a desktop is assigned to a user, the Connection Broker will not offer that
desktop to another user.

If a user manually releases one of their desktops back to its pool, the Connection Broker unassigns
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the desktop from that user and invokes the release plan associated with the desktop. If the user is
not logged out of the desktop after it is released, the Connection Broker considers the logged in
user as a rogue user. Because the desktop is back in its pool, the Connection Broker may offer that
desktop to another user. If this new user tries to connect to the desktop, and their policy is set to
log off rogue users, the Connection Broker forcefully logs out the original user.

If the Prevent user from manually releasing desktop option is selected for a pool in the user’s
policy, the user is not able to release desktops from this pool, even though their role gives them the
permission.

? The user can never release a hard-assigned desktop.

e Allow user to restart offered desktops: Select this option if a user with this role may restart their
desktop. The user’s policy indicates which offered desktops can restarted. If the Allow user to reset
offered desktop policy option is set to No for a pool in the user’s policy, the user cannot restart the
desktops in this pool, even though their role gives them the permission.

e Allow user to access the Leostream Management API: Select this option if the user executes scripts
using the Leostream Management API. For information and documentation on the Leostream
Management API, contact sales@leostream.com.

e Log user in as: (Requires a Leostream Agent on the remote desktop.) Use this option to indicate if
the Connection Broker logs the user into the remote desktop using a domain account or local user
account. Use local users to support, for example, LDAP or non-domain users that need to log in to
remote desktops. Options in the Log user in as drop-down include.

o Domain user: When using an Active Directory domain user account, the Connection Broker
uses the information specified by the authentication server that authenticated the user
when they logged into the Connection Broker.

o Local user: When logging in as a local user, the Connection Broker requires an existing user
account on the remote desktop. This user account must have the same login name as the
user that logged into the Connection Broker. When using this option, you must manually
create the appropriate local user account on the remote desktop.

If you want the Connection Broker to manage the local user account, use one of the
following two options.

o Local user (create on login): You can instruct the Connection Broker to create new local
user accounts, to avoid manually creating accounts on each remote desktop. When this
option is selected, the Connection Broker automatically creates an appropriate local user
on the desktop the first time the user logs in. If an appropriate user account already exists,
the Connection Broker uses that account.

If the existing user account has a different password from the password used to log into the

Connection Broker, the Connection Broker changes the password for the local user on the
remote desktop.
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o Local user (create on login; delete user on logout): You can instruct the Connection Broker
to create and delete local user accounts, to avoid managing the accounts on each remote
desktop. When this option is selected, the Connection Broker automatically creates an
appropriate local user account on the desktop the first time the user logs in. The
Connection Broker removes the user account as soon as the user logs out of the desktop.

The Connection Broker does not delete the profile folder associated with the user. Any
information stored in the profile folder can be recovered by the desktop’s administrator.

{55 When the user subsequently logs into the desktop, the Connection Broker creates a
new local user account. Because this is a new account, the Windows desktop does not
associate this user with the profile created the last time the user logged in. If user’s need
persistent access to their profile, use the Local user (create on login) option.

o Local user (create on login; delete user and profile on logout): When this option is
selected, the Connection Broker automatically creates an appropriate local user account on
the desktop the first time the user logs in. The Connection Broker removes the user
account and the user’s profile folder as soon as the user logs out of the desktop.

&5 The user loses all locally stored information when their profile folder is deleted.

Add and remove user from Remote Desktop Users group: (Requires a Leostream Agent on the
remote desktop.) Use this option if your users are not already members of the Remote Desktop
Users group on their offered Windows desktops. The desktop must already contain a group exactly
named “Remote Desktop Users”.

By default, Windows desktops do not provide remote access. After you enable remote access for a
particular desktop, you must indicate which users are allowed to remotely log into that desktop by
placing those users (or one of their group memberships) in the Remote Desktop Users group, shown
in the following figure.

LI Computer Management g@@
=] File Action  View Window Help =] x|

& Hm PR @ E

g Computer Management (Local) & | pame Desctiption ~
=)y System Tools 85 Administrators Administrators have complete and unrestricted aceess o the co...
(] Evert Viewer € Backup Operators Backup Operatars can override security restrictions For the sole ..,
® % shared Folders sops || Do Gussts havs the ssme sccess as merbers of th Ussrs group by...
o Usere W Wetwork Configuration ... Members in this group can have same administrative privieges to.. L~
a s Power Users Power Users possess most administrative powers with some rest...
0 B Parformmance Loas and a | (GG Remote Deskiop Users  Menbers inthis aroup are aranted the riht to logon remotely )
3> Feplieator Sirport Fle rephcation i domein a

When a user is part of the Remote Desktop Users group, they can remotely log into the desktop
from any client. To restrict the user to log in only through the Connection Broker, do not manually
add users to the Remote Desktop Group and, instead, select the Add and remove user from
Remote Desktop Users group option. With this option selected, the Connection Broker
automatically adds the user to the Remote Desktop Users group when the user logs into the
desktop from the Connection Broker. When the user logs out, the Connection Broker automatically
removes the user from the Remote Desktop Users group.
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£X) The Connection Broker essentially takes control of the user’s membership in the Remote
Desktop Users group. If the user was already a member of the Remote Desktop Users group before
they logged into the desktop via Leostream, the Connection Broker removes the user from the
group when they log out of the desktop. The Connection Broker adds the user back to the Remote
Desktop Users group the next time they log into the Connection Broker.

Managing another User’s Resources

The Allow user to manage another user’s resources session permission allows a user to log into the
Connection Broker and retrieve the list of resources offered to another user. This permission is useful in
situations where members of your organization must be able to access their own desktops, while also being
able to log in to and troubleshoot other staff members’ desktops. When managing a resource, you log into
the other user’s desktops using credentials other than those you provided when logging into the
Connection Broker.

The following client devices currently support this feature.

e The Windows version of Leostream Connect
e The Java version of Leostream Connect
e PColP zero client managed using the Client Management Interface

The following sections describe, in general, the functionality behind managing another user’s resources.
See the Leostream Connect Administrator Guide and End User’s Manual for information on how to manage
another user’s resources from Leostream Connect. See Managing another User’s Resources via PColP for
information on managing another user’s session from a PColP client device.

How the Connection Broker Determines the Offered Resource List

When you manage another user’s resources, the Connection Broker offers you resources based on the
managed user’s policy. The policy assigned to the managed user is determined by the Assigning User Role
and Policy section in the Assignments form for each authentication server in the Connection Broker, an
example of which is shown in the following figure.

Assigning User Role and Policy

In this section you can set up rules to sssign Users to Roles and Policies based on
their group membership. Optionally use the Order column 1o re-order the rows

Order  Group Client Location User Role User Policy
1 Sales v & |LSC v — |User v | & |Default v

2 Operations v+ Al v — | User ~ | & |Blade and VM A

The policy selected in the User Policy drop-down menu is assigned to the managed user based on their
membership in a particular group in the authentication server (the selection in the Group drop-down
menu), and the location of their client (the selection in the Client Location drop-down menu).

¥ The managed user and the manager must be assigned to the same policy.

After the Connection Broker finds the managed user’s policy, it looks at the following policy sections to
determine what resources to show to the manager.
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e The Filters section for constraining which desktops to pull from all desktop pools.

e The When User Logs into the Connection Broker section for all pools in the Desktop Assignment
from Pools section, with the exception of the Allow users to reset offered desktops option. You
cannot restart a managed dekstop.

e The selection in the Protocol plan drop-down menu for each pool.
e The Application Assignment from Pools section.

e Inthe Desktop Hard Assignments section, the Display to user as and Protocol plans drop-down
menus.

All other aspects of the managed user’s policy are ignored. Based on the previously listed sections, the
Connection Broker offers you, as the manager, the following resources to manage.

e All desktops hard-assigned to the managed user.

e Any Citrix XenApp applications contained in the application pool selected in the Application
Assignment from Pools section of the managed user’s policy.

e For each pool in the Desktop Assignment from Pools section of the managed user’s policy, the
desktops determined by the When User Logs into the Connection Broker section, shown in the
following figure, after any constraints in the Filters section have been applied.

Desktop Assignments from Pool "windows”

When User Logs into Connection Broker

Mumber of desktops to offer: 3 v

Paol: windows

<

Offer desktops from this pool To all users of this policy
Select desktops to offer based on: User ("follow-me" mode)

Display desktop to user as: Desktop name

£ 12 [£][2

Allow users to reset offered desktops Mo
Offer running desktops: Yes, regardless of Leostream Agent status v
Offer stopped and suspended desktops: | Mo v
Offer desktops with pending reboot job: | Yes v

Desktop selection preference: Favor desktops previously assigned to this user %

In the previous figure, the Connection Broker offers three desktops from the pool named windows. These
desktops must be running, but are not required to have an installed, running Leostream Agent. The
desktops are offered by name.

When determining which three desktops to offer from the pool, the Connection Broker always offers any
desktops that are currently assigned to the managed user. The Connection Broker then picks the remaining
desktops based on the availability of desktops in the pool. Based on the configuration in the previous figure,
the Connection Broker preferentially selects any desktops that were previously assigned to the user, if that
desktop is still available, then randomly selects additional available desktops. The resulting offer list may
not exactly match the list of desktops that would be offered to the user.
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Connecting to a Managed Resource

The Connection Broker connects you to the managed desktop using the protocol determined by the
protocol plan in the managed user’s policy. If the managed user typically connects to their desktops using
HP RGS, you must log into their desktop from a client that supports RGS.

When you log into a managed resource, the Connection Broker does not assign that resource to you.
Because you are not assigned to the desktop:

e The Connection Broker does not honor any settings in the When User is Assigned to Desktop
section of the managed user’s policy.

e The Connection Broker does not use the selections in the Power control or Release plan drop-down
menus in the managed user’s policy.

e You do not appear in the User column for that desktop in the Connection Broker > Resources >
Desktops page.

e You will not appear in any resource usage reports run from the Connection Broker > Status >
Reports page.

Managing Your Own Resources

Managing your own resources allows you to log into your offered desktops using different credentials from
what you provided to the Connection Broker. If your Connection Broker account does not have
administrative privileges for your desktop, you can use the manage resource feature to, for example, log
into your desktop using administrator credentials.

Managing another User’s Resources

Managing another user’s resources allows you to perform administrative tasks on the user’s desktop. The
user’s policy determines which resources are offered by the Connection Broker.

? You and the managed user must have the same policy.

When you try to log into a managed desktop, if the managed user is still logged in and you provide non-
administrator credentials, you will not automatically log the user out. Only administrators are allowed to
automatically log another user out of their desktop.

Similarly, because the Connection Broker does not assign you to the desktop you are managing, you are
technically a rogue user on that desktop. The Connection Broker may offer that desktop to another user. If
you are not logged into the desktop as an administrator and the Connection Broker offers that desktop to a
user with a policy that logs out rogue users, the Connection Broker automatically logs you out to
accommodate the new user.
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Administrator Web Interface Permissions

The Connection Broker Administrator Web Interface permissions allow you to provide or deny access to the
various tasks involved in managing your Connection Broker.

Setting Permission Levels

The permissions are controlled by a selection in their associated drop-down menus. The menus may
contain any or all of the following options. Select the appropriate option from each permission drop-down
menu.

e No access: Removes the related controls from the Connection Broker Administrator Web
interface. With a few exceptions (see Permissions that Control Multiple Connection Broker
Pages) each permissions controls one tab in the Connection Broker Administrator Web
interface.

e View only: Shows the related controls on the Connection Broker Administrator Web interface,
but does not allow the user to modify the contents. For example, a View only access setting for
Pools allows the user to view how the pools are constructed, but does not allow them to save
changes to the pool.

e Full: Allows the user to view and modify this portion of the Connection Broker Administrator
Web interface, with the exception of aspects of the interface reserved for Administrator access.

e Administrator: Allows the user to view and modify all aspects of this portion of the Connection
Broker Administrator Web interface (see Providing Administrator Access to Users, Roles, and

Desktops).

e Custom: Allows you to control access to particular functionality on this portion of the
Connection Broker Administrator Web interface. See the following sections for more
information.

Customizing Access to Desktops
Customizing Access to the Authentication Server Page
Customizing Access to the Maintenance Page

Permissions that Control Multiple Connection Broker Pages

Most permissions control access to a particular page, section, or functionality in the Connection Broker
Administrator Web interface. The following permissions control access to multiple pages. You cannot
individually control the access to pages that are controlled by these permissions.

e The Reports permission controls access to the > Status > Reports page and the > Status >
Connection Broker Metrics page.
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o The Centers permission controls access to the > Resources > Centers page. In addition, if your
Connection Broker selects Use SMS Server call to 1E WakeUp from the Power control for physical
machines option on the > System > Settings page, the Centers permission controls access to the >
Resources > 1E Power Control page.

e The Desktops in Pool permission controls the PColP host devices displayed on the > Resources >

PColP Host Devices page. The page lists only PColP host devices that are associated with desktops
selected in the Desktops in Pool permission or PColP host devices that are not associated with any
desktop.

You must also have a role that provides access to the > Resources > PColP Host Devices page.

e |f the Desktops in Pool permission is set to No access the Desktops — Imports permission is ignored.
The Connection Broker internally sets the Desktops — Imports permission to No access.

Providing Administrator Access to Users, Roles, and Desktops

Three permissions provide Administrator and Full access. These permissions are:

e Downloads

e Users
e Roles

e Desktops in Pool (Custom) > Edit (Custom) > Availability

The Administrator permission provides access to additional functionality in these portions of the
Connection Broker Administrator Web interface. This level of access is restricted to the highest level of
Connection Broker administrators.

The following table describes the difference between rull and Administrator level access.

Permission Full Access Administrator Access
You have access to the > Status > You have full access to the > Status >
Downloads page where you can download | Downloads page and you can download
the Leostream Agents and Leostream the Leostream Technical Support logs
Downloads . ) .
Connect clients, however you cannot using the Download Leostream technical
download the Leostream Technical support logs link found at the bottom of
Support logs. any page.
You can edit all accounts on the > Users > .
. . You can edit all accounts on the > Users >
Users page, with the exception of the . . . .
Users . . . Users page, including the main Connection
main Connection Broker Administrator .
Broker Administrator account.
account.
You can edit all roles on the > Users > .
. . You can edit all roles on the > Users >
Roles page, with the exception of the . .
Roles . . Roles page, including the default
default Connection Broker Administrator ) .
role Connection Broker Administrator role.
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Permission

Full Access Administrator Access

On the Edit Desktop page, you can mark
an Unavailable desktop as Available; you On the Edit Desktop page, you have full
Availability cannot mark an Available desktop as control over the availability and
Unavailable or change the deletable state | deletability of the desktop.

of the desktop.

Customizing Access to Desktops

The following figure shows the available custom permissions for pools of desktops.

Desktops in Pool
All Desktops

w

Permissions | Custom &

Power Contral | Custom

Shutdown
Power Off
Suspend
Start/Resume
Resume

Release

Status

Log

Upgrade Agent

Edit

Mo access ¥
Mo access %
No access %
Mo access ¥
Mo access ¥
Mo access %
No access %
Mo access ¥
Mo access ¥

Custom v

Desktop Attributes | Mo access

Assignment
Awailability
Tag Editing

Mo access
Mo access

Mo access

Leostream Agent Mo access

PColP Hosts
Motes

Failover desktop

Mo access
Mo access

Mo access

The "Power Control” and "Edit"

v | 44— permissions have "Custom” options that

allow you to specify which aspects of these
actions the user is allowed to access.

The "Desktop Attributes” permission

¢ controls access to the desktop's
"Mame" and "Display Name" fields, as
well as the "Desktop Attributes” section.

h

v

v
h

Use this drop-down menu to confiure the role to

[Add Pools] v | <& set permissions for access to multiple pools.

Using these controls, you can allow different users to administer different pools of desktops, as well as
restrict the level of interaction for the desktops in that pool.

To set permissions for desktops:

1. Select the pool to set the permissions for from the Desktops in Pool drop-down menu. Select All
Desktops to apply these permissions to all desktops. Select a sub-pool to set permissions for
desktops in that pool.

If you select a sub-pool from the Desktops in Pool drop-down menu, the Connection Broker
internally sets the permission for all desktops that are not in that pool to No access.

2. From the Permissions drop-down menu, select the level of access a user with this role should have
to the desktops in the selected pool. Select Custom to provide more granular levels of access.
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If you select No access from the Permissions drop-down menu, the Connection Broker removes the
> Resources > Desktops page from the Administrator Web interface.

3. If providing custom access to the desktops, use the Power Control, Release, Status, Log, Upgrade
Agent, and Edit drop-down menus to determine which actions a user with this role can perform.

4. Select Custom from the Power Control and Edit drop-down menus to set granular permissions for
these two options. These options are described in the following sections.

5. Select a number from the [Add Pools] drop-down menu to create a role that sets permissions for
multiple pools.

&5 You cannot save the role if the Desktops in Pool section contains multiple references to the same pool.

Permissions for Power Control

The Custom option for the Power Control permission allows you to limit the control a user with this role has
over the power state of desktops in a particular pool. Selecting Custom opens the submenus shown in the
following figure.

Desktops in Pool
All Desktops hd

Permissions | Customn %
Power Control | Custom =
Shutdown Mo access %
Power Off Mo access %
Suspend Mo access v
Reboat Mo access %

Start/Resume | Mo access v

The power control permissions determine which actions appear on the Control desktop page, accessed by
selecting the Control action on the > Resources > Desktops page.

The Reboot permission controls access to the Shutdown and Start action. To provide access to the Power
Off and Start action, you must select Full for the Power Off permission.

When providing Full access for the Start/Resume permission, the Control desktop page for a virtual
machine contains the Start and Resume options. However, the Control desktop page for a desktop from an
Active Directory center contains only the Start option. The Suspend option never appears on the Control

desktop page for a desktop from an Active Directory center.

Permissions for Editing Desktops

The Custom option for the Edit permission limits which items on the Edit Desktop page a user with this role
can view and modify. Selecting Custom opens the submenus shown in the following figure.
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Edit Custom v

Desktop Attributes | View only |+

Assignment View only v
Availability Full e
Tag Editing Mo access ¥
Leostream Agent Mo access ¥
PColP Hosts Mo access (¥
Notes Full A
Failover desktop Mo access v

The permissions control individual sections of the Edit Desktop page. If a permission is set to No access,
that section does not appear in the Edit Desktop page. If the permission is set to View only, the section
appears in the Edit Desktop page, but the contents are read-only. If the permission is set to Full or
Administrator, the section appears and is modifiable.

? The Failover desktop permission controls access to the Failover section of the Edit Desktop page, only.
Access to the Failover plan page is controlled by the Policies permission (see Permissions that Control
Multiple Connection Broker Pages).

For example, if the permissions are set to the levels shown in the previous figure, the Edit Desktop page
appears as follows.

Edit Desktop "Xen_Win2K3_Demo"

Display name
no value

Desktop Attributes

IP address
10.110.37.110

MAC address
92:F5:82:49:42:2E

Operating system
Windows Server 2003

[Yes] Allow Center to overwrite these desktop attributes

Assignment

Assignment mode
Policy-driven

Availability

Desktop status
Available ¥

[[] Allow this desktop to be deleted from disk

Desktop Permissions for Multiple Pools

The Desktops in Pools section allows you to specify which pools of desktops a user with this role is allowed
to access. All desktops in a particular pool are assigned the permissions selected for this pool.

A particular desktop can fall into more than one pool. In this case, the Connection Broker assigns the union
of all permissions assigned to that desktop from all the pools it resides in. For example, the role shown in
the following figure provides full access to the power control actions for the Dev-Windows pool. The role
then provides full access to the release actions for the Dev-Win2K3 pool. Because the Dev-Win2K3 pool is a
subset of the desktops in the Dev-Windows pool, when a user logs in with this role, Connection Broker
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assigns full access to the power control and release actions for the desktops in the pev-win2k3 pool.

Desktops in Pool A user with this role has full access to the
Dev-Windows v power control actions for the "Dev-Windows"
S c pool, but no access to any other actions for
b .

ermissions ustom thls pool.

Power Control | Full hd

Release Mo access v

HD Status Mo access v

Log Mo access +

Upgrade Agent | Mo access v

Edit o access ¥

Desktops in Pool The "Dev-Win2K3" | tai bset
DevWin2k3 3 e ev-vwin pool contains a subse

of the desktops in the "Dev-Windows” pool
Permissions | Custom A

Power Contral | Mo access A user with this role has full access to the
— Ful - ‘/release action for the "Dev-Win2K3" pool.
Since desktops in this pool are also in the
"Dev-Windows" pool, in the end, the user
Log Mo access v has full access to the power control and
release action for these desktops.

HD Status Mo access |#

Upgrade Agent | Mo access v

Edit Mo access (v

The Connection Broker always assigns the highest level of permissions for a particular desktop.

Customizing Access to the Authentication Servers Page

The Authentication Servers permissions allow you to restrict access to the functionality for loading users.

When you select Custom from the Authentication Servers drop-down menu, the following additional
menus appear.

Authentication Servers | Custom

Edit No access v

Load Users | No access v

The Edit sub-menu controls the permission level to the Edit Authentication Server form, as follows.

e Select No access to remove the Edit action from the > Users > Authentication Servers page.

e Select View only to allow the user to view the Edit Authentication Servers pages, but not allow the
user to save changes to the authentication servers.

[}

Select Full to allow the user to modify and save settings on the Edit Authentication Servers page.

The Load Users sub-menu controls access to the Load User action on the > Users > Authentication Servers
page.

e Select No access to remove the Load User action from the > Users > Authentication Servers page.

e Select Fullto allow the user to modify and save settings on the Edit Authentication Servers page.
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Customizing Access to the Maintenance Page

The Maintenance permission allows you to restrict access to individual sections of the > System >
Maintenance page. When you select Custom from the Maintenance drop-down menu, the following
additional menus appear.

Waintenance Custom |~ «¢—— Select "Custom"” to expand the "Maintenance" options.
Update No accass ¥ Set permission levels for each section of the
sal Mo access ¥ "System > Maintenance” page.
Database Administration | Mo access v
Purge Database Mo access v
Reset No access v
Third-Party Content Mo access ¥

Bulk Upload No access ¥

In each sub-menu, selecting No access hides the associated section of the > System > Maintenance page,
with the exception of the database options, which are controlled as follows.

e Database Administration: Hides/shows the options in the Database options section for backing up,
restoring, and switching databases. This option does not apply to the Purge the database option.

e Purge Database: Hides/shows the Purge the database option in the Database options section.
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Chapter 10: Building Pool-Based Plans

Overview of Policies and Plans

The Leostream Connection Broker defines a policy as a set of rules that determine how resources are
offered, connected, and managed for a user, including:

e The desktop and application pools the Connection Broker offers desktops from

e How many resources from each of these pools are offered to the user

e |[f the user’s remote desktops is required to have a running Leostream Agent

e  Which desktops the user can reboot or release

e  Which display protocol is use to connect to these resources

e If, when, and how the power state of the remote desktop is managed

e How long the user is assigned to a particular desktop, i.e., is the desktop persistent or temporary
e Which USB devices are the user allowed to access on their remote desktop

e And more...

The Connection Broker applies portions of the policy based on events that occur in the user’s session. Policy
options that configure the end-user experience at login time and when the user is assigned to a desktop are
set directly in the Edit Policy page (see Chapter 11: Configuring User Experience by Policy). Other aspects of
the policy are configured in Connection Broker plans.

The Connection Broker defines plans as building blocks that describe standard behaviors to apply to
resources. Each plan can be applied to any number of pools within an unlimited number of policies.

Policies use three types of pool-based plans.

e Protocol plans determine which display protocols can be used to connect to the remote desktop

e Power control plans determine how the Connection Broker manages the power state of the remote
desktops

e Release plans determine how long the user remains assigned to the remote desktop

The Connection Broker provides two other types of plans: location-based plans and desktop-based plans.
These plans configure the user experience based on the user’s client device and assigned desktop. See
Chapter 12: Configuring User Experience by Client Location for information on location-based plans and
Specifying Failover Desktops for information on desktop-based plans.

In order to configure your Connection Broker to offer resources to users:

1. Create protocol, power control, and release plans that define the experience you want to provide
for your end users. The remainder of this chapter describes this step.

2. Build policies that define which resources to offer to the user, and which plans are applied to the
pool in the policy. Chapter 11: Configuring User Experience by Policy describes this step.
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3. If you need to tailor the user experience based on the location of the user’s client, configure the
location-based plans. Chapter 12: Configuring User Experience by Client Location describes this step.

4. Finally, assign the policies to users. Chapter 14: Assigning User Roles and Policies describes this step.

Protocol Plans

Protocol plans define which display protocols the Connection Broker uses when connecting to a desktop
from a particular pool. The Connection Broker provides one default protocol plan, which is shown on the >
Plans > Protocol page, shown in the following figure.

STREAM (=~
Status | Resources | Clients | JRBWS | users | System | Search

Protocol | Power Control | Release | Display | Printer | Registry
Create Protocol Plan
Actions  Name 2 Leostream API Protocols Web Browser Protocols
Edit Default RDP. RGS. VNC, Radmin. NoMachine MNX. rdesktop, Ericom Blaze ActiveX RDP, RDP, VNC

Each protocol plan is separated into sections that apply to different client types, such as Leostream
Connect, the Leostream Web client, or a Wyse thin client. Configure the display protocols for each client
type separately, using the appropriate section in the protocol plan, shown collapsed in the following figure.

Create Protocol Plan )

Plan name

Cancel

How Protocol Plans Work

The Connection Broker supports a wide range of display protocols, including:

e Microsoft RDP and RemoteFX
e Citrix® HDX and ICA

e Red Hat SPICE

e NoMachine NX

e HP®RGS

e rdesktop
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e VNC (RealVNC, TightVNC, UltraVNC)

e Ericom Blaze RDP acceleration

e Exceed onDemand

e Teradici PC-over-IP (hardware-based, or software-based when using the VMware Horizon View
Direct-Connection Plugin)

e Sun™ Appliance Link Protocol (ALP) (with Sun Ray uttsc)

e Sun Adaptive Internet Protocol (AIP) (with Sun Secure Global Desktop ttatsc)
e Famatech Radmin®

“The following sections describe creating protocol plans, in general. For specific information on setting

up the protocol plan for each supported display protocol, see the Leostream Choosing and Using Display
Protocols Guide.

A protocol plan tells the Connection Broker:

e  Which display protocols is allowed for a pool

e What priority each protocol has, i.e., which protocol should the Connection Broker try first, second,
etc.

e What, if any, command line parameters and configuration file should the Connection Broker use
when establishing the connection

Consider the following section of a protocol plan.

Create Protocol Plan . i
Each section configures the remote

Plan name viewers for a particular client device.

Leostream Connect and Thin Clients Writing to Leostream API .. B B
© g The Priority determines the order in

RDP and RemoteFX Priority: | 1 v |«— which the Connection Broker should
Command line parameters try to use each remote viewer.
Configuration file )

soreen mode idii:z A \ Command line parameters and
desktopwidth: 4 <— configuration files determine exactly
desktopheightii: 768 v how the connection is established.

The selection in the Priority drop-down menu indicates the order in which the Connection Broker tries to
establish a connection using that display protocol. In the previous figure, the Connection Broker first tries
Microsoft RDP, which has a priority of 1. If the RDP port is closed, the Connection Broker looks for a
protocol with a Priority of 2. When the Connection Broker runs out of display protocols to try, i.e., the
Priority drop-down menu for all other protocols in the protocol plan is set to Do not use, the Connection
Broker returns a warning and does not establish a connection to the remote desktop.

To determine if a particular display protocol can be used, the Connection Broker performs a port check. For

example, by default, Microsoft RDP communicates over port 3389. For the above example, if port 3389 is
open on the remote desktop, the Connection Broker connects to the desktop using RDP.

/' The Connection Broker cannot perform a port check on the standard port used for Citrix HDX
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connections, as the HDX port remains closed until XenDesktop establishes a connection to the desktop.
Therefore, if a protocol plan assigns a priority to HDX, you must specify a different port for the Connection
Broker to check.

£5% The Connection Broker cannot distinguish between display protocols that use the same port, for
example Microsoft RDP and rdesktop. Therefore, if a protocol plan sets the priority for Microsoft RDP to 1,
and the priority of rdesktop to 2, the Connection Broker always uses RDP when port 3389 is open on the
remote desktop, even if you are connecting from a Linux client that supports only rdesktop. In this case, you
must create a second protocol plan that assigns a priority of 1 to rdesktop, to support users logging in from
a Linux client.

Why Protocol Plans?

While protocol plans may seem complicated, they actually simplify heterogeneous, enterprise-level
deployment. For example, using protocol plans you can:

e Define behavior once; use it often. By providing reusable components, you can build policies faster.
e Use the right protocol for each desktop. By setting protocol plans on a pool-by-pool basis in each
policy, you can build policies that offer Windows and Linux desktops, and use a display protocol

appropriate for each desktop.

e Set defaults that match your business requirements. By allowing you to set the order in which
display protocols are used, you have granular control over your environment

Which Protocol Plans Applies?

Protocol plans can be specified at three levels.

1. Per pool within a policy (see Configuring Desktop Policy Options): You must specify a protocol plan
for each pool in the policy.

2. Per client location (see Creating Locations): You can optionally create per-location protocol plans to
support users that move between client devices that require different display protocols, for
example:

e Users that connect to a Windows desktop from Microsoft Internet Explorer Web browsers
using ActiveX RDP and from Mozilla Firefox Web browsers using RDP

e Users that connect to a Windows desktop from the Windows version of Leostream Connect
using RDP and from the Java version of Leostream Connect using rdesktop

3. Per user (see Editing User Characteristics): You can optionally create per-user protocol plans to
support users with particular requirements, for example, a user that must always have a particular
drive redirected while other users should never have any drives redirected.

When connecting a user to a desktop, the Connection Broker applies protocol plans, as follows.
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If a per-user protocol plan is specified for this user, that plan is used for all resources launched by
this user, including policy-assigned desktops, hard-assigned desktops, and XenApp applications and
desktops in an application pool.

If no per-user protocol plan is specified, but the user logged in at a client in a location with a
specified protocol plan, the per-location protocol plan is used for all resources launched from this
client, including policy-assigned desktops, hard-assigned desktops, and XenApp applications and
desktops in an application pool.

If no per-user or per-location protocol plan is specified, the Connection Broker launches the
resource using the protocol plan specified in the policy based on the pool that contains that
resource, or using the protocol plan specified in the policy section pertaining to hard-assigned
desktops.

Building Protocol Plans

To determine how many protocol plans you need, and how they should be configured, think about all the
different ways your end users will connect to their desktops, for example:

Do all users access their desktops using the same display protocol? If not, which protocols will they
use? If these protocols communicate over the same port, you will need a protocol plan for each
protocol.

For each display protocol that you use, will the command line parameters and configuration file be
the same for all users? If not, you will need a protocol plan for each configuration of command line
parameters and configuration file.

Do your remote desktops support multiple display protocols, such as RDP, RGS, and VNC? If so, and
you want to allow different users to access different protocols, you will need a protocol plan that
defines the appropriate priorities for each type of user.

The above questions are examples of the things you should think about when building protocol plans. Begin
with a simple scenario then create your protocol plan as follows.

1.

Go to the > Plans > Protocols page.

Click the Create Protocol Plan at the top of the page. The Create Protocol Plan form opens.
In the Plan name edit field, enter the name to use when referring to this protocol plan.

In the Leostream Connect and Thin Clients Writing to Leostream API section, shown in the
following figure, configure the display protocols to use when a user logs in using one of the

following client devices:

e The Windows or Java version of Leostream Connect
e A thin client with an installed Leostream Connect client
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e Athin client with a customized Leostream client, with the exception of Wyse thin clients
running the Wyse ThinOS

Leostream Connect and Thin Clients Writing to Leostream API This section selects the

protocols to use when the user

ROP and RemoteFX Priority: | 1 hs logs in through Leostream

LapmET (E PEEIIETER Connect or any thin client that
writes to the Leostream API.

Configuration file

screen mode id:i:2 ~

desktopwidth:i:1024 . -

deskropheighe:i: vv‘\Specﬁy the Command line

parameters and/or
Configuration file to use to

RGS iority: .
Bueutl Do not use [ launch the remote viewer.

Configuration file

The Priority indicates the order
in which the Connection
Broker tries to launch the
remote viewers. If you
specifically do not want to use
a particular protocol, select

"Do not use”.

Users logging in from Leostream Connect can use any of the following display protocols. The
following list notes the display protocols supported by the Windows and Java version of Leostream

Connect.

Display Protocol

Required Client

Leostream Connect version

RDP / Remote FX

Remote Desktop Connection

Windows and Java

rdesktop rdesktop Java

PColP (software) VMware View Windows and Java
Citrix HDX Citrix Receiver Windows

HP® RGS HP RGS Receiver Windows and Java

Red Had SPICE

SPICE Client

Windows and Java

NoMachine NX

NX Enterprise Client or NX Web Companion

Windows and Java

Exceed onDemand

EOD Client

Windows and Java

VNC

RealVNC, TightVNC, UltraVNC

Windows and Java

Famatech Radmin®

Radmin Viewer

Windows

Ericom Blaze RDP
acceleration

Blaze

Windows and Java

Oracle ALP

Sun Ray uttsc

Java

Oracle AIP

Sun Secure Global Desktop ttatsc

Java

For specific information on configuring command line parameters and configuration files for each
supported display protocol, see the Leostream Guide for Choosing and Using Display Protocols.

In the Citrix XenApp (ICA) Configuration section, shown in the following figure, configure the
command line parameters and ICA-file to use when launching a desktop or application published in
a Citrix XenApp farm. This section applies to users logging in from any of the following client devices

e The Windows and Java version of Leostream Connect
e The Leostream Web client.
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(v) Citrix XenApp (ICA) Configuration

Citrix Plugin
Application configuration file
[Encoding] -
InputEncoding=I308855_1
v
Desktop configuration file
[Encoding] -~
InputEncoding=IS08858_1
v

Select this option to launch Citrix XenApp
resources without requiring that a Citrix \‘
client be installed on the client device.

Citrix Client for Java

[JUse the Citrix Client for Java when connecting from a Web browser
Use this when you do not want to install the ICA plugin

See “Citrix ICA” in the Leostream guide for Choosing and Using Display Protocols for more
information on using this section.

6. Inthe Web Browser section, shown in the following figure, configure the display protocols to use
when a user logs in through the Leostream Web client.

(v) Web Browser <=— This section configures the remote
viewer that is launched when a user
logs in through a Web browser.

[ Allow connections through NAT'd YPNs

ActiveX RDP Priority: | 1 |
Configuration file )
MsRdpClient.server = "{IP}" Al " - i
Hsticﬁe:t.UsZ:Name = m{USER}" ,,; Select "Do not use” for all viewers
MsRdpClient.AdvancedSettings.ClearTextPassword )  thatthe Connection Broker should
not try to launch when a user logs in
e ’ through a Web browser.
RDP Priority: | Do not use ¥
Citrix HDX Priority: Do not'use”\;}
_— The "External viewer"” option allows
o |
VNC oy ?‘ftfv‘ you to launch any third party viewer.
NoMachine NX Priority: | Do not use ¥ | You can load a custom viewer into
Juniper SSL VPN Priority:| Do not use | your Connection Broker using

v“/ options on the "System >
v

External viewer Priotity: | Do not use Maintenance" page.

See Configuring Remote Protocols for Web Browser Access for a full description of the different
display protocols available when logging in through the Leostream Web client.

7. Configure the remainder of the protocol plan, shown in the following figure, if your end users log in
through any of the following client devices.

e Woyse thin clients running the Wyse Thin OS

e Hardware-based PColP clients
e HP SAM clients
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Wyse Configuration
Deskiop configuration file - {USERLini

connect=rdp fad
sutoconnect=yes v
host={IP}

Application configuration file - {USERYini
connect=ica %
application={CITRIX REZOURCE} bl
BAUCOZONNEeCt=no

Teradici PColP Client Configuration

Alternate port far remote viewsr port check
8080

If policies use the remote wiewer port chedk to inveke backup pools, enterthe port to
chedk for PColP connections

HP SAM Configuration

Configuration file

<Offset¥>0¢/0ffset > -
<OffsetVs0</O0ffset > ¥
<Ho0</Ex

8. Use the Notes field to store any additional information with your protocol plan.

9. Click Save to store any changes to the plan.
Protocol Plans for Wyse WTOS Thin Clients

Wyse configuration settings are set in the Wyse Configuration section of the protocol plan, shown in the

following figure. You can configure separate configuration files to use when launching desktops with RDP
and applications with ICA.

() Wyse Configuration
Desktop configuration file - [USER}.ini

Application configuration file - {USER]}.ini

connect=ica e

By default, the Connection Broker passes the user name and password down to the thin client so that the
user is automatically logged into the session. When modifying Wyse configuration files:

e Ensure that each parameter name and value pair is on a single line
e Begin the line with the hash or pound (#) symbol to insert a comment
o Use the Leostream dynamic tags to set session specific variables

The Connection Broker automatically adds any required quotation marks around the values for the
application, username, and password WTOS variables.

“If the user’s policy offers more than one desktop, the Connection Broker changes the value of the

autoconnect parameter to no. The Connection Broker never automatically launches connections if the
user is offered multiple resources.

To instruct the Connection Broker to use the Wyse VDA software, add the following parameters to the

Desktop configuration file and/or Application configuration file fields in the Wyse Configuration section of
the desktop’s protocol plan.
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e WyseVDA={no, yes}: Set to yes to enable Wyse Virtual Desktop Accelerator for all ICA or RDP

sessions.

e WyseVDA_No_MMR={no, yes}: Set to yes to disable acceleration for TCX multimedia (MMR). This
parameter is applicable only when WyseVDA is set to yes.

e WyseVDA_No_USB={no, yes}: Set to yes to disable acceleration for TCX USB peripheral support.
This parameter is applicable only when WyseVDA is set to yes.

Using Dynamic Tags

Configuration files allow you to customize certain display protocol behaviors. The Connection Broker
supports dynamic tags in the Command line parameters and Configuration file fields for any of the
protocols. When establishing a remote session, the Connection Broker replaces dynamic tags with the

appropriate information.

The following table contains a complete list of the supported dynamic tags. If the configuration file contains
text enclosed in braces that is not included in the list of supported dynamic tags, the Connection Broker
does not alter the text in the configuration file.

Dynamic Tags

Purpose

{IP}

The IP address of the Leostream Agent on the desktop. If no
Leostream Agent is installed on the desktop, {IP}is replaced
with the hostname of the desktop or, if the hostname is not
available or does not resolve, the IP address of the desktop.

{IP_ADDRESS}

The IP address of the desktop or, in the case of ICA
connections, the IP address of the Citrix XenApp farm that
publishes the desktop or application specified by the dynamic
tag {CITRIX RESOURCE}.

{HOSTNAME }

The hostname of the desktop or, in the case of ICA connections,
the hostname of the Citrix XenApp farm that publishes the
desktop or application specified by the dynamic tag

{CITRIX RESOURCE}.

{IP_ADDRESS-or-HOSTNAME }

The IP address of the desktop or, if the IP address is not
available, the hostname of the desktop.

{HOSTNAME-or—-IP ADDRESS}

The hostname of the desktop or, if the hostname is not
available, the IP address of the desktop.

{SHORT HOSTNAME }

The short hostname of the desktop, or the hostname cut at the
first dot. For example, if the hostname is
desktop.example.com, the { SHORT HOSTNAME} tag
returns desktop.

{USER}, {USER:USER},

{USER:LOGIN NAME}, or
{LOGIN:NAME }

The user’s login name. This value corresponds to the value
shown in the Login name column on the > Users > Users page.
To force the login name on the remote desktop to upper or
lower case, include the : 1owercase or : uppercase modifier,
for example {USER:lowercase} or

{USER:LOGIN NAME:uppercase}.
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Dynamic Tags

Purpose

{AD:USER:attribute name}

The value found in the user's Active Directory attribute given
by attribute_name. Use this dynamic tag if you need to replace
the user’s login name for their remote session with a value
different from the login name used for their Leostream session.

{NAME} or {USER:NAME}

The user's display name. This value corresponds to the value
shown in the Name column on the > Users > Users page.

{AD DN} or {USER:AD DN}

The user's Active Directory Distinguished Name. This value
corresponds to the value shown in the AD Distinguished Name
column on the > Users > Users page.

{EMAIL} or {USER:EMAIL}

The user's email address. This value corresponds to the value
shown in the Email column on the > Users > Users page.

{PRE_EMAIL} or {USER:PRE EMAIL}

The portion of the user's email address before the @ symbol.

{POST_EMAIL} or
{USER:POST EMAIL}

The portion of the user's email address after the @ symbol.

{DOMAIN}

The name entered into the Domain field for the authentication
server that authenticated a user. If the Domain field is empty,
the Connection Broker replaces this dynamic tag with the value
entered or selected in the Domain field of the login dialog on
the user’s client.

{AUTH DOMAIN}

The name entered in the Authentication server name field of
the authentication server that authenticated the current user.

{PLAIN_ PASSWORD}

The user’s password, in plain text.

{RDP_PASSWORD}

For Leostream Connect, the user’s password encrypted for RDP
usage

{SCRAMBLED PASSWORD}

For NoMachine NX and Citrix XenApp clients, only, the user’s
password scrambled to prevent casual eavesdropping

{STANDARD RDP PASSWORD:xxxx}

For Leostream Connect, a specific password encrypted for RDP
usage

{HOST:IP}

For use in the SPICE command line parameters, resolves to the
IP address of the Red Hat Enterprise Virtualization environment
that manages the virtual machine.

{HOST:PORT}

For use in the SPICE command line parameters, resolves to the
port used to establish a SPICE connection to the virtual
machine.

{HOST:SECURE_PORT}

For use in the SPICE command line parameters, resolves to the
secure port used to establish a SPICE connection to the virtual
machine.

{SPICE TICKET}

For use in SPICE command line parameters, the secure ticket
needed to establish communication between the SPICE client
and host.

{CLIENT} or {CLIENT:NAME}

The name of the client device used to log into the Connection
Broker. This value corresponds to the value shown in the Name
column on the > Clients > Clients page.
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Dynamic Tags

Purpose

{CLIENT:IP}

The IP address of the client device used to log into the
Connection Broker. This value corresponds to the value shown
in the IP Address column on the > Clients > Clients page.

{CLIENT:MAC}

The MAC address of the client device used to log into the
Connection Broker. This value corresponds to the value shown
in the MAC Address column on the > Clients > Clients page.

{CLIENT:TYPE}

The type of client used to log into the Connection Broker. This
value corresponds to the value shown in the Type column on
the > Clients > Clients page.

{CLIENT:MANUFACTURER}

The manufacturer of client used to log into the Connection
Broker. This value corresponds to the value shown in the
Manufacturer column on the > Clients > Clients page.

{CLIENT:UUID}

The UUID of the client used to log into the Connection Broker.
This value corresponds to the value shown for the Client UUID
on the > Clients > Clients page.

{POOL:NAME }

The name of the pool that contains the desktop that the user is
connecting to

{VM:NAME }

The name of the desktop the user is connecting to, as shown in
the Name field on the > Resources > Desktops page.

{WINDOWS NAME }

The guest host name of the desktop, as returned by the
Leostream Agent

{FQDN}

If the user authenticated against an authentication server, the

user’s fully qualified name, e.g.,
cn=Fred, ou=Users, o=Company

{NOVELL FQDN}

If user authenticated against an eDirectory authentication

server, the fully qualified name in the format
cn=Fred.ou=Users.o=Company

{CITRIX RESOURCE}

For ICA connections, the name of the published Citrix
resource/application

{DRIVE:CD}

For the RDP configuration file, use
drivestoredirect:s: {DRIVE:CD} to redirect all CD drives
found on system. No other drives are directed.

{DRIVE:DVD}

For the RDP configuration file, use
drivestoredirect:s: {DRIVE:DVD} to redirect all DVD
drives found on system. No other drives are directed.

{LEO_SPAN}

For use with display plans, either 1 or 0 depending on if the
RDP session should be spanned across multiple monitors.

{LOGOUT URL}

The URL to log the user out of the session.

{LIST URL}

The URL to view the list of desktops.

{ENV:*}

The value of the client side variable specified in *. So {ENV:
HTTP COOKIE} might return uid=25157202.

{MATCHED IP:partial IP address}

Specifies a preferred IP address to use for the connection (see
Specifying Subnet for Desktop Connections)

{REMAPPED TIP:X.X.X.X}

Re-maps IP addresses by replacing the non-X portion of the IP
address with the specified tag.

{REMAPPED IP:subnet mask}

Re-maps IP addresses on different subnets.

176




Leostream Connection Broker Administrator’s Guide

Dynamic Tags Purpose
For use with the Java version of Leostream Connect. The
{SESSION} session ID associated with session-based RGS Receiver

configuration file parameters.

Indicates that the Java version of Leostream Connect should

{USB SESSION} . . .
- manage which remote RGS session has access to USB devices.

Using Different Login Names for User Connections

In some cases, you may need to use a login name for the user’s remote session that is different from the
login name used for the Leostream session. One example is the case where the user logs into Leostream
with their Windows Active Directory credential, but needs to use their Linux username to connect to their
Linux desktop. For these cases, you can use custom Active Directory attributes and dynamic tags to change
the default user login.

First, you must populate an Active Directory attributes in the user’s account with the value of the user’s
alternate login name. The Active Directory attribute can be a standard attribute, or you can create a custom
attribute. For example, create a custom attribute named 1inuxLogin.

Second, in the protocol plan, replace the {USER} dynamic tag with the {AD: USER:attribute name}
dynamic tag. For example, when using the custom attribute named 1inuxLogin the dynamic tag is
{AD:USER:1linuxLogin }.

If the username varies only by case, you can use the lowercase and uppercase dynamic tag modifiers,
instead of specifying a new Active Directory attribute. For example, if the user’s Windows login is JSmith,
but their Linux login is ysmith, use the {USER:lowercase} dynamic tag.

Specifying Subnet for Desktop Connections

When a remote desktop has multiple network interfaces, the Leostream Agent and Connection Broker
negotiate which IP address to use for remote connections. You can alternatively use the {MATCHED IP}
dynamic tag to specify a preferred IP address for the Connection Broker to use when establishing the
remote connection. For example, you can modify the default line in the RDP configuration file to the
following:

full address:s:{MATCHED IP:partial IP address}

Where partial IP address indicates the beginning of the IP address that the Connection Broker should
favor for the connection. When specifying partial _IP_address, trailing zeros are optional, for example,
{MATCHED IP:172.29.0.0} isequivalentto{MATCHED IP:172.29}.

The MATCHED IP dynamic tag instructs the Connection Broker to favor a specific IP address. For example, if
the desktop returns two IP addresses of 172.29.229.151 and 10.110.1.14 and the tag

is {MATCHED IP:10.110.1} the IP address used for the connection is 10.110.1.14.

If the desktop does not have an IP address beginning with the values to match, the Connection Broker will
not establish a remote connection to the desktop. To allow the Connection Broker to fail over to any

177




Chapter 10: Building Pool-Based Plans

available IP address, use the following syntax:
{MATCHED IP:partial IP address-or-IP}

For example, if the tag is {MATCHED IP:10.110.1-or-IP} and the desktop returned a single IP address
of 172.29.229.151 the Connection Broker uses the 172.29.229.151 for the connection even though it does
not match the preferred IP address.

Dynamic Remapping of Desktop IP Address

You can enable display protocol traffic to traverse one or more NATed firewalls by dynamically changing the
IP address provided to the remote viewer client to reflect the address of the desktop seen from the client’s
perspective as opposed to that seen from within the desktop.

To do this, use the {REMAPPED IP} dynamic tag in place of the { 1P} dynamic tag. The Connection Broker
takes the IP address of the desktop and applies the IP address mask specified in the dynamic tag so that the
address is modified.

As an example, imagine an offshore development center than runs on a 192.168.1.xxx network. One of its
customers has a series of desktops running on a 172.29.229.xxx network. A NATed firewall makes the
transition between the two networks. Therefore, a desktop at 172.29.229.131 appears to the offshore
development center as a desktop at 192.168.1.131.

To accomplish this transition, in the configuration file, change instances of the {1P} tagto
{REMAPPED IP:192.168.1.X}.

To remap IP addresses on multiple subnets, use the advanced form of the {REMAPPED IP} dynamic tag.
This version of the dynamic tag supports specifying a network mask length and a target range for the source

and destination.

The {REMAPPED IP:X.X.X.X} syntaxcan be used to perform DNS resolution without remapping the IP
address.

Use the wildcard (*) to map all subnets. For example:

e {REMAPPED IP:*/24->192.168.1.0} replaces the first 24 bits of the IP address on all
subnets with 192.168.1. Therefore, the IP address 10.153.172.5 maps to 192.168.1.5.

e {REMAPPED IP:*/8->194.0.0.0} replaces the first 8 bits of the IP address on all subnets
with 194. Therefore, the IP address 10.153.174.9 maps to 194.153.174.9.

To map different subnets to different IP address ranges, use the syntax in the following example.

{REMAPPED IP:10.153.174.0/24 -> 192.168.204.0, 10.153.172.0/24 -> 192.168.201.0}

Each subnet map is separated by a comma. A subnet map can be defined using a wildcard, as described in
the earlier {REMAPPED IP} examples.
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In this example, the first 24 bits of IP addresses in the subnet 10.153.174 are mapped to 192.168.204, while
the first 24 bits of the IP addresses in the subnet 10.153.172 are mapped to 192.168.201. Therefore:

10.153.174.9 maps to 192.168.204.9
10.153.172.5 maps to 192.168.201.5
10.153.173.7 remains 10.153.173.7

In cases where multiple subnet maps are included, the order of the subnet maps is irrelevant. More specific
maps take precedence over less specific maps. When a wildcard is provided, any IP addresses that are not
mapped by one of the other rules will be mapped by the wildcard. The Connection Broker always performs
wildcard mappings last.

“'Do not specify multiple wildcard mappings. If multiple wildcards are specified, the Connection Broker
uses one of the mappings and ignores all other maps.

Power Control Plans

Power control and release plans allow you to take actions on the user’s session based on the following
events:

e When the user disconnects from their desktop

e When the user logs out of their desktop

e When the desktop is released to its pool

e When the user’s session has been idle for a specified length of time

L5 Not all display protocols allow the Connection Broker to perform actions on disconnect events.

Available power control plans are shown on the > Plans > Power Control page, shown in the following
figure.

STREAM (=~

Status | Resources | Clients | QBB | Users | System | Search

Protocol | Power Control | Release | Display | Printer | Registry

All »

Ed Default. "All Desktops” pool  Suspend Immediately Revert to snapshot Immediately Do not change power state
Ed Test 1. "All Desktops” pool Do not change power state Do not change power state Do not change power state
Ed Test 1. "Ashoka” pool Do not change power state Do not change power state Do not change power state

Sun. "Raina” pool Reboot after 3 minutes Do not change power state Do not change power state

New Connection Broker installations contain one default power control plan, called Default. You can create
as many additional power control plans as needed for your deployment (see Creating Power Control Plans).

Using Power Control Options

The Connection Broker provides the following options for controlling a desktop:
e Do not change power state, i.e., take no action
e Shutdown (attempts to shut down the machine gracefully)
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Power off (forcefully shuts down the machine)

Shutdown and Power off (attempts to shut down the machine gracefully. If a graceful shutdown is

not possible, the Connection Broker forcefully shuts down the machine.)

Suspend

Shutdown and Start (attempts to gracefully shut down the machine before restarting)
Power Off and Start (forcefully shuts down the machine before restarting)

Revert to snapshot

Different power control options apply to different types of machines, as follows.

VMware virtual machines: Support all power control options

Citrix XenServer, Microsoft Hyper-V, OpenStack, and Red Hat Enterprise Virtualization virtual
machines: Support all power control options, with the exception of reverting to a snap shot

Physical machines: Support Shutdown and Shutdown and Start if the Leostream Agent is installed

on the machines.

Physical machines can be powered up using Wake-on-LAN- (see Power Control for Desktops) or
using 1E WakeUp for desktop power management.

Creating Power Control Plans

To build a new power control plan:

1. Select the Create Plan link on the > Plans > Power Control page. The Create Power Control Plan

2.

3.

form, shown in the following figure, opens.

Create Power Control Plan )

Plan name

l | Enter a descriptive name. You'll refer to this
‘ —  name when assigning the plan to a pool.

When User Disconnects from Desktop

Wait: |0 minutes v, then | Da not change power state v Select the amount of time to wait before changing
the desktop's power state. A wait time of zero tells
= - the Connection Broker to immediately execute the
Bn | Do nat change power state | selected power control action.

When User Logs Out of Desktop

When Desktop is Released

y ) Choose to change the desktop's power state or
Wait: |0 minutes |, then | Do not change power state v “/ g L

revert the desktop to a snapshot. For the

| Do not change power state 5 <
When Desktop is Idle Shutdown C_onnectlon Br.oker.to take actions based.on
T : Shutdown:and Power:off disconnect or idle-time events, you must install the
Riei O minutes SARMEEH 0 o o Leostream Agent on that desktops.
------------------ e

Notes Shutdown and Start ‘ In addition, not all display protocols support

j Foweroffand'Stan i disconnect actions.
‘ Revert to snapshot |

maem

Enter a unique name for the plan in the Plan name edit field.

For each of the four remaining sections:
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a. From the Wait drop-down menu, select a time period to wait before applying the power
control action.

b. From the then drop-down menu, select the power control action to apply. Selecting Do not
change power state renders the setting in the Wait drop-down menu irrelevant, as no
action is ever taken.

4. Enter any optional Notes.

5. Click Save to create the plan, or Cancel to return to the > Plans > Power Control page without
creating the plan.

Release Plans

Release plans define how long a desktop remains assigned to a user. Available release plans are shown on
the > Plans > Release page, shown in the following figure.

STREAM (=

Status | Resources | Clients | [IJENEY | Users | System | Search

Control | Release | Display | Printer | Registry | Failover

Create Release Plan

Actions  Name = In Use  Urwerified User State  Release on Disconnect  Logout on Disconnect  Lock ldle Desktop  Disconnect ldle Desktop
All v

Edit Single Use Yes Disconnect Mo Immediately Mo Mo
Edit Persistent Yes Logout Mo Mo Mo Mo
Edit Logout on ldle Mo Logout Mo Mo After 10 minutes  After 30 minutes

New Connection Broker installations contain one default release plan, called Default. You can create as
many additional release plans as needed for your deployment.

Using Release Options

The release options allow you to optimize the allocation of computing resources. Release options are
triggered after an elapsed time.

Z'If you release a desktop back to its pool, the Connection Broker attempts to offer the same desktop to
the user the next time they log back into the Connection Broker, if the user’s policy has the Favor
previously assigned desktops option selected. This behavior improves performance in some Windows
environments. If that desktop is unavailable, the Connection Broker assigns a new desktop.

Creating Release Plans

To build a new release plan:

1. Select the Create Planlink on the > Plans > Release page. The Create Release Plan form, shown in
the following figure, opens
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Create Release Plan

Plan name

When User Disconnects from Desktop

o

Release to pool: No
Forced logout:  No

URL to call

When User Logs Out of Desktop
Release to pool: Immediately
URL to call

A

When Connection is Closed

v

/

v

SNy

Execute actions for: When User Logs Out of Desktop

This section of the plan executes when no Lecstream Agent is
installed or communicating on the remote desktop

When Desktop is Idle

Lock desktop: | No
Disconnect:  No

Logout: No

v

v |

When Desktop is First Assigned <€
Release to pool: No

Release if user does not login:  No

When Desktop is Released

' Log user out of the desktop e

Delete virtual machine from disk
Desktop must be in 8 VMware or Leostream Cloud
and also be marked as “deletable”™

Enter a descriptive name. Refer to this name
when assigning this plan to pools.

Performs actions when the user disconnects
from their remote session. Console sessions
send lock events when the user disconnects, so
display protocols such as HDX do not invoke
this section of the Release Plan.

To model a persistent desktop, ensure that
the desktop is not released on disconnect
or log out events. After a desktop is
assigned to a user, the Connection Broker
offers that desktop only to that user.

If the Leostream Agent is not installed on the
remote desktop, the Connection Broker cannot
distinguish disconnect from log out events. In
these cases, the Connection Broker uses this
section of the Release Plan if the user's
Leostream Connect client indicates the
connection to the remote desktop closed.

Perform actions when the user's session is idle.
You can monitor CPU levels to delay the logout
until any processes the user is running complete.

Indicate if the desktop should be released back
to its pool independent of disconnect, logout,
or lock events. If the user remains logged into
the desktop after it is released, the Connection
Broker considers the user as rogue.

To avoid rogue users, forcefully log out the
user when the desktop is released to its pool.

Select this option if the Connection Broker should
delete the VM as soon as the desktop is released.
The "Edit Desktop” page for the desktop must
indicate that the desktop is deletable.

2. Enter a unique name for the plan in the Plan name edit field.

3. Inthe When User Disconnects from Desktop section:

a. To release the desktop to its pool, select a time value from the Release to pool drop-down
menu.

b. To forcefully log the user out when they disconnect, select a time value from the Forced
logout drop-down menu. Select No to keep the user logged in. A user that remains logged
in can return to their remote session in the state it was when they disconnected. If the user
remains logged into their session, but the desktop was released to its pool, the user is now
considered a rogue user.
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c. To call any custom WebHook, or HTTP POST, as soon as the user disconnects from one of
their remote sessions, enter the URL in the URL to call edit field. Using WebHooks, you can
perform additional configuration actions necessary for your environment

? Citrix HDX performs a console lock when the user disconnects from an HDX connection.
Therefore, the Leostream Agent sends the Connection Broker a lock event, not a disconnect event
and you cannot use the When User Disconnects from Desktop section for HDX connections.

4. Inthe When User Logs Out from Desktop section:

a. To release the desktop to its pool, select a time value from the Release to pool drop-down
menu. The desktop is available for other users only after it is released to the pool. If it is not

released to the pool, it remains assigned to the user and will be re-offered to that user the
next time they log into the Connection Broker.

b. To call any custom WebHook, or HTTP POST, as soon as the user logs out of their remote
sessions, enter the URL in the URL to call edit field. Using WebHooks, you can perform
additional configuration actions necessary for your environment

5. The Connection Broker requires a Leostream Agent to verify if a Windows disconnect event
represents a user disconnect or user logout. If no Leostream Agent is installed on the desktop, the
Connection Broker relies on a connection close notification from the user’s client device, to
determine when the user’s remote session ends.

Use the When Connection is Closed section of the plan to indicate which section of the release
Plan to invoke when the Connection Broker receives a connection closed event from the client.

/' The selection made for this option effects which section of the power control plan is invoked.

6. Inthe When Desktop is Idle section:

a. Use the Lock desktop, Disconnect, and Logout drop-down menus to take actions when the
user’s session is idle. Multiple actions can be taken, for example, you can lock the desktop
after 5 minutes then disconnect after 30 minutes of idle time.

b. When using the Logout action, use the Suspend logout until CPU falls below option to
monitor the desktop’s CPU levels and perform the logout only after the CPU level falls
below the specified threshold for the specified length of time. The Leostream Agent begins

monitoring the desktop’s CPU level after the elapsed user idle time specified by the Logout
drop-down menu.

7. Inthe When Desktop is First Assigned section:

a. Select a time value from the Release to pool drop-down menu to schedule a release for
some elapsed time after the user is first assigned to the desktop. When the Connection
Broker policy-assigns a desktop to a user, it places a unassign after login jobinthe
job queue. This job automatically releases the desktop to a pool when it runs.
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b. Select a time value from the Release if user does not log in drop-down menu to schedule a
release for some elapsed time after the user is first assigned to the desktop. When the
Connection Broker policy-assigns a desktop to a user, it places a check logon job in the
job queue. When the check logon job runs, if it does not find that the user logged into
the desktop, the Connection Broker releases the desktop back to its pool. The Connection
Broker cancels the check logon job when the user logs into the desktop.

Releasing the desktop to its pool does not automatically log out the user. After the desktop
is released, if the user remains logged in, the Connection Broker considers them rogue user,
i.e., a user that is logged into a desktop that is not assigned in the Connection Broker.

8. Inthe When Desktop is Released section:

a. Check the Log user out of the Desktop option to log the user out when the desktop is
released back to the pool. Use this option in conjunction with releasing a desktop to its
pool in the Time Release After Initial Assignment section to avoid rogue users.

b. Check the Delete virtual machine from disk option to have the Connection Broker attempt
to delete the virtual machine. Not all virtual machines are deletable (see Release Plan
Example: Deleting Virtual Machines After Use)

9. Enter any optional Notes.

10. Click Save to store the changes, or Cancel to return to the > Plans > Release page without creating
the plan.

Example: Releasing Desktops at Specific Times and Days

You can release desktops at a specific time and day after the desktop was initially assigned to the user, as
follows.

1. Inthe Timed Release After Initial Assignment section of the release plan, select Custom from the
Release to pool drop-down menu, as shown in the following figure.

When Desktop is First Assigned ‘/
Release to pool Custom v

Release at: Iidnight ¥ | (Database time: 1:12 PM)

Monday

[ Tuesday
[]'wWednesday
[4] Thursday
Friday

[ Saturday
[ Sunday

2. From the Release at drop-down menu, select the hour of the day to release the desktop.

3. Select the check boxes for each day of the week to release the desktop. The desktop is released at
the same time on each selected day.
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Example: Deleting Virtual Machines After Use

You can schedule virtual machines for deletion after the desktop has been released back to its pool. The
Connection Broker can delete a VM only if that VM was registered with the Connection Broker from a
vCenter Server center. To enable virtual machine deletion:

1. Mark the virtual machines as deletable, using one of the following methods.

a. Go to the Edit Desktop page of an existing virtual machine and select the Allow this
desktop to be deleted from disk option.

b. When provisioning new machines into Connection Broker pools, select the Mark newly
provisioned desktops as deletable option. With this option selected, the Connection
Broker automatically selects the Allow this desktop to be deleted from disk option when
the provisioned VM appears in the Connection Broker.

2. Create a release plan that instructs the Connection Broker to delete virtual machines by selecting
the Delete virtual machine from disk option from the When Desktop is Released section.

3. Create a policy that assigns this release plan to pool of deletable desktops.

After a user releases their desktop back to its pool, if that desktop has a release plan that instructs the
Connection Broker to delete the desktop, the Connection Broker deletes the virtual machine only if the
Allow this desktop to be deleted from disk option is selected at the time the release plan is invoked. The
Connection Broker does not store the value of the desktop’s deletable state at the time the desktop was
assigned to the user. Therefore, after a desktop is in use, you can change the deletable state to retain or
delete the desktop, as necessary.

Example: Performing Actions Based on User and System Idle Time

? Desktops must be running a Leostream Agent in order to perform idle time actions.

The following figure shows how to configure a Release Plan to lock the user’s desktop after 5 minutes of
user idle time; disconnect the desktop after 15 minutes; and logout the desktop after 30 minutes. After 30
minutes of idle time, the Release Plan instructs the Leostream Agent on the desktop to monitor the
desktop’s CPU level and report when the CPU level falls below 5% for 10 minutes. At that point, the
Connection Broker performs the logout action.

When Desktop is ldle

Lock desktop: |5 minutes A
Digconnect: | 15 minutas b
Logout: 30 minutes he
Suspend logout until CPU falls below 5 Ya for (10 minutes

The Connection Broker defines user idle time by the lack of mouse or keyboard actions.
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Chapter 11: Configuring User Experience by Policy

Overview

Connection Broker policies are a set of rules that determine how resources are offered, connected, and
managed for a user (see Overview of Policies and Plans in Chapter 10). Setting up a policy includes:

e Configuring Desktop Policy Options to instruct the Connection Broker as to which pools to offer
desktops from and how to manage the desktops in each pool when the user logs in and is assigned
to a desktop

e Configuring VMware View Policy Options to allow the user to connect to their VMware View
resources from a Leostream Connect log in

e Offering Resources from a Citrix XenApp Services Site to allow users to connect to any resources that
are assigned by a Citrix Desktop Delivery Controller

e Configuring Application Policy Options to instruct the Connection Broker as to which resources from
a Citrix XenApp farm to offer to a user

e Configuring Policies for Hard-Assigned Desktops

e Configuring USB device management.

Displaying Available Policies

The > Users > Policies page, shown in the following figure, lists the available policies. The list always
contains a Default policy, which you can edit, but not delete.

Sign Out Administrator

STREAM (=

Status | Resources | Clients | Plans | [IBS8 | System | Search Getting Started

Authentication Servers | Users | Roles | Policies | Assignments | My Options

Create Policy

Actions [ame = Desktop Pools (Offer Count) Application Pool Current Users  Current Desktops  Current Applications
All N

Edit | Duplicate  Default All Desktops (1) MNone 0 0 0

Edit | Duplicate Development Office Development Windows (1), Development Linux (1) Development Applications 1 0 0

Edit | Duplicate  Development Remote Development Windows (2) Development Applications 1 0 0

Edit | Duplicate QA no Apps QA Windows (1) MNone 1 0 0

Edit | Duplicate QA with Apps QA Windows (2) QA Applications 1 0 0

The Default policy assigns a single desktop from the All Desktops pool, and keeps the user assigned to that
desktop until the user logs out. Additional policies appear in the order you create them, unless you have
sorted your policy list.

You can modify the order and type of characteristics displayed on this page by clicking the customize link at
the bottom left side of the page (see Customizing Tables). The available characteristics are as follows.
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Action
Drop-down menu or list of links indicating the actions you can perform on a particular policy. Currently, you
can Edit or Duplicate a policy.

Name
The name given in the Edit Policy dialog.

Desktop Pools (Offer Count)
Lists the desktop pools used by this policy and the number of desktops offered from each pool.

For example, the following entry:
Operations(2) All Desktops (1)

indicates that the policy offers two desktops from the Operations pool and one desktop from the A11
Desktops pool.

Application Pool
Indicates the application pool used by this policy. Currently, a policy can pull applications from a single pool.

Current Users
Indicates how many users are currently assigned desktops from this policy.

Current Desktops
Indicates the number of desktops currently assigned via this policy.

Current Applications
Indicates the number of applications currently assigned via this policy.

Assignments

Indicates the number of authentication servers that include this policy in the authentication server’s
assignments table (found on the > User > Assignments) page. You cannot delete a policy that is in use in an
authentication server’s assignments table.

Max Desktops
Indicates the maximum number of desktops a user of this policy can be assigned. This number does not
apply to desktops and applications launched from the policy’s Application Pool.

Expire Offers
Indicates the length of time after login when the user’s session expires. A user cannot connect to additional
resources after their session expires.

Expire Offers When Desktop is Locked

Indicates if the user’s session expires after they lock one of their connected remote desktops. A user cannot
connect to additional resources after their session expires.
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Adding a New Policy and Configuring General Policy Options

To create a new policy:

1.

2.

3.

Go to the > Users > Policies page.
Click Create Policy. The Create Policy form opens.

Enter a unique name for the policy in the Policy Name edit field, shown in the following figure.

Create Policy
General Policy Properties

Policy name

Instruct Leostream Connect to store assignments and connection information
Auto-aunch remote viewer session if only one desktop is offered (Web client, only)
Launch Java applet and External Viewer connections in new window (Web client, only)
Hide hover menu when any remote desktop is locked (Lecstream Connect. only)
Inform user when a pool is out of resources

Store user-configured protocol parameters
Individually for each connection/client pair M

Maximum number of desktops assigned
<No Limit> ¥

number of desktops that can be assigned across all Desktop poois
Does not apply to applications or desktops offered from the Application Paol

Expire user's session after specified elapsed time v
Expire user's session as soon as a remote desktop is locked

URL to call at start of session

To enable the Leostream Connect failover functionality, select the Instruct Leostream Connect to
store assignments and connection information option. See the Leostream Connect Administrator’s
Guide and End User’s Manual for information on using this option.

If users of this policy are logging in through the Leostream Web client and have a single desktop
assigned to them, select the Auto-launch remote viewer session if only one desktop is offered
option. With this option selected, the Connection Broker launches a remote viewing session to the
remote desktop as soon as the user logs into the Connection Broker.

If a single application is offered, the Connection Broker does not automatically launch the
application. Instead, it opens the Web client with a list of the user’s offered application.

If users connect to desktops offered by this policy using a display protocol with a Java applet or an
external viewer, select the Launch Java applet and External Viewer connections in new window
option to indicate these applets and viewers should launch in a new window. By launching these

connections in new windows, users continue to have access to their list of offered resources.

If this option is not selected, the client launches in the window that contains the user’s list of
offered resources and they cannot launch additional connections.

You can use the Parameters for connections opened in new window field in protocol plans to
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10.

specify window. open parameters for the applet or external viewer. See Launching Connections in
New Windows for complete instructions and an example.

Select the Hide hover menu when any remote desktop is locked option to instruct Leostream
Connect not to open its hover menu after the user locks any of their open desktop connections.
Hiding the hover menu allows you to restrict users from launching additional desktops after they
lock their connected desktop.

£X) The locked connection does not need to be in the forefront. If the user opens multiple
desktops, the hover menu does not appear if any of the desktops are locked. Therefore, enabling
this feature is most user-friendly when the user’s desktops open in full screen mode. In that case,
locking the remote desktop appears to the user as if they locked the client device.

? This feature is supported by the Java implementation of Leostream Connect, version 2.2.59 and
later.

By default, if a particular pool does not contain any available desktops, the Connection Broker skips
that pool and the user receives no notification. If you want to let the user know when they are
missing an offer from a particular pool, select the Inform user when a pool is out of resources
option.

With this option selected, the user is notified of pools with no available resources, for example:

Resources @

Show:| All Rescurces v View:|lcons v

| kdg-ubuntu-NXserver | kdg-winxp
Connect | Release | Configure -~ Connect | Restart

| RGS (noresources available)

If the policy references protocol plans that allow users to configure display protocol parameters, use
the Store user-configured protocol parameters drop-down menu to indicate if settings are stored
globally or individually per desktop/client pair. See “User Configurable Protocol Plan Parameters” in
the Leostream guide for Choosing and Using Display Protocols for more information.

From the Maximum number of desktops assigned drop-down menu, select the maximum number
of desktops that a user of this policy can be assigned. This number limits the number of assigned
desktops across all pools in the policy, as well as of hard-assigned desktops. This limit does not
include desktops or applications launched from the Applications Pool. For example, consider a
policy with three pools, configured as follows.

e Pool 1 offers three desktops
e Pool 2 offers one desktop

e Pool 3 offers two desktops

This policy offers the user a total of six desktops. If the Maximum number of desktops assigned
drop-down menu is set to <No Limit> the user can be assigned, and connect to, all six desktops. If,
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11.

12.

13.

14.

15.

however, the Maximum number of desktops assigned drop-down menu is set to 2, the user can be
assigned, and connect to, only two desktops.

Furthermore, if the user is hard-assigned to one desktop, the hard-assigned desktop counts as one
of their assignments. In this case, the user can be assigned, and connect to, only one of their policy
assigned desktops before they reach their assignment limit. In either case, if they try to connect to a
third desktop, the Connection Broker issues a warning.

In the case where the user’s policy does not release their desktops, if the user logs out of those
desktops and logs back into the Connection Broker, the broker offers them six desktops. However,
the user can launch only the two desktops that are already assigned to them. If they need to access
a different desktop, one of the assigned desktops must be released to its pool.

Select the Expire user’s session after specified elapsed time option to indicate if the user’s session
should expire before the default two day expiration period. Use the associated drop-down to
indicate the new expiration period. After the user’s session expires, the user can continue to use
any resources that are already connected, however they cannot connect additional USB devices to
these desktops or launch additional resources until they log back into the Connection Broker.

This option applies to users logging in using Leostream Connect, the Leostream Web client, or any
thin client device that writes to the Leostream API. It does not apply to users logging in through a
Wyse thin client.

?'If you do not select this option, the Connection Broker automatically expires the user’s session
after two days.

Select the Expire user’s session as soon as a remote desktop is locked option to force the user to
log back into the Connection Broker after they lock their remote desktop. The user’s desktop must
be running a Leostream Agent in order for the Connection Broker to receive notifications when the
user locks their remote desktop.

If you have a custom WebHook that the Connection Broker should call when the user logs in, enter
the URL to that WebHook in the URL to call at start of session edit field. See Using WebHooks in
Policies for more information on using WebHooks.

Configure additional policy options. The remaining sections in this chapter cover these options.

When you have finished configuring the policy, click Save.

Configuring Desktop Policy Options

Policy options for desktop pools allow you to customize the end-user experience, for example, with regards
to what desktops they are offered from a pool, how long they can use that desktop, and what happens to
the desktop’s power state. You configure policy options separately for each pool in the policy. These options
do not apply to desktops that are hard-assigned to the user or their client device. See Configuring Policies
for Hard-Assigned Desktops for information on configuring policy options for hard-assigned desktops.
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? Before configuring desktop policies, ensure that you have an understanding of protocol, power control,
and release plans. See Chapter 10: Building Pool-Based Plans for a complete description of plans.

Offering Desktops from Pools

The Desktop Assignments from Pools section defines the pools a user with this policy is offered desktops
from, how the Connection Broker selects desktops from those pools, and what happens when a user
connects to one of the offered desktops. This section of the documentation describes the options for fine-
tuning how the Connection Broker selects desktops from pools. See Defining Behaviors for Assigned
Desktops for information on configuring what happens when a user opts to connect to a desktop.

Setting the Number of Pools in a Policy

By default, the Create Policy form contains a single Desktop Assignments from Pools section and,
therefore, the policy offers desktops from a single desktop pool. Use the [Add Pools] menu, located at the
bottom of the Desktop Assignments from Pools section, to add additional desktop pools. You can add as
many pools as you need, in multiples of three, as shown in the following figure.

Pool Filters
Further restrict which desktops ere available fram this pool

Desktop attribute Conditional Property Value
A4

v v -

[Add rows] +

(3) The desktops must match any of the attribute rules (OR)
(O The desktops must match all of the attribute rules (AND!

[Add Pools]
Add Pools

2 maore )
3 more jignment from Pools
\merures=sppTCETions sleng with deskops

If your policy contains more than one pool, the Pool drop-down menu near the top of each Desktop
Assignments from Pools section includes a <Remove this pool> option. Select this option to remove that
Desktop Assignments from Pools section of the policy. The Connection Broker removes the pool after you
click Save to store the changes to the form.

Selecting Primary Pools and Number of Offered Desktops

The first step in configuring the Desktop Assignments from Pools section is to select the primary pool and
the number of desktops to offer from this pool, as shown in the following figure.

Desktop Assignments from Pool "RGS™ Select the number of desktops

When User Logs inte Connection Broker / to offer from this pool.
Murber of desktops to offer: 1 A

; Select the primary pool. After you make
ol RGS3 < a selection, the pool's name appears in
the section header.

By default, the Connection Broker searches the primary pool for desktops to offer based on the remainder
of the settings in the When user logs into Connection Broker section.
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Specifying Backup Pools

The Connection Broker provides two methods for ensuring that users receive an alternative desktop in the
event their primary desktop is unreachable: backup pools and failover desktops. Backup pools are available
for policy-assigned and hard-assigned desktops. Failover desktops should be used primarily for hard-
assigned desktops (see Working with Failover Desktops.)

Backup pools provide pool-based failover at offer time. In this case, when the user logs in, the
Connection Broker selects a desktop from the primary pool and, at that point, determines if the
desktop is reachable. If the desktop is not reachable, the Connection Broker selects a desktop from
the backup pool.

When using backup pools, the user never sees which primary desktop they would have been
offered and, therefore, do not necessarily know they are being connected to a backup desktop.
Backup pools are available for hard-assigned desktops, or to policy-assigned desktops when a single
desktop is offered from the pool

Failover desktops provide individual desktop failover at connection time. In this case, the user is
offered their primary desktop. The Connection Broker checks if the desktop is reachable only if the
user attempts to connect to the desktop. If the desktop is not reachable, the Connection Broker
connects the user to the failover desktop.

When using failover desktops, the user knows that they have been redirected to a different
desktop. You can use Failover plans to provide a user-friendly warning to the user before they are
connected to the failover desktop.

To enable backup pools in a policy:

1.

2.

Select the desired backup pool from the Backup pool drop-down menu, as shown in the following
figure.

Desktop Assignments from Pool "RGS™

When User Logs into Connection Broker

Mumber of deskiops to offer: 1 v
Pool: RGS hd
Backup pool: All Windows Desktops

Indicate the conditions that cause the

Wisto ezickangp il ezt Connection Broker to switch to the backup

Leostrearmn Agent on prirmary desktop is unreachable pool. If multiple conditions are selected, the
[J Remate viewer port on primary desktop is unreachable Connection Broker switches to the backup
[ Primary pool has no available desktops to offer pool if any of those conditions are met.

After selecting a backup pool, use from the Use backup pool when options to select the conditions
that invoke the backup pool. The available options are:

a. Leostream Agent on primary desktop is unreachable: The Connection Broker attempts to
contact the Leostream Agent at the port indicated on the Edit Desktop page for the offered
desktop.

b. Remote viewer port on primary desktop is unreachable: The Connection Broker attempts
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to reach the port for the display protocol specified in this pool’s protocol plan, as selected
in the Protocol drop-down menu in the Plans section of this policy.

c. Primary pool has no available desktops to offer: The Connection Broker cannot find any
available desktops in the primary pool, potentially because all desktops are already
assigned or marked as unavailable.

3. Select protocol, power control, and release plans to associate with desktops offered from the
backup pool (see Assigning Plans).

The Connection Broker uses the following logic when pulling a desktop from a primary pool with a specified
backup pool.

1. If the Primary pool has no available desktops to offer condition is selected, and the primary pool
has no available desktops, the Connection Broker selects a desktop from the backup pool and skips
to step 5.

2. If the Connection Broker can pull an available desktop from the primary pool, it checks if the
appropriate port on this desktop is reachable. If the port check passes, the Connection Broker:

1. Switches the status to Available, if the desktop was previously Unreachable
2. Offers that desktop from the pool.
3. Skipstostep 6
3. If the Connection Broker cannot successfully perform the port check, the Connection Broker marks
the desktop as Unreachable on the > Resources > Desktops page, shown in the following figure.

The Connection Broker continues to offer desktops that are marked as Unreachable.

STREAM (~ The Connection Broker marks the
Status | [RECIIEESS | Clients | Plans | Users desktop as "Unreachable" if the
Centers | Tags | Pools | Desktops | Applications | Printers broker cannot communicate with
a Leostream Agent on the

Import Desktop Import Range of Desktop .
mport Deskiop  import Range of beskiops desktop. The Connection Broker
Filter this list: | Pool: Xen-Windows ~| no longer offers a desktop after it
is marked "Unreachable”.

=g Actions Mame = User  Availability PowgsStatu T t the desktop back int

o put the desktop back into use,
| v LA R APl ] go to the "Edit Desktop” page for
O Control | Edit | View | Log | HD status  Xen-WinXP Unreachakble Running that desktop and change it's
O Control | Edit | View | Log | HD status  Xen-WinXP2 Available Running "Desktop status” to "Available”.

4. The Connection Broker then selects a desktop from the backup pool.

5. The Connection Broker does not perform a port check on the backup desktop. The backup desktop
is always offered.

6. The Connection Broker repeats step 1 through 5 for each pool in the policy.

‘wjm I,

i you select the Leostream Agent port check as a backup pool condition, ensure that the desktop
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offered from the primary pool has a running Leostream Agent by selecting Yes, only if Leostream Agent is
running from the Offer running desktops from the Offer running desktops drop-down menu, as shown in
the following figure. Otherwise, if the offered desktop does not have an installed and running Leostream
Agent, the Connection Broker always fails over to the backup pool.

(v) Desktop Assignments from Pool "RGS”

When User Logs into Connection Broker

Murmber of desktops to offer: 1 he
Poal: RGS -
Backup pool: All Windows Desktops hd

Use backup pool when:
Leostream Agent on primary desktop is unreachable
[J Remate viewer port on primary desktaop is unreachable

[ Primary poal has no available deskiops to offer

Offer desktops fram this poal: To all users of this palicy v
Select desktops to offer based on User ("follow-me" mode) he
Display desktop to user as Desktop name A
Allow users to reset offered desktops: Mot allowed /
Offer running desktops: Yes, only if Leostream Agent is running he
Offer stopped and suspended desktops: | No v

Setting Rules for Selecting Desktops from Pools

After you select your pools and backup pools, the remainder of the When User Logs into Connection
Broker section, shown in the following figure, defines how the Connection Broker selects which desktops to
offer the end-user from these pools.

When User Logs into Connection Broker

Murnber of desktops to offer: 1 v
Pool RGS &
Backup poal: Al Windows Desktops hd

Use backup pool when
Leostream Agent on primary desktop is unreachable
[J Remate viewer port on primary desktop is unreachable

[ Primary pool has no available deskiops to offer

Offer desktops fram this pool: To all users of this palicy he
Select desktops to offer based on: User ("follow-me" mode) he
Display desktop to user as: Desktop name e
Allow users to reset offered desktops: Mot allowed v
Offer running desktops: Yes, only if Leostream Agent is running he
Offer stopped and suspended desktops: | No v
Offer desktops with pending reboot job! Yes A
Desktop selection preference: Fawor desktops previously assigned to this user +

o Offer desktops from this pool: Determines which users of this policy are offered desktops from this
pool. By default, the To all users of this policy option is selected, and the Connection Broker offers
desktops to all users.

To restrict this pool to users with specific Active Directory attributes, select the Only to users
matching specific attribute rules option. In this case, the form modifies to contain fields for

defining rules that limit which users are offered desktops from this pool.

For example, the following figure defines a rule that restricts the Connection Broker to offer
desktops from this pool only to users who are a member of the Development group.
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Desktop Assignments from Pool "RGS™

When User Logs into Connection Broker

Number of desktops to offer 1 v

Fool

RGS ~

Backup poal All Windows Desktops v

Use backup pool when:

Leostreamn Agent on primary desktop is unreachable

] Remaote viewer port on primary deskiop is unreachable

I Primary pool hag no available deskiops to offer

Offer desktops from this poal Only to users matching specific attribute rules v

User attribute Conditional Attribute value

memberOf containg ~ | Development

-

v

[Add rows] »

&) The user must match any of the attribute rules (OR)
I The user must match all of the attribute rules (AND)

e Select desktops to offer based on: Determines how the Connection Broker decides which desktops

to offer. You can select between the following two assighnment modes:

O

See Desktop Assignment Modes for more information on the different assignment modes.

User (“follow-me” mode): When selected, the Connection Broker assigns the desktop

based only on the user’s identity. In this mode, if the same user credentials are used to log
into a second client, the Connection Broker moves any existing desktop connections from

the first client device to the user’s new client. In follow-me mode, each user can be
simultaneously logged in from only one client.

User and client (“kiosk” mode): When selected, the Connection Broker assigns the desktop

based on the client and the user, rather than just the user. In this mode, if the same user

credentials are used to log into a second client, the Connection Broker assigns a different

desktop to each client. In kiosk mode, one user can simultaneously log in from multiple

clients.

o Display to users as: Configures how desktops are listed by the client. You can display desktops as:

O O O O O O O O O O O

Desktop name

Desktop display name

Windows machine name

Pool name

Pool name: Desktop name

Pool name: Desktop display name

Pool name: Windows machine name
Pool display name

Pool display name: Desktop name

Pool display name: Desktop display name
Pool display name: Windows machine name

7 See Wyse Sysinit Command for information on using this option in conjunction with Wyse thin

clients.
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e Allow users to reset offered desktops: Select an option to allow users to restart their offered

desktops.
o Select Not Allowed to restrict the user from restarting desktops from this pool
o Select Shutdown and Start to allow the user to restart their desktops using a graceful
power down and restart
o Select Power off and Start to allow the user to restart their desktop using a forceful power

down and restart

?'In addition to this policy setting, the user must be assigned a role that gives them permission to
restart their desktops (see Session Permissions).

e Offer running desktops: Use this option if the Connection Broker can offer a running desktop only if
it has an installed and running Leostream Agent.

@)

Select Yes, only if Leostream Agent is running if the user should be offered only those
desktops with an installed Leostream Agent that is successfully communicating with the
Connection Broker. Also, select this option if you are using a port check on the Leostream
Agent to determine if the Connection Broker should offer desktops from the backup pool
(see Specifying Backup Pools)

Select Yes, regardless of Leostream Agent status to indicate the Connection Broker can
ignore the Leostream Agent status when selecting a running desktop to offer from the pool.

e Offer stopped and suspended desktops: Use this option to indicate if the Connection Broker may
offer stopped or suspended desktops. When a user requests a connection to a stopped or
suspended desktop, the Connection Broker attempts to start or resume the desktop when the
desktop is assigned.

O

Select No if the Connection Broker should never offer a stopped or suspended desktop. In
particular, select this option if the Connection Broker is unable to power up a user’s
desktop, for example if the desktop is a physical machine that is not Wake-on-LAN enabled.

Select Yes, only if Leostream Agent is installed to limit the Connection Broker to offer
stopped desktops only if the Connection Broker knows the desktop has an installed
Leostream Agent. The desktop and its installed Leostream Agent must have been running
when the desktop registered with the Connection Broker, or during a subsequent center
refresh, for the Connection Broker to learn about the Leostream Agent.

Select Yes, regardless of Leostream Agent status to allow the Connection Broker to offer
any stopped desktop.

o Offer desktops with pending reboot job: Use this option to indicate if the Connection Broker can
offer desktops with a scheduled reboot job. The Connection Broker cancels the reboot job as soon
as a new user is assigned to the desktop. Uncheck this option if your desktops must finish their
scheduled reboot jobs before being assigned to a new user.
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/' This option applies only to reboot jobs that were scheduled by the Connection Broker, for
example, by a power control plan.

e Desktop selection preference: Use this option to indicate if the Connection Broker should look for
desktops that were previously assigned to the user.

o Favor desktops previously assigned to this user: When this option is selected, the
Connection Broker tries to offer a user any desktops that were previously assigned to that
user, before offering different desktops from the pool. Select this option to optimize
roaming profile performance.

You can use the Bulk Edit form for the user’s desktop to remove the user’s affinity to their
previously assigned desktop. See Removing Desktop Affinities for more information.

o Any available desktops: Select this option to offer any desktops from the pool.

Using Pool Filters to Limit Available Desktops in the Pool

The Pool Filters section, shown in the following figure, allows you to restrict which desktops the
Connection Broker can potentially offer from the pool. A particular pool filter applies only to its associated
pool; it does not apply to any other pool in the policy.

Plans
Protocaol Default ~

Power control: | Default v

Release: ‘Difauh/"/’
Pool Filters

Further restrict which desktops ere available fram this peol
Desktop attribute Conditional Property Value
A4 A4

v -
v v
[Add rows] |

(%) The desktops must match any of the attribute rules (OR)
(3 The desktops must match all of the attribute rules (AND)

Each row in the Pool Filters section reads as a rule that checks if a desktop in this pool can be offered by
this policy. To specify a filter:

1. Select an attribute from the Desktop attribute drop-down menu. You can filter desktops based on
the following attributes:

e Name

e  Windows machine name

e vCenter Server annotation (“Notes”)

e Any Active Directory attribute associated with the desktop, such as managedBy. You must
create an Active Directory center for these attributes to appear in the Desktop attribute drop-
down menu (see Active Directory Centers).

2. Select a logic condition from the Conditional drop-down menu.
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3. Inthe Property drop-down menu, indicate the type of attribute to filter against. Options include:

e User Attribute
e (Client Attribute
e Text Value

You can use certain dynamic tags when filtering based on a text value. In particular, the following
dynamic tags are supported.

e {AD:USER:attribute name}: Filters based on the value found in the user's Active Directory
attribute given by attribute name.

e {AD:CLIENT:attribute name}: Filters based on the value found for the attribute given by
attribute name in the client’s Computer Active Directory object.

The user must authenticate with the Connection Broker using Active Directory. If this is the
case, the Connection Broker uses the name of the client computer, determined as either the
NetBIOS or DNS name, to search for the correct Computer object in Active Directory.

4. Inthe Value field, select or enter the actual attribute value to test against.

£ Not all clients return their MAC address. If you plan to filter pools using the client MAC address
attribute, go to the Edit Client page for each client and ensure that they are correctly returning their
MAC address.

5. Indicate if the desktop can match any rule (OR) or must match all rules (AND), in order to be
available in this policy.

The Connection Broker applies the pool filter and any defined policy-wide filter when determining which
desktops can be offered from a particular pool.

Defining Behaviors for Assigned Desktops

The When User is Assigned to Desktop section, shown in the following figure, controls what happens when
a desktop from this pool is assigned to a user. Offered desktops are assigned to the user when the user
initiates a connection to the desktop. The following options also apply when a user subsequently connects
to a policy-assigned desktop that was never released back to the pool, i.e., the user remained assigned to
the desktop after they log out.

When User is Assigned to Desktop
Revert the desktop to its most-recent snapshot
Confirm desktop’s current power state
¥ Power on stopped or suspended desktops
Log out any rogue users
Enable single sign-on to desktop console (VNC and PColP, only)
Prevent user from manually releasing desktop
Adjust time zone to match client (Leostream Connect and HP SAM, only)
Enable session shadowing (NoMachine NX, anly)

View only shadowing, not interactive (MoMachine NX, only)
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Revert the desktop to its most-recent snapshot: Enables a virtual machine to return to a known
state when it is assigned. If the virtual machine is powered down, the Connection Broker reverts the
machine to its snapshot before attempting to power up the machine.

Confirm desktop’s current power state: Select this option to have the Connection Broker check the
desktop’s power state when the user requests a connection to the desktop. Use this option if your
centers have a long power state refresh interval, which occasionally causes a desktop’s power status
in the Connection Broker to be out-of-sync with the desktop’s actual power state. If this option is
not selected, the Connection Broker does not confirm that a desktop is running or stopped when
assigning the desktop to the user.

Consider an example where a desktop’s last known power state is Stopped and the Power on
stopped or suspended desktops option is selected. If you manually powered on this desktop from,
for example, vCenter Server, the Connection Broker may believe this desktop is stopped even
though the desktop is now running. If you do not have the Confirm desktop power state option
selected, the Connection Broker sends a power on command to the stopped desktop, which delays
the user’s connection to the desktop.

Power on stopped or suspended desktops: Select this option to have the Connection Broker send a
power on command to any desktop with a current power state of stopped.

Log out any rogue users: Forcefully logs out users who logged into a machine without going
through the Connection Broker. The desktop must be running the Leostream Agent to use this
feature. When a user is logged out, the following error message displays.

Fiemale Deustap D onnestad

Thee romcte semision il deicorrechodd e pune pour sosecn s Dged off o Ba remcte comgter
R et B0F O arekhest e maght b v (L ToREeECR

Enable single-sign-on to desktop console: When selected, allows the Connection Broker to use the
Leostream Agent to log users in using single sign-on.

L5 select this option only if the user connects to their desktop using PColP or UltraVNC. Other
viewers have built-in single sign-on capabilities that are not compatible with the Leostream single
sign-on. Selecting this option has no affect if you did not install the single sign-on component of the
Leostream Agent.

Prevent user from manually releasing desktop: For users logging in with a role that gives them
permission to release their desktops (see Session Permissions), this option allows you to restrict the
user from manually releasing desktops from this pool.

Adjust time zone to match client: Select this option to instruct the Connection Broker to change the
time zone of a Windows remote desktop to match the time zone of the user’s client device. The
Connection Broker does not revert the time zone to its original value after the user logs out. This
option applies when the user logs in from the Windows or Java version of Leostream Connect, or an
HP SAM client.
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e Enable session shadowing (NoMachine NX only): Select this option to allow the user to invite
another user to shadow their NoMachine NX session (see “Session Shadowing and Collaboration” in
the Leostream Guide for Choosing and Using Display Protocols).

e View only shadowing, not interactive (NoMachine NX only): Select this option if users who are
shadowing the NoMachine NX sessions should not be able to interact with the shadowed session.

Assigning Plans

The Plans section, shown in the following figure, allows you to associate a protocol, power control, and
release plan with the desktops offered from a pool. The selections in the Protocol, Power control, and
Release drop-down menus define the plans associated with desktops offered from the primary pool. The
Backup pool protocol, Backup pool power control, and Backup pool release drop-down menus define the
plans associated with a desktop that is offered from the backup pool. If the primary pool does not have a
backup pool, these three drop-down menus are not shown.

Plans
Protocol Default v Backup pool protocal Default v
Power contral: | Default e Backup pool power contral: | Default e

Release: Default v Backup pool release: Default v

See Chapter 10: Building Pool-Based Plans for instructions on creating plans.

These plans are associated with the desktop at the time that desktop is policy-assigned to the user. The
same desktops can be given different plans when offered from another pool or policy.

Configuring VMware Horizon View Policy Options

Policies allow you to offer VMware Horizon View sessions to users alongside other offered desktop and
application. When using this section of the policy, you must configure desktop entitlements in VMware
Horizon View prior to the user logging into Leostream.

Integrating VMware View with Leostream allows you to do the following.

e From a Leostream client, offer the user VMware Horizon View desktops and connect to these
desktops using the software-based PColP protocol.

e Provide a single login portal for users with access to VMware Horizon View resources, as well as
other resources such as virtual machines hosted in Microsoft Hyper-V or applications in a Citrix
XenApp farm.

e Restrict a user’s access to their VMware Horizon View resources, based on the location of the user’s
client.

e Seamlessly integrate the VMware Horizon View Client with the Cisco Systems VPN Client (see
Protocol Plans for Cisco Systems VPN Clients)

? The client device must have an installed VMware Horizon View client.
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You can provide the user with login access to multiple VMware Horizon View Servers from a Leostream
client. To configure the user’s policy to provide VMware Horizon View access:

1. Go to the Desktop Assignment from VMware View section, shown in the following figure.

Desktop Assignment from ViMware View

Allow the user to sign into one or more Viiware View servars

[Add VMware View Servers] ¥

2. From the Add VMware View Servers drop-down menu, select the number of VMware View servers
to allow the user to log in to using this policy. You can add an unlimited number of View servers to
the policy, however you can add only three View servers, at a time, as shown in the following
figure.

Desktop Assignment from VMware View

Allow the user to sign into one or more Vilware View servers

Add up to three View servers at a time.
[Add VMware View Servers] v
[Add WMware View Servers]

1 mare

imore

After adding the View servers, the Desktop Assignment from VMware View section appears as in
the following figure.

Desktop Assignment from Vilware View

Allow the user to sign into one or more Viviware View servers

Wiew Server Name:
View Server URL: | http://
Wiew Server Mame:
View Server URL: | http://

[Add VIware View Servers] ¥

You can always add additional View servers to the policy.

3. Inthe View Server Name edit field, enter the name to display to the user for this VMware View
connection server. For example, if VMware View is entered in the View Server Name edit field,
Leostream Connect displays the following.

Leostream Connect lists the View

server using the string entered o

into the "View Server Name" edit E?Mk::::\«"iaw [ comee: |

field in the user's policy. CiéeniwiniP Cancel
Select All

Press Chil+Shift+C to show this dialog

4. Inthe View Server URL edit field, enter the full URL to the View connection server.

When the user connects to a VMware View connection server, the Leostream Connection Broker signs the
user into the View client using the same credentials used to log in to Leostream. After the user is logged in,
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the VMware Horizon View Manager controls which desktops are offered to the user and which display
protocol is used to connect to those desktops.

See the Leostream Connect Administrator’s Manual and End User’s Guide for more information on using
View in conjunction with Leostream.

7 f your virtual machines have an installed VMware Horizon View Direct-Conection Plugin, you can
manage desktop assigments and PColP connections in Leostream. See “PColP Connections to VMware
Virtual Machines” in the Leostream guide for Choosing and Using Display Protocols for more information.

Offering Resources from a Citrix XenApp Services Site

You can integrate an existing Citrix XenApp Services Site into the user’s policy to offer users the desktops
and applications they are assigned to in the Services Site. Integrating the user’s existing Citrix assignments
into Leostream allows you to provide users with a single access point for all their entitled desktops and
applications.

You must specifically enable this feature by selecting the Resource offers from XenApp Services Site option
on the > System > Settings page, as shown in the following figure.

Edit Settings
Enable Features
[ Hardware PColP support
USB passthrough control
[] Connection Braker forwarding
[ Wirtual machine provisioning
Registry plans
C Resource offers from XenApp Senices Site )

Connection Broker metrics

After enabling the feature, you can configure the policy, as follows.

1. Inthe policy form, scroll down to the Desktop Assignment from Citrix XenApp Services Site
section, shown in the following figure.

Resource Assignment from Citrix XenApp Services Site
Allow users to acoess desktops or applications offered by XenDesdop and XenApp

Enter the Site URL for the Citrix XenApp

3fiko WIRLL (Er ey Slariees it / Services Site to pull assignments from.
http: #1592 168.0.1/Citrix/PMAgent

Enter Site URL for the XenApp Semices Site, for example: http:##192 1680 1/Citri'PNAgent
Offer desktops < Indicate if the Connection Broker should offer the
[ Offer applications desktops andl/or applications published in that Site.

2. Inthe Site URL for XenApp Services Site enter the URL for the XenApp Services Site, for example:
http://xenapp services site.yourcompany,com/Citrix/PNAgent

3. When a user with this policy logs into the Leostream Connection Broker, Leostream simulates a log
in to the specified Citrix XenApp Services Site to determine which desktops and applications are

assigned by XenDesktop and XenApp. Use the Offer desktops and Offer applications check boxes to
indicate which of these resources Leostream should offer to the user.
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/' The Connection Broker always uses the Citrix online plug and HDX to connect the user to a
resource offered from a Citrix XenApp Services Site.

Configuring Application Policy Options

Policies can offer applications and desktops that are published in a Citrix XenApp farm to a user that logs
into the Connection Broker using Leostream Connect, the Leostream Web client, or a Wyse thin client. To
create a policy that assigns resources from an application pool, in the Edit Policy form:

1. Go to the Application Assignment from Pools section, shown in the following figure.

Application Assignment from Pools
Offer these applicstions slong with desktops

Application pool: | MNone
Display to user as: | Application name

Protocol plan: Default
2. Select the appropriate pool from the Application Pool drop-down menu.

3. From the Display to user as drop-down menu, select how you want to display the applications in
this pool to the user when they log into their client. You can display the application using:

e The application name

e The pool name

e The pool name followed by the application name

e Pool display name

e The pool display name followed by the application name

4. From the Protocol plan drop-down menu, select the protocol plan to apply to these applications
and desktops. The Connection Broker users the command line parameters and configuration files in
the Citrix XenApp Configuration section of the protocol plan when launching an ICA connection to
resources in this pool.

5. Click Save.

Connection Broker policies allow you to offer XenApp applications from a single application pool.

For information on configuring protocol plans for XenApp applications, see Citrix XenApp Configuration.

Configuring Policies for Hard-Assigned Desktops

The Desktop Hard Assignments section, shown in the following figure, applies to desktops that are hard-
assigned to the user, as well as to desktops hard-assigned to the client the user is logging in through. This
section includes a subset of the policy options available for policy-assigned desktops.
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[‘ ktop Hard A

g
These palicy actions apply to desktops which have been hard-assigned to users or ciients

When User Logs into Connection Broker

Backup pool: Select .. v
Display desktop to user as: Desktop name v
Allew users to reset desktops: Mo v
Offer running desktops: Yes, regardless of Lecstream Agent status v
Offer stopped and suspended desktops: | Yes, regardless of Leostream Agent status v

Confirm desktop's current power state
¥ Power on stopped or suspended deskiops
Log out any rogue users
Enable single sign-cn to desktop conscle (VNC and PCelP, only)
Adjust time zone to match client (Lecstream Connect and HP SAM. only)
Enable session shadowing (NoMachine NX only)

View only shadowing, not interactive (Nolachine MNX only)

When User Disconnects from Desktop
Forced logout: Mo M
URL to call

When User Logs Out of Desktop
URL to call

Retain console connection (VNC and PColP, only)

When Connection is Closed

Execute actions for: | When User Logs Out of Desktop v
Spacifies which actions to take when no Leostream Agent is installed or communicating on the remote desktop

When Desktop is Idle

Lock Desktop: Mo v
Disconnect: No M
Logout: No M
Plans

Protocol: Default ¥ | (edit)
Power control: | Default M

When User Logs into the Connection Broker

e Backup pool: Provides a pool of backup desktops to use in the event that the Connection Broker
cannot establish a connection to the hard-assigned desktop (see Specifying Backup Pools.)

o Display to users as: Configures how desktops are listed by the client.

You can display desktops as:
o Desktop Name
o Desktop display name
o Windows Machine Name

7 See Wyse Sysinit Command for information on using this option in conjunction with Dell Wyse
thin clients.

e Allow users to reset desktops: Select an option to allow users to restart their offered virtual
machines within Leostream Connect. See the Leostream Connect Administrator’s Guide and End
User’s Manual for more information.
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o Select Shutdown and Start to perform a graceful reboot.
o Select Power off and Start to power down the machine forcefully and restart.

To use these options, the user must log in with a role that gives them permission to restart their
desktops (see Session Permissions)

Offer stopped and suspended desktops: Use this option to indicate if the Connection Broker should
offer the hard-assigned desktop if it is stopped or suspended. When a user requests a connection to
a stopped or suspended desktop, the Connection Broker attempts to start or resume the desktop
when the user requests a connection.

o Select Noif the Connection Broker should never offer a stopped or suspended desktop. In
particular, select this option if the Connection Broker is unable to power up a user’s
desktop, for example if the desktop is a physical machine that is not Wake-on-LAN enabled.

o Select Yes, only if Leostream Agent is installed to limit the Connection Broker to offer
stopped desktops only if the Connection Broker knows the desktop has an installed
Leostream Agent. The desktop and its installed Leostream Agent must have been running
when the desktop registered with the Connection Broker, or during a subsequent center
refresh, for the Connection Broker to learn about the Leostream Agent.

o Select Yes, regardless of Leostream Agent status to allow the Connection Broker to offer
any stopped desktop.

Confirm desktop power state: Select this option to have the Connection Broker check the desktop’s power
status when the user requests a connection to the desktop. Use this option if your centers have a long power
state refresh interval, which occasionally causes a desktop’s power status in the Connection Broker to be out-
of-sync with the desktop’s actual power status. If this option is not selected, the Connection Broker does not
confirm that a desktop is running or stopped when assigning the desktop to the user.

Log out any rogue users: Enables you to log out users who logged into a machine without going
through the Connection Broker. The desktop must be running the Leostream Agent to use this
feature.

Enable single-sign-on to desktop console: When selected, allows the Connection Broker to use the
Leostream Agent feature to log users in using single sign-on.

£A select this option only if the user connects to their desktop using PColP or UltraVNC. Other
viewers have built-in single sign-on capabilities that are not compatible with the Leostream single
sign-on. Selecting this option has no affect if you did not install the single sign-on component of the
Leostream Agent.

Adjust time zone to match client (Leostream Connect and HP SAM only): Select this option to
instruct the Connection Broker to change the time zone of a Windows remote desktop to match the
time zone of the user’s client device. The Connection Broker does not revert the time zone to its

original value after the user logs out.

Enable session shadowing (NoMachine NX only): Select this option to allow the user to invite
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another user to shadow their NoMachine NX session (see “Session Shadowing and Collaboration” in
the Leostream Guide for Choosing and Using Display Protocols).

e View only shadowing, not interactive (NoMachine NX only): Select this option if users who are
shadowing the NoMachine NX sessions should not be able to interact with the shadowed session.

When User Disconnects from Desktop

A hard-assigned desktop is never released from a user. Therefore, release plans do not apply to hard-

assigned desktops. You can perform a subset of release actions, using the options described in the following
sections.

The Forced logout drop-down menu allows you to specify if a user is allowed to disconnect from their
desktop.

e Select Never from the Forced logout drop-down menu to allow the user to disconnect from their
desktop, but remain logged into that desktop and retain their session’s state. The next time the

user logs in, they are presented with their session in the state it was at when they originally
disconnected.

e To forcefully log a user out of their desktop after they disconnect, select an elapsed time from the
Forced logout drop-down menu. After the user is forcefully logged out, their session is terminated

and any unsaved changes made in their previous session are lost. The next time the user logs in,
they receive a new session.

To call any custom WebHook, or HTTP POST, as soon as the user disconnects from their remote sessions,

enter the URL in the URL to call edit field. Using WebHooks, you can perform additional configuration
actions necessary for your environment

When User Logs Out of Desktop

To call any custom WebHook, or HTTP POST, as soon as the user logs out of their remote sessions, enter the

URL in the URL to call edit field. Using WebHooks, you can perform additional configuration actions
necessary for your environment

If the user is connecting to the desktop using PColP or VNC, you can instruct the Connection Broker to
retain the console connection after the user logs out by selecting the Retain console connection (VNC and
PColP, only) option. With this option selected, the user is returned to the operating system login page, not

the client login page. This option is most useful for users logging into desktops that are hard-assigned to
particular clients.

When Connection is Closed

If the user’s hard-assigned desktop does not have an installed and running Leostream Agent, the
Connection Broker cannot distinguish between a log out and a disconnect. In this case, the Connection
Broker receives a connection closed event from Leostream Connect, and executes the When Connection is
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Closed section of the user’s policy. Use this section to indicate if an undistinguishable connection-closed
event is treated as a logout or disconnect.

When Desktop is Idle

If the hard-assigned desktop has an installed, running Leostream Agent, you can perform actions when the
user’s remote session is idle. A session is idle when there are no mouse or keyboard actions. Use the Lock
Desktop, Disconnect, and Logout drop-down menus to indicate the actions to take after the specified

elapsed idle time. You can perform multiple actions, for example, to lock the desktop after 5 minutes of
user idle time, then disconnect after 30 minutes of idle time.

Assigning Plans to Hard-Assigned Desktops

From the Protocol and Power control drop-down menus, select a protocol plan and power control plan to
associate with hard-assigned desktops.

¥ The Connection Broker never releases hard-assigned desktops back to their pool. Therefore:

e The power control action in the When Desktop is Released section of the power control plan is
never executed.

e Release plans do not apply to hard-assigned desktops, with the exception of the Forced logout
option, which is included in the When User Disconnects from Desktop section previously described.

Associating Plans to Rogue Users

The Rogue User Assignment section assigns power control and release plans to rogue users after they log

into a desktop that is set to manage rogue users. See Assigning Desktops to Rogue Users for complete
details.

Policy Filters

You can use policy filters to narrow down the selection of desktops from all the pools associated with a
policy. Policy filters allow you to restrict what type of desktops can be assigned, to the point of strictly

assigning a particular desktop to a user. Set these rules in the Policy Filters section, shown in the following
figure.

Policy Filters
Further restrict which desktops are svailsble for assignment by this policy

Desktop attribute Conditional Property Value
v v v
v v
v v
[Add rows]
(2 The desktops must match any of the attribute rules (OR)
(O The desktops must match all of the attribute rules (AND)

Each row in the Policy Filters section reads as a rule that checks if a desktop in the pool can be assigned by
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this policy. For a particular pool, the policy filter applies in addition to the pool filter. To specify a policy
filter:

1. Select an item from the Desktop attribute drop-down menu to indicate how to filter the desktops,
either:

e Name

e Windows machine name

e vCenter Server annotation

e Any Active Directory attribute associated with the desktop, such as managedBy. You must
create an Active Directory center for these attributes to appear in the Desktop attribute drop-
down menu (see Active Directory Centers).

2. Select a logic condition from the Conditional drop-down menu.
3. Inthe Property drop-down menu, indicate the type of attribute to filter against, either:

e User Attribute
e C(Client Attribute
e Text Value

You can use dynamic tags when filtering based on a text value. The following dynamic tags are
supported.

e {AD:USER:attribute name}: Filters based on the value found in the user's Active Directory
attribute given by attribute name.

e {AD:CLIENT:attribute name}: Filters based on the value found for the attribute given by
attribute name in the client’s Computer Active Directory object.

The user must authenticate with the Connection Broker using Active Directory. If this is the
case, the Connection Broker uses the name of the client computer, determined as either the
NetBIOS or DNS name, to search for the correct Computer object in Active Directory.

4. Inthe Valuefield, select or enter the actual attribute value to test against.

£ Not all clients return their MAC address. If you plan to filter pools using the client MAC address
attribute, go to the Edit Client page for each client and ensure that they are correctly returning their
MAC address.

5. Indicate if the desktop can match any rule (OR) or must match all rules (AND), in order to be
available in this policy.

6. Select the Look up desktop’s current “managedBy” attribute at every login option if the value of
the desktop’s managedBy field frequently changes. If this option is not selected, the Connection
Broker caches the managedBy attribute obtained when the center was last refreshed, improving
performance at login time. This setting also applies to filters in all Pool Filters sections.
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Al Policy filters apply to all pools in the policy. Use pool filters if you want to filter desktops from a
particular pool (see Pool Filters). Policy filters do not apply to applications.

Using Dynamic Tags in Policy Filters

When creating filters based on text values, you can use dynamic tags to specify all or part of the text. The
Connection Broker evaluates dynamic tags when determining which desktops to offer from the pools.

For example, in the following figure, the filter uses the {USER} dynamic tag, to reference the login name
of the user who logged into the Connection Broker. When determining which desktops to offer this user,
the Connection Broker filters the contents of the pool by looking for desktops whose Windows machine
name begins with the user’s login name appended with Windows?7.

Pool Filters

Further restrict which desktops are avsilable from this pool

Desktop attribute Conditional Property Value

Windows machine name + | | begins with | | Text value | |{USER}_Windows7

Because the Connection Broker evaluates dynamic tags before offering desktops to the user, certain
dynamic tags are not available as filters. The Connection Broker supports the following dynamic tags in
policy filters. All dynamic tags listed together resolve to the same value. See Using Dynamic Tags for a
complete description of these dynamic tags.

e {NAME}, {USER:NAME}

e {USER}, {USER:USER}, {USER:LOGIN NAME}, {LOGIN NAME }
e {FQDN}

e {NOVELL FQDN}

e {DOMAIN}

e {AUTH DOMAIN}

e {AD DN}, {USER:AD DN}

e ({EMAIL}, {USER:EMAIL}

e {PRE EMAIL}, {USER:PRE EMAIL}

e {POST EMAIL}, {USER:POST EMAIL}

e {CLIENT}, {CLIENT:NAME}

e {CLIENT:IP}

e {CLIENT:MAC}

e {CLIENT:TYPE}, {CLIENT:CLIENT TYPE}
e {CLIENT:MANUFACTURER}

e {CLIENT:UUID}

Using VMware Custom Attributes in Filters

The Connection Broker allows you to filter the desktops in a pool or policy based on the value of up to four
vCenter Server custom attributes. Go to the > System > Settings page to indicate which custom attributes
you want to use as filters. See Specifying VMware vCenter Server Clusters for Desktop Filters for complete
instructions on indicating the custom attributes to use as desktop filters.

Custom attributes appear at the bottom of the Desktop attributes drop-down menu in the filters, as shown,
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for example, in the following figure.

Pool Filters

Further restrict which desktops are avsilable from this paol

Desktop attribute Conditional Property Value
v ~ v

AD "isCriticalSystemObject” ”~ K 7

AD "lastLogenTimastamp”

AD "localPolicyFlags” v v

AD "logonHours”

AD "managedBy"

AD ::‘“9‘“’39@{' : 2 attribute rules (OR)

AD"mS-DS-CreatorSID attribute rules (AND)

AD "name

AD "objectCategory”

AD "objectClass”

AD "operatingSystem”

AD "operatingSystemSenicePack”
AD "operatingSystemVersion”

AD "primaryGrouplD”

AD "pwdLastSet”

AD "rlDSetReferences” 3
AD "sAMAccountName”
AD "sAMAccountType” v

AD "serverReferenceBL"
AD "servicePrincipalName”
AD "userAccountContral”
...........................
AD "uSMChanged"”
AD "uSMCreated”
AD "whenChanged”
AD "whenCreated”

dker

h
VCenter Serv

vCenter S pname &
vCenter Server "AssignedTo” wed v
yCenter Server "Notes” ~

Each custom attribute is labelled as:

vCenter Server “attribute name”
where attribute name is the name of the custom attribute. If the same custom attribute appears in
multiple vCenter Servers, the attribute appears once in the drop-down menu. When using this attribute as

a filter, the Connection Broker looks at all VMs from all vCenter Servers that contain this attribute. The
vCenter Server “Notes” attribute is always available for use as a filter.

Example: Persistently Assigning Users to a Particular Desktop Using Filters

You can use filters to assign users to a particular desktop and maintain that assighment over multiple logins.
To do this, give the desktop a name that contains part, or all, of the user’s login name. Then, filter the pool
by restricting the desktop Name attribute to contain the user’s login name, as follows:

1. Select Name from the Desktop attribute drop-down menu.

2. Select contains from the Conditional drop-down menu.

3. Select User Attribute from the Property drop-down menu.

4. Select Name from the Value drop-down menu, as shown in the following figure

Policy Filters

Further restrict which desktops are available for sssignment

Desktop attribute Conditional Property Value

Name ~ | | contains ~ | |User Atribute || | Name R

In this example, when a user signs into the Connection Broker, the policy selects only the desktop
whose name contains that user’s login name.
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Configuring USB Device Management

Policy settings for USB device management apply to all offered desktops from a particular policy. However,
users must log into Leostream using either Leostream Connect or a PColP Zero Client to utilize the
Leostream USB device passthrough feature. Also, you must install the Leostream Agent on the remote
desktop. When installing the Leostream Agent, as well as when installing Leostream Connect, ensure that
the Enable USB over IP option is selected.

If the USB Device Passthrough controls do not appear in your Edit Policy form, enable the global USB
passthrough feature, as follows:

1. Go to the > System > Settings page.
2. Select the USB passthrough control option in the Enable Features section.
3. Click Save.

With the global feature enabled, the USB Device Passthrough controls appear at the bottom of the Edit
Policy page. These controls allow you to specify which USB devices end users can redirect to their remote
desktops. By default, policies do not change the USB settings specified by the user’s client.

To specify USB redirection on a policy-by-policy basis, select the Allow Connection Broker to manage USB
passthrough option, as shown in the following figure.

USB Device Passthrough /
[“] Allow Connection Broker to manage USB passthrough

Mode
Connect all USE devices A

Use the Mode drop-down menu to specify which USB devices end users can assign to desktops, as follows:

e To pass through all USB devices to the desktop: Select Connect all USB devices from the Mode
drop-down menu.

e To block all USB devices from being passed through to the desktop: Select Block all USB devices
from the Mode drop-down menu.

ARN Selecting this option blocks the keyboard and mouse from passing through to PColP devices. If

you want to block all USB devices except the keyboard and mouse from passing through to a PColP

device, select Connect specific USB devices from the Mode drop-down and select Human Interface
Devices from the Device Class drop-down menu. Alternatively, enter the Vendor ID and Product ID

of specific human interface devices to pass through.

e To specify particular devices to passthrough: Select Connect specific USB devices from the Mode
drop-down menu. Configure the devices to passthrough, as follows:

e Select an item from the Device Class drop-down menu to pass through an entire class of
devices, or
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e Enter a Vendor ID and Product ID to pass through a specify type of device.

Leostream Connect allows end user’s to attach and detach their offered USB devices from their remote
desktops. See the Leostream Connect Administrator’s Guide and End User’s Manual for instructions on
working with USB passthrough support. Leostream Connect does not control how the device or any
associated applications run or perform on the remote desktop. You must manually install any drivers
required by a particular device.

Testing Policies

To test if your policies are correctly offering desktops from pools:

1. Create and configure an authentication server in your Connection Broker and edit that
authentication server’s assignments table so it uses this policy, as shown in the following figure (see
Chapter 14: Assigning User Roles and Policies).

Assigning User Role and Policy
In this sedtion you cen st up rules to sssign Users to Roles and Policies based on
their group membership. Opticnally use the Order column to re-order the rows

Order  Group Client Location User Role User Paolicy

1 Operations | + Al v — | User v | & | Operations b
2 v+ Al » — | User | & |Default ~
3 v+ Al — | User | & |Default v
[Add rows]

Default Role

User v

Users will be assigned to this role if they do not match an assignment rule.

Default Policy

Default v

Users will be assigned to this policy if they don't match an assignment rule

2. Use the Test Login link on the > Users > Users page to simulate a user login. The Connection Broker
presents a report, indicating if the user was matched to a role and policy rule in the authentication
server, and what desktops were selected based on the policy. See Testing User Role and Policy
Assignment for more details.

Using WebHooks in Policies

The Connection Broker can call any custom WebHook, or HTTP POST, at a number of times during the user’s
session, including:

e Assoon as the user logs into the Connection Broker.
e When the user disconnects form a resource

e When the user logs out of a resource

Using WebHooks, you can perform any configuration actions necessary for your environment. Use
Connection Broker policies and release plans to call your WebHook.

For an introduction into WebHooks, see the following Web page.

http://wiki.webhooks.org/
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Defining Custom Actions at Login

To execute a WebHook as soon as the user logs into the Connection Broker, enter the WebHook in the URL
to call at start of session edit field, shown in the following figure.

Create Policy
General Policy Properties

Paolicy name

] Auto-launch remote viewer session if only one desktop is offered (Web client, only)
IMaximum number of desktops assigned
<No Limit= %

WMaximum number of desklops thet can be sssigned scross all Deskiop poals
Doss not spply to spplications or deskiops offered from the Applicsticn Poal

Expire user's session
INever A

URL to call at start of session

The URL can contain a limited number of Connection Broker dynamic tags, which the Connection Broker
replaces before calling the URL. Dynamic tags, such as {IP}, cannot be used in this URL as the Connection
Broker does not have a value to assign to this tag at the time the session starts. If you include an invalid
dynamic tag in the URL, the Connection Broker leaves the literal string for the dynamic tag in the URL. For a
full list of dynamic tags, see Using Dynamic Tags.

Defining Custom Actions on Log Out and Disconnect

You use policies or release plans to execute WebHooks when the user logs out or disconnects from one of
their desktops.

e For policy-assigned desktops, specify the WebHook in the release plan
e For hard-assigned desktops, specify the WebHook in the Desktop Hard Assignments policy

In either case, use the URL to call edit fields associated with the When User Disconnects from Desktop and
When User Logs Out of Desktop sections, shown in release plans in the following figure, to specify the
WebHook to call at each time.

Create Release Plan

Plan name

When User Disconnects from Desktop

Release to pool: | Mever hd
Forced logout: | Mever v
) ) . ) URL to call

You can specify different actions, using

WebHooks, when the user disconnects

versus logs out of their desktop. When User Logs Out of Desktop
Release to pool: | Immediately v
URL to call
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Example WebHook

The Connection Broker provides a simple WebHook that returns the Connection Broker status. This
WebHook takes the following form:

http://cb-address/index.pl?action=cb status

Where cb-address is your Connection Broker IP address or hostname. You can enter this into the URL to
call at start of session edit field, as shown in the following figure.

Create Policy
General Policy Properties

Policy name
VWebHook Policy

[ Auto-launch remote viewer session if only one dasktop is offered (Web client, only)

IMaximum number of desktops assigned
<Mo Limit= '+

Maximum number of deskiops that can be assigned acoss sl Desktop pasls.
Does not apply to spplications or desktops offered from the Application Pool

Expire user's session
Mever A

URL to call at start of session
http://172.29.229 210/index pl?action=ch_status

When a user logs into the Connection Broker and is assigned this policy, the Connection Broker calls the
specified WebHook and registers the results in the Connection Broker logs. For the previous example, the >
System > Logs page includes the following information.

054192010 - 11:58:31  Information User dog Offered desktop "qst-xp-rdp01” as "gst-xp-rdp01" from pool " dog”
0541972010 - 11:58:31  Information User dog Offered desktop "gprod-xp-rdp-ul” as "gprod-xp-rdp-ul” from pool " dog”
05/19/2010 - 11:58:31  Information User dog Called session start URL http:/172.29.228 210findex. pl?action=cb_status' and got status success
/ Elapsed |Description
——11:58:30-— http://172.29.229.210/index.pl¥action=ch status
URL is called when user logs into the Connection Broker. Ea - :
Connecting to 172.29.229.210:80... connected,

HTTF reguest sent, awaiting response... 200 OK
Length: unspecified [text/huml]
< !DOCTYPE HTHL PUBLIQ " /AWIC//DTD HTML 4.01 Trans

0541972010 - 11:58:31  Infarmation User dog Successful Connection Broker login (yse, policy "dog”, role "User") (show details)
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Chapter 12: Configuring User Experience by Client
Location

Overview

When a user logs into the Connection Broker from a client device, the Connection Broker registers that
client device on the > Clients > Clients page. The Connection Broker also assigns that client to one or more
locations. A client location is similar to a desktop pool, in that the location represents a group of clients with
similar attributes.

Creating Locations

You can group clients into locations using reported client attributes such as manufacturer, device type, OS
version, or IP address. Similar to desktop pools, client locations can be nested.

Locations allow you to tailor the end-user experience based on where the user logs in, including:
e Assign different roles and policies to users. The roles and policies, in turn, determine which

desktops are offered to different users. See Assigning Users to a Role and Policy for information on
setting up role and policy rules.

e Override the protocol plan assigned in the policy. The protocol plan determines which display
protocol will be used to connect to the desktop when the user logs into the Connection Broker from
this location.

e Assign printers to the user’s remote desktop.

e Modify registry keys on the user’s remote desktop.

Locations are listed on the > Clients > Locations page, shown in the following figure.

STREAM (=~

Status | Resources | [SIEREE | Plans

Clients | Locations

Create Location

Actions Marme Murmber of Clignts Printer Plan

Edit All 1
Edit iPad 1
Edit Juniper ]
Edit Juniper - Mac: 1
Edit Juniper - Windows 1
Edit Leastream Connect 13

You define locations using a series of logic rules based on client attributes. To define a location:

1. On the > Clients > Locations page click Create Location. The following form opens:
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Create Location (2)
Mame

\ |
Subset of location

Attribute Selection

Client attribute Conditional Value

\ | | | |
\ | | | |
\ | | | |

() The Clients rust match any of the attribute rules (OR)
O The Clients must match all of the attribute rules (AND)

Plans

Finter
Protocol: | <Determined by policy> v

=

2. Enter a name for the location in the Name edit field.

{5 Client devices that support the Teradici PC-over-IP technology do not support location names
larger than 80 characters. Leostream Connect supports longer location names, however it truncates
the name in the dialog for managing another user’s resources.

3. From the Subset of location drop-down menu, select the parent location. Only clients that are part
of the parent location are eligible to exist in this new location.

4. Use the Attribute Selection section to define which clients reside in this location.

a. Select an attribute from the Client attribute drop-down menu, shown in the following figure.

Client attribute

Attached displays
Certificate host
Certificate user
Chassis type
Device name
Device type
HTTP header

IP address

MAC address
Manufacturer
Operating system
Senal number
Wersion

b. Select a logic condition from the Conditional drop-down menu.
c. Enter or select the appropriate Value for this rule.
5. Indicate if the client can match any rule (OR) or must match all rules (AND), to be in this location.

6. Configure the Plans section, if applicable (see Assigning Plans to Locations).
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7. Click Save.

To edit existing locations, select the Edit action for the appropriate location.

Using Subnet Masks to Create Locations

You can use subnet maps to create a location of all clients on a particular subnet. To do so, in the Attribute
Selection section:

1. From the Client attribute drop-down menu, select IP address.
2. From the Conditional drop-down menu, select begins with.

3. Inthe Value edit field, enter the subnet for this location, specified using the network prefix notation
(/n) for the subnet mask. For example:

10.153.174.0/24 creates a location of all clients in the range of 10.153.174.0 to 10.153.174.255
10.153.174.0/25 creates a location of all clients in the range of 10.153.174.0 to 10.153.174.127
10.153.0.0/16 creates a location of all clients with an IP address of 10.153.x.x

When using the /n notation, the n is a count of the number of ones in the binary representation of the
subnet mask, for example:

255.255.255.128 = /25

255.255.255.192 = /26
etc...

Creating Display Plans

Display plans provide two key features:
1. Allowing the user to save and restore application window positions.

2. Managing application window positions in a remote session spanned across multiple monitors, for
display protocols that do not provide native multi-monitor support.

Display plans are created and listed on the > Plans > Display page, shown in the following figure.

Al A= Al ~

Edit Default 1

The Connection Broker provides a single default display plan. You can create as many additional display
plans as needed for your environment.
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#Each remote desktop must have an installed and running Leostream Agent with the Install end-user
experience extension task selected in order to use Leostream display plans.

The Default Display Plan and Display Options

The Connection Broker provides a default display plan that applies to all clients that are not assigned to
another display plan. The Edit Display Plan form for the default display plan in shown in the following

figure.

Edit Display Plan

MName
Default

Display Options

Default number of displays if not supplied by client |2

Conn

ention Broker honos the number of displays reported by the dient device

Assume single display if screen width is less than 0 pixels
Wfidth of the smallest display in pixels for this layout

] Allow users to save and restare application window positions

] Allow Leostream to manage window positions across multiple displays

Attribute Selection

pla

This display plan applies to all dlient devices that do not have an assigned display
n

All display plans include the following two display options:

The Default number of displays if not supplied by client drop-down menu indicates the number of
display spaces to split the remote session into, in the event the client device does not provide the
Connection Broker with the number of attached monitors.

“'You can use the Attached Displays column on the > Clients > Clients page to see if a particular
client device provides the number of attached monitors. If the Attached Displays column displays a
zero, the client is not providing the Connection Broker with display information. If the client does
provide display information, the Connection Broker always uses that information instead of the
valueset in the Default number of displays if not supplied by client drop-down menu.

The Assume single monitor if screen width is less than edit field indicates the width (in pixels) of
the smallest resolution monitor attached to the client. For example, if clients are attached to
monitors with a resolution of 1200x800, enter 1210.

Clients attached to two monitors return a total width of 2400 and the Connection Broker applies
the display plan. If, however, one of the monitors is disconnected, the client returns a total display
width of 1200, which is less than the threshold of 1200, and the Connection Broker assumes a
single monitor.
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You can edit the default display plan, or create new display plans, to enable Leostream screen management.
See Saving and Restoring Application Window Positions and Managing Window Placement for Spanned
Sessions for more information on the Leostream screen management options.

Saving and Restoring Application Window Positions

Often users who travel between client devices, for example, from a trading floor to a conference room and
back to a trading floor, move their remote session between client devices with different numbers of
attached displays. Certain display protocols, such as HP RGS, can correctly expand and collapse the remote
session to fill the available number of monitors. However, these display protocols are unable to manage the
position of application dialogs within the session.

When a user with carefully positioned applications moves from a four monitors client to a client with one
monitor, their applications move to the single display. However, when the user moves back to the client
with four displays, the applications remain in the single display and the user must manually reposition all

their application windows.

To support these use cases, you can allow users to save and restore application dialog positions using
Leostream. To create a display plan that enables the Leostream application window positioning feature:

1. Click the Create Display Plan link. The Create Display Plan form opens.
2. Enter a name for the layout in the Name edit field.

3. Configure the Display Options as described in The Default Display Plan and Display Options.

4. Select the Allow user to save and restore application window positions option, as shown in the
following figure.

Edit Display Plan

MNarne
Default

Display Options

Default number of displays if not supplied by client |2

Cannection Broker honors the number of displays ieparted by the client device

Assume single display if screen width is less than 0 pixels
Wlidth of the smallast display in pixels for this Layout

[] Allovwr users to save and rastore application window positions

] Allovwr Lenstream to manage window positions across multiple displays

5. Use the Attribute Selection section to define the clients that are assigned to this display plan.

Select an attribute from the Client attribute drop-down menu.

Select a logic condition from the Conditional drop-down menu.

Enter or select the appropriate Value for this rule.

Indicate if the client can match any rule (OR) or must match all rules (AND), to be in this
location.

o 0 oo

6. Use the Display Plan Order drop-down menu to reorder the plans. If this is your first display plan,
the form does not include the Display Plan Order drop-down menu. The Connection Broker assigns
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the client to the first display plan that matches the client’s attributes. The default display plan is
always applied last.

7. Uncheck the Active display plan option if you do not want to apply this display plan to any clients,
but do not want to delete the plan.

8. Click Save.
The user’s remote desktop must have an installed and running Leostream Agent. See “Saving and Restoring

Application Dialog Positions” in the Leostream Agent Administrator’s Guide to see how end users manage
their application window positions.

Managing Window Placement for Spanned Sessions

Certain display protocols, including Microsoft RDP and HP® RGS, are capable of opening the remote session
across multiple displays. Some of these display protocols, such as RGS, recognize individual monitors
attached to the client device and can, therefore, individually manage the display on each monitor. For
display protocols that recognize separate display spaces, you do not need Leostream to manage window
positions.

Other protocols, such as older versions of RDP, handle multiple monitors as one spanned session. In a
spanned session, the display protocol treats the session as a single large display space, instead of as
separate display spaces for each attached monitor. For these cases, you can instruct the Leostream Agent to
correctly open, position, and maximize application windows on the separate displays that make up the
spanned session.

The Leostream window placement feature allows end users to do the following:

Split or span remote desktop connections over multiple monitors.
e Restrict the taskbar to the primary monitor.

e Center the Windows login and logout dialogs, along with most message boxes, in the middle of the
primary monitor.

“ Managing the Windows dialogs on a Windows XP desktop requires you to install the Leostream
Agent with the Enable multi-display support for Windows logon task selected.

e Maximize application windows intuitively. For example, if the user places the majority of an
application window within one monitor, maximizing the windows fills that monitor. If, on the other
hand, the window is resized to cover a large percentage of two monitors, maximizing the windows
fills both monitors.

e Return to single monitor mode if the extra monitors are disconnected from the client.

To use the Leostream window placement feature in a spanned RDP sessions, clients that are attached to
multiple monitors must have the following characteristics.
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e All monitors are arranged horizontally.

e The primary monitor is the left-most monitor.

e All monitors in the layout have the same resolution.
e There are between two and 16 monitors.

To create a display plan that enables the Leostream window placement feature:
1. Click the Create Display Plan link. The Create Display Plan form opens.
2. Enter a name for the layout in the Name edit field.

3. From the Default number of displays if not supplied by client drop-down menu, select the number
of display spaces to split the spanned session into, in the event the client device does not provide
the Connection Broker with the number of attached monitors.

“'You can use the Attached Displays column on the > Clients > Clients page to see if a client
device returns the number of attached monitors. If the Attached Displays column displays a zero,
the client is not providing the Connection Broker with display information. If the client does provide
display information, the Connection Broker always uses that information instead of the value set in
the Default number of displays if not supplied by client drop-down menu.

4. Inthe Assume single monitor if screen width is less than edit field, enter the width (in pixels) of the
smallest resolution monitor attached to the client. For example, if clients are attached to monitors
with a resolution of 1200x800, enter 1210. If clients are attached to two monitors, the total width is
2400 and the Connection Broker applies the display plan. If, however, one of the monitors is
disconnected, the client has a total display width of 1200. The Connection Broker sees that this
value is less than the threshold of 1210 and assumes a single monitor.

5. Select the Allow Leostream to manage window positions across multiple displays option, as
shown in the following figure.

Create Display Plan

Name

Display Options
Default number of displays if not supplied by client |2+
Connection Broker honorsthe number of displays reported by the client device

Assume single display if screen width is less than (1920 pixels
Width of the smallest display in pixels for this layout

[ Allow users to save and restare application window positions
[¥] Allow Leostream to manage window positions across multipls displays
Lock taskbar to a primary monitar

[J Enable suppart for 32-bit applications running on B4-bit Windawes
Applications to exclude

A comma-separated list of applications ta exclude fram multi-maonitarsupport, .g.
sidebar.exe, GoogleDesidop.exe

6. Select the Lock taskbar to a primary monitor option to restrict the Windows task bar to span across
only the primary (or left-most) monitor. If this option is not selected, the task bar spans across all
monitors.
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10.

11.

Select the Enable support for 32-bit applications running on 64-bit OS option if the user’s remote
desktop runs a 64-bit operating system and the user runs 32-bit applications.

The remote desktop must have an installed Leostream Agent with the Enable multi-display support
for 32-bit applications task selected, when using this option.

By default, Leostream controls the positioning of all application windows. If you do not want
Leostream to control the windows for particular applications, enter the process name for these
applications, separated by commas, into the Applications to exclude edit field. All windows
associated with these processes will position, maximize, and resize as usual in a spanned remote
session.

Use the Attribute Selection section to define the clients that are assigned to this display plan.

Select an attribute from the Client attribute drop-down menu.

Select a logic condition from the Conditional drop-down menu.

Enter or select the appropriate Value for this rule.

Indicate if the client can match any rule (OR) or must match all rules (AND), to be in this
location.

o 0 o w

Use the Display Plan Order drop-down menu to reorder the plans. If this is your first display plan,
the form does not include the Display Plan Order drop-down menu. The Connection Broker assigns
the client to the first display plan that matches the client’s attributes. The default display plan is
always applied last.

Uncheck the Active display plan option if you do not want to apply this display plan to any clients,
but do not want to delete the plan.

12. Click Save.

The display plan applies to all clients that satisfy the client attribute selections, assuming the clients are not
assigned to a display plan with a higher priority (order). Individual clients can opt out of screen
management. See Opting out of Multi-Monitor Support for more information.

Setting Display Protocol Configurations for Multi-Monitor Support

You can use the Leostream screen management with any display protocol and client that support multiple
displays. You must ensure that the remote session spans all displays, typically by setting the appropriate
parameters in the display protocol’s configuration file.

The following sections pertain to settings in the Edit Protocol Plan form, described in more detail in
Protocol Plans.

Microsoft RDP 6

Microsoft RDP 6 can span across multiple monitors when the resolution and orientation of all monitors is
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identical. To span multiple monitors, ensure that the Configuration file associated with RDP in the
Leostream Connect and Thin Clients Writing to Leostream API section of the protocol plan contains the
following line:

span monitors:i:{LEOC_SPAN}

The Connection Broker replaces the ZEO_SPAN dynamic tag with 1 if the client is assigned a display plan
and with 0 if the client is not assigned a display plan or opts out of Leostream multiple-monitor support.

Alternatively, if all users of this policy have multiple-monitors, you can hard-code this line, as follows.
span monitors:i:1

Microsoft RDP 7

Microsoft RDP 7 can span across multiple monitors with different resolutions and orientations when the
remote desktop is running a Windows 7 operating system or later. To span multiple monitors with different
resolutions, ensure that the Configuration file associated with RDP in the Leostream Connect and Thin
Clients Writing to Leostream API section of the protocol plan contains the following line:

use multimon:i:{LEOC_SPAN}

The Connection Broker replaces the ZEO_SPAN dynamic tag with 1 if the client is assigned a display plan
and with 0 if the client is not assigned a display plan or opts out of Leostream multiple-monitor support.
Alternatively, if all users of this policy have multiple-monitors, you can hard-code this line, as follows.

use multimon:i:1

If the client devices includes RDP 7, but the user connects to a desktop running RDP 6, use the span
monitors configuration file parameter, instead of the use multimon parameter.

HP RGS

HP RGS can set the layout and resolution of the remote session to match the configuration of the client
display. To match the client display for clients that are assigned an appropriate display plan, include the
following lines in the Configuration file field for RGS in the Leostream Connect and Thin Clients Writing to
Leostream API section of the protocol plan.

Rgreceiver.IsMatchReceiverResolutionEnabled.IsMutable=0
Rgreceiver.IsMatchReceiverResolutionEnabled={LEO_ SPAN};
Rgreceiver.IsMatchReceiverPhysicalDisplaysEnabled.IsMutable=0;
Rgreceiver.IsMatchReceiverPhysicalDisplaysEnabled={LEO SPAN};

The Connection Broker replaces the ZEO_SPAN dynamic tag with 1 if the client is assigned a display plan

and with 0 if the client is not assigned a display plan or opts out of Leostream multiple-monitor support.
Alternatively, you can hard-code the parameters, by replacing {LEO SPAN} with 1.
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Sun uttsc

In the Leostream Connect and Thin Clients Writing to Leostream API section of a protocol plan, ensure
that the command line parameters in the Sun Ray sub-section includes the —-m parameter, so the session
spans multiple monitors.

Dell Wyse Thin Clients

For Wyse thin clients that support dual heads, for example, the V10L, ensure that the Desktop
configuration file field in the Wyse Configuration section of the protocol plan contains the parameter:

Fullscreen=yes

Woyse thin clients with dual-head support span the remote session across both monitors when the
Fullscreen parameter is set to yes. Otherwise, when Fullscreen is setto no, the remote session runs
in a windowed screen.

Attaching Network Printers

When using the Windows version of Leostream Connect, Microsoft RDP provides native printer redirection.
To redirect all client printers, include the following line in the RDP configuration file found in the user’s
protocol plan.

redirectprinters:i:1

For cases that do not use RDP or do not use RDP to redirect printers, the Connection Broker allows you to
attach network printers to remote desktops based on the location of the user’s client device. End-users can
then access these printers from their remote desktops.

Using this location-based printing feature, you can:

e Register printers in Microsoft® Active Directory® servers with the Connection Broker

e Manually register a network printer with the Connection Broker

e Create printer plans, consisting of a group of printers with one default printer

e Assign printer plans to clients using locations defined in the Connection Broker

e Provide end-users with access to the network printers physically closest to their client device, no
matter what type of client device and display protocol they are using

How it Works

The Connection Broker determines which printers to attach to a remote desktop based on the location of
the user’s client. To configure your Connection Broker, perform the following steps.

1. Register network printers with your Connection Broker, either manually (see Adding Individual
Printers) or using Active Directory servers (see Adding Printers from Microsoft Active Directory
Servers)
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Group printers into printer plans, and assign a default printer to each plan (see Creating Printer
Plans)

Create client locations (see Creating Locations)

Assign a printer plan to a particular client (see Assigning Plans to Clients) or client location (see
Assigning Plans to Locations)

When a user logs in at a particular client, the Connection Broker does the following.

1.

2.

3.

When the user logs into the Connection Broker, the Connection Broker finds the printer plans
assigned to all the locations associated with their client device. If the client falls into multiple
locations, the Connection Broker uses the printers included in all associated plans.

When the user logs into their desktop, the Connection Broker disconnects all network printers
already attached to that desktop. Any local printers remain attached.

L f using the Connection Broker location-based printer feature, do not manually attach any
network printers to remote desktops that are connected to by clients managed by the Connection
Broker. These attachments are lost when a user logs in from a client associated with a Connection
Broker printer plan.

The Connection Broker attaches all appropriate printers, and sets the default printer. If no default
printer is selected in the printer plan, the Connection Broker leaves the currently selected default
printer on the desktop.

/' The Connection Broker detaches the printers in the printer plan when the user logs out or disconnects
from the remote desktop. Any printers that were attached to the desktop before the printer plan was
applied remain attached to the desktop after the user logs out or disconnects.

System Requirements

In order for the Connection Broker to successfully attach a network printer to a remote desktop, all of the
following requirements must be met.

The Leostream Agent must be installed and running on the remote desktop, and reachable by the
Connection Broker.

The network printers must be shared and DNS accessible. You cannot currently specify the printer
by IP address.

The network printer must have a fully qualified printer name (UNC name).

The user and printer do not need to be in the same domain. However, the domain of the printer
must give the user privileges to access the printer.
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e If the printer drivers are not installed on the remote desktops, you must have a shared printer
driver folder. By default, when you share a printer, a shared folder is automatically created. Do not
manually change the permissions or delete this shared folder.

e If the printer drivers are not installed on the remote desktop, the domain user on the remote
desktop must have permissions to install drivers, as determined by the security policies applicable
to this user on the desktop.

e The domain user on the remote desktop must have access to the printers.
Registering Printers with the Connection Broker

The > Resources > Printers page lists all the printers currently available for assignment by your Connection
Broker. You can add printers to this list in two ways.

e Create a Printer Repository center to register printers from Active Directory services
e Add individual network printers by entering the printers UNC name

Adding Individual Printers

In addition to scanning Active Directory servers for all available printers, you can manually specify individual
network printers to include in the > Resources > Printers page, as follows.

1. Go to the > Resources > Printers page.

2. Click Add Printer. The Add Printer form, shown below, opens.

Add Printer

MName

UNC Name

ED Em

3. Enter a display name for the printer into the Name edit field. This is the name the user will see in
their printers list on the remote desktop.

4. Enter the printer’s full UNC (Universal Naming Convention) name in the UNC Name field. This name
has the following format.

\\server\printer

¥ The UNC name must be unique. The Connection Broker will not save the form if it has already
registered a printer with the same UNC name.
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5. Enter any optional information to store with this printer in the Notes edit field.
6. Click Save.

After you click Save, the Connection Broker adds the printer to the > Resources > Printers page. Also, if you
did not previously create a Printer Repository Center, the Connection Broker automatically creates this
center.

Adding Printers from Microsoft Active Directory Servers

Create a Printer Repository center to indicate to the Connection Broker which Active Directory servers to
scan for printers.

L5 You must add an Active Directory authentication server on the > Users > Authentication Servers page
before you can add printers from that Active Directory server. If you have not yet defined your
authentication servers, complete the steps in Adding Microsoft® Active Directory® Authentication Servers
before proceeding with this section.)

To create a Printer Repository center:
1. Go to the > Resources > Centers page.
2. Click Add Center. The Create Center form opens.

3. Select Printer Repository from the Type drop-down menu. The form updates, as shown in the
following figure.

Create Center

Type
|F‘rmter Repository V|
If you change the fype please wail for the form to repaint.

Name

Load Printers from Active Directory

Server Sub-tree Filter
|<Se|ect Server= V‘ ‘ ‘ ‘ ‘
|

|<Se|ecl Server= V‘ ‘

|<Se|ecl Server= v‘ ‘ ‘ ‘ ‘

If no Sub-tree is specified search sters from the Adlive Directory base. The default Filter is (sbjectolsss=printQueue). i.. all printers.
To select particular printers, for example HP, plesse ovenride the defsult filter with =xp like HP?)

[Add rows] ¥

Refresh interval
1 minute -
Use longer intervals to reduce Active Directory queries

Cancel

4. Enter a name for the center into the Name field.
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5. Inthe Load Printers from Active Directory section:

a. From the Server drop-down menu, select the Active Directory authentication server to scan
for printers. The drop-down menu contains only authentication servers already defined in
the > Users > Authentication Servers page.

b. Inthe Sub-tree edit field, enter the top of the search path to scan for printers. If you leave
this field blank, the Connection Broker uses the sub-tree specified for this authentication
server on the > Users > Authentication Servers page.

c. Inthe Filter edit field, enter an optional filter string to limit the type of printers to include
in the > Resources > Printers page. The default filter is:

(objectclass=printQueue)
You can append additional filters to this string, for example:

(objectclass=printQueue) (cn=*HP*)

¥ The Connection Broker only filters based on the printer’s distinguishedName value.

6. Inthe Refresh interval drop-down menu, select how often the Connection Broker should refresh
the printer list obtained from the Active Directory servers in this center. If you do not regularly add
or remove printers, select Manual only, to reduce the number of Active Directory queries.

If you select Manual only, use the Refresh action associated with the Printer Repository center to
rescan the Active Directory server for printers.

7. Click Save.

After you click Save, the Connection Broker scans the included Active Directory servers for printers, and lists
these printers on the > Resources > Printers page. If the Connection Broker finds multiple printers with the
same UNC Name, it includes only one of the printers in the list. In addition, if you manually added a printer
to the list, and that printer has the same UNC name as a printer in the Active Directory tree, the Connection
Broker overwrites the manually added printer with the information from the Active Directory entry.

£ i you delete the Printer Repository center after you create printer plans, the Connection Broker
removes all printers from the plans. When an empty printer plan is assigned to a location, users logging in
from clients in those locations will not see any network printers.

Viewing Available Printers

The Connection Broker displays all registered printers, and their characteristics, on the > Resources >

Printers page, shown in the following figure. This list is empty until you manually add a printer or define a
Printer Repository center.
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STREAM (~

Centers | Tags | Pools | Desktops | Applications | Printers

Status | [ECSEE | Clients | Plans | Users | System

All Al [» All v | AL [»f A ] AL |»

Ed ete  Brother HL-5250DM Brother Yes No Yes No
Ed = SHARP MX-2300N PCL6 SHARP Yes Yes Yes Yes
Ed e SHARP MX-2300N PS SHARP-PS  Yes Yes Yes No

You can modify the order and type of characteristics displayed on this page by clicking the customize link at
the bottom left side of the page (see Customizing Tables). The following sections describe the available
printer characteristics.

Action

Drop-down menu or list of links indicating the actions you can perform on a particular printer. Available
actions include the following:

e Edit: Opens the Edit Printer dialog

e Delete: Deletes this printer from the list. If you delete a printer that was manually added to the list,
selecting this action permanently deletes the printer from the Connection Broker. If you delete a
printer that was added via the Printer Repository center, the printer may reappear in the list the
next time the Connection Broker refreshes the center.

Name
The printer name, as it will be displayed to users when they connect to their remote desktops.

Share Name
The printer’s share name, as reported by Active Directory. This field is blank for manually added printers.

UNC Name
The printer’s UNC name. The Connection Broker requires a unique UNC name for all printers.

AD distinguishedName

The printer’s distinguishedName, as reported by Active Directory. This field is blank for manually added
printers.

URL
The URL that can be called to reach this printer, as reported by Active Directory. This field is blank for
manually added printers.

Port

The port used to communicate with this printer, as reported by Active Directory. This field is blank for
manually added printers.

Printer Source

Indicates if this printer was manually added to the Connection Broker, or added from the Printer Repository
center.
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Color
Indicates if Active Directory reported this printer as a color printer (Yes) or black-and-white printer (No).
This field always displays No for manually added printers.

Duplex
Indicates if Active Directory reported that this printer supports duplex mode (Yes) or not (No). This field
always displays No for manually added printers.

Collate
Indicates if Active Directory reported that this printer supports collation (Yes) or not (No). This field always
displays No for manually added printers.

Staple
Indicates if Active Directory reported that this printer can staple (Yes) or not (No). This field always displays

No for manually added printers.

Printer Server
Indicates the printer server that shares this printer.

Plan
Indicates all the printer plans that reference this printer.

uuibD
The printer’s unique identifier.

Identifying Duplicate Printers

The Connection Broker identifies duplicate entries for the same printer using the printer’s UNC name.
Duplicates may occur if a printer is listed multiple times in Active Directory, or if you manually entered a
printer that is also registered in Active Directory.

If you have duplicates that were manually added, you can delete them by selecting the Delete action
associated with the printer.

Creating Printer Plans

Connection Broker printer plans allow you to create groups of printers, and indicate which printer is the
default. You assign these plans to client based on the client’s locations.

The Connection Broker provides a default printer plan called All Printers. When a user logs into a client that
is assigned to this default printer plan, the Connection Broker first detaches any existing network printers
attached to the remote desktop, then attaches all printers listed in the > Resources > Printers page.

You cannot edit the default printer plan. However, you can create additional printer plans, as follows.

1. Go to the > Plans > Printers page, shown in the following figure.
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~
STREAM Status | Resources | Clients | [JENEN | Users | System
Power Control | Release | Printer

Create Plan
Actions  Name Number of Printers Default Printer Disconnect All
Edit All Printers 3 Mo

2. Click Create Plan. The Create Printer Plan form, shown below, opens.

Create Printer Plan )

Plan name

Select Printers in Plan

Available ltems Selected tems
Apple Color LW 12/660 PS
Apple Color LW 12/660 PS
Fujitsu Breeze 100
Fujitsu Breeze 100

£

HP 7550 Plus

HP 7550 Plus —

IBI 2390 PS/1

IBI 2390 PS/1

IBI 2390 PS/1

IBM 4019 LaserPrinter v

Add highlighted items (3) (@) Remove highlighted items
Add all items in list (5) (@ Remove all items in list

Default printer
|Se|ect E v|

Hotes

3. Enter a name for the plan in the Plan name edit field.

4. In the Select Printers in Plan section, highlight the printers you want to include in this plan in the
Available Items list, and click the Add highlighted items link below the list.

5. Select the default printer for this plan from the Default printer drop-down menu.

0000,
‘—’flf you do not define a default printer in the Connection Broker, the Leostream Agent on the
remote desktop does not change the currently selected default printer on the desktop.

6. Enter any optional information you want to store with this plan into the Notes edit field.

7. Click Save.

After you save the printer plan, it appears in the list on the > Plans > Printers page, as shown in the
following figure.
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STREAM (~ ‘
Status | Resources | Clients | [JEBEN | Users
Protocol | Power Control | Release | Printer | Registry

& The plan "Floor 1" was successfully saved

Create Printer Plan

Actions Mame = Mumber of Printers Default Printer
(A~
Edit All Printers 2
Edit | Delete Floor 1 / 2 Brother HL-5250DH
Number of printers in the plan Default printer for plan

After creating your printer plans, assign them to clients based on the client’s location (see Assigning Plans
to Locations).

To see which locations a printer plan is associated with, edit the printer plan and consult the information
text to the right of the Edit Printer Plan form. For example, in the following figure, the printer plan is used
in the location named Floor 1.

Edit Printer Plan @ This printer plan is used in these Locations:
¢ Floor 1- "Flaor 1" location

Plan name

Floor 1 |

Select Printers in Plan

Available ltems Selected ltems
Brother HL-5250DM Brother HL-5250DN
SHARP MX-2300N PCLE SHARP MX-2300M PCLG
Add highlighted items @ @ Remove highlighted items
Add all items in list G—) @ Remove all items in list

Default printer
Brother HL-52500M v |

Save Cancel
L

0000)

ulf a user logs in from a client device that is assigned a printer plan and the user’s protocol plan is
configured to redirect the client printers, the remote desktop has access to the printers from the printer
plan and from the client device.

Manipulating Registry Keys

Registry plans specify a set of local machine Windows registry keys to create or modify on the remote
desktop. The Connection Broker applies a registry plan to the remote desktop based on a client’s location.

0000y
‘—-'rRegistry plans currently apply only when the user logs in using Leostream Connect.

Use registry plans when registry keys on the remote desktop need to be modified based on the user’s client
device
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& Registry plans are an advanced Connection Broker feature. Aside from casting the data type correctly,
the Connection Broker does not perform any validation or error checking on the values you assign to
registry keys. Proceed with caution, as incorrectly setting certain registry keys on a desktop can have

adverse effects.

To use registry plans, go to the > System > Settings page and select Registry plans, as shown in the

following figure.

~
STREAM Status | Resources | Clients | Plans | Users | ESIEENE |
Log | JobQueue | Network | Settings | Cluster Management | Skins | SNMP | XMLAPI

Edit Settings @)
Enable Features
! Hardware PColP support
¥ USB passthrough control
Connection Broker forwarding

¥ Virtual machine provisioning
#| Registry plans

¥ Resource offers from XenApp Services Site

After you save the selection in the Settings page, the Registry page appears in the Plans page, shown in the

following figure.
STREAM (~

Status | Resources | Clients | [SERSY |

Protocol | Power Control | Release | Printer |

Registry

Create Registry Plan

Actions Name

INo data found

The Connection Broker does not provide any default registry plan. To create a registry plan, click the Create
Registry Plan link. The Create Registry Plan form, shown in the following figure, opens. The next section

describes how to use this form.

Create Registry Plan )

Flan name

Root |HKEY_LOCAL_MACHINE v|
Path | |

] Add key if it does not already exist

(Default) data
\

MName Type Data
ClAdd | | 'stRnG ~| |
Cladd | | ‘sRING ~| |
CAdd | | sRING | |

Save |8 Cancel
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Creating Registry Plans

To create a registry plan using the Create Registry Form:

1. Inthe Plan name edit field, enter a name for this plan. You will use this name to assign the plan to a
client or location.

2. Inthe Root edit field for Key 1, shown in the following figure, select the root key. If this registry plan
modifies registry keys on a remote desktop running a 32-bit Windows operating system, the two
root options have identical results. If the remote desktop is running a 64-bit operating system, the
two options are as follows:

HKEY_LOCAL_MACHINE: Modifies the key associated with the native 64-bit operating system
HKEY_LOCAL_MACHINE - 32-bit: Modifies the key associated with 32-bit applications.

Select the root for this key. Currently, the Connection Broker Key 1
supports only local machine keys. Root |HKEY_LOCAL_MACHINE P

Enter the full path to the key, excluding the root. For example: —V
SOFTWARE!\Leostream\Leostream Connect [JAdd key if it does not already exist

e

Select this option if the Connection Broker should automatically create this key. If this
option is selected and the key already exists, the Connection Broker modifies the values
in the key. If the key does not exist, and this option is not selected, the Connection
Broker will not create any of the values associated with this key.

3. Inthe Pathedit field, enter the full path to the key, excluding the root.

4. If the key entered in the Path edit was not previously created on the remote desktop, select the Add
key if it does not already exist option.

5. Inthe (Default) data edit field, enter the value you want to assign to the default value for this key.
The default value always has a string data type. Leave this field blank if you do not want to change
the existing default value. See Using Dynamic Tags in Registry Plans for information on how to use
dynamic tags to configure the default value.

6. For each row in the table, shown in the following figure, enter the following information:
a. Inthe Name edit field, enter the name of the value to set.

b. From the Type drop-down menu, select the data type for the value, either STRING or
DWORD.

c. Inthe Dataedit field, enter the data to assign to this value. See Using Dynamic Tags in
Registry Plans for information on how to use dynamic tags to specify the data.

d. If this value has not already been created on the remote desktop, check the Add option.
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Enter data to place in the (Default) value. If left blank, no changes are made to the existing (Default) value.

l Enter the name of each value to add or set.
Select the type of value to add or set.

(Default) data Currently, the Connection Broker can
set STRING and DWORD types, only.
Name Type Data

[JAdd STRING v <— Enter the data to set for this value.

[JAdd STRING v

[T Add <g— STRING ¥ Select the "Add" check box if this value
does not already exist in the registry.

[Add Values] ¥ | The Connection Broker will add the

value only if you select this option.

[Add Keys] v \
Use these drop-down menus to add values or keys to the registry plan.

7. To set more than three values for this key, use the Add Values drop-down menu to add rows to the
table.

8. To set more than one registry key, use the Add Keys drop-down menu to add keys to the plan.
9. Use the Notes edit field to store any additional information with the registry plan.

10. Click Save to store any changes.
Using Dynamic Tags in Registry Plans

The Connection Broker supports a number of dynamic tags for setting the Data field for any of the registry
key values, including the (Default) value. You can use any of the following dynamic tags.

e [{EMPTY}: Clears any existing data from the registry key, and leaves the value blank.

e (AD:USER:attribute name}: Replaces the existing registry key data with the value found in the
user's Active Directory attribute given by attribute_name.

e ({AD:CLIENT:attribute name}: Replaces the existing registry key data with the value found for
the attribute given by attribute_name of the client’s Computer Active Directory object.

The user must authenticate with the Connection Broker using Active Directory. If this is the case,
the Connection Broker uses the name of the client computer, determined as either the NetBIOS or
DNS name, to search for the correct Computer object in Active Directory.

e (AD:MACHINE:attribute name}: Replaces the existing registry key data with the value found
for the attribute given by attribute_name of the remote desktop’s Computer Active Directory
object. The Connection Broker resolves this type of dynamic tag when either of the following
conditions is met.

o The user is authenticated by the same domain as contains the selected remote desktop. In
this case, the remote desktop can be registered with the Connection Broker from any type

of center, for example a vCenter Server center.

o The remote desktop was registered with the Connection Broker from an Active Directory
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center. In this case, the desktop from the Active Directory center must be marked as
Available, not as Duplicate. If the Active Directory desktop is available, the user does not
have to authenticate with the same domain as contains the remote desktop.

Assigning Plans to Locations

Location-based plans allow you to tailor the end user experience based on the user’s client. Connection
Broker locations are essentially groups of clients made up of clients with common attributes, such as
manufacturer, device type, OS version, IP address, etc. See Creating Locations for information on how to
create locations.

By default, the Connection Broker does not assign any plans to a location. To assign plans to an existing
location:

1. Open the Edit Location form, shown in the following figure.

Edit Location
MName
TrainingRoom1
Amlbme .S‘;I;‘.ﬂi.o.n ...............................
Client attribute Conditional Value
IP address ~ | | begins with v (172
v v
v v
[Add rows] |+

(& The Clients must match any of the attribute rules [OR)
(O The Clients must match all of the attribute rules (AND)

Plans
Printar- | Select .. v /

Protocal: | <Determined by policy> +

Registry | Select ... v

Notes

[SoeJ orce

2. Select the printer plan to associate with this location from the Printer drop-down menu in the Plans
section, indicated in the previous figure. Leave the drop-down menu on Select... if you do not want
to assign a printer plan to this location.

If a client falls into more than one location with a printer plan, the Connection Broker attaches the
union of all printers included in all plans. For the default printer, the Connection Broker chooses the
first printer in the list, determined as the first printer in the first plan, alphabetically, of all the plans
associated with the locations.

If your users connect using RDP and RDP printer redirection is turned on, the user’s remote desktop
will show the printers attached by any relevant printer plan, as well as any printers redirected by

RDP.

3. Select the protocol plan to associate with this location from the Protocol drop-down menu. When
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the user logs in from this location, this protocol plan selection overrides the protocol plan selected
in the user’s policy. Leave the drop-down menu on <Determined by policy> to use the protocol plan
assigned in the policy.

4. Select the registry plan to associate with this location from the Registry drop-down menu. You can
override this registry plan on a client-by-client basis, using the Edit Client page (see Editing Clients).

If a client falls into multiple locations, the Connection Broker alphabetically sorts the locations, excluding
the All location. The Connection Broker then applies the first protocol plan and registry plan it finds in the
alphabetically sorted list of location. As a result, the protocol plan and registry plan can come from different
locations.

The Connection Broker handles printer plans differently. For printer plans, the Connection Broker applies
the printer plans for all the locations that the client falls into, ensuring that the user is always able to access

the correct printer for their location. The Connection Broker attaches all printers from all the printer plans,
setting the first printer as the default.

5 1 no printers are associated with any of the printer plans for this location, the user will not have access
to any network printers.

Example: Creating a Location for a Particular Client Device

Often, it is useful to define a location based on the types of clients users are logging in from. For example,
you can create a location for all Leostream Connection clients on the 100 network, as follows.

1. On the > Clients > Locations page click Create Location.
2. Enter Leostream Connectin the Name edit field.
3. Configure two rules in the Attribute Selection section, as follows:
e Restrict the location to Leostream Connect clients by configuring the following:
i. Select Device type from the Client attribute drop-down menu
ii. Select is equal to from the Conditional drop-down menu
iii. Select Leostream API from the Value drop-down menu
e Restrict the network address to begin with 100 by configuring the following:
i. Select IP address from the Client attribute drop-down menu
ii. Select begins with from the Conditional drop-down menu
iii. Enter 100 into the Value edit field

4. Select The Locations must match all of the attribute rules (AND)

5. Click Save.
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Using the Clients Page

The > Clients > Clients page, shown in the following figure, lists all the client devices that have registered
with the Connection Broker. Most clients register with the Connection Broker when a user logs in from that
client. PColP client devices are an exception. The Connection Broker discovers PColP client devices if you
enable PColP support. You can also use the Connection Broker bulk-upload feature to load clients from a
CSV-file (see Uploading Data from CSV Files).

STREAM (=~

Status | Resources | EMIBWE | Plans | Users

Clients | Locations | Monitor Layouts

All b

Ed Mozilla/s.0 Web Browser 2008-07-16 22:31:04
Ed Mozillas4.0 Web Browser 2008-08-08 18:29:30
Ed LION Leostream Connect 2008-08-10 00:57-14
Ed Mozillass.0 Web Browser 2008-08-21 21:21:25
Ed TIGER Leastream Connect 2008-08-01 17-37-14

Available Client Characteristics

You can modify the order and type of characteristics displayed on this page by clicking the customize link at
the bottom left side of the page (see Customizing Tables). The following sections describe the available
client characteristics.

Bulk actions
Checkboxes that allow you to select multiple clients for performing a batch process, currently, Edit (see Bulk
Editing Clients) and Delete (see Deleting Clients).

Action
Drop-down menu or list of links indicating the actions you can perform on a particular client, currently only
Edit (see Editing Clients).

Name
The name given in the Edit Client dialog.

Type
An internal Connection Broker variable used to categorize types of clients.

Client Binding
For PColP clients, indicates if this client is a slave or master client in a bonded client pair. If bonded, shows

the associated master or slave client.

IP Address
The client IP address.

MAC Address
The client MAC address.
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Connected Desktop
The desktop currently connected to the client device.

Assigned Desktop
The desktop currently assigned to this client. This column is blank if no desktop is assigned.

Desktop Assignment Mode
Indicates if the client is hard-assigned to a desktop, or if it allows users to access their policy-assigned
desktops.

Direct Connect
For PColP clients, indicates if the Direct connect client to desktop option is selected.

Device
The type of client device as reported by the client software.

Device Version
The device’s version information. For Web browser, this field includes the browser’s User Agent String.

Chassis Type
The chassis type as returned by Leostream Connect.

Device UUID
A unique identifier for the client device.

Client UUID
The client UUID as reported by the client device, typically Leostream Connect.

Client Software
The type of client software running on the client device.

Client Software Version
The version of the client software running on the client device.

Attached Displays
Number of monitors attached to the client.

Location
The client location, if you have created locations and assigned them to clients. A client can be a member of
more than one location. See Creating Locations for more information.

Language
The client language.

Operating System
The operating system running on the client, if applicable.
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Manufacturer
The client manufacturer.

Serial number
The client serial number.

Last used
The date and time the client was last used.

Language ID
The ID associated with the client’s language.

Asset Tag
The client asset tag.

Connection Broker Address
The address of the Connection Broker currently managing connections for a PColP zero client.

Managed
Indicates if this PColP client is managed by this Connection Broker. If set to Yes, the Configure this client
for use with this Connection Broker option is selected on the Edit Client page.

Uploaded

Indicates if this client was uploaded using the options on the > System > Maintenance page. If set to No,
this client appeared on the Clients page after a user logged into the Connection Broker from this client.

Filtering the Client List

You can filter the list of clients in the > Clients > Clients page using the Filter this list drop-down menu, shown
in the following figure.

STREAM (=

Status | Resources | [@EMME | Plans | Users | System

Clients | Locations | Monitor Layouts

Filter this list: | Mo filter v +—

The No filter option lists all clients that have logged into the Connection Broker, divided into a series of
pages if applicable.

Every time you create a client location (see Creating Locations) the Connection Broker automatically creates
a corresponding filter in the drop-down menu. Select one of these filters to limit the list to clients within
the chosen location.

To edit an existing filter, such as one of the automatically created location filters:

1. Select Edit an existing filter from the Filter this list drop-down menu. The following form opens in a
new Web browser.
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Edit an existing filter

Select a filter
Location® Bostan

Filter name
Location: Boston

Locations
Buaston i

Include data that matches:
@ Any of the following
G All of the following

v v

Client Name b

Client Asset Tag

Client Ip Address

Client Device [ @ *®=f*stsesceeaanecuanans A
Other

Share the filter with other users

Motes

2. Select the filter to edit from the Select a filter drop-down menu.
3. Enter a name for the filter in the Filter name edit field.

4. Select the location to associate with this filter from the Location drop-down menu. If you do not
want to filter based on any location, select All.

5. Use the controls in the Include data that matches section to further filter the clients. You can filter
clients based on the client’s name, asset tag, IP address, and device type, as shown in the previous
figure.

6. Click Save.

To create a new filter, select Create a new filter from the Filter this list drop-down menu, and follow steps 3
through 6 in the previous process. By default, only the user who creates a filter can use it. To allow other
user to access your filter, check the Share the filter with other users option when you create the filter. This
filter then appears in the Filter this list drop-down menu of other users that log into this Connection Broker.

Editing Clients

You can edit a particular client by selecting the Edit action associated with that client. Editing the client
allows you to:

e Change the client name

e Set the client assighment mode (see Hard-Assigning Clients to Desktop)

e Specify a display plan (see Creating Display Plans for Screen Management)

e For PC-over-IP clients, configure monitor resolution (see Editing Client Devices in the Connection
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Broker Web Interface), set the client to connect directly to its hard-assigned host (see Direct

Connections to Hard-Assigned Desktops), and bind clients for quad-monitor support (see Quad-

Monitor Support for PColP)

Edit Client "Karen-Win7"

Name
Karen-Win7

Assignment
Desktop assignment mode:
Policy-driven E‘

Multi-monitor support
Automatically assign display plan E‘

Printer:  <Determined by location> [~ |
Registry: [None available]

Bulk Editing Clients

The Bulk Edit option for clients allows you to configure a subset of PColP client parameters and to assign

Select a printer and registry plan for this client (see Assigning Plans to Clients)

Printer and Registry plans to multiple clients, simultaneously. To edit multiple clients:

Go to the > Clients > Clients page.

In the Bulk Action column, select the checkboxes for all clients to edit. If the Bulk Action column is
not displayed, click the customize link below the list to add the column (see Customizing Tables).

Select Edit from the drop-down menu at the top of the Bulk Action column.

Edit two clients )

PColP Client Configuration

Configure clients for use with this Connection Broker: |<Leave unchanged: V|

Direct connect client to desktop: |<Leave unchanged: v|
Apply policy options from: |<Lea\re unchanged> V|

Printer: |<Leave unchanged>

Registry: |<Leave unchangeds=

a. Forthe Configure clients for use with this Connection Broker option:

In the Edit n clients form, shown in the following figure, use the PColP Client Configuration section
to configure parameters for PColP clients. This section appears, but does not apply, to other client
types. Select <Leave unchanged> for each parameter whose value you do not want to modify.
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e Select Yes to manage these PColP clients by this Connection Broker. When you save
the form, the Connection Broker selects the Enable Connection Management
option for this PColP client, and points the client to this Connection Broker.

e Select No to switch the PColP client back to direct-to-host mode. When you save
the form, the Connection Broker unchecks the Enable Connection Management
option for this PColP client.

b. If the PColP clients have hard-assigned desktops, use the Direct connect client to desktop
option, as follows:

e Select Yes to enable direct-connection mode (see Direct Connections to Hard-
Assigned Desktops). When using direct-connection mode, you must specify the
policy to apply to the connection from the Apply policy options from drop-down
menu.

e Select No to disable direct-connection mode.

5. Use the drop-down menus in the Plans section to set Printer and Registry plans for each client.
These drop-down menus apply to all client types.

6. Click Save to apply the changes.
Assigning Plans to Clients

By default, a client inherits its printer and registry plans from the locations that contain the client. If a client
falls into multiple locations, the Connection Broker alphabetically sorts the locations, excluding the All
location. The Connection Broker then applies the first registry plan it finds in the alphabetically sorted list of
location.

The Connection Broker applies the printer plans for all the locations that contain the client. The Connection
Broker attaches all printers from all the printer plans, setting the first printer as the default.

Use the Printer and Registry drop-down menus in the Plans section of the Edit Client page to override the
location settings. When you select a printer plan for the client, only that printer plan is applied.

Deleting Clients

To remove clients from the client list, select the Edit action for appropriate client. In the Edit client form
that opens, click Delete to remove the client.

“'You cannot delete the client you are currently using to log into the Connection Broker Administrator
Web interface.

To simultaneously delete multiple clients, in the > Clients > Clients page:
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1. Check the box associated with every client to delete. If check boxes do not appear in your > Clients
> Clients table, customize the table so the Bulk action column appears (see Customizing Tables).

2. Select Delete from the Bulk action drop-down menu at the top of the table.

3. Click OKin the confirmation window that appears.
Hard-Assigning Clients to Desktop

You can hard-assign a desktop to a client so that any user who logs into that client receives the same
desktop. Desktops that are hard-assigned to a client are not available for policy assighment.

To hard-assign a client to a particular desktop:

1. On the > Clients > Clients page, select the Edit action for appropriate client. The Edit Client form
opens.

2. Inthe Assignment section, select Hard-assigned to a specific desktop from the Desktop
assignment mode drop-down menu.

3. Select the appropriate desktop from the Assigned desktop drop-down menu, as shown in the
following figure.

Edit Client "KAREN"

Mame
KAREN

Assignment

Desktop Assignment Mode

Hard-assigned to a specific desktop v

Assigned Desktop ‘\

4
3

Select ... v |-

Multi-monitor support
Automatically assign display plan %

4. Click Save.
When a user logs into a desktop that is hard-assigned to a client, the Connection Broker uses the settings in

the Desktop Hard Assignments section of the user’s policy. The user does not have access to their policy-
assigned resources when they log into a client that is hard assigned to a desktop.

“ You must install the Leostream Agent on the desktop to use the Forced logout policy option.

See Desktop Assignment Modes for more information on different desktop assignment modes.
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Hard-Assigning a Display Plan to a Client

Typically, display plans are assigned to clients based on the client’s attributes (see Creating Display Plans for
Screen Management). In some cases, you may need to hard-assign a particular display plan to a client, or
specify that a client does not support multiple monitors.

To hard assign a display plan to a client:

1. Onthe > Clients > Clients page, select the Edit action for appropriate client. The Edit Client form
opens.

2. Inthe Assignment section, select Hard assign to specific plan from the Multi-monitor support
drop-down menu.

3. Select the appropriate display plan from the Assigned display plan drop-down menu, as shown in
the following figure.

Edit Client "KAREN"

Name
KAREM

Assignment

Desktop assignment mode:
Paolicy-driven v

Multi-monitor support /
Hard assign to specific plan v
3

Assigned display plan
Select “

EB Em

4. Click Save on the Edit Client page.

/' You must install the Leostream Agent, including the end-user experience extension, on desktops that
connect to a client with a hard-assigned display plan.

Opting out of Multi-Monitor Support

If you want to ensure that a particular client is never assigned a display plan, you can opt out as follows:

1. On the > Clients > Clients page, select the Edit action for appropriate client. The Edit Client form
opens.

2. Inthe Assignment section, select Opt out of multi-monitor support from the Multi-monitor
support drop-down menu, as shown in the following figure.

245



Chapter 12: Configuring User Experience by Client Location

Edit Client "KAREN" @

MName
KAREM

Assignment

Desktop assignment mode:
Policy-driven

Multi-meniter support
Opt out of multi-monitor support

3. Click Save on the Edit Client page.

When a client that opts out of multi-monitor support connects to a remote desktop, the display protocol

configuration file in the user’s policy determines if the remote session spans multiple monitors. In this case,

however, the Leostream Agent will not handle positioning and resizing of application windows.
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Chapter 13: Authenticating Users

Overview

User authentication is the process of determining who a user is based on the credentials they supply.
Common types of user credentials include username and password, smart cards, or fingerprints. The
Connection Broker authenticates users by checking the user’s credentials against the different
authentication servers you registered with the Connection Broker. Based on the user’s identity, the
Connection Broker then offers the appropriate desktops and applications.

The Connection Broker can authenticate users against any of the following external authentication systems.

e Microsoft® Active Directory® (see Adding Microsoft® Active Directory® Authentication Servers)

e Novell® eDirectory® (see Adding Novell® eDirectory® Authentication Servers)

e Any third party authentication system based on OpenLDAP™ (see Adding OpenLDAP Authentication
Servers)

e Network Information Service (NIS) (see Authenticating with NIS)

In addition, you can treat the Connection Broker as a local authentication system by manually defining users
and their login credentials within the Connection Broker (see Locally Authenticated Users).

The > Users > Authentication Servers page, shown in the following figure, lists your external authentication
servers.

S ~
TREAM Status | Resources | Clients | Plans | JIESE | System | Search

Authentication Servers | Users | Roles | Policies | Assignments | My Options

All v Al ([ All

s Leostream Active Directory Yes iweb leostream. net DC=leostream. DC=net
= QA Active Directory Yes ga-server.qa.leostream.net  DC=ga.DC=leostream.DC=net
= Dav Active Directory Yes dev-server dev leostream net DC=dev DC=lzostream DC=net

In multi-domain environments, the Connection Broker queries the authentication servers according to their
Position variable. If the user does not specify the domain, the Connection Broker logs the user into the first
domain that authenticates the user. If a particular user name exists in multiple domains, the Connection
Broker can treat that as the same user, or as a different user, as described in the following section.

Unique Versus Non-Unique User Identification

For multi-domain environments, the Connection Broker can handle a unique login name in one of the
following ways.

1. Unique across domains: Indicates that a particular user name applies to a unique physical user
across all corporate domains
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2. Non-unique across domains: Indicates that a particular user name does not apply to a unique

physical user on each corporate domain. In this case, a particular username is used by a different
user on each domain.

You switch between these two modes using the Login name unique across domains option on the > System
> Settings page, shown in the following figure.

Authentication Server Features
You must restart the Connedtion Broker if you change the NTLM or CAS features

[ Enable CAS feature

Show domain as drop-down
Login name unique across domains /
Add domain field to login page

Enable the unauthenticated login feature
Enable the unauthenticated VPN login feature

Shared secret for the unauthenticated VPN login

When this option is selected:

The Connection Broker assumes that a particular user name belongs to a unique physical end user.

The > Users > Users page maintains a single record for a particular user name. For example, if a user
with user name jsmith logs into the Development domain on Monday, the Connection Broker
creates a record for this user. If, on Tuesday, a user with the user name jsmith logs into the QA
domain, the Connection Broker replaces the original record with this new information.

When logging into the Connection Broker, entering or selecting <Any> for the domain indicates that
the Connection Broker should search for the user in all authentication servers. For first time users,
the Connection Broker logs the user into the first authentication server that successfully
authenticates the user. For returning users, the Connection Broker checks the authentication server
the user first logged into, then searches other authentication servers if the user is not found in their
previous authentication server.

When this option is not selected:

The Connection Broker assumes that a particular user name belongs to different physical end users
in each domain.

The > Users > Users page maintains multiple records for a particular user name. For example, The
Connection Broker creates two records for two users with the same user name jsmith, logging
into two different domains.

When logging into the Connection Broker, entering <None> for the domain indicates that the
Connection Broker should search first for a user that was created locally in the Connection Broker. If
a local user is not found, the Connection Broker then searches through the remaining
authentication servers. The Connection Broker breaks this rule if a fully qualified username, such as
UPN, is entered into the user name field. In this case, the Connection Broker does not look for a
local user; it looks for the user in the appropriate domain.
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Types of User Authentication

The Connection Broker currently supports the following authentication systems:

e Username, only, authentication

e Username and password authentication

e Smart card authentication

e Fingerprint authentication

e RADIUS authentication (see Enabling RADIUS Authentication)

Username Authentication

User authentication requires the user to enter only their username. This form of authentication is also
called an unauthenticated login. The Connection Broker assigns a desktop based on the policy associated
with their username, without validating the user’s password.

? The Connection Broker removes any leading and trailing edge spaces when the user enters their
username.

In this case, the Connection Broker assumes that another system is authenticating the user, such as the
operating system within the desktop. Using unauthenticated logins, you can:

e Hard-code the client, such as Leostream Connect, with the user’s username. Then, when the user
launches the client, the Connection Broker automatically assigns their desktop and directs the user

to their desktop for authentication.

e Allow users who have authenticated through an SSL VPN to log into the Connection Broker without
having to reenter their credentials.

e Allow users to authenticate using a fingerprint reader without requiring a password.

o Allow users to log into the Connection Broker using their Windows username, but enter Linux
credentials on their remote desktop.

To enable unauthenticated logins:

1. Select Enable the unauthenticated login feature on the > System > Settings page, shown in the
following figure.
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Edit Settings
Enable Features

[ Hardware PColP support

USB passthrough control

[ Connection Broker forwarding

[ Wirtual machine provisioning

Registry plans

] Resource offers from XenApp Senices Site

Connection Broker metrics
Power control for physical machines:
No power contral v

Authentication Server Features
You must restart the Connection Braker if you change the NTLM or CAS features

[ Enable CAS feature
Show domain as drop-down
Login name unique across domains
[¥] Add domain field to login page
( Enable the unauthenticated login feature )

Enable the unauthenticated VPN login feature
Shared secret for the unauthenticated YPN login

2. If your users are logging in through Leostream Connect (on Windows or Linux), select the Allow
unauthenticated logins (hides password field) option, shown in the following figure. With this
option selected, the Password field is not shown on the Login dialog, making it clear to end users
that a password is not required.

Leostream Connect Configuration

Allow user to modify Connection Broker address

Allow user to medify domain name

Allow user to modify user name /
Allow unauthenticated logins (hides password field) )

[ Allow user to select certificate for smart card login

Close connections when smart card is removed from reader

3. For each authentication server that you want to permit unauthenticated logins, select the Allow
unauthenticated logins option in the Other section of the Edit Authentication Server page, shown
in the following figure.

Other

[] Allow unauthenticated Iugms‘/

[J Allow login with an expired password
[JVerbose errer message for failed login

[] Active authentication server

7 you select the Allow unauthenticated logins option selected and your user enters a password, the
Connection Broker validates the password. If the user enters an invalid password, the Connection
Broker rejects the login. Users must enter either a valid password, or leave the password blank.

User Name and Password Authentication

By default, the Connection Broker authentications users using the username and password they entered in
the Web browser, thin client, or fat client. The Connection Broker can also authenticate users using client
side certificates. See Using Client Side Certificates for more information.
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/' The Connection Broker removes any leading and trailing edge spaces when the user enters their
username.

Smart Cards

The Connection Broker supports smart cards with Leostream Connect for Windows, Sun Ray™ clients, and
Wyse® WTOS clients. Inserting the smart card triggers the desktop assignment process. Once the desktop is
assigned to the user, the desktop’s operating system queries the smart card and requests that the user
enters their PIN in order to confirm their identity.

£ For Wyse thin clients, the subject name on the smart card must be in UPN format in order for the
Connection Broker to recognize a card entered into the smart card reader.

If you are using smart cards over an SSL connection, the Connection Broker requires a certificate from an
authority that recognizes the certificate on the smart card. Obtain an appropriate root certificate from your
certificate authority and use your VMware virtualization layer console to load that certificate into the
Connection Broker. Do not use the > System > Maintenance page to load this certificate.

For information on using smart cards with Leostream Connect, see the Leostream Connect Administrator’s
Guide and End User’s Manual. For information on using smart cards with thin clients, see the Leostream
Clients Guide.

Fingerprint

The Connection Broker supports fingerprint authentication with Leostream Connect when using the
DigitalPersona® Pro for Active Directory® fingerprint identity solution from DigitalPersona, Inc.

When using fingerprint authentication with the Connection Broker:
1. The user enters their username and, optionally, password into Leostream Connect.
2. Leostream Connect sends the username to the Connection Broker.

3. The Connection Broker responds with the desktops to offer to that user.

e

When the user selects their remote desktops, Leostream Connect opens a connection to that
desktop.

5. The user then swipes their fingerprint into the login page for each desktop to sign into the remote
desktop.

To use DigitalPersona Pro for Active Directory, install the following components:
e DigitalPersona Pro for Active Directory Server 4.2.4 on your domain controller, where your Active

Directory server is installed.
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DigitalPersona Pro for Active Directory Workstation 4.2.5 on your remote desktops.

DigitalPersona Pro for Active Directory Workstation 4.2.5 on your client desktops, where Leostream
Connect is installed and the fingerprint reader is connected.

Fingerprint support with Leostream Connect requires that you allow the client desktop to redirect the
fingerprint data to the remote desktop. See “Using DigitalPersona Pro with Leostream Connect” in the

Leostream Connect Administrator’s Guide and End User’s Manual detailed instructions on setting up
fingerprint redirection.

Adding Microsoft® Active Directory® Authentication Servers

L4 Before adding a new authentication server, you must enter a DNS entry on the > System > Network

page.

You can add an Active Directory authentication server, as follows:

=

Go to the > Users > Authentication Servers page.

Click the Add Authentication Server link. The Add Authentication Server form opens.

In the Authentication Server name field, enter a unique name to identify this authentication
server. If this name is not the domain name associated with this authentication server, you must
specify the domain name in the Domain field, described in step 4.

In the Domain edit field, enter the domain name associated with this authentication server.

Use the Include domain in drop-down option to indicate if this domain should be displayed to end

users logging in from a client device that includes a Domain field. See Populating the Domain Drop-
Down and Setting Default Domain for information on setting the default domain.

In the Connection Settings section, shown in the following figure:

Connection Settings

Type

Active Directary +

Specify address using

Hostnames or IP address

Hostname or IP address Port
qa-2k3-dcleo.leostream.net 359
If using multiple addresses, separate each enbry with spaces

Algorithm for selecting from multiple addresses

Random b

The sequential algorithm uses the first working address in the list

[ Encrypt connection to the authentication server using SSL (LDAPS)

a. Select Active Directory from the Type drop-down list.

b. From the Specify address using drop-down menu, indicate if you are using a DNS SRV record to

define the authentication server, or if you are manually entering the server’s address
information.
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o Select DNS SRV record to indicate that the DNS record is defined by the 1dap SRV
record.

? The Connection Broker does not qguery the SRV record at every authentication
request. Instead, the Connection Broker honors any TTL value associated with the
record, for example, and queries the SRV record only after the TTL expires.

e Select Hostname or IP addresses to manually enter the address information.

c. If defining the authentication server using hostnames or IP addresses, enter hostnames or IP
addresses in the Hostname or IP address edit field. To associate multiple authentication
servers with this authentication server record, enter multiple authentication server addresses
separated by blank spaces.

d. If defining the authentication server using hostnames or IP addresses, enter the port number
into the Port edit field. If you entered multiple authentication server addresses in the
Hostname or IP address edit field, all authentication servers must use the same port.

e. Use the Algorithm for selecting from multiple addresses drop-down menu to indicate how the
Connection Broker selects an address from the list when authenticating a particular user login.
Select one of the following options.

e Random: The Connection Broker randomly selects an address from the list.

e Circular / Round Robin: The Connection Broker uses the addresses in the order they are
entered in the Hostname or IP address edit field. For example, the first user is
authenticated using the first address, the second user is authenticated using the second
address, etc. The Connection Broker circles back to the first address in the list after all
addresses have been used.

e Sequential / Failover: The Connection Broker continues to use the first address in the list
until that address can no longer be reached.

f. Click on the Encrypt connection to authentication server using SSL (LDAPS) checkbox if you
need a secure connection to the authentication server. The port number automatically
changes to 636. Edit the Port edit field if you are not using port 636 for secure connections.

7. Inthe Search Settings section, shown in the following figure, enter the username and password for
an account that has read rights to the user records. If you plan to create an Active Directory center,
the account requires read rights to computer records, as well.

Search Settings

Enter the oredentials for a user who has the permissions to search for ather users
Login

Administrator@leostream net

Enter 2 fully qualified login name g Administrator@YOUR_DOMAIN.com or
CN=Administrator.CN=Users,DC=YOUR_DOMAIN,DC=com

Password
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8.

9.

If you are using proximity cards to identify the user, enter the Active Directory attribute that stores
the user’s proximity card ID in the Match proximity card ID against this field (Leostram Connect,
only) edit field. The Connection Broker uses this field to match the proximity card ID to a
username (see “Chapter 5: Smart Card, Biometric and Proximity Card Support” in the Leostream
Connect Administrator’s Guide and End User’s Manual).

The CAS Authentication section allows you to enable CAS authentication for users logging in
through a Web browser. This section appears in the form only if the Enable CAS feature option is
selected in the > System > Settings page.

See Authenticating Users in the Web Client for more information.

10. The Forward Users to another Connection Broker section allows you to support traveling users

who log into a local Connection Broker, but whose desktops are associated with their home
Connection Broker. This section appears only if the Connection Broker forwarding feature is
selected on the > System > Settings page.

Forwarding users to their home Connection Broker adds global scalability, redundancy, and end-
user performance to your system. See Global User Redirection for information on how to use
Connection Broker forwarding.

11. The User Login Search section, shown in the following figure, defines where and how the

Connection Broker looks for a user in the Active Directory tree.

User Login Search
Spacify how = user should be found on the suthentication servar

Sub-tree: Starting point for user search
DC=leastream DC=net

Enter = quslifier if you want to limit the scope of the sesrch 2.g.
DC=YOUR_DOMAIN,DC=com

Match Lagin name against this field
sAMAccountiName
The search will compare the login name the user enters sgainst this atiricute

a. Inthe Sub-tree: Starting point for user search field, enter the fully qualified path in LDAP

format to the point on the authentication server tree from which you want the Connection
Broker to search for users.

For Active Directory authentication servers, to determine the relevant settings go to the
Microsoft Windows server running the Active Directory services and open the Active Directory
Users and Computers.

The left-hand side lays out the domain tree. The authentication tree is below the domain tree.
The authentication tree contains a series of branches. These branches can be divided into a
number of different types, the two most important types being Container (CN) and

Organization Unit (OU). The branches can contain further sub-branches, or objects, including
Users, Computers, or Printers.

For example, to configure a search tree that starts at a domain called 1eostream.net enter:

DC=leostream, DC=net
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where DC means Domain Component, or the individual components of the name of the
authentication server.

b. In the Match Login name against this field edit field, enter the attribute that the Connection
Broker should match the user’s entered login name against. The default for Active Directory
authentication is sAMAccountName.

c. Inthe Field that defines user display name edit field, enter one or more authentication server
attributes to use as the contents of the Name field on the > Users > Users page. Use commas
to separate multiple values. The Connection Broker uses the first attribute with a valid entry.

d. If your users log into the Connection Broker using an RF IDeas proximity card, use the Match
proximity card ID against this field edit field to indicate the attribute in Active Directory that
contains the user’s proximity card ID.

12. In the Other section, configure any additional options for this authentication server. The settings in
this section allow you to do the following:

a. Query order: Sets the Position property of this authentication server. The Connection Broker
uses the position to determine the order in which it searches for users in your different
authentication servers.

b. Allow unauthenticated logins: Allows users in this authentication server to log in using only a
username. This option appears only if the Enable the unauthenticated login feature is select
on the > System > Settings page.

c. Allow login with an expired password: Allows users with a valid, but expired, password to log
into the Connection Broker and be assigned to a desktop. The Windows operating system
prompts the user to reset their password.

d. Verbose error message for failed login: When selected, presents the user with a detailed
explanation if their login fails.

? For Web browser logins, additional information is provided only if the login page includes
the Domain drop-down menu (see Adding a Domain Field).

e. Active authentication server: Indicates that the Connection Broker should search this
authentication server for users.

f. Query for group information: When creating a new authentication server, this option indicates
if the Connection Broker automatically loads the group information from Active Directory.
Loading group information can place a significant load on the Connection Broker.

? This option will not appear when you subsequently edit the authentication server, To
change the setting for the Query for group information option after initially creating the
authentication server, go to the > Users > Assignments page associated with that
authentication server.
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g. Notes: Optional notes for this authentication server.
13. Click Save to store the authentication server.

At this point, test your authentication server to ensure your setup is complete and accurate. See Testing the
Authentication Server for more information.

Loading Users

The Connection Broker loads users from the external authentication server when the user first logs into the
Connection Broker. Therefore, in most circumstances, you do not need to pre-load users. In fact, loading
users from authentication servers with a large number of users can take a considerable amount of time.

If you need to hard-assign user’s to desktops before the user logs in, you can load individual users from an
authentication server using the Load users action.

Preload individual users into the Connection Broker, as follows:

1. Select the Load users action for the appropriate authentication server on the > Users >
Authentication Servers page, as shown in the following figure.

STREAM (=

Users | Roles | Policies | Authentication Servers | My Options

Status | Resources | Clients | Plans | JIESS | System

Create

Active

Actions Domain Napae Address Sub-Tree Match Login Paosition

ERET)

Echt\TestG;e:! users ﬂEOSTREAM Yes iweh.leostream.net DC=leostream.DC=net sAMAccountMame 1

2. Inthe Load Users from form that opens, shown in the following figure, define the scope to choose
from when selecting users to load.

Load Users from DEV 7}

O Select a specific user

Enter the name of the user to select

(O Select from recently created users

_hourly)

Users crested within the specified number of hours will be selected

O Select from users that match an expression

Enier an LOAF expression This mthot.i is not available if the
Authentication Server does not have
the "Query for group information™
option selected.

O Select users from a group <

‘Accuum Cperators V|

() Select from all the users

This option can be slow if you have a Iot of users

Select one of the following options and configure the search scope, as follows.

e Select a specific user: Enter the username for the user you want to load. The Connection
Broker looks for user records with usernames that exactly match the name entered in this
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6.

field. The format of the username is defined by the setting of the Match Login name
against this field edit field in the authentication server.

e Select from recently created users: Enter a number, in hours. The Connection Broker looks
for user records that were created anywhere in the range from the present time back to the
indicated number of hours ago.

e Select from users that match an expression: Enter an LDAP expression. The Connection
Broker looks for user records that satisfy the LDAP expression.

e Select users from a group: Select the group to load users from. The Connection Broker
displays only users in this group. This option appears only if the authentication server has

the Query for group information option selected.

e Select from all the users: Select this option to select from all users in the authentication
server.

Click Next >.

In the dialog that opens, shown in the following figure, select which users in this group to import
from the Available users list at the left.

Load Users fram DEV
Available users Selected users
dcogley
araina
Add highlighted items Remove highlighted items
Add all items in list Remove oll items in list

5]

Click the Add highlighted items link to add the users to the Selected users list.

Click Save.

The selected users are loaded into the > Users > Users page. To load additional users from this
authentication server, click the Load more users link.

Adding Novell® eDirectory® Authentication Servers

£ Before adding a new authentication server, you must enter a DNS entry on the > System > Network

page.

To add a new eDirectory authentication server:

1.

Go to the > Users > Authentication Servers page

257



Chapter 13: Authenticating Users

2. Click the Add Authentication Server link. The Add Authentication Server page opens.

3. Inthe Authentication server name edit field, enter a unique name for this authentication server. If
this name is not the domain name associated with this authentication server, you must specify the
domain name in the Domain field, described in step 4.

4. Inthe Domain edit field, enter the domain name associated with this authentication server.
5. Use the Include domain in drop-down option to indicate if this domain is displayed to end users

logging in from a client device that includes a Domain field. See Populating the Domain Drop-Down
and Setting Default Domain for information on setting the default domain.

6. Inthe Connection Settings section, shown in the following figure:

Connection Settings

Type
eDirectory b

Specify address using
Hostnames or P address v

Hostname or IP address Port
389

If using multiple addresses, separate each entry with spaces

Algorithm for selecting from multiple addresses

Random b

Tha sequentisl algorithm uses the first working sddrass in the list

[J Encrypt connection to the authentication server using SSL (LDAPS)

a. Select eDirectory from the Type drop-down list.

b. From the Specify address using drop-down menu, indicate if you are using a DNS SRV record to
define the authentication server, or if you are manually entering the server’s address
information.

e Select DNS SRV record to indicate that the DNS record is defined by the 1dap SRV record.

¥ The Connection Broker does not query the SRV record at every authentication request.
Instead, the Connection Broker honors any TTL value associated with the record, for
example, and queries the SRV record only after the TTL expires.

e Select Hostname or IP addresses to manually enter the address information.

c. If defining the authentication server using hostnames or IP addresses, enter hostnames or IP
addresses in the Hostname or IP address edit field. To associate multiple authentication servers
with this authentication server record, enter multiple authentication server addresses
separated by blank spaces

d. If defining the authentication server using hostnames or IP addresses, enter the port number
into the Port edit field. If you entered multiple authentication server addresses in the

Hostname or IP address edit field, all authentication servers must use the same port.

e. Use the Algorithm for selecting from multiple addresses drop-down menu to indicate how the
Connection Broker selects an authentication server from the list when authenticating a
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particular user login. Select one of the following options.
e Random: The Connection Broker randomly selects an address from the list.

e Circular / Round Robin: The Connection Broker uses the addresses in the order they are
entered in the Hostname or IP address edit field. For example, the first user is
authenticated using the first address, the second user is authenticated using the second
address, etc. The Connection Broker circles back to the first address in the list after all
addresses have been used.

e Sequential / Failover: The Connection Broker continues to use the first address in the list
until that address can no longer be reached.

f.  Click on the Encrypt Connection to Authentication Server using SSL (LDAPS) checkbox if you
need a secure connection to the authentication server. The port number automatically changes
to 636. Edit the Port edit field if you are not using port 636 for secure connections.

? Check this option if you receive an “Administrator credentials were refused” error message
when attempting to authenticate users. This option can help if you are failing because of
eDirectory confidentiality.

6. Inthe Search Settings section, shown in the following figure, enter the username and password for
an administrator account that has read rights to the user records.

Search Settings

Enter the oredentials for a user who hes the permissions to search for other users

Login
cn=admin.o=leostream net

Enter = fully quslified legin neme ..g Administrator@YOUR_DOMAIN, com or
CN=Administrator CN=Usars, DC=YOUR_DOMAIN, DC=com

Passwaord

For eDirectory, this entry typically takes the following form:

cn=admin, o=myorg

Where myorg is the domain name set in your Connection Broker > System > Network page.

?'If your administrator account is within a group, include that information in the login name, as
well. For example, assume your administrator account is in the DEV group inside of the myorg
domain. The login name then takes the following form:

cn=admin, ou=DEV, o=myorg
The CAS Authentication section allows you to enable CAS authentication for users logging in through
a Web browser. This section appears in the form only if the Enable CAS feature option is selected in

the > System > Settings page.

See Authenticating Users in the Web Client for more information.
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8. The Forward Users to another Connection Broker section allows you to support traveling users who
log into a local Connection Broker, but whose desktops are associated with their home Connection
Broker. This section appears only if the Connection Broker forwarding feature is selected on the >
System > Settings page.

Forwarding users to their home Connection Broker adds global scalability, redundancy, and end-user
performance to your system. See Global User Redirection for information on how to use Connection
Broker forwarding.

9. The User Login Search section, shown in the following figure, defines where and how the Connection
Broker looks for a user in the eDirectory tree.

User Login Search
Specify how a user should

d be found on the authentication server

Sub-tree: Starting point for user search
o=lgostream net
Enter a qualifier if you want to limit the scope of the search .e.g

DC=YOUR_DOMAIN,DC=com

IMatch Login name against this field

CN

The search will compare the login name the user enters against this attibute

In the Sub-tree: Starting point for user search edit field, enter the fully qualified path to the
point on the authentication server tree from which you want the Connection Broker to search
for users. The default sub-tree is the domain name, expressed, for example, as
o=leostream.net

7 The default eDirectory sub-tree name is set to your Connection Broker domain name. If
you are setting up a different eDirectory domain, the default name is incorrect and the
Connection Broker will not correctly populate the groups. Ensure that you set the sub-tree to
your eDirectory domain in order to correctly find groups.

For example, if your Connection Broker is in the company.net domain, the default sub-tree
is o=company.net. However, if your eDirectory setup is in the edomain domain, manually
edit the sub-tree to o=edomain.

In the Match Login name against this field edit field, enter the attribute that the Connection
Broker matches the user’s entered login name against. For eDirectory, the default is CN.

When a user authenticated through eDirectory logs into the Connection Broker, they must
enter the full eDirectory path to their user name. For example, assume you have the following
eDirectory structure:

Domain: o = myorg
Group: ou = finance

Name: cn = Mary

When matching the user’s login credentials against CN, this user must enter the following
username when they log into the Connection Broker:

Mary.finance.myorg
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10. In the Other section, configure any additional options for this authentication server. The settings in
this section allow you to do the following:

a. Query order: Sets the Position property of this authentication server. The Connection Broker
uses the position to determine the order in which it searches for users in your different
authentication servers.

b. Allow unauthenticated logins: Allows users in this authentication server to log in using only a
username. This option appears only if the Enable the unauthenticated login feature is select
on the > System > Settings page.

c. Allow login with an expired password: Allows users with a valid, but expired, password to log
into the Connection Broker and be assigned to a desktop. The Windows operating system
prompts the user to reset their password.

d. Verbose error message for failed login: When selected, presents the user with a detailed
explanation if their login fails.

? For Web browser logins, additional information is provided only if the login page includes
the Domain drop-down menu (see Adding a Domain Field).

e. Active authentication server: Indicates that the Connection Broker should search this
authentication server for users.

f. Query for group information: When creating a new authentication server, this option
indicates if the Connection Broker automatically loads group information from eDirectory.
Loading group information can place a significant load on the Connection Broker.

? This option will not appear when you subsequently edit the authentication server, To
change the setting for the Query for group information option after initially creating the
authentication server, go to the > Users > Assignments page associated with that
authentication server.

&5 Ensure that you uncheck this option if you are using a non-standard eDirectory tree. With
this option unchecked, you can manually configure the search query in the > Users >
Assignments page.

g. Notes: Optional notes for this authentication server.

11. Click Save to store the authentication server.

At this point, test your authentication server to ensure your setup is complete and accurate. See Testing the
Authentication Server for more information.

? You cannot load users that are authenticated using eDirectory. The Connection Broker loads users the
first time the user signs into the Broker.
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Using Novell® Single Sign On

The GINA (Graphical Identification and Authentication) is a Microsoft Windows® XP (but not Windows
Vista®) operating system component. Novell ZENworks replaces this GINA with the user's own interface,
which changes the look and the feel of that sign-on screen, and more importantly how remote users
authenticate when they connect using RDP. To ensure that the Connection Broker single sign-on functions
correctly in this environment:

1. Use the Microsoft RDP client to connect to a remote Windows desktop running the Novell
ZENworks GINA.

2. Ifyou can log in and get full access to resources, save the RDP configuration file and open it in a text
editor.

3. Use this file as a reference when modifying the RDP configuration file stored on the policy page of
the Connection Broker.

# When configuring the Microsoft RDP configuration file for single sign-on with Leostream Connect, it is
important to use the Novell Fully Qualified Domain Name, which has the format
.cn=Fred.ou=Users.o=Company and is contained within the {NOVELL FQDN} dynamic tag.

For more information, refer to the Novell application note on eDirectory naming conventions.

If you can connect but cannot get full access to resources, read the Novell support documents 10087621,
and 10052847. In particular, check the setting of the following registry keys:

HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon\AutoAdminLogon
Value: 1
Data Type: REG_SZ

HKLM\Software\Novell\Login\AutoAdminLogon
Value: 1 = enabled 0 = disabled
Data Type: REG_SZ

?If you are using version 4.91 SP4 of the Novell client, you must create the following registry key in order
to perform single sign-on. The Leostream Agent automatically sets these registry keys when the user logs in.
If you are not using the Leostream Agent, you must manually set the registry keys on the remote desktop.
In HKEY LOCAL MACHINE\SOFTIWARE\Novell\Login, create a reg sz key called
TSClientAutoAdminLogon.

If you are experiencing problems with single sign-on when using this version of the Novell client, see the
related Novell forum for more information.

Adding OpenLDAP Authentication Servers

The Connection Broker can authenticate users from any OpenLDAP™ directory service. Register your
OpenLDAP directory service with the Connection Broker, as follows.
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Go to the > Users > Authentication Servers page

Click the Add Authentication Server link. The Add Authentication Server form opens.

In the Authentication server name edit field, enter a unique name for this authentication server. If
this name is not the domain name associated with this authentication server, you must specify the
domain name in the Domain field, described in step 4.

In the Domain edit field, enter a name to use for this authentication server.
Use the Include domain in drop-down option to display this domain to end users logging in from a

client device that includes a Domain field. See Populating the Domain Drop-Down and Setting Default
Domain for information on setting the default domain.

In the Connection Settings section, shown in the following figure:

Connection Settings

Type
OpenLDAP v

Specify address using
Hostnames or IP address ¥

Hostname or IP address Port
339

If using multiple addresses, separate asch eniry with spaces

Algarithm for selecting from multiple addresses

Random he

The sequential algorithm uses the first working address in the list

] Enerypt connection to the authentication server using SSL {LDAPS)
a. Select OpenLDAP from the Type drop-down list.

b. From the Specify address using drop-down menu, indicate if you are using a DNS SRV record to
define the authentication server, or if you are manually entering the server’s address
information.

e Select DNS SRV record to indicate that the DNS record is defined by the 1dap SRV record.

¥ The Connection Broker does not query the SRV record at every authentication request.
Instead, the Connection Broker honors any TTL value associated with the record, for
example, and queries the SRV record only after the TTL expires.

e Select Hostname or IP addresses to manually enter the address information.

c. If defining the authentication server using hostnames or IP addresses, enter hostnames or IP
addresses in the Hostname or IP address edit field. To associate multiple authentication servers
with this authentication server record, enter multiple authentication server addresses

separated by blank spaces

d. If defining the authentication server using hostnames or IP addresses, enter the port number
into the Port edit field

e. Use the Algorithm for selecting from multiple addresses drop-down menu to indicate how the
Connection Broker selects an authentication server from the list when authenticating a
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particular user login. Select one of the following options.
e Random: The Connection Broker randomly selects an address from the list.

e Circular / Round Robin: The Connection Broker uses the addresses in the order they are
entered in the Hostname or IP address edit field. For example, the first user is
authenticated using the first address, the second user is authenticated using the second
address, etc. The Connection Broker circles back to the first address in the list after all
addresses have been used.

e Sequential / Failover: The Connection Broker continues to use the first address in the list
until that address can no longer be reached.

f.  Click on the Encrypt Connection to Authentication Server using SSL (LDAPS) checkbox if you
need a secure connection to the authentication server. The port number automatically changes
to 636. Edit the Port edit field if you are not using port 636 for secure connections.

In the Search Settings section, shown in the following figure, enter the username and password for
an account that has read rights to the user records.

Search Settings

Enter the aredentials for & user who hes the permissions to search for other users
Login
cn=Manager dc=leostream dc=net

Enter = fully qualified login name =.g Administrator@YOUR_DOMAIN.com or
CN=Administrator.CN=Users,DC=YOUR_DOMAIN.DC=com

Passwaord

For OpenLDAP, this entry typically takes the form cn=Manager, dc=myorg, where myorg is the
domain name specified in the Connection Broker > System > Network page.

? To perform an anonymous bind, leave the Login and Password fields blank. You must leave both
fields blank or the Connection Broker will not save the form.

7. The CAS Authentication section allows you to enable CAS authentication for users logging in through

9.

a Web browser. This section appears in the form only if the Enable CAS feature option is selected in
the > System > Settings page.

The Forward Users to another Connection Broker section allows you to support traveling users who
log into a local Connection Broker, but whose desktops are associated with their home Connection
Broker. This section appears only if the Connection Broker forwarding feature is selected on the >
System > Settings page.

Forwarding users to their home Connection Broker adds global scalability, redundancy, and end user
performance to your system. See Global User Redirection for information on how to use Connection
Broker forwarding.

The User Login Search section, shown in the following figure, defines where and how the Connection
Broker looks for a user in the OpenLDAP tree.
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User Login Search
Specify how a user should be found on the authentication server

Sub-tree: Starting point for user search
DC=lgostream DC=net

Enter = qualifier if you want to limit the scope of the search .=.g.
DC=YOUR_DOMAIN,DC=com

Match Login name against this field
uid
The search will compare the login name the user entars sgsinst this stirioute

c. Inthe Sub-tree: Starting point for user search edit field, enter the fully qualified path in LDAP
format to the point on the authentication server tree from which you want the Connection
Broker to search for users.

? The default OpenLDAP sub-tree name is the domain name set in the Connection Broker >
System > Network page, expressed, for example, as dc=leostream, dc=net. Ensure that you
reset the sub-tree to the correct path in your OpenLDAP authentication server in order to
authenticate users.

For example, if your Connection Broker is in the company.net domain, the default sub-tree
is dc=company, dc=net. However, if the top of the OpenLDAP tree is at company. com,
manually edit the sub-tree to dc=company, dc=com.

d. Inthe Match Login name against this field edit field, enter the attribute that the Connection
Broker should match the user’s entered login name against. For OpenLDAP, the default is uid.

10. In the Other section, configure any additional options for this authentication server. The settings in
this section allow you to do the following:

a. Query order: Sets the Position property of this authentication server. The Connection Broker
uses the position to determine the order in which it searches for users in your different
authentication servers.

b. Allow unauthenticated logins: Allows users in this authentication server to log in using only a
username. This option appears only if the Enable the unauthenticated login feature is select
on the > System > Settings page.

c. Allow login with an expired password: Allows users with a valid, but expired, password to log
in into the Connection Broker and be assigned a desktop. The operating system should be
configured to prompt the user to reset their password.

d. Verbose error message for failed login: When selected, presents the user with a detailed
explanation if their login fails.

? For Web browser logins, additional information is provided only if the login page includes
the Domain drop-down menu (see Adding a Domain Field).

e. Active authentication server: Indicates that the Connection Broker should search this
authentication server for users.

f. Notes: Optional notes for this authentication server.
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11. Click Save to store the authentication server.

At this point, test your authentication server to ensure your setup is complete and accurate. See Testing the
Authentication Server for more information.

4 OpenlLDAP allows you to encrypt users’ passwords using DES, MD5, or SHA, or to store the passwords in
plain text. You must use MD5 or SHA encryption, or plain text when using OpenLDAP with the Connection
Broker. The Connection Broker cannot decrypt passwords encrypted using DES.

Authenticating with NIS

NIS (Network Information Service) provides a central directory of user and group information in a computer
network. To authenticate Connection Broker users against a NIS server, create an authentication server, as
follows.

1. Go to the > Users > Authentication Servers page

2. Click the Add Authentication Server link. The Add Authentication Server form opens.

3. Inthe Authentication server name edit field, enter a unique name for this authentication server. If
this name is not the domain name associated with this authentication server, you must specify the
domain name in the Domain field, described in step 4.

4. Inthe Domain edit field, enter the domain name associated with this authentication server.
5. Use the Include domain in drop-down option to indicate if this domain is displayed to end users

logging in from a client device that includes a Domain field. See Populating the Domain Drop-Down
and Setting Default Domain for information on setting the default domain.

6. Select NIS from the Type drop-down menu. The form changes, as shown in the following figure.
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Add Authentication Server

Domain Name

Include domain in drop-down
Yes A

Setting this option to "Yes, as default’ disables the default on all other authentication
sarvan

Connection Settings

Type

NIS v

Hostname or IP address

qa-2k3-dcleo. leostream.net

If using multiple addresses, separate sach entry with spaces
Other

Query order

After leostream com v

The authentication servers are queried in order
] Allow unauthenticated logins

[ erbose error message for failed login
[] Active authentication server

Motes

EX
7. Inthe Hostname or IP address edit field, enter the NIS server address.

8. Inthe Othersection, configure any additional options for this authentication server. The settings in
this section allow you to do the following:

a. Query order: Sets the Position property of this authentication server. The Connection Broker
uses the position to determine the order in which it searches for users in your different
authentication servers.

b. Allow unauthenticated logins: Allows users in this authentication server to log in using only a
username. This option appears only if the Enable the unauthenticated login feature is select on
the > System > Settings page.

c. Verbose error message for failed login: When selected, presents the user with a detailed
explanation if their login fails.

? For Web browser logins, additional information is provided only if the login page includes
the Domain drop-down menu (see Adding a Domain Field).

d. Active authentication server: Indicates that the Connection Broker should search this
authentication server for users.

e. Notes: Optional notes for this authentication server.

{5 Leostream currently supports a limited number of Unix password formats. The encrypted password in
the /etc/shadow file must start with $1$. Password starting with $63$ (using SHA-512) are not supported.
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Populating the Domain Drop-Down and Setting Default Domain

The appearance of the Domain field on Leostream Connect and the Leostream Web client depends on a
number of settings in the Connection Broker. For example:

e Toinclude the Domain field on the login screen, select the Add domain field to login page option in
the Authentication Server Features section of the > System > Settings page.

e By default, the Domain field is an edit field. To convert the edit field to a drop-down menu, select
the Show domain as drop-down option in the Authentication Server Features section of the >
System > Settings page.

If you have a single authentication server, the Domain field remains an edit field, even if you select
the Show domain as drop-down option.

When showing the domain field as a drop-down menu, you must select which authentication servers
appear in the drop-down menu and specify the default domain value. Use the Include domain in drop-

down option on the Edit Authentication Server page to configure the contents of the Domain drop-down
menu, as follows.

e Select Noif you do not want to include the authentication server in the Domain drop-down menu.

e Select Yes if you want to include the authentication server in the Domain drop-down menu, but do
not want to set this authentication server as the default.

e Select Yes, as default, as shown in the following figure, if you want to include the authentication
server in the Domain drop-down menu and set this authentication server as the default.

Edit Authentication Server

Domain Name
QA

Include domain in drop-down

Yes ~

No bs, a5 default’ disables the,
Yes
Yes. as default e i T

Bn all other authentication

? The default domain value is used the first time any user logs in from a particular client device.
Leostream Connect and the Leostream Web client cache any subsequent domain selection, and display that
domain value the next time any user launches the client.

If the Domain field is not shown as a drop-down menu, the domain that selects Yes, as default from the
Include domain in drop-down option is shown in the Domain edit field.
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Testing the Authentication Server

After you create the authentication server, test it using the > Users > Authentication Servers > Test page,
shown in the following figure.

STREAM (~

Status | Resources | Clients | Plans | NS

Authentication Servers | Users | Roles | Policies | Assignments | My Options

Test Leostream

User name

Password

Leave password blank to perform an unauthenicated login

| Authenticate ]
To access the Test page, click the Test action associated with the authentication server.
Enter the name and, optionally, password of a user in the authentication server and click Authenticate. The
Connection Broker queries the authentication server and presents the user’s information. The user’s role

and policy are shown at the bottom of the report.

If the Connection Broker cannot bind with the authentication server, it displays the associated LDAP bind
error. The following table describes some common bind errors.

Code Definition Notes
525 User not found The specified username is invalid
52e Invalid credentials The user name is valid, however the password is not correct
530 Not permitted to logon at this The user name and password are valid, however the account
time is restricted from logging in at this particular time of day
The user name and password are valid, however the password

532 Password expired has expired

The user name and password are valid, however the account

>33 Account disabled is currently disabled

The user name and password are valid, however the account

701 Account expired has expired

The user name and password are valid, however the password

733 User must reset password .
must be reset before they can log in

Account locked The user name and password are valid, however the account

755 is locked

If the Connection Broker can bind with the authentication server, but displays the error LDAP Error:
Unable to locate the user, first ensure that you correctly entered the user name for the test. If the
user name is correct, check the permissions for the account used to create the authentication server in your
Connection Broker. The account must have at least Read permissions for user objects in the authentication
server.

For example, in Active Directory, check the access control list (ACL) for the Users group, as follows.
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1. Inthe Active Directory Users and Computers dialog, right-click on the Users node in the console
tree.

2. Select Properties from the right-click menu.
3. Inthe Users Properties dialog, go to the Security tab.

4. Ensure that the account you entered when defining your Authentication Server in the Connection
Broker is part of a group included in the Group and user names list. If the user does not fall into any
of the groups in this list, you must add the necessary group, or individual user, to this list.

5. After an appropriate group or user is included in the Group and user names list, check the
Permissions list to ensure that this user has Read permissions for users, as shown in the following
figure.

[T —— HE
Eenera\l Obiject 550Wit5’|

Group or user names:
m Account Dperators [LEDOSTREAMMACcount Operators)
!ﬁ Administratars (LEDSTREAM\Administrators)

Authenticated Users

€72 Domain Admins [LEDS TREAM\Domain Admins]

m Enterprise Admins [LEDSTREAMAE nterprise Adming)
P e e i, e e = |
Add, Bemave
Permissions for Authenticated Users Allow Deny
Full Control A/

Read

write:

Create All Child Dbjects
Dielete All Child Dbjects
Special Permissions

Far special permissions or for advanced settings, Advanced
click Advanced. —
ok | cemcel | el |

aoogmo
oooog

If the user has Read permissions in this list, check the Special Permissions (by clicking the Advanced) button
to ensure that the account does not inherit a Deny permission.

If your authentication server account does not have, or is explicitly denied, Read permissions for users, the
Connection Broker successfully binds with the authentication server, but displays the LDAP Error:
Unable to locate the user error. The following article provides a summary on checking and setting

Active Directory permissions:

http://www.tech-fag.com/active-directory-objects.shtml
Locally Authenticated Users

To treat the Connection Broker as a local authentication system, manually add users to the > Users > Users
page. You can manually add individual users, or use the bulk upload method to add multiple users. See
Uploading Users for information on using CSV-files to upload multiple users.

To manually create an individual local user:

1. Go to the > Users > Users page.
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2. Click the Create User link to open the Create User dialog, shown in the following figure.

9.

Create User
User Attributes and Login Credentials

Display name
Email address
Lagin name
Passwaord
Re-type password

[¥] Active user

User Role and Policy

Role
User -

Paolicy
Default o

Enter a Display Name for the new user. This is the value that appears in the Name column of the > Users
> Users page.

Enter an optional Email address for the user. Users can subsequently change their email address
settings.

Enter a Login name for the user, using the same format as used for logging into Microsoft Windows®
operating systems. The Connection Broker does not treat login names as case sensitive.

Enter an initial password for the user in the Password and Re-type password edit fields. Users can
subsequently change their password. Passwords are case sensitive.

Leave the Active user option selected to allow the user to log into the Connection Broker. Deselect this
option if you want to prohibit the user from logging into the Connection Broker without deleting the
record.

Select the appropriate Role for the user from the drop-down menu. See Managing User Roles and
Permissions for information on creating new roles to customize user access to the Connection Broker
interface. Select Administrator to make this user an Administrator.

Select the appropriate Policy for the user from the drop-down menu.

10. To override the protocol plans used in the selected policy, choose a protocol plan from the Protocol

drop-down menu. See Which Protocol Plans Applies? for a description of how the Connection Broker
selects the plan to use.
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11. Enter any Notes to save with the user definition.

12. Click Save.
Managing Users

The Connection Broker maintains a list of all users currently managed by the Connection Broker. The
database contains one pre-configured user called Administrator, with a login name admin, password leo,
and Administrator role. Additional users appear in the Connection Broker in one of the following ways:

1. The Connection Broker automatically enters users into the database the first time they sign into
the system.

2. You can manually enter individual users into the database (see Manually Creating Users).

You can upload users from a CSV-file (see Uploading Users).

4. You can load users from external authentication servers, including Microsoft® Active Directory®,
Novell® eDirectory®, and OpenLDAP™ servers.

w

Displaying User Characteristics

The > Users > Users page, shown in the following figure, lists all users entered into the Connection Broker
database. You can modify the order and type of characteristics displayed on this page by clicking the
customize link at the bottom left side of the page (see Customizing Tables).

STREAM (~

Status | Resources | Clients | Plans | JIESE | System

Authentication Servers | Users | Roles | Policies | Assignments | My Options

v All ~ | Al N

All v All = Al

gin  Administrator admin 04/27/2009 - 10:31:43  Administrator
Karen Karen 04/24/2009 - 09:45:36 User Development
Ambica Ambica 04/24/2009 - 09:13:30 User QA
David David 04/24/2009 - 09:13:18 User QAB4
Bill Bill 04/24/2009 - 09:13:07 User Development
n Louise Louise 04/24/2009 - 09:12:56 HelpDesk

The following sections describe the available user characteristics.

Bulk actions
Checkboxes that allow you to select multiple users for performing a batch process; currently, only Remove
(see Removing Multiple Users).

Actions
Drop-down menu or list of links indicating the actions you can perform on a particular user. Available
actions include some or all of the following:

e Edit: Open the Edit User form for this user.

e Sign out: Log the user out of a desktop session, if any active sessions exist. See Logging Users Out
for more information.
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e Test Login: Determine the role, policy, and desktop assignment that will be used when this user logs
in. See Testing User Role and Policy Assignment for more information.

Name
The user’s name as entered into the Name field on the Edit User page.

Login name
The name used to authenticate the user against the authentication server when they log in.

Active
Indicates if this is an active user, i.e., if they can sign in through the Connection Broker and be assigned a
desktop.

Uploaded
Indicates if this user was uploaded using the options on the > System > Maintenance page. If set to No, this
user was either imported from an authentication server or manually created.

Email
The user’s email address.

Signed in
Indicates when the user last signed into a desktop via the Connection Broker. If the user never signed in,
this field is empty.

Role
The user’s role.

Policy
The user’s policy.

Protocol Plan Override
The user’s protocol plan, if specified. The user’s protocol plan overrides any protocol plan set by the user’s
policy or by the location of the user’s client device.

Authentication Server
The authentication server used to authenticate the user and assign their role and policy.

AD distinguished Name
The user’s Active Directory distinguished name.

AD Email
The user’s Active Directory email address.

AD userPrincipalName
The user’s Active Directory UPN name.

AD CN
The user’s Active Directory CN name.
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AD sAMAccountName
The user’s Active Directory sAMAccount name.

Client/IP Address
The client name and/or IP address the user last logged in from.

Logging Users Out

To manually disconnect or log out a user, select the Sign out action associated with that user, as shown in
the following figure.

STREAM (=~

Status | Resources | Clients | Plans | JIESE | System

Authentication Servers | Users | Roles | Policies | Assignments | My Options

Create  Test Login

Actions Il/ Login name  Signed in Role Palicy
[ I —

login - Administrator admin 04/27/2009 - 10:31:43  Administrator
Test login Karen Karen 04/24/2009 - 09:45:36 User Developmeant
Edit | Sign out | Test login  Ambica Ambica 04/24/2009 - 09:13:30 User QA

The Sign Out User page displays a list of the desktops currently assigned to the user, the desktop’s power
status, and the action that occurs after you click Sign out. For example, in the following figure the
application is running and is released when the user is signed out.

Sign Out "Karen" (2}

Select the sessions to sign out:

[IThin client "KAREN" to "Werdpad" {running) - release
[#] Thin client "KAREN" to "Cmd" (running) - release
[IThin client "KAREN" to "Calculator” (running) - release

Click Sign out. The resulting action is listed at the top of the > User > Users page.

Removing Multiple Users

Removing users from the > Users > Users page releases a Connection Broker license from each user. To
simultaneously remove multiple users, in the > Users > Users page:

1. Check the box associated with every user to remove. If check boxes do not appear in your > Users >
Users table, customize the table so the Bulk action column appears (see Customizing Tables).

2. Select Remove from the Bulk action drop-down menu at the top of the table.

3. Click OKin the confirmation window that appears.

Editing User Characteristics

You can edit a subset of the user’s characteristics by selecting the Edit action for that user. The Edit User
form opens, as shown in the following figure.
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Edit User
User Attributes and Login Credentials

Name

Karen Gondoly

Email address
kgondoly@leostream.com

Login name

kgondoly

Password

This user is authenticated by the "Leostream” authentication server

[Yes] Active user

p:
Save Remave Cancel

This form displays some or all of the following user characteristics:

o Name: Enter the name to display in the Name column on the > Users > Users page. For Active
Directory users, this value defaults to the user’s displayName attribute. This is not the same as the
user’s login name.

e Email address: Enter the user’s email address.

e Login name/Password: Enter the user name and password for this user. These fields are only
editable if you manually created this user. Otherwise, the Connection Broker displays the username,
and indicates what authentication server is used to authenticate the user.

e HID proximity number: If users log in with a proximity card, this field displays the HID number
associated with their card. You cannot edit this number. If the user is issued a new proximity card,

select the Clear the HID proximity number checkbox and save the form to enroll the new HID.

e Active user: Check this option to allow the Connection Broker to assign desktops to this user. This
option is editable only if you created the user locally in the Connection Broker.

e Role/Policy: Select the role and policy to assign to this user. These fields are only available if you
manually created this user. Otherwise, the authentication server determines the role and policy.

# Users and administrators that are signed into the Connection Broker cannot edit their own role.

e Protocol: Select the protocol plan to assign to this user. If a user has a specified protocol plan, that
protocol plan is always used, and overrides any protocol plans specified by the user’s policy or by
the location of the user’s client device.
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Chapter 14: Assigning User Roles and Policies

Overview

The Connection Broker uses roles and policies to determine what resources to offer to a particular user and
the level of access the user has to these resources.

e Aroleis a set of permissions that defines the functionality an end user is allowed to access when
they log into the Connection Broker, including the level of access to the Connection Broker
Administrator Web interface (see Chapter 9: Configuring User Roles and Permissions)

e Apolicy is a set of rules that determine how desktops are offered, connected, and managed for a
particular user (see Chapter 11: Configuring User Experience by Policy)

To determine which role and policy to assign to a particular user, the Connection Broker performs the
following steps.

1. After the user provides their login credentials, the Connection Broker searches the authentication
servers defined on the > Users > Authentication Servers page, shown in the following figure, for a
user that matches those credentials (see Chapter 13: Authenticating Users).

STREAM (=~

Authentication Servers | Users | Roles | Policies | Assignments | My Options

Status | Resources | Clients | Plans | [EESE] |

Hostname
Actions Domain Name LDAP Type Position = or [P Address
Al v [an v Al v
Edit | Test | Load users QA Active Directory 1 ga-server.qa.leostream.net
Edit | Test | Load users Dev Active Directory 2 dev-server dev leostream net
users Leostream Active Directory 3 iweh leostream net

Edit | Test | Lo

2. The Connection Broker then looks on the > Users > Assignments page, shown in the following
figure, for the assignment rules associated with the authentication server that authenticated the
user. For example, if the Connection Broker authenticated the user in the Leostream domain in the
previous figure, the Connection Broker would look in the Leostream assighment rules in the
following figure.

STREAM = Status | Resources | Clients | Plans | [JIESS
Authentication Servers | Users | Roles | Policies | Assignments | My Options
Actions Domain Name Active Default Role Default Palicy

Al v (Al v Al ~  [a v
Edit QA Yes User Default
Edit Dev Yes User Default
Edit Leostream Yes User Default

3. The assignment rules, shown for example in the following figure, assign a role and policy to the user
based on the user’s attributes in the authentication server and the location they are logging in
from.
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The Client Location drop-down menu contains the locations you created in the > Clients > Locations
page.

Edit Assignments for "Leostream” @)

Domain Name
Leostream

Assigning User Role and Policy
In this section you can set up rules to sssign Users to Roles snd Policies besed on
their group membership. Optionally use the Grder column to re-order the rows

Order  Group Client Location User Role User Policy

|Sa|es V‘ + — |U53r V‘ & |Defau|1 V‘
|RDF‘Gmup V‘ + — |RDF‘gmup V‘ & |TestRe\ease V‘
| V‘ i = |User V‘ & |Default V‘
[Add rows] »

Default Rale

Users will be sssigned to this role if they do not match en sssignment rule.
Default Palic:

Default
Users will be sssigned ta this policy if they den't mstch =n sssignment rule.

|

Query for group information

“You must save this form for this setting to take sffect

[Yes] Active authentication semver

Cancel

To assign a rule, the Connection Broker searches down the rows in the Assigning User Role and
Policy table. As soon as the Connection Broker finds a match between the user’s attribute/location
and a row in the rules, the user is assigned that particular role and policy. If the user/location
combination matches multiple rules, the Connection Broker uses the first rule based on the order
defined by the Order column. If there are no matches, the Connection Broker assigns the role and
policy selected in the Default Role and Default Policy drop-down menus, respectively.

For example, in the previous figure:

If:

e The user’s memberOf attribute is Sales AND

e The useris logging into the system from any (All) client location
Then:

e The user’srole is User

e The user’s policy is Default
If:

o The user’s memberOf attribute is RDPGroup AND

e The user is logging into the system from any (All) client location
Then:

e The user’s role is RDPgroup

e The user’s policy is TestRelease
Otherwise:

e The user’s role is User
e The user’s policy is Default

The Connection Broker provides the following options for assigning roles and policies to users.
e Assigning Roles and Policies Based on Group Membership
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e Assigning Roles and Policies Based on any Attribute
e Assigning Roles and Policies Based on Multiple Attributes

Assigning Roles and Policies Based on Group Membership

If the Query for group information option was checked when you initially created the associated
authentication server, the Edit Assignment form for this authentication server appears as in the following
figure.

Edit Assignments for "Leostream”

Domain Name
Leostream

Assigning User Role and Policy
In this section you can set up rules to assign Users to Roles and Policies based on
their group membership. Optionally use the Order cslumn to re-order the rows

Order  Group Client Location User Role User Policy

1 Sales v+ Al — | User ~| & |Default ™~
2 RDPGroup ¥+ Al v — | RDPgroup ~ | & |TestRelease v
3 ¥ + Al v — | User | & | Default v
[Add rows] »

Default Rale

User v

Users will be sssigned to this role if they do not match en sssignment rule.

Default Policy

Default R

Users will be sssigned ta this policy if they den't mstch =n sssignment rule.

Query for group information

“You must save this form for this setting to take sffect

[Yes] Active authentication semver

Cancel
L )

In this configuration, the Connection Broker matches the selection in the Group drop-down menu to the
following attributes:

e memberOf for Active Directory authentication server
e groupMembership for eDirectory authentication servers

e You cannot use this method when authenticating users in an OpenLDAP directory or NIS
authentication server.

7 you modified your groups since you last signed into your Connection Broker, you must sign out and
sign back in to have your Connection Broker reflect the authentication server changes.

To assign rules based on the user’s group attribute:
1. Select the group attribute from the Group drop-down menu
2. If you are using locations, select a location from the Client Location drop-down menu

3. Assign permissions to this group and client location pair by selecting an item from the User Role
drop-down menu

4. Assign a policy to this group and client location pair by selecting an item from the User Policy drop-
down menu
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If you need to assign roles and policies based on a different authentication server attribute, uncheck the
Query for group information option at the bottom of the Edit Assignments form. After you save the form,
the format of the Assigning User Role and Policy section changes. The following section describes how to
define rules using any attribute. To assign roles and policies based on multiple attributes, see Assigning
Roles and Policies Based on Multiple Attributes.

Assigning Roles and Policies Based on any Attribute

If the Query for group information option was not selected when you created your authentication server,
or if you unselected the Query for group information option on the Edit Assignment form, the Edit
Assignment form appears as shown in the following figure.

Edit Assignments for "QA"
Domain Name

Assigning User Role and Policy
In this section you can set up rules to assign Users to Roles and Policies based on
their group membership. Optionally use the Order calumn to re-order the rows.

Attribute Conditional

countryCode Contains v

Tha Conditional setting controls how the user's Active Directory Attribute and entered

Attiibute Value must match, in order for the user to be sssigned that role =nd policy

Order  Attribute Value Client Location User Role User Policy

1 + |All v — | User ~ | & |Default ™~
2 + |All v — | User v | & | Default v
3 + |All v — | User ¥ | & | Default v
[Add rows] »

Default Rale

User v

Users will be sssigned to this role if they do not match en sssignment rule.

Default Policy

Default A

Users will be sssigned to this policy if they den't match sn sssignment rule.

1 Query for group informatien

“You must seve this form for this stting to take sffect

[Yes] Active authentication server

En &=

To assign rules based on a specific user attribute:

1. Enter the attribute to use when searching though the rules in the Attribute edit field. To search by group
attribute:

o Use memberOf for Active Directory authentication server
e Use groupMembership for eDirectory authentication servers
e UseouforanorganizationalPerson inan OpenLDAP authentication servers

The Attribute field supports matching against the 1eostream dn property.

2. Select an option from the Conditional drop-down menu to restrict how the user’s attribute should match the
entry in each rule, either:

e Contains

e  Starts with

e Exactly matches

e LDAP expression (see Assigning Roles and Policies Based on Multiple Attributes)

3. Enter a string in the Attribute Value edit field, which is used to match the user to this rule.
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4. If you are using locations, select a location from the Client Location drop-down menu
5. Assign a role by selecting an item from the User Role drop-down menu.
6. Assign a policy by selecting an item from the User Policy drop-down menu.

? For Active Directory and eDirectory, if you have not entered any assignment rules, the Edit Assignments form
contains the Query for group information option at the bottom of the form. If you are using memberOf or
groupMembership to define rules, and want a list of all available groups, check the Query for group
information option at the bottom of the Edit Assignments form and save the form. After you save the form, the

format of the Assigning User Role and Policy section changes to include a drop-down menu containing the
authentication server groups. (see Assigning Roles and Policies Based on Group Membership).

Assigning Roles and Policies Based on Multiple Attributes

The advanced configuration of the Assigning User Role and Policy section, shown in the following figure,
provides the option to use LDAP filters to identify users for a particular role and policy rule.

Assigning User Role and Policy
In this section you can set up rules to assign Users to Roles and Policies besed on
their group membership. Optionally use the Order column to re-crder the rows.

Attribute Conditional

NA LDAP expression

Enter sn LDAP exprassion o filter s the stiributs value.

Qrder  Attribute Value Client Location User Role User Palicy

1 + [All v — | User ¥ | & |Devel Office v
2 + Al A — |RDPgroup  *| & |Devel Remote ¥
3 + Al v — User | & | Default v

To assign roles and policies based on multiple attributes:

1. Select LDAP expression from the Conditional drop-down menu, as shown in the previous figure.
The Attribute field no longer applies and becomes non-editable.

2. Inthe Attribute Value edit field, enter an LDAP filter expression. For information on valid LDAP filter
expressions, see the following Microsoft TechNet article:

http://technet.microsoft.com/en-us/library/aa996205(EXCHG.65).aspx

For example, if the user must be a member of both Operations and RDPGroup to be assigned this
role and policy, enter the following in the Attribute Value edit field:

(& (memberOf=CN=Operations, CN=Users,DC=leostream, DC=net) (memberOf=CN=RDPGroup, CN=Users,DC=leostream, DC=net))

Conversely, if the user can be a member of either Operations or RDPGroup to be assigned this
role and policy, enter the following in the Attribute Value edit field:

(| (memberOf=CN=Operations,CN=Users,DC=leostream, DC=net) (memberOf=CN=RDPGroup, CN=Users,DC=leostream, DC=net))

You can also assign the role and policy based on multiple attributes. For example, if the user must
be a member of the Operations group and have a country code of 1, enter the following in the
Attribute Value edit field:
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(& (countryCode=1) (memberOf=CN=Operations,CN=Users,DC=leostream,DC=net))

3. If you are using locations, select a location from the Client Location drop-down menu.
4. Assign a role by selecting an item from the User Role drop-down menu.
5. Assign a policy by selecting an item from the User Policy drop-down menu.

When the Connection Broker steps through the assignment rules, it queries the associated authentication
server to see if the LDAP filter matches the user.

Reordering User Role and Policy Rules

Use the Order column to reorder the rows in the Assigning User Role and Policy section.

To move a row, type a new row number into the Order edit box at the beginning of the row. You can enter
new row numbers for as many rows as you want to move. To store the changes, click Save.

£5 The new row numbers are not stored until you save the changes. Make sure you do not navigate away
from the Edit Assignments page without clicking Save.

Assigning Roles without Policies

You may have users that have access to the Connection Broker Administrator Web interface who do not
have resources assigned to them by the Connection Broker. For these users:

1. Create a role that gives the user access to the Administrator Web interface, only (see Administrator
Web Interface Permissions) and configure the permissions for this role, as necessary.

2. Inthe Assigning User Role and Policy section, select this role from the User Role drop-down menu

3. Select <No policy> from the User Policy drop-down menu.

Order  Group Client Location User Role User Palicy
1 Operations ¥+ Al ¥ — |User v| & |DevxP v

2 Domain Admins >+ |Al ¥ | — |PowerUser v | & | <No policy> v

For example, in the previous figure:

If:

e The user’s memberOf attribute is Domain Admins AND

e The user is logging into the system from any (All) client location
Then:
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e The user’s role is Power User
e The user is not assigned a policy

When a user that matches this rule logs into the Connection Broker Web client, they are taken directly to
the Administrator Web interface, where they see the functionality their role gives them permission to

access.

Using the Default Role and Policy

The Default Role and Default Policy drop-down menus, shown in the following figure, specify what happens
if the user is found in the authentication server, but does not match any of the defined assignment rules.

Assigning User Role and Policy
In thi you can set up rule

ca

Order  Group Client Location User Role User Policy

1 Operations v+ Al ¥ — User ¥ | & DevXP v
2 Domain Admins v+ Al v| — | PowerUser | & | <MNo policy> v
3 M+ Al v —  User v | & Default W
[Add rows] &

Default Role

User b
Users will be assigned to th
Default Palicy
Default

Users will be sssigned to this policy if they den't match an sssignment rule.

If you do not want to assign a desktop to users who do not match one of the assignment rules, select

<None- prevent user login> from the Default Policy drop-down menu.

Testing User Role and Policy Assignment

The Test Login action provides an easy and efficient method for checking if your user role and policy rules
are assigning desktops correctly. This feature simulates a user logging in and reports back on how the

Connection Broker matches that user to a role and policy, and assigns desktops.
Test a user login, as follows:
1. Go to the > Users > Users page.

2. Click the Test Login link. The Test Login page, shown in the following figure, opens.

Test Login

User name

Domain
=Any= v

Filter client list by location
All v

Client
MSIE 8.0 (\Web Browser)

[Fnes ]

3. Inthe User Name edit field, enter the name of the user you want to simulate logging in. This user

does not need to be registered in your Connection Broker.
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4. Choose a domain to log the user into from the Domain drop-down menu.

5. Use the Filter client list by location drop-down menu to restrict the clients shown in the Clients
drop-down menu. You create these locations on the > Clients > Locations page. If you are not using
locations, select All.

If you perform a test login for a client that is in multiple locations, selecting a location in this drop-
down menu does not guarantee that the test login uses this location. The Connection Broker uses

its programmed logic to determine the client location.

6. Select the client the user is logging in from the Client drop-down menu. The items available in the
Client menu reflect the clients available in the selected location.

7. Click Run Test.

The bottom of the page updates to show the current test results. For example:
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Test Results
User name: jtest
Dornain: Leostream
Client: Bill-laptop. leostream.net (Leastrearn API)
(This client is in these locations: Leostream Connect, Web and Windows, All)

Looking up user "jtest™

in authentication server "Leostream”  «— found user [show Active Directory attributes)
This user's "cn” attribute:

Joe Test

Trying to match with Authentication Server Assignment rules: (edit)

1. "cn" contains "Karen”, location "Juniper - Mac" — no match
2: "cn" contains "Karen”, location "Juniper - Windows"  — no match
3: "cn” contains "Karen”, location "LSC)" — no match
4: "cn" containg "Karen”, location "Leostrearm Connect” «— no match
5 "cn” containg "Jog”, location "Leostream Connect”  — matched

User will have role "User” and policy "RFldeas™.
Policy: RFldeas (=dit)

Hard-Assigned Desktops
Protocal plan for hard-assigned desktops: Default (show details)
Mo hard-assigned desktops found.

Pool "kdg-XP™ [=dit)
Including pool for all users.
Protocal plan for desktops in this pool: RDP-RemoteF (show details)
Looking for one desktop
Palicy settings for this pool:
- fallow-me mode
- do not allow users to reset offered desktops
- powered-on desktops must have a running Leostreamn Agent
- do not offer stopped/suspended desktops
- favor previously-assigned desktops
- may offer desktops with pending reboot job
- do not confirm desktop power state
- do not log out rogue users
- do not log user into desktop console session
- allow manual release
- Power contral plan: Default
- when user disconnects, do not change power state
- when user logs out, do not change power state
- when desktop is released, do not change power state
- when desktop is idle, do not change power state
- Release plan: Default
- handle unverified user state as logout
-when user disconnects, release after 2 hours
- when user disconnects, log user out after 1 hour
- when user logs out, release immediately
- do not lock desktop if idle
- do not disconnect user if desktop is idle
- do not log user out if desktop is idle
- do not release after initial assignment
{2 total, 2 in service, 2 policy filtered, 2 pool filtered, 2 available, 2 running, 2 with an IP address, 1 with a Leostream Agent)

kdg-winxp + connecting via RDP (show) +— awvailable, running, Leostream Agent +5.3.33.0, will offer as: "kdg-winxp"
Offering one desktop and zero applications with this policy.
Redirect printers according ta Floor 1 plan assigned to Leostream Connect location.
In this example, the test results begin by reporting the user, location, and client you specified in the Test

Login form. The Connection Broker then searches for the user in the domains you specified in the Test Login
form. The line:
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in authentication server “LEOSTREAM” € found user

Indicates that the user jtest was found in the authentication server named LEOSTREAM. If the user is
found, the report lists the user’s authentication server attributes. Click the (show Active Directory
attributes) link next to this line to see the details of this user’s authentication server account.

The Connection Broker tries to map the user’s authentication server attributes to a rule in the Assigning
User Role and Policy section of the associated Edit Assignments page. If the Connection Broker finds an
entry that matches the user’s authentication server attribute, it assigns the role and policy in that row to
the user. If no match is found, the Connection Broker assigns the Default policy to the user. In the
previous example, the lines:

“cn” contains “Joe”, location “Leostream Connect” € matched
User will have role “User” and policy “RFIdeas”

Indicate that a rule was matched and that the Connection Broker assigns the user to the role User and
policy RFIdeas.

The report lists the pools associated with the assigned policy and shows the policy settings for each pool.
The bottom of the section for each pool indicates which desktops the user is offered from this pool and the
display protocol used to connect the user to that desktop. Click the (show) link to display the command line
parameters or configuration file that will be used to establish the connection.
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Chapter 15: Using the Leostream Web Client
Overview

The Leostream Web client allows users to log in to Leostream from any type of client device type and web
browser, including tablets. Depending on the display protocol used to connect the user to the desktop,
additional client software may be required. If your users log in to Leostream using an Apple or Android
tablet, ensure that their tablet has an installed app that can launch the display protocol used to connect
them to their desktops.

When using a Web browser, end users and administrators all log in using the Connection Broker Sign In
page. By default, the Connection Broker Sign In page is at the following URL.

https://cb-address

Where cb-address is your Connection Broker IP address or hostname. For information on customizing the
appearance of the signIn page, see Customizing the Sign In Page.

From the Connection Broker Sign In page, the Connection Broker provides two different Web interfaces.

1. The Leostream Web client, shown in the following figure, is specialized for end users accessing their
desktops and applications.

STREAM (=~

Resources

Show: | All Resources ¥
CSWinXP3 gst-xp-ha-client
E‘ Connect E‘ Connect
= Cmd = Wordpad
i Launch i Launch

Open Administrator View | Refresh List | Sign Out ctx1

® Message Board

Add Your Message Text Here

Messages can include any text in HTML format.

2. The Connection Broker Administrator Web interface, shown in the following figure, allows

Connection Broker administrators to access the functionality their role gives them permission to
view or modify.

STREAM = Status | [EEIIGESES | Clients | Plans | Users | System | Search Getting Started
Centers | Tags | Pools | Desktops | Applications | PColP Host Devices | Printers
Add Center
Actions Mame = Type Refresh  Status Version
Al v (A ¥ (a - Al v

Edit | Refresh | Test | View | Log ESKX 35 VIMware vCenter Server none Online Viware ESX Server 3.5 0 build-123630
Upgrade | Edit | Refresh | Test | Log HyperV Wicrasoft Hyper-V SCVIMIM Server none Online Microsoft SCYIMM 2.0 4258 0
Edit | Refresh | Log PColP Devices PColP Devices none Online
Edit | Refresh | Test | View | Log vcl140 Vware vCenter Server none Online Wilware VirttualCenter 2.0.2 build-50615
Edit | Refresh | Test | View | Log vSphere Viware vCenter Server none Online Vilware vCenter Server 4.0.0 build-162856
Upgrade | Edit | Refresh | Test | Log XenApp Citrix XenApp 1day  Online Unknown
Edit | Refresh | Test | Log XenServer Citrix XenServer 1 hour  Online XE Enterprise 5.6.0
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When the default Connection Broker Administrator signs in, they are always taken to the Connection Broker
Administrator Web interface. For other users, the user’s Connection Broker role determines which of the
two Web interfaces they first see.

o If the user’s role gives them permission to access only the Web client, the user enters the
Leostream Web client and sees their offered resources.

e If the user’s role gives them permission to access only the Administrator Web interface, the user
goes directly into the Administrator Web interface, with access only to the pages that user’s role
allows.

o If the user’s role gives them permission to access the Web client and the Administrator Web
interface, the end user enters the Web client, which then contains an additional link to open the
Administrator view.

Authenticating Users from the Connection Broker Sign In Page

You can authenticate users that log in from the Connection Broker Sign In page using one of the following
three methods

e Username, password, domain
e CAS authentication

The Connection Broker receives the user credentials via an SSL encrypted session.

Username and Password Authentication

By default, users enter their user name and password in the Sign in page, shown in the following figure.

STREAM (~

Sign In

User name
Password

Signing in canstitutes continued
scoeptance of the license agreemen!

You can optionally allow the user to select their domain, by including the Domain field on the Sign in page.
See Adding a Domain Field for complete instructions.

CAS Authentication

Central Authentication Service (CAS) is a single sign-on protocol designed to allow untrusted Web
applications to authenticate users against a trusted central server. To enable CAS authentication:
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1. On the > System > Settings page, select the Enable CAS feature option in the Authentication Servers
Features section, shown in the following figure.

Authentication Server Features
You must restart the Connection Broker if you change the CAS feature

¥ Enable CAS feature

Show domain as drop-down
¥/ Login name unique across domains
¥ Add domain field to login page
Enable the unauthentic ated login feature

| Enable the unauthenticated VPN login feature
Shared secret for the unauthenticated VPN login

2. Click Save on the Settings page.

3. Onthe > Users > Authentication Servers > Edit page for the authentication server associated with
your CAS system, select Enable CAS authentication, as shown in the following figure.

CAB Authentication

[Flinatie CAS suthentcation
yRL,
SEpd N Cal Modtiam oD

7' The CAS Authentication section does not appear in the Edit Authentication Server page if you
have not selected the Enable CAS feature option in the > System > Settings page.

4. Enter the fully qualified domain name (FQDN) or IP address of your CAS server, in the URL edit field.
5. Click Save to save the authentication server settings.
6. Reboot your Connection Broker.
To use CAS authentication, direct users to:
https://cb-address /cas
Where cb-address is replaced by your Connection Broker’s hostname or IP address.

If this option is enabled, users are automatically redirected to the CAS authentication server Web page for
authentication.

After users are authenticated by CAS, they are automatically logged into the Connection Broker interface.

The Connection Broker determines the user’s policy using the username returned by the CAS
authentication server.

£!\The Connection Broker cannot obtain the user’s password from the CAS server, only their username.
Therefore, single sign-on is not possible.
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Adding a Domain Field

Select the Add domain field to login page option on the > System > Settings page to add a Domain field to
the Sign In page, and allow users to select which authentication server to search for their account.

The Domain field is either an editable text field where the user can type their domain name, or a drop-
down menu of available domain names, based on the setting of the Show domain as drop-down option in
the Authentication Server Features section (see Enabling Authentication Server Features).

When using a drop-down menu, to populate the Domain drop-down menu with the name of a particular
authentication server, select either Yes or Yes, as default from the Include in drop-down menu option on
the > Users > Authentication Servers > Edit Authentication Server page for each authentication server, as
shown in the following figure.

Edit Authentication Server

Domain Name Select "Yes” or "Yes,
Leostrearn as default” to include
Inc drop-down this domain in the

L drop-down menu on

on all other authentication the L‘Dgin page_

Yeg,asdefault |+ reae et

The Domain drop-down menu contains only the authentication servers that have Yes or Yes, as default
selected in the Include in drop-down menu option. The Domain menu also contains an additional option
that depends on the setting for the Login name unique across domains option.

e If the Login name unique across domains option is not selected, the Domain drop-down menu
contains a <None> option. Selecting <None> instructs the Connection Broker to authenticate users
only if they are defined locally in the Connection Broker.

e If the Login name unique across domains option is selected, the Domain drop-down menu contains
an <Any> option. Selecting <Any> instructs the Connection Broker to search through all the
authentication servers in the order of their priority.

See Unique Versus Non-Unique User Identification for more information on using the Login name unique
across domains option.

Working with Resources in the Web Client

The Resources box displays all the desktops and applications offered to the user that logged into the
Leostream Web client. For example, the following figure shows the Resources box when a user is offered
two desktops and two applications.
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Resources @
Show: | All Resources |%

Desktops
\,i dev-as-xp1 ,i gprod-xp-x64-1

lcon for Citrix XenApp Connect C

Connect
Applications and
= Cmd = Help
\T Launch i Launch

Desktops
Filtering the Resource List

Icon for

If the user is offered a large number of resources, they can use the Show drop-down menu to limit the
Resources box to either desktops or applications. For example, to list only the offered desktops, select
Desktops, as shown in the following figure.

Resources

Show: | All Resources %
All Resources

Changing the Resource List Format

By default, the Web client displays offered resources using large icons. To switch to a list view, Select List
from the View menu at the top-right of the Resources panel, shown in the following figure.

,i kdg-xp-rgs
Connect

Resources @
Show: | All Resources | View:
—
_ List <
,i kdg-ubuntu-NXserver ,i kdg-winxp
Connect Connect | Restart

The Resources panel now displays a list as shown in the following figure.

Resources @

Show: | All Resources |¥ \f’iew:

Actions Mame Resource Type
kdg-ubuntu-NXserver Desktop

Connec! kdg-winxp Desktop

Connect kdg-xp-rgs Desktop

3 rows

Selecting Icon reverts the display to a grid of resources with large icons.

Refreshing the Resource List
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At any point after logging in, end users can refresh the contents of the Resources box by clicking the Refresh
List link, shown in the following figure.

STREAM = \b Refresh List | Sign Out David
Resources ®

Add Your Message Text Here
Show: | All Resources ¥

Refreshing the list may do any of the following.
e Offer new desktops and applications, depending on the user’s policy

e Update the available links for each resource, if the user’s role has been modified to give them
different permissions

e Remove or modify the contents of the Message Board, if the Connection Broker Administrator Web
interface was modified, as such.

Connecting to Desktops from the Web Client

If the Web client is not configured to automatically launch a desktop connection, end users can launch
individual desktops by clicking the Connect link associated with that desktop, as shown in the following
figure.

STREAM = Refresh List | Sign Out David
Resources o

Add Your Message Text Here

MMessages can include any text in HTML format.

,i dev.as-xp1 ,i qprod-xp-x64-1
Connect Connect

=] cmd =] telo [~ Click "Connect" to launch
Launch Launch a session to that desktop.

The Web client displays a Connecting status until the remote session is established.
If the user is offered a single desktop, and their policy enables the Auto-launch remote viewer session if

only one desktop is offered option, the Web client displays the Connecting status and connects to their
desktop as soon as the user logs in.

Restarting Desktops

The Web client includes a Restart link for any desktops that the user is allowed to power cycle. The user’s
role and policy determine which desktops provide the restart action, as follows:

e The user’s role must select the Allow user to restart offered desktops option.
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e The user’s policy must select either Shutdown and start or Power off and start from the Allow users
to reset offered desktops drop-down menu associated with one or more pools.

If the user’s desktop is unresponsive or needs to be restarted for any reason, click the Restart link, shown in
the following figure, to perform a restart action. The Allow users to reset offered desktops drop-down
menu in the policy determines how the restart is performed.

STREAM (=~

Resources

Show:| All Resources |¥

'i qst-2K8-1 'i qst-Zk}-KE
Connect | Restart Release Connect || Release
ﬁ Cmd Wordpad \\

Releasing Desktops

The Connection Broker assigns a desktop to a user as soon as that user attempts to connect to the desktop.
As long as the desktop remains assigned to that user, it is not offered to any other user.

The Web client includes a Release link for any desktops that the user is allowed to release back to its pool.
The user’s role and policy control which desktops provide the release action, as follows:

e The user’s role must select the Allow user to manually release desktops option.
e The user’s policy must not select the Prevent user from manually releasing desktop option.

If the user needs to release their desktop for any reason, click the Release link, shown in the following
figure.

STREAM (=~

Resources

Show: | All Resources &

i qst-2K8-1 i qst-2k3-x64-1
Connect | Restart | Release Connect | Restart |

e, Wordpad \

? The release plan associated with the desktop is invoked as soon as the desktop is released. If the user
remains logged into the desktop after it is released, the Connection Broker considers that user as rogue.

Connecting to Applications from the Web Client
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End user can launch desktops and applications offered from a XenApp farm by clicking the Launch link
associated with that resource, as shown in the following figure.

Resources

Show:| All Resources |¥

i dev-as-xp1 i qprod-xp-x64-1
Cmd i Help /

The Connection Broker launches the resource using either the Citrix XenApp Plugin or Citrix Client for Java,
based on the protocol plan associated with that desktop. See Citrix XenApp ICA for information on
configuring how to launch Citrix XenApp resources.

Customizing the Web Client Message Board

By default, the Leostream Web client contains a message board on the right-hand side of the page. You can
change the contents of the message board, or hide the Message Board for all Connection Broker users.

For information on modifying the contents of the message board, see Setting Message Board Text.

To remove the message board from the Web client:
1. Inthe Connection Broker Administrator Web interface, go to the > System > Settings page.
2. Inthe Web Browser Configuration section, uncheck the Show Message Board in Web Client option.

3. Click Save.
Opening the Administrator Web Interface

Users with a role that allows them to access the Connection Broker Administrator Web interface can open
the interface in one of two ways.

1. Go directly to the Administrator Web interface URL:

https://cb-address/admin

Where cb-address is the Connection Broker IP address or fully hostname. This URL always opens
the Administrator Web interface.

2. Click the Open Administrator View link in the Leostream Web client, shown in the following figure.
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STREAM (~

Resources

Open Administrator View Refresh List | Sign Out ctx1

Message Board

Add Your Message Text HeTe

Show:| All Resources &

Messages can include any text in HTML format

Cmd Wordpad

?If the user is assigned a single resource and their policy is configured to automatically launch
that resource, the user cannot access the Open Administrator View link. In this case, the user must
use the full URL to the Administrator Web interface.

The Administrator Web interface shows only the pages the user’s role allows them to access. See

Administrator Web Interface Permissions for a complete description of setting up access permissions to the
Administrator Web interface.

Launching Connections in New Windows

If you have users that are offered multiple resources, and these users log in using the Leostream Web client,
you can allow them to connect to multiple resources by opening each connection in a new browser
window, as follows.

1. Edit the user’s policy

2. At the top of the Edit Policy page, select the Launch Web client connections in new window
option, shown in the following figure.

Edit Policy "Juniper - Windows"
General Policy Properties

Paolicy name
Juniper - Windows

\ [ Auto-launch remate viewer session if only one desktop is offered (Web client, only)

Launch Yeh client connections in new window
#pplies to Java applets 2nd Extemal viewers

Maximurm number of desktops assigned
<No Limit=

Maximum number of desitaps that can be assigned across all Desidop pools.
Doss not apphy to applications or desdtaps offerzd fram the Application Poal

This option applies to Citrix ICA and NoMachine NX clients implemented as Java applets and to the
External viewer option in the protocol plan.

3. To configure the appearance of the new window, edit the user’s protocol plan.

4. For each protocol, use the Parameters for connections opened in new window edit field to

configure the appearance of the new window. For example, the following figure shows this field for
the Citrix JICA client.
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Citrix XenApp (ICA) Configuration

Citrix Plugin
Application configuration file

[Encoding) )
InpurEncoding=IS08853_1 v

Desktop configuration file

[Encoding] ~
InputEncoding=I1808855_1 v

Citrix Client for Java

Use the Citrix Client for Java when connecting from a Web browser
Use this when you da notwant to install the ICA plugin

Application configuration file

<applet name="javaclient® A
code="com.cicrix. JICA™ b
codebase="Jjava/Citrix" A

Desktop configuration file

<applet name="javaclient™ L)
code="com.citrix, JICA™ ~
codebase="Jjava/Citrix" P

Parareters for connections opened in new window /
left=100, height=500, width="700, toolbar=1,status=1

4
Specify paramaters for Jawsscript window.open function

The Connection Broker uses the Javascript window . open function to launch the new window. For a
list of parameters, see:

http://www.w3schools.com/jsref/met_win_open.asp
Enter parameters as a comma-separated list, for example:

left=0,height=500,width=700, toolbar=1, status=1
Setting URL for User Logout

By default, when the user logs out of the Leostream Web client, they return to the Connection Broker Sign
in page. Use the URL redirect on user logout edit field on the > System > Settings page to specify a different
Web page for users to visit when they log out of the Leostream Web client.

Display Protocols for Web Client Access

The Web Browser section of protocol plans, shown in the following figure, contains the following options
for launching desktops via the Web client:

e ActiveX RDP

e Microsoft RDP

e Exceed onDemand

e Citrix HDX

e VNC

e NoMachine NX

e Juniper SSL VPN

e External viewer — any third party viewer that can be accessed via a URL

In addition, users can establish ICA connections to applications and desktops published in a Citrix XenApp
Farm (see Citrix XenApp ICA)
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(V) Web Browser <= This section configures the remote
viewer that is launched when a user
logs in through a Web browser.

[C] Allow connections through NAT'd YPNs

ActiveX RDP Priority: | 1 V|
Configuration file
MsRdpClient.server = "{IP}" s - o
MsRdpClient.UserName = "{USER}" v Select "Do not use" for all viewers
MsRdpClient.AdvancedSettings.ClearTextPassword that the Connection Broker should
not try to launch when a user logs in
. through a Web browser.
RDP Priority: | Do not use ¥
Citrix HDX Priority: | Do not use %
: The "External viewer" option allows
VNC Priority: | Do not use ¥ p

you to launch any third party viewer.

NoMachine NX Priority: | Do not use | You can load a custom viewer into
your Connection Broker using

‘/ options on the "System >

External viewer Priority: | Do not use ¥ Maintenance" page.

Juniper SSL VPN Priority: | Do not use ¥

The settings in the Priority drop-down menus indicate the order in which the Connection Broker uses the
display protocols when connecting to a desktop. The Configuration file then configures the display protocol
settings.

The following sections describe the different display options available when a user logs in from the Web
browser. For more details on different display protocols, see the Leostream Guide for Choosing and Using
Display Protocols.

Microsoft® ActiveX® RDP Viewer

If you set the Priority of the ActiveX RDP to 1, when a user launches their desktop, the Connection Broker
downloads and launches the ActiveX RDP client.

£ The ActiveX RDP client is supported only when users log in from a Microsoft Internet Explorer Web
browser version 10 or earlier. Internet Explorer 11 does not support the ActiveX RDP client. When using a
browser that does not support ActiveX, select RDP in the protocol plan.

If the ActiveX RDP client fails to launch, ensure that the Microsoft Terminal Services Client/RDP Control
Add-on is enabled in Internet Explorer.

1. Open the Manage Add-ons dialog.

2. Select the Microsoft Terminal Services/RDP Client Control (redist) item. If it is not displayed,
change the filter to display all add-ons.

3. Enable the add-on.

4. Click OK.
Disconnecting or logging off from the remote desktop causes the ActiveX session to terminate and returns
the user to the Connection Broker Sign In page. To connect to another resource, the user must log back into

the Connection Broker.

The format of the configuration file for the ActiveX RDP viewer differs from that of a regular RDP client. The
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default configuration file takes the following form.

MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.
MsRdpClient.

server = "{IP}"
UserName = "{USER}"

" {DOMAIN}"
TRUE

Domain =
FullScreen =
DesktopWidth =
DesktopHeight =
Width =
Height =

Connect

Min (1600,
Min (1200, screen.height)
Min (1600, screen.
Min (1200, screen.height)

AdvancedSettings2.RedirectDrives =
AdvancedSettings2.RedirectPrinters =
AdvancedSettings2.RedirectPorts =
AdvancedSettings2.RedirectSmartCards =

AdvancedSettings.ClearTextPassword = "{PLAIN PASSWORD}"

screen.width)
width)

FALSE
TRUE
FALSE
FALSE

The ActiveX RDP client requires a clear text password to perform single sign-on to the end user’s desktop.
For security purposes, the Connection Broker wraps the ActiveX RDP configuration file in a Java script
wrapper, to ensure that the clear text password cannot be viewed using the Web browser’s View Source
option. This solution cannot be used when a user is logging in through a NAT’d VPN.

For protocol plans assigned to users who connect over a NAT’d VPN, select the Allow connection through

NAT’d VPNs option, shown in the following figure.

Web Browser

URL redirect on user logout

ActiveX RDP Priority: | 1 b

Configuration file
i t.server = "{

Settin learTextPassword

C Allow connections through NATd VPNs )

# When using ActiveX RDP, users must hit Connect on the confirmation dialog shown in the following
figure to establish the connection. The Connection Broker cannot automatically dismiss this warning dialog.

ER Remote Desktop Connection E\
e
@ A website wants to start a remote connection.
This remate connection could harm pour local or remote computer. Do nat connect unless you know
where this connection came from or have used it befare,
L Type: Fremote Deskiop Connection
2t/ Remoate computer. 10110374
Allow the remate computer bo access the follawing resources on my computer
Clipboard Printers
Changes to these aptions apply to this connection ol
RDP Viewer

Set the Priority drop-down menu associated with RDP to 1 to use the native Microsoft RDP client to
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establish the remote session. For RDP connections, specify the RDP-file that establishes the connection to
desktops launched from the Web client. This configuration file contains dynamic tags that specify
parameters such as user name and desktop IP address. See Using Dynamic Tags for information on using
dynamic tags in configuration files.

When setting up the configuration file and client device for Web client logins, ensure the following.

e Do not use the password 51 :b parameter in the configuration file. The Web client cannot encrypt
the user’s password.

e Do not save credentials from the client device’s native RDP client. If a user previously saved
credential by checking the Allow me to save credentials option on the Remote Desktop Connection
login page, ensure that you delete the credential before trying to log into that remote desktop from
the Connection Broker.

The Leostream Choosing and Using Display Protocols guide, available on the Leostream Resources Manuals
Web page, contains a complete description of how to write a configuration file for RDP.

The Connection Broker downloads the configuration file in the same way as any other server initiated file
download. If your Web browser blocks the download, modify the browser’s security settings to allow
downloads from your Connection Broker. After the browser downloads the file, it prompts the user to open
or save the file. Opening the file launches the RDP session, where the user must enter their password.

7 Single sign-on is not available when using the native RDP client from a Web browser.

Some Web browsers prompt users to download the RDP file used to launch the Connection to the desktop.
To avoid this prompt, the first time the Connection Broker tries to download an RDP file, right-click on the
download tab associated with that file and select Always open this kind of file. When the user
subsequently launches additional desktops, the Web browser automatically launches the connection
without prompting the user.

Exceed onDemand

Exceed onDemand from OpenText provides pixel perfect screen and color rendering for professionals in
design and manufacturing industries, allowing organizations to deliver complex 2-D and 3-D applications to
a global work force with LAN-like performance. For more information on Exceed onDemand, visit the
OpenText Web site.

Set the Priority drop-down menu associated with Exceed onDemand to 1 to establish a session to an
Exceed onDemand server. In the Configuration file field, enter the EOD file to use to launch the connection.
You can obtain a default EOD file by saving a connection document from within the Exceed onDemand
client.

See “Exceed onDemand” in the Leostream guide for Choosing and Using Display Protocols for complete
information on integrating Leostream and Exceed onDemand.
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Citrix HDX

Set the Priority drop-down menu associated with Citrix HDX to 1 to use HDX to establish the remote
session. Users can establish HDX connections to desktops assigned by Leostream or to desktops already
assigned to them by Citrix XenDesktop.

See “Citrix HDX” in the Leostream guide for Choosing and Using Display Protocols for complete information
on integrating Leostream and Citrix XenDesktop.

VNC

Set the Priority drop-down menu associated with VNCto 1 to use a VNC viewer to establish the remote
session. Use the Configuration file field to customize the connection. See the Leostream guide for Choosing
and Using Display Protocols, available on the Leostream Resources Manuals Web page, for a description of
how to write configuration files for VNC.

NoMachine NX

Set the Priority drop-down menu associated with NoMachine NX to 1 to use the NoMachine NX protocol to
connect to a Linux desktop. When connecting from the Leostream Web clients, users can use one of the
following NX clients to establish the connection.

e The NX Web Companion

? The user must log in from a Java-enabled Web browser, and the client device must be running
Java version 6 or later. If an earlier version of Java is installed on the client device, the NX Web
companion will not launch, and the user will be presented with a blank Web browser screen.
e A natively installed NX client

The NX client must be installed on the client device before the user logs in to Leostream

See “Launching NX Connections from the Web Client” in the Leostream guide for Choosing and Using
Display Protocols for instructions on configuring protocol plans to launch an NX client.

When using the NX Web Companion, the first time a user connects to a desktop from a particular client
device, the Connection Broker prompts the user to install the NX plug-in.

Juniper SSL VPN

Set the Priority drop-down menu associated with Juniper SSL VPN to 1 for users logging into the
Connection Broker Web client through a Juniper SSL VPN device. The Configuration File edit field should be
the full URL to launch a terminal server session to a desktop through the SSL VPN, for example:

https://sslvpn.yourcompany.com/dana/term/winlaunchterm.cgi?host={IP}&screenSize=fullScreen
&colorDepth=32&user=<USERNAME>&password=<PASSWORD>
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You must include either http:// or https:// at the beginning of the Web page.
The Connection Broker replaces the {IP} dynamic tag with the hostname or IP address of the user’s
remote desktop. The Juniper device replaces the <USERNAME> and <PASSWORD> dynamic tag with the

user’s credentials.

See Juniper Networks® SSL VPN Setup for more information.

? The Juniper device does not inform the Connection Broker when the user logs out or disconnects from
their remote desktop. Therefore, to invoke actions specified in a user’s release plan after logging in via a
Juniper SSL VPN, you must install a Leostream Agent on the remote desktop.

External Viewer

The External viewer option allows you to enter HTML or a URL to any third-party remote viewer that can be
launched from a Web browser. The external viewer option is useful when building a protocol plan for users
connecting through an SSL VPN device or for users that need to launch other URL based protocols, such as
SSH or VMware View.

To launch an external viewer, set the Priority drop-down menu associated with External Viewer to 1.
Optionally, to return the user to a particular URL when the user logs out, enter the URL in the URL redirect
on user logout edit field.

By default, the external viewer launches in the same window that displays the user’s list of offered
resources. For instructions on launching the viewer in a new browser window, see Launching Connections in
New Windows.

External Viewer URLs

In the Configuration file edit field, enter the URL that redirects the user to the external viewer. The
Connection Broker reaches out to the external server to run the URL. If you cannot run the URL from the
external server, because of a security warning or other problem, load the external viewer that is launched
by the URL directly into the Connection Broker. See Installing and Removing Third Party Content for
information on how to load third party files into the Connection Broker

After the external viewer is uploaded, enter the path to the uploaded viewer in the Configuration file edit
field. The filename has the following form:

https://cb-address/tpc/filename

Where cb-address is your Connection Broker IP address or hostname and filename is the name of your
uploaded viewer.
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Entering HTML-Code for External Viewers

In the Configuration file edit field, enter HTML code that redirects the user to an external viewer. The
Connection Broker returns the HTML to the user.

Launching SSH, VMware View, and FTP as External Viewers

The Connection Broker recognizes a limited number of clients with Uniform Resource Indentifier (URI)
schemes. If the Connection Broker recognizes the URI, the Connection Broker evaluates the URL entered
into the Configuration file, instead of returning the URL to the user. In particular, you can use this
functionality to launch the following connection types from the Leostream Web client.

e FTP

e SSH

e VMware View — to virtual machines with an installed VMware Horizon View Agent Direct-
Connection Plug-In

Use dynamic tags when constructing the URLs to ensure that the Connection Broker establishes the
connection to the correct resource. For example, enter the following code into the Configuration file for
the External Viewer to launch VMware View.

vmware-view://{HOSTNAME}/{VM:NAME } ?desktopProtocol=PCOIP

Example: Launching the Elusiva Java Remote Desktop Protocol Client

The Elusiva Java Remote Desktop Protocol (RDP) Client allows you to provide single sign-on access to
Windows remote desktops for users logging in to the Connection Broker from a Web browser, such as
Google Chrome, that does not support ActiveX RDP. The following example describes how to upload and
launch the Elusiva RDP Client:

1. Download and save the open source Elusiva Java RDP Client for Java 1.4 file (JavaRDP14-
1.1.jar) from the following Web site:

http://www.elusiva.com/opensource/

2. Go to the Connection Broker > System > Maintenance page.
3. Select the Install third-party content option.
4. Click Next.

5. Inthe Install Third Party Content form, enter or browse for the JavaRDP14-1.1.7ar file
downloaded in step one.

6. Click Install.
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7. If you are using a cluster of Connection Brokers, repeat steps 2 through 6 for each Connection
Broker in your cluster to ensure that the user has access to the client software regardless of which
Connection Broker processes their login.

8. Go to the Connection Broker > Plans > Protocol page.
9. Create or edit the protocol plan to assign to users who will use the Elusiva RDP Client.

10. In the Web Browser section of the protocol plan, set the Priority of the External viewer to 1. Set all
other priorities to Do not use.

11. In the Configuration file field for the external viewer, enter the following code.

<html>
<head>
<title>Connection Broker Title</title>
</head>
<body>
<applet name='rdp' code='com.elusiva.rdp.applet.RdpApplet'
archive='JavaRDP1l4-1.1.jar' codebase='tpc' width='30%' height='30%"'>
<param name='server' value='{IP}'>
<param name='port' value='3389'>
<param name='username' value='{USER}'>
<param name='password' value='{PLAIN PASSWORD}'>
<param name='domain' value='{DOMAIN}'>

</applet>

</body>
</html>

12. Click Save.

Ensure that the user’s policy specifies this protocol plan for desktops that should be connected using the
Elusiva RDP client.

Citrix XenApp ICA

Use the Citrix XenApp (ICA) Configuration section of the protocol plan, shown in the following figure, to
determine how to connect to desktops and applications published in a XenApp farm. The setting of the Use
the Citrix Client for Java when connecting from a Web browser option, shown in the following figure,
determines which client the Connection Broker uses.
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Citrix XenApp (ICA) Configuration
Citrix Plugin

Application configuration file
[Encoding] ta

InputEncoding=IS08E859_ 1

Desktop configuration file

[Encoding] -~

InputEncoding=I508859_1
Select this option to launch Citrix XenApp
resources without requiring that a Citrix \
client be installed on the client device.

Citrix Client for Java

[J Use the Citrix Client for Java when connecting from a Web browser
Use this when you do not want to install the ICA plugin

Application configuration file
<applet name="javaclient” ~

codebase="java/Citrix" w

Desktop configuration file
<applet name="javacli
code="com.citri

codebase="java/Citrix"

e |f the Use the Citrix Client for Java when connecting from a Web browser option is not selected,
the Connection Broker requires an installed Citrix XenApp Plugin on the client device. To launch the
connection, the Connection Broker downloads an ICA-file based on the settings in the Citrix Plugin
section of the protocol plan, shown in the previous figure.

&5 The Web browser’s security settings must allow downloading files.

If the XenApp Plugin is not installed on the client device, the Connection Broker opens a dialog to
download the ICA-file. However, the user is not able to launch the application. If end users do not
have an installed Citrix XenApp Plugin, configure their protocol plans to use the Citrix Client for Java.

e If the Use the Citrix Client for Java when connecting from a Web browser option is selected, the
Connection Broker uses the Citrix Client for Java to launch the XenApp resources. The Citrix Client
for Java is a Java applet that is downloaded and run when the user launches one of their
applications. No additional software needs to be installed on the client device when selecting this
option.

? Ensure that the appropriate Java version is available in your Web browser when using the Citrix
Client for Java. Consult your Citrix documentation for Java version requirements.

For more on using ICA with the Connection Broker, see the Leostream Choosing and Using Display Protocols
guide, available on the Leostream Resources Manuals Web page.

Using Client-Side Certificates

Server-side certificates on Web servers prove that the Web site is who it claims to be, as well as enable an
SSL tunnel to be setup between the user and the server.

Client-side certificates allow the user to prove who they are, by having their username placed into a

303



Chapter 15: Using the Leostream Web Client

certificate that is held by the Web browser and passed to the Connection Broker when the user goes to the

Sign In page. The user is prompted when the Connection Broker requests the certificate and can block the
request.

If the Connection Broker retrieves a certificate, the broker first checks to see that the certificate is signed by
a certificate signing authority recognized by the Microsoft® Active Directory® authentication server.
Typically, this is the Microsoft Certificate Server associated with the Active Directory installation.

To obtain a client-side certificate:

1. Point your Web browser at the relevant server to request a User Certificate from.

2. If you are prompted for your user credentials, enter the credentials to be placed into the certificate.

3. Select Request a certificate, as shown in the following figure.

@, J v || hitp:}172.29.229, 105 certsrv,

w ke ‘@M\(rnsnftCErtlF\[atEEErv\EEs |

Microsoft Certificate Services - iweb

Welcome

Use this Web site to request a certificate for your Web browser,
over the Web, sign and encrypt messages, and, depending upor

You can also use this Web site to download a certificate authorit
For mare information about Certificate Services, see Cerificate

Select a task-
Request a cerificate
View the stafus of a pending certificate request

Download a CA ceriificate, cerfificate chain, or CRL

4. Inthe warning dialog that opens, click Yes to accept that the certificate be created for you.

Potential Scripting Violation

This Web site is requesting a new certificate on your behalf, ¥ou should allow only trusted Web sites ko request & certificate For you.
!
. Do you want to request a certificate now?

5. Once the certificate is issued, Click Install this certificate.

—
Q\, R ] hetpJj172.29.229. 105 certsrvjcsrtfnsh.asp

w & [@Micmsnft Certificate Services l

Microsoft Certificate Services — iweb

Certificate Issued

The certificate you requested was issued fo you.

Install this certificate

The following warning informs you that the certificate is going to be added to your certificate cache.
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Potential Scripting Violation

This Web site is adding one or more certificakes to this computer, Allowing an untrusted Web site to update your certificates is a security risk, The Wweb
site could install certificates you do nat trust, which could allow programs that you da nat trust te run on this computer and gain access to your data.
! it ld install certificat do not trust, which could all that do not trust b th ki d gair [£ dat:

Do you want this program to add the certificates now? Click Yes If you brust this Web site, Otherwise, dlick No.

6. Click Yes to install the certificate.

Once the certificate is installed and recognized, the next time a user signs in, the Connection Broker
prompts the user to allow the broker to read the certificate. The Connection Broker uses the certificate to
determine the user name and domain, and prompts the user only for their password, as shown in the
following figure.

Sign In

Certificate User: MyUser
Certificate Domain: Leostream

Password

|
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Chapter 16: SSL VPN Integration

Overview

The Connection Broker is a management layer, not a proxy solution. Therefore, the display protocol does
not travel through the Connection Broker. For external access to desktops, the Connection Broker uses your
existing hardware based SSL VPN device, allowing you to provide secure access to traveling users without
needing to qualify another SSL VPN solution.

How SSL VPNs work

An SSL VPN performs two functions:
e Authentication
e Encryption of data as it passes over the Internet from the user’s computer to the corporate
network.

Authentication

Users typically access an SSL VPN using a Web browser. Their Web browser recognizes the SSL certificate in
the SSL VPN server as being valid and containing the correct address. The addition of Leostream to an
existing SSL VPN does not change the security model.

The SSL VPN must pass the user’s username and password to the Connection Broker in order for the user to
have single sign-on to the broker. This information transfer can be problematic if the SSL VPNs
authenticates against a stand-alone Radius server, rather than against an LDAP server such as Microsoft
Active Directory®. In addition if the SSL VPN requires only the username and cryptographic key, the SSL VPN
cannot pass sufficient information for single sign-on.

The simplest solution is for the SSL VPN to first authenticate against the radius server, and then to authorize
against the Connection Broker. The latter step passes the user credentials to the Connection Broker.

Networking and Encryption

SSL VPNs break the standard model of networking. They take data packets from the corporate network, or
the user’s computer, and send them across a connection established at the application level. To do so, they
act as a form of advanced reverse proxy. In the user’s computer, the networking layer thinks it is talking to a
device on the local network. At corporate end, the corporate computers also think they are talking to a local
device.

The key element of an SSL VPN is a virtual network adapter. The adaptor appears to the operating system as
a normal network adapter, but instead sends it to an application. This application could be an SSL VPN
application that encrypts the data and sends it across a pipe to another SSL VPN application that sends it to
another virtual network adapter so it reappears.
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In the simplest case, the network within the user’s computer is bridged with the corporate network, but
this requires both networks to be within the same subnet. For example, assume the user has an IP address
of 172.29.229.151 and the server they are talking to has an IP address of 172.29.229.23. It does allow LAN
broadcasts (required by services such as Windows NetBIOS file sharing and network neighborhood
browsing).

The other option is routing, where the user’s computer is on one subnet, with an address of 192.168.2.151,
and the corporate network is on another subnet 172.29.229.xxx with a server at 172.29.229.151. This is
more efficient because only traffic destined for the remote system passes over the SSL VPN encrypted
tunnel, but it requires routes to be setup that link each subnet.

The networking operation is carried out at the end user’s computer in one of two ways. The first approach
is to install an SSL VPN client after which all the user’s applications have access to the remote network.

The second option is to run either a Microsoft ActiveX® or Java™ client in the browser. This performs the
equivalent function but requires that particular browser window be open. As soon as it is closed, the
connection is broken.

After the SSL VPN sets up a network connection, either the Leostream Connect client can be run on the

user’s computer or, for a zero install setup, the ActiveX RDP viewer is run within Microsoft Internet
Explorer®.

Juniper Networks® SSL VPN Setup

The Leostream Connection Broker integrates with the Juniper Networks® SSL VPN providing users with
secure access to their resources from outside the corporate network. Configuring your Juniper Networks
SSL VPN and Connection Broker to work together consists of the following steps.

1. Configure the Juniper Networks SSL VPN administrator interface to include the following:

a. User Roles to enable access to the Resource Profiles defined for the Leostream Connection
Broker.

If your users log in from client devices running different operating systems, such as
Windows or Macintosh, you will need different roles for each user.

b. Web Application Resource Profiles defined for the Leostream Connection Broker. The type
of Web Application Resource Profile you create depends on the type of connections your
users are establishing.

In these Resource Profiles, you’ll set Web Access Control and Single Sign-on auto-policies to
allow connection(s) to backend resources and provide single sigh-on to the Connection

Broker.

2. Build Connection Broker protocol plans for users who connect via the Juniper Networks SSL VPN.

£25 Juniper Networks and Leostream use common terms such as Roles and Policies, but these terms relate
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to different concepts in the two products.

The following sections describe these steps in more detail. For complete instructions on working with the
Juniper Networks Secure Access administrator interface, see the Administration Guide available from the
Juniper Networks Web site.

Configuring Juniper Networks Roles

The first step in integrating Leostream and Juniper Networks is to create Juniper Networks Roles and map
these Roles to users via the Juniper Networks User Realms. After creating Roles, you create Resource
Profiles for your Connection Broker and assign those Resource Profiles to these Roles.

The number of Juniper Networks Roles you need, and their configuration, depends on what viewing clients
are used to launch connections and on the number of different viewing clients you need to support. If all
users use the same set of viewing clients, you can use one Role. If you have users logging in from client
devices running different operating systems, such as Microsoft Windows and Apple Macintosh, and you
want to use different viewing clients for each operating system, you need two Roles.

Building a General Role for Leostream

You create a general Role for your Leostream Connection Broker, as follows.

1. Select the Users > User Roles > New User Role menu from the left-side of your Juniper Networks
device Central Manager.

2. Inthe Name edit field, provide a descriptive name for this role.

3. Optionally, enter a description for this role in the Description edit field, for example:

Raoles =

New Role

Mame: Leostream -Windows

Description! |This role is assigned to users
logging into the Juniper dewvice
from Microsoft Internet Explorer

4. After a user logs into the Juniper Networks device, the default start page typically displays a list of
bookmarks for the user’s offered Resource Profiles, one of which points to the Leostream
Connection Broker. You can, instead, automatically log the user into the Connection Broker after
they log into the Juniper Networks device by over-riding the default start page. To automatically log
the user into Leostream, ensure that the Ul Options check box in the Options section is selected if
you want to over-ride the default start page associated with all User Roles

5. Inthe Access features section, select the Web check box to provide access to your Leostream
Connection Broker, as shown in the following figure
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Access features

Check the festures to enable for this user role, and specify any role-based options, Note that features disabled here may be granted by other roles assigned to the user,

@) ————

[ Files, windows

[ Files, UNIX/NFS

[J secure application Manager
O windows version Note: ©n Windows Mobile, WSAM functionality is delivered via Junos Pulse
O Java version

[ Telnet/sSH

[] Terminal Services

[ virtual Desktops

[ meetings

[ Email client

[ metwork Connect
@ Network Connect
O unos Pulse

[ 1kEv2

6. Click Save Changes at the bottom of the form to finish creating the new role

To have this role go to the Connection Broker Sign In page, instead of displaying a bookmark for the
Connection Broker, modified the General Ul Options, as described in Expanding Roles to Bypass the
Connection Broker Bookmark.

Additional Role configuration may be necessary depending on the type of viewing clients your users launch.
The following sections can be combined to build Roles that allow users to launch a variety of client types.

e To configure the Role to allow users to connect to desktop using a Java RDP or Citrix JICA client, see
Expanding the Role for Java RDP and Citrix JICA Clients

e To configure the Role to use winlaunchterm.cgi to launch Microsoft RDP connections to
desktops and Citrix ICA connections to applications, see Expanding the Role to use
winlaunchterm.cgi for RDP, ICA, and HDX Connections

e To configure the Role to use JSAM to launch Citrix applications, see Expanding the Role to use JSAM
for ICA and HDX Connections
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Expanding the Role for Java RDP and Citrix JICA Clients

Users that log into the Juniper Networks device from client devices running a Linux or Macintosh operating
system need to use a Java RDP client to launch connections to desktops. The Juniper Networks

winlaunchterm.cgi script does not support these operating systems.

To create a Role:

1. Create a Role using the procedure described in Configuring Juniper Networks Roles.

2. Any Resource Policies associated with this role must include a Java Access Control Policy. If this Role
launches Java RDP clients but uses JSAM to launch Citrix ICA connections, you must manually create
a Java Access Control Policy and assign it to this Role. See Building Java Access Control Policies for

instructions.

After the Role is complete, create a Web Resource Profile for your Connection Broker (see Configuring

Resource Policies).

Expanding the Role to use winlaunchterm.cgi for RDP, ICA, and HDX Connections

For users logging in from a Windows client, you can build a Role that uses the winlaunchterm command

to launch RDP and ICA connections. To create the Role:

1. Create a Role using the general procedure described in Configuring Juniper Networks Roles.

2. Inthis Role, click on the General tab.

3. Inthe General tab, click on the Overview tab.

4. Inthe Access features section, select the Terminal Services check box. Your role now has two check

boxes selected, as shown in the following figure

Access features

Check the features to enable for this user role, and specify any role-based options. Note that faatures disabled here may be granted by other roles assigned to the user,

@wer) +————

[J Files, windows
[ Files, UNIX/NFS
[ secure application Manager
O windows version Mote: ©n Windows Mobile, WSAM functionality is delivered via Junos Pulse

O Java version

[ Telnet/SSH

[ virtual Desktops

[ meetings

[ Email client

[ Metwork Connect
@ Network Connect
O unos Pulse

[0 IKEw2
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5. Click Save Changes at the bottom of the form.
6. Within this role, go to the Terminal Services tab.
7. Inthe Terminal Services tab, go to the Options tab.

8. Select the User can add sessions option, as shown in the following figure.

Terminal

Citrix client delivery method

Citriz client URL is not yet specified.

= Download from Citrix web site
Users will be directed to download the Citrix client fromn the Citrix web site,
To effectively enable this option, you must add Web Access Control and Caching Policies

URL:
The client download URL may change from time to time. We strongly recommend that you ensure

this URL is up-to-date,
or users may face problems downloading the client.

() Download from the IVE
Thiz file is used across all roles, Uploading a new file will update all roles that use the embedded option,

Browse.. ‘ersion: Example: 8,0,24737,0

() Download from a URL

If the client is not a .cab file, vou rust add Web Access Control and Caching Policies

URL: Yersion:

Optons

D

User can add sessions
Users can define their own Terminal Services sessions,

[ Enable Remote Desktop Launcher

9. Click Save Changes.

10. In order to use winlaunchterm.cgi to establish RDP connections, you must create the following
Resource Policies and assign them to this Role.

e Web Rewriting Policy — If you do not create a Web Rewriting Policy, clicking on the Connect link
for a desktop after logging into Leostream produces no results.

e Terminal Services Access Control Policy — If you do not create a Terminal Services Access
Control Policy, clicking Connect link for a desktop after logging into Leostream launches the RDP
connection to the desktop, but the connection fails.

This role is appropriate for any client device that launches RDP, ICA, or HDX connections using the Juniper
Networks winlaunchterm command, called from a Leostream protocol plan or directly by the Juniper
Networks device.

After the Role is complete, create a Web Resource Profile for your Connection Broker. See Configuring
Resource Policies for more information.

Expanding the Role to use JSAM for ICA and HDX Connections
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Users logging into the Juniper Networks device from client devices running a Linux or Macintosh operating
system can use JSAM to launch Citrix ICA or HDX connections. These users can alternatively use the Citrix
JICA client for ICA connections (see Expanding the Role for Java RDP and Citrix JICA Clients)

To create a Role that supports JSAM:

1. Create a Role using the procedure described in Configuring Juniper Networks Roles.

2. Inthis Role, click on the General tab.
3. Inthe General tab, click on the Overview tab.

4. Inthe Access features section, select the following options, as shown in the following figure

a. Secure Application Manager
b. Under Secure Application Manager, select Java version

Access features
Check the features to enable for this user role, and specify any role-based options, Mote that features disabled here may be granted by other roles
assigned to the user.
Weh
[ Files, Windows
O Files, UNIX/NFS

Secure Application Manage
O windows version Mote: ©n Windows Mobile, WSAM functionality is delivered via Junos Fulse

® Java version

[J Telnet/ssH
Terminal Services
[J virtual Desktops
[] Meetings

[ Email Client

[J metwork Gonnect

Required to use JSAM

@ Network Connect
O Junos Pulse
[J 1kEw2

5. Click Save Changes at the bottom of the form.

After the Role is complete, create a Web Resource Profile for your Connection Broker. See Configuring
Resource Policies for more information.

Expanding Roles to Bypass the Connection Broker Bookmark

If your users log into the Juniper Networks device to access only the Leostream Connection Broker, you can

configure their Juniper Networks Role to skip the Bookmarks page and, instead, directly log the user into
Leostream.

To configure a Role to log directly into the Connection Broker:
1. From the Central Manager menus, select the Users > User Roles.

2. From the list of Roles, click the name of the role that will log users into Leostream.
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3. Inthis role’s General tab, click on the Ul Options tab.
4. Scroll down to the Start page section.
5. Select the Custom page option.

6. Inthe Start page URL, enter the URL to your Connection Broker, including the port number, as
shown, for example, in the following figure.

Startpage
The start pags detarminas whera 3 usar starts after signing in.

() Bookmarks page
¥Welcome message: Welcome to the
Portal Name: Secure Access S5LVPN

() Meetings page
(3 Custom page

Start page URL: |hitps:/f172.29.229.211:443 Exarnple: hitp:/fwww dorain, comy

Also allow access to directories below this url

7. Select the Also allow access to directories below this url option.

8. Click Save Changes.
Defining Role Mappings
Use Role Mappings within your User Realms to assign the correct Role to users, based on the type of client
they use. For example, the following procedure creates a rule that assigns a user logging in using a Safari

Web browser to the Leostream - Mac role.

1. Select the User Realms > Users > Role Mapping menu from the left-side of your Juniper Networks
device Central Manager.

2. Click New Rule.

3. From the Rule based on drop-down menu, select Custom Expressions. Custom Expressions allow
you to define rules that filter users based on their Web browser type.

4. Click Update next to the Rule based on drop-down menu.

5. Inthe Name edit field, provide a unique name for this Role Mapping Rule, for example, Leostream
- Mac.

6. If you do not already have a custom expression that filters by Web browser type, click Expressions
in the Rule: If user has any of these custom expressions... section. Otherwise, skip to step 7.

a. Inthe Expressions tab of the Server Catalog for Production dialog that opens, enter a
name for the new custom expression in the Name edit field.
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b. In the Expressions edit field, enter the following string to distinguish Safari Web browsers.
To distinguish other types of Web browsers, modify your custom expression, accordingly.

userAgent = '*AppleWebKit'

For example:
) Production Server Catalog - Mozilla Firefox |Z||E|g|
https:[f10.29.3. 254/ dana-admin/auth/serverDict. cgi o7
Catalog for Production
Attributes Groups Expressions
view:
Mame: Expressions Dictionary
Mac ¥ prebuilt Expressions -
Expression: ? Your Exp
userdgent = ' *ApplelehEic| Py —
¥ Mariables
cerkattr, | C b »
cerbittr, altNarme, »
certhttr. serialNumber »
certhH »
cerDN. <subject-attr= »
certDNText »
Add Expressian ] [ Clase ] certlssusrbi L
Dane I‘L

c. Click Add Expression.
d. Click Close to return to the form for creating the new Rule.
7. From the Available Expressions list, select your custom expression.
8. Click Add-> next to the Available Expressions list.
9. From the Available Roles list in the ...then assign these roles section, select the role to associated
with this expression. In this example, because the custom expression is filtering on the Safari Web
browser, the Leostream - Mac Role is selected.

10. Click Add->.

11. If a user assigned to a role by this rule should not be assigned to any other role, select the Stop
processing rules when this rule matches option.

12. Click Save Changes.

The rules in the Role Mapping table are processed from top-down. If you have multiple Rules for users
logging into Leostream, place the most restrictive Rule first, followed by roles with decreasing restrictions.
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For example, in the following figure, the first rule assigns the Leostream - Mac role based on the custom
expression created in the previous procedure. Users logging in from a Safari Web browser satisfy this Rule.

All other users fall through the first Rule and satisfy the second Rule, thereby being assigned to the
Leostream - Windows Role.

Users

Raole Mapping

sp

ecify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

[ MNew Rule H Duplicate H Delete ] E] E]

O

|

» ‘When users meet these conditions assign these rales Rule Mame Stop

1. matches expression "Mac" Leostream - Mac Leostream
- Mac
2, username is "*"

Leostream - Windows Leostream

Windows

Configuring Connection Broker Web Resource Profiles in Juniper Networks

Leostream integrates with Juniper Networks via Web Resource Profiles. The type of Resource Profile you
use depends on the type of connections your users make through the Juniper Networks device, as follows.

Custom: A Custom Resource Profile is used if users connect to desktops using a Java RDP, Microsoft
RDP, launched using winlaunchterm. cgi, or JICA client.

Citrix Web Interface/JICA: A Citrix Web Interface/JICA Resource Profile is used if users connect to
Citrix resources using ICA or HDX, using the native Citrix client. The configuration of a Citrix WI

Resource Profile differs depending on if you are using winlaunchterm or JSAM to launch the Citrix
client.

The following sections create Resource Profiles for three use cases. You particular use case may include
parts or combinations of the following procedures.

Creating Custom Resource Profiles for Microsoft RDP, Java RDP, and Citrix JICA Connections

The procedure described in this section creates a Resource Profile that can be used for the following
connection types:

Standard Microsoft RDP client connections created by the Juniper Networks winlaunchterm

script. This option uses the Juniper SSL VPN section of the Leostream Connection Broker protocol
plan.

Java RDP client connections created by a URL defined in the Connection Broker. This option uses the
External Viewer section of the Leostream Connection Broker protocol plan.

Citrix ICA connections established using the Citrix JICA client. This option uses the Citrix Client for
Java section of the Leostream Connection Broker protocol plan.
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£ This type of Resource Profile is not appropriate if your users establish HDX connections to XenDesktop

resources. In this case, build a Citrix Web Interface Resource Profile (see Creating Citrix Web Interface

Profiles for winlaunchterm.cgi RDP and ICA Connections or Creating Citrix Web Interface Profiles for Java

RDP and JSAM ICA Connections).

To create a Custom Resource Profile for Leostream:

1. Select the Users > Resource Profiles > Web menu from the left-side of your Juniper Networks
device Central Manager.

2. Click New Profile.

3. From the Type list, select Custom.

4. Enter a name into the Name edit field.

5. Optionally enter a description into the Description edit field.

6. Enter your Connection Broker URL into the Base URL edit field. Ensure that you include the port
number, for example:

https://broker address.mycompany.com:443

7. Ensure that the auto-policy for Web Access Control is enabled. Your form appears similar to the
following figure.

Web Application Resource Profiles =

New Web Application Resource Profile

Type: * Custam b
Mame: ™ Leostream - Custam
Description:
Base URL: * https:/f172.29.229.211:443
Autopolicies: Autopolicies are resource policies that correspond to

you must enter a fully qualified darnain narme in you

Show ALL autopolicy types »» ]

Autopolicy: Web Access Control

Use this autopalicy to control access to web servers and URLs.

(oawe ) (2 (3]

Resource Action
Examplas:
http i/ *. domain. corm/public/*
Allow (v https i fwww, domain, com: 4437
[ https://172.29.220.211: 443/%  Allow

8. If you plan to use Java RDP or Citrix JICA clients for connections, turn on the auto-policy for Java
Access Control, as follows.
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a. Click the Show ALL autopolicy types >> button

b. Check the Autopolicy: Java Access Control option. The section expands, as shown in the
following figure.

Autopolicy: Java Access Control

Use this autopolicy to specify the servers and ports to which java applets connect. You may alsa use this autopalicy to enable re-signing using
code-signing certificates.

)
Rasource Actian

Allow socket access %
[ 172.20.220,211;: 443 Allow socket access

[¥] sign applets with uploaded code-signing certificaters)
c. Inthe edit field below the Resource table header, enter the following text.
*:3389

If you establish RDP connections on a non-standard RDP port, change 3389 to your specific
port number.

d. Leave the default selection of Allow socket access in the Action drop-down menu.

e. Click Add.

f. By default, the Juniper Networks device resigns Java applets using a self-signed certificate.
To have the Juniper Networks device resign the Java applet with an uploaded certificate,
select the Sign applets with uploaded code-signing certificates. Consult the Juniper
Networks documentation for more information on uploading and using code-signing
certificates.

The Java access control policy should appear similar to the following figure.

Autopolicy: Java Access Control

Use this autopolicy to specify the servers and ports to which java applets connect.

olo
Resource Action
Allow socket access ¥
[0 172.29.229.211:443 Allow socket access
[ *:3389 Allow socket access

[ sign applets with uploaded code-signing certificate(s)

9. If you want the Juniper Networks device to pass the user’s credentials to the Connection Broker,
providing single sign-on from the Juniper Networks device to the Connection Broker and the user’s
resources, enable the Single Sign-on auto-policy. See Configuring Single Sign-On to Leostream for
instructions.
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10. Click Save and Continue.
11. To assign Roles to this Resource Profile:

a. Inthe Roles tab that opens, select the Role to which this Resource Profile applies. Ensure
that the Role is configured correctly based on what type of RDP connection is being
established.

b. Click Add->.

c. Click Save Changes.

The Juniper Networks device automatically generates a bookmark for the Resource Profile that points to
the Leostream Connection Broker Sign In page. You can opt to not display this bookmark to the Leostream

user and, instead, automatically open the Sign In page after the user logs into the Juniper Networks device.
See Expanding Roles to Bypass the Connection Broker Bookmark for instructions.

Users assigned to this type of Resource Profile should have Connection Broker policies that use protocol
plans set to either the Juniper SSL VPN or External Viewer option. See Configuring Protocol Plans in the
Connection Broker for information on configuring Connection Broker protocol plans.

Creating Citrix Web Interface Profiles for winlaunchterm.cgi RDP and ICA Connections

Users logging in from a Windows client device can use the Juniper Networks winlaunchterm.cgi
command to instantiate both RDP and ICA connections. In this case, you create a Citrix Web Interface/JICA
Resource Profile, as follows.

1. Select the Users > Resource Profiles > Web menu from the left-side of your Juniper Networks
device Central Manager.

2. Click New Profile.

3. From the Type list, select Citrix Web Interface/JICA.

4. Enter a name into the Name edit field.

5. Optionally enter a description into the Description edit field.

6. Enter your Connection Broker URL into the Web Interface (NFuse) URL edit field. Ensure that you
include the port number, for example:

https://broker address.mycompany.com:443

7. Select the Non-Java ICA Client with Web Interface (NFuse) option. You form appears similar to the
following figure, at this point.
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wieb Application Resource Profiles =
New Web Application Resource Profile

Type: * Citrix \Web Interface/JICA »

Mame: *

Leostream - ‘Windows
Description: Leostream Resource Profile for
Windows clients.

This URL will be used to create bookmarks to pour web application and be used to
generate resource policies. We recommend that vou use the fully qualified domain
name when entering the base URL.

Exarmple: http:/fwww.domain. com

Web Interface (NFuse) URL: * https: /1 72.28.229.211:443

() Java ICA Client with \Web Interface {NFuse)
() Java ICA Client without Web Interface (MFuse)
(%) Non-Java ICaA Client with Web Interface {NFuse)

MNon-Java ICA Client without Web Interface (MFuse)
Use a client application profile instead of a web profile if you are not using the Web Interface (MFuse).

8. In the Citrix settings section:

a. Inthe MetaFrame servers section, for the Server address, enter the following text.

b. Click Add.

c. For the ICA Client Access option, select ICA client connects over CTS client. Your Citrix
setting section appears similar to the following figure.

Citrix settings

Web Interface (NFuse) version: 46 v
MetaFrame servers: *
Delats
Server Examples:
server domain.corm: 22,23
2dd | =xchange®. domain. com:
10,10,10,10/255, 255,255, 0:80,443,8080
0 10.10.10.10/24:9000

A Terminal Services access contral policy will be created for these MetaFrame servers.

[CA Client Access: ™ @ IC4 client connects owver CTS client
() ICA client connects over WSAM
() ICA client connects over JSAM

9. Ensure that the auto-policy for Web Access Control is enabled.

10. If you want the Juniper Networks device to pass the user’s credentials to the Connection Broker,
providing single sign-on from the Juniper Networks device to the Connection Broker and the user’s
resources, enable the Single Sign-on auto-policy. See Configuring Single Sign-On to Leostream for
instructions.

11. Click Save and Continue.
12. To assign Roles to this Resource Profile

a. Inthe Rolestab that opens, select the Role to which this Resource Profile applies. Ensure
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that this role is configured as described in Expanding the Role to use winlaunchterm.cgi
for RDP and ICA Connections.

b. Click Add->.

c. Click Save Changes.

The Juniper Networks device automatically generates a bookmark for the Resource Profile, which points to
the Leostream Connection Broker Sign In page. You can opt to not display this bookmark to the Leostream

user and, instead, automatically open the Sign In page after the user logs into the Juniper Networks device.
See Expanding Roles to Bypass the Connection Broker Bookmark for instructions.

Users assigned to this type of Resource Profile should have Connection Broker policies that use protocol
plans set to the Juniper SSL VPN option. See Configuring Protocol Plans in the Connection Broker for
information on configuring Connection Broker protocol plans.

Creating Citrix Web Interface Profiles for Java RDP and JSAM ICA Connections

Users logging in from a Linux or Macintosh client device can use the Juniper Networks JSAM functionality to
instantiate ICA connections, while using a Java RDP client for desktop connections. In this case, even though
you launch desktop and applications, you create a Citrix Web Interface/JICA Resource Profile, as follows.

1. Select the Users > Resource Profiles > Web menu from the left-side of your Juniper Networks
device Central Manager.

2. Click New Profile.

3. From the Type list, select Citrix Web Interface/JICA.

4. Enter a name into the Name edit field.

5. Optionally enter a description into the Description edit field.

6. Enter your Connection Broker URL into the Web Interface (NFuse) URL edit field. Ensure that you
include the port number, for example:

https://broker address.mycompany.com:443

7. Select the Non-Java ICA Client with Web Interface (NFuse) option. You form appears similar to the
following figure, at this point.
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Web Application Resource Profiles >

New Web Application Resource Profile

10.

11.

12.

Type: * Citrix b Interfacs/JICA v
Mama: * Leostream - Mac
Description: Leostresm Resource Profile for
Mar clients
Web Interface (NFuse) URL: * hitps:4172.29.229 211:443 This URL will be used to create bookmarks to your web application and be uszed to
& generate resource policies, We recormmend that you use the fully qualified domain

name when entering the base URL
Exarmple: http:/fwww, domain,com

() Java ICA Client with Web Interface (NFuse)
(O Java ICA Client without Web Interface (NFuse)
() Mon-Java ICA Client with web Interface {NFuse)

MNon-Java ICA Client without Web Interface (WFuse)
Use a client application profile instead of a web profile if you are not using the Web Interface (MFuse).

In the Citrix settings section:

a. Inthe MetaFrame servers section, for the Server address, enter the following text.

b. Click Add.
c. For the ICA Client Access option, select ICA client connects over JSAM.

d. If you modified your ICA ports, ensure that you enter the correct port numbers in the Citrix
Ports edit field.

Ensure that the auto-policy for Web Access Control is enabled.

If you want the Juniper Networks device to pass the user’s credentials to the Connection Broker,
providing single sign-on from the Juniper Networks device to the Connection Broker and the user’s
resources, enable the Single Sign-on auto-policy. See Configuring Single Sign-On to Leostream for
instructions.

Click Save and Continue.
To assign Roles to this Resource Profile
a. Inthe Roles tab that opens, select the Role to which this Resource Profile applies. Ensure

that this role is configured as described in Expanding the Role for Java RDP and Citrix JICA
Clients and/or Expanding the Role to use JSAM for ICA Connections.

b. Click Add->.

c. Click Save Changes.

The Juniper Networks device automatically generates a bookmark for the Resource Profile, which points to
the Leostream Connection Broker Sign In page. You can opt to not display this bookmark to the Leostream
user and, instead, automatically open the Sign In page after the user logs into the Juniper Networks device.
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See Expanding Roles to Bypass the Connection Broker Bookmark for instructions.

Users assigned to this type of Resource Profile should have Connection Broker policies that use protocol
plans set to the External Viewer option. See Configuring Protocol Plans in the Connection Broker for
information on configuring Connection Broker protocol plans.

Assigning the Connection Broker Resource to the Juniper Networks Role

After you create and save Resource Profiles, you can add or modify the Roles associated with those
Resource Profiles using the Roles tab. To access and use the Roles Tab.

1. Select the Users > Resource Profiles > Web menu from the left-side of your Juniper Networks
device Central Manager.

2. Click on the name of the Resource Profile in the list.

3. Go to the Roles tab.

4. To add a Role:
a. Select your Connection Broker role in the Available Roles list.
b. Click Add ->.

5. Toremove a Role:
a. Select your Connection Broker role in the Selected Roles list.
b. Click Remove.

6. Click Save Changes.

Configuring Resource Policies
Configuring a Web Rewriting Policy

By default, the SSL VPN dynamically rewrites the Connection Broker URL. To avoid this, create a Selective
Rewrite Web Resource Policy that instructs the Juniper Networks Secure Access device to not rewrite the
Connection Broker URL, as follows.

1. Select the Users > Resource Policies > Web menu from the left-side of your Juniper Networks
device Central Manager.

2. If the Rewriting tab is not displayed on the Web Access Policies page, click the Customize button
located to the right of the tabs. In the Customize View dialog that opens, shown in the following
figure:
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1. Click the All pages link.
2. Click OK. You should notice a number of tabs appear on the form.

Customize View
Select the types of web policy pages to display.

Select: All pages | Common pages

~
Access r
Web ACL (required)
SAML ACL
SS0
Basic Auth/NTLM
Form POST

Headers/Cookies
[ _canm ¥

Click the Rewriting tab.

Click the Selective Rewriting tab.

Click New Policy.

Create a new Selective Rewrite policy, as follows:

1. Enter a name for the policy in the Name edit field, for example, Don’t-Rewrite-Leostream-
CB-Response.

2. Inthe Resources list, enter the hostname or IP address for your SSL VPN outside the
firewall. This is not the Connection Broker IP address; it is the external URL of the Juniper
Networks device that the users connect to.

For example: https://sslvpn.yourcompany.com/*
3. Inthe Roles section, select your Leostream Role from the Available roles list.
4. Click Add-> to move the Role into the Selected roles list.

5. Inthe Actions section, select Don’t rewrite content, Redirect to target web server.

6. Click Save Changes. Your configuration should look similar to the following figure.
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Web Rewriting Policies >

Dont-Rewrite-Leostream-CB-Response

E—
* Mame: Dont-Rewrite-Leostream-CE-Resg Required: Label to referance this policy.
Description:
Resources

Specify the resources for which this policy applies, one per line. In order for your resource comparisons to work effectively, you must enter a
fully qualified domain name in your resource.

* Resources:

https://=2zlvpn. yourcompany.com: 4 Eftam.pl

omain.com/public/*
ww.domain.com 443/ %
10.10.10.10/255.255.255.0:80,443/public/*
10.10.10.10/24:8000-3000,/*

[i] 11 | [l]

Roles
() Policy applies to ALL roles
(+) Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below
Available roles: Selected roles:
ActiveSync Add > Leostream
Core Access Only
Full Access
Remaove
s
Users
Action

() Rewrite content (auto-detect content type)
() Rewrite content as...

HTML [+
(® Don't rewrite content: Redirect to target web server

() Don't rewrite content: Do not redirect to target web server
() Use Detailed Rules (see Detailed Rules page)

Save changes?

[ Save Changes ” Save as Copy
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The Juniper Networks device applies Resource Policies from top to bottom. After creating the new
Rewriting Policy, ensure that you move it above the default Initial Rewrite Policy, as shown in the
following figure.

Eesource Policies =

Web Rewriting Policies
[ 550 [ Caching | Java | Rewriting | Launch 35am  Protocol | Encoding | &= Cusionize

Selactive Rawriting Passthrough Proscy Custom Headers ActivaX Parameter Rewriting Rawriting Filtars

Show policies that apply to: JEUIGIE M |

[ New Policy... H Duplicate H Delete... H + H 4 ]
» Policies Action Resources Applies to role
D 1. Dont-Rewrite- Leostream- CB-Response Don't https://sshvpn.yourcompany.com:443/* Leostream
Rewrite
{with
redirect)
[J 2. Initial Rewrite Policy Rewrite  *:%/% All roles

Alvays rewrite.

Setting up a Terminal Services Access Control Policy

By default, the SSL VPN blocks access to Remote Desktop/Terminal Server (3389/tcp). If your initiate an
RDP connection using the winlaunchterm command, you must define a Terminal Services Access Control
Policy, as follows.

1. Select the Users > Resource Policies > Terminal Services > Access Control menu from the left-side
of your Juniper Networks device Central Manager.

2. Click New Policy.
3. Enter a name for the policy in the Name edit field.
4. Optionally provide a description for the new Resource Policy in the Description field.

5. Inthe Resources section, enter the following text to allow access to port 3389.
*:3389

6. Inthe Roles section, select your Leostream Role from the Available roles list.

7. Click Add-> to move the Role into the Selected roles list.

8. In the Action section, select Allow access.

9. Click Save Changes.

Your configuration should look similar to the following figure.
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Terminal Services Policies >

Leostream TS ACL

General

* Name: Leostream TS ACL
Description:

Reguired: Label to reference this policy

Resources

Specify the resources for which this policy applies. one per line.

* Resources: *:3389

Roles

() Policy applies to ALL roles
(%) Policy applies to SELECTED roles
(O Policy applies to all roles OTHER THAM those selected below

Available roles: Selected roles:

ActiveSync Add > Leostream
Core Access Only

Full Access

Unions

Users

Action

(® Allow access
() Deny access
() Use Detailed Rules (see Detailed Rules page)

Sawve changes?

’ Save Changes ] [ Save as Copy ]

Building Java Access Control Policies

Custom Resource Profiles and Citrix Web Interface/JICA Resource Profiles that use the CTS client provide a
Java Access Control auto-policy. Citrix Web Interface/JICA Resource Profiles that use JSAM do not provide a
Java Access Control auto-policy and, therefore, if this Resource Profile is assigned by a user that also

launches RDP connections using a Java RDP client, you must manually create a Java Access Control Policy, as
follows.

Select the Users > Resource Policies > Web > Java ACL menu from the left-side of your Juniper
Networks device Central Manager.

2. Click New Policy.

3. Enter a name for the policy in the Name edit field.
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4. Optionally provide a description for the new Resource Policy in the Description field.

5. Inthe Resources section, enter the following text:

6. Inthe Roles section, select your Leostream Role that will access Java RDP clients from the Available
roles list.

7. Click Add-> to move the Role into the Selected roles list.

8. In the Action section, select Allow socket access. Your form appears similar to the example in the
following figure.

Jauva Access Policies >

New Policy
* Mame: Leostream - Jawva
Description: Allow Java RDF clients to he
launched from Citrix Web
Interface Resource Policies
Resources
Specify the resources for which this policy applies, one per line, In order for your resource ¢
* Resources: £ Exarnples:
<USER> domain.cormi 22,23
exchange™ dormain.com:*
10,10,10,10/255, 255, 255, 0:80,443,8080
10,10,10,10/24:8000-3000
Roles

() Policy applies to ALL roles
(») Policy applies to SELECTED rales
() Policy applies to all roles OTHER THAN those selected below

awvailable rales: Selected roles:

Leostream ad
Leostrearn - Custom

Leostream - Windows Remave
Users

testing v

Leostream - Mac

Action

(& allow socket access
() Deny socket access
() Use Detailed Rules {available after you click 'Save Changes')

Save changes?

Sawve Changes

9. Click Save Changes.
Configuring Single Sign-On to Leostream

Optionally, you can enable an advanced policy to forward the user’s credentials to the Leostream
Connection Broker. With single sign-on enabled, the user is automatically logged into the Connection
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Broker and their offered resources.

To enable single sign-on:

10.

Select the Resource Profiles > Web menu from the left-side of your Juniper Networks device
Central Manager

Click on the name of the Web Application Resource Profile to edit.

Click the Show ALL autopolicy types >>> button.

Select Autopolicy: Single Sign-on option.

Select the radio button for Remote SSO.

Select the POST the following data option.

In the Resource edit field, enter the URL for your Connection Broker.

In the Post URL edit field, enter the URL to your Connection Broker Sign in page, for example:
https://leostream-cb.yourcompany.com:443/index.pl

Ensure that the Deny direct logon for this resource and Allow multiple POSTs to this resource
options are not selected.

In the table of post parameters, enter the following information:

Label Name Value User modifiable?
user user <USERNAME> Not modifiable
password password <PASSWORD> Not modifiable
__save __save Sign In Not modifiable
_DATA_FIELDS | _DATA_FIELDS password,user | Not modifiable
_FORM_SUBMIT | _FORM_SUBMIT 1 Not modifiable

£1% please note the single (‘_") and double (‘__’) underscores used in the example, and that the
value for <USERNAME > and <PASSWORD> must include the less than and greater than signs. All
fields are case sensitive.

The Leostream Connection Broker Web Resource Profile form looks similar to the following figure.
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Autopolicy: Single Sign-on

Use this autopolicy to autornatically pass user credentials to the Web application.

) Disable S50 MIPOST the following data

(O Basic Auth Resource | * hitps:/172.29.229.211:443>

O NTLM Post URL; * https:/#172.29.229.211:443/indexpl
() Kerberos

: - [0 peny direct login for this resourcs
() Constrained Delegation i 4

[ allow muttiple POSTS ta this resource
(& Remote 550 G

(e
Label Name Yalue User modifiable?
Not modifiable v

[ user user <USERMAME> Not modifiable
[ password password <PASSWORD> Mot modifiable
[0 __save _ save Sign In Mot modifiable
[] _DATA_FIELDS _DATA_FIELDS password,user Mot modifiable
[ _FORM_SUBMIT _FORM_SUBMIT 1 Nat modifiable
[ send the following data as request headers
Resource @ * hitps:172.29.229.211:443%
EaEn
Header name Walue

Add

11. Click Save Changes.

“'You can use the Send the following data as request headers to pass additional information about the
client to the Connection Broker. The information appears in the HTTP head string, which you can view if you
edit the client in the Connection Broker. You can use the HTTP header string to create client locations, for
example.

Configuring Protocol Plans in the Connection Broker

The following sections describe how to create Connection Broker protocol plans to use in conjunction with
a Juniper Networks device. After you create the protocol plan, associated it with pools in the policies
assigned to your users that log in remotely.

Launching Connections using winlaunchterm.cgi and Microsoft RDP

You can configure a Connection Broker protocol plan that sends a Terminal Services request to the Juniper
Networks device. Use this protocol plan with Juniper Network Web Resource Profile configured to use
winlaunchterm.cgi (see Creating Custom Resource Profiles for Microsoft RDP, Java RDP, and Citrix JICA
Connections.

The following procedure configures a protocol plan that users the winlaunchterm.cgi command to
launch the Microsoft RDP client.

1. Open the Edit Protocol Plan page for the protocol plan to assign to the desktops for users who log
in through the SSL VPN.
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2. Select 1 from the Priority drop-down menu for Juniper SSL VPN in the Web Browser section, as
shown in the following figure.

3. Select Do not use from the Priority drop-down menu for all other protocolsin the Web Browser
section, as shown in the following figure.

(v) Web Browser
URL redirect on user logout

ActiveX RDP Priority: | Do not use

Configuration file

MsRdpClient.server = "{IP}" ~
MsRdp
MsRdpClient.AdvancedSettings.ClearTextPassword &

Allow connections through NATd VPNs

nt.UserName = "

RDP Priority: | Do not use v

Configuration file

desktopnei

VNC Priority: | Do not use ¥

Configuration file
[connection] ~

- v
Juniper SSL VPN Priority: | 1 3 /

Configuration file
nttps://

pany. com/dana/ tezm/winlau &
P

creenicolezDepth—32&usez— v

External viewer Priority: Do not use %

Configuration file
Vi RL (=.g. A

_server/launch_program.exs) ths
redirected to it. b

4. Enter the URL in the Configuration file edit field, for example:

https:// sslvpn.yourcompany.com
/dana/term/winlaunchterm.cgi?host={IP}&screenSize=fullScreen&colorDepth=32&use
r={DOMAIN}\<USER>&password=<PASSWORD>

Where sslvpn.yourcompany.comis the external address of your Juniper IVE.

In this URL:
e Parameters are case sensitive
e You can combine using ampersand characters (s)
e You can set variables using Connection Broker or Juniper dynamic tags.

The Connection Broker replaces the {IP} dynamic tag with the hostname or IP address of the user’s
remote desktop. The Juniper device replaces the <USER> and <PASSWORD> dynamic tag with the user’s
credentials.

You can include the following additional options in the URL:

e screensize (screenSize=fullScreen, screenSize=800x600,
screenSize=1024x768, screenSize=1280x1024)

e connectDrives (connectDrives=Yes, connectDrives=No)

e connectPrinters (connectPrinters=Yes, connectPrinters=No)
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Launching Connections using a Java RDP Client

You can use the External Viewer option in Connection Broker protocol plans to launch desktop connections

using a third-party Java RDP client. Use this protocol plan with Juniper Network Web Resource Profiles that
contain the necessary Java Access Control Policy.

The following list includes examples of third-party Java RDP clients.

o Elusiva Open Source Java Remote Desktop Protocol client

£ You must manually sign the Elusiva Java RDP client before you can use it within your
Connection Broker. See Signing the Elusiva Open Source Java RDP Client for instructions.

e HOB Inc., HOBLink JWT Java client

#'Version 7.0 of the Juniper IVE includes a Hob RDP Java applet, which is launched using a bookmark
created for a Terminal Service Resource Profile. Currently, Juniper Networks bookmarks cannot be launched

programmatically. Therefore, you cannot use the integrated Hob RDP Java applet in your Leostream
environment.

To launch a Java RDP client from the Connection Broker, you must upload the client into the Connection
Broker and use the External viewer option in the protocol plan, as follows.

1. Download the Java client you plan to use and store it in a location that is accessible to all the
Connection Broker’s in your cluster.

2. Inyour Connection Broker, go to the > System > Maintenance page.

3. Select the Install third party content option, as shown in the following figure.

Maintenance

Update
0 Check for updates
Cnstall a new license

SSL operations

(0 Generate and install a self-signed SSL certificate

(O Generate a SSL certificate request (CSR)

Clnstall a signed S5L certificate

lnstall the SSL credentials from another Connection Broker
Database options

0 Backup intemal database

(O Restore database from backup

3 Switch to another database

(2 Purge the database

Reset
(2 Reboot the Connection Broker
3 Shutdown the Connection Broker

Third-party content
O Install third-party content
(3 Remove third-party content

Bulk upload

(2 Upload users

2 Upload desktops
O Upload clients

| Next
4. Click Next. The following page opens.
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10.

Install Third Party Content
File

Erowse..

File to instell. The file will be installed in the toc directory. A ZIF file will be
sutomatically extracted.

Install
L)

Enter the full path to the Java client you downloaded in step one.

“'|f using the Elusiva Java RDP client, ensure that you sign the client before uploading it into the
Connection Broker (see Signing the Elusiva Open Source Java RDP Client).

Click Install. The file is uploaded into your Connection Broker’s Web servers /tpc directory. For
example, the full file name is:

https://cb-address/tpc/filename

Where cb-address is your Connection Broker hostname or IP address and filename is the
name of your Java RDP client file.

If you have a cluster of Connection Brokers, repeat steps 2 through 6 for each Connection Broker in
the cluster.

On the > Plans > Protocols page, open the Edit Protocol Plan page for the protocol plan to assign to
the desktops for users who log in through the SSL VPN.

Select 1 from the Priority drop-down menu for External viewer in the Web Browser section.

In the Configuration file edit field, enter HTML code that launches the Java RDP client. For example,
for Elusiva Java RDP, enter the following text.

<html>
<head>
<title>Connection Broker Title</title>
</head>
<body>
<applet name='rdp' code='com.elusiva.rdp.applet.RdpApplet'
archive='JavaRDP14-1.1.jar' codebase='tpc' width='30%"' height='30%"'>
<param name='server' value='{IP}'>
<param name='port' value='3389'>
<param name='username' value='{USER}'>
<param name='password' value='{PLAIN PASSWORD}'>
<param name='domain' value='{AUTH DOMAIN}'>
</applet>
</body>
</html>
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11.

12.

13.

For the HobLink JWT client, enter the following text.

<HTML>
<HEAD>
<meta http-equiv="Content-Type" content="text/html">
<TITLE>Leostream Connection Broker</TITLE>
<STYLE type="text/css">
p,hl,h2,h3,h4
{ font-family:Verdana,Arial, sans-serif; }
</STYLE>
</HEAD>
<BODY background="1lib/back.gif">
<APPLET CODE="hob.hltc.JHLTCapOl.class" MAYSCRIPT WIDTH=1 HEIGHT=1
ARCHIVE="1ib/jwtwebJ2.jar,lib/jmf.jar" CODEBASE="tpc/HobSoft"
ALIGN="baseline">
<PARAM name="PROFILE" value="PROFILE NAME">
<PARAM name="USERID" wvalue="{USER}">
<PARAM name="PASSWORD" value="{PLAIN PASSWORD}">
<PARAM name="DOMAIN" value="{AUTH DOMAIN}">
<PARAM name="IPADDRESS" value="{IP}">
<PARAM name="AUTOCON" value="yes">
<PARAM name="java_ arguments" value="-Dsun.java2d.noddraw=true">
</APPLET>
</center>
</BODY>
</HTML>

In the HobLink JWT client example, the parameter PROFILE NAME is the name of the HobLink
profile file that you uploaded into the Connection Broker. In the previous example, it resides in the
HoblLink installation directory indicated by the codebase ,i.e., tpc/HobSoft.

In both of the previous examples, the codebase parameter indicates the directory within the
Connection Broker virtual appliance where the applet code exists. If you uploaded the client using
the Install third party content option, the code is found in the tpc directory. If you uploaded the
client into the virtual appliance using another method, ensure that you modify the code base
appropriately.

Ensure that no other protocol in the Web Browser section has a Priority set to 1.
Click Save to save the protocol plan.

Use this protocol plan in the policies that are assigned to users logging in through the Juniper
Networks device.

Signing the Elusiva Open Source Java RDP Client

You can configure the Juniper SSL VPN device to re-sign Java applets that the device intermediates. In order
for the device to re-sign the applet, however, the applet must be signed when it is originally handed to the

device.

To sign the Java applet with a self-signed certificate:
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1. Ona machine that includes a Java 2 SDK, invoke the following keytool command to create a self-
signed certificate for the Java RDP client. Run this command on a single line.

keytool -genkey -keyalg RSA -keysize 1024 -validity 365 -keystore mystore
-storepass ab453r -alias mycert

2. When prompted, provide the necessary information to create the certificate.
3. After the certificate is created, invoke the following command to sign the Java RDP client.
jarsigner -keystore mystore -storepass ab453r JavaRDPl4-1.l1.jar mycert

If you prefer, you can sign the Java applet with a certificate generated by a certificate authority, such as
Verisign. Refer to the Elusiva Web site for more information.

Launching HDX Connections

To launch HDX connections, set the Priority for Citrix HDX to 1 in the Web Browser section of the protocol
plan. Set the Priority for the remaining protocols in this section to Do not use.

For more information on configuring HDX for use within Leostream, see the Leostream Choosing and Using
Display Protocols guide, available on the Leostream Resources Manuals Web site.

Launching ICA or JICA Connections

Connections to XenApp applications and desktops are configured in the Citrix (XenApp) ICA Configuration
section of the protocol plan. Use this section of the protocol plan, shown in the following figure, with
Juniper Network Web Resource Profiles that launch Citrix ICA connections.

Citrix XenApp (ICA) Configuration
Citrix Plugin

Application configuration file
[Encoding] ~

InputEncoding=I508859 1

Desktop configuration file
= ing] ~

. . Citrix Client for Java
Select this option to

use the JICA client. HD Use the Citrix Client for Java when connecting from a Web browser

Use this when you do not want o install the ICA plugin

Application configuration file
<applet name="jawvaclient" -
code="com.citrix.JICA"

codebase="java,/Citrix" hdt

Desktop configuration file

<applet name="javaclient"” ~
code="
codebase="java/Citrix" w

By default, the protocol plan uses the Citrix Plugin section to pass an ICA file to the Juniper device.
Depending on the user’s Resource Profile, the Juniper Networks device uses either the Citrix Terminal
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Services client or JSAM to launch the native Citrix client.

To, instead, use the Citrix JICA client to launch the ICA session, select the Use the Citrix Client for Java hen
connecting from a Web browser option. With this option selected, the Connection Broker launches the
Citrix JICA client that is hosted in the Leostream Connection Broker. See the Leostream Choosing and Using
Display Protocols guide, available on the Leostream Resources Manuals Web page for more information on
using the Citrix JICA client with Leostream.

The Citrix JICA client can be used with Resource Profiles that include a Java Access Control Resource Policy.

Cisco® 55xx SSL VPN Setup

The Leostream Connection Broker integrates with Cisco ASA 5500 Series clientless (Web) SSL VPN devices.
Using a clientless Cisco SSL VPN, you can provide end-users with secure Web-based access to their desktops
in the datacenter, as depicted in the following figure.

1. User opens a connection
to the SSL VPN

5. 5500 series forwards

Connection Broker generated 6. RDP session setup between @
Web page to user Microsoft ActiveX RDP client in user’s
LAN Web browser and desktop @ @ %
Traveling Firewall * 2. 5500 series does 2-factor
User a "
,'4 Cisco ASA 5500 Series \ ACE Server Desktops in the Data Center
’

uthentication against the RSA
. 4
3. 5500 series performs K .

’
username / password g .

. . . 4 4
authentication against ' K

4. Connection Broker

Connection Broker ’  returns user specific Web
page and ActiveX plug-in
S
RSA ACE Server

Connection
Broker

§

$F

Active Directory
or LDAP

Configuring your Cisco SSL VPN and Connection Broker to work together consists of the following steps.
1. Use the Cisco SSL VPN ASDM interface to configure the following:

e A bookmark for the Connection Broker
e A policy that applies the bookmark to a group of users

2. Setup the Connection Broker protocol plan to launch an ActiveX RDP session when accessed
through the Cisco SSL VPN. The user must log in using a Microsoft Internet Explorer Web browser.

The following sections describe these steps in more detail. For complete instructions on working with the
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Cisco SSL VPN ASDM interface, see the ASDM User Guide available from the Cisco Web site.

General Cisco SSL VPN Setup

Before you begin integrating your Cisco SSL VPN with your Connection Broker, ensure that you have done
the following.

Install software version 8.0 or higher on the Cisco ASA device.

Install ASDM version 6.1. The following examples use version ASDM version 6.1.

Ensure that your inside and outside network connections are properly configured. For example, in
the following figure the SSL VPN has an IP address of 192.168.1.1, and has two configured
networks. The inside network is named CorpNetwork, and the outside network is named
outside network.

[ Cisco ASDM 6.1 for ASA - 192.168.1.1

File Wiew Tools Wizards ‘window Help

& R i o Y &3
éjﬁ Hame: O'e..é} Configuration D IManitoring ‘ D Save @Refresh| Back d Forward| ﬂ‘) Help |
Device List Dl Configuration > Remote Access YPN > Advanced > HTTP Redirect

% add [ Detete & Connect

165.10.2

Connection Profiles
[ portal
Bonkmarks
. 8 Client-Server Plug-in:
Customization
Help Customization
Port Forwarding
Smart Tunnels
2 web Corerits
8 Group Palicies
[ Dynamic Access Policies
ndvanced
€77 Easy YPM Remote
=) ? AdafLocal Users
ABA Server Groups
55 LDAP Attribute Map
L] Lacal Users
2] @ Secure Deskhop Manager
=] Certificate Management
2] 'EE Language Localization
{5 DHCP Server
o3 DNS
£ T Advanced
45+ Connection Gateway
-8} S5 Settings
Certificate ko S5L VPN Co

HTTP Redirect

: %] 192.168.1.1 |
92,

Remote Access¥WPN 1 8 X

-
tless S50 WPH Access

Configure HTTP redirection and port.

| Interface | HTTP Redirection
o

You can optionally turn on HTTP redirection for the outside network, to allow users to reach the SSL
VPN URL using either HTTP or HTTPS. To enable HTTP redirection:

1. Open the Advanced node in the Remote Access VPN tree.

2. Select HTTP Redirect, as shown in the previous figure.

3. Double-click on the entry for your outside network, labeled outside networkinthe
previous figure. The following dialog opens.
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[ Edit HTTP/HTTPS Settings x|

Interface: outside_network

[ Redirsct HTTP to HTTPS

HTTP Part: |80

[ ]

Cancel I Help |

4. Check Redirect HTTP to HTTPS to turn on redirection.

5. Enter the HTTP port number.

6. Click OK.

Configure your DNS server on both the inside and outside network, as shown in the following

figure.

[ Cisco ASDM 6.1 for ASA - 192.168.1.1

File View Todls ‘Wizards Window Help

@ Home

O(zé,} Configurat\on‘ @ Monitoring ‘ D Save @ Refresh | o Back. -J Farward ‘ '? Help |

Device List a B X

& add [ Delete & Comnect

o m 192,168,102

192.155.1.1

ientless SSL VPN Access
i Cannection Profiles

&
. {79 Bookmarks

Custamization
Help Customization
Port Forwarding
Smark; Tunnels
: Web Cortents
- roup Policies
o Drvnamic Access Policies
-- Advanced
7] Easy YPN Remote
=] ? AnAfLocal Users
LRI AR Server Groups
- LDAP Attribute Map
L] Lacal Users
- fB} Secure Desktop Manager
[ Certificate Management
-1 Language Localization
i DHCP Server

o
- Advanced

Client-Server Plug-ins

C ion > Remote Access YPN > DNS

Specify how to resolve DNS requests,

DS Setup

€+ Corfigure one DMS server group € Configure multiple DMS server groups
Primary DMNS Server: |172‘29‘229.105
Secondary Servers:
Domain MName: ||ensmaam.net\

DHS Lookup

To configure DNS, enable DHS lookup on at least one interface.

Interface | DNS Enabled |

Corphetwork, =

DNE Guard

This function enforcss ons DRS response per query. If DS inspection is configured, this option Is ignored on that interfacs.

[~ Enable DMS Guard on all inkerfaces.

If the outside network is not aware of your DNS, you may see name resolution errors when users
try to connect to their desktops on the internal network.

You can set up the Cisco SSL VPN using the ASDM Web interface, the command line, or some combination
of both. If you are using the command line interface, see the Cisco Security Appliance Command Reference
for information on the available commands. Note that certain commands can be run only in a certain mode.

See the “Using the Command Line Interface” section of the previously reference guide for more
information.

The remainder of this section describes how to use the ASDM Web interface to configure your SSL VPN to
work with the Connection Broker.
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Setting up the Cisco SSL VPN to Work with the Connection Broker

Configuring a Connection Broker Bookmark

To create a bookmark for your Connection Broker, navigate to the Clientless SSL VPN Access > Portal >

Bookmarks node in the Remote Access VPN tree, shown in the following figure.

[ Cisco ASDM 6.1 for ASA - 192.168.1.1

Fle View Tools Wizards Window Help

@ Hame Ot.‘é} Cunﬁguratlon| D Monlturlng| o) Fave GRefresh‘ Back J Forward| Q Help|
Device List o B X Configuration > Remote Access YPN > Clientless 551 YPM Access > Portal > Bookmarks
4 add [ Delete 387 Connect
Configure bookmark lists that the security appliance displays on the SSL PN portal page.
B 192,168.10.2 L Addl z?Edutl o De\atel & Impnrtl & Expnrtl
Template

Remote Access ¥PN a 8 X

- @ Tneroduction
£B} Metwork (Clisnt) Access
nitless SSL PN Access

Customization
: Help Customization

Part Forwarding
- B Smart Tunnels

L 1) web Cantents

Either add a new bookmark list, or add the Connection Broker bookmark to an existing list.
To edit an existing bookmark list:

1. Select the bookmark list.
2. Click Edit.

To create a new bookmark list:

1. Click Add. The Add Bookmark List dialog, shown in the following figure, opens.

[ Add DookmarkList
Bookmark List Mame: ll—
Bookmark Title | URL | Add
Edit |
Delete I
Move Up |
[aye Dovin I

x

ok I Cancel | Help |

2. Inthe Bookmark List Name edit field, enter a name for this bookmark list, for example
ConnectionBroker
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Add a bookmark to the new or existing bookmark list, as follows.

1. Click Add. The Add Bookmark dialog, shown in the following figure, opens.

B2 Add Bookmark

Bookmark Title: |

URL: [ =] i |
Cptional Settings
Subtitle: |

Thumbnail: I-- MNong -« Manage

[~ Enable Smart Tunnel option

I Blloy the users b bookmark the Ink

Advanced Dptions S

URL Methad: {+ Get " Post

Past Parameters

& ndd | @ Edit | ] Dslete

Name |

Walue

ok | concel | mep |

Enter a name for the bookmark into the Bookmark Title edit field.

3. Select https from the URLdrop-down menu.
Enter your Connection Broker hostname or IP address into the URL edit field.

The remaining fields can be left at their default values, including selecting the Get option for the URL
Method advanced option. Click OK on the Add Bookmark page.

6. Click OKon the Bookmark List dialog.

The new or updated Connection Broker bookmark list appears in the Clientless SSL VPN Access > Portal >
Bookmarks node, as shown in the following figure.

& Cisco ASDM 6.1 for ASA - 192.168.1.1

File View Tools Wizards Window Help

@) Home [ mentoria | () save @ Refresh | Q) Back () Ferward | D hop |

Device List & 8 x

% add [ Delete 387 Connect
Configure bookmark lists that the security appliance displays on the S5L WP portal page.

o [ml192,168.10.2 & Addl = Edltl o De\atel dh Impurtl & Expnrtl

o%»} Canfiguration

Configuration > Remote Access YPN > Clientless 551 YPN Access > Portal >

Remote Access ¥YPN 1 3 X

ntroduction
Jetwork (Client) Access
=) [ Clientless 551 4PN Access

&0} Connection Profiles
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Single Sign-On URL Post

Cisco ASA 5500 Series SSL VPN devices support forms-based authentication pass-through. You can use a
Post URL method with the appropriate parameters to achieve single sign-on through the Connection Broker
bookmark.

To perform single sign-on, the Connection Broker requires a form post with the following format:

http://cb.yourcompany.com/index.pl?user=userName&password=pwds& DATA FIELDS=
password%2Cuser& FORM SUBMIT=1

Where:

® cb.yourcompany.com is your Connection Broker address
® userName is the name of the user to log in
e pwd is the user’s password

Look at the list of Clientless SSL VPN Macro Substitutions for a list of available parameters to pass through
the user name and password.

Assigning the Bookmark to a Group Policy

To create a group policy with access to your Connection Broker bookmark, navigate to the Clientless SSL
VPN Access > Group Policies node in the Remote Access VPN tree.

Create a new policy, or edit an existing policy, and ensure that the Bookmark List assigned to that policy
contains your Connection Broker bookmark. For example, in the following figure, the default group policy
selects the ConnectionBroker bookmark list created in the previous section.

8 Edit Internal Group Policy: DAtGrpPolicy x|
[ Gemers | Bookmarklist: ConnectionBroker | manage...
.. Optians URL Entry: + Enable (" Disable
File Access Contral
File: Server Entry: (% Enable ¢ Disable
File Server Browsing: ¥ Enable (" Disable
Hidden Share Access: " Enable {* Disable
Port Fowarding Contral
Park Farwarding List: | Mone — | Manage...
I~ Autc Applet Download
Applet Narme; |Apphcation Access
Smark Tunnel
Smart Tunnel List: I-- Mone - LI Manage. ..
I~ Auto Start
ko Sign-on Server List: | Mone — | manage...
indows Dormin Mame (optionalyy [T
Activey Relay
Actives Relay: (¢ Enable (" Disable
More Options ¥
| Finds @ next @ Previous
fol's | Cancel Help
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Connection Broker bookmarks do not require port forwarding or smart tunnelling.

Assigning Users to a Group Policy

You can define users locally in the SSL VPN device, or set up an LDAP attribute map to use existing Microsoft
Active Directory authentication servers. In either case, ensure that your users are correctly assigned to the
group policy that contains your Connection Broker bookmark.

Configuring Protocol Plans in the Connection Broker

To configure a Connection Broker protocol plan for users logging in through the Cisco SSL VPN
1. Go to the Edit Protocol Plan page for the protocol plan used in that user’s policy.

2. Select 1 from the Priority drop-down menu for ActiveX RDP the Web Browser section, as shown in
the following figure.

Web Browser

URL redirect on user logout

ActiveX RDP Priority: | 1 M /

Configuration file
MsRdpClient.server = "{IP}" A
MsR ent.UserName = "{USER}"

MsRdpClient.Advanced3ettings.ClearTextPassword &

Allow connections through NATd VPNs

RDP Priority: | Do not use

Configuration file

desktopheig

VNC Priority: Do not use

Configuration file

[connection]

External viewer Priority: Do not use

Configuration file
If you enter & URL (=.g. -

redirected to it. b

3. Select Do not use from the Priority drop-down menu for all other protocols in the Web Browser
section, as shown in the previous figure.

4. Edit the default configuration file into the Configuration file edit field, as required.
5. If the user is logging in through a NAT’d VPN, select the Allow connections through NAT’d VPNs
option. If this option is not selected, the user’s credentials will not be properly passed through and

they will not be able to access their desktops.

Cisco provides a customized Microsoft ActiveX controller that must be installed on each client that a user
logs in through.
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Logging in Through the Cisco SSL VPN

To log in through the Cisco SSL VPN, point your Web browser to the URL of the clientless SSL VPN appliance.
The Logon page opens, for example:

{Zhttp:

@ | https:/152.188.1.1/+CSCOE +/logon himlrab=08a1 =az=Bas=1

192.168.1.1/ +CSCOE +/logon.html?a0=08&al =&a2=&a3=1 - Windows Internet Explorer

T

ﬁ &'Qf @https:fﬂlQZ‘168.1‘1f+CSCOE+HogDn.html?aD:D&al.H| |

Logon

Username [remote]

T S P b e B T et e F G b FEEET s — by

1]
L R N T T e A T Vi T

When you click Logon, the Cisco SSL VPN passes your username and security token to an RSA server for
authentication. If the authentication is successful, your bookmarks page opens, for example:

(j“https:,«";"l‘]z.lﬁﬂ.l.l,‘-"+E5EDE+,‘-"portaI.htmI - Windows Internet Explorer

@.k o= [ hetpsifinsz. 168,11+ CSCOE+ fportal. heml

‘Er:? &'ﬁ? & https: 192,168, 1, 1j+CSCOE+portal heml | |

@ T Address |mtp'if jl Brawse ‘.'.

@‘: Web Access -
| eb Bookmarks -~
@ File Access & ConnectionBroker I

It T e T B AT b b TS AN it s ST T [ oy grop s

e A Yy

Click on your Connection Broker bookmark to open the Connection Broker Sign In page, shown in the
following figure. This Web page is similar to the normal Connection Broker Sign In page, with the addition
of the Cisco toolbar, show on the left side of this figure.

{ZLeostream - Windows Internet Explorer

@\ y - Ig‘ https: /{192,168, 1, 1/+CSCO+10756767633A2F2F 3137 322E 32392E3232392E36 34+ +-CSCO-3h--indesx. pl

U5 & @ Leostream | |

STREAM (=~

Sign In

User name

Password

Signing in constitut
scoeptance of the |i

em

Log into the Connection Broker and, if necessary, select the desktop you want to launch. If you have never
connected through your current client, the Cisco SSL VPN prompts you to download an ActiveX controller.

You can return to your bookmarks page by clicking the Home button in the Cisco toolbar.
Using the Cisco Systems VPN Client with Leostream Connect

The Windows version of Leostream Connect can automatically establish a secure tunnel using the Cisco
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Systems VPN Client, providing seamless and secure single sign-on for end users. Leostream Connect uses
vpngui.exe to launch the tunnel and then automatically connects the user to their remote desktop using
the protocol defined in the Leostream Connect and Thin Clients Writing to Leostream API section of the
protocol plan.

To enable this feature, check the Use Cisco VPN client to establish secure tunnel for connections option at
the bottom of the Leostream Connect and Thin Clients Writing to Leostream API section of the protocol
plan, shown in the following figure.

Cisco VPN client

Use Cisco VPN client to establish secure tunnel for connections
Establish tunnel pricr to desktop connection; tear down when connection closes

Profile

When the Cisco option is selected, as shown in the previous figure, the Profiles edit field appears. Enter a
valid profile (the contents of a PCF-file) in the Profiles edit field, for example:

[main]
Description=Authentication to your domain
Host=enter-cisco-vpn-ip
AuthType=1
GroupName=dev

GroupPwd=
enc_GroupPwd=enter-password
EnableISPConnect=0
ISPConnectType=0
ISPConnect=
ISPPhonebook=
ISPCommand=
Username=enter-username
SaveUserPassword=0
UserPassword=
enc_UserPassword=
NTDomain=
EnableBackup=0
BackupServer=
EnableMSLogon=1
MSLogonType=0
EnableNat=1
TunnelingMode=0
TcpTunnelingPort=10000
CertStore=0

CertName=

CertPath=
CertSubjectName=
CertSerialHash=
SendCertChain=0
PeerTimeout=90
EnableLocallAN=0

After you define your protocol plan, assign it to the pools of desktops used in each policy, as shown in the
following figure.
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Desktop Assignment from Pools i i
Each poolin the policy

Pool: | Select v is assigned a particular

Protocol plan
When User Logs into Connection Broker

MNumber of desktops to offer: 1 hd
Select desktops to offer based on: User ("follow-me" mode) v
Display to user as: Desktop name v
Allow users to reset offered desktops: | Mat allowed v

[l Offer running desktops without a Leostream Agent
[ Offer stopped and suspended desktops

When User is Assigned to Desktop

[IRevert the desktop to its most-recent snapshot

[JLog out any rogue users

[JEnable single sign-on to desktop console (VNC and PColP, only)
[IPrevent user fram manually releasing desktop

[J Adjust time zone to match client {Leostream Connect and HP SAM. only)
Blans Choose the appropriate
Protocal: Default v | < plan from the "Protocol”
drop-down menu.

Power control: | Default »

Release: Default »

When the protocol plan enables login through the Cisco VPN Client, Leostream Connect assumes the VPN
client is available. The user cannot connect to their desktops if the client device does not have an installed
Cisco VPN Client. Therefore, you must create separate protocol plans for users that will log in from clients
that may or may not have an installed Cisco VPN Client. Use these two protocol plans in different policies,

and assign the policies to the user based on the user’s location.

For example, in the following figure, the user is assigned the RemotePolicy when they log in from home,

but is assigned the 0f ficePolicy when they log in at the office. The policy RemotePolicy uses a

protocol plan that enables the Cisco VPN Client feature while the policy 0Of ficePolicy disables Cisco VPN

Client logins.

Assigning User Role and Policy
In this section you can set up rules to assign Users to Roles and Policies based on
their group membership. Optionally use the Order column to re-crder the rows.

Attribute Conditional
memberOf Contains v

The Conditional setting controls how the user's Active Directory Attribute and entered
Attribute Value must match, in order for the user to be assigned that role and policy.

COrder  Attribute Value Client Location User Rale User Paolicy
1 Development + | InOffice — OfficeRole v | & | OfficePolicy
2 Development + |AtHome v — RemoteRole | & | RemotePolicy v

For information on creating locations, see Creating Locations. For information on assigning policies to users,

see Chapter 14: Assigning User Roles and Policies.

Oracle Secure Global Desktop Setup

Oracle Secure Global Desktop (SGD) Software is a Web browser-based application that delivers desktop to

nearly any client device, using RDP and the Oracle AIP protocols. The following sections describe general

SGD server setup and Leostream integration.
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General Oracle Secure Global Desktop Server Setup

For new SGD installations, in order to integrate Leostream with SGD, you must first configure your SGD
server, as follows.

1. Go to your SGD administrator Web interface, shown in the following figure, at the following
address:

http://hostname/sgdadmin

Where hostname is the IP address or host name of your SGD server.

& 1t //10.110.32.114/sadadmi

Sun Secure Global Desktop
Administration Console

User Name: |administrator
Password: |eseese

2. Log in with your root username and password.

3. Inthe list of Secure Global Desktop Servers, click on the link associated with the SGD server you
want to integrate with Leostream. For new installations, there is a single item in this list,
corresponding to the SGD server you logged into, as shown in the following figure.

J Secure Global Desktop Servers ‘ Sessions ‘ User Profiles

Secure Global Desktop Servers
Secure Global Desktop servers are machines running the Secure Glob:

and increases the reliability. One server in the array is the primargserve
additional servers to the array.
Secure Global Desktop Server List (1)

|

Server % Status
You are now editing the SGD server configuration

 sadbuild.leostream.net Primary Server @ Up
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4. Click on the General tab, and configure the following:
a. In External DNS Names enter:
*:sgd-hostname
where sgd-hostname is the fully qualified domain name of your SGD server
b. Check User Login

5. Click the Jump To Navigation View link above the General tab, shown in the following figure.

Object View (_Jump To Navigation View

bject History: | sgdbuild.leostream.net

Prof

General Security Performance Engines User A

sgdbuild.leostream.net - General

Type: Primary Server

6. Click on the Global Settings tab.

7. Click Change Secure Global Desktop Authentication, as shown in the following figure.

Navigation View Jump To Object View
Secure Global Deskiop Servers Sessions User Profiles Applications Application Servers Global Settings

Secure Global Desktop Authentication Application Authentication Communication Performance Client Device

Secure Global Desktop Authentication

Tokens and Cache
Token Generation: [] Enabled [55=7]
Password Cache: Activated (520 |

The user name and password are stored in the password

€ when checked

Q Change Secure Global Desktop Authentication...

8. Follow the instructions in the window that opens to configure your authentication systems and
domain.

9. After you have configured your authentication systems, click the Licenses tab.

10. Enter your license keys.
Installing Leostream Connect

The Java version of Leostream Connect can be used in conjunction with the Secure Global Desktop software
to provide end users with a consistent experience when logging in from local clients and through the SGD
Web browser.

To use Leostream Connect with SGD, first install Leostream Connect on the SGD Server, as follows.

1. Download the Leostream Connect installation file.
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2. Run the installer, using the following command:

java -jar LeostreamConnectJava-x.xX.x.x.Jjar

Where x. x. x.xis the version number at the end of the installer file name.

3. Step through the installer as instructed in the Leostream Installation Guide. When you reach the

page for Additional Tasks, ensure that you select the SunGlobalDesktop option, as shown in the
following figure.

Leostream Connect Setup

Additional Tasks ~

* Select the additional tasks you would like to perform during the installation.
Note: Grayed packs are required,

M| LeostreamConnect)ava 7.04 MB

[¥  SunGlebalDesktop 64,43 KB
~Description

Sun Global Desktop Integration !

Total space Required: 7.1 MB

Available space: 2,22 GB

Copyright ® Leostream Corporation 2002-2010

Back Cancel

4. Click Next.

5. Inthe Leostream Connect Configuration page, shown in the following figure, enter the appropriate
name for your SGD application.

ot Leostream Connect Setup e

Leostream Connect Configuration ~

You may configure the SGD application below.

Leave the field blank to skip automatic application integration for manual
installation.

You must enter the Tarantella fully-qualified name for application.

Look at the Sun Clobal Desktop documentation for more information.

Application Tarantella Federated MName:

Copyright ® Leostream Carporation 2002-2010

Back | [t

Cancel

6. Click Next. If the SGD name was entered correctly, the installer automatically configures a
Leostream Application for use with SGD.

If you do not know the appropriate SGD name, leave the edit field blank and click Next to finish the
Leostream Connect installation.
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7. After you install Leostream Connect, if you did not configure the name of the SGD server in step 6,
manually configure your SGD server, as described in the following section.

Adding a Leostream Application

If you left the name of the SGD application blank when installing Leostream Connect, you must manually
add a Leostream Connect application, as follows.

1. Inthe SGD Administration Console, go to the Applications tab.

2. Click the New button in the All Objects Under Applications section, shown in the following figure. A
new window opens.

| | |
Applications | Application Servers  Global Settings ~ Caches |

\ Applications

Al Objects Under Applications (12)

[g_?j@ ™[ new.. || H, ligate H Reload |[— More Actions — | | @
‘ 1 Name * | Type
EERED | 3270 Application

O | 5250 5250 Application

O Applications Group

Deg Wil Application

g gI]NEW Objectw(JumEysv to a New Page)k % Apphcm;p

O gnome-edit (qst-rh-sgd) X Application

O | MyDesktop Windows Application

O Sun VDI Desktop Windows Application

[0 | Sun web site Document

O VT420 (qst-rh-sgd) Character Application

O xclock (qst-rh-sgd) X Application

3. Inthe Create a New Object window:
a. Enter LeostreamConnectJava (or your name of choice) in the Name edit field
b. Select X Application

c. Click Create

The Create a New Object window closes and the new application appears in the All Objects Under
Applications list.

4. Click onthe LeostreamConnectJava link in the All Objects Under Applications list to edit the
application.

5. Inthe General tab, shown in the following figure, click on the Edit button to modify the icon
displayed to the end-user.
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General

Launch  Pr i . Per Client Device Hosting Application Servers  Assigned User Profiles

LeostreamConnectJava - General

Type:

X Application

Location: Applications

Designation

*
Name:

| LeostreamConnectJava
This is the name that users see

Comment:

Icon:

Optional comment field for administrator notes

®

database.gif

[Edit Icon (Opens a New Window)]
The icon that users see. Select an icon from the popup list

6. Click on the Launch tab and enter the following information:

a.

In Application Command enter:
/opt/tarantella/bin/jdk.i31i 1.6.0 13/jre/bin/java

The jdk.1i311 1.6.0 13 portion of the path will differ in your installation. Use the JDK
version number associated with the version found on your SGD server

In Arguments for Command enter the following command, as one line:

-DLeostreamLogDir=/opt/leostream/logs -DLeostreamConfFile=/opt/leostream -
jar /opt/leostream/LeostreamConnect.jar

Where the directory /opt/leostream will differ based on your Leostream Connect
installation directory in your Secure Global Desktop server.

The directory used to store the logs must be writeable by all users. You can omit the
LeostreamLogDir option. In this case, the log files are stored in the . leostream
directory for every user that logs into the SGD server.

Select ssh for the Connection Method.

Enter —X into the ssh Arguments field.

In Login Script, replace the default with 1eo unix.exp.

Check the Enabled checkbox associated with Keep Launch Connection Open.

In the Session Termination drop-down menu, select No Visible Windows.

Click Save.

The following figure shows the configured Launch tab.
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‘Geneni‘uuncn‘ " - Clie "““'-“'Sewersi Profiles \pplication Sessions

LeostreamConnectJava - Launch el [R

Type:  XApplication
Location: Applications

Application Command: : i31i_1.6.0_1

Full path to the application that runs when users click the link. For Windows applications, leave this setting blank to start a full Microsoft Windows session rather than a particular application.
Arguments for “DLeostreamConfFile=/optieostreamic.conf -
Command: jar loptieostream/LeostreamConnect jar

Command-line arguments to use when starting the appiication. For X applications, do not include the -display argument: the display is set automatically for each user.
Connection Method: O rexec

O telnet

® ssh

Ssh Arguments :  [X

Mechanism used by the Secure Global Deskiop server to access the applcation server and start the application
X Security Extension: [ Enabled
Enabiing the X security extension restricts the operations that the X application can perform in the X server and protects the display.
Login Script: [ieo_unixexp
The login script that runs o start this appication. Only change this setting if you are having problems starting appications of if you have created you own login script
Environment Variables:  [LD_LIBRARY_PATH=/usrlib

Any environment variable setings needed to run the application. Quote any environment variable seftings that contain spaces. Do not set the DISPLAY variable as this is set automatically for each user.

Number of Sessions:

imited
MaxperUser. [3
Maximum number of instances of an application a user can run simultaneously.
Appiication Resumability: () Never
@ During the User Session
O General

Timeout minutes

For ‘During the User Session’, the timeout specifies how long a suspended appiication is resumable if the connection to Secure Global Desktop is lost. For ‘General, the timeout specifies how long a suspended application is resumable after the user has logged out or the connection to Secure Giobal
Desktop is lost. The global setting defines the effective value unless the value is defined here. See Global Setting

Keep Launch Connection [ Enabled
Checkthe box if users experience efther of these symptoms: the appiication appears to start and then immediately exis; the appiication has problems shuting down (in this case, also set the Session Termination setting to Login Scrpt Exct).
Session Termination: No Visible

indows &2
The condition for when an appication s

on ends
Window Close Action:

What hannens if the 11ser cinses the main analication window 1isinn the Windnw Mananer decarafion

7. Click on the Presentation tab and enter the following information:
a. Inthe Window Type drop-down menu, select Kiosk.
b. Check Enable Kiosk Mode Escape.

c. Inthe Window Manager edit field, enter the path to the Window Manager to use for this
application, for example:

/usr/bin/gnome-wm

d. Select Custom Color for the Window Color, and enter in your color choice. Leostream
recommends entering white or blue.

e. Inthe Color Depth drop-down menu, select 16-bit - Thousands of colors.

f. Click Save.

The configured Presentation tab appears as shown in the following figure.
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General i Launch ‘ Presentation Performance Client Device Hosting Application Servers

L nnectJava

Type:  XApplication
Location: Applications

Window Type:

SWM Local Window
Hierarchy:

Kiosk Mode Escape:

Window Manager:

Window Size:

Window Color:

Color Depth:

Hints:

Client Window Management is recommended for applications with many top-level resizable windows. Independent Window is recommended for Windows applications. Kiosk is recommended for full-screen desktop sessions. Seamless Window is not recommended for full-screen desktop session
use a kiosk or independent window instead.

[ Enable s Local window ierarchy
Needed for Seamless Window Mode compatibiity with some Borland applications.

Enable Kiosk ode Escape
Enable or disable the drop down menu bar in kiosk mode appications.

/usribin/gnome-wm

Any Window Manager to use for the appication. You can aiso use this to name any other appications to run alongside the main appiication. You can name as many applications as you want
[¥ Clients Maximum Size

Check the box to ensure the application fils the user's screen when it starts. Clear the box to size the application according to the object's Width and Height seftings.
[ Scale to Fit Window

If this setting is checked, the appiication s always scaled to fit the window in which it s displayed. If you re-size the window, Secure Global Desktop scales the appication to fit the new window size and scroll bars will never display.
Width: pixels  The minimum width is 10 pixels, the maximum 65535 pixels.

Height pixels  The minimum height is 10 pixels, the maximum 65535 pixels.
© Default Colors
@® Custom Color

white

To show the standard X “root weave” pattern, choose Default Colors. To use your own color, choose Custom Color and enter the color in the box,

16-bit - Thousands of colors v

The greater the number of colors, the more memory is required on the Secure Global Desktop server and on the client device, and the more network bandwidth is used between them.

Allows appication developers finer control over the use of this object. Hints should be of the form name=value and separated by a semi-colon

[EEETH

o

‘mlm\mm]mm‘mmuemel_wwmm

Click on the Client Device tab and enter the following information:

a. Check the Sent to the Remote Session checkbox in the Window Management Keys
section. This checkbox is disabled if you did not set the Window Type to Kiosk in step 7.

b. Click Save.

The following figure shows the configured Client Device tab.

LeostreamConnectJava - Client Device

Type:  XApplication
Location: Applications

Keyboard Map:
Window Management
Keys

Euro Character:

Copy and Paste:

Audio Redirection Library:

Mouse:

Middie Mouse Timeol

Monitor Resolution:

| assigneduserproties | ppication sessions |

Locked
Check the box to ensure the keyboard mappings may not be changed.

Sentto the Remote Session

Key shortcuts which deal with window management can either be sent to the remote session or acted on locally. This setting is effective for Kiosk Mode only.
O i508859-15

@® Unicode

The keycode mapping required by the applcation to support the euro character. Most euro-compliant applications currently use iS08859-15. To display the euro character, you must configure your application to use an is08859-15 font using the Arguments For Command setting.
Enabled

Application's Clipboard Security Level:  [3

The securty level can be any postive integer. The higher the number, the higher the security level You can only copy and paste data to an application if t has the same securty level or higher as the source application

Enabled

Facitates Unix Audio for X applications which use hard-coded devices for audio output. The global Unix Audio setting disables the ediing of tis setting. See Global Setting

[ Only 3-Button Mouse Supported

Check the box if the appiication only supports a 3-button mouse.

100 milliseconds

The maximu time that may elapse between pressing the left and the right mouse buttons for the action to be treated as a middie mouse button operation

dpi

The monitor resolution (in dots per inch) that Secure Global Desktop reports to X applications asking for this information. Some X appiications need this value to determine what font size to use. If you leave this setting blank, the value specified in the X Protocol Engine tab for the Secure Global Deski
server is used

9. Click on the Jump To Navigation View link above the set of tabs.
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10. In the All Objects Under Applications list, click on the Applications link, shown in the following
figure. It should have the type Group.

J Applications

Applications

| [ New... || Deicte || Dupiicate |[ Reload |[—More Actions — ] | @

Name % | Type %
,D 3210 3270 Application

\\%‘ 752507 5259 Applicqtion

| \ Applications | Group

| O |Dgue : i i

O T 1V|ew Object (Jumps to a New Page)i X

| O | gnome-edit (gst-h-sgd) X Application

LD __| LeostreamConnectjava X Application

| i My Deskiop | Windows Application

| O | sunVDIDesktop ‘ Windows Application

| O | sunwebsite Document

Lg | vT420 (gst-h-sgd) Character Application

O | xclock (gst-th-sgd) X Application

11. Click on the Members tab, shown in the following figure.

Object View Jump To Navigation View  Object History: | Applications v

|| coort | wmoes | J

Applications - Members

Type: Group
Location: Applications

Effective Members

Member Name Type Location | Assignment Type |
SunyDIDesktop | Windowsspplication: [iAnplications ). Direct
Development Windows Application | Applications | Direct
L onnectiava | X Appli i | Direct
gnome terminal (gst-rh-sgd) | X Applicati icati Direct
anome edit(strivag) | XApplicat [cations | Bifect
VT420 (gst-rh-sad) | Character Application | Applications | Direct
xclock (qst-rh-sgd) | X Application Applicaiiuns Direct

Editable Members

(B I [ace J&=ec |

| Member n{Add Assignment (Opens a New Window)lon

[ | sun vDI Desktop Wind i ication:
D Development i )
| LeostreamConnectiava | XApplication | Application:
01/ gnome terminal (astrh-sqd) | XApplication | Applications.
GiPF o A oriedio ==
[ | vT420 (qst-h-sgd) Character Application | Applications
O xlock(asthsgd) | XApplication | ppication

12. In the Editable Members section, click Add.
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13. In the Add Application Member window that opens, shown in the following figure:
a. Check the box before your LeostreamConnectJava application.

b. Click Add, as shown in the following figure.

("ﬁ!:@pr:llﬂr). 1 19 372. 1J4I -7Add Assjgnmer}ﬁ - Wirjgaws Internet gxprlorrer

Administration Console

Name: Applications

Add Application Member Type:  Group
Selectthe objectto assign Location: Applications
Search Applications: | Search
<2 Applications | ;
Applications

P System Objects

All Objects Under Applications (12)
EEN

‘ i Name L% ‘ Type %
0 | 3270 | 3270 Application
O | 5250 5250 Application
| Applications | Group
O Development Windows Application
[ | gnome terminal (gst-rh-sgd) | X Application
[ | gnome-edit (qst-rh-sgd) X Application
LeostreamConnectlava X/ <
My Desktop Windows Application
[ | sunvol Desktop | Windows Application
[ | sun web site | Document
[ | vra20 (qst-rh-sad) Character Application
[ | xclock (gst-rh-sgd) X Application

You must mark the LeostreamConnectJava application as an editable member to assign
Leostream Connect as a usable application for all users.

Logging in to Secure Global Desktop with Leostream Connect

End users can access their Leostream assigned desktops via SGD by going to the following Web page:
http://hostname/sgd
Where hostname is the IP address or host name of your SGD server.

When the user enters their credentials into the SGD login page, they are presented with the SGD Webtop.
Leostream Connect appears as one of the applications in the Webtop.

When the user clicks the Leostream Connect application, a new Leostream window opens. Leostream
Connect automatically authenticates and user, logs them into the Connection Broker, and displays the
user’s available resources. If the user is assigned a single desktop, Leostream Connect automatically logs
the user into that desktop. The user does not need to reenter their credentials at any point in this process.

Currently, users must have a local account on the SGD server.
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F5® FirePass® SSL VPN Setup

The F5® FirePass® SSL VPN supports HTTP form-based authentication, as shown in the following figure.

For the group: | Dafadk

Authentic ation Schame

TEUT CUfERT BT LBUEN SONeSE o
HTTP form-based authenticatian.

=t UL hap R
Porm cton hap TR
Form parsmater for usar cama usar

Fors parsmater for passmcnd pasraned

HadSe® fonm daesaters NS vile

rban crly cne namatwalue par

& By presencs of ppachc osoi

Sopkon ram |

Sk |

Lda® hifme

To configure:

Enter the Connection Broker address in the Start URL and Form Action fields
Enter user as the Form parameter for user name

Enter password as the Form parameter for password

In the Hidden form parameters and values enter:

PWNPE

_FORM_ SUBMIT=1
_DATA FIELDS=password,user

In the Successful logon detection, select By presence of a specific cookie, and enter a Cookie name
of uid.

You can test the login using the User name and Password fields at the bottom of the page.
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Chapter 17: Using Leostream with Teradici® PColP®
Remote Workstation Cards

Overview

Teradici® PC-over-IP® (PColP®) technology provides an optimal end-user experience when connecting users
to hosted desktops by delivering a true PC experience over standard IP networks. For more information on
the PColP protocol, please visit http://www.teradici.com/pcoip-technology.

This document describes connections from PColP zero clients to workstations with a PColP Remote
Workstation card, which is also covered in the Leostream Quick Start Guide with Teradici PColP.

Leostream supports additional PColP scenarios, which are described in the following documents.

1. For PColP connections from a PColP zero client to a virtual machine running a VMware Horizon View

Direct-Connection Plugin, see “Establishing Connections using a PColP Zero Client” in the Leostream
Guide to Choosing and Using Display Protocols.

2. For PColP connections from any PColP client (zero client, mobile client, or soft client) to a remote
workstation running the Teradici Workstation Access Software, see the Quick Start guide on Using
Leostream to Manage Remote Workstations with the Teradici Workstation Access Software.

3. For information on building a virtual workspaces solution using Leostream with the Teradici

Pervasive Computing Platform, see the quick start guide for Using Leostream with the Teradici
Pervasive Computing Platform.

4. For PColP connections from Leostream Connect or the Leostream Web client to a VMware View
client to a virtual machine running a VMware Horizon View Direct-Connection Plugin (see “PColP
Connections to VMware Virtual Machines” in the Leostream Guide to Choosing and Using Display
Protocols available on the Leostream Resources Manuals web page.)

The Leostream Connection Broker manages three distinct components in environments that include
workstations with PColP Remote Workstation cards.

o Desktop operating systems: Leostream manages connections to remote workstations running
Microsoft® Windows® and Linux operating systems. Desktops that support the PColP protocol
appear in the > Resources > Desktops page of the Connection Broker.

e PColP Remote Workstation Cards: Leostream automatically pairs the PColP Remote Workstation
card, the PColP hardware technology used to transfer information from the desktop to the client, to

the desktop operating system running in the workstation. PColP Remote Workstation cards appear
in the > Resources > PColP Host Devices page of the Connection Broker.

e PColP Zero Clients: A number of client vendors, such as Amulet Hotkey and Dell Wyse, have
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embedded PColP processors into their end-point, zero client hardware. With the single purpose of
image decompression and decoding, the PColP processor eliminates endpoint hard drives, graphic
processors, operating systems, applications and security software. PColP client devices appear in
the > Clients > Clients page of the Connection Broker.

Enabling PColP Support in the Connection Broker

In order to manage desktops that use PColP technology, you must enable the global PColP feature, as
follows.

1. Go to the > System > Settings page.

2. Select the PColP Remote Workstation Card support option, shown in the following figure.

STREAM (~

Status Resources Clients Plans Users System

log | JobQueue | Network | Settings | Skins | SNMP | XMLAPI | Maintenance |

Edit Settings

Enable Features
¥ PColP Remote Workstation Card support I
#| USB passthrough control

| User assignments tracking

Connection Broker forwarding

3. Click Save.

4. You must reboot the Connection Broker after enabling this feature, as follows:

Go to the > System > Maintenance page.
Select the Reboot the Connection Broker option.
Click Next.

Sign back into the Connection Broker, after the reboot completes.

o 0 oo

After you enable the PColP feature and reboot your Connection Broker, the Connection Broker adds the
following items to the Web interface:

e The > Resources page contains a new PColP Host Devices section. The > Resources > PColP Host
Devices page lists the PColP Remote Workstation cards registered with your Connection Broker.

e The > Resources > Centers page contains a new PColP Devices center. This center instructs the
Connection Broker on how often to refresh the information associated with your PColP devices, as
well as configures firmware updates and client bonding.

Enabling Single Sign-On to Remote Workstations

Leostream provides single sign-on to desktops running Windows and Linux operating systems when

connecting using PColP. Currently, Leostream supports single sign-on for Ubuntu and Red Hat Linux
operating systems.
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To enable single sign-on when logging into a Windows workstation from a PColP zero client, you must
install the Leostream Agent on the remote desktop. Select the Enable single sign-on for PColP VNC task
when installing the Leostream Agent on the desktop.

On a Windows operating system, the single sign-on task installs the Leostream Credential Provider.

To enable single sign-on for a Linux workstation, you must install the Java version of the Leostream Agent
with both the Enable SSO option and Desktop Experience option selected.

Registering PColP Remote Workstation Cards

Before you configure your Connection Broker to manage PColP devices, you must inventory your PColP
Remote Workstation cards in your Connection Broker and associate each card with the operating system
running on the workstation. You can use any of the following techniques to introduce PColP devices into the
Connection Broker.

e DNS SRV records — Configuring a PColP DNS SRV record registers PColP Remote Workstation cards

and PColP zero clients with the Connection Broker
e Add individual PColP Remote Workstation cards
e Bulk upload of a CSV-file

These techniques are described in the following sections.
Discovering PColP Devices Using a DNS SRV Record

PColP Remote Workstation cards and PColP zero clients automatically discover the location of the
Connection Broker through your network’s DNS server. When a PColP client or PColP Remote Workstation
card starts, it queries your DNS server for an SRV record that points to the Connection Broker.

? The Leostream Agent running in the desktop operating system queries a different SRV record to find the
location of the nearest Connection Broker. The two relevant DNS records are:

e Leostream Agent: connection broker
e PColP devices: pcoip-broker

When you add a PColP zero client to your network, the client contacts the Connection Broker specified in
the DNS SRV record. If the PColP Zero client is set to direct-connect to a host, Leostream switches the
client’s session type to Connection Management Interface and points the client to the Connection Broker
specified in the DNS SRV record.

If the PColP zero client already has a session type of Connection Management Interface, the Connection
Broker does not change the client to point to the Connection Broker in the DNS SRV record. In this case, you
must manually enter the new Connection Broker address (see Updating the Connection Broker Address in
Registered Clients).

When you add a new PColP Remote Workstation card to your network, the card also contacts the
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Connection Broker specified in the DNS SRV record. In this case, the Connection Broker adds the card to the
> Resources > PColP Host Devices page, but does not change the cards session type. PColP Remote
Workstation cards do not need a session type of Connection Management Interface to be managed by
Leostream.

The > System > Network page displays information about your DNS SRV records.

You can also check for the DNS SRV records using nslookup. Once you start nslookup, enter the following
commands at the nslookup prompt:

set querytype=SRV
_pcoip-broker. tcp.domain.name

Where domain.name is your domain name

If the record exists, nslookup returns the priority, weight, port, and SRV hostname. Otherwise, it returns
a message indicating the record is not found.

See the “Setting Connection Broker DNS Service Locations (SRV)” section of the Installation Guide for
information on configuring Connection Broker SRV records.

Adding Individual PColP Remote Workstation Cards

You can add individual PColP Remote Workstation cards to the Connection Broker, as follows:
1. Go to the > Resources > PColP Host Devices page.

2. Click the Add PColP Host Device link, as shown in the following figure.

STREAM (= Status | [RCESINES | Clients | Plans | Users | System

Centers | Tags | Pools | Desktops | Applications | PColP Host Devices | Printers

olP Host Device g
SUUBVICE -

3. Inthe Add PColP Host Device form that opens:
a. Enter a name for the PColP host device in the Name edit field.
b. If available, enter the device’s DNS name in the Hostname edit field.
c. Enter the device’s IP address in the IP Address edit field.
d. If the Power control available option is selected, the Connection Broker sends power-up
commands directly to the Teradici PColP host card. If this option is not selected, the
Connection Broker uses the method selected in the Power control for physical machines

option on the > System > Settings page.

e. Click Save.
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Uploading PColP Remote Workstation Cards

If the Hardware PColP Support option is selected on the > System > Settings page, the > System >
Maintenance page contains an Upload PColP host devices option. Select this option to upload PColP
Remote Workstation cards into the Connection Broker. In order for the Connection Broker to associated
PColP Remote Workstation cards with the desktops they are installed in, the cards must be present in the
Connection Broker before the Leostream Agent on the desktop registers with the broker.

By default, the uploaded CSV-file modifies existing PColP Remote Workstation cards, but does not create
new cards. To create new cards select the Allow creation of new PColP host devices option, shown in the
following figure. Specify new PColP Remote Workstation using either the ip or hostname field, but not
using both fields. New cards cannot be created using an id field.

Upload PColP Host Devices

File

Chooge File | Mo file chasen
\Cﬁ\ifiletn upload
Allow creation of new PColP host devices

[Uyioas)

If you do not select the Allow creation of new PColP host devices option, the Connection Broker indicates
if it cannot find an existing card and skips that row in the CSV-file.

When uploading PColP Remote Workstation card data, the CSV-file must have the following format.
e The CSV-file must be comma delimited
e Quotes must be double quotes

e The first row must contain the field names, separated by commas with no additional blank spaces,
and the data must be in the remaining rows

e The field names must match the field names in the terahost table in the data dictionary

e The only modifiable fields are:
(@] name

serial number

mac

ip

hostname

notes

O O O O O

e One of the following fields is required and must uniquely identify the client

o id (for updating existing PColP host devices, only)
o 1ip
o hostname (either ip or hostname must be specified, but do not enter both)

After uploading a CSV-file of PColP Remote Workstation cards, the Connection Broker performs a scan of
the PColP Devices center, and updates the PColP Remote Workstation card records with any additional
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information provided by the card.

For a list of field names and values in the client table, go to:

https://cb-address/download/account db.html#terahost

Where cb-address is your Connection Broker address.
Deleting PColP Remote Workstation Cards

You can remove PColP Remote Workstation cards from the > Resources > PColP Host Devices page using
any of the following methods.

1. Click the Delete action associated with a particular PColP Remote Workstation card

2. Select the Bulk action check box for multiple PColP Remote Workstation cards and then select
Delete from the bulk action drop-down menu, as shown in the following figure.

STREAM (=

Status Resources Clients Plans Use

Centers | Tags | Pools | Desktops | Applications | PColP HostDevices

Actions Name Hostname
v All v
dit | Delete  peoip-host-00225b0308b4  peoip-
dit | Delete  pcoip-host-0030040edfaf  pc
W J Edit| Delete  snapperHC-003004101a00  snapperHC

| Delete
rd

If bulk action check boxes do not appear in your > Resources > PColP Host Devices table, customize the
table so the Bulk action column appears (see Customizing Tables).

Adding Desktops that Support PColP Connections

You can register physical workstations with the Connection Broker using either the Uncategorized Desktops
or Active Directory center.

Adding Blades Using the Uncategorized Desktops Center

If you installed and started the Leostream Agent on the desktops prior to adding any entries to your >
Resources > Centers page, the Connection Broker automatically creates an Uncategorized Desktops center,
and imports the desktops into that center when the Leostream Agent registers with the broker.

If you created any center prior to the Agent registering with the Connection Broker, the Connection Broker
does not automatically create the Uncategorized Desktops center. In this case, you must manually add the
center to inventory the desktops. See Uncategorized Desktops for instructions on creating the
Uncategorized Desktops center.

360



Leostream Connection Broker Administrator’s Guide

Adding Workstations Using a Microsoft® Active Directory® Center

The Connection Broker can inventory desktops in your Active Directory services. After you add an Active
Directory authentication server to the Connection Broker (see Adding Microsoft® Active Directory®
Authentication Servers), you can add the desktops associated with that domain to the Connection Broker
inventory by creating an Active Directory center (see Active Directory Centers).

After you add the Active Directory center, the Connection Broker imports all the desktops in that center and
contacts the Leostream Agents running within the desktops. If the Connection Broker reaches the
Leostream Agent, it displays the Leostream Agent’s version in the Leostream Agent column on the >
Resources > Desktops page. The Leostream Agent attempts to discover each blade’s UUID from the BIOS,
and passes this information to the Connection Broker.

The Leostream Agent also provides the Connection Broker with information about any PColP host card
installed in the desktop. If the PColP host cards are already inventoried in the Connection Broker, the broker
automatically associates the correct PColP host card with the desktop. If the Leostream Agent cannot
obtain information about the host card, you must manually associate the PColP host card with the desktop
(see Associating PColP Host Cards and Desktops).

Duplicate Blades

Adding an Active Directory center after the Connection Broker imports desktops into the Uncategorized
Desktops center results in duplicate entries in the > Resources > Desktops page. The Connection Broker
always marks the entries in the Uncategorized Desktops center as the duplicate.

A duplicate occurs anytime the Connection Broker registers a desktop from multiple centers.

For example, the following figure shows two desktops named blade2 and BLADE2. The Connection Broker
marks blade2 in the Uncategorized Desktops center as a duplicate of BLADE2 in the Active Directory Center.

Sign Out

STREAM (~ i
Status | [ | Clients | Plans | Users | System Gett arted
Centers | Tags | Pools | Deskiops | Applications | PColP Host Devices
Filter this list: | Mo filter b
g Actions lame = Cente Use ,.._, Viode  Avwailability Power Status P Address PColP Host
b B v All ~ AL All v Al Al b
O Select ~ | BEAT AD Policy-driven Ayailable Running heat leostream.net
(] Select.. vr,B_Lﬁ«DEQ AD Policy-driven ﬁ«»‘ai\ah\a Running hlade2 leostream net 10 100 100 69

] Select.. »\ blade2 Uncatagorized Palicy-driven Duplicate Running 172.29.229.51 10.100.100.69

To remove duplicate blades, delete the Uncategorized Desktops center, as follows.
1. Go to the > Resources > Centers page.
2. Select the Edit action associated with the Uncategorized Desktops center.

3. Inthe Edit Center dialog, shown in the following figure, click Delete.
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Edit Center

Type

Uncategorized

Hame

Uncategorized

Refresh interval

2minutes v

This scan makes RPC calls to Daskops which can adds to its system load
[1Set newly-discovered desktops to "Unavailable”

Troubleshooting Missing Desktops

If desktops are not appearing in your > Resources > Desktops list, check for the following conditions.

e Is the desktop powered on?

e |sthe Leostream Agent installed and running on the desktop? If your desktops are imported into
the Connection Broker using the Uncategorized Desktops center, the Leostream Agent must be
installed, running, and able to communicate with the Connection Broker. Stopping and restarting
the Leostream Agent forces the Leostream Agent to register with the Connection Broker.

To stop and start the Leostream Agent:

1. Open the Leostream Agent control panel
2. Go to the Status tab
3. Click the Stop and/or Start button.

e Is the DNS SRV record for your Connection Broker configured correctly? If this record is not correct,
the Leostream Agent on the desktop cannot find the Connection Broker. If you do not have, or do
not want to create, an SRV record for the Connection Broker, hard-code the Connection Broker IP
address into the Leostream Agent, as follows.

1. Open the Leostream Agent control panel.

Go to the Options tab.

3. Enter the Connection Broker address into the Address edit field in the Leostream
Connection Broker section.

4. Click OK.

N

Associating PColP Host Cards and Desktops

The Connection Broker automatically associates host cards with the blades on which they are installed, if
the blade has an installed and running Leostream Agent version 5.5.95. The PColP host card must be
running firmware version 4.1.2.14565 or higher.

For TERA2 PColP cards associated with a Windows operating system, you must install the PColP Agent on
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the Windows desktop in order for the Leostream Agent to obtain the information needed to perform the
automatic host card mapping.

Automatic PColP Host Card Matching for a Windows Desktop

The Connection Broker uses the following procedure to match PColP host cards to the correct Windows
desktops.

Load the PColP Devices into the PColP Devices center. You can accomplish this step using various
methods, as described in Adding PColP Host and Desktop Portal Cards. After you load a PColP host
card into the Connection Broker, the Connection Broker calls the host card using either its IP
address or hostname, in order to obtain additional host card information, such as MAC address.

Install the Leostream Agent onto the desktop, or restart the Leostream Agent if it was previously
installed. When the Leostream Agent starts, it searches the registry for entries in the following key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\PCI\

The Leostream Agent selects entries that contain 6549, the Teradici vendor code, 1200 and 2200,
the TERA1 and TERA2 host card codes, respectively.

For TERA2 cards, the Leostream Agent relies on the PColP Agent to return information about the
PColP host card.

The Leostream Agent sends the Connection Broker all PColP information that can be identified from
the registry key or PColP Agents, including MAC address. The Leostream Agent cannot retrieve the
PColP host card name or IP address from the registry or PColP Agent.

In addition, the Leostream Agent sends desktop information to the Connection Broker, including the
desktop hostname and IP address.

The Connection Broker matches the PColP host card MAC address provided by the Leostream Agent
to the MAC address of a host card inventoried in the PColP Devices center. Based on the desktop
information provided by the Leostream Agent, the Connection Broker maps the identified host card
record to the desktop record.

Automatic PColP Host Card Mapping for a Linux Desktop

The Connection Broker uses the following procedure to match PColP host cards to the correct Linux
desktops.

1.

Load the PColP Devices into the PColP Devices center. You can accomplish this step using various
methods, as described in Adding PColP Host and Desktop Portal Cards. After you load a PColP host
card into the Connection Broker, the Connection Broker calls the host card using either its IP
address or hostname, in order to obtain additional host card information, such as MAC address.

Install the Leostream Agent onto the desktop, or restart the Leostream Agent if it was previously
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installed. When the Leostream Agent starts, it issues the following command to search for Teradici
PCl information:

lspci —xxxx —-d6549:%*

The Leostream Agent sends the Connection Broker all PColP information that can be identified from
the PCl, including MAC address. The Leostream Agent cannot retrieve the PColP host card name or
IP address from the PCI.

In addition, the Leostream Agent sends desktop information to the Connection Broker, including the
desktop hostname and IP address.

The Connection Broker matches the PColP host card MAC address provided by the Leostream Agent
to the MAC address of a host card inventoried in the PColP Devices center. Based on the desktop
information provided by the Leostream Agent, the Connection Broker maps the identified host card
record to the desktop record.

Confirming and Editing Host Card Mappings

To confirm or edit the blade/host card mapping:

1.

Go to the > Resources > Desktops page.
Select the Edit action associated with the appropriate desktop.

Use the drop-down menus in the PColP Host Device section, shown in the following figure, to assign
PColP host card associated with this desktop.

a. Ifthe desktop contains a single PColP host card, select that card from the Primary/Master
Host Device drop-down menu.

b. For desktops with two PColP host cards, select the second card from the Secondary/Slave
Host Device drop-down menu. Desktops with two PColP cards can simultaneously attach to
two PColP client devices, providing support for larger monitor configurations (see Quad-
Monitor Support for PColP).
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Edit Desktop "HC12" ©)

Name
HC12

Desktop Attributes
Hostname or IP address
[172.29.229 58 |

MAC address
|00:21-98:5F-92.0D |

Operating system
| Windows XP Professional N

[¥] Allow Center to overwrite these desktop attributes

Assignment

Assignment mode
|Pn\|cyrdnvem v

Availability

Desktop status
Available v

Leostream Agent

Hostname or IP address Port g;i
| [s0s0 | [ne

Leave blank if the Agent can be contacted at 172.29.379.68

PColP Host Device

Primary/Master Host Device
Secondary/Slave Host Device

Save Remove Cancel

4. Click Save.

L your PColP host cards are not correctly associated with the appropriate desktops, the Connection
Broker cannot use PColP to connect a PColP client to the desktop.

PColP Protocol Plan Options

The Connection Broker always establishes a PColP connection from a PColP client device to a PColP
workstation or blade. When using PColP, the protocol plan is used only to configure the port to check when

using backup pools or failover desktops. By default, the Connection Broker checks port 8080. If you want to
change the default port:

1. Go to the > Plans > Protocols page.
2. Click the Create Protocol Plan at the top of the page. The Create Protocol Plan form opens.

3. Scroll down to the Teradici PColP Client Configuration section, shown in the following figure.

Teradici PColP Client Configuration

Alternate port for remote viewer port check
8080

1 policies use the remote viswer part check to invoke backup pools, enter the portto
cheds far PLalP connections
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4. Enter the new port in the Alternate port for remote viewer port check edit field.
5. Click Save to save the form.

For more information on backup pools and failover desktops, see Specifying Backup Pools or Working with
Failover Desktops.

Managing PColP Client Devices

Resetting PColP Zero Clients

You can use the Reset action on the > Clients > Clients page, shown in the following figure, to reset any
PColP zero client inventoried in the Connection Broker.

STREAM = Status Resources Clients Plans

Clients | Locations

Filter this list: | Select filter... ¥ | Clear all filters

b Actions Name = Type P Address
v All v PColP v | |Al v

Ediffl Reset Jpcoip-pertal-0017fd101820  PColP 10.110.1.16

Edit | Reset pcoip-portal-0017fd101821  PColP 10.110.1.12

Clicking Reset instructs the Connection Broker to reboot the PColP zero client, disconnecting any user with
an active PColP connection at that client. When the user is disconnected, the Connection Broker invokes
the When User Disconnects from Desktop section of the user’s release plan.

£ The Reset option is available only for PColP zero clients.

Direct Connections to Hard-Assigned Desktops

If a PColP client is hard-assigned to a desktop, you can configure the client to establish the PColP
connection to that desktop without requiring a preliminary login to the Connection Broker. In this
configuration, when the client boots and registers with the Connection Broker, the broker returns the hard-
assigned desktop information and the client immediately connects to the desktop.

The user authenticates at the desktop operating system. Direct connections are useful if the desktop
operating system requires the user to accept a legal disclaimer prior to logging into the desktop, for
example.

To retain the PColP connection when the user logs out of the Windows operating system select the Retain
console connection (VNC and PColP, only) option in the Desktop Hard Assignments section of the user’s
policy. With this option selected, the user is returned to the operating system login page, not the client
login page.

You configure a client to perform a direct connection, as follows.

366



Leostream Connection Broker Administrator’s Guide

1. Go to the > Clients > Clients page.
2. Click the Edit link associated with the client you want to direct connect to its hard-assigned desktop.

3. Inthe Assignment section of the Edit Client form, shown in the following figure, click the Direct
connect client to desktop option.

Assignment

Desktop assignment mode:
Hard-assigned to specific desktop +

Assigned desktop

\ BLADEZ2 -
Direct connect client to desktop

Apply policy options from: | Default v

This option does not appear until you switch the Desktop assignment mode drop-down menu to
Hard-assigned to specific desktop.For information on hard-assigning a client to a desktop, see
Hard-Assigning Clients to Desktop.

4. The Connection Broker requires a policy to define how the hard-assigned desktop is managed.
Typically, this policy is determined by the identity of the user who logs into the Connection Broker.

In direct-connection mode, no user logs into the Connection Broker prior to the desktop
connection. Therefore, you must specify the policy to apply in the Apply policy options from drop-
down menu.

5. Click Save on the Edit Cient form to save the changes.
Use the Bulk Edit option to enable direct-connection mode on multiple clients, simultaneously (see Bulk

Editing Clients). If the clients are not inventoried in the Connection Broker, upload a CSV-file of client
information to create the clients and enable the direct-connection flag (see Uploading Clients).

Local Leostream Options on PColP Client Devices

If the Connection Broker manages the PColP zero client using the Connection Management Interface, you
can set two Leostream options locally on the PColP client device.

To change local options:
1. Click Connect.

2. When prompted for your username and password, enter only the password for the PColP
zero client. Leave the username empty. Contact your client vendor for your default password.

3. Inthe dialog that opens:

o Select Set the terminal name to set the name displayed in the > Clients > Clients list.
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e Select Un-manage the terminal to remove this device from management by the
Connection Broker. In this case, when the user clicks Connect on the client, the client
discovers hosts on its own, without going through the Connection Broker.

Working with Firmware Version 5.0

Teradici firmware version 5.0 requires TLSv1.1. To use firmware version 5.0 with Leostream, ensure that you
enable TLSv1.1 or higher in your Connection Broker, as follows.

1. Go to the > System > Settings page.

2. Inthe Connection Broker Security Options section, check Enable TLSv1.1 protocol, for example:

Connection Broker Security Options

Block all traffic on port 80
¥ Enable TLSv1 protocol
#| Enable TLSv1.1 protocol

¥| Enable TLSv1.2 protocol
Web server "S5LCipherSuite” directive (info &)
RC4-SHAHIGH:IADH

3. Click Save.

Editing Client Devices in the Connection Broker Web Interface

When the Connection Broker discovers a PColP client device, it list the device on the > Clients > Clients
page, shown in the following figure.

STREAM (~

Status | Resources | [[MIEMEY |

Clients | Locations | Monitor Layouts

PColP B
Edit 58756004-1DE0-11B2-8E46-001C59000017 PColP

Select the Edit action associated with a particular client device to open the Edit Client form, shown in the
following figure.
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Edit Client "0017FD1000CB" )

MHame
0017FD1000CE

Configuration

Configure this client for use with the Connection Broker

[ Display this client's name with the login prompt

Screen Resolution

Screen resolution of display 1- | Leave unchanged v

Screen resolution of display 2¢ | Leave unchanged  +

Assignment
Desktop assignment mode:
Policy-driven v

Registry: | My registry plan +

Client Binding
Bind two clients togather in 2 P 1o provide quad
support with single sign-on

Select slave client:
0017FD1000CA (PColP) he

En B3

The fields in this form allow you to set the following:
e Name: Enter the client name to display in the > Clients > Clients list.

e Configure this client for use with the Connection Broker: Select this option to send logins through
this client to the Connection Broker. If you deselect this option, the Connection Broker does not
manage this client, i.e., when a user logs in through this client, they are connected directly to a
blade. Not selecting this option is equivalent to selecting the Un-manage the terminal option in the
local Leostream options on the client’s user interface.

If you select the Configure this client for use with this Connection Broker option, the Connection
Broker updates the PColP zero client’s Session parameters to set the Connection Type to
Connection Management Interface and the DNS Name or IP Address to the IP address of the
managing Connection Broker. The Connection Broker determines the managing Connection Broker
in this sequence:

o The Connection Broker VIP address on the > System > Network page.

o The Connection Broker DNS SRV record, connection broker
o The Connection Broker IP address

o Display this client’s name with the login prompt: Select this option to include this client’s name on
the login dialog when a user logs in through this client.

e Screen resolution of display 1: Select the resolution to use for the first monitor attached to this client.

e Screen resolution of display 2: Select the resolution to use for the second monitor attached to this client, if
applicable.
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o Desktop assignment mode: Select Hard-assigned to a specific Desktop to restrict this client to only
log into a particular blade. Otherwise, select Policy-driven to allow the user’s policy to determine
the blade to offer.

e Assigned desktop: Select the desktop to assign to this client. This field appears only if Hard-
assigned to a specific Desktop is selected in the Desktop Assignment Mode drop-down menu.

e Direct connect client to desktop: If the client has a hard-assigned desktops, select this option to
instruct the client to connect to the desktop immediately, without requiring a Connection Broker
login. Use the Apply policy options from drop-down menu to indicate which Connection Broker
policy to use for the connection. See Direct Connections to Hard-Assigned Desktops for more
information.

e Registry: Select the registry plan to apply to the remote desktop when a user logs into the desktop
from this client device.

e Client Binding: Use this section to bind two clients together in a master/slave configuration,
providing additional monitor support for workstations/blades with two PColP host cards. Use the
Select slave client drop-down menu to pair the client you are editing with another client. The client
being edited becomes the master client; the client selected in the Select slave client drop-down
menu is the slave. See Quad-Monitor Support for PColIP for more information

Updating the PColP Client Device Firmware

You can remotely update the PColP client device firmware, assuming the device is already running version
19, or later, by going to the > Clients > Clients > Edit Client page. Click the upgrade to version link on the
right -hand side of the page, shown in the following figure.

Edit Clieet "0017F01000C8"

Hamme

Configaration

(7] Configurn this chent k¢ use with 1he Cosnection Srckar
[ Dxaplay thes chant’s name with the logi proempt

Disconnecting from a PColP Client Device

Press the Session Disconnect button to send a disconnect message to the Connection Broker, which
disconnects the session and returns the user to the Connect screen on the PColP client device.

Locking a PColP Client Device

If you manually lock the system, the Connection Broker automatically disconnects the PColP session to the
remote desktop.
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Quad-Monitor Support for Teral PColP Clients

All Teral PColP host cards and PColP desktop portals cards are capable of supporting up to two monitors.

Therefore, to support four monitor, the desktop must contain two PColP host cards, and each of these cards
must connect to a separate PColP desktop portal card in a client.

To provide a seamless user experience while supporting quad-monitor configurations, you must bind the
two PColP desktop portal cards in the clients in a master/slave configuration.

e The master PColP client connects to the desktop’s primary/master PColP host card. End user’s log
into the Connection Broker using the keyboard/mouse attached to the master client.
The slave PColP client connects to the desktop’s secondary/slave PColP host card. When the user

logs in through the master client, the slave client automatically connects to its host card without
requiring any action from the user.

After the two clients are bound, when the user logs into the master client, the Connection Broker
automatically connects the slave client to the other PColP device, providing single sign-on with quad-

monitor support. The following sections describe how to set up your Connection Broker to support these
qguad-monitor configurations.

Configuring Desktops for Quad-Monitor Support

The first step in configuring any PColP deployment is associating the PColP host cards with the desktops
that contain them. The Connection Broker displays the host cards in the > Resources > PColP Host Devices

page. In some cases, when the desktop has two host cards, you must manually associate the PColP host
cards with the desktop, as follows.

1. Go to the Edit Desktop page for the desktop with two PColP host cards.

2. Go to the PColP Host Device section, shown in the following figure.

PColP Host Device

Primary/Master Host Device
Card1 v

Secondary/Slave Host Device
Card2 v

3. From the Primary/Master Host Device, select the PColP host card to connect to PColP desktop
portal in the master client device.

4. From the Secondary/Slave Host Device, select the PColP host card to connect to PColP desktop
portal in the slave client device.

5. Click Save.

Desktops with two PColP host cards provide quad-monitor support when logged into from a pair of
master/slave bonded PColP clients.
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Manually Binding Two Clients

The > Clients > Clients page contains separate entries for every PColP desktop portal card contained in a
client device. Therefore, client devices such as Amulet Hotkey quad-head desktop portals, which contain
two PColP desktop portal cards in a single device, result in two entries on the > Clients > Clients list.

To support quad-monitors with Teral cards, you must bind two PColP desktop portal cards into a
master/slave configuration. To specify a pair of bonded clients, go to the Edit Client page for the master
client. Use the Select slave client drop-down menu in the Client Binding section, shown in the following
figure, to select a slave client to bind to this master client.

Client Binding

Bind two clients together in a 1o provide quad
support with single sign-on

Select slave client:
0017FD1000CA (PColP) b

If you display the Client Binding column on the Clients page, the Connection Broker displays information
about how clients are bound together, including which clients are masters and which are slaves, as shown in
the following figure.

Filter this list: | Mo filter v

o Actions MName = Client Binding Type

~ All £ PCalP 5
O Edit 0017FD1000CA Slave, master is: 0017FD1000CE PColP
O Edit 0017FD1000CE /Master slave is: 0017FD1000CA PColP

Use the "customize” link to add the "Client Binding" column, if itis now
shown in your Connection Broker.

? A slave client becomes read-only. If you need to set the screen resolution on the slave client, do so
before binding the client to its master. All other settings for the slave client are configured on the Edit Client
page for the master client.

Automatically Binding Two Clients

The Connection Broker can automatically binds two PColP clients together if the clients have sequential
MAC addresses. The Connection Broker always designates the master client as the client with the even MAC
address, and the slave client as the client with the sequential odd MAC address.
To turn on automatic bind clients:

1. Go to the > Resources > Centers page.

2. Select the Edit action associated with the PColP Devices center. The Edit Center page opens.

3. Inthe Automatic Client Bonding section, select the Automatically bind PColP Devices with
sequential MAC addresses.
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4.

5.

6.

7.

In the Minimum MAC address field, enter an even MAC address to use as the minimum MAC
address in the range of clients to bind together. Enter the MAC address as six pairs of characters
delimited by colons, dashes, or periods.

In the Maximum MAC address field, enter an odd MAC address to use as the maximum MAC
address in the range of clients to bind together. Enter the MAC address as six pairs of characters
delimited by colons, dashes, or periods. For example, if using Amulet Hotkey quad-head desktop
portals, the following figure instructs the Connection Broker to bind the PColP desktop portal cards
in the range 00:17:FD:00:00:00 thru 00:17:FD:FF:FF:FF.

Automatic Trunking
Enter MAC addresses as six pairs of characters optionally separsted by : or- or

[Z] Automatically trunk the PColP Devices with sequential MAC addresses
Minimum MAC address
00:17-FD-00:00:00

Maximum MAC address
00:17.FD:FF-FF-FF

Click Save.

After the PColP Devices center is saved, select the Refresh action associated with the center, to bind
any clients already loaded into the Connection Broker.

The Connection Broker continues to bind new clients every time the PColP Devices center is
refreshed.

Managing another User’s Resources via PColP

If you log into the Connection Broker with a role that has the Allow user to manage another user’s
resources option selected, PColP client devices allow you to log in to the desktops offered to another user.
For a description of the feature for managing another user’s resources, see the “Managing Resources”
section in the Leostream Connect Administrator’s Guide and End User’s Manual.

To manage another user’s resources from a PColP client:

1.

Log into the PColP client using your usual credentials.
In the Select a desktop dialog, select Manage desktops >>.
Click OK.

In the Manage desktops dialog that opens, enter the User name, Domain, and Location for the user
whose resources you need to manage.

Click OK. The Select a desktop dialog now displays a list of desktops that would be offered to that
user.

Select the desktop you want to manage, and click OK.
The Connection Broker launches a PColP connection to the desktop, and prompts you for the
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username and password to use to log into that desktop.

# Typically, if you are assigned a single desktop, the Connection Broker automatically launches a
PColP connection to that desktop. However, if you have a role that allows you to manage another
user’s desktops, the desktop does not automatically launch. You must launch the desktop from the
Select a desktop dialog.
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Chapter 18: Scaling Deployments

Considerations for Production Deployments

Desktop deployment is mission critical to many businesses. As such, you want to scale your Connection
Broker deployment in a manner that ensures:

e Availability
e Disaster Recovery
e (Capacity

Availability and disaster recovery ensure that your users are always able to log in through the Connection
Broker. To achieve high availability, you must ensure that if a Connection Broker fails, another broker is
available to handle connections. For disaster recovery, you must ensure that, if an entire datacenter goes
down, users are able to log in to resources in a disaster recovery datacenter.

Capacity describes the number of users that can simultaneously log into your Connection Broker with
reasonable latency. It is possible to design your Connection Broker deployment to have high availability,
while still having capacity issues.

To accomplish these goals in a production-class environment, create systems that ensure the redundancy,
resiliency, and scalability of your deployment, including:

e Create a Connection Broker cluster with sufficient Connection Brokers to handle user logins in the
event that a server hosting one of the Connection Broker fails. For added resiliency ensure that you
place individual Connection Brokers on different servers.

e Integrate with global and local load balancers, to optimize Connection Broker performance.

e Establish a schedule for backing up your Connection Broker database. Implement your site standard
database backup procedure, to ensure that your data is protected.

e Create weekly snapshots of each Connection Broker virtual machine. By backing up the entire
Connection Broker virtual machine, you do not need a separate backup procedure for the underlying
Connection Broker operating system.

e Create monthly clones of each Connection Broker virtual machine. Leostream recommends storing
these backups in an off-site location. Test your restore process to ensure that the media can be read,
and that procedures are correctly documented.

e Use DNS to configure your Connection Broker IP addresses. (See the Leostream DNS Setup Guide)

e Never perform a Connection Broker upgrade without first taking a snapshot of your existing
Connection Broker virtual machine. Always test upgrades in an isolated deployment, before rolling
out to your production environment.
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Using Clusters to Maximize Availability

A Connection Broker cluster is a group of Connection Brokers that share the same PostgreSQL or Microsoft
SQL Server® 2012 or 2014 database. A common cluster uses three to five Connection Brokers.

Benefits of Using a Cluster

Clusters address the three scalability goals, as follows:

Availability: Using clusters enhances availability by allowing any Connection Broker instance to
handle the necessary system functions without operator intervention. If one Connection Broker in
the cluster fails, user logins are processed by the other Connection Brokers, resulting in no break in
the end-user experience. Connection Broker instances that are not handling logins automatically
process other system tasks.

Disaster Recovery: Using clusters also allows you to mitigate system or site failures. Run each
Connection Broker in the cluster on a different virtualization host, to ensure resiliency to a host
failure. Place Connection Brokers or entire clusters in different datacenters or regions, to support
disaster recovery scenarios.

Capacity: The number of logins per second that can be handled depends on the overall structure of
your Connection Brokers, database, and authentication server. Typically, each Connection Broker
can handle five logins per second. To increase this throughput, add additional Connection Brokers
on different hosts and spread the traffic between the Connection Brokers using a load balancer. The
throughput scales linearly when using up to ten Connection Brokers.

If the authentication server infrastructure cannot handle the load, the Connection Broker buffers
login requests and the login time climbs quickly. After two minutes, the login requests time out and
the user must log in again.

Creating a Cluster

To create a cluster of Connection Broker:

1.

2.

3.

Install a standalone Connection Broker. By default, the Connection Broker uses an internal database.

# Because Connection Brokers run within virtual machines, their performance varies according to
the overall load on that host, in addition to the load on the particular Connection Broker. Ensure
that your Connection Brokers have sufficient resources on your virtualization host.

Optionally configure this Connection Broker with centers, pools, authentication servers, etc. At this
point, any information you enter into the Connection Broker is stored in its internal database.

Often, at this stage, you are working on a proof-of-concept for your deployment.

To begin building a Connection Broker cluster, first obtain the address and credentials for a
PostgreSQL or Microsoft SQL Server 2012 or 2014 database server. You must connect all the
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Connection Broker in you cluster to the same database.

4. To connect the first Connection Broker to the external database, go to the Connection Broker >
System > Maintenance page.

5. Select one of the options to switch to an external database and click Next.
6. Inthe Database form, switch this Connection Broker to the new external database. When switching

the database, note the database name and Site ID for this Connection Broker. See Switching to an
External Database for complete instructions.

7 f you use asynchronous mirroring, or use synchronous mirroring and do not have a witness
server, you can create a DNS alias for your database server to facilitate failing over from the primary
to mirrored database. Use this DNS alias name as the hostname for the external database.
Alternatively, you can configure your Connection Broker to be mirror-aware (see Database
Mirroring).

When you switch your first Connection Broker over to an external database, the Connection Broker
creates a new database with the name you specified and automatically populates the database
with the information currently available in the Connection Broker internal database.

7. To add additional Connection Brokers to the cluster, install individual Connection Brokers virtual
appliances on different virtualization hosts. These Connection Brokers can be located in any data
center, as long as the Connection Broker can communicate with your SQL Server database.

8. For each additional Connection Brokers, go to the Connection Broker > System > Maintenance
page.

9. Use the Switch to remote database option to switch these Connection Brokers to the same
database created in step 6. Each Connection Broker must be given a unique Site ID. Because the
Connection Broker database already exists, information stored in the additional Connection Broker
internal databases is not copied over. The additional Connection Brokers are simply attached to the
existing SQL Server database.

All Connection Brokers in the cluster work off of a common job queue. When a new Connection Broker is
added to the cluster, a heartbeat job for that Connection Broker appears in the > System > Job Queue
page. This heartbeat job checks the Connection Broker status every five minutes, and is used to monitor the
status of each Connection Broker when collecting Connection Broker Metrics and when reporting
Connection Broker status on the > System > Cluster Management page.

Using the Cluster Management Page

The > System > Cluster Management page, shown in the following figure, displays the Connection Brokers
and their characteristics. You can modify the order and type of characteristics displayed on this page by
clicking the customize link at the bottom left side of the page.
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STREAM (=~

Status | Resources | Clients | Plans | Users | SISO | Search

Log | JobQueue | Network Configuration | General Configuration | Cluster Management | Skins | SNMP
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You can display any or all of the following characteristics.

Actions

Links indicating the actions you can perform on a particular Connection Broker, including:

Name

Edit Network: Opens the Network Configuration page associated with this Connection Broker. You
can edit network settings only for Connection Brokers with a status of Running.

Remove: Removes this Connection Broker from the cluster. You can remove a Connection Broker
only if its status is Unavailable or Stopped.

The Connection Broker virtual appliance hostname, by default, leostream.

IP Address
The Connection Broker IP address, as entered into the Bridged interface in the > System > Network page.

Status

Indicates the availability of each Connection Broker for processing jobs in the job queue. Possible status
values are as follows.

Running: Indicates this Connection Broker is running and available to process jobs in the job queue.

Stopped: Indicates the heartbeat job associated with this Connection Broker has been cancelled.
A stopped Connection Broker cannot process jobs in the job queue.

The Connection Broker cancels the heartbeat job for a particular Connection Broker if the broker
is powered off using options available on the > System > Maintenance page or from the virtual
appliance console.

When a stopped Connection Broker is powered back up, a new heartbeat job is added to the job
gueue, and the Connection Broker status updates to Running.

£\ The Connection Broker status is not properly updated if you power down the virtual appliance
using power controls available in a virtualization management tool, such as vCenter Server. If you
power down the virtual machine in any way other than through the VM console or using the >
System > Maintenance page, you must wait for three consecutive heartbeat jobs to fail before the
Connection Broker status is updated.

Unavailable: Indicates that the cluster cannot determine the status of this Connection Broker.
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Unavailable Connection Brokers cannot process jobs in the job queue. The > System > Cluster
Management page marks a Connection Broker as unavailable after that Connection Broker misses
three consecutive heartbeats. A missed heartbeat occurs when the heartbeat job associated with
that Connection Broker cannot run. Because the heartbeat job attempts to run every five minutes,
the Connection Broker is marked as unavailable after 15 minutes, as described in the following

figures.
STREAM (~ .
Status | Resources | Clients | Plans | Users | [SiEESMl | Search

Log | Job Queue | Network Configuration | General Configuration | Cluster Management | Skins | SNMP | XML API | Maintenance |
Settings
& ID = Site ID Status Object Object Name Command Scheduled Started Finished
\ v A A vl[ar A v [heartbeat (Al ~ [l v (A v
O 27 53709 Pending Broker leostream heartbeat 07/22/2010 - 11:31:07  07/22/2010 - 11:26:07  07/22/2010 - 11:26:07
O 20 18602 Pending Broker leostream heartheat (07/22/2010 - 11:07:20 J0T/22/2010 - 11:02:20 07/22/2010 - 11:02:20

Indicates the last scheduled time to run the heartbeat job, as set by the last
successful heartbeat job to run. If the system time is 15 minutes greater than
the scheduled time, the Connection Broker has missed three heartbeats.

STREAM (=~

Status | Resources | Clients | Plans | Users | [SECH | Search

| Job Queue | Metwork Configuration | General Configuration | Cluster Mlanagement | Skins | SNMP

Set Time Zone

Actions lame IP Address Status Version Site ID
Al v| [an v [ | [Ar v| [a v

Remove leostream 10110.37.210  CUnavailable ) 7070 18602

Edit Network leastream 10.110.37.211 Running 7070 58709

This Connection Broker missed
three consecutive heartbeats.

A Connection Broker can become unavailable due to connectivity issues or when it was powered off using
the power controls in the virtualization environment in which the Connection Broker is installed.

Version
The Connection Broker version.

Site ID
The identification number used to represent each Connection Broker in the queue. Use the Site ID to
determine which Connection Broker processed each job in the > System > Job Queue page.

uuib
The unique identifier for each Connection Broker.

MAC
The Connection Broker MAC address.

Booted
The day and time when the Connection Broker was last booted up.
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Modifying Cluster-Wide Time Zone Settings

All Connection Brokers in the cluster must use the same time zone setting. After a Connection Broker is
added to a cluster, the Time and Date settings on the > System > Settings page become static. To change
the time zone for all Connection Brokers in the cluster

1. Go to the > System > Cluster Management page.

2. Select the Set Time Zone link, as shown in the following figure. The Set Time Zone form opens.

~
STREAM Status | Resources | Clients | Plans | Users | System | search

Log | JobQueue | Network Configuration | General Configuration | Cluster Management | Skins | SNMP
Set Time Zone f—

Actions Name IP Address Status Version Site ID
(a1 v [an v (A v Al ] (A e

Edit Network leostream 10.110.37.210 Running 7070 18602

Edit Network leostream 10.110.37.211 Running 7070 53709

2 rows

3. Select the correct time zone from the Time zone drop-down menu, shown in the following figure.

Set Time Zone )

Time and Date
Cument setting: Thu Jul 22 14:23:24 EDT 2010

Time zone
|[GMT-05 00) Eastern Time {US & Canada) "l

[Fyou change the fime zone you must rebool for the change fo lake effect

Synchronization
O MNone
() Synchrenize with external NTP server:

|time-a nist.gov ‘

Cancel

4. Use the Synchronization section to synchronize with an external NTP.

5. You must restart each Connection Broker in your cluster.
Removing Connection Brokers from a Cluster

When building and testing your production environment, you may connect and disconnect any number of
Connection Brokers from the external database at the cluster’s core. Switch the Connection Broker back to
its internal database, using the Switch to internal database option on the > System > Maintenance page, to
remove the Connection Broker from the cluster.

When you remove a Connection Broker from a cluster all Finished, Cancelled, or Aborted jobs listed on the
> System > Job Queue page are removed. Pending jobs remain assigned to the Broker.

AAN The Connection Broker cannot be removed from the cluster until it fails three consecutive heartbeat
checks. Powering down a Connection Broker does not automatically remove that Connection Broker from
the cluster.
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To remove the Connection Broker from the cluster, after three heartbeat jobs fail and the Connection
Broker status changes to Stopped or Unavailable on the > System > Cluster Management page, go to the >
System > Cluster Management page and click the Remove link associated with the Stopped or Unavailable
Connection Broker. When the Connection Broker is removed from the cluster, all pending jobs in the Job
Queue are reassigned to other available Connection Brokers in the cluster.

¥ The Connection Broker automatically rejoins the cluster and begins processing new Job Queue entries
after it is rejoined to the cluster.

Updating Connection Broker Clusters to New Connection Broker Versions

All Connection Brokers in your cluster must run the same Connection Broker version. See the “Updating
Connection Brokers in a Cluster” section of the Connection Broker Virtual Appliance Administrator’s Guide
available on the Leostream Resources Manuals Web page for instructions on how to upgrade the
Connection Brokers in your cluster to the latest version

Spreading a Cluster across Multiple Datacenters/Regions

If your end users are spread across different regions, consider placing some of the Connection Brokers in
your cluster in each region. By configuring your cluster to work with your global traffic management or load
balancing systems, you can ensure that users log into the Connection Broker closest to their physical
location. In addition, spreading your Connection Brokers across different regions provides disaster recovery
and supports continued user logins in situations where a particular datacenter goes down.

Consider the following configuration.

New York

Boston g’ .

GTM or )
@ Load Balancer

New York

7

s Mirrored
. 0 Database

Boston
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This configuration consists of:

e Aload balancer or global traffic management system
e Two Connection Brokers in New York

e Two Connection Brokers in Boston

e A principal SQL Server database in New York

e A mirrored database in Boston

7 All components, including components used solely as backups, should be continuously monitored to
ensure that they are operational.

During normal operation, the New York Connection Brokers and Boston Connection Brokers connect to the
principal Leostream database in New York. When a user logs in, the load balancer or GTM offers the
Connection Broker closest to the user; New York users connect to a New York Connection Broker, Boston
users connect to a Boston Connection Broker. Connection Brokers that are not processing user login jobs
handle other work queue jobs. For example, if users are logging in only from New York, the Boston
Connection Brokers process other (non-login) work queue jobs, reducing the load on the New York
Connection Broker.

If the New York Connection Brokers stop responding, the load balancer directs New York and Boston users
to the Boston Connection Brokers. If the New York primary Leostream database is still available, the Boston
Connection Brokers continue to use that database. If the New York datacenter is completely unavailable
and the principal Leostream database is offline, the mirrored database becomes the principal database
(either manually or automatically, depending on the database configuration).

¥ The Connection Broker times out the first database request after five seconds. After the first five second
timeout, the Connection Broker makes two additional database connection attempts, each with a three
minute timeout. After a connection to the database is established, it is held open as long as possible.
Although you could experience some five second timeouts over the WAN, the database connection should
be made during the second or third timeout attempt.

Managing Different Clusters in Different Datacenters

If you want to handle a larger number of desktops or separately manage different region in your
organization, you can create multiple clusters and use DNS to scale out across the clusters, as shown in the
following figure.
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There are three switch points that can be used to determine which Connection Broker a user logs into, as
depicted by the following figure.

Select Destination Select Destination Redirect Users
Data Center Connection Broker according to their OU
% m g
Global Load Connection Authentication
DNS Balancer Broker Server

>

1. Global DNS determines the initial data center and cluster to use. Typically, a global DNS
infrastructure redirects users to a particular data center according to a set of rules, often depending
on the IP address of the user’s client. This solution works well when there is a clear mapping
between IP address ranges and locations, but does not work at all when a user moves to a different
geographic location and requires access to their standard desktop. You can combine DNS with your
Microsoft® Active Directory® service to use the domain membership of the client computer to
determine the DNS response.

User to Connection Broker Mapping

2. Alocal load balancer decides which Connection Broker in the cluster to use.

3. That Connection Broker, if necessary, redirects users to their home Connection Broker if they
roamed outside their region and were incorrectly routed by Global DNS.
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Individual clusters function independently of each other and, therefore, each cluster should manage a
unique set of resources (virtual machines, blades, applications, etc.) although all clusters can manage the
same users. If you do manage particular resources in multiple clusters, conflicts may arise. For example, in
the figure at the beginning of this section, if Cluster 1 assigns desktop A to user A, Cluster 2 does not know
about that assignment. Therefore, the Connection Brokers in Cluster 2 could offer desktop A to another
user and, depending on Connection Broker settings, log user A out of their session.

Building a Cluster for Disaster Recovery

The section Spreading a Cluster across Multiple Datacenters/Regions shows how to support disaster
recover scenarios using a single Connection Broker cluster. Instead, you can replicate your entire
Connection Broker cluster in your disaster recover datacenter, as shown in the following figure.

Primary
Data Center

Principal
Database

London

&

New York

Mirrored
Database

&

Tokyo Disaster Recovery

Data Center

In this case, the Global DNS directs the user to the primary or disaster recover datacenter, depending on
the mode of operation.

Distributing User Logins

Using DNS for Load Balancing

Your DNS server provides an inexpensive method for distributing user connections between Connection
Brokers in a cluster and can allow you to meet your system capacity requirements. Using DNS, you can
regionalize your Connection Broker, i.e., when a user logs into the Broker, they have access to the local DNS
name server and, hence, the local Connection Broker. You can override this regional behavior, i.e., send
your users to their home Connection Broker, using the Connection Broker’s user redirection feature.
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To use DNS for software-based load balancing, create multiple DNS A records for your Connection Broker. If
you are using a DNS SRV records for your Connection Broker, point your SRV record to the named record,
for example:

_connection broker = cb.yourCompany.com

When a user signs in, DNS uses a simple round robin scheme to determine which Connection Broker to
send the user to. User session information is stored in the Connection Broker that processes the user’s
login. If the DNS record’s TTL expires during the user’s session, the client device may try to direct the user
to a different Connection Broker in the cluster, for example, when the user refreshes their list of offered
desktops. When a Connection Broker switch occurred, earlier versions of the Connection Broker would
expire the user’s session and the user would be required to log back into Leostream.

Starting with Connection Broker version 7.7, if the client switches to a new Connection Broker, the new
Connection Broker queries the original Connection Broker for the user’s session information and their
session continues uninterrupted on the new Connection Broker. If the new Connection Broker cannot
contact the original Connection Broker to retrieve the user’s session information, the Connection Broker
expires the user’s session and they must log back into Leostream.

AR simple DNS system cannot detect failure of a single Connection Broker host, and continues to hand
that Connection Broker address to users. A user assigned to a failed Connection Broker address must wait
until the connection times out before another Connection Broker address is tried. Therefore, using DNS for
load balancing is suitable only for systems that can stand a moderate amount of delay during failover.

To satisfy your availability requirements, look for a vendor-enhanced DNS system or switch to a hardware-
based load balancer.

Using Commercial Load Balancers

For better Connection Broker availability, use a load balancer to spread user connections around the
clustered Connection Brokers. All traffic uses Web services, so your Connection Broker cluster behaves as a
large Web server farm. If a Connection Broker fails, the load balancer redirects traffic away from the failed
device.

There are a variety of algorithms for the load balancing calculation. Leostream recommends round-robin,
with a keepalive for a particular Connection Broker based on load. The keepalive URL for a particular
Connection Broker is:

https://CB_ADDRESS/index.pl?action=is _alive

Where cB_ADDRESS is your Connection Broker address. If the Connection Broker is processing a nominal
load, the query responds with an HTTP status of 200 (0X) and displays CB_ IS OKAY in the Web browser.
Once the Connection Broker becomes heavily loaded, the query returns an HTTP status of 503 (Service
Unavailable). If the keepalive query returns status 503, route traffic away from that Connection Broker
until the keepalive returns an HTTP status of 200 (OK) and displays CB_ IS OKAY in the Web browser.
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¥ Because Connection Brokers run within virtual machines, their performance varies according to the
overall load on that host, in addition to the load on the particular Connection Broker. Ensure that your
Connection Brokers have sufficient resources on the host.

The load balancer also can use the Connection Broker XML RPC API to determine the health of the
Connection Broker.

Citrix™ NetScaler™ Setup

Setup the Citrix™ NetScaler™ to perform two actions:

e Server monitoring
e Load balancing

For full command line information, see the Citrix NetScaler Application Switch Command Reference Guide.
To monitor Connection Broker and database health use the HTTP-ECV functionality to allow the NetScaler
to probe a particular URL on the Connection Broker. If it receives CB_ IS OKAY, the NetScaler application
knows that the Connection Broker and the whole backend system are online.

Issue the following Web query to monitor the status of the Connection Broker:
https://CB_ADDRESS/index.pl?action=is _alive
Where CB_ ADDRESS is your Connection Broker address.

If the Connection Broker is processing a nominal load, the query responds with an HTTP status of 200 (OK)
and displays CB_ IS OKAY inthe Web browser. Once the Connection Broker becomes heavily loaded, the
query returns an HTTP status of 503 (Service Unavailable). If the keepalive query returns status 503,
route traffic away from that Connection Broker until the keepalive returns an HTTP status of 200 (OK) and
displays CB_ IS OKAY inthe Web browser.

The following line gives the relevant command line for NetScaler.

> add monitor <name> http-ecv -send “GET /index.pl?action=is alive” -recv “CB_IS OKAY”

For load balancing, use the Least Response Time, which is the time between the first request and the first
byte of the first response that is returned.

e Usethe set 1b vserver command with an argument of -1bmethod LEASTRESPONSETIME.
« Set the persistence to 300 seconds.

F5® BIG-IP® Load Traffic Manager™ (LTM) Setup

Configure the F5® LTM system for both server monitoring and load balancing.

For server monitoring, use the Extended Content Verification (ECV) HTTP or HTTPS pre-configured monitors
http or https. These monitors send a particular Send String, which must be set to GET
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/index.pl?action=is_alive, and expect to receive a particular Receive String of CB IS OKAY.
Otherwise, the LTM system marks that Connection Broker as down.

Also, set the following parameters:

Load Balancing Method = Fastest Node
Persistence = Source Address Affinity

Connection Broker User Redirection

You can use the Connection Broker user redirection feature to redirect users to the appropriate Connection
Broker and, hence, desktop. By redirecting the user, you can setup the user’s policies and pools of desktops
only in their home Connection Broker. If the user logs in through a different Connection Broker, that
Connection Broker forwards the end user to their home Connection Broker.

Example: User Redirection Scenario

Consider the scenario where an American user goes to London, England, but needs to be connected to their
standard desktop in New York. To accomplish this task:
e Setup DNS in each region to point to the local Connection Broker cluster.

e Ensure that the authentication server used by each Connection Broker recognizes the American
user.

e Configure the Connection Broker cluster in London to redirect the user to the New York Connection
Broker cluster.

When the American user logs in through a thin client in London, the following occurs:

1. The thin client looks up cb. company.comin DNS and is sent to the Connection Broker at

cb.uk.company.com.

2. The cb.uk.company.com Connection Broker looks up the user in the authentication system.

3. Based on the user’s attributes in the authentication server, the cb.uk. company. com Connection
Broker determines that the user should be forwarded to the New York Connection Broker.

4. The cb.uk.company.com Connection Broker sends a redirect command to the thin client, which
includes the new DNS address for that user’s Connection Broker, for example, cb.us. user. com.

5. The thin client receives the redirect and logs directly into the correct Connection Broker.

6. The cb.us.user.com Connection Broker instructs the thin client to connect to the correct
desktop.

The following figure depicts the previous redirection scenario.
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Setting up User Redirection in the Connection Broker

A Connection Broker determines a user’s home Connection Broker using rules set up in your authentication
servers. You can setup redirection, or forwarding, rules independently for each authentication server in the
Connection Broker.

Before you can set redirection rules, you must enable the user forwarding feature. To enable user
forwarding, check the Connection Broker forwarding option on the > System > Settings page, as shown in
the following figure.

Edit Settings

Enable Features
[[J Hardware PColP support

a
Connection Broker forwarding

[J*irtual machine provisioning

Set the redirection rules, as follows:

1. Go to the > Users > Authentication Servers > Edit page for the relevant authentication server.
2. Scroll to the Forward Users to another Connection Broker section.

3. In the Attribute edit field, enter the attribute from within the authentication server schema to use
to determine the criteria for redirection, for example, distinguishedName

4. Select alogic condition from the Match drop-down menu, which is used to compare the attribute to
the list of possible values, for example, Contains.

5. Inthe Forwarding rules field, enter rules as a set of commands. Enter the list of attribute values and
associated destinations as a series of rules in the following format:
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Value > Destination

The Connection Broker tests the value on the left side of the greater than sign against the attribute
entered in the Attribute edit field. If the string is found in the attribute in a way that satisfies the
restriction in the Match drop-down menu, the Connection Broker returns the value on the right of
the greater than sign.

For example, in the following figure, if the user’s distinguishedName contains the string oU=US,
the Connection Broker forwards the user to boston.us.company.com:

Forward Users to another Connection Broker

Attribute Match
distinguishedMame Contains hd

Forwarding rules
CU=US5 > boston.us.company.com
CU=UE > london.us.company.com

contain the value to match a > and the
n order. Example configuration:

Rule modifie in the configuration

If the farwarding Connection Broker cannot be contacted:
() Reject the Login

 Login to this Connection Broker

? The forwarding rules are case sensitive.

Enter one rule per line. The same value can be associated with different destination. In this way,
when the Connection Broker searches down the list, if the first destination Connection Broker is not
available, the destination associated with the next matching value is used.

6. Select the default behavior for when none of the forwarding rules apply:

e Reject login: Does not allow the user to log in through any Connection Broker
e Log in to this Connection Broker: Logs the user in through the local Connection Broker

Applying Forwarding only to Users that are already Assigned Desktops

User redirection can take into account whether a user has already been assigned a desktop by a particular
Connection Broker cluster. To add this restriction, append the forwarding rule with the
if assigned only flag, separated from the forwarding rules by one or more spaces. For example:

OU=US > boston.us.company.com if assigned only

In this case, the user is forwarded to the boston.us.company.com Connection Broker only if they are
already assigned a desktop managed by that Connection Broker.
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Using an External Database

In order to share information between Connection Brokers in a cluster, you must use an external data base.
The Connection Broker supports PostgreSQL and Microsoft SQL Server 2012 and 2014 database servers.

Sizing the External Database

Database Space Requirements

The Connection Broker uses the database to store all logs and information about each center, desktop, user,
etc. Each desktop and unique user requires approximately 1KB of storage space. Every user login and logout
creates approximately 5KB of log entry. By default, logs are retained for 30 days. Therefore, for example, if a
user has five desktops that they access every day of the week, that user requires 150KB of database
storage. As another example, a system with 1000 active users and 2000 desktops logging in once a day
Monday through Friday requires approximately 150MB of database storage.

/ These estimates assume you have not deleted records from your system. For example, if you delete a
center, the Connection Broker marks the desktop records associated with that center as deleted, however
does not remove the records from the database. The database grows when you delete and recreate
records. See Removing Deleted Database Records for information on when the Connection Broker purges
records that are marked as deleted.

Database Transaction Requirements

Most of the load on the database occurs when users log into and log out of the system. When there is no
user activity, the Connection Broker activity consists of tasks such as scanning centers, refreshing pools,
checking Connection Broker heartbeats, etc.

While the load is split across multiple Connection Brokers, all brokers connect to a common database.
Therefore, the load on the database rises with the number of logins per second. Each login request requires
30 database queries. A single Connection Broker handling 5 logins a second generates 150 database queries
a second. Three Connection Brokers handling 15 logins per second generates 450 queries a second.

To determine the hardware requirement, pick an industry benchmark. For this application, we use TPC-H
(http:/iwww.tpc.org/tpch/default.asp), an ad-hoc, decision support benchmark. Studying the TPC results
suggests that a load of 75 logins per second can be comfortably handled by a four processor, with a total of
eight cores 2.8 GHz processor system with 32G of memory.

Removing Deleted Database Records

When you delete a record from the Connection Broker, such as a user, policy, or center, the Connection
Broker marks it (and any associated records, such as desktops from a center) as deleted in the Connection
Broker database. Records that are marked as deleted are purged from the database after 180 days, plus the
length of time the log is retained, as set by the Days to retain log entries option on the Log Settings page.
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For example, if the Days to retain log entries option on the Log Settings page is set to 30 days, deleted
records are purged from the database after 210 days. The Connection Broker purges deleted items out of
the following database tables.

e client

e client group

e client group attribute

e display layout

e display layout attribute
e plan failover

e plan power control

e plan printer

e plan protocol

e plan protocol config param
e plan registry

e plan release

e policy

e policy assignment

e policy attribute

e policy usb

e pool

e pool attribute

e printer

e remote authentication

e remote authentication assign
e role

e role permission

e tag

e tag a
e tag b
e tag c
e tag d
® user

e vc cluster

e vc cluster optional
e vc datastore

® vVvC resource pool

e vc spec file

e viewfilter

e viewfilter rule

e vm

Items are purged out of additional database tables, as follows.
e 1log entries are removed according to Days to retain log entries option on the Log Settings page
e pool history entries are removed according to the selection in the Retain data for drop-down

menu in the Track historical pool assignments and connections section on the Edit Pool page
e Completed work gqueue entries are removed after two days
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e vc_ host entries are removed after two days
e Deleted user session entries are removed after seven days
e Deleted ad_attribute entries are removed every four hours

Switching to an External Database

The Connection Broker supplies an internal database that stores all configuration data when the broker is
running as a standalone appliance. To enable Connection Broker clustering and failover, you must switch
from the internal database to an external database. Currently, the Connection Broker supports PostgreSQL
and Microsoft SQL Server 2012 and 2014 databases. To switch to an external database:

1. Go to the > System > Maintenance page.

2. Select either the Switch to PostgreSQL database or Switch to Microsoft SQL server database option
and click Next. The following Remote database form opens.

Remote database

Database name
leo_karen_rnirrar

Principal hostname or IP address Port
1433

User name

Password

Site 1D
171561

Each Connection Broker connected to the remate datab ase
must have a unique Site 1D

| switch | Cancel |
3. Enter a name in the Database name edit field.

4. Enter the database’s hostname or IP address in the Principal hostname or IP Address edit field.

? You may create a DNS alias for your database server and use this DNS alias name as the
hostname for the database.

5. Change the default outbound port listed in the Port edit field, if necessary.

?If you are using a named instance of Microsoft SQL Server, ensure that you enter the correct
port number for that instance. You can view the ports associated with this instance in the Protocols
for instance_name dialog associated with this instance.

6. Inthe User name and Password edit fields, enter a username (including the domain) and password
for a user with access to the database.

Under normal operation, the Connection Broker creates, deletes and updates rows in the database.
During upgrades it may also create, delete and/or update tables and indices in the database. Ensure
that you assign the database user to the following Microsoft SQL Server permissions to support
these functions:

e db ddladmin
e db datawriter
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® db datareader
7. Enter a unique Site ID. If you are using a cluster of Connection Brokers, each broker must have a

unique Site ID.

You can enter the site ID associated with a Connection Broker that was removed from the cluster.
The new Connection Broker takes over any jobs in the work queue associated with the previous
Connection Broker.

8. Click Switch. The Connection Broker takes one of the following actions:

e If a database with the specified name does not exist: The Connection Broker creates a new
database with that name and automatically populates the database with the information
currently available in the Connection Broker.

o If database with the specified name does exist: The Connection Broker switches to using the
new external database. If the external database is empty, the Connection Broker populates the
database with the information currently in the internal database. If the external database is
already configured, the information in the internal database is retained, however the
information is not copied over.

If the database being switched to is for an older Connection Broker version, the Connection
Broker displays the following warning.

Switching to remote database at 172.29.229.227
WARNING

This remote database is for an older version of the Connection Broker.
If you continue, this database will be upgraded and existing
Connection Brokers using this database may stop working.

Be sure to back up the current database before continuing.

Are you sure you want to switch to this database?

Click Switch to complete the switch to the external database. The Connection Broker upgrades
the old database. Any older versions of the Connection Broker that are pointing to this database
will switch into maintenance mode.

If the Connection Broker successfully switched the database, the following message displays:

The database was successfully switched.

The Connection Broker restarts after you switch databases.

If the Connection Broker loses its connection to the database, an error message appears in the Connection
Broker logs. You can use that error message to issue an SNMP trap.

Database Mirroring

Similar to using Connection Broker clusters to increases the availability of your Connection Brokers, you can
use database mirroring to increase the availability of your Microsoft SQL Server database. You can run
mirroring in either synchronous (high-safety) or asynchronous (high performance) mode.
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e In high-performance mode, the transactions commit without waiting for the mirror server to write
the log to disk, which maximizes performance.

e In high-safety mode, a committed transaction is committed on both partners, but at the risk of
increased transaction latency.

Mirroring is implemented on a per-database basis and works only with databases that use the full recovery
model. Database mirroring maintains two copies of a single database that reside on different server
instances of SQL Server Database Engine. Log shipping can be used as a supplement to database mirroring,
to build a highly available and disaster resistant database configuration.

For automated database failover, use synchronous mirroring with a witness server to synchronize and
orchestrate the databases during failover. Using synchronous mirroring is typically fine as the amount of
data transmitted to the database by the Connection Broker is small, in the order of 5KB per user login.
However, using synchronization may slow down the number of logins per second that the Connection
Broker can handle.

Asynchronous mirroring can be useful in scenarios where the principal and mirror servers are separated by
a significant distance. Using asynchronous data replication, the replication does not slow down the principal
database. In this scenario, you must write the scripts that force the database failover.

Regardless of what type of mirroring you use, if the principal database fails, users cannot log into the
Connection Broker until the Connection Broker switches over to the mirrored database, i.e., role switching
occurs and the mirror is now the principal database. After the role switch occurs, if you configure your
Connection Broker to be database mirror-aware, the Connection Broker automatically begins
communicating with the new principal database (see Setting up Database Mirror-Awareness). If you do
not configure your Connection Broker to be database mirror-aware, you can use a DNS alias name for your
database server, and manually edit DNS to perform the database switch (see Using DNS Alias Names).

If you are using asynchronous mirroring the mirrored database may suffer some data loss. In particular, the
database may miss updates to individual objects such as:

e Running jobsin the > System > Job Queue may not be marked as Finished

e Policy-driven desktop assignments may not be updated in the database when the users log in or log
out.

Your environment’s tolerance for this data loss depends on your configuration. For example, if users retain
their desktop assignments after logging out or disconnecting, your environment has a lower chance of
desktops recording an incorrect user assignment. In addition, if your Connection Broker refreshes your
Centers on a periodic basis, some missing data will be recaptured. For example, if a desktop was shutting
down during the database failover and the shutdown event was lost, the next Center refresh determines
the desktop is stopped and updates the database it accordingly.

&5 Your database transaction log continues to grow until it is backed up. If the transition log fills, users can
no longer log into the Connection Broker. Therefore, you must periodically backup your database transition
log. After the transition log is backed up, even though the database does not shrink the transaction log, the
database begins reusing the existing space allocated to the transaction log.
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Setting up Database Mirror-Awareness

To set up your Connection Broker to be aware that your database is mirrored:

7.

Switch your Connection Brokers to an external database (see Switching to an External Database)
and create a database on your principal Microsoft SQL Server.

Create a database on the mirrored SQL Server location, with the same name as your principal
Leostream database.

Launch the SQL Server Management Studio (SSMS) for the SQL Server Database Engine that
contains your principal Leostream database.

Ensure that the Leostream database has a Recovery model set to Full, as shown in the following
figure.

. Database Propetties - leo !E
B ; Script ~ Lj Help

2 General

S Fil

E‘a F:I:Zmups Callation: ISQL_Lalin'I_GeneraI_CP‘I_CI_AS ﬂ

JEy Cptions P Recovery model: IFuI\ =]

2 Change Tracking L

2 Pemissions Compatibiiy level |30L Server 2008 100 =]

1% Extended Properties Wiz s

4 Mirraring .

- 3=c | A

& Transaction Log Shipping ’T /.l |

Create a Full backup of your principal Leostream database.

Backup the transition logs of your principal Leostream database and store it in the same destination
as the full database backup. The Device Content for the backup of your principal Leostream
database appears similar to the following:

B Device Contents - C:\Program Files\,Microsoft SQL Server\MSSOL10_50.MsSOLSER... JH[=] B3

Media

Media sequence: Media 1. Family 1

Created on: 8/21/2012 4:02:04 P
Media set
Mame:
Description:
tedia family count: 1
Backup sets:
Narne I Type I Companent Server
leo_karen_mirored-Full Database Backup Data..  Ful C5-.
lea_karen_mirared-Transaction Log Back... Transaction Log C5-.
4] | i

Launch the SQL Server Management Studio for the SQL Server Database Engine that contains your
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mirrored Leostream database.

8. Restore the database backup into the mirrored database. Ensure that you select Overwrite the

existing database and Leave the database non-operational option when restoring the database, as
shown in the following figure.

. Restore Database - leo_karen_mirrored H[=] E

g Script ~ u Help

Fiestore options

Cp Owenarite the existing databaze [wITH HEPLACE])
I™ Fresenve the replication settings [wITH KEEP_REPLICATIDN]
I~ Prompt before restoring sach backup
™ Restiict access to the restored database [wiTH RESTRICTED_USER)]

Restore the database files as:

Original File Mame: I File: Type: I Restore As |
lea_karen_mirrared | PawsData C:AProgram FilesiMicrosoft SAL ... ... |
len_karen_mirrored_log Log C:\Program Files\Microzoft SOL e

Recovery state

¢ Leave the database ready to use by rolling back uncommitted transactions. Additional
tranzaction logs cannot be restored. [RESTORE “WITH RECOWERY]

\(;- Leave the database non-operational, and do not roll back uncommitted transactions. Additional
tranzaction logs can be restored. [RESTORE /I TH NORECOVERY)

Server
C5-50LSERVERDR

. - Leave the databasze in read-only mode. Undo uncommitted transactions. but zave the undo
EEBI’]SE'IPIE;UE&M\adminisUatUr actions in a standby file sa that recovery effects can be reversed [RESTORE WITH STANDEY]

¢ Wiew connection propeities

Standby file: I |

9. Restore the transition log backup to the mirrored database. Again, ensure that you select the Leave
the database non-operational option when doing the restore. The mirrored database should
display the state (Restoring...) in the SSMS Object Explorer.

10. Return to the SSMS of the principal SQL Server.

11. From the Task menu associated with the principal Leostream database, select Mirror... to setup the
mirror configuration. Use the Operating mode radio buttons to select synchronous or
asynchronous mirroring. For complete instructions, please see the Microsoft documentation.

12. After your mirrored database is configured, return to the > System > Maintenance page in your
Connection Broker.

13. Select the Configure mirror database for failover option.

14. Click Next. The Add mirror form opens, as shown in the following figure.

Add mirror

Database name
leo_karen2012

Principal hostname or IP address  Port
172.29.229.228 1433

Mirrar hostname or P address Port
1433

Enterthe mirrar host to be used for failower

[ ] Cones |
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15. Enter the database hostname or IP address in the Mirror hostname or IP Address edit field. The
mirrored database must already exist on this database server, and must have the same name as the
principal database.

16. Change the default outbound port listed in the Port edit field, if necessary.

17. Click Save.

18. Repeat steps 12 through 17 for each Connection Broker in your cluster.

? The Connection Broker has not been qualified against SQL Server 2012 AlwaysOn Availability Groups
feature.

Using DNS Alias Names

To use a DNS alias for your database server to facilitate failing over from the primary to mirrored database:
1. Create a DNS alias for your database server.

2. Switch your Connection Brokers to an external database (see Switching Databases) and create a
database on your principal SQL Server.

# Use the DNS alias name from step 1 as the hostname for the external database on the Remote
database form.

3. Create a database on the mirrored SQL Server location, with the same name as your principal
Leostream database.

4. Launch the SQL Server Management Studio (SSMS) for the SQL Server Database Engine that
contains your principal Leostream database.

5. Ensure that the Leostream database has a Recovery model set to Full, as shown in the following

figure.
. base Propetties - leo =]
; Script Lj Help
Collation: ISQL_Lalin'I_GeneraI_CP‘I_CI_AS ﬂ
P Recovery model IFuI\ j
27 Permissions Compatibility level: ISQL Server 2008 [100) j
24 Extended Properties Other options:
4 Mirraring -
—. 3=c | A
& Transaction Log Shipping ’T /.l |

6. Create a full backup of your principal Leostream database.
7. Backup the transition logs of your principal Leostream database and store it in the same destination

as the full database backup. The Device Content for the backup of your principal Leostream
database appears similar to the following:
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m=Device Contents - C:\Program Files\,Microsoft SQL Server\MSSOL10_50.M5SOLSER... [H[=]

Media

Media sequence:

Created on:

Media set

Media 1, Family 1
8/21/2012 4:08:04 PM

Mame:
Description:

Media family count:

Backup sets:
Narne I Type I Companent Server
leo_karen_mirored-Full Database Backup Data..  Ful C5-.
lea_karen_mirared-Tranzaction Log Back... Tranzaction Log C5-..
< | i
4

mirrored Leostream database.

Launch the SQL Server Management Studio for the SQL Server Database Engine that contains your

Restore the database backup into the mirrored database. Ensure that you select Overwrite the

existing database and Leave the database non-operational option when restoring the database, as
shown in the following figure.

2 General
& Options

Server
CE-S0LSERVERDR

Connection:
LEDSTREAM\administrator

2 View connection properties

' Restore Database - leo_karen_mirrored

1= B
m ; Script - u Help
Restore options
(7 Ovemite the existing database (#TH REFLACE) )
I™ Fresenve the replication settings [WITH KEER_REPLICATIGN]
I~ Prompt hefore restoring each hackup
™ Restrict access to the restored database wITH RESTRICTED_USER)
FRestore the database files as:
Original File Mame I File Type I Restore As |
len_karen_mirrored Rows Data C:\Program Files\Microsoft SOL _I
lea_karen_mirored_log Lag C:\Program FilesiMicrosoft SOL .. _I
Recoverny state

- Leave the databasze ready to uze by rolling back uncommitted transactions. Additional
tranzaction logs cannot be restored. [RESTORE 'WITH RECOVER'Y]

tranzaction logs can be restored [RESTORE WITH NORECOVERY)

¢ Leave the database in read-only mode. Undo uncommitted transactions, but save the undo

\(;- Leave the database non-operational, and do nat roll back uncammitted transactions. Additional

actions in a standby file so that iecovery effects can be reversed [RESTORE WITH STAMDEY]

Standby file: |

o

10. Restore the transition log backup to the mirrored database. Again, ensure that you select the Leave

the database non-operational option when doing the restore. The mirrored database should

display the state (Restoring...) in the SSMS Object Explorer.
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11.

12.

13.

Return to the SSMS of the principal SQL Server.

From the Task menu associated with the principal Leostream database, select Mirror... to setup the
mirror configuration. Use the Operating mode radio buttons to select synchronous or
asynchronous mirroring. For complete instructions, please see the Microsoft documentation.

In the event the primary database fails, taking your Connection Broker offline, manually perform a
database role switch and then modify the DNS alias to point to the new principal database server.
After the DNS alias updates, the Connection Broker is online.
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Searching for Connection Broker Objects

You can search for particular objects in Connection Broker tables, such as desktops and users, using the
following two methods.

e The global search page scans all tables, searching for all objects with common names, notes, or
users

e The per-page search focuses on a single table, searching for particular object types
Global Search

The Search tab, shown in the following figure, allows you to locate particular objects within the Connection
Broker.

Global Search

Search Criteria

|Hame V‘ |heginswith v| ‘ |

Search Objects

[ Applications ~ [J Authentication Servers [ Centers [ Clients  [] Desktops

[ Display Plans [ Locations [Log [ Policies [ Pools
I Power Control [ Printer [JPrinters []Protocal [] Registry
[1Release [JRoles [ Tags [ Users
[ Check All | [ Uncheck All |
em

You can search for objects based on the following object attributes.
e Name: All Connection Broker objects have a name. The name is displayed in the Name column of
any Connection Broker table, for example, the Name column on the > Resources > Desktops page.

‘JWhen searching the > System > Logs page, the name corresponds to the contents of the
Description column.

e Notes: All Connection Broker objects allow you to include notes.

‘J When searching the > System > Logs page, the notes field corresponds to the contents shown
when you expand the show details link, shown below.

Successful Connection Broker login (thin client: Leostream LSC 2.6.119.0. policy "View". role "User”) (show detalls)

Click the "shown details" link to display the
contents of this log entry’s "notes” field.

For other Connection Broker objects the name and notes fields are displayed in the Edit form for
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that object, as shown, for example, in the following figure.

Edit Client "EVA" )
. . Name searches look
ame . . "
at the text in this field.
EVA 4 |

Assignment

Desktop assignment mode:
| Palicy-driven v |

Multi-monitor support
|Automat|ca|ly assign display plan v|

Motes searches look
at the text in this field.

Notes

User: Only desktop objects and log entries have an associated user. The user corresponds to the
name of the user that is currently assigned to that desktop or is the subject of the log entry, as
displayed in the User column on the > Resources > Desktops page or > System > Log page,
respectively.

Use the Search Criteria section to define the type of search. For example, to search for all objects with a
name that starts with ga:

1. Select name from the first Search Criteria drop-down menu.

2.

Select begins with from the second Search Criteria drop-down menu.

L5 When the search criteria is set to is equal to and you are using an internal Connection Broker
database, the search string is case sensitive. If you are using a Microsoft® SQL Server® database, an
is equal to search is not case sensitive.

Type ga into the Search Criteria edit field.

Click Check all to select all objects in the Search Objects section. The Global Search form appears as
shown in the following figure.

Global Search

Search Criteria

|name v‘ |heginswith Vl ‘qa |

Search Objects

[¥] Applications Authentication Servers Centers Clients Desktops

Display Plans Locations Log Palicies Pools
Power Control Printer Printers Protocol Registry
Release Roles Tags Users

[ Check All | [ Uncheck All |

=
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To search only for particular objects, click Uncheck All and select the individual objects.

5. Click Search.

The search results display the object type and name. The entries in the Name column of the search results
are hyperlinks that go to one of the following two locations.

e If the entry in the Object column corresponds to a log entry, click on the name to display additional

information about that log entry. For example, clicking on the text in the Name column of the
following log opens the displayed log entry information.

Object|Name

Log Assigned desktop "Xen-Win

Clicking the text in tm‘

column displays additional

Log entry for geops (User)

. . . Ti26/ - 145957
information about this log entry. Date D7/26/2010 - 14°59°5
User geops
Type Information

Description | Assigned desktop "Xen-Win2K3"

Event Desktop assign

If the entry in the Object column corresponds to any other entity, such as a pool or policy, click on

the name to go to the Edit form for that object. The following figure displays part of an example
search report.

42 ohjects found

Object Name __L—Click the name to go to the "Edit" page for each object.
Paolicies QA no i::z"’
Policies QA with Apps

Authentication Servers | 04

Desktops

Desktops QA-2K3

Per-Page Search

You can quickly search for objects in a particular Connection Broker table using the local search functions
provided on each page. Each table allows you to search for objects based on the contents of any column

that is filtered based on alphabet, for example, the Name or Machine Name columns on the > Resource >
Desktops page.

To search for objects on a page:

1. From the filter drop-down menu associated with the column you want to search based on, select

the Search option, as shown in the following figure.

402



Leostream Connection Broker Administrator’s Guide

STREAM (=~

Status | [RECWUGEE | Clients | Plans | Users | System |

Centers | Tags | Pools | Desktops | Applications | Printers

Import Desktop Import Range of Desktops

Filter this list: | No filter <]

=) Actions Name = )}Aai\atwlity Power Status

| v Al v / [Al ][ AN A v
Caontrol | Edit | View | Log | HD status Al ] Available Running

o : rmm &

O Control | Edit | View | Log | HD status |A MS Available Stopped

O Control | Edit | View | Log | HD status E MS-(5.1.4) Available Stopped

2. Inthe search edit field that opens, enter the text to search for. For example, the following search
will look for desktops with a name that begins with ga.

Name = User  Availability

i |qa| “ Search ][ Cancel ]

By default, the Connection Broker searches for objects that begin with the entered text. You can use
the following wildcards to modify the search.

The percent (%) wildcard matches any character string. For example:

QA% searches for any string that begins with oa
%$DEV$ searches for any string that contains DEV
$PROD searches for any string that ends with PROD and does not contain trailing blanks

The underscore wildcard (_) matches any one character in a fixed position. For example:

_EE_searches for any four-letter string whose two middle characters are EE
$DEV_TEST% searches for any string that contains the pattern DEV_TEST. The strings DEV_TEST1,
MYDEV-TEST, and MY-DEV-TEST2 all match this pattern.

3. Click Search to perform the search. The filter drop-down menu for that column now contains the
text you entered for your search, and the contents of the table shows the results. For example, the
following figure displays the results for the search for desktops with a name that begins with ga.

STREAM (=~

Centers | Tags | Pools | Desktops | Applications | Printers

Status | [EEEIGEE | Clients | Plans | Users | System

Import Desktop Import Range of Desktops The filter drop-down menu

Filter this list- [No fitter v shows the text you
entered for the search.

b Actions MName = Awvailability ~ Power Status

| v [a 4% [alv]an v [ ~|

O Control | Edit | View | Log | HD status ga-2k3 Available Stopped

| Control | Edit | View | Log | HD status qa-2k3-citrix Available Stopped

O Contral | Edit | View | Log | HD status ga-2k3-x64-01 Available Stopped

O Contral | Edit | View | Log | HD status gauto-cb-baseline Ayailable Stopped

O Control | Edit | View | Log | HD status qauto-xp-buildbs Available Stopped

4. To change the contents of the table, change the selection for the filter drop-down menu. The filter
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table contains your search string until you select another filter and navigate away from the page.
For example, the following figure shows the contents of the filter drop-down menu used in this

example.
STREAM (~
Status | [EEEIGET] | Clients | Plans | Users | System
Centers | Tags | Pools | Desktops | Applications | Printers
Import Desktop Import Range of Desktops
Filter this list: | No filter |
=g Actions Mame = User Availability  Power Status
| | ga v (Al ][ [ Al ~

|>

Control | Edit | View | Log | HD status H Ayailable Stopped

Control | Edit | View | Log | HD status Ayailable Stopped

Available  Stopped Your search string

remains in the filter
Control | Edit | View | Log | HD status ling Available Smppcd/"st until you leave

J
K
L
M
v| Log | HD status g bs Available_—4rFfed the page.
Fl
aQ

i | Log | HD status vailable Stopped

v | Log | HD status _', Available Stopped

ew | Log | HD status |§ 2 Available Running
1

Control | Edit | v | Log | HD status

Control | Edit |

Control | Edit | W

Contral | Edit |

aooooomim

Control | Edit | V

Generating Connection Broker Reports

The Connection Broker provides a set of predefine reports on resource usage. Go to the > Status > Reports
page to view the available reports, as shown in the following figure.

STREAM (~ :
BB | Resources | Clients |
Message Board | Reports | Connection Broker Metrics | Downloads

Connection Broker Metrics

Current Resource Usage
Current Resource Usage (summary)
Policy

User Login History
User Connection History
Desktop Assignment History

Each report is a static snapshot of the specified information, at the time the report is generated.

e Connection Broker metric reports allow you to monitor the performance of each Connection Broker
in a cluster

e Resource usage reports list the users and desktops currently assigned by the Connection Broker
e The policy report is a summary of all policies in the Connection Broker
e The three history reports track resource usage over time.

You can download many of the reports to a CSV-file by clicking the download link at the bottom of the
report.

Reporting Connection Broker Metrics

Connection Broker metrics provide information on disk space, load average, etc., for the Connection
Brokers in your cluster. The reported metrics are configured on the > Resources > Connection Broker
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Metrics page, and the report generated using the Connection Broker Metrics link on the > Status > Reports
page. See the following sections for more information on configuring and generation this report.

The Connection Broker collects seven default types of metrics:
e Used disk space
e Free disk space
e Used memory
e Available memory
e Load average in the last minute
e Load average in the last 5 minutes
e Load average in the last 15 minutes.

These metrics are collected at intervals configured on the > Resources > Connection Broker Metrics page,
for as long as the Connection Broker has a valid heartbeat. The heartbeat job checks the status of each
Connection Broker in the cluster every five minutes. If a Connection Broker skips two heartbeats, the report
no longer contains metrics for that Connection Broker. When the heartbeat resumes, the Connection Broker
reappears in the report.

Generating Connection Broker Metrics Reports

In order to generate a Connection Broker Metrics Report, you must enable metrics collection, as follows.
1. Go to the > System > Settings page.

2. Select Connection Broker metrics, as shown in the following figure.

Edit Settings

Enable Features

[T Hardware PColP support

CTUSE passthrough control

[ Cannection Broker forwarding

[I%irtual machine provisioning

[T Registry plans

[T Resource offers fram Xendpp Senices Site
Connection Broker metrics <
Power cantral for physical machines:

Mo power control v

3. Click Save.

If your Connection Broker is running stand-alone, i.e., not in a cluster, the broker automatically begins
collection metrics for itself. If the Connection Broker is part of a cluster, the broker must first restart all
other Connection Brokers in the cluster before it can begin collecting metric data.

After Connection Broker metrics are being collected, you can generate a report on the > Status > Reports

page. Click the Connection Broker Metrics link to generate the report. The following figure shows an
example report for a single Connection Broker.
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STREAM (=~

W] | Resources | Clients | Plans | Users |

Message Board | Reports |  Downloads

Connection Broker Metrics Report:  2010-06-02 15:56:34
Last Collected

Cwerall Collected

Connection Braker Metric Time WValue Peak Average

Connection Broker 'leostream’ at 172.29.229.74 Running

Last heartbeat at [ 2010-06-02 15:56:29 ]
Last reboot at [ 2010-08-02 15:36:16 ]

2010-03-10 13:58:00[18.00 (%) 26.00 (%) 19.45 (%)
2010-03-10 13:558:00|5260.00 (MB) |5261.00 (MB) |5159.09 (MB)
2010-03-11 11:33:00{1007.00 (MB) | 1018.00 (MB) |954.74 (MB)
2010-03-11 11:33:01(16.00 (MB) 698.00 (MB) |68.53 (MB)

Used disk space

Free disk space

Used memory

Available memaory

Load average in the last 1 minute | 2010-03-11 11:00:54 | 0.09 (Process)

0.96 (Process)

0.10 {Process)

Load average in the last 5 minutes | 2010-03-11 11:00:54 | 0.06 (Process)

0.25 (Process)

0.07 (Process)

Load average in the last 15 minutes | 2010-03-11 11:00:54 | 0.02 (Process)

0.08 (Process)

0.02 {Process)

For each Connection Broker with a valid heartbeat, the report indicates the time the metric was last
collected and its value, along with the overall peak and average value for the metric. The time of the Last
heartbeat indicates the last time a valid heartbeat was returned by this Connection Broker.

A Connection Broker may skip a heartbeat for any of the following reasons.

e The Connection Broker is shutdown
e The Connection Broker was removed from the cluster by pointing it to another database
e The Connection Broker work queue has stalled.

If a Connection Broker skips two heartbeats, and the Connection Broker is not marked as Stopped, the
status for that Connection Broker changes to Unavailable. Connection Brokers that are stopped or
unavailable can be hidden from the report by clicking the Do not display link, shown in the following figure.

Load average in the last 5 minutes [2010-06-03 23:21:20|0.00 {Process)|0.58 (Process)|0.09 {Process) /
Load average in the last 15 minutes | 2010-06-03 23:21:20| 0.00 (Process)|0.23 (Process)| 0.03 (Procgsef]

Connection Broker 'leostream’ at 172.29.229.74  Unavailable ( Do not displeq.ﬁ‘;/P
Last heartbeat at [ 2010-06-02 15:30:53

Last reboot at [ 2010-06-02 15:34:31]

Used disk space 2010-06-02 15:20:49|20.00 (%) 20.00 (%) 20.00 (%)

Free disk space 2010-06-02 15:20:48|5102.00 (MB) |5102.00 (MB) [5102.00 (MB)
2010-06-02 15:20:49|355.00 {(MB)  |355.00 (MB} | 355.00 (MB)
Available memory 2010-06-02 15:20:49|661.00 {(MB) |661.00 (MB} |661.00 (MB)
Load average in the last 1 minute  [2010-06-02 15:20:50 | 0.92 {Process)|0.92 (Process)|0.92 {Process)
Load average in the last & minutes |2010-06-02 15:20:50 | 0.23 {Process)|0.23 (Process)|0.23 {Process)

Load average in the last 15 minutes | 2010-06-02 15:20:50| 0.08 (Process)|0.08 (Process)|0.08 {Process)

Used memory

You can return hidden Connection Brokers to the report by clicking the Show all Connection Broker in this
report link at the top of the Connection Broker Metrics report.

Load average is a measure of CPU. It is a statistical concept, similar to a moving average, which shows how
many processes had to wait for the Connection Broker processor to execute their jobs over the selected
time interval. Different load average values indicate the Connection Broker responsiveness. For example, a
load average of 8-10 may indicate that the Connection Broker CPU is becoming moderately busy, and that
there will be a delay in processing jobs.
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Configuring Connection Broker Metrics

You configure how often Connection Broker metrics are collected, how long data is retained, and if logging
events should occur on the > Status > Connection Broker Metrics page, shown in the following figure.

STREAM -/ BB | Resources | Clients | Plans | Users | System
Message Board | Reports | Connection Broker Metrics | Downloads
Actions  Name Label Attribute Type Collect Retain Days Frequency
[an vl lan A v A v
Edit disk_used Used disk space Appliance Yes 30 1 day
Edit disk_free Free disk space Appliance Yes 30 1 day
Edit ram_used Used memaory Appliance Yes 30 30 minutes
Edit ram_free Ayailable memary Appliance Yes 30 30 minutes
Edit load_average_1 Load average in the last 1 minute  Appliance Yes 30 1 hour
Edit load_average_5 Load average in the last 5 minutes  Appliance Yes 30 1 hour
Edit load_average_15 Load average in the last 15 minutes Appliance Yes 30 1 hour

To configure a particular metric, click the Edit action associated with that metric. The Edit Connection
Broker Metric form, shown in the following figure, opens.

Edit Connection Broker Metric
Mame
ram_free

Attribute Definition

Label
Available memory

Description
Memory: RAM total as seen by the system (MB)

Collection Preferences

Frequenc
30 minutes %
Defines how often to collect information defined by this stiribute

Days to retain attribute information

Collect

Logging Threshelds

Log as
Mo Logging v
Log if less than or equal to

[

Log if greater than or equal to

(|

Last Saved Threshold
'Log as' is 'No Logging' - nothing will be logged

Cancel
Skl Wbl

To modify how often the metric is collected, select a new item from the Frequency drop-down
menu.

To modify how long the data is retained, select a new item from the Days to retain attribute
information drop-down menu.

To stop collection this particular metric, uncheck the Collect option.

If the Collect option is selected, use the Logging Thresholds section to trigger logging events that
can be monitored with SNMP and syslog servers.

407



Chapter 19: Monitoring the Connection Broker

The Connection Broker changes the collection schedule as soon as you click Save. The next scheduled
collection for that metric will be determined by the frequency, offset from the current time.

Logging Connection Broker Metric Thresholds

You can instruct the Connection Broker to log events when any of the Connection Broker metrics exceed a
specified threshold. Use the Logging Thresholds section, shown in the following figure to turn on logging
and specify the thresholds. You must be collecting the metric before the Logging Thresholds section
appears.

Legging Threshelds

Log as
Mo Logging

Log if less than or equal to
Log if greater than or equal to

Last Saved Threshold
‘Log as’ is "Mo Logging’ - nothing will be logged

The setting in the Log as drop-down menu indicates what type of event the Connection Broker should log,
either: information, warning, or error. Set the Log as drop-down menu to No Logging to disable logging for
this metric.

When logging is enabled, use the Log if less than or equal to and Log if greater than or equal to edit fields
to set upper and lower bounds on the logging threshold. For example:

e If Log if less than or equal to is set to 5 and Log if greater than or equal to is set to 10, the
Connection Broker logs the selected event whenever the metric is less than or equal to 5 OR
greater than or equal to 10.

e If Log if less than or equal to is set to 10 and Log if greater than or equal to is set to 5, the
Connection Broker logs the selected event whenever the metric is greater than or equal to 5 AND
less than or equal to 10

You can use logging event to trigger SNMP traps or in conjunction with syslog servers, to monitor the
Connection Broker health. See Issuing SNMP Traps and Integrating with Syslog Servers for more
information.

Reporting Resource Usage

The Resource Usage report, shown in the following figure, lists the different resources (desktops and
applications) that are currently in use or hard-assigned to an end user.
STREAM (~

Message Board | Reports | Connection Broker Metrics | Downloads
Resource Usage Report: 2009-04-29 16:13:13

B | Resources | Plans | Users | System Getting

All All v All v | Al Al AL (v [AI Y All b

Karen KAREMN Default Paolicy-driven User HPXW8000-1  All Desktops Assigned
araina Leostream Hard-assigned User QA-XP-LOADOT Assigned
ctxl QA LDAP VOLE Citrix QAFarm Policy-driven User CT¥2-Calculator Citrix Apps Assigned
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The Resource Usage report contains a snapshot at the time the report is generated, and is not dynamically
updated. To view trends in resource usage, periodically run the report, download the report to a CSV-file,
and use a third-party tool to analyze the files.

The columns in this report provide the following information.

User Name: Name of the user assigned to the resource.

Authentication Server: The authentication server used to authenticate the user when they initially logged
into the Connection Broker.

Organization Unit: The user’s OU, if applicable
Client: The name of the client device where the user logged into the Connection Broker.

Policy: The policy that the Connection Broker assigned to the user when they logged into the broker. Policy
does not apply to hard-assigned desktops.

Assignment Mode: The method used to assign the resource to the user; either policy-assigned or hard-
assigned.

Protocol Type: The display protocol used to connect to this resource.

Role: The role assigned to the user by the authentication server that the Connection Broker used to
authenticate the user.

Resource: The name of the assigned resource.

Pool: The pool from which the assigned resource was taken.

User Status: The user’s status, either Assigned or Signed In. A status of Signed In indicates that the user is
actively logged into the resource. A user may be assigned a resource but not actively signed into that

resource, for example, if the user disconnects from the resource and their policy leaves them assigned to
the desktop upon disconnect.

Generating Resource Usage Summary Reports

The Resource Usage (summary) report gives an overview of the number of assigned resources, and their
source. The Resource Usage (summary) report contains a snapshot at the time the report is generated, and
is not dynamically updated.

The following figure shows an example Resource Usage (summary) report.
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Resource Usage Summary Report:  2009-04.30 12:06:13

Total users assigned to resources 2

Total resources assigned 5

Average number of assigned resources per user 250

Number of resources per Authentication Server Total for the authentication server
QA LDAR 5

Mo Organizational Unit ‘

> ¥~ Total for an OU in the

Number of resources per Policy
Citrix RainaPaol ‘1
CitrixAllApps ‘4

Number of resources per Pool

Citrix RainaFarm ‘1
All Applications ‘4

Number of resources per Role

User ‘5

Number of resources per Type

Application ‘5

The sections in this report provide the following information.

Total users assigned to resources: The number of users assigned to a resource (desktop or application) in
the Connection Broker. Users may not be actively logged into the assigned resource.

Total resources assigned: The number of resources assigned to all users. This number is not an indication of
license use. Users assigned to multiple resources consume a single Connection Broker license.

Average number of assigned resources per user: Total users assigned to resources divided by total
resources assigned.

Number of resources per Authentication Server: The number of resources assigned to users in each
authentication server. This number can show which authentication servers contains users that are more
actively using the Connection Broker. If applicable, the report shows an indented list of these users’
organizational units. The total number of indented resources equals the number of resources for the
authentication server, as a whole.

Number of resources per Policy: The number of resources that are assigned by each policy.

Number of resources per Pool: The number of resources that are assigned from each pool. This number
can show pools that are more heavily loaded with users.

Number of resources per Role: Number of resources assigned to users with various Connection Broker
roles.

Number of resources per Type: Number of desktops and applications assigned to users. The total equals
the value for Total resources assigned.
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Policy Reports

The Policy report provides a summary of all settings for all policies in your Connection Broker. To generate
the report, click the Policy link on the > Status > Reports page. The following figure shows part of an
example report.

Policy Report:  2009-06-29 21:19:55

4

servers
assigning this
policy

Desktop Pool All Desktops WindowsXP
#1

When User Logs into Connection Broker B
Mumber of 1 1 ‘f

Policy 1 Policy 2
Policy Name | Default Development /"
Total users of |1 1 LS
this policy )
Total ] ]
desktops f
currently -
assigned by -
this policy (
Total 0 1 1
authentication -~
servers s
assigning this .
policy A
Authentication LEOSTREAM !
+
I

desktops to
offer

Select User {"follow-me” mode) User {"follow-me” mode) i
desktops to

P L S .J,/"-_‘/-' s A e _,—_.,—-WJ-,,-‘/._‘/

User Login History Reports

User login histories indicate the number of users that logged in to the Connection Broker over a specified
period of time, and indicate:

e When peak login times occur
e The overall load on your system
e How often and when individual users log in

To generate a user login history report, click the User Login History link on the > Status > Reports page. The
User Login History form, shown in the following figure, opens.

User Login History )
Display report for last:

[30days  ~| \Daily |
User

<All> v

Display results by:

Authentication Server Policy
[¥] Role
[ check Al | [ Uncheck Al |
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The User Login History form allows you to configure the time period, frequency, and display parameters for
the report, as follows.

1. From the first Display report for last drop-down menu, select the length of history to display.

2. From the second Display report for last drop-down menu, select the time interval for grouping
information.

For example, the configuration for the Display report for last drop-down menus in the following
figure results in a weekly report for the last four weeks.

User Login History

Display report for last:

4 weeks v Weekly w

3. To list Connection Broker logins for a particular user, select that user from the User drop-down
menu. Select <All> do display an overview of all user activity.

4. Use the options in the Display results as section to select summary tables to generate.

a. Authentication Servers: Summarizes the number of user logins that were authenticated in
each defined authentication server.

b. Policy: Summarizes the number of times each policy was assigned to a logged in user.
c. Role: Summarizes the number of times each role was assigned to a logged in user
5. Click Report to generate the report.

The following figure displays an example user login history report.

Report date: Friday, September 10th 2010 11:50:44

Total Connection Broker logins per day in the last 1 week

Number of Connection Broker
logins during this period

09/10/2010 00-00-:01| Friday, September 10th 2010 11:50-44 | 11

From To

08/09/2010 00:00:01

05/10/2010 00:00:00

15

09/08/2010 00:00:01

05/09/2010 00:00:00

1

09/07/2010 00:00:01

09/08/2010 00:00:00

7

—

If blank, no users logged in
™ during this time interval.

08/06/2010 00:00:01

08/07/2010 00:00:00

09/08/2010 00:00:01

0%/06/2010 00:00:00

09/04/2010 00:00:01

09/05/2010 00:00:00

08/03/2010 00:00:01

05/04/2010 00:00:00

Grand Total

34

Any generated summary tables appear after the history. The following figure displays an example summary
for authentication servers, policies, roles, and user. A per-user summary is always displayed, and shows the
total number of logins for each user over the selected time period.
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Total Connection Broker logins per policy in the last 1 week

Policy Total
= Nao Policy » 32
Development Office 2
Grand Total 34
Total Connection Broker logins per authentication server in the last 1 week
Authentication server Total
< Connection Broker = 25
Leostream

Dev 2

QA 2
Dema 2
Grand Total 34
Total Connection Broker logins per role in the last 1 week

Role Total
< MNo Role = 22
Administrator 10
Local Users 1
User 1
Grand Total 34

Total Connection Broker logins per user in the last 1 week . ) )
User Total Failed logins can occur if the user selects the wrong

—"domain or incorrectl es their password.
2 & y typ p

< Failed authentication =

admin 10

boris 1 Connection Broker Administrator logins are
tost ] included in the total user login count.

Grand Total 34

User Connection History Reports

User connection histories show the number of users that requested connections to desktops after logging in
to the Connection Broker. Connection histories can help you identify:

e The overall load on your system
e How many times a particular user requested a desktop

To generate a user connection history report, click the User Connection History link on the > Status >
Reports page. The User Connection History form, shown in the following figure, opens.

User Connection History (2}

Display report for last:
| 30 days V| | Daily V|

=

The User Connection History form allows you to configure the time period, frequency, and display
parameters for the report, as follows.

1. From the first Display report for last drop-down menu, select the length of history to display.

2. From the second Display report for last drop-down menu, select the time interval for grouping
information.

For example, the configuration for the Display report for last drop-down menus in the previous
figure results in a report for the last 30 days summarized daily.
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3. Click Report to generate the report.

The following figure displays an example user connection history report.

Report date: Friday, September 10th 2010 09:48:13

Total connection requests per week in the last 4 weeks

From

To

Number of distinct users

during this period

who connected to desktops

2010-09-04 00:00:00

2010-09-11 00:00:00

2010-08-25 00:00:00

2010-09-04 00:00:00

2010-08-21 00-00-00

2010-08-28 00:00-00

If the same user connects to two desktops, that

T useris only counted once in this time period.

2010-08-14 00:00-00| 2010-06-21 00:00:00| 3

2010-08-13 00:00:00|2010-08-14 00:00:00|3

Max concurrent user connections 3

Grand Total 6

Total connection requests per user in the last 4 weeks | q——— The number of rows in this table equals the "Grand Total"

i T of number of distinct users in the report over time.

David g

allen 3 s These numbers indicate the number of times each user

Boris 9 requested a connection to a desktop. Use the "Desktop

— ] As_signment History" report to see which desktops were
being used.

karen 1

David il

Grand Total 13

Integrating with Syslog Servers

The Connection Broker can function as a syslog sender, to forward log messages over the network.
Integration with syslog servers allows for more effective compliance and auditing.

To enable the Connection Broker as a syslog sender:

1. Go to the > System > Log page, shown in the following figure.

2. Select the Settings link. The Log Settings form opens.

3. Select the type of messages to send to the syslog server from the Events to Log section. You can

send some or all of the following:

o Information
o Warnings
o Errors

4. Select the Enable syslog to remote host option.

5. Enter the host name or IP address of your syslog server into the Remote host name or IP address
edit field.

6. Click Save.

The Events to Log section also defines the information shown in the Connection Broker logs (see
Customizing the Log Contents).
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Viewing the Connection Broker Log

The > System > Log page, shown in the following figure, displays a log of Connection Broker activity. You can
modify the columns included on this page by clicking the customize link at the bottom left side of the page
(see Customizing Tables).

The logs show the different stages of user connection, e.g., when a user signs in, is offered and assigned
desktops, logs out, etc.

Using the logs, you can:

STREAM (=~

Status | Resources

Sign Qut Administrator

| Clients | Plans | Users | [ESTEETN Getting Started

Log | JobQueue | MNetwork Configuration | General Configuration | Skins | SNMP | XMLAPI | Maintenance | Remote Backup

Settings

Filter this list: | No filter v

< previous next » Page Rows perpage

Date Type Object Object name Description

Al v [a v an e [an v

04/27/2009 - 12:51:43  Information User Karen Offered desktop "Cmd" as "Cmd" from pool "Dev-Applications”
04/27/2009 - 12:51:43 Information User Karen Offered desktop "Wordpad” as "Wordpad” from pool "Dev-Applications”
04/27/2009 - 12:51:43  Information User Karen Offered desktop "MSSQL-BIll" as "MSSQL-Bill" from pool "Dev-Windows"
04/27/2009 - 12:51:43 Information User Karen Offered desktop "Ubuntu” as "Ubuntu” from poal "Dev-Linux"

04/27/2009 - 12:61:43  Information Citrix Presentation Server XenApp Cloned Citrix object "Calculator” to create "Calculator”

04/27/2009 - 12:51:43

Information

Deskton

Calculator on "XenApn" Imported

e Diagnose problems with your policy logic related to power and assignment controls, by looking at

logs related to powering up and down desktops, and releasing desktops back to the pool.

e Monitor the system load, such as the number of logins over a period of time.
e Monitor user access

Customizing Log Levels

To customize the type of events the Connection Broker logs, click the Settings link on the > System > Log
page. Clicking on this link opens the Log Settings dialog, shown in the following figure. Select the events

you want to log and click Save.

Log Settings
Levels to Log

Information
[l Waming
Errar

[1Enable syslog to remate host

Hostname or IP address

[ Purge the entire lng now

Days to retain log entries

0000,

I The Syslog section pertains to interacting with syslog servers (see Integrating with Syslog Servers)
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Purging Connection Broker Logs

If your log files grow rapidly, you can purge the log file, as follows:
1. Click the Settings link on the > System > Logs page.
2. Select the Purge the entire log now option.
3. Click Save.

After you click Save, the Connection Broker wipes out the current log file and starts creating a new log with
the items you selected in the Log Settings form.

If you do not manually purge the log file, the Connection Broker automatically purges the logs after 30 days.
To change the automatic purge interval, enter a different number in the Days to retain log entries edit field.

Available Log Characteristics

Each row in the log provides some or all of the following information.

Date
The date the entry was logged.

Level
The log level for this entry, either: information, warning, or error. The log contains entries for the level
selected on the Log Settings form.

Object
The type of Connection Broker object that invoked the action logged in this entry.

Object name
The name of the object that invoked the action logged in this entry.

Description
A detailed account of the logged event. If available, click the show details link to expand the log entry.

User
The user associated with this log event.

Client
The client device associated with this log event, typically shown for login events.

Event
The category this log entry falls into. You can filter on events to create lists of activities, such as user login
and logout (see Filtering the Log List). The Connection Broker reports the following types of events.

e (Center scan
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Policy

Where applicable, the Connection Broker policy associated with this event.

Connection Broker alert
Connection Broker login
Connection Broker logout
Connection Broker reboot
Connection Broker shutdown
Database backup
Database restore
Database switch

Desktop Agent upgrade
Desktop CPU utilization
Desktop assign

Desktop connect

Desktop connect request
Desktop connection close
Desktop delete

Desktop idle time
Desktop lock

Desktop offer

Desktop pause

Desktop protocol override
Desktop provisioning
Desktop reboot

Desktop release

Desktop release (manual)
Desktop resume

Desktop revert to snapshot
Desktop start

Desktop stop

Desktop suspend

Desktop unlock

Desktop user disconnect
Desktop user login
Desktop user login (rogue)
Desktop user logout
Desktop user logout (rogue)
Network start

Network stop

Object create

Object delete

Object update

Pool out of resources
Session expired
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Role
The Connection Broker role assigned to the user shown in the User column.

Authentication Server
Where applicable, the Connection Broker authentication server associated with this event.

Pool
Where applicable, the Connection Broker pool associated with this event.

Protocol Plan
The protocol plan associated with this event.

Display Plan
The display plan associated with this log event.

User Session ID
The session ID assigned to the user associated with this log event.

Filtering the Log List

Log filters can be used to generate customized views for the logs, which can then be downloaded to a CSV-
file. To create a log filter:

1. Select Create a new filter from the Filter this list drop-down menu, as shown in the following
figure.

STREAM - Status |

Settings

Filter this list: | Mo filter v
Mo filter

User Logins

= Edit an existing filter

06/03/2010 - 1R R

Date

The Create a new filter page opens, shown in the following figure. This page opens only if you allow
popups from your Connection Broker.
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Create a new filter

Filter name

Include data that matches:
(&) Any of the following
O All of the follawing

[Add rows] »

[ Share the filter with ather users

IMotes

Save Cancel
| )| )

2. Inthe Create a new filter page, enter a descriptive name for your filter in the Filter name edit field.

3. Use the rows in the Include data that matches section to filter the displayed logs. You can filter the
logs based on any number of log entry attributes.

4,

If you specify multiple rows in the Include data that matches section, specify if the filter ANDs or
ORs the rows together, as follows.

a. Select Any of the following to perform an OR operation
b. Select All of the following to perform an AND operation

5. Click Save to save the log.

To display only log entries that satisfy this filter, select the filter name from the Filter this list drop-down
menu. Use global filters along with column-based filters to create customized list of log entries. You can
then click the export link to download a CSV-file of the log list for analysis.

Using Logs to Track Connection Broker Configuration Changes

The Connection Broker generates log entries when certain Connection Broker configurations are changed,

such as when editing a desktop or changing a pool setting. To view configuration changes, filter the logs
based on one of the following events.

e Object create
e Object delete
® Object update

An Object update event can be triggered by any of the following:

e The object is manually edited in the Connection Broker Administrator Web interface

e The object is updated in the Connection Broker database
e A center scan updates the object
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e The Leostream Agent reports a change that causes the object to be updated

The entry in the Users column indicates which user made the configuration change. Changes that were
automatically made by the Connection Broker, for example, changes made to a client when a user logs into
the Connection Broker form that client, show Connection Broker in the Users column.

Exporting the Log Contents

You can extract the contents of the Connection Broker log in a number of ways:

e Download a CSV-file

e C(Click the Download Leostream technical support logs link

e If the Connection Broker Web server is unable to start, use the Connection Broker virtual machine
console to gather a log package for Leostream Technical Support. See the Connection Broker Virtual
Appliance Guide for instructions.

CSV-File

To download a CSV:
1. Go tothe > System > Log page
2. Click the export link at the bottom-left of the page.
3. When prompted, save the CSV-file

The CSV-file contains the entire contents of the > System > Log, not just the information on the currently
displayed page.

Downloading Logs

When you click on the Download Leostream technical support logs link at the bottom of any page of the
Connection Broker Web interface, the broker downloads a ZIP-file containing all the information stored in
the broker.
To extract the log information from the ZIP-file:

1. Extract the downloaded . zip file.

2. Inthe directory you unzipped the downloaded logs into, go to the 1ogs directory.

3. From the 1ogs directory, extract the sql-1og.zip file, into a directory called sql-1og.

The sql-1og.directory contains a file called sql-1og. txt, which is a tab delimited file containing

the contents of the > System > Log table. You can import this table into an Excel spreadsheet for
analysis.
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Users are referenced in the table by their user ID.

4. To see the mapping between users and user IDs, extract the sql-user.zip file.
" ? The Connection Broker does not include any password information in the downloaded log files.

Viewing the Job Queue

The > System > Job Queue page, shown in the following figure, displays the Connection Broker work queue,
including all completed, running, and pending jobs. You can modify the columns included on this page by
clicking the customize link at the bottom left side of the page (see Customizing Tables).

Sign Out Administrator

Rand
STREAM Status | Resources | Clients | Plans | Users | [ESESEON Getting Started

Log | Job Queue | MNetwork Configuration | General Configuration | Skins | SNMP | XMLAPI | Maintenance | Remote Backup

Settings

< previous next > Page Rows per page

ID  Status Object Object Name Command Started Finished
Al A DR Al ~| [an v |an |

93  Finished Center Uncategorized  delete 04/27/2009 - 16:19:26  04/27/2009 - 16:19:27 04/27/2009 - 16:19:27
115 Finished Desktop dual check_lagoff 04/28/2009 - 17:26:04 04/28/2009 - 17-26:05 04/28/2008 - 17:26:05
95 Finished Xen KenServer scan 04/27/2009 - 16:20-00 04/27/2009 - 16:20:00 04/27/2009 - 16:20:04
66  Finished Maintenance system_startup 04/27/2009 - 08:30:18  04/27/2009 - 08:30:18 04/27/2009 - 08:30:19
104 Pending Time Server MTP Time sever sync 04/28/2009 - 22:50:30 04/28/2009 - 21:50:30 04/28/2009 - 21:50:30
106 Pending IMaintenance system_check 04/28/2009 - 22:50:33  04/28/2009 - 18:50:32 04/28/2009 - 18:50:33
69  Aborted Citrix Presentation Server XenApp poll 04/27/2009 - 10:08:12 04/27/2009 - 10:08:14  04/27/2009 - 10:07:12
97  Finished Citrix Presentation Server XenApp scan 04/28/2009 - 09:25:44  04/28/2009 - 092544 04/28/2008 - 09:25:47
108 Finished Desktop dual check_logoff 04/28/2009 - 17:22:04 04/28/2009 - 17:22:04 04/28/2009 - 17:22:07
110 Finished Desktop dual unassign 04/28/2009 - 17:22:30 04/28/2009 - 17:22:31 04/25/2009 - 17:22:31

10 rows on page

59 total rows

The job queue contains Connection Broker processes that are independent of the Web interface. The ID
number indicates the order in which the Connection Broker placed jobs into the queue. The higher the ID
number, the more recently the Connection Broker placed the job into the queue.

Recurring jobs, such as center scans, appear with a status of either pending or running. Pending jobs
indicate the next time the Connection Broker runs the job, as well as the start and finish time for the last
time the job ran, as shown in the following figure.

=5 ID = Status Object Object Name Command Scheduled Started Finished
| v A ~|[an |[an v [au ~|[an | [l v A |
O 846 Finished Monitoring hda_scan 05/11/2010 - 14:12:10 05/11/2010 - 14:12:10  05/11/2010 - 14:14:50

O 545 Pending vCenter Server vSphere poll 05/11/2010 -(15-12-09) 06/11/2010 €14-11-00) 05/11/2010 141209

Time for Last time the Last time the job
next run job started ran to completion

If you think your Connection Broker is not functioning correctly, use the job queue as a diagnostics tool.
e If you requested an action and it hasn’t taken place, check if the action is pending in the job queue.

e If upwards of 30 or more jobs are pending, the work queue may have stopped and you should
reboot the Connection Broker
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Rescheduling Pending Jobs

The Connection Broker allows you to reschedule any pending work queue jobs. By rescheduling certain
types of jobs, such as scanning centers, you can ensure that no Connection Broker jobs not related to
handling logins occur during times of peak user login.

To see all pending work queue jobs, go to the > System > Job Queue page, and select Pending from the
Status column’s drop-down menu, as shown in the following figure.

STREAM = Status | Resources | Clients | Plans | Users | [ESIEC |

Log | Job Queue | Network Configuration | General Configuration | Skins | SNMP | XML API |
Settings
& Status Object Object Name Command Scheduled
[ ¥ (s v A v A A v
545 Pending vCenter Server vSphere poll 05/11/2010 - 15:12:09
544 Pending Xen XenServer poll 05/11/2010 - 15:10:56
O 543 Pending Maintenance system_check 05/11/2010 - 17:34:32
O 538 Pending Time Server MNTP Time server sync 05/11/2010 - 14:24:25

To reschedule one or more pending jobs:

1. On the > System > Job Queue page, check the checkbox before each pending job you want to
reschedule. If the Bulk Actions column of checkboxes is not available, use the customize link at the

3.

bottom of the table to add this column (see Customizing Tables).

From the bulk action drop-down menu, select Reschedule, as show in the following figure.

STREAM (~

Status | Resources | Clients | Plans | Users | [[SRCTSNE |

Log | JobQueue | Network Configuration | General Configuration | Skins | SNMP | XML API |

Settings

B ID = Status Object Object Name Command Scheduled
\ [Pending R[] M ¥ [an RIET v
L

Pending vCenter Server vSphere poll 05/11/2010 - 15:12:09

Pending Xen XenServer poll 05/11/2010 - 15:10:56
Pending Maintenance system_check 05/11/2010 - 17:34:32
Pending Time Server WNTP Time server sync 05/11/2010 - 14:24:25

The Reschedule n jobs form opens, where n is the number of jobs you selected, as shown in the
following figure.

Reschedule two jobs

In this form:

a. Inthe edit field, enter a numeric value for the amount of time to push the job forward.
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b. From the drop-down menu, select the units for this value: minutes or hours.
c. Click OK.

The time shown in the Scheduled column for the selected jobs moves forward by the amount of time you
selected.

Purging Completed Jobs

To purge completed jobs from the job queue table:

1. Click on the Settings link at the top of the > System > Job Queue page
2. Select the Purge all complete jobs option
3. Click Save

The Connection Broker removes all completed jobs from the job queue table, leaving any pending jobs in
the queue.

Purging Pending and Running Jobs

Connection Brokers that are clustered around a common PostgreSQL or Microsoft SQL Server database are
identified by their site ID. If you change the site ID for a Connection Broker or remove that Connection
Broker from the cluster, pending or running jobs associated with that site ID occasionally remain in the job
qgueue. The pending jobs never run and running jobs never finish, as they are associated with a Connection
Broker that is no longer part of the cluster.

“ Certain jobs, such as pool stats jobs that refresh pool contents, can be run by any Connection Broker
in the cluster. If pending pool stats,poll, orpoll power state jobsare associated with Connection
Broker that are no longer part of the cluster, another Connection Broker will pick up the job when that job
is scheduled to run. You do not need to delete these pending jobs.

If you have a cluster of Connection Brokers accessing a single work queue, you can delete pending or
running jobs using the following two methods.

e  The Job Queue Settings dialog provides an option to purge all pending or running jobs associated
with a particular Connection Broker site ID. Use this option when you need to delete all the jobs for

a Connection Broker that was removed from the cluster.

e  The Bulk action drop-down menu provides a Cancel option that allows you to purge individual
pending or running jobs from the work queue.

AR Purge pending and running jobs only if the Connection Broker associated with that site ID is no longer
part of your Connection Broker cluster. Purging jobs associated with an existing Connection Broker can
compromise the functioning of your Connection Broker

To purge all the pending or running jobs associated with a particular Connection Broker site ID:
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1. Click Settings on the > System > Job Queue page. The Job Queue Settings dialog opens, as shown in
the following figure.

Job Queue Settings

Purge
[1Purge all completed jobs

[ Purge all jobs for site: »
Warning: This will permanently delste all the jobs for the site

Save |
2. Check the Purge all jobs for site option.

3. From the associated drop-down menu, select the site ID associated with the pending and running
jobs to purge.

L5 Ensure that the selected site ID is no longer part of your Connection Broker cluster.
4. Click Save.
To purge individual pending or running jobs:

1. Ensure that the Bulk action column is displayed on your Connection Broker > System > Job Queue
page. See Customizing Tables for information on how to display this column.

2. Select the checkbox in the Bulk action column for all pending and running jobs you want to cancel.

3. Select the Cancel option from the bulk action drop-down menu, as shown in the following figure.

g ID = Status Object
v Fending »| All &
Reschedule 4762 Pending Maintenance
4758 Pending Braker
4730 Pending Pool
\1?29 Pending Pool
~

Using Web Queries to Obtain Connection Broker Status

You can monitor the Connection Broker using any of the following Web queries. These queries are useful,
for example, if you use global or local load balancers and want to monitor the Connection Broker health at
regular intervals.

https://CB_ADDRESS/index.pl?action=is alive
https://CB_ADDRESS/index.pl?action=cb online
https://CB_ADDRESS/index.pl?action=cb_status
https://CB_ADDRESS/index.pl?action=cb_version

Where CB ADDRESS is your Connection Broker address. These queries perform the following functions.
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e is alive:Responds with CB Is OKAY if all of the following conditions are met: 1) the
Connection Broker and its database are online, 2) all authentication servers defined in the
Connection Broker are available, and 3) the Connection Broker load average is equal to or less than
four.

If the Connection Broker cannot communicate with the database, the query returns an HTTP status
of 503 (Service Unavailable). The query also returns an HTTP status of 503 (Service
Unavailable) if the Connection Broker load average is above four or if any of the authentication
servers defined in the Connection Broker are unavailable.

e cb online:Respondswith CB IS OKAY if the Connection Broker and its database are online. If
the Connection Broker cannot communicate with the database, or the Connection Broker is in
maintenance mode, the query returns an HTTP status of 503 (Service Unavailable). This query
is being deprecated in favor of the is_alive query.

e cb status: Responds with CB_ IS OKAY if the Connection Broker database is online. The query
returns a brief description of the problem in ERROR MESSAGE if the database is not online. This
function always returns a 200 Success header.

You can also use the cb_status Web query to check if a user is assigned to a desktop, for
example:

https://CB_ADDRESS/index.pl?action=cb status&if assigned only=username

Where CB_ADDRESS is your Connection Broker address and username is the user to check. If the
user is assigned a desktop, the Connection Broker responds with CB_ IS OKAY. If the user is not
assigned any desktops, the query returns the following error message.

ERROR MESSAGE=username does not have an assigned desktop
e cb version: Prints the current version of the Connection Broker.

Use the Leostream XML-RPC based API to retrieve additional Connection Broker status information.

Using the XML API

The Connection Broker has a published Application Programming Interface (API) that allows you to control
the broker using XML-RPC (eXtensible Markup Language — Remote Procedure Calls). Using XML-RPC, you
can:

e Go around policy logic to assign desktops.
e Determine who is logged into a virtual machine.
e Query the status of a virtual machine.

To enable the XML-RPC interface:

1. Go to the > System > XML API page, shown in the following figure.
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STREAM Z Status | Resources | Clients | Plans | Users | [ESTEECH

Log | JobQueue | Network Configuration | General Configuration | Skins | SNMP | xmLAPI |

Edit XML API Settings )

[JEnable XML-RPC
Documentation for the XML-RFC AFI

Notes

Save Cancel
LB -

Pl sllows you to programstically scoess snd cantral centars and desktops.
1L AFI
documentation

2. Select the Enable XML-RPC option.

3. You can enter optional information about how you are using the XML-RPC into the Notes edit field.
Do not enter actual XML-RPC calls, as the Connection Broker does not evaluate this field.

4. Click Save.
5. Place XML-RPC calls in your internal systems, to pull information from the Connection Broker.
Enabling XML-RPC allows you to use the Broker, VM, Pool, User, and Center APIs. To view documentation

on how to use these APIs, click the Documentation link below the Enable XML-RPC check box, shown in the
previous figure.

¥ The Connection Broker always allows calls to the ThinWin API used by thin client devices.

If you enable XML-RPC, commands are sent to and from the Connection Broker via https://cbh-
address/RPC2, Where cb-address is your Connection Broker IP address.

-7 To restrict certain users from using the XML API, assign them a role with the permission for XML API set
to No access. See Chapter 9: Configuring User Roles and Permissions for more information on creating
roles.

Testing the XML-RPC API

To test the XML-RPC API, click the Test link at the bottom of the > System > XML API page, as shown in the
following figure.

Edit XML API Settings ©

[CJEnable XML-RPC
Documentaticn for the XML-RPC AP|

MNotes

Save Cancel
S| Wb

ou to programatically acosss and control centers and desitops.
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The following RPC Test form opens:

RPC Test

Function narne

Parameter name Parameter value

Process
L~ U=

1. Enter the name of an XML-RPC function in the Function name edit field, for example VM.Status. For
a list of support functions, open the XML documentation by clicking the Documentation link below
the Enable XML-RPC check box.

2. Enter the name and value of each parameter required by the function.

3. Click Process.

The Connection Broker pushes the request through the XML-RPC post and returns the function results.
Issuing SNMP Traps

The Connection Broker provides basic SNMP trap support. Leostream sends traps using SNMPv2c format.

‘{n 110,

7' The Connection Broker does not support SNMP queries. You can only send requests using traps.
To setup SNMP support:

1. Go to the > System > SNMP page, shown in the following figure.
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Edit SNMP Setup

Traps
The Connection Broker will send SHMPZe traps farthe enabled events. You need to
load the Leostream MIB (below) into your SNMP manager.

SMMP Manager hostname or IP address

If using multiple addresses, separate sach entry with spaces
Cormmunity

public

The SHMP communi ity to canne ctto
Events to Log

[ Errors

[Iwvamings

[ Infarmation

Leostream MIB Version
®varsion 1

Oversion 2

| Seve Ji] Cancel

2. Enter the hostname or IP address of the SNMP management system in the SNMP Manager
hostname or IP address edit field. To send traps to multiple SNMP servers, enter multiple addresses
separated by a comma.

If you specify multiple SNMP servers, the Connection Broker sends the trap to all servers.
To specify a non-standard SNMP port, use the format host : port.
3. Enter the community name in the Community edit field.

4. Inthe Events to Log section, select the events that should trigger the sending of a trap to the SNMP
management system. You can send traps an any or all errors, warnings, and informational log
events.

5. In the Leostream MIB Version, select which MIB version to use. The Leostream MIB has a Root OID
(Organizational Identifier) of 1.3.6.1.4.1.18102.

e \Version 1 of the Leostream MIB has a single OID of 1.3.6.1.4.1.18102.50.

e \ersion 2 of the Leostream MIB contains a hierarchical set of OIDs based on the different
pages in the Connection Broker Web interface. Certain traps are sent using these OIDs.
Traps that have not been migrated to the new version of the Leostream MIB use the
original OID of 1.3.6.1.4.1.18102.50.

6. Click Save.
To setup the management system to recognize the Leostream traps, click on the link associated with the
version of the MIB you will use. Copy the Leostream MIB and compile the MIB into the SNMP system using
the supplied complier. The compiler creates a compiled version of the MIB which is stored alongside all the
other compiled MIBs within the management system. The management system then displays the traps sent

by the Connection Broker.

Both versions of the MIB report the following information:
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e The level of the trap: 2 for errors; 3 for warnings; 4 for information
e The UUID of the object affected, if applicable
e Atext string describing the problem, in the format object name : message text
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Chapter 20: Maintaining the Connection Broker

Overview

The > System > Maintenance page, shown in the following figure, allows you to:

e Update your Connection Broker

e Install new license keys

e Manage the Connection Broker database

e Manage SSL certificates

e Reboot or shutdown the Connection Broker

e Load and remove files

e Upload user, client, and desktop data into the Connection Broker

Maintenance (7}

Update

Check for updates

Install Connection Broker update
'/ Install new license

SSL operations
Generate and install a self-signed SSL certificate
Generate SSL certificate request (CSR)
Install signed SSL certificate or intermediate certificate
Uninstall SSL cerificate
Download SSL credentials for installation on ancther Connection Broker
Install SSL credentials from another Connection Broker
Database options
Backup internal database
Restore database from backup
Switch to PostgreSQL database
Switch to Microsoft SQL Server database
Purge the database
Import tables from log package

Reset
Reboot the Connection Broker
Shutdown the Connection Broker

Third-party content
Install third-party content
Remove third-party content

Bulk upload
Upload users
Upload desktops
Upload clients

The page also displays Connection Broker information, including your license expiration date.

The Connection Broker information displayed on the right side of the > System > Maintenance page
displays the current Connection Broker version and the last time it was updated. You can remotely
determine the Connection Broker version by querying:

http://cb-address/version

where cb-address is your Connection Broker address.
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Updating Connection Brokers

For a complete description of updating Connection Brokers, see the Connection Broker Virtual Appliance
Administrator’s Guide, available at:

http://www.leostream.com/resources/documentation/cb virtual appliance.pdf

Removing the Update Option

In production environments, you may want to lock the Connection Broker version by prohibiting
administrators from checking for updates. You can do so by removing the Check for updates option from
the > System > Maintenance page. To remove this option:

1. Go to the Connection Broker Console panel in your virtualization layer’s management tool, shown
in the following figure.

Welcome to version

To configure Leostream remotely, please open a
Web browser and point it to the following URL:

http:--18.118.37.183~

For support please go to:
http://wwuw. leostream.comssupport,/
To login please type:

Ctrl+C

2. Press ctri+cto go to the Leostream administrator login page, shown in the following figure.

Leostream Connection Broker
Linux kernel 2.6.18-128.1.6.e15 on an i6B6

Log in as user ’leo’ with password *leo’

leostream login:

3. Enter the username and password. The default username is 1eo and password is 1eo. The
Leostream administrator menu, shown in the following figure, opens.

Main menu
Network Configure IP addresses
Database... Configure database settings
Log. .. Leo log
Advanced... Advanced settings
Exit Exit to the Linux shell
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4. Select Advanced and hit <Enter>. The Advanced settings options, shown in the following figure,
appear.

Advanced settings

Back to the prior menu

Start SSH access
Debug Enable debugging

Maintenance Mode Disable Maintenance Mode
Upgrade Disable Connection Broker upgrade
SS5L Uninstall the SSL certificate

5. Select Upgrade and hit <Enter>.
6. When prompted for confirmation, hit <Enter>.

The > System > Maintenance page no longer shows the Check for updates option. To restore this option,
repeat steps 1 through 6 in the previous process.

Upgrading Leostream Connect and Leostream Agent

Connection Broker updates includes the latest version of the Leostream Connect clients and Leostream
Agents. You can view and download these versions on the > Status > Downloads page, shown in the
following figure.

STREAM® g |

The Connection Broker can automatically upgrade Leostream Connect and Leostream Agent installations on
clients and remote desktops running older versions of these components. By default, no automatic
upgrades are performed.

Upgrading Leostream Connect

Use the Upgrade client to latest version drop-down menu on the > System > Settings page, shown in the
following figure, to push Leostream Connect upgrades out to client devices.
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Leostream Connect Configuration

Allow user to modify Connection Broker address

Allow user to madify domain name

Allow user to modify user name

[ Allow unauthenticated logins (hides password field)

[ Allow user to select certificate for smart card lagin

Close connections when smart card is removed from reader

] Exit client after connection to resource is established

Show additional login button (Java client only): | Do not display >

Upgrade client to latest version- | Mever | - g—
Never

Alvways

Permit v Prompt user

Authentication methods:

Select one of the options in this menu, to indicate when the client should be updated, as follows:

Never: Do not update Leostream Connect. In this case, you must manually update end users’
clients.

Always: Always update Leostream Connect. In this case, the first time an end user runs Leostream
Connect and an update is available, they are warned that an update is in process. Leostream
Connect restarts when the update is finished.

Prompt user: Lets the user decide if they want to update Leostream Connect. In this case, when the
user launches Leostream Connect and an update is available, the client prompts the user to install
the update. The Connection Broker continues to prompt the user every time the client is launched,
until the upgrade is completed.

The Connection Broker runs the same tasks during the upgrade as you specified for the original Leostream
Connect installation.

Upgrading Leostream Agents

You can push Leostream Agent out to remote desktops using the Upgrade option on the > Resources >
Desktops page, shown in the following figure.

STREAM (~

Statws | [EEEINESS | Clients | Plans | Users | System

Centers | Tags | Pools | Desktops | Applications | Printers

o ez User Avallabilty Powe
b All [w || All | Al 4
O ol | Available Running
O ol | 4.4.31.0 Available Running
O ol | BLADE3 41250 Available Running

The Leostream Agent Version column on the > Resources > Desktops page displays the currently installed
version for each desktop. If this version is lower than the Leostream Agent version shown on the > Status >
Downloads page, the Connection Broker adds the Upgrade option to the Actions list.

The Connection Broker runs the same tasks during the upgrade as you specified for the original Leostream
Agent installation and always requests a desktop reboot after the installation completes. If you did not start
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the Leostream Agent at the end of the original installation, the Connection Broker will not automatically
start the Leostream Agent after the upgrade. In this case, you must manually restart the agent.

e To update an individual desktop, click the Upgrade action associated with that desktop.
e To simultaneously upgrade the Leostream Agents on multiple desktop:

1. Ensure that the Bulk actions column is shown on the > Resources > Desktops page (see
Performing Bulk Actions).

2. Inthe Bulk actions column, select the checkbox associated with each desktop that has a
Leostream Agent you want to upgrade.

3. From the drop-down menu at the top of the Bulk actions column, select Edit.
4. In the Edit desktops form that opens, select the Upgrade Agent to latest version option.
5. Click Save.

The Connection Broker updates the Leostream Agents on all the selected desktops.
Entering a New License Key

To enter a new license key:
1. Go to the > System > Maintenance page.
2. Select the Install new license option in the Update section.
3. Click the Next button.
4. Inthe form that opens, enter your new license key.
5. Click on the License Agreement link to open the Connection Broker End User License Agreement.

6. Read the agreement and, if you accept it, select the | have read and accept the License Agreement
check box.

7. Click Save.
Switching Databases

The Connection Broker can operate with either an internal or with an external PostgreSQL or Microsoft SQL
Server 2012 or 2014 database. Using an external database allows you to scale out your deployment by
clustering several Connection Brokers around a single database.
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7 A cluster is defined as two or more Connection Brokers all communicating with the same PostgreSQL or
Microsoft SQL Server database.

Connecting to a PostgreSQL Database

By default, the Connection Broker uses an internal database. To connect the Connection Broker to an
external PostgreSQL database: TODO: Add version information

1. Go to the > System > Maintenance page.

2. Select the Switch to PostgreSQL database option. The following Remote database form opens.

Remote database

Database name

lec_karen2012

Principal hostname or IP address Port
5432

User name

Password

Site ID

22431

Each Connaction Broker connected to the remote database

must have a unique Site ID

3. Enter a name for the database in the in the Database name edit field.

£ Do not use hyphens or other invalid characters in the database name.
4. Enter the PostgreSQL hostname or IP address in the Principal hostname or IP Address edit field.
5. Change the default outbound port listed in the Port edit field, if necessary.

6. Enter a username and associated password for a user with access to the database, in the User name
and Password edit fields, respectively.

7. Enter a unique Site ID. If you are using a cluster of Connection Brokers, each broker must have a
unique Site ID.

You can enter the site ID associated with a Connection Broker that was removed from the cluster.
The new Connection Broker takes over any jobs in the work queue associated with the previous
Connection Broker.

8. Click Save. The Connection Broker takes one of the following actions:
e If a database with the specified name does not exist: The Connection Broker creates a new

database with that name and automatically populates the database with the information
currently available in the Connection Broker.
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o If database with the specified name does exist: The Connection Broker switches to using the
new external database. Any information in the internal database is not moved into the external
database.

If the database being switched to is for an older Connection Broker version, the Connection
Broker displays the following warning.

Switching to remote database at 172.29.229.227
WARNING

This remote database is for an older version of the Connection Broker.
If you continue. this database will be upgraded and existing
Connection Brokers using this database may stop working.
Be sure to back up the current database before continuing.

Are you sure you want to switch to this database?

Switch Cancel

Click Switch to complete the switch to the external database. The Connection Broker upgrades
the old database. Any older versions of the Connection Broker that are pointing to this database
switch into maintenance mode (see Connection Broker Maintenance Mode).

If the Connection Broker successfully switched the database, the following message displays:

The database was successfully switched.

Connecting to a Microsoft SQL Server Database

By default, the Connection Broker uses an internal database. To switch to a Microsoft SQL Server database:

9. Go to the > System > Maintenance page.

10. Select the Switch to Microsoft SQL Server database option. The following Remote database form

opens.

Remote database

Database name
lea_karen_mirrar

Principal hostname or IP address Port
1433
User name

Pagsward

Site 1D
17151

Each Connection Broker connected to the remote database

must have 2 unique Site ID
Switch Cancel
SN SRR

11. Enter a name for the database in the in the Database name edit field.

£ Do not use hyphens or other invalid characters in the SQL Server database name.

12. Enter the SQL Server hostname or IP address in the Principal hostname or IP Address edit field.
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13. Change the default outbound port listed in the Port edit field, if necessary.

?'If you are using a named instance of SQL Server, ensure that you enter the correct port number
for that instance. You can view the ports associated with this instance in the Protocols for
instance_name dialog associated with this instance.

14. Enter a username (including the domain) and associated password for a user with access to the
database, in the User name and Password edit fields, respectively.

15. Enter a unique Site ID. If you are using a cluster of Connection Brokers, each broker must have a
unique Site ID.

You can enter the site ID associated with a Connection Broker that was removed from the cluster.
The new Connection Broker takes over any jobs in the work queue associated with the previous
Connection Broker.

16. Click Save. The Connection Broker takes one of the following actions:

e If a database with the specified name does not exist: The Connection Broker creates a new
database with that name and automatically populates the database with the information
currently available in the Connection Broker.

o If database with the specified name does exist: The Connection Broker switches to using the
new external database. Any information in the internal database is not moved into the external
database.

If the database being switched to is for an older Connection Broker version, the Connection
Broker displays the following warning.

Switching to remote database at 172.29.229.227
WARNING

This remote database is for an older version of the Connection Broker.
If you continue. this database will be upgraded and existing
Connection Brokers using this database may stop working.
Be sure to back up the current database before continuing.

Are you sure you want to switch to this database?

Click Switch to complete the switch to the external database. The Connection Broker upgrades
the old database. Any older versions of the Connection Broker that are pointing to this database
switch into maintenance mode (see Connection Broker Maintenance Mode).

If the Connection Broker successfully switched the database, the following message displays:
The database was successfully switched.

The Connection Broker restarts whenever you switch databases.
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After you switch to an external database, the Connection Broker stops updating its internal database with
configuration changes. Therefore, if you switch back to the internal database, the Connection Broker
configuration reverts to the setup at the point when the original switch to the external database occurred.

Possible Database Error Messages

If an incorrect IP address for the database is entered, or the database is not running, the following error is
displayed:
ERROR 2003: Can’t connect to database.

If an incorrect username or password is entered, the error message is shown on the database page as
follows:
ERROR 1045: Access denied.

After the database is switched, the Connection Broker continues to function as before but all data is written
to the database. If the Connection Broker no longer logs into the database, the following error message
displays:

Unable to connect to the database.

To determine the source of the error, go to https://ch-address/database error.pl, where cb-
address is your Connection Broker address.

Switching Site IDs

After a Connection Broker joins a cluster, you can change the Site ID associated with that Connection
Broker. Changing Site IDs allows you, for example, to instruct a Connection Broker to take over any jobs in
the work queue associated with that Site ID.

To change the Site ID:

1. Select the Switch to remote database option on the > System > Maintenance page. The following
Remote database form opens.

Remote database

Database name
lea_karen_mirror

Principal hostname or [P address Paort
1433

User narme

Password
Site 1D /
17151
Each Connection Broker connected to the remote database
must have 3 unique Site ID
| switch J}f cance |
2. Enter the appropriate site ID in the Site ID edit field.

3. Click Save.

Changing the site ID, or any other remote database parameter, is conceptually identical to connecting the
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Connection Broker to a new database. When switching site IDs, the Connection Broker performs all the
steps associated with switching to a new database, including restarting the Connection Broker.

Connecting to the Internal Connection Broker Database

You can easily switch any Connection Broker that is attached to an external database back to its internal
database.

To switch back to the internal database:
1. Go to the > System > Maintenance page.

2. Select the Switch to internal database option. The following Internal database form opens.

Internal database

Switch fromn the remate database leo_karen2012 on
172.28 229 228 to the intemal Leostream database?

3. Click Switch to switch back to the internal database.
4. Click Cancel to leave the form without switching back to the internal database.
After you switch the Connection Broker back to its internal database:
e The Connection Broker removes itself from the cluster associated with the external database.
e The internal database is configured exactly as it was directly before the Connection Broker was

switched to the external database. The internal database does not reflect any of the changes in the
external database.

Backing Up and Restoring an Internal Connection Broker Database

7 This feature is not available if your Connection Broker uses an external database. If you are using an
external database, back up the database using the standard tools and techniques for PostgreSQL or
Microsoft SQL Server databases.

You can download an internal Connection Broker database and additional Connection Broker settings, as
follows:

1. Select the Backup internal database option in the Database options section in the > System >
Maintenance page.

2. Click Next. The following Backup Internal Database form opens.
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STREAM - Status | Resources | Clients | Plans | Users | [ESIECH

Maintenance

Log | JobQueue | Metwork Configuration | General Configuration | Skins | SNMP | XMLAPI |

Backup Internal Database )
File name

|leastream-2009-04-28 \
A tgz exdension wi Il be automatically added to the file name

3. Enter a file name for the downloaded configuration, or use the default file name.

4. Click Submit. The Connection Broker adds the postscript . tgz to any filename and downloads the
file to the browser’s default download folder on your machine.

You can restore a downloaded Connection Broker database, as follows:
1. Select the Restore database from backup option in the > System > Maintenance page.

2. Click Next. he following Restore Database from Backup dialog opens.

Sign Out Administrator
~
STREAM Status | Resources | Clients | Plans | Users | [ Getting Started

Log | JobQueue | Metwork Configuration | General Configuration | Skins | SNMP | XMLAPI | Maintenance | Remote Backup
IMPORTANT NOTICE

Restore Database from Backup (Z)

The Connection Broker will be restarted after the database is restored. You
] will be automatically logged out and the Connection Broker will be unavailable
until the restart is complete

File name
| H Browse

Select the tgz fils that contains the Leostream datsbase to restore.

slzced oy the uslaaded file and the
stion may teks a while Plasse

Caution: The cumant internal datssass wi

nt.

3. Enter the full path to the configuration file or locate the file using the Browse button.

4. Click Submit to upload the file.

43 This file overwrites the previous Connection Broker configuration database.
Backing up Your Connection Broker

Recommended Practices

Leostream recommends the following schedule for backing up your Connection Broker virtual machine:

e Make monthly clones
o Take weekly snapshots

By backing up the entire Connection Broker virtual machine, you do not need a separate backup procedure
for the underlying Connection Broker operating system.

If you are using an external database, implement your site standard database backup procedure to protect
the data. As with any backup procedure, test the restore process to make sure it is well documented and

works as expected.
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If you are using an internal database, use the > System > Backup page to schedule regular backups to an
external FTP server. See the following section for more information.

Scheduling Connection Broker Backups

The > System > Backup page, shown in the following figure, allows you to schedule routine backups of your
Connection Broker internal data base.

{5 The scheduled backup does not back up information stored in an external PostgreSQL or Microsoft SQL
Server database. If your Connection Broker is attached to an external database, the schedule backup
includes:

The unused data in the internal database, which is stale compared to the external database

The external database connection information (IP, username, password), the local networking
information (static IP or DHCP, static address, gateway, and DNS), and local SSL cert and key

Edit Backup

Enable backup
Disabled v

Filename prefix

The filename has the form: {FREFIX]_{DATETIME] igz

When to Run Backup

Hour to run
PN »

Days to run
[JMonday

[ Tuesday
[JWednesday
[ Thursday
[ Friday

[ saturday
[ Sunday

FTP Destination

Hostname or IP address

User name

Password

Path

Remats directory to copy file to. May be left blank.

Motes

[ Perform a backup now

En

To schedule automatic remote backups:

1.

2.

Select Enabled from the Enable remote backup drop-down menu. Toggle the selection back to

Disabled to turn off remote backup.

Enter a string into the Filename prefix edit field. The Connection Broker stores your backup files
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with the name prefix DATETIME.tgz, where prefixis the string you enter in this edit field.
3. Select the time to run the backup from the Hour to run drop-down menu.
4. Select all the days to run the backup.
5. Enter the full path to the FTP host in the FTP host edit field.
6. Enter the user name in the FTP user edit field.
7. Enter the user’s password in the FTP password edit field.
8. Optionally enter a directory to copy the backup file to in the Remote directory edit field.

9. If you want to run the backup as soon as you click Save, in addition to the times you configured in
this form, select the Perform a backup now option.

10. Click Save.

Generating and Installing Self-Signed SSL Certificates

Connection Broker 7.8 includes a default Leostream certificate, used to encrypt communication between
the Connection Broker and the Leostream Agents and Leostream Connect clients. You can replace this
certificate with a self-signed certificate, or with a certificate from an authorized certificate issuing authority.

e Self-signing certificates are simpler and lower cost.
e Certificates from a certificate authority are recognized by browsers and, therefore, browsers do not
generate a certificate warning.

To create a self-signed certificate:

1. Go to the > System > Maintenance page.

2. Select the Generate and install a self-signed SSL certificate option, shown in the following figure.
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Maintenance )

Update
( Check for updates
Cnstall a new license
SSL operations
@Generata and install a self-signed SSL cerllﬁcaha)
Generate a SSL certificate request (CSR)
CInstall the SSL credentials from another Connection Broker

Database options

O Backup intemal database

(O Restore database from backup
) Switch to another database

O Purge the database

Reset
() Reboot the Connection Broker
O Shutdown the Connaction Broker

Third-party content
O Install third-party content
O Remave third-party content

Bulk upload

C Upload users

C Upload desktops
C Upload clients

Next

3. Click Next. The following form opens, requesting the information needed to generate an SSL

certificate.
SSL Certificate Information
Country Name (2 letter code)
élate or Province Name (full name)
Locality Name (eg, city)
6rganimlion MName (eg, company)
Organizational Unit Name (eg, section)

Site name (CN)

10.110.37.183

The DNS name or address of this site
Administrative email

For a self-signed certificate, you have more flexibility in completing the information in this form, but
you should follow guidelines if you want to transition to a certificate signed by a certificate signing

authority in the future. Certificate signing authorities require official documentation to support each
variable.

4.

Enter some or all of the following information. The Site name is required. All other fields are

optional.

‘mnjm

~?You can typically find this information by going to your organization’s official Web site, finding a

secure page, and then using your browser to examine the certificate.

e Country name: The IANA two letter country code (see http://www.iana.org/cctld/cctld-

whois.htm for the official list).
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e State or Province Name (full name): The full name of your state or province. Do not enter
abbreviations.

e Locality name: The city in which your company is incorporated.
e Organization Name: The name by which your organization is officially recognized.
e Organizational Unit Name: The department name.

e Site name: (Required) Either a DNS name or IP address. It is recommended that you add the
Connection Broker address into your DNS system then use the DNS name rather than the IP
address. In this way, you can change the IP address of the Connection Broker without having to
create new certificates.

e Administrative email: The email address of the person responsible for certificate maintenance.
5. Click Save.

The Connection Broker creates the certificate request and installs the certificate. The Web interface is then
encrypted with this certificate. The Connection Broker displays a message when the installation is complete.

Generating and Installing Third Party SSL Certificates

To generate the information needed to request an SSL certificate from a third party certificate signing
authority:

1. Go to the > System > Maintenance page.
2. Select the Generate a SSL certificate request (CSR) option.

3. Click Next. The following form opens, requesting the information needed to generate an SSL
certificate.

SSL Certificate Information (2)
Country Name (2 letter code)

State or Province Name (full name)

I-_ocahty MName (eqg, city)

Organization Name (eg, company)

(-]rganizational Unit Name (eg, section)

Site name (CN)

10.110.37.183

The DNS name or address of this site
Administrative email
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4. Enter the SSL certification information, described in the previous section.
5. Click Save. The Connection Broker generates the CSR, and displays a message page.
6. Click the Click here link in the message page to download the CSR file.

7. Cut-and-paste this block of text from the browser into the entry form for the certificate application.

£55 The text must be copied as plain text. Either cut-and-paste the text from the browser window into
another browser window or into a plain text email (not HTML enhanced).

Installing a Signed SSL Certificate and Intermediate Certificate

After the signed SSL certificate arrives from the certificate signing authority, you can install it on the
Connection Broker, as follows. This method can be used to upload the signed certificate, the intermediate
certificate, or both certificates, as required.

1. Go to the > System > Maintenance page.

2. Select the Install signed SSL certificate or intermediate certificate option.

? This option appears only after you generate an SSL certificate request.

3. Click Next. The following dialog opens.

Upload an SSL Certificate

S5L certificate file
Choose File | No file chosen

Intermediate certificate or CA bundle file
Choose File | No file chosen

Install certificate(s)

4. Browse for the SSL certificate.
5. If needed, enter or browse for the intermediate certificate or CA bundle file.
6. Click Install the certificate(s).

After the certificate is uploaded, the Connection Broker restarts in order to use the new certificate.

“'You cannot install a certificate that was not generated from the Connection Broker’s CSR.
Sharing SSL Credentials between Connection Brokers

In deployments where you are clustering Connection Brokers, you want all brokers to use identical SSL
credentials. To do this, setup the credentials on one Connection Broker and then share the credentials with
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other brokers, as follows.
To download the SSL credentials:
1. Go to the > System > Maintenance page

2. Select the Download the SSL credentials for installation on another Connection Broker option, as
shown in the following figure.

Maintenance )

Update
O Check for updates
O Install a new license

SSL operations
O Generate and install a sel-signed SSL certificate
O Gererate a 5L certificats request (CSR)
O Install a signed SSL cerificate
Uninstall the |_cerificate
C@ann\nad the SSL credentials for installation on another Connection ErnkD
Install the S5L credentials fram another Connection Eroker

Database options

O Backup internal database

) Restore database from backup
O Switch to another database

O Purge the database

Reset

) Reboot the Connection Broker
O Shutdown the Connection Broker
Third-party content

O lnstall third-party content

O Remaove third-party content
Bulk upload

O Upload users

O Upload desktops

O Upload clients

Next

3. Click Next. The following form opens

Download the SSL credentials

File name

leastream-ssi-2008-07-18 |

A tgz exdension will be automatically added to the file name

Create the credentials file

4. Inthe File name field, enter a file name for the downloaded SSL credentials.

5. Click Create the credentials file. The Connection Broker generates a . tgz file containing the SSL
credentials and opens a Web page that allows you to download the credentials.

6. Click the Click here link in the Web page that opens and save the file locally on your machine.
To install these SSL credentials on another Connection Broker:
1. Go to the > System > Maintenance page

2. Select the Install the SSL credentials from another Connection Broker option, as shown in the
following figure.
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Maintenance

Update
O Check for updates
O lnstall a new license

SSL operations

O Generate and install a self-signed S5L certificate
O Generate a S5L certificate request (CSR)

O Install a signed SSL certificate

O Uninstall the SSL certificate

Offff pad the SSL credentials for installation on another Connection Broker
() Install the S5L credentials from another Connection Braker

Database options

(3 Backup internal database

(O Restore database from backup

) Switch to another database
(3 Purge the database

Reset

(3 Reboot the Connection Broker
(C Shutdown the Connection Broker
Third-party content

O Install third-party content

(O Remove third-party content

Bulk upload

) Upload users

(3 Upload desktops

(C Upload clients

MNext

3. Click Next. The following form opens

Install SSL credentials from anther Connection Broker

File name

‘[ Browse ]

Select a Leostream S5L credentials file to upload

4. Enter or browse for the file name of the SSL credentials to install.

5. Click Load the SSL credentials.
Uninstalling an SSL Certificate

You can uninstall an SSL certificate as follows:
1. Go to the > System > Maintenance page.

2. Select the Uninstall the SSL certificate option, as shown in the following figure.

-7 This option only appears if you have installed a self-signed SSL certificate or a CSR. You cannot
uninstall the default Leostream certificate.

Maintenance

Update
O Check for updates
Olnstall a new license

SSL operations
(O Generate and install a self-signed SSL certificate
(O Generate a SSL cerificate request (CSR)
() lInstall a signed SSL certificate
( () Uninstall the SSL certificate_»
(O Download the SSL credentials for installation on ancther Connection Broker
O lnstall the SSL credentials from another Connection Broker
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3. Click Next. The Uninstall the SSL certificate page, shown in the following figure, opens.

Uninstall the SSL certificate

Press Uninstall to disable SSL on this Connection Broker

4. Click the Uninstall button to finish the process.
After the certificate is uninstalled, the Connection Broker restarts and uses the default Leostream

certificate. The Connection Broker deletes the certificate’s private key from the Connection Broker database
when you uninstall the certificate.

Restarting the Connection Broker

You can restart the Connection Broker, as follows:
1. Select the Reboot the Connection Broker option on the > System > Maintenance page.
2. Click Next.

The Connection Broker does not prompt you to confirm this action. The broker begins to reboot
after five seconds. After the reboot completes, you must sign back into your Connection Broker.

Shutdown the Connection Broker

You can shutdown the Connection Broker, as follows:

1. Select the Shutdown the Connection Broker option on the > System > Maintenance page.

2. Click Next.

The Connection Broker does not prompt you to confirm this action. The Connection Broker shuts
down after 5 seconds.

The Connection Broker virtual machine does not completely power down, only the guest operating system
powers down. In this way, the Connection Broker holds on to any allocated memory and can quickly power
back up. To power up the Connection Broker in vCenter Server, use the Restart option.

Purging the Database

You can clear out the Connection Broker internal database, as follows:
1. Select the Purge the database option on the > System > Maintenance page.

2. Click Next. The following form opens.
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Purge the Database a)

Purging the database will remove all resources from the Connection Broker.
The log will be cleared and the job queue will be cleared and restarted.

Interfaces and settings will not be changed or removed.

Click the "Purge” button if you are sure you want to purge the database.

e
3. To purge the database, click Purge.

4. The following message appears if the purge was successful.

Log Job queue Network configuration

@ The database was successfully purged

- ? The Connection Broker cannot restore a purged database.

The Connection Broker purges the following items from the database:
e Authentication Servers

e C(Centers

e C(lients

e Locations
e Llogs

e Policies

e Pools

e Desktops

e Applications
e PColP Host Cards

e Users
e Roles
e Tags

e Message board
e Job queue

The Connection Broker does not purge the following items from the database:

e License key

e SSL certificate

e External database connection information

e Network setup

e General, SNMP, and log settings

e Remote backup settings and FTP site information
e Skins
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Installing and Removing Third Party Content

You can upload arbitrary Web content into the Connection Broker Web server using the Install third party
content option. You can use installed Web content to do the following:

e Use custom ActiveX or Java remote viewer provided by a third party
e Load graphics, allowing you to include your logo in the Connection Broker Web interface

To upload a file:
1. Go to the > System > Maintenance page.

2. Select the Install third party content option, as shown in the following figure.

Maintenance )

Update

3 Check for updates

Olnstall a new license

SSL operations

(3 Generate and install a self-signed SSL certificate
(0 Generate a SSL certificate request (CSR)
Olnstall a signed SSL certificate

Install the SSL credentials from another Connection Broker
Database options

(2 Backup intemal database

(2 Restore database from backup

2 Switch to another database

3 Purge the database

Reset

(3 Reboot the Connection Broker

2 Shutdown the Connection Broker

Third-party content
O Install third-party content
(2 Remaove third-party content

Bulk upload

O Upload users

O Upload desktops
(O Upload clients

Next
)

3. Click Next. The following page opens.

Install Third Party Content (?)
File

Choose File | Nofile chosen

File to install. The file will be installed in the tpc directory. A ZIP file will be
automatically extracted.

Install

4. Enter the full path to the content to upload, or browse to the file.
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5. Click Install. The file is uploaded into your Connection Broker’s Web servers /tpc directory. For

example, the full file name is:

https://cb-address/tpc/filename

Where cb-address is your Connection Broker address and £ilename is the name of your
uploaded file.

If you are using a cluster of Connection Brokers, repeat steps 1 through 5 for each Connection
Broker in the cluster.

For instructions on how to use uploaded files to customize the logo on the Connection Broker Web browser
Sign In page, see Adding Customized Text and Images.

To remove an uploaded file:

1. Go to the > System > Maintenance page.

4.

5.

Select the Remove third party content option at the bottom of the form.

Click Next. A page opens, listing the content you have loaded into your Web server. For example:

Remove third party content

Select the files or directories to remaove
[JLeostreamLogoBlackSmall gif

If you have not uploaded any files, the Connection Broker displays a warning.
Select all the items to remove.

Click Remove.

Uploading Data from CSV Files

The Connection Broker allows you to create users and clients, as well as hard-assign users to desktops, by
loading CSV formatted files into the Connection Broker database. To upload a file:

Select the radio button associated with the data you want to upload, either Upload users, Upload
desktops, Upload clients, or Upload PColP host devices.

Click Next.

In the dialog that opens, enter or browse for the file to upload.

Click Upload.
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Uploading Users

To upload users into the Connection Broker, the CSV-file must have the following format.

e The CSV-file must be comma delimited

e Quotes must be double quotes

e The first row must contain the field names, separated by commas with no additional blank spaces,
and the data must be in the remaining rows

e The field names must match the field names in the user table in the data dictionary, including case

e The file must contain the 1ogin field, which is used to uniquely identify the user

e The xxx_idlinkage fields (e.g., role id) can contain either the numeric ID of the associated
record or the name of the associated record

o The following fields cannot be edited:

o id

o deleted

o created

o updated

o last login

For a list of field names in the users table, go to:
https://cb-address/download/account db.html#user
Where cb-address is your Connection Broker address.

For example, a file with the following contents loads four users into the Connection Broker.

login, namg, guthent"l cation_method, policy_id, remote_authentication_id d— The first row indicates the
userl, Loaded userl,r,1,0 X .
Userz, Loaded Userz r, 1.1 fields in the user table that

users,Loaded User3,r,1,Z are being uploaded.
userd, Loaded userd,r,4,1

A\

The Connection Broker database contains the ID numbers for your
policies and authentication servers. An ID of zero will not set the property.

"R" indicates the users are remotely authenticated.
Enter "L" to create a local user.

The > Users > Users page for the previous example appears similar to the following.

STREAM = Status | Resources | Clients | Plans | [IESE] | System | Search

Users | Roles | Policies | Authentication Servers | My Options
Create User  Test Login
g Actions MName Login name Role Policy = Uploaded Authentication Server  Signed in
[ ¥ Al v [u ~ [ [an vlan =] [an v [l v
O Edit | Test login Loaded Userl user! Default Yes
O Edit | Test login Loaded User2 user2 Default Yes Leostream
O Edit | Test login Loaded Userd user3 Default Yes QA
O Edit | Test login  Loaded Userd userd Devel Remote Yes Leastream
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If the value specified by 1ogin already exists in the Connection Broker and the user is remotely
authenticated, the Connection Broker modifies the existing user record. If the value specified by 1ogin
already exists in the Connection Broker as a remotely authenticated user and you are uploading a local user,
a new user is created.

The Uploaded column on the > Users > Users page displays Yes for users that were uploaded from a CSV-file.

If you do not specify the authentication method field, the Connection Broker assumes the user is
authenticated by one of the authentication servers defined on the > Users > Authentication Server page.
The first time the uploaded user logs into the Connection Broker, the Authentication Server column
updates with the name of the authentication server used to authenticate the user and assign a policy.

Uploading Desktop Assignments

You can load a CSV-file to modify desktops already in the Connection Broker.

? You cannot create new desktops using the bulk upload feature.
When uploading desktop data, the CSV-file must have the following format.

e The CSV-file must be comma delimited
e Quotes must be double quotes
e The first row must contain the field names, separated by commas with no additional blank spaces,
and the data must be in the remaining rows
e The field names must match the field names in the vm table in the data dictionary
e The only modifiable fields are:
o display name - Textto enter into the desktop’s Display name field.
O user assignment mode — This case-sensitive field can take one of the following two
values:
= H:Indicates the desktop is hard assigned to the user
= p:Indicates the desktop is policy assigned to the user
o user_ id - Either the numeric ID or name of the assigned user
e One of the following fields is required and must uniquely identify the desktop:

o id
O name
o uuid

For a list of field names in the desktops table, go to:

https://cb-address/download/account db.html#vm
Where cb-address is your Connection Broker address.
Note: The bulk upload feature allows you to incorrectly policy-assign a desktop to a user via the CSV-file. If

the CSV-file policy-assigns a desktop to a user, but the user’s actual policy does not assign that desktop to
the user, the user will not be presented with the desktop assigned by the CSV-file.

453



Chapter 20: Maintaining the Connection Broker

Uploading Clients

By default, the uploaded CSV-file modifies existing clients, but does not create new clients. To create new
clients select the Allow creation of new clients option, shown in the following figure. Specify new clients
using the name, mac, or serial number field. New clients cannot be created using an id field.

Upload Clients

File

Browse.

CSV file to upload

[“] Allow creation of new clients

m=n

If you do not select the Allow creation of new clients option, the Connection Broker provides a message
indicating it cannot find the client, and skips that row in the CSV-file.

When uploading client data, the CSV-file must have the following format.

e The CSV-file must be comma delimited

e Quotes must be double quotes

e The first row must contain the field names, separated by commas with no additional blank spaces,
and the data must be in the remaining rows

e The field names must match the field names in the client table in the data dictionary

e The only modifiable fields are:
o client assignment mode
o client type
o direct to host policy id (for PColP clients, only)
o 1ip
o wvm_id
e One of the following fields is required and must uniquely identify the client
o id (for updating existing clients, only)
o ip (for PColP clients, only)
(@] name
(@] mac
o serial number
e Thevm idanddirect to host policy id fields can contain either the numeric ID of the
associated record or the name of the associated record

To upload PColP clients, set the c1ient type toblade. Specifying a policy in the
direct to host policy id field automatically selects the Direct connect client to desktop option for
the client and sets the Apply policy options from drop-down menu to the entered policy. The

direct to host policy id field does not apply to any other client type.

If the uploaded CSV-file contains PColP clients, the Connection Broker performs a scan of the PColP Devices
center, and updates the PColP client records with any additional information provided by the client.

For a list of field names and values in the client table, go to:

https://cb-address/download/account db.html#client
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Where cb-address is your Connection Broker address.
Checking Component Version Numbers

You can find version information for the Connection Broker, Leostream Connect, and Leostream Agent in
the following locations:

e The Connection Broker version number appears at the bottom left of every page of your Connection
Broker Web interface.

e For Leostream Connect:

o If auser has logged into the Connection Broker via Leostream Connect, the Leostream
Connect version number appears in the Version column of the > Clients > Clients page.

o If Leostream Connect is running, select the About tab on the Options dialog, available from
the Leostream Connect system tool tray menu.

e For the Leostream Agent:

o If youinstalled the Leostream Agent on a desktop, the agent’s version number appears in
the Leostream Agent Version column on the > Resources > Desktops page.

o On the remote desktop, the version is displayed in About tab of the Leostream Agent
Control Panel dialog.
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