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Abstract

A Feather-weight Mirtual Machine (FVM) is an OS-level virtual-
ization technology that enables multiple isolated execution envi-
ronments to exist on asingle Windows kernel. The key design goal
of FVM is efficient resource sharing among VMs so as to mini-
mize VM startup/shutdown cost and scale to a larger number of
concurrent VM instances. As aresult, FVM provides an effective
platform for fault-tolerant and intrusion-tolerant applications that
require frequent invocation and termination of dispensable VMs.
This paper presents three complete applications of the FVM tech-
nology: scalable web site testing; shared binary service for applica
tion deployment and distributed Display-Only File Server (DOFS).
To identify malicious web sites that exploit browser vulnerabilities,
we use aweb crawler to access untrusted sites, render their pagesin
multiple browsers each running in aseparate VM, and monitor their
execution behaviors. To allow Windows-based end user machines
to share binaries that are stored, managed and patched on a central
location, we run shared binaries in a special VM on the end user
machine whose runtime environment is imported from the central
binary server. To protect confidential filesin afile server against in-
formation theft by insiders, we ensure that file viewing/editing pro-
gramsrun in a VM, which grants file content display but prevents
file content from being saved on the host machine. In this paper, we
show how to customize the generic FVM framework to accommo-
date the needs of the three applications, and present experimental
results that demonstrate their performance and effectiveness.

Categories and Subject Descriptors  D.4.6 [Operating Systems]:
Security and Protection; K.6.3 [Management of Computing and
Information Systems]: Software Management

General Terms  Security, Management

Keywords virtual machine, web crawler, browser exploit, binary
server, information theft

1. Introduction

Virtual machine is a software abstraction that provides multiple ex-
ecution environments on a single physical machine. A virtuaiza-
tion layer can be placed at different levels along the machine stack.
Hardware-level virtual machines emulate the hardware and allow
each VM to have its own operating system. In contrast, OS-level
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virtual machines partition the OS kernel and allow each VM to run
aset of applications isolated from other VMs.

Feather-weight Virtual Machine (FVM) is an OS-level virtual-
ization technology for Windows machines. It is designed to effi-
ciently share resources of a physical machine among VMs running
on top of it. FVM intercepts accesses to system resources from
processes running inside a VM, and renames the target resources
so that one VM cannot name resources owned by another VM, let
alone compromise them. To enforce state isolation, when a VM
attempts to modify certain resource, FVM makes a copy of that re-
source in the VM’s private workspace through copy-on-write. Each
VM in FVM has minimal physical resource requirement because it
shares most of its resources with the base host environment. This
design greatly reduces the VM'’s startup/shutdown time and ismore
scalable in terms of the number of concurrent VMs that can be sup-
ported on a physical machine. Asaresult, FVM provides an excel-
lent platform for fault-tolerant and intrusion-tolerant applications
that require frequent invocation and termination of “dispensable’
VMs.

We have developed the FVM prototype on Windows 2000/XP
and applied it to protect an end user machine from malicious mo-
bile code by running web browsers, email clients and downloaded
programsinaVM [1]. Another application of the FVM framework
is an automated and safe vulnerability assessment system called
VASE [2], which alows vulnerability scanning to run in a high-
fidelity and safe manner by cloning production-mode network ap-
plicationsinto aVM and running vulnerability scanners against this
VM. Inthis paper, we present three new applications of FVM: scal-
able web site testing, shared binary service for application deploy-
ment, and distributed Display-Only File Server.

In aweb site testing system, which proactively scans untrusted
web sites to determine if they contain malicious content, we need
avirtual machine technology to isolate potential malignant side ef-
fects of browser attacks of malicious web sites from the physica
machine. FVM’ssmall VM startup and shutdown overhead isa per-
fect match for this application and has been shown to significantly
improve the throughput of aweb site testing system.

In the shared binary service architecture, which requires an end
user machine to fetch al its application binaries from a centra
server, we need to provide applications that areinstalled on ashared
binary server but executed on a client machine. The application’s
execution environment, including registry settings, configuration
files, DLLs and COM objects, also comes from the binary server.
FVM’s OS-level virtualization technique can be easily tailored to
this application, and makes it possible to reap the performance
benefit of client-server computing and the centralized management
benefit of thin-client computing.

Display-Only File Server (DOFS) [3] is an information pro-
tection technology that guarantees hits of confidential documents
never leave the protected file server after being checked in. Be-
cause DOFS is based on the thin-client computing architecture, it
has both application compatibility and scalability problems. Dis-



tributed DOFS, which attempts to extend the control of a central
DOFS server to individual clients, leverages FVM to run a specia
VM in each client machine that is considered as alogical extension
of the central DOFS server. As a result, distributed DOFS elimi-
nates the compatibility/scalability problems of centralized DOFS
while retaining its effectiveness in protecting confidential docu-
ments from information theft.

2. Reated Work

Virtual Machine Technology Virtual machine technology has
been implemented at multiple levels of abstraction. Hardware-level
virtual machines emulate the entire instruction set architecture [4]
or the hardware abstraction layer [5, 6] to run guest operating sys-
tems with zero or small modifications. In contrast, OS-level virtual
machines [7, 8, 9, 10] partition system resources on a single OS
kernel so as to support multiple execution environments that are
isolated from one another. Because these isolated execution en-
vironments are designed to share as much system resources as
possible, OS-level VMs typically have smaller startup/shutdown
overhead and larger scalability.

Web Site Testing The Strider HoneyMonkey [11] isalarge-scale
web site testing system to identify malicious web sites that exploit
browser vulnerabilities. It consists of a pipeline of “monkey pro-
grams’ running Internet Explorer browsers in virtua machines.
From a given URL ligt, it drives browsers to visit each URL and
detects browser exploits by monitoring unexpected state changes.
Upon detection of an exploit, the system destroys the infected VM
and restarts a clean VM to continue the test. A crawler-based study
on spyware[12] usesasimilar testing framework to detect spyware-
infected executables on theweb. In addition, the study also analyzes
drive-by downloads that mount browser exploit attacks, and tests
them with Internet Explorer and Firefox. A group in Google per-
formed another analysis to web-based malware [13] using a sm-
ilar approach. The SpyProxy [14] intercepts HTTP requests with
an HTTP proxy, fetches the target web pages into a local cache,
and checks the safety of the pages before passing them to the client
browser for rendering. The malware detection procedure consists
of both a static analysis to the web content and a dynamic analysis
insideaVM.

All of these web site testing systems use hardware-level virtual
machines to host web browsers. In contrast, we have developed a
web sitetesting system based on FVM, an OS-level virtual machine
technology. We will demonstrate that our system is more scalable
and is a better fit for real-time browser exploit detection.

Application Deployment Architecture Modern enterprises have
the following application deployment architectures to manage ap-
plication binaries on end user machines: local installation, thin
client computing, OS steaming, network boot, application stream-
ing and shared binary service. In thelocal installation architecture,
application binaries are installed and executed on end user ma-
chines, and a network-wide application installation/patching tool
is needed to reduce the application management cost. In the thin
client computing architecture, such as Microsoft's Windows Ter-
minal Service [15], application binaries are installed on a central
server and executed on the server CPU. An end user machine dis-
playsthe result of application executions and replays user inputsvia
aspecia protocol such as Remote Desktop Protocol (RDP). Dueto
centralized binary installation and execution, this architecture low-
ers the overall application maintenance cost, but also incurs larger
application runtime latency and higher network traffic load.
Network boot allows a diskless end user machine to boot from a
kernel image stored on aremote server, and then run the OS and ap-
plication code on the machine’'s local CPU. Citrix’s Ardence [16]

supports network boot by implementing a remote virtua disk sys-
tem. An end user machine boots from the network through Preboot
eXecution Environment (PXE) and then accesses the virtual disk
via a protocol called BXP. However, because of hardware depen-
dencies, the virtual disk of each end user machine may be different
from one another and thus require extensive customization. A sim-
ilar architecture is OS steaming [17, 18], which configures an OS
and a specific set of applications into a hardware-level virtual ma-
chine image stored on a central server. An end user machine runs
one of these VM images on a Mirtual Machine Monitor (VMM).
Because aVM image isisolated by the VMM from the underlying
physical hardware, in theory it has less hardware dependencies. In
practice, the hardware dependencies are transferred to the VMM,
which is not necessarily the best party to deal with hardware de-
pendencies because of its emphasis on minimal code base.

In the application streaming architecture [19, 20, 21, 22], appli-
cation binaries and configurations are bundled into self-contained
packages, which are stored and maintained centrally. An end user
machine running a compatible OS fetches these packages from the
server and runs them directly without local installations. Each such
package runs in a virtual environment, and is cached on the local
machine whenever possible. Thisarchitecture offers the advantages
of both centralized application management and localized applica-
tion execution on end user machines.

The shared binary service architecture, which is widely used
in the UNIX world, is similar to application streaming except that
it does not require explicit application packaging, and it alows
resource sharing among packages. More concretely, applications
areinstalled on a shared binary server, and then exported to all end
user machines through a standard network file sharing interface.
When an application isexecuted, accesses to binaries, configuration
files, registry settings are redirected to the central binary server.

Information Theft Prevention  Existing solutions to the informa-
tion theft problem are based on access control and content filtering.
Standard access control from the OS is not sufficient because they
cannot prevent information theft by authorized users who have le-
gitimate access to the stolen information. Content filtering moni-
tors datatransferred across an enterprise’s network boundary to de-
tect possible confidential information leakage. However, this tech-
nology is weak with respect to encrypted packets and is therefore
mainly for accidental leakage rather than malicious theft.

Digital Rights Management (DRM) [23, 24, 25] protects an
enterprise’s intellectual property by encrypting a protected docu-
ment and associating fine-grained access rights with the document.
Typica rights include whether modifications are allowed, when
the rights expire, how the rights are transferred, etc. DRM sys-
temstightly integrate encrypted documents with their accessrights.
When a DRMed document is accessed, the DRM client software
decrypts the document, interprets the access rights, and authorizes
proper document usage according to the specified rights. Because
of thistight integration, DRM software needs to be implemented as
aplug-in for standard document viewing/editing programs, such as
Microsoft Office and AutoCAD, and therefore requires expensive
customization.

3. FVM Architecture

FVM isdesigned to facilitate resource sharing among VMsin order
to minimize the virtualization overhead and scale to alarge number
of concurrent VMs, while providing strong isolation between VMs.
FVM virtualizes system resources at the OS system call interface,
as shown in Figure 1. It virtualizes access requests to system re-
sources such as files and registries by name re-mapping and copy-
on-write. Much like virtual memory protection, processes running
in one VM cannot interfere with those in another VM because they
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Figure 1. FVM supports isolated VM instances on a single OS
kernel by re-mapping access to system resources at the OS system
cal interface.

cannot even name system resources owned by other VMs. In the
FVM architecture, all VMs share the same kernel image, and start
with exactly the same execution environment as the underlying host
machine. Consequently, the startup cost of a new VM is minimal.
Because FVM implements state isolation by copy-on-write, each
VM only requires a small amount of system resources. As a re-
sult, FVM can easily support a larger number of concurrent VM
instances than HA L -based virtualization technologies.

FVM intercepts each access to system resources by processes
running in aVM at the system call interface and decides whether
to pass through, redirect or block the system call, depending on
whether the process is allowed to access the target resource and
whether the access is read or write. For aread access to which the
issuing process is entitled, FVM simply passes the access through
to the kernel. For a write access, FVM makes a copy of the target
resource in the corresponding VM's private workspace if such a
copy does not exist, renames the access target, and then passes the
access through to the kernel. To support strong isolation, processes
in one VM are not visible to other VMs and therefore cannot be
targets of inter-process communications; in addition, processesin a
VM cannot tamper with the kernel state, such as |oading/unloading
akernel driver, or accessing raw hardware devices such as network
interface or physical memory directly. FVM implements these re-
strictions by blocking related system calls. FVM’s virtualization to
system resources includes the following:

File virtualization covers normal files, directory files and other
NTFS structures such as alternate data streams and hard links. It
allows a VM to leverage files from the host machine while main-
taining copy-on-write versions in the VM'’s private workspace. It
also moderates device accesses according to a configurable policy.

Registry virtualization covers Windows registry, which is a
database where system and application configurations are stored.
The registry database is loaded into system memory and accessed
through system calls. Registry virtualization applies copy-on-write
to handle modifications to registry entries in a way similar to file
virtualization.

Kernel object virtualization covers named objects used for
inter-process synchronization or communication, such as event,
semaphore, mutex, etc. It isolates kernel objects associated with
different VMs, and enables concurrent execution of multiple in-
stances of the same program (such as WinWord and PowerPoint)
in multiple VMs.

Network stack virtualization enables different VM instances on
the same host to have different |P addresses, and alows multiple

network server applications running in different VMs to use the
same port number.

Interprocess communication confinement restricts the scope of
common IPC mechanisms on Windows to the same VM, which
include named pipe, mailslot, shared memory, local procedure call,
socket, window message, clipboard, user-level hooks, etc.

Daemon process virtualization covers daemon processes (or
services), which are managed by the Service Control Manager
(SCM) on Windows. It enables daemon processes installed in one
VM to be accessible to only that VM. However, some daemon
processes such as SCM itself cannot be virtualized thisway because
they are integral components of Windows.

To prevent processes in a VM from exhausting resources of
the physical machine and leading to denial-of-service, FVM im-
poses on each VM a set of constraints about its resource usage and
network access, such as disk space, registry size, memory usage,
scheduling priority, number of concurrent processes, etc. FVM uses
the Windows job object mechanism to enforce some of these con-
straints, and periodically checks certain resource usage to enforce
others by itself.

After processes running in a VM are terminated and the VM
is stopped, FVM alows a user to either commit a VM'’s private
state to the host environment, or discard the VM'’s state by simply
deleting the VM. Committing a VM overwrites files and registries
on the host environment with the VM’s private versions. To protect
the integrity of the host environment, FVM monitors sensitive file
and registry locations that are common attack targets of malware
programs, and aborts the commit operation if the VM contains such
suspicious state changes.

Beyond the basic FVM prototype described in [1], we have
made several important enhancements. First, the performance of
file virtualization is greatly improved by keeping names of copy-
on-write filesin a VM’s private workspace in the kernel memory.
Whenever a file is copied from the host environment to a VM’s
private workspace, the full path of thefileis deposited into a binary
tree, with each node representing a component on the full path. As
aresult, FVM can decide where to redirect a file access request
by looking up the binary tree instead of making system calls to
check if the target file is already in the associated VM's private
workspace. This optimization reduces the execution time of 1/0-
intensive applications running in a VM by up to 10%. Second, we
have exported a set of FVM APIs, such as starting/stopping aVM,
associating a new process with a VM, etc., for new applications
that require direct manipulation of VMs. Finally, we have designed
and implemented three new applications on FVM: scalable web site
testing; shared binary service for deploying Windows applications,
and distributed Display-Only File Server (DOFS) for information
theft prevention. These new applications are described in detail in
the next three sections.

4. ScalableWeb Site Testing
4.1 Overview

Malicious web sites on the Internet can exploit a web browser's
vulnerahility to install malware on a user's machine without the
user’s consent or knowledge, thus posing a serious threat to web
users. A proactive approach to protect users from these malicious
sitesisto periodically scan untrusted web sites and test their safety.
Once malicious web pages are identified, proper actions can be
taken to discourage users from accessing them, such as blocking
malicious URLs or shutting down their Internet connectivity.

A web site testing system automatically drives web browsers to
visit a collection of untrusted sites and monitors suspicious state
changes on the testing machines. Because visiting malicious sites
may cause permanent damage on a testing machine, each testing
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Figure2. Anautomated and scalable web sitetesting system based
on the FVM framework.

web browser should run on a virtual machine to isolate any side
effects from the physica machine. When malicious changes are
detected in a VM, or certain number of URLSs have been tested in
aVM, the VM will be terminated and a new VM is started to host
new browser instances testing for other URLSs.

Given alarge number of URLSs to be tested, a web site testing
system should launch testing browsers in alarge number of concur-
rent VMs. In addition, the overhead of restarting aclean VM should
be very small because it is a frequent operation in web site testing.
Existing web site testing systems [11, 12, 13, 14] use hardware-
level VM technologies such as VMware and Xen, which are heavy-
weight in that each VM runsits own instance of the guest OS. Typi-
cally, these testing systems need to deploy acluster of physical ma-
chines each running a small number of VMs. The relatively high
overhead of restarting a hardware-level VM has seriously limit the
overall web site scanning throughput. In contrast, FVM is designed
to be light-weight in that concurrent VMs share most of the sys-
tem resources on a single OS kernel. As a result, FVM makes it
possible to terminate and restart a clean VM within seconds, thus
significantly improving the throughput and scalability of aweb site
testing system.

To test a collection of untrusted web sites under the FVM
framework, we launch a separate web browser instance to access
each URL in a separate VM. To maximize the testing throughput,
we create as many concurrent browser instances as possible on
as many VMs as is dlowed on a single physica machine. By
monitoring the copy-on-write filesand registry entriesin the testing
VM'’s private workspace and the state of the browser process, we
can reliably detect suspicious changes to the VM's state.

4.2 Design and Implementation

The system architecture of our FVM-based web site testing system
isshown in Figure 2. Theinput isa collection of URLs of untrusted
web sites, and the output is a report of malicious URLs and their
suspicious state changes. The web crawler is based on an open-
source website copier called WinHTTrack [26], which can scan the
input URLSs recursively and mirror the scanned sites on a local
machine. The crawler can scan remote sites directly, or mirror the
remote sites to a local machine and then scan them. We modified
theweb crawler to launch a separate I nternet Explorer (1E) instance

to visit each URL. The crawler associates each new |E instance
with an available VM in the FVM pool, and starts a worker thread
to monitor the execution of the | E instance. After the worker thread
has been started, the web crawler moves on to visit the next URL.

Each VM in our testing system can host up to N |E instances
each of which processes a separate URL. Therefore, the web
crawler populates N |E instances within a VM before starting an-
other new VM. To maximize the web site testing throughput, we
start as many concurrent VMs as possible on a physical machine,
aslong as the total number of running |E instances across all VMs
is below a threshold, which is determined by the kernel memory
usage of the host machine’s operating system.

To detect malicious state changesin visiting a URL, we need to
know when the monitored |E instance completes rendering of the
URL’s page. We use a Browser Helper Object (BHO) to detect the
completion of page rendering. A BHO isaDLL loaded into the ad-
dress space of every |E instance as a plug-in. The BHO captures an
IE instance’s DocumentComplete event, and then signals the mon-
itoring worker thread outside of the VM with a named event. We
have modified the FVM driver to explicitly allow such a commu-
nication between an |E instance and the worker thread in the web
crawler. Because malicious web content may carry a “time bomb”
that triggers an actual attack at a later time, to detect such attacks,
the worker thread can be set to wait for an additional T seconds
after the page rendering is completed [11, 12].

After the page rendering is completed and the associated wait-
ing time expires, the worker thread terminates the |E instance by
sending a WM_CLOSE message to all the windows owned by the
IE instance. This message causes al the receiving windows to be
closed, including all the pop-up windows. If the terminated IE in-
stance is the last one running in aVVM, the worker thread stops the
VM, searches the VM's state for suspicious changes, and finally
deletesthe VM.

The analysis module in our web site testing system monitors
file/registry updates and process statesin aVM to detect if any vis-
ited pages compromise the VM through browser exploits. For file
updates, we monitor any executable files created outside of the IE's
working directory (such as the cache and cookie directory). For
registry updates, we monitor sensitive registry locations related to
Auto-Start Extensibility Points (ASEP) [27]. ASEP is a set of OS
and application configurations that enable auto-start of application
programs without explicit user invocation. It is the common tar-
gets of infection by most malware programs. For process states, we
monitor the creation of unknown processes and unexpected crash
of |E instances. Because each |E instance is not asked to download
and install any software, or alowed to install plug-ins automati-
caly, the above detection rules are able to recognize most browser
exploit attacks.

Two modifications are made to the basic FVM framework to fa-
cilitate the development of the proposed web site testing system.
First, several VM manipulation functions are made directly avail-
able to privileged user processes, such as starting, stopping and
deleting a VM, associating a new process with a VM, etc. To as-
sociate a new browser instance with a VM, we create the browser
process in the suspended state, set up the association between the
process and the VM, and then resume the browser process. Second,
each VM is granted network access to the tested sites, and is con-
figured to inform a process outside the VM when a certain event
(e.g. completion of page rendering) occurs.

4.3 Evaluation

We evaluate the effectiveness and testing throughput of our web
site testing system by crawling real-world untrusted web sites.
The testing system runs on a Dell Dimension 2400 with an Intel
Pentium 4 2.8GHz CPU and 768MB RAM. The operating system



Suspicious State Changes

executables  with  known
names under Windows sys-
tem directory (kernel32.exe,
kernel32.dll)

executables  with  random
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process created) 2famouslyrics.com; ...

Table 1. A set of suspicious state changes due to successful
browser exploits and the web sites responsible for them.

isWindows 2000 Professional with all unnecessary system daemon
processes disabled.

4.3.1 Effectiveness

We collect URL s of 237 untrusted web sitesfrom McAfee's SteAd-
visor [28] astheinput URLsto our testing system. These untrusted
sites were suspected to contain adware, spyware or browser ex-
ploit. Because most existing browse exploits target at unpatched
web browsers, we use Internet Explorer 5.0 running on unpatched
Windows 2000 in the testing. The security setting of IE isnot to al-
low untrusted ActiveX control and other plug-insto be installed. To
crawl as many sites as possible, we set the web crawler to crawl a
maximum of three links on each scanned page in the same domain.
The testing system is configured to host one |E instance per VM.
After the rendering of adownloaded page is completed, we wait for
additional 20 seconds before terminating the | E instance to provide
more time for malicious scripts to get activated.

In onetesting, our system crawled and browsed 8988 web pages
from the 237 untrusted web sites. We found 68 pages that caused
suspicious state changes in the VM, counting approximately 0.8%
of the total visited web pages. Among the 68 pages, 40 pages
downloaded executables to the testing VM, 9 pages attempted to
modify registries in the testing VM, and 22 pages crashed the
browser process. The file and registry modifications are outside
the browser's sandbox directory and registry key, and are thus
considered as malicious side effects of a successful browser exploit.
Table 1 listsaset of suspicious state changes that our system detects
and the web sites responsible for them.

4.3.2 Testing Throughput

We measure the throughput of our web site testing system under
various configuration parameters. To remove the wide-areanetwork
access delay from the throughput measurement result, we first run
the unmodified WinHTTrack web crawler to bring the test web
sites to a local machine, and then start the web site testing run
against the local mirror. Because of memory limitation, the testing
machine can support a maximum of 60 concurrent |E instances.
To avoid thrashing, we limits the maximum number of concurrent
IE instances across all VMsto be 50 in this experiment. In addition
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Figure 3. Thethroughput of our web site testing system when the
number of seconds to wait for each URL visit and the number of
URLsvisited per VM are varied.

we vary two system parameters, number of seconds to wait for each
URL visit, and number of URLs visited per VM.

Figure 3 shows that the web site testing throughput increases
when the waiting time for each URL visit decreases. When the
system visits 10 URLs per VM with awaiting time of zero seconds,
the throughput is 7,000 URLs per hour. As the waiting time is
increased to 50 seconds, the throughput decreases to 3,400 URLs
per hour. When the waiting time is small, each IE instance is
terminated immediately after the rendering of a downloaded page
iscompleted. Therefore, the |E process concurrency threshold (50)
is never reached, and the web crawler can aways start new IE
instances to visit new URLs without waiting. However, as the
waiting time increases, the number of concurrent |E instances and
the number of worker threads in the crawler also increase. Thisin
turn slows down the crawler’s scanning speed and thus decreases
the overall web testing throughpuit.

As the number of URLSs visited per VM increases, the web
site testing throughput increases because the more URL visits per
VM, the less frequently new VMs need to be started, and the
lower the impact of the VM startup cost on the testing throughpui.
In our testing machine, restarting a VM in a clean state takes
an average of 1.3 seconds under FVM. In comparison, rolling
back a VM of VMware Workstation 5.0 to a clean state on the
same physical machine takes 30 to 50 seconds. As a result, the
small VM startup/shutdown cost of FVM significantly improves
the throughput of aweb site testing system.

5. Shared Binary Service
5.1 Overview

The shared binary server architecture is widely used in the UNIX
world. User machines typically mount binary files exported by a
central binary server onto local directories, and execute them di-
rectly on the local machine. In the Windows world, application pro-



grams are normally not designed to be loaded from a shared reposi-
tory to runlocally. Instead, they are designed to run on the machine
wherethey areinstalled. Consequently, whenever aWindows appli-
cation runs, it dwaystriesto locate its execution environment, such
as registries settings and libraries from the local machine. In con-
trast, in the shared binary server architecture, application binaries
areinstalled on a central server, and when they run on an end user
machine, they depend on the execution environment on the central
server rather than the end user machine.

To enable an end user machine to execute a program physi-
caly stored on a binary server, this program’s access to its exe-
cution environment must be redirected from the local machine to
the binary server. More specifically, when an application program
accesses certain resources, the access should be redirected in the
following ways: (1) when accessing application binaries or config-
uration files, the accessisredirected to the remote binary server; (2)
when accessing alocal file containing input/output data, the access
should go to the local machine without redirection. Because the
basic FVM framework already intercepts file-related and registry-
related system calls, it is straightforward to modify it to support
the above redirection rules. With this redirection mechanism, users
can run applications stored on a central binary server asif they are
installed locally.

To distinguish between accesses to local input/output data and
accesses to application binaries or configurations, one could moni-
tor an application’sinstallation process and record itsinstalled files
and registry settings. However this process takes time to complete.
To avoid this profiling step, we use asimple redirection criteria. We
notice that application installations usually update only afew direc-
tories such asthe program directory (C:\ Program Files), the system
directory (C:\Windows or C:\Winnt), the configuration directory
for all users (C:\Documents and Settings\All Users), and usualy
modifiesregistry keys under "HKLM\ Software”. Usersrarely store
their personal datain these locations. Therefore, the current design
simply redirects all accesses to these specia directories and reg-
istry keys to the binary server. Testing with a variety of Windows
applications suggests that this heuristic is reasonably effective.

5.2 Design and Implementation

The execution environment that a Windows application depends
on includes its binary and configuration files, registry settings,
environment variables, COM/OLE components, etc. When an end
user machine launches a shared program binary stored on a centra
binary server, the FVM layer on the end user machine can properly
redirect the program’s accesses to its execution environment to
the binary server. To avoid potential conflicts between applications
installed on the same binary server, each application can also be
installed on a separate VM on the binary server. Because FVM
instances run on the same OS kernel, the current shared binary
server does not support applications with kernel driver components.
Figure 4 shows the system architecture of the proposed shared
binary server for Windows-based end user machines.

Because Windows supports remote file access through its Com-
mon Internet File System (CIFS) interface, it is straightforward to
redirect file accesses to the binary server. For example, when a
process attempts to access one of its libraries using a local path,
say “C:\Program Files\app.dil”, FVM redirects the access to the
binary server by renaming the system call argument to a UNC
path “\\BinServ\C\Program Files\app.dll”, where “BinServ” is
the name of the binary server. In addition to application binary and
configuration files, FVM can also redirect loading of Windows sys-
tem DLLsto the binary server by intercepting system calls access-
ing memory-mapped DLL images. Because of system DLL reload-
ing, we require the end user machines to run the same OS kernel as
the shared binary server.
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Figure 4. In the shared binary server architecture, all application
programs are installed on the binary server. When users launch
a program from a loca machine, FVM redirects the program’s
accesses to its execution environment to the binary server.

Unlike files, remote registry access on Windows isimplemented
completely at the user level. Therefore, it is not possible to redi-
rect registry accesses at the system call interface by renaming the
registry-related system call arguments. The current binary server
prototype uses a simple alternative: we export registry settings un-
der the”HKLM\ Software” key on the binary server, and |load these
settings into the VM that is set up to run shared binaries when the
VM isfirst started. Consequently, the shared binary VM has alo-
cal copy of al theregistry settings associated with applications in-
stalled on the binary server, and accesses to these registry settings
from the shared binary VM areredirected to thislocal registry copy.
We also periodically synchronize the local registry copy with the
registry on the binary server to update settings of newly installed
applications.

To alow an application running in ashared binary VM to access
its environment variables set up at the installation time, the shared
binary VM retrieves all the applications environment variables
stored on the binary server and mergesthem with local environment
variables when the VM is started.

Our shared binary server prototype also correctly redirect ac-
cesses to Component Object Model (COM) components that shared
binaries depend on. There are two types of COM objects. Oneisthe
In-Process Object (In-Proc), which is generally implemented as a
DLL that an application process can load into its address space.
Redirecting accesses to an In-Proc COM object is thus the same as
redirecting accesses to DLLs. The cther is the Out-of-Proc Object
(Out-of-Proc), which is implemented as a stand-alone executable
that runs in a separate process. An Out-of-Proc COM object al-
lows multiple client processes to connect to it. When an application
process running in a shared binary VM accesses an Out-of-Proc
COM object, it should contact an instance of the Out-of-Proc ob-
ject running in the same VM. To enforce this behavior, we assign a
new Class Identifiers (CLI D), a globally unique identifier, to each
COM object accessed by applications running in a shared binary
VM, and perform the necessary mapping between the old CLSID
and the newly created CLSID during each COM object access.



5.3 Performance Evaluation

Because most of the performance overhead of the shared binary
server architecture occurs at the application startup time, we evalu-
ate the performance of the FVM-based binary server prototype by
measuring the startup time of six interactive Windows applications
in the following four configurations:

e Local Instalation and Execution (LIE): Applications are in-
stalled and executed on an end user machine.

e Shared Binary Service with Local Data (SBSLD): Applications
are installed on a central server and executed on an end user
machine with input/output files stored locally.

e Shared Binary Service with Remote Data (SBSRD): Applica
tions are installed on a central server and executed on an end
user machine with input/output files also stored on the central
Server.

e Thin Client Computing (TCC): Applications are installed and
executed on a central server, with execution results displayed
on an end user machine in a Windows Terminal Service (WTS)
session. Input/output files are also stored on the central server.

We use atest harness program that launches an application pro-
gram with the CreateProcess() call, and monitors the application’s
initialization with the Waitfor Inputl die() call. The startup time of an
application corresponds to the elapsed time between the moments
when these two API calls return. To measure the setup time of a
WTS session, werun aterminal service client ActiveX control pro-
gram on an end user machine. When aWTS session is successfully
established, this program receives a “connected” event. The time
between this event and the time when the program first contacts
theterminal server isthe WTS session setup time. We use two ma-
chinesin this experiment. The client machineisan Intel Pentium-4
2.4GHz machine with 1GB memory running Windows 2000 server
and the shared binary server machine isan Intel Pentium-4 2.4GHz
machine with 256 MB memory running Windows 2000 server.

Figure 5 shows the startup time comparison among these four
configurationsfor the six test applications. The startup overheads of
the four configurations are in the following order: SBSRD > SB-
SLD > TCC > LIE. In general, the amount of file/registry access
over the network determines the magnitude of the startup overhead.
For LIE and TCC, the amount of file/registry access over the net-
work is zero, and therefore their startup times are smaller. Because
TCC incurs an additional fixed cost (around 40 msec) of setting up
aWTS session, its startup timeis longer than that of LIE. Both SB-
SLD and SBSRD require access to the remote server for configura-
tion files, registry settings, DLLs and COM/OLE components, and
therefore incur a substantially higher startup overhead. In the case
of SBSRD, it incurs network access overhead even for input/output
files and therefore takes longer to start up than SBSLD.

The overhead order among the four configurations is different
for the application of WinWord. In this case, the startup times of
the four configurations are pretty close to each other — LIE: 463
msec, SBSLD: 479 msec, SBSRD: 494 msec and TCC: 517 msec.
The reason that TCC exceeds SBSLD and SBSRD is because of its
additional fixed 40-msec WTS session setup cost.

The startup time of WinAmp is much higher than that of other
test applications because the number of file access redirections
overh the network ismuch higher (214) than others, as shown in Ta-
ble 2. In other words, WinAmp requires accesses to 214 executable
or configuration files, which are fetched from the binary server at
theinitiaization time. Therefore, the execution of WinAmp using a
binary server incurs a much larger startup overhead than other test
applications. We believe a simple client-side caching mechanism
can help to significantly reduce this overhead. The large difference
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Figure 5. The startup time of six interactive applications, and the
execution time of three batch applications under four different test
configurations.

[ Application | Registry Redirections | File Redirections ||
WinWord 996 62
Power Point 487 30
Excel 339 17
Acrobat Reader 152 55
WinAmp 397 214
Firefox 159 16

Table 2. The number of registry and file access redirected to the
binary server during the initialization time for six interactive Win-
dows gpplications.

between SBSLD’s and SBSRD'’s startup time for WinAmp arises
from the large input file (a5.2MB file) used in the test.

In addition to interactive applications, we also measured the ex-
ecution time of three batch programs using the same four configu-
rations. These batch programs’ execution times in the four config-
urations follow the same order as the startup time measurement for
interactive applications, as shown in Figure 5.

6. Distributed DOFS
6.1 Overview

An enterprise has every incentive to protect its confidential docu-
mentsfrom untrusted parties. However, information theft isdifficult
to detect and prevent, especially for information theft by insiders
who have authorized access to the stolen documents. One solution
to this problem is to prevent contents of confidential documents
from physically residing outside protected servers, while allowing
authorized users to access them as if they are stored locally. We
have developed aDisplay-Only File Server (DOFS) that stores con-
fidential documents in a central file server, and guarantees the fol-



DOFSClient DOFS Server

Windows
explorer

DOFS Manager Full
Terminal Server File

Terminal server Session
DOFS Client k—~‘ dlient Access
User Mode User Mode
Kernel Modg Kernel Mode

‘ Dof's screen capture blocker ‘

Redirector FSD Protocol driver ’L‘_?;‘: 'l::it?l'
Restricted | Terminal (TDI transppport) ( g )
File server DOFSfile |
Access access | protection driver,
777777777 High
Speed
[ DOFSfirewall | Low
Network

Figure 6. Confidential documents are stored in a central DOFS
server. A DOFS client machine is only allowed to copy filesto and
list files on the server. Once afileis copied to the DOFS server, it
cannot leave the server anymore. If a user accesses a file mounted
from the central server, the DOFS client software transparently
launches a terminal server session to the DOFS server, and opens
the requested filein thisterminal server session.

lowing invariant: once a document is checked into a DOFS server,
the document content can never physically leave the server. Users
authorized to access the document are granted a ticket that gives
them the right to interact with the document but not the ability to
access the document’s bits. When a user clicks on aticket on the
local machine, the DOFS client invokes a proper application on
the corresponding document in a terminal service session on the
DOFS server, which displays the application’s execution result on
the user’s machine so the user can still access the document in the
usual way.

Figure 6 shows the software architecture of the original DOFS.
The DOFS server software consists of a DOFS Manager, a DOFS
file protection driver, and a DOFSfirewall. The server File System
Driver (Server FSD) alows a Windows machine to share fileswith
other machines. We use the DOFSfile protection driver to intercept
file access requests to the server FSD. The DOFS file protection
driver only alows a client machine to copy files to the server
file system or to list files on the server. When a client machine
reads a file from a DOFS server, the file protection driver only
returns a DOFS link similar to a Windows file shortcut to the
client. Therefore, the file protection driver guarantees that no real
file contents can leave the DOFS server through the file sharing
interface. The DOFSfirewall further preventsfilesfrom leaving the
server through other interfaces such asHTTP and FTP.

The DOFS client software consists of a DOFS client module
and a DOFS screen capture blocker. The DOFS client module in-
teracts with the Windows explorer process. Whenever the Windows
explorer process attempts to open a file stored on a DOFS server,
the DOFS client modul e takes control and launches a new terminal
service session to access the corresponding file on the server. The
screen capture blocker prevents a client machine from taking screen
shots of the terminal service session used for DOFS file access.

A major flaw with the original DOFSisits reliance on the thin-
client computing architecture, which has both compatibility and
scalahility issues on certain Windows applications. One idea is to
distribute the DOFS server’s execution environment to the client
machines so that document viewing/editing applications physically
run on the client machines but logically belong to the central DOFS
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Figure 7. In the distributed DOFS architecture, confidential doc-
uments are stored in a centra DOFS server, and are rendered by
processes running in a special DOFS-VM on the user’s machine.
The DOFS-VM is considered as a logical extension of the DOFS
server.

server. More concretely, we need to distribute the previously cen-
tralized DOFS architecture by running a DOFS-VM on each client
machine, and ensuring that each such DOFS-VM is administra-
tively part of the central DOFS server.

The difference between the shared binary server architecture
and the distributed DOFS architecture is that, in the former setup
the application binaries and execution environments come from
a central server, but in the latter case application binaries and
most of their execution environments are from the local clients. To
enforce theinvariant that bits of confidential documents never leave
the DOFS server, which is now extended to include DOFS-VMs
running on client machines, the distributed DOFS needsto intercept
file 1/O request for all processes running in the DOFS-VMs. The
DOFS-VM is specially configured in the following ways:

e Processes running in the DOFS-VM can physicaly retrieve
confidential documents stored in a DOFS server.

e Modifications to files and registry entries by processes in the
DOFS-VM areredirected to the VM'’s private workspace, which
resides on the centra DOFS server rather than on the client
machine.

e Most communication channels between the DOFS-VM and its
host machine are blocked. The VM has no network access to
other machines except to the central DOFS server. Processes
outside of this VM are not allowed to look into the state of
processes running in this VM in any way, such as reading the
process address space or installing global hooks in this VM.

6.2 Design and Implementation

The system architecture of the distributed DOFSisshown in Figure
7. When a client machine reads a file from a distributed DOFS
server, the server first encrypts the requested file to prevent it
from being leaked during its transmission over the network. The
Windows server’s file system driver uses the TCP_SendData API
from the TCP/IP driver to send file contents back to the requesting
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client machine. We have built a Transport Driver Interface (TDI)
driver called DOFS send encryptor to intercept this APl and to
encrypt the outgoing file contents using keys created by the DOFS
key generator. On the client side, after the FVM layer receives a
file, it invokes the DOFSread decryptor to decrypt the data before
forwarding it to the application. When an application running in a
DOFS-VM writes data to afile on the DOFS server, FVM invokes
the DOFSwrite encryptor to encrypt the data. The server FSD uses
thetdi_event_receive driver API toreceivedatafromaclient
machine, and invokes the DOFS receive decryptor to decrypt the
data before saving it to the disk.

To prevent an application running in the DOFS-VM from sav-
ing the decrypted data to the loca machine, FVM intercepts the
NtOpenFile and NtCreateFile System calls to stop such write
operations. More concretely, FVM only allowsan application inthe
DOFS-VM to open local files for read. When an application opens
alocal file for write, we copy the target file to the central server
and open the file copy on the server. When an application creates a
new file, we also create it on the central server. This mechanism al-
lows an application to use itslocal configuration or temporary files
while preventing it from storing data of confidential documents lo-
caly. The encryption and decryption key used in a file access is
generated on the fly. When an application on the client side needs
to open or create afile on the DOFS server, the DOFSkey generator
on both the client and the DOFS server invoke the Diffie-Hellman
key exchange algorithm [29] to generate a key to encrypt or decrypt
thefile.

FVM interceptsthe system callsNtReadFile and NtWriteFile
to perform file decryption and encryption. If an attacker intercepts
these two system calls before FVM does, as shown in Figure 8, she
can access al the decrypted data. To ensure our system call inter-
ceptions are aways before any other hooks, each time before we
perform file encryption or decryption, we check if the system call
table contains our hook functions. If the system call table entries
for NtReadFile and NtWriteFile are not our hook functions, the
file encryption or decryption operations will fail.

An attacker can also add a new system call or load a malicious
kernel driver to bypass the FVM'’s restriction so that a malicious
application running in the DOFS-VM can save the decrypted data
locally by directly invoking the new system call or communicat-
ing with the malicious driver. There are two possible solutions to
this type of attacks. The first solution is to ensure that only cer-
tified applications can run in a DOFS-VM. Assuming the check-
sum of each certified binary is stored in a database, each time
when a DOFS-VM launches an application, it verifies the check-
sums of all the needed binary files against the checksums stored
in the database. Currently we use the second approach, in which
FVM intercepts the system call dispatch routine, and rejects all
system calls that are not defined in the original Windows kernel.
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Figure9. The startup time of six interactive applications operating
on protected files under four different configurations. The perfor-
mance overhead under D-DOFS is below 15%.

FVM aso restricts applications in the DOFS-VM from making the
NtDeviceIoControlFile system call, which is used by user ap-
plications to communicate with kernel drivers. Currently, we only
allow user applications running in the DOFS-VM to communi-
cate with a few well-known Windows system drivers, such as the
TCP/IP drivers.

6.3 Performance Evaluation

To evaluate the performance overhead of applications running un-
der the distributed DOFS architecture, we measure the startup time
of six interactive Windows applications in the following four con-
figurations:

e Loca execution on remote files: applications run on the test
machine and open protected files on aremote server.

o D-DOFS execution on plain-text remote files: applications run
under FVM on the test machine and open remote protected files.

e D-DOFS execution on encrypted remote files: same as the sec-
ond configuration except that the remote files are encrypted on
the server and decrypted on the client on the fly.

e Execution under origina DOFS. In this configuration, we in-
stall the DOFS server program on the test machine, and mea-
sure the application startup time from another machine where
the DOFSclient program isinstalled.

We use a Dell Dimension 2400 machine with an Intel Pentium-
4 2.66GHz CPU and 1GB memory as the test machine, and a
Dell PowerEdge 600SC with an Intel Pentium-4 2.4GHz CPU and
256 MB memory as the remote server hosting protected files. We
run the same set of applications as in the evaluation of the FVM-
based shared binary server prototype on a set of protected files. The
measurement results are shown in Figure 9.

The distributed DOFS architecture introduces a small addi-
tional overhead (below 15%) to an application’s startup time, which
comes from the FVM'’s resource virtualization and on-the-fly file
encryption/decryption. The latter usually has an additiona over-
head up to 8%. The startup time under the original DOFS archi-
tecture is typically the largest among the four configurations, be-
cause of the overhead of communication between the DOFS client
machine and the DOFS server using the RDP protocol. The only
exception is the WinAmp application, where a large audio file of
10MB is used in the test. Because the audio file is placed on the
same machine as the WinAmp application in the "origina DOFS
execution” configuration, the overhead of transmitting the largefile



over the network only shows up in the other three configurations
and substantially increases their startup times.

7. Conclusion

Feather-weight Virtual Machine (FVM) allows a single machine to
host multipleisolated execution environments on asingle Windows
kernel. By name space virtualization and copy-on-write, FVM en-
ables multiple VMs to efficiently share resources without interfer-
ing with one another. FVM’s minimal VM startup/shutdown cost
and large scalability make it an excellent platform for building ap-
plications that require frequent invocation and termination of “dis-
pensable” VMs.

This paper describes the design, implementation and evalua-
tion of three new applications of FVM: scalable web site testing;
shared binary service for application deployment, and distributed
Display-Only File Server. In web site testing, we crawl untrusted
web sites and launch web browsers in VMsto visit potentially ma-
licious web pages. Suspicious state changes in a VM indicates a
browser exploit. The FVM-based web site testing system has suc-
cessfully identified a set of web sites exploiting browser vulnerabil-
ities, with a testing throughput of up to 7,000 URLSs per hour, the
highest throughput ever reported in the literature. In shared binary
service, we install application programs on a central server and al-
low end user machines to run them locally. Thisalowsall end user
machines to share application binaries, and transparently run the
applications in a VM that presents an execution environment the
same as that on the central server. We have successfully leveraged
FVM to implement a shared binary service prototype that exhibits
moderate performance overhead. In the distributed DOFS architec-
ture, we protect confidential files on afile server against informa-
tion theft by running file viewing/editing programsin aVVM, which
redirects all the write operations back to the central file server. Con-
fidentia files are encrypted and decrypted on the fly as they trans-
mit over the network to ensure that end user machines never have
the plain-text file content. The distributed DOFS prototype intro-
duces a small startup overhead for interactive Windows applica-
tions, typically below 15%.
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