JiJi Password Reset
Suite User Manual

JiJi Technologies



JiJi Password Reset Suite User Manual
JiJi Technologies




Table of Contents

L OVERVIEW oottt e e et eaans 1
Sl SBIVICE it 1

HEID DESK .ttt 1

2. SYSTEM REQUIREMENTS ... ittt ettt ettt e et e e 2
WINAOWS SEIVICE ..eevvieiiii ettt et e et e e et e e et e e e e et eas 2

LTV 1 o | PSP 2

B INSTALLATION ittt ettt ettt e ettt e e e e ettt e e e et s e e e ettaeeeeatn s eeeestnaeeaes 3
L@ 0 Lot [ o 3
AVANCEA SEEUD ..ivtiiiii et e e e e e e e e e e e e e e e e aa e 14
INstalling WINAOWS SEIVICE ....vuiiiiiieii e e e e e aaaas 14

Installing Web CHENt ........oouiiiiiie e 18

A FEATURES ..ottt e ettt e e et e e et et n e e ettt e e e e et e e e era e aae 23
[ T = (0 =< PP 23
AditioNal FEBIUIES .....cceeviieeiii e 23

5. WORKING WITH ADMIN WEB ... oottt 24
HOOMIE e e e e e 24

USEr SEAEUS SEALISHICS +evvueeeiiiiiee ettt e et e e ettt e e e et e e e et e e eerenaeeees 24
AUDI TS Lot eaaa 24

7Y 0211 o PSP 25
Enable/Disable FEAIUIE .........ooiiiiiieie e e e 26

(=T To 0= T = 1 o 26
NOIFICAHION SEINGS ..ovvneeii e e e e e e ees 27

INVITE USEIS ..ottt e e et e e et e eeaeans 28

SEArCh USEr SEINGS ..vuiivv e e e e e e e 31

ANt INSEEIALION ....vuiee e 32

AULO UNENTOI USENS ...ttt e e e 33

Mail SEIVEr SEHINGS ..ovvuieei e e e 35

Exclude AD Objects from REPOIS .........veiviieiiiieiiie e e e e e 35

Pass Through AUtNENLICALION ..........oviiiiii e 36

SELF SERVICE POLICY SETTINGS .. oottt 37
Creating and Deleting POlICIES .........ocvuiiiiii e e 37

RaNKING POIICIES .....iiiiici e e 38

EXPOrt and IMPOIT .....eeee e e e e e 38
ENrollment QUESHIONS ......vvviiiiiiciie e e e ens 38

g o = 1 o 40

S o 1A= 1] o 41

Password RESEL SEHINGS ...uvveneiei e 41

UNIOCK SEHINGS ..ovvieeiiiie e e e e e e e e e e aaas 42

F N oo L= (o IS = 1] o 43

AULO ENFOH USEIS ...ttt e e e e e e e eee 43

Mobile Code VErifiCation ...........coeuuiieiiiiiiecr e 45
SElf-UPAate POLICY ....ueiiiieiii i e 46

HEIP DESK .ttt e 47

[ (= T T B L= S @ == (o o 47

HEIP DESK SEHINGS «.vvvnieiii e e e e e eeas 48

S 00 (P 49

R =TT (= oo g €= 49

e 01C o (U FC N = oo > 50

Add SChEAUIE ... 50

VIBW SCREAUIE ...t e 53

6. WORKING WITH SELF SERVICE WEB .......ouiiiiiiiiiiiiiii e 54
USER DETAILS ..ottt et e et e et e e et e e e b s 54
ENROLLMENT .ottt ettt e e et e e et e e e et e 55
CHANGE PASSWORD .....uiiiiiiiieiiii ettt e e et e a et e e e e e e eenen s 56
RESET PASSWORD ....iiiitiieitiiiiee et e ettt e et e e et a e e e et s e e eaaa e eeenen 57




JiJi Password Reset

Suite User Manual
Reset Password using Mobile Code Verification ...........ccoeuiviiiiiiniiiiiiiice e 59
L8]0 Ko To: QYoo U o | 60
7. WORKING WITH HELP DESK WEB ......iouiiiiiiie et e e 63
RESEL PaSSWOIT ... ceiriiiiii e 63
UNLOCK ACCOUNT .ottt ettt e e e e e s e e e eaaeens 64
8. LICENSE REGISTRATION ...uiiitiiitiei ittt ettt e e e e e e e e et e et e eneeens 66




List of Figures

TR S T (1 o 3
N o I = (1 o I ) P 4
0 T PPN 4
PPN 5
0L TSP 6
0 TSP 6
O PPN 7
0 TSP 7
0L TSP 8
05 PRSP 9
0 PP 10
05 PP 11
05 1 T PP 12
0 PP 12
00 T PP 13
00 T PP 13
0 PP 14
0 PP 14
00 PP 15
002 PP 15
002 PP 16
002 PP 16
0022 T PSP 17
02 PP 17
002 T PSP 18
002 T PP 18
0 PP 19
0022 PP 20
002 PP 20
0 PP 21
0 3 O PSP 21
0 72 PP 22
10 X PP 22
0 PP 24
0 T PP 25
0 T PP 25
0 7 PP 26
0 PP 27
0 T PP 28
L0, e ettt e et 28
O PP 29
B PSP 29
B PP 30
PP 30
PP 31
LB, e et a et 31
O PP 32
O PSPPI 32
B PP 33
0L PSP 33
0L O PP 34
0L PP 34
0L PSP 35
0L PP 35
0L T PP 36




JiJi Password Reset

Suite User Manual
O T 36
02 37
T T 38
0 TR 39
0L 39
0L 40
02T 40
053 41
07 R 42
0L TR 43
0T T 43
0L 72T 44
0L 44
0L T 45
4 T 45
1 T 46
7 T 46
2 T 47
2 T 48
2 T 49
T T 49
2 T 50
T4 T 51
W4 T 52
T R 52
0 3 T 53
0 2 54
0 1 T 55
07 R 55
01 T 56
0 T 56
0 72T 57
0 T 57
01 T 58
0L 58
0L R 59
0L 2 59
0L T 60
0L T 60
0L L T 61
LT TR 61
0L 7R 62
0L T 63
0L T 64
000 64
000 1 65
000 65

Vi



Chapter 1. OVERVIEW

JiJi Password Reset Suit isaweb based password management system. JPRSisacompact pack which
assists both self service and hel p desk management. Administrators can easily manage user passwords

by delegating authority to help desk team or they can allow users to take care of their own password
problems.

Self Service

Using Self Service Password Reset, Administrator can set some security policiesto users with which
the end user can reset their own Active Directory password securely without any kind of assistance
from technical professionals. It reduces the number of password related Help Desk calls.

Help Desk

Administrators can create a group of users(Help Desk) with permissions to reset the password of end
user. Dedicated help desk team will take care of password issues and reduce the security threats.




Chapter 2. SYSTEM REQUIREMENTS

Windows Service

» Dot Net Framework 3.5.

» Windows Active Directory Domain setup or machine should have added in active directory domain.

Web Client

* Dot Net Framework 3.5 with SP1.

* 1S 4.0 or higher with ASP.Net version 2.0.50727 enabled.




Chapter 3. INSTALLATION

There are two modes to install JiJi Password Reset Suit
* Quick Setup

» Advanced Setup

Quick setup

In this mode, Web Client installation starts automatically after the completion of Windows Service
installation. Follow the below given stepsto install JiJi Password Reset Suit in quick setup mode.

» Doubleclick on the JPRS setup, awindow will be opened. Click on'Quick Setup' and then click
"Next'.

Figure1.1. JPRS setup

4% Jili Password Reset Suite Setup @

@ Quick Setup

Thiz mode of setup automatically ingtalls the required componenents
[windows zervice, web client and agent] in the zame machine.

Advanced Setup

|1 thiz mode of setup you can install, uninztall the required
componentzwindows service, web client and agent] in this machine.

| Next$|

* You caninstall Self Service or Help Desk or both. Select as per your need and click "Next'.




INSTALLATION

Figure 1.2. JPRS setup (a)

4% Jili Password Reset Suite Windows Service Installation

Select the functional mode in which pou want to install

SelfService
HelpDeszk

&Koo | [Nen 3 (s

» Browse the installation path.

Figure1.3.

4'% Jili Password Reset Suite Windows Service Installation

Select a path to install Juli Password RBeset Suite.

C:AProgram Filez'\JliT echnologies\FazzwordR esetSuite :CL Browse. .. |

IﬁEackI | Mext $| e

» Select the scope which has to be managed by JiJi Password Reset Suit.




INSTALLATION

Figure1.4.

4'% Jili Password Reset Suite Windows Service Installation @

Select the scope of Juh Paszword Reset Suite:

wark sy 2003 |:CL Browse. .

FMOTE: Jili Pagzward Aeset Suite can manage the zcope of pour interest
[eg: an OU]

|$Eack | | Mext %| e

* Now select the mode to save the settings and enrollment data and click 'Next'.
« If you select Active Directory, then these datas will be stored in it.

 If you select File System, datas will be saved in folder in selected location in your computer.




INSTALLATION

Figure 1.5.

@ Jili Password Reset Suite Windows Service Installation

Mode to zave the settings and enrollment data
@ Active Directary
Select AD location to store the zettings:

wark sy 2008 ity Browse. .

File System

Select the folder to store the settings:

C:%Program Filesh)iiTechnologieshPazswordR | | TG

Select the falder ta stare the uzer enrollment data:

C:AProgram Filezh)iiTechnologieshPazawordR | | TG

|@Back | | Mext $| a

» Now you have to select or create an user, who must have the right to use this reset tool.

*» Click 'Select User' and browse the already existing user.

Figure 1.6.

Select or create an user account on hehalf of which Jili
Password Heset Suite will run.

@ Select Uzer

=
Lser Marme: w0y Browse...

Pazzward:

Create user with the required rightz

|lzers i

M ake:

[ The uzer must have the right to Rezet Pagzword, Read and Wiite attributes,
Create and Delete object on the zelected scope.

[ill The uzer must have read and write access on the selected folder.

J% Jii Password Reset Suite Windows Service Installation @

|ﬁ8ack | [Ne:-:t %] a




INSTALLATION

» A window will be opened. Useit to select the authorised user. User will be added as shown below.

Figure1.7.

-

4@ Jili Password Reset Suite Windows Service Installation @

Select or create an user account on hehalf of which Jili
Paszzword Reset Suite will run.

@ Select Uszer
Uzer Mame:  Administrator )] Browse...

Pazzward: TIII LIt

Create user with the required rights

|lzers 0

M ote:

[1] The uzer must have the right to Reset Password, Read and ‘wiite attributes,
Create and Delete object on the selected scope.

[ill The uzer must have read and write access on the selected folder.

|@Eack | | Mext $|

» To create new user you haveto click 'Create user with Required rights. Select theroot in which
the particular user hasto be added and then type the user name and password.

Figure 1.8.

-

4% Jili Password Reset Suite Windows Service Installation @

Select or create an user account on hehalf of which Jili
Paszword Reset Suite will run.

Select User

Adrmiriztrator i

@ Create uzer with the required rights

Foot wirk v 2008 ity Browse. .

Uzer Mame:  Mew uszer

Paszwaord: TIITITIIIL)

M ate:

[1] The uzer must have the right to Reset Password, Read and “wiite attributes,
Create and Delete object on the selected scope.

[ill The uger must have read and write access on the selected folder.

|ﬁEack | | Mext $|




INSTALLATION

» Sointhe previous step you have selected or created an user to manage user accounts and passwords.
In this step you can select a particular admin group to manage Admin Web Client.

Figure1.9.

4'% Jili Password Reset Suite Windows Service Installation @

Select a group to manage Juli Password Reset Suite
admin web client.

Dramain Adrins

K] 100 9

* Now you can select 'Virtual Directory' or 'Website' to launch the Web Client.




INSTALLATION

Figure 1.10.

4% Ji)i Password Reset Suite Website Configuration

@ “irtual Directory  [Recommended]
Websites:

Default ‘wWeb Site

Aliag:

SelfService

| Wwieb Site

Self Service

[&ll Unazsigned]

a1
[] Enable 55L
SSLPort | 444
=]




INSTALLATION

Figure1.11.

@ Ji)i Password Reset Suite Website Configuration @

Yirtual Directory [Recommended]

Default ‘web Site

SelfService

@ ‘web Site
D escription:
Self Service

Enter the P Address to uze for thiz website [Dat Farmat];
[&ll Unazsigned)

-

TCP port thiz website should use [Default 30];
a1

Hast header far this website [Default Hone]:

Enable S55L
SSLPort 444

* You can enable SSL (Secure Socket Layer) to conduct secure operations on your website.

» Check the 'Enable SSL' check box and give the valid SSL port number.

10




INSTALLATION

Figure1.12.

@ Ji)i Password Reset Suite Website Configuration @

Yirtual Directory [Recommended]

Default ‘web Site

SelfService

@ ‘web Site
D escription:
Self Service

Enter the P Address to uze for thiz website [Dat Farmat];
[&ll Unazsigned)

-

TCP port thiz website should use [Default 30];
a1

Hast header far this website [Default Hone]:

+| Enable 551
SSLPort 444

& Select S50 Certificate...

| Install |

* Click on 'Select SSL Certificate button’. A window will be opened as shown below.

* You can either select the already existing certificate or create new by clicking 'Create Self Signed
Certificate'. Select it and click 'Ok’

11



INSTALLATION

Figure1.13.

4 SSL Certificate List

-

fo & s

Select Certificate:

[m Create Self Signed Certificate ]

lzzued To

CH=winzwr2008r...

CH=winzywr20083r...

|zzued By

CM=wingvr2008r...

CH=wingyr2008r...

E xpiration
Date

011 5:30:0...

742842017 530

Friendly M ame

JPRSSelfSignedCertific. .

CH=wingwr2008r.. | CH=wingwr2008r.. | 7/19/2017 530, | JPRSSefSignedCertific... | FE334AR33E8B337F4248:
CH=wingwr2008r... | CH=winsgv2008r.. | 802017 530 |JPR5SelfSignedCertific... | FB7I7174358CFARA0T 7T
CH=wingwr2008r... | CM=wingw2008r.. | 7872011 5:30:0... | JPR5SelfSignedCertific... | F73BRAZCOCET1445BBDFD
CH=winzvr2008r... | CH=winsyvr2008r.. |3/2/20171 5:30:0... | JPPSelfSignedCertificate | FEF3CFEDAFOC432EAZTA
CH=wingwr2008r.. | CH=wingw2008r.. | 3/2/2011 5:30:0... | JPPSelfSignedCertificate | EC430 35371 EE0430FDAD
CH=wingwr2008r... | CH=wingy2008r.. |8A0/2017 530 | JPR5SelfSignedCertific... | EBEIAEFOCEET4044A3EE
CH=wingwr2008r... | CH=wingw2008r.. | 9/2/2017 5:30:0... | JPPSelSionedCertificate | EQDDS0EEIE 2F 29468182
CH=wingwr2008r... | CH=winsvr2008r.. | 7/8/2011 5:30:0... |JPR5SelfSignedCertific... | DBAS3FESEBABCYDCACS

JUIReportsSeliSignedC...

-~

Thurnb Print

m

FFO45FCHI0 C2FRAEEDOCIHN

DIF2DB195C43F A348FC -

1 |

I

4

* Now Web Settings window will be opened. Select L ogo, Header image and type the Title for
your webpages.

Figure 1.14.

-

5

A4 JiJi Password Reset Suite Web Settings

Display | FPasz Through Authentication

Choose header image and logo for webpages.

@ Logo and Title
Loge:
Title:

Juli Pazzwiard Reset Suite

71 whole Header
Header Image:

o Browsze. .

[Qf I:Ik] [x Eancel]

12



INSTALLATION

» ClickonPassThrough Authentication tab. If you need to enablewindows mode of authentication,
check the check box and click 'Ok'.

Figure 1.15.

@ JiJi Password Reset Suite Web Settings @

Display | Pass Through Authentication | About. . |

| Enable windows mode of authentication.
Following zettings should be made in intemet explorer:
-»Goto internet explorer, select 'Tools-> ntemet Options' option,

-+Select 'Security' tab, click ‘Local intranet’ zone and then zelect the
‘custom level'

=l custom level settings, select ' ser Authentication' to enable
‘Butomatic logon with current uzer name and pazsword'.

Mote: Pazz through authentication will not work, through prosy server.

|Qv_? I:Ik| |x Eanu:el|

. Note

To enable windows mode of authentication, follow the steps given in the Pass
through Authentication tab.

» Finally awindow will be opened, which asks whether to launch Admin, Helpdesk, User Web or
not. Select any of the needed web and click 'Finish'.

Figure 1.16.

-

@ Configuration Completed Successfully @

Configuration of Jili Password Reset Suite completed successfully.

Do wou want to
¥ Launch Admin ‘Web u}

| Launch Helpdesk ‘Web @
| Launch User‘web @

13



INSTALLATION

Advanced setup

In this mode you can select Windows Service or Web Client to install or uninstall as per your need.
You can asoinstall Logon client which is used to reset password from the logon screen.

Installing windows service
» Select 'Advanced Setup' and click 'Next'.

Figure1.17.

4% Jili Password Reset Suite Setup @

Quick Setup

Thiz mode of setup automatically ingtalls the required componenents
[windows zervice, web client and agent] in the zame machine.

@ Advanced Setup

|1 thiz mode of setup you can install, uninztall the required
componentzwindows service, web client and agent] in this machine.

Next 3

* Click 'Install' button of Windows Service.

Figure 1.18.

-

@ JiJi Password Reset Suite Setup @

Windows Service
Service regponzible for doing AD related operations [resethchange pazsword, attribute modification)

|'&J Install... | |M Uninstall... |

Wweb Client

Wieh Client for accessing Jiuli Paszword Reszet Suite

|'&§.J Install... | |M Unirtall...

Logon Chent
Itility through which the uzer can rezet the pazsword from therr logon zcreen

|'é!;] Irstall... | |M Unirztall...

e Then select apathtoinstall.

14



INSTALLATION

Figure 1.19.

4% Jili Password Reset Suite Windows Service Installation @

Select a path to install Jui Password Reset Suite.

C:\Program FilesJiiT echnologies\P azzwordR ezetSuite h'_g‘ Browse... |

|@Eack | | Mext $| Va

» Select the scope which has to be managed by JPRS.

Figure 1.20.

4'% Jili Password Reset Suite Windows Service Installation @

Select the scope of Juh Paszword Reset Suite:

wiork gy 2008 |fc; Browsze...

FMOTE: Jili Pagzward Aeset Suite can manage the zcope of pour interest
[eg: an OU]

|£Eack | | Mext $| e

» Select Active Directory or File System to save the settings and enrollment datas.

15



INSTALLATION

Figure1.21.

4% Jili Password Reset Suite Windows Service Installation @

Mode to zave the settings and enrollment data

Active Directary
Select AD location to store the zettings:

workayr2003 8]

@ File Sypstem

Select the folder to store the settings:

C:%Program FileshJliT echnologieshPagzwaordR |fg Browse. .. |

Select the folder to stare the uzer enrollment data:

C:AProgram FilezhJWiT echnologieshPasswaordR |fc; Browse. .. |

|@Eack | | Mext $|

» Select or create authorised user who must have the right to reset passwords and unlock accounts.

Figure 1.22.

-

4'% Jili Password Reset Suite Windows Service Installation @

Select or create an user account on behalf of which Jihi
Paszzword Reset Suite will run.

@ Select Uszer

User Mame:  Administratar oy Browse. ..

Paszword  sesssssssess

Create user with the required rightz

|lzerz ]

I ake:

[i] The uzer must have the right to Reset Password, Read and ‘wiite attributes
on the selected scope.

[i] The uzer must have read and write access on the zelected folder.

|ﬁ8ack | | M et $|

» Select agroup to manage Admin Web Client.

16



INSTALLATION

Figure 1.23.

4'% Jili Password Reset Suite Windows Service Installation @

Select a group to manage Juli Password Reset Suite
admin web client.

Dramain Adrins

Kaoo] (119

* Now Windows Service installation is completed successfully.

Figure 1.24.

4% Jili Password Reset Suite Windows Service Installation @

JPRS zervice installation completed successfully.

Cloze

17



INSTALLATION

Installing Web Client
» Click 'Install’ button of Web Client.

Figure 1.25.

-

@ Jii Password Reset Suite Setup @

Windows Service

Service rezponzible for doing AD related operations [rezet'change pazsword, attibute modification]

|'&§.J Install... | |M Unirtall... |

Wweb Chent

Weh Client for accessing Jiuli Paszword Reset Suite

|'é!;] Irstall... | |M Unirztall...

Logon Client
[tility through which the user can reset the pagsward from their logon screen

|'é!pj Install... | |M Uninztall...

» Select the path to install and click 'Next'.

Figure 1.26.

@ Jii Password Reset Suite Website Configuration @

Select folder path to install Jui Password Reset Suite web client
C:AProgram Filez\JuiT echnologiezhPazzwardR esetSuite f-:;; Browse. ..

Mext 38

18



INSTALLATION

» Select Virtual Directory or Websiteto launch theWeb Client. Y ou can also enable SSL certificate
to maintain security as shown in Quick setup.

Figure 1.27.

@ Ji)i Password Reset Suite Website Configuration @

@ “irtual Directory [ARecommended]
Websites:

Default ‘wWeb Site -
Aliag:

SelfService

Weh Site

Self Service
[&ll Unazsigned]

a2

Enable S55L
SS5LPort 444

|| & Select S5L Cettificate...

Iﬁ Back J I'&!g Izt I

» Display settings and Pass Through Authentication are same as that seen in Windows Service.

» Now select scope which has to be managed by your Web Client by clicking 'Add" button.

19



INSTALLATION

Figure 1.28.

= JUi Password Reset Suite Web Settings ==

Scope | Digplay I FPaszz Through .ﬁ.uthenticatiun|

Lizt of scope you can manage by the JPRS Admin Web Client

(el add.. | [T Edi.. | [3€ Remove |

[# I:Ik] [x Eancel]

-

 If youinstall Windows Service in local machine click 'Y es otherwise click 'No'.

Figure 1.29.

s "

JiJi Passwaord Reset Suite 3

| Is Windows Service installed in local machine?

ves || No

 Scope Details window will be opened. Enter local host |P and port number and click 'Ok'.

20



INSTALLATION

Figure 1.30.

@ Scope Details @

@ LocalHost ) Remaote Host

IF: WM SYR2003R 21

Part: 9e89

[{ I:IK] [x Eancel]

 Scope gets added as shown below.

Figure 1.31.

-

5 Ui Password Reset Suite Web Settings [5m]

Scope | Digplay I FPaszz Through .ﬁ.uthenticatiun|

List of scope you can manage by the JPRS Admin Web Client

(s add.. | [T Edi.. | [3€ Remove |

[f I:Ik] [x Ear‘n::el]

* |If Windows Serviceisinstaled in remote machine, click 'Remote Host' enter the details and click
'OK" button.

21



INSTALLATION

Figure 1.32.

4'% Scope Details

Local Hoxt @ Remate Host

[P

1592168133

Domain Mame:  worksyr2008r2

Izer Mame: adrmirigtratar
PaSSWD[d xxxxxxxxxxx)1
Puart; Faiata)

|Q§ I:IK| Ix Eancel]

 Finally, check any of the checkbox which hasto be launched and click 'Finish'.

Figure 1.33.

Do wou want to

@ Configuration Completed Successfully

Launch &dmin ‘Web L:J
Launch Helpdesk ‘weh @
Launch Uzer'web @

(]

Configuration of Jili Password Reset Suite completed successfully.

-

22




Chapter 4. FEATURES

Main Features

End-users can perform following self service actions

» Sdlf reset password

» Sdf change password

+ Sef unlock account

» Self update the Active Directory Attributes

Administrators can perform the following actions

» Configure self service policy settings for each Group/OU/Set of Users
» Configure email notifications for password soon to expire users/change password/reset password
» Canview general, Self Service, Help Desk reports.

 Can schedule reports.

Help desk can

* Reset passwords and unlock accounts of the users who request them.

Additional Features

* GINA Extension/ Credential Provider.
» Two-way authentication before password reset by using Mobile Code Verification.

» Multilingual support in major European languages(French, German, Italian, Spanish and Russian).

23



Chapter 5. WORKING WITH ADMIN
WEB

Administrator must have the full control over every password reset and change operations. They must
delegate authority to the help desk using AdminWeb so that the help desk staffs can reset password
to all users under the control of administrator. They can provide rights to users through Self Service
settings so that every users can manage their own password problems without the help of help desk
people. Both Self Service and Help Desk settings which can be made by administrators are explained
below.

Home

Home page contains User Statistics and User Audits. You can click on the graph to view the
corresponding reports.

User Status Statistics

» Thisisthe graphical representation of Enrolled/Unenrolled, Enabled/Disabled, Locked/Unlocked,
Password Expired Users.

» From this graph, you can easily find out number of users were locked, disabled and so on.

* If you do not need audits for certain AD Objects you can exclude it from the statistics chart by
clicking 'Exclude AD Objectsfrom Chart' button.

e To view the updated report, click 'Refresh Chart' button.

'@ Ji Password Reset Suite admin page - Windows Internet Explorer = )
@@= [ & nitp://192168.1.110/5eService/(5{kesSmiSstpm3zfvsmidrads))/Admin/home.asp ~[4]x][ 8ing £ -

¢ Favorites | 3 JiJi Password Reset Suite admin page

Welcome  administrator,
( Logout )

iS00 Admin | SelfService Policy Settings | HelpDesk | Reports | License EngishUS)  ~

—
| Exclude AD Objects from Chart || Refresh Chart |

Enrolled/UnEnrolled Enabled/Disabled Locked/Unlocked Password Expired

Users Users Users Users
N Ervolled N Erabled I Locked I Passvord.
Unenrolled Disabled Unlocksd Other
569 567 570
N/ ./ ./
=z

AUDITS

The changes made in passwords due to Self Service and Help Desk Password reset were displayed
in Audit.

24



WORKING WITH ADMIN WEB

¢ You can view audit for the selected date.
« Generated report can be exported and stored in csv format.

¢ You can select Self Servicefrom the combo box to view the change detailsrelated to it. Self Service
audit is shown below.

Figure 1.35.

& JUiPassword Reset Suite admin page - Windows Internet Explorer o]

@ O £d ‘.@ http://192.168.1 119/5elfServic

i Favorites ‘@Jm Password Reset Suite admin page | |

wSzjodhef54553dpib5s))/Admin/home.aspx - ‘ ‘9| X ‘ ‘,Q Bing P '\

Welcome administrator, []
( Logout )
Admin i Help Desk Reports i Engheh(Ug) -
Users Status Statistics
Self Service v 32010
Time Action Username | Domain name |Status Message IF address
/2010
10108119 ResetFassvord administrator [2003TESTlocal | True Fagsword resst sticcesafully 192.166.1.113
AM
912010 While attempting the action, the given answer for the current question
10:1001 | ResetFasswordFailed Attempt administrator 2003TEST.local | False mPing s e B . 1 1921651113
Py “What was the color of your first car?’ was wrong
2010
10:24:45 Unlock Account administrator 2003TEST local | True Daer unlocked siccessfully 192,168,111
AM
94912010
10:26:26 Unlock Account administrator | 2003TEST.local | True User unlocked suecessfully 192.168.1.119
AM
94912010
10:36:22 ResetPassword administrator | 2003TEST.local | False Exception has been thrown by the target of an invocation 192.168.1.119
AM
9972010 The password doss not mast the password policy requirsments. Check the
10:36:43 ResetPassword administrator |2003TEST.local | Falsz | minimum password length, password complexity and password history | 192.168.1,119
AM requirements. (Exception from HRESULT: 0x800708C5)
9972010 The password doss not mest the password policy requirsments. Check the
10:37.04 ResstPassword administrator |2003TEST.local | Falss | minimum password length, password complaxity and password history | 192.168.1,119 =

¢ Select Help Desk option from the combo box and view Help Desk audit.

Figure 1.36.

‘& Jili Password Reset Suite admin page - Windows Internet Explorer o |- 3]

@ O o [ nip//192168.1 119 Selfservice

i Faverites | ) Ji Password Reset Sute admin page ]

v5zjodhcf54553dpib55))/Admin/home.aspx <49 x |[ 2 ing 5 -]

Welcome  administrator,

( Logout )

Admin g Help Desk | Reports | License English(US) -

Users Status Statistics
HelpDes  ~| 9/9/2010

Time Action Requested By Requested For
51312010 104200 AM | ResetPassword CN=4dministrator, CH=Users, DC=2003TES T, DC=local CH=A ator, CN=Users, DC=2003TEST, DC=local
9/9/2010 1:44:43 PM | ResetPassword CN=Test Userl, OU=Test OU,DC-2003TES T, DC-local ChN=testl, CN=Users, DC=2003TEST, DC=local
9/9/2010 15148 PM | Unlock dccount CN=TestUser, OU=Test OU, DC=2003TES T, DC=local CN=test1, CI=Users, DC=2003TEST, DC-local
9/9/2010 1:58:58 PM | Unlock dccount CN=Test Userl, OU=Test OU, DC=2003TES T, DC=local CN=test1,CI=Users,DC=2003TEST, DC-local
5/9/2010 3:35:12 PM | Unlock dccount € N=Test Userl,OU=Test OU, DC=2003TES T, DC=local CN=test1,CI=Users,DC=2003TEST, DC-local
< v

Admin

Hereyou can makeall the general settingsrelated to Self Service aswell asHelp Desk Password Reset.
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Enable/Disable Feature

Administrator can disable certain featuresthat should not be used by users. Featuresthat can be enabled

or disabled by admin are given below.
¢ User Enrollment

» Password Reset

¢ Change Password

* Unlock Account

e User Self Update Policy

Figure 1.37.

‘& )i Password Reset Suite admin page - Windows Internet Explorer = |
@O - ‘@ http://192.168.1.119/SelfService/ (S(kesSmfdSstp - ‘ 6,| x ‘ ‘,’3 Bing o~
i Faverites | B} )i Password Reset Sute adrmin page ‘7|
Welcome administrator, [=]
{ Logout )
Home Self Service Palicy Settings Help Desk License English(Us) -
Enable/Disable Features
Enable/Disable Settings
Enable user enrollment
Enable password reset
Enable change password
Enable unlock account L
Enable user self update policy

Language Settings

* You can choose the suitable language for users.
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Figure 1.38.

‘& Jili Password Reset Suite admin page - Windows Internet Explorer = ==
6@- ‘@ hittp://192.168.1 119/5elfService/(S(kesSmf45stpm3zfvs /Admin/1 ) v‘4,| x ‘ ‘,O Bing p '\

i Favorites ‘@Jm Password Reset Suite admin page | |

Welcome administrator, [-]
{ Logout )

License

English(Ug) -

Reports

Home g Help Desk

Supported Languages

Choose language options for users
English(U3)
Deutsch
Italiano
Frangais
Espatiol
Pycexmit
Svenska
Mederlands

Note:
The chosen language options will be shown in the user reset page, By default, the reset page will be shown with the browser language setting.

Notification Settings

You can set the following notification settings to alert the users to reset their passwords or aert
managers to advice them to reset.

¢ Send notification during password reset

Send notification email after enrollment

Send notification during password change

Send notification email for password going to expire in few days.

Send notification email to manager if user not changed password when certain days left to expire.
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Figure 1.39.

"& lliPassword Reset Suite admin page - Windows Intemet Explorer
6@- ‘@ http://192.168.1 119/5elfService/(S(kesSmfa5stpm3zvs /Admin/ aspxet v‘4,| x ‘ ‘p Bing o~

i Favorites ‘&Jm Password Reset Suite admin page | |

Welcome administrator, [-]
{ Logout )

English(Ug) -

Home ol

Help Desk | Reports

View users without email id
Send notifieation email during password reset [Configure mail]

Send notification email after enrollment [Hide]

Language: English(US) [»

Subject: Self service Enrollment Completed

Dear [samaccountname], L
Mail text: “fou are successfully enrolled to Jifi Password Reset Suite

Send notification email during password change [Configure mail]

Send notification email for password going to expire in ays. [Configure mail]

Send notification email to manager if user not changed password when fays left to eepire [Hide]

Language: |English(Us) [~
Subject; [samaccountname] Fassword Expiration Notification
Dear [managername], H
Wai] Text; The user [samaccountname] password is going to expire
in [soontoexpire] days The user reset the passvrord on

Frwdlastsnt] Fleass advics [samaceonntname] ta chanss L]

z
S
=3
R
2
3
@

=

¢ You can use macros to replace the user name, manager name, password expiration date etc. Asyou
enter the macros they get updated to the actual value automatically.

¢ You can aso use Active Directory attributes.

Figure 1.40.

"& Jii Password Reset Suite admin page - Windows Intemet Explorer =TS
6@- \g hitp://192.168.1.119/5elfService/(S(kesSmf45stpm3zfvs / aspx® v‘4,| X ‘ \p Bing P "

i Favorites ‘gm Password Reset Suite admin page | |

Welcome administrator, [-]
{ Logout )

Help Desk Reports English(Us) -

Email Notification
View users without email id
Send notification email during password reset [Configure mail]
Send notification email after enrollment [Configure mail]

Send notification email during password change [Configure mail]

ays. [Configure mail] L

Send notification email for password going to expire in

Send notification email to manager if user not changed password when ays left to expire [ Configure mail]

Macros

Using custom formats
[EXPIRATIONDATE] - Replaces with the password expiration date of the user
[SOONTOEXPIRE] - Replaces with number of days left to wepire password
IMANAGERNAME] - Replaces with name of the manager
INEWPASSWORD)] - Replaces with new password of the user.

Using active directory attributes
“You can use all the active directory values in the mail by using the format [ACTIVEDIRECTORYATTRIBUTE]
Example: [displayname] > Replaces with the displayname of the user

Notificatio ings

Invite Users

Y ou can invite users under the certain policy or by Active Directory objectsto enroll to JiJi Password
Reset.
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a) By Policy

« Toinvite by Policy, click Invite Users 'By Policy' then select Policy.

Figure1.41.

"& lliPassword Reset Suite admin page - Windows Intemet Explorer (=& =]
6@- ‘@ hittp://192.168.1 119/5elfService/(S(kesSmf45stp lledU: v“,| x ‘ ‘P Bing p "
e Favorites | B Ji Pasaword Reset Sute admin page |7‘
Welcome  administrator, -]
(Logout )
Home rvice Po ettings | HelpDesk | Reports | License English(Ug) -
_ e U
_ Invite Users @ By Policy ) By ADObject
_ B i
p R e o
Unenrolled Users
Enrolled Users
_ | WA
_ ) Ten LS B
_ s Zeees
a Testlser3
_ a userll
a test?
[0 [z3 56189 w . [][n]
Pagesizes 5 v 569 iterns in 114 pages
Configure mail
Macros
[ACTIVEDIRECTORYATTRIBUTE] - Corresponding active directory value

¢ Select all users or unenrolled users or enrolled users or users without E-mail id from the combo

box as shown below.

e Now userswill belisted. Select the required users and click on Configure mail link label.

« Edit macros and enter the url which isto be used by usersto enroll.

Figure 1.42.

"& lliPassword Reset Suite admin page - Windows Intemet Explorer =
6@- \g http://192.168.1 119/SelfService/ (S(kesSmf4Sstp JledU: v‘4,| X ‘ ‘,O Bing ) v‘
i Favorites | &) Ji Pasaword Reset Sute admin page |7‘
_ Testllser]
L& e
_ & ———
a TestUse:3
e
_ a sl
_ = = |
[0 fzls ¢ 56789 w . [r][n]
Pagesize 5 v 560 iterns in 114 pages
Close
Languzge: English(US)[~
Subject: JiJi Password Reset Suite Enrollment
Text:
Dear [samaccountname],
Please use the below url o enroll to Jifi Password
ResetSuite.  <Enter the url here>
Macros
[ACTIVEDIRECTORYATTRIBUTE] - Corresponding active directory value
“You can use all the active directory values in the mail by using the format [ACTIVEDIRECTORY ATTRIBUTE]
Example: [displayname] -» Replaces with the display name of the user o

¢ Click Save button to save the settings and Invite button to send invite.
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b) By AD Objects
e Toinvite by AD Objects, Click Invite Users 'By AD Objects.

¢ Select Object such as User/Group/OU/Domain. Browse and add the object.

Figure 1.43.

6@- ‘@ http://192.168.1 119/5elfService/(S{kesSmf45stp lledU: v‘4,| x ‘ ‘p Bing

i Favorites ‘&Jm Password Reset Suite admin page | |

Home Self Service Policy Sett Help Desk | Reports | License

Invite Users © 9 By ADObject

Browse

Select object to proceed

Configure mail

English{lJs) -

Macros
[ACTIVEDIRECTORYATTRIBUTE] - Corresponding active directory value

Yott can use all the active directory values in the mail by using the format [ACTIVEDIRECTORYATTRIBUTE]
Example: [displayname] -» Replaces with the display natme of the user

=

¢ Select all usersor unenrolled users or enrolled users or users without E-mail id from the combo box.

Figure 1.44.

=T

6@- \g http://192.168.1 119/SelfService/(S(kesSmfa5stpm3zfus A ledUsers.as -‘4,| X ‘ ‘p Bing

5]

i Favorites ‘gm Password Reset Suite admin page | |

Policy Sett Help Desk | Reports | License
Invite U.

Invite Users ) By Policy @ By ADObject

Select object OU -

Selected Active Directory Objects

[} Eemove OU=TestOU ou

Add

Unenrolled Userg]
Unenrolled Users
Enrolled Users

Users Without Mail id

2 Testlh

a Testlserd
a Testlserd
a userll

Language: | English(US)

Subject: Jiji Password Reset Suite Enrollment

Text:
Dear [samaccountname],
Please use the below url to enroll o JiJi Password
ResetSutte,  <Enter the url here>

« Edit and save the mail cofiguration. Click 'I nvite' button to send invite.
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Figure 1.45.

E=E )

6@- [ 8 1tpy//192168.1.119/SefService/(SkesSmisSstpm3zfvsmiOrads))/Admin/InviteUnenrolledUsers.as -[4+] %[ 8ing

o

i Fovorites | 3 ili Password Reset Sute armin page | |

PR Al Users -

(<] §<

TestUser]
-

1<)

Testlser2

<]

Testlger3
—

&6 e e

[«

ugerll

Close

Language: | English(US)
Subject: JiJi Password Reset Suite Enrollment
Text:
Dear [samaccountname],
Please use the below url to enroll to Jiji Password
ResetSute.  <Enter the url here>

Macros

[ACTIVERIRECTORYATTRIBUTE] - Corresponding active directory value

Example: [displagname] - Replaces with the display name of the wser

You can use all the active directory values in the mail by using the format [ACTIVEDIRECTORYATTRIBEUTE]

Search User Settings

These setting were used to display the selected attributes while searching users. For example, if First
Name, Mobile, City were the attributes selected in Search User Settings then while searching users

only those attributes of the user will be displayed.
¢ Select the necessary attributes.

« Shift them to the right.

¢ Savethe settings.

Figure 1.46.

=R 5]

6@- ‘@ http://192.168.1.119) SelfService/(S(kesSmfdSstpm3zfus 5))/ Admin/SearchUserSetting.as .‘4,| X ‘ \p Bing I3 v‘
i Faverites | 2 )i Password Reset Suite armin page [ |
Welcome administrator, [=]
( Legout )
Self Service Polic Help Desk | Reports | License EnglishUs) -
_ seMCI‘ User Se“in .
_ PRLNTHTIS
_ Attributes Selected Attributes
_ —— ooy e
Last name User logen name
o operment
Telephone Number City
_ 3 . » i B
Mobile
_ @DVE Sbutes fom et
_ o )
- Mote: The selected attribute will be displayed in the user search result page
-

If you need extra attributes you can add it as follows.
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e Click on Add Attributeslink label.

¢ A window will be opened. Enter the attribute name, display name and click ok button.

Figure 1.47.
(@ WiPeword Reset Sute sdmin page - Windows Itemnet beplover o] =
B = [ & rtovm921681 119 52 5ervice/leassmiite )/ Adrmin/SearchUserSett <[4 [ % ][ 2 8ing -]

i Favorites | /8 Jili Passward Reset Suite admin page D—

Attribute Nai
Display Matn

« To edit or delete, select the attribute and click on the corresponding image shown at the center.

Agent Installation

Thisisto reset password from the windows logon screen.

» Select any one of the packages and click install button.

Figure 1.48.
(€ WiPsswordResetSuite admin page - Windows Itemet Eglorer o sl
@- \g http://192.168.1.119) SelfService/(S (kesSmfdSstp -‘4,| x ‘ \p Bing F v‘

i Faverites | /3 Jili Password Reset Suite admin page

Welcome administrator,
( Legout )

[

Home ing Help Desk | Reports | License

Install/Uninstall Setup

Download Setup

Agent Installation

¢ Select the computer in which it hasto beinstalled. Enter username and password and click proceed
button.
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Figure 1.49.

6@- [ 8 ritp://192.168.1 119/ Seffservice/ (S{kesSmf4sstpmdzus Admin/UserDetailsAgent.aspxTclick=Install -4 % [ 2 8ing

¢ Favorites [&Jm Password Reset Suite admin page l ‘

Welcome administrator,
{ Logout )

Home Help Desk

Reports | License English(Ug)

Cotmpiiter tatne | WINDOWS-XP

User name : worksvr (Dormain', Username)

Passwrord : eessssssse

Package users

¢ You can aso download the packages and install it in your machine.

Figure 1.50.

G@' [ 8 rttp://192.168.1 119/SelfService/ (S{kesSmfasstpm3zfus fAdmin/A s 44 % [ 2 8ing

¢ Favorites [&Jm Password Reset Suite admin page l ‘

Welcome administrator,
Logout )

Self Service P ings | HelpDesk | Reports | License English(Us)

Install/Uninstall Setup

Download Setup

WVista/Windows7 Client Setup(6d bit) Dovmiload
Wista/Windows? Client Setup(32 bif) Dovriload
T Client Setup Dovriload

Agent Installation

Auto Unenroll Users

« You can apply unenrollment settings to the selected AD objects or selected policy.
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Figure 1.51.

6@- [ 8 ritp://192.168.1 119/ Seffservice/ (S{kesSmf4sstpmdzus /Admin/AutoUnenroll.as -4 % [ 2 8ing » -]
i Favorites [&Jm Password Reset Suite admin page li‘
Welcome administrator, el
( Logout )

Home Self Service Policy Settings | Help Desk | Reports | License EnglishiU5)

Select policy to proceed

Auto Unenroll Users

¢ Select AD Objects or Policy and click 'Unenroll' button. Users under them will be unenrolled.

Figure 1.52.

G@- [ 8 rttp://192.168.1 119/SelfService/ (S{kesSmfasstpm3zfus /Admin/AutoUnenroll.as 44 % [ 2 8ing 2 -
i Favorites [&Jm Password Reset Suite admin page I \
Welcome administrator, sl
( Logout )

Home Self Service Policy Settings | Help Desk | Reports | License English(Us)

Auto Unenrollment Settings
Auito unenrollment to be done by: Poliey

Folicy: TestPalicy ~
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Figure 1.53.

& Jii Password Reset Sutte sdmin page - Windows Intemet Explorer =N
() = | ritpy/192168.1.119 5eliserice(Slkessmitsatpmazis /Admin/ Autalinenrollas -[4[ % |[2 ing -]

i Faverites | )i Fassword Reset Suite armin page [ |

Welcome administrator, =]
( Logout)

Home Self Service Policy Settings | Help Desk | Reports | License Englich(US) -

Auto Unenrollment Settings
Auto unenrollment to be done by 4D Objects

Select AD object to unenroll
User
ou
.| Domain
Select object

Auto Unenroll Users

Mail Server Settings

¢ Enter the mail server details and click 'Test connection' button to test the settings.

Figure 1.54.
"€ JiPassword Reset Suite admin page - Windows Intemet Explorer [= & ]

6@ = [ nttp://192.168.1 119/SelfService(S{kesSmf45stpm3zFvsmilrads))/Admin/MailServerSettings aspx <[4 % |[ £ Bing 5 -

i Faverites | 2 )i Fassword Reset Suite armin page [ |

Welcome administrator, [<]
Logout )

Self Service Policy Settings | Help Desk | Reports | Licanse Englshis)
Mail Server Settings
Mail server:

Port address:

eername ]

Password:
Use SSL

« If test is success save the settings by clicking 'Save' button.

Exclude AD Objects from Reports

If you do not need auditsfor certain AD Objectsyou can exclude it from the reports. Excluded objects
will not be listed both in chart and in homepage.

» Select object and click 'Browse' button.
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Figure 1.55.

6@ ® [ ritp://192168.1 119/SeffService/ (S{kesSmf4sstpradzfvsmiOrads))/ Admin/ExcludeObject.aspic 4] % |[ 2 8ing

i Favorites ‘&Jm Password Reset Suite admin page |

Welcome administrator,
{ Logout )

Home Self Service Policy Settings | Help Desk | Reports | License

English(Ug)

Exclude AD Objects From Reports

HNote: The selected AD Objects will be excluded from Reports and chart in Home page

Seect Opct

Select Container

clude AD Objects From

e Additin Excluded objectslist and click 'Save' button.

Figure 1.56.

6@ = [ ritp://192.168.1 119/SelService/(S{kesSmftSstpr3zfvsmilrads))/Admin/ExcludeObject aspe 44 % [ 2 8ing

i Favorites ‘gm Password Reset Suite admin page | |

Welcome administrator,
{ Logout )

Self Service Policy Settings | Help Desk | Reports | License

English(Us)

Exclude AD Objects From Reports

INote: The selected AD Objects will be excluded from Reports and chart in Home page

Select Object; OU -

Excluded Object's List

) Remowe TestOU ou

Pass Through Authentication

This is to enable Windows Mode of Authentication while logon. Thisis available for self service

usersonly.
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Figure 1.57.

& i Password Reset Suite admin page - Windows Internet Explorer =8 = |

@Qv [ http://192168.1.119/SelfService (S(kesSmfdSstpm3zfus 5))/Admin/PassT] A ation.asp ~[41]x][ 2 8ing ERd

¢ Favorites | ) Jili Password Reset Suite adrmin page

Welcome administrator, =

( Logout )

Home Self Service Policy Settings | Help Desk | Reports | License English(Us) -

Pass Through Authentication

* To enable pass through authentication, go to C:\Program

Files\[iJiTechnologies\PasswordResetSuite\WebServiceFiles' and run

"Configuration.exe”.

* Now select "Pass through authentication” tab and then check "Enable

windows mode of authentication” and click OK.

Authentication

Note

If you had not enable it while installation, follow the steps given in Pass Through
Authentication tab to make it enable.

SELF SERVICE POLICY SETTINGS

Click on Self Service Palicy Settingsin Admin Web. A default policy will be already available. You
can edit it or create your own policy for Self Service users.

Creating and Deleting Policies

* Click 'New Policy' button to create new policy. Enter Policy name and click 'OK" button.
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Figure 1.58.
'@ JiiPassword Reset Sute admin page - Windows Intemet Bsplorer =kl
@v ‘& http://192.168.1 119/SelfService/(S{kesSmf45stp y.aspx v“,| x ‘ ‘P Bing E=l "

i Favorites | 3 JiJi Password Reset Suite admin page D—

Folicy narme: new|

¢ Follow the settings explained in the succeeding sections to apply for this new policy.

« To delete, select the policy and click 'Delete’ button.

Ranking Policies

If the user is present in group as well as OU and if different policies were applied to user, group and
OU, then the Policy will be assigned based on the priority. First priority will be given for user next
for group and then for OU.

If the same user is present in different groups, we can assign priority using rank

i.e. when agroup has to be assigned with highest priority, shift it to highest rank.

Export and Import

Y ou can create policy and export it to any location. To import the file from any location, click import
button and add the file which contains the policies.

Enrollment Questions

To edit the policy settings, click on the Self Service Policy Setting tab and then click policy which
has to be edited. Now start editing as per your need.

¢ In Enrollment Questions setting, you can add your own questions or builtin questions. These must
be answered by the users for authorization.

¢ Click 'Add question' button, type your own questions and click 'Save' button.
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Figure 1.59.

@v ‘& http://192.168.1 119/SelfService/(S{kesSmf45stp )/ Admin/SelfServicePolicy.aspxiPalicyName=new&Scope=falseREdit=false v“,| x ‘ ‘P Bing E=l "

i Favorites | 3 JiJi Password Reset Suite admin page

Welcome administrator,
{ Logout )

Home Admin Help Desk Reports License English(U3)

Add/View Questions

Delete what is

¢ Tousebuilt-in questions, click 'Import from built-in questions button. Select questions and click
'OK" button.

Figure 1.60.

@- [ 8 ritp://192.168.1 119/SelService/ (S{kesSmfaSstprdzfvsmilrads))/Adrmin/SelfServicePolicy.aspxPPolicyName=newsiScope-falseBEdit-alse 44 % [ 2 8ing ERd|

i Faverites | /3 JiJi Password Reset Suite admin page D—

Built In Questions

What are the last four digits in your eredit card number?
Whatis your driver's license munber?

Whatis the first and last name of your first partner?

Deutsch [7ltalianc [7] Francais [ Espaficl 7] Pycciamit

¢ You can also select languages of your choice to create questions.
¢ Set whether the question is mandatory or not.

¢ Set minimum length for answers so that while entering the answers, users can be avoided from
entering it with less than the length specified here. Save the settings.
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Figure 1.61.

6@- [ 8 ritp://192168.1 119/SeffService/ (S{kesSm4sstp )/ Admin/SeffServicePolicy.aspriPolicyName=newdScope=false&Edit=true 4] % |[ 2 8ing p -
i Favorites [&Jm Password Reset Suite admin page l \
Welcome administrator, =l
( Logout )

Home Admin Help Desk Reports License English(U3) v

Enrollment Que:

Poliey Name! new Policy home

Add/View Questions

Add question | [ Selectlanguages | [ Remove all | [ Import from bult-in questions. Export.. | [ Import..

]

Delete What was the colar of your first car?

]

Delete  What is your favorite pin code?

=]

Delete ‘What was your childhood nickname?

o

Delete  VWhat are the last four digits in your bank acc

Delete  What was your first pet's name?

O

g
@

Enrollment Settings

« Set the number of questions to be answered, number of custom questions to be created by users.
¢ Set the minimum answer length for custom questions.

* Check the 'Allow same answer' check box to alow users to enter same answers for two or more
questions.

¢ Click 'Save' button to save the settings.

Figure 1.62.

6@ = [ 8 rttp://192.168.1 119/SelService/(S{kesSmftSstprdzfusmilrads))/Admin/SelfSenvicePolicy.aspxTPolicyName=newAiScope=falseBEdit-true <[4 % |[ £ Bing R~
< Faverites [&Jm Password Reset Suite admin page l ‘
Welcome administrator, =
( Logout )

Home | Admin Help Desk | Reports | License Englich(US) -

Policy Name: pew Policy home
Enrollment iom Satti
Question Settings

Nuber of questions to answer:
Allow custom question upto

Answer Settings
Minimum answer length for custom questions:

Allow same answer
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Security Settings
a) Answer settings
¢ Inanswer settings, If you check the 'Show hidden text' check box, the user can have this option to
view al their hidden enrollment answers, passwords which they type while changing or resetting

passwords.

* Check 'Allow caseinsensitive answer s’ check box to allow users to enter case insensitive answers
for enrollment questions.

b) Incorrect Answers L ockout Settings

¢ You can set to Lockout password reset after certain number of incorrect answers. Lockout duration
can also be set.

« If the users try with wrong answers for more than the specified number of times they will be
lockedout from resetting the password. They cannot try to reset password till the completion of
lockout duration.

c) Captcha Display Settings

Y ou can set the following settings to None, Low, High, Medium, Extreme in Captcha Display.

« Background noise level

* Linenoiseleve

¢ Font warphing level

¢ Length of display text

‘& Jili Password Reset Suite admin page - Windows Intemet Explorer = =
@O = [ ritp://192.168.1 119/SeffService/(S{kesSmfasstpra3zfvsmiDrads))/Admin/SelfServicePolicy.asprTPolicyName=newsiScope=falseBEdH-true 44 x [ 2 8ing R

i Favorites ‘@Jm Password Reset Suite admin page | |

elcome administrator, 5
{ Logout )

Home | Admin Help Desk | Reports | License ErgishUs)  +

Polieyy Nare! new Palicy home

Answer Settings

Securily Settings

Show hidden test
Allow case insensitive answers

Incorrect Answer Lockout Setiings

Lockout the password resst and unlock actions after incorrect answers

Lockout for minuites.
Captcha Display Settings

Background noise level Low -
Line noise level Mednrn v

Font warphing level  Bxweme -

Length of display text

Password Reset Settings

a) Answer Settings
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You can set to answer al the questions while password resetting or you can allow to answer certain
number of random question.

b) General Settings

Y ou can enable the disabled user and unlock the locked users along with password reset.
¢) Password Change Settings

Y ou can set any one of the three options for the user who tries to change password.

¢ User must change password at next log on.

¢ User don't need to change password

¢ Givethe option to the user.

Figure 1.64.

i Pasewor ite admin page - Wi = rer (=& =]

6@ [ ritp://192.168.1 119/ SeffService/ (S{kesSmf4sstpradzfvsmiOrads))/ Admin/SelfServicePolicy.asptPalicyName=newsiScope=falseBEdit=true 4] % |[ 2 8ing R

i Favorites ‘&Jm Password Reset Suite admin page | |

Welcome administrator, 5
{ Logout )

Home | Admin Help Desk | Reports | License Engishs) -

_ S

Password Reset Setfings @ Answer all the security questions during password reset,

Policy Name: pew Policy home

© Answer|  + Frandom scurity questions during password reset

Enable disabled user during password reset.
Unlock locked user during password rest

() User must change password at next log on,
© User don't need to change password

@ Give the option to the user,

Unlock Settings

You can either allow users to unlock without answering the security questions or define number of
guestions to be answered by them while unlocking.
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Figure 1.65.

6@ v [ ttp://192.1681 119 SeitService (S(kesSmidSstpmizvsmilrads))/Admin/SelfservicePolicy.aspx?PolicyName=nentiScope=falseBEdit=true ~[41]x][ 2 8ing

< Favorites \g Jili Password Reset Suite admin page | |

Welcome administrator,
( Logout )

Home Help Desk | Reports | License

Poticy Name: new

Unlock Settings

© &llow unlock without answering any security questions.

® Define number of security questions to answer:
Unlock Sett Musber of question:

O Answer andom security questions during during unlack.

English{LIS) -

Policy home

_ @ Answer all the security questions during unlock,

Applies to Settings

Y ou can select a scope such as User/Group/OU/Domain to apply the selected policy.

Figure 1.66.

G@ » [ http:/192168.1.119/SeifService/(S(kesSmfdstpm3zfsmidrads)/Admin/SelfsenvicePolicy.aspiPolicyName=nenfiscope=falseBLEdit-true -4 x][ 2 8ing ERd
e Favorites | 1 Password Reset Suite admin page |7‘
Welcome administrator, B
( Logout )
Home | Admin Help Desk | Reports | License English@s)  ~
Palicy Name: new Policy home
Scope
Scope Deman v 2003TEST.local add
Policy Applied Scape List
@  Eemove 2003TEST Dornain
i

Auto Enroll Users

« |If users under certain policy were not enrolled you can auto enroll them.

¢ Select certain questions and corresponding Answer attribute.
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Figure 1.67.

6@- [ 8 ritp://192168.1 119/SeffService/ (S{kesSm4sstp ))/ Admin/SelfServicePolicy.aspi?PolicyName=new8iScope=false&iEdit=true

[ x [ ans 2

¢ Favorites [&Jm Password Reset Suite admin page l ‘

Welcome administrator, [-]
{ Logout )

Home | Admin Help Desk | Reports | License

English(Ug) -

Policy Neme: new

Palicy home
Enrollment data sattings

What was your childhood nickname? o -
Auto Enrollment Settings B
Auto enrellment to be done by: Policy -
Enrcll

« You can apply auto enrollment settings to users of selected policy or to selected AD Objects.

Figure 1.68.

G@ = ‘& htp://192.168.1 119/SelfService/(S{kesSmfd5stpm3zfusmiOradS))/Admin/SelfServicePolicy.aspx?PolicyName=new&Scope=false&Edit=true

<[44 x ][ 8ing ERd|

¢ Favorites [&Jm Password Reset Suite admin page l ‘

Welcome administrator, [-]
{ Logout )

Home | Admin Help Desk | Reports | License ErgishUs)  +

Polity Name: new

Enrollment data sattings

What was your childhood nickname? o A

Auto Enrollment Settings —

Auto enrollment to be done by: AD Objects =

Select 4D object to enroll: Group -

uto Enroll Users

Select object to proceed

¢ Select object and click 'Enroll' button. Enrollment settings will be applied to al the selected users.

5|
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Figure 1.69.
"€ JiiPussword Reset Suite admin page - Windows Intemet Bplorer ______________________allEe=

@v [ htpy//192168.1.119/SelfService (SlkesSmfdsstp )¢ Admin/SelfServiceP olicy.aspxiPolicyName=newitScope=falseEdit=true -[4+] x][ 2 ing 5 -]

i Favorites | /8 )i Password Reset Suite admin page

Welcome administrator,

( Logout )

Home | Admin Help Desk | Reports | License

Policy Neme: new

Enrollment data settings

What was your childhood nickname?

Auto Enrollment Settings

Auto enrollment to be done by: AD Objects +

Select AD object to enroll: Group -

Mobile Code Verification

These settings are used to create mobile code for usersto authenticate while resetting their passwords.
a) Smtp Settings

« If you have aready configured mail server settingsin admin page, then check 'Use default settings
checkbox otherwise click the 'Mail server setting' link label at the right corner.

o Enter detailsand click Test Connection' button to test the setting.
¢ Click 'Save' to save the settings.

Figure 1.70.
"€ JiiPassword Reset Sufte odmin page - Windows Intemet Bplorer I Eldms

@ ® [ B ritp://192.168.1 119/SelService/ (S{kesSmftSstpmdzfusmiDrads))/Admin/SelfServicePolicy.aspxTPolicyName=newSiScope=falseBEdit-true - [44] % |[ £ 8ing ERd|

i Faverites | /3 Jili Password Reset Suite admin page D—

Mail Server g
Port Address:

User Name:

Pagsword:

[ Use 5SL




WORKING WITH ADMIN WEB

b) Mobile Code Verification Settings
¢ Enter the email id to which the code is to be send.

¢ Type the subject. Use the macro %code% in the body, which will be replaced by the generated
code value.

Figure1.71.

"& Jii Password Reset Suite admin page - Windows Intemet Explorer =lelEs

6@- [ 8 ritp://192168.1 119/SeffService/ (S{kesSm4sstp ))/ Admin/SelfServicePolicy.aspi?PolicyName=new8iScope=false&iEdit=true 4] % |[ 2 8ing » -]

i Favorites ‘gm Password Reset Suite admin page | |

Home | Admin Help Desk | Reports | License Englich(US) -

FPolicy Name: new Folicy home
Tote: While reseltmi the iassword, the user should enter the received verification code. Please conﬁiure the server seltmis for this.

Use defauilt settings Mail server setting
User name =
Password
SMTF sarver *
Fort -
Use SSL

To user @test com

Stibject: mobile code

this 15 your code
Eody: |* et

“coded - Replaces with generated code which is to be sent
Using active diractory attributes
“ou can use all the active directory values in the mail by using the format %ACTIVE DIRECTORY ATTRIBUTE

Macros

Using custom formats

Excample: %displagname% -= Replaces with the displagname of the user

Mobile Code ¥ ication

Self-Update Policy

Here you can check on certain user informations which are to be updated by the users while working
with self service.

Figure 1.72.

"€ 10i Password Reset Suite admin page - Windows Intemet Explorer = |

6@ v [ 8 nitp://192168..119) SeffService! (S kesSmfiSstpm3zfvsmiOrad5))/Admin/SeffServicePolicy.aspxTPolicyName=newdScope=falselEdit=true ~[49 [ x |[2 ing Rl

S Favorites | 1l Password Reset Suite admin page ]

Welcoms  adrministrator, -
{ Logout )

Home Help Desk Reports License English(UJS) M

Policy Name:! new Folicy home

General TelePhones Organization

piPostal code
State/Provingce




WORKING WITH ADMIN WEB

Help Desk

Administrator can delegate authority to a particular user or groups called help desk authority. Help
desk can effectively manage all those users who need to perform password reset or to unlock account.

Help Desk Creation

e Select auser or group or OU as Help desk admin.

¢ Select the users or group or OU to be managed by the help desk team. These users can contact the
help desk team in case if they lost their password or if their account islocked out.

¢ Click 'Add' button to add the created help desk account.

Figure 1.73.
/& Jii Password Reset Suite admin page - Windows Intemet Explorer = o=
6@- [ 8 ritp://192.168.1 119/SeffService/ (S{kesSmfdsstprdzus /A dmin/HelpDesk/Permissions.aspx -4+ x [ 2 8ing 5 -

i Favorites ‘@Jm Password Reset Suite admin page | |

Welcome administrator,
{ Logout )

Home | Admin | Self Service Policy Settings Reports | License ErgishUs)  +

Helpdesk Management
E B

¢ Similarly you can add many help desk accounts consisting of help desk admin and managed users.

Create Helpdesk
Helpdesk admis: Group

Users managed by helpdesk admin:  Grovp

Add

List of Helpdesk accounts L

Domain Admins Users

<

Note: If a group is included in Managed Users, then only the direct members of the growp is considered.

5|

¢ Click 'Save' to save the settings.
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Figure 1.74.

"& Jii Password Reset Suite admin page - Windows Intemet Explorer o [& ]
6@- ‘@ http://192.168.1 119/5elfService/(S{kesSmfd5stpm3zfus /Admin/HelpDes| ssions.aspx v‘4,| x ‘ ‘P Bing Pl '\

i Favorites ‘&Jm Password Reset Suite admin page | |

Welcome administrator,

{ Logout )

Home vice Pol ngs Reports | License English(Ug)

_ reate Felpdeck

Helpdesk admin: Crowp ~  Domain Admins
Help Desk Settings

Users managed by helpdesk admin:  Group - Users

List of Helpdesk accounts

i

Domain Admins Users

< 1 []

Note: If a group is incluzded in Managed Users, then only the direct members of the growp is considered.

¢ You can select any one of the following choices for change password option. Selected setting will
be displayed in the help desk web.

Change password at next logon

 Show this option to user

e User must change password at next logon
e User don't need to change password

¢ If number of password reset requests per day by a helpdesk admin is set as limited then they can
perform only the specified number of resets for the users those who were managed by them.
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Figure 1.75.

"& Jili Password Reset Suite admin page - Windows Intemet Explorer ==

6@- [ 8 rttp://192.168.1 119/SelfService/ (S{kesSmfasstpm3zfus Admin/HelpDesk/Settings.aspx 44 % [ 2 8ing R

< Faverites ‘gm Password Reset Suite admin page | |

Welcome administrator, [-]

{ Logout )

Home | Admin | SelfService Po ings Reports | License ErgishUs)  +

Change password at next logon
@ Show this opticn to user

©) User must change password at next logon

© User don't need to change password

Number of password reset requests per day by a helpdesk admin
@ Unlitnited

Show hidden text

Reports

Reports helps to track the changes made in password by both help desk and Self Service users.

View Reports

« Click on the corresponding reports in the report column to view the change details.
¢ You can view the changes made in between certain dates.

¢ Click 'Add/Remove columns' button to add or remove the attributes column.

Figure 1.76.

"& Jili Password Reset Suite admin page - Windows Intemet Explorer =
6@- [ 8 ritp:/192168.1 119/ Seliservice/ 5 /Admin/Report/ spxiClick=cancel 44 % [ 2 8ing ERd

< Faverites ‘gm Password Reset Suite admin page | |

Welcome  administrator,
{ Logout

Home | Admin | SelfService Policy Settings | Help Desk License English(US)

Schedule T 2 Bsclude AD Objects from Reporting
Schedule Reports

Generate
e

Add schedule [Gearch | [ Bport | [ Prnt | [ Addfeemove cohamns | [ Schedule |

View Reports

3 Records.
& Reports

Password expired users

s . Testlser] CHFTestlIaer] O1=TestOU DC=2003TEST DC=local
oonto expire user password

Enabled users TestUser? CHN=TestlIser2, OU=TestOL DC=2003TEST, DC-local
Disabledusers Us2 CIN=Us2,CN=Users DC=2003TEST DC=local
Unlocked users

Inactive users
B Self service audit
Reset password
Change password
Unlock account
Enzolled users
Unenrolled users
Reset Password Failed Attempt
Unlock Account Failed Atterapt
an o
© Help desk audit

Reset password EJZI
<
E] IIIE|

49



WORKING WITH ADMIN WEB

Schedule reports

Y ou can schedule the reports to view it through e-mail at regular intervals of time. Generated reports
will be send periodically to the provided e-mail id.

Add schedule

» Click 'Add schedul€' tab. Enter schedule informations and click 'Next'.

Figure 1.77.

‘& Jili Password Reset Suite admin page - Windows Intemet Explorer =P |

@\:}- \@ http://192.168.1 119/SelfService/( mhxI2fg55fpacitn))/Admin/Report <.aspxtid v“,| x \ \,' Bing £ |

i Favorites | /3 Jili Password Reset Suite adrmin page

Welcome administrator,
{ Logout )

Home | Admin | Self Service Policy Setiings | Help Desk License EnghshUS)  ~

Schedule Reports = Buclude AD Obiects from Reportin
Schedule
View schedules

A dd schedule] Enter the schedule general information

View Reports A

B Reports

Password expired users

Soonto expire userpassword
Enabled users Schedule name: test
Disabled users

Deseription: schedule
Locked out users

Unlocked users Report file type
Inactive users

& Self service audit

Resetpassword
Change password
Unlack account
Enolled users Nest
Unenrolled users
ResetPassword Failed Attempt
Unlack Account Failed Attempt
an -

& Help desk audit

Reset password -

 Select the report category. You have three main types of reports. They are General, Self Service,
Help Desk reports. Select Any of the needed reports from the left and shift it to right.

e General Reports
 Password expired users
 Soon to expire user password
» Enabled users
 Disabled users
* Locked out users
+ Unlocked users
* |nactive users

o Self Service Reports
* Reset password
 Change password
 Unlock account

¢ Enrolled users
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e Unenrolled users
* Reset Password Failed Attempt

» Unlock Account Failed Attempt

All Self service reports
e Help Desk Reports

* Reset password

» Unlock account

* All help desk reports

Figure 1.78.

/€ Jili Password Reset Suite admin page - Windows Internet Explorer = |
@O- [ niep://192.1681 110 elfServicer (5 /Admin/Report/ @ <[4 [x [ Bing 2 -

¢ Favorites | 8 Jli Password Resct Suite admin page

Welcome  admministrator,
(Logout )

Home | Admin f Service Polic License Englsh(Us)

Schedule Reports Extclude AD Objects from Reporting
Schedule

View schedules
Select the reports for scheduling
View Reports
TReport categor; Added reports Edit Delete

Enabled users
Disabled users
Unlocked users
Enabled users Locked users
Disabledusers Password expired users
Soon to expire user password
Inactive users

Password expired users =

Seff service reports

Soon o expire usex password. Help desk reports

Locked outusers
Unlocked users
Inactive users

B Self service audit

Reset password

Change password

: o
Unlock account

Enrolled users Next

Unenrolled users

Reset Password Failed Attempt

Unlock Account Failed Attempt

Al =
& Help desk audit

Resetpassword [Fl
1

* You can select reports from general, self service and help desk for a single schedule.
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Figure 1.79.

‘& JiiPassword Reset Suite admin page - Windows Intemet Explorer

[E=E[EEn =)

@O @ [ 8 ritp://192168.1 119 effservice/ s

i Favorites ‘@Jm Password Reset Suite admin page

Tl x][7 on

2]

Welcome  administrator,
{ Logout

Home dmin

= Reports
Password expired users

Enabled users
Disabled users
Locked out users
Unlacked users
Inactive users

= Belf service audit
Reset password
Change password
Unlock account
Enrolled users

Unenrolled users

All
& Help desk audit
Reset password

Soonto expire userpassword

Reset Password Failed Attempt
Unlock Account Failed Attempt

Self Service Pol

edule Reports g

View schedules

Help Desk

Report category: [Self servi

Self senice uniock
Self senice reset pal
Self senice change
Enralled users
Unenralled users
Reset password falled attempt
Unlock account failed attermpt
Self senice all

General reports

Self service reports

License

Select the reports for scheduling

cereports v Added reports

English(US) -

[General reports
Enabled users
Self service reports

TReset password failed attemptl{&/4/201C

o]

u

¢ Schedule the task for monthly or weekly or daily or once and click next.

Figure 1.80.

‘& JiiPassword Reset Suite admin page - Windows Intemet Explorer

(==

@ O = [ ritp://192168.1 119/Seliservice/ 5

i Favorites ‘@Jm Password Reset Suite admin page

44,|pr Bing

2]

Welcome  administrator,
{ Logout

Home dmin

View schedules

dd schedule]

= Reports
Password expired users

Enabled users
Disabled users
Locked outusers
Unlacked users
Inactive users

& Self service audit
Reset password
Change password
Unlack account
Enrolled users

Unenrolled users

All
& Help desk audit

Reset password

Self Servi

Schedule Reports E

Soonto expire userpassword

Reset Password Failed Attempt
Unlack Account Failed Atterapt

Foli

Schedule the reports

English(UUS) -

u

Enter the eemail id to send mail and click 'Finish' button.
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Figure 1.81.

'& Jili Password Reset Suite admin page - Windows Intemet Explorer =l ]

@O @ [ 8 ritp://192168.1 119 effservice/ s

i Favorites ‘@Jm Password Reset Suite admin page | |

Report = -4 % [ 2 8ing p -]

Welcome  administrator,
{ Logout

Home | Admin | 5 tings | Help Desk License Enghsh@US)  ~

hedule Reports

View schedules

Enter the E-mail addresses to send scheduled reports

View Reports

= Reports
Password expired users

Soonto expire userpassword

Enabled users E-Mail addresses: || Delete
Disabled users test@testmail com

Locked outusers

Unlocked users

Inactive users

= Belf service audit
Reset password
Change password
Unlock account
Enrolled users

Unenrolled users

Reset Password Failed Attempt

Unlock Account Failed Attempt

All |
& Help desk audit

Reset password EIE|
3

View Schedule

Here you can view history of all the schedules which were created before.
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Chapter 6. WORKING WITH SELF
SERVICE WEB

Administrator can provide certain rights to user for self resetting and self changing of passwords
through self service password reset. To start with, users have to login and enroll themselves.

USER DETAILS

* Open Self Service Web home page and log in. Start -> Programs -> JiJi Technologies -> JiJi
Password Reset Suite -> Web Client -> Self Service Web.

Figure 1.82.

‘& JPRS end user login - Windows Internet Explorer
@pw [ & htp://192.168.1 110/SelfService/(S{ev52ehS5 qiqykwhscxbj32ay))/Login.aspxParg=OtherUse

{r Favorites | /% JPRS end user login

<[4 % |[ £ Bing

JiJi Password Reset Suite

Reset Password
e;ﬁ Select this option if you forgot your own password and would like

to reset it,

User Login
User Narme: testuser?
Unlock Account Password:  sessssessescs |
_ () Select this option to unlock your own account, which may be
W iocked ducto wrong password attempts during legon.

» Loginand click '‘About me' tab. Enter al the general, Address, Telephone, Organisation detailsand
save them.
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Figure 1.83.

[= & ==
@v [ 8 ritp://192.168.1 119/ SeffService/ (S{evS2ebsSiaykwbscib2ay])/User/Abouthe.aspx 4] % |[ 2 8ing 2 -
i Favorites | /3 Apout me
Search User P

JiJi Password Reset Suite

Welcome  testuserZ,
( Logout )

_

Iﬁ

First name TestUser2
Last name

Initials

Display name TestUser2

Description
Office

Telephone number

Other Telephone Numbers
Add

it

i
IH

Rernove

E-mail

Vieb page

Other veb pages
A

Edit

Remove =

it

ENROLLMENT

e Click 'Enroll' tab. Set of questions will be given to you.

Figure 1.84.

@v [ 8 ipy//192.168.1.119/SelfService (S(evS 2ebSSqiaylewbscxbj32ay)) User/Enrollaspx ~[4] x][ 8ing £ -

S Fovorites | User enroll page

Search User yel

JiJi Password Reset Suite

Welcome  testuserZ,

{ Logout )

_

Question: 1 of 1

Minimum Answer Length isi3
Question: What was the color of your first car? =
Answer: ewe|
Shew hidden text

¢ Enter suitable answers for the questions and the captcha code.

55



WORKING WITH
SELF SERVICE WEB

Figure 1.85.

& http://192.168.1 119/ SelfService/(S(ev52ebS5qiaykwhscxbj32ay)) /User/Enroll.aspx v 4| x
i Favorites | 3 User enroll page

2 fome

JiJi Password Reset Suite

Welcome  testuser2,
{ Logout

_

Showr hidden text

AXRDO

Get Audio Code
Type the above code in text box
AXRO|

¢ Click 'Back' if you haveto edit the answers. Finally click 'Enroll* button to finish your enrollment
process.

Figure 1.86.

B http://192.168.1 119/SelfService/(S{ev52ebS5qiqykwbscxbj32ay)) User/Enroll.aspx

i Favorites | 3 User enroll page

JiJi Password Reset Suite

Welcome  testuser2,
{ Logout

_

User enrolliment successfully completed

CHANGE PASSWORD

¢ Click on the '‘Change Password' tab.

¢ Enter the old password and the new password.
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Figure 1.87.

@v ‘& http://192.168.1 119/SelfService/(S(ev52ebS5qiqykwbscxbj32ay))/User/ChangePassword.aspx < ‘ ‘yl X ‘ ‘P Bing b "

i Favorites | 3 Change password page

JiJ1 Password Reset Suite

Welcome  testuser2,
(Logout )

_

#Yourpassword should contain atleast 0 characters.
Y our password is valid for 42 days.

Password: LI LTI T [T Show
Newr Password: Show
Confirm Newr Password Showr

N Y 2 K

Get Audio Code
Type the above code in text box
v zK|

&

¢ The new password must meet all the password complexities as mentioned in the Password
Complexity text box. Type the given code and click ‘Change' button.

Figure 1.88.

@- [ 8 rttp://192.168.1 119/SelService/ (S{evs2ebsSaqiaykwbscib32ay])/User/ ChangePassword.aspx 44 % [ 2 8ing P~

i Favorites | 3 Change password page

Search User pel

JiJi Password Reset Suite

Welcome  testuserZ,
{ Logout )

_

Password changed successfully

RESET PASSWORD

« If you forget your password and if you need to reset it, follow the given steps.
¢ Open Sef Service Web. Click on the 'Reset Passwor d' option.

¢ Enter username and click 'Next'.
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Figure 1.89.

& http://192168.1.1

¢ Answer al the previously enrolled questions.

Figure 1.90.

4 http://192168.11

¢ Enter new password and code.
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Figure 1.91.

‘& Reset User Password - Windows Internet Explorer =[] [eE]
@v-= [ 8 hitp://192.168.1 110/SelfService/(5(<1 kS5 nvkedISSuhuSthSS))/ResetPassword.aspiljscript=true -4 % [ £ 8ing L~

ir Favorites | 5 Reset User Password

% Home B

JiJi Password Reset Suite

Password Complexity:

#)Y our password should contain aleast 0 characters.
#)Y our password is valid for 42 days.

New Password:  sessesssssss Show

Clonfirm Password: ssssssssssas Show

8 EQL

Get Audio Code
Type the above code in text box
QL

Tser must change password at next logen

=
» Click 'Reset' button to reset your password successfully.
Figure 1.92.
‘& Reset User Password - Windows Internet Explorer (=)
@\/-= [ B otp//192268.0 110/SefService/(S(s1jidkSSnvked 35 hu5ThS5) ResetPassword, aspxljscript=true "‘?l % ][ ging L -
T Faverites ) Reset User Passward
(% Home B
JiJi Password Reset Suite
Password reset successfully
=

Reset Password using Mobile Code
Verification

Administrator can enable two-way authentication by allowing users to enter the Mobile Code to reset
their passwords.

 After answering the security answers correctly, enter the secret code received through the mobile
and click 'Next'.
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Figure 1.93.

& httpifloc e/ (S(4 1 hiy Jjscript=true (&4 x|[2 sing s -
S Favorites | 5 &) Suggested Sites v ] Web Slice Gallery =

J& Reset User Password - v [ @ v Page~w Safetyv Tools~ @+

The mobile code is sent to your mobhile. Please check your mobile and proceed.

2]

T ALl om0t G- R -
¢ Enter the new password and click 'Reset' button.
Figure 1.94.
&8 ripyoc /(S W0mzehryr)/Resetp T —— -[& 4] x |[2 8ing P~

S Favorites | 5l &) Suggested Sites v 48] Web Slice Gallery =

J& Reset User Password - < (21 @@ v Pagev Safetyv Toolsv @

#)Your password should contain atleast 7 characters

#)¥our password characters should be from three of the
following four categories:
* English uppercase characters {A through Z)

Z 04N

Get Audio Code
Type the above code in text box
Z04N
User must change password at next logen L

5]

© fulocalintranet | Protected Mode: OFf Cda v omam% v

Unlock Account

¢ Open Self Service Web. Click on the 'Unlock Account' option.

¢ Enter username and click 'Next'.
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Figure 1.95.

] http://1921681.1

¢ Answer al the previously enrolled questions.

Figure 1.96.

2] http://19216811

i Favorites | @ Unlock Account

¢ Click 'Unlock' button to unlock successfully.
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Figure 1.97.

] http://1921681.1
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Chapter 7. WORKING WITH HELP
DESK WEB

Help desk staffs have the permissions to reset users password and reset the locked out account . They
can perform these operations for users those who were managed by them.

Reset Password

» Open Help Desk Web home page. Start -> Programs -> JiJi Technologies -> JiJi Password Reset
Suite -> Web Client -> Help Desk Web.

A loginpage for help desk will be opened.

‘& Helpdesk login page - Windows Internet Explorer =8 F=0
@v= [ 8 ttp//192168.1 119/SeService/(5(2zsek ngjonmisdSkdjidz<))/HelpDesk/Lagin.sspx -4 % [ £ 8ing £ |

{r Favorites /& Helpdesk login page

JiJi Password Reset Suite

User Name: testuserl
Password: eeeessseceee|

» Loginand click 'Reset Password' tab.

» Enter user name whose password is to be reset, new password and then click 'Reset’ button.
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HELP DESK WEB
Figure 1.99.
& hittp://192.168.1.1: pl
i Favorites | 3 Reset User Password m

JiJi Password Reset Suite

Welcome tesluserl
( Logout

Unlock Account

« Now the password is reset successfully.

Figure 1.100.

48 http://19216811. ol - |42 % [| 2 Bing Ll

i Favorites | 3 Reset User Password

o

JiJi Password Reset Suite
Welcome  testuserl,
{ Logout }

UNLOCK ACCOUNT

¢ Click 'Unlock Account' tab.

« Enter user name who requested to unlock the account.
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Figure 1.101.

JiJi Password Reset Suite
Weleome  testuserl,
{ Logout

» Click 'Unlock' button to unlock it successfully.

Figure 1.102.

4 hitpi//192168.11

i Favorites | /8 Unlack User Account

JiJi Password Reset Suite

Welcome testuserl,
{ Logout

Reset Password
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Chapter 8. LICENSE REGISTRATION

Features will vary for different types of licenses. Following types of licenses are available for JPRS.

» Help Desk Standard- Features such as schedule, general reports, mail server settings are not
availablein thislicense.

» Help Desk Professional- All features related to help desk are available.

» Sdf Service Starter- Agent installation, schedule, general reports are not available.

» Sdf Service Standard- Agent installation feature is not availabe in this type of license.
» Sef Service Professional- All features related to self service are available.

» Combo- All features of both self service and help desk are available.

» Combo Basic-Features of both self service and help desk are available except agent installation.
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