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BioAxxis® ThumbLock® Audit Trail Software

User Manual

1. Items Included with the BioAxxis® ThumbLock® Audit
Trail Software:

e Software CD, including User Manual

o Flash Drive

2. IMPORTANT NOTE:

Prior to setting up the PCMU software, be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference ThumbLock® User Manual for
details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
ThumbLock® User Manual)
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3. Supported Operating Systems:

Win 2000 Service Pack 3, IE6.0 or above, Win 2000 Service Pack 4,
Win XP Service Pack 2 and above, Win Server 2003 and Windows
Vista

Section 1 Installing the BioAxxis® ThumblLock® AT
Software

1a) Insert Audit Trail CD into CD ROM drive

1b) CD should auto-run the .exe file. If it does, then follow the
system prompts to install the software. If the auto-run feature does
not execute, then use the following steps:

e 1bi) Open your CD drive in My Computer

e 1bii) Double click on the setup.exe (installation will now take
place, follow system prompts to complete installation)

1c) Once installation is complete, a shortcut named, “ThumbLock®
Management” will be present on your desktop.
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Section 2 Uninstalling the BioAxxis® ThumbLock® AT

Software

2a) In the bottom left hand corner of your screen, click

START->CONTROL PANEL

¥ Control Panel

Eile Edit Miew Favorites Tools Help

g D search Folders o
| U= [::2]

-~ </

address @ Control Panel

4@

Windaws

Taskbar and  User Accounts
Firewall

Start Menu

o & X B >
Accessbiity AddHardware  pEg@gel  Administrative  Automatc  Date and Tme
[ Switch to Category View Tene Updates
Programs -
w2 NN 9 3
See Also ) e =
Folder Gptions~ Fants WP Quick  HPWireless IntelR)GMA  Internet
% windows Update Assistant  Driver for Options
@) Heo and Suppart y 2b) Double -P ” )
) 2 & ke
= . ] i \
== « clickonAdd Netnork  NewuorcSetn  Phane ane
Caonnections Wizard Modem ...
- < ¢ C; [ =
g &% w B a e =2
Portable Media Power Options  Printers and Program QuickTime ~ Regional and  Scanners and
evices es Updates language ..  Cameras
2 ;) ) Y &
Schedied  Secuity  SmartAudo Soundsand  Speech  Symentec  System
Tasks Center Audio Devices LiveUpdate
2 8 & <

Wireless
Hetwork Set...

<
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Z) Add or Remove Programs g@
1
@ Currently installed programs: [ Show updates Sort byt [Name [v]
Change or . Size 158 71ME [Al
Remave 2¢) Click on ThumbLock
Programs Size 16.36MB
Management (AT) Siz= 132548
% Size  265.00M8
Add New
Programs. Size 2.35MB
) 5ynaptics Pointing size  25.87MB
> TestDrive Cliem Size  5.76MB
AJAREMOIE 1% Thumblock Management (AT) See 428
Components Click here for support information Used gecasionally
. Lastilsgd On  4/1/2008
@ Tochance thepregemorencd  20) Click REMOVE e
9 T .- Remove
Set Program .
Access and 8w 's Internet Explorer 7 Size  3.18MB
Defauits
£ 's Live installer Size 2.94v8
&8 's Live Messenger Size  32.01MB
b s Live Sign-in Assistant Size 1938
5 s XP Service Pack 3 3
B WinkAR srchiver Sze  3.23MB
@l Wireless Home Network Setup Size 16.20M8B [
S
Add or Remove Programs >

\:{/) Are you sure you want to remove ThumbLock Management (AT) from your computer?

Yes Mo

] L
2e) If you are sure,

then click YES

2f) Follow un-install software prompts thru completion. When un-
installation is complete the ThumbLock Management shortcut icon
on the desktop will be removed.
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Section 3 Creating/Modifying the Super Administrator
and General Administrators

NOTE: Only the Super Administrator can Add and Delete other
Administrators as well as perform every other programming
function in the AT software. The AT software has one Super
Administrator that can be created and multiple General
Administrators.

The multiple General Administrators can perform all functions in the
AT software, except for changes or deletions of other administrators.
However, they can make changes to themselves.
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Use the following steps to create the Super Administrator:

3a) Double click on the ThumbLock Management shortcut on the
desktop.

Version: 2.1.0
USEI‘TS Log-in Login Mame
Administrator (Super Admin) I

| tean | [ Ex
==

3b) Click
LOGIN

Version: 2.1.0
User's LOg-iI‘I Login Name

Administrator {Super Admin) v

3c) Until the Super
Administrator is created, a
password does not need
to be entered. Click OK

with the password field

blank.

Plagse input password
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e Bioawds - ThumbLock Management

S querym

BIOAXXIS>

J L2 | 8sisct = Count: 0

3d) Click on SYSTEM, then
choose MODIFY CURRENT
ADMINISTRATOR

Modify

Verification Mode

— Login Info /
Login Mame | Bob Jones

A

— Password /
Pagsword | onfirm Pagsword | e

OK Cancel

3e) LOGIN NAME can be
changed from the default
of ADMINISTRATOR to
whatever you choose.

3f) Enter the alpha-numeric
password you would like.

It can be any amount of
characters and numbers.
Re-enter the same
password in the Confirm
Password field.

3g) Click OK

3h) The Super Administrator can also create multiple General

Administrators. To do this, use the following steps:
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I |aie | Select - | Count

3i) Click on SYSTEM, then choose ADD
SYSTEM DMINISTRATOR

BIOAXXISS

3j) Follow steps 3e to 3g from this section to add a new General
Administrator. Once completed, the Super Administrator can use
the same process to add multiple General Administrators.
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|$} BioAxxis - ThumbLock Manageme

nt

Add System Administrator
Delete System Administrator...
Modify Current Administrator. ..

System Logs ...

Side Bar

Logaut

Systen Qaiiagglser  Record  Maintsin  About
& options... &

| J | | | Select ~ | Count: 0

Exit

3k) Click on SYSTEM, then choose EXIT. In Section 5
we will learn how to log into the AT software with the
administrative rights that were created.

S HUEry ang TRECOTD

BIOAXXISS

10
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Section 4 Logging into the BioAxxis® ThumbLock® AT
Software (Super and General Administrators)

4a) Double click on the ThumbLock Management icon that is located
on your desktop.

Al \ersion: 2.1.0

User's LDg-iI‘I Login Mame

Bob Jones (Super Admin) v
Bob Jones (Super Admin)
Gil {General Admin}
Joe (Generzl Adg '>
Jack (Generz| AN

] [
4b) From the drop down
menu, choose which

Administrator to log in as.

Version: 2.1.0
USEI“S LDg-iI‘I Login Mame
Bob Jones (Super Admin) v
oo ] [

==

4c) Click LOGIN

11
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Version: 2.1.0
USEI‘TS LDg-iI‘I Login Mame
Bob Jones (Super Admin) 4d) Enter your PASSWORD
and click OK.
Please input password
oK |
3 Biokods - ThumbLock Management =

Gmen X e gesd penn gan

-

BIOAXXEE>

4e) If successful, you will be in the Home screen of the AT software.

12
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Section 5 Deleting General Administrator Accounts

NOTE: Only the Super Administrator can Delete other
Administrators, therefore you must be a Super Administrator and
logged in as a Super Administrator to perform the following function:

[ Biokxxis - ThumbLock Management

System | Lock User Record  Maintain  About

@ o I J T-Yre | Select - | Count: 0
Add SystAgadministrator ~ All Lacks Name UserD | Role | Time Setting

Delete SystemWginistrator...

Madify Current Ad

System Logs ...

Side Bar

Logout

Exit
7 ey AN PrIE RECOTT

BIOAXXIS>| s5a) Click on SYSTEM, then choose DELETE SYSTEM

Delete Admin

Select Admin

Jack v|

il =" 5b) Choose the General Administrator to
Joe be deleted and click DELETE.
Jack

[ oekte 7 [ conel | |

13
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Delete Admin

‘? j | imA
\_:/ Delete the admin:

5c¢) Click YES

Delete Admin

Select Admin
5d) General Admin has been

successfully deleted, click
e CANCEL.
J0E < fpm—

Delete l [ Cancel 4

14
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Section 6 Setting up and Modifying Individual/Multiple
BioAxxis® ThumblLocks® for Audit Trail Records

IMPORTANT NOTE:

Prior to setting up the BioAxxis® ThumbLocks® in the AT software,
be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference ThumbLock User Manual for details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
ThumbLock User Manual).

15
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Lock | User Record Maintain  About

= NewLlock

System

| Feapel | Select - | Count: 0

& 2

. All Locks
6a) There are two ways to set up the
.
S Ceortiolod ThumbLocks.....you can either use the
Manage G drop down menu OR the easy to see
G System Log icons above ALL LOCKS. To keep
Import Record . . . .
2 Query and Print Record things simple, we will use the icons
located above ALL LOCKS.
PR A
BIOAXXIS
3% BioAxds - ThumbLock Management
System Lok User Record Maintan  About
|ida J e apel | Select + | Count: 0
T Al Locl Name UserD | Role Time Setting

6b) Click the icon with the green plus arrow (when cursor is
held over icon, the text NEW LOCK appears) to add a new lock.

Manage

- System Log
Impart Rec

» aevendfl  NOTE: There is no limit to the number of locks that can be

BiOA created.
Lock
General .
6c) Use the up/down arrows or type in
LocklD * [1 & the LOCK ID number that you are
G pra
Name * |[FrontDoo] <= creating (again, this should correspond

to the Lock ID that has already been
created at the lock).

6d) Type in a NAME for the lock.

6e)Click SAVE

16
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System Lock User Record Maintain  About

B & & 0G| O | Select « | Count: 0

15 ‘ack Door \ 6f) The settings that have been

saved for any lock can be edited.
To edit a specific lock’s
# SystemLog
Impart Recard settings.....

2 Query and Print Recard

Manage ES

.« ————8 6g) Click on the lock name that
BIOAXXIS
O—) will have settings edited and

click on the EDIT LOCK icon.

©% BioAxxis - ThumbLock Management

el = 6h) It is possible to delete an individual lock or
multiple locks. To delete a specific lock.....

" AllLotks

= FrontDoo
¥ ““D""\ 6i) Click on the lock name that will have settings

1ianage 5 edited and click on the DELETE LOCK icon (with red X).
J System Lo
xlpmmim NOTE: Before a lock can be deleted, all users from the

2 Query and Print Record

BIOAXIES

specific lock must be deleted first.

17
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Section 7 Adding/Modifying Users at Individual Locks for
Audit Trail Association

|=g‘-" BioAxxis - ThumbLock Management

System Lock User Record Maintain About
& rewuse bl [P AN e | seisct - | Gourt: 0
| Edit User "7 All Locks Name UserID | Role Time Setting
% | Delete User o FrontDoog
T 3 00 G W ["] Back Daor
)| Copy User
M. . .
neas 7a) Highlight the lock for a User/s to be added to.
% System Log
Impert Record R .
2 Query and Print Record NOTE: It is critical that all User ID and User Name
e e g associations be written down prior to adding the User ID
BIOAXXIS and User Names to the AT software, so all downloaded

Audit Trail information will be accurate.

18
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i3 Biokuxis - ThumbLock Management

W A NENENE NP

me User 1D

| select - | Count: 0

Role | Time Setting

System Lock | User | Record Maintain  About
Bl Mew User ey
&% | Edit User
% | Delets User
- | I Back Doar
3| Userinlocks ’
)| Copy User
Manage
ok System Log

Import Record
- Query and Print Record

BIOAXXIS>

7b) There are two ways to add users to a specific
lock.....you can either use the drop down menu
OR use the easy to see icon with a green plus
symbol. To keep things simple, we will use the
icon with the green plus symbol.

User

E‘, General

MName = |Bill Smith

Remark

— ID & Role of the user in current lock

7c) Enter a NAME to
associate to the User.

7d) Enter a 3 digit
USER ID.

7e) Click ADD TO ALL

User ID = (001

Role

A/(Admin:-:m 1-003

—1
/ LOCKS, if you want
this specific USER ID

and USER NAME to be
added to all locks.

to all locks

7f) Click SAVE

19
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' Bl el |E R R EENEN R AP | Select - | Count: 1
Bioaccess Control -
= £ All Locks Name User ID Rale Time Setting
Welcome, Bob Jones _~ Front Door
Time 3/22/2009 4:26:03 PM il EEEKDD”;\

Manage £

S System Log

- Import Record
,'.) Query and Print Record

7g) Bill Smith (User ID 001) has now been successfully
BIOAXXIS associated to lock FRONT DOOR (Lock ID 1).

7h) Follow the same process from Section 7 to add additional Users.

7j) Click on the EDIT S
USER icon (picture of —

person with pencil L5 w0 0B e ol
. . Locks Name User ID Role Time Setting
going thru it). Front Door
Back Door
Manage A
o SystemLog 7i) It is also possible to EDIT a User.
% d . . .
e e To do this, highlight the User Name

2 Query and Print Record

HOATES

20
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User

{:5 General

Mame = |Bill Smith

Remark

— ID & Role of the user in current lock

User ID * (001 { Admin:001-003 User:004-5995 )

Save Cancel

7k) Make changes and
click SAVE

Role

Section 8 Assigning User/s to Multiple Locks for Audit
Trail Association

8a) To assign an Individual User to Multiple Locks, use the following
steps:

8c) Click on the COPY

USER icon (picture of
overlapping paper)

21
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" Elllols I AN A | Seledt - | Count: 3
Bioaccess Control =
= L All Locks Name UserID | Role Time Setting
Welcome, Bob Jones -y Front Door
§ i -I7] Back Door
Time 3/22/2009 5:48:12 PM =
3 ﬂ Break Room Jack Tomlinson 0os Dates &Times
Tony Filburn D.DA_I ILNLD&WNE
Manage ® 8b) Highlight

b SystemLog

specific User

= Import Record
4~ Query and Print Record

BIOAXKISS

@ BioAxxis - ThumbLock Management
System Lok  User  Record  Maintsin  About

iohli Bl N AENEN TN I
I8d)k"llghllg:lt ::e Zr A\_: Locks |NamE User ID. | Role | 8e) Click on PASTE
FrantD 1
ock to paste the N Bk B USER icon (picture of

copied User into.

"] Break Room

clipboard and paper.

- System Log
< Import Record
42 Query and Print Record

BIOATKES>

22
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System lock User Record Maintsin  About

i~ e e B0 | Seledt - | Count: 1
r Al Lock: Name UserID | Role Time Setting
P D,\}_--
|| Break Room
Manage & 8f) User is now added to the lock he has been pasted
f;:“::“d into. The same process can be used to add the User
3 Query and print Record into other locks.
Bi@ Note: Once User is pasted into a different lock, the
User’s information can be edited by using the EDIT
USER function.

8g) To assign Multiple Users to Multiple Locks, use the following
steps:

% BioAds - ThumbLock Management

System  Lock User Record Maintain  About

A Y- Y [[Sefect <] count. 3
=i ‘—._H Locks Name User ID Role All
% Front Door
IR} aor
J Jack Tomlinson
Tony Filburn
Manage £
b SystemLog
mport Record bl 8i) Click SELECT and choose ALL if all Users will
yal ;uzw::d Print Record 8h) nghllght the ) . .
lock that the be copied from the lock and pasted into
BIOAXXIS USERS will be another lock.
copied from. OR

PRESS and hold the CTRL button on your
keyboard and click on the Users that need to
be copied from the lock and pasted into
another lock.

23
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Biokxds - Thur|  8]) Click on the COPY
System Lok Ust - USERS icon (picture of L
sioaccess|  overlapping paper)

| Select ~ | Count: 3

User ID Role Time Setting

Welcome,|

Time 3/22/2009 7:|

Manage &

s+ System Log
“/ Import Record
,'.) Query and Frint Record

HOAKIS

\@ BioAxxis - ThumbLock Management 81) Click on PASTE

System Lok User  Record  Maintan  About N USERS icon
Bioaccess Control <« M LER ‘ Lu (picture of
3 5 MiLods e clipboard and
8k) Highlight the - [[] FrontDoar paper.

/] BackDoor

lock to paste the
copied Users into.

S

(3 SystemLog
= Import Record
,'.) Query and Print Record

HORTE)

24
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|@ BioAxxis - ThumbLock Management

System  Lock User  Record

Bioaccess Control

Welcome, Bob Jones

Time 3/22/2009 8:08:40 PM

Manage e

U System Log
= Import Record
,‘J Query and Print Record

BIOAXXE>

Maintain  About

L A | &b B0 | Seledt ~ | Count: 3
= Lr AllLocks Mame UserlD | Role | Time Setting
[1] Front Daar
[7] Back Doar -
5 Break Room Jack Tomlinson 005 User | AlDates &Times
\ 004 User | AlDates &Times

Tony Fi\hur’
\

8m) Users have been added to the lock that they were
pasted into. The same process can be used to add
Multiple Users into other locks.

Note: Once Users are pasted into different locks, the
Users information can be edited by using the EDIT
USERS function.

25
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Section 9 Deleting Users from the AT Software

9a) Use the following steps to delete a Single User’s association

from an Individual Lock:

|$9 BioAxxis - ThumbLock Management

System lock User Record Maintsin  About

B G

| &b - ape

| Select ~ | Count: 3

Bioaccess Control -
= LF All Locks

[1] Front Doar
[1] Back Daar
" BreakRoom

Time 3/23/200% 4:01:10 PM

Manage

(5 System Log
= Import Record
2 Query and Print Record

HOATSS

Name User ID

Jack Tomlinson 005

Role

User

Time Setting

ates & Times

\ Tony Filburn 004

Us:

Al Dates & Times

9b) Highlight the LOCK that you want to
delete the User from and then highlight the
USER to be deleted from the lock.

26
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|@ BioAxxis - ThumbLock Management

System

Lock  User  Record

Bioaccess Control

Welcome, Bob Jones

Time 3/23/2009 4:01:10 PM

Manage ]

(3 System Log
| Import Record
,') Query and Print Record

HOAXTSS

9d) Use the following steps to delete a Single User from Multiple

Locks:

Maintain  About
; 4 &
e |} \bl-.f |‘&‘|u_|®|f) ‘SE|EET'|COUN3
=] .‘;5‘ Al Locks Mame UserID | Role | Time Setting

All Dates & Times

Jack Tgmlinsan

User

User | AllDates & Times

Tony F'Jurn
|

9c¢) Click on DELETE USER icon (picture
of person with red X)

|§ BioAxxis - ThumbLock Management

System Lock User Record Maintan  About

I,

A

| Select - | Count: 2

IR ANENEN X Pe)

Bioaccess Control

Welcome, Bob Janes

Time 3/23/2009 4:13:55 PM

Manage A

Gk SystemLog
~ Import Record
4 Query and Print Record

BioAXXE>

i3 Z All Locks
[1] Frent Door

-[1] Back Door

& Break Room

ser D | Role Time Setting

All Dates & Tmes

9e) Highlight the USER to be deleted and click the
USER IN LOCKS icon (picture of blue folder) to see
what locks the user has been assigned to.

27
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User in Locks @
& % | Select - | Count: 2

Lock User D Raole

Front Door 005 User

Break Room 005 User

9f) USER IN LOCKS screen displays all of the locks
that the USER is assigned to. To delete the USER
from an individual lock, highlight the LOCK and
press the DELETE USER icon (picture of person with
red X).

User in Locks @

Select +|| Count: 2

User ID Rale
005 User

3 Ny Break Room 005 User

9g) To delete the USER from ALL locks they are
assigned to, click SELECT and choose ALL from the
drop down menu. Press the DELETE USER icon
| (picture of person with red X).

9h) Use the following steps to delete Multiple Users from an
Individual Lock:

28
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% biokuots - ThumbLock Management BE =]

Svitem  LoX User Recd  Mantn  About

o Ty PRI Select | Count: 3
M o 5 AlLods = User D Roe | Time Seting Remark
= = G

Hanage &

4 Systemiog
Impart Recard
A Query and Pret Record

HOAXGES

9i) Highlight the LOCK that you want to delete multiple
Users (but NOT ALL USERS) from and PRESS and hold
the CTRL button on your keyboard and click on the
Users that will be deleted from the lock.

ﬁ Blodods - Thumblock Management =

System Lok User Recod  Mantan  About

;:.. TN PR AN Yo Salect « | Count: 3
> i E w
= 5F AlLacks = Lo D Roe | Tmeseting =

& FrentDosr
1 Baox Door
M) Break Room

Hanage s
Jr Systemiog

Import Recard
7 Query and Print Record

HoAKKE>

9j) Click on DELETE USERS icon (picture
of person with red X)

9k) Use the following steps to delete ALL Users from an Individual
Lock:

29
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: Ll (R NN X2 | Select »| Count: 3
Bioaccess Control <« =
o i ‘\_H Locks Name UserD |Role | Time All
Welcome, Bob Jones - Front Doar Invert segfffion
7] Back Door

Time 3/23/2008 4:54:58 P Jack Tomiinson 00 User | Al Dates & Tims

TONLum 0 e Al DateMmes

Manage 2
(F SystemLog
“/ Import Record
A g

A Query an Print Recrd 9l) Highlight the LOCK that you want to DELETE ALL

ars i USERS from and then click on SELECT and choose ALL.
BIOAXXIS

[ BreakRuom

5 BioAxxis - ThumbLock Management

System Lock User Record Maintasin  About

4 blsld | L=WEN] NP2 | Select - | Count. 3
Bioaccess Control = = —
1= I All Lacks UserlD |Rok | Time Setting
/elcome, Bab Jones 1y Front Door

Time 3/23/2009 5:05:14 PM (1] BackDour
--I7] Break Room

Manage e
(o System Log

=/ Import Record
) Query and Print Record

o 4 9m) Click on DELETE USERS icon (picture
B_IOAXX]S of person with red X)

30



( Actuator
Systems
http://www.advancedactuators.com

Section 10 Viewing/Printing/Exporting System Logs in
the AT Software

Note: System Log records display all programming that has been
done in the AT Software by Date/Time, Admin and Operation. This
is not to be confused with imported Audit Trail Records (Section 11).

10a) Use the following steps to Download System Log Records:

|=:-:' BioAxxis - Thumblock Management

System lock User Record Maintan  about
it Fe npe | Select » | Count: 0
7 All Locks Hame UserID | Role | Time Setting

| FrontDoor

| BackDoor

| Break Room

";t L 2 10b) Click on SYSTEM LOG
ystem Log
Import Record

42 Query and Print Record

HOAKEESS

10c) Specify Query Conditions by....

. Date Range - If this box is checked (and no
other Query Conditions are checked), it will
search for all System Log records for specified
Date Range only.

. Admin - If this box is checked (and no other
Query Conditions are checked), it will search
for System Log records specific to the Admin
name entered only.

. Operation - If this is checked (and no other
Query Conditions are checked) it will search
for System Log records specific to operation
entered only.

If all three are checked (as is the case with this screen
shot), all System Log records will be retrieved for Date
Range specified, where AT Software Admin Bob Jones
used the Delete function.
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| Adrin | Operation

Date

From |escay | Marc e
To |Wednesday, March|]

Admin

Operation

==
To |Wednesday, March

[ adrin 10d) In this case, we will search by
] specific Date Range.
[] operation
we [T 10e) Once Date Range is entered, click

QUERY.
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Query and Print Logs ==

i D Query | [ Export & Print [& Previen | 6] Close

Admin Op=ration
Query Condition Q ¥y ol A S
Date Adminiator Loginj
Adminis Rater wocl Bob Jones: Logintame Passiord
From [rovesser, i [ ] 526 1o e
To [ Monday . _Aori [v]] : 8ob Jonel crdte Lock : 1-Front Door
4/6/2008 3:13PM Ny |Bob Jone cffate Lock : 2 -Back Door
[ Admin 4/6/2009 3:26 PM Bob Jones} 1l user Bl Smith
ke e Jores | it user Bl Smith: None
4/6/2008 40 PM Mg lenes | reate Lock : 3 -Break Room
O operation 4/6/2008 3:42PM BoiNgnes | Jen user Jack Tominson
e 4/6/2008 343PM 5o s | vew user Tony Fibum
4/6/2008 3:45PM gob Jond | | Deleted user : Tony Filbun fram LockiD: Front Door
4672008 3:45PM Sob Jones Deleted user  Jack Tominson from LockID: Frant Dear
4/6/2008 5:45PM 5ob JDHESW Deleted user : Jack Tominson from LockID: Back Door

10f) Retrieved System Log records will display the Date
and Time of the event, the AT Software Admin that
performed the event and the Operation that was
performed per the Query Conditions entered.

18 records retumed.
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uuery and Print Eugs

{40 Query Export 2 Print [ Preview

| Admin | Operation
Query Cot

/42009 2:41PM Administrator Login
10g) To PRINT retrieved 2537 Administrator Madify Bob Jones: LoginName, Password
3:03PM Bob Jones Import records
records, click the PRINT 213PM Bob Jones Create Lock : 1-Front Door
button. 313PM Bob Jones Create Lock : 2 - Back Door
226PM Bob Jones New user 8l Smith
™ [ 4/6/2009 3:33PM Bob Jones Edit user Bill Smith: None
| 4/e/2009 z:90pm Bob Jones Create Lock : 3 -Break Room
[0 aperaton | 4iay2008 3:42m Bob Jones New user Jack Tomlinson
lie | | | |ssra00e zazem Bob Jones New user Tany Filbum
[ 4612008 3:457M Bob Jones Deleted user : Tony Filourn from LockID: Frant Door
| 4/ms2009 2225w Bob Jones Deleted user : Jack Tominsen from LockID: Frant Daar
[ 4612008 3:457M Bob Jones Deleted user : Jack Tomlinson from LockID: Back Door
| 4/ms2009 2225w Bob Jones Deleted user : Tony Filourn from LockID: Back Dear
] 4/5/200% 3:45PM Bob Jones New user Jack Tomlinson
4/6/2008 3:46 PM Bob Jones New user Tany Filburn
| 4l6f2002 3146 7M1 Bob Jones Mew user Sean Conway

18 records returned.

| Admin | Operation

Administrator Login

/2008 2:53FM Administrator Macify Bob Jones: LoginName Password
10h) To EXPORT retrieved /2008 3:03PM Bob Jones Import recards
2008 3:13FM Bob Jones Create Lock : 1 -Front Door
data to an MS EXCEL file, /2008 3:13PM Bob Jones Create Lock : 2 -Back Daor
click on the EXPORT button 2008 3:26 M Bob Jones New user il Smith
/2008 3:32 P Bob Jones Edit user Bill Smith: None
/2009 3:40 PM Bob Jones Create Lock ; 3 - Break Room
12009 242PM Bab Jones New user Jack Tomlinsan
T — 1 /2009 3:43PM Bob Jones New user Tony Filburn
| 4/6f2009 3:45PM Bob Jones Deleted user : Tony Filburn from LockID: Frant Doar
| 4/6/2009 3:35PM Bob Jones Deleted user : Jack Tomiinson from LockID: Front Dagr
| 4/ay2008 3:45m Bob Jones Deleted user : Jack Tominson from LockID: Back Daar
| 4sf2009 3:35PM Bob Jones Deleted user : Tony Filburn from LockID: Back Dogr
/62002 3:452M Bob Jones New user Jack Tomlinsan
/62009 3:45 PV Bob Jones New user Teny Flbum
| 4/6/2009 3156 M Bob Jones New user Sean Conway

18 records returned,
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Save As @
Save in: |@I’v‘l}‘ Documents M a ? ? '

Ty My Abums
| [CMy eBacks 10i) Choose the location
My Recert | [E3My Music

n rcom r for
Documente | |5 My muvees on your computer fo

- =My Pictures where to save the file.
@ )My Received Fles p
Decklop | [EMy Videos 10j) Name the file
I3 Symantec

IC3) TurboCAD Deluxe 15

@My Sharing Folders 10k) Click SAVE.

Iy Documents

Iy Computer

- ) 4
‘g File name: |EioLag [ M [ Save }
My Network | Save as type: |Exce| files ["xis) M [ Cancel ]
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Section 11 Exporting Audit Trail Records from the

BioAxxis® ThumbLock® to the Flash Drive

11a) Plug Flash Drive into
the USB port located at the
bottom of the Interior Unit

11b) Click on “M”

NOTE:

“M” is the Menu option. This
controls all Menu Options on
the BioAxxis® ThumbLock®.

“E” is for Exit. When this is
pressed the existing menu will
be closed. If pressed multiple
times, the message “BYE” will
appear, all Menu screens are
exited and LCD will power off.

UP and DOWN arrows scrolls
thru menu options.
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11c) When the message,
“PRESS MASTER FP”
appears on the LCD, rest
an enrolled
Administrators’
Fingerprint (registered as
User ID 001-003 for this
lock) on the
ThumbLocks’ fingerprint
sensor (located on the
outside unit). The
fingerprint sensor will

stay powered on for 5
seconds before powering
off.

11d) The Main Menu
screen is displayed after
successfully completing
step 11c.
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11e) Press the DOWN ARROW
until Option 3. U-DISK OP is
highlighted.

11f) Press “M” to select

11g) Press Option 3.1
RECORD OUT to begin
download of audit trail
records to the flash drive.

11h) When the Audit Trail
Download is complete, the LCD
will revert back to 3.1 RECORD
OUT (highlighted) on the LCD.

11i) Press “E” (for Exit), until the
LCD powers off.

11j) Remove the Flash Drive
from the bottom of the
BioAxxis® ThumbLock®
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Section 12 Importing Audit Trail Records from the Flash
Drive into the AT Software

12a) Plug Flash Drive into available USB Port on your PC/Laptop
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System Llock User Record Maintain  About
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7 — A R g BRSO | Saledt « | Count: 0
10access Lontrol =i

a.‘-\F AllLocks |Name UserID | Role | Time Setting
Welcome, Bob Jones -J1] Front Door

-J1] Back Door

Time 3/31/2009 12:06:43 PM
-J1] Break Room

Manage

oF SystemLog = 12b) Click IMPORT
% Import Record RECORD

,;) Query and Print Record

HOARTSS

Import Record W

File for import

|| | [ Browse... K

/I_I 12c) Click
\l_| BROWSE

|:| Delete the file after successfully done ’ Import ] l Close ]

40



Actuator
Systems
http://www.advancedactuators.com

Import E]

LS| KNGSTON ) 9T B [ 124) choose the file from
Bl your flash drive, where
My Recent the four digit file name
Doimems corresponds to the LOCK
(L ID number that the Audit
Deskiop Trail records have been
2 downloaded from.
a7
My Documerts 12e) Click OPEN
oy
Wy Computer
/ |
. File name: 0001.REC v F’Qpan |
My Nework | Fiescfype [ Lock records file [~ REC) v [ caee |
P '
Import Record
File for impart

— i
[] Delete the file after successfully done 12f) Click IMPORT

41



Actuator
Systems
http://www.advancedactuators.com

Import Record

File for import
F:\0001.REC

12g) When audit trail records have
been successfully downloaded, the
message COMPLETED appears.

=+ Importing records, please wait ...
=+ Correct: 10, Incorrect:0, Repeated:0

v Completed g

12h) Click CLOSE

/

J

[] Delete the file after successfully done ’ Import l rlﬂose ]
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Section 13 Viewing, Printing and Exporting Downloaded

Audit Trail Records

13 Biokxds - ThumbLock Management

System lock User Record Maintsin  About

I, 3
-

e upel | Select » | Count: 0

= £ AllLocks Name
] Front Door
] Back Door
: Break Room

UserlD | Role Time Setting

Manage 2,

 System Log 13a) Click QUERY AND PRINT

Import Record / RECORD
4~ Query and Print Record

OS>

| Query and Print Record
4 Query ‘ [®Export. 23 Print mPreview ‘ [0 dlose
Access Time
Query Condition 2

Date

from |=dnesday, March |
0 [adnesday, March |w

User Mame

like: {Tom Tomlinson

Lack Name
like |Front Door /

Operation

= (Unlock Dy PP bt

13b) Specify Query Conditions by....

° Date Range - If this box is checked (and no

/ other Query Conditions are checked), it will

search for all downloaded Audit Trail records
for specified Date Range only.

. User Name — If this box is checked (and no

/ other Query Conditions are checked), it will

search for Audit Trail records for the Specific
User Name entered only.

. Lock Name - If this is checked (and no other
Query Conditions are checked) it will search

I for Audit Trail records specific to the Lock

Name entered only.

. Operation - If this is checked (and no other
Query Conditions are checked) it will search

for Audit Trail records specific to the
Operation specified only.

If all four are checked (as is the case with this screen
shot), all Audit Trail records will be retrieved for Date
Range specified, where Tom Tomlinson unlocked the
Front Door with his fingerprint.
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Query and Print Record

) Query | [ Export < Print [&preview | (@) Close

Access Time Lock ID Lock Name UserID | User Name QOperation

Query Conditiol

Date

from |sdnescay, March [w 13c) In this case, we will search by specific Date

to |:dnesday, March Range.

- ‘U:er fere 13d) Once Date Range is entered, click QUERY.
ke

[ Lock Name

like:

D Operation
Query and Print Record @
,)Query |:/Expart 124 Print aPreview |@C|ase Count: 32

Acess Tme LockD | Lock Name UserID | User Name Operation (i
= »
Query Condition S W61 e e
e 2000315 111 7 Acress

20090318 11:17:16
from |zdnesday, March |w L 5

009-03-18 11:17:25 Failed FP Access

to |schesday, March |%

2009-03-18 11:17:39 Falled FP Access
[ User e 2009-03-18 11:17:48 Falled FP Access
) 2009-03-18 11 Failed PIN access
be 2009-03-18 11:19:49 1 Fron il Smith Login System Menu
[ Lock Name: 00903-18 11205 |1 Front Dot Bill Smith Logout System Menu
ke 0090318 1112329 |1 Front Door JackTomlinson | Ulock by FP
0007181303 | Eront Do lack Topnenn | |inlnck by Dacenrd
[ cperation

13e) Retrieved Audit Trail records will display the Date and Time of
the event, Lock ID that the event took place at, Lock Name that the
Lock ID is associated to, User ID associated to the event, User

Name associated to the User ID and the Operation that was

performed per the Query Conditions entered.
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Query and Print Record M
Quary Export ¢z Print @ Preview L C\nse Count: 32
Access'ﬂme LockID | Lock Name UserID | User Name Operation A
Query Cong Dt NS08 101648 |1 Front Doar 00t 3l Smith Lagaut System Menu
0080318 L1704 |1 Front Door i} Falled FP Access
13f) To PRINT retrieved 75 |t Front Daer ] Faled FP Acess
records, click the PRINT ms |1 Front Door i} Falled FP Access
73 |1 Front Door 000 Faled FP Access
button. 748 |1 Front Door i} Falled FP Access
1757 |1 Front Door 000 Failed PIN access
2008-03-13 1111948 1 Front Door 001 Bil Smith Login System Meny
[ Lock Name 009-03-181120:5% |1 Front Door 001 Bill smith Logout System Menu
e l:l 00e03-13 1023 |1 Front Door 005 JackTamlinson | Urlack by FP
2009-03-18 11:23:39 1 Front Door 005 Jack Tomlinson Unlock by Password E
[ Gperton N0 113602 L Front Do Wi fBilsnit Logh System Menu
= B 2009-03-18 11:26:31 1 Front Door 001 Bil Smith Logout System Menu
20080313 11:26:50 1 Front Door 00t Bil Smith Unlock by FP
0090311128 |1 Front Door 000 Falled FP Access
2008-03-13 112759 1 Front Door 005 Jack Tomlinson Unlock by FP
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Query and Print Record -2 “

i,)Query |Export QPHnt @.Prewew |@C\wse Count: 32
Access Time LockID | Lock Name UserID | User Name Operation A
9 2009-03-13 11:16:48 1 Front Door 001 Bil Smith Logout System Menu
0090318 111704 |1 Front Door i} Falled FP Access
13g) To EXPORT retrieved data ins |1 Front Door i} Falled FP Access
. s |1 Front Door i} Falled FP Access
to an MS EXCEL ﬁle’ click on the rm |1 Front Door i} Falled FP Access
EXPORT button e |1 Front Door ] Falled FP Access
1rs7 |1 Front Door i} Falled PIN access
11148 1 Front Door 001 Bil Smith Login System Meny
[ Lock Name 00903-13 11205 |1 Front Door 001 il Smith Logout System Menu
e l:| 00e03-13 1023 |1 Front Door 005 JackTamlinson | Urlack by FP
200803-13 112339 1 Front Door 005 Jack Tamlinson Unlock by Password E
00 Operaton 080381102 |1 Front Door Wi |slsmt Login System Meny
= 2008-03-13 112631 1 Front Door 00t Bil Smith Logout System Menu
20080313 11:26:50 1 Front Door 00t Bil Smith Unlock by FP
00903-18 112748 |t Front Door i) Failed FP Access
2008-03-13 112759 1 Front Door 005 Jack Tomlinson Unlock by FP
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Save As

B/X

Save in: | @ My Documerts

vl © # £ @

'__ ICMy Albums
| 2} My eBooks

13h) Choose the location
on your computer for

where to save the file.

My Recent | )My Music
Documerts | |ZMy muvees
= ﬁﬂl’dy Pictures
@ IC)My Received Files
Desktop EMy Videas <
I Symantec

) TurboCAD Deluxe 15
@My Sharing Folders

My Documerts

My Computer

13i) Name the file

13j) Click SAVE.

. File name: |EoLog / M Save
My Network | Save as bype: |Exce| files {"xls) M [ Cancel ]
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4. Support Information:

For warranty support please call Actuator Systems directly at 407-
567-7130 x102 OR e-mail support@advancedactuators.com.
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