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Introduction

Welcome to OpenLimit CC Sign 2.8.0.1 - based on the OpenLimit SignCubes Base Components 2.5,
Version 2.8.0.1. Through their use of electronic signature and encryption technologies, the OpenLimit
products allow the security, evidentiary power and efficiency of digital business transactions,
workflows, communication processes and data to be increased.

With OpenLimit CC Sign, you can create qualified or advanced signatures - if needed even directly in
Adobe Reader or Adobe Acrobat. You can also verify the validity of existing signatures and sign
documents with the click of a mouse. In addition, you can convert documents into a PDF/A document
suitable for long-term archiving, in order to further process them in your electronic workflow or send
them as an encrypted e-mail attachment.

This “Getting Started” manual offers you a description of the system requirements, the supported
card and card readers, the installation of the software, the activation of the license, the creation of a

signature and the signature verification process.

Further information on working with the product can be found in the user documentation or in the
electronic manual. These can be found after installation of the software under:

W Start/All Programs/OpenLimit/Online Help or Apps/OpenLimit/ Online Help (User Documentation)
B Start/All Programs/OpenLimit/OpenLimit User Guide or Apps/OpenLimit/OpenLimit/ User Guide
(Electronic Manual).

Technical support information can be found under:

https://www.openlimit.com/en/support/service.html

Frequently asked questions can be found under:

https://www.openlimit.com/FAQv2/

The following elements are part of OpenLimit CC Sign:

OpenLimit Base Components
OpenLimit PDF Plugin for Adobe
OpenLimit Mini Driver
OpenLimit PKCS#11 driver
OpenLimit Shell Extension
OpenLimit PDF Producer
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2.1

2.1.1

2.1.2

2.1.3

Hardware and software requirements

System requirements

Operating systems

The following operating systems are supported by this product:

Windows 7 32-bit and 64-bit edition
Windows 8.1 32-bit and 64-bit edition
Windows 2008 R2 Terminal Server
Windows 2012 R2 Terminal Server

Depending on the status of your operating system, the setup program may undertake updates to the
operating system. In order for this to be realized, it may be necessary to restart the computer
several times. This is because of the necessary operating system updates and not because of the
installation of the OpenLimit Base Components 2.8, Version 2.8.0.1.

The OpenLimit CC Sign 2.8.0.1 setup may, if necessary, undertake updates to the operating system.
These updates ensure that the minimum version of the Shell32.dIl (Version 4.0) as well as the minimal
version of the Microsoft SmartCard Base Components (Version 1.0) are present.

Note: To provide optimal protection for your computer against security gaps and to ensure that the
product functions properly, the current security updates must always be installed. Protect your
computer with an up-to-date virus scanner and, if you have an internet connection, with a firewall.

Hardware

B 1 GHz processor or higher
W At least 260 MB of free disk space
B At least1GB RAM

Software

® Internet Explorer (Version 6 or higher)

W Java Runtime Environment (for the OpenLimit SignCubes Integrity Tool)

B Adobe Reader (Version 7.0.8 or higher) / Adobe Acrobat (Version 7 for higher) (for the OpenLimit
PDF Plugin)

Note: In order to be able to use the OpenLimit PDF Plugin for Adobe, either the Adobe Reader
(Version 7.0.8 or higher) or Adobe Acrobat (Version 7 or higher) must be installed on the computer
before installing the OpenLimit software. It is also possible to use both products simultaneously on
the computer.
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2.2 Signature cards

The product OpenLimit CC Sign 2.8.0.1is intended for use with the following chip cards:

Federal Chamber of Notaries

Signature cards G&D STARCOS 3.5 1D ECC Ci

D-TRUST

D-TRUST CardOS M4.3B

D-TRUST CardOS M4.3B Multicard

D-TRUST Card 3.0

D-TRUST Card 3.0 Multicard 100

D-TRUST Card 3.0 Multicard

New German ID card

dgnservice

STARCOS 3.2 QES v1.1

sprintCard

businessCard

medisign eArztausweis (electronic ID for doctors)

Electronic ID for dentists (ZOD)

medisign ePsychotherapeutenausweis or ePTA (electronic ID for psychotherapists)

Deutsche Post Signtrust

Signtrust Card 3.2

Signtrust MCard 100 3.2

Signtrust MCard 3.2

Signtrust Card 3.5

Signtrust MCard 100 3.5

Signtrust MCard 3.5
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medisign

Electronic Health Professional Card (eHBA)

Electronic ID for dentists (eZAA)

Electronic ID for psychotherapists (ePTA)

medisign Card

20D signature card for dentists

S-TRUST

Gemalto ZKA 680 V6A Version 6.01 (SparkassenCard)

Gemalto ZKA 680 V6A Version 6.20 (SparkassenCard)

Gemalto ZKA 680 V6A Version 6.21 (SparkassenCard)

Gemalto ZKA 680 V6A Version 6.22 (SparkassenCard)

Gemalto ZKA S23 V6A Version 6.30 (SparkassenCard)

Gemalto ZKA S23 V6A Version 6.31 (SparkassenCard)

Gemalto ZKA S23 V6A Version 6.32 (SparkassenCard)

Gemalto ZKA S23 V6A Version 6.32 M (SparkassenCard)

ZKA SECCOS Sig v2.6.4 R1.1.2 from Sagem Orga GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 6.6 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.1.2 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.1.3 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.1.4 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.2.1 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.2.2 from Giesecke & Devrient GmbH (SparkassenCard)

ZKA Banking Signature Card, Version 7.2.3 from Giesecke & Devrient GmbH (SparkassenCard)

Telesec

NetKey 3.0 (PKS-CLASSIC)

NetKey 3.0M (PKS-CLASSIC)

TCOS 3.0 Signature Card V2.0 (PKS-ECC)

TCOS 3.0 Signature Card V2.0M (PKS-ECC)
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2.3 Card readers

The use of the following card readers is supported by OpenLimit CC Sign 2.8.0.1:

Cherry Smartboard G83-6744 LU

Cherry ST2000 (firmware version 6.01)

Cherry ST2052 (firmware version 6.01)

Fujitsu SmartCase KB SCR eSIG (526381-K529-Vxxx, HOS:01, FW v.1.21)
Fujitsu SmartCase KB SCR2 eSIG (526381-K539-Lxxx), hardware version HOS:01, firmware version
1.06

Kobil KAAN Advanced

Omnikey Cardman 3621

Omnikey Cardman 3821

Reiner SCT cyberJack e-com v3.0

Reiner SCT cyberJack e-com plus v3.0

Reiner SCT cyberJack secoder

Reiner SCT cyberJack RFID standard, Version 1.2

Reiner SCT cyberJack RFID komfort, Version 2.0

SCM SPR332 (firmware version 6.0.1)
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3 Installation and activation

3.1 Installation of the software

Preparation:

W Before you start installing the OpenLimit software, please ensure that the system requirements
have been met.
B Terminate all running applications.

Note: A necessary Adobe plugin will be automatically copied into the corresponding directory of the
Adobe Reader or Adobe Acrobat. If, at the time of installation, Adobe Reader or Adobe Acrobat are
not present on the system, you can install the plugin afterwards. To do this, start the Update Check
via Start/All Programs/OpenLimit/Update Check or Apps/OpenLimit/ Update Check and follow the
instructions.

After starting the "0L2801CCSign.exe”, the installation is prepared:

InstallAnywhere

u Instalsmpwhens is preparing to ingtall...

B4

(C) 201 4 Flewera Software LLC

Figure 1: Installation preparation

After this window has been closed, it is possible that some time will elapse before the next window
opens up. In the next window, select the desired language (German or English):

(" A
Opentimit CC Sign (=] ]

Figure 2: Language selection dialog box
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r
Openlimit CC Sign lmcnlniEk

Figure 3: Progress bar

.
OpenLimit CC Sign =

Introduction

./ Intraduction InstallAnywhere will guide you through the installation of
» Choose InstallFolder o
OpenLimit CC Sign.
« Pre-Installztion Summary:
» Installing... Itis strongly recommended that you quit all programs before
» licensing continuing with this installation
. Install Complete

Click the 'Next' button to proceed to the next screen. If you want to
change something on a previous screen, click the ‘Previous' button

You may cancel this installation at any time by clicking the 'Cancel’
buttan

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

Ver- und Entschliisselung

Previous  |lf

Figure 4: Introduction to the installation

In the next window, the target folder for the software installation will be shown: (standard:
C:\Program Files (x86)\0penLimit). You can choose another directory via the “Choose" button.

.
OpenLimit CC Sign =

Choose Install Folder

" Intraduction

/ Choose Install Folder Flease choose a destination folder for this installation
« Pre-Installztion Summary:
» Installing...

»  Licensing

. Install Complete

Where Would You Like to Install?
|C:\Program Files (x86)\Opentimit

Restore Default Folder ][ Choose ]

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

Ver- und Entschliisselung

Previous

Figure 5: Setting the installation folder
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After this, the installation information will be displayed. After clicking on the “Install” button,
OpenLimit CC Sign will be installed:

e
OpenLimit CC Sign ==

Pre-Installation Summary

" Intreduction

" Choose Install Folder
./ Pre-Installation Summary
» Installing....

Please Review the Following Before Continuing:

Product Name:
OpenLitt CC Sign

«  Licensing

» [nstall Complete

Install Folder:
CA\Program Files (z86)\OpenLimit

Shortcut Folder:
C\Progr \Microso? t

Menw\Programs\OpenLimit

0penLimit cC Siqn Disk Space Information (for Installation
Target):

Signaturerzeugung Required: 248.206 476 Bytes

Tertifikatsmanagement Available: 19.676.045. 312 Bytes

Ver- und Entschliisselung

e

Figure 6: Confirming the installation information

OpenlLimit CC Sign L=

Installing OpenLimit CC Sign

v/ Introduction

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

Ver- und Entschiisselung

Installing... Archive: OL2800SK.zip

Figure 7: Installation progress bar

n
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,
OpenlLimit CC Sign =

Installing OpenLimit CC Sign

v/ Introduction
v Choose Insﬁlb’éi;ﬁ_(

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

Ver- und Entschiiisselung

Installing... Java Runtime Environment

Figure 8: Execution of the installation

In the next window, please enter the license key. If you confirm the window without entering a serial
number, the software will be automatically activated with an OpenLimit Reader license, which means
that only a limited range of functions will be available to you.

-
[ OpenLimit CC Sign S=HEE0
Licensing
" Intraduction
v Choose Install Folder You need a serial numberto use this software. You can provide it #
" Pre-Installation Summary now.
Ifyou do not enter a serial number, the application is installed =
v I"_ N B with a reader license for now.
/ Licensing You can change this at any time by running license uparade fram
.+ Install Complete application tray menu. -
Serial NUMber: X00X-X0M-000KN000-00]

OpenLimit CC Sign

Signaturerzeugung
Zertifikatsmanagement
Ver- und Entschliisselung

Previous

Figure 9: Entering the license key
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e
OpenLimit CC Sign ==

Install Complete

" Intreduction
" Choose Install Folder

The installation of OpenlLimit CC Sign is finished, but some errors
occurred during the install. Please see the installation log for
details.

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

You need to restart the system to complete the instaliation.

®) Ves, restart my system

- ) No, T will restart my system myself
Ver- und Entschliisselung

Previous

Figure 10: System restart notice

In order to be able to use the full range of functions in OpenLimit CC Sign 2.8.0.1, you have to restart

the computer.

e
OpenLimit CC Sign ==

Please Wait

" Intreduction
" Choose Install Folder

Please wait, OpenLimit CC Sign is being configured for your
system. This maytake a moment...

OpenLimit CC Sign
Signaturerzeugung
Zertifikatsmanagement

Ver- und Entschliisselung

Previous

Figure 11: Installation complete
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4.

4.2

Application examples

Signing

OpenLimit CC Sign 2.8.0.1 offers several possibilities to sign documents. This section describes the
signing of a PDF document in the OpenLimit Viewer. A visible embedded PDF signature with a

signature field is created.

Creating signatures for PDF files in the OpenLimit Viewer

Start the OpenLimit Viewer as follows:

B Start/All Programs/OpenLimit/OpenLimit Viewer or Apps/OpenLimit/OpenLimit Viewer
W Open a PDF file using File - Open.

[ F—— (ol o |

WAAD# 01 FEEE D XA

H

S

‘ Limit

Ready ¥

Figure 12: Starting the viewer
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File Edit View 7

E-EEEERE e I
= =

that cannot be displayed
unsmiigLUSl.

Please click this icon
in the toolkar to

et further
information

Documentation DpenUimit SignCuses 2.5.0.5

Copyright & OpenLimit SignCuses AG 2014
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been warranted. We essentially conform ta the writing conveations used by the manutacturers. The
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5 being unrestricted under the terms of protective legislation an trademarks and brand-nemes.

n

A1l the infarmation conlained in this documentalion was compiled taking fhe uimost care and
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consequences. =
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fice for Infurmalion Security {851, Fur mere infirmalion o1 Lhe certificetion of the praducl, alease
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Document i b

Ready 4

Figure 13: Viewer with opened file

Click on the button “Sign". Please select “PDF signature” in the following selection dialog box.

This signature may be generated az an embedded signature [in the PDF-document)
or as a separate CMS/PKCSHT signature [in an additional P75-file].

[ In the futwie, do not ask this question again

PDF - signature I CS - signature | Cancel

Figure 14: Selecting the PDF signature

Please confirm the creation of a visible PDF signature in the following window with “Yes". Click on the
button “No", if you would like to create an invisible PDF signature. Afterwards the signature request
dialog box is displayed.

-
Openlimit SignCubes @

Wollen Sie eine sichtbare Signatur erstellen?

Figure 15: Creating a visible signature
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After confirming with a click on the button “Yes", you are requested to set the size of the signature
field and its position by drawing a rectangle.

ﬂ OPENLIMT SignCubes ==

I.-"'_"\-.I I arkieren Sie bitte jetzt die Stelle an der die sichtbare Signatur eingefiigt werden solll
.'\. ./-.

Figure 16: Request for placing the signature field

ﬂ OPEMNLIMIT SignCubes [==a]

I.-"'_"‘-.I Sall daz Signaturfeld an der markierten Position eingefligt werden?
l-\_ ./..

Ja Mein | Abbrechen |

Figure 17: Confirming the position

Afterwards the signature request dialog box opens.

E OpenLimit SignCubes Signature request @

Click on 'Create Signature’ to start the signing pracess. Click on 'Details’ to shaw further
detail information

Data: C:\Uzershadmin'appD atatLocalhTemphsigl 636E60e
“engPEMLIMIT SignCubes UseiGuide. pdi.tmp

Required PIN: FIM fiir qualifizierte elektronizche Signatur

Cancel | Details ‘ Generatesignaturel

Figure 18: Confirming the signature creation

Through a click on the button “Details", further settings can be made. For example, you can choose
if the online status, timestamp or the attribute certificate should be embedded in the signature.

Moreover, you can choose to display information, such as certificate details on the certificate you
are currently using for signature creation, the required PIN, the card reader and the data to be

signed.

Click on the button “Create signature”. Afterwards you will be requested to enter the PIN. The
messaqges displayed depend on the type of card reader.

Please enter the PIN on the keypad of the card reader. You might need to confirm the entry with OK.

16
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Then, the signature will be created and a window including the message that the data has been
signed will be displayed.

E OpenLimit SignCubes @

I.-"'_"\-.I The data haz been signed

Figure 19: Signature has been created

Please click on the button “OK" and terminate the OpenLimit Viewer. The signed PDF file is
automatically stored.

4.3 Verifying signatures

There are several ways to verify signatures. This section describes the verification of embedded PDF
signatures with the Adobe Reader.

The verification of a signature requires diligence and care. You should always check the following:

1. Is the document really unchanged?
2. Isthe signature owner authentic?
3. Has the certificate been revoked?

The verification is automatically performed by the software and the verification results are
displayed. However, the decision whether a certificate or signature can be trusted must always be
made by the user himself.

4.3.1 Adobe Reader / Adobe Acrobat

An electronic signature embedded in a PDF document can be verified with Adobe Reader or Adobe
Acrobat via the OpenLimit PDF Plugin. Open the PDF document and click on the symbol for signatures
on the left in order to view all signatures in the document. Choose a signature by clicking with the
right mouse button and select “Verify signature”.

The details about signature verification include the information if the signature is valid, invalid or at
least mathematically correct.

17
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n OpenLimit SignCubes - Details about signature verification @

Summary l Tester SignCubes:PN

The file signature is valid! -

Signature:
Tester SignCubes:PN
8.10.2014 18:52:05 (UTC time: 8.10.2014 16:52:05)
Qualified Signature

Show data |

Save ‘ OK

Figure 20: Details about signature verification

If a signature is invalid, the data has been changed or the certificate chain could not be completely
analyzed. This signature cannot be trusted. For more detailed information, please refer to the
manual, section “Signature verification”. Mathematically correct means that the file has not been
changed and the signature has not been manipulated since signature creation.

By clicking the button “Save" a verification protocol can be created and stored. The verification
protocol includes the details of signature verification results.

For further information about the verification of signatures, please refer to the section “Signature
verification” in the user manual.

Note: The decisive factor for signature creation and signature verification with Adobe Reader or
Adobe Acrobat is that the OpenLimit PDF Plugin has been selected for both signature creation and
signature verification under “Presettings - Signatures”. For more detailed information, please see
the electronic user quide (via Start/All Programs/OpenLimit/OpenLimit User Guide or
Apps/OpenLimit/OpenLimit User Guide) in section Adobe Plugin.

18
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5 Service and support

Support hotline: Monday to Sunday from 8:00 a.m. to 22:00 p.m.
Germany: 0900 147 8877 Switzerland: 0900 510 966

Landline: EUR 1.99/min

Cell phones: EUR 2.00/min* Landline: CHF 3.10/min

Cell phones: CHF 3.20/min*

* Additional charges by your cell phone provider may arise.

Note: For further information about the technical support, please see:

https://www.openlimit.com/en/support/service.html

It also provides information on the OpenLimit Support Package that offers inexpensive technical
support for one year via phone, e-mail and internet.

19
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