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I. INSTALLATION SETUP GUIDE

l.LA. System Requirements

1. Pentium Il 450Mhz or higher or equivalent CPU. At least 128 MB RAM.
Operating System: Any Operating System that supports Java Runtime Environment (JRE) 1.4.1
or higher.

Sample Operating Systems supported are:

Windows 95, 98, ME

Windows NT 4.0 service pack 5
Windows 2000

Windows XP

Linux Intel kernel v2.2.12
Solaris

YVVVVYVYYVY

3. Minimum screen area setting is 800 x 600 pixels. Recommended value is 1024 x 768 for better
viewing of the interface.

I.B. Installing & Running the iConnect Client System

1. Install the Java Runtime Environment using the JRE installer included in the zip file or downloaded
from http://java.sun.com/downloads.html. To check whether the JRE is installed in the system,
run "java -version" on the command-line prompt. If JRE is properly installed, you should see the
following output at the screen:

C:\>java -version

java version "1.4.1 01"

Java (TM) 2 Runtime Environment, Standard Edition (build 1.4.1
Java HotSpot (TM) Client VM (build 1.4.1 01-b01l, mixed mode)


http://java.sun.com/downloads.html

2. Extract the iConnect zip file to a specified directory location. This extraction will create the iConnect
folder which contains the needed files to run the application. For example, extracting the zip file to
C:\ will create iConnect folder in that directory.

BN C:\iConnect =101 x|
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3. Run the iConnect Client App:

a) Windows Explorer
Go to the iConnect folder and double-click iConnectRun.bat file.

b) Command Line
Go to the iConnect folder, type iConnectRun.bat and then press Enter.

c) To run iConnect on Linux, use this command inside the iConnect folder:

$ sh ./iConnectRun.sh

Note: Make sure that the file's executable permission is set correctly. You can issue this
command to make the script file executable to all users:

chmod 777 iConnectRun.sh



4. After launching the iConnect, the application will check if the JRE's security file is updated.
iConnect will automatically update JRE's security settings that will be used during runtime. A
message will be prompted that the security settings was updated. Just restart the application
after it shutdowns.

x

{ i This iz either the Firsk time you are running the iConnect syskem,
ar yau have modified wour Java environmenk,

The iConneck system has just made additional modifications to your Java environment
Far it ko rum propetly, I will now shut down Far these changes to Eake effect,

PLEASE RESTART THE iConneck APPLICATION

I.C. Setting Up Your Company'’s ldentity (Generating Key Pairs)

Public and Private keys generated by your iConnect Client app will be used to identify your client PC
when accessing the message service of the iConnect Server.

Please follow these steps to generate the key pairs:

1. Go to Options > Security & Identity at the menu options to launch the Security & Identity
Configurations window.

%Y iConnect ebXML Client System

File Edit Message | Options About
% | Security and Idenkiky |

schedule Manager

Import
Schema Path Configuration k
|| Folders Mapping Configurations b
-3 Dacument Display Configuration
Bk ] Outhos

RL of iConnect Server

(-] Sent




2. Below is the Security & Identity Configurations. Click the Security and Identity tab to view the
Security & Identity settings.

E:! Security & Identity Configurations

Security & ldertity | Server Certificates |

Global Location Mumber (GLM: |1 234567830999

Local Party ID: If'rl'tp:IMww.panc.nrg.phIparwﬂ23455?890999 Edlit Prefix |

Compary Mame: Itest

Location of Private Hey (secret key': I Browsze
Location of Public Key Cedificate: I Brovwze
Paszzphrase: I Change Pazsphrase |

[ Reguire passphrase at login.

| Generate new Key Pair | Wigwy Cerificate Details |

Save Cancel

Global Location Number (GLN): a 13-digit number used to uniquely identify a location.

a.) Specify the Global Location Number or GLN of your company to set the Local Party ID to

be used by the application.

Local Party ID: identification name that will be registered to the iConnect server. It consists of

the URL prefix http://www.panc.org.ph/party/GLNnumber

a.) By default, the prefix of the Local Party ID is http://www.panc.org.ph/party/. Click the

Edit Prefix button if you want to replace the prefix specified.

Company Name: Specify the company name.

Location of Private Key (secret key): contains the secret key file that will be used to identify

the client user to the iConnect server.

Location of Public Key certificate: contains the certificate file which is issued after

authenticating the public key file.

Passphrase — private key password



http://www.panc.org.ph/party/GLNnumber
http://www.panc.org.ph/party/

3. Click the Generate new Key Pair button to launch the Generate New Key Pair dialog box. Fill-up the
following fields:

E}! Generate New Key Pair x|
Erter Pazsphrase; |

Confirm Passphrase: |

Private Key Filename: |

Public Key Filename: |

Save | Cancel

Enter Passphrase - Password for the Public and Private Key and for login access in the iConnect client
application.

Private Key Filename — Filename of the Private key to be generated. Note that the extension name .sk
will be automatically added at the end of the filename you specify. The Private key file will be saved at the
PrivateKeys folder inside the iConnect application folder.

Public Key Filename — Filename of the Public key to be generated. Note that the extension name .pk
will be automatically added at the end of the filename you specify. The Public key file will be saved at the
PublicKeys folder inside the iConnect application folder.

Use file naming scheme to distinguish different key pair versions
Ex. Public key = company01.pk, company02.pk
Secret key = company01.sk, company02.sk

4. Click the Save button to generate the key pairs. This will take some minutes to finish depending on the
speed of your computer.

5. After the key pairs are generated, click the Save button at the Security & Identity Configurations
window to set your identity. This action might require you to restart the iConnect application.

It is important that you keep the Private Key (key pair with the .sk extension name) file from getting
deleted or used by unauthorized persons. We recommend that you backup this file and take note of its
passphrase. You can store the file in an access-secured directory or in a diskette. Just click the Browse
button at the Security & Identity settings to specify the location of the Private/Secret key if you want to use
it from a diskette of another folder.



The Public Key (key pair with the .pk extension name) file must be submitted to the iConnect System
Administrator for authentication, otherwise the client app will not be able to access the iConnect server.
Send an email to scni@asia.com with the attached Public Key file and specify the following needed
information in the email content:

CN (Common Name) = Local Party ID used in generating the Public and Private keys
OU (Organizational Unit) = Type of Organization Unit (ex. Food Manufacturing, Semi-
Conductor Firm)

O (Organization) = Name of Organization / Company
L (Locality) = City

ST (State) = State/Province

C (Country) = Two-Letter Country Code

Here’s an example Public Key application info assuming that the Local Party ID is
http://www.panc.org.ph/party/1234567890999 (GLN is 1234567890999):

CN = http://www.panc.org.ph/party/1234567890999
OU = Food Manufacturing

O = My Company

L = Quezon City

ST = Metro Manila

C = PH

The iConnect System Administrator will notify you as soon as the Public Key is authenticated.
Note: There is no need to click the Generate new Key Pair button when your Public Key is already

authenticated by the iConnect System Administrator. All you have to do is simply indicate the location of
your private key and public key certificate, set its valid passphrase and then click the SAVE button.

k% Security & Identity Configurations ) il

EtE

Security & ldentity | Server Cerificates I

Global Location Murmber (GLMD: |1 2345678302499

Local Party 10: If‘rl'tp:.l'mvww.panc.u:urg.ph.i‘party."’l 234567390999 Edlit Prefix |

Cormpany Marme: Itest

Location of Private Key (secret keyl: IC:W.iCDnnect'rtest_cer'rtest.sk Erowse
Location of Public Key Cerificate: IC:HCDnnect'ctest_cer'ctest.cer Browze
Passphrase: | . Set Passphrase |

v Reguire passphrase at login.

zenerate newy Key Pair | Wiewy Certificate Details

Save | Cancel |




6. When you restart the application again, you will be prompted to enter the Passphrase for your Private
Key file. Enter the valid passphrase to login.

= iConnect ebXML Client System - LOGIN

Company Matme: Itest

Party IC: Ir'rl'lp:.w.-'ww.panu:.u:urg.ph.l‘parwﬂ 234567590939

Paszphraze: I

(034 | Cancel |

I.D. Configuring the Display Style Sheets and Internet browser application

Display Style sheets are used to format the XML message for HTML view using the Internet Browser.
Follow these steps to set the preferred display style sheets for each document type.

1. Go to Options > Document Display Configuration to launch the Document Display Configuration
window.

EAiConnect ebXML Client System
File Edit Message |O|:utiu:uns Abok

Security and Identity

Schedule Manager E

Schema Path Configuration
|| Folders Mapping Configurations ]
EI—I m Docurnent Display Configuration
3:: ;J;rtr:nx .URL of iConneck Server




2. By clicking the Browse button, set the location of the Internet browser application that will be used for
viewing the XML messages in HTML format (e.g. Internet Explorer or Netscape for Windows,
Konqueror or Mozilla for Linux).

% Document Display Configuration x|

Set Location of Browveser: IC:'I.F'ru:ugram Filezlrternet ExplorerlEXPLORE.EXE

Double-click o set the path forthe Default Display Stylesheeat.

CiZLIMEMT TYPE I DESCRIPTICHM LOCATICN
Po PURCHAZE ORDER Dizplay XELsho-v2_01 displa...
PRICAT PRICE CATALODG Dizplay XELsdoricat_w1 _O.dis..
PRODAT PRODUCT DATA, DizplayXSLshorodat_wv1_O.dis..
Zave Cancel

3. Set the Display Style sheet file for a particular document type by double-clicking the table row to
launch the Set File dialog window. The default values are already set for installed document types.

=2 bocument Display Configuration B x|

Set Location of Browser: [C Program Filesinternet ExploreriEXPLORE EXE Browse |

Double click i set the path for the Default Dizplay Styleshest

E:: Set Display XSL File

- x|
Lookit | DisplayXsLs 5l asEm
2] po-v2_01 chsphay xsi

:ﬂ pricat_v1_0cisplay xsi

5] prodat_v1_D display xsl

My Documerts [Rialicls | LI
Files of type: | A) Files vI Cancel I

4. Click SAVE button.



I.LE. Setting the iConnect Server URL
1. Go to Options > URL of iConnect Server to specify the URL location of iConnect ebXML server.

E:! iConnect ebXML Client System
File Edit Message | Options Abaouk
Security and Idenkity

Schedule Manager

Schema Path Configuration k
|| Falders Mapping Configurations b
E—I Cocument Display Configuration
- Outbio :
'II :: i URL af iZonnect Server

The default value is https://www.iconnect.com.ph.

Change URL x|

Erter the URL of the iCanneck server:

o, I Zancel |

I.LF. Schema File Configurations

1. Go to Options > Schema Path Configuration to launch the window for viewing/importing the schema
files that will be used to define the document type messages in the iConnect system.

= iConnect ebXML Client System
File Edit Message | Options About
Security and Identity:

Schedule Manager

Schema Path Configuration

el T Mapping Configurations k i
EI—I m Cocument Display Configuration
-] Gl

'El_l i URL of iConnect Server



https://www.iconnect.com.ph/

2. By default there will be Document Types already installed in the system. You can find the schema

files for these document types by referring to the Location column.

= Schema Path Configuration x|

Click button to generate new Document Type Irmpart Mesy Schema

Right-click to delete Document Type entny

DiOCUMERNT TYPE I DESCRIPTICM LiZATION
| (ae] PURCHASE ORDER: Schemasio-v2 xed
||F‘RICAT PRICE CATALOG Schemasioricat w1 _0.xsd
(PRODAT PRODUCT DATA Schemas/prodat_v1_0xsd
L
Save Cancel

3. To create new document type, click on the Import New Schema button to launch the dialog window
for importing the new schema file.

E¥ Import New Schema B
Document Type:

Description |

X

Location: |

mpoit. | Cancel

4. Fill up the following text fields and then click the Import button to create the new document type based
on the schema file:

Document Type — name of the message document.
ex. PO, PRICAT
Description — description for the message document.
ex. PURCHASE ORDER, PRICE CATALOG
Location — file location of the schema file; click the Browse button to set the schema file's
location

I.G. Uninstalling iConnect Client System

To uninstall the application, simply delete the iConnect folder.



Il. USING ICONNECT ebXML CLIENT SYSTEM

llLA. Sending and Receiving Messages

To test the iConnect ebXML Client System use the sample PO (purchase order) CSV files provided
during installation found in iConnect/TestCsv/po directory.

Sending PO Messages

1. Before importing the sample CSV files, set first the BUYER and SELLER GLN columns in the CSV
file. Replace the text SET_BUYER_GLN_HERE with the buyer/sender GLN and
SET_SELLER_GLN_HERE with the seller/receiver GLN.

sample_po-¥2_01.csy - WordPad

File Edit Wiew Insert Format Help

D|2|=| SR 8| &e(m- | B

1, contractNunber, original, 2002-07-01, Simple, 5248951753,

1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 4508858023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 48508858023421,
1, contractMNurber, original, 2002-07-01, Simple, 8246951753, EN, SET BUYER_GLN_ HERE, SET SELLER_GLN HERE, 4803888023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 48508858023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 48508858023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 48508858023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 48508858023421,
1, contractNumber, original, 2002-07-01, Simple, 85246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 4850885585023421,
1, contractNumber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER GLN HERE, 485088580234z21,
z, contractNuwber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4503858023421,
z, contractNuwber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4503858023421,
z, contractNuwber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4503858023421,
z, contractNuwber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4503858023421,
Z
1
1
1
1
2
3
3
3
3
3
3
3
3

4505855025421,

, contractNumber, original, 200z-07-01, Simple, 5246951753, EN, SET BUTER_GLN HERE, SET SELLER_GLN HERE, 4505555023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractMumber, original, 2002-07-01, Simple, 8246951753, EN, SET BUYER_GLN HERE, SET SELLER_GLN HERE, 4805882023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4508558023421,
, contractNurber, original, 2002-07-01, Simple, 5246951753, EN, SET BUYER GLN HERE, SET SELLER_GLN HERE, 4505558023421,
, contractNumber, original, 2002-07-01, Simple, S246951753, EN, SET EUYER GLN HERE, SET SELLER GLN HERE, 4805858023421,

2. Go to File > Import or simply click IMPORT button to launch the Import CSV file to XML message
window. This will create PO XML messages in OUTBOX folder.

® Import CS¥ file ko XML message x|

Docurment Type:  |PURCHASE ORDER =]

CEN File: || Browvwse |

Ok Cancel

3. Browse for the CSV file then click OK. You should see this message window.



x

@ 5 messagels) Created

4. Check your OUTBOX folder. There should be 5 messages in it.

5. Click SEND button to send PO XML messages from OUTBOX folder to iConnect ebXML server. All
messages successfully sent will be archived in the SENT folder.

Receiving Acknowledgement from iConnect ebXML Server

1. Go to File > Export or simply click receive button to retrieve Acknowledgement messages from
server.

2. All Acknowledgement messages will be placed in the ACKNOWLEDGEMENT folder.

3. These messages serve as a confirmation that the PO XML messages are now routed in the recipient’s
inbox at the server.

If you are able to receive the acknowledgement messages properly, your private key and public keys are
properly set and your connection to the iConnect ebXML server is working.

Receiving PO XML Message

1. Click RECEIVE button to retrieve PO XML messages from the server. All PO XML messages will be
placed in the INBOX folder.

2. Export the PO XML messages as either CSV or XML file by selecting a file and clicking the EXPORT
button.

I.B. Mapping Configurations
Default mapping configurations for the pre-installed document types are already specified for your
convenience. You can use these mapping configurations to import the sample CSV file inside the

TestCsv directory in the iConnect folder. Reference for the mapping configurations for this CSV file is also
located in the TestCsv directory.

To set iConnect on how to import CSV files to XML message and export XML message to the preferred
CSV format, specify the appropriate mapping columns for each document type.
1. Go to Options > Mapping Configurations. There are 2 options for this item:

a) Import (CSV to XML message) - for setting the Import mapping configurations.

b) Export (XML message to CSV) - for setting the Export mapping configurations.

14



2.

E:! iConnect ebXML Client System
File Edit Message | Options Abouk

% Security and Identity t
Schedule Manager
Impart
. Schema Path Configuration
] Fplders Mapping Configurations Impork (C5% ko 3ML message]
g—l m Diocument Display Configurakion Export (ML message ko C5V)
w1 ] Outh ,
Elj it 2 ILIFlL of iZonnect Server [

In the mapping configuration window, choose the document type for specifying the column numbers
for each element/attribute of the XML message.

a)

For Import mapping configurations, specify the column number where the XML element/attribute
is located in the CSV file. You can leave the column number blank for optional elements/attributes
so that these data will not be included in generated XML message. Be careful in specifying the
column values to avoid parsing errors during import of CSV files. Duplicate column value entries
are not allowed, except for the Receiver's Party ID, which is the GLN location of the receiver of
your XML message document.

=% Import (CSY to XML message) Mapping Configuration x|
BTy SRl o RCHASE ORDER

At which column is the Receiver's Parly ID? iEI @

order; @ e

reference; |2_ status: |3 creationDate; |4 documentiCy 11_ type: iS_

buyer:

gl IS_

zeller;

gl IEI_

deliveryLocation:

w fio _
ﬂgl 10 | _>|J

Save Cancel |

Description:

Document Type combo box - click on the down-arrow button to view
the document type available for mapping configuration

Receiver's Party ID Column value - specify here the column number of
the GLMN of the receiver of this document type in the CSV file

Elements/Attributes Column value - specify here the column number
of the specific elements/atiributes of the XML message in the CSV file

15



b) For Export mapping configurations, specify the column number where the XML element/attribute
from the XML message will be placed in the generated CSV file. Take note that empty field
entries are not allowed and column values should be sequential.

%! Export (XML message to CS¥) Mapping Configuration x|

Document Type:

orcer:

reference; IE_ status: |3_ creationCate: |4_ docurmert|C:; |1_ type: IS_

by er:

glr: IB_

zeller:

glr: |E|
deliveryLocation:

gk (10

Save Cancel |

c) documentID parameter should be set always to 1.

d) Click the Save button to save the settings.



Il.C. Adding New Contacts and Specifying Contact Display Style Sheets

You can add contacts containing company information such as Name and Party ID. Contacts are useful
to easily identify the sender or receiver of your messages in the message grid view. You can also specify
specific display style sheets for each contact.

1. Add a contact list by:

a) Right-clicking at the Contact List window pane. Choose New Contact to launch the edit window,

or
us s L rwerd i oL {evd ysbioes Rl
e LE Feisge Cpfofe Sl
é ik a & [ (i Ly 5
| e Fasmrn = o ham T
Fisders Nadurty 0 | TecmiPury D | Messsga T[S Badbeaca | densage T | Tnustap | mn
<
W it
Rl
= _aTwn
n Cradr
O | ]
e

T

My Suppliers

Mew Contact. ..

Delete Contacts

Yiew/Edit Contact,..

FalderInbox has 0 messagels)

b) Go to File > New > Contact... at the menu option.

E:! iConnect ebXML Client System
| File Edit Message Options Abo
Mew Folder. ..
Folder b Zontact. ..

i Impork
@ Expark
Exit

-




2. Fill-up the text fields and then click the Save button when finished.

Note: Name and Party ID are required values.

8 =? Contact Information Rl

“ields with asterizk are required

*flame: Ir-.-1§.-' Suppliers

*Party D If‘rl'tp:.l'mvww.panc.u:urg.ph.i‘party."‘l 234567390759

Type

Address Line 1

Addrezz Line 2

CitysTowen

Province

Teld

Fax#

Email Address

LIRL

|
&
|
|
3|
Cu:nuntr':.f:l
&
|
3
&
3

Contact Perzaon

Location of Display Styleshests:

Docurnent Type File Location
PRODUCT DATA
PRICE CATALODG
PURCHASE ORDER

Save Cancel

At the bottom of the Contact editing window, you will see a grid table where you can specify display
style sheet for a particular contact. Double-click on the File Location’s row to launch the Set File
dialog window. Choose the display style sheet file of the contact.

Click the Save button to save all settings.

18



IlLE. Schedule Manager

The iConnect Schedule Manager lets users automate the 4 basic tasks of the client system: (1) Import
CSV files to generate the XML messages, (2) Send XML messages to the iConnect server, (3) Receive
XML messages from the iConnect server, and (4) Export XML messages to CSV or XML files. To
automate any of the 4 basic tasks, users must specify schedule entries in the Scheduler Manager. During
the automated run of the specified tasks, logs will be prompted on the log screen and saved also to a file.
Users can do other operations like viewing a message in HTML or XML while the Scheduler Service is
running.

To set the Scheduler settings, go to Options > Schedule Manager to launch the Schedule Manager

window.
E:! iConnect ebXML Client System

File Edit Message | Options About

% Security and Identity
Schedule Manager

Import 5
E Schema Path Configuration
] F'_I'|dErS Mapping Configurations ]
3—! m Docurment Display Configuration
-] Outb
Elj Sentnx I1LIFlL of iConnect Server

Below is a brief description of the controls you will see in the Schedule Manager.

19



=1 schedule Manager =i
Sevedile Tasks | Service Lag | e

# |mport Fileto XbL Mezsage

-4 Exaort XM_ Meszage to Fle

- Soned BML Messags to Scrvee

- @ Receive XVL Messags from Server

® -}

Save Sef |
(E) Ive ings @
Scheduler Service Stert Elop Close |

Deascription:

@ Schedule Task / Service Log tabsclick onthese tabs to view task schedule options or
Scheduler semvice logs,

@Task List- list of tasks that can be scheduled.
@ Schedule Control View shows the controls for specifying the schedule for a particular task.

@ Save Settings button click this button to save the scheduler settings for all tasks.

@ Echeduler Service Control buttonsstart or stop the Scheduler Service by using these contro
uttons.

@ Close hutton- click this button to close the Scheduler Manager window.

The following diagram shows the Basic Schedule Controls in the Schedule Control View that can be
used for setting the schedule for each task.

20



Set Time ™ Per tem @ " By Range @
[ 12004M = @ From | 09:C0 A =] @
@ Aoldd @ Tic I 0B:CO PR 3: @
D=lete @ |terss I 1 ::I |H|:-ur j @

® Sel Cay s Everyday (. ieebkdays
" Specify I~ Mon [~ Tues [~ e I~ Thurs I Fei
[ =4 [~ Zun
@ Every l 1 3: Weekiz) @ Start o I Jan 22, 2003 - Wy :I
Deascription:

@ Schedule Task checkhox check this box if you want to automate the selected task in the Task
List wiewe; uncheck to disable automated run.

@ Set Time Per tem option choose this option if you want to specify specific time values.

@Time Entry Listhox shows the time values that have been added.

Time Spinner- click on the time element value that you want to change; selected element's
@'value can be changed by clicking the tiny arrow buttons in the spinner, pressing the keyboard
upfdown arrow keys, or typing the value.

@ﬂdd button- click this button to add the Time Spinner value to the Time Entry listhox,

Delete button- click this button to rermove the selected time entry in the Tirme Entry listhosx; you
can select more than 1 item in the Time Entry listhox,

@Set Time By Range choose this option if you want to specify time values in a certain range.
@Frum Time Spinner set the start time here; similar to Time Spinner on setting values.

@Tu Time Spinner set the end time here; similar to Time Spinner on setting values.

Time Interval- choose the interal of time values within specified range; time intervals can be in
per hour or per minute unit.

® dSEt Dayl' options specify whether the task will be execute Everyday, Weekday, or on specific
ays anly.

@Euer}f Week interval choose the frequency perweek a task should be executed.

@ Start On date- start date value wherein the task will start for sutomated execution.

The following diagrams describe the Specific Controls for Import/Export and Send/Receive. These
controls can be found below the Basic Schedule Controls in the Schedule Control View.



IMPORT f EXPORT Tasks

@ Location of Files |C:1E:pu:|rted Change.. @

@ Sile Type v ey O Xl

Description:

@ Location of Files shows the current path location of the files to
be imported, and target locations for exported messages.

Chanﬁehuttun- this will launch a File Location Chooser dialag
box wherein Enu can specify the path location; you can also create
the folder with the File Location Chooser dialog o

@ File Type u tion- choose the type to be used far Import/Export;
for Import on 3,r CEY file type is available.

SEND / RECEIVE Tasks

@ Try toexecutz ths tesk by I I} 3 Atemat(s)
@ Delay betweetr sttetmpts I I} 3: insecohd =)

Description:

@ Number of Attempts specify the number of
attermpts to execute this tasks in case there
was a connection problem.

Delay Between Attempt set the delay to
execute tasks between attempts.
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How To Define Schedules in the Schedule Manager

There are 5 parameters that should be specified when defining a schedule in the Schedule Manager:
1. Schedule Task Option — parameter for specifying if the task will be scheduled for automated run.

2. Time — parameter for time entry values specified in the Set Time Per Time or Set Time By Range
option.

3. Day - parameter for containing which day of the week the task will be executed.

4. Week Frequency — parameter for per week frequency, i.e. if the task will be executed every week,
every 3 weeks, etc.

5. Start Date — parameter for specifying the start date of task execution.
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Here’s an example on how to set schedules using the Basic Schedule Controls:
Example 1:

Task for Scheduling = Import File to XML Message
Time = 9:00 AM, 12:15 PM & 5:59 PM

Day = Every Weekdays

Week Frequency = Every Week

Start On = Today (Jan 22, 2003)

@

|| lasks ¥ Schecule this Task for automsted mwn
; Irpor File to XhiL ki =
“n—f Export XML Messaceto Fle _ @
= Zend XML Message to Server Set Time (% Fer fiam © Br Range

‘oot Feceve XML Message from S 9:00 A l 0559 PM ﬂ@ Rt I 09:00 AN :l
125 P
5:59 P &l |® Tz I 06:00 P 3:
@ Delete | nteval | & ow =l

i Spodfy mlEE [ Tuss [ wsd I~ Thurs [~ Fri
[~ =l [~ Suni

every [ 1 = weeks) @ Stert on | Jan 22, 2003 - Wed =

Steps:
@ Click the task that will be configured for scheduling.
@ Check the aption box to specify that the selected task will be scheduled.
@ Click the Per ltern option box to specify time entry values per item.
@ Change the value in the Time Spinner to specify the time value to be added. To change the value, click on the value

thour, minute or time of day indicator) and then click the tiny spinner buttons, press the up/down keyboard buttons «
type the value.

Click the Add button to add the value in the Time Spinner to the Time Entry listbox.

lEIEitt of time values added. To remove an item fram the Time Entry list box, select the item and then click the Delete
utton.

@ Click the YWeekday option.

The default value is 1 for every week. Since the task will be executed every week, we will use the default value.

@ et the start date. The default value for the Start Date spinner is the current date value of the operating system. For
this case, we will use the default value.
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If the current OS date/time is Jan 22, 2003 WED 4:30PM, the Scheduler Service will execute the task on
the next latest schedule which is Jan 22, 2003 WED 5:59PM. The table below shows the 1-week
schedule that will be generated after saving the settings on Jan 22, 2003 WED 4:30PM:

DATE TIME
JAN 22, 2003 WED 5:59 PM
9:00 AM
JAN 23, 2003 THURS 12:15PM
5:59 PM
9:00 AM
JAN 24, 2003 FRI 12:15 PM
5:59 PM
9:00 AM
JAN 27, 2003 MON 12:15 PM
5:59 PM
9:00 AM
JAN 28, 2003 TUES 12:15 PM
5:59 PM




Example 2:

Task for Scheduling = Send XML Message to Server
Time = 9:30 AM to 11:00 PM / Every 3 Hours

Day = Every Tuesday, Thursday and Sunday

Week Frequency = Every 2 Weeks

Start On = Today (Feb 14, 2003)

@

|| Totwhs W Schedule this Task Tor autarrated run
i Impot File to Wil Meseaoe

Sat Tma 1 Par tatn @ v By Ranga
S ML Mzss ey = =
Receive KhiL Mezsage from S I 12.00 Al :I From I 03.30AM I @
Aok To | 1°:00PW =
Lelsta | @ Iitercal I bi’ IHuul LI @

set Day  Everyvday 7 Wueskiays

Lo Shrrify [ blin [ Tie= [ e [+ Thir= [ Fri
[ Sat [+ Sun

evary [ 2 = weskcs: @ Starion | Feb 14, 2003- -1 =

Steps:

@ Click the task that will be configured for scheduling.

@ Check the option box to specify that the selected task will be scheduled.
@ Click the By Range option box to specify time entry values by range.

@ Change the walue in the Frarm and To Time SEinnertn specify the range. To change the value, click on the value (hour,
milnute or time of day indicatar] and then click the tiny spinner buttons, press the up/down keyboard buttons or type the
value,

{Chant e the| Interval walue. To change the value, click on the tiny spinner buttons, press the up/down keyboard buttons o
ype the value.

Set the interval unit by clicking the down-arrowe button and select whether HOUR ar MINUTE unit walue.

@ Click the Specify aption and select the Day by checking the appropriate checkbox.

Change the Per Week Frequency value by clicking on the tiny spinner buttons, pressing the up/down keyboard
buttans or typing the value.

@ Set the start date. The default value for the Start Date spinner is the current date value of the operating systern. For

this case, select the date Earameter vou want to change and then press the tiny arrow buttons, press the up/down
keyboard buttons or type the value.
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If the current OS date/time is Jan 22, 2003 WED 4:30PM, the Scheduler Service will execute the task on
the next latest schedule which is Feb 16, 2003 SUN 9:30AM (Feb 14, 2003 is not the next latest schedule
because this date falls on Friday). The table below shows the 5-week schedule that will be generated
after saving the settings on Jan 22, 2003 WED 4:30PM:

WEEK DATE TIME
9:30 AM
12:30 PM
FEB 16, 2003 SUN 3:30 PM
6:30 PM
9:30 PM
9:30 AM
12:30 PM
1st FEB 18, 2003 TUES 3:30 PM
6:30 PM
9:30 PM
9:30 AM
12:30 PM
FEB 20, 2003 THURS 3:30 PM
6:30 PM
9:30 PM
MAR 2, 2003 SUN (same time)
3rd MAR 4, 2003 TUES (same time)
MAR 6, 2003 THURS same time
MAR 16, 2003 SUN (same time)
5th MAR 18, 2003 TUES (same time)
MAR 20, 2003 THURS (same time)

Note: Week starts on Sunday



How To Use the Import/Export Directory Bin

To use the Import and Export task scheduler, users must set the Directory Bin folder location wherein
the CSV/XML files will be placed for import or export. To set the Directory Bin location, set the Location
of File parameter at the Specific Control for Import/Export Tasks (please refer to the Overview
discussion).

The Directory Bin consists of subfolders inside the specified Directory Bin location. Let’s say that the user
specified C:\For Import folder as the Import task’s directory bin and C:\Exported folder as the Export
Task’s directory bin. Assuming that we have 3 document types namely; PO, PRICAT and PRODAT, the
following directory bin structure will be created after saving the scheduler settings:

BN C:'\For Import ;IEIEI

J File Edit Wew Favoites Tocls  Help I-

J &S Eack + = - | aﬁea'ch I Folders @His:nr'p ||E q: Y IIE—"II| HER

J.ﬂ.ddress i_1\-or lmpart ﬂ e
& o o
mDesktD:- .

@ [y Diocurnents Erroes Inported P

=45 My Compuzer

L+ 3% Hoppy (& )
== WINDOWS (C ) @ @
¢ ] Docurrents ard Settings
i ﬁ Exacrad PRICAT FRODAT
E For Irnport
-] iConnect
[+ | Progrzm Ales
N
-@ Comnpack Disc (D)
1= Contrel Panel

|3 object(s) (Disk free spacz; 852 ME) |III bytes |E.'3JI My Compuker =

Description:

@ Directory Bin folder location

Errurs Folder all C3% files that were not imported due to errars will be maoved
Bre.

meurted Folder all C5% files that were successfully imported will be moved
ere.

@ PO Folder- place all PO CSY files for impart here.
@ PRICAT Folder place all PRICAT C3% files far import here.

@ PRODAT Folder place all PRODAT C3% files for import here.
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The Errors and Imported folders are automatically generated by the Schedule Manager. The Schedule
Manager will create the Document Type (PO, PRICAT and PRODAT) Folders based on the imported
schema file document type name. If a schema file for a new document/message type is imported in the
Schema Path Configuration, a new folder for this document type will be created in the Directory Bin for
Import Task (assuming that the Import Task is set for scheduling).

For example, if a new document type named RETURN was imported in the Schema Path Configuration
and the Import task is set for scheduling, a RETURN document type folder will be created automatically in
the C:\For Import directory bin. All RETURN CSV files must be placed in the RETURN document type
folder for automatic import by the Scheduler Service.

For Export Task, the directory bin will consist only of document type subfolders. All messages that are
exported will be placed in the appropriate document type folder. If a message was not successfully
exported, the message status will not change to EXPORTED at the Message View window.

An appropriate log message will also be shown at the Service Log tab in the Schedule Manager and
saved on log files located in the logs folder inside the iConnect application folder. Below is a sample view
of the directory structure for Export Task:

EN C:\Exported =10] x|

J File Edit Wiew Faworites Tools  Help ﬁ

J = Back ~ = - | Qisearch | [ Folders & #History |@ Qr % | Ef~

J.ﬁ.ddress (| Zi\Exported j lf':)GE'
Folders x [_L
:m Dieskbop

% M':." Dacumenks P PRICAT PRODAT

El@ My Compuker

-2 315 Floppy (4:)
-3 WINDOWS (C:)
Cl Documents and Sektings
a Exported
Cl For Imnpork
Cl iCanneck
Cl Program Files
-] WINNT
[;EI--@J Compack Disc (D)
[-{=2] Control Panel

My Mebwork Places

----- f ',.__ Recycle Bin
g Inkernet Explorer

|3 object(s) (Disk free space; 856 ME) 0 bytes |E.EJ_I Iy Computer i
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Starting/Stopping the Scheduler Service

After saving all the settings for each tasks, click on the Start button to activate the Scheduler Service.

%P schedule Manager x|
Schedule Tasks | Service Log |
|1 Tasks Iv Echedule this Task for automated run
It File o XML Messag
- @ Export XML Mezzage to File & ~
- Send XML Messane to Server Set Tims Per kem By Range
® Recejve XML Message from S l 12:00 AM -j[ From § 02:00 Al
Add I To § 06:00FmM
Delete I |nteryal l | :'_‘I |Hour __'J
SetDay (+ Everyday " Weskdays
" Specify = Mon I~ Tuss I e I ThHurs = Fif
[~ Sat I~ Sin
Every | 1 < weekis) Starton | Jan 22, 2003 - Wed =
Location of Files | Change... |
4 | File Type & ey O MhL
Scheduler Servige  Start | =top | Close
——————

When the Scheduler Service is successfully started, the status message at the lower right corner of the
main iConnect window will change from Scheduler Service is OFF to Scheduler Service is ON.

M= F.
& 'Y | L I =] | |
— P o — [T
0 | i | Ft o beas | i T | Trmmew | S |
af I i)
[RYRT SR Atans bisssa o En

2

Scheduler Semice is ON
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Click on the Service Log tab to view the log Messages shown.

% schedule Manager ] B

Schedule Tasks Service Log |

[03-06-03 22:32:37] SchedulerEngine (INFO) - ##%* Next schedule for SEND task = Mar 16, 2003 9:30:00 AM #=*=%

Scheduler Service  =iar 51'39- 4”“&

There are two types of log messages: (1) INFO and (2) ERROR. Here are some of the common logs that
can be shown by INFO and ERROR log messages:

INFO LOGS

Next Schedule

Start Date/Time value of an executed task
Location of successfully imported files
Files that were exported

Send and Receive duration

Number of messages sent/received

VVYVVVY

ERROR LOGS
» Send/Receive errors
» Import/Export errors

The log messages also have daily archive files located at the logs folder located inside the iConnect
folder.

To stop the Scheduler Service, click the Stop button at the Schedule Manager.
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Il.LF. Settings for Proxy Server Access

iConnect can access the Internet through a proxy server for sending/receiving messages. Use
iConnectRunProxy.bat in Windows or iConnectRunProyx.sh in Linux to launch iConnect configured for
proxy server access.

To configure iConnect for proxy server access, edit iConnectRunProxy.bat or iConnectRunProyx.sh
and specify the proxy server IP address and port number for the following parameters:

-Dhttps.proxyHost=SET IP ADDRESS HERE (Proxy Server IP address)
-Dhttps.proxyPort=SET PORT VALUE HERE (Proxy Server Port Value)
Here's an example of a valid parameter setting inside the batch file:

java -DproxySet=true -Dhttps.proxyHost=192.168.0.111
-Dhttps.proxyPort=3128 -Djavax.net.debug=all ..... (other parameters)

In order for iConnect client system to connect to the iConnect server, the proxy server must allow https
connection and security policies (i.e., user authentication) should be configured properly to allow the
client app to access the iConnect Server URL (see Part 1 Section E for the default iConnect Server URL
value). If the client app is installed in a computer behind a firewall, make sure that the firewall allows https
connection via port 443.

Notes on Proxy Server Setup

iConnect ebXML client system is a stand-alone Java application that is capable of sending and receiving
ebXML messages to/from a secured web server. iConnect is dependent on the environment settings in
the Java Virtual Machine or JVM, and by default the JVM is configured for a proxy server access. By
using the iConnectRunProxy.bat batch program, the JVM will be configured for proxy server access. The
JVM only supports HTTPS proxy settings using the Host (IP Address) and Port parameters. Proxy server
authentication can only be done with Java's http proxy settings, which include a username, password,
Host, and Port parameters. In the case of the iConnect client app, the web server is accessed through a
https connection.

If your computer is behind a firewall, the proxy server must also handle HTTPS requests for you to visit a
secure Web site on the Internet. However, there is one significant difference between a proxy server
processing HTTP requests and HTTPS requests. For HTTP requests, the proxy server is able to parse
the communication content and exercise a lot more discretion on policing the traffic, including dropping
the connection at the appropriate time (a proxy server always assumes HTTP connections are non-
persistent).

On the other hand, the proxy server will not be able to decipher HTTPS connections because of
encryption, so it has no choice but to relay the data intact and cannot drop the connection unless the
client and or the server desires so. Another "secret" of HTTPS proxy connections is that the actual
client/server communication need not to be encrypted or involve SSL, even though this type of connection
is often called SSL Tunneling. Again, this is because the proxy server assumes the subsequent
communication will not be readable.

iConnect uses SSL for sending and receiving confidential XML messages. SSL does not support proxies
in the way that clear text HTTP does in terms of protocol design, since an SSL connection is end-to-end.
Only the original server on the remote end can do the necessary decryption and encryption for
communication. Contrast this with Plain HTTP, which is easily handled by a server such as Squid or MS
Proxy Server, because it takes requests as a server and makes requests as a client. One possible
approach to allow iConnect client app to connect to an HTTPS web server through a proxy server is to set
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per-IP basis security policies. Network Administrators can do this by relaxing the security policies for
accessing the iConnect web server at https://www.iconnect.com.ph.

Il. F. Sorting Messages

iConnect (v1.3.2.) offers a new feature wherein you can sort messages either in ascending or descending
order according to column, by clicking at the table grid columns.

Tao Party ID | Frarn Party D | Fef To Meszage ID Meszage ID Message Type Timestatmp Statuz

Table Grid Columns

Il. G. Java Heap Size Settings

The Java heap size can be set depending on the size of RAM installed in your PC. This is done to
enable the JVM run on the correct RAM settings and as a solution whenever your application encounters
Out of Memory error.

To set the Java heap size, edit the iConnectRun.bat using any text editor application. In the batch
file, you will see the following command:

java -¢cp . . . (other parameters)

For example, if the RAM installed is 128MB insert the following after the word “java™:
-Xms1l28m —-Xmx128m

The batch file should contain the following after editing:

java -Xmsl28m —-Xmx128m -cp ... (other parameters)

where "128" is the allocated heap size in megabytes.

Save the batch file and run iConnect.

iConnect User Manual Revision 1.5

© 2003 Supply Chain Networks, Inc.
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