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Document Disclaimer

The information contained in this document has been carefully checked and
is believed to be reliable. However, no responsibility can be assumed for
inaccuracies that may not have been detected.

CATC reserves the right to revise the information presented in this
document without notice or penalty.

Trademarks and Servicemarks

CATC, BTTracer, BTTrainer, Merlin, Merlin's Wand, Merlin Mobile, and
BusEngine are trademarks of Computer Access Technology Corporation.

Microsoft, Windows NT, Windows 2000, Windows 98SE, Windows ME, and
Windows XP are registered trademarks of Microsoft Inc.

All other trademarks are property of their respective companies.

Copyright

Copyright © 2003, Computer Access Technology Corporation (CATC); All
Rights Reserved.

Portions of this product are supplied courtesy of Richard Herveille.
Copyright (¢) 2002, 2003 Richard Herveille, rherveille@opencores.org. All
rights reserved.

This document may be printed and reproduced without additional
permission, but all copies should contain this copyright notice.

FCC Conference Statement

This equipment has been tested and found to comply with the limits for a
Class A digital device and an intentional radiator, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to
correct the interference at their own expense. The end user of this product
should be aware that any changes or modifications made to this equipment
without the approval of CATC could result in the product not meeting the
Class A limits, in which case the FCC could void the user's authority to
operate the equipment.
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Important Notice: To comply with FCC RF exposure requirements
(sections 1.1307 and 1.310 of the Rules) only the antenna supplied by
CATC must be used for this device. The antenna must be located at least 20
cm away from all persons.

FCC Testing applies to FCC ID: KH7BT004APA-X.

EU Conference Statement

This equipment complies with the R&TT Directive 1999/5/EC. It has been
tested and found to comply with EN55022:1994/A1:1995/A2:1997 Class A,
EN61000-4-2:1995, EN61000-4-3:1995, EN61000-4-4:1995,
EN61000-4-5:1995, EN61000-4-6:1995, EN61000-4-11:1994,
EN61010-1:1993, and ESTI EN 300 328-1 V1.2.2 (2000-07).

Manual Version 1.0 Part number: 730-0037-00
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1. Overview

The CATC BTTracer™ Protocol Analyzer is the top-of-the-line member of
CATC's industry-leading line of high performance, Bluetooth protocol
analyzers. Preceded by CATC’s Merlin™ and Merlin Mobile Analyzers,
BTTracer has been designed using the same modular architecture that made
its predecessors highly successful in the serial bus protocol analyzer market
worldwide.

1.1 Bluetooth™ QOverview

The Bluetooth wireless technology is set to revolutionize the personal
connectivity market by providing freedom from wired connections. It is a
specification for a small-form factor, low-cost radio solution providing links
between mobile computers, mobile phones and other portable handheld
devices, and connectivity to the internet.

The Bluetooth Special Interest Group (SIG), comprised of leaders in the
telecommunications, computing, and network industries, is driving
development of the technology and bringing it to market. The Bluetooth
SIG includes promoter companies 3Com, Ericsson, IBM, Intel, Lucent,
Microsoft, Motorola, Nokia and Toshiba, and more than 2500 SIG
members.

Bluetooth is a radio technology specification designed to transmit both
voice and data wirelessly, providing an easier way for a variety of mobile
computing, communications and other devices to communicate with one
another without the need for cables. Bluetooth could make possible what is
being called the personal-area network by allowing users to transmit small
amounts of data at 1M bit/sec with a range of 10 to 100 meters, depending
the power of the radio, over the 2.4-GHz radio frequency. The key benefits
of the Bluetooth technology are robustness, low complexity, low power and
low cost. Bluetooth employs a rapid frequency hopping mechanism to
minimize the effects of ‘collisions’ with other protocols and devices
operating in the same frequency band. Mechanisms exist for a Bluetooth
device to determine all devices in range as well as to request connection to
a piconet as either a master or a slave.

Please refer to the Bluetooth Specification, version 1.2 for details on the
protocol. The Bluetooth specification is available from the Bluetooth SIG at
its web site http://www.bluetooth.org/
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1.2 General Description

The BTTracer Protocol Analyzer is designed as a stand-alone unit that can
be easily configured and controlled by a portable or desktop PC connected
via its USB port. BT Tracer provides customers with the familiar ‘CATC
Trace’ user interface that is the de facto industry standard for documenting
the performance of high-speed serial protocols.

BTTracer supports the functionality required to analyze all levels, including
the baseband, of the Bluetooth wireless protocol. The featured Radio
Interface allows users to probe and analyze transactions at the lowest level
within the Bluetooth architecture. By creating this "Point of Observation" or
probing point within the radio level packet view, the user can analyze all
levels of the protocol stack.

BTTracer is a non-intrusive testing tool for Bluetooth piconets providing
network traffic capture and analysis. Hardware triggering allows real-time
events to be captured from a piconet. Hardware filtering allows the filtering
out of fields, packets, and errors from the recording. Filtering allows users
to focus recordings on events of interest and to preserve recording memory
so that the recording time can be extended.

BTTracer can operate in a single or dual channel configuration.
Two-channel operation requires a second BT Tracer module (i.e., an
auxillary module) installed in the right slot.

BTTracer can operate in conjunction with BT Trainer. BT Trainer is a
Bluetooth Exerciser used for verification/validation testing or for debugging
and analysis.

Recorded data is presented in colored graphics in a trace viewer application.
This application has advanced search and viewing capabilities that allow the
user to quickly locate specific data, errors and other conditions, thereby
focussing the user’s attention on events of interest.

The BTTracer Protocol Analyzer functions with any personal computer
using the Windows 98SE, Windows 2000, Windows ME, or Windows XP
operating systems and equipped with a functional USB interface. For an
updated set of system requirements for the host machine, please refer to the
readme file.

The Analyzer is configured and controlled through a personal computer
USB port. It can be used with portable computers for field service and
maintenance as well as with desktop units in a development environment.
The Analyzer is easily installed by connecting a cable between the
computer’s USB port and the Analyzer’s USB port.
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Sample Bluetooth Piconet with BT Tracer Protocol Analyzer

BTTracer provides on-the-fly detection of and triggering on such events as
Packet Headers and Errors. Whether recording manually or with a specified
trigger condition, BT Tracer continuously records the bus data in a
wrap-around fashion until manually stopped or until the Trigger Event is
detected and a specified post-Trigger amount of bus data is recorded.

Upon detection of a triggering event, the analyzer continues to record data
up to a point specified by the user. Real-time detection of events can be
individually enabled or disabled to allow triggering on events as they
happen. This includes predefined exception or error conditions and a
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user-defined set of trigger events. The unit can also be triggered by an
externally supplied signal. An external DB-25 connector provides a path for
externally supplied data or timing data to be recorded along with bus traffic.

This DB-25 connector also provides a path for BT Tracer to transmit
externally two control, timing, or recovered signals for purposes of probing
and use by other circuitry.

The BTTracer software provides powerful search functions that enable
investigation of particular events and allow the software to identify and
highlight specific events. In addition to immediate analysis, you can print
any part of the data. Use the Save As feature to save the data on disk for later
viewing. The program also provides a variety of timing information and
data analysis reports.

1.3 Automation

The BTTracer software includes an Application Program Interface (API) for
developing testing programs and scripts in C++ and Visual Basic. The API
reproduces most of the commands embodied in the BT Tracer trace viewer
software. This API allows users to automate procedures that otherwise have
to be run manually via the trace viewer software. The Automation API can
be run locally on the PC attached to BT Tracer or remotely over a network
connection.

For further details, refer to the Automation API for CATC Bluetooth
Analyzers reference manual included in the installation CD-ROM. You can
also download the document from the CATC website.

1.4 HCI Trace

In addition to the ability to record Bluetooth traffic oft-the-air, using the
analyzer's hardware and radio module, the BT Tracer can record serial
Bluetooth HCI traffic from Bluetooth devices, or 'TUT's (Implementations
under test).

While the off-the-air traffic and the HCI traffic from BT Trainer™ (if active)
are captured by the analyzers hardware, the HCI Traffic from the IUTs is
captured by the analyzer application using an HCI probe (provided by
CATC) that is connected directly to the [UT hardware. In a typical setup, the
HCI commands and data to transmit are passed from the Bluetooth
application to the Bluetooth baseband (Host to Controller), while events and
data that was received are passed from the Bluetooth baseband to the
Bluetooth application (Controller to Host).



CATC

BTTracer Protocol Analyzer User’s Manual SW Version 2.20

To capture the data, the HCI Probe can be used respective 'Host to
Controller' and 'Controller to Host' lines. When the recording of the IUT's
HCl is enabled and the application starts a recording, the serial data is
captured as incoming serial data. For this, up to two COM ports should be
configured for each IUT.

1.5 Features

General

Flexible design - reconfigurable hardware for future enhancements.

User friendly - the Graphical User Interface software of BT Tracer
Analyzer is designed to be consistent with the ‘CATC Trace’ using color
and graphics to display Bluetooth traffic.

Radio Level Point of Observation and Capture - traffic capture at the
Radio Level for comprehensive analysis.

Works in combination with the BT 7rainer Exerciser.

Supports two BT Tracer probe modules - for recording two piconets and
mixed piconets made up of 1.1 and 1.2 devices.

Supports two channel recording.

Complies with Bluetooth v1.2 specification - but can run in both v1.1 and
v1.2 modes.

Supports point-to-point and point-to-multipoint Bluetooth piconets.
Supports 79 frequency hop standards, reduced and fixed frequency.
Automatic tracking of changes in the hopping scheme.

Automatic tracking of whitened and non-whitened packets and traffic.

Supports recording of serial HCI traffic from implementation under test
(IUT).

Free non-recording, view-only software available.
Power-on self-diagnostics.
Internal 100V to 240 V AC power supply.

Compliant with FCC class A requirements / meets all CE mark
requirements.

Three year warranty and hot-line customer support.

Physical Components

Note For an updated description of requirements for the host machine, please refer to
the readme file.
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Trace viewer software support for Microsoft Windows versions 98SE
and later.

Recording memory of 512 MB - enough to record thirty five minutes of
high volume traffic and more than two days of low volume traffic.

Display Options

Analyzes and displays a transaction-level view of piconet traffic with
accurate time-stamps and frequency hop information.

Software analysis and data presentation at several protocol levels:
Baseband, LMP, HCI, L2CAP, SDP, RFCOMM, TCS, OBEX, HDLC,
BNEP, PPP, AT, HCRP, IP, TCP, UDP, HID, AVCTP, and AVDTP.

Recording Options

Flexible advanced triggering capabilities including - multiple triggering
modes, selective views, timing analysis, search functions, protocol
packet errors, transaction errors, packet type and destination device, data
patterns, or any of these trigger types in combination.

User defined trigger position.

Support for various piconet characteristics by enabling the user to
configure the synchronization method and recording parameters.

Real-time hardware filtering of captured traffic for optimizing analyzer
memory usage.

Traffic Generation

Traffic generation capability is provided by BT Trainer.

Bluetooth BusEngine

CATC’s BusEngine™ Technology is at the heart of the new BT Tracer
Analyzer. The revolutionary BusEngine core uses state-of-the-art EPLD
technology and incorporates both the real-time recording engine and the
configurable building blocks that implement data/state/error detection,
triggering, capture filtering, external signal monitoring and event counting
& sequencing. And like the flash-memory-based firmware that controls its
operation, all BusEngine logic is fully field upgradeable, using
configuration files that can be downloaded from the CATC Website.
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1.6 Specifications

Package
Dimensions:

Connectors:

Weight:

Power Requirements

UPAS 2500H
12.2 x 12.2 x 3.5 inches
(31.1 x31.1 x8.9 cm)

AC power connection

external clock input (EXT CLK, BNC)
host connection (USB, type ‘B’)

data connector (Data In/Out, 25-pin DB)

UPAS: 9.5 1bs. (4.3 kg)

90-264VAC, 47-63Hz (universal input), 100W maximum

Environmental Conditions

Operating Range: 0to55°C (32to 131 °F)

Storage Range: -20to 80 °C (-4 to 176 °F)

Humidity: 10 to 90%, non-condensing

Switches

Power: on/off

Manual Trigger: when pressed forces a trigger event

LEDs

UPAS:

Power (PWR): illuminated when the UPAS is powered on.

Status (STATUS) [lluminated when the analyzer is functioning properly

BTTracer Module:

Recording (REC):  illuminated when the analyzer is actively recording data.

Triggered (TRG): illuminated during power-on testing, and when the analyzer
has detected a valid trigger condition.

Synchronized flashes during acquisition of the traffic hop sequence, illu-

(SYNC): minated when the analyzer is locked to the hop sequence.

Recording Memory Size

512 M x 8-bit DRAM for traffic data capture, timing, state and other data.

Certification

FCC (Class A), CE Mark
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2. Installation

The BTTracer Protocol Analyzer components and software are easily
installed and quickly ready to run on most Windows-based personal
computer systems. You can begin making Bluetooth recordings after
following these initial steps.

2.1 System Components/Packing List

* One stand-alone BT Tracer Analyzer module

*  One Antenna

* One External Interface Breakout Board with a 25-pin ribbon cable
*  One USB cable

* One SMA Adapter cable (for changing the polarity from reversed to
standard. This cable is used for creating wired piconets.)

* HCI Probe
* BTTracer software program installation CD

e User Manual

2.2 Analyzer LED Descriptions

With single probe system, the BT Tracer analyzer module occupies the left
slot on the CATC Universal Protocol Analyzer System (UPAS). When
powered on, the BT Tracer activates the user-accessible controls and LEDs
on the front and rear panels of the UPAS.

Warning Do not open the UPAS enclosure. There are no operator serviceable
parts inside. Refer servicing to CATC.

| Unlversal Protocol 1alyzer System Model 25S00H |

= A7 MODEL BT01MA  BluetootivAnalyzer .47 WoDELBTOosMA BluetoothAnalyzer
Auriliory Module

AUDIO

MANUAL
PWR  STATUS ¥ SYNC TRG

VA;‘.:'-B . E

UPAS LEDs (from left to right)

A Green PWR (power) indicator LED for UPAS (lights when the unit
power is switched on).
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B Red Status indicator LED for UPAS (lights during initialization/power
up of UPAS base unit. Blinks if a self-test fails).

C Green REC (recording) LED (lights when the unit is recording).
Orange TRG (triggered) LED (lights when the unit triggers on an event).

Green SYNC (Synchronize) LED (Flashing indicates that the analyzer is
tracking the defined slave or master device. Illuminated indicates that
the analyzer is tracking an active piconet.)

= O

Manual Trigger push-button (allows a manual Trace capture).
Green REC (recording) LED (lights when the unit is recording).
Orange TRG (triggered) LED (lights when the unit triggers on an event).

Green SYNC (Synchronize) LED (Flashing indicates that the analyzer is
tracking the defined slave or master device. Illuminated indicates that
the analyzer is tracking an active piconet.)

"z a =

J Manual Trigger push-button (allows a manual Trace capture).

2.3 UPAS Rear Panel Description

Figure 1: Rear Panel

FUSE: 2.5A 250V
|
o O
[e]
uss Data Output Ext. In Ext Out .
O > OO |-
From left to right, the UPAS rear panel has the following connectors and

switches:

USB type "B" host computer connector
This is the connector that is used to link the analyzer to the PC that will be
administering it.

RS-232 25 pin "Data Output" Connector
This connector attaches to a 25 pin RS-232 cable that in turn attaches to an
External Breakout board. The breakout board allows signals to be sent from
the analyzer to an external device such as an oscilloscope.

BNC Connectors "Ext. In" and "Ext. Out"
These connectors allow BNC cables to be attached to the analyzer for the
purpose of triggering on external input signals and for monitoring raw
Tx/Rx data.

10
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Wide Range AC Connector Module
The power module is composed of:

— Power on/off switch
— Power socket
— Enclosed 5x20 mm 2.0A 250 V fast acting glass fuse

Warning For continued protection against fire, replace fuse only with the type
and rating specified above.

2.4 Setting Up the Analyzer

A UPAS can support up to two BT Tracer probes. These modules will come
factory-installed in the UPAS. In a single probe system, BT Tracer will
come installed in the left slot.

To set up a one or two probe system,

step1  Attach the Antenna to the ANT connection point for each
analyzer probe. The antenna should point up.

step2 Connect the provided AC power cord to the rear of the UPAS and
to a 100-volt to 240-volt, 50 Hz to 60 Hz, 100 W power outlet.

Note The Analyzer is capable of supporting supply voltages between 100-volt and
240-volt, 50 Hz or 60 Hz, thus supporting all known supply voltages around the
world.

step3  Turn on the power switch on the rear of the analyzer.

Note At power-on, the analyzer initializes itself in approximately ten seconds and
performs an exhaustive self-diagnostic that lasts about five seconds. The Trigger
LED illuminates during the power-on testing and turns off when testing is
finished. If the diagnostics fail, the trigger LED blinks continuously, indicating a
hardware failure. If this occurs, call CATC Customer Support for assistance.

step4 Connect the USB cable between the USB port on the back of the
analyzer and a USB port on the analyzing PC.

The host operating system detects the analyzer and begins to install the USB
driver.

2.5 Installing the Analyzer Software on the PC

11
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Once BT Tracer has been recognized as a USB device, install the BT 7racer
software on the PC administering the analyzer.

step1 Insert the BTTracer CD into the CD ROM drive of the PC
that will be administering the Analyzer.

step2 Follow Windows on-screen Plug-and-Play instructions for the
automatic installation of the BT Tracer Analyzer as a USB device on
your analyzing PC (the required USB files are included on the
BTTracer CD.

step3  Select Install Software from the installation CD and follow
the on-screen installation instructions.

The BT Tracer application will install on the PC hard disk.

step4 To start the application, launch the CATC BTTracer program from
the Start Menu: Start>Programs>CATC>BTTracer.

The BTTracer program opens.
[ CATC BTTracer(TM) Bluctooth ProtocolAnalyzer =

Fle Setup Record Wiew Help |

Ll T e T I EEEE T E L T L

& 2 ) @ w17 e et | Ry | 2R s B 9P O v | T vee G, B B T v > e e

Ready | [ | 1 Is analyzer connectedfconfigurad? | v

The window shows a menu bar and toolbar at the top, a grey trace viewing
area covering most of the window, and a status bar at the bottom.

Opening a sample trace will cause most of the buttons on the toolbar to
become active.
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To open a trace,

step1 Select File > Open from the menu. A dialog box opens.

open 21|

Lok i Ia SampleFiles j g =% ER-
& ChatSession. bl @TCSSample.blt

% data.tib EﬁTestMDdeTrace.hlt

B Generallnouiry. blk E‘l\.ﬁuice.ﬁ.ndData.blt

=% OEEXSample. bt
524 PPPSample. bt
5% R educedHopSequence it

File name: || Open

Files of type: IEIuetDDth Trace Files [* b I j Cancel |

[~ Dpen as read-only

4

step2 Select a file from the dialog box and click Open. A trace
opens in the main viewing area. When traffic has been
recorded, it will display here.

[ET s BTTracer{TM) - Bluetooth Protocol Analyzer - [C:Program Files'\CATC,BT Tracer,Sample Files' TC| = Ellill

I E™% Ele Setup Record Report Search Wiew window  Help ;lilﬂj
BHRSE I 8| reosron - @ ¢ i | B 2= | 500 | Bpgo

& B @ ¢ ok [l LY ,ﬁﬂc1|m&|§2§sﬁgms%‘°‘3mﬂ|mmﬁc Av, B¥ BN HID 1P Tcpunp|

e N : =
3781 2448

R T

ual 1|12

A:k TimeDelta im
08 00 01 00 02 01 04 00 OF 00 40 00|0x9570 ACR 9.374 ms 000041383151

Packet [ Frey w0 82
3303 2435 Ox1 0x3 DXEA UNUI
Time Stamp
00004.147 BEE9
Packet [ Freg F\u unw :ww HEC
3811 2431 Ox1 0x3 0x5F UNU\

—@_M Ak Fﬁmﬁq
0c 00 01 00 04 01 08 00 40 00 00 00 01 0Z 9B 0&|0xCD29 m 23,126 ms

T T 1 ;I

Ready [ |1 Is analyzer cormectedfconfigured? | 7

Note The software may be used with or without the analyzer box. When used without
an analyzer box attached to the computer, the program functions as a Trace Viewer
to view, analyze, and print captured protocol traffic.
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2.6 Recording Bluetooth 1.2 and 1.1 Traffic

By default, BT Tracer is configured to record in a mode compliant with the
Bluetooth 1.1 specification. This mode is required if you are using

BT Trainer to generate traffic (BT Trainer is compliant only with the
Bluetooth 1.1 specification).

To record traffic in a mode compliant with the Bluetooth 1.2 specification,
perform the following steps.

step1  From the menu, select Setup > System Configuration ...

A dialog box opens.

Setup Record  Wiew Help

VOP Display Options... P{p Recard:Picanet = [ REC @ “ .‘:'. i‘IE% e |
Aﬁp Recording Options. ..

L2 5DP SDP EF | OB OBX
B o £ (SER ST e B o

@ Recording wWizard...

Conneckars. ..

Syskem Configuration BTO04MASETOOSMA BT1.1 {Supports BT Trainer)

Analyzer. ., ETOO4MASBTOOSMA BT

step2 Select BT1.2 (BT Tracer only).
The following message appears.

x

‘ou have selected to change the configuration From BT1.1 to BT1.2.
For this change to take effect vou must close the application and then restart it

Step 3 Click OK.

step4  Shutdown the BT Tracer application by clicking the X in the
top right corner of the application.

step5 Restart the BT Tracer application from the Start menu:
Start>Programs >CATC>BTTracer Suite>BTTracer.

The application starts in the Bluetooth 1.2 mode.

Determining Which Bluetooth Mode You are In
You can quickly determine whether BT Tracer is operating in the 1.1 or 1.2
modes from the Setup command described above.

step1 From the menu, select Setup > System Configuration ...

14



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

The menu opens and displays a checkbox next to the current mode.

Setup Record  Miew Help

VDB Display Options... F; Record:Piconet - (= REL @ HI q=|. ;E% e |

AD:P Recording Cptions. ..

mel | me My | S22 BE res B | BB B an

[& Recording wizard. .,

Conneckars. .

Swstem Configuration BTO04MA/ETO0SMA BT1.1 (Supports BTTrainer)

analyzer. ..

2.7 Your First Bluetooth Recording

After installing and launching the software, you can test BT 7racer by
creating an inquiry recording. In this test, BT Tracer will issue a General
Inquiry that asks local devices to identify themselves. BT7racer then
records the responses.

Inquiry Recording
To create an inquiry recording, perform the following steps:

step1  Click the down-arrow on the right side of the
Record:Piconet button on the toolbar REL Record:Piconet ~

A sub-menu appears with options for Piconet Recording Mode, and Inquiry
Recording Mode.

step2 Select Inquiry Recording Mode.

The button changes appearance and shows the label Record: Inquiry
REC Record:Inguiry -
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Step 3

From the menu, select Setup > Recording Options.

The Recording Options dialog opens with the Inquiry page displaying.

Recording Options I ﬂ
General I Ficonet  Inquiry I HCI I Events I Actiohs I
Hop Sequence
79 Haps Standard 'I
r— Inguing T ypd
£+ General [Unlimited) " Dedicated [Limited)
—Additional S etting:
Correlation Value [33-64]: |5?
Inquiry Timeout [0-80 sec): |1 1
BT Neighborhood
(% |se default setings - The fallowing default settings would be used
when a 'BT Meighborhood' is initiated :
Inquiry type: ‘General [nguiry'
™ Match Inquiry Recording’ settings Timeout: 11 seconds
Save.. | Save As Default | Load... |
= |

Step 4

Step 5

If desired, make any changes to the options, then click OK.

Click the RELC Record:iInguiry =

button (i.e. not the down-arrow.)

BTTracer starts to record the Bluetooth traffic immediately using the settings from
the Piconet page in the Recording Options dialog. The Bluetooth Inquiry process
will proceed for whatever amount of time is set for creating an Inquiry action (the
default is 11 seconds). After the inquiry time has elapsed, the analyzer will upload
the data and display the packets. In addition, the Device List window will open

and display the updated statuses of the devices.

The screen should look like the sample recording below which shows the FHS

packets generated during the Inquiry process.
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When the recording session is finished, the bus traffic is saved to the hard drive as
a file named data.tfb or whatever name you assign as the default filename. While
the file is being saved, you should see a brown progress bar at the bottom of the

screen. When the bar turns white, it indicates that the data has been saved to disk.

EEEATE BTTracer{TM) - Bluetooth Protocol Analyzer - [C:Program Files\CATC,BT Tracer|Sampl 3 —1al x| |

B Bl Setup Record Report Search  View window  Help Jﬂéﬂ

B HRS| I | R reodrcoe - @ ) i || B BR[= | R R0 5[ 000 TR o < B S

S ED w17 e ow iy BB e B [ 90 B an | TR e G B B PR v 1p e we |

[1] 2466 19.000 ps 00000.747 1580
[T T [ Freq | [ |
1 5| zass | EaE 1|0 S =
05000000 | 027 | 5026848 | Wandatory | 0:5F41 |[310.563 ms 00000.747 2080
Fatket
2 2424 || 19.000 ps 00001.058 1265
|Adar| arity LAP | 3R SF | UAP | NAP
EE 1 ] 0 [ 1 [mec||oasa06CcEEs |0-0CeFIC|R1 PO [0x<EC | 00001

= LAP SR SP |UAP | HAP
BEQ |0:0CDFAC (R | PO | OxEC | 0:0001

T| Freg |
s [ 2424 |

0000000 | 0x7 | 5027093 | Mandatory | 0<EEFF || 1441.177 ms 00001.055 1455

[ |

Ready | [ | 1 Is analyzer connected/configured? | v

step 6 To save a current recording for future reference, Select Save As
under File on the Menu Bar.

OR
Click | = | on the Tool Bar.

You see the standard Save As screen.

step7 Give the recording a unique name and save it to the
appropriate directory.
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2.8 Installing the HCI Probe

If you are planning to record HCI traffic from an Implementation Under
Test (IUT), you will need to connect the provided HCI probe to the TUT.

The HCI Probe is used for connecting the analyzer application running on
the host machine to a single [UT. If more IUTs are to be monitored (up to
three) additional HCI Probes should be used.

The probe is composed of the following components:

[ a] HCITrace Probe Cable

[ b] HCITrace RS232 Cable

[e¢] TTL to RS232 converter

[d] 2-port RS232 to USB converter

[ e] Port for USB cable (cable not shown)

HClITrace Probe Cable
The HCITrace Probe Cable has three probes:

* ‘Gnd’ — Should be connected to the reference/ground wire

* ‘Host’ — Should be connected to the wire that carries the down-link traffic from
the host to the controller.

¢ ‘BTC’- Should be connected to the wire that carries the up-link traffic from
the controller to the host.

HClITrace RS232 Cable
Has three DB-9 connectors:
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® RS-232/Probe - Should be connected to the HCITrace Probe Cable or to the
TTL to RS232 converter (depending whether the signal voltage in the IUT is
TTL or RS-232).

* (COM A4 - Should be connected to one of the serial inputs of the 2-port RS232
to USB converter.

* (COM B - Should be connected to one of the other serial input of the 2-port
RS232 to USB converter.

TTL to RS232 converter
Should be used only when the signal voltage in the IUT is TTL and not
RS-232.

The DB-9 connector marked with ‘TTL’ should be connected to the
HClITrace Probe Cable.

The DB-9 connector marked with ‘RS-232’ should be connected to the
'RS-232'/Probe connector of the HCITrace RS232 Cable.

2-port RS232 to USB converter -
This converter is used so the serial signals can be delivered to the host
machine through a USB input.

USB cable —
Connects the 2-port RS232 to USB converter to the Host machine USB
port.

HCI Probe configurations
The HCI Probe can be used in two configurations:

* For monitoring UART level signals

¢ For monitoring RS232 level signals

Monitoring UART Level Signals
For monitoring RS232 level signals, the TTL to RS-232 converter should be
used. To assemble the HCI probe for this configuration, perform the
following steps. Refer to the photo and component list shown previously
for references to components [a] through [e].

step1  Connect the DB-9 connector of the HCITrace Probe Cable
[a] to the connector marked with “TTL’ in the TTL to
RS-232 converter [c].

step2 Connect the DB-9 connector marked with ‘RS-232’ in the
TTL to RS-232 converter [c] to the connector marked with
“RS-232/Probe” in the HCITrace RS-232 Cable [b].

step3 Connect the connector marked with ‘COM A’ in the
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HClITrace RS-232 Cable [b] to ‘Connector A’ in the 2-port
RS232 to USB converter [d].

step4 Connect the connector marked with ‘COM B’ in the
HClITrace RS-232 Cable [b] to ‘Connector B’ in the 2-port
RS232 to USB converter [d].

step5 Connect the USB cable to the USB connector of the 2-port
RS232 to USB converter [e].

Monitoring RS232 level Signals

Legend for photo:
[a] HCI Probe Cable
[b] HCI Trace RS-232 Cable

[c] Connectors A and B on the other end of the HCI Trace RS-232
Cable

[d] Two-Port RS-232 to USB Converter

For monitoring RS232 level signals do not use the converter. To assemble
the HCI probe for this configuration, perform the following steps:

step1  Connect the DB-9 connector of the HCITrace Probe Cable
[a] to the connector marked with “'RS-232/Probe” in the
HClITrace RS-232 Cable [b].

step2 Connect the connector marked with ‘COM A’ in the
HClITrace RS-232 Cable [c] to ‘Connector A’ in the 2-port
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RS232 to USB converter [d].

step3 Connect the connector marked with ‘COM B’ in the
HClITrace RS-232 Cable [c] to ‘Connector B’ in the 2-port
RS232 to USB converter [d].

step4 Connect the USB cable [not shown] to the USB connector of
the 2-port RS232 to USB converter [d].

2-port RS232 to USB converter

The 2-port RS232 to USB converter [d] allows the user to connect two serial
connectors to the host machine via a single USB connection. When
connected to the host machine the converter emulates two separate virtual
COM ports that can be used as other real COM ports. Prior of using this
converter as part of the HCI probe several drivers need to be installed. The
drivers are provided on the installation CD-ROM in the HCI Probe\Drivers
sub directory.

Once the converter is connected to a host machine the user is prompted to
provide the place where the system can install the drivers from.

After installing the drivers two new COM ports are going to be available, as
seen in the following snapshot of the Device Manager.

i
J&ction Wiew |J1- -}l EE||@|J

-2 MIckEY2
) CATC Analvzers
= Computer

) Disk drives
£ e 2ix]
A8 DWDCD-ROM drives

[ Floppy disk controllers General I Part Settingsl Diriver |

--{EI Floppy disk drives

% 1DE ATAMATAPI controllers (9 USE Serial Fort [COKM 3]

@ Kevboards

[+ Mice and other pointing devices

8 Monitors Devica tpps: Ports [COM & LPT)
H3 Network adapters
5 ports (ComM & LPT)
# Comrmunications Port (COM1Y Location: on USH High Speed Senal Converter
# Prinker Pork (LPT1)

Manutacturer: FToI

7 USE Serial Part {COM3) EED el
- 1USE Serial Port(COM4) Thiz device is warking properly. |
<ﬂ5 Sound, video and game controllers i . n e By
- : you are having problems with this device, click Troubleshooter to
T Svlstem dewc?s start the roubleshoaoter.
[+ Universal Serial Bus controllers
[
Troubleshooter. ..
Device uzage:
Uzea this device [enable) ;I
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2.9 External Interface Breakout Board

The External Interface Breakout Board is an accessory that allows standard,
LV TTL signals to be channeled into the analyzer for triggering or out of the
analyzer for use by an oscilloscope, logic analyzer or other device. Six
ground pins and one 5-volt pin are provided.

Drive strength for all outputs is about 30mA high (@2V) and 60 mA low
(@0.5V). Inputs can handle 0 to 5.5V. Inputs above 2V are detected as logic
high; inputs below 0.8V are detected as logic low.

The Breakout Board connects via a cable to the Data In/OQut connector
located on the rear of the analyzer unit. Each signaling pin is isolated by a
100€2 series resistor and a buffer inside the Analyzer unit.

Data In/Out Connector (on cable)

Pin-Outs for the Data In/Out Connector

The following table lists the pin-out and signal descriptions for the Data
In/Out connector on a cable that connects to the Breakout board.

Data In/Out Connector — Pin-Out

Pin Signal Name Signal Description
1 RSV Reserved
2 GND Ground
3 GP OUT General Purpose Output
4 TRGIN 1 Trigger In 1
5 GND Ground
6 DATA 6 Data 6
7 DATA 4 Data 4
8 DATA 3 Data 3
9 DATA 1 Data 1
10 | GND Ground
11 | RSV Reserved
12 | RSV Reserved
13 +5V +5 Volts, 250 mA DC Source
14 | RSV Reserved
15 | GND Ground
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Pin | Signal Name Signal Description
16 | TRGOUT Trigger Out
17 | TRGINO Trigger In 0
18 | DATA 7 Data 7
19 | DATAS Data 5
20 | GND Ground
21 | DATA2 Data 2
22 | DATAO Data 0
23 | GND Ground
24 | RSV Reserved
25 | RSV Reserved

Note

(*) Pins 4 and 17 have the same function: they allow external

signals to be used to cause triggering or recording. Pins 3 and 16
are used to transmit output signals. Pins 6,7, 8,9, 18, 19, 21, and
22 (data pins) are used to define data patterns for external input

signals. See External Input Signals in Chapter 6.

External Interface Breakout Board

CATC UPAS 2500
Breakout Board
PCA 210-0042-00

oo

O

0000000000000

C) |000000000000

o[Jo
oo
oo
oo
o[Jo
o[Jo
oo
oo
o[Jo
o[Jo
oo
oo
oo

O

o[Jo
oo

GND
GND
GND

GP OUTPUT
TRIGGER OUT QO
TRIGGERINT @
TRIGGER IN O
DATA T

DATA 6

DATA 5

DATA 4

DATA 3

DATA 2

DATA 1

DATA O
RESERVED
RESERVED
RESERVED
RESERVED
+5V

000000000000000000000
Q00000000000000000000
000000000000000000000

[eJeNeleole]

Oo000000000000000000O000
0000000000000000000000000

O

O

Prototype Rework Area

The Breakout Board contains a prototype rework area for making custom
circuits for rapid development. The area consists of plated-through holes, 20
columns wide by 27 rows long. The top row of holes is connected to GND
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and the bottom row is connected to +5V. The remaining holes are not
connected. Use the rework area to insert custom components and wire-wrap
their respective signal, power, and ground pins.

External Recordable Signals
Breakout Board Data 0-1: These pins let you define an 2 bit Data Pattern
that can be recorded in a trace file.

External Input Triggers
You can use either an external input signal or the Trigger button on the front
of the UPAS to cause triggering. The following descriptions show what
pins or buttons to use:

Breakout Board Data 7 - Data 0: Trigger on an 8-bit input pattern (only
Datal - Data0 can be recorded into the trace)

Breakout Board Trigger In 0: Selectable Edge triggered inputs. Will
trigger on any edge it detects.

Breakout Board Trigger In 1: Selectable Edge triggered inputs. Will
trigger on any edge it detects.

BNC Trigger (EXT IN): Selectable Edge triggered inputs. Will trigger on
any edge it detects. Located on the back of the chassis.

Push Button Trigger. The Trigger button on the front of the UPAS can be
pressed to manually cause a trigger.

External Outputs
The analyzer can be configured to send an external signal anytime a trigger
and/or event occurs. The following descriptions show the behavior of these
output signals:

Breakout Board Trigger Out: Changes from low to high when analyzer
triggers (one time per recording only)

Breakout Board G.P. Output: Programmable waveform (low or high
pulse, toggle). Each event can be programmed to enable this external signal.

BNC Output (EXT OUT): Same as Breakout Board G.P. Output. Located
on the back of the chassis.

Configuring the Analyzer for the Breakout Board
To configure the analyzer for the breakout board, see See Section "External
Input Signals" on page 49, See Section "Setting External Output Options"
on page 68, andSee Section "Specifying Pulse Signal Outputs" on page 69.
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3. Updates

BusEngine and Firmware updates often need to be performed when you
update the BT Tracer software. These updates can be performed
automatically or manually. Both processes are described.

3.1 Update Files

Update files are installed with the BT Tracer software during the installation
procedure and reside in the local directory of the analyzer application.
During the update process, the files are taken from this location.

The following update files are provided with each release:
BusEngine - For updating the hardware logic (has an *.rbf extension).
Firmware- For updating the platform firmware (has an *.hex extension).

BT Firmware - For updating the Bluetooth firmware (has an *.esw
extension).

3.2 Automatic Updates

When you update the analyzer software, the software may become
incompatible with the BusEngine and Firmware. If a recording is attempted,
analyzer displays an error message and then automatically begins an update
process for the BusEngine and Firmware.

To update the BusEngine and/or Firmware, follow these steps:

step1 Ifneeded, update the analyzer software, following the steps outlined
in "Software Updates."

step2 Turn on the analyzer.
step3 From the Record menu, select Start.

Because the BusEngine and/or the Firmware are incompatible with
the current analyzer software version, an error message appears
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showing your current versions and indicating what versions you
need to install.

BTTracer <]

& Cannat record.
The Firrmware and/or Buz Engine on the analyzer iz

incompatible with thiz zoftware release.
Firrmeare: Required= 1.02 Actual= 1.02
BuzEngine: Required = 1.22 Actual = 0.91

Hit YES to update them.

step4 Click Yes.

The Analyzer Setup window appears.

Analyzer Setup =

—&nalyzer Configuration

Entity | Current Werzion | Hequired\r"ersionl Statuz |
Firrnware 1.06 1.0 ak.

BusEngine 1.00 1.00
Bazeband Firmware 1.14 1.14

Update |

Dane

step5 Click Update.

When the update has finished, a message such as the following
appears and tells you that the update is complete. The example
below follows a BusEngine update.

@ I pdate Camplete!
The BuzEngine haz been successfully updated!

Flease power the analyzer off and back on
for the update to take effect.
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step 6 To complete the update, power cycle the analyzer (turn the
unit off then back on).

If you are running Windows 2000, the Analyzer will automatically
reboot, and the following message will appear:

= Unsafe Removal of Device 2x

rou have unplugged or ejected a device without stopping it.
Inplugging or ejecting dewvices without first stopping them can
often cauze your computer to crash and loze valuable data.

To zafely unplug or eject any af the following devices, first use the Hardware
wizard in the Control Panel to stop the device.

—ICATC BTTracer

[f you frequently need to unplug this device, Windows can give you an icon
on the tazkbar to quickly unplug or eject your device. If pou would like o use
thiz option, check the following:

¥ Show Unplug/Eject jcon on the taskbar,

|§>| 2:01 PM |

step7 Click OK.

In this instance, you do not need to power cycle the Analyzer (turn
off then back on).

Manual Updates
If you prefer, you can manually update the Firmware, BT firmware and/or
BusEngine through the 'Analyzer Setup' dialog. To do this follow these
steps:

step1  Make sure that the BT Trainer application is not active.
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step2 Select from the menu: Setup > Analyzer.

The Analyzer Setup dialog box opens.

Analyzer Setup =

—&nalyzer Configuration

Bazeband Firmware

Update

Entity | Current Werzion | Required Wersion | Statuz |
Firrnware 1.06 1.0 ak.
BusEngine 1.00

1.14

1.00
1.14

Dane

step3  Select the one of the entity that you want to update from the list.

step4  Click the Update button.

The familiar Open File dialog box will open allowing you to select the proper file,
as shown below:

select the BusEngine file to download ed |

Look in: I 5 BT Tracer

x| &« B ef E-

[:I Docurments
[:I Drivers
1 Sample Files

[:I Scripks

. BTTC_XLGMO_2300.rbF

File name: IETTE_XLGMEI_EIEIDDJI:[

Open I

Files of type: | BT Tracer BusEngine files [ 1bf) M Cancel |/
o

step5 Select the file to be updated, and select the Open button.

At this time, the application would start the update process. A progress bar in the
dialog would show the progress of the update process.

Please note that in some cases this process would take up to several minutes to

complete.

step 6 When a the application notifies that the update process is done,
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you may need to cycle the analyzer's power to cause the program
to take effect, or you may need to unplug and then reconnect the
USB cable between the analyzer and the computer to cause the
new firmware upgrade to take effect.

3.3 Software, Firmware, and BusEngine Versions

The Readme.html file on the installation CD and on the installed directory
on your hard drive. This file gives last-minute updates about the current
release. Included with each release are the most recent downloadable
images of the Firmware and the BusEngine.

Once the BT Tracer has completed the self diagnostics and is connected to
the PC, you can check the latest version of the software and BusEngine.

To check information about the current software, select
About BTTracer... from the Help menu.

The About BT Tracer window appears.

About BTTracer ﬂ

CATC BT Tracer™
Bluetooth™ Protocol Analyzer

Software Wersion 2.20, Build 80
Product: BT Tracer Suite 2.10
Firrmware Yersion 1,10 (ROM 1.01)
BusEngine Version 2.0042

MB:2.1 Unit Serial Mumber 77707
Slot:l PN:BTOOLMA ID:0x02 Yers: Oxd
Slot: 2 PN:BTOOSMA ID:0x03 Yers:0xl

2000-2003 Computer Access Technology Corporation _O_KI

About BT Tracer details revisions of the following software and hardware:

* Software Version and Build Number
* Product Name

* Firmware Version

* BusEngine Version

*  Unit Serial Number

* Slot 1: Model Number

* Slot 2: Model Number (if a second module is present)

Note  When contacting CATC for technical support, please have available
all the revisions reported in the About BT Tracer window.
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3.4 Software Updates

When a new software release is available, it is posted on the Support page
of the CATC website at

www.catc.com/support.html.

The software is also available on CD from CATC.

Updating from CD-ROM
To update the software from CD-ROM, follow these steps:

step1  Load the CD-ROM into the CD-ROM drive

step2  Open Windows Explorer and double-click on autorun.exe.
An install screen opens.

step3  Click Install Software and follow the onscreen instructions.

Updating from the CATC Website
step1  Open a web browser and navigate to www.catc.com.

step2 Find the latest released software version on the CATC website
under Support at the link shown at the top of the page.

If you are running the latest version of the software, no further
action is needed.

If you are not running the latest version.
step3 Download the software from the CATC website.

step4 If downloading from the web, unzip the files into your choice of
directory.

step5 Click Start, then Run, and browse to where you unzipped the
files.

step 6 Select the program named Setup and click Open.
step7 Click OK to run the Setup and begin the installation.
step8 Follow the on-screen instructions to complete the installation.

step9 Read the Readme file for important information on changes
in the release.
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3.5 License Information

Licensing information for BT 7racer can be viewed by selecting Display
Information from the Help menu. The License window provides
maintenance expiration and features data for BT 7racer.

Updating the Software License

A License key is necessary to enable software maintenance.

A license is granted with the purchase of an analyzer. Thereafter, you must
renew your license if you wish to continue receiving support. You obtain a
new License Key from CATC. Once the License Key is obtained, follow
these steps to install it:

step1 From the Help menu, select Update License. The Update License
dialog displays.
x

To update the licenze [maintenance and/or optional featurez] for this CATC product, pleaze zelect licenze
key file and click the 'Update Device' buttan,

License Key File :

Browse... |

Statusz

Update Device |

step2 Enter the path and filename for the License key or use the Browse
button to navigate to the directory that contains the License Key.

step3  Select the *.lic file, and then click Update Device.
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4. Software Overview

4.1 The Main Display Windows

While some of the analyzer’s Main Display window options are familiar,
many contain options specific to the analyzer program.

Table 1: Main Display Pull-Down Windows

Menu ‘ Function
File
Open... Opens a file
Close Closes the current file
Save As... Saves all or a specified range of packets from the current file with a

specified name

Re-apply Encryption If a trace has been recorded with the wrong encryption settings, you
Settings ... can enter the correct ones via the Device List, then run File>
Re-apply Encryption Settings ... This command will open a Save As
dialog box for creating a new trace file using the new settings.

Print... Prints part or all of the current traffic data file

Print Preview Produces an on-screen preview before printing

Print Setup. .. Sets up your current or new printer

Edit Comment. .. Creates or edits the Trace file comment field

Export » Packets to Saves all or part of a trace to a text file

Text (Packet View

Format)

Export » Packets to Saves all or part of a trace to a Comma Separated Values (CSV) file

CSV Text suitable for viewing in a spreadsheet application

Export>>Audio Saves audio data into a file. Presents options for setting the Audio

Streams Source format, Output File format, Stream Direction, and Output
Sampling

Last File Lists the last files that were opened

Exit Exits the BT Tracer program

Setup

Display Options Provides the control of various display options such as color, formats,
and filters.

Recording Options Opens a dialog box with checkboxes and drop-down menus for
setting up a recording.

Recording Wizard Starts a sequence of interactive dialog boxes that configures BT Tracer
for a recording. This utility provides an alternative to the Recording
Options dialog box.
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Menu Function
Connectors ... Opens a dialog box for the output connectors on the back of the
UPAS. There are two options:
Default Configuration - Causes the analyzer to output a low voltage
output signal for use by another device such as an oscilloscope. See
“External Input Signals” on page 103 for further explanation.
Output Radio Data - Causes the analyzer to output radio signals
through External Output connectors. If you place your mouse pointer
over the Output Radio Data option, a tool tip will provide a detailed
explanation of this option’s function.
System Puts BTTracer in Bluetooth 1.1 mode. This modes supports the
Configuration>> Bluetooth 1.1 specification. BT Trainer will function in this mode.
BT004MA/BT005MA
BT1.1 (Supports
BTTrainer)
BT004MA/BT005MA | Puts BTTracer in Bluetooth 1.2 mode - ie in a mode that supports the
BT1.2 (BT Tracer recording and displaying of traffic that is supported by the Bluetooth
only) 1.2 specification. This mode does not support BT Trainer.
Analyzer Allows the operator to reset the Analyzer or update the BusEngine
and Firmware.
Record
Start Causes the Analyzer to begin recording Bluetooth activity.
Stop Causes the Analyzer to stop recording.
Recording Mode Presents a drop-down menu with options for setting the analyzer's
recording mode:
Piconet Recording Mode -- Causes BT Tracer to monitor and record
piconet traffic. BT Tracer records the traffic data as specified in the
Recording Options, then uploads the data as a Trace file when the
recording is complete.
Inquiry Recording Mode -- Causes BT Tracer to perform an inquiry
to detect and record Bluetooth devices within range. After completing
the recording, BT Tracer uploads the trace to the PC and saves it as a
Trace file.
BTTrainer Recording Mode -- Causes BT Trainer Bluetooth
Generator application to run. If BT Trainer is not running, this menu
item is disabled.
IUT:HCI Recording Mode -- Configures the system to exclusively
record HCI traffic from IUTs. This recording mode bypasses the
analyzer: HCI traffic from the IUT is recorded directly by the
analyzer software without going through the analyzer.
BT Neighborhood Displays Bluetooth Address & clock frequency for devices in range.
Inquiry The expected Bluetooth clock frequency is 3200 Hz +/- 250 ppm.
Report
File Information Details such information about the recording as number of packets
and triggering setup.
Error Summary Displays an error summary of the current trace file & allows you to go
to a specific packet, and save the error file to a uniquely named file.
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Menu Function

Timing Calculation Starts the calculator dialog for calculating various timing and
bandwidth parameters in the recording file.

Traffic Summary Details the number and type of packets were transferred during the
recording, as well as message-level statistics.

Search

Go to trigger Positions the display to show the first packet that follows the trigger
event.

Go to Positions the display to the indicated packet, LMP/L2CAP message,

Packet/Message/ or Protocol Message (RFCOMM, TCS, or SDP protocols).

Protocol ...

Go to Marker » Positions the display to a previously marked packet.

Go to » Enables quick searching for specific events using a cascade of pop-up
windows.

Find Allows complex searches.

Find Next Repeats the previous Find operation. Can also use F3 to find next.

Search Direction Allows you to specify a forward or backward search of a trace file.

View

Toolbars Presents a sub-menu with options for displaying/hiding the toolbars
and an option called Customize which allows the menus and toolbars
to be customized or reset to factory default.

Status Bar Switches display of the Status Bar on or off.

Unhide Cells > Presents a menu of currently hidden cells. Allows you to unhides any
cells that were hidden through the Display Options dialog box (View
> Display Options > Color/Format/Hiding)

Zoom In Increases the size of the displayed elements.

Zoom Out Decreases the size of the displayed elements.

Wrap Allows the display to wrap.

Device List Displays a list of discovered Bluetooth devices and allows you to add

and delete devices and security settings by selecting the device,
pressing the security button, and modifying the settings.

Real-time Statistics | Opens a dialog box with a graphical summary of the traffic currently
being recorded by the Analyzer. Real-time monitoring allows
continuous monitoring and displaying of traffic and related statistical
dada in a piconet. This processed data is displayed in a set of
configurable graphs.

Decoding Lists current L2ZCAP decoding assignments.
Assignments

L2CAP Connections Lists current L2ZCAP connections.

RFCOMM Channel Lists current RFCOMM assignments.

Assignments

Levels Presents a menu of display levels. This menu replicates the
Decode/Display buttons in the toolbar such as Packets, L2CAP, TCS
etc.)

Profiles Presents a menu of profiles. Selecting a profile will cause the

analyzer to decode the protocols appropriate for the selected profile.
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Menu Function

VWindow
New Window Switches display of the Tool Bar on or off.
Cascade Displays all open windows in an overlapping arrangement.
Tile Arranges multiple trace windows as a series of strips across the main

display area or as a series of side-by-side tiles.

Arrange Icons Arranges minimized windows at the bottom of the display.
Windows Displays a list of open windows.

Help
Online Help Displays Help topic associated with current BT Tracer window.
Help Topics... Displays online help.
Update License... Opens a dialog box for entering license key information for the

analyzer.

Display License Displays current license information for the analyzer.
Information...
About BTTracer... Displays version information about BT Tracer.

4.2 Toolbar

There are five toolbars in the BT Tracer user interface toolbar. The Toolbar
buttons provide access to frequently-used program functions. Tool tips
describe icon functionality as the mouse arrow is moved over an item.

You display or hide toolbars by selecting View > Toolbars from the menu.
The sub-menu lists four toolbar names: Standard, Frequently Used,
Analysis, View Level, and Profiles.

Standard Toolbar
|[TERE|XE

L4

REL Record:Piconet

D #

Open file

Save As

Print Preview

5P E .

Print. ..
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TR
L Setup Record Options - presents options for setting up a recording.
5= Setup Display Options - presents options for formatting the display.

Start Recording - starts a recording. The down arrow
RELC Record:Picanet ~ | gives you options for starting different types of
recordings: recording piconet, inquiry recording,
BTTrainer recording, or IUT:HCI recording.

@l Stop Recording

Start Recording Wizard - Opens an easy-to-use wizard for setting up
- and executing a recording.

T Bluetooth Neighborhood. Performs an inquiry and then lists the local
F ' devices that it discovered

Start BT Trainer - Invokes the BT Trainer application. Enabled only in

i) BTTracer 1.1 configuration. To set BTTracer in the 1.1 configuration,
select Setup > System Configuration > BT004MA/BT005MA BT1.1
(Supports BT Trainer).
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"Frequently Used" Toolbar

|2 &= R Re | e RJ SR i ¢ BE| &

Zoom In

Zoom Out

Wrap

Show/Hide Channel 1 Traffic

Show/Hide Channel 2 Traffic

Show/Hide Duplicated Traffic

Show/Hide Frequency Hops

ZOE oo o |E |

Show/Hide Nulls & Polls

Show/Hide ID Packets

B

Show/Hide Voice (SCO) Packets

%

Show/Hide devices that were specified in the Display Options dialog
box

=% Show/Hide Unassociated Traffic
gl Show/Hide HCI Traffic

3 Complex Find

{} ‘ Find Next
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Analysis Toolbar

ISR ROR X YT P

él Display device list

File Information Report

@ Error Summary

ﬂ‘} Timing Calculations

. Traffic Summary
Display Bus Utilization graph

FI
Iﬂi Display Real-Time Statistics

View Level Toolbar

12 | SDP SDP qcq RF | OB OBX HD HC |AV AV BN
“PlrtHCI|IIqIPCAP|Mg PP rcs By | FF B2 AT| 0. prp HC BV B BN yip 1P Tcp WP

El View Packet Level (Baseband)
View HCI Traffic
View/Hide LMP Message Level
L2
CAP View/Hide L2CAP Message Level
ez View/Hide SDP Message Protocol Level

a View/Hide SDP Transaction Protocol Level

View/Hide TCS Protocol Level

EF
ﬂl View/Hide RFCOMM Protocol Level
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OB
EX View/Hide OBEX Protocol Level
OBX
Tra View/Hide OBEX Protocol Transaction Communications Level
AT .
View AT Commands Protocol Level
m) . .
LC View/Hide HDLC Protocol
PPP
—_— View/Hide PPP
HC
EP View/Hide HCRP
LV
CTE View/Hide AVCTP
FAT)
oTP View/Hide AVDTP
View/Hide BNEP Protocol
View HID Protocol Layer

& 12 5 [E &

View IP Protocol Layer

View TCP Protocol Layer

View UDP Protocol Layer

View Profiles Toolbar
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Note: This toolbar is hidden on initial activation of the application. To
display this toolbar, select View > Toolbars > Profiles from the menu.

[|cae |[5By|cre S5 | |cre | se HP DUP Fax Lav|sna OF, oep FIP 5, BeP | BIP 45, we &%

B B B 8 5 8 2 8 B8 B & &

# 3 (8 [#

El

Decodes protocols for the GAP profile.

Decodes protocols for the SDAP profile.

Decodes protocols for the CIP profile.

Decodes protocols for the GAVDP profile.

Decodes protocols for the CTP profile.

Decodes protocols for the INT profile.

Decodes protocols for the SPP profile.

Decodes protocols for the HP profile.

Decodes protocols for the DUP profile.

Decodes protocols for the FAX profile.

Decodes protocols for the LAN profile.

Decodes protocols for the SIM profile.

Decodes protocols for the OBEX profile.

Decodes protocols for the OPP profile.

Decodes protocols for the FTP profile.

Decodes protocols for the SYNC profile.

Decodes protocols for the BIP profile.
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AZ
El Decodes protocols for the A2DP profile.
El Decodes protocols for the BIP profile.

AV
El Decodes protocols for the BIP profile.

4.3 Status Bar

The Status Bar is located at the bottom of the main display window.
Depending on the current activity, the bar can be divided into as many as
four segments. The figure below demonstrates the various displays in the
status bar.

Recording Progress
When you begin recording, the left-most segment of the Status Bar displays
a Recording Progress Indicator. The following figure displays the various

indications of the status bar:
I

1 Ready [ [ [T Is analyzer connected/canfigured?  [Search; Fred 4|

I

2 Ready I [Triggerz [ Inquiring... < -60cEm [Searchi Fwd 7
I

3 Ready [ | [Uploading B3 74% done [Searchi Fud 4
I

4 Ready ] [Triggerr B3 [BTTrainer] [Searchi Fud 4
I

5 Ready I [ |BEE (BT Trainer] [Searchi Fud 4
I

6  Ready I [ I®LE Mo Sync [Searchi Fud 4
I

7 Ready [ [ |&5... Powering up... [Searchi Fwd
1

8  Ready | | | [Trioger? (=3 [00803718355E] < -60Bm| | [0 (008037 13333E] < -60Bm | Search: Fwd /7
I

9  Ready [ | [Trioger? (=3 [00803718355E] < -60cBm| [Eme] [00803713333E].... < -60dBm| Search: Fwd /7
I

10  Ready [ [ RS0 [00605716355E] -40dBm [ELEI Mo Syne [Search: Fud 4
|

11 il [Uploading  [[EEH 66% done [LEl66% done [Search: Fud 7
I

12 Ready | | I Trioger?  [[E23 [00603716355E] -40d6m| [ELEI Mo Syne [Search: Fud 4
I

13  Ready [ I [Trigger?  [[Bmc] [00B03716355E]... < -60cBm [ELEI Mo Syne [Search: Fud 4
I

14  Ready | [Triggerr [/} Inuiring... <-60dEm [Search: Fud 4
I

15  Ready [ [ [ELE] o Syne [ELEI Mo Syne [Search: Fud 7
I

16  Ready [ [ |&... Pawering up... |&5... Powering up... [Search: Fud 4

Status Bar Position Definitions:
The following numbered definitions correspond to the number labels on the
above status bars.

1 Analyzer is not connected to the host machine or not configured.
2 Analyzer is performing an inquiry (only channel 1 is present).

3 Analyzer is done recording and is uploading the recorded data.
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10

1

12

13

14

15
16

Analyzer is recording (only channel 1 is present).

Analyzer is synchronized to a piconet with the master device that has
BD_Address 0083716355E.

Analyzer is connected to the host machine, but is not performing a thing.
Analyzer is connected to the host machine and is powering up.

Analyzer is recording on both channel 1 and channel 2. Channel 1 is capturing
the traffic of the piconet with master device that has BD_Address
0083716355E while channel 2 capturing the traffic of the piconet with master
device that has BD_Address 0083713333E.

Analyzer is recording on channel 1 the traffic of the piconet with master device
that has BD_Address 0083716355E while channel 2 is trying to sync to the
piconet with master device that has BD_Address 0083713333E.

Analyzer is synchronized on channel 1 to the piconet with the master device
that has BD_Address 0083716355E. Channel 2 is in Idle mode.

Analyzer is uploading the recorded traffic from channel 1. Channel 2 is in Idle
mode.

Analyzer is recording on channel 1 the traffic of the piconet with master device
that has BD_Address 0083716355E while channel 2 is in Idle mode.

Analyzer is trying to synchronize on channel 1 to the piconet with the master
device that has BD_Address 0083716355E while channel 2 is in Idle mode.

Analyzer is performing an inquiry. In this case channel 2 is always in idle
mode.

Analyzer is in idle mode Analyzer is

Analyzer is powering up (both channels are present).

As recording progresses, the Progress Indicator changes to reflect the
recording progress graphically:

In the Progress Indicator, a black vertical line illustrates the location of the
Trigger Position you selected in Recording Options.

— Pre-Trigger progress is displayed in the field to the left of the Trigger
Position in the before-Trigger color specified in the Display Options.

— When the Trigger Position is reached, the progress indicator wiggles as it
waits for the trigger.

— After the trigger occurs, the field to the right of the Trigger Position fills
in the post-Trigger color specified in the Display Options.

— When recording is complete, the upper half of the progress indicator fills
in white, indicating the progress of the data upload to the host computer.

You should be aware of two exceptional conditions:

If a Trigger Event occurs during the before-Trigger recording, the
before-Trigger color changes to the after-Trigger color to indicate that not all
the expected data was recorded pre-Trigger.
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* When you click Stop before or after a Trigger Event, the Progress Bar adjusts
accordingly to begin uploading the most recently recorded data.

The Progress Bar fills with color in proportion to the specified size and
actual rate at which the hardware is writing and reading the recording
memory. However, the Progress Indicator is normalized to fill the space
within the Status Bar.

Recording Status

During recording activity, the current Recording Status is temporarily
displayed in the next segment. When you activate the Record function, this
segment flashes one of the following messages (depending on the selected
Recording Options):

— Trigger?

— Triggered!

— Uploading
After recording stops,

— The flashing message changes to Uploading data—x% done (x%
indicates the percentage completion of the data uploading process).

— The traffic data is copied to disk (overwriting any previous version of this
file) using the default file name data.tfb or a new name specified in the
Recording options.

To abort the upload process,

* Press Esc on your keyboard

OR

Again click @l in the Tool Bar.

You are prompted to choose whether to keep the partially uploaded data or to
throw it away.

When the data is saved, the Recorded Data file appears in the main display
window and the Recording Status window is cleared.

¢ If the recording resulted from a Trigger Event, the first packet following the
Trigger (or the packet that caused the Trigger) is initially positioned second
from the top of the display.

¢ Ifthe recording did not result from a Trigger Event, the display begins with the
first packet in the traffic file.

Analyzer Status

The third segment in the status bar displays analyzer status. The status will
display one of the following:

No Sync - the system is not synced to any piconet
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Inquiring... - The system is performing an Bluetooth Inquiry

Syncing to [XXX]... -- The system is attempting to synchronize to a piconet
where the device with BD_Address XXX is the master.

Synced to [ XXX] - The system is synchronized to a piconet where the
device with BD_Address XXX is the master.

Monitoring| BT Trainer] - in case the BT Trainer application is active, the
system monitors its Bluetooth activities

Recording [XXX] - system is recording the Bluetooth traffic of the piconet
where the device with BD_Address XXX is the master. Or, it is recording
the traffic of the BT Trainer, in case the BT Trainer is active.

After the analyzer has synchronized to the Bluetooth piconet under
observation, the Status Bar will display activity bars and the strength (in
dBm) of the radio signal that BT Tracer is receiving. The activity bars will
increase or decrease with activity. The signal strength readings will display
as five possible values:

* below -60 dBm

*+ -60dBm
*+ -50dBm
* -40dBm

* above - 40 dBm
The valid range for a signal is between -60 and - 40 dBm

Search Status

The rightmost segment displays the current search direction: Fwd (forward)
or Bwd (backward).

Zoom In

Zoom In increases the size of the displayed elements, allowing fewer (but
larger) packet fields per screen.

* Click Hlon the Tool Bar.

Zoom Out

Zoom Out decreases the size of the displayed elements, allowing more (but
smaller) packet fields per screen.

* Click H on the Tool Bar.
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4.4 Tool Tips

Throughout the application, tool tips provide useful information.

To display a tool tip, position the mouse pointer over an item. The tool tip
displays in a short moment if present. Tool tips can also be found over the
Tool Bar and in areas of the packet view screen.

4.5 BTTracer Analyzer Keyboard Shortcuts

Several frequently-used operations are bound to keyboard shortcuts.

Table 2: Keyboard Shortcuts

Key Combination

Operation

Key Combination

Operation

Ctrl+O

Open file

Ctrl+P

Print...

Ctrl+Home Jump to First packet Ctrl+End Jump to Last packet
Ctrl+F Search Forward Ctrl+B Search Backward

F3 Find Next Ctrl+L Search for Loss of Sync
Shift+I Goto ID packet Shift+R Goto Freq Hop packet
Shift+P Goto Poll packet Shift+N Goto Null packet
Shift+M Goto DM1 packet Shift+F Goto FHS packet
Shift+1 Goto HV1 packet Shift+H Goto DH1 packet
Shift+3 Goto HV3 packet Shift+2 Goto HV2 packet
Shift+A Goto AUX1 packet Shift+V Goto DV packet
Shift+5 Goto DH3 packet Shift+4 Goto DM3 packet
Shift+7 Goto DH3 packet Shift+6 Goto DMS packet
Shift+S Search for Soft Error Shift+E Search Error
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5. Recording Wizard

Recording Wizard is an interactive utility that presents a series of
user-friendly dialog boxes for setting up a recording session. Recording
Wizard serves as an alternative method of configuring the Recording
Options dialog box. When you are finished using the Wizard, you can view
your settings in the Recording Options window. By providing data to the
prompts in the Wizard’s dialog boxes, you configure BT Tracer for a
recording session.

In BTTracer version 2.1, when using two modules, the Recording Wizard
can be used to synchronize to a piconet with a basic hopping sequence. The
Wizard does not support synchronizing to piconet using Adaptive
Frequency Hopping. Also, the Recording Wizard operates only over
Channel 1 of the analyzer.

Starting Recording Wizard

Recording Wizard x|

To start the Recording Wizard,

¢ Click .\‘- on the Tool Bar or select Recording Wizard under Setup on the
Menu Bar.

You see the Recording Options window:

Wielcame to the BT Tracer Recording Wizard!

Thiz wizard will help pou configure BT Tracer to detect nearby Bluetooth
devices and record Bluetooth piconet traffic.

The Recording Options window has three buttons marked Next, Back, and
Cancel that allow you to move forward or backward through the wizard or
to cancel the wizard.

To begin advancing through the wizard,
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¢ (lick Next to see the options for the three types of recordings that the
Recording Wizard can make.

The Wizard advances to the next screen which presents three options:

Recording Wizard x|

Recording Type
Select the desired wizard recording type

Pleasze zelect the twpe of recarding you wish to make.

The wizard's recording bepe, combined with other parameterz you will be azked
to zet in the following pages, wil be uzed to determine the synchronization
method for this session.

= | want to establish a new piconet and have BT Tracer record traffic an that
piconet.

| weant BT Tracer to record braffic on a piconet that haz alieady been
established.

¢~ | am using Bluetaath Test Mode and want BT Tracer to record traffic on my
test piconet.

< Back I Mest » I Cancel Help

¢ I want to establish a new piconet and have BT Tracer record traffic on that
piconet.

This option causes BTTracer to perform an Inquiry so it can discover
local devices and then establish a new piconet and record the piconet
traffic.

¢ I want BTTracer to record traffic on a piconet that has already been
established.

This option lets BT Tracer record traffic from an already established
piconet.

¢ I am using Bluetooth Test Mode and want BT Tracer to record traffic on
my test piconet.

This option lets BT Tracer create either a single frequency range
recording of a range that you specify or create a recording of a limited
hop frequency range consisting of 5 frequency hops.

5.1 Recording a Traffic on a New Piconet

The New Piconet option shown in the previous screen presents users with
the means of recording the traffic from a new piconet. This option will
cause a sequence of screens to prompt you for information such as the
piconet Master address.
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The following steps shows you how to configure BT Tracer to record a new
piconet.

step1  From the screen shown in the previous screenshot, select the
first option: I want to establish a new piconet and have
BTTracer record traffic on that piconet, then press Next.

= | want to establish a new piconet and have BT Tracer record traffic an that
piconet.

The following screen displays.
Recording Wizard: Mew piconet {Step 2 of 8) il

Inquiry Skip/Perform
Select to perfarm or to skip a general device inguiry

You can choose to skip a general device inguiry if such wasz already done.
Otherwize, please select to perform the inguiny.

The inguiry iz needed zo the piconet devices can be selected for
synchronization and recording,

& Perfarm nguiry Mow ' Skip Inguine

< Back I Mext = I Cancel | Help |

step2  Select Perform Inquiry Now, then press Next.

Selecting Perform Inquiry Now will cause BTTracer to perform a
General Inquiry and collect addresses and other details about local
Bluetooth devices. If you already have address information for your
Bluetooth devices you can choose Skip Inquiry. Choosing Skip
Inquiry will cause the Recording Wizard to advance to Step 6. If you
are not sure what option to select, choose Perform Inquiry Now.

49



CATC BTTracer Protocol Analyzer User’s Manual

SW Version 2.20

The following screen will display.

Recording Wizard: MNew piconet {Step 3 of 8)

Device Search Type
Select group/general device zearch

BT Tracer can either zearch for all Bluetooth devices in range. ar it can search
only for devices within a specific group. Search groups are defined by a 24-bit
Dedicated Inguiny Access Code [DIAC).

{* | want ta search for all Blustooth devices within range.

| waant to search only for devices in the search group cormesponding to the
following [hexadecimal] DAL

IEIEE!BDD

¢ Back I Meut » I Cancel

Help

You will see two options:

¢ 1 want to search for all Bluetooth devices within range

This option will cause BT Tracer to search for all Bluetooth devices that
are in range and ready to transmit and receive data (i.e., in Inquiry Scan

Mode)

¢ 1 want to search only for devices corresponding to the following

(hexadecimal) DIAC:

This option will cause BTTracer to search for the class of devices that
you specify in the DIAC text box. DIAC stands for Device Inquiry
Access Code. Values are entered in hexadecimal format. You can get

DIAC values from the Bluetooth Specification.

step3  Select the first option: I want to search for all Bluetooth devices
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within range, then press Next. The following screen will display.

Recording Wizard: MNew piconet {Step 4 of 8) il

Device Search Duration
Specify duration of Search/Recaord

How long should BT Tracer search for nearby Bluetooth devices?
Any search duration between one and eighty seconds may be zpecified,

However, a duration of between ten and twenty seconds should be enough time
for BT Tracer to detect all nearby dewvices.

Search far I geconds for nearby devices.

< Back I Meut » I Cancel | Help |

You will see two options:

step4 Inthe text box, enter the length of time you want BT Tracer to search
for nearby devices.

The default value is 11. If you do not sure what time value to enter, use
the default value.

step5 Press Next.

Before the Inquiry, BT Tracer tests the hardware connection. In the case
of failure, the following screen will display.

x

‘four BT Tracer analyzer was not detected; it may not be connected properly to this
computer or may not be powered on,

Please verify that wour BTTracer analyzer is connected with a USE cable to this
computer, that the BT Tracer power LED is on, and that the trigger LED is nok Flashing.
If the trigger LED is Flashing, this indicates a hardware problem; please contack your
distributor for service,

If wou have found the source of the problem, press 'OK' to close this message-box, and
then press ‘Retry’ in the Wizard to retry the operation of press 'Cancel' to exit the

Recording YWwizard.

Clicking OK will close the message box.
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If BTTracer passes the hardware test, it will search for devices. The
Recording Wizard will display a progress bar and a message telling you
that a search is under way:

Recording Wizard: Mew piconet (Step 5 of 8) 5[

General Device Search

BT Tracer iz now searching for devices uzing 'General [Unlimited] Tnguing
Recording' mode,

[

Select 'Tancel' to terminate the search and to cloze
the wizard.

¢ Back [t | Cancel I Help

If no device is found, the Recording Wizard will display the following
screen:

Recording Wizard: Mew piconet (Step 5 of 8) |

General Device Search

BT Tracer has completed the device search operation, but has not found any
Bluetooth devices inrange.
Are nearby devices operative?

Cannot proceed to next ztep in wizard zezzion until BT Tracer has found zome
devices in the neighborbiood.
Prezz Retry to have BT Tracer search for devices once again.

Fietmy |

< Back I [ et Cancel Help
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If devices found, the Recording Wizard will display the following screen:

Recording Wizard: New piconet {Step 5of &) 5[

General Device Search

BTTracer has completed the device search operation and has found a tatal of 3
Bluetooth devices in range.

‘f'ou can view the devices that were found in the updated 'Device List' report.
Prezz 'Repeat’ to have BT Tracer zearch for devices once again.

Repeat |

< Back I Meut » I Cancel Help

Step6 Press Next.

The following window will display:
Recording Wizard: New piconet - Specify Master Device (Step & il

Device Addiess

Pleasze zelect the Bluetooth device address of the master device for the
piconet to be recorded.

The lizt below includes devices that BT Tracer has recently encountered. |If
your master device iz not already in this list you may type in its device address
[a zix-digit hex value] yourself.

Piconet b aster Address:

< Back I Mext = I Cancel | Help |

step7 Select from the drop-down menu the hexadecimal address for your
Master device. If you do not see your device’s address, you may
type it into the text box yourself.

53



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

The following window will display:

Recording Wizard: New piconet - Specify Slave Deyice {(Step T of il

Device Addiess

Flease select the Bluetooth device address of the slave device for the piconet
to be recorded.

The lizt below includes devices that BT Tracer has recently encountered. |If
your slave device is not already in this list pou may type in its device address [a
si-digit hex walue] yourzelf.

Piconet Slave Address:

< Back I Mext = I Cancel | Help |

step8 Select from the drop-down menu the hexadecimal address for your
slave device into the box labeled Piconet Slave Address. If you do
not see your slave’s address, you can type it into the box.

Step9 Press Next.

The following screen will display.

Recording Wizard: Mew piconet (Step & of ) |

Sypstem iz Ready
Initiate Search/Record

BT Tracer iz now ready to spnchronize to the piconet master when it attempts to
page the pre-selected Slave device [using BT Tracer's 'Page Sync & Record'
rode). v'ou will be prompted to establish the piconet onlp AFTER BT T racer will
enter the "Synchronizing' state.

The following options will be uzed:

Synchronization Method: Page Sync & Record ﬂ
Frequency Band: Standard [73-hop] mode
M aster addreszs: 000102000003

Slave address: 000406000005 |
lmitial MeAslbiteninn state: Tia Deasbiben ;I Advanced...

Press 'Mest' to initiate the recording or 'Back' to return to the previous page.

< Back I Meut » I Cancel Help

This screen displays the settings you selected.

54



CATC

BTTracer Protocol Analyzer User’s Manual SW Version 2.20

The Advanced button on the right will open the Recording Options
dialog box shown below. This screen will show the settings you selected

through the Recording Wizard have been applied to the Recording
Options dialog.

Recording Options _ |

General Piconet | Inquir_l,ll Extemall Eventsl Actionsl

Hop Sequence:

Sync Method: Master Address: * FPage Target: *
Page Sync & Record =] = [oomozoooo0z ] @B [ooosdeoooooe -]
* [MSE->L5E]

—Additional Setting:

Conrelation Yalue [33-54): |5? I” Force Re-Synchranization

IT ¥ Follow Master/Slave Switch
[T Mateh Clack Rate

Logz-of-gpnc Timeout [1-30 sec]: |5 W] e e T

SpncWindow———————————— Initial De-whitening State
Marrow Wide

Inquiry Timeout [0-80 zec):

: : & Deswhitening On

I " De-whitening OFf

— Debug
[~ Enable CATC debug file

Save... | Save Az Default | Load... |

Cancel |

step 10 Press Next to advance the Recording Wizard to the next screen.

The following screen displays:
Recording Wizard: New piconet (Step & of &) 5[

BTTracer iz attempting to zpnchronize to the piconet master device on itz paging
to the 'Fage Target’ device [FPage Sync & Record’ mode)

[E—

Inquining...

Prezz 'Cancel to teminate the synchronization and
recaord atteprits and ta cloze the wizard.

< Back Finizh | Cancel I Help

BTTracer pages the Master and if specified in Step 8, the Slave devices.
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If BT Tracer is unable to complete its pages, the following screen will
display:

Recording Wizard: New piconet {(Step & of 8) 5[

BT Tracer was unable to enter the "Synchronizing' state fram which you can
eztablish the new piconet; perhaps the master of the piconet iz not configured to
page a slave.

Pressz 'Rety' to have BT Tracer start the operation one more time.

Fetry |

Prezs 'Finizh' to exit the “Wizard or ‘Back' to returm to
the presious page.

¢ Back I Finizh I Cancel Help

If BT Tracer is able to complete its pages, it will enter into a
synchronizing state and then wait for you to create the piconet. During
this waiting period, BT Tracer will display the following screen:

Recording Wizard: New piconet (step & of 8) 5[

BTTracer has entered 'Synchronizing' state. HOW i3 the time to establish the
piconet and to continue with the recording of the braffic.

| Synchronizing -<--

AFTER pou have established the piconet, BT Tracer should synchronize and
start recording the traffic.

Prezs 'Cancel’ to terminate the synchronization and
record attermpts and to cloze the wizard.

< Back I Finizh I Cancel Help
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Once you have created the piconet, BT Tracer will synchronize to the
piconet and begin recording. During the recording, BT Tracer will
display the following screen:

Recording Wizard: Mew piconet (Step & of 8) |

BTTracer had synchronized to the piconet and started recording.

| Recording...|
Prezs "Stop Recording' to stop the recording. Prezzsing the 'Cloze’ button clozes

the wizard, but BT Tracer continues to record traffic. To stop the recording in the
application, you can uze the 'Stop' icon in the toolbar.

Stop Recording |

Press 'Close’ to close the wizard.

At the completion of the recording, BT Tracer will display the following
screen:

Recording Wizard: New piconet (step & of 8) 5[

BT Tracer has compleled the recording of the trafficin the piconet uzsing 'Page Sync &
% Record' mode

Preszz 'Repeat’ to have BT Tracer re-initiate the recording process.

Repeat

Prezs 'Cancel’ to terminate the synchronization and
record attermpts and to cloze the wizard.

You can repeat the recording by pressing the Repeat button.

step 11 To close the wizard, press the Close button.
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The wizard will close and your trace will display.

e CATC BTTracer{TM) - Bluetooth Protocol Analyzer - [C:%Program Files\,CATC BT TracerSample Files', 'S —1al | |
I?i Fle Setup Record Repork Search  Wew ‘window Help ;Iiléﬂ

= & @@LTE:T m}|RE[RE:DrdPlcnnetv@#”E‘“ﬁ ﬁ’_|%1%21”_|_
§®®.EHI_HCI|WI‘= | S e 1| SR | O o I G G st e 'rcpum)|

EX Tra
[Pkl [P | e o M S e B
[ e 2448 |
| Packet " Freq |
[ 3803 2435 |

.o

01 0xF 064 | [Uaul| 1 |12

Clow (Aren SRS

01 03 OxBA UNU\

[ Fae
| 3811 01 03 DXBF UNUI

Ad]
| P _ . SPS— [ I | v |

L] 0
Ready | | 1s analyzer connected|ronfigured? | &

5.2 Recording an Existing Piconet

Using Recording Wizard to record an existing piconet is similar to recording
anew piconet. The main difference is that you will be asked if your Master
device can support multiple slave devices and whether it can respond to
pages once it has created a piconet with another device.

step1 To start the Recording Wizard, press ﬁl or select Setup >
Recording Wizard from the menu.
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The Recording Wizard introductory page will open:
5

Welcome to the BT Tracer Recarding YWizard!

Thiz wizard will help vou configure BT Tracer to detect nearby Bluetooth
devices and recard Bluetooth piconet traffic.

< Back I [ et » I Cancel Help

step2 Press Next to advance to the next screen.

You will see three choices:

Recording Wizard x|

Recording Type
Select the deszired wizard recording type

Pleaze select the tupe of recording you wish to make.

The wizard's recording bype, combingd with other parameters you will be azked
to zet in the following pages. will be uzed to determine the synchronization
method for this session.

| want to establizh a new piconet and have BT Tracer record traffic on that
piconet.

= | wart BT Tracer to record traffic on a piconet that has already been
eztablizhed.

| am uzing Bluetooth Test Mode and want BT Tracer to record traffic on my
test piconet.

¢ Back I [ et > I Cancel Help

step3 Select the second option: I want BT Tracer to record
traffic on a piconet that has already been established.

Step4 Press Next.
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You will see two choices:

Recording Wizard: Existing piconet (Step 1 of 9} |

Inquiry SkipfPerform
Select to perform ar to zkip 3 general device inguiny

‘Y'ou can choose to skip a general device inguiry if such was already done.
Otherwize, please select to perform the inguiry.

The inguiry iz needed zo the piconet devices: can be selected for
syhchronization and recording.

" Perform Inguiny Mow = Skip Inguiry

{ Back I [ et » I Cancel Help

step5 Select Perform Inquiry Now.

You will see two choices:

Recording Wizard: Existing piconet (Step Z of 9) ﬂ

Device Search Type
Select groupdgeneral device zearch

BTTracer can either zearch for all Blustooth devices in range, or it can search

only for devices within a specific group. Search groupz are defined by a 24-bit
Dedicated Inguin Access Code [DIALC),

%" | want to search for all Blustooth devices within range.

¢ | want ta search only for devices in the search group coresponding ta the
following [hexadecimal] DIALC:

[oEEE00

¢ Back I [ et > I Cancel Help

step 6  Select the first option: I want BT Tracer to search for all
Bluetooth devices within range.
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If you want to limit the inquiry to a class of devices, select the second
option and enter the hexadecimal value for the device class in the text
box.

step7 Press Next.

The following screen will appear:

Recording Wizard: Existing piconet {(Step 3 of 9) ﬂ

Device Search Duration
Specify duration of Search/Record

Haw long should BT Tracer search for nearby Bluetooth devices?
Any zearch duration between one and eighty seconds may be specified.

Howewver, a duration of between ten and twenty seconds should be enough time
for BT Tracer to detect all nearby devices.

Search for IE seconds for nearby devices.

< Back I Meut » I Cancel | Help |

step8 If you want to change the search duration, type in a new
value into the text box. Otherwise, use the default value (20
seconds), then press Next.
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If BTTracer cannot detect other devices, the following message will

display:

Recording Wizard: Existing piconet (Step 4 of 9)

General Device Search

BT Tracer has completed the device search operation, but has not found any
Bluetooth devices inrange.

In caze a nearby piconet iz already establizhed, are the devices configured to
rezpohd to inguinies while connectad?

Cannot proceed to nest step in wizard zeszion until BT Tracer has found zome
devicesz in the neighborhood.
Press 'Retn’ to have BT Tracer search for devices once again.

Rty |

{ Back I [ f Cancel Help

If BTTracer passes the hardware test, it will then goes onto conduct a

General Inquiry to locate local Bluetooth devices.

Recording Wizard: Existing piconet {(Step 4 of 9)

General Device Search

BT Tracer iz now searching for devices using 'General [ nlimited] Inguin
Fecording’ mode.

e

Select 'Cancel' ta terminate the search and to cloze the wizard.

< Back [ et | Cancel I Help
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If BT Tracer finds Bluetooth devices, it will display the following
message:

Recording Wizard: Existing piconet {Step 4 of 9} |

General Device Search

BT Tracer has completed the device search operation and has found a total of 2
Bluetooth devices inrange.

¥'ou can view the devices that were found in the updated 'Device Lizt' repart.
Prezz 'Hepeat’ to have BT Tracer search for devices ance again.

R epeat |

< Back I Meut » I Cancel Help

Check the Device List to see if BT Tracer found all of the devices in your
piconet. If you feel that the list is incomplete, you can close this window
and press the button marked Repeat. This will cause BT Tracer to repeat
the General Inquiry and recollect information on local Bluetooth devices.

step9 Press Next to advance to the next screen.

The following screen will prompt you for the Master device’s address.
The address can be selected from the menu or typed into the box:
Recording Wizard: Existing piconet - Specify Master Device {Ske x|

Device Addiess

Pleaze select the Bluetooth device address of the master device for the
piconet to be recorded.

The lizt below includes devices that BT Tracer has recently encountered. If
your master device iz not already in this list you may type in its device address
[a zix-digit hexr value] pourself.

Picanet b azter Address: I 16400 B4,

< Back I Mest » I Cancel Help
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step 10 Select or type in the Master device’s address into the box
next to the label Piconet Master Address.

Step 11 Press Next.

The following screen will display. This screen asks you which of the
following two options apply to your Master device. For some devices,
both options will apply.

Recording Wizard: Existing piconet {(Step 6 of 9) ﬂ

Record Existing Piconet
Enter master charactenstics

| arder for BT Tracer to capture traffic on an already establizhed piconet, the
piconet master device muzt support one of the bwo operating conditions listed
belomw,

Pleaze check the boxes that apply to pour master device. |f neither condition

applies, prezs 'Back' to zelect a different recording mode.

l My piconet master device will respond to inguiries from other devices while it
iz in a connected state. ['Sync & record' mode]

ul My piconet master device can establizh a piconet consisting of more than
one slave device. ['Pazzive Sync & Record’ mode)

¢ Back I [ et > I Cancel Help

You can select either or both options. They are not mutually exclusive:

If the Master supports inquiries while in a connected state, select the first
option. This will set BT Tracer to use the 'Sync & Record' mode in its
attempts to synchronize to the Master. This will also cause the wizard to
skip to step 8.

If the Master can support piconets with multiple slaves, select the second
option. If you select this box alone (i.e., you leave the first box
unchecked), BT Tracer will use the 'Passive Sync & Record' mode to
synchronize to the Master. The wizard will then advance to Screen 8*.

If the first checkbox was selected, BT Tracer will use 'Sync & Record' no
matter what was set in the second box.

step 12 If you want to skip the Master verification, put a check in the
box. If you are in doubt, leave the box unchecked.
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If you selected only the second option in Step 12 (="Passive Sync &
Record’), the following screen will display.

Recording Wizard: Existing piconet - Specify Page Targek Dex |

Device Address

Pleasze select the Blustooth device address of the page target device for the
piconet to be recorded.

The ligt below includes devices that BT Tracer haz recently encountered. |f
your page target device iz not already in this lizk pou may twpe in ite device
addresz [a six-digit hex value] pourzelf.

Page Target Address:

When the recording iz eventually initiated, the magter device should attempt to
conhect to the device that has the "Fage Target” addresz [BT Tracer). Once
BT Tracer receives a page from the specified master device, it will extract the
appropriate information and spnchronize to the piconet.

{ Back I [ et » I Cancel Help

This screen asks you for the address of the Page Target device -- which
in this case is BT Tracer. Since the devices in your piconet are not able
to respond to inquiries, BT Tracer will not be able to page the devices and
join the piconet. Instead, you will assign BT Tracer an address here in
this screen, then direct your piconet Master device to connect to
BTTracer. The Master will attempt to connect to BT Tracer and therein
give BT Tracer the information it needs to record the Master and slave
devices.

step 13 Type in an address of your choosing for BT Tracer (= Page Target).

You are making up an address for BT Tracer that the Master will use to
try to connect to BT Tracer.
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Step 14 Press Next

BTTracer will then display your current settings.
Recording Wizard: Existing piconet (Step & of 9) ﬂ

System i1z Aeady
Initiate Search/Record

BT Tracer iz synchronizedto the piconet master and started recording.

The fallowing optionz will be Leed:

Synchronization Method: Passive Sync & Record il
Frequency Band: Standard [79-hop] mode
Master addrezs: 0002816400 B4,

Page Target address: 000406000006 |
|niﬁg.=|| np-'ﬁ.."hifnninn =tate: Mo Meashiten LI Advanced...

Prezz 'Mest' to intiate the recording or 'Back’ bo return to the previous page.

< Back I Meut » I Cancel Help

The Advanced button will open the Recording Options dialog box
shown on page 55 and described in detail in Chapter 7.

step 15 Press Next to begin the recording.

If the BT Tracer hardware is not ready or connected or is in the process of
booting up, the following information message box will display:

x

‘four BT Tracer analyzer was not detected; it may not be connected properly to this
computer or may not be powered on,

Flease verify that vour BTTracer analvzer is connected with a USE cable to this
computer, that the BT Tracer power LED is on, and that the trigger LED is nok Flashing.
If the trigger LED is Flashing, this indicates a hardwatre problem; please contact wour
distributor for service.

If wou have found the source of the problem, press 2K to close this message-box, and
then press '‘Retry' in the \Wizard ko retry the operation or press 'Cancel’ ko exit the

Recording Wizard.

step 16 If the above information box opened, press OK to close it.
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The following dialog box will display:
Recording Wizard: Existing piconet (Step 9 of 9) ll
The attempt to record braffic on a piconet that has already been established was
canceled az the BT Tracer hardware waz not detected or was in the process of
booting up.
Press 'Rety' to have BT Tracer start the operation one more time.
Retry |
Press 'Finizh' to exit the Wizard or ‘Back' to return to
the previous page.
¢ Back I Finizh I Cancel Help

step 17 Press Retry or Back to re-attempt the process.

If the hardware failure described above do not occur, BT Tracer will
conduct an inquiry. The screen will show that BT Tracer is going to
attempt a recording in either "Passive Sync & Record’ mode as shown
below or in ’Sync & Record’ mode depending on the options you

selected in Step 15.

Recording Wizard: Existing piconet (Step 9 of 9}

BTTracer iz attempting to synchronize to the master device of the established
piconet and record the traffic.

_

[higquiring. ..

Stop Fecording |

Press 'Cancel to terminate the spnchronization and
record attempts and to close the wizard.

< Back Firstr | Cancel I

Help
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step 18 If you are recording in ’Passive Sync & Record’ mode, you will
need to direct your Master device to attempt a connection to
BTTracer. This will provide BT Tracer with the information it needs
to record the piconet.

Once BTTracer has the information it needs, it will begin recording. The
following screen will display:

Recording Wizard: Existing piconet {(Step 9 of 9) ﬂ

BTTracer had synchronized to the piconet and ztarted recording.

| Recording...|
Prezs 'Stop Recording' to stop the recording. Prezzing the 'Cloze’ button clozes

the wizard, but BT Tracer continues to record traffic. To stop the recording in the
application, you can uze the 'Stop' icon in the toolbar.

Stop Recording |

Press 'Cloze’ to cloze the wizard.

The recording will end following a trigger event or when you press Stop
Recording button on the screen shown above or when you press the
button on the toolbar.

step 19 When finished, press Close to close the Recording Wizard.

5.3 Recording in Test Mode

A Test Mode recording allows you to limit the frequency hopping range that
BTTracer will record. Two Test Modes are available: Reduced Hopping
Mode and Single Frequency Mode. Reduced Hopping Mode limits
BTTracer’s recording to the five frequency hops that are described in the
Bluetooth Specification. Single Frequency Mode limits BT Tracer’s
recording to a single frequency range that you specify in the Recording
Wizard.

Recording in Reduced Hopping Mode
To record in Reduced Hopping Mode, perform the following steps:

step1  Start the Recording Wizard by either pressing the button ﬁl
or selecting Setup > Recording Wizard from the menu.

The Recording Wizard greeting screen will open.
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step2 Press Next to advance to the Recording Type screen.

The following screen will display:

Recording Wizard |

Recording Type
Select the desired wizard recording type

Pleaze select the tppe of recording you wish to make.

The wizard's recarding type, combined with other parameters you will be asked
to zet in the following pages, will be uzed to determine the synchronization
method for this sezzion.

- | want to eztablizh a new piconet and have BT Tracer record traffic on that
piconet.

| want BT Tracer to recard traffic on a piconet that has already been
establizhed.

o | am uging Bluetooth Test Mode and want BT Tracer to record traffic on my
tezt piconet.

< Back I Meut » I Cancel | Help |

step3  Select the third option: I am using Bluetooth Test Mode
and want BT Tracer to record traffic on my test piconet.

Step4 Press Next.

The following screen will display:

Recording Wizard: Test mode {Step 1 of 4} |

Frequency Hopping Mode
Select hopping mode

Mozt Bluetooth devices uze the standard 79-frequency hopping mode:;
howewver, zome 'leqacy’ devices may uze one of the 23-frequency hopping
modes specific to certain countries.

Pleaze zelect the frequency hopping mode uzed by pour Bluetooth devices.
Matice that pou can choose the 'Reduced’ or ‘Fiked' hopping mode for
test-mode,

¥ Standard [73-hop) mode

" Reduced-hopping mode

i~ Fired-frequency mode;

< Back I Meut » I Cancel Help
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step5 Select the option Reduced-hopping mode, then press Next.

The following screen will display:

Recording Wizard: Test mode - Specify Master Device {Step 2'of 4. 5'

Device Address

Please zelect the Blustooth device addrezs of the master device for the
piconet bo be recorded.

The lizt below includes devices that BT Tracer has recently encountered. |f
wour master device iz not already in this izt vou may tepe in its device address
[& zix-digit hex value] pourself.

Piconet Master Address:

< Back I Meut = I Cancel I Help |

step 6  Select the address for your piconet’s Master device from the
drop-down menu. If you prefer, you can type in the address
into the box.

Step7 Press Next.

The following screen will display. This screen will show the current
settings for the recording:

Recording Wizard: Test mode {Step 3 of 4) ﬂ

System is Ready
Imitiate Search/Record

BT Tracer iz nowe ready to synchronize to the test piconet using Blugtooth
Test-mode and start recording.

|F pour piconet is not currently established, pleaze establizh it now.

Or, you can establish it right after proceeding to the next page, while BT Tracer
tniez bo synchronize to the piconet.

The following ophions waill be used:

Synchronization Method; Test-mode S
Frequency Band: Feduced-hopping mode
b aster address: 0080371E84B4

Initial Dewhitening state: Do De-whiten |
Frllmm MasterdSlane Switehe ves LI Advanced...

Press 'Mest' to begin recording or 'Back’ to return to the previous page.

< Back I Mest » I Cancel Help
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The Advanced button will open the Recording Options dialog box. See
Chapter 7 for details on the Recording Options dialog box.

step8 Press Next to begin the recording.

The following screen will display:
Recording Wizard: Test mode (Step 4 of 4) |

BTTracer iz now attermpting to synchronize and to record traffic on the test
piconet uzsing Blustooth Test Mode.

)

[higquiring. ..

Select 'Cancel to temminate the recording and to
close the wizard.

< Back | Firstr | Cancel I Help |

step9  When the recording finishes, the following screen will display.
You can repeat the recording by pressing the Repeat button.

Recording Wizard: Test mode (Step 4 of 4) ﬂ

BT Tracer has completed the recordingof braffic in the piconet in Bluetooth Test Mode.

Pressz Retry' to have BT Tracer rety recording the traffic in the piconet.

Rt |

Press Finish' to exit the Wizard or ‘Back' to return to
the previous page.

< Back I Finizh I Cancel Help

step 10 To close the wizard, press Finish.
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5.4 Recording in Single Frequency Mode

step1 In the Recording Type window, select the third radio button

Recording Wizard x|

Recording Type
Select the desired wizard recording type

Pleaze select the twpe of recording pou wish to make.

The wizard'z recording twpe, combined with other parameters pou will be azked
ta zet in the following pages, will be uzed to determing the synchranization
method For this session.

| want to establish a new piconet and hawe BT Tracer record traffic on that
piconet,

| want BT Tracer to record traffic an a picanet that has already been
established.

o | am uzing Bluetooth Test Mode and want BT Tracer to record traffic an my
test piconet.

< Back I et » I Cancel Help

and click Next.

step2 In the Frequency Hopping Mode, window select the
Fixed-Frequency Mode radio button, enter the appropriate
values in the text boxes, and click Next.

Recording Wizard: Test mode (Step 1 of 4} |

Frequency Hopping Mode
Select hopping mode

ozt Bluetooth devices use the standard 79-frequency hopping mode:;
howewver, some 'legacy’ devices may uze one aof the 23-+requency hopping
miodes specific bo certain countries.

Pleaze select the frequency hopping mode used by pour Bluetooth devices.
Matice that you can chooze the ‘Reduced' or ‘Fiked' hopping mode for
test-mode.

" Standard [79-hop] mods
" Reduced-hopping mods
% Fixed-frequency mode:
DUT'z Xmit frequency: 2402 MHz

DUT'z Recy frequency: 2404 MHz

{ Back I [ et » I Cancel | Help |

step3 In the Master Device address box, enter the BD Address for
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your Master Device.

Recording Wizard: Test mode - Specify Master Deyice (Step

Device Address

Pleasze select the Blustooth device address of the master device for the
pizonet to be recorded.

The lizt below includes devices that BT Tracer has recently encountered. |f
wour master device iz not already in this list you may bepe in its device address
[a six-digit hex wvalue] pourself.

Piconet M azter Address:

< Back I Meut » I Cancel | Help |

Step4 Press Next.

Recording Wizard: Test mode (Step 3 of 4} x|

System i1z Aeady
Initiate Search/Record

BT Tracer iz now ready to spnchronize to the test piconet using Bluetooth

T est-mode and start recording.

[F wour piconet iz not currently established, please establish it now.

Or, you can establish it ight after proceeding to the nest page, while BT Tracer
tries to synchronize to the piconet.

The fallowing optionz will be Leed:

Synchronization Method: Test-mode il
Frequency Band: Fixed-frequency mode
DUT'z Tranzmit frequency: 2402 MHz

DUT'z Receive frequency:; 2404 kHz
b mecher e ANEMT RRARA x| Advanced. |

Prezz 'Mest' to begin recording or 'Back' to return to the previous page.

< Back I Meut » I Cancel | Help

step5 Press Next. BTTracer then synchronizes with the Master
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device and begins recording.

Recording Wizard: Test mode (Step 4 of 4} x|

BTTracer iz how attempting to synchronize and to record traffic on the test
piconet uging Bluetooth Test bMode.

|

[hiquiring. .

Select 'Cancel to temminate the recording and to
cloze the wizard.

< Back Firstr | Cancel I Help
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6. Recording Options

While the Recording Wizard provides a "walk through" process for setting
the recording options, you can get a more detailed view and set more
parameters through the "Recording Options" dialog box. The Recording
Options dialog box presents all of the settings needed to make a recording.
Once you have selected your recording options, you then select the
recording mode by clicking the down-arrow on the Record button and
selecting from the three mode options: Piconet, Inquiry, and BT Trainer.
BTTracer will then use the relevant Recording Options for the selected
mode. For example, if you select Piconet recording mode, BT Tracer will
use the options from the Piconet page in the Recording Options dialog box.

6.1 Recording Modes

Pressing the down-arrow on the Record button displays a menu with four
Recording Modes:

fr Picanet Recording Mode
@% Inquiry Recording Mode

én EMTrainer Recording Mode

ﬂ IUT:HCI Recording Made

Selecting one of these modes tells the analyzer what sets of Recording
Options it should use when you begin a recording.

Note: Selecting a Recording Mode from the menu does not cause the
analyzer to begin recording. To begin recording, you must press the
Recording button itself.

Piconet recording
Selecting Piconet, configures BT Tracer to record piconet traffic using the
parameters set in the Piconet page in the Recording Options dialog box.
When you begin recording in this mode, BT Tracer will to try to synchronize
to a piconet that matches the Piconet parameters set in the Recording
Options. The recorded traffic is captured off-the-air.

Note: When BTTrainer is active Piconet mode is disabled as the system is
monitoring the BT Trainer's activity

Inquiry recording
This mode configures BT Tracer to record Inquiry traffic. When setting the
BTTracer to Inquiry recording, the system is ready to perform a Bluetooth
'General' or 'Dedicated' inquiry, according to the parameters specified in the
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"inquiry' page of the Recording Options. The recorded traffic would consist
the transmitted packets as well as the responses received from Bluetooth
devices in the area. As in the case of Piconet recording mode, when
BTTrainer is active this mode is disabled as the system is monitoring the
BTTrainer's activity.

BTTrainer mode
Configures BTTracer to record BT Trainer traffic. BT Tracer is "forced" into
this mode when the BT Trainer is activated. Here the BT Tracer is dedicated
to monitor the traffic received and transmitted by BTTrainer. Though
BTTracer remains non-intrusive and does not generate any transmitted
traffic, the BT Trainer can be an active member of the piconet.

In this mode the BT Tracer can also record the HCI traffic (commands and
events) flowing between the application and the CATC's Bluetooth
baseband. If the HCI traffic is enabled through the Recording options, the
BTTracer includes it in the generated trace at the end of the recording
session.

Once the BT Trainer application is closed, the BT Tracer exits this mode,
returning to one of the 'stand-alone' mode.

IUT:HCI mode
Configures the system to exclusively record HCI traffic from IUTs. This
recording mode bypasses the analyzer: HCI traffic from the IUT is recorded
directly by the analyzer software without going through the analyzer. This
means that you can record HCI traffic even if the analyzer is not turned on.

To record HCI traffic, first enable the recording of HCI traffic from IUTs.
You do this in the HCI page of the Recording Options dialog. Then set the
recording mode to something other than [IUT:HCI. If you want to prevent the
recording of HCI traffic from IUTs, disable it in the HCI page of the
Recording Options dialog.

6.2 Opening the Recording Options Dialog Box

To open the Recording Options menu, click El on the Tool Bar or select
Recording Options under Setup on the Menu Bar.
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You see the Recording Options window. By default, the Piconet options

page displays:
x
General Piconet | Inquiry I HCI I Ewents I Actions I
¥ | Chaririel 1 ¥ Charinel 2
Aszsignment; Aszsignment;
Channel 1 iz set to track Piconet A. 7 Follow Ficonst &
& Track Piconet B
Frequency Hopping Frequency Hopping
%' Stay with Basic Hopping % Stay with Basic Hopping
= Follo &FH: 7 Follaw &FH:
LT _Addr Al Set LT _Addr Al Set
Initial Fask: Hone Sl Iitial f ask: Hone Sl
Sequence; Sequence;
I?S Hops Standard 'l I?S Hops Standard 'l
Synchronization Synchronization
Method: Method:
IF'age Sync & Record j IF'age Sync & Record j
M aster™ Page Target/Slave: = M aster™ Page Target/Slave: =
=) |000102000003 h EIIDDD4DBDDDDDB vl =) |000102000003 j EIIDDD4DBDDDDDB j
= [MSB->L5E) = [MSB->L5E)
Logz-of-gpnc Timeout [1-30 sec]: |5 Logz-of-gpnc Timeout [1-30 sec]: |5
™ Force Re-Synchronization ™ Force Re-Synchronization
Additional Settings Additional Settings
™ Show Paging Traffic V' Fallow Anonirmity " Show Paging Traffic V' Fallow Ananirmity
Save... | Save Az Default | Load... |

ok | Cancel |

You will need to set options for each of the Recording Options pages.
Generally, it is best to begin with the General and Piconet pages where you
can set the type of recording, and then move on to the Events and Actions

pages where you can set triggering events.

6.3 Recording Options - General

The General page controls the length of a recording and how it begins and
ends. Itis shown in the previous illustration. The General page display four
boxes marked Recording Type, Buffer Size, Trigger Position, and Options.

Recording type
The Recording Type box presents options that control how
BTTracer begins and ends a recording. The options are:
Snapshot, Manual Trigger, and Event Trigger.

Snapshot

— Recording type—|
" Snapshat
" Ewent Trigger

A Snapshot is a fixed-length recording whose size is determined by the
"Buffer Size" box in the Recording Options dialog or by a manual click of
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the Stop button. Recording begins by clicking REL Recurd:Pic.:.net|v on the
Tool Bar and ends when either the selected buffer size is filled or you press
the Stop button.

Manual Trigger
A Manual Trigger recording is a one that is manually begun and ended.
Recording is begun by pressing REL Recnrd:Picanet|v| on the Tool Bar.
Recording continues in a circular manner within the limits set by the buffer
size. Recording ends when @ is clicked on the Tool Bar or the Trigger
button is pressed on the analyzer's front panel. If you press the Trigger
button, recording will continue until the post-trigger memory has been
filled.

Event Trigger
An Event Trigger recording is one that uses an event trigger to end the
recording. Before recording begins, you define the event trigger in the
Trigger Options dialog box. You begin the recording by clicking
REL Record:Picanet *| on the Tool Bar. Recording continues in a circular
manner within the limits set by the buffer size. Once the trigger event
occurs, some post-trigger recording occurs, then the recording ends.

Note In this mode, the recording can be stopped manually in the same way as for
"manual trigger" mode.

Options
The Options box contains two options:
Beep When Trigger Occurs FOptions
Will cause the PC to beep when a trigger event
has occurred. [T Beep'when Trigger Ocours
[T Save Extemnal Interface Signals

Save External Interface Signals
Will enable BT Tracer to record input signals from a breakout board as fields

in a trace.

Buffer Size Euffer Size
The Buffer Size box has a slide bar for adjusting the 1.000 ME
recording buffer size from 0.4 megabytes to 512 SRR
megabytes. .

The Recording Type option determines how this buffer is used. Although
there are 512 megabytes of physical memory in the analyzer, the efficiency
of the recording ranges from 2:1 to 4:1 ratios of physical memory to actual
Bluetooth traffic. Shorter Bluetooth packets yield a less efficient recording.
The non-traffic portion of physical memory is utilized for control and timing
information.
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Note The scale is not linear and affords more granularity in the smaller buffer sizes.

Trigger Position
The Trigger Position slide bar sets the amount of Trigger Position
post-trigger recording that BT Tracer will perform. It 512 ol i i
also allows adjustment of the location of the trigger o
within the defined buffer. You can adjust the j
Triggering Position between 1 and 99% post-Trigger.
Trigger Position is available only when Manual Trigger or Event

Trigger is selected as Recording type.

As an example, if the buffer size is set to 16MB, then for the following
Trigger Position settings, the amount of pre- and post-Trigger data is

* 95% post-triggering: 0.8MB pre-trigger, 15.2MB post-trigger
*  75% post-triggering: 4MB pre-trigger, 12MB post-trigger

* 50% post-triggering: 8MB pre-trigger, SMB post-trigger

* 25% post-triggering: 12MB pre-trigger, 4MB post-trigger

* 5% post-triggering: 15.2MB pre-trigger, 0.8MB post-trigger

Note When a Trigger occurs, recording continues until the post-Trigger amount of the
buffer is filled.

Debug

Enable CATC debug file
Checking this box enables the creation of a file that can be used by CATC
Support to aid in debugging. This option should always be disabled unless
you are requested to enable it by CATC personnel.

6.4 Recording Options - Piconet

The Recording Options dialog box has two pages for configuring how
Bluetooth traffic is recorded: Piconet, which configures piconet recording
sessions, and Inquiry which configures inquiry recording sessions.

For recording in Piconet mode, the Piconet page lets you specify the type of
piconet you will be recording and how BTTracer should synchronize and
record the piconet.

The Piconet page divides into a right and left half. Each half displays a set
of options for configuring a BT 7racer probe. The right-hand set of options
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will be greyed out unless you have a second BT Tracer probe installed in the
right UPAS slot and the system is set to BT1.1 mode.

«
General Piconet |Inquwry| HCI | Evantsl Actinnsl
¥ Charinel 1 ¥ Charrel 2
Aggighment: Aszighment:
Channel 1 is set to track Piconet A, " Follav Piconet &
& Track Piconet B
Frequency Hopping Frequency Hopping
% Stay with Basic Hopping &' Stay with Basic Hopping
€ Follow AFH: " Follaw AFH:
LTl A1 Get LT_gddr Al et
Irittizl sk Hore i Iritial Fzsk: Hane G
Sequence: Sequence:
I?S Hops Standard ™ I?S Hops Standard 'l
Synchronization Spnchronization
Method: Method:
IF’age Sync & Record j IPaga Sync & Record j
Master™ Page Target/Slave: = Master.** Page Target/Slave: >
= [D00102000003 | 2000406000006 - | = (000102000003 | =[000406000006 =]
= [MSB->LSE] = [MSB->L5B]
Loss-of-sync Timeout [1-30 sec] i1 Loss-of-sync Timeout [1-30 zec) |5
™ Foree Re-Synchronization I~ Force Re-Synchironization
Additional Settings Additional Settings
I Show Paging Traffic Iv Fallows Ananimity [ Show Paging Traffic ¥ Fallows Anaririty
Save... | Save Az Default | Load... |
oK | Cancel

Channel 1 and Channel 2
Each Channel represents a BT 7Tracer probe. The checkboxes enable/disable
the piconet options listed below them. For UPASs with only the left side

BT Tracer probe, the Channel 2 options will be greyed out and the checkbox
for Channel 1 should be checked.

If you have two probes, the second channel is going to be available for
selection.

When using BT 1.2 configuration with two probes present, Channel 1 is set
to follow the AFH while Channel 2 is set to track the basic hopping. To set
the analyzer to BT 1.2 configuration, select Setup > System Configuration
> BT004MA/BT005MA BT1.2 (BTTracer Only).

Assignment
This setting tells the analyzer which piconet to record. With a two probe
system, you can record traffic from two different piconets (Piconet "A" and
Piconet "B") or traffic from a single piconet (Piconet "A") with different
hopping sequences.
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Frequency Hopping
Stay with Basic Hopping - Configures the probe to use the Basic Hopping
sequence as defined by the Bluetooth 1.1 specification.

Follow AFH - Configures the probe to use the Adaptive Frequency Hopping
sequence as defined by the Bluetooth 1.2 specification.

Set... - Opens a dialog box for selecting the channels you would like
BTTracer to use.

LT_fddr to follow: aLL - m
Cancel

Ilﬁ

™ Start with Predefined Channel Map:

Add..
79 Hops FFFFFFFEFFFFFFEFFFEE

MFA's BT Device DO0OOFFFFFFFFFFFEQOD Edit.
Joe's BT Headset DOOOOFFFFFFFFFFFFFFF

Delete

LT_ADDr to Follow: Select devices to be followed.

Start with Predefined Channel Map: Tells BT 7racer whether
to use the selected channel map from the table. Select an AFH
sequence from the list, check Start with Predefined Channel
Map, then click OK.

Add ...: Opens a dialog box for selecting multiple channels. You
can shift-click or control-click to select or deselect multiple
channels. Add a name to the box marked Name and then click OK
to close the dialog box and keep your selection.

Add AFH Mask - Channel 2 x|

Name:
ISelgy's BT Headsef

Mask: *

I?FFFFFFFFFFFFFFFFFFF * [Hes. Most significant bit must be zero]
0- 2402Mhz 10- 2412Mhz 20 - 2422Mhz 30 - 2432Mhz 400 - 2442Mhz 50 - 2452Mhz B - 2462Mhz 70- 2472Mhz
1 - 2403Mhz 11 - 2413Mhz 21 - 2423Mhz 3 - 2433Mhz 41 - 2443Mhz 51 - 2453Mhz E1 - 2463khz 71 - 2473Mhz
2 - 2404Mhz 12 - 241 4he 22 - 2424Mhz 32 - 2434Mhe 42 - 2444Mhz 52 - 2454Mhz E2 - 24B4Mhz 72 - 2474he
3 - 2405Mhz 13- 2418Mhz 23 - 2428Mhz 33 - 2438Mhz 43 - 2448hhz 53 - 2458Mhz E3 - 2466khz 73- 2475Mhz
4 - 240EMhz 14 - 241EMhz 24 - 2426Mhz 34 - 243EMhz 44 - 244EMhz 54 - 245E6Mhz E4 - 24BEMhz ¥4 - 247EMhz
5 - 2407Mhz 15- 2417Mhz 25 - 2427Mhz 35- 2437Mhz 45 - 2447hhz 55 - 2457Mhz E5 - 2467hhz 75 - 247 7Mhz
E- 2408Mhz 16 - 2418Mhez 26 - 2428Mhz 36 - 2438Mhez 4E - 2448Mhz 56 - 2458Mha BE - 2468Mhz 76 - 2478Mhz
7 - 2409Mhz 17 - 2419Mhz 27 - 2429Mhz 37 - 2439Mhz 47 - 2449hz 57 - 2459Mhz E7 - 2469Mhz 77 - 2479Mhz
8- 2410Mhz 18 - 2420Mhz 28 - 2430Mhz 38 - 2440Mhz 48 - 2450Mhz 58 - 2460Mhz B8 - 2470Mhz 78 - 2480Mhz
9- 2411Mhz 19- 2421Mhz 29- 2431 Mhz 39 24d1Mhz 43 - 2451 Mhz 53 - 2461Mhz B3 - 2471Mhz

Mote: Marked channels are enabled for hopping
ar I Cancel |

2

Edit .... Opens the dialog box shown above and lets you change the
current settings.

Delete: Deletes the selected AFH sequence.
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Sequence

The Hop Sequence menu presents the following three options:

* 79 Hops Standard - This is the option used for = . erce

most recordings. [73 Hops Standard  ~ |
79 Hops Standard

* Reduced Hop - Restricts BT Tracer to five hop  |Reduced Hop
frequencies defined in the test mode Fiied Frequency
specification of the Bluetooth Specification. When Reduced Hop
or Single Frequency is selected, the Sync method is set to Test
Mode and cannot be modified by the user.

* Fixed Frequency - Allows the transmit and receive frequency
ranges to be specified. Selecting this option highlights the "DUT
Xmit" and "DUT Recv" text boxes. When Reduced Hop or
Single Frequency is selected, the Sync method is set to Test Mode
and cannot be modified by the user.

Enter values into the two text boxes to the set the transmit and
receive frequency ranges:

* DUT Xmit Freq, MHz (+2402) — Allows the setting of the
transmit signal for the Device Under Test

* DUT Recv Freq, MHz (+2404) — Allows the setting of the
receive signal for the Device Under Test

Synchronization Method

To record Bluetooth traffic, BT Tracer needs to  swmstrieation
. . . Method:
synchronize to the piconet under observation. Page Sy & Flosard H
BTTracer does not participate in the piconet acive Sy Recard
. . Page Sy Recor
and behaves as a passive listener. It needs,
however, to communicate briefly with the devices in the piconet to learn the

Master clock and frequency hopping sequence.

Synchronization Method options let you configure how BT Tracer
synchronizes to the piconet under observation. There are three options:

* Sync and Record
» Passive Sync & Record
» Page Sync & Record

Note If the selected Hop Sequence is "Reduced Hop" or "Single Frequency," the Sync
Method is set to "Test Mode" and cannot be modified by the user.
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To the right of the Sync Method menu are two menus which let you select
or enter address for the devices in the piconet:

Master Address - Presents a drop-down list of Master devices found
previously. You can also enter address values in this box.

Page Target -- Presents a drop-down list of Page Target devices found
previously. You can also enter address values in this box.

Between the two text boxes is the following button:

QI - Swaps the Master and Page Target addresses.

When to Use the Different Piconet Recording Modes
Page Sync & Record is the preferred option and should be used whenever
possible. If Page Sync & Record can not be used, then Sync & Record
should be used. Passive Sync and Record should be used only if the first
two options can not be used.

Sync & Record
Sync and Record works just like "Page Sync and Record" except that
BTTracer takes its sync data directly from the Master instead of the Slave
devices. With Sync and Record, BT Tracer conducts a General Inquiry to
get hop frequency and clock information from the Master. BT Tracer then
waits to detect piconet traffic from the Master device’s piconet. When the
piconet is established, BT Tracer is able to synchronize to the Master and
beginrecording. Incontrastto "Page Sync and Record", "Sync and Record"
can be run with or without an established piconet.

Note This mode can only be used to find master devices that support Inquiry Scan.

To perform a "Sync and Record", follow the steps below:

step1  Turn on the Bluetooth devices under observation, and set up the
master device so it is ready to respond to Inquiry scan. For a typical
recording, ensure that the Master and Slave device(s) are not yet
connected.

step2 In the Modes tab under Recording Options, enter the Master
Device’s address.

step3  Start BT Tracer recording by pressing the

REL Record:Ficonet -
Record button on the toolbar.

step4 When the analyzer is able to Sync up to the Piconet Master Clock,
the Green Sync LED in the BT Tracer front panel will start
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blinking.
step5 Establish connection between the Bluetooth devices under analysis.

step 6 When BTTracer senses Piconet traffic, the Green Sync light goes
ON solid, recording starts and the status bar in the bottom of the
analyzer screen shows activity.

Recording may be stopped manually or when the recording buffer is filled.

Note After the Sync light starts blinking, a connection between the Bluetooth
devices should be established within one (1) minute.

Passive Sync & Record
Passive Sync and Record is used in situations where the Master device and
slave devices do not support Inquiry Scan mode. When selected, BT Tracer
enters Inquiry Scan and Page Scan mode and waits for a page from the
Master device. When the piconet Master pages BT Tracer, BT Tracer
obtains the information necessary for synchronization and then attempts to
synchronize to the piconet controlled by that Master.

"Passive Sync and Record" is designed to be used with established piconets
or private device networks.

Running "Passive Sync and Record" with Established Piconets
For most situations, "Passive Sync and Record" will be run after a piconet
has been established. The steps are as follows:

step1  Establish a connection between two or more Bluetooth devices.
step2 Under General Recording Options, select "Passive Sync & Record."

step3 Under the Modes tab in Recording Options, enter the address for the
piconet’s master device.

step4 Make up an address for BT Tracer and enter it into the Page Target
address in the Modes tab in Recording Options. Make sure you do
not select an address for any other local device.

step5 Press the record button on the toolbar in

. . REL Record:Piconet -
BTTracer to start a recording session.

step 6 If necessary, have Master "discover" BT Tracer through a General
Inquiry.

step7 From the Master device, initiate a page to BT Tracer’s address. This
action will enable BT Tracer to synchronize to the piconet. However,

the analyzer will not complete the page sequence from the Master.
This will cause the Master to time out in this request.
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step8 At the end of this sequence, the green Syne light will go on solid,
recording will begin and activity will be displayed on the status bar
in the bottom of the analyzer screen.

Running "Passive Sync and Record" with Private Device Piconets
Because private device networks do not allow other devices to join the
network, BT Tracer needs to temporarily assume the identity of a slave in the
network in order to join that network. To do this requires disabling the slave
and beginning the operation without an established piconet. The following
steps show the process.

step1  Turn the Master device on and the slave device off. You need the
slave device turned off so that BT Tracer can take its place in the
piconet.

step2 Enter the slave’s address into BT Tracer’s "Page Target" field in the
Modes tab in the Recording Options dialog box.

step3 Run "Passive Sync and Record." The Master will then page the
slave’s address and BT Tracer will be able to sync.

step4 When BTTracer synchronizes to the Master, turn the slave back on.
When the Master re-pages the address the slave is admitted into the
private network. Since BT Tracer is passive in this mode, the slave
and BTTracer do not conflict over the shared address. BTTracer is
then able to record the traffic between the Master and slave.

Page Sync & Record
"Page Sync and Record" is the recommended method of recording. "Page
Sync and Record" should be implemented before a piconet is established.
This mode causes BT Tracer to perform a General Inquiry and collect sync
information from the specified slave device when it responds. BTTracer
then waits for the Master to begin paging the Slave devices. When paging
begins, BT Tracer synchronizes to the Master and begins recording.

Note In order for this mode to work, the intended Slave must support "inquiry scan".

The following steps describe the simplest way to use this mode:

step 1 Place both the "intended master" as well as its first "intended slave"
into inquiry scan mode.

step2 Have BTTracer perform a General Inquiry. You do this by pressing
the BT Neighborhood button

step3  After the General Inquiry completes, the addresses will populate the
menus marked Master Device and Page Target. Select or enter the
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addresses for both your Master Device and Page Target.

step4 Click OK at the bottom of the window to close the Recording
Options dialog box.

Step5 Press the REL Record:Ficonst v| button found on BTTracer's
toolbar. After approximately 20 seconds, the "SYNC" light
on the front of BT Tracer will begin to flash, meaning that
BTTracer has acquired all the information it needs to fully
synchronize with the piconet about to be established. At this
point, you should establish the piconet using the devices
previously defined as master and slave.

Note Inquiry Timeout is configurable (0 to 80 seconds) in the Recording Options
General page.

step 6 When the piconet is established, the "Sync" light on the front of
BTTracer will change from flashing to solid, indicating that
BTTracer is fully synchronized to the piconet and is currently
recording all traffic within that piconet.

Note If the "sync" light on the front of BT Tracer does not change from
flashing to solid it means that BT Tracer did not synchronize with the
piconet when it was established.

Loss of Sync Timeout (1-30 secs)

This value specifies the amount of time that BT Tracer will wait for piconet
traffic before determining that synchronization has been lost.

Force Re-synchronization

"Force Re-Synchronization" forces BT Tracer to re-synchronize at the
beginning of each "Sync & Record," "Passive Sync & Record," or "Sync &
Record" operation. By default, "Force Re-Synchronization" is disabled
(i.e., unchecked).

Unchecking the "Force Re-Synchronization" checkbox tells BT Tracer to
use its existing data on Bluetooth devices, thereby bypassing the
synchronization process and saving a few seconds from the beginning of the
trace. If you know that BT Tracer’s data is correct, you can uncheck this
checkbox and cause BT Tracer to try to use the existing data. If the data is
incomplete or incorrect, however, BT Tracer will automatically perform a
refresh.

To examine BTTracer’s Bluetooth data, open the Device List (View >
Device List).
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Show Paging Traffic
Show Paging Traffic causes BT Tracer to capture paging traffic between the
Master and Page Target devices. This option is used only with Page Sync
and Record Mode.

Follow Anonymity
Allows BT Tracer to follow devices that are using anonymity mode.
Anonymity mode is an addressing mode in which devices are assigned
Bluetooth addresses based on a pseudo-random value. Anonymity mode is
defined in the Bluetooth 1.2 specification.

Advanced ...
The Advanced button opens a dialog box with additional
piconet settings:

2]

Recording Options: Piconet - Advance Settings

~ Channel 1
[V Follows Master/Slave Switch

[~ Match Clock Rate

Tirmeout [0-80 sec]; |5
|5?

Correlation Walue [33-64):

= Channel 1
[¥ | Follovs b aster/Slave Switch

I~ Watch Clock Rate

Tirneout [0-80 sec]; |5
IE?

Carrelation Value [F3-64]:

— Initial De-whitening State | nitial De-whitening State
&+ On O & [y ff
— Sunc Window - = Sune binda -
Marraw "wide Wamaw ide
oK | Cancel I

Follow Master/Slave Switch
If enabled, this option allows BTTracer to follow a role switch between a
Master and Slave. This capability allows BT Tracer to keep track of changes
in a device’s role when it changes from one role to another.

BTTracer is able to follow a role change by listening to the Slave device’s
Bluetooth clock and hop frequency as soon as it becomes a Master.
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Match Clock Rate
Match Clock Rate is a useful option if the Master device’s clock is
inaccurate. Match Clock Rate causes BT Tracer to do a General Inquiry to
determine the Page Target's clock rate prior to synchronizing to the piconet.
If unchecked, BT Tracer will begin piconet synchronization without first
doing a General Inquiry.

This option only works with Page Sync and Record mode.

Timeout (0-80 secs)
Default value for Inquiry Timeout is 20 seconds.

Correlation Value (33-64)
This value tells BT Tracer how many bits in the sync word of each received
packet must be matched in order for BT Tracer to consider the packet valid
and start recording.

This value specifies how long BTTracer should perform the Inquiry process
for the General (unlimited) and Dedicated (limited) recording modes. After
the specified time has elapsed, BT Tracer will illuminate the trigger light on
the front of the analyzer.

Initial De-whitening State
De-Whiten On -- Turns on De-Whitening

De-Whiten Off -- Turns off De-Whitening
This setting controls the initial de-whitening state.

If " De-Whitening Off" is selected, BT Tracer will try to synchronize without
de-whitening the received packets, and assume that they were transmitted
un-whitened.

If" De-Whitening On" is selected, BT Tracer will use received packets to try
to synchronize while it is performing a de-whitening process that complies
with Bluetooth specifications.

This setting controls the initial state for the synchronization. After
BTTracer has synchronized to the piconet, it will try to follow changes in
the whitening scheme and dynamically track whitened and non-whitened
traffic.

In case a recording was stopped and you want to restart a recording session
of the same piconet, you should remember that BT Tracer might still be
synchronized to the same piconet. As BTTracer dynamically follows
whitening scheme changes, it will not use the initial de-whitening state.
However, if you want to force an initial de-whitening state, check the "Force
Re-Synchronization" flag.

88



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

Sync Window
The Sync Window slide bar controls the amount of time that BT Tracer
should wait between receiving an Inquiry Response (which will cause the
Sync LED to blink) and detecting Master-Slave piconet traffic (which will
cause the Sync LED to turn solid.)

M arraw lide

Sunc Window '] o

A "Narrow" setting means that the wait time will be minimal, a "Wide"
setting means it will be "maximal." The default is "Narrow" and this is
suitable for most recordings. However, if significant drift occurs between
BTTracer’s clock and that of the Master, BT Tracer may not be able to sync
properly to the piconet. Under these conditions, you should move the slide
bar towards the "Wide" Setting. The slide bar has five discrete settings.

After sync is established, BT Tracer will remain in sync as long as there is
piconet traffic.

6.5 Recording Options - Inquiry

The Inquiry page configures how BT Tracer records Inquiry traffic. Two
main options are presented in the Synec Method drop-down menu: General
(Unlimited) Inquiry and Dedicated (Limited) Inquiry. These options tell
BTTracer what kind of Inquiry traffic it should expect to record.

This page includes settings only for Inquiry recording and BT
Neighborhood.

General (Unlimited)
"General" means "General Inquiry" and is used to search for ALL Bluetooth
devices that are within range, for the amount of time specified in the Inquiry
Timeout field. Completion of the inquiry process is indicated by
illumination of the "trigger" light on the front of the analyzer. All
responding packets will be displayed when data upload from the analyzer
completes.

Dedicated (Limited)
"Dedicated" means a specific class or group of Bluetooth devices
(designated by the DIAC field of the Recording Options dialog). Selecting
"Dedicated" causes BT Tracer to search for all devices from a specific class
or group that are within range, for the amount of time specified in the
Inquiry Timeout field. Completion of the inquiry process is indicated by
illumination of the "trigger" light on the front of the analyzer. All
responding packets will be displayed when stop is selected.
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Timeout (0-80 secs)
Default value for Inquiry Timeout is 20 seconds.

Correlation Value (33-64)
This value tells BT Tracer how many bits in the sync word of each received
packet must be matched in order for BT Tracer to consider the packet valid
and start recording.

This value specifies how long BT Tracer should perform the Inquiry process
for the General (unlimited) and Dedicated (limited) recording modes. After
the specified time has elapsed, BT Tracer will illuminate the trigger light on
the front of the analyzer.

BT Neighborhood
These options configure how the BT Neighborhood command behaves. BT
Neighborhood is a utility that performs an Inquiry and then lists the local
devices that it discovered.

* Use Default settings -- Sets the analyzer to record a General
Inquiry with an Inquiry Timeout of 11 seconds.

* Match 'Inquiry' Recording Settings -- Sets the analyzer to use
the settings you chose above under Hop Sequence, Inquiry Type,
and Additional Settings.
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6.6 Recording Options - HCI

The HCI property page lets you include/exclude HCI traffic from the
BTTrainer or Implementations Under Test (IUTs) into the trace. HCI traffic
consists of commands and data that are sent from the host to the controller
and events and data sent from the host to the controller. By default, this
option is disabled - meaning that HCI traffic is not shown in the trace.

x
Genelall Piconetl Inquiy  HCI |Events| Actionsl
r— Implementation Under Test [IUT]
Configurations Lizt:
Mame | Controller -» Host | Host -» Controller | Rate |
UT X1 Com2 COK1 115200 bps
[11UT Lab COM4 None 128000 bps
FUT (A)ineaid) None COM3 57600 bps
Addd Edit Delete
BT Trainer(tm]
¥ Enable HCI Trace import
Save. | Save As Default | Load... |
oK Cancel |

These settings are relevant only for BT Trainer mode, where the BT Tracer
is monitoring the BT Trainer. The Internal HCI traffic of BT Trainer can also
be recorded.

HCI Trace
Using the analyzer's hardware and radio module, the BT Tracer can record
serial Bluetooth HCI traffic from Bluetooth devices, or "IUTs"
(Implementations under test).

While the off-the-air traffic and HCI traffic from BT Trainer™ (if active) are
captured by the analyzers hardware, the HCI Traffic from the [UTs is
captured by the analyzer application using an HCI probe (provided by
CATC) that is connected directly to the IUT hardware. In a typical setup, the
HCI commands and data to transmit are passed from the Bluetooth
application to the Bluetooth baseband (Host to Controller), while events and
data that was received are passed from the Bluetooth baseband to the
Bluetooth application (Controller to Host).
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To capture the data, the HCI Probe should be connected to the respective
'Host to Controller' and 'Controller to Host' lines. When the recording of the
IUT's HCI is enabled and the application starts a recording, the serial data is
captured as incoming serial data. For this, up to two COM ports should be
configured for each IUT.

Probe setup is described in Section 2.8, “Installing the HCI Probe” on
page 18.

Recording HCI Traffic

To capture the data, the HCI Probe should be connected to the respective
'Host to Controller' and 'Controller to Host' lines. When the recording of the
IUT's HCI is enabled and the application starts a recording, the serial data is
captured as incoming serial data. For this, up to two COM ports should be
configured for each IUT.

step1  Connect the IUT to the PC that is running BT Tracer
following the steps outlined in the previous section.

step1  Click the down-arrow on the Record button and

select IUT HCI. REL Record:IUT HCI -

This is the only recording mode supported by BTTracer. This mode configures
BTTracer to exclusively record HCI traffic from IUTs.
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step2 From the menu, select Record > Recording Options.

The Recording Options dialog box opens showing the HCI page.
zl
Generall Piconetl Inquiry  HCI |Events| Actionsl

r— Implementation Under Test [IUT]
Configurations List:

ame ontroller -> Host ozt -» Contraller ate
N | Controller > Host | Host > Contioller | R |
0T =1 COM2 COmM1 115200 bps
[J1UT -Lab COM4 Hone 128000 bps
FAUT [)evealid) MNone COM3 57600 bps
Add... Edi.. Delete
BT Trainer(tm]

V¥ Enable HCI Trace import

Save... | Save Az Default | Load... |

ok | Cancel |

Step 3 Click Add ....

The following dialog box will open:

x
M ame:
IDevice 1|
— COM Ports Cancel |

Contraller->Host: IEDM1 VI
Hogt-» Contraller: ICDME vI

r Pratocal
& J&RT ¢ RS232  { BlueCore

Baud R ate [bps]: Im
Parity: Im
Data Bits: m
Stop Bits: Iﬁ

step4  Enter the information appropriate to your setup for each of
the IUTs:
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Name - Symbolic name of the IUT given by the user, for easy
identification.

Host => Controller Com port - The port that is used for the
capturing of the down-link traffic.

Controller => Host Com port - The port that is used for the
capturing of the up - link traffic.

Rate - the bits per second rate the com ports are configured for.

The list displays three possible states for each one of the entries:

Step 5

Enabled - The HCI traffic from the IUT is going to be recorded.
Disabled - The HCI traffic from the IUT is not going to be
recorded.

Invalid - The analyzer failed in opening the COM port for accessing
the IUT, with the listed parameters. In this case, you should refer to
Windows configuration of the COM ports or check whether the
same COM port(s) is (are) used by other applications in the host
machine or that the parameters are set correctly.

Click OK to close the Add HCI Trace Configuration dialog box.

The information you entered will appear in the HCI Page.

5I
General | Piconet | Inquiry HCI | Events | Actions |
—Implementation Under Test (IUT)
Configurations List:
Marme | Controller -> Host I Host -» Controller | Rate I
0T =1 COM2 CoM1 115200 bps
[1UT Lab COM4 None 128000 bps
FUT (a)nvalid) None COM3 57600 bps
Add Edit DEelete
BT Trainertm]
¥ Enable HCI Trace import
Save | Save As Default | Load |
0K Cancel

The following description explains the fields in the HCI Trace
Configuration dialog box:

Name - Symbolic name for easy identification of the device and connector.
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Controller -> Host - COM port used for monitoring the HCI traffic from
the application to the bluetooth baseband.

Host -> Controller - COM port used for monitoring the HCI traffic from
the Bluetooth baseband (Controller) to the application (Host).

Rate - Sets the maximum rate in bits per second (bps) that you want data to
be transmitted through this port.

Data Bits - Changes the number of data bits you want to use for each
character that is transmitted and received. The computer or device you are
communicating with must have the same setting that you choose here. Most
characters are transmitted in seven or eight data bits.

Parity - Changes the type of error checking you want to use for the selected
port. The computer or device you are communicating with must have the
same setting that you choose here. You must choose one of the following:

* None - No parity bit will be added to the data bits sent from this
port. This will disable error checking.

* Even - Parity bit is set to 1 if it is needed to make the number of
ones in the data bits even. This will enable error checking.

* 0Odd - Parity bit is added if it is needed to make the number of ones
in the data bits odd. This will enable error checking.

* Mark - Parity bit is added but is always set to 1.
Stop Bits - Changes the time between each character being transmitted
(where time is measured in bits).

step 6 Click OK to close the Recording Options window and
activate the recording options you selected.

At this point, BT Tracer will be ready to record.
Starting the HCI Recording

Once the HCI probe has been connected and the Recording Options have
been configured, you can begin recording HCI traffic. To start a recording,

step1  Be sure that IUT Recording Mode is
selected on the Record button . REC Record:IUT HCI ~

step2 Click the Record button (i.e. the button itself, and not the
down-arrow.)

BTTracer starts to record the Bluetooth traffic immediately using the settings from
the HCI page in the Recording Options dialog.
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Step 3

Step 4

Step 5

Click @I to end the recording.

When the recording session is finished, the bus traffic is saved to the hard drive as
a file named data.tfb or whatever name you assign as the default filename. While
the file is being saved, you should see a brown progress bar at the bottom of the

screen. When the bar turns white, it indicates that the data has been saved to disk.

To save a current recording for future reference, Select Save As
under File on the Menu Bar.

OR
Click | = | on the Tool Bar.
You see the standard Save As screen.

Give the recording a unique name and save it to the
appropriate directory.

Editing an HCI Trace Configuration
To edit the HCI trace configuration,

Step 1

Step 2

In the HCI page of Recording Options, click Edit.The Edit
HCI Trace Configuration dialog appears.

Change the data in the data fields according to your desired
changes, and click OK. The changes are reflected in the
Extern page of Recording Options.

6.7 Recording Options - Events

If you have selected Event Trigger mode under the General tab in the
Recording Options screen, you may now select specific Bluetooth events
using the Events tab on the Recording Option Screen. You can also use the
Actions tab to define specific event sequences that will trigger BT Tracer to
record a Bluetooth session.

In addition, the Events and Actions screens allow you to specify which
packets you want to include or exclude from the recording.
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* Click the Events tab on the Recording Options screen.

You see the Event Groups window:

x
Generall Piconetl Inquir_l,ll HCI Events |Acti0ns|
— Event Group:
—Header #1
[IPayload Headers Packet Type: IDon't care 'l I= SEON
[ 1D ata Pattern I': ?FDQ\:T"
ClEnars AM_ADDR: [ ;
: ¥ Dion't care
[ 1Extemal Input signals
—Header # 2
Packet Type: IDon't caIe jv I~ SEGN
|
AM_ADDR: I— 7| FLT
¥ Dion't care
—Header # 3
Packet Type: IDon't care 'l I~ SEGN
[ ] F RN
FLOwW
AM_ADDR: :
Uncheck &l | L I Don't care
Select packet header fields
r—&dditional Timeslot Filtering
I Filter Empty Timeslats
[ Filter Timeslots om Packet Fileer
Save... | Save Az Default | Load... |
=0

The Event triggering and filtering options allow you to set event conditions
for errors and/or a variety of packet characteristics.

Clicking a check box causes further options to display in the right side of the
window.

Additional Timeslot Filtering
By default, BT Tracer records frequency hop and timestamp information for
all time slots in the Piconet under analysis, regardless of whether the time
slot contained a Bluetooth packet. This means that in instances where there
is little piconet traffic, BT Tracer will display row after row of empty packets
-- each representing an empty time slot. Through the use of timeslot
filtering, these empty packets can be filtered out. Filtering out this
information has the benefit of freeing memory so that more traffic can be
recorded.

97



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

Filter Empty Slots
If "Filter Empty Slots" is checked, BT Tracer will exclude all empty time
slots from a recording except for those that lie immediately in front of
Bluetooth communications packets. These remaining empty packets are
preserved to give timestamp and frequency hop reference data to the packets
that follow.

Filter Slots on Packet Filter
If filters are used to exclude FHS, DM1 or other packets, BT Tracer will
exclude these packets from a trace and mark their locations with empty
packets. The result can be rows and rows of empty packets. The option
"Filter Empty Slots" will not exclude these empty slots because they lie
immediately in front of Bluetooth communications packets - even though
those packets were not recorded. To eliminate these empty packets, select
"Filter Slots on Packet Filter."

Packet Headers
Clicking "Packet Headers" opens three sets of check boxes and menus on
the right that represent fields within packet headers: Packet Type, Active
Member Address, Flow Control, Acknowledgment, and Sequence Number.

* Select Packet Headers under Event Groups.

You see the Packet Headers window:
51

Generall F‘iconell Inquiwl HCI Events |Act\ons|

— Event Group:
M Packet Headers
[ 1Pavload Headers

- Header #1

Packet Type: IDon't Care vl =/ SEAN

[ 1Data Pattemn F éI_HDQ\E"
CIE wors LT_#DDR: [ )
¥ Don't care

[ Estemnal Input signals
—Header # 2

Packet Type IDon't Care 'I I~ SEGN

" AREN
LT_ADDA: = RO
l_ [ Don't care

~ Header # 3

Packet Type: IDon't Care 'I I~ SEON

[ E eron
FLOA
LT_&DDR: ,
Unchesk Al | L ¥ Don' care
Select packet header fields
Additional Timeslot Filtering
I Filter Empty Timeslots
™ Filker Timeslats on Packet Filer
Save.. | Save &s Default | Load... |
E=
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Packet Type
The Packet Type drop down menu lets you select the following packet types
for filtering or triggering: NULL, POLL, FHS, DM1, DH1, HV1, HV2,
HV3/EV3, DV, AUX1/PS, DM3, DH3, EV4, EVS5, DMS, or DHS.

Select “Don’t Care” if you want BT Tracer to ignore this field.

LT_ADDR
(Logical Transport Address) The LT_ADDR is a three bit slave address. To
select packets from a particular slave device for filtering or triggering, enter
an address into the LT_ADDR text box. You can target up to three devices
using the three text boxes.

SEQN, ARQN, and Flow Control Bits
To set event conditions on SEQN, ARQN, and Flow control, uncheck
"Don't Care." Unchecking "Don't Care" sets the event condition to
SEQN=0 AND ARQN=0 AND Flow=0. This action also puts a checkmark
in the box marked "Packet Headers." A checkmark next to SEQN, ARQN,
or Flow changes the value of this field from zero to one. For example, if
SEQN is checked, the event condition becomes "SEQN=1 AND ARQN=0
AND Flow=0.

To cause BT Tracer to ignore this set of check boxes, choose "don't care."

Payload Headers

Clicking "Payload Headers" causes a series of options to display on the right
for setting conditions on payload headers. You will see two sets of options
- one for single slot packets such as DM1 packets and a second for multi-slot
packets such as DM3 packets. Within each set is a menu for the Logical
Channel and sub-options for Flow Control, and Payload length. These latter
two options allow you to modify searches based on the Logical Channel.
An example would be "Trigger on a start L2ZCAP message whose flow
control bit is 1 and whose data field length is less than 20."
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* Select Payload Headers under Event Groups.

You see the Payload Headers window

Recording Options : x|
Genelall Piconetl Inquiwl HCI Events |Actions|
r— Event Group:

—#1 [for single-clot pack:
[ 1Packet Headers a llorinclotpeche)
WP avload Headers L_CH: |Don't care hd

1D ata Pattern FLOW: €0 1 {* Dontcas
[IErrars

[]Estemal Input signals Length IE I
— # 2 [for multi-glot packets]

L_CH: |Dort care =

FLOW: 0 1 % Dontcas

Length: | = = I

Uncheck &l |

—Additional Timeslot Filtering
I Filter Empty Timeslots
™ Filter Timeslats on Packet Filter

Select payload header fieldz

Save.. | Save As Default | Load... |
Cancel |

L_CH (Logical Channel)
The "L_CH" drop down menu presents five options for
setting conditions on the Logical Channel:

iDon't care
00 undefined

M1 L2CAF continue
10 L2CAP start

11 LMP mezszage

* Don’t care

* 00 Undefined

* 01 L2CAP continue
* 10 L2CAP start

* 11 LMP message

Select "Don’t care" if you do not want to set conditions on Logical Channel.

Flow
Three "radio buttons" are presented for [FLow: © 0 © 1 & Dontcare]
setting conditions based on Flow control:

« 0
e 1

* Don’t care
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Flow works in conjunction with the Logical Channel (L_CH) menu - you
select an option from the L_CH menu and then select an option under Flow.

Select "Don’t care" if you do not want to set conditions on Flow control.

Length (in bytes)
Using both the drop down menu and the text box, you
can set conditions based on data field length. The Length IED

maximum length for a single slot packet is 29 bytes. The
maximum length for multi-slot packets is 339 bytes.

The drop-down menu gives you options for selecting
operators such as "greater than" and "equal to." The text box to the right of
the drop-down menu lets you enter values.

The Length option works in conjunction with the Logical Channel (L_CH)
menu - you first select an option from the L_CH menu and then select an
option under Length.

Data Patterns
Clicking "Data Patterns" causes a text box to
appear for entering patterns to be matched in the
raw payload data. Patterns of up to eight
hexidecimal bytes can be entered. i |

Data [ 8 bytes |

Errors
Clicking "Errors" causes check boxes to appear for setting conditions for
triggering or filtering based on packet/signaling/protocol errors. You can
select one or a combination of errors.

* Select Errors under Event Groups.
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You see the Errors window:

x
Eanerall F‘lcnnetl Inqulryl HCI Events |A:tlnns|
—Ewvent Group:
~ Ermor
[ |Packet Headers ;I
[IPayload Headers [~ CRC Errar
[]D1ata Pattern I~ HECErmor

MEios

DExtema\ Input signals I” FEC Enor

™ FEC Thieshold Exceedzd

[~ Invalid Packet Type
[ Header Length Error
I~ Payload Length Error
[ Spne Lost

-]

Uncheck &1 |

Select erors for iggering

— Additional Timeslot Filtering
™ Filter Empty Timeslots
I Fikter Timeslats on Packet Filter

Save.. | Save As Default | Load... |

Cancel |

Use any combination of the listed packet/signaling/protocol errors as a Trigger.

CRC Error
A CRC error in the packet data payload of the previous data packet.

HEC Error
An HEC (header error check) error in the packet header for the previous
Bluetooth data packet.

FEC Error
An uncorrectable FEC (Forward Error Correction) error in the packet
header for the previous Bluetooth data packet.

Threshold Exceeded
Indicates that the number of single-bit FEC errors detected since the current
recording started has exceeded the specified value.

Invalid Packet Type
An invalid value was detected in the 'packet type' field of the packet header
for the previous Bluetooth data packet.

Header Length Error
Indicates that a received Bluetooth data packet was terminated before all
bits of the packet header were received.
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Payload Length Error
Indicates that the payload of a received Bluetooth data packet was either
longer than expected, or that a Bluetooth data packet terminated before the
expected end of the payload data.

Sync Loss
When set, indicates that a loss of piconet synchronization occurred during
the frequency slot prior to this slot.

External Input Signals
Selecting "External Input Signals" causes the analyzer to trigger an external
signal is received through one of the ports on the back of the analyzer (Data
In/Out or Ext. In). If you are using the 25 pin Data In/Out port, connect a
cable from that port to a Break-out Board. Then connect pins on the
breakout board to a signal source.

x
Genelall Piconetl Inquiwl HCI Events |Actions|
r— Event Group:
CiPacket Hamiers = T Breakout Board [Edge Triggered)
[Payload Headers ™ Input 0 (TRIG IN 0
[ 1Data Pattern
[JErmors I Input 1[TRIG IM 1)

WE-temal Input signals

r~ Breakout Board Data 7:0 [Edge Triggered)

Match: [Hex]
Mask: [Hex]

— Rear Panel BMC Connector [Edge Triggered)

=] | T Inpuez (EXT IN)

Uncheck Al |

—Additional Timeslot Filtering
I Filter Empty Timeslots
™" Filter Timeslats on Packet Filer

Set BMC or breakout board input signals for tiggering

Save. | Save As Default | Load... |

Cancel |

Breakout Board (Edge Triggered)

The following names are derived from pins on the CATC-provided breakout
board.

* Input 0 (TRIG IN 0) - Selectable Edge triggered inputs. Will
trigger on any edge it detects. Note that only Datal - Data0 can
be recorded into the trace.
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* Input I (TRIG IN 1) - Selectable Edge triggered inputs. Will
trigger on any edge it detects. Note that only Datal - Data0 can
be recorded into the trace.

Breakout Board Data 7:0 (Edge Triggered) - Triggers on an 8-bit input
pattern on any of the breakout board pins marked Data 0 through 7.

Rear Panel BNC Connector (Edge Triggered)
» Input 2 (EXT IN): Selectable Edge triggered inputs. Will trigger

on any edge it detects.
6.8 Recording Options - Actions

The Actions screen allows you to specify the type of action that BT Tracer
should perform when it encounters the events specified in the Events

window.
Recording Options ) x|
Generall F'iu:c:netl Inquir_l,ll HCI | Events Actions |

= ]

Hr1[ HULL ]

Count1 [B5535]

® Countz [E5535]

Trigger

Filter Owrt

Restart

Save. . | Save Az Defaul | Load. .. |

Cahcel |

104



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

Action Buttons - Their Functions
The Action buttons in the right side of the window provide the means of
setting triggers, filters, and restarts. To set an action, you simply drag your
mouse from an Event to an Action. As described further on, this movement
will link the two via an arrow.

Trigger
The Trigger button enables event triggering.

Filter In/Out
The Filter In/Out button allows events to be filtered in or out of the
recording. Filtering provides a useful method of excluding data from the
trace so you can conserve recording memory.

Restart
The Restart button causes the two counters Countl and Count? to be reset
to zero. It also causes the search for event sequences to restart. Event
sequences are sequences of events that trigger the end of the recording.
Restart buttons provide you with a way of saying "If you see a sequence of
A, B, C, and D, then trigger. However, if you see X anywhere during the
sequence, restart your search."”

Countl, Count?2
Countl and Count2 are counters for specifying how many events must occur
before an event can cause a trigger. Counters allow conditions to be made
such as "Trigger after the 21st Poll packet" (see screenshot below).

The Actions window showing a condition based on a Poll packet and a
counter. This condition reads "Trigger after the 21st Poll packet."

@ RaPoly ] T

Count1 [21)]

=]

Trigger

&
Filter Out

Restart
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Connecting Events to Counters
To connect an event to a counter, click an Event button, then click one of the
two counter buttons. The Counter will reposition itself immediately below
the event. A line will the connect the counter to the Trigger button.

This latter connection between the Counter button and the Trigger button
occurs because counters always work in association with triggers. Counters
act as assistants to triggers.

Setting Multiple Conditions with Counters
You can create multiple event conditions by linking a counter to multiple
events or by linking two counters to two or more events.

Linking Multiple Events to One Counter - When two or more Events are
strung together and then connected to a counter, the event button that is
touching the counter gets counted. The example below reads "Trigger after
you see a sequence of a packet with the specified payload followed by a 21
null packets."

P Payoad Hdr1
[ Hdr1 POLL )

Count1 [21)]

=]

Trigger

&
Filter Out

Restart

Linking Two Events to Two or More Counters - If an Event is linked to
Countl and a second event is linked to Count2, it creates an "or" statement.
This statement reads "Trigger when Countl OR Count2 has reached their

specified values."
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This example reads "Trigger when Countl has counted 5 Poll packets or
Count?2 has counted 10 errors."
® Court1 [5]
Trigger
=]
Filter Out
Blue Dot Menus

Countl, Count2 and a few other buttons in the Actions
window have blue dots in their top left-hand corners that
indicate the presence of context-sensitive menus. These menus
let you set the button’s values and/or operations. Click the left
mouse button on a dot to open the menu.

Counters Blue Dot Menu

The Countl and Count2 blue dot menus allow the value of their counters
to be changed. The value you specify here tells BT Tracer how many
instances of an event must take place before a trigger occurs. The counter
can be set between 1 and 65,535.

To set a Counter,

step1  Click on the blue dot in the upper left corner of the Count
button.

You see the Change Counter Value menu:

= Court (7]

E [t (/]

S

™ Change Counter %alue
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step2 Click Change Counter Value

You see the Input Counter Value menu

Input Counter ¥alue Ed

Input Counter Yalue [1. B5535]; I1 5

| [k I Cancel |

step3  Enter an input value to tell the Analyzer how many times this
event must occur before triggering the end of a recording

Step 4 Click OK.

Filter Out/In Blue Dot Menu
The Filter Out/In button toggles between "Filter Out" and "Filter In".

* Filter In records ONLY those packets related to the specified
event.

* Filter Out records all packets EXCEPT those related to the
specified event.

To filter an event in or out of a recording,

step1  Click the blue dot on Filter Out. (Note: the button may say
Filter In depending on the last action specified.)

You see the Filter Out/In menu:

|
i Eilter Bal ity

v Filter Out
Filter Irn
| TT

Use this menu to toggle the selection between Filter Out and Filter In.
step2  Select "Filter In".

The button changes to read "Filter In".

Blue Dot Menus for the Event Buttons
The Errors button and the first Headers button (marked "Hdr1") have the
same Blue Dot menus. These menus allow BT Tracer to trigger external
output.

To enable or disable external trigger output,

step1  Click the Blue Dot on an Event button such as Hdr1 or Errors.
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A menu similar to the one below will open. Your menu may say
"Disable" instead of "Enable."

L=l i) - T b

[
fom

Enable External General Purpose Oukput

¥
E Enable External General Purpose Oubput Only
External Dutput Farm

Filter In

Restart

-

step2  Select "Enable External Trigger Output" (or "Disable
External Trigger Output" if that is the choice presented.)

If you have chosen "Enable External Trigger

Output”, a small arrow will appear on the right side
of the button. This arrow indicates that a condition

has been set for creating an external output signal.

Choosing "Disable External Trigger" will cause the arrow to disappear.

Enabling High Pulse, Low Pulse or Pulse Toggle Signal Outputs

Once External Trigger Output has been enabled, you can configure the
output signal to one of three formats:

Pulse High - This is the default format. The Pulse High setting causes the
Analyzer to transmit a 5 volt, 16.66 nanosecond signal.

Pulse Low - This format causes the Analyzer to transmit a -5 volt, 16.66
nanosecond signal.

Toggle - This format causes the Analyzer to transmit a signal that will
toggle with each trigger event between a continuous 5 volt signal and a
continuous -5 volt signal.

To configure the output signal,

step1  Click the blue dot on an Event button that has a small arrow
attached to it like the one shown above.

A Blue Dot Menu will open. "External Trigger Form" should be a
choice available. Ifit is not, you will need to choose "Enable External
Trigger" and then reopen the menu.
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Step 2

Step 3

Step 4

Elastic Arrow

Choose "External Trigger Form"

\

A menu will appear with choices for "Pulse Low", "Pulse High", and

HT(.)ggle-H.

Enable External General Purpose Qukput

Enable External General Purpose Qukput Only

Extermal Gutput Form

3
v Pulze Low
Pulze High
Toggle

Choose an option not currently selected.

The menu closes.

Reopen the menu.

Note that your new selection is now checked.

Elastic arrows allow you to associate Events, Counters, and Actions. To
make an association,

Step 1

Step 2

Step 3

Click the left mouse button on an Event button such as Hdr1
or Errors.

The elastic arrow appears.

y  Trigger

&
Filter Out

Drag the arrow to the desired Action button.

With the pointer over an Actions button, click again the left
mouse button again.

The arrow is replaced with a black line connecting the Event button to

the Action button.
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Event Sequencing
If you drag your mouse from one event button to another, you will create a
compound condition known as an Event Sequence. An event sequence is a
condition that says "Trigger when you see the following sequence of
packets." The example below may help to clarify.

&

Hdr [ NULL |

Trigger

&
Filter Out

This example means "Trigger when you see a packet with an Null Header
followed by a packet with a Poll Header."

To create an event sequence, perform the following steps:
step1  Select two events from the Events window

step2  Open the Actions window and click on one of the two Event
buttons.

An elastic arrow should appear.
()

Trigger

8
Filter Qut

Maove mouse to new output ican for this event
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step3 Click on the other event.

The arrow should connect to the second button and the second button

should instantly change locations to the center section of the window.
® Hdr1[ NULL |

Trigger

E]
Filter Out

Restart

6.9 Saving Recording Options

To complete your Recording Options settings, use the features at the bottom
of the Recording Options screen. These features remain the same no matter
which of the three Recording Options screens you are working in.

* Click Save to save the currently specified Recording Options for
use in future recording sessions. Any file name can be specified,
though use of the .rec is recommended; if no extension is
specified, .rec is added by default.

* Click Load to load a previously saved *.rec file, thus restoring a
previous set of Recording Options. You can also load the
recording options from trace files.

* The Save as Default function is equivalent to the Save function,
specifying the file name default.rec. Whenever you start up the
Analyzer, it automatically loads the default.rec file if one exists.

* Click OK to apply any changes and close this dialog box.

* Click Cancel to cancel any immediate changes you have made
and exit the Recording Options menu.

6.10 Recording Bluetooth Traffic

To start a recording once the appropriate Recording Options have been set,

step1  Select Start under Record on the Menu Bar
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OR
Click BEL Record:Piconet -

on the Tool Bar.

Your recording session can continue until it has finished naturally or you
may need to stop manually by clicking @I on the Tool Bar, depending on
how you set the Recording Options.

To manually stop recording,
step2 Select Stop under Record on the Menu Bar

OR
Click | on the Tool Bar.

Note The manual Stop Recording feature is primarily of use when recording
low-volume traffic, which can take a long time to fill the recording buffer.

When the recording is finished, the bus traffic is saved to the hard drive as
a file named data.tfb or whatever name you assign as the default filename.

If you have enabled the recording is serial HCI traffic from IUT, then a
second trace file is created called data_hci.tfb.

To save a current recording for future reference,
step3  Select Save As under File on the Menu Bar.

OR
Click | (=] I on the Tool Bar.

You see the standard Save As screen.

step4 Give the recording a unique name and save it to the
appropriate directory.
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7. Display Options

Use the Display Options menu to specify the way CATC Trace information
is displayed.

From the Setup menu, select Display Options.

Display Options x|

General | Color / Format / Hiding | Level Hiding |

— Trace YWiewing Lewvel

; ; : ¥ Packet

¥ Enable Tips [ Right click cell context menu I Hol

v ‘wrap [~ LMP Message
[~ L2CAP Message
[~ SDPmzg ltem
[™ SDP Tranzaction

Fields: |aral =] B| | | TCSHem

[~ RFCOMM Item

Data: |Courer New =] B|r| | T oBEX

[~ OBEX Transaction
Display Configuration Mame : [ AT command
CATE defaul I” HDLC frame

[~ FFP

[ HCRP Transaction
[~ AVCTP

[~ AVDTP

[~ BNEP

[~ HID

[ IP protocol

[~ TCP protocal

[~ UDP protocal

Zoom Level:

Festare Factary Presets Save... | Save Az Default | Load... |

QK I Cancel | Spply |
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7.1 General Display Options

Use the General Display Options to specify the basic appearance of a Trace

view.

Zoom Level: Adjustable in discrete increments from 10% to 200%
percent.

Enable Tips: Select to enable Tool Tips with explanation text to
pop up when you position your cursor over various fields in the
Trace View.

Wrap: Causes packets to wrap within the window if their length
exceeds the width of the window.

Right click cell context menu: Activates the right mouse button
for opening cell context menus.

Trace Viewing Level: Allows you to select the hierarchical level at
which traffic is displayed.

Fields: Configures the appearance of field text within the trace.
Data: Configures the appearance of data within the trace.

Display Configuration Name: Comment field associated with the
*.opt file containing the current Display Options values. You can
also create and store your unique Display Options for future use.

To create a new Display Options file, follow these steps:

Step 1

Step 2
Step 3

Step 4

Enter a comment for the new file in the Display
Configuration Name field.

Click Save...
Specify a filename (*.opt).
Click Save.
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7.2 Setting Color, Formatting, and Hiding Options

General Colar # Farmat / Hldll"lg | Lewel Hiding I

Click the Color/Format/Hiding tab on the Display Options screen.

—Data=*
= Farmmat

) Hexadeximal
) Decimal
€ Einary
=T

—Bit Order

¥ M5B to LSB
" LSB to MSE

— Hiding
[ Hidden

L2CaR = Color
LMP

RFCOkR

TCS

SDP

OBEX
HOLE/PPP
HCI

Bazeband state
HCRP Mo colors avaiatle fon selected item.

Evpand &l | Collapse i |

Save... | Save As Default | Load... |

C o |

Restore Factony Presets

Cancel | Lpply |

Use this window to customize the colors and formats associated with each
field in the Trace view. You can also use this window to hide fields within
the trace.

Setting Color Display Options
To change the colors of elements in the trace, select an item in the Group
and Color column and use the color pallet screen on the right to make the
desired changes.

Note  The color of an Invalid Data (packet error) field cannot be
changed; it is permanently set to red.

Use this window to customize the colors associated with each field in the

trace. You can experiment with these options to achieve the color
combination best suited to a particular graphic system.

117



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

You can also customize the colors by using the options in the Custom tab.
Standard Custom |

Colars:

Red: (100 _:I
Green: |[| _I?
Blue: 110 _:I

Changing Field Formats
To change field formats, select an item under the Group and Color column.
This action will enable the formats radio buttons on the right. The format
types change with respect to the item selected under the Group and Color
column. For example, if L2ZCAP is selected, the following displays:

CRC

Data

Device

HCI

HCRP
HOLC/PPF
L2CAF

SR Signaling

Dec MSE to LSE
ASCI MSE ta LSE

LMP

OBEx

Other

Packets v
RFCOMM

S0P

TCS

Time

The following formats are available:

—Data=Data
Farmat———— ~Bit Order
' Hewadecimal i MSE to LSE
 Decimal L5B to MSE
£ Binan ~ Hiding
 AsCl
I Hidden

Note  Not every format is available for every item.
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Hiding Display Options
To hide one or more fields in the trace, select the Hiding
appropriate item from the Group and color column, click ’7 ¥ Hidden
the checkbox marked Hidden, and click the Save button.

You can also hide Sequences from a trace by selecting the desired options
from the checkboxes.

7.3 Level Hiding Options

The Level Hiding tab allows you to hide FISs, Idle Sequences and other
types of traffic. To hide traffic, select one or more items, then click Save.

x
Generall Colar / Format / Hiding ~ Level Hiding |
—Devices To Hide —Levels To Hide
LT Addr 01 23 45687 Al I Packets
Master CCCCCCCE T I HCl
Slave I RS I LMP
s miemeees L
[~ sDP meg
[~ 5DF
— Traffic To Hide I 1cs
I~ Hide Charel 1 I” RAFeamm
. [~ DBEx
[~ Hide Channel 2 ™ OBEX TR4
™ Hide Duplicated Traffic At
: [~ HOLC
I™ Hide HOPs I FPP
™ Hide POLL/MULLs [~ HCRP
I Hide ID Packets
[~ Hide 5C0 [Waice)
[~ Hide Unassociated Traffic
Restore Factony Presets Save... | Save fz Default | Load... |
ak I Cancel | Apply |

Level Hiding Parameters
Use the Hiding window to hide various fields, packets, messages, and
protocols from the Trace View screen. You can modify these settings at will
to display a specific area of a Trace.

Hiding Fields

The "Hide Fields" checkboxes allow individual fields to be hidden within a
trace. Click the checkbox(es) of your choice to hide one or more fields.

119



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

Hiding Packets, Messages, and Protocols
The "Hide Packets and Transactions" box contains two grids of checkboxes
for hiding whole packets, messages, protocols, and traffic from individual
devices. The grids are labeled "Devices to Hide" and "Levels to Hide".

Devices to Hide Devices To Hide
" . S . AM_Add: 012346567 Al
The "Devices to Hide" grid lets you hide traffic Matsr [ CCCCCCC O
. . . .. . Slave  CCCCCCCE
according to device address. The grid divides into

columns which represent different devices. B ECRCCCCONE

Columns labeled "0" through "7" and "All" represent the Active Member
Address of a device. By checking one of the boxes in a column, you hide

the traffic of the selected device (or traffic from all devices if you have
selected All.)

The row in which you place your checkmark determines whether you are
hiding traffic going to or from a device.

* Master - Hide traffic from a Master to selected Slaves
* Slave - Hide traffic from selected Slaves to the Master
* Both - Hide all traffic between the Master and selected Slave

Example: to hide all traffic from a Master o a Slave device

with an address of six, click the checkbox under column 6 | Levels TaHide
on the row marked Master. [T Packets
[~ HCI
Levels to Hide ™ LMP

The "Levels to Hide" grid divides into rows which represent | I” L2C4P
the different packet, message, and protocol levels. Clicking I” SDF msg
a checkbox will cause BT Tracer to hide all traffic of a M £z

selected level. F ;Eiumm
[ OBEX
Traffic To Hide [ AT
At the bottom of the Hiding tab of the Display Options [~ HOLC
window are check boxes for hiding HOPs, POLLs, NULLs, | [T FPP
and other kinds of traffic. ™ HCRP

r Traffic To Hide

[~ Hide Channel 1
[ Hide Channel 2
™ Hide Duplicated Traffic

[~ Hide HOPs

™ Hide POLL/NULLs

[™ Hide ID' Packets

™ Hide SCO [oice)

[™ Hide Unassaciated Traffic

120



CATC

BTTracer Protocol Analyzer User’s Manual SW Version 2.20

7.4 Saving Display Options

To complete your display options settings, use the features at the bottom of
the Display Options window. These features remain the same no matter
which of the four Display Options windows you are working in.

Click Save to save the currently specified display options for use in
future sessions. Any file name can be specified, but you must use
the .opt extension. If no extension is specified, .opt is added by
default.

Click Load to load a previously saved *.opt file, thus restoring a
previous set of display options.

The Save as Default function is equivalent to the Save function,
specifying the file name default.opt. Whenever you start up the
Analyzer, it automatically loads the default.opt file if one exists.

Click OK to apply any changes you have made to Display Options
and close this dialog box.

Click Cancel to cancel any immediate changes you have made and
exit the Display Options menu.

Click Apply to apply your changes while keeping the Display
Options window open.
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8. Reading a CATC Trace

Packet

10

" Hop Freg
2416 1.280 ms 00000.014 4436

Packet

11

" Hop Freg
2418 224,500 ps 00000.015 6936

Packet

" Freg FOSE Flow Argn Seqn HEC

12

2418 0x1 0x1 1 0 1 |0w7F || 273.400 ps 00000.015 9181

Packet

13

H EEA

Packet

14

" Hop Freg
243 224,400 ps 00000.016 3175
" Freg
5| 243 274700 ps 00000.016 5415

| Packet

m |’H0p Freg |
| rer— pRpy— prymy———————

8.1 Trace View Features

The BTTracer packet view display makes extensive use of color and graphics
to fully document the captured traffic.

Packets are shown on separate rows, with their individual fields both labeled
and color coded.

Packets are numbered (sequentially, as recorded), time-stamped, and
highlighted to show the device status (master or slave).

Display formats can be named and saved for later use.

Pop-up Tool Tips annotate packet fields with detailed information about their
contents.

Data fields can be collapsed to occupy minimal space in the display (which can
in turn be zoomed in and out to optimize screen utilization).

The display software can operate independent of the hardware and so can
function as a stand-alone Trace Viewer that may be freely distributed.

8.2 Interpreting the Displayed Information

2452

[] ovt e = [L_cH] L2F L [Len =8
[ 0xB00012488AC3AT4C | OxA LM | 1 1] &6

e e
0=0ZES 1.458 ms 00006.135 9625

The following table describes some of the abbreviations used in the
BTTracer display. Packet #0 is described from left to right:

Packet:# Packet/Event Number

C1/M, C2/S M =Master Device Transmitting; S = Slave Device Transmitting
C1 = Channel 1; C2 = Channel 2

Freq Current Hop Frequency (in MHz)

Pre Preamble of the Sync word
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8.3 Tooltips

Packet:# Packet/Event Number

CAC Channel Access Code

Trail Access Code Trailer of the Sync word

Addr Active Member Address

DM1 DM1 Packet Type

Flow ACL Link Flow Control

Argn Acknowledgment Indication Flag

Seqn Sequential Numbering

HEC Header Error Correction Code

L_CH LMP Message

L2FL L2CAP Flow Control Flag

Len Message Length in Bytes including Opcode

TID LMP Transition initiated by Master

Opcode LMP-host_connection_req

CRC Cyclic Redundancy Check

Ack’d Packet Acknowledgment based on subsequent packet’s ARQN with
same LT_ADDR

Idle Idle Time in nanoseconds

Time Stamp Decimal in Seconds.Milliseconds.Microseconds*10

This is the analyzer internal clock as a reference with resolution of

100 ns.

You can get additional information about each field in a trace by holding
your mouse pointer over a field. A tooltip will appear with details about the

3.336s

field.
LWP LMP Len || TID | Opcode | AFH instant | AFH mode AFH Channel Map
9 01 16 M | set AFH| 2175094 slots | enabled FFRfFF FF FF FF FF FF FF 7F
Packet " Freg D1 001121314/5/6|7 189
3375 2457 I O_PYIYIYIY Y Y]V Y Y Y
A YY) YY)
2 Y Y Y
78 76 30 21 00 01 FF FF FF FF FF FF FF FEF FE|3_|v|v|v|v[v|v|¥|v|v|v
m S ey
& _ YY)
43.600 ps 00003.336 0996 6 _[v[v[v[v[v[v[v[¥[¥]¥
Packet H|H0pFreq| 7_[lrlelrlvlv]v]e]y
ST

TR

I 218 800 e Annn= 23R /NG2

8.4 Set Marker

Note Set Marker works in conjunction with the Go to Marker feature.
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You can define a unique Marker for each packet.
To place a marker on a packet,
step1  Left-click on Packet # for the packet you wish to mark.

step2 Select Set Marker.
x5 | OxBO0010EDDE?ZZEF19 | owd |00 Ont | DA JUaml] 1 |62 |

Set marker

_ 00 09 EF 6D 7E FF 7D 23 C0 21 7D 24 7D 22 7D 20 7
TmeFromMarker |20 95 5p ©1 8A 7D BL 7D 2B 7D 20 20 7D 26 66 Cl E

Farmat 4
Calar H202 ms 00022 918 7387 ]
| Hide |

. —_—h T T T Bt . —

You see the Edit Marker Comment window where you can enter a
unique comment about this packet.:

Edit Marker for Packet # 1 |

Prezs <Chl - Enter: toinsert a line break.

K LCancel |

Step3  Enter your comment.
Step 4 Click OK.

A marked packet is indicated by a vertical red bar along the left edge of the
packet # block:

Facket# EEEE ULl Flow [Argn||Segn [HES
1661 |5] 13 [[0=5 0xB00010EDDE728F18 | OxA 00060128 5315

8.5 Edit or Clear Marker

To clear or edit the comments associated with a packet marker,

step1  Left-click on Packet # for the chosen packet.
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Step 2

Step 3

Step 4

Step 5

You see the Packet menu:

Set marker

Tirne From [Marker

Forrnak b
Color K
Hide

To edit the Marker Comment,
Select Edit marker.

You see the Edit marker comment window:

Packet # 1660 E
IHeference Packet for Marker E dit Function]
()8 I Cancel |

Edit the comment as desired.
Click OK.

To clear a Marker,
Click Clear marker.

The vertical red Marker bar disappears.

8.6 Expanded and Collapsed Data Formats

The data field can be expanded to display greater detail or collapsed to a
compact view. The Expand/Collapse Data feature operates as a toggle.
There are three ways to toggle between the two views.

Double-Clicking
You can expand or collapse a Data field by double-clicking anywhere in the
Data field of a packet.
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Left-clicking a Field Arrow
Many fields have small arrows in the top left corner. If you left-click this
arrow, the field will toggle back and forth between collapsed and expanded
views.
eld o> S Rightfacing > JIEES
; 09 00 00 09 00 04 00 arrow will
will collapse

the field Expanded Data expand data Collapsed
data

Ifyou click and hold down the left mouse button on one of these arrows, you
can collapse or expand the field for ALL packets, messages or protocols.

Using the Shortcut Menu
If you left-click on a Data field, a menu will open for expanding or
collapsing data fields.

step1  Left-click on Data in the Data packet you want to expand or
collapse.

If your Data Trace View is currently expanded, you see the Collapse
Data menu:

Data Field

Wiews Daka Block

Collapse Data
Expand Al Data Fields

Collapse All Data Fields

Fatrrak b
Zolar r
Hide
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If your Data Trace View is currently collapsed, you see the Expand Data

menu:
Craka Field ]

Wiews Data Block

Expand Data
Expand &ll Data Fields

Collapse all Data Fields

Farrak g
Colar »
Hide

Note that you can choose to expand or collapse

¢ Only the Data in the selected Data packet
OR

¢ All Data Fields in the Trace View.

step2  Select the desired Expand Data or Collapse Data menu item.

The Trace View is repositioned with the selected packet(s) adjusted in the
format you have specified.

8.7 Hide Frequency Hops

You can hide Frequency Hops (Hops) from a trace by pressing the Hide
Hops button on the Tool Bar:

From the Tool Bar

* Click Hﬂ?l to hide all Hop packets.

8.8 Hide Nulls and Polls

You can hide Nulls and Polls from a trace by pressing the Hide Nulls and
Polls button on the Tool Bar.

From the Tool Bar
e Click ™ to hide all Nulls and Polls.
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8.9 Menus in Clicked Fields

You can display the following menu when you click in a field in a trace.

Time Sktamp
Formak g
Color J
Hide

8.10 Hide Unassociated Traffic

You can hide all traffic that is not associated with the current decode level
by pressing the Hide Unassociated Traffic button on the Tool Bar.

From the Tool Bar

E"ip . This button will cause BT Tracer to decode the trace and display

e Firet click one or more decode buttons such as the View L2ZCAP Messages
selected level of decode.

* Next, click -_ll to hide all unassociated traffic.
The Hide Unassociated Traffic button will cause BT Tracer to hide all
traffic except for the selected decode messages or protocols. In the example
above, all packets would be hidden and only L2ZCAP messages would
display.
8.11 Hide Channel

You can hide all traffic recorded by the channel by pressing ﬂ El .on
the toolbar.

8.12 Hide Duplicated Traffic

On two-channel recordings some packets may be recorded by both :l
channels. You can hide duplicated packets by pressing on the toolbar.
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9. Decoding Protocols

|‘ SDPmsy || | POU D |Trans \D|F‘arLength‘SewSearchF‘aﬂMaxAttrElyteCuunt|AttrlD L\st|Continuati0n|
| D [[ 0w [SnarchattrReq| 0vo001 | 13 SerialPort 0x0004 | end  |[B1.402s

|Packets||L2Len|
18 |Dyn: DXDDAD|S| 18 bytes|[61.402s
C

|.:-.a-.- Ar w Ser m HEC L2FL

07 D}ui 0x23 UNUI

Time t-nn}
DDDB1 402 2018

9.1 Introduction

BTTracer can decode HCI, LMP and L2CAP messages, and RFCOMM,
SDP, TCS, HDLC, PPP, OBEX, HCRP, BNEP, HID, IP, TCP, and UDP
protocols. The default is packet level decoding, which means that baseband
packets will be displayed when you first view a trace. If these packets are
carrying LMP, L2CAP or other protocols, the protocols will display as
undecoded fields such as the L2ZCAP packet below.

~gUndecoded L2CAP fields-p»

Facket Freg [ [ EM1 |[L_eH[LzFL]Len
1318 2420 [ox1 ] =3 JJuaran[ 1 [17 |17 bytes|ox7E98|| ves |[242.200 us|  00008.314 4708

By issuing a decode command, BT Tracer can decode these LMP and higher
fields and display the data in summary statements called LMP/L2CAP
Messages, Protocols Messages, and Protocol Transactions.

9.2 LMP and L2CAP Messages

LMP and L2CAP Messages are lines in a trace that summarize LMP and
L2CAP actions such as an LMP connection request. LMP and L2CAP
Messages summarize the type of action, the number of packets involved in
the action, and the device performing the action. If the message is carrying
higher protocol data such as RFCOMM, TCS, OBEX or SDP data, the
message displays this data in an undecoded format that can be decoded later.

Packels||L2Len|
s 1 [ 13 [ogn Dxumu|5| 07 00 02 00 08 00 05 19 00 03 0B 01 00615408

Undecoded higher protocol data
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9.3 Decoding and Viewing Higher Protocol Data

Higher protocol data can be decoded two ways: by clicking a decode button
on the toolbar or by selecting a decode command from a pull down menu.

Decoding Via the
Decoding Toolbar

The Decoding Toolbar has ten buttons for decoding packets, messages, and

Lz | SDP SDP qcoq RE | OB OBX HD HC |AY AV BN
“P]“HCI|IMPCAP|Msg T“TCSm|Ex din AT| D, ppp HC | AV 24 BN, yip 1P TCPIUP‘

protocols:

Pkt (Display Packets)

HCI (Display HCI Protocol)

LMP (Display LMP Messages)

L2CAP (Display L2CAP Messages)

SDP Msg (Display SDP Protocol Messages)
SDP Tra (Display SDP Transactions)

TCS (Display TCS Protocol messages)
RFCOMM (Display RFCOMM Protocol)
OBEX (Display OBEX Protocol)

OBEX Tra (Display OBEX Protocol Transactions)
AT (Display AT Commands Protocol)

HDLC (Display HDLC Protocol)

PPP (Display PPP)

HCRP (Display HCRP)

AVCTP (Display AVCTP)

AVDTP (Display AVDTP)

BNEP (Display Bluetooth Network Encapsulation Protocol)
HID (Display HID Protocol)

IP (Display IP)

TCP (Display TCP)

UDP (Display UDP)

For example, to display LMP messages, click El

Note Once a decode has been performed, it will probably be necessary to scroll through

the display to find the decoded messages or protocols. You can shorten your
search by first clicking the Hide Unassociated Traffic button :ll .
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Decoding Via the Display Options Dialog Box
The Display Options dialog box has three options for issuing decode
commands. To issue a command,

step1  From the menu bar, select Setup>Decoding Options

Display Options ) ﬂ

General | Calar / Format / Hiding | Level Hiding |

— Trace Wiewing Level

: : : ¥ Packet

¥ Enable Tips [~ Right click cell context menu I Hol

¥ wiap [~ LMP Message
[~ L2CAP Message
[~ SCPmag ltem
[~ SDP Transaction

Fields: |l =] B| | | [ TCSHtem

[~ RFCOMM ltem

Data: IEDurierNew =] Bl Il [~ OBE:x

[ OBEX Transaction
Display Configuration Mame : ™ AT command
CATE defaul I” HDLC frame

[ IERE

[ HCRF Tranzaction
[~ &vCTP

[~ AYDTP

[~ BMEP

[~ HID

[~ IP protocol

[~ TCP protocol

[~ UDP protocoal

Zoom Lewel:

Restore Facton Presets | Save... | Sawve Az Default | Load... |

oK I Cancel | Apply |

step2  Select the option for the desired level of decoding.

step3 Click OK or Apply.
9.4 Tooltips

Additional information about fields can be attained by positioning your
mouse pointer over a field of interest. A tooltip will appear that will provide
details about the field. In some cases, there can be a considerable amount
of information available.

D stniID SreclD Fesult
ConviiFes 003 g Oz 0041 Q0040 Ox 0000

|I2|:|n.necti|:|n Fequezt Jignalling Command Code 0x3
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9.5 Viewing Packets in LMP and L2ZCAP Messages

LMP and L2CAP Messages can be "opened" to reveal -
their constituent packets by double-clicking the first
cell in of the message or clicking once on the small

arrow on that same cell. The packets will then display below the message.
The following screenshot shows an example of a message and its packets.

‘ Packets ‘ ‘ L2len ‘ <
[ EEE 28 [Dyn: Dx0040 \ s\ 28 bytes |[61.425s Message
c1 . Flow |Argn [See Jatd

Packets

-
1 Lf; N [ / making up
L CRC the

message

9.6 Types of LMP and L2CAP Messages

If you scroll through a trace, you will see three kinds of message:

¢ LMP Signalling Message
¢ L2CAP signalling Message
¢ L2CAP Data Transfer Message

Each message has the same basic message header but differs in its payload.

LMP Signalling Message
~&-Header »|% Payload 4"

T LMF [T |[CMP Len][TID[Opsode] reason |
7 | | 01 || 2 || h | detach |D><'13- user ended connection| 45.810s

L2CAP Signalling Message
<4—— Header— p ‘4— Payload »’

| ||Packets||L2Len

Code de SiglLe =1 SrcCID
NI Sig Conn Req 0515 4 RFCOMM | Ox0040  |[7.8038s

L2CAP Data Transfer Message
-¢——Header ————p ‘ < Payload ) ‘

Packets||LZLen
01 1 13 Cyn: 00044 |S||0000: 02 44 BE 00 08 35 03 19|(&8.314s

0o0d: 11 01 00 08 DD|

LMP and L2CAP Signalling messages have payloads of commands for
establishing LMP and L2CAP channels. L2CAP Data-Transfer messages
have a payload that may include RFCOMM, SDP, or TCS data. In order to
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view higher protocol data, you will need to decode the messages (shown in
the next section). The decoded data will appear as new lines in the trace
called "Protocol Messages."

9.7 Viewing L2CAP Channel Connections

Once L2CAP messages have been decoded and displayed, you can check or
change their LZCAP channel connections by opening the L2ZCAP Decoding
Connections dialog box.

To view or change an L2CAP channel connection,

step1  Select from the menu bar
View>Decoding Assignments

The following dialog box will open.
x

L2CAP channel transmizzions in the trace found by protocol decoding. You can change the
protocol azzignment for manually azzsigned channels.

Manual channel assignments:

From meszage 14 Amdddr =7 master  CID = 0x0041 - 777 - Agsign to RFCOMM |
From message 15 Amdddr=7  slave CID = 040041 - 797 -

Azsign to SDP |

Aszsign to TCS |

Azsign to UNDEFIMED |

File Baze Assignments:

IBNEP vl Set

Aszzighment info
’7There iz no azzignment for this channel ‘

Do not apply changes |

step2 Click on a channel assignment and then look at the Connect
and Disconnect buttons on the far right of the dialog box.

If the Connect and Disconnect buttons are grayed-out, it means that
BTTracer made the channel assignments using data in the trace. You can
verify that BT Tracer performed the assignments by looking at the text in
the "Slave Channel" box in the lower left corner of the dialog box. If
you see "Connection Recorded" it means that BT Tracer performed the
channel assignments.

If BTTracer was not able to make these channel assignments, then the
Connect and Disconnect buttons on the right side of the dialog box will
be active. You can then assign and edit channel connections.

step3  Open the drop-down menu labeled LT_Addr (Active
Member Address). If possible, select an address other than
the currently displayed address.

The connections for the *new’ device should now display.
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9.8 Viewing Protocol Messages and Transactions

By pressing a button such as ﬁl or %l, you can cause BT Tracer to decode
the higher level protocol data contained within L2ZCAP messages and
display them as packet-like rows called Protocol Messages. Protocol
Messages have headers marked "protocol" and fields that vary in
appearance and content depending on the type of protocol.

Some Protocol Messages can be grouped into a higher level entity called a
Protocol Transaction. A Protocol Transaction is a row in a trace that
summarizes the higher level protocol data that is transmitted between a
Master and Slave device when one sends a request and the other sends back
a response. For example, if you press El, BTTracer will locate SDP
requests and responses between a Master and Slave device summarize their
data.

Viewing L2CAP Messages in Protocol Messages
If the protocol heading is double-clicked, the L2ZCAP data-transfer
messages that make up the protocol will display below the protocol. You
can also expand the protocol by left-clicking the small downward pointing
arrow on the protocol header.

|[Fackets|[LzLen Code de Siglen DestnCID Flags ' Data
mt |1 [ 1z | sig Conf Req [2E] E 0044 0x0000 |01 02 00 [

[ Packet Frag | [ [ DMt |[c_cH[L2FL]Len
[ 778 2476 | [ox1 ]| ox3 |Jusso| 1 |16 [0000: 0C 00 01 00 04 19 05 00|OxEFAS

0005: 41 00 00 00 01 02 00 02

How to Decode
Decoding Protocol messages is the same process as decoding LMP and
L2CAP messages.

Using the Toolbar - To decode using the Toolbar, press one of the protocol

decode buttons such as: Tcsl. pppl Gﬁl.

Using the Menu - To decode using the menu, select:
Setup>Display Options

Then select one of the decode checkboxes.

Once a decode command has been issued, BTTracer will create Protocol
Messages in the trace. You will probably have to hide hops, polls, and null
packets and then scroll through the trace in order to find Protocol messages.

Expanding Protocol Messages
Protocol messages can be expanded to reveal their constituent packets using
any of the following methods:
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¢ Left-click the small downward pointing arrow in

the message/protocol header

¢ Double-click a message/protocol header

¢ Left-click the message/protocol header and choose "Expand Transaction"
from the short-cut menu

9.9 Decoding via the Profiles Toolbar

The Profiles toolbar presents buttons that represent profiles. The Profiles
buttons do not represent an additional set of decodes; rather, they represent
shortcuts for the existing decodes. By clicking a Profiles button, the
analyzer software will automatically depress the protocol buttons needed to
decode all of the protocols associated with the selected Profile - for
example, RFCOMM, PPP, or IP.

To display the Profiles toolbar, select View > Toolbars > Profiles.

5D AV HC OB 5Y AT
”GAP| ip CIP Jp CTP INT RPPDD[DIIPPBW|SFPHP]]JNH&XIM}]IPH&PSIM EXCPP‘WPHPNCBPP|BIP pp WP 4

9.10 Changing Protocol Assignments

If a sequence of messages is assigned the wrong protocol, errors will
display. To change or remove a protocol assignment, you will need to
access the Assignment menu and issue an Add Assignment command.

step1  Click %‘iﬂpl to display L2CAP messages.

Note You need to view L2CAP Messages in order to have access to the "A" field that
permits reassigning protocols.

step2  Scroll through the trace until you have located an L2CAP
message with a field marked "A."
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step3 Left-click the field marked "A."
Left-click

L2CAF LZLen
2 Pkts |[S] 0x7 4 |owxoos0 (Dvm|R|{09 53 0L Dof[154.711s

An Assignment menu will open for assigning, re-assigning, or
un-assigning protocols to messages. This menu is context-sensitive and
will vary in content depending on the protocols in the trace.

The Assignment Menu

Current assignment Azsigned to SDP
Select another assignment : Add assignment to RFCOMM

to change assignment from v Add assignment to SDP

. . &dd azsignment ko TCS
this point downward :
Add azzignment to LW ER DWW
through the trace

Will let one or all protocol—pe Rigmove this assignment

. Remove All I zer azzignments
assignments be removed

step4 From the menu, select one of the "Add Assignment" options
not already selected.

At this point, the protocol assignment will change to your selection.
Using the Decoding Assignments Dialog Box

You can get a complete list of all protocol assignments by opening the

Decoding Assignments dialog box. This dialog box will tell you which

protocol assignments were made by BT Tracer and which are user-assigned.
User-assigned protocols can be reassigned if need be using this dialog box.

To open the Decoding Assignments dialog box and reassign a protocol,

step1  Select from the menu
View>Decoding assignments
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The Decoding Assignments dialog box will open. A status message in

L2CAP channel Decoding Assignments E

L2CAP channel transmizzions in the trace found by protocol decoding. You can change the
protocol azzignment for manually azzsigned channels.

Manual channel assignments:
From message 9 Amdddr=7  master

CID =0x0040  SDP Azzign to RFCORM |
e 10 Amdddr =7 slave 0040 SOP
e 17 Amdddr =7 master [0 = Qw0040 7L fssinto SDP |

19 Ambddr=7  master D = Os0041  RFCOMM

From message 20 Amdddr=7  slave CID = 0«0041  RFCORMM
From message 34 Amdddr=7  slave CID = 00041  end of azzsignment Aszign to TCS |
From message 36 Amdddr=7  slave CID = 0«0040  end of azzsignment

Aszsignment info
(Manual azzignment ‘

Azsign to UNDEFIMED |

QK I Do not apply changes |
the bottom left corner of the dialog box will indicate who assigned the
protocol.
step2 Click on one of the displayed assignments.

Step 3

Ifthe protocol was assigned by BTTracer, the Assign buttons on the right
will be grayed out and unavailable. If you want to change these
assignments, you will have to use the pop-up menus described in the
previous section. Ifa protocol has been manually assigned by a user, the
Assign buttons will become active and allow you to make a change in
assignment.

If possible, click the appropriate Assign button.

Removing User-Assigned Protocol Assignments
As you practice assigning and reassigning protocols, you will find that one
of the more useful commands is "Remove All User Assignments." This
command allows you to undo all of your assignments.

To remove some or all user-assigned protocol assignments,

Step 1

Step 2
Step 3

Step 4

Double-click any Protocol Message header to open view
L2CAP messages.

Locate a message with a field marked "A."
Left-click on the "A" field to open the Assignment menu.

Select "Remove All User assignments" or "Remove this
assignment."
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Manually Assigning Protocols

If a recording does not capture the beginning of a dialog between a Master
and Slave devices, BT Tracer may not have the L2ZCAP messages it needs to
determine the correct protocol assignments. In this case, L2ZCAP messages
will display an "N" in the Assignment field that means "Not Assigned."

An L2CAP message without a protocol assignment for the higher protocol data.

L2CAP LZLen
4 Phts (| S| O=7 14 Crwm: 0040 (R O000: 03 00 01 00 09 00 01 QOjf26971s

* 00D8: 0L 00 01 00 00 o0

N=Protocol not assigned

If you know what the protocol assignment should be for the missing
assignments, you can manually add them by right-clicking your mouse over
the A field shown above and selecting from the pop-up Assignment menu
shown on the previous page.

Other Assignments: OBEX Client/Server Status

OBEX messages carry a status that indicates whether the transmitting
device is an OBEX client or OBEX server.

To view an OBEX message’s client/server status,

step1  Open an OBEX trace file such as the sample file
"OBEXsample.tfb" in C:\Program files\CATC\BT Tracer.

Step2 Press Bl ) ﬁl , and -_ll to hide Hops, NAKs, and unassociated
traffic.

Step3  Press %l to decode OBEX.

step4  Left-click your mouse over the field marked Type.

A pop-up menu will appear indicating whether the message was
produced by an OBEX client or server. If the menu items appear

[T I
Y oo |
NEE= Elient
L =9 v B ES Semer

TV T TT
Left-click over the Type field to open the OBEX Client/Server Assign menu.

grayed-out (as they do in this example) it means that BT Tracer assigned
the client or server status based on data it found in the trace. If the menu
items appear in black, it means that the user assigned the status and is
therefore free to change the assignment.
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Changing an OBEX Client or Server Status
If the beginning sequence of traffic is not recorded in a trace, the
client/server status of the transmitting devices will not be preserved in the
trace. In this case, the OBEX Client/Server pop-up menu will become
active and you will be able to change the assignment.

Decoding BNEP
BNEP (Bluetooth Network Encapsulation Protocol) is a protocol that allows
devices to encapsulate network protocols such as IP. Since BNEP can carry
different types of network protocols, you need to tell BT Tracer what
protocol the BNEP is going to be carrying. You do this via a script file
called bnep.dec that is read during the initialization of the BT Tracer
software. This file tells BT Tracer how to decode BNEP fields. Once read,
BNEP can be correctly decoded by pressing the BH,| button on the toolbar.
If the decode file is not read at initialization, BT Tracer will display the data
in an undecoded format.

For more information on BNEP decoding, see a supplemental document on
BNEP in the support directory on the CATC web site:

http://www.catc.com/products/support/sup_BTTracerbluetooth.html

Decoding HID
HID (Human Interface Device) is a profile associated with traffic from
devices such as a mouse or a keyboard. To decode HID traffic, you will
need to tell BT Tracer what types of HID traffic it will be recording. You do
this by editing a script file called Aid.dec. BT Tracer reads this file during the
initialization of the BT Tracer software. This file tells BT Tracer how to
decode the HID fields. Once read, HID can be correctly decoded by
pressing the El button. If the decode file is not read at initialization,
BTTracer will display the data in an undecoded format.

Other Decoding Options
Other decoding options include the following:
« IP
« TCP
« UDP
« AVCTP
« AVDTP

« HCRP
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10. Exporting Trace Data

BT Tracer has export commands that enable you to extract trace data to
CSV, text and other file formats. This chapter describes the export process.

Export commands are accessible through the menu: File > Export. The
Export menu has five options:

* Packets to Text (Packets View Format) ...
* Packets to CSV Text ...

¢ Audio Streams ...

10.1 Exporting To Text Format

To export trace data to a text file,

step1  Select File > Export > Packets to Text (Packet View
Format) ...

The following dialog box opens.

x
From : IF'au:ket j IU ar IMarker$... j
Ta: IF'au:ket j |48315 ar IMarkerS... j
Feset Range towhole Trace | ’TI Cancel |

step2  Select the type and range of traffic to be searched from the
From and To menus

step3 Click OK.
A Save As dialog box opens.
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step4 Enter a name for the file and click OK.

The file is then saved. Exported text files look like this:

.,J Trace_textformat.txt - Notepad
File Edit Format Help

=lolx|

From Packet #0 to Packet #4831%.

Facket#

| File C:“Frogram Files \CATChETTracerhSample FileshEncryptionsample.tfh.

Traffic
Packet(D) C1 Hop Freq(2437) Time Stamp(00006.929 4815)

Packet(1) C1(M) Freg(z437) CAC HOR Addr(0x2) POLL(Ox1]
| "seqr(l) HEC{Ox7C) Time Stamp(00008,934 1105)

Flow(1) Argnio)

Packet(2) C1 Hop Freq(2408)] Time Stamp(0000&.934 51617

Packet(3) C1(5) Freg(z408) CAC HOR Addr(0x2) NOLL(0x0]
| "Seqr(d) HEC{Ox4F) Time Stamp(00008,934 7372)

Flow(1) Argnio)

Packet(4) C1 Hop Freg(24558) Time Stamp(0000&.%35 1411)

Packet(5) C1 Hop Freg(2457) Time Stamp(0000&.%35 5397)

Packet(6) C1 Hop Freg(2466) Time Stamp(0000&6.936 2247)

Packet(7) C1 Hop Freg(2465) Time Stamp(0000&6.936 S8497)

4

Filtered

10.2 Exporting Trace Data to a .CSV Format

CATC’s BT Tracer generates over a dozen performance metrics
automatically for every trace and measures them in the Traffic Summary,
Bus Utilization, and Timing Calculations dialogs. BT 7racer also has the
ability, however, to extract a far wider range of performance data to a
Comma Separated Value (.csv) format where it can be analyzed and
measured with a spreadsheet, database or other application.

The command that extracts performance data to .csv format is called Export
to CSV Text and is found under the File menu. This section describes the

export process.

step1  In BT7racer, open a trace.

step2 From the SATracer menu, select File > Export > CSV Text.
The CSV Export dialog box opens.

step3  Select a range using the From and To boxes.

step4 Select a folder where you want to export the file, and click
OK. A .csv file will then be created. Below is an example
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of a .csv file opened in Microsoft Excel.

File Edit Wew Insert Format Tools Data Window Help

DEESSRY (BB v-o |@= & 43| M§uw: -0,

vl o -lBrul=E==6Es %, WY|EE 5
E11 | =]

A | B T © T o T 1T F T &6 [ H T 1T T a T ¥ T 1 T ™
1 |Packet M/S Freg BTClock Preamble SyncWord Trailer LT_ADDR TYPE FLOW ARQN SEQN HEC
2 0
Ell 1M 2437 0x2 POLL 1 0 10:7C
4 2
5| 3|5 2408 0x2 MULL T 0 0 0xdF
L 4
7 5
L g
9 7
10 g
11 I 2452 [ 1 02 o1 1 0 1.0x1B
12 10
3] 11)5 2410 0x2 NULL 1 1 0 0x08
14 12
15 13/M 2470 02 POLL 1 0 1 0x7C
18 14
17 185 2418 0x2 NULL 1 1 00x08

10.3 Exporting Audio Data

BT Tracer has an Export Audio Streams command that allows you to
extract audio data from a trace and export it into a file. The command lets
you narrow your selection to a particular stream direction (master to slave
or slave to master), and to set the output file format and output sampling.

step1  Select File > Export > Audio Streams from the menu.

The dialog box shown right opens. x|

Available Streams

Source Audio Format - Select the
Source format.

Stream #1 - LT _ADDR:

Output File Format - Select an
output format: WAVE or raw.

 Stream Information

Stl’eam Dil'ectiOIl _ Select Stream Iéwsa?noﬂi%ﬂl‘:t:i?ln matching thiz stream was found.
. . . 5 Fi : CWSD
direction that you wish to capture: Packel Type: HV3 (0407)

LT ADDR: 2

Master to Slave, Slave to Master, or | PacketRange: 23021 - 48313
Drata Direction: b->5 + S->p

" 1 " M->5 Packets: 2325
both ("Combine M/S"). 6 Packets 2325
Mizzing or bad M->5 packets: 9
Mizzing or bad 5->M packets: 41

Output Sampling - Select a

Sampllng rate f()r the eXpOI’ted aud]o_ Source Audio Format Stream Direction
Jovsn = |Combine M/5 x|
step2  Set the parameters, then click Save.  oupFieFomat  Dutput Samping

IWave j IS khz j
Save... I Cloze |

A Save As dialog opens.

step3  Select the name of the file to be
created and its location, then click OK.
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11. Other Features

11.1 Search

The Search feature provides several options for searching through recorded
traffic, allowing you to find specific packets based on triggering status,
packet number, marking, or content.

To view the Search options,

* C(Click Search in the Menu bar.

You see the Search drop-down menu:
Search Yiew Window Help

o Ea Trigger
o bo Packet/Message)Protocal, .,
o ko Marker r

o ta g

Find. ..

@<

Find Mexk F3

Search Direckion Forward

Go to Trigger
To display a triggering event, select Go to Trigger under Search on the
Menu bar. The Trace Viewer display will reposition the trace to show the
triggering event at the top of the screen.

Go to Packet/Message/Protocol
To display a specific packet, Message or Protocol

step1  Select Go to Packet/Message/Protocol under Search on the
Menu Bar.

You see the Go to Packet/Message/Protocol window:

o o PacketMessage/Protocol ]
Goto: IF‘acket j Iﬁ

Cancel |
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step2 Enter the number of the packet, message or protocol you want to
display.

step3 Click OK.
The Trace View repositions to show the packet at the top of your screen.
Go to Marker
To instruct the analyzer to display a marked packet,
step1  Select Go to Marker under Search on the Menu Bar.

You see a drop-down menu listing the marked packets in that Trace View:

Search Wiew ‘Window Help

| G ko Trigger

=Y %

Go ko Packet/Message/Pratacal. ..
i Go ko Marker Facket # 2 {Marker 1)

Go ko k Facket # 7 (Marker 2)

_ Al Markers. ..

S Eind...

: Q? Find et F3 210553 ms| O
| Search Direction Forveard

step2  Select the desired packet from the displayed list.

The Trace View repositions to show the packet at the top of your screen.

Note The Go to Marker feature functions in conjunction with the Set Marker feature.
The comments within the parentheses following each marked packet are added or
edited with the Set Marker feature.

Go to
The Go To feature takes you directly to an event in a Trace.

step1  Select Go To under Search on the Menu Bar.
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You see the Go To drop-down menu:

| o ko Trigger
an ko Packet/Message/Protocal, ..

: a0 ko Marker r

T
S Eind...
“¥_ Find Mext F3

. Search Direckion Forward
15.500 ps 00027969 4751

TClack

= g b 2 2 | & S
Packet Type »
Header &M _Addr »
Datalength »
Lmp Opcode »
LzCap Signalling Cormmand »
LZCap CID b
Errar 4

step2  Select the event you want to go to and enter the necessary
information.
Packet Types
=y 25 [Poom
o to PacketiMessage/Protocal. ..
Go ko Marker »
% Find... Header LT_Addr 4 1: POLL Shift+P
Q} s s F3 Datal ength 4 3 DM1 Shift+r
Lmp Cpcode k 9 ALkl Shift+a,
Search Direction Forward . _
LziZap Signalling Command 4 Hop Freq Shift+R.
15.500 ps 00037 959 4751 L2Cap CID ¥
TClock - M Errar 3 ! AL m
P - mn T e coer—rr— — 1 - = p

Select the type of packet you want to go to.
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Header LT _Adc{r

G0 to Trigger E|W%%|%|% Qb’ “@

Go ko Packet/MessageProtocal. .

o ko Marker 9
cacke Type [T Foi
Q} Find... Header LT_Addr
V. Find hext F3 Datalength b
Lnp Opcode r

Search Direckion Forward i ;
L2 Cap Signalling Command 3

TClock Errar T Al

Select an Logical Transport Address from the list.

DataLength

Allows searching based on data length in bytes from the recording.

G0 to Trigger E|W%%|%|% Qb' “@{D

G0 ko Packet/Message/Protocal...

G0 ko Marker r
% : Header LT_Addr r UAMIL] 1
Eind...
% Find Next F3 Datal enagth 25
Lmp ©pcode r 26
Search Direckion Forward i ;
L2 Cap Signalling Command r 28
[ I I R e e A e R R B e N B
LaCap CID L4 a0
m Error L4 31
00024 136 8528
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Lmp Opcode
(o ko Trigger E|W%%|%|Q} Qb' “@{E‘

Go to PacketMessage/Protocal, ..

Go ko Marker k
G0 ko 4 Packet Type v|L_CH|LZFL [Len
) Header LT_Addr 3 UAMIL] 1 46
S Find...
Sr. Find Hext F3 Datalength
Lmp Cpcode 3 accepk
Search Direction Forward ] )
LziZap Signalling Command g 5 clk_req
| I e e e s B e N e N B =
L2Cap CID k & clk_res
Error L4 71 detach
00024 136 3528 _
39: feat_req

40: feat_res

Ox4 |0xBOOOM0DEDDETZEF19 | Ok,

49: setup_comp

Jata
S

40 00 0% EF 4B 7E FD 80 01 00 Z1 45 00 O

01 00 00 80 01 31 33 cO AB 37 02 EOD 00 Q[ 99isuptimeout
nn w& ww N0 non nn nn wo o7 7e o od4dn

Select the Link Management Protocol Operational Code (Lmp Opcode) that you
want to go to.

L2Cap Signalling Command

Go ko Trigger E|W%%|%Hv Q}‘“@@‘
i ao ko PacketMessage/Protocal. .
(
= o ko Marker »
| Go to d  Packet Type v IL_CH [L2FL [ Ler
LIaAd 1 4R
% Eind. .. Header LT_Addr b
I %. Find MNext 3 Datalength » Ack
Lmp Opcode b IUK3DAD Yes
Search Direction Forward P —— .
2iCap Signalling Comman ,
& OO0 FS FF OO0 00 00 Soel S R 2: Conn req
L2Cap CID 3 Conn resp
Errar 3 0 i
00024136 8528 = | +: Config req

i 5 Config resp

Pra CAC Trail
Ox4 |0xBO0OT0EDDEZEF15 | OxA 01 OxA,

5 Discon req

7 Discon resp

Select the type of L2Cap Signalling Command that you want to go to.
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L2Cap CID
' Goto Trigger E|W%%|%|$ Q;_,__|“®€D'
Go ko Packet/Message/Protocal. . .
: Go ko Marker 3
% Fird... Header LT_Addr
“¥_ Find Mext F3 Dz el stug i
Lmp Opcode

Search Direction Forward

LI W I I - e T B S e W

00024.1368 8523

LzCap Signalling Command

m :

=

|I_ T

| |

Le

[ Uasl

Error
01

Select the L2Cap Channel ID (L2 Cap CID) that you want to go to.

Error

Moves trace view to next uncorrected error.

Soft Bit Error

Moves trace view to next soft (corrected) error.

Loss of Sync

Moves trace viewer to the next loss of sync.

Find

4£

Find is a utility that allows you to conduct searches of one or more events
within a trace. Find allows you to search different hierarchical levels within
the trace - packets, LMP Messages, L2ZCAP messages etc.

To start find,

* Select Find... under Search on the Menu Bar

OR

Click R | in the Tool Bar.
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You see the User-Defined Find Events screen:
Search for: — Packetz To Search For
— Ewent Groups
LT Addreszes:
HCls BLT Address
LMFP Meszzages b .-’SI . LT Addr=0
L2CAP Messages [IMaster/Slave LT Addr =1
SDPmsg ltems [CPacket Type LT Addr=2
SDP Transactions [ JAcknowledge LT Addr=3
TCS Items LT Addr=4
RFCOMM Items [1Pata Length LT Addr=5
OBEXs CIData fatieth LT Addr =
AT commands [IMode =l LT _Addr =7
PPPs _I
HCRP T tion X
Dbl Uncheck Al
~ Directian Combining specified
‘o (Sl Event Groups:
i Backward " Union - Packets
that match AMY of the specified
— Origin events
= Tonoih % Intersection - Packets
sz It that match ALL of the specified
" Last match v
" Start of the file [~ Excluzion - Packets
| End of the file that DO MOT match [oppozite
to the intersechion or union)
™ Find Al
[ Search In Hidden ITI o

The Find window divides into three areas:

Left area -- Controls the search level, search direction and search origin.

Find All - Extracts the results and place them in a separate trace.

Search In Hidden - Searches all packets including packets that have
been hidden.

Center area -- Controls the event groups to be searched. The selection you
make will display further choices on the right side of the Find window. At
the bottom are three options called Union, Intersection, and Exclusion that
are used with multi-criteria searches. These options are explained below.

Right area -- Controls the specific events to be searched within the trace.
The box in this right section displays events from the selected Event Group.

The right area is context sensitive -- the Event Group selected in the Center
area will determine what events will display on the right. For example, if
you select Packet Type, the Right area will show you a list of packet types.
Bold entries in the list represent items that actually occurred in the trace.
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In the screenshot shown above, for example, LT Address is selected. On the
right, you see that only Address 1 is in bold. This indicates that only a single
device was transmitting traffic in the displayed trace.

Event Groups
Event Groups are categories of events that can occur in a trace. Clicking on
an Event Group will display a list of Event types on the right side of the Find
window that occur within each Event Group.

LT Address
Contains a list of seven Logical Transport addresses. Bold entries represent
devices that occur in the trace.

Master/Slave
Contains two options labeled Master and Slave. Selecting an option will
cause BT Tracer to search for traffic based on the selected role.

Packet Type
Contains a list of all Bluetooth packet types. If a packet type occurs in the
trace, it will appear in bold.

Acknowledge
Contains a list of three Acknowledge types: Explicit NACK, Implicit
NACK, and ACK. The three Acknowledge types are responses a device
can issue to attempts to transmit packets to it.

A device can send an Acknowledgment in two ways: through setting the
ARQN field to 0 (= explicitly not acknowledged), to 1 (explicitly
acknowledged) or by sending an empty packet that does not have an ARQN
field (= implicitly not acknowledged).

Explicit NACK - Explicitly not acknowledged. An Explicit NACK is an
explicit response by a device that it did not receive a data packet. The
Explicit NACK is transmitted in the ARQN field (=Acknowledgment
Request Negotiation field). ARQN=0 means ’Explicit NACK.’

Implicit NACK - Implicitly not acknowledged. An Implicit NACK is a
NACK that is implied rather than explicitly stated. If a device responds
to a data packet by sending an empty packet, the NACK is implied.

ACK - Acknowledged. If a data packet is successfully transmitted to a

target device, the target device acknowledges the received packet by
setting the ARQN field to 1.
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Acknowledgments are easily seen in BT Tracer traces because BT Tracer
adds an Ack’d field on data packets of the transmitting device. This means
that you do not have to hunt through the trace to see if the packet was
acknowledged.

The following screenshot shows two examples of Acknowledgments.

Freq | BTClock [ [ oM [L_cH[LzFL]Len
2444 | 50948588 [021] ox3 |[uamn] 1 [12 [D000: 08 00 01 00 02 24 04 00[0xF863|[Imp Nak|[303.600

0008: 05 00 40 00
Hop Freg
24538 ||625.000 ps| 00009.195 6818
3 Hop Freg
14579 2445 || 15400 ys| 00008.195 3068
Freq | BTClock [ [ oM [L_cH[LzFL]Len
2446 | 5948592 [021] ox3 |[uara] 1 [12 [0000: 0§ 00 01 00 02 24 04 00|0xF963 303.700 ps

000g: 05 00 40 00

MULL  Flow [Argn [Seqn [HEG
074 |[484.200 ps| 00009106 0467

Implicit NACK - Packet 14577 is a data packet sent by the piconet Master
device. Packet 14579 should have been a data packet with an
acknowledgment. Instead, it is an empty packet. This Master interprets this
empty packet as an Implicit NACK (i.e., implicitly not acknowledged).
BTTracer summarizes this packet exchange by adding an Ack’d field to the
Master’s data packet and setting the Ack’d field to Imp Nak.

ACK - Packet 14580 is the Master’s retransmission of the data sent in
packet 14577. Packet 14582 is the reply by the Slave device. This reply
contains an ARQN field with a value of (= Acknowledge). BTTracer
summarizes this packet exchange by setting the Ack’d field on packet
14580 to Ack.
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Data Length
Contains a list of all data lengths that occur in the trace.

— Packetz To Search For

— Event Groups .
E xizting D ata Lengths:
0 bytes -
8 bytes —
10 bytes
11 bytes
12 bytes
14 buytes
15 bytes
16 bytes
19 bytes |-
47 byt
Uncheck Al 51 bytoe
Combining zpecified gﬁ E—"':ES
Event Groups: £q bﬁtzz
" Union - Packets 62 bytes
that match AMY of the zpecified 63 bytes
events E7 bytes
* |nterzection - Packets 71 bytes
that rnatch ALL of the specified 78 bytes
exvehts 73 bytes ll
[T Exrclusion - Packets
that D0 MOT match [oppozite
ko the intersection ar union]
Data Pattern
Searches for the next packet that has a specified data pattern.
—Packets To Search For
— Event Groups S Mask Matoh
ILMaz 3 Al
(M Address | hex] (hes)
[ |k aster/Slave | (o
[ |Packet Type @ £ £
[ Acknowledge 0000009 00} {00
[1Data Length EAREREEY [00] 100

0

1

2

3 [zzzzzzzy] [oo] [og]
4 [xzzzzzzy] [oo] (oo
5
B
7
a8

YEEEExzy] [o0] [oo]
rExxxxzy]  [00] [oo]
yEEEExzy] [oo] [oo]
zExxxxzy] [00] [oo]
9 [xzzzzxzy] [oo] [oo]
10 [zxxxzzzz] [oo] [oo]

Uncheck Al

Combining zpecified
Event Groups:

% Urion - Packets
that match AN of the specified

events 1 [zzzzzxzy] [oo] [oo]
" Intersection - Packets 12 |EEEEETIY (00 |20]
that match ALL of the specified 12 [wxewsess ool [ool]
Svents 14 [xxzzzxzzz| [oo] [oo]

[ Exclusion - Packets ——
that DO MOT match [opposite 15 [EXHHEXEE [00] 100

ko the interzection or union]
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Searching for Bit Patterns
You search for a bit pattern by using the box labeled Bitmask. Enter one of
the three following values:

¢ X ="Don't care,'
¢ (0='Matcha 0,
e |='Matcha 1.

Example -- xxxxxx01 means 'Look for a data pattern where the first 6 bits
can be any value but the last two bits must be 01.'

Searching for Long Patterns
You can search for long pattern sequences by entering patterns into multiple
rows within the editor. Entering a pattern on one row and skipping several
rows before entering the second pattern tells BT Tracer to search for the
entire pattern between the two specified rows.

Example - Enter xxxxxx01 in row 1 and 11xxxxxx in row 2. This pattern
means 'Look for the pattern xxxxxx0111xxxxxx.'

Example - If you enter xxxxxx01 into row 0 and Bitmask Mask Match
11xxxxxx into row 4, it means 'Look for the pattern thex]  (hex]
XXXXXX0] XXXXXXXK XXXXXXXX XXXXXXXX TEXIEHOL

11 XXXXXX. TEXELLREE

TEXIREHY
00

xxzrxxy| [og] [og]
Pl sy

B R R R |

Searching for Hexadecimal Patterns
The columns marked Match and Mask allow you Bitmask Mask Match
to specify a pattern in hex. You enter the pattern Lhex] - thex]
you want to match in the column marked Match,
and enter the mask in the column marked Mask. The Mask column allows
you to specify which bits you are searching for.

Example - A Match of 03 and a Mask of 'OF' tells BT Tracer that you are
looking for the hex pattern of 03 occurring in the last four bits of the pattern.
If you enter these values in the Match and Mask columns, the Bitmask
section will automatically display the equivalent bit values: XXXX0011.

Union, Intersection, and Exclusion
If you select multiple events, you will need to use the options Union or
Intersection to conduct the search.

Union is used to search for any selected event: "Find x or y." Union lets
you tell the analyzer to search the trace for any of any of the selected items.
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Intersection is used to search for all selected events: "Find x and y."
Intersection lets you tell the analyzer to search the trace for any packet
having all of the selected events.

Exclusion is used to exclude selected traffic from the trace. Exclusion is
used with Union and Intersection --i.e., you select Exclusion with Union or
Intersection.

¢ Exclusion + Union -- tells BT Tracer to exclude packets with any of the
specified events.

¢ Exclusion + Intersection -- tells BT Tracer to exclude packets with all of the
specified events.

Using Find

step1  Select the display level to be searched from the Search For
box on the left side of the window.

For example, to search through L2CAP messages, select L2ZCAP. The display
level that you select will affect options presented in the Events Group box.

step2 Select a search direction and origin.
step3 Select one or more events from the Events Group box.

Your choices will affect options presented in the box on the right side of the
screen.

step4 If you have selected two or more criteria, then select either :

¢ Union: Find all packets that match ANY of the specified events. An

example would be to find packets with either X or Y.

¢ Intersection: Find all packets that match ALL of the specified
events. An example would be to find all packets with X and Y.

If you want to selected events from the trace, then select:

¢ Exclusion: Exclude all packets that match any of the specified
events. This option works in conjunction with Union and Intersection.
Select an exclusion plus one of the other two options. If you select
Exclusion and Union, it means Exclude packets in any of the
following events. An example would be to exclude packets with
either X or Y.
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Step 5 Click OK.
The search will then occur. Afterwards, the packets meeting the search criteria
will display.

Some Find Examples

Search for all DM1 and Poll packets with an Active Member Address of 7.

step1  From the Event Group, select Packet Types.

step2 From the box on the right, select DM1 and Poll.

step3 From the Event Group, select Header LT_Addr.

step4 From the box on the right, select LT_Addr=7.

step5 From the Center area, select Intersection.
Selecting Intersection tells BT Tracer to find packets with ALL of the selected
traits.

step6 Press OK.

The trace should reposition to the first DM1 or Poll packet that has an Active
Member address of 7.

Exclude all DM1 and Poll Packets with Logical Transport Addresses of 7.

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Select Packet Types from the From the Event Group
Select DM1 and Poll from the box on the right.

Select Header LT_Addr from the Event Group.

Select LT_Addr=7 from the box on the right.

From the Center area, select Intersection and Exclusion
Press OK.

The trace will redisplay so that it excludes DM packets with LT_Addr=7 and
Poll packets with LT_Addr=7.

Exclude all packets with ANY of the following attributes: DMI, Poll, or

LT _Addr=7.

step1  Select Packet Types from the Event Groups.
step2  Select DM1 and Poll from the box on the right.
step3 Select Header LT_Addr from Event Group.
step4  Select LT_Addr=7 from the box on the right
step5 Select Union and Exclusion.

Selecting Union causes the analyzer to search for any of the selected events.

159



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

step6 Press OK.
The trace will redisplay so that it excludes DM1s, Polls, or any packet with
LT Addr=7.

Find Next
To apply the previous Find parameters to the next search,
¢ Select Find Next under Search on the Menu Bar

OR
Click il on the Tool Bar.

11.2 Device List

Device List describes devices discovered in a previous inquiry or was
entered by the user. The list is stored in a file from one session to the next,
so the information one a device that was collected in previous sessions or
was manually entered can always be viewed.

bad .
SR s 1 %

f es State T | ED_ADDR. | Alias I Class | Clock Freg | Securit | Last update -

In Range 000251640064 0020300 3200 none 02/07/03 13:53:07

& g% archive « In Range 005037168464 0000000 3199 none 02/07/03 13:53:07
E & Inactive 333300112233 0x40020C  unknown none 02/07/03 13:53:07—
b # Inactive 00036E102000 0140630  unknown none 02/07J03 13:53:07
; O Frbiien  ANTCATEATEC Pt S0 OA PRS- i n":.'iﬁ.'n':\ 10.:0:]—'
o =< ‘“l L4

By default, Device List appears at the bottom of the BT Tracer application
window. Ifis not open, you can open it by selecting View > Device List.

Fields in the Device List
» State -- Device State

« BD_ADDR -- Bluetooth Device Address

* Alias -- Whatever alias you entered for the device in the Add New
Device dialog

¢ Class -- The device class for each listed device
* Clock Freq -- Shows the device's Clock Frequency

* Security -- If Encryption is enabled, then this field will be marked
with a "Yes." You enter Encryption by clicking the Add Devices
button, and then clicking Options

* Last Update -- Shows when device information was last updated

+ User Notes -- User comments. You add notes by clicking Add
Devices and entering text into the dialog box
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Buttons

Edit Device -- Opens a dialog box for editing the device settings in the
Device List.

Add New Device -- Opens a dialog box for adding new devices to the list.
(You can also enter devices by performing an Inquiry.) This dialog box
lets you enter information that will appear in the device list: device
names, addresses, aliases, and comments.

Remove Device -- Removes the selected device from the Device List.

11.3 Edit Comment

You can create, view, or edit the 100-character comment field associated
with each Trace file.

Step 1

Step 2

Step 3

Select Edit Comment under File on the Menu Bar.

You see the Edit comment for trace file window:

Edit Trace File Comment Dialog E

IThis is a recording of a piconet consisting of two laptops]

()8 I Cancel |

Create, view, or edit the comment.

Click OK.

11.4 File Information

To display a File Information report,

¢ Select File Information under Report in the Menu Bar
OR
Click in the Tool Bar.

You see the File Information screen:
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11.5

11.6

File Information

File name : data tfb
Trace ocoured - Tuesday, February 18, 2003 17:16:55
Mumber of packets: 79909

Eecorded with BT Tracer' analyzer, version 2.00 { Budd 27 )
Analyrer Senal Mumber: 02658
Motherboard: 0x2 Version: 0xl
Firmware version: 1.08 { EORI 1.01)
BT Firmware version: 1.20
BusEngine version: 1.07
BusEngine type: (1
TTPAS Zlot 1 - Part Mumber: BTO01RLA, Plugln I 0202, Version: Oxd

Mumber of markers - 0

Eecording Options
Crptions Mame  Default
Eecording Mode : Wanual tngger
Buffer Size : 16,000 MB
Post-trigeer position © 50%
Base filename & path : data tih

ID: 26621

Save Az... |

| v

The File Information report provides valuable information about how the

Error Summary

recording was made, what the buffer settings were, what the trigger options
were, and what version of all the analyzer hardware was used to make the
recording.

The Error Summary command opens the Traffic Summary dialog box and
displays an error summary of the current trace file. The dialog box allows

you to go to a specific packet, and save the error file to a uniquely named

file. See the discussion below on Traffic Summary for more information.

Timing Calculations

Starts the modeless calculator dialog for calculating various timing and

bandwidth parameters in the recording file.

To display a File Information report,

¢ Select Timing Calculations under Report in the Menu Bar

OR
Click @l in the Tool Bar.
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You see the Timing and Bus Usage Calculator screen:

Timing Calculator |
From beginning of; EI
IF'au:ket j IU or IPacket # 0(Trigger) j
Ta beginning of:
IF'au:ket j ID or IF'ac:ket # 0(Trigger) j
Total Time: I nanoseconds j

Air traffic calculations
AW Address: Throughput: Bit Error Rate:
ALL -

| LCalculate I

To calculate bus usage and bit rate errors,

step1  Enter the range of packets to be examined in the text boxes
marked "From packet" and "To packet."

step2 If you wish to limit your calculations to a single device,
select the device’s address from the LT Address drop-down
menu.

step3  Click the "Calculate" button.

At this point, bus usage will be calculated.

11.7 Bus Utilization

The Bus Utilization window displays a graph of bandwidth use within a
displayed trace.
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To open the Bus Utilization window, select Report >Bus Utilization or
click the button marked ml . A window will open with graphs of Link
Utilization, Data Throughput, and Packet Counts:

|
[ Baag mp @ a®m[+|=se@
Packetlength . - 2@
E“U | | F -
Zan
Sa0
Zn
o 15 20 25 20 25 40 45 a0 55 &0 65 rie) Time ()
4| [+]
|
Data Lengih : . - 2 &®
a0 : : : =
£ :
215
%10
35
2 15 20 25 30 35 40 a5 50 55 50 55 70 Time (s}
| [
|

Bus Utilization Buttons

The Bus Utilization window has a row of buttons for changing the format of
the displayed data and for exporting data:

The buttons have the following functions:
Save As - Saves the graphs
as a bitmap file (*.bmp) I{ﬂl

Email - Creates an email
= with a *.bmp file attachment I'Ell

of the graphs

Vertical zoom in

B E

Vertical zoom out

Click and Drag zoom - Click diagonally to
+ | select and zoom in on part of the graph

Print

E |= @

Full Screen Select Range

View Settings - opens a Sync and Graph areas - If two or more
sub-menu with options for EI graphs are displayed, this button will
formatting the display. See synchronize the graphs to one another. Once
“View Settings Menu” synchronized, the positioning slider of one
below. graph will move the other graphs
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Graph Areas - Presents options for
C;l'. | Horizontal zoom in Iﬂll displaying additional graphs of data lengths,
packet lengths, and percentage of bus
utilized.
C;ll' | Horizontal zoom out
View Settings Menu

Clicking the View settings button @I causes a menu

to open with options for formatting the display. l_ |_

Orient Horizontally - changes the R

orientation of bus usage to horizontal.
After selecting this option, the menu will IT <how Markers
say "Orient Vertically."

Tile wvertically

Show Plumb Line

Tile Vertically - tiles the two graphs Skatus >
vertically (i.e., side by side).

Grid Lines »
Show Markers - Places "tick" marks along e

the x axis of each graph.

Fonts & Colors. ..

Show Plumb Line - Displays a vertical
line that connects your cursor to the
horizontal axis. As the mouse is moved, the status bar will show
the packet and time frame to which the cursor is pointing.

Status - Opens a sub-menu with the following options:
— Bar - Displays a status bar at bottom of graph.

— Tooltip - Causes a tooltip to appear if you position your mouse
pointer over part of the graph and leave it there for a couple of
seconds.

— None - Turns off tooltips and the status bar.

Grid Lines - Opens a sub-menu with the following options:
— Both - Displays both X and Y axis gridlines.

— X Axis - Displays X axis gridlines.

— Y Axis - Display Y axis gridlines.

— None - Turns off gridlines.

Grid on Top - Moves the grid lines above the graph.
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* Fonts and Colors - Opens a dialog box for setting the colors and
fonts used in the graphs:

x
— Fonts
Fitle:
ITiI‘nE.'S Mew Roman j I'I'I j I?IT
Axis:
| arial s =] B 1]
— Colors
Title: Background:
R ([ —
Az Grid:
(] I Cancel |

Graph Areas Menu
The Graph Areas menu allows you to view different information in the Bus
Utilization window.

step1  Click the @I button.

The Graph Areas menu opens.

Mew. ..

Packet lenath on Rx & Packet length on Tx
IT Link Ukilization on R & Link Ukilization on Tx
IT Data Throughput on Rx & Daka Throughpot on Tx
IT Packet Count on Rx & Packet Count on Tx
Packet length on Rx
Packet length on Tx
step2 Select the data you want to appear in the Graph Areas window.
To change the properties in the Bus Utilizations graph, follow these steps:
step1 In the Graph Areas menu, select the type of data to be displayed.
Step 2 Click OK.

Or

To make a new graph, click New.
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The following dialog box will open. It will display options for setting the title,
data, color, and line type for the graph.

Graph area properties 5[

Appearance:
| E
Type: Colar:

Percent of link used on Rx [ [ [— |

r— Filter out

I Hide Link Packets
™ Hide Training Sequence One
[ Hide Training Sequence Two

Set Al Clear &l

Mew | Delete | oK I Cancel Apply

11.8 Traffic Summary

The Traffic Summary dialog box displays a text summary of traffic captured
in the current trace.

|J Go o [0 ot i - Packet i1

Type ¢ | Tokal | Amaddr 7
------- Frequency distribution Hops 10991 0
Plrt Basehand Packets Baseband Packets 10989 10989
: LMP 10 10
[+ IMP LMP
e (D Errors

=} [] Packets in Range {0 to 21979)
[#- Pkt Basehand Packets

To open the Traffic Summary window, press ﬂ

The left pane displays a tree of the different protocol levels. Click the plus
symbol (+) to expand the tree. The example above is fully expanded. The
right pane displays a summary of the traffic for the selected level.

11.9 Real-Time Statistics

The Real-Time Statistics window displays a graph of real-time link activity.

Real Time Statistics displays a summary of the traffic currently being
recorded by the analyzer.
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To display the Real-Time Statistics window, click gl in the Tool Bar.

The Real Time Statistics window opens:

dosmoanyaeaw|rz oo

Packets Occurrence (Rate)

(1]

Oscunence (packetsis)
1,000

PR A

- X
— lk anitaring piconet with
raster device

[00036E102000].

— Acoumulators
= Tatal Packets:

4]

[ 00,000,000.000

Errars Qccurrence {Rata)

—R55| By Device

Ooourrence (emorsis)
1,000

o

A I

Ll

In order to see a graph of traffic, you will need to start recording. After
starting piconet activity, press # | to start the Real-Time statistics monitor.
BT Tracer will then synchronize to the piconet and stream data in real time
to this window and presented in a format of your choice.

To stop the monitor, press ﬂ

Real-Time Statistics Buttons

The Real-Time Statistics toolbar has buttons for changing the format of the

displayed data and for exporting data:

HosS Bl aame+|sedt| » m x

The buttons have the following functions:

Save As - Saves Real-Time
graphs as bitmap files
(*.bmp)

Email - Creates an email
with a *.bmp file attachment
of the graphs

=

Print

Full Screen

View Settings - opens a
sub-menu with options for
formatting the display.

E |= &

1@

Q]
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Vertical zoom in

Vertical zoom out

Click and Drag zoom - Click diagonally to
select and zoom in on part of the graph

Select Range

Sync and Graph areas - If two or more
graphs are displayed, this button will
synchronize the graphs to one another. Once
synchronized, the positioning slider of one
graph will move the other graphs
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Graph Areas - Presents options for
displaying additional graphs of data lengths,
packet lengths, and percentage of bus
utilized.

Start. Starts the Real-Time Monitor.

=

il Horizontal zoom in

il Horizontal zoom out

Stop Real-Time Monitoring.

Reset. Resets the graphs.

3 H B

Real-Time Statistical Monitor Pop-up Menu

If you right-click a graph in the Real-Time window, a
Fit to Graph Area pop-up menu will appear with options for changing the
format of the display.

IUndo Zoom

¥ Scale Type 3

Undo Zoom - If you have zoomed in, this command will
Hide undo the zoom.

Remove

Fit to Graph Area - Redisplays graph so that the entire
trace fits inside graph area.

Properties

Y Scale Type -
Linear - Converts display to linear format.
Logarithmic - Converts display to logarithmic format.
Hide - Hides the selected graph.

Properties - Opens a dialog box with options for changing the colors, titles
and other features of the graphs.

Displaying Multiple Graphs
The Real Time Statistics window gives you the ability to create up to three
separate graphing windows so that you can create separate graphs of traffic
and tile them vertically. Within these windows, you can format the graphs
in a number of ways.

* To view two or three graphs simultaneously, click the Graph
Areas button. 1hid

A menu opens with the following graph options:
* General Statistics

* Packet Occurrence (rate)

* Errors Occurrence (rate)
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* Retransmissions - This graph shows the rate of retransmitted
packets. In the Real-Time Statistics, a packet is evaluated as
'retransmitted' if at least one non-FHS seqn bit has already been
received and if the previous sequence bit is the same as the
current sequence bit. As the sequence bit toggles on data
payloads carrying CRC, the Real-Time Statistics tracks the seqn
bits in DM, DV, DH payload, and checks for correctness only if
the payload was correctly decoded without errors.

11.10 Encryption

Bluetooth encryption is a multi-staged process that provides devices with
secure, encrypted communications. The process begins with a device
prompting the user for a Personal Identification Number (PIN). When the
right PIN is entered, the Slave begins an encryption setup dialogue with the
Master. At the beginning of this dialogue, the Slave and the Master agree
on a Link Key. A Link Key is a 128-bit value that the two devices use for
authentication. When the Slave and Master agree on a Link Key, the Slave
then negotiates for the transfer of the Encryption Key from the Master
device. The Encryption Key is used to encrypt and decrypt messages. Once
the Encryption Key is transferred, both devices use it to encrypt all
subsequent communications.

In order for BT Tracer to decode encrypted traffic, it needs the Link Key for
each Master-Slave connection for which encryption will be used. If you
know the Link Key, you can enter the Key into the Encryption Options
dialog box. If you do not know it, you give BT Tracer the PIN for a device
and allow BTTracer to discover the Link Key on its own. Once BTTracer
has the Link Key, it can capture the rest of what it needs by listening to the
Master and Slave devices as they negotiate for the Encryption Key.

Note - The encryption settings here are for the BT Tracer only. The
BTTrainer has its own encryption settings.

Note - There is no need to configure Encryption settings if BT 7racer is used
to record BT Trainer traffic.

Configuring BT Tracer for Encryption

For BTTracer to successfully decrypt traffic, two steps need to be
performed: 1) BTTracer needs to be given the PIN or Link Key for each
Master-Slave connection; and 2) Recording needs to be begun before the
Slave connects to the Master. If recording is begun prior to the creating the
Master-Slave connection, BT Tracer will be able to obtain the encryption
key and decode encrypted traffic.
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The following steps show how to configure BT Tracer for encrypted traffic.

Note Be sure to begin the following process prior to connecting your Slave device to
the Master or BT Tracer will not be able to capture the Link Key.

step1  Select View >Device List

The Device List appears.

= L
dgeales |t 2
Il State "l BD_ADDR | Alias | Class | Clock Freq | Securit | Last update -
In Range 00025316400EA Ox020300 3200 none 02/07/03 13:53:07
. ggj Archive w« In Range 0030371654B4 0000000 3199 nonge 02/07/03 13:53:07
& Inactive 333300112233 0x40020C  unknown  none 020703 13:53:07—
% Inactive 00036E102000 O0x140680 | unknown none 02/07/03 13:53:07 _
9 T binn | OO IED Fred 204 0A viemlimma e —— Ao N 4T e N
z 4] [ f

step2 Click in the row for the device of interest.

step3 Click the Edit Devices button %l
The following dialog box opens.

Add New Device x|

BD Address:
Aliaz
User Mates:
— Encryption

Security sethngs are NOT present. You can set

them through the setup dialog. Setup... |
— Device Data

Class of Device: * 0000000

Clock Frequency:® 3199

[FIThese values are retieved during inquines.

0K I Cancel
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step4  Click the Setup ... button.
The following dialog box opens:

x
E ncryption options for zlave 003037168484
Master BD_ADDR | Alias | PinCode | Link Key |

[elete | Edit... | Mew,.. | Cancel | Q. I

step5 Click the button marked New.

The following dialog box appears.

x
Master BD_ADDF: | =l
Fin Code:* Cancel |

(AT

| [Hex]
[*]Up to 16 ASCIH characters ar 32 Hex digitz
Link Key:**

[*] 32 Hex digits

step 6 Enter the appropriate Personal Identification Number (PIN)
for the selected device to the box marked PIN Code. This
PIN allows BTTracer to learn the Link Key. If you do not
have the PIN, skip to Step 5.

Note The PIN you provide should be the same used by the Slave. For example, if your
Slave device requires a PIN of "1234", then enter the same PIN in the dialog box
shown above.

step7 If you do not have the PIN, or if the Master and Slave have already
agreed upon the Link Key, manually enter a Link Key as a 128 bit
(sixteen byte) hex value into the box marked Current Link Key. If
you have the PIN, you can skip this step.

step1 Ifthe Master and Slave were previously connected, they may
already agree on the Link Key. In this case, you will need to
provide BT Tracer with the Link Key and not simply the PIN.
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Step 2 Click OK

The changes you have made are applied and the information is displayed in the
Slave Encryption Setup dialog box as shown previously.

step3 Click OK.

The Slave Encryption Setup dialog box closes. Within the Device List, you
should see a "Yes" in the Security field for the selected device.

11.11 Re-applying Encryption Settings

If you record a trace with the wrong encryption settings, the trace will not
decrypt properly. BT Tracer lets you correct the problem by re-applying
encryption settings after a recording is finished.

To correct an improperly decrypted trace file, perform the following steps.

step 1 With the trace open, open the Device List by selecting View
> Device List from the menu.

The Device List opens.

x L
Jdgasen |t 2
Al D : State  © I ED_ADDR I Alias I Class I Clock Freg I Securit: | Last update -
Q{g Inrange In Range 0002316400E4 0020300 3200 none 02407103 13:53:07
ggj archive «» In Range 003037165454 0000000 3199 none 020703 13:53:07
& Inactive 333300112233 0400202 unknown none 020703 13:53: 07—
# Inactive 00036E102000 0140680 unknown naone 02{07/03 13:53:07 _
9 Trarkisan o T T B = = =4 e d 20404 Limlemimne e COT IR 4T BT T
=4 ) 3

step2 Follow the directions outlined above in Section 11.10,
“Encryption” on page 170 for adding/editing encryption
settings.

step3  Once the new encryption settings have been applied, run the
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command File > Re-apply Encryption Settings ...

A Save As dialog box opens.

File Save As 2] x|
Save in: Ia ETTracer j - £k Eo-
ETTracer [_Iscripts
ETTrainer “Jshared
Documents I?ﬁﬁ encr__tfb
Drrivers
Sample Files
SampleFiles

File name:

3 encr (01t Save I
Save as twpe: | Bluetonth Trace Files [*.tfh) j Cancel |

Manual encruption setting:

LTadd | BD_ADDR | Lirk Key |
1

Edit |

4

step4 Enter a file name (or use the default) and click OK.

The file is saved and the new settings are automatically applied. The new file
opens automatically.

The file should now be decrypted properly.
Re-applying Encryption On Incomplete Traces
If your trace does not capture the authentication procedure, there will be no

way for the analyzer to determine the BD Address of the Slave device.
Accordingly, the software will not be able to decrypt the trace file.

If you are using a development kit and already know the BD Address of the
Slave device and the Link Key, you can enter it manually in the Save As
dialog box shown above.

Note LMP_start_encryption_req still has to be present in the trace in order to manually
correct the settings.

step1  Select File > Re-apply Encryption Settings.
The Save As dialog opens (shown on preceding page.)

step2 Select the LT Address for the device whose traffic you are

174



CATC BTTracer Protocol Analyzer User’s Manual SW Version 2.20

trying to decrypt.
step3 Click the Edit button.

step4 The Set Encryption Options dialog box opens.

X
Slave BD_ADDR: | |
Fin Code:* Canicel |
| [A5CI
| [Hex)

[F1 Up to 16 ASCI characters or 32 Hex digits
Lirk, Fey*

[**] 32 Hex digits

step5 Enter the BD Address and Link Key.
step6 Click OK.

The dialog box closes.
step7 Click Save.

The dialog box closes and the traffic is decrypted according to your settings.
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How to Contact CATC

Type of Service Contact

Call for technical support... US and Canada: 1 (800) 909-2282
Worldwide: 1 (408) 727-6600

Fax your questions... Worldwide: 1 (408) 727-6622

Write a letter. .. Computer Access Technology Corp.

Customer Support
2403 Walsh Avenue
Santa Clara, CA 95051-1302

Send e-mail... support@CATC.com
Visit CATC’s web site... http://www.CATC.com/

Warranty and License

Limited Hardware Warranty

So long as you or your authorized representative
("you" or "your"), fully complete and return the
registration card provided with the applicable

hardware product or peripheral hardware \/
products (each a "Product") within fifteen days of

the date of receipt from Computer Access ' A7
Technology Corporation ("CATC") or one of its

authorized representatives, CATC warrants that the Product will be free
from defects in materials and workmanship for a period of three years (the
"Warranty Period"). You may also complete your registration form via the
internet by visiting http://www.catc.com/support/register/. The Warranty
Period commences on the earlier of the date of delivery by CATC of a
Product to a common carrier for shipment to you or to CATC's authorized
representative from whom you purchase the Product.

What this Warranty Does Not Cover

This warranty does not cover damage due to external causes including
accident, damage during shipment after delivery to a common carrier by
CATC, abuse, misuse, problems with electrical power, including power
surges and outages, servicing not authorized by CATC, usage or operation
not in accordance with Product instructions, failure to perform required
preventive maintenance, software related problems (whether or not
provided by CATC), problems caused by use of accessories, parts or
components not supplied by CATC, Products that have been modified or
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altered by someone other than CATC, Products with missing or altered
service tags or serial numbers, and Products for which CATC has not
received payment in full.

Coverage During Warranty Period

During the Warranty Period, CATC or its authorized representatives will
repair or replace Products, at CATC's sole discretion, covered under this
limited warranty that are returned directly to CATC's facility or through
CATC's authorized representatives.

How to Obtain Warranty Service

To request warranty service, you must complete and return the registration
card or register via the internet within the fifteen day period described above
and report your covered warranty claim by contacting CATC Technical
Support or its authorized representative. CATC Technical Support can be
reached at 800-909-7112 or via email at support@catc.com. You may also
refer to CATC's website at http://www.catc.com for more information on
how to contact an authorized representative in your region. If warranty
service is required, CATC or its authorized representative will issue a
Return Material Authorization Number. You must ship the Product back to
CATC or its authorized representative, in its original or equivalent
packaging, prepay shipping charges, and insure the shipment or accept the
risk of loss or damage during shipment. CATC must receive the Product
prior to expiration of the Warranty Period for the repair(s) to be covered.
CATC or its authorized representative will thereafter ship the repaired or
replacement Product to you freight prepaid by CATC if you are located in
the continental United States. Shipments made outside the continental
United States will be sent freight collect.

Please remove any peripheral accessories or parts before you ship the
Product. CATC does not accept liability for lost or damaged peripheral
accessories, data or software.

CATC owns all parts removed from Products it repairs. CATC may use new
and/or reconditioned parts, at its sole discretion, made by various
manufacturers in performing warranty repairs. If CATC repairs or replaces
a Product, the Warranty Period for the Product is not extended.

If CATC evaluates and determines there is "no trouble found" in any
Product returned or that the returned Product is not eligible for warranty
coverage, CATC will inform you of its determination. If you thereafter
request CATC to repair the Product, such labor and service shall be
performed under the terms and conditions of CATC's then current repair
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policy. If you chose not to have the Product repaired by CATC, you agree
to pay CATC for the cost to return the Product to you and that CATC may
require payment in advance of shipment.

General Provisions

THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS.
YOU MAY HAVE ADDITIONAL RIGHTS THAT VARY BY
JURISDICTION. CATC'S RESPONSIBILITY FOR DEFECTS IN
MATERIALS AND WORKMANSHIP IS LIMITED TO REPAIR AND
REPLACEMENT AS SET FORTH IN THIS LIMITED WARRANTY
STATEMENT. EXCEPT AS EXPRESSLY STATED IN THIS
WARRANTY STATEMENT, CATC DISCLAIMS ALL EXPRESS AND
IMPLIED WARRANTIES FOR ANY PRODUCT INCLUDING, BUT
NOT LIMITED TO, ANY IMPLIED WARRANTIES OF AND
CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, AND ANY WARRANTIES THAT MAY
ARISE FROM ANY COURSE OF DEALING, COURSE OF
PERFORMANCE OR TRADE USAGE. SOME JURISDICTIONS MAY
NOT ALLOW LIMITATIONS ON HOW LONG AN IMPLIED
WARRANTY LASTS, SO THE PRECEDING LIMITATION MAY NOT
APPLY TO YOU.

CATC DOES NOT ACCEPT LIABILITY BEYOND THE REMEDIES
SET FORTH IN THIS LIMITED WARRANTY STATEMENT OR FOR
INCIDENTAL OR CONSEQUENTIAL DAMAGES INCLUDING,
WITHOUT LIMITATION, ANY LIABILITY FOR THIRD PARTY
CLAIMS AGAINST YOU FOR DAMAGES, PRODUCTS NOT BEING
AVAILABLE FOR USE, OR FOR LOST DATA OR SOFTWARE.
CATC'S LIABILITY TO YOU MAY NOT EXCEED THE AMOUNT
YOU PAID FOR THE PRODUCT THAT IS THE SUBJECT OF A
CLAIM. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE PRECEDING EXCLUSION OR LIMITATION
MAY NOT APPLY TO YOU.

The limited warranty on a Product may be transferred for the remaining
term if the then current owner transfers ownership of the Product and
notifies CATC of the transfer. You may notify CATC of the transfer by
writing to:

Technical Support

Computer Access Technology Corporation
2403 Walsh Avenue

Santa Clara, CA 95051-1302 USA
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or by email at: support@catc.com.

Please include the transferring owner's name and address, the name and
address of the new owner, the date of transfer, and the Product serial

number.
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