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USER Manual SOFIE S.O.R.T

This document contains all information related to the SOFIE S.O.R.T. Cetrel Securities proposes SOFIE
S.0O.R.T to its customers to execute Secured Online Reporting Transfert towards the Commission de
Surveillance du Secteur Financier and the Banque Centrale du Luxembourg.

The user manual addresses the needs of IT specialists for the installation and configuration of the
network, as well as those of final users for the SOFIE S.O.R.T functions.
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Contacts

User Help Desk

Please contact the User Help Desk for any information you need.
Either for the installation or the use of SOFE S.O.R.T

phone: (+352) 3 55 66 -424

e-mail:  helpdesk@cetrel-securities.lu

Cetrel Securities

Please contact Cetrel Securities for any information related to your SOFIE S.O.R.T contract.

phone: (+352) 3 55 66 - 349

e-mail: reporting@cetrel -securities.lu




- Cetrel Securities.-

Introduction

SOFIE S.0O.R.T is a tool proposed by Cetrel Securities and processed by Cetrel S.C. to transfer reportings
in a secured way towards the CSSF ( Commission de Surveillance du Secteur Financier ) and the BCL (
Banque Centrale du Luxembourg). SOFIE S.O.R.T is fully compliant with circulars 08/334 and 08/344
from the CSSF and certified by the CSSF and the BCL.

For data security, the SOFE S.O.R.T solution relies on LuxTrust Certification Authority.

Find on www.cetrel-securities.lu or call our HelpDesk or Cetrel Securities to get all detailed information to
adhere to this Cetrel Securities service.

1. Basic Functions of the SOFIE S.O.R.T tool

1) SOFE S.O.R.T implements the security principles, authentication, non-repudiation, confidentiality and
integrity defined by the CSSF and BCL and uses 2 distinct SOFIE clients :

- SOFIE Crypt

- SOFIE Transport

2) SOFIE S.O.R.T uses Certificates (X.509) established by the LuxTrust Certification Authority
3) The SOFIE Crypt mechanisms are fully compliant with the CSSF encryption specifications.

4) The SOFIE Transport mechanisms to send/receive files are based on HTTP/S protocols. This renders
SOFiIE Transport independent from complex network security requirements.

5) To encrypt the reporting files following the CSSF’s specification, you should use the SOFIE Crypt
client.

6) To send encrypted reporting files you must use SOFIE Transport client.

7) SOFIE Crypt offers a functionality to recognize and verify structured files before the securitization of the
content. This functionality avoids the transmission of incorrectly structured files.

8) SOFIE Transport is capable to distinguish the context of an exchange. In "Production” context the
exchange of real operational information is processed. The "Test" context is used to exchange data for
test purpose.

9) For the exchange of data, SOFIE Transport participants subscribe to packages. This allows a
participant to exchange data only according to rules established for the package (ex. TAF,

COREP,FINREP). The rules for every package are documented and available on www.cetrel.[u.

10) A package may include additional functionalities. For the TAF report, Cetrel developed a package
which is commercialized by Cetrel Securities that permits users to type in data. Data are formatted into a
file, according to the requirements of the CCSF. When data capture is completed, they are securely sent
to the CSSF.

11) All detailed information on the service is available by www.cetrel.lu.
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2. SOFIE S.O.R.T concept
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The concept of SOFIE S.O.R.T is very simple and compliant with the CSSF requirements:

1. The participant 999900201 encrypts/decrypts the reporting file or feedback file with the SOFIE
Crypt client. The format file generated is a PKCS#7 file.

2. The participant 999900202 sends/receives with the SOFIE Transport client the encrypted
reporting/feedback to/from the CSSF and BCL.

Some particular applications of SOFIE S.0O.R.T are documented further on in this documentation (Useful
information).
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3. Installation
The installation and configuration process has been simplified and automated at its most. You can get
your version of SOFIE by downloading it from our Website.
For upgrading your SOFIE version, we use the JNLP [TM] technology via the Webstart [TM] tool . It allows
you to get an update of your SOFIE program every time you start the program. The SOFIE modules are
electronically signed, protecting you from the delivery of a non-Cetrel version.
To respect the CSSF technical requirements, you mus  tinstall 2 SOFIE instances : one for the

client “SOFIE Crypt” in a safety network and one fo r the client “SOFIE Transport” in a DMZ.

4. Components

SOFIE uses the Java Runtime Environment. It is the standard JRE as delivered by
The JRE is automatically installed.

Webstart[TM] is a tool delivered by SUN[TM]. It implements the JNLProtocol, to
synchronize a program between a client station and the version existing on a
webserver.

CETREL uses this technique to synchronize the SOFIE program with its customers.

Webstart verifies the electronic signature of a module. Using this technique, you are
Webstart[TM] always sure that the installed module is coming from CETREL. The certificate is
installed automatically during first installation.

Additionally, Webstart uses the sandbox mechanism of JAVA. This functionality
allows customers to be sure that the SOFIE program has only access to authorised
resources of your computer. If you are familiar with this concept, you can yourself
change the rights.

The SOFIE program consists of a number of signed JAR's.

SOFE The functionalities of the program can be used either by the GUI or via batch mode.
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5. Technical Requirements

5.1 Platforms

Refer to www.cetrel.lu to get all the information concerning the supporter platforms and the technical
requirements for the SOFIE tool.

5.2 Communication

The file exchanges with CETREL are done via an Internet Connection. Any type of communication can be
used : leased line, modem, ....

Before installing SOFIE client please make sure you have admin rights and if you pass by a "firewall" or
even a "proxy" URL and the ports must be open:

Port Using Possibility of using a web proxy
80 SOFiIE client: Yes, but without authentication
An update of the application in batch mode
or JavaWebStart

443 SOFIE at SSL Yes, but without authentication
389 LDAP LDAP needs a direct TCP connection
/| NAT

URLs are accessed as follows:

» To allow the transmission of data, you need to open the following URL and TCP/IP sockets.
http://www.cetrel.lu/jws/sofie/index.html
https://lwww.cetrel.lu/cgi-bin/prot/chgpass

» To be able to have the automatic update of new SOFIE versions, allow the URL
https://lwww.cetrel.lu/secure/prot/sofie/jsp/serviet/SofieMain

» To have access to the LDAP, authorize use of the LDAP protocol with port 389
LDAP: // ca.cetrel.lu



5.3 Directory Structure

To integrate SOFIE client in your automated process, it is important to know the usage of the directory
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structure, installed and used by SOFiE.
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Directory Recommended actions
999900**** backup the structure regularly
Archive clean the structure regularly
Error backup (for tracing) and clean regularly
Received all files received for the user are decrypted and can be used for further
treatment
received/999900207 all files received are transmitted to user 999900207 and are not (cannot
be) decrypted
to_crypt basic directory scanned every time you execute the encryption process
to_decrypt basic directory scanned every time you execute the decryption process
to_send basic directory scanned every time you execute the sending process
Keys backup regularly
Logs contains the log files. You can use the files to monitor SOFIE
It is recommended to make a regular backup and clean the directory.
Properties\batch backup regularly
Properties\clients backup regularly
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Windows installation

1. Upload the installashield

Go on www.cetrel.lu and click on SOFIE

CETREL, partenaine de conflance
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Go on Navigation and click on Installation

CETREL, partenaire de confiance
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- Documentation
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Click on Download Link fgr Windows

/2 Cetrel: Installation - Windows Internet Explorer

) v [] etiomm cetrelufa07.0 1o

5 - B - - [hpage - Gosk

4

W S @ cetrel: Installation

~ Cacetrel
- Ludmst

Installation pour Windows
FAQ & propos de SOFiE:

SOFE Version 3.2 - EAQ4propos e SOFE

SOFIE: Secure Online File Exchang€, V3.2 né avec 1a JRE 1.5.0_04 (Sofle_V3.2.exe Taille: 43245149
bytes chksum: 2676103854 mogffé le 31/10/2007)

Upgates:

Cammunicationdfror management

Installation pour Unix

SOFIE Version 32
SOFE pour UNDC

o Sofie V3 2tar"

Lisez/e fichier INSTALLTXT se frouvant dans larchive

Tun_gui kst “oin pour de lancer SOFIE

Taill: 25,681,920 bytes Chksur: 153951300 modifé e 02/1112007

‘Downigad link

The system ask your User Id* and password*

Authentizaton Aeguired
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User Id

Dear Customer,

Thank you for your subscription to the CETREL Sofie Service.

[ Your Personal Partcipant Identiier i (2999 0Xxx )

Please find underneath the Password belonging to yourMpam Identifier.

Important

Use the link [*“® [/ on www cetrel.lu and your Personal Identifier and Password to access to
the secured part of CETREL's Website.

On the Website, you will find instructions that will lead you through the installation and
configuration process of our tools

w

For any support, please call CETREL Help Desk during office hours at (+352) 3 55 66-600

For security reasons you may not transmit your Personal Participant Identifier and Password
to another person.

You are responsible for the secrecy of these information, according to the conditions

fixed in your contract with CETREL.

The first time you use the tools of CETREL, you are requested to change your Password.
Your new Password is personal and not transferable. You are responsible to keep it seara
IF you suspect that your Password has been disclosed, contact CETREL S.C. as soon as
possible in order 10 block your Personal Participant Identifier.

Enker usesmame and gassword for "CETREL WEB™ at hittms:fwewiw.cetieliu
Lizer Masne:

1/

Pasavord:

| w

| Lse Password Manager ta remesnber this paguord.

ok ] [scomen |

<\

Scratch the mask to get your Password

User |
—_—

Dear Customer,

Thank you for your subscription to the CETREL Sofie Service.

Your Personal Participant Identifer is | f'sssoxx}o( Y|

Please find underneath the Password belonging to your Pers: icipant Identifier.

*These information has been transmitted by courier

Having entered your data, you have 2
opportunities for download.

Important

Use the link on www.cetrel.lu and your Personal Identifier and Password to access to

the'secured part of CETREL's Website.

On the Website, you will find instructions that will lead you through the installation and
configuration process of our tools

Lod

For any support, please call CETREL Help Desk during office hours at (+352) 3 55 66-600

ity reasons you may not transmit your Personal Participant Identifier and Password
rson.

ble for the secrecy of these information, according to the conditions

fixed in your comegt with CETREL.

The first time you use the
Your new Password is
If you suspect that your Passwor
possible in order to block your Person

Is of CETREL, you are requested to change your Password.
d not You are ible 1o keep it secret.

been disclosed, contact CETREL S.C. as soon as

articipant Identifier.

password
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1. First opportunity, click on RUN

File Download - Security Warning i

Do you want to run or save this file?

Mame:  Sofie 2.5.exe
Tupe: Application. 33,5 MB
From: . cetrel

Save

| [ e

“ahile files: from the Internet can be useful, this file type can
patentially ham your corputer. I you da not st the source, da not
Tun or save this saftware. Wwhat's the risk?

Start of installation

“ =

Sofie_v3.2.exe from www.cetrel.lu

=10l

Estimated time [eft 1 min 59 sec (10,4ME of 41,2ME copied)
Download to: Temporary Folder
Transfer rate:  264KB[Sec

I {Eiass this dislog bov when downioad completes

| “Bpen e | [ Caneat |

Open

(adviced)

At the end of download, the application displays the

following message

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Name: Sofie_V3.2.exe

Publisher: Unknown Publisher

This file does not have a walid digital signapre that verifies its publisher, You
should only run software From publishers/Aou trust, How can 1 decide what
softkaare ko run?

v

Click on RUN to continue
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2. First opportunity, click on SAV,

File Download - Security Warning i

Do you want to run or save this file?

. Mame: Sofie V2.5.exe
Tope: Application. 38,5 MB

Fram: www.cetrellu

Bun

“Wihile files from the Intemet can be useful, this file tipe can
potentially harm your computer, If you do not brust the source, do ot
U or save this software. What's the risk?

Please save the installshield on your desktop for that click

DESKTOP and next SAVE

2l
Savein |5 Downloads B e md =
coning
e reemirindows-Tnstaller-0_7_1
of_ V25
£ iMLobjective_free_windows_1_1
mlweawer
Fike piame: [sofie_v25 | Save
Sevsastps:  [Appication e

Start of download

19% of jws_exe Completed

®

Saving: :
ws.exe from wems. cetrel u

&

‘Estimated time left: 33 sec (1:71 ME of 9.92 MB copied]
Dowrloadte:  CAem0252ASECSclientiws.exe
Traruter rate: 243 KB/Sec

I Ciose this dislog bax when dovnload completes

el | [ Cancel |

Tien

After the download, you must launch the installshield

|

|

which is in your desktop to start the installation.
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The installation will start and the application asks you the SOFIE installation folder.
By default, the folder is ;
C:\Program Files\Cetrel

Install <Back (o] coce ||

If you want install SOFIE client on another folder, click on BROWSE and indicate the path.

At the end of installation, you have an icone B on your desktop.

2. Other Platform Installation

1. Use your User-1d and Password to download from www.cetrel.lu your TAR file or get your CD from CETREL.
2. Copy the TAR file to its destination, and execute the UNTAR utility with the instruction:
uncompress sofie.verxyz.tar.Z
tar -xvf sofie.verxyz.tar
3. The following components have been installed:
« the latest JRE [TM] supported by SOFIE (refer to www.cetrel.lu for the actual version)

« the SOFIE program
4. Start SOFIE using the run_gui.ksh script.

-13 -
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SOFIE Crypt or Transport Configura tion

1. Starting SOFIE client

#

Use the icon | " on your desktop to start your SOFIE Crypt or Transport client.

By default, SOFIE client is installed under folder C:\CETREL\sofie.
If you want install SOFIE client on a network, you change the letter C by the letter of your driver example:
A

x
lz‘ It seems that the application SOFIE Client has nat been installed.
Please enter the folder where the application must be installed.
|c \cetrel\suﬂe\ |

SOFiE client is started through Java Webstart [TM]. Every time you start SOFIE, it will try to synchronize your
SOFIE version with the reference at Cetrel.

When a new version is downloaded, the starting of SOFIE client will last somewhat longer (depending on your
telecommunication infrastructure).

Notice: The synchronization happens only if you have access to the required URL.

2. Login

The login allows you to access the functions of SOFIE S.O.R.T.

Fill in Your User Id and Your Password

=10 x|
Login |
Passwaord I
[~ Save encrypted password For batch |::0cessing\\_
———————= ‘:'1 £
Change password | Wk | Cancel | 3 § = “I 2

Remember that the first time you log to SOFIE, you have to type in the password
contained in your envelope.

During the configuration wizard, you will have to ¢ hange your password.
SOFIE requests that your password will have at leas  t 8 characters, one upper case
letter, one lower case letter and a digit.

-14 -
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After 3 erroneous attempts, the Login terminates automatically. You can nevertheless restart SOFIE and try
to log in again.

NI Important !

If you forget/loose your password once you have cre ated your profile, you
can no longer use SOFIE.

You must contact CETREL to get a new participant 1D

SOFIE saves the status of your user and during the login, according to the status, different functions may only be
available

3. User not defined

As your User Id is yet not declared on your computer, you are requested to confirm the creation of the user.

QUESTION il |
9 Llser unknown,
‘*u'/

[ you weant ta create a news prafle: 2

il Confirm the creation of a new user and you will continue with the configuration wizard

4 Do not confirm the creation of a new user and get the information

X

@ Irnvalid login

After confirming with you return to the login screen.

-15-
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4. Generate your LuxTrust certificate requestfort  he first time

The configuration wizard leads you through all the configuration steps you have to execute before having access
to the SOFIE S.O.R.T functions (Crypt or Transport). If for any reason you stop during the process, the next time
you login, the wizard will automatically guide you to the last configuration step performed. You continue with the
procedure.

The Disclaimer informs about the responsibilities when using SOFIE client

|Gurrent step : Disclaimer —

oLy niEt ret o FeSE AT usE el

CEIREL

‘Bteps following =
—
Profile creatian WARNING
This softwars i the property of CETREL 320
Paseweirdd Yo berve the right bo wse tkag solware ondy For he request for certificates wilh Ca-Celre {cerlifcalon suthorily of CETREL 8.C.7 @
accordance with the terms of the cantract you sigresd wath CETREL 5.0
Before usmg the Solbeare, lake care thal you s asdume gour respocsafiblies as defined @ the certificate pohey, allached (o the
copdract
P I .
& Fow may rol modify, decompds o use Gis Soflwere for any othier asage than specified mthe conteact
iou qesEy ol reove the copyrighl information metionnsd i this software.
| _ Accordng 1o the lw of Iod Augast 3002 regardng the protection of privaie dala, 5o bave the ght to access and request the
T T SR smo@featan of Yo pereons data,
You snay execute your Aght by sending wour reguest by mail 1o
Sand ﬂ'ﬂ‘muﬁ:mm’i CETREL 8.0
10 Pare d'Ackvils,
L-2956 Luxesoinar g, e
:Cytmtm rﬁhm. Asy et frsa sl as Sasalinad B COETDER - O 7 Lo abke aa e e L BT PP i - - . ¥ el s 1!
O Agres OF Mot ages
et b e el I r;argel |

Agree and go further with TS

-16 -




- Cetrel Securities.-

1. The profile creation

« confirm your internet connection

* when yes, confirm your proxy and give the Host name and the port number of your proxy server (ask
your network administrator for these informations)

[Current step : Prefila craation [this step can be long)
—Chetk pasavand
=
Steps following ;
Hasspowanintemet conneclion? O ¥es o o
Prafile creatian Use s Sroy=arae s 45 FEcr AR iR
| Hast name |
:Purl'nunber |
| Password change
| Personad infiormation
| keys panaration
Sand the cartficate ramuest
Certificabe nstalation

confirm whether you are connected to the internet
If you have an Internet connection, you are asked to complete:
= whether you have a proxy server
= and give the Host name and the port number of your proxy server

(ask your network administrator for these informations)

go further with L

-17 -
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3. You are requested to change the password

Repeat your old password and fill in your new password (respect the rules for declaring a

password).
Current step ;. Password change
Fazswond mpstoonteins & characlers wilh st e st 1 digit, Tuppariase b lowemasecharants
[steps following | Logn e
Chel passvvord- I"."n.-.
| Profile ooeation
Passand !ft RAXT R
Coniflm passward !T“*’r"*
Password changs:
Persanal irformation
Krus generation
Send thie certificate request
Certificate instalation
e Previalie [ Pt cansl [

Repeat your old password, and introduce your new password (respect the rules for declaring a password).

Notice: Your password for accessing the protected Internet site of CETREL has also been changed

and continue with =222,

-18 -
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4. Fillin your personal information and check LuxTrust as Certification Authority

mbors =

After selecting LuxTrust, the following message displays

INFORMATIDN

ﬂ.

After confirming with , you can fill in the information.
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Notice: This information will be used for your certificate request, and the LuxTrust can refuse your
certificate request if information is wrong and different of your order form.

Name: your name

E-mail: your e-mail address (the certificate will be sent to this address)
Company: company name

Department: your department

City: your city

Country: your country

Mail server: name of your mail-server (consult your network/system administrator)
continue with =222 14

Confirm your personal information

o [l .o
CUrrgnt $4ap 1 Pareonnal [nferseatien
- L e T ] PR T
Bteps tollowing e B
| Bahadl [k
;’@Htﬁhﬂ'm | Corvpay Femniay
Cepartment ipiongly, [
=] |--.¢-
HiFazwond change Counky Lusembourg =]

| Wil Sorver rame (SHTRY |

-Fercoral information

Kl e a oy

S el i T Ak rep et

cierlfisatn rsiallatiory

= Prokis "r_w;-u.:?__;. Carial

continue with RS to
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6. Generate your private/public key

To generate your private key, you must move your mousse until 100%.

N lSiE
’ |Guifrent step i Seclrity Keys generation ol
IStaps follvwing [
o crasten
| - Fiopen, move your mosss i s stesens,
o
Ty EErecation
- B B cortficans raguest |
Do vatataten
=< B T | Cancel |
. . Bt v
continue with—= to
7. Save the Certificate request
o sore N =
' Current step : Send the certificates request
‘fau-are not connected oran error aceurs:
S, yau must choose afile to save
your cerificates reguest
Steps following Rechercher dans ;[ sofie T EE
(@) Profile creation () bin
1) data
1) kes
(&) Password change: ) logs
(L) properties
) top
(&) Persanal infarmation
@IK_eys generation
Send the certificate request
. Morn de fichier : (39990148, pem|
Certificate installation
Fichiers du bype | ITous les fichiers j
<< Previols ek == | LCanicel |

-21 -
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You must save the Certificate request. The Certificate request is a file which contains all
information about your public key. The name file is your user id with extension pem. Example :
999900000.pem

Click to LuFE..

8. The first phase of your configuration process has been executed and SOFiE is stopped.

9. Send your Certificate request to LuxTrust and retrieval your certificate certified by LuxTrust.
Following the instruction defined on :
https://www.luxtrust.lu/fileadmin/user upload/downloads/SSL_guide_online.pdf.

-22.
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5. Certify your certificate from LuxTrust

1. On www.LuxTrust.lu , click on « Service en ligne »

/2 LuxTrust: Start Page - Windows Internet Explorer

=l5(x]

S »
G@ . s s, ufnder, phpd=5

v dr T LuxTrust; Start Page

7' );\ [Live Search |EE|

BB % s G 7

o ) T r
rLLUXTI-‘ u ET Quisommes  Lessolutions  Aproposde  Nouvelleset

Home Recherche Links Sitemap nous? LuxTrust PKI Documents
F

i

r

Bienvenue chez LuxTrust S.A. “ —

LuxTrust est une autorité de certification qui délivre et gére des certificats |
électroniques d un trés haut niveau de sécurité. L offre de LuxTrust a été ‘ B
développee en vue de répondre au mieux aux besoins de ses dients tant au
niveau de la sécurite qu “au niveau de b utilisation quotidienne.

rq.,i sommes nous? ey B propos de PKI Doneites ot Dosments
Uhistorique Utifisateurs A propos de PKI Nowvelles
fons de contact professi Glossaire
Utitisateurs privés
= | =] = = |

Latest news

-
=

17-04-07
LuxTrust S.A. ensemble avec la
Chambre de Commerce : la
sacurité électronique dans la
continuité

oy
25-01-07
LuxTrust S.A. reconnue au
niveau international

Ly

28-08-06.
LuxTrust S.A. fournit la
signature électronique pour les

passeports biométriques
J

© LuxTrust 2006 - all rights reserved

[Pitps: s huxtrust Jufindex phpid=d4.

-23 -
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2. Select « Commande de produits LuxTrust »

LuxTrust: Services En Ligne - Windows Internet Explorer = x|

+ [T hietps: o ctrust lufindex. php7id—a4 = & {4 [ove searcn {o]=]

| i v B - e - rBags - ) Took - 7
3~ L i r o -
[T_LLIX'T LIST Quisommes  Lessolutions ~ Aproposde  MNouvelleset  Support & Services En

Home Rex Links Sitemap nous? LuxTrust PKI Documents FAQ Ligne
- o = -

w e

L LuxTrust: Services En Ligne

Services En Ligy

I Les services en ligne
Commandes de produits LuxTrust vous permet de réaliser des opérations directement en
LuxTrust ligne.
Récupération de certificat Faites vatre choix :
SSL et Objet

o

Commander des produits LuxTrust

)

Récupérer votre certificat SSL ou Objet aprés avoir
| effectué la procédure de commande.

Téléchargez la derniére liste de révocation
LuxTrust Normalised Root - CRL

LuxTrust Root - CRL

GTE Cybertrust Omniroot - CRL

o

o

)

© LuxTrust 2006 - all rights reserved

7 Trusted sites. ST
Z

3. On the bottom page, click on « Commander un produit SSL ou Objet »

ommandes de prod do ernet Explo _i&x]
GE} + [T Petpss o hebrust findes php?id—72 =1 & [[$2] | [Lve searcn 2=}
T @ T, LusTrust: Commandes de produits LuxTrust | | 2 - ~ e v o rPage v (5 Tools v 7
LLIXTrruUusT - = r T it r =
I [ Quisomihes  Lessolutions ~ Aproposde  Nouvelles et Support & Services En
Home Recherche Links Sitemap. nous: LuxTrust PKI Documents FAQ Ligne
o L i e i

Services En Ligne ~ Commandes de produits LuxTrust

Commande de produits LuxTrust
o Caftes a puce (Smartcards) LuxTrust
o Ceftificats SSL et OBJET LuxTrust

Cartes [a puce LuxTrust

Cartes a puces
(S ] Les cartefs a puce LuxTrust sont dotés de deux certificats et ont une
Certificats SSL et Objet durée defvalidité de 3 ans.
Reécupération de certificat o Polir plus dinformations sur les cartes a puce LuxTrust
SSL et Objet (Sthartcards), diquez ici ou téléchargez ces informations en
fofmat PDF.
Gestion Certificats o Afjn de pouvoir utiliser les cartes & puce LuxTrust il vous faut
unflecteur de carte a puce et vous devez installer le
] Miidleware LuxTrust sur votre PC.

© Lahcer ta commande d'une Carte & puce LuxTrust
(Cfrte privée ou carte professionnelle)

o Tofifs:
= Tarif carte standard: 50,00 € hors TVA (57,50 € TTC)
= Tarif carte urgente: 90,00 € hors TVA (103,50 € TTC)

Certificats SSL et Objet LuxTrust

Les certfficats SSL et OBJET de LuxTrust peuvent &tre commandsés avec une validité de 1, 3 ou 5
années.

P ur les certificats SSL et Objet LuxTrust, diquez ici ou téléchargez la
Blochure de présentation des cer SSL et Objet.
Cpmmander un produit SSL ou Objet

Durée de validité 1 an : 175 € (+ TVA 15%)
= Durée de validité 3 ans : 430 € (+ TVA 15%)
= Durée de validité 5 ans : 590 € (+ TVA 15%)

Bose [0 0T [ usedsres [Ricow -
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4. On the next page, we must select « Lancer la commande » (in the bottom page)

ertifica ob do et Explo SEIES)
@- [T itpe: s koxcrust inde phpmid=144 =] & [{#2)[] [uve search [2]]
TE st Coriicats 5oL et Objet | ] Fi - B - i - e - o - 7

- = r - - P’
[T_LIJXTF‘LIET Quizommes  Leszolutions =~ Apropdide  Nowvelleset — Support®  Services En

Home Recherche Links Siemap nous? LuxTrust PKI| Documents FAQ Ligne
- o & & =

Services En Ligne » Commandes de produits LuxTrust ~ Certificats SSL et Objet

INSTRUCTIONS IMPORTANTES POUR LES
COMMANDES DE CERTIFICATS SSL ET OBJE]

Affichage
© Un affichage correct des pages de corimandes

ne fonctionne qu'avec un navigateur lhternet
Explorer 6 ou supérieur.

o Pour slassurer que tous les écrans de k

procédure de commande saffichent

Récupération de certificat correctement votre port 8080 doit &tfe ouvert
SSL et Objet et disponible.

Gestion Certificats

-

Etape préliminaire

Vous devrez ensuite générer une demande df signature de certificat (Certificate Signing Request -
CSR) sur votre serveur web. Pourles certificafs dune validité de 1 ou 3 années, la longueur de la dé
autorisée est de 1024 (1k) ou 2048 (2K). Pourles certificats dune validité de 5 ans, seule une
longueur de 2048 (2k) est autorisée. Toutes s instructions neécessaires se trouvent dans la rubrique
Support et FAQ.

Bons de commande

Télé te bon de t aux produits LuxTrust que vous désirez
acquérir, en format PDF :

o Certificat SSL, validité 1 an - FR - EN
© Certificat SSL, validité 3 ans - FR - EN
o Certificat SSL, validité 5 ans - FR - EN
o Certificat Objet, validité 1 an - FR - EN
© Certificat Objet, validité 3 ans - FR- EN
o Certificat Objet, validits 5 ans - FR - EN

E— [T T [ Trusted sites

[ -

GZ:)- [T Petps: e duxtrustuufindexphpic=144 =&l
w oy

é2 )| % | [Lve search

L LuxTrust; Certificats 5oL st Objst | | o -
Togueur de 2048 (2K) st autorsee. Toutes [§s Nstructions necessaires se frouvent dans (@ rubnque
Support et FAQ.

Bons de commande

Téléchargezle bon de rrespondant aux produits LuxTrust que vous désirez
acquérir, en format PDF ©

Certificat SSL, validité 1 an - FR - EN
Certificat SSL, validité 3 ans - FR - EN
Certificat SSL, validité 5 ans - FR - EN
Certificat Objet, validité 1 an - FR - EN
Certificat Objet, validité 3 ans - FR- EN
Certificat Objet, validité 5 ans - FR - EN

000000

Conditions générales de vente

Vous pouvez téléchargerle fichier contenant lef conditions générales de vente en format PDF.

Repository

Retrouvez de facon centralisée et organisée touf les documents et toutes les dannées concernant les
produits LuxTrust - Repesitory

Un guide de lutilisateur est a votre disposition ef format PDF. Ce document reprend en détail les
différentes étapes de la commande pour un certificat SSL ou Objet, de U'snregistrement du certificat
jusqu'a sa récupération, Guidz.

L t de la J de

Vous pouvez maintenant continuer ve andes des produits LuxTrust.

Lancer la commande

pome 5 [ R

|7 Trusted sites. [*=o0w - 4
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5. You must choose a LuxTrust SSL Certificate 3 years.
For maintenance reasons and to keep a staridard, SOFIE supports only the certificate with a
validity of 3 years.

2 LuxTrust: Procédute de commande - Windows Internet Explorer ;m ﬁ
@ - |r|-J et P Juxtrust.ufindex phptid=46 j@ EI i;_‘ |Live Search |E_z
W@ L LuTrust: Procédure de commande ‘ | @ N [ @ v e @.TQOJS' -7
LUXTPUST © i i i i i
L Quisommes  Leskolutions  Aproposde  Nouvelleset  Support & Services En
Home Recherche Links Stemap nous? FKI Documents FAQ Ligne
Jd Jd 2l d K

¢+ APropos ¢

+ Commande * Récupérer o Statut o

Choisissez e type de certificat

Récupération de certificat
SSL et Objet

Gestion Certificats

LuxTrukt 551 Certificate 1 vear

LuxTrust S5L Certificate 3 vears
LuxTrust 351 Certificate 5 vears

Choisissez e type de certificat que vous désirez acquerir,

- Il vous faut générer & 'avance une clé privée sur votre serveur, ainsi qu'une demande CSR
(PKCS#10).

ot 2004, Al hts it

Dne [T B[ tinonzmses [Riom
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6. In this page, you must copy the content of your 9999XXXXX . pem which you have saved before without the
begin and the end of the file like the following example.

9999XXXXX.pem - WordPad 1O =]

File Edit W%iew Insert Format Help

D3| S 44 &[] =)

CEVWIIOTop
wOE
LMITE
+Forl ok
ZEink?7I

ExFJT1RFURSET
oy o

oI
1MITIETI]

b OMdpTaipF
tErmIDogpnEZ

i N LT e
t+ico
Skgnwi

r = 4O Propos =

J = Commande « PRécupérer = Statut o=

Copiezfcollez votre demande de certificat ici:

\

Enter the characters tharappear in the box abowe and then click submit

=ubmit

7. And fill in the characters appeared in the box above and submit the request
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8. In the next screen, you must just fill in the 3 following fields to retrieve your certificate after
LuxTrust certification :

- Email Address for notification

- Collection Passphrase:

- Collection Passphrase Confirmation

You mustn't fill in or modify any another field.

II + A Propos +

J * Commande * Récupérer «  Statut e

Demande de Certificat

LuxTrust S5L Certificate 3 years

Policy
Country : || || -

State or Province: |

Locality : || yuembourg

Organization : |CETREL

Crganizational Units |INTERN.|':".L LISE OMLY

Crganizational Units |IT

Common Name : |Dup|:|r'|t Banoit

|
|
|
|
|
|
Serial Number: |9999XXXXX |
|
|
|
|
|
|

Certificate Email Address: |dupunt@cetrel.lu

Subject alt Email - RFC 822 Mame: |

Exact and full secand LURL : |

Email Address for notification : |ir‘|f|:|rmati|:|ue@cetre|.|u

Collection Passphrase: |"“"““"“

Collection Passphrase Confirmation: |"“"““"“

Metscape Certificate Tvpe: [ SSLClient
SSlServer

Messages
The certificate start date must be supplied,

Submit

9. Click on Submit
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The screen displays the transaction number

r - L Propos -

J - Commande = Récupédrer = Statut -

Demande de Certificat - Enwvoi

weuillez prendre note du Nnumeéroc de transaction/commande :

=

L= numeéero de transaction/commande est indispensable pour retouwer un certificat.

La demande de certificat a €té transmise a l'autorité de confiance pour approbation.

weuillez imprimer cette page et noter le numéro de transaction/commande. Wous dewvre=
I'introduire dans la partie I du bon de commande. Le bon de commande correspondant &
wotre produit se trouwe dans la rubrigue "Services en ligne" a la page "Instructions". Il peut
egalement &tre télécharge a partir de la rubrigue "Support et FAQ", dans la section
"TEéléchargements".
weuillez imprimer le bon de commande et le remplir suivant les instructions reprises dans le
document et I'envoyer awvec les pidces requises & la Chambre de Commerce, Serwvice Espace
Entreprises, L-2981 Luxembourg.
La procedure d'enregistrement en ligne est maintenant terminge. La demande de certificat a
ete transmise a |'autorité de confiance pour approbation.wous recewvrez un e-mail de
confirmation vous informant du bon déroculement de cette procedure.

Four sortir de cet &cran, weuillez cliquer sur un lien de wotre choisx.

After these steps, we must send your order form to LuxTrust. With your contract copy and your
passwords, you have received a special SOFIE LuxTrust order form that you must complete and send to
LuxTrust.

6. Tofill in your order form

In your order form, there are 4 parts:
- First part for your SOFIE Transport Certificate
- Second part for your SOFIE Crypt Certificate
- Third part One for the payment
- Fourth part for the signature

To complete the first and second part, you must indicate the same information in your order form than in
your certificates requests. Example
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Country @ || | -
State aor Province: |
Locality : || yuxembourg
Organization : |CETREL

Organizational Unit; |INTERN.&L LSE Oy
Organizational Unit; |IT

Commnmon

Serial NMurmber: |gggg:-c;:-c;:-c:::-t:::-c:
Certificate Email address: |dupDﬂt@CEtrE|-|'—J

Subject Alt Email - RFZ S22 Mame: |

Exact and full second URL : |

Email Address for notification : |ir‘|f|:|rmati|:|ue@c:etrel.lu
Collection Passphrase: |..............

Collection Passphrase Confirmmation: |..............

- Cetrel Securities.-

Policy

Name : [Dupont Benoit

I N[l |~ W |N

Part 1: Order information for your SOFIE Transport certificate

Information appearing in the certificate

IMPORTAHNT: “You need to send wour CSR (PECS#10) request to LuxTrust via the Internet site
hitp:iorders. uxtrust. |y, The indications in this part of the order form have to correspond exacthy to
the infommation in your CSR. It is possible that certain fields will not be availahle in yvour CER
peneration tooll The fields are mandatory! Flease also refer to the cedification policy and the
cerificate profiles under hitpirepository. uxdrust o

7 | Id SOFiE Transport :

6 Common name :

3 | Company name:

2 Company address (city):

1 | Country:

8 | E-mail address:

5 | OrganizationalUnit1 (optionnel :

4 | OrganizationalUnit? :

999X X XXX
(=erial number inthe CSR)

Dupont Benoit
[Perzon name included inthe CSR)

CETREL

[Company name of other equivalent official denomination)
Luxembouryg

LU
(=2 Code (LU, DE, FR, ...) of the courtry where the company's legal
headguarter i located)

dupontg@cetrel.lu
1]

INTERNAL USE ONLY continued p.2 =
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To complete the fourth part, you must indicate your transaction number

Demande de Certificat - Enwvoi

wveuillez prendre note du numdrs de transaction/commande !

£

L numicrs de transaction/commande est indispaasable pour retouver un certificat.

Part 3: Price and payment

To be indicated as payment reference \
Orderftransaction numbers for SOFIE Transport and SOFIE Crypt ™ ooyed
Product: 2 LT S50 3 years — SOFIE Transport & SOFIE Crypt

Signature request date

7. To retrieve my certificate

You will receive a email from Luxtrust to inform that your certificate has been validated. To retrieve your
certificate, you must go to Luxtrut website www.luxtrust.lu under heading « Services en ligne » -> «
Récupération de certificat ».

rl - & Propos

J = Commande e+« Récupérer < 2 Statut

Recupérer un certificat

Muméro de transaction/Scommande

s
Sujet du Certificat Emetteur du Certificate

EMAIL=hary@cetrel.lu
serialMumber=9999z0000
ZM=TEZ=T CTETREL =OFIE CH=LuxTrust Mormalised Ca
DU=IMTERMA&L USE OMLY D=lLuxTrust s.a
D =CZETREL S.C. Z=Ll
L=Munsbach
Z=Ll

Yalidité du certificat

15 mars Z005 13:41:06 13 mars 2011 135:41:06
numeéro de série du certificat
1 : 51

uUtilisation de la clé
Signature &lectronique
Empreinte du Certificat {SHA-1 hash)
Z28:FO:FB:55:5C:B7 A 6e6:B 135 2B: 19 FFEE:4Z:35:83:45: 39 0E

Enreqistrer un certificat au format DER. + Enreqgistrer sous un certificat au format PEMM - =

Enregistrer sous une chaine de certificat =+ Enregistrer dans le navigateur. <+ Enreqgistrer sur le

syst&Eme.

You can save the certificate either Der format or Pem format.
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8. To do with the certificates

Upload your certificates Crypt and Transport on www.cetrel.lu under SOFIE heading to continue the SOFIE
installation.

Click on LUXTRUST

CETREL, partenaire de confiance

. . SOFIE infarmations pratgees
Na VI gatlon SOFIE a5t DUl 03K SUAE RN praphidis (o Foen s Sbturtad 04 RCNKIE va dus S (¢35 3 55661
it s Pt Sl 3551 0 1034
. - MMW@:IQE‘!‘I‘J,‘JI:?;‘-:IJ:
- Plateformes supportées SOFIE B it b e o
- Installation =y Hawgation
- Description technigue o 7 £
- Participants tiers = o1
- Dacumentation i,
_— FAQ & propos de S0FIE
- CaCetrel ks

To upload your certificate, you must enter your user Id and your password.

LuxTrust Informations pratiques:¢
Certificate import Standard: (+352) 3 55 66-1
Blocage cartes; (+352) 49 10 10
Yaur LuxLrust certificate has to be known by SOFIE, Helpdesk commer?ants: (+352) 4910 38
Flease selectyour certificate request file and upload itto our server, Helpdesk hanque_sl. (+352) 3 55 66-600
After a few days, vou will receive your SOFIE configuration file, Helpdesk par mail: helpdeskieetrel.lu
Informations: infogcetral.lu

Selectyour LuxTrust cerificate file and upload it;
You will be asked for your SOFIE User 1D and password.

navigation?
B .| Upload
Iﬁ &lﬂl Plateformes supportées
Installation

Desctiption technigue

Participants tiers
Dacumentation

CaCetrel
LuTrusts’

To upload your certificates, click on browse to select your certificate and after clicking on upload

You must sent your Crypt certificate to CSSF following rules indicated in circulaire 08/334
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9. Load SOFiE.config

CETREL will send you by email the “SOFIE.CONFIG” file, containing your new certificate and your profile.

After starting the application, you are requested to load the “SOFIE.CONFIG” file, you received from
CETREL

F B =t
& |Current step Certificates mstallation -
% 3 Hrhroaein S0 TF rce o fzm Gidal
.
S
sl il Fietharcher. dans = |- Salia H romEmn I
e 7o b
R Prufis orean rdss
o
o
i lgs
Fesas _ = praguilicn
o S den
By permcaticn
45 St the: certiicane aguest|
Cernficats vt tmoafehe ;|
Fachiien chs s ©- [Toirs les fichiers i
. —

S P i ot | Cancel |

Select the file and continue with —2#=2]

When your SOFIE.Config is installed, the configuration wizard will finish with this screen
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SOFiE is started automatically and your SOFIE Crypt or Transport client is setup
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Main menu

1. Introduction

You can access to the functions using the menus or using the different shortcuts for your client SOFE Crypt and
SOFIE Transport.

Access to functions depends whether you have an Internet connection, and that the certificate has not expired.

DN _lo(x

B D0 Prosduieg - Joedk Helo

ol w|w| @] sl B tlula]-]-

[ 11 809910001 29-01-2008

The main menu of SOFIE client gives access to the different functions of SOFIE S.O.R.T
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2. Processing of files

@ of o x| 82| 8] (] nl 2]

For your user SOFIE Transport , the following functionalities are active :

The Emission functionality allows you to send encrypted files to CSSF and BCL
The Receipt functionality allows you to receive encrypted feedback files from CSSF and BCL

For your user SOFIE Crypt, the following functionalities are active :
The CSSF Encryption functionality allows you to encrypt your reporting following the CSSF

specification
The CSSF Decryption functionality allows you to decrypt the feedback files from CSSF and BCL
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3. Tools

The Tools menu gives access to

Fichier Edition  Traitement | Outils — Aide

Bl ai| @) & oovons I ENCE Y ]

Renouvellement des clés

Annulation de |a demande de certificat

Import du fichier de configuration

Tnistaller =5 cles
Importer les certificats
FISER

MIFID [ Ropport TAF
Afficher console log Retour TAF
Audit log

- the different Settings to customize SOFIE according to your needs

- the functionality to execute the key renewal and to load a new configuration file

- the functionality to consult the different logs ( log console , audit log )

- the access to the TAF — GUI

4. Help

The Help menu informs you about the programme version and gives you access to the Help
i = _ 1o =||
P EA Frocessieg Took | Hep

o] ] ]| cme e FI' clex] 828 vla] ol ] |

[ l3mas1000L [z8-01-z00¢ |
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CSSF encryption with your SOFIE Crypt client

The CSSF Encryption functionality allows you to encrypt your reporting following the CSSF specification

1. Start the CSSF encryption process

1. Choose on the toolbar the CSSF Encryption option

¢ soFE =10 xi
File Edit  Processing Tools Help
b, ) = NS I8 =4 )
Blwl o @] s[R] &ma] [ x| a[®[H]s«n] 2]
Sofie Data - I [£]
& ‘Zonkext IProduction VI

B | cetrel

e I5-BLL-L2-5-N-2p File marne Tvpe | Receiver |

= L Ol DO D Ry ZHcetrel|FRCREP-B1010-2008-05-61 1-L2. .. [FINRER BCL |
-] sofie ~ihcetrel\FRCREP-B1010-2008-05-B11-LZ. .. [FINRER lcssF

el sofie,config.zip g ;

[#]-[ ] sefiel

£ sofiebieta

[ kst

‘@ test.4Mb,FREE.999910005

add all p

4 Bemove

4 Remove all

¥ Encrypt,. T Send

oK | Carcel |

1999910006 16-04-200%

Establish the list of files you want SOFIE to treat

Select the directory where your files are located and use the w

button to add all the
files contained in the directory to your list

or
Select the specific file and use the M button to add the file to your list.

You can also use the normal Windows options for selecting directories and files (Shift + select,
Ctrl + select, ....)
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When adding the file(s) to your list, SOFIE executes automatically the automatic recognition for

file contents based to the namiing or the content of the file

Refer to the documentation of file format and naming conventionsfor the files supported by the
different packages. The documents ar e awailable on www.cetrel.lu or can berequested at Cetrdl.

2. Confirm with to start the encryption to the CSSF/BCL format
2. Follow the CSSF encrpytion process

1. After starting the emission process, SOFIE Crypt client attaches the Follow-up screen.

EEEEE———— =10l x|
Elle EdC Proressing Tock Help
B e o B S| B x|l o]~ x|

File name I In progress I Cryphed I Etrar I Report I
\cetrel\FRCREP-B1010-2008-05-B11-L2-5-M--.zip = o c I_:?“'g
t\cetrel\FRCREP-B1010-2008-05-B11-L2-5-M--. 2ip e o (i =

Erint | Close |

| 999310006 16-04-2008

2. The complete list of all the selected files is attached.

According to the automatic processing of SOFIE, the status of the files is attached.

e Inprogress : The file is about to be treated by SOFIE

¢ Crypted : The file is crypted to the CSSF/BCL or decrypted

e Error : The file, that for any reason could not be treated correctly
* Report : Have direct access to the informations, that allow you to

find out why the processing of your file did not work
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3. Congratualation, your file is encrypted in CSSF/BCL Format or decrypted in clear.
The naming of the file becomes :
The name in entrance with the extension

- .CSSFSEC.CSSF if the file is destined to CSSF

or

- . CSSFSEC.CSSF if the file is destined to BCL

For example :

To_crypt :

FRCREP-B1010-2008-04-B11-L2-S-N--.zip

Crypted :
FRCREP-B1010-2008-04-B11-L2-S-N--.zip.CSSFSEC.CSSF
And
FRCREP-B1010-2008-04-B11-L2-S-N--.zip.CSSFSEC.BCL

4. When the encrpytion of all the files completes, you can print out a report containing the information
of the files that have been processed.

I Print out the report immediately, you will not have the opportunity to request the reprint of
the report!!!
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CSSF Decryption with your SOFIE Crypt clie nt

The CSSF Decryption functionality allows you to decrypt the feedback files from CSSF and BCL

1. Start the CSSF decryption process
1. Choose the CSSF Decryption function

lolx]
Ebe 57 Brocessng  Todk  Heb

Blelalml & B] el <] ~x] 82 8] 3]s a2

f€ oecveion i

| recebed ___MH E ]

: Agdall b
| ho_deorypt —
b _send A Bamove

A Famove o |

Lk | et |

1535910001 28-01-2005

1. Establish the list of files you want SOFiE to treat

Select the directory where your files are located and use the w

button to add all the
files contained in the directory to your list

or

Select the specific file and use the M button to add the file to your list.

You can also use the normal Windows options for selecting directories and files (Shift + select,
Ctrl + select, ....)

3. Confirm with OK to start the decryption process
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_ ol x|

(= Ermm Iwk I:M:*
II::IE-I af 8] 8| x]=s ﬂlwlxl_f-f.i 2(al 5| ol 7]

| .t Erer_nntkq'ri'uuum

[in peegress pomred | _erer | ﬂewrl
: ::kIME_mFWEWMMMJWIEﬂJLmW ~ If" o \__A - |

Erint Chozs I

i BESHL000L (E6-01-2008

* Process : The file is about to be treated

« Decrypted : The file has been decrypted
e Error : The file has not been treated correctly
* Report : Have direct access to the informations, that allow you to find out why

the processing of your file did not work

2. When the processing of all the files completes, you can print out a report containing the information
of the files that have been processed.

11! Print out the report immediately, you will not have the opportunity to request the reprint of
the report!!!
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Sending to CSSF and BCL with your SOFIE
Transport client

The Emission function allows you to send your reporting files to CSSF and BCL.

1. Start the sending process

1. Choose on the toolbar the Emission option

7 =10l ]

& SORE [l
Processing  Tools  Help

fle’ Edi
Ble|o @] S B &|mla] o« x| 8|2 @] 6]d) sl 2]

Safie Data - I
3] Conkext IProduction vI
-

File name
Zi\cetrelisofieldatal 9?9991 0006, crypted!. .
Zicetrelisofieldatal 999910006 crypted). .

it
HA01143
na01143_old
na10000
na10001
na10005
no10006
999910006, state
archive
crypted
-4 B1010712,TAL,CSSFSEC.BCL
- B1010712,TAl,CSSFSEC.CA5F
-# FRCREP-B1010-2008-04-611-L2-5-N-- zip C55FSEC.BCL
- FRCREP-B1010-2005-04-B11-L2-5-N--,zip, C35F3EC, C55F
o . 3
-

Tupe Receiver |
FINC BiCL

FINC (C35F

add all p

4 Remove

4 Remove all

& FRCREP-EBLO10-21 E (2P
~ 4 TAFREP_CETRELX:XXK_2003-04-15_900001 <l CS5FSEC.CS5F
decrypted
error
loginHash
mifid
passwords
received
bo_crypk
4

IvellI

¥ send

Ok I Cancel |

| [299310007 [16-04-2005

¥ Encrypt

2. Choose encrypt and send the files
The CSSF and BCL impose a new encryption for the sending, it's the reason that you must choose
encrypt option

3. Choose the context in which you want to use SOFIE.

Il Be aware that when you use the test mode, the
your files. The test context mode should only be us

receiver will probably not automatically treat
ed to exchange files for test purposes!!!!
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4. Establish the list of files you want SOFiIE to treat

Select the directory where your files are located and use the w button to add all the

files contained in the directory to your list

or

Select the specific file and use the add p button to add the file to your list.

You can also use the normal Windows options for selecting directories and files (Shift + select,
Ctrl + select, ....)

Only encrypted files with SOFIE Crypt or another cr  ypt tool can be sent to CSSF
and BCL. If files that are not secured by SOFIE Cry  pt or another crypt tool have
been selected, and you request the sending, the fil  es are not transferred.

5. Confirm with < , to start the encryption/send process.

2. Follow the sending process
1. After starting the emission process, SOFIE Transport client attaches the Follow-up screen.

& SOFE T =18l

Bl Fil Processng Took Eelp

"'|E"E'; ﬁ‘@_ug i ﬂniﬂu e T ET Y T

Fila s - |inprogress| copted | Soe | Bmar | Report |

= HEmiIZSe Fisep\ S0 dats 399 10001 935910001 21ate (] i a S

, Brit Clea
l¥=—[=-lm_ !Eaam-zum:
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2. The complete list of all the selected files is attached.

According to the automatic processing of SOFIE, the status of the files is attached.

e Inprogress : The file is about to be treated by SOFIE

e Crypted : The file is crypted (only if the Crypt option has been set)
 Sent : The file is sent (only if the sent option has been set)

e Error : The file, that for any reason could not be treated correctly
* Report : Have direct access to the informations, that allow you to

find out why the processing of your file did not work

3. When the processing of all the files completes, you can print a report containing the information of all
processed files.

I Print out the report immediately, you will not have the opportunity to request the
reprint of the report!!!

4. When you close the window, SOFiE is asking you if you want to start the Receipt.

'\?() Do you weant Lo receive files posted o server?

o

Notices:
1. The original files are not deleted by SOFiE.
2. When the Emission process is interrupted, SOFIE does not fulfill a rollback, meaning that files that are
sent have arrived to CETREL. Files that are encrypted are in the encrypted Directory.
3. The files that have been treated with an error are put into the Error Directory of your Participant Id.
4. The files that result from an encryption process are stored in the Crypted Directory.
5. All treated files (the original version) are stored in the Archive\to_crypt directory.
6. All sent files are stored in the Archive\to_send directory.
7. If you need your report in an electronic way, use the possibilities of the printer configuration.
8. All the files are renamed along a specific SOFIE rule, when they are encrypted. The standard is
<<SOFIE.timestamp.Id destinator>>.
9. As a user you need to know the receiver of your file in terms of "who will have access to the content of
the file". The potential intermediary (Routing concept ) on the receiver's side is not an important
information for you.
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Receive from CSSF and BCL with your SOFIE
Transport client

The Receive function allows you to receive all the feedback reports that have been sent to you.
1. Start the receive process

1. Choose the Receipt/Receive function

Fie =90 Frocessing. Tools: Hel
I Y e e T e P R [ i S
e oo |
Efar recsim..
Fia eama InpRaeEE  ReEves  Deoebed Enar ﬁ‘ﬂ-nnuj
i}
pie | tiose |
lomnzsz D2-1z-2003

2. Start the Receipt by pushing on the button
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3. The following message informs you, in case no file is available for you

£ INFORMATION [ ]

-
IQ‘E) Mo filz toreceive

4. Otherwise the files with their respective processing status are attached

e

& SOFE HEEE

; ey Tt
3 A O T e

b |-':-‘~.

File: narne.

npmgess  Reseted  Desngled Eiror
SOFL021 26308533255 cmD25] i & ¥ Ty
BOFIL021 20308532582 . cmD252 (3 Ei‘ I i«
}SUFI 021203804 205 7T emiE25s L5 ] s L2
h{ll-l 021 203451481 V51 2532 {Ed [ £ 'R
| BOF 102120311 451989 cm252 w © = (2l

Ed|
Eriit Clozs 1

Erapleted 4 of & fliea | eaEEE naciatanng

e Inprogress : The file is about to be treated

¢ Received : The file is received

e« Decrypted : The deciphering process is executed

e Error : An error occurred and the error report should be considered

- 47 -



- Cetrel Securities.-

5. Files sent to you are stored as follows

\Decrypted\
\production files sent in production context are stored here
\test files sent in test context are stored here
\Received\9999..... files that are to be routed to another destinator are stored in a seperate directory

6. When the processing of all the files completes, you can print a report containing the information of the
files that have been processed.

11 Print out the report immediately, you will not have the opportunity to request the reprint of
the report!!!

Notices:

1. If any problem occurs after the receiving process, the secured file is copied in your ...\to_decrypt
directory. Consult the error report to find out the reason for the problem. Use the Decryption

Functionality after resolving the problem.
2. All the files that have been received are named along a specific SOFIE rule. The standard is
<<SOFIE.timestamp.ld Destinator>>. When the file has been deciphered, it will get a name according

to the SOFIE Naming functions
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Routing between your SOFIE Crypt client and
your SOFIE Transport client

The routing between your SOFIE Crypt client and your SOFIE Transport client must be defined by you following
your intern and security procedures.

In fact, the CSSF and BCL imposes that the encryption tool is separated of the sending tool and any vendor can
sell a encryption tool with the direct connection with the sending tool.

-49-



- Cetrel Securities.-

Certificate expiration

1. Certificate has reached limit date and renewal w  as not requested

SOFIE detects that your certificate will soon expire (1 month), and asks if you want to renew your
Certifiacte

3 QuESTION

Your cerificate will be soon expired;
Do vou want 1o create a new ane now

(Cancel to startthe application)

Cancel

Sancel | will start the application

will Generate a new private/public key

2. Certificate expired

SOFIE detects that the certificate has expired.

[ QUESTION [ %]

Your cetificate is expired. Do vou 'wantto create a new one now ?
(Cancel to start the application, in this case

wol will not he ahle to crypt)

Cancel

M will start the application, but you will not be able to encrypt and send any file

will either invite you to load a requested certificate, or to renew your certificate
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Change password

It is recommended that you change your password reg ularly.

If you think that someone else was able to accessy  our password, modify it
immediately.

1. After starting the application, choose the option Change Password

# SOFiE - Changement du mot de passe - O] =]
Campte utilisateur IQQQQIDDID

Ancien mot de passe ||

Le mot de passe doit contenir 8 caractéres dont au moins 1 chiffre, 1 majuscule et 1 minuscule

Mot de passe I

Confirmation I

[T Sauvegarde maot de passe encrypké pour &xécution en maode bakch

o | annuler |

2. Fill in and confirm with your new Password.
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Options

1. Options - Gui Settings

Choose on the Tools Menu, the Options

fee B procesdng ook Bep —
) I 5 e ™ 1 R 3 I|

Siattings for tha tser 399000206 | Sattings for the use ogo1000n | mﬁ:ﬁawﬁml&ﬂﬂ Eahmﬁ:riﬁaﬁltmnm%
Defiuik comminication chinnel seitigs m;mwmlmﬁrmml Graphical rferfac setngs | Graphical rerface sestings
s | D pticn i il

Thers i her T A AppACaTon nEme SFE

pr e ties il Flsc e, cam il COepaTy name Cepal S0

Propertas. ks fac. defauonfiF 6 | sofke. config

proper L e T et ectony Cefault Sofia dratiry daka

proper tes interface. defaultSea rleﬁmlt sioe (K % of the sreery 3 . .

[properties mterface. dsclaimar Atsrlrmeridaciaimar

propsries nierfefepbedfore Fel Dedk phoce nuniber $U52 3 E0 50 E00

propes ties nterface helpSet o Fath T the Help files. ol fSOEE

properties nterface, kg, G 1T i3 o |
{ -
| ettt | o | gancel ]l

ssn'uuuplﬁ_ -01-2006

I1If you have any doubt concerning the correct un derstanding of a property, don't hesitate
to contact CETREL!!!!
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2. Options - Log Settings

Choose on the Tools Menu, the Options

MYou should have good knowledge of the LOG4J too I, if you want to change the configuration
for the log management. Contact CETREL in case you have special needs!

:M_ oz

| St o e | S o v 00 | st
P | s v [

T LA e =
Dy} gy 4 _ALCIT FLE Syou Coririal. Wppenoor audiflopann |
b e 6 DALV RGIL FRE  Lappende " QLY ROU FRE" LY FELITN.
| [y appereier. iy ALY, RO PRy ioghmpame EF IR o e gl g,

........ T

EEERE

e

3

prosar

EEEE

3

5

PR

e

e e P —
o reckabamey o comry e e ey 00, & SR & G AL FE |
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3. Options - Users Settings

Choose on the Tools Menu, the Options
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TE—

s Pl e,

i . P 1N o o et i, Do Ko whors ari stor el (1 I e sechinvin. | el Lt sSra O rchend'e bt iiad

B R T ey Te e e ﬂr&:mw{ﬁ'ﬂ&imﬁdﬁﬂr-mmﬁrﬁh ,mmu;jﬂm'rq'fm@nﬂ
w0 e hada revamadF ks . v oy whns ard 2iorad e mooming fiss: I.'n.'.hla'.;:'lilﬁ:lu,'lm’-.-mmd (i
5 | o S 1 DR S eSS ... o Koy whsnier e s e cas kg i
L e e e

ot

Ciory wdiere are S e l:i'-:*-:uul;prgrm
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-F?n."'ﬂ- dmm:mmmmgmmﬁh r.:ﬂ:n?r'g T STy padie '!:Ii'h'ﬂﬁl.l:ﬂ:ﬂjmﬁ
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! [l ol ot SO 10000 ke

Tireciory e o siored o xrrg ;
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|
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I1If you have any doubt concerning the correct un derstanding of a property, don't hesitate
to contact CETREL!!!
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4. Options - Batch Settings

Choose on the Tools Menu, the Options

mﬁdmmﬂkf_ﬁb
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Setirygs for 198 Aker SOROOR0S | Sarlings for ha Leer SSSRI0000 | Seefings for $acer SSeSi000] | Setings
Paire | Desrigiee)
zafie_clieninatch SPeEOUETe S TOR. Rl delen |Ectivation of tha autcenatical deletion of e ston f no
sl o atch FRR0IEDG STOP. flenama PMarre of the fik usad o stop e BATCH mods -‘m“nﬂ:‘r.ﬁ stp
lafle Clert Datch POPUOCGTR Cloar fakder Falder whena switther file are mawed R e
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to contact CETREL!!!!

I1If you have any doubt concerning the correct un derstanding of a property, don't hesitate

-55 -




- Cetrel Securities.-

5. Options - HTTP Settings

Choose on the Tools Menu, the Options

- |0 x|
File Edit  Processing Tocls Help .
Bl s(B ¢ w(w] |« x] 82 5] 8la] n) 2

Settings for the user 299310001

Seftings for the BATCH mode 999900206
Graphical interface settings Settings for the user 990000205 Setfings for the user 999910000
Default communication channel settings | DefaultHTTP seftings | Ssttings for the logs Graphical interface settings
MName Diescription Yalue

communication. default. bt prowy_host Prosy server's host narme ﬂ

communication. default bt prowy_loginPa... [User's password wsed to connect to the pr... :

communication. default bt prowy_loginUs... [User's id used to connect to the proxy server LI
Default values, ., | 0K | Cancel |

l999910001 [30-01-2006
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Input file import

In standalone mode, a set of configuration parameters allow you to configure SOFIE in order to use the
encryption functionality (certificates).

CETREL put in place a simple way to allow you to change the configuration. In the case (key renewal of your
destinator, change of your contract, ....), your configuration has to be changed, CETREL automatically sends you

a new configuration file.

The file is sent by mail, and mentions all the steps you have to execute.

1. Select the configuration file SOFIE.CONFIG

Impart File: raport 1 .?.‘Iil'

Laakin: |22 Sofie x| = E ey E
E 1] !

Dipsxiap: (Lt

4

b Elaciiments

File psme: m

Files oisype: | Tous izs fichiers (%)

Cance

ER A
By

2. SOFIE imports the file and updates your configuration
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Cancel Certificate Request

As already mentioned, SOFIE manages the status of your user (refer to Login).

If you did launch a Certificate Request using the Key Renewal function, you can cancel the certificate requestion.
Choose in the tools menu the "Cancel Certificate Request” option.

SOFIE asks you to confirm

x

@ Are you sure you want to delete this 7

] |

After confirming, please contact the CA-Cetrel as requested

INFORMATION X |

“The last certificate request has been cancelled.
Please advise Cetrel of this cancel,

-58 -



- Cetrel Securities.-

User Configuration File Input

The usage of this function may be useful in two circumstances:

¢ You have been renewing your key and when logging to SOFIE you did not yet have received your
sofie.config file or you asked SOFIE to continue logging in. Now you want to finalize your key renewal by
importing the new certificate, included in the new sofie.config file.

¢ You are working in non-LDAP or stand-alone mode and some modification of your interaction with other
SOFIE participants has changed. Cetrel is sending you a new sofie.config file. You have to import this file

as soon as possible. Otherwise it may be possible that your next sending of files may cause problems (at
the destinator).

When using on the tools menu the user configuration file input, SOFIE requests you to confirm the location of the
sofie.config file you have been receiving by mail from Cetrel.

I fed
Laakin: |._3 Solie _vJ + B cf -

e
=ydats
s
S
[oyogs

|2 popertiers
Cimsktap fgm

®

I Ela U

File pame:- m 3 Dpen
Ei|

Files of supie: {Touz iz fichiers 7] Cancel

F

11l We highly recommend you to install as soon as possible any sofie.config file, Cetrel is sending you.

The non-installation may have impacts on your next file transfer.

Cetrel may not me hold responsible for any damage if you do not following this instruction!!!
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Import Certificates

This function allows you to import new root Certificates form the Cetrel Certification Authority.
The new root Certificate of CA-Cetrel has been sent by mail or is awailable on www.cetrel.lu

When using on the tools menu the option "Import Certificates”,

eericatesname 2]
Lookin; Iﬂ data ﬂ = 1 ﬁm-

s

L SeR0NE0s

g_‘nmmm

i L=

- File nasme: | __v__!
Files of fype: 'ITnus1es1ich|.erg " j

Use the import function and select the file containing the certificate
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Logs
1. Technical Log

SOFIE manages a log, where all the errors/warnings generated by the program are saved.
The log can be accessed either by the GUI or directly by a Text editor in the directory ...\logs\.

1. Choose on the Tools Menu, the Display Log Console

= Log messages

CDebug & Info O Warning ¢ Error O Eatal
290172006 145525

Wpplication SOFIE
Developped by (Cetrel 5.C.

Clear | Close |

2. You can change the type of messages, that the Log Console attaches, by selecting the desired
Message Level .

3. With Clear you can reinitialize the Log console
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2. Audit Log

SOFIE manages a special log, which traces for you all the file exchanges that occur.

The log can be accessed either by the GUI or directly by a Text editor in the directory ...\logs\log_audit.

1. Choose on the Tools Menu, the Audit Log

= Log messages

LG Addatal89991 000 Merrarto_crvphlogin FREE.ZL 200601291 45338 1oy

This file was archived at: 29/01/2006 14:53:38

otiginal filename: datal@9991 0000t0_cryptlogin. FREE . ZL

archived filename: Mdata@3991 0000erronto_cryptlogin.FREE.ZL.20060129145338

1> Jlx

regson:

Encryption failed : Unahle to found the decrypter andior the mailbox of the file
Adatan@9991 000Mto_eryplilogin FREE.ZL[property does not exist aris null, Key:
sofie.actor.relationship file. FREE ZL.cetSecurisation| D]

ou should read the following recorded Log:

+- Log record start --

DEEBLIG [lu.cetrel framewark.io.controller.FileFormatCaontrollerFactond 29501 14:53:38 - File controller read inthe cache.

INFO [lu.cetrel. sofie.client. SofieClientSideSecurity] 29701 14:53:38 - FREE file type detected : any security control can be
perfarmed

IMFO [Iucetrel sofie.client SofieClientSideSecurity] 2901 14:53:38 - File recipent : ZL

INFO [lu.cetrel sofie.client.SofieClientSideSecurity] 29701 14:53:38 - File type code : FREE Il
DEBUG [lu.cetrel sofie.common.SofieFileDispatcher] 29501 14:53:38 - cetSecurisationlD read in the LDAF ar LDAR extractfile.
DEBUG [lu.cetrel sofie.commaon. SofieFileDispatcher] 29/01 14:53:38 - Setthe type_fichier attribute.

DEEBLIG [lu.cetrel.sofie.common.SofieFileDispatcher] 29001 14:53:38 - Setthe id_applicatif attribute.

DEEBUIG [lu.cetrel sofie.common.SofieFileDispatcher] 29701 14:53:38 - Getthe id_transmission aftribute.

DEBUG [lu.cetrel framesork.config.MediaConnectorFile] 29601 14:53:38 - GOT EXCEFTION: property does not exist or is null,

key. sofie.actor.relationship.file. FREE.ZL.cetSecurisationlD [lu.cetrel framewaork.confia.ProperytotFoundException]

DEBUG [lu.cetrel sofie.common.SofieActorRshipFile] 28001 14:53:38 - THROWING NEW EXCEFTION: property does not exist

ot is null, key: sofie.actor relationship file. FREE ZL cetSecurisationlD

[lu.cetrel.sofie.commoan. SofieActorl DM otF oundException]: property does not exist oris null, key:

sofie.actor.relationship file FREE.ZL. cetSecurisation|D LI

Refresh I Close |

3. The log files

SOFIE uses the LOGA4J utility to generate and organize logging. It is possible to configure the logging according
to specific needs. Such an action should only be done in collaboration with CETREL S.C.

Different levels for logs are generated according to the properties settings.

Log level Explanation

« debug » » Detailled information of the processing
¢ Is normally used in development, testing or problem resolution to find and
resolve a particular problem in the processing
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« info » Synthetic information about the processing
Informs that a praticular step in the processing has been executed
Is normally used to have an overview of the processing
«warn » Information that the application got an error that does however not make any
doubt about the correct processing.
The message should be investigated to find the precise reason
« error » An error occured, but the application continues to work
« fatal » e Critical error message that normaly ends up in stopping the application

Differents logs are produced in the directory ..\cetrel\sofie\logs.

' We recommend that you backup the log regularly . It can be used as a tracing tool for all your
activities. It could be useful if you are at odds w ith another participant about a file exchange.!!!!
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About

The About screen gives you a reference of all the program modules, which are installed for SOFIE

& AboutSOFiE

CETREL

centre de transferts electroniques

HelpDesk phone imimber : +352 3 55 66 600

SOFiE — Secuke On line File Exchandge
wersion @ 2.0

CETREL 5.C. - 10, Parc d'Activite Syrdall - L-5365 MUNZBACH
adreszse postale: L-2956 LUKEMBEOURG - Telephone: 3 55 B66-1 - Fax : 3 55 65-701

package #001: lu.cetrel.juws
Title: jws_client launcher - CETREL Jawa Web Start generic client launcher
Vendor: CETREL 5.C. Luxembouryg - http: //wum, cetrel.lu
¥ersion: 1.0 thuiidEE—ZS,le/ZDDz 10:08:35)
1 packages displayed (of 83 loaded)
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Batch mode

The functions of SOFIE can also be integrated into an automated working environment, as it is often necessary
for files that are processed in an automatical way by external systems.

To work in an automated way, SOFIE has created during your first Login the basics for the Batch mode usage. In
batch mode, you can only access to non-interactive functions, being the emission/receipt and the
receive/decryption functions.

These basics consist in creating a script, putting your passwords in a securized file, and creating a properties file,
that can be modified by the User Batch Settings .

The script is located in the ...\bin directory, and is names run_batch _participant ID .bat
1. Batch execution using the config file

To existe the batch mode in this form, start the run_batch_userid.bat/ksh script.

It will execute SOFIE using the batch.config file.

Description of the batch.config file

sofie.client.batch.999910003.useContext=Production

Context used for encrypting files (Production or Test). After decryption, the required
directories are created automatically and files stores according to the context.
sofie.client.batch.999910003.STOP.filename=sofieBat  ch.stop

Name of the file that indicates to SOFIE to stop the processing.
sofie.client.batch.999910003.toDecrypt.refused.filt  erl=*refused

Filter of files that are refused for decryption

sofie.client.batch.999910003.receipt.activated=yes

Activate the receipt of files

sofie.client.batch.999910003.encryption.activated=y  es

Activate the encryption of files

sofie.client.batch.999910003.decryption.activated=y  es

Activate the decryption of files
sofie.client.batch.999910003.waiting.time=5000

Waiting time (milliseconds) in the processing
sofie.client.batch.999910003.fileSwitch=no

Activation of fileswitch
sofie.client.batch.999910003.toCrypt.folder=\\cetre ~ N\sofie\\data\\999910003\\to_crypt

Directory containing the files that are encrypted and sent
sofie.client.batch.999910003.toDecrypt.folder=\\cet  rel\\sofie\\data\\999910003\\to_decrypt

Directory containing the files to decrypt
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sofie.client.batch.999910003.clear.folder=\\cetrel\  \sofie\\data\\999910003\\clear

Directory containing files that are not treated by the batch (if fileswitch activated)
sofie.client.batch.999910003.toCrypt.refused.filter ~ 1=*refused*

Filter of refused files to be encrypted
sofie.client.batch.999910003.STOP .file.delete=yes

Flag indicating the deletion of the stopping file for the batch mode
sofie.client.batch.999910003.toDecrypt.accepted.fil  ter1=SOFI.*

Filter of files accepted for decryption

sofie.client.batch.999910003.run.forEver=yes

Flag for activating/deactivating the processing of the batch
sofie.client.batch.999910003.toCrypt.accepted.filte  r1=**

Filter of files accepted for encryption

sofie.client.batch.999910003.sending.activated=yes

Activation fla for the sending of encrypted files

Remarks: This form of using the batch mode allows t he automatic synchronization of your SOFIE
software with the reference at Cetrel.

The first time the complete SOFIE executables are d ownloaded. Afterwards, only upgraded modules are
loaded.

2. Manual batch execution

To execute the batch mode, start SOFE using the _run lu.cetrel.sofie.client.SofieMain #options# command. The
options that can be given are:

Parameter , _
Possible Values Default Description
-mode gui gui execution mode
batch
profile that has to be
-user your Userid used to execute the
batch
. : name of the file that has
-file filename
to be treated
-e Encrypt
-S Send file
-d Decrypt file
—otx Production
Test
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One of the 3 actions must be indicated.

Remember the following rules:
* you can only encrypt files that have not been encrypted by SOFIE before
« you can only send files that have been encrypted
« you can only decrypt files that have been encrypted before

In all cases, SOFIE searches the default folder you indicated in your Properties for other files to treat and
acts according to the configured parameters.

Ex.:

run_batch -mode batch -user cm0252
--> will launch SOFIE and treat all the files you put in the configured directories

run_batch -mode batch -user cm0252 -e simple_file. FREE.99990003
--> will launch SOFIE and encrypt the file simple_file.FREE.99990003 with the private
key of cm0252 and the certificate of 99990003. The resulting file will be named
SOFIE.timestamp.99990003 and must be transmitted to the destinator.

run_batch -mode batch -user cm0252 -d SOFI.200212091211001.cm0252
--> will launch SOFIE and decrypt the file SOFI.200212091211001.cm0252 as far and
the private key of cm0252 corresponds to the certificate that has been used by the
sender to encrypt the file. The resulting file will be named according to the original name,
or if a special naming convention has been implemented for the user cm0252.

Remark: This form of using the batch mode allows th e automatic synchronization of your SOFIE software

with the reference at Cetrel.
The first time the complete SOFIE executables are d ownloaded. Afterwards, only upgraded modules are

loaded.

3. Tracking the batch processing using the return c ode

Also in batch mode, SOFIE is generating messages that are put in the same log as the user-interface execution.

When stopping, SOFIE is returning a system code, indicating whether file(s) have been treated without errors.
The values of the return code are:

» 0if no error occurs
» the number of files in error

Specific reports concerning the processing of each file can be found in the Userld\error\.... Directories.

They are the equivalent of the Emission/Receive Report.
4. Tracking the batch processing using the Audit Lo g

The audit log (...\logs\log_audit.log) contains all the information that allows a tracking of the processing of SOFIE.

The explanation of the different messages are:
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<<
24 mars 2005 13:02:33 [audit.lu.cetrel.sofie.client  .SofieClientSideCommunication] - O files availa  ble on

server for user login: 999910003 :
>>

No file was available on the server for the requesting user

<<

25 mars 2005 09:57:36 [audit.lu.cetrel.sofie.client  .SofieClientSideCommunication] - 1 files availa  ble on
server for user login: 999910003 : SOFI.05032508402 466.999910003

25 mars 2005 09:57:37 [audit.lu.cetrel.sofie.client  .SofieClientSideCommunication] - < < received file:
SOFI.05032508402466.999910003 (acknowledgement sent ), login: 999910003, size: 7135 bytes, saved as:
\cetrel\sofie\data\999910003\received\SOFI.05032508 402466.999910003

25 mars 2005 09:57:37 [audit.lu.cetrel.sofie.client  .SofieClientSideCommunication] - < < SOFIE file nam e =
SOFI.05032508402466.999910003 - Original file name = RLAE.2005032527083801.999910003

>>

SOFIE received an information from the server that there is one file available
SOFiE receives the file from the server and saves it on the platform
SOFIE verifies the file and saves it it's final form on the server

<<

6 avr. 2005 11:51:04 [audit.lu.cetrel.sofie.client.  SofieClientSideCommunication] - > > SOFE file name =
SOFI.05040611505280.999910003 - Original file name = SNOCS.DTA

06 avr. 2005 11:51:05 [audit.lu.cetrel.sofie.client .SofieClientSideCommunication] - > > sent to:
cetrel_sofie_server, login: 999910003, file:

\cetrel\sofie\data\999910003\to_send\SOFI.050406115 05280.999910003, size: 21122 bytes

>>

SOFIE has detected a file to encrypt and send
SOFIE has encrypted and sent the file
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Useful information

Sending After sending, the files are not deleted in the original directory
Receivi You must delete yourself the files from the receiving directory. Otherwise SOFIE may not
eceiving . ) -
be able to receive another file containing the same name
Multiple . . .
users/install You need to mstaII_SOFlE once on a computer. You may declare multiple users on the
ations same computer, with the same SOFIE installation
Informations in these directories must be backed up regularly
\data\user1\*.*
Backup . eysye +
\logs\*.*
The status of every user is maintained and is a basis for SOFE to manage the different
configuration steps the user has to fulfill before accessing to the de/encryption and
sending/receiving functions. SOFIE distinguishes:
* User not declared
Status » User in configuration process

» Certificate has reached limit date and renewal was not requested
* New Certificate was requested

» Certificate expired

» User defined and certificate valid
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1. Packages

SOFIE integrates (refer to the SOFIE Architecture ) a certain intelligence for recognizing, validating and naming
files.

Before version 2.5 of SOFiE, this functionality was attached to the concept of file type. Indeed, to every file type,
SOFIE attached a required naming convention for the sender, a required format of the content of the file and
finally used a defined naming convention for the receiver.

The main idea behind this function is, according to the requirements of the receiver given to Cetrel, to refuse
invalid files at the sender's premises. Thus avoiding the unnecessary phone calls and retrials.

In the end, SOFIE had to support plenty of file types, and it became difficult to maintain a good understanding of
them all.

Beginning with version 2.5. SOFIE is bundling the multiple file types into packages. So a package:

» is a particular service, the SOFIE participant is subscribing in his contract
» is a particular service that may be billed (refer to the official price list)
* s a particular service, allowing the exchange of files between defined participants (Closed User Group)

* s a particular service, where only defined file types may be exchanged
A list of all the packages and a detailled description of all the packages is awailable at Cetrel.

2. Standalone/Connected mode

The concept of the standalone/connected mode has been introduced to respond to very high security needs that
may occur.

It may happen that the data you want to exchange with another SOFIE participant is located in a very highly
secured environment. This environment is even not connected to a network.

Nevertheless in certain cases you have to exchange data with someone else. Using a standalone installation or
combining it with the SOFIE's routing concept, you can nevertheless exchange data with other people in
confidence.

In the standalone mode, the functions needing a network connection are de-activated, and are replaced by
manual functions.

Standalone Connected

Installation Same installation process

Version synchronization Synchronized to a local reference

version
--> no automatic version update

Synchronization is done to the
reference version at CETREL
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Configuration

No access to the Webserver

No access to the LDAP

--> Requires the import of configuration
date (Input file import)

Access to the Webserver
Access to the LDAP

Send/Receive

Not possible
--> only encryption/decryption

Possible

Certificate

Certificate request is saved as a file
and sent to CA-CETREL by another
station

Automatic sending of certificate
request

Exchange of data

data is not exchanged by network, but
by another medium (diskette)

Date is exchange via the network
(send, receive)

Input file import

Imports your certificate, certificates of
your destinators and configuration file
to define your destinator

Imports only your certificate, as
other informations are on the
LDAP

3. Change the mode

You can change the mode, but you must respect the procedure, otherwise your installation will no longer work.

Change from standalone to connected mode

1. Contact CETREL and proceed to a change of contract

2. Modify the parameter in the options
3. Verify that you are connected to a network

Change from connected mode to standalone

4. Contact CETREL and proceed to a change of contract

5. Modify the parameter in the options
6. You will receive from CETREL a mail, giving your configuration file. Use the input file import

functionality.

7. SOFIE will no longer give you access to the send/receive function.
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4. Verify Certificates

To verify if Certificates delivered by LuxTrust are really delivered by LuxTrust, you can verify the contents of a
certificate.

Double-click on the Certificate file

General | petails | Certification Path |

@& Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  User SOFE Cryvpk

Issued by: LuxTrust Mormalised CA

valid from 27/03/2005 to 27/03/2011

Install CertiFicate...I Issuer Skatement |

Ok |
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Attach the Details and choose the Fingerprint contents

ceneral  Details | Certification Path I

Shiow;

Figld | Walue -

E'-.-'ersiu:un W3

ESeriaI number 1fc2

ESignature algorithirm shalRsSa

Elssuer LuxTrusk Mormalised CA, LuxT...

E'u'alid Fram jeudi 27 mars 2008 153332

E'-.-'alid ko dimanche 27 mars 2011 15:33...

ESubject boss@cetrel.lu, 939210008, ...

S public key RSA (2045 Bits) =l
Edit: Properties, .. | Copy ko File. .. |
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