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1 Overview

Mesh Network Manager (MnM) is user-friendly graphical interface, Java-

based software application developed by the PLANET Technology Corp.

A picture is worth a thousand words, by having a management-software that
provides great visual over the whole network, the user has a better and
easier understanding regarding the network. Generally, the MnM is capable
of performing the monitor and management functions on the network. User
can view the network within the coverage area or even remotely, via a WAN
connection. Besides, network administrators can also perform configuration
on the node by using the Mesh Node Manager through the secure and

standard SNMP protocol.

This documentation basically describes the installation and operation of the

MnM v2.6.2, as well as some configuration guide on the node.
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2 Installation and Un-installation

This Section provides a step-by-step installation and un-installation guide for
the Mesh Network Manager (MnM) Management Suite.

2.1 To install the MnM Management Utility

To install the MnM Management Utility on your terminal, grab the
MnM__Installer.exe application file found on the accompanying disk to any
desired directory. Double-click the application file to start up the installation.
After completely extracting, a loading window would show on the screen, as
illustrated:

Figure 2.1: Loading page when opening the installer.

EEEEEEEEEEEEEEEEN ]

Once loaded, the installation wizard will be started up. Follow the simple
steps directed by the wizard: (* Refer to the following screen shots)

1. Introduction — A brief introduction regarding the installer
2. Choose Install Folder — Select the desired directory to locate the
software application.

3. Choose Shortcut Folder — Set the shortcut path.

MnM Configuration Guide
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4. Pre-Installation Summary — A review of the installation settings before
starting the installation.
5. Installing — Display the progress of the installation.

Install Complete — Indicate the installation has been completed.

Figure 2.2: Installing application - Introduction

‘2 Mesh Management Utility v2.6.2 =] < )

Introduction

£ Introduction InstallAmywhere will guide you through the installation of Mesh
Management LHility v2 6.2,

Itiz strongly recammended thatyau quit all programs before
continuing with this installation.

Click the et button to proceed ta the next screen. Ifyau want to
change something on a previous screen, click the 'Previous' buttan.

Yau may cancel this installation at any time by clicking the 'Cancel’
huttan.

MnM Configuration Guide
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Figure 2.3: Installing application — Introduction

‘2 Mesh Management Utility v2.6.2 m
Choose Install Folder

Where Would You Like to Install?
|C:'I,Pr0gram FilesiMesh Management Utility 2.6.2

[ Restare Default Faolder ” Choose... l

Cancel

Figure 2.4: Installing application — Choose Shortcut Folder

‘2 Mesh Management Utility v2.6.2 M
Choose Shortcut Folder

Where would you like to create product icons?

@ In a new Program Group: “ﬂesh Management Utility v2.6.2

tcut Folder

O In an exisking Program Group: |P.ccessories

ifion Surnmarg

(") In the Start Menu
(") ©n the Deskkop

(") In the Guick Launch Bar

Other: Choose...
O

() Dan't create icons

[] create Icans For All Users
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Figure 2.5: Installing application — Pre-Installation Summary

‘2 Mesh Management Utility v2.6.2 M =] |
Pre-Installation Summarnry

Please Review the Following Before Continuing:

Product Name:
Mesh Management Utility w25 .2

Install Folder:
ChProgram FilesWwesh Management Ltility «2.6.2

Shortcut Folder:
ChDocuments and Settings\z_yiStart
MenuProgramsiWesh Management Utility w2 5 2

Disk Space Information (for Installation Target):
Required: 85 498 9385 bytes
Available: 35 848 471 424 bytes

Figure 2.6: Installing application — Installing

& Mesh Management Utility ¥2.6.2 M=) |
Installing Mesh Management Utility v2.6.2

¥ Introduction

Install Cormplatz

... Uninstall Mesh Management Utility v2.6.2.exe

Cancel e e e
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Figure 2.7: Installing application — Install Complete

JoBd

Install Complete

% Mesh Management Utility v2.6.2

Congratulations! Mesh Management Liility w2 6.2 has heen
successfully installed to:

CAProgram Files\Mesh Management Ltility v2 6.2

Press "Done” to guit the installer.

InstallAmnwhere by

Cancel Previous Dane

After complete the steps, you can start up the MnM Management Utility from
the shortcut created.

2.2 To Uninstall the MnM Management Utility

The MnM Management Utility Uninstaller wizard is built along with the
application. You can uninstall the application by activate the wizard, namely
Uninstall MnM Management Utility v2.x.x.exe, which is located in the
program folder. Follow the three simple steps:

1. Introduction — About the uninstaller. The un-installation will be started
once the Uninstall button is hit.

2. Uninstalling — The un-installation is in progress. Note that every files
and folder created during the installation will be removed. (e.g. Record
folder is created after the program runs, hence it will not be removed)

3. Uninstall Complete — Un-installation completed successfully.

MnM Configuration Guide
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Figure 2.8: Uninstalling Application — Introduction

"= Uninstall Mesh Management Utility v2.6.2 M

Uninstall Mesh Management Utility v2.6.2

About to uninstall...
Mesh Management Utility w2 6.2

Thiz will remove features installed by InstallAmmwhere, [Ewill not
remave files and folders created after the installation.

Figure 2.9: Uninstalling Application — Uninstalling

"2 Uninstall Mesh Management Utility v2.6.2 M
Uninstall Mesh Management Utility v2.6.2

Plzase wait while Instaldnwwhere's uninstaller
removes the Follmwing Features. ..

Files...

Shorteuts...

Launchamawtbers

Folders...

Registry...

Uninstalling...

Cancel

MnM Configuration Guide

Page 10 of 110



MnM Management Utility — User Manual

Figure 2.10: Uninstalling Application — Uninstall Complete

"% Uninstall Mesh Management Utility v2.6.2 M
Uninstall Mesh Management Utility v2.6.2

Introduction All iterms were successfully uninstalled.
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3 How to use Mesh Network Manager (MnM)

This Section describes every single feature and operation of the Mesh
Network Manager in details, in order to let the user to get familiar and
comfortable when working with this graphical interface application
effortlessly. Refer to the table below to get the definition of each button in
the MnM toolbar:-

Table 3.1: MnM Buttons Table

Button

vl

)

i

Name/Function

Create New Scanner — Create a new network scanner to place in the
MnM

Load Scanner — Load a pre-saved network scanner from the desired
file

Set Up VPN Connection — Open the Dial-up window to set-up a

Virtual Private Network connection

Show Frames in Cascade — Arrange network scanners in cascade
form

Show Frames in Tile — Arrange network scanners in overlay form
Open Topology Legends — Open the topology legends window

About Mesh Network Manager — Open the about box of the Mesh
Network Manager. The icon can be customized

Show Trap Viewer — Open the Trap Viewer. Note that the icon would
change its color depends on situation. Brown color indicating the
Trap Viewer is off; Yellow indicating the Trap Viewer is on; while

Red color shows a new trap is being caught

MnM Configuration Guide
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3.1 Start-Up MnM

After completing the installation, the MnM can be set-up easily by clicking on
the shortcut at the path predefined. A snapshot of the MnM is shown at the
following figure:

Figure 3.1: MnM Overview

) Planet Mesh Network Manager v2.6.2 =10 x|
File Display Help

|5 28T A e

In order to start scanning for a network, select the Create New Scanner
button, or choose File > Create New Scanner from the menu bar. This step
would popup a window to prompt user to enter the relevant information
regarding the network scanner before adding it to the MnM. For more details
about the Create New Frame window please refer to Create New Scanner.

MnM Configuration Guide
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On the other hand, if user has a pre-saved network scanner profile, it can be
loaded to regenerate the previous scanner with its settings. In order to load
a scanner, select File > Load Scanner option from the MnM menu bar, or
click on the Load Scanner button at the toolbar. Please refer to Load
Scanner.

Figure 3.2: Create New Frame

,J,IZ:ZIE:a.tE Wew Frame : EI

Warning: The scanner name i1z uzed asthe header of the log and
hiztory file created along wwith the scanner. Flease make sure no
idertical zcanner name iz uzed in order 1o avoid confusion,

Soanner Name |Test_F1'aJm

Target [P Address il?E.El.lElEl.l |

IF Description Factory 1 Zone &

mean Mode |I'I|:u:ln33 .ll
[ Add Ronte
Crafewanr Avadlable | llﬂ
¥ Funsan ?

Create | Cancel |

3.2 Create New Scanner

As mentioned previously, a popup window would appear before a new
network scanner is added into the MnM. The Create New Frame window
prompts user to select the relevant settings of the scanner. The parameters
of the window:

* Scanner Name

MnM Configuration Guide
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* Target IP Address
* IP Description

* Scan Mode

* Add Route?

* Gateway Available

* Run Scan

Scanner Name
This is a compulsory field, where the scanner name will also be used
as the header of the log and history file created along with the scanner.
Hence, users are strictly prohibited from creating scanners with
identical name, or using special character (!,@, #, $, .. etc) to name
the scanner, in order to avoid system confusion.

Target IP Address
The scanner will start to scan through this IP Address if the Run Scan
option is checked. The input can be selected from the list of IP Address
saved previously or enter a new one. Note that this field is empty at
the initial start-up. The IP Address and its corresponding IP Description
will be saved into memory once a new scanner is created.

IP Description
The IP Description is used as a short description referring to the
target IP Address. This field can be edited by pressing any key at the
Target IP Address column.

Scan Mode
The Scan Mode has two options: Nodes or Target IP Only. Nodes, the
default mode, would cause the scanner to scan through every single
nodes discovered throughout the scanning process, whereas the latter
will lead the scanner to scan only the Target IP Address. The scan
result will be used as the source to plot the topology map.

Add Route?
Check this option to enable the Gateway Available field. Enable this
field only when there are more than one VPN Connection is set up. For
more description about the VPN Connection please refer to Dial VPN
Connection.

Gateway Available

MnM Configuration Guide
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This field listed the available gateway IP Addresses found in this
terminal. User may need to select the appropriate IP Address
accordingly (if more than one VPN Connection is set up), in order to
set a correct path for the scanner. Note that the manager itself will
detect the available VPN Connection set up in the terminal and grab
their gateway IP automatically. An empty list indicates that no VPN
connection is set up. In order to refresh the list, click on the Refresh
button, at the right of the list.

Run Scan
Check this checkbox if the user wishes to start the scanning process
once the network scanner is created. Disable the Run Scan would
cause the settings on the Target IP Address, IP Description, Scan Mode,
and route settings to be neglected.

Select the Create button once the setting is completed. A new network
scanner will be created and added to the MnM. While clicking on the Cancel
button will close the window and neglect all the settings that have been done.

3.3 Load Scanner

If the user would like to reopen the scanner which has been used before,
load the .pro file saved previously by selecting the Load Scanner button
from the MnM toolbar. This action will open a file chooser window, where
user can search the profile from.

Figure 3.3: Load Scanner Window

MnM Configuration Guide
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Load
Lookin: |[(2) Record (w| % 2 =
=1 I5) Fsbm

‘_‘ﬁ ) kest
My Recent [ uitmn
Documents

F_—Ei

Deskkop

My Docurments

k.
‘]

.
My Computer
;!} File: name: it _profile.pro
Tl Metwark, ] -
Places Files of type: | profile Files (*,pra) w

Select the profile (.pro file) and click on the Open button, then the scanner
will be opened and run.

3.4 Save Settings / Save Settings As..

Once the scanner started the scanning process, the settings can be saved
into a .pro file, as a profile. The following settings and data will be stored:

* Target IP Address

* Scan Mode

* Plot Mode

* Topology Map Refresh Interval

* Link Properties Refresh Interval

* Location path and name of the map’s background image file

* Nodes’ details (e.g. Location name, coordinate on the map)

MnM Configuration Guide
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By Selecting File > Save Settings from the network scanner menu bar, the
settings will be saved, by default, to the Record folder created along with the
network scanner. The location path of the profile:

A\ \Record\ \ .pro

On the other hand, if user wishes to save the profile to elsewhere, he/she
may select the File > Save Settings As.. item from the network scanner
menu bar. This action will open a file chooser window, where user can
choose the desired location to place the profile.

Figure 3.4: Save Profile Window

-

Save
Save in: | [ test « T 2=E
=1 1) history
:3 1) o

My Recent
Documents

My Documents
58
My Computer
‘_l:-—!l
B File name: test. pro|
My Metwark
Places Files of type: | profile Files (*,pro) b4

By default, the saved profile will be named with the scanner name as header
and follow with “_profile.pro”. The profile name, however, can be changed
upon user’s wish. The extension of the file should be “.pro”.

3.5 Load Settings

In order to load a profile to an existing scanner, user can select File > Load
Settings option from the menu bar of the network scanner to open a file
chooser window. Search for the .pro file saved previously and click on the

MnM Configuration Guide

Page 18 of 110



MnM Management Utility — User Manual

Open button. The settings will be loaded into the scanner and the scanning
process will be started immediately.

Figure 3.5: Load Setting Window

Open
Lok im: | [C5) Record « T 2EE
=Y I2) Fsbm
LD e
Iy Recent |2 uitrn
Documents [ west _wing
=
Deskiop
My Docurments
—1
!-.-“
My Computer
;;_!J] File mane: uitm_prafile.pro
My Metwark, ] .
Places Files of type: | Prafils Files (* pra) w

3.6 Import Background Image

This option enabled the MnM to import an image file to be used as the
topology map background image. Click on the File > Import Background
option from the menu bar to open a file chooser window. Choose the desired
image file and click the Open button. Image file type such as JPEG, GIF and

PNG are all acceptable.

Note that the background image is shown only when the Coordinate option
of Plot Mode is used (Please refer to Plot Mode).

3.7 Panes
As overall, the MnM network scanner can be divided into 4 major portions,

* Topology Map,
* Mesh Node Settings Pane,

MnM Configuration Guide

Page 19 of 110



MnM Management Utility — User Manual

* Link Properties Pane,
* Message Pane

as illustrated at the next page.

Topology Map (1)
Displays the nodes and how they are linked physically. For more
details please refer to View Topology.

Mesh Node Settings Pane (11)
Lists the parameters such as the node name, IP Address, Location and
so forth, provided the admin SNMP keyword is known. The legend of
the Topology Map is also located in this pane. For more details please
refer to View and Configure Node.

Link Properties Pane (111)
Displays the node and access point information, such as the number of
clients and signal strength. For more details please refer to Link
Properties Pane.

Message Pane (1V)
Display the node connection status and log the time and date of the
node status. For more details please refer to Message Pane.

All panes, excluding the Topology Map are closable, by clicking the cross
button at the right top corner at each panes. To reopen the closed pane,
select View from the network scanner menu bar and check the desired pane.

Figure 3.6: Network Scanner Overview

MnM Configuration Guide
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Mesh Network Manager v2.6.2
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Figure 3.7: View option on the menu bar
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The toolbar of the network scanner is located at the north of the topology
map. The following table illustrates the function of buttons in the toolbar.
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Table 3.2: Network Scanner Buttons Table

Button Name/Function

> Start Scan — Start the network scanning.
L Stop Scan — Stop the network scanning.
- Refresh/Resume — Refresh the map, or resume the stopped scan.

X Clear Screen — Clean up the map
Zoom In — Resize the topology map to a larger size (Not applicable
in Random plot mode).

. Zoom Out — Resize the topology map to a smaller size (Not
=
applicable in Random plot mode).

Zoom Fit — Resize the topology map to a size that fit to the screen

ey

Ay
size (Not applicable in Random plot mode).

3.8 Scanner View

When more than one network scanner is opened, all the frames will be
arranged in cascade form, by default, where the new frame will be located at
the top of other frames. User can clock on the tabs at the bottom of the
scanner in order to switch between the frames.

Figure 3.8: Network Scanner Tabs (Cascade View)

ohnecting to 2021791232 Danel: 8 nodes found..
ohhecting to 101621 Datel
ohnecting to 101671 Danel

ohhecting to 1016.8.1 ...

uitm | test_framel | kest_framez

In order to change the form of displaying the scanners, user may select

Display > Tile from the menu bar, or click on the Tile, ==, button on the
MnM toolbar. All frames will be aligned in grid format as shown at the
following figure. With this form of displaying, all the closable panes will be
minimized.

MnM Configuration Guide
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Figure 3.9: Network Scanners in Tile View

u“m E test_frame1

File Wiew Action Settings File “iew Ackion Settings
e ——————————————

> w2 x e |00 .E):liﬁcl (< 7n) Huiieiaﬁi@rlmu% .E):liﬁﬂ (<7 )
-

The manager can be switched back to the cascade mode by selecting Display

. =
> Cascade from the MnM menu bar, or click on the Cascade button, /, on
the toolbar.

3.9 View Topology

In order to view the node topology, click on the Play button, or select Action
> Start from the menu bar to begin the scanning process. The MnM will plot
the topology through the scan results obtained from every node it detected.
In case where the scanner is unable to get results from a node, a warning
message will be printed at the message pane, indicating the plotting result
might not be a complete one.

For the initial scan of the network scanner, a window would popup to insist
the user to enter the target IP Address that the application will scan through.
This window only appears once when the application starts. In order to
change the target IP, please refer to Change Target IP Address.

MnM Configuration Guide
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The application will connect to the network and scan through the target IP
Address, then plot the topology according to the scan result. When the
program is started to scan, the loading indicator will turn to green color.

Figure 3.10: Indicator when scan is running

({{ﬁ:}) N ({lﬁ]}) N ({t%l}) N ({l'ﬁl])

Whereas to stop the scanning, user can hit on the Stop button, or selecting
Action > Stop from the menu bar. The network scanner will stop updating
the latest topology immediately, and the loading indicator will turn to red, as
shown:

Figure 3.11: Indicator when scan is stopped

(&)

The map is displaying “live” data. It will automatically refresh the map
whenever there is a change in the topology. An example of the topology
map is illustrated at the following figure:

Figure 3.12: Sample Topology Map

HHQHE}#IMD% .(—jﬁt ({{ﬂ:})

Gateway Node
Direct Link Indirect Link

Node IP Address

¥

Relay Node
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3.10 Legend

The legend of the topology map is attached at the south of the Mesh Node
Settings Pane. However, since all the closable panes are disabled when the
MnM is displaying the scanners in tile mode, the legends will be hidden as
well. Thus, an alternative method is available, by selecting Help > Legends
from the menu bar, or hit on the Legend button on the toolbar, to open the
legend window.

Figure 3.13: Map Legends
rMﬂp Legends 1

Legend

J NodeiRelay)

@ rodeGatewsay)
@ Selected Mode
1 Associated Mode

“\ Direct Link
*s, Indirect Link

3.11 Refresh Topology

The topology map can be refreshed by click on the Refresh button, or
selecting Action > Refresh from the menu bar. This button is also used to
resume the map when the scan is paused when viewing a node.

3.12 Clear Topology

The topology map can be cleared by hit on the Clear button, or selecting
Action > Clear from the menu bar. Clearing the map does not remove or
shut down the node. Instead this action only clear the map in case the map
fails to repaint successfully. The map will be resumed soon after the next
scanning process is completed. Alternatively, user can select the Refresh
button.

3.13 Zoom Map

This feature enables the topology to be resized as necessary. The zoom
feature consists:

MnM Configuration Guide
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* Zoom In
* Zoom Out

* Zoom Fit

Zoom In
Press the Zoom In button, or select Action = Zoom In from the menu
bar will enlarge the map by 25% from its current size.

Zoom Out
Press the Zoom Out button, or select Action > Zoom Out from the
menu bar, inversely, will reduce the size of the map by 25%.

Zoom Fit
This option enables the map to be zoomed to a size that fit to the
current window size. Instead of using this button, user can select this
option from Action > Zoom Fit from the menu bar as well.

Besides, notice that there is a drop down lost in between the Zoom In and
Zoom Out button. This drop-down list is used for zooming purpose as well,
as it enabled users to resize the topology map according to the percent
stated in the list. Note that, however, this feature applies only to the
Coordinate plot mode.

Figure 3.14: Topology Map Zooming Scale

oo X E100% |v| = s

25%:
S0%:
5%
100%:
125%
150%
200%

3.14 Link Properties Pane

The pane that located at the east of the topology map is the Link Properties
Pane. It displays the information of every node, as well as the links among
the nodes in the map. Each node will have a properties box. The pane will
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download the information from the nodes once they were added to the
topology. The following details are displayed for each node in a properties
box:
* ESSID (both Node & AP)
* Channel (both Node & AP)
* Speed in Mbps (both Node & AP)
* Memory Status of the node
* Clients and their details:
Device Address
Signal Strength (dBm)
MLR information (IP Address, Current CN, Previous CN)*
* Links of the node in the topology map and their details:
Destination IP Address

Signal Strength (dBm)

The pane itself will be refreshed at a specific time interval or whenever there
is a change of number of nodes discovered by the scan. The time interval
can be set by choosing an item from the Settings > Link Properties Refresh
Interval. The Refresh button, 2], on each of the node properties box can be
used to manually refresh the data for that particular node. On the other
hand, if the user wishes to refresh every node properties in the pane, click

on the Refresh All button, =, at the top of the pane. The status of the
properties box will be shown at the status bar, which located at the bottom
of each box.

Note that the MLR information of the client is hidden. They will only show up
when the client’'s MAC Address is clicked. For the node that does not support
mobile IP feature instead, clicking on the MAC Address does not give any
response. *

All the clients and signal strength bar can be expand or collapse by using the
Client Details and Signal Strength label in the properties box. Besides, the
whole box can also be collapsed by hitting on the node IP Address at the top.

* Depend on firmware version
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Figure 3.15: Link Properties Box

10.16.8.1 )
Mode AP
E=SID: e sk et et
Channel: ar a9
Sheed. Futo Fuito
Free Memary: [ | 1564 18 vhe
Client Details - (2 elertisl found)
00:12:A9:4F:F0:12 W -88 dBm
- |P Address = 1724615
- Current CH = 10016.1.1
- Prewios CH = 10.16.1.1
00:1A%81:7A13 -23 dBm

| Signal skrength -

to 06411 W -00 dBm

to 10167 .1 | -81 dBm

to A0 A6 5.1 | -84 dBm

to 10162 1 | 82 dBm

to 106,161 N 20 dBm

to 1016 22 1 -66 dBm
|Status:

3.15 Message Pane

The message pane consists of two pages:
* Status Viewer

* Status Log

Status Viewer
The Status Viewer displays the current status of the MnM network
scanner, such as the connection status and the error message. These
messages will be logged into a text file for future reference. These files
are stored in a specific folder created along with the network scanner,
which is named by its scanner name. The path of the log files:

A\ \Record\ \log\ Jaxt

Status Log
The Status Log pane shows the time and date of the status when a
node is added or removed from the topology map.
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Figure 3.16: Status Viewer

-

Message Pane
Stakus Log
Connecting to 2021791232, Donel & nodes found.. >
Connectingto 101621, Done!
Connectingto 1016.7 1. Done!
Connectingto 10.16.5.1.... Dane!
Connectingto 1016151 Dianel
Connectingto 1016221 Dianel
Connectingto 1016401 ... Date!
Connectingto 1016161 Darne! o
Figure 3.17: Status Log

Status Wiewer | Status Log

ed Mar 01 16:22:09 ST 2006 Scan resumed -

ed Mar 01 16:22:13 SGT 2006 4 newy nodel’s] added to the map.

1 noderl=) remaved from the map.

e Mar 01 16:22:28 SGT 2006 Scan stopped. (Target IP Address iz changed)

ed Mar 01 16:22:28 SGT 2006 Scan resumed

ed Mar 01 16:22:34 SGT 2006 2 nesy nodel s added to the map.

5 noderz] remaved from the map.
ed Mar 01 16:22:58 SGT 2006 Scan stopped. (Target IP Address is changed)
ed Mar 01 16:22:55 ST 2006 Scan resumed i

3.16 Change Target IP Address

This option is available at the menu bar of the network scanner. Selecting
the Settings > Target IP Address will open a dialog box that prompt user to
enter or change the target IP Address.

User can enter a new IP Address or select one, which is saved previously,
from the list. Each newly entered IP Address will be stored in the memory
and listed at the top of the list. To edit the existing IP Address’s description,
user can press any key in the list. Hit the OK button will stop and resume
the scanning process with the new target IP Address. To cancel the change,
click on the Cancel button.
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Figure 3.18: Change Target IP Address

Change Target IP Address
Flease selectfenter the Target IP Address,
Pnz.1?9.123.2l +| (backbone)

[ ] 4 H Cancel ]

3.17 Scan Mode

There are two options available for Scan Mode, which is Nodes and Target IP
Only. For more details regarding the options please refer to Create New
Scanner.

User may perform the change of scan mode by selecting the
* Settings > Scan Through > Nodes, or
* Settings > Scan Through > Target IP Only,

to invoke the following dialog box:

Figure 3.19: Change Scan Mode

Change Scan Mode{Modes)
@ Please selectfenter the Target IP Address,
. |1n.15.15.1 | (Wesk Wing)

[ Ok I [ Cancel ]

Click the Ok button will stop and resume the scanning process with the new
scan mode and target IP Address, as selected in the list. To cancel the
change, hit the Cancel button.

3.18 Plot Mode

Two options are available, random and coordinate. By using the first option
(Settings > Plot Mode > Random), the nodes will be plotted on the topology
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map randomly, where the distance between each nodes does not indicate
the actual distance between the nodes.

Whereas if the latter is selected (Settings > Plot Mode > Coordinate), user
can arrange the nodes on the map to any desired coordinate. User can
import a map as a background image for the topology map with this option
(Please refer to Import Background Image).

Please note that when a node is discovered by the network scanner for the
first time, the node will be placed at the top left corner of the map. In order
to place the node to a specified location on the map, unlock the node by
uncheck the Settings > Lock Node Position option at the menu bar, then
drag and drop to a new location. After ensuring every node is at a proper
position, check the Settings > Lock Node Position option to lock the node on
their coordinate. This step is to prevent the nodes from removing
unintentionally. The coordinate of the nodes will be stored into memory
automatically, so these nodes know where they should be plotted at the
future scan.

Figure 3.20: Difference between Random and Coordinate Plot Mode
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( uitm

File Wwiew Action Settings

o w00 6% v @ @ (8

[~ @

Q

File Wwiew Action Settings

) w00 6100 v @ (8

3.19 Show IP Address/Location Name

User may switch the label of the nodes at the topology map from IP Address
to Location Name. In order to display the location name, user can select the
Settings > Show Location Name, from the menu bar. Since the program is
unable to return the nodes’ location name, therefore user may need to enter
the name when the nodes are detected for the first time. To set the nodes
name, click on the nodes and choose the Action >Node Action > Change

Node Location Name, to open the dialog shown below:

Figure 3.21: Set Location Name of the Node

[ |
Set Node Location Name E

9P Please insert the new location name For node 10, 16,40,1
-
""l". Dedimal |

I (] 4 ] [Cancel ]
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Enter the desired name and click the OK button, then it will be saved into
memory. Notice that the location name is started with a bracket, which
displaying the third byte of the node’s IP Address. Inversely, to display the
IP Address, select the Settings > Show IP Address from the menu bar.

The difference between the two is illustrated by the figure at the next page.
The figure at the left side displaying the node showing the IP Address,
whereas the figure at the right side displaying the node with location names.

3.20 Refresh Interval

The refresh time interval of the topology map can be altered through
selecting the Settings > Map Refresh Interval from the menu bar of the
network scanner. The following options are available:

* 1 second

* 5 seconds

* 10 seconds

* 20 seconds

* 30 seconds

* Default (5 seconds)
Figure 3.22: Difference between Showing Node Location Name and IP
Address
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> e o e ®

Choose one from the list and the scanning process will be stopped and
resumed with the new refresh interval.

Figure 3.23: Topology Refresh Interval

Target IP Address

1e S¢
Scan Through b
sTal  Plot Mode ]
| | w Lock Mode Position
et Show IP Address

Showw Location Mame

1 second

5 seconds

Link Properties Refresh Inkerval »

10 seconds

Reset Rouke
¥ Parameter 20 seconds

\is Mode 30 seconds

# Default
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3.21 View History

The MnM will record the status of each node once it started to scan. Any
node that has changed the status from “Up” to “Down” will be listed in the
Node Record column (right to the topology map). By default the column is
hidden. It can be expended or hidden by click on the title bar of the column.
The record with purple color indicates that the current status of the node is
down, while the green color shows the node is up again.

User may clear the record by clicking on the desired IP Address or button on
the Node Record column.

To view a more detail node records, select the View > View History from the
menu bar. Two options are available:

* Today
* Search by Date

Selecting any of the two options will open a new window, History Table.

Figure 3.24: History Table

b -
History Table (test - Today) g@
Manth li Day Ii Year (¥ | Search | ﬂ
IF Address Skatus LpTime Do Tirne ﬂ
oo op oo
g |10,16.,5.1 Up 3/2/06 10:03:17 AM
9 J10.16.22.1 Up 3/2/06 10:03:17 AM
10 )10.16.40.1 Up 32006 10:03:17 Ak
11 |10,16.41.1 Up 32106 10:03:17 AM
12 |202.179,123,.2%5can Made is changed |3/2/06 10:05:19 &M
13 |10.16.16.1 Do 3206 10:05:21 Al
14 110.16.5.1 Cronn 3/2/06 10:05:21 Al__|
15 10.16.22.1 Do 3/2/06 10:05:21 .':'.fj
e - e
Status: Record 1 of 17 o

This window enable user to view every changes of the topology happened
during the MnM is running. The table lists the IP Address, status and the
uptime or downtime of the nodes. The table will record the change did on
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the MnM Network Scanner such as change of scan mode or target IP Address
as well.

In order to view the previous history recorded by the same Network Scanner
at another date, user can select the second option, Search by Date. This
option will enable the date field on the top of the history table window. User
can enter the specific date then click on the Search button to open records.
Note that the IP Address with an asterisk (*) is the target IP Address that
the network scanner is scanning through.

3.22 View and Configure Node

In order to view or edit the settings of each single node, simply click on the
desired node. The map will omit other links regardless to the selected node,
showing only the links of the selected node. The selected node will change
its color to gold. Please refer to the following figures:

Figure 2.25: Select a Node

The MnM supports SNMP version 1, 2c and 3. A window would popup when
user is trying to access into the node, to prompt user for the SNMP
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passwords. User must enter the correct password in order to view or edit the
node settings. For version 1 and 2c, user is only required to enter the
correct community, whereas for version 3, the username, password, and
pass phrase are required.

The default passwords:

* Community (Read-Only): public

* Community (Read-Write): private

* User Name (Read-Only): snmprouser
* User Name (Read-Write): snmprwuser
* Password: snmppassword

* Pass Phrase: snmppassphrase

Figure 2.26: Community Prompt

T

Enter Community
Please choose the ShP Yersion of the selected node and fill in the reguired
passwordicommunity, in order to viewy ar edit the settings of the node.
lemion { or 2C Oy Comaranity is eguined.
lersion 3 COwly Ueser Wane, Passwor and FassPhase is eguined .

IP Address 10.16.16.1
SMMP Yersion | 3 v
Cornrnunity |
ser Mame Isnmvarwuser
Password |1r1r1r1r1r1rw1rw
Fass Phrase |**********
[ (a4 ] [ Cancel ]

User is advised to change the SNMP passwords once they had logged into
the node. Please refer to Config > Management > SNMPPassword.

If user would like to view the parameters of the node, click on the View
Parameter button at the bottom of the Node Settings Table in the Mesh Node
Settings Pane. Then the window will appear on the screen to prompt user to
key-in the SNMP Version and Passwords. Click OK after entered the
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password(s). If the passwords are correct, the parameters will be shown on
the Node Settings Table (Please refer to the figure at the next page).

In order to perform configurations on the node, user can select one of the
two options from the Configure This Node drop-down list:

* Open Node Manager — Please refer to Mesh Node Manager.

*

Browse — Start-up the web-based configuration page of the node.

Figure 2.27: Mesh Node Settings Table

& Factoryl

File Wiew Acton Settings

Mesh Node Settings

Ix

Hode Settings Table

| Parameter Value
| Hode IF Address -
| Hode Hame
ii Hode Location
ii Node Mode

?
B
=
%

<

Yiew Parameter

- Configure Thiz Node

&

Legend

J Mode(Relay)
@ Mode(Gateway)
W Selected Mode

A |

N meintod kladde

On the other hand, user can perform these actions through the menu item
Action > Node Action. Note that the Node Action option is only enabled when
the node is selected. To resume the topology map back to scanning mode,
double clock on the map or hit the Refresh button at the toolbar.

3.23 Create VPN Connection
If user would like to scan a network through the backbone line (WAN), a VPN

Connection is required in order to make the communication between the
network scanner and the nodes discovered possible through the VPN Server.
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To create a new VPN Connection, use the New Connection wizard of
Windows. In order to start-up the wizard, open the Network Connections
Page (Start Menu > Control Panel > Network Connections), then select New
Connection Wizard. When the wizard turn up, follow the following steps to do
the set up: (*refer to the following screen shots)

1. Introduction — Welcome page of the wizard

N

Network Connection Type — Select Connect to the network at my
workplace and click Next

Network Connection — Select Virtual Private Network and click Next
Connection Name — Enter a desired Connection Name and hit Next

Public Network — Select Do not dial initial connection and press Next

2B

VPN Server Selection — Enter the host name or IP Address of the VPN
Server that you would like to connect to, and hit Next

7. Complete — Click Finish to complete the set up

Figure 2.28: Create VPN — Introduction

Mew Connection Wizard

Welcome to the New Connection
Wizard
Thiz wizard helps you;

* Connect ta the Internet.

* Connect to a private netwark., such as vour workplace
nietwork.

* Setup a home or small office netwiork.

To continue, click Next.

fest > l[ Cahicel
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Figure 2.29: Create VPN — Network Connection Type

T

Mew Connection Wizard
Metwork Connection Type
Wwhat do wou want bo do’?

() Connect to the Internet
Caonnect ta the Internet so vou can browse the 'web and read email

(+) Connect to the network at my workplace
Connect to a business network, [uzing dial-up or PN 20 wou can work, from home,
a field office, or another location.

() Set up a home or zmall office network
Connect to an exristing home or small office netwaork. ar set up a new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect to i,

< Back “ Mext » ][ Cancel

Figure 2.30: Create VPN — Network Connection

Hew Connection Wizard

Hetwork Connection
Howe do you want to connect to the netwark, at your work place?

Create the following connection:

(") Dial-up connection

Connect using a moderm and a regular phaone line or an Integrated Services Digital
Metwark. [ISOM] phone line.

(%) Wirtual Private Network connection

Connect o the network using a virtual private network, WPN] connection over the
Iktermet.

< Back “ MNext > ][ Cancel
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Figure 2.31: Create VPN — Connection Name

[

Mew Connection Wizard
Connection Hame
Specify a name for thiz connection o your workplace.

Type a name for thiz connection in the following box,

Compary Mame
witirn]

Far example, you could type the name of your workplace ar the name of a server you
will connect bo,

< Back l[ Mext > ][ Cancel

Figure 2.32: Create VPN — Public Network

¥

Hew Connection Wizard

Public Network
windows can make sure the public network, is connectad first,

Windowes can automatically dial the initial connection to the Intermet or other public
netwark, befare establizhing the wirtual connection.

(#) Do not dial the initial connection,

() Autamatically dial this initial connection:

< Back “ MNext > ]l Cancel
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Figure 2.33: Create VPN — VPN Server Selection

Hew Connection Wizard

¥PN Server Selection
Wwihat iz the name or address of the WPM server?

Type the hogt name or Intemet Protocol [IP] address of the computer to which you are
connecting.

Host name or IP addrezs [for example, microzoft.com ar 157.54.0.1 ):

202.173.123.2

< Back “ Mewut > ][ Cancel

Figure 2.34: Create VPN - Complete

Mew Connection Wizard

Completing the MNew Connection
Wizard

You have succeszsfully completed the steps needed to
create the following connection:

utim
* Share with all uzers of this computer

The connection will be zaved in the Metwork,
Connections folder.

[]&dd a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finizh.

< Back ” Finizh |l Cancel
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After the shortcut is created, user is required to go to the Properties of it, by
right-click on the shortcut icon and then choose from the popup window.
Alternatively, it can open from the Connect page, as shown:

Figure 3.35: Open VPN Connection Properties Page

U=zer name: |lagin

Fazsword: .Hﬂ cftange fra saved password cick fraral

Save thiz uzer name and pazsword far the following users:

(%) Me anly
{1 Arwone who uses thiz computer

[ Connect H Eancel’\LLf"rnperties ][ }Help ‘

At the Connection Properties window, perform the following steps:

1. Select the Networking Tab at the top of the page

N

Select the Internet Protocol (TCP/IP) from the available list

w

Hit the Properties button to configure the item’s properties

P

At the TCP/IP Properties Window, select the Advanced.. button,
another window (Advanced TCP/IP Settings) would popup.
5. At this window, make sure the Use default gateway on remote network

option is unchecked and click the OK button.
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The configuration of the VPN connection is done.

Figure 3.36: VPN Connection Properties

-~

Actinium Properties

General | Options | Securty | MNetwaorking ﬁ.@d

Step 1

Type of WPN:
PFTP%FHM

Thiz connection uzes the following items;

W

Settingz

Tranzmigzion Control Protocalflntermet Protocal. The default
wide area network, protocaol that provides communicatian
across diverse interconnected netwarks.

- M ! . - A
%= Intermet Pratocal [TCRAP] 1 Step 2
T a5 Packer Sereduler
.@ File and Printer Sharing for Microsoft Metworks i |
J_E_E Clignt for Microsaft Mebworks bl
[ Irstall... ] [ Froperties <
Dezcription

2k, l [ Cancel

Step 3
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Figure 3.37 TCP/IP Properties Window

General

'ou can get IP zettings assighed automatically if your network,
supports thiz capabiliby. Otherwize, you need to azk your network
administrator for the appropriate IF settings.

(&) Obtain an IP address automatically
(O Use the following IP address:

() Obtain DNS server address automatically
(O Use the following DMS server addiesses:

Ok ] [ Cancel

3.24 Dial VPN Connection

@]

Advanced TCP/IP Settings

General | DNS | wiNS
This checkbaos only applies when pou are connected ta a lacal
network. and a dial-up network. simultaneously. When checked, data
that cannot be sent on the local netwark, iz forsarded to the dial-up
network,

? Uze default gateway on remote network,

Step 5

Step 4

QK. ] [ Cancel

In order to dial a VPN Connection to a remote VPN Server, click on the Set
up VPN Connection button at the MnM toolbar. A window would appear at
the screen as illustrated by the figure below:

Figure 3.38: Dial VPN Connection
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-

l Dial ¥PH Connection

Set up VPN Connection

Connection Mame |utim

Llger Mame |I|:|gin

Password |L“**'m'**

Connecting to utim...

Skatus: | W

Key in the connection name as preset at step 4 of the Create VPN
Connection, as well as the username and password, then hit the Dial button.
The status bar at the bottom of the table is showing the status of the
connection. Once connected, the window will be closed.

3.25 Reset Route

When more than one VPN Connection is started up, the problem of confusion
for the network administrator may be occurred. Thus user is required to set
route for the specified Network Scanner. Setting route at the scanner will set
the nodes at that scanner route only to the gateway selected. Therefore,
setting a wrong VPN gateway to a scanner would cause the scanner failed to
plot the network topology correctly.

This setting is available at the menu bar of the MnM Network Scanner
(Settings > Reset Route). A window will pop up on the screen, as illustrated:

Figure 3.39: Network Scanner Status
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-

FRoute Gateway

,* "cp The gateway IP Address using currently ~
. 10.0.1.3

If wou wish ko refresh or change the route, select the
gateway IP Address From the list and click "Ok",
10.0.1.3~ LiTM v
10,01 .35~ LIiTh
10.16.1.2~ LIiTM

The window will show the VPN Gateway that the current route setting the
network scanner is using. If the user is desired to change or refresh the
current route, the VPN gateway can be chosen from the drop down list,
which are detected by the MnM, then click on the OK button.

3.26 Login

If the user is using the MnM (wirelessly) within the network coverage area,
they may face the problem that the network scanner failed to download data
from the node, due to the client restriction. Therefore, in order to solve this
problem, user may need to login to the network by opening any of the web-
browser. The browser will redirect the user to the login page of the
customized mesh network. If the login is successful then the MnM will
manage to scan and plot the topology map.

3.27 View Status

User can view the status of the MnM Network Scanner by selecting the View
> Status from the menu bar. This will open a dialog box displaying the
scanner information, such as the scanner name, target IP Address, scan
mode and so forth. The dialog box is shown as below:

Figure 3.40: Network Scanner Status
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| o

Metwork Scanner Status
Status
Scanner Mame D hew soanner
Dperation Status D Seanning

Target IP Address 202 470 4232
Target IP Descriptor  backbone

Scan Mode - Nodes

MNodes Found C 90 Galeway, 8 Relay)

YR Gateway C Rowte Mot Sef

Created Since TR Mar Q2 745037 SGT 2006

Close

3.28 Quick Config

The feature is used to configure the node scanned by the MnM in a more
straight away and simpler method. By this method, user needs not to run
the Mesh Node Manager to configure the node. On the other hand, Quick
Config allows configuration of multiple nodes simultaneously. This feature
will be run in wizard form. In order to run the Quick Config, select Action>
Quick Config. from the network scanner menu bar.

* Step 1:

The first step urges the user to select the parameter to configure and the
value to set. The drop down list at the top consists of the list of
parameters.

Figure 3.41: Quick Config. Step 1
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Quick Config (Step 1 of 3) (=]
Please select parameter to set
|Management = Password = Destination IP Address [l
Setvalue

@) |19z.168.1.119]

"

y

y

Confirm

Select the desire one from the list and enter the value required at the
bottom portion. Click Next button to proceed.

Note: For the table entry type value, click on the Click here to add entry
button to invoke a window that to prompt user to enter the table parameters,
as shown:

Figure 3.42: Quick Config. Step 1 (Table Entry)

Flease select parameter to set

e Tl e iT il e
Add Table Entry '
MAC Address bD:1 1:2de5 72 38
Camtretit hnne|
Status | enable(1) >

I O I [ Cancel l I

(@) Click here to add entry., I

* Step 2:

At this step the user will be prompted to select the node/nodes to be
configured. As stated previously, multiple nodes configuration concurrently is
allowed. Select the nodes available from the Available Nodes column (left)
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and use the Add or Add All button to move the desired unit to the Nodes to
Configure column (right). Conversely, use the Remove and Remove All
button to remove the nodes from the Nodes to Configure column. Click Next
button to proceed to next step or Back button to back to the previous step.

Figure 3.43: Quick Config. Step 2
Quick Config (Step 2 of 3) (=]

Flease select nodes to configure:
Augilable Maodes: Modes to Configure:
10.16.2.1 Add == 10.16.15.1
10.16.5.1 10.16.7.1
10.16.5.1 Add All ==
10.16.16.1
10,16.40.1
10.16.22.1
10.16.41.1
<= Remaove Al ]
[ << Back ] [ Mexk ==
* Step 3:

Enter the SNMP password before setting the values. For more details
regarding this step refer to View and Configure Node. Select the Set button
to start the configurations of the nodes.

* Step 4:

This page displaying the status of the configurations for each node.

The / sign indicating the configuration on that particular node is successful,
while the X sign shows that the setting was failed. After the configuration is
done, user may click the Configure another parameter button to back to

the first step of the Quick Config Wizard to configure another parameter, or
select the Proceed button to proceed to the reboot page.

Figure 3.44: Quick Config. Step 3
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Quick Config (Step 3 of 3) (=)
Please enter the SHMP Password
SMNMP Version |3 &4
Community |
Lser Mame SMMprwUser
Passwaord |1rﬂrmrmmw

Fass Phrase |HHHHH

[ << Back ” Set ]

Figure 3.45: Quick Config. (Status)

Quick Config (Status) (=)
Status

[ )

75%

S 10.16.15.1

/101671

J/ 10.16.40.1

10.16.41.1
* Step 5:

After configure all the desire settings, the AP device is required to be
rebooted in order for the changes to take effect. Select the check box of the
correspond node that need to reboot, and click on the Reboot and Close
button. Select the AIll button to select all the nodes, whereas the None
button will unselect all devices. Beware that rebooting the AP Unit would
cause the user currently connected to them lose their connection, and the
whole process would take approximately 60 seconds.

Figure 3.46: Quick Config.(Reboot)

MnM Configuration Guide

Page 51 of 110



MnM Management Utility — User Manual

Quick Config. (Reboot devices) (=)

Reboaot

MNate: Changes of configuration setting requive the corvesponding
nacfeis) to refaot in arder to take effect.

Please select nodes to be rebooked.

Hone

[#] 10.16.2.1 ~
10.16.8.1
10.16,5.1
10.16.16.1

[ Back ta Stepl ] I Reboot and Close

3.29 Trap Viewer

The MnM provides user another useful feature, which is the Trap Viewer. The
Trap Viewer is able to catch the alarms (SNMP Traps) generated by the
access point, as well as the Memory Critical alarm, and display in the table.
To open the Trap Viewer window, click on Trap button located at the right of
the MnM toolbar.

In order to start up the trap listener, click on the Start button, or else, user
can right click on the Trap button and choose the Start Receive Trap option
in order to start listen to the trap without open the Trap Viewer window, as
illustrated below:

Figure 3.47: Start Receive Trap

mE X}y

Start Receive Traa

o

=

/.

The button, ' is also act as an indicator. When the trap listener is started
and in the ready mode, the button will change to yellow color, :; while the
blinking button, ! indicates that a new trap is caught.
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Note that when a Memory Critical alarm is caught, means that the flash
memory of the node has dropped to less than 1M bytes, an alarm audio
signal will be played along with the indicators.

Figure 3.48: Trap Viewer Overview

Trap Viewer E]@

Actions  Settings

Source [P Description Severity Time Stamp
19216581175 Enterprize Specific Informative FriFeb 17 140522 5GT
1921681175 Cold Start Informative FriFek 17 14:05:23 SGT
1921651 175 planetywimeshUser TrapsUser AccessiehCig |WMinor FriFeb 17 14:05:44 5GT
19216581175 [planetvwimeshlzer TrapsUser Accessieh Ty |Min0r FriFeb 17 14:06:01 SGT

l ] [ Skop ] [ Select Al ] [ Clear ] [ Deselect Al ] [ info ]
Settings
Fort |162 [+] wirite to File?
Cormrmunity brivate Output File Mame }ﬂ.larm_DeFauIt

Set

This table is a read-only table, which displays the trap’s source IP Address,
description, severity and the time when the trap or alarm was caught. These
alarms should be deleted once they were reviewed and resolved, by clicking
the Clear button. However, the MnM provides user an option to write the
traps captured into a file. In order to do that, click the Write to File checkbox
and enter the file name at the Output File Name, provided at the Settings
column, then select the Set button. The file will be stored at following path:

A \TrapLog\

Besides, the Settings column also enable user to alter the port number to
listen to the traps and the community of the SNMP agent.

In order to view the details regarding the traps in the table, select the desire
entry and click on the info button. A window would popup and displays the
details.

Figure 3.49: Trap Details
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Trap Details @

@ SHMP Yersion | 2C
Remote Host: 192,168,1.175
Remote Pork: 1029
Cormrmunity: privake
RequestID: 1307123494
Retries: O

Timeout: O
Errar Status: Mo Error

Trap Description; This traps is generated when the user
accesses the web configuration page.,
Trap Severity Level: Minor,

SMMP PDL Variable Bindings:

Ohbject ID: .1.3.6.1.2.1.1.3.0

TimeTicks: 2 hours, 11 minutes, 17 seconds.
Object ID: .1,3.6.1.6.3.1.1.4.1.0

Object ID: . 1.3.6.1.4.1.10456.6.3.1.1.2.2.1
Object ID: .1.3.6.1.4.1.10456.6,3,1.1.2.1.3.0
IpAddress: 192.168.1.119

Object ID: . 1.3.6.1.4.1.10456.6,3.1.1.2.1.1.0
STRIMG: "Svstem”

3.30 Closing MnM

User can shut down the MnM by selecting the File > Exit, or the Close
button at the right top corner of the MnM, provided all the network scanners
in the MnM has been closed before this. Otherwise the following dialog box
would appear on the screen:

Figure 3.50: Error Message when Closing MnM

fam =]

Error

6 Please make sure wou close all the Frames before wou shut down the
Mesh Metwork Manager,

The reason for this method of shutting down is to prevent any accidentally
shut down that would cause the loss of information regarding the network.
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4 Mesh Node Manager

4.1 Introduction

This section provides the details about the configuration on the mesh node
using Mesh Node Manager. The Mesh Node Manager is one of the functions
of the MnM, where user can activate it in order to perform any setting on the
node. Various configurations can be done, including network settings, VPN
client setting, WLAN interfaces setting etc. Further more, this application
supports some action command such as reboot and reset the device. The
Manager consists of six different submenus:

* File

* Status

* Config

* Monitor

* Command

* Help

Each submenu will be further described at the incoming sections. The
following figure illustrates the overview of the Mesh Node Manager.

Figure 4.1: Mesh Node Manager Overview

Mesh Node Manager (10.16.15.1)
File Status Config Monitor  Command  Help

Mesh Node Manager

MNode IP Address 2 10.16.15.1

Mode MName - Net

MNode Location . FSEM Building

[Node Operate Mode . Gateway

WAl P Address : 182.168.1.118

Up Time . 0000 days, 01 hours, 49 minutes, 16 secands.

Exit
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4.2 File
4.2.1 File > Change SNMP Password
This option enable user to change the SNMP Password in case when the user

desire to change the password from read-only password to read-write
password, or change the SNMP Version.

Figure 4.2: Change SNMP Password

Change Community .%
Liserean e-enterthe SR Vemion, Passworm or ConmmuRity, i caze if the
CLTETE DT fE Toomect,

IP Address 10.16.2.1

SMMP Version |3 ™

Carmrmunity |

User MName Isnmprouser

Pazzuwvord |"‘*“““‘

PaSS Phrase |1rw1rw1rw1r1rw1rw1rw|

The Change Community window consists of the following parameters:
* IP Address

* SNMP Version

* Community

* User Name

* Password

* Pass Phrase

IP Address
This read-only field shows the IP Address of the current node

SNMP Version
The Version of SNMP using to read and write data from/to the node.
Two options are available: 1 or 2C and 3

Community

The key word for the SNMP, which is required only if Version 1 or 2c is
selected as the SNMP Version
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User Name
The admin user name that given permission to perform the SNMP
action

Password
The authentication password. The default authentication method used
is MD5

Pass Phrase
The privacy pass phrase that must be more than 8 characters

4.2.2 File > Exit

Shut down the Mesh Node Manager.
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43 Status Menu
4.3.1 Status > System

This submenu is basically a read-only page, provides user a brief summary
regarding the MLR Node. In order to configure the fields in this frame please
refer to Configuring System Settings at the coming section.

The parameters at the System page:

* Node Name

* Node Location

* Node Operation Mode

* Status

* Contact Name

* Contact Email

* Contact Phone

* Object ID

* Up Time

Node Name
A generic name for the MLR Node

Node Location
A generic physical location of the MLR Node

Node Operation Mode
The type of the node is operating in, which can be Gateway or Relay

Status
The node operation mode, which can be Online or Offline

Contact Name
A generic name of the network administrator

Contact Email
A generic E-mail Address of the network administrator
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Figure 4.3: Status > System

Mesh Node Manager (10.16.15.1)

File Status Config Monitor Command  Help
System Status
Mode Mame “MNet
Mode Location - FSBEM Building
Mode Operatiun rode 3 Gateway
Status - Online
Contact Name : support
Contact Email © sUpporiEutim.edu
Caontact Phone ©019-91234456
Dhject ID 13614110456 6.3.1.0
Up Time . 0000 days, 01 hours, 52 minutes, 55 seconds.

Contact Phone
A generic phone number of the network administrator

Object ID

The Object ID (OID) of the MLR Node specified to support the SNMP
service

Up Time

A real-time field that displaying the period of the node since it is
turned on
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4.4 Config Menu
4.4.1 Config > System

System panel is used to configure the System settings such as the
administrator name and contact information, as mentioned at the Status >

System.

Figure 4.4: Config > System

File Skatus Config Command  Help

System

Mode Mame FLANET

Mode Lacation kSBM Plaza

Contact Mame |SL||:||:||:|rI:

Contact Email Isuppnrt@planet.cnm.tw

ContactPhone  +886-2-21456398
Ohject 1D 1.3.6.1.4.1.10456.6.4.1.0
Descriptor hLRD

[ (8] 4 ][ Cancel

The only extra parameter:

* Descriptor

Descriptor
A short description regarding this managed device.

4.4.2 Config > Network > WAN

This panel consists of two parts: the upper part allow user to select the WAN
Interface type to use and the lower part is used to configure the network
settings. In order to select a WAN Interface, select on the desired type and
type the Configure Details button. This panel is disabled for the relay
nodes. The figures are shown at the following.
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This network setting portion enables the configurations on the DNS (Domain
Name Service). This feature translates the domain name into IP Address
form, which recognized by the Internet. The translation is done through its

own server. If the primary server failed to perform the translation, the
secondary server will take over the process.

Figure 4.5: Config > Network > WAN

File Status Config Command  Help

Interface Type
) Static

(%) DHCP Client
O PPPoE

[ Configure Details

MNetwork

Gateway 192,168.1,254
Primary DNS Server IP Address 192,168.1.200
Secondary DNS Server IP Address  0.0.0.0]

DNS Domain Mame mlrd

[ ok H Cancel ]

The parameters of the Network panel:
* Gateway

* Primary DNS Server IP Address

* Secondary DNS Server IP Address

* DNS Domain Name

Gateway
Specify the gateway for the static IP Address
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Primary DNS Server IP Address
Specify the IP Address of the primary DNS Server for this device

Secondary DNS Server IP Address
Specify the IP Address of the secondary DNS server for this device

DNS Domain Name
Specify an optional domain name for the DNS client

Choose the desired Interface Type and hit the Configure Details button will
lead to the configuration page for the specific interface type.

4.4.2.1 Config > Network > WAN > Static

This interface type is used when user desire to specify an IP Address to the
node.

The parameter of this panel:

* Status

* |P Address

* Netmask

Status
This is a read-only field that displays the status of the Static WAN IP
Configuration. The Static WAN IP will be disabled if the PPPoOE or
DHCP-Client interface is enabled.

IP Address
The IP Address of the Static WAN IP Address

Netmask
The net mask corresponding to the Static WAN IP Address

Click on the Save and Enabled Static IP button to enable this type
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Figure 4.6: Config > Network > WAN > Static

WAN
Static IP Address

Status: Disahled

IP Address  [192.168.1,22

Metmask  255.255.255.h

[ Save and Enable Static IP H Cancel ]

4.4.2.2 Config > Network > WAN > DHCP Client

This option would dynamically allocate an IP to the node.

The parameters of this interface type:

* Status

Status
Display the status of the DHCP-Client Interface Type. This field is read-
only and will be disabled if either Static WAN IP or PPPOE is enabled

Figure 4.7: Config > Network > WAN > DHCP-Client
WAN
DHCP Client

Status: Enabled

Enable DHZP-Client H Cancel ‘

Click on the Enable DHCP-Client button to enable this Interface Type.
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4423 Config > Network > WAN > PPPoE

PPPOE is used to create a point to point link.

The parameters of this options:
* Status

* Authentication Type

* User Name

* Password

* Enable CHAP

* CHAP Username

* CHAP Password

Status
This read-only field displaying the status of this interface type, where
it will be disabled if Static IP or DHCP-Client mode is enabled

Authentication Type
Specify the authentication type for PPPoOE. The available options are
PAP and CHAP

Username
Specify the user name of the authentication

Password
Specify the password of the authentication corresponding to the
username

Enable CHAP
To enable or disable the server side of the authentication

CHAP Username
Specifies the username of the server-side of the authentication

CHAP Password

Specifies the password of the server-side of the authentication,
corresponding to the CHAP Username
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Figure 4.8: Config > Network > WAN > PPPoE
WAN
PPP over Ethernet

Status: Disabled

Authentication

Authentication Type |F'.ﬁ.F'

LIser Mame |

Fassward |

Server-side Authentication (CHAP-Only)
[ ] Enable CHAP

CHAP Liser Marme |

CHAP Password |

[ Save Dekails and Enable PPPoE ] [ Cancel

4.4.3 Config > Network > Local Network

This submenu defines the Bridge IP address as shown at the following figure.
User may set the Bridge IP Address and its corresponding netmask at this

page.

Figure 4.9: Config > Network > Local Network

P

Mesh Mode Manager (10.16.15.1])

o

File Status Config Monitor  Command  Help

Local Network

IP Address [172.16.15.1

Metmask — £55.255.255.0)

[ ok H Cancel

The parameters of this options:
* IP Address
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*

Netmask

IP Address

Netmask

4.4.4

Specify the bridge IP Address

Specify the network mask for the Bridge IP Address

Config > Network > WLAN

This submenu defines the configurations to the two wireless LAN interfaces
embedded in the mesh node, which are Radiol (Mesh Backhaul Radio) and
Radio2 (Access Point Radio). The WLAN devices settings include the WLAN
network settings such as SSID (Service Set ldentifier), data rates, transmit
and receive antenna, etc. The configurations can be done in order to fine

tune the wireless connectivity of the node,

performance.

Mesh Hode Manager (10.

Figure 4.10: Config > Network > WLAN > Radio 1

16.15.1)

to achieve the optimize

-

=Jojed

File Status Config  Monitor

Command  Help

Radio 1 {(Mesh Backhaul Radio)

MAC Address
Ssih

Radio Rale
Profile
Data Rates

Freguency Channel

AutoChannel Selact

Transmission Power (rmhn
R Antenna
TH Antenna

Regulatary Domain
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00:e0:E3:3C:49: 41

il"-’leshl”-.let

Mesh

I Auko
Auto

11

[

|1|:||:|

| Diversity

| Diversity

| Taiwan

[ Ok H Cancel
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The parameters of this options:
* MAC Address

* SSID

* Radio Role

* Profile

* Data Rates

* Frequency Channel

* Auto Channel Select

* Transmission Power

* Rx Antenna & Tx Antenna

* Regulatory Domain

MAC Address
This read only field displays the MAC Address of the wireless interface
(WLAN1 — backbone radio)

SSID
Service Set Identifier (SSID) is a unique value that defines the name
for a wireless network. This value will be shown when the network is
found by a device

Radio Role
A read only field that showing the radio role of the WLAN Radio, which
is Mesh and Access Point for Radio 1 and Radio 2, respectively.

Profile
Contain a drop-down list of wireless interface that available for the
device, which are:

= Auto

= 802.11a (Default)
= 802.11b

= 802.119g

Data Rates
This field specifies the data rates supported by the interface. The
available options:
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= Auto

Frequency Channel
User can choose the frequency channel to be used from the list. The
item in the list is varied depending on the WLAN Card using

Auto Channel Select
Tick this check box to enable the wireless auto-channel select feature.

Transmission Power
Select the most effective transmission power for the wireless PCI card.
The available values are:

= 10
= 20
= 50

= MAX (Default)

Rx Antenna & Tx Antenna
Choose the option for the Receiving and Transmitting Antenna:
= Diversity (Default)
= No Diversity

Regulatory Domain
The list of option for regulatory domain is provided depending to the
WLAN card used by the host system. This option is not available for
WLAN Radio 2

4.4.5 Config > Network > Node to Node

This submenu defines the setting on the node, as well as the Filtered Device
Table. The parameters:

* Auto IP Configuration

* IP Address

* Netmask

* Enable Node Traffic Encryption

* Encryption Key

* Enable Enhanced Traffic Encryption

* AES Key
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Auto IP Configuration
Check this option to enable the Auto IP configuration. The IP Address
will be assigned to the node dynamically. If the field is enabled, then
the following IP Address and Netmask will be disabled.

IP Address
The IP Address of the node if configured manually

Netmask
The netmask for the IP Address defined above

Enable Node Traffic Encryption
Check the box given to enable the node traffic encryption. The 128bit
key Encryption Key will be disabled if this option is not checked.

Encryption Key
Enter the encryption key here. The Key must be in HexString and its
length must be 32

Enable Enhanced Traffic Encryption
Check the box given to enable the Enhanced Traffic Encryption. The
128bit AES Encryption Key will be disabled if this option is not checked.

Figure 4.11: Config > Network > Node to Node
" Mesh Node Manager (10.16.15.1) mEx]

File Status Config Monitor  Command  Help

Node to Node

Enable Auto IP Configuration

IP Address |

Metmask |

[ 1 Enable Mode Handshaking Shared Key
128hit Pre-shared Key |

[ 1 Enable Enhanced Traffic Encryption
128kt AES Encryption key |

[ Wigw Filkered Device Table l
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AES Key

Enter the AES Encryption key here. The Key must be in HexString and
its length must be 32

Click on the View Filtered Device Table button to open the Filtered Device
Table.

4.45.1 Config > Network > Node to Node > Filtered Device Table

The Filtered Device Table lists the MAC Address of the device that to be
filtered from the network. In order to add an entry to the table, fill in the
column provided at the bottom of the table and click the Add button.
Similarly, if user would like to edit the table entry, change the panel below
to the edit panel, select an entry from the table and click the Edit button
after edit the entry. To delete an entry instead, select the desired row and
hit the Delete button.

The columns in the table:
* MAC Address

* Comment

* Status

Figure 4.12: Config > Network > Node to Node > Filtered Device Table

= ~

Filtered Device Table =Jo&d

Filtered Device List

[z
MAC Address Comment Status
00:F3:c1:33:71:55 enable(l)
00;ea:1b:55:10:22 enable(l)

unitl

[ Clear Selection H Delete ]

Add | Edit

Add Table Entry
MAC Address |

Camment

Status Enable »

Close
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MAC Address
The MAC Address of the device to be filtered from the node’s network

Comment
An optional field to specifies the comment of this table entry

Status
To enable or disable the correspond table entry

4.4.6 Config > Network > Route

This section describes about the parameters for the Route table. The
parameters of this panel:
* Enable Route Table

* Route Table

Enable Route Table
Check this checkbox to enable the use of Route Table

Route Table
Displaying the current active entry in this device.

4.4.6.1 Config > Network > Route > Route Table

This table consists of seven columns:
* Subnet

* Netmask

* Gateway

* Device

* Gateway/Device

* Comment

* Status

MnM Configuration Guide

Page 71 of 110



MnM Management Utility — User Manual

Figure 4.13: Config > Network > Route

Route

Enable Route Table [
Subnet Metmask, Gakeway Device Tvpe Cornrment Status

192.168.1.0 [255,255,255.0 [0.0.0.0 |wan(1) |devicec2) |- [enablelty |

Add Table Entry

Subnet |

Netmask |

) Gateway |

(%) Device ‘WAN v
Comment | -
Status Enable v

Subnet
Specifies the Subnet IP Address of the route

Netmask
Specifies the Netmask corresponding to the Subnet IP Address of the
route

Gateway
Specifies the gateway IP Address for this route

Device
Specifies the route devices for this entry. Two options are available:
= WAN (Only available when the mode of the node is Gateway)

= Bridge
= VPN (Only available when the mode of the node is Gateway)
= Mesh

Gateway/Device
Specifies whether the entry is using the Gateway or Device option

Status
Specifies the status of this entry, which can be Enable or Disable
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In order to add a new entry to the Route Table, fill in the parameters
required at the bottom of the table, and click the Add button. On the other
hand, if user wishes to edit the value or delete the existing entry in the table,
select the desired row and click Edit and Delete button, respectively.

Figure 4.14: Edit Route Table Entry

atmnas! p— = Ak

.25 < Edit Table Entry E

Subnet 19216310
MNetmask (2552552550
Gateway  (192.168.1.254

Device | weani [l
Ent Type | oyatevayl1) v
Cormmert kesﬂ
Status | enatle(1) v
[ (.4 ][ Cancel
WA AR
4.4.7 Config > Security > MAC Access

This feature can be used to deny or allow network access to certain clients,
who are associated to the node. The MAC Access Control table is to stored
the list of user’'s MAC Address to be denied or allowed from the network
The parameter under this panel:

* Enable MAC Access Control

* Operation Type

Enable MAC Access Control
This option provide user a selection to enable or disable the MAC
Access Control feature

Operation Type

Use the drop down list to select the type of operation, whether to block
or pass through the entries in the MAC Access Control table
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Figure 4.15: Config > Security > MAC Access

Mesh Node Manager {10.16.15.1) =Jo&s
File Status Config Monitor  Command  Help

; .
MAC Filter
Enahle MAC Access Control
Operation Type ‘Pass Thru
MAC Access Control Table [

[ Add |[ Edt || Delets |
MAC Address Comment Status
00:FFide:Sbid7i30 Wongey enabled1)
00:33:e5:alicF:54 admir enabled1)
w

4.4.7.1 Config > Security > MAC Access > MAC Access Control Table

The devices specifies in the table will be blocked or passed though from the
network depending to the type of operation set previously. To add an entry
to the MAC Access Control Table, click the Add button and fill in the data in
the window pop-up. To edit or delete a table entry, select the desired row
and click on Edit or Delete button. The Refresh button at the top of the

MAC Access Control Table is to reload the table. The columns in this table
are:

* MAC Address
* Comment

* Status

MAC Address
The MAC Address of the device to be added into the table

Comment
An optional field to comment regarding the table entry
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Status
The status of this table entry, which can be Enable or Disable

4.4.8 Config > Security > Encryption and Authentication

This panel provides the selection over 8 kinds of authentication and
encryption. The following figures illustrate how different combination of
authentication and encryption can be selected from this panel.

The parameters of this panel:
* Mode

* 128 bits Key
* 64 bits Key
* WPA-PSK Pre-shared Key

Mode
The modes of authentication and encryption available:
= Node (refer to Figure 3.16)
= WEP 64 (refer to Figure 3.17)
= WEP 128 (refer to Figure 3.17)
= dotlx64 (refer to Figure 3.17)
= dotlx128 (refer to Figure 3.17)
= WPA-TKIP (refer to Figure 3.18)
= WPA-PSK-TKIP(refer to Figure 3.18
= WPA-CCMP(AES) (refer to Figure 3.18
= WPA-PSK-CCMP(AES) (refer to Figure 3.18

128 bits Key
This field is specifically for authentication mode of WEP 128. The value
should be Hex String and must not more than 26 characters

64 bits Key
This field is specifically for authentication mode of WEP 64. The value
should be Hex String and must not more than 10 characters

WPA-PSK Pre-shared Key
This field is specifically for authentication modeof WPA-PSK-TKIP or
WPA-PSK-CCMP (AES). The pre-shared key must more than 7 and less
than 64 characters
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Figure 4.16: Authentication & Encryption (None)

Mesh Hode Manager (10.16.15.1)

Authentication and Encryption (Access Point Radio)

O WPAIRDZ 11
() WEPIB02 1%
(OF o+

Authentication & Encrpytion Off

Save Canfig H Cancel

/o
File Status Config Monitor Command  Help

Figure 4.17: Authentication & Encryption (WEP / 802.1x)

Mesh Hode Manager (10.16.15.1)

=Jojed
File Status Config Monitor  Command  Help

Authentication and Encryption (Access Point Radio)

O WPAB02 A1

VWWEP/BO2.1x Settings
Authentication & Encryption
() 802, 1x assignment of 123 bit key
(%) 802, 1% assignment of &4 bit key
() 128 Bit
lsadsad
() 64 Eit
|

Save Config ][ Cancel
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Figure 4.18: Authentication & Encryption (WPA / 802.11i)
Mesh Node Manager (10.16.15.1) E]@]

File Status Config Monitor Command  Help

Authentication and Encryption (Access Point Radio)

&) WPAB02 1
() WEPIED2 1%
O off

WPAB02.11i Settings
Authentication
(%) WPA Pk
Preshared Key (8-63 character): ||:Ihj23855b|jhtsng|592|
(1 WPA EAP (RADIUS)

Encryption
() TKIP
() COMPLAES)

Save Config ][ Cancel

4.4.9 Config > Services > DHCP Server

The DHCP server in the node allows for dynamic IP Address assignment to
both wireless clients and wired hosts. Two tables are available under this
submenu, which are IP Pool Table and Fixed IPs Table. The parameters in
the DHCP Server panel:
* Enable DHCP
* Domain Name
* Netmask
* Gateway
* Primary DNS
* Secondary DNS
Enable DHCP
Choose to enable or disable the DHCP Server feature

Domain Name
An optional domain of the DHCP server

Netmask
The netmask of the DHCP server subnet
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Figure 4.19: Config > Services > DHCP Server

Mesh Node Manager (10.16.15.1) =Jokd
File Status Config Maonitor  Command  Help
:“.
DHCP Server -
[#] Enable DHCP
Damain Mame !net
Metmask £55,255,255.0
Gateway 172.16.15.1
Pirnary DNS 172.16.15.1
Secondary DME P.D.D.D
IP Pool Table JE|
| Add || Edt |[ Delete |
Start IP End IP Default Lease | Maximum Lease | Comment Skatus
172.16.15.2 [172.16.15.254 (3600 [3600 [private lenable(1) |
:.V
Gateway

The gateway IP Address of the subnet

Primary DNS
The IP Address of the primary DNS server of the subnet

Secondary DNS
The IP Address of the backup DNS server of the subnet

4.49.1 Config > Services > DHCP Server > IP Pool Table

This is the table of IP pool. To add an entry to the IP Pool Table, click the
Add button and fill in the data in the window popup. In order to edit or
delete instead, select the desired row and hit the Edit or Delete button
respectively.

The columns in this table:
* Start IP Address

* End IP Address
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* Default Lease Time
* Maximum Lease Time
* Comments

* Status

Start / End IP Address
Define the range of IP Address to be used for the particular subnet

Default Lease Time
The default duration of a DHCP client (host) retains its current IP
Address. Once the lease period is up, the DHCP client requests a new
IP Address

Maximum Lease Time
The maximum duration of a DHCP client (host) retains its current IP
Address

Comments
An optional comment regarding the corresponding table rows

Status
Define the status of the table row status, which can be Enable or
Disable

4.4.9.2 Config > Services > DHCP Server > Fixed IPs Table

Fixed IPs Table lists the IP Addresses that have been fixed to certain device,
which indicated by the MAC Addresses in this table. In order to add an entry
to the table, fill in the column provided at the bottom of the table and click
the Add button. Similarly, if user would like to edit or delete the table entry,
change the panel below to the edit panel, select an entry from the table and
click the Edit or Delete button after edit the entry.

The columns in this table:

* MAC Address

* IP Address

* Comments

* Status
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Figure 4.20: Config > Services > DHCP Server > Fixed IPs Table

Fixed IPs Table M [=]%X
Fixed IPs
zﬁ
MAC Address IP Address | Comment | Skatus
00:4d:553:56:1c:40 [10.16.111.45 [User1 enablef1) |
[ Clear Selection H Delete l
Add | d

Add Tahle Entry
MaC Address |
IP Address |

Comment |

Skatus | Enable [

Close

MAC Address
The MAC address of the fixed IP device

IP Address
The IP Address to be fixed to the device with the above MAC address

Comments
Optional comment regarding the correspond entry

Status
Status of the correspond entry

4.4.10 Config > Services > Firewall

The firewall is used as a security wall to block certain access. The firewall
rules can be defined and added by the user via this panel. The available
parameters:

* Firewall Mode

* Default Policy
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Firewall Mode
This field is used to define the whether to enable the firewall feature

Default Policy

Set the default policy here, which decide to accept or deny the Firewall
Rules table rules

Figure 4.21: Config > Services > Firewall

Meah Hode Manager (10,16.15.7) L.E.Ei\
[Fe Sabn Cofy vodsr Command b '
Firewall

Miscellaneous

Finnsall modit [#] Enaeted
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a Souren [P Source Netmask | Destna D Soac Destina, Pro.., | S Endl IO, | Limi Targst oo St
1 LA VL R LR R et e e e T DR 0.0.0.0 L LR A l] o 1 =1 =1 L0 aocaptis)  bedt bl 1)

| €

4.4.10.1 Config > Services > Firewall > Firewall table

Select the Add Rule Button will open an Add Firewall Rule Window, where
user can set the rules via it. In order to edit the firewall rule, user must
select an entry that is desired to change before click on the Edit button. The
move an entry up or down in the table, use the arrow button at the left side
of the table. The snapshot of the Add Firewall Rule window is shown at the
following page.

The parameters in this table include:

* Source IP Address & Netmask

* Destination IP Address & Netmask

* Source Interface

* Destination Interface

* Protocol

* Start & End Port
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* ICMP Type
*  Limit

* Target

* Comment
* Status

Figure 4.22: Firewall (Add Rule)

Firewall (Edit Rule)
Edit Rules

Metwork Address
Source Destination

IP Address 502-12-63-183 IP Address E-U-U-U
Metrmask E55.255.255.255 Metrnask E.D.D.D

Interface
Source AN | Destination Ay bt

Protocol

|P.ny w FI

StatPat [l
EndPort  Fl
ICMP Types | Any v h

Traffic Shaping
Maore than [120 packets per minute

Target

Accepk v

Comment

r:est
Status

Ensble |+

Source IP Address & Netmask
Specifies the source IP Address with its netmask. If the source IP is
left empty, it will be set to default value (0.0.0.0, with mask 0.0.0.0).
The default value of the Source Netmask is 255.255.255.255

Destination IP Address & Netmask
Specifies the destination IP Address with its netmask. If the
destination IP is left empty, it will be set to default value (0.0.0.0, with
mask 0.0.0.0). The default value of the Source Netmask is
255.255.255.255

MnM Configuration Guide

Page 82 of 110



MnM Management Utility — User Manual

Source Interface, Destination Interface
These fields specify the Source and Destination Interface, respectively.
The available selections are:
= Any
= WLAN/LAN
= WAN (Only available for Gateway node)
= Link

Protocol
This parameter is used to specify the protocol to use. User can select
from the drop down list or fill in the port number at the column
provided. If the column is left empty the selected option at the drop
down list will be used.

Start & End Port
These columns is use to specify the range of port numbers to be
reserved when protocol type TCP (6) or UDP (17) is selected

ICMP Type
This field is only necessary when protocol type ICMP (1) is selected.
User can select from the drop-down list of key in the type number into
the column provided next to the drop down list

Limit
Specify the limit of packet traffic

Target
Define the type of target, the available options are:
= Accept
= Deny
* Free

Comment
An optional comment regarding the correspond rule

Status
Define the status of the rule, which can be Enable or Disable
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4.4.11 Config > Services > NAT

The NAT enables a node to use more internal IP addresses. When they are
used internally only, the conflict with IP addresses used by other nodes will
be solved.

The parameters of NAT panel:

* Enable NAT

Enable NAT
Check the checkbox available to enable or disable this feature

Figure 19.23: Config > Services > NAT

File Status Config Monitor Command  Help

NAT
Enable NAT 2]
Port Murmber Protocol IP Address Comment Status
25 [rept 1y [192.165.1.119 [reinet line [enable(1} |
Add Table Entry
Protocol
Farward
OTCPPort | orPort#
O uoPPort | orPort®
to Host |
Comment |
Status |Enable £

44.11.1 Config > Services > NAT > NAT Table

The NAT Table specifies the static route. In order to add an entry to the
table, press the Add Route button, while hit the Edit or Delete button to
edit or remove a desired entry from the NAT Table. The Refresh button at
the top of the table can be used to reload the table.

The parameters in with this feature:
* Port
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* Protocol
* |P Address
* Comment

* Status

Port
This field specifies the port number to forward to. User can enter the
value to the column provided, or choose a port from the drop-down list

Protocol
Choose the protocol for the table entry. The available choice:
= TCP
= UDP
= Both

IP Address
Enter the IP Address of the destination host at this column

Comment
An optional comment about the correspond table entry

Status
Define the status of the table entry, which can be Enable or Disable

4.4.12 Config > Services > VPN Server

This panel is used to configure the VPN Server in the node, where user can
be added into the VPN User list with an assigned IP Address. The parameter
in the panel:

* Enable VPN Server

Enable VPN Server
Tick the relevant checkbox to enable this feature
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Figure 4.24: Config > Services > VPN Server

—

Mesh Node Manager (10.16.15.1) Mi==
File Skatus Config Manikor  Command  Help
VPN Server
[+] Enable Y¥PM Server []
VPN User List
| add || Edi || Delete |
Isername Passwiord Assigned-IP Comment Skatus
login R [10.16,15.5 vpn_15 lenable(1)

4.4.12.1 Config > Services > VPN Server > VPN User List

The list is used to display and set the list of VPN user with the IP Address
assigned to them. The table consists of the columns:

* Username

* Password

* Assigned-IP

* Comment

* Status
Username
The username given by the VPN user
Password
The password corresponds to the username. This value will be hidden

from the user

Assigned-IP
The IP Address to be assigned to that particular user
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Comment
An optional comment regarding the table entry

Status

Define the status of the correspond table row, which can be Enable or
Disable

4.4.13 Config > Services > NTP-Client

The NTP is a protocol that used to synchronize the clocks of computers to
some time reference. In this case it is used to synchronize the time of
different nodes

Parameters at this page:
* Enable NTP-Client

* Server 1l

* Server 2

* Server 3

* Time Zone

Figure 4.25: Config > Services > NTP-Client

NTP-Client

Enable NTP-Client

NTP-Server

Server 1 b‘an.gs.washingtDn.edu

Sener 2 I

Semer 3 |

Time Zone

T'W +2503412130 Asia)Taipei L

[ Ok H Cancel

Enable NTP-Client
Enable of disable the NTP-client feature
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Server 1, Server 2, Server 3
The network will connect to the NTP server 1, while Server 2 and 3 are
used as back up servers.

Time Zone
Choose the desired time zone from the list available

4.4.14 Config > Services > QoS

QoS is the abbreviation of Quality of Service. This feature basically is
intended to prioritize the packet. A packet that matched with any of the QoS
Table entry would be prioritizing according to the value of Priority at that
entry. The parameter in this panel:

* Enable QoS Table

Enable QoS Table
Select the check box in order to enable the use of QoS feature

Figure 4.26: Config > Services > QoS
" Mesh Node Manager (10.16.15.1) mEx]

File sStatus  Comfig Monikor  Command  Help

Quality of Service

Enahle GoS Takle [
GloS Table
| add || Edi || Delete |
Prokacal Port Size Start Size Stop Priority Cornrmenk Skakus
kcpi 1) Q0001 128 128 video(Z) video_kest enable(1)
udp(Z) 000z Z56 256 bestefforti4) [BE_kest enable(1)

44141 Config > Services > QoS > QoS Table
In order to add an entry to the table, press the Add button, while hit the

Edit or Delete button to edit or remove a desired entry from the QoS Table.
The Refresh button at the top of the table can be used to reload the table.

MnM Configuration Guide

Page 88 of 110



MnM Management Utility — User Manual

The columns of the QoS Table:
* Protocol

* Port

* Size Start

* Size Stop

* Priority

* Comment

* Status

Protocol
Specifies the protocol of the QoS entry

Port
Specifies the port number to be used. User can key-in “-1”, in order to
disable this field

Size Start / Stop
Specifies the range of size of the packet. Note that these values must
be in the range of 1 to 1500. To disable the field, enter “-1”

Priority
Define the priority of the entry to be given. The available choices are:
= Background
= Video
= Voice
= Best Effort

Comment
An optional field to enter the comment regarding the table entry

Status
Define the status of the table entry, which can be Enable or Disable

4.4.15 Config > Services > Traffic Shaping

User can define the speed of download and upload of the device with this
feature. The parameters of this feature are:
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* Enable Traffic Shaping
* Default Upload

* Default Download

Enable Traffic Shaping
This field is used to enable or disable the traffic shaping feature

Default Upload/Download
Define the default upload or download data rates of the device in kbps

(kilo bit per seconds) at the column provided. The default value for
both field are 256 kbps

Figure 4.27: Config > Services > Traffic Shaping
Mesh Node Manager (10.16.15.1) MR

File Status Config Monitor  Command  Help

Traffic Shapping

Enable Traffic Shapping
Default Upload (kbps) 256
Default Download (kbps) 256

[ K H Cancel

4.4.16 Config > Services > Mobile IP

User can use this panel to configure the mobile IP feature of the node. The
available parameters are:

* Enable Transparent Mobile IP Service
* Mobile IP Community

* Mobile Location Register Address
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Figure 4.28: Config > Services > Mobile IP
" Mesh Node Manager (10.16.15.1) mEx)

File  Status  Config  Monitor  Command  Help

Mobile IP Configuration

["1Enable Transparent Maobile IP Services®
Naote: Engble Mobiie 1P wilf disable the DHCP Setver.

Mobile IP Daemon

Mokile IF Commnuity |
Mobile Location Register Address |

Enable Transparent Mobile IP Service
Tick the checkbox to enable the Mobile IP feature

Mobile 1P Community
The network name of the MLRD

Mobile Location Register Address
The address of the Mobile Location Register

4.4.17 Config > Management > SNMP Password

This panel is basically separate to three different sections. The upper panel
is used to change or reset the SNMP v1, v2c and v3 passwords. User can
edit the password by entering the new password in the corresponding space,
retype in the confirm space, and click on the Change button

The parameters at this section
* Read-Only Community

* Read-Write Community

* Read-Only Username

* Read-Write Username

* Password

* Pass Phrase
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For further details regarding these parameters, please refer to File > Change
SNMP Password. The middle panel is to configure the Access control of the
SNMP. Click the Set Access Config button to load the settings.

The parameters at this section:
* From LAN/WLAN Interface

* From WAN Interface

* From Backbone Interface

* From VPN Interface

* From Network Interface

* Subnet

* Netmask

From LAN/WLAN Interface
Check the checkbox to allow the access from the bridge device to
SNMP

From WAN Interface
Check the checkbox to allow the access from WAN device to SNMP

From Backbone Interface
Check the checkbox to allow the access from backbone to SNMP

From VPN Interface
Check the checkbox to allow the access from VPN device to SNMP

From Network Interface
Check the checkbox to allow network to access the SNMP

Subnet
The Subnet IP Address of the allowed network. This field is disabled if
From Network Interface is disabled

Netmask
The Netmask, corresponding to the Subnet IP Address, of the allowed
network
Figure 4.29: Config > Management > SNMP Password
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Mesh Node Manager (10.16.15.1) =Jo/&d
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SNMP Versian A v
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The bottom panel allowed user to configure details regarding the SNMP Trap.
Click on the Set Trap Configurations button to enable the settings.
The parameters at this section

* Enable SNMP Trap
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* SNMP Trap Version
* Destination IP Address
* Community

* Enable Trap Authentication

Enable SNMP Trap
Check this option to enable the use of SNMP Traps

SNMP Trap Version
Specifies the SNMP version used for the SNMP Trap. Three options are
available: SNMP v1 or v2c, SNMP v3, and both

Destination IP Address
Specifies the destination IP Address to send the trap message to. Fill in
the IP Address of the Trap Viewer will enable the Trap Viewer to
capture the trap release by this node

Community
Specifies the secret password refer to the SNMP Trap.

Enable Trap Authentication
Check the checkbox to enable the sending of trap when authentication
failure occurs

4.4.18 Config > Management > Access Control

User is able to configure the access control of the web-based configuration
page at this page. The parametes of the Access Control are:

* From LAN/WLAN Interface

* From WAN Interface

* From Backbone Interface

* From VPN Interface

* From Network Interface

* Subnet

* Netmask
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From LAN/WLAN Interface
Check the checkbox to allow the access from the bridge device to
SNMP

From WAN Interface
Check the checkbox to allow the access from WAN device to web-
configuration

From Backbone Interface
Check the checkbox to allow the access from backbone to web-
configuration

From VPN Interface
Check the checkbox to allow the access from VPN device to web-
configuration

From Network Interface

Check the checkbox to allow network to access the web-configuration

Figure 4.30: Config > Management > Access Control

" Mesh Node Manager (10.16.15.1) mE x|
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The Subnet IP Address of the allowed network. This field is disabled if
From Network Interface is disabled

Netmask
The Netmask, corresponding to the Subnet IP Address, of the allowed
network

4.4.19 Config > Management > Remote Syslog

This submenu is desired to set the remote syslog server IP Address, who is
receiving the system message from the node. The only parameter for this
feature:

* Host to send syslog

Host to send syslog
Enter the IP Address of the syslog server at the column provided. In
order to disable this feature, please leave the field empty

Figure 4.31: Config > Management > Remote Syslog
Remote Syslog

Remote Server
Hostto send syslog deave empty to disahle): |

[ (04 H Cancel ]

4.4.20 Config > User-Login > Login

At this page, user can set the login parameters that required when log on to
the network. The available settings:

* Require User Login
* Enable Zero-Config
* Enable Pop-push

* Enable IAPP

* Redirect Address
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* External Login Server

* Enable Link Alert

* Change WLAN1 ESSID to
* Update Interval

* Idle Timeout

* Auto Re-login

* Session Timeout

* HTTPS Allowed

* HTTPS Port

* HTTP Allowed

* Language

Require User Login
Disable this checkbox would cause the network to allow the user to log
into it without signing in

Enable Zero-Config
Check this checkbox would enable the use of zero-config

Enable Pop-push
Enable this checkbox would enable the pop-push feature of mail

Enable 1APP
Tick this checkbox would enable the inter hotspot authentication (I1APP)
feature

Redirect Address
Login user will be redirect to the webpage specified by this field

External Login Server
Specify the external login server IP Address at this field. In order to
disable this feature, leave the field empty

Enable Link Alert
Link alert is a feature that enables the node to scan for gateway node
available. Check the corresponding box to enable the feature
Figure 4.32: Config > User-Login > Login
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Mesh Node Manager (10.16.15.1) M=)
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Auto-Relagin after idle logout;
Session-Timeout™ ﬁ seconds
* The vaiye can be averridden by the RADIUS
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[ Save Config ] [ Zancel
W

Change WLAN1 ESSID to
If the node is unable to search any gateway node around it, provided
the link alert is enabled, then the ESSID of the WLAN1 will be changed
to the value entered in this field

Update Interval
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The time interval for a node to perform the link-alert feature, in
seconds

Idle Timeout
The amount of time (in seconds) to wait before declares the user is in
idle mode and logout

Auto Re-login
Enable this checkbox to require user to re-login once he/she is being
log out after idle mode

Session Timeout
The amount of time (in seconds) to wait before declares the session
timeout for the user

HTTPS Allowed
Enable this field to allow the user to login through HTTPS port

HTTPS Port
If the HTTPS Allowed is checked, this field is required, where it
specifies which port of HTTPS is the captive portal

HTTP Allowed
Enable this checkbox to allow the user to login through HTTP

Language
The language of the custom login success page

4.4.21 Config = User-login = RADIUS

The RADIUS server is used to authenticate the client who log on to it. It also
acts as a database to store the client’'s ID, password and so forth. The
parameters at this page:

* Primary RADIUS Server / Secret

* Secondary RADIUS Server / Secret
* Default Idle Timeout

* Default Session Timeout

* NAS-Identifier

* Called Station ID
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* NAS Port

* NAS Port Type

* Primary Authentication Port

* Secondary Authentication Port
* Primary Accounting Port

* Secondary Accounting Port

* Update Interval for RADIUS

Primary RADIUS Server / Secret
These fields specify the IP Address of the primary RADIUS Server and
its corresponding secret key word. The Confirm field is to re-type the
secret word

Secondary RADIUS Server / Secret
These fields specify the IP Address of the backup RADIUS Server and
its corresponding secret key word. The Confirm field is to re-type the
secret word

Default Idle Timeout
This item specifies the amount of time to wait when the sever is in idle
mode before timeout

Default Session Timeout
This item specifies the amount of time for the session timeout of the
RADIUS server

NAS-Ildentifier
The NAS ldentifies is a string that use to identify the NAS originating
the Access-Request

Called Station ID
The called station ID allows the NAS to send in the Access-Request
packet the phone number that the user called

NAS Port

This field specifies the physical port number of the NAS, which is
authentication the user

Figure 4.33: Config > User-Login > RADIUS
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Mesh Mode Manager (10.16.15.1)
| File Status Config Monitor Command  Help

RADIUS-Client

Server

Primary RADIUS-Server  [192,168.1,150
Primary Secret I***ta—a—a—tx Confirm |***w1—1—1—1—*
Secondary RADIUS-Server 0.0.0.0

Secondary Secret | Cornfitm |

Timeout
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Default Session Timeout b

Attribute
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Called-Station-ID |net
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NAS-PortType | Wireless - IEEE 802,11 [+
Port
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Authentication .. 1812 1312
Accouting . 1813 1813

Interim Update Interval

Update Interval for RADIUS (180

NAS Port Type
The NAS Port Type defines the type of the physical port of the NAS,
which is authenticating the user. It can be used instead of or in
addition to the NAS Port field

Primary Authentication Port
The authentication port number used by the primary RADIUS Server

Secondary Authentication Port
The authentication port number used by the backup RADIUS Server

Primary Accounting Port
The accounting port number used by the primary RADIUS Server

Secondary Accounting Port
The accounting port number used by the backup RADIUS Server

Update Interval for RADIUS
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This field specifies the update interval (in seconds) for RADIUS
accounting purpose. The interval should be in the range of 30 and
1800
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45 Monitor Menu

451

Monitor > ICMP

This monitor item provides the statistic of the Internet Control Message
Protocol

Figure 4.34: Monitor > ICMP
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4.5.2 Monitor > IP ARP

This submenu provides the information regarding the IP Address Resolution
table. In order to refresh the table, press the Refresh button at the right

top corner of the table.

Figure 4.35: Monitor > IP ARP
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4.5.3 Monitor > Learn Table

This page displays the entries that have been learned by the access point
bridge in the Learn Table. In order to refresh the table, press the Refresh
button at the right top corner of the table.

Figure 4.36: Monitor > Learn Table
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4.5.4

Monitor > Interfaces > Ethernet

This table displays a list of parameters and statistic regarding the two

Ethernet interfaces, LAN and WAN of the node.

Figure 4.37: Monitor > Interfaces > Ethernet
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4.5.5 Monitor > Interfaces > Wireless

This table displays a list of parameters and statistic regarding the two

Wireless interfaces, WLANO and WLAN1 of the node.

Figure 4.37: Monitor > Interfaces > Wireless
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Description WL AND Commands WLARNA Commands
MIE Specific Definition welanid welard
Description ethZ eth3
Type ethernetCzmacd ethernetCsmacd
Maximum Packet Size 1500 1500
Speed 4 000000 10000000
Phys=ical Address 00:60:b3:cf:96: b0 00:60: b3:b1:69: df
Admin Status L (]3]
Oiperational Status L (]3]
I Dctets (bytes) 453294354 17479
In Unicast Packets 3FTe243 156
In Dizcards 0 0
In Errars 0 0
Ot Octets (Bytes) 1451209545 19662
Ot Unicast Packet 3338333 207
Ot Discards {21622 10
Cut Errars 257186 14
Transrmitted Fragment Count L] (]
Multicast Transmitted Fragmernt Co... 0 (]
Failed Court 0 0
Retry Court L] (]
Multiple Retry Count L] (]
Duplicate Frame Cournt L] (]
Successful RTS Court 0 0
Failzd RTS Count 0 ]
Failed &CHK Court 0 ]
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46 Command Menu
4.6.1 Command > Upload/Download

The Mesh Node Manager also provides the download and upload file feature
to the node. The following section describes the parameters of this pane

The parameters at this panel:
* Server IP Address

* File Name

* File Type

* Operation Type

Server IP Address
Specifies the TFTP Server IP Address

File Name
Specifies the file name to be downloaded or uploaded

File Type
Select the file Type. The available options are Config file and Firmware
image

Operation Type
Choose the type of operation to perform:
= Upload
= Download
= Download and Reboot

After enter the parameters, click on the OK button to start performing the
command.
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Figure 4.38: Command > Upload/Download

Upload / Download
TFTP Server IP Address |
File Mame |
File Type | Canffig v
Operation Type | Upload )
[ (04 ] [ Cancel
4.6.2 Command > Reboot

After configure the settings using Network Manager, the node must be
rebooted before the settings take effect. However, beware that the reboot
process would cause all the user who are currently connected to the network
lose their connection until the unit has completely restart-up and resume.

Parameter to set at this panel:

* Time to Reboot
Time to Reboot

Specifies the time to delay before the reboot take place, in seconds
Click the Reboot button to execute the command.

Figure 4.39: Command > Reboot

Reboot

Wiarning: Rebooting the node will cause 2l dsers who are carrently connected to fose thelr
conpection to the network antil the unit has completed the restart process and resumed
operation.

Please enter the time ko reboot {seconds) E

[ Rebook H Cancel ]
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4.6.3 Command > Reset

Through this submenu, user may set the node back to its default factory
settings. However performing the reset would cause all the settings done
previously lost permanently.

Click the Reset to Factory Default button to execute the command.

Figure 4.40: Command > Reset Factory Settings

Reset

larning: Resetting the pode to its factony default configuration will canse all chahges that
have been made to the anit to be permanently iast, The hade will refoot ance this fanction
s executed!

Reset to Fackory Defaulk I [ Close ]
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