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OPALISROBOT

Overview

OpalisRobot is a comprehensive system management and automation solution. It delivers real-time monitoring, notification,
corrective action and event driven job scheduling to provide administrators with proactive management over Windows NT and
Windows 2000 environments.

OpalisRobot provides in-depth monitoring of system resources such as applications, processes, senvices, Internet applications,
SNMP Traps, event logs, disk space, performance counters, file systems and more. It acts as a 24/7-watch dog to detect and
address system malfunctions, maximizing server availabilityand performance.

Advanced notification and alerting features via standard communication channels enable immediate response to system
malfunctions. OpalisRobot delivers user-defined corrective actions and multiple methods of notification to detect and fix
problems that can resultin downtime.

The robust job-scheduling engine improves productivity by automating routine tasks and multi-step job sequences. It delivers the
sophisticated parallel scheduling capabilities necessaryto automate complexIT processes, saving administrators time while
lowering Total Cost of Ownership.

OpalisRobot offers a single solution to automate virtually any network administrative task. The unique combination of job-
scheduling, monitoring, notification and corrective action enables IT professionals to design custom automation solutions that
address specific needs in their organization.

OpalisRobot provides today s IT professional with essential tools to simplify increasingly complextechnologies, automate
administrative tasks and manage the IT infrastructure which achieves greater alignment between IT management and business
objectives.
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System Requirements

Service

The OpalisRobot automation engine runs as a Windows NT Senice and is generally referred to as * OpalisRobot Service’ .

Windows 2000 or
Windows NT 4.0 Service Pack 3
14 MB of free disk space

Optional
- TCP/IP if you plan to use SMTP E-mail functions

ODBC 3.0 if you plan to use ODBC database functions

Remote Access Senvice if you plan to use Dial-up Networking functions

ODBC files are available from www.microsoft.com

Client

The OpalisRobot graphical user interface (GUI) is used to view or modify an OpalisRobot Service configuration. Itis generally
referred to as * OpalisRobot Client’ .

Windows 2000 or
Windows NT 4.0 Service Pack 3 or
Windows 98 or Windows 95

Windows 98 or 95: Microsoft Remote Registry Services must be installed. Installation files are located here:
Windows 98 CD-ROM: ‘ tools\reskitinetadmin\remotereg’

Windows 95 CD-ROM: * Admin\Nettools\Remotereg’

Differences between Windows 98 /95 and Windows NT for the Client: The executable is the same, but some functions are not
available on Windows 98 and 95 because they are part of the advanced Windows NT API (such as restarting the Service
remotely).
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Installation

When inserting the Opalis CD-ROM, an HTML menu should be presented. From here, the software can be installed. Opalis
products are installed by executing the self-extracting ZIP files. The default installation path is C:\Program
Files\Opalis\OpalisRobot\.

Refer to the * README.TXT' on the CD-ROM for more information on files and their locations.
You must have administrative rights on the computer on which you are installing OpalisRobot.
If you run the setup program from a Windows 98 or 95 computer, you can only install the Client program.

From a Windows NT system, you have three choices

Client and Service

Clientonly

Remote Installation: choose this option to install the OpalisRobot Service on another Windows NT computer (it will
also work locally if you wish to install just the Service). You must have administrative rights on the remote computer.

Note: the installation does not require a reboot, you can start to work with OpalisRobot immediately after the installation.

Account Used for the Service

The installation program allows customization of the account used by the OpalisRobot Senvices. Itis possible to ignore this
feature and run the Services under the local system account context. However, you must modify this account to a well known
administrative account (for example, yours), if you plan to use ODBC functions. To do so, use the Startup button from the
Services applet of the Control Panel (see the Online help or the full electronic manual on the CD).

Upgrading

You can install the latest version of OpalisRobot on the same system as your current OpalisRobot license; the configuration will
be preserved, however you will require new serial numbers and product keys. Please contact Opalis for more details. As a safe

guard, we recommend you back up your configurations before upgrading. Copyfiles from Program Files | Opalis | OpalisRobot3
and have a .DV3 extension (these files make up your configurations) into a temporary folder.
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License Structure

Server License

OpalisRobotis licensed per Windows NT/2000 server. This means for each Windows NT/2000 computer where OpalisRobot
functionality is required a license is also required. An OpalisRobot license is generally referred to as OpalisRobot Server
License. OpalisRobot runs on both a Windows NT/2000 Workstation and Server.

An OpalisRobot Server License consists of serial number and a product key. They can be entered during installation or at a later
stage by going to Options, Service, Licensing Tab (see the screen shot below).

**Note** If you are using the Internet Transfer option in the Advanced File Management Tab the local and destination computers
require a server license.

Client License

Three clientlicenses are included by default. Additional client licenses are required if more than 3 * entities’ (applications or
users) need to trigger OpalisRobot objects remotely (this includes coping or moving files to remote computers). A Client License
is a paper license and consists of a serial number and product key. They are entered through the OpalisRobot user interface
under Options | Service| Licensing Tab.

Note: if you are using the Advanced File Management features and require OpalisRobot to copy/move files to more than 3
computers you need to purchase additional clientlicenses. If you are using the Internet Transfer option both the local and
destination computers require a server license. Please call Opalis for more information or to purchase licenses.

Service Options [x]

General| Addons Licrising | Activiy Templates | Closed Days |

Al Licenss
Advanced Fils Management 7.00

Build Add-on 360
Irtemet &pplication Add-on 360
Fager 60 =

Serial number [0 e
Product Key Ghee
License Type [Evaliation Edion

If no serial number is entered the product will run in evaluation mode for 30-days
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COMPONENTS

Concept

Tasks

Tasks are the actions OpalisRobot performs. Typically, OpalisRobot will execute tasks in response to events (to be introduced
shortly). You can run any program or system command from OpalisRobot.

OpalisRobot also offers numerous other built-in tasks:
file and directory operations: copy, move and print files from OpalisRobot;

SQL and ODBC queries: send SQL and ODBC queries to databases or files from OpalisRobot;
remote access: connectto other computers from OpalisRobot;

network messaging: send messages (alerts, etc.) from OpalisRobot;

Sernvice manipulation: start, stop or pause NT Senvices from OpalisRobot;

Here are some typical tasks:
backup disk * ¢’ ;
transfer data from a flat text file to your relational database;
process EDI messages;
guery a database;
move files from a public directory to a protected one;
etc.

Events

Events define the system condition that triggers a task(s). Events are linked to tasks (links are introduced shortly).

OpalisRobot supports numerous events, including:
periodic: OpalisRobot generates events at certain date/time;

file system: actions on files or folders (move, copy, etc.) generate events;

Data queries: OpalisRobot can pool databases (whether SQL server or ODBC) until certain conditions are met;
task-related: the end of a task is an event so that you can chain tasks.

and more:itis also possible to interactively trigger events.

Here are some typical events:
Friday, it' s 9:00 p.m ;
a file has arrived in the ‘ \opalis\public’ folder;
the  \opalis\working’ folder contains more than 2Mb;
the user wants to refresh the data, etc.

Links

Links associate tasks to events. Alink enables OpalisRobot to run a task in response to one or more events. Events and tasks
bythemselves are not sufficient; itis the combination of one or more events linked to one or more tasks that will perform actual
work.

Separating tasks, events and links maximizes flexibility; you are free to combine tasks and events at will. This means that you
can reuse events or tasks in multiple links. For example, one event can trigger several tasks.

You can also combine two events to express a logical * and.” For example, you can ‘ convertfiles’ (a task) when there are * enough
files in the input folder’ (an event) and * the time is 10.00 a.m.” (another event).
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OpalisRobot supports three forms of links:

simple links: one event triggers one task, using one link;
multiple links: two events trigger one task, using one link. This is equivalentto a conditional * and.’
To express a conditional ‘ or,” create two separate links between two events and the task.

Here are some typical links:

backup disk * ¢’ (task) on Friday at 9.00 p.m. (event);

process EDI message (task) when a file arrives in the * \opalis\public’ folder (first event) and when the ‘ \opalis\public’
folder contains more than 2Mb (second event);

insertdata in a SQL database (task) when the user wants to refresh it (event).

Folders

As an additional convenience, OpalisRobot lets you arrange events, tasks and links in folders. This serves no other purpose
than to help you visually organize your configuration. Also, each folder has an associated log, which logs only the messages
regarding the tasks of the folder.

The scheduler does not use the folders; you are free to organize your configuration to suit your tastes or working habits. Please
note that the objects defined in one folder are available to objects in all folders.

An Example

Automate the backup (disk ‘ ¢’ ) every day of the week at 9:00 p.m.

Step 1 — determine what you want the system to do, this is your Task. In this case, you want to start backup, i.e., run the
NTBackup program with * ¢’ as a parameter.

OpalisRobot supports * Program Execution’ Tasks, which run arbitrary programs — including NTBackup, which would be
appropriate in this example.

Step 2 — determine what will trigger the task, this is the Event. In our case, we want to backup everyday at 9:00 p.m.
OpalisRobot's built-in * date/time’ events are perfect for the job.

Step 3 - Associate the event and the task using a link. This creates a configuration that will launch the backup executable when
it s 9:00 p.m. every day of the week.” Figure 1 illustrates this configuration

O

\ drivec:
event: ev \
Y link: whenit's 9:00

day of the week ;
a 9:00 om pm, backup drivec:

Figure 1
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Creating a Configuration

The previous section explained how to create a configuration in conceptual terms, this section explains how to configure the
same job using the OpalisRobot menu items.

First run the OpalisRobot Client program and connect to the OpalisRobot server you want to administer. You can use the Server
| Connect To... menu item and enter the server name in the dialog box. This opens a window with a view of the configuration on
your server (as in Figure 2).

If you cannot connect to the server, make sure that you have sufficient rights.

o OpaiisRobot
Servee EGl Obect Opions Window Heb
/8 VE Yo M4 e

3 rod_rots
Tasks Event |Log |

)

Figure 2
Step 1 - Right-click in the folder where you want to insert the event, or New in the Edit menu.

This opens the following New Object dialog (
Figure 3). This dialog lists the different objects you can create depending on whatis installed on the server.

New Folder g
Paste Chlsy
Delole Selection  Del
Select Al Cleds
v Show Praperties
+ Show Folder Tree
[ <]
Intermet dpp. Manitoring | Paging | Perfarmance Monitoring | Statistics | Zip
General | Advanced | AdvancedFie Mansgement
Evert iTaski Wizard
New Cancel Helo

Step 2 - Select Event and click New.

Fill in the event name (we suggest‘ Backup time’ ) and select the type of the event (* Date /time’ in this case, which is actually the
default value). Enter 9:00 p.m. in the Periodicity At field.

Event/Task properties

No [231000

=l T Inacive

Date/Time | activiy | Options |

At [oa0oom

® B [ P o |fmies
I Glaring [0 || s aiterie o
I At ime slices it the Haur

Figure 4
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Step 3 - Create a task to backup the drive c:

Right-click in the folder where you want to insert the task, or select New in the Edit menu. This opens the New Object dialog
(see
Figure 3).

Step 4 - Select OpalisRobot Task and click New. Awindow similar to Figure 5 now appears.

Step 5 - Name the task (* Backup’ seems appropriate) and select the type of task you want (* Program execution’ in this case).
Program is * NTBackup.exe’ and Parametersis ‘ c\' . Select Interactive in the Execution mode list. You may leave the other fields
empty.

Event/Task properties [x]
Name  [Backup o[
Type  |Program execulion =] Inactive

Esecution mode |Interaciive =

Temminate after |7

Cancel Help

Figure 5

Step 6 - Create a link between the event and the task. Don’ tforgetthis last step!

gh =
Backup tims Backup

Click on the square at the right of the origin event or task.

B ackup time ackup

Drag the mouse pointer to the square at the left of the destination task. (Do not release the mouse button.)

[ B, . |

Backup time Backup
When the square at the left of the destination task is highlighted, release the mouse button (i.e. drop).
That s it!
Step 7 - Refresh the OpalisRobot configuration (see Figure 6). To do so, use the * Apply Changes’ icon in the toolbar.

=1

Figure 6

That' s all, folks! Congratulations, OpalisRobot will backup your c: drive every day of the week at 9:00 p.m.

Concept Page 12



Chaining Tasks

In many instances, you will want to chain one or more Tasks. In the example above we automated the backup every night. You
may want to associate a Send Email Task or Write to SQL Server Task to notify or log system activity.

This section explains how to modify the configuration we have created so far so that OpalisRobot emails the system
administrator when the backup is finished.

This section assumes you know how to create tasks and links as explained in the previous section. Please refer to the * Concept’
section if you are unsure.

Step 1 - Create a task type of * Send Email.” Let's call this task * Backup completed email.’

Name [Backup completed emai no[7

Typs  |Send email 2
Emal | Connect | Activiy| Dptions |
rver Send mod
T — € Serice
v | =l || 6 CansoleRumer

Recipient

To [admoristiator [

¥ Eailif attachement s missing

a0

Subject IBal:kup completed

& Messa Message test [Backup has completed successiull.

C Ele

=
I

Figure 7

Step 2 - Create the link between the * Out’ square (at the right of the task icon) of the * Backup’ task and the Backup completed
email’ task you just created. This result should look like Figure 8.

e o TP

B ackup time Backup Backup completed email

Figure 8
Step 3 - Use the Apply Changes command to have your changes taken into account.

You may want to link this task to a different message when it fails. To do it, you will have to create a new link and then edit it
(double-clicking on it) to change its characteristics.

Link propertics

Jf [Backup - s
alie |0 fen
And | Mone) i | =

Yelue |0 fierl”

Then | B ackup completed email

|- Opliarr
I~ Inactive

I~ Timsout (secs.] 0
[~ ‘wal befors iggering task [secs] |
Cancel Help
Figure 9

The Edit Link dialog (Figure 9) lets you select which condition you want the link to test: an event occurs, a task completes or
fails.

Depending on its type, a task can return a given value when it completes successfully; using this feature, a link can chain to
another task if this value meets certain criteria.
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Multiple Link Creation

When a task requires two or more objects to be triggered so that it can be launched, you need to create a multiple link.

Last batch
Batch time

Second batch

In this example, the tasks ‘ Firstbatch’ and * Second batch’ are launched atthe same time bythe * Batch time’ event. Thanks to
the multiple link, the * Lastbatch’ task will be launched only when both * First batch’ and * Second batch’ tasks have completed.

Batch time

Last batch

Second batch
Create a simple link between one of the origin objects and the destination task.

Batch time

Last batch
Second batch

Drag the cursor from the square at the right of the other origin object to the square in the middle of the simple link you just
created.

Link Options

Timeout: the system must receive the two objects in atmost Time-outseconds.

Example: Alinkis waiting for * eventl’ and ‘ event2’ to trigger ‘ task1l’ with a time-out of 30 seconds.

event2 event2

The order in which events occur is notimportant. The configuration on the left has the same behavior as the one on the right.

The link properties Timeout option allows you to specify the time-outin seconds:

When the system receives an event (e.g. ' event2’ ), it starts waiting for the other event (in
= this case ‘ eventl’ ).
) ] 2 [Decus =l
Yalie |0 e | i L
an[oerts | | If* event2’ occurs again, itis ignored.
Yalte |° )
| | ‘ - . e . . .
[ Tt & If* eventl’ is nottriggered within 30 seconds, the system will wait again for the two events
e to occur. In other words, the two events will have to occur within a new 30 seconds period
[V Timeout [secs. 30
Il:lwaube‘file AI\D]DEr\nDLask[sECS.] 0 SO that the taSk Can be |aunChed'
coroe | o

Links enable you to express any conditions between events and tasks. You can combine
links to go beyond the simple * If eventl And event2 Then taskl’ sequence.
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OpalisRobot is a Service

The OpalisRobot automation engine runs as a Windows NT/2000 Service. Senvices are background processes that normally run
without a console. Services do not necessarily run under the user logged in the system. In fact, Services can run even when no

user is logged into the system. They can also be configured to be started automatically when the system boots (default

configuration).

Starting or stopping
Windows NT Services

Like all other Windows NT Services, OpalisRobot can be started, stopped and configured from

the Services applet of the Control Panel (see

requires administrative Figure 10).
privileges.
Cottrol Panel  Services
Figure 10
Services
Service Status Startup Close
Metwork DDE Manuadl &
Metwork DDE DSDM Marual Start
NT LM Secuity Support Provider Marual
OpalisRendezVous Marual gy
Started Automatic Pouse
Opalifcbathdninistator Stated  Automalic Continue
Plug and Play Started Automatic —
Remote Aocess Autodial Manager Marual
Remote Aocess Connection Manager Stated  Manual  ¥|
Hw! Profiles.
Startup Parameters:
[ Help
Figure 11

The ‘ Startup...” button brings up the Senvice dialog box (Figure 12). From the Service dialog box, you can control the behavior of

your Service at system startup. AWindows NT Service can either:
start automatically when the system boots;

wait until you manually start it, either from the * Start’ button, with the ‘net startt command or with an * Action on NT
Senvice’ OpalisRobot task.

Service

Service:

[StatupType |
ok
Y

Opalsobol3

" Manual Cancel
 Dissbled

LogOnAs:

€ System Aocount

™ Allow Service to Interact with Desktap

Confirm
Passwor o

F

igure 12

We recommend that you
do not run OpalisRobot
under the system account
but rather under an
administrative account.

You can also change the user account of the Senvice from the same dialog. This allows you to
fine-tune the security of the Service. The Service will never be able to bypass the rights of its

user account.

OpalisRobotis a Service
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Remote Administration

One of the most convenient features of OpalisRobot is that you can manage the OpalisRobot Service remotely. The
OpalisRobot Client program and the OpalisRobot Service work in true client/server fashion.

OpalisRobot consists of two separate programs:
the OpalisRobot Service, the core of OpalisRobot functionality;

the OpalisRobot Client, used to view or modify the OpalisRobot Service configuration.

The OpalisRobot Service makes full use of Windows NT/2000 multitasking capabilities. Most objects are implemented in the
form of threads of the OpalisRobot Service, allowing it to carry out many different actions simultaneously.

The OpalisRobot Service consumes practically no system resources for its internal operation. Threads are synchronized by
means of special system objects that guarantee security, robustness and low consumption of resources.

The OpalisRobot Service runs regardless of whether the OpalisRobot Client program is running.

An additional benefit of separating the Service and the Clientis that the Client can run remotely from another computer. This is
especially convenient to manage a pool of Windows NT systems running the OpalisRobot Service.

erv.c

Servic
Figure 13

Of course, the OpalisRobot Client and the OpalisRobot Service do not have to run on separate computers. You can administer
the local computer. In this case, in the * Connect To’ dialog, simplyinput the local computer name.
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Architecture

OpalisRobotis made up of two distinct programs, the OpalisRobot Sernvice, the automation engine at the heart of OpalisRobot
and the OpalisRobot Client, the graphical user interface to the OpalisRobot Service.

When you execute the OpalisRobot Client for the firsttime, itis not connected to any Service. The first window should be similar
to Figure 14.

© Opaisiobot 3 I |

Sevice Edi Opions Window Hep

72 0w . mDs 09

Figure 14

You are not connected to any Service but you can view OpalisRobot messages. See the section * Messages Window' for more
information on OpalisRobot messages.

If you cannot connectto a You must connect to a Service before you can administer it. You can use:

Service, <_:h_eck t_hat you - the Service | Connect To... menu item;
have _suff|C|ent rights on - the Connect To button in the toolbar;
the Windows NT system - the mostrecently connected servers in the Service menu.

where the OpalisRobot
Service is running.

The Server View window displays the configuration of the server you are connected to. Please note that you can connect to
several servers atthe same time, each with its own server view.

The Server View window can be opened in user (low privileges) or administrator (full privileges) mode. See the security section
in the Advanced chapter for more details.

Server View
The Server View is divided into three parts (Figure 15):
on the left, the Folder Tree;

in the center, the graph-view of objects;

on the right, the Properties panel.

EST TSI The Folder Tree is used to manage folders.
I When you click on a folder, the graph-view displays the objects contained in
oA - this folder (if any). Using the right-click popup menu or Objects menu, you can
create or rename folders. Using Drag'n Drop you can move folders to another
location.

You can hide or show this panel using the popup menu.

The graph-view of objects is used to manage objects contained in the selected
folder. You can move objects within or outside of the folder using Drag’n Drop.
You can add or delete objects and folders using menus or shortcuts.

Figure 15 The Properties panel displays a summary of the selected object configuration.
You can hide or show this panel using the popup menu.
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Log and alerts

o red_note [ [O]=]
Tasks & Events Log |
Log of al folders
I¥ Logof al folders v Show alerts Priorky [A1 -
Name [ StartTime [ Status I
By Program version slert 2/16/398 10:39.424M  Waring. [see detail
of piint 2MWWEITIIPM Completed. 2 flefs) transfened. O flels) renamed, O flels) deleted, 1 flefs) faild.
o piint 2/13/3\ET408PM  Completed 2 flefs) ranstened. O filefs] renamed, O (5] deleted, 0 flels) falect
o piint 2/13/98 45326PM  Completed 1 flefs] ransfened, O ilefs] renamed, O (] deleted, 0 fles] Falec]
of piint 2133 42555PM  Completed 1 flefs) transfened. O flels) renamed, O filels) deleted, 1 flels) failed.
o piint 2/13/3841321PM Completed 1 flefs) ransfened. O filefs] renamed, O ] deleted, 0 fls)felec)
o piint 213/98 41021PM  Completed 1 flefs] ransfened, O ilefs] renamed, O (] deleted, 0 file[s] Falec]
[Ready [Stapped 4 [ @@

The log contains the history of task execution. Each time a task is launched (ifits “No Log” option is not set) a new log entryis
created.

You can sortlog entries by clicking on the label of each column of the list. You can view the detail of a log entry by double-
clicking on it or pressing Enter when the entryis selected.

Ifthe “ Log of all folders™ option is checked, the list contains all log entries of the server. Otherwise, the list contains the log
entries of the task that are located in the currently selected folder of the Folder Tree.

If the “ Show alerts” option is checked, the list will also contain alerts. Alerts keep you aware of general problems or incorrect
execution of events.

In the Priority list, you can select what type of log entries you want to view. By default, all log entries are displayed. To set the
log priority of a task, use the Log priority option of the Options tab of the task configuration.

Messages Window

& MIB 10M6/97 3:05.05 ‘waming Unread

& MIE 1016437 30507 .. Wamning Unread

@ MIB 10/16/97 3:06:05 Intarmation Urnread

@ MIB 10/16/97 3:06.06 Information Unread

MIE _ Unread J

Ev\ce pahsﬂnbnl has started =]

=

Figure 17
This messaging system is OpalisRobot supports a proprietary network messaging system. The OpalisRobot Client must
based on mail-slots. be running to receive OpalisRobot messages. In this respect, OpalisRobot messages work like
Therefore, it will not go Network messages (WinPopup).
though routers unless you
use a Virtual Private Users can send messages using the * Send Message’ dialog. Please refer to the * Send
Network (VPN). Message’ dialog section for more information.

Unlike logs, messages are not archived, i.e. all messages are deleted when you close the client program.

You can also use OpalisRobot messages to exchange information between system administrators working from different sites.

You can broadcast messages like: «I’'m configuring * gateway’ to process incoming messages» to your colleagues (or: «Let's go
eat.»).
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Menus

Service Menu

Service

Connect To.. Chl+0
Reconnect »
Apply Changes Chi+&
Start/Stop

Bestart Chl+R

Print Cii+P

Exit

Connect To... Connects to an OpalisRobot Service It opens a dialog boxwhere you can type a computer name or choose it
from a list box.

Reconnect- The Reconnect menu item lists the names of recently connected Services. Select one of them to quickly connect to
the server without using the Connect To... dialog.

Apply Changes applies last modifications or creation of new objects to the running Service.

Start/Stop Starts or stops the OpalisRobot Service. The current status is displayed in the status bar. Please note that the status
does not change immediately depending on the time the Service takes to start or stop. This function is not available on Windows
98 and 95.

If you stop the Service when tasks are being executed, they will be interrupted (except Program Execution tasks).
If you attempt to do so, you will be prompted for confirmation.

Restart - Checks inside the Senvice that no task is running and that no replacement code is waiting to be used, and then, if
possible, it stops and restarts the OpalisRobot Service. This command can be used to validate changes in Service Options.

This function is not available on Windows 98 and 95.

Print - Prints the content of the currently selected object. It opens a dialog boxwhere you can choose the printer, number of
copies, printto a file, change the printing font and choose precisely the object or list of objects you want to print.

Exit terminates the OpalisRobot Client. Please note that any connected OpalisRobot Service, if started, continues to operate. To
stop the Service, use the Start/Stop command or the Windows NT Control Panel.

Edit Menu
Cut Crk

Copy ChrkC
iz i
Delete

Select Al Chrled

SElirej=Ale)
Cut copies the selected object(s) to the clipboard and removes them from the current configuration.
Copy copies the selected object(s) to the clipboard without removing them from the current configuration.
Paste copies the object(s) stored in the clipboard to the current configuration.

Delete removes the selected object(s) from the current configuration.
Select All selects all objects and folder of the currently selected folder.

Purge log erases all entries of the log currently displayed.

Menus Page 19



Objects Menu

Hew. Chil+h
MNew Folder Shift+Ctri+M

Modify..
v Active
Trigger CrkT

Show Properties
v Show Eolder Tree

New... brings up the New Object dialog box used to create new objects.

New Folder creates a new folder in the current folder (or the root if no folder is selected in the Folder Tree).
Modify... brings up a dialog to modify the configuration of the selected object.

Active indicates whether or not the selected objectis active or not.

Trigger asks the Service to launch the selected task or to simulate that the selected event has occurred.
Show Properties toggles on or off the display of the Properties panel.

Show Folder Tree toggles on or off the display of the Folder Tree.

Options Menu

Service...

Log fiter ¥
Client...

Service... brings up a dialog boxto edit the Service-side options of installed modules.
Log Filter sets filtering options for the log. Depending on which items are checked, Tasks that are

Completed/Failed/Interrupted/Running are displayed in the log.
Client... brings up a dialog boxto edit the client-side options of installed modules.

Windows Menu

BRefresh Fa
v Toolbar

Send Meszage...
Clear Messages

LCascade

Tile Horizontal
Tile Wertical
Amange [cons

1 Messages
v 2 OpalisRobot: red_note

The Refresh command updates the content of the selected folder or log by requesting new data from the server.
Toolbar: if checked, the Toolbar is visible.

Send Message... brings up a dialog to type and send an OpalisRobot message.

Clear Messages empties the Messages window.

Cascade cascades windows.

Tile Horizontal tiles windows horizontally.

Tile Vertical tiles windows vertically.

Arrange Icons arranges window icons.

The lastitems in the menu list all opened windows. Selecting one of these items will bring the corresponding window to the front.
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Help Menu

[d  OpalisRobot

Under the Index menu item is listed the name of installed Add-ons. Select one of them to access the corresponding help.

About... displays version, copyright and other information about OpalisRobot and any installed Add-ons.

Popup Menus

Context sensitive popup menus are displayed on the Configuration Tree when you click on the right button of the mouse on
objects.
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Dialog Boxes

Send Message

T fai =] Twpe  [administation Message =]
i H
=
tear | [eend | oo | Hee |
Messages are only The Send Message dialog boxsends messages through OpalisRobot proprietary
received on those message protocol. The messages are prompted in the * Messages’ window of the
computers that are OpalisRobot client.

running the client.
You can send To a particular computer in the network or to all computers (including yourself).

You can send messages of different types (Information, Warning, Error and Administration). The Message type is informative
only. Please refer to the * Messages’ Window section for a more complete discussion of OpalisRobot messages. Depending on
Client settings, a sound can be played when Error or Administration messages are received (see the Client Options dialog).

Edit Event/Task
To create/modify tasks and events, you use the ‘ Edit Event/Task’ dialog box (Figure 18).

name | o ‘

Type IPvagvamexecw =] nactive

Exec | activity ]| Options |

& Program execution

" Command execulion

‘ task/event name

| - task/event type

Optionsl parameter(s] |

Vi i configuration
tabs

[ Option

Figure 18

The screen is divided into three parts: in the Name field, you enter the name of the task/event. Duplicate object names are
allowed but not recommended.

The Type drop-down list allows you to select a type of eventitask. All the available types are listed in the * Events and Tasks’
chapter with appropriate explanations.
Choose the Type of the event or task at creation time. Please note that you cannot change it when modifying an object.

Tabs
The last part of the screen is the configuration tabs. They will adapt dynamically to the object type.

The directory explains how to configure those parameters. The ‘ Properties’ tab holds the most common configuration option for
the task/event.

The other tabs hold specific or advanced options. These options defaultto a ‘ safe’ value. If you are not sure of the meaning of
these options, itis safer to leave the default settings.

You can see the internal number in the * Properties’ tab of the object or in the title bar of the * Edit Event/Task’ dialog in
modification mode. This number is used in replacement codes, i.e., when you want to share data between tasks. See Using
Replacement Codes in Tasks.

File names for files located on network drives must be expressed into UNC notation.
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UNC is shortfor * Universal The UNC notation is independent of drive names and used for files located on network drives.
Naming Convention’. UNC file names are in the following format:

\\computer_name\share_name\directorjfile_name

When you input a password, you must confirm itin the field at the right.

Edit Link

Simple Links

You need to create the To create a link, proceed as described in the Five-Minute Guide chapter.

task(s) and/or the event(s)  To modify the options of a link, simply double-click on it. This brings up the Edit Link dialog.
before creating the link.

Then | B 2ckup completed email

~Opton:

[~ Inactive

[ Timeout [secs ] 0
I~ Wait before tiggering task. (sees) |0
Cancel Help
Iflist:

When the origin object of a link is an event, the only choice is that the event occurred.
When the origin object of a link is a task, the If list can contains two different set of items:
If the task returns a numeric value when it completes, the list has the following items:

Completes: select this item if you want to launch the resulting task when the origin task completes successfully.
Fails: select this item if you want to launch the resulting task when the origin task fails.

Completes or fails: select this item if you want to launch the resulting task when the origin task completes or fails.
Returns: the resulting task is launched if the return value of the origin task equals the entered value.

Returns more than: the resulting task is launched if the return value of the origin task is greater than the entered
value.

Returns less than: the resulting task is launched if the return value of the origin task is lower than the entered value.
Returns a value between: the resulting task is launched if the return value of the origin task is between the entered

values.
Task type Return value
Program execution Return value of the program
File management See File Management Task in the Events and Tasks chapter
Database execution First row of the first line returned by the query (if a numeric value)
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Return values are not taken into account when a task fails.

If the task does not return a numeric value, the list has the following items:

Completes: select this item if you want to launch the resulting task when the origin task completes successfully.
Fails: select this item if you want to launch the resulting task when the origin task failed.

Completes or fails: select this item if you want to launch the resulting task when the origin task completes or fails.

And: see Linkin the Advanced chapter.

Options for a link are:

Inactive: if checked, the link is inactive and will not be evaluated at run-time. This means that the task selected in the
Then field will not be launched if the event or task selected occurs or completes.

Timeout: see Linkin the Advanced chapter.

Wait before triggering task is a period of time (in seconds) that will be waited by the link before launching the resulting
task.

Service Options

{erieral Gt | Adcon eptions | Licensing | Activity Templates | Closed Days |

Logging
¥ Log aut of Activiy
I~ Estendedlog

Loghi
[ Delete log oldes thar [0 days (0= o putge)

General Options

Log out of activity: when checked, OpalisRobot sends a message to the Windows NT Event Viewer when a task is triggered but
is outside of its activityrange. See Activity Templates section later in this chapter.

Extended log: when checked, OpalisRobot logs extended information about its operation in a file named op_robot3.log. This file
may be required for technical support.

Log History: OpalisRobot deletes log entries (and their associated detail file) older than the number specified. 0 means no
purge.

Add-on Options
This tab lists the Service Add-ons installed and their respective version.

If the selected Add-on has Service-side options, the Configure button is enabled and you can use it to access the configuration
dialog of the Add-on.

Licensing

This tab lists the Service Add-ons installed. An Add-on can implement the following licensing schemes:

Serial number/product key (like the OpalisRobot Service): you directly edit the licensing values and view the edition
name in the fields at the bottom of the Add-on list.
When entering serial numbers and product keys, make sure you use the correct letter case (UPPER and lower case).

Acustomized licensing scheme: you edit licensing options of the Add-on using the Licensing button at the right of the
Add-on list.

If the fields at the bottom of the Add-on list and the Licensing button are disabled, the Add-on has no licensing
options.

Closed Days

The Closed Days tab lets you enter a list of calendar dates that can be used later on activity templates to enter numerous days
in one operation.
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Gieneral Optons | Add-on oplions | Livensing | Activiy Templates Closed Daps |

171700
’7 12/31/00 - add

BN December 2000 I § Bemove

Sun Mon Tue Wed Thu Fii Sat
12

34 5 B 7 8 38
10 11 12 13 14 16 18
17 18 19 20 21 2 23
24 75 2% 27 28 23 3

«in
T Today: 10117797

To add a dayon the list, selectit using the calendar window that appears when you click on the drop-down arrow of the date
field at the left, then click Add.

To remove a day from the list, selectitin the list and click Remove.

Activity Templates
Activity templates are templates describing date and time settings that you want to assign to one or more events/tasks.

To create a template, click Create then fill the template settings as desired.

Activity

‘ Templats Hame: |

Flegular days | Exceptional days | Hours |

5

Active day
Diays of the week Mo [Tue [ved [Thu [Fi [Sat [Sun
2nd
Last
Caneal Help

The Activity dialog is composed of three tabs:
The Regular days tab, that lets you input a pattern describing when the regular days of the template should occur.
Possibilities are:
Every week on specific days of the week. For example: Monday and Tuesday.
Every month, on days selected by week. For example: the first and second Monday of the month.
Every month, on days selected by number. For example: every 1%, 2™ 11" 12" 215 and 22™ of the month.

Exceptional days (for example: the user can select not to run on December 24" putto run on January 1%).

To add a day on the Exceptional days list, select it using the calendar window that appears when you click on the
drop-down arrow of the date field at the left, select Active or Inactive, then click Add. An icon representing a red cross
will appear at the left of an inactive day and a green check mark will appear at the left of an active day.

To add the list of closed days in the Exceptional days in the list, click the Add closed button.

To toggle a day from Active to Inactive, select it on the list and click Invert.
Hour range (for example: from 8AMto 10AM and from 2PMto 6PM or from 8PM to 6 AM).

How it works:

Depending on what you entered, there is a possible conflict between Regular and Exceptional days. Exceptional days will
always be evaluated before the regular days.

If the day should be active thanks to the Regular days options, butis marked as Inactive in the Exceptional days list, then this
day will be skipped. Example: Ajob that should run every Monday with the first of December 1%, 1997 (a Monday) marked as
inactive: the job will not run during this day.

If the day should not be active thanks to the Regular days settings butis marked as Active in the Exceptional days list, then the
job will run during this day. Example: Ajob that should run every Monday with the first of December 2™ 1997 (a Tuesday)
marked as active: the job will run during this day.

The hour range is evaluated at the end. No matter whattime itis, a job will not run if the dayis not activated by the Days
settings.
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Client Options

General | Notiy | Addons |
ety
¥ Reconnect ta previous session servers
Displa
™ Refresh visws svery g secs
IV Hide parent folder
I~ Orly felders are: allowed in the raot folder

Check * Reconnect to Previous Session Servers’ if you want the client, at startup, to automatically reconnect to the servers that
were opened at the end of the previous session.

If* Refresh views every’is checked, the current folder or log is refreshed at the interval specified (in seconds).

ff* Hide parent folder’ is checked, the * Parent’ folder icon (that displays the parent folder when you double-click on it) is not
displayed in folders.

if* Only folders are allowed in the root folder’ is checked, only new folders can be created in the root folder. You cannot add any
new event, tasks or links in the root folder (only in other folders).

Notify

Confirmation Messages: When checked, OpalisRobot asks for a confirmation before executing major commands. You should
leave itto Checked until you become familiar with OpalisRobot.

The Play Sound options control whether a sound is emitted or not when Error or Administration messages are received bythe
Messages window.
Sound allows you to change the sound from the default system beep to any WAV file.

Add-ons
This tab lists the client Add-ons installed and their respective version.

If the selected Add-on has client-side options, the Configure button is enabled and you can use itto access the configuration
dialog of the Add-on.
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Common Parameters

Events & Tasks

The Inactive option is common to all tasks and events. Itis used to deactivate the object without deleting it. When itis turned on,
the object won’ t be used:

Event: the event will not be triggered (in fact, the condition is not tested at all). When inactive, the event won’ t start
anytask;

Task: the task won’ t start even if an event triggers it;

Asimple ‘ eventlink-task’ chain won’ twork unless all three objects are active.

The length of names is limited to 60 characters. You should use explicit names. For example, prefer * cheap rate’ and
‘ connection’ to‘evl’ and‘ k1’ .

Duplicate object names are allowed but not recommended.
Object names are not case sensitive, i.e.* Test and ‘ test' are the same.

Activity tab
Name  [Backup o [TO7000
Type  |Program sxcution S T Inective

Evec | Securly Aetiviy | Dptons |

Flangs
Occurs first datertime | 10/15/97 | [p&:27om

Dccurs last datetime |10/15/37 | |vE:27pm
Coca_|_te

The Activity tab lets you assign an activity template to a task or event. This template can be one of the existing global templates
(the ones listed in the Activity Templates tab of the Service Options dialog) or a custom one that will be attached to the current
event or task.

If you need to apply the same activity template to several objects, itis better to create a global template. For more details about
activity templates, read the Activity Templates section.

Afirstand last date/time can be set. The object will never run before the first date/time and never after the last date/time.

Name  [Backu o [TO7000
Type  |Prom &l lnactive
Evec | Securly | Activiy Optons |

Iftask succeed [Send 5 =

Send a popup message N h
Iftask fails
Send & mess s tn the Opsish ohotbdniistiator
Wessage recipient |
Execution mods
|7 Mulftask |Parsllel execution =l ‘
toce |t

In the After block, you can set the task to send a message after it completes and/or fails.

The message can be sentto the Windows NT Event Log, to the screen (Popup message) or to the OpalisRobot client. The two
latter options require a destination. Input a computer or a user name (Popup) or a computer name (OpalisRobot message). If
you input‘ * | the message will be sentto all computers of the domain.
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The Log Priority option controls the level ofimportance given to the task in the log. Please refer to the “ Log and alerts” section
for more details about how to view the OpalisRobot log.
If“No log” is selected, the execution of the task will not generate anytrace in the OpalisRobot log.

The Multitask mode option controls the multitasking behavior of multiple instances of a task, i.e., how a task behaves if another
task of the same name is running when itis started:

when the option is setto * Parallel execution’ (default), several tasks with the same name can run concurrently.

when the option is setto * Queued execution,” only one instance of a given task can run atanytime. If more than one
instance of a given task is started, they are serialized. Atask must wait for the completion of the running task before
executing.

when the option is setto ‘* Single execution,” only one instance of a given task can run atanytime and, if more than
one instance of a given task is started, newer tasks are simply not executed (i.e., they terminate without executing
anywork).

This choice may conflict with the use of dynamic data.

Events

Name [ No [0

Type | Monitar indows NT service 2

Service | Activiy Dptions |

‘when event i iggered | inane) =l

Wessge recipiert |

[~ Tiigaer optiors

In the After block, you can setthe eventto send a message when it occurs.

The message can be sentto the Windows NT Event Log, to the screen (Popup message) or to the OpalisRobot client. The two
latter options require a destination. Input a computer or a user name (Popup) or a computer name (OpalisRobot message). If
you input‘ *' | the message will be sentto all computers of the domain.

For many events, the Trigger option lets you decide how the event must act when the Senvice starts. If the Take account of
existing situation option is selected, the event will be triggered if the monitored part of the system is in the tested state.
Otherwise, the event will wait until the next state change to trigger.
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TASK OBJECTS

Program Execution Task

Wame | Ha[?
Type IPlogram execution j [T Inactive
Exec | Activity | Dptions |
Mode
& Program execution
" Command execution
[~ Execution
Program I JH
Parametests) |
“wiorking folder I J
~Optiar
Execution made |Background, namal prioity |
Terminate after [1 mirtes
0K | e | Hen |

Executes the Program with optional Parameter(s) on the command-line.
The program can be a batch file or any executable that Windows NT can launch (DOS, Windows 16-bit, Windows 32-bit, etc.)
If the file is a batch or command file, you can edit it by clicking on the * E’ button at the right of the field.

You can use the If the Command execution mode is chosen, the command-line is passed to the Windows NT
Command mode to run command interpreter (CMD.EXE). We recommend using this option for executing .bat or .cmd
programs. However, itis files.

not recommended since it

uses more system Working directory starts the program in a different working directory. By default, the working
resources. directory is the program directory.

After Terminate after minutes, the program is terminated. In this case, the task is considered as Failed.

We recommend that you use this option carefully because a clean exitis not performed and DLLs loaded by the program are not
unloaded, which can lead graphical programs to hazardous graphical behavior on the console.

Program execution mode:
Background, normal priority: if the program does not need any user input or if the program runs in character mode.

Background, low priority: if the program does not need any user input or if the program runs in character mode. The
program is started at a lower priority.

Interactive: only if the program interacts with the user; this option is not recommended because itis possible to
interfere with the execution of the program on the system console.

Launched by ConsoleRunner: this option is for programs that cannot be launched by a Senvice (such as some MS
Office, VB programs or 16-bit applications that require shared memory). When the task has been triggered,

OpalisRobot passes information about it to the ConsoleRunner utility that launches the program. In order to launch
the task, itis mandatory for ConsoleRunner to be running on the system console when the task is triggered.
ConsoleRunner must be launched manually or atlogon time using the Startup folder.

Example: Return Values

When the Program Execution task completes, it produces a return value. Return values can be used to make decisions.
To find out if a file is available or not, you could use the return values of the * dir' command.

Create a Program Execution task, set* Mode’ to * Command execution’ and type * dir ctesttt’ as the command (You can change
‘ cMesttd’ to something else of course).

M ode
= Program execution

£ Command execution

Executior
’7 T Idir c:hbest bt

—

Program Execution Task Page 29



Trigger this task and switch to the * Log view’ . The log entry detail (double click the log entry) for this task will look similar to this:

QOutput File  D:\Program Filez\0paliz OpalizF
Return Value 2
Parameterz

Yolurne in drive C has no label.
Wolurne Serial Murnber is 787C-403F

Directory of o

File: Mat Found

Note thatthe ‘ Return Value’ is 2, which means the file does not exist.

Create the file * test.tt’ (or rename an existing file) and trigger the task again.
The log entry detail will show you:

[SEELTRIE I I = LA PN ] IS S A
Returnalue O
Farameters

WVaolurne in dive C has no label.
Wolurne Serial Murnber is 787C-403F

Directom of o'

04/21/99 04:55p 2575 test but
1 Filels] 2 575 bytes
243,975,680 bytes free

Now the * Return Value’ is 0, which means the file exists.
OpalisRobot can make decisions based on these return values by evaluating the links originating from a task.

Create two Send Message tasks, which send a message to your computer or user name.

One task should have a message such as * file found’ , the other should have a message such as * file notfound’ .

Link the Program Execution task to both Send Message tasks:

dirtest

filer ot found

Double click the link between the Program Execution task and the Send Message task which sends the * file found’ message.

The * Link properties’ window will open:

Link properties

~Propertie:
If Idlrlest j Cornpletes ﬂ
Completes
Ve |Feis

Completes or fails
nd]t1ore ] i r———
Returns more than

Yalue |Retumns less than
Returns a value between

Then Ihle found j Dioes nat retun
—Option:
I Inactive
I limeout{sees.] 0

[~ “Wait before tiggering task [secs.) [
gk I Cancel | Help

Select* Returns’ from the drop-down list:

If | cirtest - | [
vae 0 |
| e = | = 2
i CNEE ;. N
Then | fie found =]

Program Execution Task
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The * Link properties’ window now reads “ If dirtest returns 0, then file found” .

Modify the link between the Program Execution task and the Send Message task which sends the * file not found’ message. This
time select’ Returns’ and change the value from 0 (default) to 2.

file rot found

Apply changes. If the Program Execution task is triggered and the file is available, you’ |l geta message * file found’ . If not, a
message * file not found’ will display.
To automate this process, we could add a Date/Time event, which is triggered every 5 seconds:

Type IDatez’Tima

Date/Time |Act|wt_u| Dptlnnsl

Periodicity

A |12:UDam
= Every IU Fraurs |1 TTiLtE
I Starting ID THirtE

I Ebtime slices withittie fo

|5_ seconds

If we link the Date/Time event to the program execution task we have automated this process:

every 5 secs

dirtest

file not found

Every 5 seconds the Program Execution task will be triggered. Depending on the result, a Send Message task will be triggered.

Use of mapped drives is Aprocess like this could be used to determine the existence of a specific file on a remote
notrecommended, as computer connected to the Windows NT network (in this case a path in UNC format would be
they cannotbe entered instead of a local path).

guaranteed to be available
to the OpalisRobot
Service.

Hints and tips

Not all programs or command produce return values.

Test for return values by creating a situation where you know the result will be * good’ . Launch the program or command using
the Program Execution task and check the return value in the OpalisRobot log.

Then create a situation where you know the resultis ‘ bad’ . Again, launch the program or command using the Program Execution
task and check the return value in the OpalisRobot log.

If the return values are different, then OpalisRobot can use them to make decisions.

If a task fails, return values are not taken into account. However, you can make decisions if a task fails.

Abatch file will only produce a return value for the last program or command executed. Split your batch file into different
Program Execution tasks to evaluate other return values.

Some programs or commands wait for user input.

If such programs or commands are launched by OpalisRobot, they will never terminate. Some commands have optional
‘ switches’ to override waiting for user input. Be aware of the fact that OpalisRobot cannot simulate keystrokes directly.
However, it could * drive’ a 3" party application to do so.

NTBackup and automatic mode.

Make sure that a cartridge is loaded in the tape drive before running the program. Otherwise NTBACKUP may be blocked, and
you may have to reboot the system.

We recommend that you set the Execution mode to Interactive for NTBACKUP tasks.
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File Management Task

Copy, move, delete, rename or print the files in the Origin folder that
Home | Hol? correspond to the Mask or filename or Filter.
Type IFiIe management j [ Inactive
e | Aavanses| activty | pions | The Origin folder and Destination folder entry fields acceptlocal paths or path
et in UNC format. Use of mapped drives is not recommended, as they cannot be
File copy | guaranteed to be available to the OpalisRobot Senrvice.
[ S— . For the Print option, the printer name must be entered in UNC format
e I~ Inchude subfolders (‘ \server_name\printer_name’ ). Otherwise, the UNC formatis required only
G 2 when the destination folder resides on a remote computer.
Destination folder | [
Printing copies the file to the printer. Therefore, the file must have been pre-
formatted for the printer, or must be in ASCII format.
oK | Cancel Help

For ASCIl files:
the font name and font size can be selected,;
a line wrapping value can be set: after the specified number of characters, a new line is created for the remaining
characters of the line.

About filters:
Filters can include wildcards (the * ¥ or‘ ?’ character) but not folder names.
Order offilters is important: the filters are evaluated from the top to the bottom. As soon as a matching filter is
encountered, the file is taken or not depending on the Include/Exclude value.

When the file already exists in the destination directory, OpalisRobot can:
overwrite it and the old file is deleted;

create a new file with a different file name (OpalisRobot appends date/time at the end of the file to create new unique
filenames);

fail.

Destination file date can be modified to the transfer date or keep its origin date (default). You can add a global filter based on file
age expressed in days.

Because OpalisRobot appends date/time at the end of filename to create new unique filenames, the file system on the target
machine must support long flenames.

This task has following return values:

Situation Status in Log Return value

File(s) successfully copied, moved, v’ (completed) | Number of file(s) successfully copied, moved, deleted, renamed

deleted, renamed or printed or printed, i.e. a value greater than 0.

No file(s) to copy, move, delete, rename | (completed) 0

or print

Unable to copy, move, delete, rename X (failed) The task will fail if destination folder is not accessible, i.e.

or printfile(s) network problem, insufficient rights or share not available.
Please note that return values are not taken into account
when a task fails.

Hints and Tips

Every task executed by the OpalisRobot Service, is executed under the user account under which the OpalisRobot Service runs.
The File management task is no exception: if a File management task keeps failing with * Access Denied’ messages, check if the
user account used by the OpalisRobot Service has sufficient rights on the destination.

You should always use UNC format when specifying a shared drive or folder. Mapped drives cannot be guaranteed to be
available to the OpalisRobot Service.
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Send E-mail Task

I
| | Sends e-mail using:
ame: s} \
fwg [sedemai E N,—.t - SMTP (any SMTP compliant mail server: UNIX based, Lotus cc:Mail, Novell
: GroupWise, Microsoft Exchange, etc.)
E-mail |Ennnanl| Activity | Options |
~Senve Sendnade - MAPI (Microsoft Mail)
bl d L‘" S . Exchange (Microsoft Exchange servers)
[ Recipient: Attachment
Te | | | . o
The message can be text that you type in the Message text box (limited to 256
¥ | Eaillif attachmentis missing Characters) or a text f||e
~Message
subiect | Use the File name option to specify a (plain) text file. The benefit of having a text
;f‘j“ | j file as message text is that the message can be formatted.
0K | aesl | mep | Subjectis not mandatory butrecommended.

SMTP:
The Connecttab is where you enter the SMTP relay address (the name or IP address of your SMTP mail server) and the
Sender address (the name that will identify you as the sender of the mail and at which you will receive the reply).

Usethe‘ ..." button to setup the list of recipients. To add a recipient, enter an e-mail address, select a recipient type: To:, Cc: and
Bcc: (blind carbon copy, addresses in this field are not seen by the recipients), then click Add. At least one recipient must be
entered.

You can attach as manyfiles as you want to the mail by adding them on the Attachment list.

SMTP (simple):
Configuration is the same as SMTP, except that only one recipient can be setand one file can be attached. This allows you to
use dynamic data in these fields (see Advanced Topics, Dynamic Data for more information on dynamic data).

MAPI:
You can send messages to one destination user or to a group. You can attach one file using the Attachment field.

The Connecttab is where you enter the user name for the account of the user who sends the mail. If the accountis password-
protected, enter the password in the Password/confirm field.

Server Sendmode—— |
. i " Service
Brver type [ %' ConsoleBunner

Send mode:

ConsoleRunner (default). To be used when messages cannot be sent from the Senice (especiallywhen MS Mail
tasks fail with logon errors). When the task has been triggered, OpalisRobot informs the ConsoleRunner utility, which

then sends the message. In order to launch the task, itis mandatory for ConsoleRunner to be running on the system
console when the task is triggered.

Service. In general, sending messages through a Windows NT Service is not supported by MAPI. However, in some
situations it can work. We recommend using the default option.

Note that to send MS Mail messages when MS Exchange is installed, you must create a special profile for MS Mail connection
and enter this profile name in the user/profile name field. When used with ConsoleRunner, this profile must exist in the
configuration of the currently logged-on account.

Destination can onlyinclude one MS Mail User name, or a group name.

Exchange:

To send messages directly via Microsoft Exchange use this option.

Make sure the user/profile name field on the Connect tab contains a valid profile name. This profile must exist in the
configuration of the account assigned to the OpalisRobot Service.
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Send Message Task

Task properties [ x]

Meme | NE
Type  |SendMessage =] I Inastive

Message | Activity | Dptians |

~Type Severiy
+ Mn scieen popup | [nfarmation
¢~ OpalisFobot Clisnt ) aming

" Wwindows MT Event Log Bl

User or computer name |

Message]

K I Cancel | Help |

Send a message to a user, computer or the Windows NT Event Log.

Message type:

On screen popup: The transport type is WinPopup. The WinPopup program (for Windows computers) or the
Messenger Senvice (for Windows NT) must be running in order to receive messages. Type * *' in the User/Computer
name field to send the message to all users in the work group. You can enter a computer or a user name.

OpalisRobot: Sends Message as an OpalisRobot message to all or one computer on the network. The message is
displayed on the Messages window of the OpalisRobot Client. You can choose the Message type on the list. Error
and Administration messages can generate a sound on the OpalisRobot Client. The message type is for information

only. Type *' in the User field to send the message to all computers in the work group.
Windows NT Event Log: Sends Message to the Windows NT Application Log.
You can choose the severity of the message (Information, Warning or Error).

Note: depending on the application, it can be easier to use the After option of the previous task in the job instead of this task.
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Action on Windows NT Service Task

Hame | e
Tupe IActlon on wWindaws NT Service j ™ Inactive
Service | Activity I Options I
Achion
& Stait service
" Pause service
€ Stop service
[~ Execution
Service name I J
Parametests) |

"T\me allowed for completion ‘

Time allowed [min] |2

K I Cancel | Help

Starts, stops or pauses the Windows NT Service identified by Service name.

Usethe ' ...” button to displaythe list of installed Services and select the Service name required (not supported on Windows 98

or Windows 95).

Parameters passed to the program are sentto the Service when it starts. (Unlike the Windows NT Service manager, the
parameters are retained after execution of the task.)

If the action is not performed during the Time allowed, then the task is considered as failed.

Hints and Tips

If a Service cannot start within 2 minutes (default value), OpalisRobot considers the Service not started. If a Service has many

dependencies (it needs to start other Services before it can be started), the Time allowed should be incremented.
Of course, the same rule applies to stopping a Senice as well.

Starting or stopping a Service requires Administrative privileges. Make sure the OpalisRobot Senvice runs under an

Administrative account.
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RAS Action Task

Task properties [ x]

Hame | e
Type  |RAS action =] I Inastive

RAS | Connect | Activity | Options |

~Type
* Connection

¢~ Discornection

Connection

Phanehook Ertry Hame |

[ If connection busy o failed

Murnber of refries |1
Interval between retries |60

K I Cancel | Help |

Establishes or releases a connection with a remote site using the Remote Access Service. (This Senice must have been
configured beforehand.)

Connect to the Phonebook entry name (as it appears in the Remote Access Service or Dial-up Networking program).

The Domain is used for user authentication. You can enter the User name and Password/Confirm in the connect information if
they are required by the phonebook entry.

You can specifywhat happens if the line is busy (or the modem is not available):
Fail
Retry. Number of tries

You can test your connection parameters using the Remote Access Service program.

OpalisRobot checks the state of the connections before attempting to establish a new connection or disconnect. The task will
immediately terminate successfully if the connection is already set up when the task is started.

We recommend that you always link the failure of a Connection task with a Disconnection task. Otherwise, it may temporarily
leave the portin an unusable state if the connection is unexpectedly interrupted.
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Database Execution Task

Hame | e
Tupe IDalabase execUtion j ™ Inactive
Database | Connecll Actlvllyl Upl\onsl
Mode
* Quern
£ File
Database type IEIDEC j
[~ Erecutiorr
Query I
Ditsbase rame |
Dptian:
’7 IFeran IEonl\nue j ‘
’TI Cancel | Help |

Executes a query or a file containing queries (SQL Server only) in an ODBC or SQL Server database.
The Database type can be any ODBC compliant source or SQL Server.

When using ODBC sources itis the OpalisRobot Service account thatis actually making the ODBC connection. In other words
if you define a User Data Source Name then the user is in fact the user account you have defined to run the Service.

The bestwayto check the connectivity in this situation is to log on to the local Windows NT system (where the OpalisRobot
Senvice is running) as the account you assigned to the Service and define the DSN from here.

Using a System or File DSN does not require a user specific context for the connection, in other words any user or Service can
access the DSN even if you created it from your own log-on account.

Enter a SQL statement directly in the Queryfield or you can select a file if the database you are connecting to is a SQL Server.

Execution

Query IS ELECT Customer™ ame FROM tblS ales 'wH

[ atabaze name ISALES

When using the queryfield, be aware this is limited to 255 characters. The use of Dynamic Data is supported in this field so you
can substitute values from other Opalis objects such as date or file names. As Dynamic Data is substituted when the task is ran
itis possible to run out of space in this field as the Dynamic Data expands the query over the 255-character limit.

With a data source that supports stored procedures, use parameterized queries instead of full SQL statements so that the query
uses as few characters as possible.

Executiory

Query IE wec CountSales (@3 arl={299000.param}

Databaze name ISALES

An example Stored Procedure is:

CREATE PROCEDURE CountSales @Varl INT AS
Select Count(*)

From tblSales

Where SaleType = @Varl

On the Connect tab enter the server name or DSN for the database to be connected to. With SQL Server, leaving the User
Name field blank causes the connection to run in integrated security mode.

Task properties [X]

Mame IGelSalesDuantity NuIU

Tupe IDatabase execution j ™ Inactive

Database Connect IAct\wlyl Elptlonsl

Connect infarmation
Saurce name [SOLSFVRT

User name I

Passward/Canfim |
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By using multiple Database Execution tasks itis possible to link the creation and deletion of stored queries/procedures together
in the design.

\\ / ﬁ\\ //
At10am 15 alestuant mail5 alesFesult
& &

Create_5P_GetS alesCluantity Delete_5P_GetS alesQuantity

With the combination of Database Execution tasks running SQL scripts from files and parameterized queries itis possible to
extend the functionality of the Dynamic Data in this task.

OpalisRobot does not check the syntax of the query at the time the queryis entered, it simply passes iton to the SQL database
or ODBC driver. On execution of the query the status from the server or driver is passed back to the OpalisRobot log.

Itis helpful to check your queries with a tool from your data provider before you execute them from within OpalisRobot, e.g. the
Access query builder (the Queries tab) for Access tables or the SQL Query Window/Analyzer for SQL Server. Just copy and
paste the queryinto a file or the query text box.

The Database Execution task generates Dynamic Data of its own that can be used within other objects in your design. A
common technique is to cascade tasks that can be configured to derive lookup values that can be inserted into later queries
using Dynamic Data codes.

) : s 1o

AtSpm Get 'work| Clear ReportT able

@

et Product!

=

Get Customer D Populate RepartT able EmailR eportT oS alesfind arketing

The ‘ Populate ReportTable’ task in this example refers to Dynamic Data supplied by the preceding two Database Execution
tasks.

Using the OpalisRobot Counter objects or by designing loops all rows of a table can be processed in this way.

Hints and Tips

SQL Server: If database is left empty, queries will be executed in the default database for the SQL user.

‘GO’ isnota Transact-SQL  SQL Server | File: the queries contained in the queryfile must be separated bythe * go’ order

order. Itis a query (which must be located at the beginning of a new line, do notput‘ go’ in comments).
separator used in many

interrogation programs In If an error occurs in query, choose the required behavior if an error occurs in the query -
(such as ISQL). either stop or continue.

Warning: stopping due to An SQL execution error or a RAISERROR call may stop a query.

an error will not rollback If you choose ‘ Continue,” the number of failed queries will be written into the task execution
previously executed log. Furthermore, SQL errors that occur during execution are written into the Windows NT
transactions in the same Event Viewer.

file.

Note: If you would like output to be returned, use ISQL with a * Program execution’ type task.
The output file created by OpalisRobot will contain all the lines returned by file queries.
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System Restart Task

Task properties [ x]

Meme | NE
Tupe ISystem restart j ™ Inactive

Fiestart | Activity | Options |

Displa
’7 Message test I

Optior:

@ With delay, force applications ta clase Delay 20, lm_
" With delay, da not force applications to close

K I Cancel | Help |

Shuts down the system with automatic reboot.
Message to be displayed will be displayed on the Windows NT systems’ screen when the system shuts down.

Restart options are:

Delay, force applications to close (after the delay).
Delay, do not force application to close (after the delay).

Delayis expressed in seconds, with a minimum of 30 seconds.
You can send a general message to inform users that a system shutdown is imminent with a "Send Message" type task.

For safetyreasons, if the task is started less than ten minutes after a reboot, it will wait one additional minute before initiating the
system shutdown.

Hints and Tips

You can abort the system shutdown by running the StopShut.exe utility, which can be found in the folder where OpalisRobot
was installed.
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Ping Computer Task

Task properties [ x]
Hame | e
Tupe Ing Cormputer j ™ Inactive

Ping | Aativity | Dptions |

Fing

Host I

Mumber of packets [+

K I Cancel | Help |

Sends Ping packets to a remote TCP/IP host to check its availability.
Input in the Number of packets field, the number of times you want the task to send a Ping packet.

Note that the task completes as soon as an incoming packet is received from the remote computer and the task fails if no
incoming packets were received after sending the packets.
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Trigger Opalis Object Task

Task properties [ x]
Meme | Ha["
Tupe ITnggel Opalis object j ™ Inactive
Opalis | Actlwtyl Upl\onsl
~Server
" DpalisRobot v2
& DpalisRobot +3
£ DpalisRiobot 3 on zame server
" OpalisRendezyaus
~Trigger
Server name I J
Event/Task |
Parameter |
K I Cancel | Help |

Triggers events, tasks or flows on local or remote OpalisRobot or OpalisRendezVous Services.

Type (oruse the * ...” button to browse the network and select) the Windows NT computer that runs the OpalisRobot Senvice in
the Server name field.

Type the name of the Event or Task you wish to trigger.
If the OpalisRobot v3 on same server option is selected you can use a drop down listto select the event or task.

Aparameter can be passed on by entering one in the Parameter field. This is only possible if the object specified is an
Interactive event (see the Interactive Event paragraph in the OpalisRobot's Events Explained chapter).

Hints and Tips

Triggering OpalisRobot objects on a remote computer running the OpalisRobot Senvice requires a Client License on the remote
computer. Refer to the chapter * OpalisRobot Licensing Structure’ .

The Trigger Opalis Object task is ideal for cascading jobs on multiple Windows NT systems running the OpalisRobot Seniice.

When used to trigger an object on a local OpalisRobot Service (using the OpalisRobot v3 on same server option) the Trigger
Opalis Objecttask can be used as a* GOTO' statement.

For more details on OpalisRendezVous, visit our Web site (www.opalis.com) or contact us.
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EVENT OBJECTS

Date/Time Event

Event propeities
Wame | HE
Type  [DaterTime =] T Inactive

Date/Time | Activity | Options |

Periodici

@ Erm
' Evens [ Theurs [ | otes
I Gating [0 | iles aftenine bour
7| At slices within the Foun

™ Ewery 5 Seconds

0K | e | Hep |

Triggers the event depending on time or interval.

Select At to trigger the event at a specific time of the day or Every to enter a time interval expressed in hours, minutes or
seconds.

Previous version users: This event has been simplified. Use it in conjunction with Activity templates to implement
sophisticated scheduling sequences.

Trigger Options (for interval expressed in minutes or hours):

Attime slices within the hour (interval expressed in minutes only) allows the event to be triggered regularly within the hour. For
example, if the interval is 5 minutes, the event will trigger at 0, 5, 10, 15, 20, etc. (instead of immediately after the Service startup
and then every 5 minutes).

Starting x Minutes after the hour (interval expressed in hours only) allows triggering of the first event using the minutes entered.
For example, if the interval is 2 hours, the Minutes field is * 45’ and the Service is started at 8:20 a.m., the event will trigger at
8:45 a.m., 10:45 a.m., etc. (instead of immediately after the Service startup and then every two hours).
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Monitor FileSystem Event

[ [ %]

e "*_D'” Triggers an event when files from the Origin folder and described by the filter

e itar Fil - Inactive . . . .
[ = are new or modified, when their size exceeds a given threshold or when the
s B 0 | number of files matching the filter exceeds a given value. The Origin folder
~Fil . . . .

= o | must be located on a local drive, OpalisRobot cannot monitor the Filesystem

I Include subolders of a remote computer.
Filter 0 ™ Mo History

~Trigger option AbOUt fI|teI’S

& File i modifie: . . .

@ ;' ot Filters can include wildcards (the * ** or‘ ?" character) but not folder names.

Size overpasses (bytes) l1—

 mberoffis e _ Order of filters is important: the filters are evaluated from the top to the
[ s elda bottom. As soon as a matching filter is encountered, the file is taken or not
e — SR T depending on the Include/Exclude value.

O P Ahistoryis kept, i.e. the eventis onlytriggered when the file is created or

modified. ltwill not be triggered for the same file again.

Each Monitor FileSystem event’ s historyis stored in RAM and on the harddrive. This means the historyis kept even if the
OpalisRobot Senvice has stopped. These files are created in the folder where the OpalisRobot Service was installed and have
following format: * number.oprimg’ , where * number' is the object number for Monitor FileSystem event

Trigger options:

File is modified: Each time a file is modified (name change, size change, date/time change) the event will be
triggered.

Size overpasses (bytes): Each time the total size of files exceeds the threshold the event will be triggered. Itis not
triggered again until the size lowers and passes under the threshold.

Number of files = or >: Each time the total amount of files equals or exceeds the threshold the event will be triggered.
Itis not triggered again until the total number of files lowers and passes under the threshold.

Trigger when options:
- Date/Time has changed: Each time a file is modified the event will be triggered.

Date/Time is more recent: Onlyif the date/time properties of a file change to something more recent (or later) than the
original date/time properties, the event will be triggered. This option is useful if you want to make sure onlythe latest
files can trigger the event.

All trigger options apply to files within the filter configuration.

No history: By default, the event keeps a record of the files that triggered it, in order not to trigger a second time for the same
file. If the eventis setto trigger each time a file is modified and if no filter is set, the No history option can be checked to prevent
this behavior. If the No history option is set, the event will not record what files triggered it, thus any activity in the folder will
trigger it.

Wait delay: This eventis triggered Wait delay seconds after OpalisRobot detects the last creation/copy on this file, unless a new
update occurs. When itreceives a notification from the file system, OpalisRobot waits Wait delay seconds before triggering the
event. If OpalisRobot receives another notification during that delay, it will wait again for Wait delay seconds before triggering
the event.

This is very handy for large files/folders or for those applications (like FTP) which first create an empty file and later copy data to
it. If the Wait delay value is setto O, those applications would trigger two or more events per file.

Do notuse verylarge wait delays in folders that are frequently accessed. Typically 5 seconds is enough for files smaller than 1
MB.

To find the correct value, carry tests on a loaded machine. Start with a small delay (0 or 1 second) and increase the delay until
there's only one event triggered per file copy.
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Monitor Windows NT Service Event

[ [ %]

Home | . '“_||” This eventis triggered when the watched Service is started, stopped or paused.
c Moritor windows NT § - Inactive . s . . . . .

R oo N1 Sevie Usethe' ...’ button to displaythe list of installed Services and select the Senice

sevicn | Acvy | Dptons | name required (not supported on Windows 98 or Windows 95).

Trigger whern . . . .
" Sersioais gt Itis not possible to test a Service state on a remote Windows NT system.
¥ Service is stopped or paused

Service The Service state is checked every Test Interval seconds. The minimum test
( senvicenane | B ‘ interval is 5 seconds.

Testinterval
’;Est service every [secs.] |30 ‘

Example: Mission Critical Applications

The Monitor Windows NT Service event does not use any system resources,
making itideal to monitor mission critical applications.

If a Service fails, OpalisRobot would detect this immediately and could take any
action necessary: such as restarting the Service or even restart the Windows NT
system! Such a process could look like this:

0K | Coneel e |

% %1 Fails 5

Wwatch Service Start Service Restart Windows MNT

The * Watch Senvice’ object, which is a Monitor Windows NT Senvice event, monitors an application to see whether itis stopped
or not. If the Service stops, the * Watch Senvice’ objectis triggered. If this occurs, the * Start Service’ objectis triggered. This is an
Action on Windows NT Service task, which tries to start the offending Service. If this fails (the offending Service could not be
restarted) the * Restart Windows NT' objectis triggered. This objectis a System restart task.

Here’s the link properties for the link between * Start Service’ and * Restart Windows NT' :

If | Start Service =
ellie, |0 e |0
And | (Hone) | |
i B b |0
Then | Restart windows NT El

It reads “ If Start Service fails then Restart Windows NT”. Be sure to change the * completes’ (default) value to * fails’ otherwise the
Windows NT system will restart everytime the Service starts!

The process could be extended even further by adding task to notify the Administrator using on screen pop-up messages, e-mail
or even a make a phone-call and ask for a confirmation before restarting the Windows NT system! (the last option requires the
OpalisRobot Call Add-on):

Tk

App. OK

ool o —olge
Watch Service Start Service Call Adrin Confirmnation  Restart Windows NT

Hints and Tips

If a Monitor Windows NT Service eventis linked to an Action on Windows NT Service task itis recommended to enter a small
delayin the link. As OpalisRobot relies on Windows NT notifications, it will get a notification the moment a Service is stopping. If
OpalisRobot then tries to restart the same Service it could produce an error, because the Service might not be stopped at that
moment.

To add a delay simply open a link’s properties by double clicking the link:

I Inactive

I | Tifnesut(sees] ID
v ‘wait before tiggenng task (secs.) I:{

Select Wait before triggering task (secs.) and enter a value.
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The Monitor Windows NT Service event has two trigger options. Select * Options’ tab from the object properties:

Event properties
Mame  [Walch Service No[Z70000
Type  [Moritor Windows NT Service =] T Inactive
Service | Activy  Options |
[ After
\when event is tiggered | o) =l

Iessage resipient I

[~ Trigger optior
% Take account of initial situation

" Take account of nest change

oK I Cancel Help

Trigger option:

Take account of initial situation: the Service state is compared to the Trigger when option the moment the event
becomes active (after an apply changes or when the OpalisRobot Service starts). If they match the eventis triggered.

Take account of next change: the Service state is compared to the Trigger when option the moment the event
becomes active (after an Apply Changes or when the OpalisRobot Service starts). The event will not trigger until the
Service state changes atleast once and matches the Trigger when option.
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Monitor Windows NT Event Log Event

Event properties [ x]
Hame Ha["
Tupe IMonllol Windows MT Event log j ™ Inactive
Event Log |Acl\v|ty | Optiars |
Criteria
W EventIDis 1
[ Sowceis |
I Description contains I
™ Twpe IElror j

’rmg

Log name IApphcal\on j ‘

K I Cancel | Help |

Triggered when a particular message is sentto the Windows NT Event Log by an application, driver or the operating system.

Log name is the Windows NT Event Log to monitor (Application, Security, or System).

You can define the filter Criteria with at least one of the following:

Event ID is: ID of the message.
Source is: the application that sends the message to the Event Log.

Description contains: string sent with the message that contains information specific to the event that occurred (see
below).

Type: Type of the message (Error, Warning, Information, Success Audit, Failure Audit).

To trigger the Monitor Windows NT Event Log event on a particular message, fill in the Event ID is field.
The message and event ID are available in the Event Detail screen of the Event Viewer:

Event Detail E3
Drate: 5418/93 Ewent ID: 5711
Time; F:ER:1F P Source:  METLOGOM
Uzer M Type: Information
Computer; SERVYER Categorny: Mone
Dezcription:
The partial spnchronization request from the gerver ALPHA completed ;I
successfully. 1 changes(s) has(have)] been returned ta the caller.

To look for this particular message, enter 5711 in the Event ID is field, rather than “ The partial synchronization request from the
server ALPHA completed successfully. 1 changes(s) has(have) been returned to the caller.”.

To trigger the event on a specific part of the message, enter a string in the Description contains field.

To trigger the event when a message comes from SQL Server, input "SQLServer" in the Source is field.

To trigger the event when message number 17555 comes from SQL Server, input "SQLServer" on the Source is field
and 17555 in the Event ID is field.

To trigger the event when message number 17555 comes from SQL Server and is about NT_SERVER computer,
input "SQLServer" on the Source is field, 17555 in the Event ID is field and "NT_SERVER" in the Description contains

field.
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Example: Automated Event Log Notification

Wouldn’ tit be greatif your Windows NT systems would notify you automatically when certain messages appear in the Event

Log?

OpalisRobot can easily be configured to automate such processes. Imagine you’ re interested in errors from the Windows NT

Operating system. If such errors occur, you’ d like to receive the error messages via e-mail, automatically of course.

Create a Monitor Windows NT Event Log event:

Event propeities

Mame I

NulEI

Type  [Moniorwindows NT Event log

=] T Inactive

Ewent Log | Activity | Options |

Criteris

[~ EventlD is 1

™ Souceis |

[~ Description containg I

W Tvpe IElror

H

Log
( Log name W]‘ ‘

oK I Cancel | Help |

Select Type Error and Log name system. Now the event will trigger when new errors appear in the Windows NT System Log.

Now, create a Send e-mail task to send an e-mail to your e-mail address:

Task properties [ x|
e | ol
Type [Send e-mai =] T Inastive

E-mail | Eonnecll Actwllyl Upl\onsl

~Server Send mode
e — ) Servicel
SR & ConsoleRunaer
[~ Recipient Aftachment

To | To admin@myco. _I

| r

e | Eailit attachment s missing

[ Messane
Subjert |5rver message
@ Message text I ﬁ
© File name =

oK I Cancel | Help |

Instead of typing a message in the Message text field, insert a dynamic data code by clicking the right mouse button:

Task properties
Mame | T
Type  [Send emal =] I Inactive
E-mail | Connect | Activi| Dptions |
[ Server Send mode
. Ve r Gewice
erver fpe & ConsaleRunner
~Recipient Attachment
To [To admin@myes =] I [=]]
[ Failif atiachment is missing
~Message
Suect [eorver mesiage
% Message text | ;I
1 File name 5
Wnda J
Lo Cancel Hel
o ancel Help

The Insert code window will open. Select the event you’ ve just created. This will produce a list with available dynamic data:

Monitor Windows NT

Event Log Event
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Insert code

~aActive Object;

Message that triggered the event
Message event ID

Message source name

Trigger date in short format

Computet rare -
Origin 1iser acoount

Trigger date in long format LI

0k | Conced | el

Select* Message that triggered the event and select* OK' :

Insert code

[~Active Object;

L= C—
look Far spstem ermars
weeeeenT rghgeeemeemees

tMeszage that triggered the event
Meszage event 1D

Message source name

Trigger date in short format

Computer name =
(rigin user account

Triager date inlonq fomat =

TR ,: I Cancel | Help

The Send e-mail task message field will now contain a dynamic data code:

Task properties
Hame | T
Type  [Send email =] I Inactive

E-mail | Connect | Activi| Dptions |

=

[ | Eailif ttachment s missing

[~ Server Send made:
5 TP ) Eeivive.
STVt bype & SorscleRUnmer
~Recipient Attachment
To _I

~Message
Subject I
& Message text {251000.elmsg} ;I
" File name I =l

0K | Coned | Hel

Link the objects and the process will look similar to this:

=

look for system errors natify admin

If a new error occurs in the Event Log, the Monitor Windows NT Event Log eventis triggered. The Send e-mail task will then

send you an e-mail containing the actual message as itappears in the Event Log.

For more information on dynamic data codes, refer to the Dynamic Data part of the Advanced Topics chapter.

Monitor Windows NT Event Log Event
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Monitor Database Event

Event properties [ x]
Mame | Ha["
Tupe IMonllolDatabase j ™ Inactive
Database | Se:unlyl Actlwlyl Upl\onsl
rTest
Guery I
Database type |DDE'3 =l
[Databizse name I
[Result
Test type IEWG‘S =l
value |0
Test interval
’7Tasl query every [secs) |180 |
K I Cancel | Help |

The monitor database event can simplify designs where you need to periodically check static structures in your database for
changes. The principle of this eventis thatit polls the database with the query entered in the queryfield. By structuring the
gueryso thata numeric value is returned from the SELECT statement, allows a test to be generated.

The Connect tab is where you specify the Server/Source, User and Password for the SQL Server connection.
SQL Server: If you leave Database empty, queries will be executed in the default database of the specified SQL User.
The time interval between two successive tests is defined in the Test Interval field.

Results. The return value from the query can be evaluated against a test value. For instance if you wish to look for * NewSales’
and trigger a processing job when this value is greater than 1 create a SELECT statement to check for new records as in the
following example:

SELECT COUNT(*) FROM tblSales WHERE thlSales.IsNewSale=1

Effectively when a new sale is generated a record is created in the sales table tbiSales.

Each new record gets a flag on a field called IsNewSale setto True or 1 (by the software that creates the record). Simply count
the number of records that have this flag set.

By then selecting a test type of * Is More Than’ with a value of 0, means when new records are created this event will trigger.

For each record thatis processed setthe flag to 0 so that the event will not re-trigger.

Hints and Tips

This is a polled event.

Itis worth indexing the fields you will be declaring in the WHERE clause or declare the indexes in the SQL statement with hints if
your database supports this feature. This will prevent a table scan on your database and will reduce database server load.

Be aware of the trade off's with polled events. The higher the polling frequency the more accurately in time you receive a result
but the more load there is on the database. Abalance is always needed in this situation to match solution performance with
system performance.

The querymaybe an SQL  The value tested is the first column of the firstline returned by the query.
command, or a call to a
stored procedure.
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Monitor Process Event

Event properties [ x]

Meme | NE
Tupe IMonllol Pracess j ™ Inactive

Process | Activity | Optians |

Trigger when
" Process is junning

+ Process does not exist

Proces:

Process name |

Test interval
’7 Test process every (secs. | |20

K I Cancel | Help

Triggers the event when a process is running or does not exist. The eventis triggered when a modification of the state is

detected.

The process state is checked every Test process every seconds. The minimum testinterval is 5 seconds.

The process name should be entered in the Process name entryfield as it appears in the Windows NT Task Manager.
However, when specifying an executable name, do not enter the dot and extension (* .exe’ ).

Hints and Tips

The Monitor Process event has two trigger options. Select* Options’ tab from the object properties:

Event properties [ <]

Neme | Hal”
Type [Maritor Pracess =] I nactive

Proess | Activity Dptions |

e evert i tiggered

ifessege resnient |

~Trigger opior
& Take account of initial siuation

' Take accourt of nest change

0k | Cancal Help

Trigger option:

Take account of initial situation: the Process state is compared to the Trigger when option the moment the event
becomes active (after an apply changes or when the OpalisRobot Service starts). If they match the eventis triggered.

Take account of next change: the Process state is compared to the Trigger when option the moment the event
becomes active (after an apply changes or when the OpalisRobot Service starts). The event will not trigger until the

Process state changes atleast once and matches the Trigger when option.

To monitor multiple instances of identical programs or commands, they (the executables) should be copied and renamed so

OpalisRobot can monitor them based on their name.

Monitor Process Event
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Monitor Computer Event

Event properties [ x]
Hame | e
Tupe IMonllol Carmputer j ™ Inactive

Computer | Activity I Options I

Trigger when
’7(" Compuiter is started

+ Computer is stopped

Computer

Test using

o Windows Network
€ TCR/P Ping

Test interval
’7 Test computer every [secs.] 30 ‘

K I Cancel | Help |

Triggers the event when a computer is reachable or not. The eventis triggered when a modification of the state is detected.
The computer is tested for availability every Test computer every seconds. The minimum testinterval is 5 seconds.

When testing using TCP/IP Ping, input the TCP/IP name or IP address of the computer. When testing using Windows Network
layers, input the Windows (or NetBIOS) name of the computer.

Hints and Tips

The Monitor Computer event has two trigger options. Select* Options’ tab from the object properties:

Event properties [ x]
Meme | NE
Tupe IMonllol Carmputer j ™ Inactive

Computer | Activity  Options |
[After

\hen event is tiggered | Inen=] =]

Wessage recipiert. |

~Trigger optior

& Take accourt of iniial situstion

" Take account of pest change:

K I Cancel Help

Trigger option:

Take account of initial situation (default): the network state of the computer is compared to the Trigger when option

the moment the event becomes active (after an apply changes or when the OpalisRobot Service starts). If they match
the eventis triggered.

Take account of next change: the network state of the computer is compared to the Trigger when option the moment
the event becomes active (after an apply changes or when the OpalisRobot Service starts). The event will not trigger
until the network state of the computer changes at least once and matches the Trigger when option.
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Monitor Disk Space Event

Event properties [ x]
Hame | e
Tupe IMonllol Disk Space j ™ Inactive

Disk Space |Act|wty| Upl\onsl

Drriver
’7 Drrive Ic:\

Test
Fies spaceis |less =l owan [ [= =l
Test evary |50 seconds

K I Cancel | Help

Triggers the event when the disk space test meets the entered criteria.

When the eventis triggered once, itis nottriggered until the free space returns to a value that does not meet the criteria.

For example, if the tested value is 25% of free disk space:

Disk is 60% full, nothing happens.

Disk is 74% full, nothing happens.

Disk is 80% full, the eventis triggered.

Disk is 85% full, nothing happens because the level has not gone under the threshold.

Disk is 60% full, nothing happens.

Disk is 85% full, the eventis triggered because the level has gone under then over the threshold.

Hints and Tips

The Monitor Disk Space event can be replaced by a Monitor Performance Counter event. This event provides access to all
Windows NT performance counters, including Free Space.
For more information on the Monitor Performance Counter event refer to the Advanced Topics chapter.

The Monitor Disk Space event has two trigger options. Select* Options’ tab from the object properties:

Event properties
Hame I NDID
Type IMomlol Disk Space j [T Inactive

Disk Space | Activiy Options |

[After
When event s tiggered

Message recipiert. |

~Trigger optiorr
& Take account of inilial situation

" Take account of nest change

oK I Cancel Help

Trigger option:

Take account of initial situation (default): if the disk space test meets the entered criteria the moment the event
becomes active (after an apply changes or when the OpalisRobot Service starts), the eventis triggered.

Take account of next change: if the disk space test meets the entered criteria the moment the eventbecomes active
(after an apply changes or when the OpalisRobot Service starts), the event will not trigger until the state changes at

least once and then matches the entered criteria.

Monitor Disk Space Event
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Interactive Event

Hame | e
Tupe IInteractwe event j ™ Inactive
Activity | Dptions |
~Oecur
& Every day
) (i daps of template | =l
© On days defined by [EustEm
~Range
DOceours first datedime I 8/11/38 ﬂ I11 45am
Docurs ast dateding | 5411433 =] [11:48am
K I Cancel | Help |

Interactive events are entry points that can be used to pass on information (referred to as parameter) from external triggers:
Any OpalisRobot client, running in user or administrator mode;

The WinEwt3 and GenEW3 utilities;

Aremote OpalisRobot or OpalisRendezVous server.
An Interactive event has no configuration other than Activity and Options, which are available for all OpalisRobot objects.
Interactive events are useful when integrating with existing applications.
Most applications have a way of executing a command or program including a parameter: MS Office applications through Visual

Basic, Databases (Oracle, SQL, etc.) or network management applications. By making use of the WinEw3 or GenEw3 utilities
and Interactive events, these applications can be made to communicate with automated processes running on OpalisRobot.

Example
Information from an Interactive event can be passed on to another task using dynamic data.
Create an Interactive event and link this to a Send Message task.

Instead of typing a message in the Message text field, insert a dynamic data code by clicking the right mouse button:

Task properties [ x]
Mame | Ha["
Type  [SendMessage =] I Inastive
Massags | activity| Options |
~Type Severil
* On screen popup & | [nfarmation
€ OpalisRobot Client € Warning
 Windows MT Event Log ) Errcr,
User or computer name Imycumpulel
Message |
g
(20D
[Eany
Paste
ElErE:
el Cancal | Heb |

The Insert code window will open. Select the Interactive event you’ ve just created. This will produce a list with available dynamic
data:
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Insert code

~aActive Object;

Parameter -
Trigger date in short format

Trigger date in long format

Diay of trigger

Manth of tigger

“fear of tigaer

Hour of trigger LI

0k | Conced | el

Select’ Parameter and select’ OK’ :

Insert code

[~Active Object;

L= C—
Interactive
weeeeenT rghgeeemeemees

Parameter =
Trigger date in short format
Trigger date in long format
Day of trigger

Month of trigger

Vear of tigger

Howr of tringer =

TR ':I Cancel | Help

The Send message task message field will now contain a dynamic data code:

Task properties
Hame | T
Type  [SendMessage =] I Inactive

Message | Activity | Dptions |

Type Sewveril
% On screen popup | Informeation
" OpalisRobot Client = W arming
" Wwindows NT Ewent Log ) Efrar

User ar computer hame Im.'v'CDmDUIBI
Message I{ZBBDDD parami] |

0K | Coned | Hel

Link the objects and the process will look similar to this:

D

interactive popup

If the Interactive eventis triggered, the Send message task will display a message containing the actual parameter as it was

send to the Interactive event.

For more information on how to trigger an Interactive event and send a parameter, refer to the OpalisRobot Utilities chapter.

Interactive Event
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UTILITIES

SNMP TrapRedirector

The Opalis TrapRedirector service is a Windows NT service that automatically redirects SNMP traps received on the computer
to the Event Log. This allows OpalisRobot, through its Monitor Event Log event, to monitor SNMP traps.

To enable this feature, go to Control Panel | Services, select 'Opalis TrapRedirector' and click Startup. Set it to Automatic so that
it starts automatically when the system starts. When done, click Start to launch the TrapRedirector service.

This feature requires the SNMP service to be installed on the computer running the OpalisRobot service.

ConsoleRunner

s Opalis ConsoleRunner, ¥v3.50a [_IC1x]

F/12/99 2273 20 PM 4181 Inibializing....

5/12/932:23:20 PM [418] DpalisRobot directory is D:\Program Files\O palis\OpalisRobot3
5/12/39 2:23:20 PM (418) Reading registry...

B/12/99 2:23:20 PM [428) W aiting for a new request...

ConsoleRunner is a graphical application that communicates with OpalisRobot Service and launches tasks from the system
console when the Service requests it.

Itis useful for programs that do not run properly when launched by a Windows NT Service (such as some VB programs, MS
Office or 16-bit applications that need to access shared memory).

When the task has been triggered, OpalisRobot Service informs the ConsoleRunner utility, which then executes the task. In
order to launch the task, itis mandatory for ConsoleRunner to be running on the system console when the task is triggered.

To be sure that ConsoleRunner is always running, you may wantto add its shortcut in the Startup group of the user usually
logged on the system console.

You can also use the Auto Logon function of Windows NT.

For more details about the Auto Logon feature, consult Microsoft Knowledge Base, article No Q97597 (“ How to Enable
Automatic Logon in Windows NT”) and Q114615 (“ Bypassing Automatic Logon in Windows NT").

To protect the logged session against unwanted manipulation, itis possible to lock the console (pressing Ctrl-Alt-Del then Enter)
or to use a password protected screen saver.

*NOTE** When a program is running in ConsoleRunner mode is not possible to use Dynamic Data.
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WinEvt3

£ Dpalis WinEvt v3.0 mE B
OpalisRiobot Server |
Event name: I j
Parameter |
Opalis WinEvt v3.0 _
ok
Close:

WInEw3 is a graphical remote activation utility.
It lets you remotely trigger Interactive events from a Windows 95, Windows 98 or Windows NT computer.
It can be found in the folder where OpalisRobot was installed, a shortcut in the Windows taskbar is provided as well.

This utility returns 1 if execution was successful, or 0 if an error occurred.

WiInEw3 can run in automatic mode (it takes its parameters from the command line), or in interactive mode (where you type the
eventin a dialog box).

WinEw3 also allows you to pass a parameter (maximum length of 255) to an Interactive event.

Please note that you cannot trigger more than 333 events interactively with the evaluation version of OpalisRobot. After
triggering 333 events, you must restart the Service to enable remote activation again.

Security
To create a Windows NT Access to remote activation of events by WinEw3 is reserved to users of the * OpalisRobot
group, use the ‘User Users’ Windows NT group, if the latter exists on the server.
Manager’ program from
‘Administrative Tools’ or If the group does not exist, any network user can trigger events with WinEwt3. Therefore, we
click on the 'User recommend that you define the * OpalisRobot Users’ group. See the Security section.
Manager' button of the
toolbar. When a user that does not belong to the * OpalisRobot Users’ group triggers an event, he

receives an ‘ Access denied’ message.

Using WinEvt3 in Interactive Mode

Type the OpalisRobot Server and the Event name and click on the * OK’ button. Alternatively, you can select the Event name in
the list of events. Note: The list contains only Interactive events configured on the OpalisRobot server. You can use the optional
Parameter field to transfer an additional parameter (that will be transferred to other tasks as a replacement code).

Using WinEvt3 in Automatic Mode

All information for activation is passed from the command line. When using WinEw3 in Automatic Mode, any object can be
triggered (any event or task) based on their name. WinEwv3 executes the activation and returns 1 if the execution was
successful, or O if an error occurred.

Syntax of WinEvt3 command line is:

W NEVT3
Runs WIinEZ3 in interactive mode.

W NEVT3 / S=server_nane
Runs WIinEw3 in interactive mode, with ser ver _nane in the OpalisRobot Server field.

W NEVT3 / S=server _nane/ Ezevent _nane
Runs WIinEwt3 in automatic mode to activate eventevent _nane on server server _narne.

W NEVT3 / S=server _nane/ Ezevent _nane/ P=par anet er
Runs WIinEw3 in automatic mode to activate eventevent _nane on server server _nane, with par anet er as the
event parameter.

Note: the order of the qualifiers must be respected, and no spaces should be added between tokens.

Hints and Tips

Triggering OpalisRobot objects on a remote computer running the OpalisRobot Senvice requires a Client License on the remote
computer. Refer to the chapter * OpalisRobot Licensing Structure’ .
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GenEvt3

GenEw3 is a command line remote activation utility.

It lets you remotely trigger events or tasks from a Windows 95, Windows 98 or Windows NT computer.
OpalisRobot objects can be triggered based on their name or object number.

GenEwu3 can be found in the folder where OpalisRobot was installed.

Syntax of the GenEwvt3 command line utility is:
GenEuv3 \ComputerName] Event_or_task_name_or_number [Parameter]
Examples:
GenEwt3 101033
triggers task No. 101033 on the local computer
GenEwt3 Job_1"12 3"
triggers Job_1 on the local computer with parameter 1 2 3
GenEw3 \TheServer Job_1
triggers Job_1 on computer: TheServer
GenEw3 \TheServer "First Job"
triggers First Job on computer: TheServer
GenEwvt3 \TheServer Job_1 c:\Output
triggers Job_1 on computer: TheServer with parameter c:\Output

Hints and Tips

Triggering OpalisRobot objects on a remote computer running the OpalisRobot Service requires a Client License on the remote
computer. Refer to the chapter * OpalisRobot Licensing Structure’ .

StopShut

StopShutis a utility that interrupts the system shutdown during the countdown preceding it. Aminimum countdown of 30
seconds always occurs when the System Restart is used.

System Shutdown

This system is shutting down. Please save al
work in progress and log off. Any unsaved
changes will be lost. This shutdawn was
initiated by MYCOMPANT\Admin

Time befare shutdown :  00:00:30

"Message

To stop the current system shutdown, run StopShut.exe from the folder where OpalisRobot was installed.

This can be done only on the computer thatis performing the shutdown.

Wait

Waitis a command line utility that simply waits a given time.
It can be found in the folder where OpalisRobot was installed.

Syntax of the wait utility is:
Wait <number of seconds to wait>

Example: ‘Wait 30’ will wait for 30 seconds.
The wait utility can be used to delay execution of commands within batch files.
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ADVANCED OBJECTS

Link Adder

To combine more than two events or tasks, you can use a ‘Link Adder’ object. The * Link Adder’ can be found under * Advanced’
in the * New Object’ window:

New Obiject [x]
Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management
7 ” " 2] =
d\a H « H
< Link Adder Buildtask  TestFile Task  Enableor  Apply Changes
Disable.
5= e %
Hotes  Trigger Object  Service
Stated

Below are two example uses of Link Adders:

Trigger time Last task

Another batch program

The resulting task (‘Lasttask’ ) will be started when the three tasks (* Backup’ , * Abatch program’ and * Another batch program’ )
will be completed.

Trigger time

Last task

Llser request Another batch program

The resulting task (‘Lasttask’ ) will be started when * Backup’ completes and one of * Abatch program’ or* Another batch program’
also completes.

This example shows how to add an * emergency procedure to a job. Let's saythatthe * Backup’ task can onlybe run once a day.
If the * Abatch program’ fails, the ‘ Last batch’ task can still be launched if the administrator or a user triggers the * Another batch
program’ using the * User request’ interactive event.
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Build Task

New Obiject [x]

Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management

Bui

Link Add k. JTextFileTask  Enableor  Apply Changes
Disable.

=& 9 %

Createrepot  Compare Mates  Trigger Object  Service
atings Statted

W =
New. Help

The Build task allows you to automate the build of your development projects.

The first thing to do is to reference your compiler(s) on the Service Options. To do so, go to Options | Service | Add-ons tab.
Select Build Add-on and click Configure. Then add the name of your compiler and its path in the list (use the right button of your
mouse and the Tab key).

Then, create a Build task. Click on the right button of your mouse where you want to create the task and select New. Click the
Advanced tab, select Build task and press New.

Use the right button of your mouse and the Tab keyto add entries to the list of the builds that will be performed.

Selected:
Onlythe lines with the Selected column setto * Yes’ will be run. This allows you to run the task for just the build(s) that failed.

Name:
This is the name that you want to give to the build. It will usually be the name of the project you're compiling.

Once the line has been entered, double-click it to editits properties (this opens the Edit Build dialog). In this dialog, you have to
select the compiler that you want to use (which is defined in the Senvice Options, see the previous point). This is also where you
select the project to be compiled and add additional parameters.

Hints for Microsoft Visual C++ users:

In the Project Path, enter or select the project you want to compile (the .dsw file).

In the Parameters box, enter /'make "MyProject - Win32 Release™ to compile the "Win32 Release" target of MyProject. If you
want the build task to perform a "Rebuild All", add "/REBUILD" to the parameters.

The program to add in the Service Options is "C:\Program Files\Microsoft Visual Studio\Common\MSDevd8\Bin\MSDEV.EXE"
(in this example, "C:\Program Files\Microsoft Visual Studio" is the folder where Microsoft Visual C++ is installed).
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Text File Task

New Obiject [x]
Internet App. Monitoring | Paginy mance Monitor | Statistics | Zip
General A ced Advanced File Management

@ 7 WS

Lik Adder  Buld task\_TextFile Task _Jfnable or  Apply Changes
able.

) e
S
Createrepot  Compare Mates  Trigger Object  Service
stings Started
] =

The Text File task provides simple yet powerful functions to work with text files from OpalisRobot.

Text File
Mame: [ No [0
Twpe: [Appendine =l ™ Inactive

Tnseit e
Propetties | e~y e
~ Propert

Deletz line
Find firstline
File name: I

Line I

Feplace I

Lie rmter

The task has 5 functions:
Insertline: Inserts the entered line at the beginning of the file.

Append line: Appends the entered line at the end of the file.

Read line: Reads the line whose number is entered in the 'Line Number field.
Delete line: Deletes the line whose number is entered in the 'Line Number' field.
Find first line: Returns the first line where the 'String to Find' string is found.

Find all lines: Returns the number of lines where the 'String to Find' string is found. This information is also exported
as dynamic data.
Find and replace: Finds and replaces a string by another one.

Line feeds: Both <CR><LF> and <LF> are processed as ending characters for a line.

Dynamic data: Dynamic data published by other tasks can be inserted into all fields. If you insert a code inside a nhumeric field,
make sure the published data is numeric.

The task exports the following data:
‘text file name": The full path of the text file.

line": The full line (without carriage return and line feed characters).
'line number': Number of the line read, deleted or found (always 0 for Insert and Append line tasks).

Text File Task Page 60



Enable or Disable

New Obiject [x]
Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management
L « E
Link &dder Buldtask  TextFile Thgk  Enableor 4 Changes
Disable.
F3) A
O
Createrepot  Compare Hotes Trigger Object  Service
stings. Started

With this Task objects (Events or Tasks), on a local or remote OpalisRobot Service, can be setto Active (Type: Enable
Object(s)).

nable/Disable object(s)

ame
Iwpe  |Enable Dbject(s) B ™ Inactive

Computer name [S0L0 ] _|

=& OpalisRiobat
(1@ service Started after Reboat

i[04 resst counter
] test

Cancel Help

Usethe‘ ... button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.

Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder
structure).

Use your mouse to select any of the checkboxes left of the object names.

Click* OK’ when finished.
Upon execution of this Task, all selected objects on the specified computer will be setto Active.

The other type (Disable Object(s)) sets objects (Events or Tasks) to Inactive on a local or remote OpalisRobot Service.

Usethe' ... button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.

Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder
structure).

Use your mouse to select any of the checkboxes left of the object names.
Click* OK’ when finished.
Upon execution of this Task, all selected objects on the specified computer will be setto Inactive.
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Apply Change

New Object <]
Intemet App, Monitorng | Paging | Perfomance Monitor | Statities | Zin
Generdl Advanced | Advanced Slebemegagrt

= ©m = «q H )

Lik Adder  Buldtssk  TestFile Task  Erable o ply Chany
Disable.

E:
R 6=
Cresterepot  Compare Hotes  Trigger Dbject  Sewice
iings Started
[ || ]

This object will execute the * Apply Changes’ function on a local or remote OpalisRobot Senvice.

Apply Changes

Name | No [0

™ Inactive

Fropeties | activiy | Dptions |

Apply Change
{ =

Cene) Help

Any changes made (active / inactive settings for example) to one or more objects will be saved once * Apply Changes’ is

performed.

Usethe‘ ... button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the

Computer name field.

Hints and Tips

Applying changes to an OpalisRobot Service on a remote computer requires a Client License on the remote computer. Refer to

the chapter * OpalisRobot Licensing Structure’ .

Apply Change
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Create Report

New Obiject [x]

Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management

= @ = « W

Lick Adder  Buldtask  TextFile Task  Enableor  Apply Changes
Disable.

(&)= ? %

Create report g/ Compare Mates  Trigger Object  Service
atings Statted

W =
New. Help

With the Create report Task extensive reports in various text formats can be created.
Reports can be made for single or multiple objects, folders or entire OpalisRobot configurations.

Create report
Name | Ho [0
™ Inactive
Fropeties | advanced | Output | Activiy | Options |
O
Computer name -l &

Cancel Help

Usethe‘ ... button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.

Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder
structure).

Use your mouse to select any of the checkboxes left of the object names.

The report will be generated for the selected objects only.

The Advanced tab is used to select the time frame for which the report needs to be created and which types of information to
include in the report.

Name | o [0

™ Inactive

Fropetties Advanced | Duiput | Activty | Dptions |
[ Report

(% Execuled duing 0 dayls) 0 houis)
the last
[ 10 mindels) [0 secon )

) Execuiedibetiveen [N2047880 | ) ([ a0em PH ==
and [ 272493 x| [ aoempM =

[~ It in this rep

¥ The name of the ohisct(s) ™ The log detail
¥ The number of the obiect(s) [~ The statt date
¥ Thelog status I~ The end date
Cancel Help

Report tasks options
Executed during the last: here a period in days, hours, minutes or even seconds can be set.

Executed between: here you can set a period between calendar dates and 24 hour time periods.

Insert in this report options
The name of the object(s): will output the name of the object as it appears in the OpalisRobot Client Interface.

The number of the object(s): will output the object number as it appears in Object properties’ top right-hand corner.
The log status: will output the log status (running, completed or failed).

The log detail: will output the detailed log information.

The start date: will output the date & time on which the object was triggered.

The end date: will output the date & time on which the object execution completed.
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The Output tab is used to specify the output file name and format.

[ [x]

Name [ No [0

™ Inactive

Fropeties | Advanced Outpt | Activty | Dptions |

-
’V Report file name: [ ‘

If the report file aleady
’V & Overwite  Fail ‘

" Append " Create a fle with  unique name

File
’7 Fammat [ C5Y Delimited i3

Dl [
¥ Insett a line with column blss
Cene) Help
Usethe* ..." to bring up a file browser or enter the path and name in the Report file name field.

If the report file already exists options
Overwrite: will replace an existing output file.

Append: will append the new output file to an existing output file.
Fail: will not create a new output file if one with the same name exists.

Create a file with a unique name: will create a new output file with a unique name using following format:
nameYearMonthDayHourMinuteSecondMillisecond.extension (where name & extension are the same as entered in
Report file name).

File format options
CSV Delimited: the report will be stored as plain text with all values separated bya comma.
TAB Delimited: the report will be stored as plain text with all values separated by a tab.

Custom Delimited: the report will be stored as plain text with all values separated by a user definable separator. Use the
‘ delimiter’ field to enter any character as separator.

Insert a line with column titles option: this option inserts column titles as first line of the output file.
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Compare Strings

New Obiject [x]
Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management
* w @ Woc
Link &dder Buldtask  TextFile Task  Enableor  Apply Changes
Disable.
& P %
Hates Trigger Object  Service
Started

The Compare strings task is a logical operator that can be used to compare strings. Strings can be Dynamic Data produced as a

result of a database query or file management task.

Name |

No [0

™ Inactive

Fropeties | activiy | Dptions |

B

Testthat

[~ Task retum

If test is true, the task retums [T
Iftestis ke the sk tums o

Cene) Help

Enter the string to be tested in the * Testthat' entryfield. Use the right mouse-button to enter Dynamic Data.

The available logical operators are:

is equal to

is different than

matches the following pattern

does not match the following pattern

Enter the string to be compared to in the bottom text entry field. Again, you can insert Dynamic Data instead of typing a string.

The * matches the following pattern’ and * does not match the following pattern’ operators accept' * and‘ ?' as wildcards.
The * Case sensitive test' option can be enabled to make each string comparison case sensitive.

By default the Compare strings objectreturns 1 if true, and O if false. This may be customized by using the * Task return value’

option.

Compare Strings

Page 65



Notes Object

New Obiject [x]

Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management

= @ = « W

Lick Adder  Buldtask  TextFile Task  Enableor  Apply Changes
Disable.

P )
Cregterepot  Compare Nates _Jf Trigger Object  Service
atings Statted

L] =

The Notes objectis neither a Task nor an Event. It acts as a convenient way to add notes (comments, remarks, etc.) to
OpalisRobot automated solutions.

The Notes objects has no configuration, other than a text entry field:

Notes
‘ Name | Mo [
1=l
I
L]
Cancel Help

The text that has been entered becomes visible when:
modifying the notes object

enabling the Properties panel

Notes Object
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Trigger Object

New Obiject [x]

Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management

= @ = « W

Lick Adder  Buldtask  TextFile Task  Enableor  Apply Changes
Disable,

a2 £ el
bt
Createrepot  Compare Jrigger Obiect M Service
stings Started

The Trigger Object Task allows you to trigger objects on a local or remote OpalisRobot Service.

Trigger object

Name [l No [0

I~ Inactive

Fropetiss | activty | Options |

Obi
Computer name = & .|

Parameter

Cancel Help

With this Task objects (Events or Tasks), on a local or remote OpalisRobot Service, can be setto Active (Type: Enable
Object(s)).

Usethe* ..." button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.

Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder
structure).

Use your mouse to select any of the checkboxes left of the object names.

Click* OK’ when finished.

Upon execution of this Task, all selected objects on the specified computer will be setto Active.

The other type (Disable Object(s)) sets objects (Events or Tasks) to Inactive on a local or remote OpalisRobot Service.

Usethe‘ ..." button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.

Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder
structure).

Use your mouse to select any of the checkboxes left of the object names.
Click* OK’ when finished.

Upon execution of this Task, all selected objects on the specified computer will be setto Inactive.
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Service Started

New Obiject [x]

Internet App. Monitoring | Pagina | Perfomance Monitor | Statisics | Zin
General Advanced Advanced File Management

= @ = « W

Lick Adder  Buldtask  TextFile Task  Enableor  Apply Changes
Disable.

) e
S
Createrepot  Compare Mates  Trigger Object} ~ Service
stings Started
] =

The ‘ Service Started’ eventis triggered when the OpalisRobot Senvice is started.
You can use this event to start or continue an automation sequence as soon as the OpalisRobot Service starts.

Trigger object
Name | No [0
™ Inactive
Fropeties | activiy | Dptions |
Obie
Computer name [CLONE_Y - D
005 EventLog |
S8 m (= Tclochory | anagemen |
[& Alpha Processes

& Prowy Processes
= [J& SSE_Server Processes
[1 Reboot Corfimation SSE_Server
n’(‘-?. Start RAS Confimation
& Stop RAS Corfimation
O<% 1 Goto Main meru

s 15top FiAS on SSE Server =l
Parameter |
Cancel Help

Usethe‘ ... button to browse the network for systems running the OpalisRobot Service or just enter the computer name in the
Computer name field.
Use the button to connect to the selected computer, it will display all available objects including the hierarchy (folder

structure).
Use your mouse to select any of the checkboxes left of the object names.

Click* OK’ when finished.
Upon execution of this Task, all selected objects on the specified computer will be triggered.
Hints and Tips

Triggering OpalisRobot objects on a remote computer running the OpalisRobot Service requires a Client License on the remote
computer. Refer to the chapter * OpalisRobot Licensing Structure’ .
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Service Started After Reboot

New Object <]
Intemet App. Monitoring | Paging | Performance Monitor | Statistics | Zin
General Advanced Advanced Flle Management
T |

= ou & 9%

Createrepot  Compare Hates Trigger Object  Service
atings Stan

Hew. Cancel Help

The * Service Started after Reboot' eventis triggered when the OpalisRobot Senvice is started within 10 minutes after a system

reboot.

You can use this eventto continue or start an automation sequence after a system reboot.

Service Started After Reboot
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PAGING TAB

Send to Pager

The send to Pager task requires a modem supported by Windows NT to be installed on the system running the OpalisRobot

New Obiect [x]
General| Advanced Paging | Perfomance Montoring | Statisics | 25 |
SendtoPager

Hew, Cancel Help
Pager
Name [ No [0
™ Inactive
Message | Connection | Activiy | Dptions |
i
County Fhone number

P | Password [

Message

Cancel Help

The Send to Pager task provides paging capabilities to OpalisRobot. It can send alphanumeric messages to paging services
supporting the TAP protocol (they almost all do) and numeric messages to paging services supporting DTMF sequences only.

To configure the task:

In the Message tab, enter the information necessaryto connect to the paging service as well as the message you

wantto send.

In the Connection tab, you may change the protocol settings and select which modem you want to use for the

connection to the service.

Hints:

When using the DTMF protocol, you can add one or two commas (the
the pick up of the line by the paging service and the sending of the Message. You add these commas at the
beginning of the Message field.

without the quotes) to add a delay between

Depending on the DTMF service you are using, you may need to add a # sign (without the quotes) at the end of the

Message field.

Send to Pager
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PERFORMANCE MONITORING TAB

Monitor Performance Counter

New Object [x]
Geneal | Advanced | Advanced File Management
Intemet App. Monitoring | Paging ~ Performance Monior | Statistics | Zip
5
Honko )
Performance:
Counter
Coed |t

With this event you have the tools for measuring the performance of a local computer (the computer running the OpalisRobot
Service).

On a Windows NT system you can view the behavior of objects, such as processors, memory, cache, threads, and processes.
Each of these objects has an associated set of counters that provide information about device usage, queue lengths, delays,
and information used to measure throughput and internal congestion.

For more information on Windows NT Performance Monitor refer to the Windows NT documentation or the Windows NT
Resource Kit.

Performance Counters are ideal to monitor a mission-critical system’s or application’s condition at regular intervals. By
integrating performance monitoring functions with OpalisRobot's rich messaging features, powerful alerting processes can be
created with ease.

Statistics AddOn - Event [x]
Hame: [ Mo [0
™ Inactive
Counte Test | agvanced| Activiy | Options |
~Test
Object B
i
Counter Instance
[is different than = o

f Cancel Help
Object
Usethe ' ...” button to selectan object to monitor on the local computer.

The * Counter from’ window appears.

Counter from solo
o
Dbjects

Instances

Pracessor Time is edpressed as a percentags of the elapsed tfime thata = |
piocessal is busy srscuting a orde thiead. 1t can be viswed as the
raction of the time: spent doing useful work. Each processoris assigned

an Idle thread in the Idle process which consumes those unproductive:
processor cycles not used by any other threads.

[
Cancel

From this window (which is very similar to the Windows NT Performance Monitor, * Add to © window) you can select the Object,
Name (name of the counter) and Instances. The Definition text field shows the definition of the selected counter.
Once an Object and Counter have been selected click * OK’ .

The main window will now show the selected Object, Counter and Instance.
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Statistics AddOn - Event [x]

Hame: [ No [0

I~ Inactive

Counter Test | Advanced | Activi | Dptians |
Test

Object dd

= =l |[Tewe

Counter Instance
[% Processor Time, [0

5N

[is different than

is equal o
is Iower than

is lower than or equals to
iz more than

is more than or equals to

Cancel Help

Use the drop-down list to define a threshold rule. Following rules are available:
Is differentthen

Is equal to

Is lower than

Is lower than or equals to
Is more than

Is more than or equals to

Enter a value in the numeric entryfield on the right side of the drop-down list. The value entered relates to the counter selected
(i.e. % Processor Time can have a value between 0 and 100). Click * Add’ to enable the rule.

Statistics AddOn - Event [<]
Hame: [ No [0
T~ Inactive
Counter Test | advanced | Activiy | Options |
Test
Object 2
[Serverwiork Gueues (|

Counter Instance
[Bytes Sent/s=c [o

[is more than orequa to 7] [750000

£7% Processor Time is more than 90
I Bytes Sent/sec' is more than or equals to 750000

Cancel Help

Itis possible to create multiple rules. Just select another Object or Counter, select a rule, set a threshold value and click * Add’ :

‘AND’ logic applies for multiple rules entered. This means all rules have to be true (meet the rule’s requirements) at the same
time for the Eventto trigger.

Under the * Advanced’ tab the Trigger option and Interval can be configured.

Monitor Performance Counter [<]
e | wo [
T~ Inactive

Counter Test Advanced | actviy | ptions |

Trigg
{ ¥ Trigger only when the thieshold is passed ‘

‘ Test counter every [5 Secands ‘

k)| cancel Help
(I | | |

The Trigger only when the threshold is passed option’s behavior is as followed:

Selected (Default): each time that the conditions on counters are tested: if the rule’s new state is TRUE while previously FALSE,
the eventis triggered.

Example: imagine you measure your server’s performance using the % Processor Time counter. You've created a threshold rule
“ if more than or equals to 80'. If the counter’s value changes to 80% the Eventis triggered. If the counter’s value then changes to
90%, the Event not triggered. If the counter’s value changes back to 20% nothing will happen (it does not meet the threshold
rule’s requirements). If the counter’s value changes back to 80% or more, the Eventis triggered.
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Not selected: each time that the conditions on counters are tested: if the rule’s requirements are met, the eventis triggered.

Example: imagine you measure your server’s performance using the % Processor Time counter. You've created a threshold rule
“ if more than or equals to 80'. If the counter’s value changes to 80% the Eventis triggered. If the counter’s value then changes to
90%, the Event is triggered again. If the counter’s value changes back to 20% nothing will happen (it does not meet the
threshold rule’s requirements). If the counter’s value changes back to 80% or more, the Eventis triggered.

The Periodicity option sets the interval each time the selected performance counter(s) are tested.

Please note that testing rules for multiple performance counters at short intervals produces extra CPU load.
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STATISTICS TAB

Monitor Counter

New Object [x]
Geneial | Advanced | Advanced File Management
Intemet App. Moritoring | Paging | Peromance Montor  Statistcs | zip

Monitar  Modiy Counter
Counter

With statistics functions you can analyze the occurrence of a certain Event or Task (or even groups of Events or Tasks).

You can use counters to store any numeric data that you want and manipulate it during the execution of the automated jobs.
Acounter can be used to allow or block access to a certain resource. If the counter value is 1, then access is granted and the
counter is setto 0. When the resource is released by the job, it sets the counter back to 1.

Access to statistical information makes it possible to create very powerful automated processes.
Examples:

“If this error occurs more than 3 times per day, warn the Network Administrator on his mobile telephone”
“If this productis out of stock more than 2 times per month, inform the Purchase Departmentvia e-mail”

The Statistics Add-on also provides features to modify collected statistical data (see). Obviously this enables you to create even
more powerful automated processes.

Example:

“If this productis out of stock more than 2 times per month, increase the amount of products ordered from the manufacturer by
10 and inform the Purchase Department of the fact that they should negotiate a better price!”

Configuration

Counters are defined globally for the OpalisRobot Service.
To configure the Statistics Add-on go to: Options, Service, Add-ons.

Service Options

General Add0rs | Licensing | Activity Templates | Closed Diays |

OpalisRiobat 2E0 e
Performance Moritor Add-on
Statilics Add-on

Deserplion
Let you ereate, manipulate and do statistical tests on counters and groups of
counters.

Close Help

Select the Statistics Add-on and click * Configure...”.

Statistics AddOn service options

Counters | Groups |
- Counter definition————————————————————
Name 24
Defaut value [0 e
[¥ Save counter values when the service is stopped
Counters

Name: Enter the name of your counter here.

Default value: a numeric value can be entered here. It will be used as initial value.

The Save counter values when the Service is stopped option can be set for each counter individually. It will store all counter
values so theywill not be lostthe next time the OpalisRobot Service restarts.
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The Counters field will display the counter name, default value and the fact that the counter value is saved or not if the
OpalisRobot Senvice stops.

Use the * Add’ button to add a counter to the Counters list.

Use the * Remowe’ button to remove a selected counter from the Counters list.

Statistics AddOn service options

Counters | Groups |
-G

- Counter definifon

Name Ll
Dotk voko I
[ Savs counter valuss when the servics is stopped
Counters
System Flestar Count, 0, Saved
ek cancel

By double clicking a counter from the list, its options can be changed. Select* Set' to accept the changes, select‘ Cancel’ to
cancel the operation.

Note that counter values must be integers ranging from
-2147483647 to 2147483647. Entering an invalid value will warn you about this fact.

With the Statistics Add-on you can also define groups of counters.
Select the Groups tab to open the Groups window:

Statistics AddOn service options

Counters Graups |

Name [ 2 |
Bemove

Groups ﬁ

Memberls] of Server

Avalable counter(s) Members)

Cancel

Define a group name and use the * -->' and ‘' <--* symbols to add or remowve any of the available counters to the Member(s) list.
Use the * Add’ and ‘Remowe’ buttons to add or remove groups.

Monitor Counter

| Advanced | Advanced File Management
Intemet App, MOMging | Faging | Perfomance Monkar  Statistcs | Zip

Monitor  Modyf Counter
Counter

The Monitor Counter Event can be used to test the value of one or multiple counters using threshold rules.

Counter Test
The default window (Type: Counter Test) looks like this:

Statistics AddOn - Event [x]
Hame: [ No [0
Iyps:  |Counter Test d ™ Inactive

Courter Test | Advanced | Activiy | Dptions |

Test

Add

Covrter [System Restart Counter = =
FEmave
=] [

[is diterent than

s equal o
ic lowser than
is loweer than o equals
is more than
s more than or equals

Cancel Hel
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Use the drop-down list to define a threshold rule. Following rules are available:

Is different then

Is equal to

Is lower than

Is lower than or equals to
Is more than

Is more than or equals to

Enter a value in the numeric entryfield on the right side of the drop-down list. Click * Add’ to enable the rule.
Itis possible to create multiple rules. Just select another Counter, selecta rule, seta threshold value and click * Add’ .

‘AND’ logic applies for multiple rules entered. This means all rules have to be true (meet the rule’s requirements) at the same
time for the Eventto trigger.

The behavior of the Counter Test can be altered using the Advanced tab:

Statistics AddOn - Event

s | vl

Type: |Courter Test B I Inactive

Counter Test Advanced | actviy | ptions |

:

Tiigger arly when the thieshold i passed

Cancel Help

The Trigger only when the threshold is passed option’s behavior is as followed:
Selected (Default): if the counter’s rule state is changed, the Eventis triggered.

Example: imagine a counter with a value of 9 and the threshold rule * if more than or equals 10'. If the counter’s value changes to
10 the Eventis triggered. If the counter’s value then changes to 11, the Eventis not triggered (the threshold is not passed, has
not gone under 10). If the counter’s value changes back to 9 nothing will happen (it does not meet the threshold rule’s
requirements). If the counter’s value changes back to 10 or more, the Eventis triggered.

Not selected: if the counter meets the rule’s requirements, the Event is triggered.

Example: imagine a counter with a value of 9 and the threshold rule * if more than or equals 10'. If the counter’s value changes to
10 the Eventis triggered. If the counter’s value then changes to 11, the Event is triggered again. If the counter’s value changes
back to 9 nothing will happen (it does not meet the threshold rule’s requirements). If the counter’s value changes back to 10 or
more, the Eventis triggered.

Statistical Test

The other Monitor Counter Event type (Statistical Test) can be used to perform a statistical test on the value of all the counters
belonging to a group. Itis a very handy wayto check a set of conditions on multiple counters and to build a new kind of logic in
OpalisRobot3.

For instance, you can check if the percentage of counters in a group that have a value between 10 and 100 is more, less or
equal to 50%.
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Monitor counter [<]

Hame [Statisical test on group Counters No [325551
Tope:  |statistical Test B ™ Inactive
Counter Test | Statistcal Test| Advanced | Actiiy | Options |
[ Test
Add
Counter ['member of group® hd
Eeroie
i diterent than =l
o | [ITmember of orous i lover than 100
I |1 member of groun s mere than 10
I
)
Cancel Help

In the Counter Test tab, create rules to be checked on counters from the group that will be selected in the Statistical Test tab.
The following rules are available:

Is different then

Is equal to

Is lower than

Is lower than or equals to
Is more than

Is more than or equals to

M onitor counter [<]
Mame: |Statistical test on group Counters [ B
Type: [Sratitical Test 2 B =
Courter Test Statistical Test | advanced | Activiy | Options |
~Test
Add
Group | Courers [ -

FErmove
EE | e |

s diterent than

i IF Petcentage of counters veiifing Counter Tests'is more than 50%

Cancel Help

In the Statistical Testtab, use the drop-down list to choose the group of counters you want to perform a statistical test on. Then,
create rules on the statistic threshold. Available rules are identical to ones above.

Apractical application could be : “ Check if the number of unexpected returned values of a set of task is acceptable or not” .
Sayyou make a lot of queries in a database. You want to verify that they don’ treturn an unexpected value more than an
average 10 times per day.

Define a counter to count the number of unexpected values returned by a task. Make a link from a database execution task to a
counter task incrementing your counter. Condition on the link is « return <0 ».

Create one counter for each of your database execution tasks.

Define a group called “ UnexpectedValues” and make all those counters member of this group.

Now define your statistical test event as « If more than 10% of counter from group “ UnexpectedValues” have values more than
10, send an e-mail to the administrator » by:

Adding rule “ more than 10” in Counter Testtab” that will be applied to every counter of the group,
Selecting “ UnexpectedValues” group in the statistic Test tab and adding rule: “ If more than 10%" .
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Modify Counter

New Obiect [x]

| Advanced Fils Management
| Performance Montor ~ Stalstcs | Zip

The Modify Counter Task can be used to Increment, Decrement and Set the value of a Counter.
The default window (Type: Modify Counter) looks like this:

Statistics AddOn - Task [x]
Hame: [ Mo [0
Type: [Modiy counter 2 I Inactive
Modity | Activy | Optons |
Modiy

Counter | System Restart Counter =

Action | Increment valus -

Step valie ey

Set value

Cancel Help

Use the Counter drop down list to select a counter.
Use the Action drop down listto select the action you like to perform.
Use the Step value field to enter the desired value.

Note that counter values must be integers ranging from
—2147483647 to 2147483647. Entering an invalid value will warn you about this fact.

The other Modify Counter or Get Value Task type (Get counter value) can be used to retrieve the value of a specified counter.

Executing this Task will produce a return value (which will be the value of the specified counter).

Statistics AddOn - Task [x]

Hame: [ No [0

I Inactive

Get | activiy| Dptions |

Counter [System Restart Counter L3

The task simply retums the value of the counler.
Use this retum value in the properties of the fink
by double-cicking on a ink.

Get caunter

Cancel Hel

Modify Counter
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ADVANCED FILE MANAGEMENT TAB

Advanced File Management Objects

[ <]

Intemet App. Monitoring | Paging | Perfomance Monitor | Statistics | Zin
General Advanced Advanged File Management

2 o & o

FileLists  File Transfer  Folder Intermet Compress
Management Mansgement  Transfer

TestlfFile  Delete File List
Exists Entries

Hew Help

The Advanced File Management add-on offers advanced ways to transfer files. Each task performs one of three basic functions
managing file lists, transferring files or manipulating files. Each object offers scheduling, logging and the ability to trigger another

object based on the return value (or completion status) of the object.

The add-on includes 7 tasks:

File List Management (create, load, save, merge, compare file lists)

File Transfer (copy or move the files contained in a list)

Delete File List (delete files or folders contained in a list)

Folder Management (create or delete folders)

Internet Transfer (transfer files contained in a list using the RDV protocol)
Compress (compress files from a listinto a zip archive file)

Testif File Exists (checks if a file exists)

Advanced File Management Objects
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File List Management

In order to use the file transfer tasks provided with the add-on, itis important to
understand what a file listis and how it works. Afile listis a named list of files.

[

Hame [ No [0

Ivpe  |CreateFile List ™ Inactive

**Note** Afile list does not contain the actual files (i.e. the data) but their name and path
as well as information like their size, timestamp, attributes, a security checksum.

Ut Fie it
Ereate Lkt 5 e Fils Lit
List Propd Compare Lists
Merge Fie Lists
Folder path

R [ KN

™ Irchids sl File lists are memory objects existing during the context of a specific OpalisRaobot job.
Fis i) When the job (a sequence of tasks linked together) ends, the file lists information is
Fils st name :_Deatmwwam . removed from memory. To make file lists persistent and reuse them across jobs, you
- can use the File List Management task to save a file list.

Each job usually holds several lists. Itis important to clearly name the lists in order to
select the one that contains the exactfiles you are interested in manipulating.

ok | Cncel Help |

The File List Object has 6 Types of Tasks:

Create List

This task creates a list of the files and sub-folders contained in a specified folder. It creates a snapshot of the specified folder on
the hard drive. You have to name the list, this name is used to reference and access the files in the list. **Note** Two lists
cannot have the same name. If you use the name for two lists when using the Create List task, the second list will be merged to
the first.

Save List

This task saves a file listto a disk. The file is saved in a binary format. If the * Save As Text' boxis checked, the file will be in text
format with a file name per line. Additional options let you add a header, footer and prefix or append a string to each line.

Load List

This task loads a listin memoryfrom a file. The file has to be saved by a previous Save Listtask (notusing the Save As Text
option).

Merge Lists

This task merges two selected lists. Afile name already presentin the resulting listis not added a second time (no duplicates).

Compare Lists

This task compares two lists. Typically, you will choose to compare different snapshots of a folder in order to know what files to
transfer or to delete. The task can create the list of new or modified files, of deleted files, of files with modified attributes or
security, or the list of unchanged files. The timestamp is used to determine differences in a file.

Add File to List

This task adds a single file to a list.. The actual file is not added to the list but its name, timestamp, size, attributes, etc.

Publish List

This task publishes the contents of the selected list through dynamic data. For more information on dynamic data, please read
the Dynamic Data section.

Subtract List

This task removes content from a listinto another. It outputs a list with the entries that were removed and a list of entries that
were not found.

Compare 2 Sites

This task compares two similar folders on two different locations (different folders or different computers) and generates all the
necessary “to do” file lists in order to replicate changes that occurred in the folders. The * Conflicts’ Tab inside this object
provides optional lists that will receive the name of conflicting files. Possible conflicts are: Files updates on both sites or Files
updated on one site and deleted on the other one. The resolution of conflicts depends on the intended application, it can be
saving the files from one site and updating it with the ones of the other, alerting the administrator for a manual update, etc.
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File Transfer Objects

*NOTE** The Copy and Move functions require client licenses. To determine the number

Advanced File Management Add-on

of client license you require count the number of destination computers you are
Mame | Mo [0 . . . . . .
- o transferring files to. Once a client license has been allocated to a destination computer
you cannot reuse that client license in another file flow.
Fram list named .
S— . Copy File(s)
Outp
ﬁj{]ﬁ:ﬁ:]:jﬁ:f;:j';‘:j“;? Copyfiles from a specified list to another destination.
[Copy Fikes) =l
Move File(s)
Cop o il et . e -
B [ Movwe files from a specified list to another destination.
0K | cencel | Heb |

**Note** both Copy File(s) and Move File(s) items have unique name, fail and overwrite
options as well as the ability to copy attributes and security information.

Copy Security

Copy the security of specified files only.

Copy Attributes
Copythe attributes of specified files only.

Copy to Multiple Recipients

Copyfiles to several destinations. The destination folders (whether local or remote) must be listed (one per line) in a text file.
Remote folders must use the UNC notation (* \server\shared-folder\sub-folders\' ).

**Note** OpalisRobot comes with 3 clientlicenses. This means it will only copyto 3 destinations (assuming the client licenses
are not being used by another function such as remote administration). If you wish to open distribution privileges to more
computers you will need more clientlicenses. Please contact your Opalis dealer for more information.
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Folder Management

Moo | [ Create Folder

Lp= M N I Insctive

Prapeties | Lagging | Activits | Options | /
F’fa'“' ke / 4 | Delete Folder

Allows you to create new folders or to delete a folder and/or its contents.

The Delete Folder task has 3 delete options: delete if empty, delete empty sub-folders
Cedefoder ___________ and delete files and sub-folders. Use caution when using the third option as there is no
undelete option.

elete folder
Replicate tiee

Replicate Tree

e T [ & Replicates an entire file listto a specified location.

Examples

Periodically transfer new or modified files:

To setup this solution, use a Date/time event or a Monitor File-system event to trigger the job. If you use a Monitor File-system
event, make sure you enter no filter and select the No History option. This will avoid the historyto be keptin memory.

After this starting point, create the following task:

a Create List task, that will create a snapshot of the folder that contains the file to transfer inside a list hamed ‘current
state'.
a Load Listtask, that will load a file named 'previous.bin' inside a list named ‘previous state'.

a Compare List task, that will compare the 'current state' and ‘previous state' lists and generate a list of the new and
modified files (called 'new/modified files").

a File Management task, that will transfer the files of the 'new/modified files' list to the destination folder. In order to
implement a retry mechanism, the failed files will be sentto a list called ‘'failed files'

a Sawe Listtask, that will save the 'current state' list to the file 'previous.bin'. This way, next time the job is launched
the current state will be taken as the previous situation and only the new/modified files will be transferred.

Note: to prevent the job to transfer all the files the firsttime itis launched, you can create a Create Listtask directly linked to a
Sawe Listtask. These two tasks would list the files and save them inside the previous.bin file so that the file be present the first
time the job is launched and only transfers the files that have been created or modified since the execution of this two-task job.
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Internet Transfer

*NOTE** The Internet Transfer Object requires the OpalisRobot service to be

Intemet Transfer task
e | wr installed on the originating and destination computer.
™ Inactive ) . . .

_ : The Internet Transfer Object enables you to transfer files from a file list using the RDV
Fe e e | protocol (file transfers between dial-up computers through the Internet) or via a direct
[ Copy the fiesfomtis | = connection (through the LAN, the Internet or dial-up connection through RAS).

o FD“:’:_ Inthe * Source’ section select the file list name (one that you have already created).

Transter mode————————————————————,
€ pestivseees —— In the * Destination’ section enter the folder name and select whether you want to allow
€ Etablish diect connection incoming transfers. If allowed, incoming transfers can be restricted to specific hours
Hest name ot P addiess and days of the week. If an incoming password is set, this password will be required to
el set up the RDV Transfer task on the remote computer that will send files to the local
Ok | Cancel | Hep | CompUter'
In the * Transfer Mode’ section selectthe RDV protocol mode or Direct Connection
option.

General Addons | Licensing | Activity Templales | Closed Days |

[ Coniue | **Note** If you choose the RDV protocol you need to configure the protocol settings in
|t | the service options prior to use the RDV Transfer task.

ager
Performance Monitar 360 =l

Descripton To configure these options, go to Options | Service, click the Add-ons tab and select
(ﬁ:::,gf:”F“EMWWNW“"‘a“S‘SD'”°‘*-SS‘”EE””HD"D'°'M°' Advanced File Management in the list. Press the Configure button and input the
settings in the tabs.

Internet Transter Configuration [ ]

The RDVID is a unique string that identifies computers exchanging files through the
RDV protocol. The primary and secondary RDV servers can also be entered in this
tab, onlythe primary server is mandatory.

hosess | Connect System |

RDV Ideniif
[ RDV |— Walidation |_ ‘

i~ RDV Server

Please note that this task does not allow transfers to or from OpalisRendezVous. To

e [ use the RDV protocol the destination computer mustalso have the OpalisRobot v3.6
e service running with a unique serial number and product key.
M Options " Incoming Logging Level The RDVID is the OpalisRobot serial number. During the evaluation process, unique
Packet Options KBytes  Law . . . .
- RDV IDs can be requested by sending an e-mail to info@opalis.com.
" High
Cancel
Internet Transfer task [x]
Hame [ Mo [0
™ Inactive

Propeties  Transfer optiors | Logging | Activis] Optons |
~Dutput

T~ ‘wiits the list of kransferred file:
™ i the list of failed files to ,—

~If destination file exists

& Dwernite
£ Skip fle
" Creats file with 2 unique name

" Same as original

= Time of hansfer

"Deshnahnn date

Attempt to connect for [100 minutes ‘
0K I Cancel Help
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Compress

A e e The Compress object compresses files from a selected file list. It uses a PkZip-
compatible algorithm so you’ Il be able to view and extract files generated with this task
using tools like PKZip or WinZip.

Hame [ No [0

™ Inactive

Frapartes | Activiy | Dptions |

Conprese The Compress objectis ideal for archiving files, minimizing size for file transfer and adds
:'“'“t“h“““ JEI more security to replicated files.
0 archive |—

Compression level Hane -
I~ wiite the archive

name o this list

oK | Cancel Help
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Test if File Exists

The Test If File Exists task simply checks whether a file exists. If the file does not
v | T exist, it fails. If the file exists, it completes successfully. Modify the link properties to
- [ select which condition you want to test.
Testit fle exists | activita] Options |
Test that this file exi
( File name [ |

Cancel Help
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Delete File List Entries

Hame | No [0
Tupe I Inactive
Transfer praperties | Logging | Activity | Dptions |
From list named [ |

I™ Delete same named files from the: destination directory only

Destination folder |

Outpu

I~ Wwite the list of completed files
I~ Wwite the lst o Failed fles to

ok | cancel Help

The Delete File List Entries task deletes entries (files or folders) from the selected file
list. It does not delete the list from the memory, just the files or folders contained in

that list.

Delete File List Entries
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INTERNET APPLICATION MONITORING TAB

Monitor/Test Internet Application Objects

Gm‘ | Adwrced | AcvenosdFie Hansgement The Monitor Internet Application and the Test Internet Application objects work
Intetnet App. Manioring | Paging | Perfomance Montoring | Stafitcs | Zin the same way. The only difference is that the Monitor Object has an additional
Frequencyfield that allows you to select how frequently the test will be done.
Mokt Testinel The other difference is that the Test object features a Custom application type
gt Applzdlon that lets you test any Internet application, even ifit's notincluded in the
event predefined tests.
When you create a Monitor Internet Application event or a Test Internet
Application task, you first select the type of application you wish to test. There is
= el bop | 5 predefined Internet applications you can monitor using the add-on:

Intemet Connectivity

Hame | Mo [0

I™ Inactive

Puoperties | iy | Optons | \>|Web HTTF] =

E-mal [SMTF)
EMai [FOP3)
FTP

DNS

C
Seiver name of address
I~ Port number fif not default]

Coninection imeou

Frequer
IV 10 secondis) Test every {120 secondis]

0K | cancel | ben |

Web (HTTP protocol)

The testis done byrequesting the default page of the Web server. Enter the server name or IP address, and the IP portifit's not
the default one (80 for the HTTP protocol).

Outgoing Mail (SMTP protocol)

The testis done by connecting to the IP port of the mail server. Enter the server name or IP address, and the IP portifit's not
the default one (25 for the SMTP protocol). Additionally a message can be sent to verify that the SMTP relay works. This test
doesn't check that the mail goes through to the destination e-mail address (this can be done using the OpalisRobot

E-mail Add-on, visit www.opalis.com for more information).

Incoming Mail (POP protocol)

The testis done by connecting to the IP port of the mail server. Enter the server name or IP address, and the IP portifit's not
the default one (110 for the POP protocol). Additionally a connection can be done to verify that a specific mailbox can be
accessed. This testdoesn't read messages waiting in the mailbox (this can be done using the OpalisRobot E-mail Add-on, visit
www.opalis.com for more information).

FTP

The testis done by connecting to the IP port of the mail server. Enter the server name or IP address, and the IP portifit's not
the default one (21 for the FTP protocol). Additionally a connection can be done to verify that a specific account can be logged
on. This testdoesn't exchange any file.

DNS

There two possible tests: Either checking a specific server and the accuracy of its results (by checking that a specific name
gueryreturns a specific IP address), or checking that the default DNS is accessible on a port different than the default one (53
for the DNS protocol).
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Custom test

Acustom testis a set of actions that allow you to test any Internet protocol or application. You add actions to the list by clicking
the Add or the Insert buttons. Actions are:

Open Port opens a connection to the specified server on the specified IP port.

Send Data sends the specified data. If the data is not a text or if it's too big, save itinside the file and click the Send
data from file option.

Receive Data receives data from the other end of the connection. If the data has to be tested orused on a
subsequent OpalisRobot task, check the Publish as dynamic data option and select the generic slot that will be used
for the data. You can also save the data inside a file and decide on what the task should do if the file already exists.

Close Port: closes the IP connection. This is usually the last step of the test.

Hints on how to implement a test:
Start by creating a Date/time event that you link to the first task implementing your test.
The Date/time event will contain the frequency of your test (e.g. every 5 minutes).

When you have added the action thatis receiving the data that you want to test, make sure the received data is
published as dynamic data and save the task. Then link the task to a

Compare strings task (from the Advanced tab) and select the proper dynamic data code to be compared to the value
that you want. Based on the result of this test, you can link to different tasks.

Make sure the Send data and Receive data are executed at thre right moment. The application can be temporarily
blocked and data can be lost if the both ends are trying to send or receive data at the same time.

Note: You can have actions on several tasks. For example, you can have an Open Port and a Send Data in one task. Then a

Receive Data in another task linked to the processing of the received data, then a Close port action on a third task. Just link the
task together and the connection will be carried from one task to another.
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ZIP TAB

Zip Task

General |
Inkemet App. Monitering

Advanced | Advanced File Management
| Paging | Perfomance Monitor | Statistics ~ Zin

Zip Task,

Cangel Help

The Zip task gives you all the basic functionality of the well-known PKZip or WinZip utilities. Howewver, instead of calling an

external pr

ogram, all Zip related functions are now available directly from within OpalisRobot.

Using the Zip task, you can Compress files into an archive, Decompress archives and Test archives using the * Type:’ drop-down

menu.

Compress Files

With this function you can compress one or more files into an archive.

Task properties B
Mame : || Na Il]
Tupe: ICompless files j ™ Inactive
Compress |Activity| Dptionsl
Chcton———————
Add =
-~ Folder
DOrigin Folder I _I
I Iriclde sub folders
 Mask or file name
& Eiers) _ o |
Lrchive hame I _I
— Compression optian:
LCompression level INnne j
Ok I Cancel | Help
Action:
‘Add’: Adds files to the given archive name. If the archive contains a file with identical filename it will be overwritten
(updated).
‘ Move’: Adds files to the given archive name. Since this function moves files, all existing files will be deleted from the
origin folder. If the archive contains a file with identical filename it will be overwritten (updated).
‘ Update”: Replaces (updates) an existing entry in the Zip archive onlyifithas been modified more recently than the
version already in the Zip archive. Please note: this function will only work on existing Zip archives.
‘ Refresh’: Replaces (freshens) an existing entryin the Zip archive onlyif it has been modified more recently than the
version already in the Zip archive. Unlike the update option this will not add files that are not already in the Zip
archive. Please note: this function will only work on existing Zip archives.
Folder:
* Origin Folder’: Enter the path that contains the files you wish to add to the Zip archive. The * ...” button will bring up a
file browser.
“ Include sub-folders”: Select this option if you want sub-folders to be scanned for files as well. The Zip Add-on will
include the sub-folder information in the archive.
‘ Mask or file name”. Use this field to enter a mask (* and ? are supported) or file name. Example: *.Xis will only add
files with the .Xs extension to the archive.
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* Filter(s): Use the filter option to create more complexfilter rules. Example: in cases you wish to include all files with
the .XIs extension except*97.xs.

‘Archive name’: Enter the path and name of the Zip archive. The * ..." button will bring up a file browser. If no path is
given (i.e. only a filename) the Zip Add-on cannot create the archive.

Compression options:
The Zip Add-on supports 4 compression levels: * None’ ,‘ Low’ , ' Medium’ (default value), * High’ .

If you only need to create an archive without compression selectthe * None’ option. Because the files are not compressed this is
also the fastest option.

If you need maximum level of compression selectthe * High’ option. This is the slowest method of compression, but achieves the
smallest possible Zip archive.

For general use the * Medium’ option will give the best speed/compression ratio.

Decompress archive

With this function you can Decompress one or more Zip archives to a specified folder.

Task properties E2
Hame : I Ha ID
Tupe: IUncumpress archive j ™ Inactive

Uncompress |Activily | Options |
— Folder

Archive name I
£~ Mask or file name 1 |
% Filter(s]
Destination folder I _I

™| Ereate folders if does pok evist

— If destination file exist

£ Ovenwite
C Fal
" Unique name

Cancel | Help |

Folder:
‘Archive name’. Enter the path and name of the Zip archive. The * ..." button will bring up a
file browser.
‘ Mask or file name’: Use this field to enter a mask (* and ? are supported) or file name.
* Filter(s): Use the filter option to setup more complex filter rules.
‘ Destination folder”: Enter the path where the Zip archive(s) should be extracted. The * ...’
button will bring up a file browser.

‘ Create folders if does not exist’: Select this option if you want the Zip Add-on to create sub-
folders in the folder specified in ‘Destination folder’.

If destination file exists:
‘ Overwrite’: This option will overwrite existing files when Decompressing the Zip archive.
‘ Fail: This option will skip files that already existin the * Destination folder'.

 Unique name’: This option will give a unique name to a file, if the file name already exists in
the * Destination folder'.
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Test archive

With this function, Zip archives can be tested.

The Test archive function provides information about compression type, level and possible errors. All information will be entered
in the OpalisRobot log.

Task properties [ =]
Mame : | Ha IU
Tupe: ITest archive j I Inactive

Test |Act|\f|t_u| Dptlnnsl
Archi

Archive name | _I

Cancel | Help |

Enter the path and name of the archive you wish to testin the * Archive name’ field. Use the * ..."” button to bring up a file browser.
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DYNAMIC DATA

Dynamic data

Dynamic data lets you create dynamic jobs, i.e. jobs that have a generic configuration and can adapt to the context dynamically.

Let's take an example. Say you hawve a file-processing program that requires the name of the file to process as a parameter in its
command-line and you want to launch it each time a file is new or modified in a monitored folder.

Unless the file name is always the same (which is a big limitation in functionality in nowadays-powerful platforms), you would
need to create a job for each possible file name. This is OK if there’s only 3 different possibilities but what if the file name
changes ten times a day?

Thanks to the dynamic data feature, you do not need to know the name of the files when you create the job. You just have to
insert a special code (using the Insert dynamic data dialog) and the code will be replaced at run-time by the actual name of the
new or modified file.

How it works:
Don't worry, there is no Each event or task publishes data that can be of use for the following tasks.
waste. The dynamic data
information is saved For example: all events and tasks publish information about the time at which they were
internally only if a task is triggered. File management events and tasks publish information about the file they manage
using it. (name, folder, size). Service management tasks publish information about the Service they

manage (name, status), and so on.

You can use dynamic data  To insert a dynamic data code, use the right button of the mouse when the cursoris in a

codes only in tasks. character field of the configuration of a task and select‘ Insert code’ : This opens the Insert
code dialog:
Event/Task properties Dynamic data codes
wore oo ™ ~Active object
. Emrm T i s svet
Miassage | ety | Optons | oA A
i i Calc
& On screen popup & HHformation, Charmap
© OpalisAohot Administator 1 Weming Clack
€ windows NT Event Lag € Enor gg;":pa "
test C5
User/Computer name T -
I file extension
[t file nalme [no path)
oy file name [UMC farmat]
Faste. file name [local format]
Delete Tngger date in short format h
Seleonel|
[ | cowd | e ok | cacd | Hen |
Unless you are familiar In this upper list of the Insert code dialog, click on the event or task from which you want to use
with OpalisRobot, itis dynamic data. Then, selectin the lower list of the dialog, the type of dynamic data that you
better to use the Insert want to use and click OK.
code dialog to add a code
to a field. Aspecial code is then inserted in the configuration field of the task. This code will be replaced

where itis bythe run-time value of the given data.
The code is composed of
the event or task number
and a variable-length code
that identifies the type of
the data.

You can use dynamic data codes in all character fields of the configuration of tasks.

If there are several instances of the same code (say several new files), the given task will be launched once for each instance of
the data.

If a task uses several dynamic data codes from different events or tasks and if any one particular piece of information is missing,
the task is not launched.

Viewing the result of the * Process files automatically Wizard is a good wayto learn how to use dynamic data.
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String Manipulation Functions

OpalisRobot’s string manipulation functions can be used to extract parts of a dynamic data code.
You can use these functions in all character fields.

Instr
Instr() function and arguments are replaced by the position of the first occurrence of one string within another.

Syntax: Instr(stringl, string2)

Stringl String expression being searched.

String2 String expression sought.

If string2 is not found, the function and arguments are replaced by 0.

If string2 is found within stringl, the function and arguments are replaced by the position at which
match is found.

Right
Right() function and arguments are replaced by a specified number of characters from the right side of a string.

Syntax: Right(string, length)

String String expression from which the rightmost characters are returned.
If string is empty, the function and arguments are replaced by an empty string.
Length Numeric expression indicating how many characters to return.

If 0, function and arguments are replaced by an empty string.
If greater than or equal to the number of characters in string, the function and arguments are
replaced by the entire string.

Left
The Left() function and arguments are replaced by a specified number of characters from the left side of a string.

Syntax: Left(string, length)

String String expression from which the leftmost characters are returned.
If string is empty, the function and arguments are replaced by an empty string.
Length Numeric expression indicating how many characters to return.

If 0, function and arguments are replaced by an empty string.
If greater than or equal to the number of characters in string, the function and arguments are
replaced by the entire string.

Trim functions

The trim functions and arguments are replaced by a copy of a string without leading spaces (LTrim), trailing spaces (RTrim), or
both leading and trailing spaces (Trim).

Syntax:
LTrim(string)
RTrim(string)
Trim(string)

The string argument is any valid string expression. If string is empty, the trim function and arguments are replaced by an empty
string.
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Mid
The Mid() function and arguments are replaced by a specified number of characters from a string.

Syntax: Mid(string, start, length)

String String expression from which characters are returned.
If string is empty, the function and arguments are replaced by an empty string.
Start Character position in string at which the part to be taken begins.

If start is greater than the number of characters in string, the function and arguments are replaced by
an empty string.

Length Number of characters to return.

If there are fewer than length characters in the text, the function and arguments are replaced by all
characters from the start position to the end of the string.

Len

The Len() function return the number of characters in a supplied string.

Syntax: Len(string)

String | string expression for which the length is sought. If string is empty, the function returns zero.

Example

Agood example of a string manipulation function in use, can be found in the * Execute commands received by e-mail’ wizard.

Select a wizard [<]

E-mail Execute commands received by
E-mail auto-redirect e-mail

E-mail new or modified files

D escription:
- Execute commands received by e-mail (Eresie cmEr s i by
- Schedule an e-mail reminder e-mail and reply with the output of the
{21 EventLog execution.
{2 Files
(& Network éfﬂn‘j‘;ﬁn requirsd:
{21 Programs
{22 Schedule Authar.
{21 Semvices Dpalis
- - RomatiEe Copyiicht
Opalis. 1933

Version
1.00 (EMS)

IV Show this diskog when cornecting to an empty server Concel_|

This wizard builds a job that allows you to send e-mails containing commands to your NT system. OpalisRobot will read the e-
mail, execute the command and even reply with the output!

By sending an e-mail with a subject starting with ‘execute’ followed by the command, OpalisRobot will try and execute the text
after * execute ‘ :

—t

Subject: Iexecute dir c2h]

To take * execute’ out of the dynamic data, a string manipulation function is used in the Program Execution task:

Command | Mid 356867, popsuby’, 8, 200]

Install the E-mail Add-on and run this wizard to see how it works.
The E-mail Add-on can be found on the Opalis CD-ROM or downloaded from www.opalis.com.
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Triggering Events or Tasks from External Programs

Thanks to OpalisRobot's WinEwt3 and GenEW3 utilities, itis possible to trigger OpalisRobot objects from many applications.

Most applications have a way of executing a command or program including a parameter: MS Office applications through Visual
Basic, Databases (Oracle, SQL, etc.) or network management applications.

By making use of the WinEwvt3 or GenEw3 utilities and Interactive events, these applications can be made to communicate with
automated processes running on OpalisRobot.

Hints and Tips

Triggering OpalisRobot objects on a remote computer running the OpalisRobot Senvice requires a Client License on the remote
computer. Refer to the OpalisRobot Licensing Structure chapter.
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SECURITY

Security Information

Service

Windows NT provides the security for actions performed by the OpalisRobot automation engine. File access rights and other
permissions (system shutdown, etc.) depend on the account assigned to the OpalisRobot Senvice.

If you do not enter a valid user name or press Cancel in the Service account dialog at install-time, the account assigned to the
Senvice is the * System’ account. Itis recommended that you change this user because it has rights on the local machine only.

Client

The OpalisRobot Client can run in administrator mode (where eventhing is possible) or in user mode (only“ read” operations are
accessible: the user can read the log, view objects’ properties, trigger interactive events; itis not possible to create, modify or
delete objects or log entries).

By default, the security is not activated and anyone running the OpalisRobot Client will have administrator access to a freshly
installed OpalisRobot Service.

By creating a registry key on the server (called “ OpalisRobot Security key’ ) and managing security of this key, the system
administrator manages accesses allowed to the OpalisRobot Clients. The access can be denied, in user mode orin
administrator mode.

To create and modify the rights of the OpalisRobot Security key, use the REGEDT32.EXE program (warning: be cautious when
editing the registry) and create a key (not a value) called “ Security’ under HKEY_LOCAL_MACHINE\Software\Opalis\Robot3.
To manage security once the keyis created, select the key and use the Security | Permissions command.

How it works:
When the key does not exist, the user has access in administrator mode.
If the key exists, the access depends on how the user can open the key. If the access assigned to the user accountis:

Full control: the server window of the OpalisRobot Clientis opened in administrator mode
Read: the server window of the OpalisRobot Clientis opened in user mode.
If the user is notlisted or not a member of any authorized Windows NT group, the access is denied.

Summary
To access OpalisRobot in administrator mode, a user must have:

Access to the OpalisRobot Security key with Full control access (if it exists).

Either a Read/Write access to the hidden “$” share of the drive on which the OpalisRobot Senvice is installed or to the
OpalisRobot3 folder using a share named “ OpalisRobot" .

To remotely trigger events and tasks, the user must also have the right to use the remote activation, see next section.
To access OpalisRobotin user mode, a user must have:

Access to the Security registry key (the key MUST exist).

Either a Read access to the hidden “$” share of the drive on which the OpalisRobot Senvice is installed or to the
OpalisRobot3 folder using a share named “ OpalisRobot" .

To remotely trigger interactive events, the user must also have the rightto use the remote activation, see next
section.

Security Information Page 96



Remote Activation

The remote activation is the ability to:

trigger events and tasks from the OpalisRobot Clientin administrator mode;
or to trigger interactive events from the OpalisRobot Clientin user mode or from the WinEwvt3 program.

The * OpalisRobot Users’ Windows NT group controls the access to the remote activation. Beware! If the * OpalisRobot Users’
group does notexist (as a local group on the computer on which the OpalisRobot Service is installed), anyuser can use
WiIinEwt3, GenEwt3 or the OpalisRobot Client to trigger interactive events.

Also note that the * OpalisRobot Users’ group is first checked for as a local group, if it does not exist and one is present on the
domain then this is used instead.

Remember that the OpalisRobot Client, WinEwvt3 and GenEwt3 are very powerful tools because a user can indirectly perform
many actions on the server.
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External configuration

Remote Access Service

To install Remote Access Senvice, use the Network icon in the Control Panel (Add Software command, select* Remote Access
Senvice’ ). For more information on installing Remote Access Service, see Windows NT documentation.

Input names used in the configuration of RAS tasks are the names that you input in the Windows NT "Remote Access Service"
(also called Dial-up Networking) program.

ODBC

The latest ODBC drivers can be obtained from http://www.microsoft.com/data/odbc/

SQL Server
The SQL Server pack An SQL Server for Windows NT client must be installed before you can use OpalisRobot* SQL
contains a clientkit. Server’ functions. The Microsoft Windows NT SQL Client can connect to Microsoft or Sybase

Please call your Microsoft ~ databases.
or Sybase dealer if you

would like more The purchase of OpalisRobot does notinclude any SQL Server client licenses.
information about SQL
Server licenses. If you use TCP/IP sockets to connect to the SQL Server, the name to inputin the * Server’ field

in the * Editevent/task’ screen is the name setup in the * SQL Client configuration utility
program in the * SQL Server for Windows NT' group.

MS Mail

The MS Mail user inputin the task configuration must exist when the task is executed. The * OpalisRobot Interface’ program
does not check that this user exists at the time of the input.

Because of MS Mail for Windows NT development kit availability, the * Simple MAPI' interface is used to send MS Mail letters.
Experience shows that sending several mails simultaneously can cause errors.

The use of ConsoleRunner is recommended when you want to send E-mails using MAPI. When setting up an MS Exchange
task, input the profile name in the user name field. The profile must existin the configuration of the account assigned to the
Service.
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ADD-ONS

Types

An OpalisRobot Add-on is a file that resides in the OpalisRobot folder and that extends the OpalisRobot Service and/or Client.
An Add-on can add new events and tasks to OpalisRobot, it can add wizards to the New Object dialog, modify the OpalisRobot
Client program by adding menus, buttons and dialogs, etc.

Visit www.opalis.com for information about the Add-ons available for OpalisRobot.

You can also develop your own Add-on using the OpalisRobot Add-on SDK. See Add-on SDK section later in this chapter.
You can view the name and properties of the Add-on installed in several places depending on what they do.

Installed Add-ons

Service Add-ons

If the Add-on adds functionality to the OpalisRobot Service (for example new events and tasks) itis listed in the * Add-ons’ and
‘ Licensing’ tabs of the Options | Service dialog.

If the Add-on has Service-side options, you can view or modify them using the Configure button. If the Add-on does not have
such options, the button is disabled. To view a short description of what the Add-on is doing, click on its name in the list.

Service Options <] Service Options

General Addons | Licensing | Activty Templates | Closed Days |

Configure...

Log

an
Intemet Application Add-on
Pager

Performance Monitor 360 =l

Deescipion
Advanced Fils Management with fle lists pracassing and RDY protacal
Wansfers

General| Addaons  Licsnsing | Activi Templates | Closed Daps |

License.
Build Add-on 360
Intemet Application Add-on 260
Pager EC |
Serial number [0 Disard

Praduct Key Change
License Type [Evalualon Ediion

e | Hep | Help

If the Add-on has licensing options, you can view or modify these options using the Licensing tab:

Client Add-ons

If the Add-on adds functionality to the OpalisRobot client (for example, dialogs to edit new events or tasks, or wizards), itis listed
in the '‘Add-ons’ tab of the Options | Client dialog. To view a short description of what the Add-on is doing, click on its name in
the list.

If the Add-on has client-side options, you can view or modify them using the Configure button. If the Add-on does not have such
options, the button is disabled.

Client options [ <]

General | oy Addons |

Internet Application Add-on 360 = Lorfiaie:

Pager 380
Pertormance Manitor EL |
Stalistios 360
Test Fil 360
ik |

I~ Disable autamatic Add-an instalation

FTTHE | Caneel Help
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Automatic installation of Client side

An Add-on can require some specific program extensions to be installed in order to run.
Itis usually the job of an installation program to make sure that every needed part of the program will be there when you want to
run it.

To free you from running the setup program 10 times if you have 10 workstations, this installation process has been added to
the OpalisRobot Client.

Please note that this The OpalisRobot Client can automatically install
function is not available in (i.e. retrieve necessary program extensions) the Client-side of an
all Add-ons Add-on when the user connects to a server.

This process takes place when the OpalisRobot Client detects new
or upgraded Add-ons.

Checking the status of installed and required program extensions is done when the ‘Connecting...” window is displayed, right
after you pressed the Connect button in the Connect To dialog.

Checking Add-on "wizard dIf.

If you do not want this auto-installation to be done, check the * Disable Add-on auto-installation’ option. If you do so, please note
that you will not be able to use the Client-side functionality offered by Add-ons unless you install the required program
extensions in the client computer.

The auto-installation frees the network administrator from installing the Client portion of an Add-on in all the computers where
the OpalisRobot Clientis installed. For example, if there is one server and 25 client computers, the Add-on has to be installed
once on the server and that's all. If this function is disabled, the network administrator will have to install 25 times the Client
portion of the Add-on.

SDK (Software Development Kit) Add-on

The Add-on SDK lets you develop your own OpalisRobot Add-ons. This is a powerful way to write server-based applications or
simply to extend the functionality of OpalisRobot.

An evaluation version of the Add-on SDK is available on our web site at http:/Avww.opalis.com.

For more information about the Add-on SDK, please contact your Opalis reseller.
For more information about OEM options available, please email to info@opalis.com.
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TROUBLESHOOTING

Common Questions

If OpalisRobot Fails to Start

Please check the following points:

Check recent error messages on the Windows NT Event Viewer. See Messages.
The server is running Windows NT version 3.5 or later.
Contact us. See Technical Support.

If OpalisRobot Runs in Evaluation Mode instead of Retail

To be sure that the OpalisRobot license information is properly enter:

In the Client, connect to the server (in administrator mode). Select Options | Service | Licensing, click on the
OpalisRobot line and input the serial number and key. If the keyis correct, there is no message when you click OK. If

the key s incorrect, you get an error message.
Restart the Service.

If You Cannot Connect to a Server

Please check the following points:

If you’ re using Windows 95, check that Microsoft Remote Registry Services is installed on the system. Itis available
on Windows 95 CD-ROM: folder * Admin\Nettools\Remotereg’ .

If you’ re using Windows 98, check that Microsoft Remote Registry Services is installed on the system. Itis available
on Windows 98 CD-ROM: folder tools\reskitinetadmin\remotereg’

You have sufficient rights to connect: see the

Security section.
Contact us. See Technical Services.

If a Task Does Not Start or Fails

Please check the following points:

OpalisRobot Senvices can be configured to execute under the LocalSystem account. This accountis not a regular
one and has limitations (for example, it cannot connect to remote computer).

Change the account used bythe Service with an Administrator’s account or one of your accounts. To do so, use the
Services applet of the Control Panel (Startup button, select Log On As, This Account).

Check that the required software for this task is installed on the server (RAS for RAS functions, TCP/IP for SMTP
email and ODBC for ODBC functions). If required software is notinstalled, the log will display an alertlog entry for
each object that failed to start.

The "Active / Inactive" option for objects in the automation sequence.

Incorrect dynamic data codes can prevent the task from being started when they are not replaced. Make sure that
the codes used in the task configuration actually correspond to the events or tasks that triggers it.

If you are using the OpalisRobot evaluation version, the program will only run the first three active tasks in the
"Events, tasks and links" list. Use the "Active / Inactive" option to enable the tasks that you want to test.
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If You Have Orphaned Nodes

m] m]

Reqular daps
An orphaned node is an event or task that cannot be modified because the Add-on that created itis notinstalled anymore. You
can view the name of the Add-on that created it in the Properties panel.
Ifitis not useful anymore because the Add-on was permanently removed you can safely delete it.
If you want to keep it, you can leave it where itis. As soon as the Add-on is re-installed again, the object will be displayed again

as an Add-on event or task. However, take care notto keep itin a middle of a job, because the Service will notrun itand all
tasks located after itin the job chain will also not be run.

If You Cannot Obtain the Results You Want
Please contact us! We will be pleased to help you set up whatever you want to do.

We have all the experience and knowledge that you need. Please do not hesitate to let us know about your problems,
regardless of whether you are a novice, an experienced user or in the process of evaluating OpalisRobot.

See Technical Services.
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Messages

The messages described in this section may occur in the OpalisRobot Client or in the Event Viewer.

OpalisRobot Client Messages

The message number is located in the title of the message window.

OpalisRobot Service Messages

The Event Viewer is OpalisRobot Senvice messages are sentto the Application section of the Windows NT Event
located in the Viewer.

"Administrative Tools"

group. You can also click The message number is displayed between square brackets at the beginning of the text
onits toolbar button. message, for example: [173].

Task Log Messages
When a task fails to execute, an explanation of the failure is added in parenthesis in the task execution status.

Messages Beginning with INT
Messages that have a name beginning with INT should not occur during normal use of OpalisRobot.

If you see such a message, please write down all the steps that preceded it and then contact Technical Services.

Messages From SQL Server

Messages from SQL Server are identified by the "SQL_error" code. These messages contain a severitynumber and a message
explaining the error.

For more information about SQL Server error messages, please refer to the Microsoft SQL Server for Windows NT
documentation, and especially the "SQL Server Troubleshooting Guide."

Messages From ODBC
Messages from ODBC are displayed on the Task Log. The message is usually preceded by the ODBC driver name.
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Technical Services

The OpalisRobot free Technical Assistance Service is available in several ways. We will strive to answer your question as
quickly as possible in all cases.

Please note that Technical Supportis accessible to users of the OpalisRobot evaluation version. We are happyto help you
evaluate OpalisRobot.

Electronic Mail

Contact Opalis engineers directly by sending electronic mail to the following address:

support@opalis.com

World Wide Web

Browse updated technical and marketing information, get the latest files and goodies from our Web site at:

www.opalis.com

Phone

See contact details on the first page of this manual.
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Evaluation Version

The evaluation version allows you to test all OpalisRobot functions and determine if OpalisRobot satisfies your needs.
Please check our Web site at www.opalis.com or call us to obtain the most recent version.

The evaluation version is limited in the number of objects that you can use simultaneously and the maximum time during which
the Service can be run:

When it starts, the evaluation version of the OpalisRobot Service will only take into account a limited number of
objects, namely the first 33 active events, the first 33 active tasks and the first 33 active links;

The OpalisRobot Service will stop after 30 days of operation. After these 30 days, the Service cannot be restarted;

You can remotely trigger 333 events with the Client, WinEwt3 or GenEw3 ultility.
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