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Introduction

To display a live Citect project in an Internet browser, you need to combine the content of the
project pages and the current data these pages present using standard, Web-based communication
protocols. To understand the communication architecture for the Vijeo Citect Web Client, it's
easiest to consider the role each of the following components play in achieving this outcome:

¢ Citect Web Server - Performs the server-side functionality of the system. It operates by
accepting requests from the client, and providing a response to the client when the client’s
details are authenticated. It then directs a client to the graphical and functional content of a
Vijeo Citect project and the location of the runtime servers. This information is stored on the
Web Server when a Vijeo Citect project is configured as a "deployment". A Vijeo Citect
Web Server can contain multiple deployments.

¢ Citect Runtime Servers (including the I/O Server, Alarm Server, Trends Server and
Reports Server) - Monitor the physical production facility and contain the live variable tag
data, alarms and trends that the Web Client will display.

e Web Client - provides the platform to merge a deployed project's pages and content with
the raw data drawn from the runtime servers. Again, standard Web technologies are
necessary, so the client uses Microsoft Internet Explorer.



1. Architecture

The CitectSCADA Web Client allows the remote viewing and control of a live running CitectSCADA project
through internet explorer. The three components required are:

e Web server (CitectSCADA web server + Microsoft 11S)
e Run time servers (IO and RAT servers)
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Figure 1: CitectSCADA Communication Architecture

As we can see from the diagram, the WebServer acts as a Fileserver for project files, however the actual
data is still received directly from the SCADA Servers, as per a normal Display Client.



In the following example, the WebServer and SCADA Servers are on the same PC, but this does not always
have to be the case.

Hence, in this example only two PCs will be required:

||—|| Server
| Se—
e Server = CitectSCADA
] | s I
o Hosts the WebServer CitectSCADA ime__|  peployment 1

) Web Server P—
o Hosts SCADA Runtime Servers WO Alams Trends  Report
e (Client Microsoft IS Server Server Server  Server

o A ‘Display Client’ viewed via
Internet Explorer |
» Retrieves Project files from T !
WebServer i
= Receives Comms from v
SCADA Runtime Servers (]
Internet
Explorer

Weh Client

Client

Figure 2: Communication structure of example web client project



Important

User performing steps mentioned in this guide must be logged in with local
administrative privileges. If you are not logged in as a local admin to your windows

PC, please do so before continuing further



Server Side Configuration

The main benefit of Citect SCADA WebClient is that the majority of the configuration is ‘Server-Side’.

In most cases the Client PC does not require any configuration, as Internet Explorer will download the
required program files when the WebClient is first run.

However, in some corporate environments, some security settings are required to be modified on the client.
All ‘Client-Side’ settings are covered in a later section.

This section deals with the ‘Server-Side’ configuration.

2.  Software Requirements

There are only a few software requirements for installing and functioning of the Web Server component on a
PC. It is required to setup Internet Information Sevices (IIS) on the machine designated to be used as a web
server

This section covers IIS setup for
e Windows 7
e Windows Server 2008



2.1 IS Setup on Windows 7

The Windows IS World Wide Web service needs to be installed. Select:

e Control Panel >> Program and Features

fol o=
o~

Ou ||§ » Control Panel » All Contrel Panel Iterrs » - |"’f | | Searck Control Panel Fe |
Adjust your computer’s settings View by:  Smell icons ¥
F Mouse s Metwaork and Sharing Center 4
&1 Motification Arealcons NVIDIA Control Panel
B NVICIA Control Fanel || NVIDIA nView Desktop Manager
B Performance Infermation and Tools I! Personalization
H::I Phone and Modem 3 Power Cptions

| Programs and Features & Recovery

& Region and Language % Remotefdpp and Desktop Connections
& Sourd @1 Speech Recognition T
{§) Symantec LiveUpdate (32-bit] @ Sync Center
1% System .j. Taskbarand Start Menu
[ Troubleshooting 8, User Accounts 3
FE Windows CardSpace i Windows Defender
#® Windows Firewall B Windows Mobility Center
&1 Windows Update |?|

e Turn Windows Features on or off option on the left of the window.

@ Uv « All Control Panel lterns » Programs and Features v | 123 | | Search Programs and Features pe |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or
@ Turn Windows features on or Repair.
off
Install 2 program from the Organize + S 4 -@
network C
MName Publisher |+
£ Adobe AIR Adobe Systeml—l
B 4 dobe Flash Player 10 Plugin Adobe System
A A dobe Flash Player 11 ActiveX 64-bit Adobe System
EAdobe Reader9.3 Adobe System
[ A gent Ransack Version 1.7.3
[#ampla 5053310 Citect
ﬁhpple Application Suppert AppleInc.
2 Apple Mobile Device Support AppleInc.
e Software ate elnc.
() A pple Software Upd Applel
[ D VRS s
< | 1 | b

‘-———’l Currently installed programs Total size: 18.1 GB

v ‘4h./ 186 programs installed




e Expand Internet Information Services section and select required IIS settings as shown in
following screen shots (Table below each screen shots provide a short description on selected
options)

Internet Information Services-> Web Management Tools-> IS 6 Management Compatibility

[~} Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box m
feature is turned on.

= \§ Internet Information Services

[] |, FTP Server
= | Web Management Tools
= , I5 6 Management Compatibility
, I56 Management Console
J I56 Scripting Tocls
; I56 WMI Compatibility
J 0I5 Metabase and 05 6 configuration compatibility
, 0I5 Managerment Console
, IO5 Management Scripts and Tools

EOO0O

EO =

, I5 Management Service

IIS 6 Management | Allows you to use existing IIS 6.0 APIs and scripts to manage

Compatibility this IS 7.0 Web server.

IIS 6 Management | Installs the 1IS 6.0 Management Console. Provides support for
Console administration of remote IIS 6.0 servers from this computer
Management Allows this Web server to be managed remotely from another
Service computer via the Web server Management Console.




Internet Information Services-> World Wide Web Services-> Application Development Features

Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A fillec
feature is turned on.

= \f Internet Information Services

[ 1, FTP Server
, Web Management Tocls
= ; World Wide Web Services
= ) Application Development Features

| MET Extensibility

| ASP

. ASP.NET

E ) cal

 ISAPI Extensions

| ISAPI Filters

[] I, Server-Side Includes

.NET Extensibility | Enables your web server to host .NET framework managed
module extensions

ASP Enables your web server to host classic ASP applications

ASP.NET Enables your web server to host ASP.NET applications

ISAPI Extensions | Allows ISAPI extensions to handle client requests

ISAPI Filters Allows ISAPI filters to modify web server behavoiur

- 10 -



Internet Information Services-> World Wide Web Services-> Common HTTP Features

[~ Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A fil
feature is turned on.

= § Internet Information Services

[] | FTP Server

, Web Management Tools

= , World Wide Web Services
) Application Development Features
= ; Common HTTP Features

, Default Document

| Directory Browsing

, HTTP Errors

, HTTP Redirection

) Static Content

, WebDAV Publishing

EEEEEE

Default Document Allows you to specify a default file to be loaded when users do not
specify a file in a request URL

Directory Browse Allow clients to see the contents of a directory on your web server

HTTP errors Installs HTTP error files. Allows you to customize the error messages
returned to clients

HTTP redirection Provides support to redirect client requests to a specific destination
Static Content Server .htm, .html and image files from a web site

WebDAV Web based Distributer Authorising and Versioning. A protocol used for
Publishing publishing and managing contents to we servers

-11 -




Internet Information Services-> World Wide Web Services-> Security

Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box, A filled be
feature is turned on.

= ‘§ Internet Information Services

[ 1, FTP Server
; Web Management Tocls
= | Werld Wide Web Services
) Application Development Features
, Common HTTP Features
| Health and Diagnostics
; Performance Features
= | Security
, Bazic Authentication
. Client Certificate Mapping Authentication
, Digest Authentication
, IS Client Certificate Mapping Authentication
J 1P Security
, Request Filtering
, URL Authorization
, Windows Authentication

EOEOOOOE

Basic Authentication Requires a valid windows user name and password for connection

Request Filtering Configures rules to block selected clients

Windows Authentication Authenticates Clients by using NTLM (NT LAN Manager) or Kerberos

-12-




Once all settings are done, IIS setup options should look similar to this:

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check bowx. A filled box

means that only part of the feature is turned on.

=0 . Internet Information Services
[ Ju FTP Server
= @ | Web Management Tools
= @ | 056 Management Compatibility
[] || I56 Management Console
[] | O56 Scripting Tools
[] |, TS 6 WMI Compatibility
. II5 Metabase and 05 6 configuration compatibility
., IS Management Conscle
I [] | TS Management Scripts and Tools
. II5 Management Service
= [ L World Wide Web Services

/ = [E | Application Development Features
.. MET Extensibility
/ || ASP
i | ASP.NET
Il cal
. ISAPI Extensions
. ISAPI Filters
[ 1 Server-Side Includes

= ; Common HTTP Features
Default Document
Directory Browsing

J HTTP Errors

HTTP Redirection
Static Content

. WebDAY Publishing
[E || Health and Diagnostics
[ ., Performance Features

= W] | Security

Basic Authentication

TEEEEE"

Client Certificate Mapping Authentication
Digest Authentication

) I5 Client Certificate Mapping Authentication
J P Security

Request Filtering

URL Authorization

Windows Authentication

NOEO0000E

m

ok || cancel
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2.2 IS setup on Windows Server 2008

To enable the required IIS 7 components under Windows Server 2008, you need to do the following:

e Click Start, click Administrative Tools, and then click Server Manager.
¢ |n the navigation pane, right-click Roles, and then click Add Roles.
e  Step through the Add Roles Wizard as shown below:

Add Roles Wizard x|
Eg:% Select Server Roles
Before You Begin Select one or more roles to install on this server,
Server Roles Roles: Description:
Web Server (II5) [ ] Active Directory Certificate Services Web Server (1I5) provides a reliable,
g i 3 B : manageable, and scalable Web
Role Services [] Active Directory Domain Services application infrastructure.
i E Active Directory Federation Services
Confirmation [] Active Directory Lightweight Directory Services
Progress D Active Directory Rights Management Services
Results [ application Server
["] DHCP Server
D DINS Server
[ Fax server
[] File Services
[ Hyper-v
[ Metwork Policy and Access Services
D Print and Document Services
["] Rremote Desktop Services
[¥] web server (115)
["] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous I Next = Install Cancel

- 14 -



Add Roles Wizard

Web Server (IIS)

Before You Begin

Server Roles

Role Services

Confirmation
Progress

Results

Introduction to Web Server (IIS)

Web servers are computers that have spedfic software that allows them to accept requests from dient

computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role includes Internet Information Services (IIS) 7.0, a unified

Web platform that integrates IIS 7.0, ASF.NET, and Windows Communication Foundation. IIS 7.0 also features

enhanced security, simplified diagnostics, and delegated administration.

Things to Note

i ' Using Windows System Resource Manager (WSRM) can help ensure equitable servicng of Web server
traffic, espedally when there are multiple roles on this computer.

i ' The default installation for the Web Server (I15) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTF errors),
monitor and log server activity, and configure static content compression.

Additional Information

Owerview of Web Server (II5)

Overview of Available Role Services in IS 7.0
115 Chedklists

Common Administrative Tasks in IIS
Overview of WSRM

< Previous | Mext = I Install Cancel |
Add Roles Wizard _] ) |
Select Role Services
Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services: Description:

Web Server (II5)

Confirmation

Progress

Results

B [E web Server
=[] Common HTTP Features
[¥] static Content
[¥] Default Document
El Directory Browsing
[¥] HTTP Errors
[#] HTTP Redirection
[¥] webDAV Publishing
B [@ Application Development
[¥] Asp.NET
[¥] .MET Extensibility
[¥] asp
[] car
[/] 1SAPI Extensions
[#] ISAPI Filters
["] server Side Indudes
[ Health and Diagnostics
= [E security
[¥] Basic Authentication
[¥] windows Authentication

["| Dioest Authentication
More about role services

< Previous

| v

1IS 6 Management Consale provides

[

| Mext = I

infrastructure for administration of
remote II5 6.0 servers from this
computer.

Instal Cancel
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Add Roles Wizard

Select Role Services
Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services:
Web Server (IIS) 2 & security ;I

|| Basic Authentication
Windows Authentication

Sl [] Digest Authentication
Progress [7] client Certificate Mapping Authentication
Sy [] 115 Client Certificate Mapping Authentication

[] URL Authorization
Request Filtering
[] 1P and Domain Restrictions
["] Performance
= [E Management Tools
115 Management Console
["] 115 Management Scripts and Tools
Management Service
= [E 15 6 Management Compatibility
II5 & Metabase Compatibility
[] 115 6 WMI Compatibility
[] 115 & Scripting Tools
[] 115 6 Management Console
[] FTP server
[ "1 115 Hostable Weh Core

More about role services

< Previous | MNext = I

-l

Description:

1IS 6 Management Console provides
infrastructure for administration of
remote IIS 6.0 servers from this
computer.

Install Cancel |

Add Roles Wizard

ﬂ% Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles @
2 informational me: es below
Web Server (IIS) T
Role Services @ This server might need to be restarted after the installation completes. =

firmation

Progress
CPU usage

Web Server
Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

HTTP Redirection
WebDAY Publishing

Application Development
ASP.MET

NET Extensibility
ASP

I5API Extensions
ISAPI Filters

i i

Results

Print, e-mail, or save this information

< Previous

Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

Next =

Cancel

[T mstar |

- 16 -




Before proceeding further check that IIS is setup correctly and you can browse to the IIS home page.

To do this type http://<IP Address of the Web Server machine> and press Enter

If IIS is installed correctly and running, you should see a page similar to the one below

i /-'. - ™y
e U - 1l owy rernet BExplore [ ]
@ v |E http://10.176.16.172/ | v| 44| % [| 2 pc administrator images P -

x
<7 Favorites | 95 @ Schnoogle [Fg Buy Texture Base Sheet7... g The Building Process - An...

2] [« [@ et @157 x || | B v B - @ v Page~ Sefety~ Tools @~

k)

Done ﬁi Local intranet | Protected Mode: Off fy v WI00% v

-17 -



3.  User Account Setup

3.1 Create User Groups

Security on the CitectSCADA web server is handled by Windows. Three Windows User Groups must be
created on the Server PC:
1. WebAdmins — user in this group are permitted to remotely view, add, update and delete deployments
2. WebControlClients — user can view project pages and make adjustments to writable values
3. WebViewOnlyClients — user can only view the project pages

To define access privileges on the Server PC:

e Log in to Windows with Local Administrator privileges.
e Go to Control Panel >> Administrative Tools >> Computer Management Tool
¢ Find “Local Users and Groups” in the directory tree.
¢ Right select the “Groups” folder and select New Group.
===] |
@Uv|@ » Control Panel » All Control Panel Iterns » - | “"f| | Search Control Panel Pl
Adjust your computer’s settings View by: Largeicons ¥
%*fw Action Center " Administrative Tools ‘E
/ = ==
uu < All Control Panel ltems » Administrative Tools - | g | Search Administrative Tools 4
Organize * [ Open Burn = = [ l@
et = MName Date modified Type
Bl Desktop [# Component Se 14/07/2009 2257 PM  Shortcut
4t Downloads L%? Computer Management 14/07/2009 2254 PM  Shortcut
| Recent Places 2 Data Soupces (ODEC) 14/07/2009 2:53 PM__ Shortcut

‘A Computer Management

File Action View Help
| 2E o=

A4 Computer Management (LDCE|,/Name
F] [[’I_!; System Tools
> @ Task Scheduler
B Q Event Viewer
» g2 Shared Folden
| 4 %! Local Users and Groups Refresh
| Users

Mew Group...

Lol Fgl"§

| Groups Sl

[ T T SRR,

¢ Right select the “Groups” folder and select New Group.
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e To create the ‘WebAdmins’ Group:
o Inthe Group Name type “WebAdmins” and in the
o Description type “CitectSCADA Web Client Admin”.
o Select the Create button.

Mew Group @

Group name: WebAdmins
Description: Citect SCADA Web Client Admins|
Members:

Help [ Create ][ Close

e To create the ‘WebControlClients’ Group:
o Inthe Group Name type “WebControlClients” and in the
o Description type CitectSCADA Web Control Clients”.
o Select the Create button.

e To create the ‘WebViewOnlyClients’ Group:
o Inthe Group Name type “WebViewOnlyClients” and in the
o Description type “CitectSCADA Web View Only Clients”.
o Select the Create button.

e Select the Close button.

- 19 -



You will now see these three groups in the list of groups presented in the Computer Management console.

ﬂ Computer Management
File Action View Help

e’ 1EBXE= HE

;gu Cormputer Management (Le = || Name Description
4 m Syst_?kasoc:sd | 501 ServerMSSQLServ...  Members in the group have the re...
B @ a5k scheduler E .\.-El S50L5erverMS50QLUser,.. Members in the group have the re...

[ @ Event Viewer
I» @l Shared Folders
4 %l Local Users and Grot

5QL5erverReportServe... Members in the group have the re...
& 50L5erversQLAgentl...  Members in the group have the re..,

- Mw '
0 Users ' WebAdmins
| Groups #=WebControlClients
T T T ||| WebViewOnlyClients
1 | m | r E VFATAFE Whitwrare | leer GGronm
3.2 Create users

e Create example user of each group in the Computer Management console
Control Panel >> Administrative Tools >> Computer Management

e Find the Local Users and Groups tree sub-item.

;E Computer Management
File Action View Help

&9 36 o= HE

;5'1 Computer Management (Locall| Mame
4 '[f& Systern Tools B
[> @ Task Scheduler = Mew User...
i || Groups
[> @ Event Viewer
i+ 2| Shared Folders
4 ¥ Local Users and Groups Help
[ Users
[ Groups
i (R Peformance

¢ Right-select the Users folder and select New User.

Refresh
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e Enter each of the following three accounts and press Create for each:

Mew User
IUser name: WebAdmin Lser
Full name:
Description:
Password: IITTT Y
Ty

Confirm password:

lUser must change password at next logon
[7] User cannat change password
Pazsword never expires
[7] Account is disabled

=

’ Mew User
Iser name: WebControl User
Full name:
Description:
Password: IO ITITIITL)
T ay

Confirm password:

lUser must change password at next logon

[7] User cannat change password

[7] Account is disabled

Help Create ] [ Close ] Help [ Create ] [ Close
New User (5| [mES]
[ ErT— WebViewOnhyUacr
Full nane:
Description:
Passward: IIIIT T T T ]
':an"Tﬂ passwurd: FEEREERREREE
|User must change password at next logon
[7] User cannet change password
expires
[7] Accourt is disabled
Help Create ] [ Close

e Set the password for all three accounts to be something easy to remember, for e.g. Citect.

e When done press Close.

221 -




e Once the users are created, assign these users to the groups created in the previous step. To do
this. For each user right select and select Properties.

;k_'l Computer Management
File Action View Help

e« | EIXE = HE

;E' Computer Management (Local | Name Full Mame Descripticn
4 m Syst_?ka:c:sd I &'_vmware_u... _wmware_user__ YWilware Use
e Eas t;' ol & Administrator Built-in aco
T & ASPNET ASP.NET Machine Acco..  Account us:
I» 73l Shared Folders ; i
#,) Guest Built-in ace
4 & Local Users and Groups|| .5~
= ARajSingh
= - WebAdmin... WebAdgss
M Groups kiw bControl.. Webt Set Password...
» (R Performance CL O e
& Device Manager A wWebViewOn... WebVie All Tasks "
4 |22 Storage
=% Disk Management Delete
I f‘@ Services and Applications Rename
Properties
Help
14| m [

e Select the Member Of tab and press Add.
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WebAdminUser Properties
Member OF | Profile

Member of:

I Users

Changes to a user's group membership
L Remove are not effective urtil the next time the

user logs on.

| ok || Cancel Apply Help

e Make sure the “locations..” field displays the workstation name.
e Enter the group for each user in the bottom field and press Ok.

Select Groups -

Select this object type:

Groups Ohject Types...

From this location:

WIN-KE4MPE22KNF Locations...

Enter the object names to select (zamples):

WV IN-KEAMP 222KNFWeb Admins| Check Names

D

o] Cons

|_|

¢ Once done for each, the group will be in the Member of list for the specific use.
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WebAdminUser Properties . &Iﬂ

General | Member OF | Profile

Member of
&l WebAdmins

Changes to a user's group membership

FRemaove are not effective until the next time the

user logs an.

ok [Comes ) oy ] [_ris

Note:

Above example is for adding “WebAdminUser” to “WebAdmin” group. Repeat this process to add
“WebControlUser” to “WebControlClients” group and “WebViewUser” to “WebViewClients” Group.

-4 -



4. Set up security of the web server

¢ You need to adjust the security settings for the Web Server folder.

e Locate and right-select the Web Server folder, located in the installation directory.
o By default this will be C:linetpub\wwwroot\Citect

e Select Properties.

: - | » Computer » Local Disk (C:) » inetpub » wwwroot »

Organize = = Open Include in library = Share with - Burn Mew folder
< Favorites Mame . Date modified
Bl Desktop . aspnet_client 12/8/2011 11:43 PM
4 Downloads I | Citect | B
=l Recent Places E lisstart Open o
e Dpen in new window 1
- Libraries Open as Motebook in OneMote
@ Documents Share with *
dﬁ Music Restore previous versions
] Pictures Include in library k
E Videos
Send to [
1M Computer Cut
Copy
e‘j Metwork
Create shortcut
'@' Delete
'@' Rename
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¢ From the Properties dialog select the Security tab and click on the Edit button

i )

| Citect Properties
General | Sharing | Security | Previous Versions Custnmize|

Object name:  Chinetpub®wwwroot \ Citect

GI’DIJP ar User names:

A1 CREATOR OWNER -
82 SYSTEM [

5?‘ Administrators (W7ALDET11295QCT1Administratars)

22 1loar AWTALINES 12000 T 4 lomrsl
N i | F

To change pemissions, click Edit. @ Edit

Pemissions for CREATOR
OWMNER Allow Deny

»

Full control

Movdify

Read & execute
List folder contents
Read

Write &

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

m

| ok || cancel | Apply

e From “Permissions for Citect” pop up select the Add button to add the three new groups we have
created in the previous steps

. Permissions for Citect
Security

Object name:  Cinetpub™wwwroot\Citect

Group or user names:

5L CREATOR OWNER

B2, 5YSTEM

.si‘.ﬂdministmtors (W7AUDBT1255QCT L\ Administrators)
:;TJ Users (W7ALDET1255QCTL  Users)

B2 1I5_IUSRS (W7ALDE11298QCTL\IS_IUSRS)

53‘ TrustedInstaller

Pemissions for CREATOR
OWMNER Allow Derry
Full cortrol [
Madify

Read & execute
List folder contents
Read

Leam about access control and pemissions

[ ok ][ canes || pelv
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You need to be logged into Windows with a user that has Administrator privileges to edit security
permissions on the Citect folder.

-

Select Users or Groups @

Select this object type:

lUsers, Groups, or Built-in securty principals

Fram this location :

WTAUDE11239GCTL

Enter the object mames to select (sxamples):
WIAUDET1293QCT ) \WebAdmin| Check Mames

ok (e ]

e Make sure the “locations..” field displays the workstation name. Type in “WebAdmin” for web
administrators group and click on the Check Names button to make sure this group names resolves
correctly to the group we have created in section 3.1. Once done click OK.

* Repeat this process to add “WebControlClients” and “WebViewOnlyClients”. Once you have all
three groups added, Security section in “Permissions for Citect” should look as below

i )

| Permissions for Citect @

Securty

Object name:  Chinetpub®wwwroot \ Citect

GI’CILID ar User names:

QIJ II5_IUSRS (W7AUDET1295QCTLIS_IUSRS)
52 Trustedinstaller

Et"-"febﬁdmin (W7ALDET1255QCTL\WebAdmin) =
E{‘-".l'el:uCDrltmIGients (W7ALUDET12550C7L\WebCantrol Clier E |
£2 WebViewOrlyClierts (W7AU0E11299QC7L\Web ViewOriy] +

»

1| m [k
[ Add. ] [ Remove ]

Pemissions for
WebWiewOnhClients Allow Deny

Full contral | | o

Mardify & ||

Read & execute B |

List folder cortents B

Fead [ -
Leam about access control and pemissions

OK || Cancel || fppy |
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Make sure all three groups have “Read & Execute”, “List Folder Contents” and “Read” permissions

Click OK on the Permissions for Citect pop up and go back to the Citect Folder properties -> Security
Tab. This should now list the three groups we have added

i

| Citect Properties

General | Sharing | Security | Previous Versions Custnmize|

Object name:  Chinetpub®wwwroot \ Citect

GI’DIJD ar User names:

= AWebAdmin (W7ALIDET1255QCT7LWebAdmin)
%W&bﬂnmmlﬂients (W7AUDE11239QCT\WebControlClien
S WebViewOnlyClients (W7AUDE11299QCTL\Web ViewOnly

1 | m

2 BAminictrotore AATALINET PRG0N T] Y Adminichrztare)

3

To change permissions, click Edi.

Pemissions for Web Admin Allow

Deny

Full control

Muodify

Read & execute
List folder contents
Read

Write

AN

»

m

-

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

| oK

] [ Cancel ]

Apply

Pemissions | Auditing | Owner | Efective Pemnissions |

=]

To vicw detaila of a permiasion cntry, double clicl thz ertry. Te medify pemiasiona, diclk Change Pormiasiena.

Object nzme: Crhinetpubwwwroot\Citect

Pemission entries:
Type Mame Pemission Inhesited From Apply To Il
Allow CREATOR OWKER Speidl snalinheriled:> Sublulders and liles anly
Allow SYST=M Full corvral «<not inherted: This folder, subfalders zng
Allow Adminstrators (W7ALIDET...  Full corrrol <not inherted:> This folder, subfolders znc E
Allow Uesre (W7AUDE 12850C... Read &axecuts “net inherted:> Thie folder, eabfoldare znc
Allow IIS_IUSRS (W7AUDE112... Read &execute <not inherted:> This folder, subfolders znc| |
Allow Trustedinstaller Full corvral «<not inherted: This folder, subfolders znc
Allow WebAdmin (W7AUDE112... Read &exscute «<not inherted: This folder, sibfolders anc _
4 | i b

@Churgc Pemiasiona...

Include inheritabe permissions from this object’s parent

Manaaing permission entries

Apply
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Press the Advanced button to bring up “Advanced Security Settings for Citect” and Click on the
“Change Permissions” Button

. Advanced Security Settings for Citect



Select Replace permission entries on all child objects...,

|+ Advanced Security Settings for Citect

Permissions

Permission entries:

Object name: Ctinetpubwwwroot\Citect

To view or edit details for a permission entry, select the entry and then dick Edit.

[ ndude inheritable permissions from this object's parent

Replace all child object permissions with inheritable permissions from this object |

Manaqging permission entries

Type MName Permission Inherited From Apply To Il
Allowe CREATOR OWNER Spedial <notinherited = Subfolders and files only |-
Allowe SYSTEM Full control <notinherited: This folder, subfolders a..
Allow Administrators (W7AUDS...  Full control <notinherited> This folder, subfolders a..
Allowe Users {W7AU0611299Q...  Read & execute <notinherited: This folder, subfolders a..
Allowe IIS_IUSRS (W7AU0S112... Read &execute <notinherited = This folder, subfolders a..
O ) . . — . ) A e—
[ Add. .. ] [ Edit... ] [ Remove

[ o

) (ot [ oo

Once selected, press Ok. A security dialog will appear, press Yes.

Windows Security

Do you wish to continue?
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5. Set up security for web deployment

¢ We need to set up user group specific access rights. Locate the Deploy subdirectory in the Web
Server folder

€] > AP nctoub oo Ciect

Organize = = Open Include in library - Share with - Burn
- Favorites Mame

Bl Desktop . cgi-bin

4. Downloads , client

| Recent Places . deploy

' help

- Libraries . images

@ Documents | locales

¢ Right select “deploy” folder and select properties. Select Edit button and highlight “WebAdmin”
group in the new “Permissions for deploy” pop-up and give Full Control to this group

| . deploy Properties @
| General I Sharing | Securty | Previous Versions Custornize|
Object name:  C:inetpub‘\wwwroot'\Citect\deploy | Permissions for dep oy IEI
Group or user names: Security
o !
&2, CREATOR OWNER Il Object name:  C:hinetpubwwwroot\Citect'deploy
2 SYSTEM A
E?_‘ WebAdmin (W7AUDET1255QCT7L\WebAdmin) Group or user rames:
2 WahCantrolCliante AMTALINET 126807 W hCandmlClian 5% CREATOR OWNER -
ol m | 2,5YSTEM H
To change pemissions, click Edi. g&WebAdmin (WT7AUDET1 293QCTL\WebAdmin) LB
52, WebControlClients (W7AUDE11235QCTL\WekControlZlien
Pemissions far Web Admin Allaw Deny .}3?_.Web\u"|ew0nh0ierrts (W7ALDG 12990071\ WebViewOnly -
] I »
Full zortrol il l |
Modify [ Add.. ] [ Remaove ]
Read & exscute 3
List folder corterts Permissions for WebAdmin Derny
Read B Full cortrol L.
Write ¥ Modty O =
Read & execute B |7
For special pemissions or adwanced settings, List folder conterts m =
click Advanced.
Read ®m |
Leam about access control and permissions
Leam about sccess control and permissions
oK | [ cancel ]| fppy [ ok | cencst [ meoly |
|
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'

Locate the deploy\#displayClient
“WebViewOnlyClients” Group

#displayclient Properties

[s2]

subdirectory and set

Deny Full Control for

the

You are setting a deny permissions entry. Deny entries take precedence
over allow entries, This means that if a user is a member of two groups,

one that is allowed a permission and another that is denied the same
permission, the user is denied that permission.

Do you want to continue?

-31 -

General | Sharing | Security | Previous Versions I Customize| H | . Permissions for #displayclient @
Object name:  C:inetpub®wwwroot'\Citect ‘\deploy*Hdisplayclient | Security
Group or user names: Object name:  Chinetpub™wwwroot Citect\deploy'\Hdisplayclient
82, WebCortrolClients (W7AUDG11295QCTL\WebControlClien »
£2, WebViewOnlyClierts (W7AUD611295QC7L\WebViewOnly—| s bt
82 Admiristrators (W7ALDE11299QC7L \ Administrators) A £2,CREATOR OWNER =
42 | loare AAF7AIINET1FGEOCT A loarsl 52 5YSTEM ‘; |
L/ Ll e 82, WebAdmin (W7AUDE11239GCTL \WebAdmin) E
To change permissions, click Edi. By Edt... 82, WebCortrolClierts (W7AUDE11239QCT L\ WebCortrolClien
Pt gWeb‘u'iewOnhﬂlerns (W7ALIDE11295QC7L\WebViewOnly +
WebViewOnhyClients Allow Deny 4| m |
Full C.:DI"III'O| = l Add... ] l Remaove ]
My Pemissions for
Read & execute = WebViewOnhyClients Allow Dery
List folder conterts il contral -
Read Modify & L
Write i Read & execute T
For special pemissions or advanced settings, List folder cortents Wil
click Advanced. Read
Leam ab:ur access conicl snd pemiselcns Leam about access cortrol and pemissions
Ok ][ GCancel ][ Apply [ ok |l cancel || ooy |
e A security prompt will appear, press Yes to accept changes
Windows Security EX



6.

Prepare SCADA Project for Deployment

We will be using the Example project in CitectSCADA 7.20 for demonstration of the web client.. Make it the
active project in Citect Explorer and then Compile the project (File >> Compile in the Project Editor). Then,
from either the Project Editor or Citect Explorer, run Tools >> Computer Setup Wizard.

e Use the following settings:

= = =]
This wizard wil assist you in setting up anc
cuctomizing your computer fo- use with Citect.

Citect Computer Setup Wizerd

Select the type of setup you require.

" Express s2tUd

¥ Custom Setup

Help

| Mext = I

carcel |

=@

Preject Setup

Selzcta compiled project that this zomputer will run.

Prgjec: Neme

r—

Right select the drop down and select the
project you need to prepare for Deployment

I hext = I

canzel ‘ Help

==

The minimum role of this computer is determned by
matrhing i-s [P address with the server eddiesses
configurec In your project.

Computer Fole Setup

Select herole of this comp iter

[+ Server and Control Client

—_—— ! I™ Muli-Process
‘ s 2
N

Motz If no servers match this computer, then this
computer must be a dient,

—

Mext > I

Caneel | Help |

=l e ]

Seect the primary networking modd fo- this
machine.

Metwork Setup

|

" Stant alune (e wllier SCADA Lompulers)

| FLNetwnrimd (cornect to other SCADA computers) |

=le ==

These optons allow you to contrel the way all Alarms Servers on this
compuer operatz. Consult the help for a detaied description on what
these options do.

Alarm Server Properties Setup

Alarms scan tim=: | R millseconcs
Alarms save |GDJ S8CONCS

Sumnary lengt: m znties

Summary umzout: m ninJtes

=l e ==

These opijors alow you to control the way all Reports S=rvers on this
machine operate. Consult the hep for & detailed descriptior onwhat
these options do.

Report Server Properties Setup

Startur reporz: ‘j

¥ bl lrigger=d repur s on sler g

" "
Make Sure "Networked Frimery Alorms Server save ath: [ C:iCitectieolnstalls\IC7201User Comp |
option is selecied. Stanchy Alarms Server save sat: |
< Back I Mext = Cancel ‘ Help | < Back Next = Cancel | Hep | <Bak Mext = I Cancel | Help |
Trend Server Properics Setup [=] = [ |cruseaup [=] = [Z | tventsseup =R
Trie apton allows you to contrel the way all Trends Servers on this salart and modify the CRLLFr sach companent. == Fuents ars nsed o frigger arfinns. For events toron an & given computer
rrachine op=rate. Consult te help for a cetzilec description cn what they must first be enabled. Szlect the events to enaole for each
this option does. Companent [Priority  [cpL | conponent.
Client and Servers 0 [# Enable events on thie computer
-
[f,,J ¥ Inhinit Tiggered trerds on startur
<Bsck | mexts Cancel Help <Bace Hest = cad | mep | <Back etz | cncd | b |
Stertup Functions Setup =l = = Cluster Connections Sexup = B [
Select and modity the startup tuncticns hor each component Seect and modiy the dusters that each cemponent will connect to or startup.
Compon=nt | Pricity | startup Function | Campeonen: | Priority Cluster Connectiors |
Clenlared Szrvars ClierlS Lar luy Qierl and Servers Clasler 1
< Back Mext = Cancel | Help ‘ < Back Mext = I Cancel | Help |
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Server Authentication

Running a server process requires the configuration of a
server password, Setting this password allows servers to
authenticate each other and creates a trusted network
between server machines.

DEFAULT. for further information on this
ectiomcheck KB Q6196 or citect he

Configure Server Password

Using SCADA = Configuring Your System = Configure Server

Configure Server Password

Password:

Confirm Password:

=)o &

section

< Back | Mext = | Cancel | Help
Security Setup - Contrel Menu o] & |[mE3n] Security Setuo - Keybeard =] = |[mE3a] Security Setup - Miscellaneous =] B[]
These options alow you to chance the meru items that This cption allows you to conTol whch Wirdows task Thes= options allow yau o inhitit the Windows scre=n
appea on th= control meru of Citec: ard wheter the swapping shortcut commznds wil be availzble whie Citect save" and te canceling of the startup sequence ot
- \Il conlrd menu and lilke bar are visble, s urning. Clecl.
sl Citext contral menu Windows keysoard thorteut command —— Miscelaneous options
ﬂ v Citect corfiguration environment on menu [# Al--Space enabled ‘ [” Inhibit screen saver while CIeCt IS running
* . Tz * - [v Dsplay Cancel button at startup
e | -~ \-\\
\\--""' == ¥ Shutdowr onmenu %—*"" S
W kemelon meu
< Back I Mext = Cancel Help < Bace Next = I Cancel Help < Back Next > I Cancel Hep
General Options Setup [=1 = [&Z3| | Citect Computer Setup (=] = ==
¥aur computer setin i ramplete
These opiors alow you te further customize Citect.
Lonsut the help for a detaled descrpton on what Press the Finish button to save your settings and
s these options do. exitor, press the Lancel button to quit wihout
| Data directory: oS ey henges.
Backup projzct path:
L¥ = Startup page: ‘Menu j
- Page scan ome: | 250 millseconds
<Eack hext = cancel | v | <sacc [ Fmen | cmcd | her |

e If the content of the project incorporates any user created files, such as DBF, HTML or CSV files,
you will need to manually place these into a special zip file called Misc.zip and store inside the
Citect\User\<Project Name> directory.

e Similarly, if a project contains any ActiveX objects, these will also need to be included in a zip file
called ActiveX.zip. The example project comes with this already done.

e The example project already comes compiled with CitectSCADA V7.20, so there is no need to
compile the project unless you have made changes to it. Otherwise, if you are using a different
project a fresh compile is required before the next step.

Y
Next run Tools >> Web Deployment Preparation [or the —— button] in Citect Explorer.
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@ Successfully created deployment
Copying file tanks_con_pipe.ctl, ..

ox

e A progress bar and completion message will appear, as shown above.

¢ Confirm that a webdeploy folder exists in the Example project folder.

-

Organize « Include in library = Share with = Burn New folder

I Ju ABCLX *  MName )
. active_10_detect_POC-GUIDI
ll S | example_old
sl L. include

. alarmactioantest
J CES_Include_V7_R2
1 CicodeCompiler
) CiUnit
b, ClusterTests
lu ColbyBiomass
0 ColbyBiomass_Testing
J CSV_Example
b CSV.Include
o DiskPLC
. DNP3_Master_20120501
A dummy
|, Example
Jo Analyst Views
1. webdeploy
Q activexzip
B Misczip

Once this is complete, run the example project in Citect.

4 system
| tab_style_include
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Client Side Configuration

Internet Explorer 6.0 or later is required to use the Web Client. Please note that Windows Internet
Explorer is the only supported web browser at present.

7. Create Scada Project Deployment
e  Open up Internet Explorer and enter this url: hitp://<server>/Citect.
e  <server> is either the: server PC name, server PC IP address, or localhost if the web client is  running

on the server PC.
e Alogin screen will appear, for each user created, enter the login details. The screen that is supposed to

appear is shown below.

/€ Certificate Error: Navigation Blocked - Windows Internet Explorer

@l'\.,/'l 7 |§. https://localhost/Citect/

ﬁ Favarites {.5 U Suggested Sites = g | Web Slice Gallery =

{_ ! Certificate Error: Mavigation Blocked

Windows Security M

The server localhost at localhost requires a username and password,

|wehadminuser |

Rermnember my credentials

| ok || cancel
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Depending on which user is being logged in, a web client home page similar to one of the below
will be disaplyed

Username: WebAdminUser Password: citect

@& Web Deployments Overview - Windows Internet Explorer

@\/-v [&] hitp:/siocalhost/Citect ~[ &[] x || sing o -
i Favorites | 5% [ Suggested Sites = @] Web Slice Gallery =
(& Web Deployments Overview %~ B -~ = @ - Pagew Safety Tools~ @+ e
E
Vijeo Citect System Messages
asSoCollaborative software
LOGINADMIN Admin webadminuser logged in.

Web Client Deployment

Deployment Description Action ‘ @
=] Example_project ﬁj‘g f& _J y
Server IP Address Port |File Paths

Project Path: C:\ProgramData\Schneider Electric\Vijeo Citect 7. 20\User\Example
Client Control: 720/CitectSCADAWebClient_7_20_0_598.cab

Username: WebControlUser Password: citect
{& Web Deployments Overview - WEdows Internet Explorer —— =EECE X ]
@\\;} 4 |g http://localhost/Citect/ v| =] |‘1| A ‘ | Bing P~
3¢ Favorites | 93 ﬂ Suggested Sites v @ | Web Slice Gallery v
& Web Deployments Overview M v B ~ [ o v Pagev Safetyv Toolsv @~ -
> Vijeo Citect System Messages
SSeCotabonalin sl LOGINDC Control Client webcontrolclientuser logged in

Web Client Deployment

Deployment Description Action ®

el d
Example_project 33 i’g:a

Username: WebViewOnlyUser Password: citect
& Web Deployments Overview-Wi;ndows A S SHRE X
@Q < [ @] ntp:/ocalhost/Citects [ &[4 | % | [ 8ing Az
i Favorites | 5 [0 Suggested Sites v @] Web Slice Gallery =
& Web Deployments Overview fi v B - [ o v Pagev Safety~ Tooks~ @~
21 Vijeo Citect System Messages
S5 acosberat ol LOGINMC View-only Client webviewonlyuser logged in
Web Client Deployment
Deployment Description Action @
Example_praject .3'-:5

If you do not get these windows for each user, the setting up of user access rights from Section 3.3 has not
been done correctly.

NOTE: IF you have Windows authentication enabled, you may be logged in automatically to the web

server without being prompted for a username or password, please follow KB Q5957 for details on
fixing this.
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To create the project deployment, login as the web client admin user (“WebClientAdminUser” in this

example). Then select the Add New Deployment icon w .

In the Deployment field enter the name to identify the deployment, in this case “TestExample”. Enter the
project path of the Example project on the CitectSCADA server PC, and select the Client control from the list
[there should be one available].

& Web Deployment Configuration - Windows Internet Explorer _ | L
-
T
@u i |£ http://localhost/Citect/addeditdeploy.htm?DeployDir=Example_project&lang=en-us V| b |‘f| X | | Bing Lo -

3:3 Favorites &‘5 D Suggested Sites v @ | Web Slice Gallery =

: B
| & Web Deployment Configuration T~ B -~ = @0 v Pagev Safety~ Tools~ i@~
1 viieo Citect
55 Pt S System Messages

Web Client Deployment

Deployment Description Action ®

it

|Examp|e_project L\_‘L/ _;‘l

Server IP Address Port w File Paths 284 /23 MB

2 Project Path:

Client Control: 720/CitectSCADAWebClient_7_20_0_598.cab ~

C:\ProgramData\Schneider Electric\Vijeo Citect -
7.20\User\Example -

[ gt
Select the Apply Changes button I-—:{j A progress bar will be displayed as the project deployment files are
copied from the User\Example\webdeploy folder to the \inetpub\wwwroot\Citect\deploy\Example_Project.

&  Web Deployment Progress -

59% COB317~1.CLZ
| I
Il DEPWAIT Copying Deployment Examp..., please wait..

Note: When a project is deployed the project path and client control settings are first taken from the citect.ini
file. If they cannot be found they are taken from the settings entered at this stage.

"
b

Select the Go to Deployment List button £

If it is the first time you start the client, the required software is automatically downloaded and will prompt the
user to install. When the windows security dialog appears click on Yes.
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8. Connecting

You can display the list of connected clients on the Citect server at any time. Type “page table tran” in the
main window of the kernel. Screenshot below shows how this would appear in kernel window.

4 Citect Kemel - [Table] =] B R
%’ Options  View Tools Window Help - & %
Table Tran |Web Client located on local machine connecting to this server ‘
Handle 29 Length 64 Dff=et 0 0
Hame Hode Tvpe Hode Hnd Cnt Send Fec Wait Stack Service State Aoccess
I0ServerClusterl WIN-KS4MPE22KNF Client InProc 0 it 7 56 0 o Io Online Trusted
DRI:Clusterlilarm WIN-KS4HP822KNF Client InProc 1 1 7 289 0 0 alarm Online Trusted
DRI:ClusterlTrend WIN-KS54MPB22KNF Client InFroc 2 1 8 55 o 0 Trend Online Trusted
Clusterlalarn WIN-KS4HPE22ENF Client InProc 3 1 581 491 1] 0 Alarm Online Trusted
AlarmServerlClusterl WIN-KG4MP222KNF Client InProc 4 1 7 289 1] 0 Alarm Online Trusted
AlarnServerlClusterl WIN-KS4MPB22ENF Server InProc 5 1 439 te2 0 0 Alarm Online Trusted
AlarnServerlClusterl WIN-KG4MPB22KNF Server InProc 3 at 287 g 0 0 alarm Online Trusted
AlarnServerlClusterl WIN-KS4MPB22ENF Server InProc 7 1 287 g 0 0 alarm Online Trusted
Cluster1Trend WIN-KS54MPB22KNF Client InFroc 8 1 53 101 i} 0 Trend Online Trusted
TrendServerlClusterl WIN-KS4MP822ENF  Server InProc 9 1 99 t4 1] 0 Trend Online Trusted
ClusterlReport WIN-KS4HPE22KENF Client InProc 10 1 7 =49 1] 0 Report Online Trusted
ReportServerlCluster WIN-KS4MPE22ENF  Server InProc 11 1 53 g 1] 0 Report Online Trusted
TrendServerlClusterl WIN-KG4MPB22KNF Server InProc 1z 1 53 El 0 0 Trend Online Trusted
I0ServerClusterl WIN-KS4HPE22KNF Server InProc i3 1 S4 8 0 0_Io Online Trusted
I0ServerClusterl WIN-KS54HPB22KNF Server OutPro 14 s 56 12 a o Io Online Authentica
AlarmServerlClusterl WIN-KS4MPB22ENF  Server OutPro 15 1 480 487 1] 0 Alarm Online Authentica
AlarmServerlClusterl WIN-KS4MP222KNF Server OutPro 16 i, 277 9 1] 0 Alarm Online Authentica —
TrendServerlClusterl WIN-KS4MPB22ENF Server OutPro 17 1 G4 10 0 0 Trend Online Authentica

= 1 OutPro 1 al I ] il il
I0ServerClusterl T7AU06112990C7L Server Remote 19 o El 10 1] 1] Online
AlarnServerlClusterl W7AU06112990C7L Server Eemote 20 1 22 19 o 0 Alarm Online Authentica
AlarmServerlClusterl W7AU06112990C7L Server Remote 21 1 14 10 1] 0 Alarm Online Authentica
TrendServerlClusterl W7AU0R112990C7L Server Remote 22 1: 2 9 1] 0 Trend Online huthentica
ReportServerlCluster WFAUDG112990C7L  Server Remote 23 1 7 8 0 1] Online

» | Web Client located on a different machine connecting to this server
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9. Licensing

Web control client and Web view only clients are licensed using the “Web/ Internet Control Clients” and
“Web/ Internet View-only Clients” license respectively. You can check for availability of these licenses using
CiUsafe or Kernel->View->General window.

8 CiUSAFE oS
Citect Key Information Citect Key Update
Product: |“u"|jeo Citect Wisit http./www citect.com/authcode to get an updated
autharization code for your Citect key.
Seral No: |I}4?’5 - 81846 Enter your authorization code and press “Update Key'
Authorization Code:
License Value
SCADA Version 73 i
SCADA Point Count Unlimited
Full Licenses 1
Control Clients 1 i
View-onh Clients ]
Web/Intemet Control Clients 1 |:|
Web/Intemet View-only Clients 1
Metworking Mowed Tes
Connectivity/OPC Servers 10 Key |D:
OLEDE Connectors 10 [HZASHSHNDBEDENEREBDH
FastLirc Yes
Site 1D 21607 Retum Code
|KEYHDUNDSUCCESSFULLY
Licensed Drivers | Save Key ID Read Key | Help ‘
i General =N Ecl /==
General Statistics Verszion 7.20

Hode Hamne: WIN-KS4HPa2 2KNF

Time: Fri Hav 11 2012 10:04:04 AH Timer Fesolution: 1 m=

Funning since la=t Startup : 0 Day= 0 Hours 2 min 20 =ec

Funning =ince la=t Stat Reset: 0 Days 0 Hours 2 min 20 =ec

Memory Total 1,808,308 KB Fhy=ical 376,100 KB Feszources 100 ¥

REead Reque=sts: I 0 Write Requests: 0 0

Fhy=sical Reads: 1] 0 Phy=ical Writes: 0 0

Blocked Reads: I Blocked Writes: 0

Digital Fead=: 0 Fegi=zter Reads: 0

Digital Eeads Per Sec: I Register Reads Per Sec: 0

Cache Reads: I Cache Reads: 0

Cache RD Ahead: 1] Cache RD Ahead: 0 x

Cache Buffers: I Cache Flush: 0

Average Hinimumn Haximum Count

Respon=e Times: 0.000 o.oo0 0.000 0

KerMain Cycle : 0.002 o.aoo 4294937 .94 0.000 65,162

Scheduler Cycles: 779 Ta=k= Per Second: 6028

CFU U=zage: 14 % Lost Errors: 0

Point Count Hax Full: 1 Current Full: 1 Peak Full: 1
Max: Huge Max V0! 1 Current V-0 0 Peak VA0 0
Current : 0 Max Ctrl: 1 Current Ctrl: 0 Peak Ctrl: 0

Max Inet Vo0 1] |Current Inet V0 0 |Peak Inet V.0 0

Hax Inet Ctrl: 1| |Current Inet Ctrl: 1 |Peak Inet Ctrl: 1

! F) ol N I Current APL: I Peak API: 0

OLEDE: 10 Current OLEDE: T 0 Peak OLEDE: 0

Web Contral / View-Only client Licenses currently used

Available Web Control / View-Only client Licenses
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When a web client tries to connect to a server that does not have any Web/ Internet Control or View-only
licenses left the following prompt windows will appear.

CrE—— x
Mo pratection key Found or Software Protection Failure
no licence awailable From network,

Cancel |

2 CitectSCADAWeb - Microsoft Internet Explorer
Eile  Edit  Wiew Fagvorites  Tools  Help
GaBack ~ = - (@ At | @search [Girovorites  @media |8 | BN L8 A

address [ @] reen:/192.168.0. 253/ Citectscada/scada . Him?Deploy Dir=T estExampletr ajectiame—esxampletClent CAB=600fCitects v | @B | Links

Citect Web Client system aborted. Please reload page to restart...

=1
@1 one T T [t
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10. Checklist

O oo o o o o o o

IIS installed and running

Citect virtual directory created

CitectSCADA configured as networked (TCP/IP) in the Computer Setup Wizard

Web/Internet Control Client or Web/Internet View-Only Client licenses available on server

Web deployment after citect.ini has been modified

Windows security on folder \WebServer and \WebServer\deploy\#displayclient

CitectSCADA server is running and must be the 10 server

Firewall / Port Settings
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11. FAQ

e How do I set up my network so that both LAN and WAN PC’s can access my CitectSCADA
and CitectWeb Servers?

Please refer to the Document “Running both LAN and WAN Citect Web Clients”.

¢ Where are the downloaded project files located on the Web Client?

The project files are downloaded to the location specified by the following Windows Environment Variable:
%TMP%\ Citect\<Project Name>
By default, on XP, %TMP% is equal to:
Document and Local Settings \ <Current user logon> | Local Settings | Temp
By default, on Windows 7, %TMP% is equal to
C:\Users\<Current user logon> \AppData\Local\Temp

To get a fresh copy from the server simply delete this folder including its subfolders and contents. When you
restart the web client, it will automatically re-download the project.

e Can | connect through web client to a Citect server running in demo mode?

No, on the web client side the project pages can be viewed but the tag values will display #COMS. You will
also get the following prompts, and IE will be unresponsive for several minutes, as the WebClient quits:

mror TN

& Q Software Protection Failure

Mo protection key Found or
no licence available From network,

Cancel |

If you deploy whilst in demo mode this copies a copy of citect.ini file to the deployment folder on the server
with the network settings disabled. If you then obtain a license dongle, you will need to re-run Citect Explorer
computer setup and redeploy on the server PC.

e What are the software requirements?

Web Server

Web Client

1. Windows XP Pro SP2 or SP3, Windows
Server 2003 SP1, Windows Server 2008
SP2, Vista SP2, Windows 7

(32 bit or 64 bit supported for all mentioned OS)

1. Windows XP Pro SP2 or SP3, Windows
Server 2003 SP1, Windows Server 2008
SP2, Vista SP2, Windows 7

(32 bit or 64 bit supported for all mentioned OS)

2. Microsoft Internet Information Services (1IS)
(Version 5 or later)

3. Microsoft Internet Explorer (Version 6.0 or
later)

4. NTFS file system

2. Microsoft Internet Explorer (Version 6.0 or
later)

Note: The target drive for the Web Server software must use an NTFS file system, otherwise you won’t have
full access to the required Windows security settings - Folder Properties dialog will not have a Security tab. If
you are currently using FAT32 system, ensure you convert the drive to NTFS before installation of the Web
software.
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e  Web Client Starting up with a noticeable delay

This issue could be related to the operating system checking for certificates against the Certificate
revocation list with certifying Authority. To fix this, go to Internet Options and select the
Advanced tab and uncheck the “Check for publisher’s certificate revocation” option as shown
below

Internet Opticns . ]

| General | Security | Privacy | Content | Connections | Programs | Advanced [

Settings

() Do not submit unknown addresses to your auto-search pri =«

@ Just display the results in the main window

Security

[ allow active content from 0= to run on My Computer®
[] Allow active content to run in files on My Computer=

i i ignafure is invi

4

Check for signatures on downloaded programs
[7] Do notsave encrypted pages to disk L
[T] Empty Temporary Internet Files folder when browser is |:||:| 3 |
Enable DOM Storage =
Enable Integrated Windows Authentication™

[¥] Enable memory protection to help mitinate Iu:unline attacks

= v

1 | 1 | I

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings -

Resets Internet Explorer's settings to their default

condition,

¥ou should anly use this if your browser is in an unusable state.

| ok || cancel || Apply |

Why is CRL check needed in the first place ?

Windows OS later than Win XP (VISTA, Windows 7) requires .NET DLLs to be signed. This
signing normally means that at start-up, .NET checks to see if the Certificate has been revoked. This
requires Internet access or access to the domain group CRL files. After 2 minutes the system
continues running if the check cannot be done. Once the check is done, the default re-checks time is
every 20 days. The reason why this problem is showing up is because your network settings are not
allowing Windows to access the CRL.
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Troubleshooting

The following trouble shooting issues are taken from the FAQ section (page 33 and onwards) of the Web
Client user manual. This document contains only a subset of this but also include screenshots.

12. Internet Explorer and WinXP Security

If the security settings are high within Internet Explorer on the client side PC you will need to add
http://<webserver>/Citect as a trusted web site. Open Internet Explorer then select the Tools >> Internet
Options menu item. Select the Security tab.

Internet Options 2=
General  Security | F’rivacyl Contentl Connactionsl Programsl Advancedl
Select aWweb content zone ta specify itz security settings.

® © 0 @

Intemet Localintranet 0] Restricted
sites

Trusted sites

This zone contains Web sites that pou Efizs
trugt nat to damage your camputer or —

data.

~ Security level for this zane

Custom
Cuztom settings.
- T change the zettings, click Custom Level.
- To use the recommended settings, click Default Level.

Custom Level .. | Default Level |

0.9 I Canicel | Lppli |

e (Click on the Sites... button.

o Enter the http://<webserver>/Citect address
o Deselect the “Require server verification” checkbox.
o Select the Add button.

Trusted sites 4 BX4| @ Trusted sites e
You can add and remave Web sites fram this zone, Al Web sites You can add and remove Web sites From this zone, All Web sites
in this zone will use the zone's security settings. in this 2ome will use the zone's security settings.,
Add this Web site to the zone: &dd this Web site ta the zone:
I http:ff192,168,0,253Citect I | fdd
Web sites: Weh sites:
— | hitp: /192, 168.0,253/ Citect Remove |
[~ Require server verification (https:) For all sites in this zone [~ Require server verification (https:) for all sites in this zone

(a4 Cancel Ok I Cancel

e Press Ok button.

Knowledgebase article Q3943 discusses the implication of Windows XP service pack 2 in terms of
network security. Of particular importance are the firewall settings.
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13. Software Protection Failure on a Web Client

One of the most common issues encountered on a web client is “Software Protection Failure”.
There can be more than one cause for this error on a web client machine. Here are few known issue
that may cause this problem

License Availability: Web client license is available as a Web/ Internet Control Client and Web/ Internet
View Only client license. A control client or a View Only client license will not work with a web client. So the
first thing to check is the availability of a suitable license on your license dongle. This can be done by
checking the key details via CiUsafe

-

(& ciusaFe ==

Citect Key Informiation Citect Key Update
Product: Visit http./Awww citect.com/authcode to get an updated
authorization code for your Citect key.
Serial Mo: |D4?Er - 81846 Enter your authorzation code and press "Update Key'
Authorization Code:
Licenze Value
SCADA Version 7. y
SCADA Poirt Count Unlimited
Full Licenses 1
Control Clients 1 .
View-only Clients 1
Web/Intemet Control Clients 1 |:|
Web/Intemet Wiew-only Clients 1
Metworking Allowed fes
Connectivity/ 0 PC Servers 10 Key ID:
OLEDE Connectors 10 [FZCMHTDGEOCPITGEEBDH
FastLiroe fas
Site 1D 21607 Fetum Code:
|HEY FOUND SUCCESSFULLY
Licensed Drivers | Save Key ID | Read Key Help

A web client license (Control client or View Only client) must exist on the license dongle present at
the IO server this client is connecting to. IO Server is responsible for providing a license to the web
client, so it is not possible to to have a web client license on the client machine or the web server
machine (if it is different to the IOserver machine).

Networking issues: Once we have confirmed that a web client license is available at the server,
next step in fixing this issue is to check if we are able to connect with the 1O server on the server
port. To check our connectivity to the lo server port, we can use “Telnet” and open a connection to
the server.
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With Windows 7, Telnet client is disabled. To enable Telnet client, Go to control Panel> Programs
and Features=> Turn Windows features on or off and check “Telnet Client” option as shown below

= || B f] 2R
Q i) ‘?l[’_'} <« All Control Panel L.. » Programs and Features - | +y [ Search Programs and Features 0
Control Panel Home :
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or
) Turn Windows features on or Repair.
off
Install a program from the [=1 Windows Features EI (=] @
network )
Turn Windows features on or off L2

To turn a feature on, select its check box. To turn a feature off, clear its check box, A filled
box means that only part of the feature is turned on,

Simple TCPIP services ({i.e. echo, daytime etc) -
Subsystern for UNIX-based Applications
W] |, Tablet PC Components

[ 1 Telnet Server

m

TFTP Client
¥ 1 Windows Gadget Platform
¥ Windows Process Activation Service

[ QK J| Cancel |

Once done bring up the command prompt and open a Telnel session to the IO server by using the
command syntax as

Telnet <IO Server IP Address> <IO Server port>

For eg. If we are using the default server port and server is present at IP 10.176.17.78, this should
look like “Telnet 10.176.17.78 2082

A Telnet 10176.17.78

Windouws [Uersion 6.1.76811
Copyright (c> 2809 Microsoft Corporation. All rights reserved.

m s

C:\Users\sesa?8347>telnet 10.176.17.78 2082

If no network issue exists, a telnet session

should open to the server on port 2082
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If we are unable to initiate a telnet session to the IO server port an error similar to the one below is
shown in the command prompt window
BN C\Windows\system32\cmd .exe = | EBE

Microzoft Windows [Uersion 6.1.76H811
Copyright <c?> 2087 Microsoft Corporation. All rights rezerved.

C:xUzsersrseza?Bi47>telnet 18.176.17.78 2882

Connecting To 18.176.17.78...Could not open connection to the host, on port 2082
: Connect failed

Project Configuration: On many occasions when a new project configuration is started, the
Network Address field is set to Loop-Back adaptor (127.0.0.1). When this project is later on
deployed on the web server and a web client is strated, it is then looking for an IO Server on server
port 2082 at IP 127.0.0.1, which is the loop back address for the client machine. To fix this make

sure that Network Address field reflects the IP address of the PC where the server would be
running.

P

Metwork Addresses [ MetaData_Test ] El@ We b C ent wou d t"_-."
Name  This_PC | and lock foran IO
Address | 127.0.0.1 X' Server on the loca
Comment macnine
Add ] | Replace | | Delete | | Help
Record: 1 -
Network Addresses [ MetaData_Test | == Ech ==
Name  This PC ~ |Web Client locks for an
Address | 10.178.17.73] ‘\/ 1O Server on the
Comment machine for which the
IP address is specified
Add ] | Replace | | Delete | | Help here
Record: 1 -
Further Reading:

KB Q4235 Software protection failure on a web client
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14. Page display and update issues

First step in fixing this issue would be to check if Fast Runtime Display in enabled. If Fast Runtime
Display is disabled the graphics builder will not create .CTF files and the web preparation tool will
not create graphics files for the project pages.

Fast runtime display option can be enabled via :

Citect Graphics builder = Tools=> Options

Objects Text Arrange Nindow Help
o e
| [ e|2|=| B|d|# Fleg  Goto Object.. Ctrl+G
Swap Colors...
Adjust Colors...

Edit Favorite Colors...
Convert to Bitmap
Bitmap Editor H
|v Display properties on new
Update Pages [ Display properties on copy
Pack Libraries W Save template warning
[~ Modify Cbject AN field

Variable Tags Ctrl+T

) [" Disable genie forms
Citect Fonts I Dispiay oroup button
Batch Build ™ Compile enquiry message
Batch Simulate [ Fast runtime display r'

[~ Show version 3.30¢/4.xx tools
Citect Explorer F12 V¥ Fast Update Fages

Project Editor W %P Style Buttons by default

Cicode Editor =] v| Transparent paste
Computer Setup Wizard

Batch Execute

ActiveX Automatic Page Saving

Computer Setup Editol

Runtime Manager,

J,t'_J'piicmns... 1

This is further complicated if Fast Runtime Display is disabled after development of a page has
begun (and the page saved). In this case a .CTF files exists but are not updated with the recent
changes. The result in web clients displaying an older version of the graphics page. Here the
problem is not with web client but web server not having the latest version of .CTF file.
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This is the process flow of generating and propagating a .CTF file to web server and then web
Client. This example is with the assumption that Fast Runtime display is enabled.

On saving a page .CTG and .CTF files are generated in the project folder. An .RDB file for the page
is then generated and saved in project folder at compile time. Keep note of the date/ time stamp on
.CTF and .RDB files as it moves from Project Folder to Deploy folder.

Proiect Folder

. % Schneider Electric » Vijeo Citect7.20 » User » Example »

- | +3 | | Search Example

|| Open Burn Mew folder .RDB generated at compile time

-~

MName Date modified Type

E ProcessAnalyst. RDB 3/17/201211:11 AM RDE File
Proceszline.ctF AT A0 AMT CTF File

ter — | | ProcessLine.ctg 5/17/201211:08 AM  CTG File

Disk (C:) ‘ﬂ : ProcessLine.RDE 517720121111 AM RDE File
| | ProcessLine Simulation.ci 9/29/2010 8:56 PM  CIFile

< * | 4

On running the Web Deployment Prepration tool the .CTF and .RBD files are compressed and
saved as .CGZ web deploy folder

Search example

N
@u'r| .« Citect » deploy » Example project » example »

Organize - | ] Open Burn Mew folder
[ Pictures & Mame Date modified Type
B Videos || processanalyst.cgz 5/17/201211:17 AM  CGZ File
| | processline.cgz 517/201211:17 AM CGZ File
1 Computer || securitypv.cgz 517/201211:17 AWM CGZ Rile
&L Local Disk (C) || securityuv.cgz 5/17/201211:17 AM  CGZ File
|| singlepa.cgz 517/201211:17 AM CGZ File
| ?j Metwol ' 1
GZ Contents =~ [
Mame Type Date modified
|| ProcessLine.ctF CTF File 5/17/2012 11:08 AM
|| ProcessLine.RDB RDE File 5/17/201211:11 AM

- 49 -



When we run the web client and browse to the page (“ProcessLine” in this example), only at that
time this page (as a .CTF file) is downloaded to the web client. To view contents of the Citect
temporary folder, type in %tmp% in the run prompt hit Enter, browse to Citect folder and then to

the project folder in there.

- 5See more results

%tmp%

=
Local » Temp » Citect » Example_project » example » - | +4 | | Search example
| ] Open Share with + Burn Mew folder Web Client Temp Folder = ~
i Marme Date modified Type
Polish.dbf 9/29/2010 9:56 PM_ DBF File
|| ProcessLine.ctF 5/17/201211:08 AM  CTF File
() i || ProcessLine.RDE 5/17/201211:11 AM  RDE File
i =] projectversion.xml 5720121123 AM O XML Document
|| RUSSIAM.DBF 9,/29/20109:56 PM  DEF File
- 4| m

Further Reading:

KB Q1762 Fast Runtime Display — CTF file (information on what is a .CTF file and why are these

needed in the first place)
KB Q6041 Web Client Error “Cannot Display Page”
KB Q4621 Pages not updated on Web Client after web deployment
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lIS Issues
15. IS v6.0 issues

The following note applies if you are running IIS v6.x (included with Windows 2003 Server). If you start the
Web Client and get the message “Starting Citect Web Client failed: Can not initialise Citect system”, and then
the Web Client fails it is due to a MIME configuration problem. The initialisation files are not being recognised
in Windows 2003 as registered file extensions. To correct this, you must add the correct MIME extension by
doing the following:

e Run the IIS manager (Control Panel >> Administrative Tools >> Internet Information Services)

e Go to Web Sites | Default Web Site | CitectSCADA | deploy | <deployed directory>
=1oix|

File  Action ¥iew Help

&= B@EXERE @ (2] =

% Internet Information Services Mame I Path Status
= g SYD-DTEST-2G-3 {Jocal computer Dexample
=10 Web Sites T include
-8 Default Web Site (D system
% mstielp [3] CitectscaDa i
=) CikeckSCADA
{2 coirbin
{2 client
{1 deploy

{20 #displayclien

=

(23 imag Explore
£ locah ©pen
Printers Erowise

Mew 3
All Tasks 3
Wiew »
Delete

Rename
Refresh

E: t List...
g Ewens ] | N
©Opens property sheet for the B

e Choose properties from the folder’s right-click menu
e Go to HTTP Headers | Mime Map and press the File Types button
2x|

Dilectnr_ul Documents | Ditectory Secuity  HTTP Headers | Custom Errars I
i

Lonl ;
= Expire Immediately

| Egpire after, IT IDay[s] j
£ Expite on I Saturday . December 11, 2004 j at |12:DD:DDAM :‘
i~ Custom HT TP Headers
Add..
Edit....

Eemaove
i~ Content Rating
Ratings help identify to yaur users what type of ——
content your site provides Edit Ratings

~ MIME Map

s To configure additional MIME types the ‘Web
Service sends to browsers in the HTTP File Types...
2232|  Header. click File Tupes.
(] I Cancel | Lol | Help |

e On the File Types form press the New Type button.
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File Types x|
Registered file lypex:
Mew Type...

Bemaowe

il

Edit...

r— File type details
Extengion:

Contert Type [MIME]:

[HFE I Caticel |

Add the MIME type (File extension) .*and enter the Content type (MIME) as application/octect-
Stream.

File Type x|

. , P
Agzociated extenzion; I

Content type [MIME]: Iapplicationfuctet-strean‘]

Select Ok

File Types x|

Hew Type. .. |
Bemove |

r~ File type details
Extension:

Content Type [MIME]:  application/octet-stream

OF. | Cancel

Select Ok and restart your web server and client.
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16. Security (Not applicable for IIS v7 and above)

Enter http://<server address>/Citect into the url of an Internet Explorer Screen. If you get “Page error 404 or
405” the application protection settings of IIS need to be changed. Open the 1IS management console:

=101
File  Action Wiew Help
e | A@EXEFHNE(2Z(r 80
% Internet Infarmation Services Status
£l &) SYD-DTEST-2G-3 (local computer
-] web Sites
(] o Default Web Site: 8] help.af
% ICIfHF;:I?CADA E lisstart.asp
- feedt E localstart asp
E . gif
E pagerror.gif
E print. gif
8] Thumbs.db
E warning.gif
E web.gif
E winxp.gif
4 [ ¢ 51 | Bl

Right select the CitectSCADA virtual directory and select Properties. In the CitectSCADA virtual directory
properties in screen below set the Application Protection to Low (lIS Process).

CitectSCADA Properties 21x|

Virtual Directory | Documentsl Diirectary Securityl HTTP Headersl Custom Errorsl
‘when connecting to this resource, the content should come from:
& 4 directory located on this computer
= & share located on anather computer
= & redirection ta a LIRL

Local Path: IC “Program Files\Citect\CitectS CAD AvEY Erowse... |

I Script source access ¥ Log wisits
¥ Bead [+ Inde this resource
™ wiite

[+ Directary browsing

Application Settings

Application name: IEilectSCADA Femove |
Starting point; <Default.. \CitectSCADA

J Configuratian... |

Whload |

E xecute Permizsions: IScripts anly

Application Protection:

0K I Cancel | Apply | Help |
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17. ASP.NET

The following is a Windows 2003 Server related issue. The Web Client deployment page may display
incorrectly and the icons for Start Display Client, Delete Deployment and Edit Deployment are also missing.
There are two problems that could be occurring here:

e On Windows 2003 Server, the default setting is to have all web locations except localhost as an
untrusted site.

a. Update the Trusted Sites settings as detailed in Chapter 9
e Enable ASP for [IS6 on Windows 2003 Server. Follow these steps:
a. Choose Control Panel >> Add Remove Programs >> Components

b. In the Windows Components Wizard dialog box, select Application Server and select
Details.

Windows Components Wizard

Windows Components
“ou can add of remove components of Windows,

Ta add or remave @ companent, click the checkbos, & shaded bos means that arly
part of the component will be installed. To ses what's included in & samponent, slick
Details

Companents: Application Server ; =

To add of rmove & component, olick the check box. 4 shaded bot means that anly part
of the campenent wil be installed. To see what's included in a component, click Detals.

(] [ Certificate Service:
] 3 E-mail Services

Subcomporents of Application Server:
[ ¢34 Fax Servines el

" Application Sery

v
Description: Includes ASF (2 B #SPNET > 0.0MBE

A (@ Enable network COM+ access 0.0MB
el e £ Enable network DTC access 0.0MB
Space avaiable ondisk: | <JL @3intemet Infomalion Services 11> 18.0M8

& Message Queving 6.5ME d

Descritior: Miciosoft Wanagement Cansole Sriaprin for the Application Server
administative interface.

Total disk space reired 28MB Distails.
Space available on disk: 35966 9 MB
o

o Make sure that ASP.NET is selected.

e Also, open Control Panel >> Administrator Services >> Internet Information Services (IIS)
Manager

¢ On the local machine traverse to Web Sites | Web Service Extensions and make sure that All
Unknown ISAPI Extensions, Active Server Pages and ASP.NET v1.1.4322 items have the status
of Allowed.

§ Internet Information Services {II5} Manager N i [=]] 5||
|
Vg Ele acton view Wwindow Help |;|g|5||
e |AmE|FpE|2|Er 50
[ Internet Information Services B8 web Service Extensions
B li! AUSTSUPTESTE (local comp
_J Application Pools /| Web Service Extension | status
C ‘E) ghDSIFtES\tW - T AllUnknown 15AP] Extendio: Allowed
e ‘e'aCLi‘tectIEIMA‘pZIic- Allow Al Unkvomn Col Extensions Prohibited
= 1 <[4 Active Server Page: Allowed
g: 3 f::;;s;'ﬂm R TR ASP.NET v1.1. 40822 Alowed
o M Fraperties Intermet Data Connector Prohibited
4 PlankzhET [8] Server side Includes Prohibited
E,..-'f-’ i s WebDAY Frohibited
2 tidd  new Web service extension...
KX tllow all tieb service extensions for &
sperific application
X prohibit all web servics sxtensions
@ ppen Help
4] | ¥
4 1 Extended A Standard 7
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18. CAB File Download and Installation

After configuring the Citect web server as per Web Client quick start guide, during project deployment, errors
are experienced downloading cab file. The address of the webserver as a trust site however the problem still
persists. The Server and Clients both use Internet explorer 6 and all Internet Explorer security levels have
been set to the lowest level. Windows firewall is also disabled. What can be the problem?

Solution:

Usually when this occurs, Citect is looking for Microsoft Installer that has been corrupted due to previous
Windows update. In order to remedy this problem you can get the latest update from Microsoft.

The problem of corrupted Microsoft Installer can be verified further by using Citect ver7.20. In Citect v7.20,
you can install this CAB file manually to the client machine by double clicking the CAB file. If when installing
the CAB file, Windows Installer error 1723 appears, you would then need to install the latest Microsoft
Installer (iiscript.msi).

This installer can be downloaded from the Microsoft website or can be obtained from your IT staff.
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