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The purpose of the document
This document describes the features, operation and configuration of IP receiver RL10.
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Description

IP receiver RL10 is an alarm message receiver for monitoring stations. RL10 receives burglary
and fire alarm messages sent by UAB Trikdis communicators via GSM/GPRS/Internet networks. It
transmits received messages to the monitoring software. Receiver automatically tracks connection
with every registered message transmitter (communicator’). Receiver features:

e integrated industrial Linux OS computer;

e 2 network interface controllers;

e integrated GSM modem for receiving messages in SMS format;

e connection to SMPP server of the network service provider;

e 2 serial ports for receiving messages from other devices;

e automatic registration of communicators;

e automatic connection control of every registered communicator using individual
schedules;

e message transmission to the monitoring software using either serial port or LAN;

e configuration and operation monitoring of the receiver using a Windows OS
computer via LAN;

e multi-site connectivity to the receiver via LAN. Every user is granted individual access
to receiver functions;

e message filtering and conversion;

e export of registered objects’ list to CSV file;

e search function for a registered object;

e remote configuration of communicators, and remote firmware update;

e remote control of communicators.

Composition and Operation

IP receiver RL10 — is a Linux OS industrial computer with 2 network interface controllers and
a software IPcom mounted into a 19“ 2U enclosure with a power supply unit. GSM modem is also
mounted into the enclosure of the receiver.

IP receiver RL10 can be connected to two computer networks: LAN1 ir LAN2.

Software IPcom receives messages from objects’ alarm systems via WAN1 and WAN2 ports
and GSM modem of the receiver. It transmits received messages to the monitoring software via serial
Output and WAN ports.

Messages received via serial ports In1 and In2 are retransmitted to the monitoring software
unprocessed via serial Output and WAN ports.

Configuration, control and operation monitoring of IP receiver RL10 is performed using
software IPcomControl 3 which is installed into a Windows OS computer in the same network.

! Communicator — is a part of a protected object burglary or fire alarm system that supports a continuous
connection with the control panel and continually communicates with the monitoring station receiver. After an
event, receiver transmits an encrypted event message.

UAB Trikdis manufactures communicators for receiving signals (messages) from various manufacturers control
panels and communicating with monitoring station receiver RL10 via GPRS, SMS or other internet connection
channels. It also manufactures control panels whose communicators communicate with receiver RL10 via GPRS
or SMS connection channels.
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Technical Parameters

1.

Two parallel LAN inputs (RJ45) that receive messages sent using TCP/IP and UDP/IP
protocols. Messages will be received encrypted in TRK protocols.
Integrated GSM modem GMS5 for receiving messages encrypted in TRK protocols sent via CSD
connection and SMS messages.
Two serial ports RS232 (DB9) for receiving messages from other receiving devices. Receiving
protocol Surgard MLR2-DG.
IP receiver RL10 receives messages sent by UAB Trikdis products:

e GSM modules - G5, G7, G10, G10T v1, G10T v2, G10C, G10D;

e GSM control panels - CG2, CG3, SP131, SP133;

e Ethernet modules - E2, E7, E10, E10T, E10C;

e Repeaters RR-GSM, RR-IP, R-IP12
Messages to the monitoring software are transmitted using one serial port R5232 or Etherner
connection via computer network. Transmission protocols Surgard MLR2-DG or Monas3.
Operational parameters are set using software IPcomControl 3 on a Windows OS computer
operating in the same network as the receiver.
Power supply from 50%1 Hz frequency 230 V current AC network. Power consumption under
60 W. Permissible power supply voltage variation limits - from 100 to 240 V.
Optimal operation is ensured when air temperature is between 0 and +55 °C, relative
humidity is under 90%, and temperature +20 °C.
Measurements 450 x 100 x 320 mm (width x height x depth). Mass not exceeding 4,5 kg.

Light Indication and Connections

Front panel of IP receiver RL10.

Table 1. Front Panel Light Indication

Indicator Description

Power green ON - power supply is on
green ON — output to monitoring software is connected
red ON — no connection to the monitoring software
Status -
yellow ON — one fo the outputs is disconnected
OFF — output is down
Event blue ON — message is being transmitted to the output
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Rear panel of IP receiver RL10.
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Table 2. Rear Panel Connectors

Connection Description
WAN1 1st Ethernet port
WAN2 2nd Ethernet port
Inl Serial port R$232 for connecting other receiving devices
In2 Serial port R$232 for connecting other receiving devices
Output Serial port R$232 for output to the monitoring software
Reset Reset button to restore to factory settings
Antenna Connector for GSM receiver antenna
AC input Power supply connection and ON/OFF button
@ Grounding terminal
CF Cap covered memory drive with OS connected to the socket
PS/2 Keyboard connector
VGA VGA connector for monitor
USB For manufacturer needs
Equipment

— IP receiver RL10
— Power supply cable (1.5 m)
— RS232 cable (1.8 m)

— LAN cable

— GSM antenna

-1pc,;
-1pc,;
-1pc,;
-1pc,;
-1pc,;

— CD containing this User Manual and software IPcomControl 3 for setting parameters - 1 pc.
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Configuration

Connection
Receiver RL10 is configured with software IPcomControl 3 running on Windows OS computer
installed.

1. Install IPcomControl 3 on the computer that will be used for IP receiver RL10 configuration.

2.

Internet Protocol Version 4 (TCP/IPv4) Pro

General |

Set the IP address of the computer that will be used for IP receiver RL10 configuration so that
computer and receiver would work in the same subnetwork. Factory settings of receiver
RL10 are specified in the Table 3.

2l

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

o
P [92 165 . 100 . 100 |

€ Chtain DNS server address automatically

Subnet mask:

Default gateway:

(% Use the following DNS server addresses:
Preferred DN server: = Table 3. Factory Settings of Receiver RL10
Alternate DNS server: [ WAN1 WAN2
I Vaite setings upon ext = IP address 192.168.0.2 192.168.100.3
Port 55000 55000
_cna | Subnet Mask | 255.255.255.0 | 255.255.255.0
Gateway 192.168.0.254 19168.100.254
Note:
Press and hold RESET button for 5 seconds (until a sound signal) in order to restore to
factory settings.
3. Use LAN cable to connect WAN2 connector of the receiver to the network connector of the
computer that will be used to configure the IP receiver.
4. Turn on the power supply of the IP receiver and wait until computer OS loads. Second
receiver sound signal will indicate that the receiver has turned on.
5. Run IPcomControl 3 on Windows OS computer. A box will open. Put in the address of your
receiver’s interface controller (port WAN2).
x
Ip [182.765.100. 3
0K | Cancel |
6. Click OK. A box will open. Type in your User Name and the password. Click Login.
x|
User name
|administrat0r |
Password
|xxxx>1 |
Login |
Note:

Default User Name — administrator, password — admin.
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7. When software IPcomControl 3 opens, select tab Configure and click Get. Set the internet
addresses of receiver’s interface controllers Primary (port WAN1) and, if planned to use,
Secondary (port WAN2) in order to allow the receiver to work in designated networks.

1PComControl [ 3.1.0.127 ]

File options Help

GPRS objects

TEF

SHS objects
Lost abjects

Modem Offline
GSM  Offline

"ESM modem statu

tem

Events per second

[ Automaticaly reboot systam o failure Reboot Software version  3.04

General | Events | Connections | Output  Corfigure | Time | Sounds | Data | Objest | Concentator | Users |

Metwork card:

Set

Primar

MAL O0-E0-4B-10-D1-F1

econdar

MAL 00-E0-4B-1D-D7-13

IF |192 168, 1 160

Subret |255.256.255. 0

Gateway [192.168. 1 254

IF |192.158.100 3

Subnet |255.255.285. 0
Gateway |192.168.100. 254

8. Click Set. Receiver will reboot automatically.

Note. Log in to the receiver via LAN using new addresses if addresses of network interface
controller Secondary were edited.

9. Use network cable to connect WAN1 connector to the network that will be used by the
receiver to receive messages that communicators will address using the set Primary address.
Use network cable to connect WAN2 connector to the network that the receiver will use to
receive messages that communicators will address using the set Backup address.

10. Run IPcomControl 3 on a Windows OS computer in the same network as the receiver in order
to connect to the receiver using LAN network. Type in the address of the receiver’s network
interface controller, the User Name and the password into the prompt boxes to log in.

Configuration

11. A window will open. Click Read I:]"'| to read the current configuration of the receiver.

Tab General.

IPcomControl program version ]

IPComControl [ 3.1.0.127 ]
Fle Options Help
|

JE T T

[ GSM modem status |
Modem Offiine
GSM  Offline

General | Everts

Automatic and manual rebooting of the receiver. Event

code R 313.

Receiver’s software and GSM modem connection
status (Event codes E/R 753);
GSM modem and GSM network connection status tem \

¥ Automaticaly reboat system ar lailﬁ Reboot Software version  3.04

(Event codes E/R 751).

T ¥

g w3

GPRS objects 4
SHS objects i
Lost objects 0
Events per second 2

/o

- Number of registered GPRS objects;

- Number of registered SMS objects;

- Number of objects with lost connection;
- Message reception speed;

- Program version of IPcom.

-

—
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- -]

I | . .
Ele_cfins B9 Message with event code E 762 (GPRS conncetion to )
U . ] ) GPRS objects 4
communicator is lost) formation parameters: SMS obiects i
2B o o . Lost objects 0
“GoM modem aad Multiplier — number of PING messages not received — Events per second 2
(e B3 by the comm.unlcator in !P protocols in a row, Npig 7 filioraloey boot sater onfalig | Aeboot | ‘ Software version 3,04
Tolerance — time correction, Trolerance
General | Events / . .
(Signaltine— = Message with event code E 752 (GSM connection to
Mulipler Tolerance Multplier Tolerance communicator is lost) formation parameters:
= = = =S Multiplier — number of PING messages not transmitted

Message count far signal restare by the communicator in SMS formatin a row, Np|NG
e L] L Tolerance — time correction, Trolerance

[ Events identifier
Foceiverm. [2 = \/
= Number of received PING or other messages after which a restoration of connection to
= \ communicator message will be formed, Nping (R 762 — GPRS, 0 R 752 — GSM).

Line r 1

|

[Number of the receiver and its line ]

\

com: 0 [rer:n

TCP: Connected

Formation time of the message about lost connection with GPRS/Ethernet communicator:
Tmessage= TPING X NPING + TToIerance

Teing — PING message sending period in seconds.

Nping— NumMber of not received PING messages in a row.

Trolerance — time correction coefficient in seconds.

Receiver will form message with event code E 762 (connection to communicator is lost) and
will send it to the monitoring software if no message is received during the set control time T essage-

Receiver will form message with event code R 762 (connection to communicator is
restored) and will send it to the monitoring software if the number of PING or other messages
received from the communicator during the control time Tpessage i €qual to the number in the box

GPRS.

Message formation times (when connection to SMS communicators is lost/restored) are
calculated in the same way. However, PING message sending periods via SMS by the communicator
are put into the formulas, and values of N and Tolerance are taken from the boxes GSM.
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Tab Events. The list of possible events is displayed under this tab. In case of an event, receiver will
form a message with the list code Event code and will send it to the monitoring software.

IPComControl [ 3.1.0.127 —|ol x|

File Options Help
TCP GPRS objects 4
SMS objects 0
AT Lost objects 0
2

Events per second

tem
HModem DOffline: . |
¥ Automaticaly reboat spstem on failure Reboot Software version  3.04

GSM  Offine:

"GSM modem statu

Gereral Events | Connections | Output | Configue | Time | Sounds| Data | Obisct | Concentrator | Users |

Event name | Event cade
Lost GPRS connection

Restored GPRS connection Fi 762 93 000
Lost GEM connection E 75299000
Restored GSM connection R 75233 000
Massive connection lost E 704 93000
Massive GPRS connection restare R 764 93 000
Massive GSM connection restare Fi 754 93 000
AN ping timeout E 73293001
/AN ping restored R 73233001
GSM modem no response E 75399000
GSM modem responded R 75383 000
GSM connection is offine E 75133 000
GSM connection is online R 75133000
/AN cable disconmectad E 73393001
AN cable connected R 73333001
Receiver no heart best E 713599001
Receiver heart beat restorsd F 71393 001
System rebooted R 31333000
System started R 30533 000
GSM device mode R 75533 000
Connection trouble E 35033 000
Caonnaction restare R 35033 000

[TcP: Connected [ coM: 0 [tcrio A
Tab Connections.
IPComControl [ 3.1.0.127 | =loi x|

File Options Help
TCP GPRS objects

r
SMS objects 0

ﬂgj D:I-»D Lost objects 0
2

ivi E d
"ESM medemstaws—————(  Program IPcom message receiving port P BT £

Modem OFfii . .
T G numbers. Object alarm communicator messages omatoaly rebost system onfaiwrs _ Reb0t | | gopipare version  3.04

in TCP/IP or UDP/IP protocols from external
networks (that get into LAN network) must be

forwarded to these ports. ‘
Started — port is open. ‘

General | Events Connections | Outp

GFRS TCP server sefings |

Server port 110003. [ Startey

"EF‘HS UIDP server setting:

Server port 2] ¥ Stated

Passward N
|—<r Message decryption password (default 123456).
Message encryption password set in communicator has to be the same
[ hmesent?e T a5 message decryption password set in the receiver.
 wavecom \ /
= SHPP
© None If the option Trikdis is selected, integrated GSM modem will be enabled and the

receiver will be able to receive SMS messages from communicators.

SMPP option must be selected for receiving SMS messages via SMPP service.
Connection to SMPP parameters must be set in the tab SMPP receivers.

TCP: Connected COM: 0 TCPiO A
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Tab Output.

IPComControl [ 3.1.0.127 ] —Iolx|

File Options Help

TCP GPRS objects 4
SMS objects 0

B el Lost obiects 0
Events per second 3

GEM modem statu tenm

Modem Offine Aeboot | ‘

GSM  Offine ~ Software veision  3.04

General | Events | Connections

Ouput | Configure |

Monitoring program IP addresses. Put in the values and select Started when data

[ TCR
P [E.0.0.0
Part |3780 3,

r 5@@4\ exchange between the receiver and the monitoring program is carried out via LAN.

[ Comport
Bitrate:

I 3600 -

s
| Set data exchange speed and select Started when data exchange between the receiver
~ Starlm< and the monitoring program is carrid out via port RS232.

General lostrestore setting

[10=] obiects per

E Sec%f
Message E 704 (connection to multiple communicators is lost) formation

| parameters. Message will be formed when connection to the set number of

Dutput mode:
& Suigad

" Monasd

Hearbi
’7Hearhlllnlarval EE| W

k communicators is lost in a specified amount of time, for example, connection

1

T

Protocol for message transmission to the monitoring program |
J

with 10 communicators is lost in 1 second.
Interval of conection control message sent to monitoring program.
Messages E/R 713

N\

Tab Configure (Network settings).

IPComControl [ 3.1.0.127 ] (=] 3]
Flle Options Help

TCP GPRS objects 4

SMS objects (1]

A& el Lost objects 0

Events per second 2

Modem Offline
GSM

"ESM modem statu

Offling

tem

[ Automaticaly reboot system on faiure Fieboot ‘

Software version 304

General | Events | Connections | Ouput  Configue | Time | Sounds | Dats | Dbject | Concentrstor | Users |

e

~Network card:
~Primar
MAC 00-ED-48-1D-D1-F1

M&C  O0E0-4B-1D-D713

IF

Subnet  [255.255.255. 0

|192.TEE 1 160

IF

Subnet |255.255 255 0 -

|192 168.100. 3

/( LAN1 and LAN2 network settings.

Gateway |192.768. 1 .254 Gateway |192.168.700. 254 \\
Ping [ Ping [ . . )
S S IP address of remote server to which control signal PING will be sent
b o . ey B . with set periodicity. In this case the receiver will be able to examine the
| quality of message transmission via LAN1 and LAN2. Event codes E/R 732.
TCP: Connecked COM; 0 TCR: O 4

Notes:

on. Event

Receiver will reboot automatically when internet addresses are edited and Set is clicked

code R 313.

Prepare the local network (LAN) in a way that information in TCP or UDP protocols from

open internet would reach ports WAN1 and WANZ2 of the receiver RL10 (forward the

ports).

RL10v3_UM_EN_150901
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Tab Sounds. Set the events upon which the receiver will sound a signal.

IPComControl [ 3.1.0.127] =] 3]
File Options Help

TEP GPRS objects 4

SMS objects 0

A& paleal Lost objects ]

Events per second 2

GSM modemn statu:

Modem Offline
G&M  Offline

tern

[ Automaticaly rshaat system on failure Reboot ‘ Software version  3.04

Generdl | Events | Connections | Output | Configuwe | Tme  Sounds | Data | Object | Cancentiator | Users |

Event:

I~ Sound on TCP buffer not smpty
I~ Sound on COM buifer not empty

Tab Concentrator. Set addresses to which all received messages are additionally transmitted.
Message filtering and conversion parameter settings.

IPComControl [ 3.1.0.127 ] —[oi x|

File Options Help

TCP . . X
(@@ el Server IP address and port number of the monitoring program to which
GEM modem statu all received messages are transmitted without processing. Receiver
(“;;ffm Dhire transmits messages when [Started)] is checked. Messages are sent

Geneta] Events | Connections | Output | Configu | Tine W according Contact ID code table when [Standard messages] is checked.
Fiaw data s
ate
’V\P W00 1 FenfEEeE - Stam
[ Rieceiver.

MNo| Bps/D/P /5 | Flowcontrol | Status |

L ih o e Activation of serial ports In1 and In2.
Edit — edit port parameters.
Edi Activate/Deactivale Activate/Deactivate — change port status to active/inactive.
Filter setting PR Ya
Met | Time| Corver | Turneling | Receiver | Line | Event Click _I to save. ot fitered——————
08 0 Twe  Fake 0 z / Tunneling '
Receiverno. [2
lineno. |2
Add filter Exdit flter Femove fiter
[TcP: Connected [ [com: o [rcein 4
> Use box Filter settings to set message filtering parameters. Filter operation is displayed

in Annex 1. Click Add filter to open tab Filter settings. Set the rules for transmission of
messages sent via IP connection channels to the monitoring software:
e Type in the number of the network in the field Network. Network number is
set according to the number of the receiver in the message;
e Type in the inactivity time for the same signal (or recurrent messages) in the
box Time;
e Type in the receiver number indicated in the processed message in the box
Receiver no;
e Type in the number of the receiver line indicated in the processed message in
the box Line no;
e Check Convert if the structure of filtered messages needs to be edited;
e Check Tunneling if structure of filtered messages does not need to be edited;

Note:

Tunneling — let through without edits;

Convert — write in set receiver and line numbers, and edit the
order of displayed information in the radio message;

RL10v3_UM_EN_150901
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Filter settings il

Metwark IB 3:
Time ID 3: 3
Line no. |2_

Recaiver no. IS
¥
-

Ewvents one per line

&

Tunneling

[

Cancel |

ok |

e Type in special event codes that are used in RAS-2M system to turn off

repeated messages in the system in the field Events one per line.
Click OK to save new values. Several new filters can be formed and used.

» Check Tunneling in the field Not filtered to transmit message to the monitoring
software using receiver and line numbers indicated in the tab General.
» Messages are transmitted using set receiver and line numbers if Tunneling is unchecked.

Tab Users. Create program users and set access rights.

Access to summarised

User login User login
name password information about connection
with communicators
TPComControl [ 3.2.3.144 ] =]
File Options Help
TCP GPRS objects 2
SMS objects 0
@E_l EI:I-»D Lost objects 0
Events per second 2
GSM modem stalu tem
Modem Offine ;
GEM  Offine ¥ Automaticaly rebaot system on failure Fieboat Software version  3.05
Genersl| Evants | Cpnnections | Output | Configng | Time | Sounds| Data | Object | Concanirator | SMPP recsivers Users |
Delete user |
[ User permissions
Uset name [Password |Settings [Device info [Remote [View events and obiects [Set zone bypass [et PEM status [am/Disam system | [Petform Fire reset
Click o adl new user
+ [Enabled + [Enabled [Enabled  [Enabled [Enabled 4

[admin [Enabled

~ [Enabled

+ [Enabled

administrator

User is forbidden to access
to the function

User is provided with
Read-only access to the
function

User is provided with full

access to the function

frer: 0

|com: 0

[TCP: Connected

Access to setting up of receiver
parameters (to tabs General,
Events, Connections, Output,
Configure Time, Sounds,

Concentrator, Users)

Access to remote
setting up of
parameters for
control panels and
communicators

Access to
tabs Data
and Objects

Access to
remote
changing of
PGM status for
control panels
and
communicators

Access to
remote
bypassing of
control
panels’ zones

Access to
remote

ARMing/
DISARMing of
control panels

Access to
remote
resetting of
fire detectors

12. Click Write ﬂl to save the edits into the receiver memory.

RL10v3_UM_EN_150901
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Computer Network Configuration

IP receiver is connected to the local network in the same way as any other computer.
Recommended local network scheme is shown in the picture below.

IP1:port1 IP2:port2

to Monitoring
software

from Receivers

Preparing the receiver for operation

1. Connect Output.
Use RS232 cable to connect receiver’s Output to the computer with installed monitoring
software.

2. Connect LAN networks to WAN connectors.

3. Connect GSM antenna and insert SIM card if GSM modem GMS5 is used.
SIM card PIN code must be disabled.
Take off side and top covers of the receiver and insert SIM card into the modem as shown in
the picture below. Put side and top covers back on.

——
—

4. Turn on the power supply.
Turn on the power supply by pressing the button Power after all wiring is done. Indicator
Power should light up. Receiver computer software will start loading. It may take several
minutes. Equipment will start working after a sound signal.

RL10v3_UM_EN_150901
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5. Run IPcomControl 3. Click Connect El, then Read I:]"'| and set current receiver

parameters.
6. Set the current time of the receiver.

Set the receiver clock in the tab Time. Click Set to PC time to save.

IPComControl [ 3.1.0.127 ]
File Options Help

=lo|x|

TCP

FB  odl

GSM modem statu:
todem Offiine
GSM  Offline

ten

¥ Automaticaly reboct spstem on failure Fieboot

GPRS objects 4
SM5 objects 0
Lost objects 0
Events per second 2

Software version 304

General | Events | Connections | Qutput | Configwe Time | Sounds | Data | Dbject | Concentrator | Users |

Corfiguratior

|Pearm time  21:31:07

Settime 00:00:00
Set to PC time FCtime 21:4237

TCP: Connected [ com: 0 TCP: 0 A
Operation
Receiving Messages
Received messages can be seen in the tab Data. Click Clear to delete all entries.
—lolx]
Eile Options Help
TCP GPRS objects 3
i8] sl Loct abjects o
Events per second 3

te
Modem Dffline
GSM  Dffine

"BEM modem status

[¥ Automaticaly reboot system on failure Fieboot

Software version  3.04

General| Events | Connections | Ouput | Configue| Time | Sounds Dt | Obiect | Concentrator | Users |

¥ Show incoming pings Clean

2014.02.17 12:25:23: 5021 184000E 7E0FF00
2014.02.17 12:25:32; 5021 181111E7E0FFO0
2014.02.17 12:25:53: 5021 184000 7R0FFO0
2014.02.17 12:26:23: 5021 184000E 7EOFFO0
2014.0217 12:26:51: 5021 180001 E7E0FF00
2014.02.17 12:26:53: 5021 184000 7R0FFO0
2014.0217 12:27:07: 5021 181111E7R0FFO0
2014.0217 12:27.23: 5021 184000E 7E0FF00
2014.02.17 12:27:53; 5021 184000E 7E0FFO0
2014.02.17 12:28:23: 5021 184000 7R0FFO0
2014.0217 12:28:42: 5021 181111E7EOFFO0
2014.02.17 12:28:50: 5021 180001 E7E0FF00
2014.02.17 12:28:53: 5021 184000 7R0FFO0
2014.0217 12:23:23: 5021 184000E 7E0FFO0

TCP: Connected COM: 0 TCR: O

Registered object list is displayed in tab Object. It contains:
ID — object’s number;

Status — connection status;

Level - GSM connection strength;

IP — transmission module address;

GPRS last ping — date ant time of the last IP message;

VVVVYVVYVYVYYVYY

Type — transmission module type;

GPRS ping interval — connection control period of IP channel messages;

Phone — subscription number of transmission module (communicator) SIM card;
GSM last ping — date and time of the last message received via GSM;

GSM ping interval — connection control period of GSM connection messages;

RL10v3_UM_EN_150901
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> Device version — transmission module program version;
> IMEI/MAC — transmission module IMEI or MAC number.

IPComControl [ 3.1.0.127 ] ol x|

File Cptions Help
TP GPRS obijects
SMS objects

3

o

F&l  elsol Lost obiects 0
2

Events per second
GSM modem statu

Modem Offline:
GSM  Offfine

ten

[V Automaticaly reboot system on failre Fieboot

Software version  3.04

General | Events | Connections | Qutput | Configure | Time | Sounds | Data  Obieet | Concentrator | Users |

Search [0 Remove object | All | [ Refresh list every: [10 3: seconds Export ta CSV file: ‘

D [Stalus | Level |IP | GPFiS last ping |GPRS ping int..| Phane | GSM last ping |GSM pinginte... Type | Device version | IMEI/MAC ]

0001 Waiting for GPRS messags 7 1BBEA199234 20140217122252 120 [ N/ No Pings 63 N/ [

1111 wating for GPRS message 7 84151782393 20140217122224 90 N7, N/ Na Pings G610 GI0TvZ_ 37 862170012746671

4000 Waiing for GPRS message 9 18BE3ZIZ2I5 2140217122255 0 Wi, N/ Mo Fings SP133  SPI3LIFIZIG (2896004275829

[TCP: Connected [ COM: 0 TCP: 0 4

Use function Search to quickly find the data row for required object burglary or fire alarm
communicator; function Remove object — to delete a selected line from the list; function Refresh list
every: ...... seconds — to set list update period; click Export to CSV file — to create a list of registered
objects (communicators) in a CSV file that can be opened using, for example, MS Office program

Excel.

Remote Programming of Transmission Modules
Settings of the object transmission module can be set remotely.

a) setting up parameters for one transmission module
Right-click on the selected transmission module to open the menu and open the program
to set the parameters. Log in, read current parameters and set them the according to the

transmission module user manual. Save into the module memory.

IPComControl [ 3.1.0.127 ] =|oix|

File Options Help

TCP GPRS objects 4
SMS objects 0

B eler] Lost objects 0
Events per second 2

GSM modem statu tem

Modem Oiflne

GSM  Offine ¥ Automaticaly reboot system on failure FRieboot Software version  3.04

General | Events | Connections | Output | Configue| Time | Sounds | Data  Object |Euncemratm| Users |

Plefresh list Search [0 Remove abiect | Al | [ Refreshlstevery: 10 =] seconds Exportto C5V fil ‘

D |Status Level [IP |GPRS last ping |GPRS ping int..|Phons |GSM last ping |GSMpinginte..|Type  |Device version | IMEI/MAC ]

0001 Waiting for GPRS message 7 18863139234 20140217 131852 120 NI N7& No Pings 63 /8 N

1111 Waiting for GPRS message 7 B415186252 2040217131327 90 /A N/# No Pings G10 G10Tv2_0137  B62170012745671

# Z 014,051 ] No Pings 610 0155 0314142

4000 Waitine 18863213215 20140217 131825 30 N NAs Mo Fings SP133  SP133.131219  012896004276823

muliple modules

Remate control

COM: 0 TCP: O

TCP: Connected

Note:
Logging in, reading and saving might take several minutes. Program will indicate when the

next action is available.

Log off when finished. Module will reboot and will automatically resume reporting to the
receiver after a certain time period.

b) setting up parameters of multiple modules at once
Right-click on any security module to open the menu and select Configure multiple

modules.

RL10v3_UM_EN_150901
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IPComControl [ 3.1.0.127 ] ol x|

File Options Help

TP GPRS obiects [}
SMS objects 0
B el Lost objects 0
Evenls per second 2
GSM modem statu e
Modem Offine
LSM Dffine [¥ Automaticaly reboct spster on failure Rebaot Software version .04
General| Evets | Connections | Output | Configure | Time | Sounds | Data  Obieet | Concentrator | Users |
Rlefresh fit Seaich [0 Remove object | Al | ¥ Fefieshlist every: [10 =] ssoonds Expant to C5V fle ‘
[ status [Level |IP |GPRS lastping  |GPRAS ping ... Phane | GSM last ping |GSMping nte..|Type  [Device version | IMEI/MAC [
0001 Waiting for GPRS message 7 18863132234 20140217160450 120 NZA [ Ho Pings 63 NZA N7A
1 8 52 2014.021716:05.21 90 N/ H/ Ho Pings 10 10720137 0012746671
245 20140217 1E:0E.09 30 N [ Ko Pngs 510 510 (756 001031 41 42

20140217 16:06:28 30 N/ [P No Pings 5P133 5P133_131213 E004276829

[Tcp: Connected [com: o [rerio 4

A new window will open. Specify the sequence of transmission modules to be reprogrammed
and put in the new parameters in the tab Data fields.

Specify the sequence (from...to) of transmission modules undergoing the edit of
parameters in the section Select objects.

Click Get object list to open the list of all modules within the specified limits on the right
side. Serial module numbers, IP addresses, module types and their program versions will be indicated
in the list. If transmission modules of different types are displayed, deselect to eliminate from the
list.

-

Configure multiple modules

Sequence of module numbers . Password list [Progamm__[0tisc & JUID
[From [Ta —————eY 2002 [217001031414 211.62[G10 G10_0156

to be re p rog ramm ed Click here to add new interval Ad password

3000 129\

Get object ist |

[Poganmfields
Data fields | Firmmare |

-
4
Primary channel parameters:
Check the box and put in the

List of objects to be

[ Frimary reporting ]

data ol — reprogrammed
\_ = Pon —
S [~ Phone |7 \

Backuprepoting

7 Host T
I ot EC—|
[~ Phone |7
[ Phone2 [T

| [ APN —
I~ User ,7
I Raswed [
™ DNS1 |—

Module log in
passwords

Backup channel parameters:

Check the box and put in the
data

G

Network log in parameters:
Check the box and put in the

data I~ NSz
I~ Ping time 0 2
\ Start programming Stop
( I~ Repeat operation for failed modules

e

PING period of connection
control signals

NV

(&

Indicate only those parameters that will be edited in sections Primary reporting and
Backup reporting. Specify APN, User, Password and DNS data if parameters of connection to the
network operator will be edited. Select Repeat operation for failed module and specify the period
value if connection control period is to be edited. Click Start programming to start a process of
parameters edit. It may take several minutes. Program will inform once the process is finished. Click
Stop to terminate the process.

¢) upgrading firmware for multiple modules
Right-click and select Configure multiple modules to program multiple modules.
A new window opens. Specify the sequence of modules to be repgrogrammed and program
versions in the tab Data fields.

RL10v3_UM_EN_150901
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=oix|

Configure multiple modules
Sequence of module numbers Selent abjects Password list Progemn__ [Objec 4 [UiD [ N [ [version [tatus
b d [Fom [t Password court: 1 |20z [zt7o0i031414 (188633 \62_ |50 |610_0156
to be reprogramme Click here to add new interval Add passward
[1000 [3000 1234
Getobiectlit |
[ Pogamm fields
Datafiekds Firnware | . .
List of objects to be
[ Prograrnm modules with frmstes
e \/ reprogrammed
. . Fi Wer 140
Sequence of firmware versions e
. To |Wer 1.43
of objects to be reprogrammed: ¢
Check the box and put in the T Rp— Module log in passwords
e
\ \G10_0143 prg
p
Location of the last firmware
version
\

Start programming Stop

I~ Repeat operation for failed madules

E timefs)

Check Program modules with firmwares and type in the sequence of program versions.

Click Select firmware file and locate the file with extension *.prg.
Click Start programming to start the process of parameters edit. It may take

minutes. Click Stop to terminate the process.

several

Program versions of the modules are displayed in the tab Objects once process is finished.

Remote Control of Transmission Devices

Transmission module in the object can be controlled remotely. It is important for the
transmission module to support this function (not all manufactured transmission modules supports

it).

IPComControl [ 3.2.1.139]

=Iolx|

Fle Optiorns Help
ToR BPAS objects 3
SMS objects 0
Bl el Lost objects 2
Events per second 2

GSM madem statu: i)
Modem Difine )

BSM  DOifine F7 Automaticaly oot system o ilre ﬂl ‘ Software version  3.05

General | Events | Connestions | Output | Configue | Time | Sounds| Data  Obiect. | Concentrator | SMPF receivers | Users |
Expott to C3V fle |

ping irt... Phone:

Refresh list Search |0 Remove object | &1l | [V Refresh list every: |10 3: seconds

[Level |IP
00" W e 5453 21130316 11,0545 N7 s 5 5 i
14168 2014.03.05 150813 N N/ No Pings G1 HiA 1
\uiaiting for GPRS message EEI 4 154 2004.03.16 11:09:32 N NAA No Pings G10 G10_0156 62170010314142
F 18868136172 2014.020516:36:22 N NAA N4 SP133 SP133_140225 012896004275823
N N No Pings G10 G10_0155 6217001027330

“waiting for GPRS message El 1BAE5.152 199 2014 0316 11:08:54

com 0 TR0

TCP: Cannected

Right-click on the selected transmission module to open the menu and select Remote

control.

A new window will open. Indicate the actions you would like to take and click Write zone and

Write output at the bottom of the window. Click Refresh to refresh the window and check the edits.

RL10v3_UM_EN_150901
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RemoteControl

Hardware name: 5P133

=lo|x|

Object id: 4000
Object Uld: 012896004275823
Online
— Zones Cutputs
Name Status Bypassed Name Types Status On
Zonel Ready r Qutputt Bell off [
Zone2 Ready [ Output2 State on [~
Zone3 Ready r Qutput3 Ready QOn 4
Zoned Ready r
Zone5 Bypassad v
Zoned Ready r
Zone? Ready [
ZoneB Ready [N
Write zona Write output |

System status: Armed

Refresh |

Click X (Close) to close the window once finished.

Receiver’s Internal Event Messages

There is receiver RL10’th internal event code list in the table below.
Please find conditions for generating of Internal Event Messages and sending them to the
monitoring software in the same table below.

Internal Event Message string values
Editing Allowed
Event
Code Name Event message will be generated if:
CID
Receiver Line No Account No | Event | Partition Zone No
No (Object ID) | Code No
Object’s Tx Module operates in GPRS mode;
No any signal out of Tx Module within pre-set
check time;
Pre-set |Pre-set Object ID Ty;.;e of Tx Modul.e '|s kn.own;
GPRS ) A transferred Switched on receiving via GSM
E762 ) Receiver |Receiver’s | 4} |
connection lost No Line No by Tx modem/SMPP;
Module At least one SMS message has been received
from Tx Module;
Massive GPRS connection loss has not been
detected;
Object’s Tx Module operates in GSM mode;
GPRS Pre-set |pre-set Object ID Pre—§et number of messages has.been
. . o, transferred received to define GPRS connection
R762 connection Receiver [Receiver’s | v L
restored No Line No by Tx restoration;
Module Massive GPRS connection restoration has not
been detected;
£752 GSM connection ) ) ) o v ¥ N/A
lost
R752 GSM connection | ) } o v o N/A
restored

RL10v3_UM_EN_150901
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Massive

Pre-set

Pre-set

Pre-set number of either GPRS or GSM

0000 hard-
E704 Communication |Receiver [Receiver’s ar (000) connection losses per second has been
. coded
loss No Line No detected
Massive .GPR.S Pre—s.et Pre—s.et ) 0000 hard- Pre-set number of GPRS connection
R764 communication |Receiver |Receiver’s (000) .
. coded restorations per second has been detected;
restore No Line No
. Pre-set |Pre-set .
R754 Massive GSM Receiver | Receiver’s 0000 hard- (000) Pre-set r'\umber of GSM connection
restore . coded restorations per second has been detected;
No Line No
. Pre-set |Pre-set . . . .
£732 WAN ping Receiver | Receiver’s 0000 hard- (ETH No) ftlmef in turn there |s. no,answer signal from
timeout . coded PING” addressee (Object’s Tx Module);
No Line No
Pre-set |Pre-set Connection loss with particular Ethernet
WAN pi ) ) 0000 hard- troller has been detected;
R732 ping Receiver |Receiver’s ar (ETH No) con ro. er has been detecte . .
restored No Line No coded There is at least one answer signal received
from “PING” addressee (Object’s Tx Module);
Pre-set |Pre-set .
£753 GSM modem no Receiver | Receiver’s 0000 hard- (000) GSM mode.m .answer signal has not been
response . coded received within 10 seconds;
No Line No
Pre-set |Pre-set Connection loss with GSM modem has been
GSM mod ) ) 0000 hard- detected;
R753 modem Receiver |Receiver’s ar (000) etected; .
responded . coded At least one message has been received from
No Line No
GSM modem;
Pre-set |Pre-set GSM modem notifies with service message
GSM connection . o, 0000 hard- that it’s lost GSM connection;
E751 X ) Receiver |Receiver’s (000) .
is offline . coded At least 1 minute has gone past from system
No Line No
start;
. |Pre-set |Pre-set GSM connection loss has been detected;
R751 i(zSol\:“cnoennectlon Receiver |Receiver’s Sgggdhard- (000) GSM modem notifies with service message
No Line No that it has restored GSM connection;
Pre-set |Pre-set .
£733 WAN cable Receiver |Receiver’s 0000 hard- (ETH No) NET cable has been plugged out of particular
disconnected . coded Ethernet controller;
No Line No
Pre-set |Pre-set NET cable plugging out has been detected;
WAN | : : hard- . .
R733 cable Receiver |Receiver’s 0000 hard (ETH No) |NET cable has been plugged into particular
connected . coded
No Line No Ethernet controller;
. Pre-set |Pre-set : : ; ;
(COM) Receiver re s.e re s.e ) 0000 hard- (com No signal has been received per minute via
E713 Receiver [Receiver’s ?
no heart beat . coded No) COM input;
No Line No
(COM) Receiver Pre—s.et Pre—s.et ) 0000 hard- (COM COM input Io§s has been detected;
R713 heart beat Receiver |Receiver’s coded No) At least one signal or message has been
restored No Line No received via COM input;
Reboot command created by IPcomControl
System Pre-set |Pre-set 0000 hard has been received;
R31 Receiver |Receiver’ ) ’
313 rebooted ecelver .ecelver s coded (000) H/W fail occurred while signals via COM input
No Line No .
were received;
Pre-set |Pre-set
hard-
R305 System started |Receiver |[Receiver’s 0000 hard (000) IPCom has started;
. coded
No Line No
Object’s Tx Module operates in GPRS mode;
A Message has been received via GSM;
Pre-set |Pre-set Object ID Object’s Tx Module operates in G.SM m9de;
) ; o, The FIRST message has been received via
GSM device Receiver |Receiver’s transferred
R755 ) | GSM;
mode No Line No by Tx - -
Connection loss with Tx Module has been
Module

detected;

Pre-set number of messages has been
received via GSM to define GSM connection
restoration;
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Object’s Tx Module operates in GPRS mode;
Massive GPRS connection loss has not been
detected;

Either Tx Module is unable to transfer
messages via GSM or no messages has been

. Pre-set |Pre-set Object ID received out of Tx Module via GSM;
Connection ; o, transferred L
E350 Receiver |Receiver’s No messages out of Tx Module within pre-set
trouble . by Tx R
No Line No check time;
Module
Object’s Tx Module operates in GSM mode;
No messages out of Tx Module within pre-set
check time;
Massive GSM connection loss has not been
detected;
Connection loss with Object’s Tx Module has
been detected;
Massive GPRS connection restoration has not
been detected;
Pre-set number of messages has been
Object ID received via GPRS to define GPRS connection
. Pre-set |Pre-set iam-
Connection ) A transferred restoration;
R350 Receiver [Receiver’s - - -
restore ; by Tx Connection loss with Object’s Tx Module has
No Line No
Module been detected;

Massive GSM connection restoration has not
been detected;

Pre-set number of messages has been
received via GSM to define GSM connection
restoration;
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Annex 1. Operation of Concentrator Filter

Gm 5021 18 5436 EO08 08 014

\_/

(TL 5048 18 1234 E130 01 009

—/

10 | 5032 18 1234 E0O7Y O7 001

=

5032 18 4321 E00A 0A 003

)

Nt

5032 18 1234 E130 13 001

(3)

)

NO Receiver [network)
number filter
NO YES
¥
DELETE
¥
CONVERT
3
ne TUNNEL VES NG VES
L o
A - Convert both Receiver and
Convert both Receiver and Line number to specified
Line number to specified
+ / Y Y
OUTPUT BLUFFER

l RS232

Algorithm of concentrator filtering
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|

Tr 5032 18 1234 E0O7 O7 001

G? 5032 18 4321 EOQA 0A 003

S

RR |5032 18 1234 E13A 13 001 )

Convert

=0

|

5032 18 1234 E007 07 001
T _

[[] Tunnel
El}m.rn_!rt J | ) l
Recaiear No. ; Lime Mo. Iny
e« 9024 18 1234 E277 27 001
— N 44
Tems =
4 —Rocemerno 7 Lnena [t

5032 18 1234 E13A 13 001

Example of radio message (encrypted in RAS-2M) filtering

]
Recaiver Mo, 4—[ E— Lire Mo l

5024 18 1234 E23A 23 001

=

DIRECT SIGNAL

OUTPUT SIGMAL

#0

REPEATED SIGMNAL

CUTPUT SIGNAL
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Annex 2. Data Output message format

Output message format: S50RLs18AAAAEEEEPPZZZT

50 =Basic protocol

R =Receiver Number

L =Line Number

s =space

18 =the token used to identify the message as Contact ID

AAAA =Account Number (Object ID)
EEEE =Event code

PP =Partition Number
777 =Zone Number
T =Terminator (DC4)

True message example: 5021 180000E71399001<DC4>
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