&% Metavante’

Sendpoint Merchant
Web Client

User Manual




Original Publication 01/08

This document is protected under the trade secret and copyright laws as the property of
Metavante® Corporation. Year of first distribution: 2008. Copying or other reproduction, or
any other disclosure to third parties, is strictly prohibited.

01/08 « Metavante Corporation



Table of Contents

Deployment
Getting Started. . . ... 1-1
ClientPCilnstallation. . ........... ... . . ... 1-3

EHF Using Sendpoint Merchant Web Client

OVEIVIBW . . .ttt e e 2-1
DEPOSIES. . v et 2-3
Password Management. . . ............ ... . i 2-5
Change Password . .. ... 2-7
Administration . . ... e 2-9
Reqgistration . . ... ... 2-13
Deposit HIStOory . ... ..o 2-15
RepOIMtS . .. 2-19
Using Sendpoint Merchant Web Client . .. ..................... 2-23

® Multi-Factor Authentication Scenarios

Multi-Factor Authentication Scenarios. . ........... ..o .. A-1

Sendpoint Merchant Web Client User Manual « 01/08 i



Table of Contents

ii 01/08 « Metavante Corporation



Deployment 1




01/08 « Metavante Corporation



Getting Started

Hardware
Requirements

Scanner
Requirements

Client Software
Requirements

This manual provides instructions for installing and using the Sendpoint
Merchant Web Client application.

Before using Sendpoint Merchant Web Client, you will need to acquire valid
login credentials (user name and password) from the financial organization.

The minimum recommended configuration is as follows:

+ Pentium 4 2.0 GHz processor

+ 512 MB RAM

+ 40 GB hard drive

+ Network card

+ Broadband Internet access

+ USB 2.0 depending on specific scanner requirements

+ Screen resolution 800 x 600 (1024 x 768 recommended)

+ A check scanner connected to your workstation

Currently supported check scanners include the following:

Note: This list is accurate as of the publication date of this document. This
list of scanner devices is not a complete list of all possibilities after delivery.
Device testing is ongoing and devices are continually being added to this list.

+ Digital Check (TS 210e, TS 215, TS 220e, TS 230, TS 4120)
+ Unisys (MyVisionX, UEC 7000)

+ Canon (CR-55)

+ CTS (LS100)

+ Magtek (Excella, Excella STX)

Notes: You will need to refer to the individual scanner manual for installation
and setup instructions.

Sendpoint Merchant Web Client 2.5 only supports the following scanners with
Windows Vista: Digital Check TellerScan and Unisys MyVisionX.

Client software minimum recommended configuration is as follows:
+ Windows 2000, Service Pack 4 (32 bit)
+ Windows XP, Service Pack 2 (32 bit)
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+ Windows Vista (32 bit)

+ Internet Explorer 6 or 7
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Client PC Installation

Before You Begin

Scanner Installation

Before installing the processing components, the user must have the
appropriate scanner installation package as provided by the financial
institution.

Note: Internet Explorer is a prerequisite to completing the following steps. It
is important to note that the installation procedures will vary by scanner.
Therefore, it is important to verify steps for each scanner installed. This
deployment page will vary based on the individual merchant inputs and
available hardware setup configurations.

Upon the first visit to this software, the user will be prompted to select that
scanner from the following list:

{2 hitps:iidirect.readiness imagedepositgateway comfsendpoint/ - Windows Internet Explorer

@@v ] https:/direct.readiness.imagedepositgateway . comjsendpaint] D REES 2

W 0| @ hitpssdrect readness inagedzposigateway.comis.. | | fi- B # - [Page v G ook -

Sendpoint Merchant Capture

Installation Steps:
1. Download & Install the driver for your scanner
a. Instructions for first time scanner installation:

MyVisionX UEC-7000 Canon CR-55 Canon CR-180 TellerScan Canon MegTek

b. Instructions for existing scanner driver upgrade:

MyVisionX UEC-7000 Canon CR-55 Canon CR-180 TellerScan MagTek

MyVisionX Uninstall)
c. Drivers only:

MyVisionX UEC-7000 Canon CR-55 Canon CR-180 TellerScan MagTek MagTek-STX

2. Choose A Client

Web Client (browser based)

Smart Client (PC install)

eHotmal... {2 Report Manager - W

HE 2 BE £ @ vkekoermer-Tnbox ... [ Direct

The steps for completing the installer file are as follows:

Note: This must be performed while logged into Windows as a local
administrator.

1. Launch the deployment Web page provided by the financial institution.
2. Select the appropriate scanner link.

3. Select Save.

4. Select a download location for the driver and select Save.

5. Extract the contents of the downloaded file.
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Client PC Installation

Deployment

Security

6. Launch the Setup.exe file and follow the instructions to complete
installation.

Note: The Installation Wizard and procedures will vary by scanner, so make
certain to follow every step carefully. Pay special attention when following
prompts on when to connect power to the scanner and when to connect the
scanner to the PC.

7. Upon completion of the installation process, select Finish.

The external Web server’s domain that Sendpoint Merchant Web Client
communicates with should be added as a trusted Internet Web site.

Note: Itis possible, especially using Internet Explorer 7.0, that the Logout link
and/or Logo link in the upper left corner may open in a new browser window if
they direct you to a different domain than that in which Web Client itself runs.
If this happens, please add those domain(s) also to the Trusted Sites zone by
following the same steps listed here.

In addition to configuring the Web site for Sendpoint Merchant Web Client as
a Trusted Site, there is a sub-setting that must be verified to ensure seamless
operation of the Web client. As seen in the attached screen sample, you need
to set “Access data sources across domains” to “Enable” under the
Miscellaneous heading found in the Custom Level settings for Trusted Sites
on the Security tab of Internet Options for Internet Explorer.

1-4
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Deployment Client PC Installation
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Adding External Web Server to Trusted Site List

1. Launch Internet Explorer.
2. Select Tools.

3. Select Internet Options.
4. Select Security Tab.

5. Select Trusted Sites.

6. Select Sites.

7. Enter the address of the domain (Example: https://www.provider
name.com).

8. Select Add.

9. Select OK.
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Overview

With Sendpoint Merchant Web Client, there are six tabs that the user can
access (depending on roles assigned to the user): Change Password,
Administration, Registration, Deposits, History, and Reports. However,
when the user first logs into Web Client, the Deposits tab is initially

presented.

Note: The actual tabs available will be dependent on the system role
assigned to the user. The Administration and Registration tabs will only be
present for the following roles: Administrator and Supervisor.

The top right corner of the Web page displays the following:

Name

Function

Help

Displays an online user guide for the Web Client
application.

Logout

Exits the user from the Web Client application.

Username

Identifies the user that is currently logged into the
Web Client application.

Merchant name

Identifies the merchant that is currently logged into
the Web Client application.
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Deposits

The Deposits tab allows the user to create a deposit and view open and recent

deposits.

Name

Function

Create Deposit

Allows a user to create a new deposit providing the
Account, Deposit Control Total, and any other
additional, optional fields.

Note: All additional fields are customized by the
individual financial organization.

Proceed

Allows a user to create an electronic deposit.

My Open Deposits

Open deposits are deposits that have not been
finalized (submitted for deposit). Additional items
can be captured to an open deposit.

Select an active database field link of any entry to
access an open deposit.

Note: Column headers are customized by the
individual financial organization. Contact the
appropriate merchant provider for any questions
regarding column headers.

My Recent Deposits

All deposits that have been finalized are listed in
this section.

Select an active database field link of any entry to
access a finalized deposit

Note: Column headers are customized by the
individual financial organization. Contact the
appropriate merchant provider for any questions
regarding column headers.
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Password Management

Password Messages

Sendpoint Merchant 2.5 introduces new functions that allow for the
configuration and control of a user’s password. These new functions allow
for the following:

+ Anadministrator can force a user to create a new password during the
initial login process.

+ Anadministrator can reset a user’s password (such as when a user forgets
the password or the password becomes compromised).

A Sendpoint Merchant user will not have the ability to configure any
password configurations through the client application. All password
functions are configured and controlled by an administrator of the Sendpoint
Merchant distributing organization.

Here is a list of new Sendpoint Merchant user password messages and how to
proceed when encountered.

+ Your password has been reset by an administrator.

+ This is a new account and the password must be set.

Note: When a user selects OK to any of the new password messages, a
window is displayed that allows for the input of password creation details.

This is a new account and the password must be set

Invalid Password

A user will encounter this message during the initial login into the Sendpoint
Merchant application. An administrator can configure a user to recreate a
new password upon the initial login. If a user is required to create a new
password during the initial login, then the user should create a new password.
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Using Sendpoint Merchant Web Client

Your password has been reset by an administrator

Invalid Password

" E “our password has been reset by an Administrator.
-~

A user will encounter this message during login once an administrator has
reset the user’s password. An administrator usually will reset a user’s
password when the user cannot remember it or it has become compromised.
The user will need to enter the new password in order to login. If the user is
unaware of the new password, the user must contact the administrator
regarding the new password.
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Change Password

Before You Begin This tab allows a user to reset his/her password, as shown below.
/= Merchant Capture Change Password - Windows Internet Explorer - 0 g
@A * ] https:j/direct.readiness. imagedepositgateway. com{Merchant CaptureWebcClisnt /ChangePassword, aspz (] || X P
w & | @Mistchant Capturs Changs Passwiord ‘ | Fiov Bl = ov hPags - () Tanks -
Help | Logaout
Sendpoint Merchant Capture AT

‘Change Passwurd|A:Im|m5:'a:||:n Reg\s:'a:lcn‘Der::sl'.5|H|9'.:'y‘Rer::".a

L

Password
New Password.

Confirm New Password.

Change Password

/ Trusted sites 00w -

Reset the Password To reset the password, follow the instructions provided below:
1. Enter the current user password in the Password field.
2. Enter the new user password in the New Password field.
3. Re-enter the new user password in the Confirm New Password field.

4. Select Change Password to complete the process.
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Administration

Before You Begin This tab allows a user assigned the role of Administrator or Supervisor to
perform the following functions:

+ Create a new user (only available to the Administrator role)

+ Remove an existing user (only available to the Administrator role)
+ Edit user properties

+ Set user access (enabled or disabled)

+ Reset a user password

+ Reset Duplicate Item History

Note: The default columns within the Administration tab are Delete, Edit,
Unlock, Enable/Disable, and Reset Password. All other displayed columns
are optional and configured by the individual financial organization.

Create a New User This option allows an administrator to create a new user.

£ Herchant Capture Adwiristration - Windaws Inemet Ceplarar

I T e ——— e e I e

WO @ Merchant Capbare Administration - f P

Sendpoint Merchant Capture

@

A

1. Enber user data 2 Select Rolefs 3 Aasign Depasil Accaunl s

R

J Trussd stas Haom -

1. Todoso, click Create User. Type in the User Name, Password, Confirm
Password, and E-mail.

2. Assign the necessary roles and accounts by checking the boxes to the left
of the various roles and accounts.

3. Click Create User to complete.
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Remove an Existing
User

Edit User Properties

The user should appear automatically within the user list provided in the User
Administration tab.

This option allows an administrator to delete the existence of a user. To do
so, select the Delete icon next to the user to be removed. Click OK to
complete.

This option allows an administrator or supervisor to configure a user’s e-mail,
assign deposit accounts and roles. To edit the user properties, follow the
instructions provided below.

1= Herchant Capture Adwiristration - Windaws Inemet Ceplarar

L I T ——— s e vl 4] = A

WO g Merchan Caphars Adninsirstion I I

Sendpoint Merchant Capture

Chongs Pessword|Administration|Hegistration|

e @

(7]

Dalote Fdit Unlock EnnbieTissbie Heset Pessword User Name Lnst Prssword Changed Date Provider Name Is Online Password Question

- B - AT

07 114332 AM WebSericaMambanhipProsdar  True

Gmats Usr

1. Enter user data 2. Select Rutefs 3 Assign Deposit Accountfs |

Inen Haee 18T4 Reirs

 seve | Concal |

o Tousted s -

1. Select the Edit icon to configure a user’s e-mail, role(s), and deposit
accounts.

+ To configure a user’s e-mail, enter the e-mail in the E-mail field.
+ Toassign/unassign role(s), select/unselect the appropriate role(s).

+ To assign/unassign Deposit Accounts.

2-10

01/08 « Metavante Corporation



Using Sendpoint Merchant Web Client

Administration

Set User Access

Roles and Their Behavior

Note: Having the Administrator role does not implicitly give the user the
subsequent privileges. For full access, give the user all available roles.

Role

Web Client Behavior

Smart Client Behavior

Administrator

+ Reset Duplicate History
+« Manage Users

+ Reset Duplicate History

Supervisor « Register Client + Register Client
+ Reset Duplicate History + Reset Duplicate History
+ Manage Users
Reviewer « View Reports (All Users)  « View Reports (All Local
+ View History (All Users) Users)
+ Run / View Queries (All + Run/ View Queries (All
Users) Local Users)
Depositor + Create, Capture, Correct, « Create, Capture, Correct,
Balance Balance
+ Transmit / Finish Deposits « Transmit / Finish Deposits
+ View Reports (Own Items  « View Reports (All Local
Only) Users)
+ View History (Own Iltems  « View History (All Local
Only) Users)
+ Run/ View Queries (Own «Run/ View Queries (All
Items Only) Local Users)
Operator « Not Applicable - Same as  « Create, Capture, Correct,

Web Depositor

Balance

The Modify Users privilege allows the following functions to other
non-Administrator users under the same merchant; Reset Password,
Unlock, Enable/Disable, and Change E-mail Address.

The Manage Users privilege allows the following functions to other
non-Administrator users under the same merchant: Add New Users,
Assign/Remove roles (except for Administrator Role), and all Modify
Users functions.

2. Select Save to confirm all configurations.

Note: Any user assigned the role of Administrator is not displayed in this

section.

This option allows an administrator or supervisor to prevent a user from
logging into the application. To prevent a user from logging into Web Client,
clear the Enable/Disable box.
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Using Sendpoint Merchant Web Client

Resetting
Passwords

Resetting Duplicate
Iltem History

This option allows an administrator or supervisor to reset a user’s password.
To reset a user’s password, select the Reset link, enter the password, and
select Save.

This option allows an administrator or supervisor to reset Duplicate Item
History. To reset the duplicate item history, select Reset Duplicate Items.

2-12
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Registration

Before You Begin This tab allows a scanner to be registered for capture to the local client PC, as
shown below.
£2 Marchant Capture Registration - Windaws letermat Kxplorer o
@ﬂ v | @] hitpsidrect resdness magederoskastenay comiter chantCaptureWeb<Chert i, . B b (G IS =
4| Merchant Capture Registration - B - P Tk T
Help | Logout
Sendpoint Merchant Capture AT
Change Password|Administration|Registration|Deposits|History|Repors
Client Registration
[7]
Machine Description:
Locations | M051300eme |
Scanners, | Teller Scan 215 x|
[ Register |
£ Trusted stas # o -
To Register a To register a scanner, perform the following:

Scanner ] o )
1. Enter the machine description (computer name), select a location, and

select a scanner.

2. Select Register to complete the process.
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Deposit History

Before You Begin

View Deposit
History

This tab allows viewing of the deposit history submitted and searching of
deposited items as shown below.

#2 Merchant Captura Dapasit Histary - Windows Intarnet Cxplorar
—
K 0 7 ] hepsifdret resdnass mapsdepsstastonsy. confMerchantCapturswebClerk/Depoststory. asm |41 % » -

W | @ Merchant Capturs Deposi Hstary

Sendpoint

Merchant Capture

Change Password|Adminisiral F rat i History

]

hemCount Usamame CopturedDute DapositTotol
3 83 213 50 FM

Hem Type: | All -
Start Date

End Date -

" Trusted ghes B
= —

Note: The user will see all deposits made to accounts and locations that they
are authorized to view.

Note: As of Version 2.5, a DebitCount column may be configured by an
administrator to be displayed. The field strictly represents only the number of
debits in a given deposit.

This option allows the user to view the deposit history by selecting the link
found in the left-most column (the field that appears in this position is
customized by the financial organization).

When this link is selected, the page changes to Deposit History Detail View.
From here, selected item’s deposit information appears in the Deposit
Information panel. Users can choose to generate and view the Selected Item
Image Report, Deposit Detail Report, or the Deposit Detail Image Report.
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Using Sendpoint Merchant Web Client Deposit History

Mark Items

Search Deposit
History Items

To identify items that have been electronically deposited, follow these steps:

1. Select Mark Items within the Deposits tab.

2. Place all items in the scanner backwards so that the front of each item can
be endorsed with the rear ink jet.

3. Select Start.

4. Select Finish when all items have been marked.
Note: All items that have been marked using the Mark Items feature
should be either temporarily stored or destroyed based on the instructions
of the financial organization supplying the Sendpoint Merchant Web
Client application.

Users can search for a specific item(s) using any combination of available

criteria.

)
Item Type: | All v

1. To search for items, enter the appropriate search terms and select Search.

2. Searches may include item type of either Deposit Ticket (deposit amount)
or Deposit Item (check).

3. Searches may be conducted within any valid date range.

4. Searches may contain a combination of search terms (Amount > $100.00
and Serial <> 100).

Field Description

ltem Type Type of item or items to search. The options are All,

Deposit Ticket, or Deposit Item (checks).

Start/End Date Date range to be searched.

User User who captured the item.

Amount Amount of the item.
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Field Description
Serial Serial number of the item.
Account Account number of the item.

Transit Routing

Transit Routing number of the item.

Sequence

Sequence number of the item.

2-18
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Reports

Before You Begin This tab allows for the configuration, presentation, and output of Sendpoint
Merchant-related reports.

= Marchast Captura Reports - Windows Internet Cxplorer

5~ |2 st resdnass. magsdipesanstowsy.comMercharkCghreweblert spans. s w4 % CIE

W | e Capture Reports fr- 0 - ree - o -

Sendpoint Merchant Capture STUAT I

Change Password|Adminiatrat ] tegistrat | af t | stary|Reports

Roports

rfFeppoei”

Ceae-cHA

View Reports This option allows the user to select one of the following reports:
+ Deposit Summary Report
+ All Deposits Summary Report
+ Export Capture Data

Deposit Summary Report

This report provides a detailed summary of an individual deposit. To run this
report, perform the following:

1. Select Deposit Summary Report.

2. Select the appropriate deposit account.

3. Enter astart and end date.

4. Select a report layout of either Tab or Window.

5. Select View Report.
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Report Layout

All Deposits Summary Report

This report provides a detailed summary of all deposits captured on a given
date or date range. To run this report, perform the following:

1. Select All Deposit Summary Report.
2. Enter a start and end date.
3. Select a report layout of either Tab or Window.

4. Select View Report.

Export Capture Data

This feature allows deposit data to be exported in a CSV format. To run this
report, perform the following:

1. Select Export Capture Data.

2. Enter a start and end date.

3. Select Export Report.

4. Choose to save or cancel the Export Capture Data Report.

5. If saving the report, configure a report name and select a location to save
the file.

4 4 ofz6 b bl 95% b Find | Next | Select a format +| Export 2] =

This section describes the functions and features available within all reports.

Name Function

Flip Page Allows the user to display the next or previous
report page.

Back to First/Last Allows the user to display the first or last report
Page page.

Refresh Performs a refresh of the active report Web page.
Print Allows the user to print the report.

Export Allows the user to output and save deposit data in

one of three formats: CSV, PDF, or XLS.

2-20
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Name Function

Zoom In/Out Allows the user to increase or decrease the
resolution of the report.

Find | Next Allows the user to locate text within the report.
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Using Sendpoint Merchant Web Client

Before You Begin You can create new deposits, update and modify any open deposits, and

review the history and detail of submitted deposits. To use Sendpoint

Merchant Web Client on your Internet/intranet browser, follow the steps
described in this section.

Create a New

1. Be sure that your scanner is installed, connected, and powered on; then
Deposit

launch your browser and enter the URL for Sendpoint Merchant Web
Client. The login screen appears.

Ml Faeear Aatfuedticabion | ogin - Wendowed bilorsed Fxplors

@ 3= B s idenct rednes.

Chent D aust. 450 svsechortCapture ¥ | 5 | 42 K
WG| 8 Ml Factor Authentication Logn

Sendpoint

Please enter your user nome and chek "Login®

Usar D |

To pretect your personal information. we collect your password on o separate page

o Trusted stes 100 -

£2 Pui Factor Authortication Shaw Pictire and Collact Password - Windews Infternet Lxplorar

@ ST hitps:ifdrect readine:

Chert[Dof gt sopo i Renumiri=s2fMerchares v | B | 47| %
W0 | M Factor Fatheitication Show Piclure ard Colist ., T - B - [LrPage = [ Took
Sendpoint
Sign on to Merchant Capture
Ploase enter your password and chek "Logn™
Sally sells sea shells by the sea shore,
Thas picture and personal phrase ang desplayed evary ime you Access
thes page. If you don't recognize them, please contact us betore yeu
continue
Password sesesseees
Loge | | Cancal
Forgol your pagsword? If you've forgolten your password, you can rese! d yourself
Bnd get signed on quckly.
 Trusted stes e -

Enter your user name and password, then press Enter or click the Log In

button. The Sendpoint Merchant Web Client Create Deposit Screen
appears.
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Using Sendpoint Merchant Web Client Using Sendpoint Merchant Web Client

|« 1S e 4 ik Crphure WebCherkDel ol i 0 | £
W | Herchark Capturn Home T Bl o rPege = (i Tosks - £
Halp | Logo

= ]

Sendpoint Merchant Capture $EUAT IV
Change Passwer d|administrat egistration|Deposits [History|Reports

Jeposit

it @

zezoure Select Deposit Account v Mo Opan Deposils in Hislory

Cimposit Control Toea! $0.00 T Iy
ItemCount Usamname DapositTotal

Proceed

3. Select the account you need from the Account drop-down list.

Note: If you do not see the account you need, contact your system
administrator.

4. Calculate the deposit total and enter the amount into the Deposit Control
Total field. This is the expected total for the deposit and is required.

5. Ensure that all custom fields are completed. All required fields will be
highlighted in yellow. All custom fields used for local use will be listed
towards the bottom of the list.

6. Click Proceed.

Note: The following steps assume that this is a first time use. If this is
not the first time use of Sendpoint Merchant Web Client on this
workstation, then this action will take the user directly to the capture page.
Steps 7-13 will be skipped.
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7. The ActiveX Install Security Warning dialog box appears.

Internet Explorer - Security Warning E|

Do you want to install this software?
Mame: CaptureControlJkility, cab
Publisher: Advanced Financial Solutions, Inc.

Mnre options Install ] Lgon't Install |

@ Wihile files From the Internet can be wseful, this file bype can potentially harm
wour compuker, Only install software from publishers ywou trust, What's the risk?

8. Select Install.
9. The Registration dialog box appears.

Note: This will only happen the first time this is accessed.

= Marchant Capture Rgistration - Windaws Itarmet Liplorer

G5~ |2 st resdnass. magsdipespsovay.comMercharkCaghreweblert)C o 2b v 42| % CIE
WO | @renhant Catue Reglation fit = B - Page - (0 Took -
Halp | Lagout

Sendpoint Merchant Capture R,

Change Password|Administration|Ragistration|Dag

Client Registration

t @

Maching Description:

M0951300emo ||
Seancers Magtek Excalla ST I

repomef "

Ceae-cHA

10. Fill in the fields as follows:
+ Enter the PC name in the Machine Description field.
+ Select the correct location from the drop-down list.

+ Select the appropriate scanner for use in capturing items from the
drop-down list.
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11. Select Register.

12. The Device Cab Install Security Warning dialog box appears.

Internet Explorer - Security Warning FX|

Do you want to install this software?
Mame: AfsDevice RDM.cab
Publisher: Advanced Financial Solutions, Inc.

[E]Mgre@tigns Inistall l | Don't Install |

‘While files From the Internet can be useful, this file bype can potentially harm
wvour computer, Only install software From publishers wou trust, What's the risks

13. Select Install.
14. The Capture page appears.
15. Load items into the scanner.

16. Click Start Scan. The Capture Items pop-up box appears. ltems are then
scanned and added to the deposit.

N

Ready to Scan.

17. When you are finished, click Stop Scan in the Capture Items pop-up box.

18. The Capture Items page appears.
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C5 '~ |2 st resdnass. magsdiprspsmwsy.omMercharkCaghreweblent] Caphre] el AT 31 457641 v b % 8-

WO | et Catue Capture

Sendpoint Merchant Capture

Change Password|Administration|Registr

| Capture Belorce Reve e
Deposit Account [***0002

No llems

fip Zogmin Zogmow resel

repoEmelR "
Ceae-cHA

19. Review the deposit, then click Proceed.

+ Ifthe calculated total matches the deposit total, and there are no failed
items, then a virtual deposit ticket is created.

+ If there are any failed items, the Correct Items Web page appears
displaying those items, and their corresponding failures and
exceptions.

+ If there are no failures, the Balance Web page appears.

20. If any exceptions exist within the deposit, then the Correct Items Web
page appears. This Web page allows for items to be repaired for any of
the following conditions:

+ Duplicate Captured Items
+ Missing an Assigned Amount
+ Additional Data Entry Required

+ Image Quality Errors
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+ Considered as a Reject

Analysis Field Type

Description

Duplicate Item

If a duplicate item is captured, then the user is
presented both the current and original images
for verification.

Only a user assigned the role of administrator
can accept a duplicate item into the deposit.

Amount Recognition
Failed

User must manually enter the amount of the
item if Sendpoint Merchant does not
successfully identify the amount during
capture.

Item Data Entry

Allows for a user to enter data that will be
assigned to the item in question.

User must enter data for any field highlighted in
yellow; however, any field that is not highlighted
in yellow is optional.

Image Quality Exceptions

Lists all of the image quality and usability error
associated with each item.

Only a user assigned the role of administrator
can accept an image with image quality and
usability errors.

Reject Item Exception

Provides an explanation of why an item is

labeled a reject. An item can be considered a

reject based on the following:

+ The item is a foreign (for example, the item
drawn in Canada or Mexico).

+ The scanner is unable to successfully read
the MICR.

+ The item routing number is not a valid U.S.
number.

+ To accept an exception item into the deposit, all required data entry
fields must contain data. Click Accept once all required fields are

populated with data.

+ If the choice to remove the item is made by selecting the Remove
button, the item will be removed and the operator will be asked to
acknowledge and verify that this is what is wanted.

Note: Any item that is removed can be recaptured. If the recaptured item
continues to fail and the user can not accept it, then it must be deposited
through traditional means (within a paper deposit, for example).
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= Marchant Capture Coract - Windows Internet Lplorar

g'_' = | s ldnect resdness magdposgmsy. conMerchand s eWeb Chert Capturel A54Tb- 30154573541 w]lés ]2 e
WG| Emertiae Cature Conmet fi- 0 - ireger Glase
Help | Logout
. 3

Sendpoint Merchant Capture E1UAT
Change Passward|agministration|Registration |pg“,.|.|-- stary|Reparis

Correct Items

CEM  Correct | (7]
Deposit Account 0002

s0.01

iy N

Ot 2036 Endarsement Not Us:
BOLL 203A 500 003876543+  2LE dorsement Hot Usable
Excep
e s s hem passed
Chcoot | o hom

crepBboel ”

Ceae-cHA

21. When the last exception in the Correct Item Web page is corrected, the
Balance Web page appears.

+ If the combined item total does not match that of the deposit, then the
deposit can be balanced and is eligible for submission. Click
Proceed to continue.

+ To edit the amount of an item, select the item in the grid and edit the
amount below the image. Click Save to finalize any change.

Note: If Save is not selected, then any changes made will not be
implemented.

Sendpoint Merchant Web Client User Manual « 01/08 2-29



Using Sendpoint Merchant Web Client Using Sendpoint Merchant Web Client

= | ] hetps:jdnact.readness. magedepeshysteway. comMerchantCaph reWebCient CaphureCorredt. s

184576454 L deel | -
W M Captua Balanon

Sendpoint Merchant Capture

Change Password|Administs
Balance

Copaure Corec: ENCUUTEEN e L]

Dipotit Acctunt =002

Merchant Capture Deposit Ticket :JEE Odaz
Account Number 1000002
Date 200801108 143745
Amount om
U EEELE T
< 3
s s
Checks:
Diflarance: $0.00
Deposit Control Total s0m

o Trused ses ®

22. When the deposit is in balance, the Review Capture Items Web page
appears. Click Finish Deposit to submit and close the deposit. If you are

finished entering deposits, click Proceed to be sent to the Sendpoint
Merchant Web Client Review Capture Items screen.

17 Mrchant Captien Rivias - Windaws Intaenat [xplores

@ = | @] hetpsjarect reagness. CaphureWebent Bl ASIE-21 ICIES »
WG| et Caglun R =B dwoc e ke
Halp | Logout
d 2 uatl
Sendpoint Merchant Capture STUAT
Change Passward|Administration|Registration|Depesits|History|Reports
Review Capture Items
Cotre Correet e BTN @
sit Ready Fo
Marchant Capturs Dapost Tickst
Caplure Processed. 1B2008 23610 PM
Depoast Trackang 8- 472 164 322
) ) 7
Account 1 Deposit Items:
Cuta OB 143748 Chacics Totnl 5001
Aot 0
Ase it
STEEHSET oooe oo
Finish Deposit
s J Tnumed e ® 1
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Note: Once the Finish Deposit button is clicked, the deposit is transmitted to

the financial organization and no further changes are possible.

Verify the information here and select Finish Deposit. You will be given

options to view reports immediately following this selection.

The following Web page appears once the deposit is submitted and closed.

“Caph reWebClent)CaptureSta

Change Password|A

aeba-4ETE- a4 deeld

- M
G 2 h
W G | g emechane Capure R
Sendpoint Merchant Capture
e
Merchant Capture Deposit Ticket
Account Number 1000002
Date 20080108 14:37 45

Amount 00

Capture Processed
Daponit Tracking i
Deposit llema:
Checks Total

o Truitad chas

® o -

You are given two options here for viewing reports. The first is to view the
Deposit Detail Report, and the second is to view the Deposit Detail Image
Report. To return to the Initial Deposits Web page, click Home.
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A sample of the Deposit Detail Report is shown below.

2 WBrER B Captira RBpO - Winidavs Inbermet CEplarer

@ﬂ. = B hetps:jdeect. readness. imagedeposhgatevayy. comMerchantCasbureWebClent Raports aspr e | (B3 Fel
W | et Capturs Baparts fir B e e s ek T
. Halp | Logout
Sendpoint Merchant Capture BALLIAT IV
Change Password|administration|Registration|Deposits|History|Reparts
Reports
C @
s View
o5 b - e [Selec a farma ] s 4 @
Deposit Detall All Report
Tronsmisson Date:  VAR00S T4353FM Cusomer Hame: ST Deposit Date:  VAR0HE 14324 FU
Accoumt Number: 0002 Dapost Total: 20 Mo of Debite 1
Deposs Status Rncsived Depost Tracking Ho:  MA
rr—— - war P s .
ez o = oo aeimace - -
Page Date. Var2008
CfeEpPEEER "
Cag-cHA
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Modify an Open
Deposit

A sample of the Deposit Detail Image Report is shown below.

{j htips:fidirect.readiness.imagedepositgateway .com/MerchantCaptureWebClient/Reports¥iewer .aspx7R= - Windows Internet Explorer

Next Select a format

<
m

8
=2

Deposit Detail Image Report

Transmissien Date:

1/3/2008 1:48:42 P Customer Hame: B51-UATIV Deposit Date 1/3/2008 1:48:32 P
Deposit Account: =-0002 Deposit Total: 50.01 lo of Debits: 1
Deposit Status: Recaived Deposit Tracking No: WA
Capture Sequence: 806000000031 Check Amount: 50.01 Serial Humber:
Mere hardl @apiure Beposit Thke: Mere hardl @apiure Beposit Tke:

Ace aunt Numaz- +oooD3z Ace aunt Numaz- +on0D3z

Crome 2008106 124832 Crome 2008106 124832

Anourt 0.0 Anourt 004

e anoooaie sUD e anoooaie sUD
Capture Sequence: 808000000040 Check Amount: 50.01 Serial Humber:

B
HOLL 20300

[ B =L
Tay ot ﬂﬁ:’ﬁvl::—— S
o eMAN e

HPAV AV

OOG87ESLA"  ELE

You can add items to and modify individual items within an open deposit. To
modify an open deposit, do the following:

Add Items

1. If you have not already done so, login as described under Creating a New

Deposit.

2. Under My Open Deposits, click the link for the deposit that you need.

The Capture Items page appears.

3. Load items into the scanner and click Start Scan. The Capture Items

pop-up box appears. Items are then scanned and added to the selected
open deposit.
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4. Continue by stopping the capture process as described in Creating a New
Deposit.

Modify Items

1. If you have not already done so, login as described in under Creating a
New Deposit.

2. Under My Recent Deposits, click the link for the deposit you need. The
Capture Items page appears.

3. Select the item you need, then modify the item as described in the
correction process under Using Sendpoint Merchant Web Client.

Note: Items can only be modified within the Balance section of an open
deposit.
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New User Scenario 1

Enroliment
1. Enter the Login Screen. Select Enroll in Multi-Factor Authentication

to be taken to the Secure Authentication screen.

£ Pt Factor Authsstic stion Lo - Windsws intret [rplorsr

G570 - [ remsiect escness magenpontpa ety com M etk hact s e o i SRR st s ettty v 8 || 47| % Bl
W | Factor Auhenkscaion Logn B0 e Gech -

Sendpoint

Please erter your user name and chck “Logn'

e 10 | Hyou haven't yet snroled. you con gnred in Multi-Facsor Autharasation today

Loga.

Tio protect your pevsonsl informascn, wa colct your passwond on o Separate poge

% »

it s 1w

2. Select Begin Setup to continue to the next screen. Otherwise, select
Sign Off to cancel this process and exit the application.

¢ Huttl Factor Authentication Enroll What to Expect - Windows iternet Explorer

6_—‘ L adine: ks A ‘MD:.’!—:"" FRIEES o=
TE S| g ractor Authecticatin Lol What to Cxpact | F IR = = TN T g
=)

Sendpoint

Set Up Secure Authentication

Secure Authentication is a service 1o help protect you from fraudulant
onling activity. It provides you with visual cues when you sign on so you
st to enter informabon

kit that you are en our wobeste and
Secure Authenbcation also
individuals can access financial information anline

it that only suthonzid

Setup 15 easy You smply

+ Sot up a picture and porsonal phrase. These visual cuns aro
dayied whin you sign on and ane your assurance et it s sate

» Solup Thisi g 5 sy b askod
during the signon process to confirm that an suthorized individust
can acoess inancal nformation anhine

» Register your personal computer (optional). We ask that you
register computers you commanly use to access your financial

i ion online. This helps us engure that only
rocnghized loeatns an acenssng your mlormation b

;

o Trusted stes Foaorn -
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3. Select a category and then select your picture as an addition to your login
data.

£ Ml Factenr Aatheication Telect Picture - Windaws Interol Fxplores

g 0 v B et readness. : o & ][+

x
WG| Ml Factor Authentication Select Pture. Fit v Bl v rPage s (BTods e T
Sendpoint

Set Up Secure Authentication
Hara's & list of picturas. Click & picture 1o select it and retum 10 the
sutup process
Category. [ABStmEel 1w
. | ¢‘ ]

i
Meed 1o cancal? Secure Authantication is vital in our effans 1o pravent
fraudulent actiaty. If you canced, you'll lose the information you set up
and will nead 1o stan this process agan

Lone / Trusted skes w0 -

4. Enter the user ID and your personal pass-phrase corresponding to the
selected picture.

Note: The user can also change the previously chosen picture on this screen
as well.

/2 Wi Factenr Aasthoresticabion Freoll Biclimn B sce - Wisdowes ke Frphore

g- 3 v B repsidenct readness. . o] & ][4

£
@ & (@ g fir- B i - rPese s ek

Sendpoint -

Set Up Secure Authentication
Step 1 of 3 - Set up a picture and personal phrase

A picture has been selected for you. Please create your personal phrase and
click "Continue setup.”

User IO

P

Enter a parsonal phrase:

Your porsonal phrase wil be displayed nest 1 your pictune when you
sign on or change your password. it must be ot least 1 charscter §
and eannct include mase than 40 charsciars Iy

Centinus Satup

Want to use n deferent pecture”? Select one of the pictures shown below.

M Ll
{ { 0 EORNRd ~ _

Done S Trusted stes w0 -

5. Select Continue Setup to continue to the challenge question selections.
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6. Select four challenge questions from the drop-down lists and enter your
answers.

ol Gueri2hons - Wandorws ndarrost Explores ot
6_ 3> ) hrpsidenct eadness. 267 :] CENES A
G| g Fater Authertication Eneell Question fit - B i - [ rPege = (3 Todk ~
. I
Sendpoint
Set Up Secure Authentication
Step 2 of 3 - Set up confirmation questions
Seloct your confirmation questions. When you have provided answers for the
questions, chek “Continue setup.”
These questions may be asked whan yeou sign on to confirm that an aL'.hnnzad
individusl is trying 16 sccess financial informaticn onling
When asked, you must correclly answer these quesbions 1o ign en
Quesbon. ct @ question w
Ayt
Question: | Plasss sslect 3 quastion ~
Antwer
Cueston: | Plesse sslect 3 question ]
Answer
Queston: | Plea »
Antwer
ContinuaSetup | e
o Trusted stes.  100%

7. Select Continue Setup to continue to the computer registration selection.

8. The user has the option to “Register this computer” or “Do not register
this computer.”

wlturedtication Freoll Rigistor Davace - Wiedoers bitered Fxplare

o

B ripsiidenct resdnes Chert Erecdaumstioes.c | B | 422

Sendpoint

x
a & Bi- B @)

Set Up Secure Authentication

Step 3 of 3 - Register your personal computer

We a5k you o re
aecass Marchant

sanal computers that you commanly use 1o
Computers ara registered using a cockia. A
cookio i & small et filo that we save on your hard drive 1o halp us snsure
that enly sutherized indrduals can sccess Merchant Caplure

On & registarad computer, you & Nt asked 10 AREwer qUASTIoNS when
you Sagn on - making it faster to access Merchant Capture, W dont

publc YOU use
infroquantly. Whon you Lse thess & ask you additianal
questons before you sgn on to protect your mformatian

Please select an opticn for this computer and click "Continue setup.”

) Register this computer, Check this option d you commenly use ths
comguter 1o access your financial informaticn online. We will save a
cookin 1o this computer to identify it &s a registered kocation for
accessing your financial information

& Do not register this computer, Check this sption f you de net
want to have this compuier identified a5 o registered kocation for
actussing your financial information Instesd, sdditional quistions vwil
be msked when you sign on 1o protect your personal information

[ Continue Satup

M b0 cangul? Secure Authentication i wital in cur efforts to provent
fraudulent . If you cancel. yeul lose the information you set up and
will noad 10 start this procass sgsin

o Trusted skes

9. Select Continue Setup to continue to the review screen.
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Unregistered
Enrolled User

A-4

10. Preview and change any data previously entered.

/7 Mali Pl Radtedtication Freall Brovie - Wirsdoed kel Frplarne

G- 3= | s idenct resdnes.

S G| Factor Authentication Enrol Priview

Sendpoint [

Set Up Secure Authentication

Secure Authentication has not yet been set up. Flease verify your
sotup information, confirm your password, and then click “Submit * To
make changes, click "Changa™ for the setup information you want to
change

ture and personal phrase Change

Changs
In what state was your mather bom? (spell out state) Taest
What's your sho size? (just the numboer o g 6 or 105)  test
‘What 13 your father's irst name? test
‘What is your Zodiac sign? tast
| computer registration Changs

Register this computer. We will save & cookie 1o this computer
iduntifying it as & registered location for acossing Merchant Capture

To protect your personal information. we ask you 1o re-entar
your password Bafore setup is complets

Password: |

Done

o Trusted skes 100 -

11. Select Submit to send the data for authentication and enrollment and for
logging into the application.

Scenario 2

1. Enter your user ID.

P2 Pl Facctor Austbucrtic atioe Lo - Windiners bbermet Explores

G" = | B s iideect sadiss

B YEE 2
SEOGT | M Fadtir Authenlication Ligin -8 = Fage + (i Todks =
Sendpoint
Plaaso anter your user name and cick "Lagin® ra to anr
User 10:| f you havent yet enraled, you can gneol in MuliFacior fyhentication to
To prosect your persanal information, we collact your pRsSwOrd on & separats pags
? >
o Tnusted skes Ll

2. Select Login to continue.

3. Answer your challenge questions and select Continue to proceed, or
select Cancel to quit the application.
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Multi-Factor Authentication Scenarios

Notes: An option to register the computer is available here as well.

Notice that if your computer is not registered, you have to answer your
challenge questions before being able to enter your password.

£ Huttl Factor Authentication Forgot Password Questions - Windows Internet Cxplorer

adin

catect | ) ||47] % A=

G

- e

Sendpoint

WS | ik Factor uthentication Forpok Password cuastions | i

comiHubl

Sign on to Merchant Capture

To protect your parsonal infarmation. please answer the questions and
click "Continue "

Hi UATT

/ﬁt"’.

5 Thiss prctur and porsonal phease sn displayed eery Sme pou
accass this paga. ¥ you don't recognize them, plassa contact
us before you continue.

In what state was your mother born? (spell out state)

Test

‘What state were you bom in? (spell out stata)
Test

In what month is your mathor's Birhday?

Test

o Trusted stes Foaorn -

4. Type the password and select Login to log into the Sendpoint Merchant
Web Client application, or select Cancel to quit the application.

£ Mol Factear Aasteilic-abion Sherw Pictus

rin el Collincd Passwreardd - Wirsdivers kilerived Fxplinr e

G~ e rmsidect resness. ettt aene | 6 | 4 5
W G| M Factoe Authentication Show Picture snd Colect P T E] v rPege » (0 Took +
Sendpoint
Sign on to Merchant Capture
Please enter your password and click “Login®
 Hi
F This prcture and persenal phrase are displayed every tme you
accass this page. If you don’t recognize them, please contsct
s Badore you continug
Password I
Login | | Cancal
Eargot vour password? If you've fargotton your password, you can resat it
yoursell and getl signed en quickly
Done o Trusted shes  100%

Sendpoint Merchant Web Client User Manual « 01/08



A-6

Multi-Factor Authentication Scenarios

Appendix A—Multi-Factor Authentication Scenarios

Registered Enrolled
User

Scenario 3

1. Enter your user ID.

P2 Pl Facctor Austbucrtic atioe Lo - Windiners bbermet Explores

e

= | B s iideect sadiss

B YEE 2
WO M Fastir uttrentication Logn fi- B - P = oo
Sendpoint
Ploase enter your user name snd dick "Login” ra to anr
User 10:| If you haverit yot enrobed. you can poroll in MuliFaco:
To prosect your persanal information, we collact your pRSSWord on & Separate pags
& »
o Tnusted skes 100 -

2. Select Login to continue.

3. Input your password.

Note: Notice that if your computer is registered, you do not have to answer
your challenge questions before being able to input your password.

£ Wil Fasctear Aatseilic-abion Sherw Picture a

o

Sendpoint

v | ipsfjdenct readness.

W S| @8 Ml Factor Authenticakion Show Pichure and Colisct P...

il Collincd Passweeardd - Wirsdivers Wil mried Fxplrne

tent Tetotarpene v | & | 4+

%
fr-8 -

Done

Sign on to Merchant Capture

Please enter your password and click “Login®
 Hi

¥ This prcture and persenal phrase are displayed every lmé you

accass this page. If you don’t recognize them, please contsct
s Badore you continug

Password I

Cancel

Eargot vour passward? If you'vs forgotien your passward, you can resat it
yourself and get signed en quickly

o Trusted skes 100 -

4. Select Login to begin your session or select Cancel to exit the

application.

01/08 « Metavante Corporation



Appendix A—Multi-Factor Authenticationi Scenarios

Multi-Factor Authentication Scenarios

Registered Enrolled
User Forgotten
Password

Scenario 4

1. Enter your user ID.

P2 Pl Facctor Austbucrtic atioe Lo - Windiners bbermet Explores

G” = | B s iideect sadiss

SEOBE | Ml Factor Auhentication Login
Sendpoint

Plaaso anter your user name and cick "Lagin®

o] i |52 || =

Usar 10|

To prosect your personal informnsan. we coliect your pRSSWOrd on 8 SEperats poge

re ta anrall?

If you hawven't yet enrobed. you can gorl

o Trusted skes

guestions.

7 PRI st Ausbaedicaion e Pichirn anck Collacd Pactuened - Winutns ket Caplor

2. Select the “Forgot your password?” link to continue to the challenge

@ | hatps:jjdrect resdress

G| s Pactor Autteitication Stw Pt ad Coliet P...

Sendpoint

e rp——E IEET

f-@ -

— Hi

us batare you continue

Passwerd

Eoigol your passord? W
yourself and get sgned on quickly

Sign on to Merchant Capture

Flease enter your pessword and chck Logn®

77 Thes rcture and persanol phrase are daplayed every bme you
Booass thes poge. I you don't recognas tham, planse contact

you've forgotten

YOur passwond, you can reset i

 Truited ehas o
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3. Answer your challenge questions.

£ Wi Fasctenr Aasthresticabion Foegel Pacowond Guedions - Windoers biteroed Fxploras

@‘ 3= | s idenct resdnes.

Comncten v | B | 4| X £
- oot B - B v Poge v () Took -

Sendpoint [

Sign on to Merchant Capture &

To protect your personal information. please answer the questions and
chick “Continug

- H

4 This picture and perscnal phrase are displayed every tima you
accass this page. f you don't recognize tham, ploase contact
s Betore you continug

‘What's your shoe size? (just the number &.9. & or 10.5)
st

What is your father's first name?
tost

What is your Zodiac sign?
fest

In what state was your mothar borm? (spell out state)
test

[ Cantinue ] [ Cancel

Chck hara  you have forgotien your Challenge Questions.

J Tnusted skes 100 -

4. Select Continue to continue to the Change Password screen or Cancel to
exit the application.

5. Enter the new password data and select Save to log into the application.

£ Pt Factor Ruthenticstion Chanpe Password - Windows internel Explorer

@'_‘ = | hpeiidesct.rasds o o ve| B 4y = ol
B AR Fatir Adberticstion Charge Passwend o B dw o= kPage = i Teck = =
Sendpoint

Change Password

Mow Password: ||

Confirm Passweed

ExT &

Done. S Trusted sims o -

6. If the user forgets the password or cannot answer the challenge questions,
it will be necessary to re-enroll into MFA. The user needs to contact the
system administrator for re-enrollment.
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7. If the user is locked out after three unsuccessful attempts, the system
administrator unlocks the user. The user needs to go through steps 1
through 3 of this scenario. The user can continue to use the same
password once the account is unlocked by the system administrator.

Unregistered Scenario 5
Enrolled User
Forgotten Password 1. Enteryour user ID.

P2 Pl Facctor Austbucrtic atioe Lo - Windiners bbermet Explores

G” = | B s iideect sadiss

ST M Fastir Authenlication Ligin

Sendpoint

Plaaso anter your user name and cick "Lagin®

Jsar ID i
User 1D | f you havent yet enraled, you can gneol in MuliFacior fyhentication to

To prosect your personal informnsan. we coliect your pRSSWOrd on 8 SEperats poge

o Trusted skes % 100%

2. Select Login to continue to the challenge questions.

3. Answer all four pre-set questions correctly.

£2 Mt Factor Authentication Lnroll Que stions - Windows Infernet Lxplorer

s e[ b [[#2][ 2|

-

N = €1 it P s

UE 40| @l Factor Autbrerkication Enrol Guestions E] o - [rPage = (G Took -

Sendpoint =

Set Up Secure Authentication

Step 2 of 3 - Set up confirmation questions

s sutup*

o whien you sign on to confirm that an akthorizod
" nancial infarmation ceing

When asked, you must correctly answer these questions to sign on

Question: | Please select a question [

Anszenr

Question: | Plaasa salect 3 quastion

-
Ansar

Quastion | Plaasa salect a quastion V
Ansar

Question: | Ploase select a question

v
Answar

CorlinueSelup

o Trusted stes Foaorn -
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4. The user is taken to the Password screen.

7= Pt 1 actor Autherticathon Show Picture and Collect Password - Windows internet Lxplarer

OG- (&) eciaerochme TR T L

W 4 | EriFacior Auttertication Show Pilure and Colect P... | B-8 &0 b

Sendpoint

Sign on to Merchant Capture

Flease enter your password and chck "Login®

-,  Hi

‘/ﬂ 2 Thig picture and personal phrase are displayed every time you
nccess this page. i you don't recognize them, plense comact
s belore you continug,

Pasgword. I

Forgol your password? If you've fergoten your passwond, you can resel it
yessarsall aned gt sgriod cn quickly

Lere o Trusted stes Foaorn -

5. Select the “Forgot your password?” link to continue to the Enter New
Password dialog.

6. The user is prompted to enter the new password and confirm the password
since the challenge questions have already been successfully answered.

£ Wi Factenr Aathrerdicabion Ehangs Pacowend - Wirsdowrs bilerned Fzplarer

6-_. * B hitpsefjdenct resdiness. — 'l 1 sl x Bl
W G0 | M Factor Authentication Charoe Password B~ B b (b @lose *
Sendpoint

Change Password

MNew Password |

Confirm Password.

| Sae] [}

fore o Truted skes w100 -
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7. If the user is locked out, the merchant administrator unlocks the user in

the Configuration Management Administrator tool. The user then needs
to repeat steps 1 through 3.

Registered Enrolled Scenario 6
User Forgotten
Challenge
Questions

1. Enter you user ID.

P2 Pl Facctor Austbucrtic atioe Lo - Windiners bbermet Explores

G 3 = () Mios fidvostavwdomisi

v @ |5 %
WS | N Fadter Bthvenlkcdtion L

Sendpoint

Plaaso anter your user name and cick "Lagin®
User 1D |

1f o heverit yet envoled. you can gaelin MultiEactos
Logn

To prosect your personal informnsan. we coliect your pRSSWOrd on 8 SEperats poge

o Trusted skes

Select Login to continue to password entry.

Select the “Forgot your password?” link to continue to the challenge

questions. The user has three attempts to answer all four challenge
questions correctly.

5 PRI Fictar Aistbetic st

it - Windeet Intaenet platar

@ = | hiips:ijdeect readeess

WG| e Pt At ation Erval Gusstios:

Fi- B - e e ek
Sendpoint

Set Up Secure Authentication
Step 2 of 3 - Set up confirmation ¢
Select your confirmation questions, When you have provided answers far the

questions, click “Continue setup

These questions may be asked when you sign on 1o confrm thet an adthonzed
mndrvduad & try cass fmancal nformabon enlne.
Whan nakad, you musk Coracly BREWS thESS qUASNEAS 13 Sign on

Question: | Please select a question

-
Argwer
Question: | Please select a question »
Arswer
Question: | Please stlact a quistion -

Arvmer

Question: | Please select a question

Anmwer

ContinueSelup

o -
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4. After three unsuccessful attempts, the user is prompted with the error
message “If you have forgotten answers to your challenge questions,
contact your system administrator to get your account activated.”

5. The user will be locked out and any previous enrollment will be cleared.
The user needs to contact the system administrator to unlock the user 1D
and will then be required to re-enroll using the re-activated user ID and a
valid password to access the application.
Unregistered User Scenario 7
Forgets Challenge
Questions 1. Enter your user ID.

72 Pl Facctor Austbucrtic atioe Lergin - Windiners Mot Explor

|« T I - y ET——r o] i |52 || = B
WG M Fatir Mtherdication Ligin =B | e Gl "
Sendpoint

Plossa anter your user name snd cick "Login®

Usar 0- | If you haven't yet enroled. you can gnegll in Multi-Facies Ayl

Logn

To protect your persanal informaton, we collact your pRSSWOrd O & Separat pags

o Trusted skes
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2. Select Login to continue to the challenge questions. Answer all four
pre-set questions correctly.

7= Muttl Factor Authertication Forgat Fassword Questions - Windows Infernet Cxplorer

r— =
L« [ sdire: somibi SantishovpicCetectn v | B || %9 | % o=

US| e Factor Autherticsrion Forget Passond Questions f v B v i Page - ) Tek -

Sendpoint

Sign on to Merchant Capture

To protect your parsonal infarmation. please answer the questions and
click "Continue "

. Hi UAT7
This prcture and persanal phiase ane displayed saeny me you

accass this page I you don't recognize them, plasse contact
us before you continue.

in what state was your mother born? (spell out state)

Test

‘What state were you bom in? (spell out stata)
Test

n what month is your mothor's binhday?

Test

o Trusted stes Foaorn -

3. After three unsuccessful attempts, the user is prompted with the error
message “If you have forgotten answers to your challenge questions,
contact your system administrator to get your account activated.”

4. The user will then be locked out and will be required to contact the system
administrator to re-enroll using the re-activated user ID and a valid
password to access the application.
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Registered User
Re-Enrollment

Scenario 8

1. Select Enroll in Multi-Factor Authentication.

G T B NEES
SEOBT | EM Fastir Atherlication Lugn i B ow o= | eege s (jToos v
Sendpoint
Ploase enter your user name snd cick "Login® Care ta anrall?
Usar 0| If you haver yat erabod. yeu can gnecl in Mulli-Facics
To prosect your personal informnsan. we coliect your pRSSWOrd on 8 SEperats poge
& »
o Trusted skes 0% -

2. Select Begin Setup to continue to the next screen. Otherwise, select
Sign Off to cancel this process and exit the application.

/j Mutti Factor Authentication Enroll What to Expect - Windows Internet Explorer

@:. + |2 hitpsijjdect readiness.magedepesitgateway. comfMultFactorduthenticationwebClientiDefauk asptf v | B | 42 [ K| P
WS I@Multi Factor Authentication Enrol What to Expect Ii Fiow B o ihPage - iTosk -
Sendpoint

Set Up Secure Authentication

Secure Authentication is & service to help protect you from fraudulent
online activity. It provides you with visual cues when you sign on sc you
know that you are on our website and it is safe to enter information.
Secure Authentication alsc helps us ensure that only authorized
individuals can access financial information online.

Setup is easy. You simply:

« Set up a picture and personal phrase. These visual cues are
displayed when you sign on and are your assurance that it is safe
to enter information.

» Set up confirmation questions. These questions may be asked
during the signon process to confirm that an authorized individual
can access financial information online.

« Register your personal computer (optional). We ask that you
register computers you commonly use to access your financial
information online. This authorization helps us ensure that only
recognized locations are accessing your information online

e

" Trusted sites LT
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Multi-Factor Authentication Scenarios

3. Select a category and then select your picture as an addition to your login

data.

£ Wil Factear Aathedic ation

Tt Picbures - Winnderwes Inknersd Fxpiloees

G~ e rsrideeat reaness. M S £
WG| Ml Factor Authentication Select Pture. Fit v Bl v rPage s (BTods e T
Sendpoint

Set Up Secure Authentication

Hara's & list of picturas. Click & picture 1o select it and retum 10 the

sutup process

Category. [ABStmEel 1w

. | ¢ ]
i

Meed 1o cancal? Secure Authantication is vital in our effans 1o pravent

fraudulent actiaty. If you canced, you'll lose the information you set up

and will nead 1o stan this process agan
Lone / Trusted skes 100

4. Enter the user ID and your personal pass-phrase corresponding to the
selected picture.

7 PRI st Austhaetic ion neel Fichars Phiin - Windkvor idnrnod [ xpliear

o

= | hiips:ijdeect readeess

Sendpoint

UG | e Pt Autteniation Ervel Peture Paace -

Set Up Secure Authentication

Step 1 of 3 -Setup a ture and personal phrase

A picture has been selected for you. Please create your personal phrase and

click "Consnus Seoup

User ID.

- Enser a personsl phinse

A

Your persanal phrose wil be duplayed nexd to your pectune when you
2R £n o change your password |t must be o1 lenst 1 charsctar
and cannot include more than 40 characters

[ Continue Setup

Want to use a different pictura? Selact cno of the picturas shawn below

M2 S E
{{ o BYpRd ~

o -

5. Select Continue Setup to continue to the challenge question selections.
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Multi-Factor Authentication Scenarios

Appendix A—Multi-Factor Authentication Scenarios

6.

If the user has already enrolled into MFA, the user is shown the following
error: User ID- <username> has already enrolled in Multi-Factor

Authentication. Please contact your system administrator if you want to
re-enroll with the same user ID.

{2 Mutti Factor Authentication Enroll Picture Phrase - Windows Internet Explorer

@, S = &) hitpsijdrect read

.com/MultiFac RhnnWehChent/‘Enml\Pl(Fhrase‘aspx?ReV‘ 9 ‘ 2| X ‘ | Pl
pr— . . »
o dr [@Mu\tlFa(lurAuthent\[almn Enroll Ficture Phrase I 1 f - B = - bPage - () Took -
~
Sendpoint
Set Up Secure Authentication
A picture has been selected for you. Please create your personal phrase and
click "Continue setup."
User ID: Va7
) Enter a personal phrase:
ﬁ My Buddy
Your personal phrase will be displayed next to your picture when
you sign on or change your password. It must be at least 1
character and cannot include more than 40 characters
User Id - Uat7 has already enrolled in Multi Factor
Authentication. Please contact your system administrator if you
wish to reenroll with the same User Id
. [
/' Trusted sites E100% v

Re-Enrollment

A-16

1.

2 i

e

The user must contact the system administrator to re-enroll or continue to
use the existing user name for logging in to the application.

Scenario 9

Enter the Login Screen. Select Enroll in Multi-Factor Authentication
to be taken to the Secure Authentication screen.

Factor Austtuerdaction Logen - Windines kot Explores

= | B s iideect sadiss

To prosect your personal informnsan. we coliect your pRSSWOrd on 8 SEperats poge

£ BN (EES 2
BT | g Nl Factor Aehenticition Lgin f - B i - | rPage = (JiToos =
Sendpoint
Plaaso anter your user name and cick "Lagin®
User D: | If you hewen't yet enobied. you can gnecl in MulliFacior
Logn

o Trusted skes
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Multi-Factor Authentication Scenarios

2. Select Begin Setup to continue to the next screen. Otherwise, select
Sign Off to cancel this process and exit the application.

¢ Huttl Factor Authentication Enroll Whet to Expect - Windows internet Explorer

00 © o v

UE | @i Pscor Authenkicstion neol What bo ipsct

‘MD:.’F:"" FRIEES o=
T3 s B e iiPage = Tk s T
]

Sendpoint

Set Up Secure Authentication

Secure Authentication is a service to help protect you from fraudulant

online activity. It provides you with visual cues when you sign on so you
kenitw that you are en our wobsie and
Soeeure Authentieation also holps
individuals can access financial information online

safe o enter informabon
it that only authonzod

Setup 15 easy You smply

» Sot up a picture and personsl phrase, These visual cuns are
cispayid whin yeu sign on and ane your assurancn that it s sato
w0 enter infosmation

» Solup Thiesi g 5 sy b askod
during the signon process to confirm that an suthorized individust
can acoess hnancal nformation online

» Register your personal computer (optional). We ask that you
register computers you commonly use to access your financial

i ion online. This helps us ensure that onky
roengnized loeatins an aceessng your mlomation b

o Trusted stes

3. Select a category and then select your picture as an addition to your login

data.

g 0 v B et readness. : o & ][+

W S| 8 Ml Factor futhentication Select Peture

Sendpoint

Set Up Secure Authentication

Hara's & list of picturas. Click & picture 1o select it and retum 10 the
satup process.

Category. [ABStmEel 1w

- ER
TR -

Heed 10 concel? Securs Authantication s vital in our effans 1o pravent
fraudulent activty. If you cancel, you'll lose the information you set up
and will nead 1o stan this process agan

1

S Trusted stes. "

4. Enter the user ID and your personal pass-phrase corresponding to the

selected picture.

Note: The user can also change the previously chosen picture on this screen

as well.
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7 MUt Factor Authentsc son Enroll Ficture Phease - Windows Infermet Explorer

@ 3= [e Hitp et raacirmes. . et i et 1 T b | G | P w0 &
W OF | 8 MuFactoe Authentestion Eneol Pichuee Phrsse fa - B oo rPegs v Tocks e
Sendpoint -

Set Up Secure Authentication

78 hins basn salactad for yau Flanss craats your parsonal phrass and

Enter & perzanal phrase:

Your persanal phease wil be displayed next to your picture when you
sign on o change your password. |t must be ot least 1 charactar

and cannct mchude mars than 40 chamesars Iy
Centinue Setup
‘Want 1o use & different picture? Select one of the pictures shown bolow.

- 3 %Eﬂ@.
{ © EYFARE ~ .

Cone o Teusted shes o -

5. Select Continue Setup to continue to the challenge question selections.

6. If the user has already enrolled into MFA, the user is shown the following
error: User ID- <username> has already enrolled in Multi-Factor
Authentication. Please contact your system administrator if you want to
re-enroll with the same user 1D.

{2 Mutti Factor Authentication Enroll Picture Phrase - Windows Internet Explorer

@ ) v | httpsiJjdrect read com/MultiFac ~tionwebClient /EnvolFickhrase. aspoRev| B | 43|/ X | |12~
pr— . . »
o dr [@Mu\tlFa(lurAuthent\[almn Enroll Ficture Phrase I 1 f - B = - bPage - () Took -
~
Sendpoint
Set Up Secure Authentication
A picture has been selected for you. Please create your personal phrase and
click "Continue setup."
User ID: Va7
™,  Enter a personal phrase:
ﬁ My Buddy
Your personal phrase will be displayed next to your picture when
you sign on or change your password. It must be at least 1
character and cannot include more than 40 characters
User Id - Uat7 has already enrolled in Multi Factor
Authentication. Please contact your system administrator if you
wish to reenroll with the same User Id
. [
/' Trusted sites E100% v

7. Contact the system administrator to re-enroll. In this scenario, the user is
locked out and needs to contact the system administrator. It is required to
re-enroll using the re-activated user 1D and a valid password to access the
application.
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