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1. Architecture Overview

Quest Software vRanger Pro and Data Domain appliances provide companies with a simple and
efficient method for backing up and recovering VMware environments. vRanger Pro provides
significant enhancements with regard to architecture, performance and communications over
traditional backup solutions. Data Domain provides superior data de-duplication capabilities. The
combination of vRanger Pro and Data Domain Technology will dramatically reduce your backup
and recovery time for virtual machines on VMware ESX hosts.

vRanger Pro provides a direct-to-target backup architecture, allowing for much faster backups
across the entire VMware environment.

vRanger Pro 4 — Direct to Target Architecture

-"'-'j_\_

F"
i
ISR COfioe
Communication and Status -
' - : Vizioncore
(S5H
‘UMwareESX”% - (st vRangerPro
P . Q) Yy, o
- iy L
‘?6- q?-'\‘

Ls k '(C,:z_\ (1]
DataStore 4’0@ S Wt

s —
&,
‘E'r@ w

Data Domain
Appliance
Note: VMware Consolidate Backup (VCB) is not used in this configuration.

1.1 Communication and Data Flow Details

1. Communication and Control
a. VRanger - Virtual Center — Ports 443 and 902
b. vRanger > ESX Host — Port 22 (Encrypted SSH)
2. VM Backup:
a. VRanger injects applications for execution into ESX Host Service Console
b. ESX Host &> CIFS - Data Domain (DDR)
i. Empty VM disk blocks are not transferred to DDR
c. VRanger removes application from ESX Host Service Console when finished
3. VM Restore: (Full or Individual VMDK)
a. VRanger injects applications for execution into ESX Host Service Console
b. Data Domain (DDR) - CIFS - ESX Host
i. Empty VM disk blocks are not transferred from the DDR
c. VRanger removes application from ESX Host Service Console when finished
4. VM File Level Restore:
a. Data Domain (DDR) - CIFS—-> vRanger Host
b. Image is mounted on vRanger Host
c. File(s) can then be copied (Drag and Drop) to any host that is network connected to
the vRanger Host.
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2. VRanger Pro Server Preparation

vRanger Pro 4 uses a Microsoft SQL Express (Default Installation) or External Microsoft SQL
database to store job configuration, event correlation and data-archiving information. The
following recommendations from Quest Software are based on the Microsoft SQL Express and
vRanger Pro requirements for a typical implementation of fewer than 30 ESX hosts. Actual
requirements may be larger based on specific needs for each environment. Please consult the
vRanger Pro Installation manual for further sizing guidance.

1. Itis recommended that vRanger Pro 4 be installed in a virtual machine, as it does
not move any data.

a. Itis NOT recommended for the vRanger Pro application to be installed on
the repository. Data Domain equipment is an appliance so this note is purely
informational.

i. Reason: If the repository host gets overloaded this will result in
vRanger disconnecting from the ESX host and backup failures.

b. Itis NOT recommended for the vRanger Pro Application to be installed on
the VirtualCenter Host.

i. Reason: Product releases for VirtualCenter and vRanger Pro are not
necessarily launched during the same time frame. Since both
systems utilize MS SQL, upgrades to either product may cause
compatibility issues especially around MS SQL operations resulting
in possible outages for one or both of the systems.

2. vRanger Pro Virtual Machine configuration (< 30 ESX Hosts)

a. MS Windows Server (2003-2008) 32/64-bit

b. 2 virtual CPUs for best performance

c. 4GB RAM (2008 64 Bit may need more memory)

d. Recommended disk configurations:

i. C:MS Windows OS —10GB

i. D: MS Windows OS Page File — 5GB (Move Page Files to this Drive)

iii. F:vRanger Pro—30GB
Note: The drives are broken out to improve MS Windows and
VMware performance

e. ltis also recommended to properly align the disk blocks for better
performance. Quest Software vOptimizer Pro solution can be used to
perform VM 64K partition alignments.

3. For environments with more than 30 ESX hosts, consult the vRanger Pro
deployment guide. Such configurations may require using an external MS SQL
server for the vRanger Pro database to reside on.
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2.1 Installation Planning

A critical stage of any data protection system implementation is to properly plan and design the
most optimal deployment configuration in order to meet the recovery objective requirements of
the business. vRanger Pro gives users the ability to retain data for the same virtual machine
from different time ranges, as well as to send that data to multiple repositories that may
perform different purposes. In turn, using Data Domain’s Replicator software capabilities,
vRanger Pro repositories can be replicated to one or more other Data Domain Restorers for
multiple purposes, including offsite disaster recovery and consolidated tape vaulting by a third-
party backup application.

Example 1: Certain VMs are backed up to “BackupSharel” stored on Data Domain
Restorer DDR1 and not replicated but backed up / vaulted to tape for long term storage by
a third party backup application.

Example 2: Certain VMs are backed up to “BackupShare2” stored on Data Domain
Restorer DDR1 and replicated to Data Domain Restorer DDR2 installed in a remote facility
for Disaster Recovery purposes.

Example 3: Certain VMs are backed up to “BackupShare3” stored on Data Domain
Restorer DDR1 and replicated to Data Domain Restorer DDR3 installed in a third facility for
test/development purposes.

Utilizing the above examples it is possible to:

1. Create multiple retention policies based on the application and/or data type

a. A virtual machine carrying higher rates of data change can backup to an
isolated directory in order to accommodate more aggressive replication
policies.

b. Virtual machines with large amounts of static data can be grouped together
and backed up to a directory that might use less frequent replication
settings.

2. Create multiple directory replication policies on the DD System to efficiently
replicate the backups to one or more DD Systems in the other locations.

3. Schedule regular restoration of virtual machines to pre-stage the Disaster Recovery
environment.

Notes:
1. Itis possible for multiple “Backup Shares” to exist on one DDR and be replicated to multiple
locations.
2. Even though vRanger Pro may be writing multiple backups of the same data to the DDR, the
DDR will still de-duplicate this data across the multiple directories.
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Planning overview:

1. Planning

a. Repository names and conventions

b. Job naming and conventions

c. Data classification

d. Data retention policies

e. Directory structure layout and CIFS Share nomenclature on DDR(Ss)

f. Replication design between multiple DDRs (when applicable)
2. DDR Configuration

a. DNS configuration (forward and reverse look up)

b. Active directory or workgroup for user authentication

c. CIFS Mount point creation

d. Granting ESX host access to DDR by DNS or host entries

e. ESX Host firewall

f.

ESX Host test for connectivity to DDR

3. VvRanger Pro Installation and Repository Configuration

a.
b.
c.

Install/update vRanger Pro with repository information for DDR
Test Backup
Tuning recommendations for ESX Host

Based on the information presented above, it is highly recommend that some time be devoted
to laying an optimal backup infrastructure. Key aspects to keep in mind:

a.

S@ "o ao0CT

Backup windows — full, differentials, incremental

Recovery requirements — applications and data

Repository names and conventions

Job naming and conventions

Data retention

Data replication with the DDR

Backup Network Path (Connection points between key Devices)
Aggregate write throughput (MB/s) and maximum stream count capabilities
for a given DD System (based on model and DD OS version level)

Information regarding aggregate /O write operation throughput and maximum stream count

capabilities for a g
Domain Support s
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3. Production Environment Configuration

As described in the Overview section of this document, vRanger Pro uses the CIFS protocol to
connect from a given ESX server’s service console directly to the DDR. This architecture is
called “Direct to Target” and does not use VMware Consolidate Backup (VCB) or the new
VMware Storage API.
¢ VvRanger Pro can utilize the new VMware vStorage API to perform LAN free (fibre)
backups but it is not recommended at this time by this author for backing up to a DDR
unless you have ESXi (Licensed) hosts. Reason: Utilizing the vStorage API
complicates the configuration greatly requiring proxy machines to facilitate back up with
fibre channel connections. This configuration is often slower than the direct to target
architecture as well.

3.1 User ID/Directory Creation — Important Notes

User ID recommendations:
Example: One repository accessed with an Active Directory ID of MYCOMPANY\vranger

e The user ID used with the DDR should be the same across all Repositories
(This is not required, but it does add simplicity for administration.)

e Strong passwords are recommended and, if security policies permit, the
password on the DDR should NOT be configured to change regularly unless the
environment is monitored with ongoing persistence. (Please ensure that backup
failure event notifications are properly configured and monitored if password
change policies are implemented in the environment.)

o If the user ID or password changes on the DDR, vRanger backups will stop until
the repository password is reset in vRanger to match the password on the DDR.

Note: The vRanger Host Login ID and Repository ID can be different. vRanger Pro users do not need to
have any access to the vRanger Repositories/DDR.

It is very important to create the IDs and Directories in the order displayed in this
section. File level restore from vRanger Pro may not work properly if the vRanger server does
not have full access to the CIFS share on the DDR. Creating the directories first using a
Windows Explorer interface on the DDR will ensure that the proper rights flow down to
directories and files created by vRanger/ESX hosts.
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3.2 Configure the Data Domain Appliance for Access

This section describes the creation of user IDs and CIFS shares on the Data Domain Appliance
that will be used by vRanger Pro.

Notes:

1. This section assumes that the DDR is on the network and remote SSH access is
enabled.

2. This section assumes the CIFS protocol is active on the DDR.

3. This section assumes you have a working knowledge of the DDR OS.

4. Once vRanger Pro is configured, any valid user account can be used to log into the
vRanger server. It is not required to log into the vRanger Pro server using the
repository/DDR account.

Configuration Process Steps:
A. Create vRanger Pro Repository ID on DDR
B. Grant Access to the vRanger Host from the DDR (Temporary)
C. Create Repository (CIFS Share) on the DDR
D. Grant Access to vRanger Host and ESX Host to Repository (CIFS Share)

The following example will use the parameters:
vranger_repository_access = User ID that will have access to the repository
vranger_repository_directory = vRanger Repository CIFS Share
ddr_name = DNS Name of DDR
share_name = DDR Repository Share Name

Configuration Step A. Create vRanger Repository ID on DDR:
1. Connect to the DDR utilizing PUTTY or your favorite SSH Client. (ID: sysadmin)

2. Use one of the two methods outlined below, to create a new user ID on the DDR for the vRanger
repository access. This ID is for vRanger to access the repository (Windows Share) on the DDR.
a. DDRin Workgroup mode:
i. DDR Command:
1. user add <vranger_repository_access> priv user
Note: you will be prompted for the password.
b. DDR in Active Directory mode:

i. This section assumes that the DDR is properly joined to the AD domain. If
necessary, consult the DD OS users guide for more information regarding AD
integration.

ii. Create a user in AD (vranger_repository_access) that will be used to access the
repositories on the DDR.

Note: When using DDR running DDOS 4.5.x or higher, and in Active Directory
mode, the Microsoft Management Console can be used to manage user access
permissions on the DDR for the vRanger user to access directory shares.
Consult the DDOS Users Guide, or contact Data Domain for more information
on using the MMC to manage NTFS directory permissions on the DDR.

iii. DDR Command: (Troubleshooting only)

1. CIFS troubleshooting user <vranger_repository_access>

Note: This will provide the user ID, SID, group(s), and group ID associated
with the user account on the DDR from AD
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Configuration Step B. Grant Access to the vRanger Host from the DDR (Temporary)
1. Connect to the DDR utilizing PUTTY or your favorite SSH Client. (ID: sysadmin)
2. Enable CIFS access for the vRanger server to connect to the DDR’s /backup share:
a. DDR Command:
i. CIFS add /backup <IP of vRanger server> <FQDN of vRanger server>
Configuration Step C. Create Repository (CIFS Share) on DDR
1. Logon to the Windows vRanger Server. (RDP or Virtual Center Console)
a. The ID used must be able to run vRanger but does not need access to the repository
share
2. Using Windows Explorer on the vRanger server connect to the repository created on the DDR
a. Start>Run; \\ddr_name\backup
i. This should ask for an ID and Password
b. Important: Make sure you connect to the share (\\ddr_name\backup) on the DDR using
the workgroup or AD account created earlier (ID from above:
vranger_repository_access).
3. Browse the DDR’s \\ddr_name\backup” share, and create the desired directory structure for
vRanger to use on the DDR
a. Example directory structure to create on the DDR: (from Planning Session)
i. \ddr_name\backup\HQ\vranger\
4. Using Windows Explorer (Shown below), verify that the vranger_repository_access account has
full control to the directory created in Section A above.

a. Note: The repository account must have full control of the directory in order to
successfully create and manage all content within the repository on the DDR.

Qo - @ F Pseasn [Frowes  F I [E-

Address | () |\dd690a. s= localbackupiHicifs v‘ B E]
Sze  Type Date Modified
File Folder 812009 917 PM

vianger4 Properties

Generl| Secuily | Customize |
5

&Y Pubiish this Foider o the Group or user name:
ek

() E-mail this folder's files
X Delete this folder

Qe
1) My Documents:
g My Computer Permissions for vianger D
& My Metwork Places Full Contral [m]
Modiy O
Read & Execute O
O
O
O

2

>

List Folder Contents
Read
“wiite

For special pemissions of for advanced settings. [~ a3
click Advanced.

%J Local intranet
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Configuration Step D. Grant Access to vRanger Host and ESX Host to Repository (CIFS
Share)
1. CIFS share security can now be added on the DDR in order to further secure the
directory/repository by DNS/IP Address.
2. Connect to the DDR utilizing PUTTY or your favorite SSH Client. (ID: sysadmin).
a. Add Access for the vRanger Host and all ESX Host Service Consoles:
i. DDR Command:

1. CIFS share create <share_name> path /backup/<path created for
vranger on DDR> clients “<IP of vRanger server>,<FQDN of vRanger
server><|P of each ESX host Svc Console>,<FQDN of ESX host Svc
Console>" users “<vranger_repository_access>"

ii. Important Notes:

1. You must add all of the IP and FQDNSs in one line. There is no “CIFS
share MODIFY/ADD” command. Each time you run this command it will
overwrite the previous settings.

2. Best practice is to enable access to a CIFS share by listing both the IP
address and the FQDN of each ESX host's and vRanger System that
will be writing to the CIFS share on the DDR

3. ltis assumed that the Service Console of each ESX host has a valid
DNS entry with both forward and reverse DNS address resolution

4. For more information on the “CIFS share create” command, please
refer to the Data Domain OS Users Guide.
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3.3 Adding a Repository to vRanger Pro

Adding a vRanger Pro repository can be done in two ways. The first is during installation using
the “Startup Wizard” or second from the “Repository” menu screen. This section assumes that
vRanger Pro is already installed and will focus on the creation of a new Repository for the
DDR.

Startup Wizard Option: The Installation “Startup Wizard” can be accessed at any time from
the main menu. This wizard walks through the configuration settings of vRanger including
Repository creation.

E ¥R anger Pro DPP

File | Tools | Help
— Startup/Configuration
i 4 =PHONS - Wizard
| Skartup Wizard
A.'; ] Leqacy Job Impart Wizard ...
o o el f® I —T —
I = i

Adding a Repository from the Repository Menu

vRanger Pro Menu Navigation:

My Repositories

EEE}nepositories
[-EEES Wrindows Share (CIFS)

(Left Hand Menu) a 2=

| == My Repositories

Right Mouse Click on “Repositories”, Click “Add” Click Windows Share (CIFS):

My Repositories

(A
Eﬂ | Add 3 Iﬁ windows Share (CIFS)
’;IqJ Properties s SETP
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The following screen will appear to show to configure the connection to the DDR (CIFS
Share).

Repository Name
Make this Descriptive
(This is not the CIFS Share Mame)

re details For the reposi

Bepositary MName

Dezcription
’f_ DDR CIFS Share Login D '
Uzer I ’é
Pazsword I f—
Server I Browsze | } UNC Path to DDR CIFS Share '
F ™ —
1ee Space I

,I_ Encrypt all backups to this repositony . q—
Paszword I Pazsword for the repository \-—J/—:. O MNOT Tum on EHCI"v'p“ an
Confirm IEanirm the pazsword \Q.'hen sending data to a DDR

(]9 I Cancel |

After entering all the relevant information press “OK”. This will perform a test for connectivity,
and also create a “GlobalManifest.metadata” file on the CIFS share for faster indexing of data.

Notes on this Screen:

1. The “User” and “Password” fields are used by vRanger to access the Repository CIFS
Share. The User ID that logs into the vRanger Pro server does not need to have
any access to the Repository Share.

2. The ID entered here is stored in the SQL database with AES 256 Bit encryption.

3. Repository Encryption — Do NOT turn this feature on when sending data to a DDR. This
will cause every block written to the DDR to be unique and cause the de-duplication
process not to function at the full potential.
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4. Disaster Recovery Environment Configuration

Data Domain has the ability to replicate data from one DDR system to another DDR system. In
fact, one-to-many or many-to-one replication scenarios can be configured for maximum options
for Disaster Recovery and Test purposes. Replication processes on the DDR are executed at a
directory level. So proper planning is required.

The replicated data is in a “Read-Only” state unless it is modified using DDR OS commands.
vRanger Pro can read this data in a “Read-Only” state and facilitate restores of the Virtual
Machines. Please review Appendix D for a diagram of options on how vRanger can be used.

4.1 Adding a Replicated Repository (Read-Only)

Read-only repositories are used to access data that has been replicated to a remote
repository. Generally this is done for Disaster Recovery purposes. Please see Appendix D of
this document for diagrams of scenarios.

Section Terminology:
DDR-DR - Data Domain Appliance where Replicated Copy of Data Exist

Notes:
1. When using a replicated copy of the repository, nothing is written by vRanger to the
DDR-DR. A temporary directory is created on the vRanger Pro host to manage
metadata.

Setup:
1. The vRanger Host system must be granted Read-Only access to DDR-DR replicated
Share directory. (See Section 3.2.B)
2. Each ESX host that is going to receive the data needs to be added access to DDR-DR.
(See Section 3.2B)

vRanger Pro Menu Navigation:

My Repositories
(Left Hand Menu) o

[SEE=RFepositories
[+]-EEES Windows Zhare (CIF5)

----- SEI SFTP

| == My Repositories
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Right Mouse Click on “Repositories”, Click “Add” Click Windows Share (CIFS):

My Repositories
E

The following screen will appear to show to configure the connection to the DDR (CIFS
Share).

Windows Network Share Repository

ndows Network Share Repository Det:
Provide ‘Windows Metwork Share details For the repositary.,

Repositary Name
Make this Descriptive
(This is not the CIFS Share Name)

Bepositary Mame

Dezcription
| :f_ DDR CIFS Share Login 1D l
Uszer
Paszword I
Server | Browse | (f—U_NC Path to Disaster Recovery
Fres Soace | n_ DDR CIFS Share

[ Encropt all backups ta thiz repository

Pazzword I Pazzword for the repozitony -IBO MOT Turn on Encwption
Canfirm I Confirmn the passward \Q"ﬂ'hen Sending datatoa DOR

(8] I Cancel |
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After entering all the relevant information press “OK”. This will perform a test for

connectivity, and show the following information if a “ GlobalManifest.metadata” file
exists.

Add Reposi i ion )

A repository already exists at this location; howewer it does not
exizt in the vRanger database. Please select haw wou wish ta add
this repository into vRanger:

Owerwrite: all zawe points will be retained on disk, but they will
not be accessible within vRanger.

Impart: all save paints will be imported into vRanzer, vRanger Impaortant Note
requires read-write access to the location, P

Import as Read-Cnly: all save points will be imported into
vRanger, but they cannot be deleted. wRanger will not use this
lacation for backup,

The repository contains savepaoints from the following wirtual machines:

Wi Mame Created
SkyMet 07 /05,2009
WES 07 fORS2009

Import as Read-Only

—

Impart as Read-Only | Import I Owerwrite Cancel |

Once configured your Repository view should look like this:

My Repositories
EEE
[=1-E3E8 Aifindows Share (CIFS):
' Backup Share 01

Read-Only
Copy of Data

e [l Backup Share [read-only)

- E SFTR
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Appendix A: Troubleshooting

At the time of document creation, the following versions were field tested by Quest Software
and bata bomain.
vRanger Pro Version: 4.5.3 www.vizioncore.com

The following tests are in order based on tests that have helped to resolve issues.
1. Verify DNS
a. Verify each of the following can do a simple ping of short and long(FQDN) DNS
name
i. vRanger Pro Server - Virtual Center, ESX Host Service Console, DDR
ii. ESX Host Service Console - vRanger Pro Server, DDR
iii. DDR - vRanger Server, ESX Host Service Console
Note: IP address are used by vRanger but CIFS may use IP or DNS for authentication
2. Verify Time Synchronization
a. ltis very important that time synchronization is consistent across all systems
that vRanger is communicating with. Verify that all systems have the same time
and date.
3. Test that the DDR can see the User ID for the repository login:
a. DDR Command: CIFS troubleshooting user <repository_username>
Note: This will provide the user ID, SID, group(s), and group ID associated with the user
account on the DDR from AD.
4. Test that your ESX host Service Console can write to the target outside of
vRanger

Note: If your password contains special characters ($!% etc), put it in single quotes.
Test: SSH to the ESX Host that you would like to test:
mkdir /mnt/backup (*This is a temporary place to mount the CIFS Share on ESX*)
esxcfg-firewall -e smbClient (*Verify ESX Firewall is open for SMB*)
Connect the CIFS share onto your ESX host mount point.
(ESX 3)
“mount -t smbfs //RepositoryServer/Share /mnt/backup —o
username=Test12,password=Password”
(ESX 4)
“mount -t cifs -0 username=user,password=password //RepositoryServer
/Share /mnt/backup”
If the mount times out check the DNS entries first with a simple ping.
At this point you can do a regular copy from Host to destination or touch.
Don't forget to un-mount the CIFS Share — “umount /mnt/backup”
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Appendix B: Performance Tuning

There are many factors that can affect performance for backup and restore of data. vRanger
can generate a very large amount of data being sent to the DDR systems. Care must be taken
not to overload any one system with too many streams from vRanger and to properly load
balance the Network Adaptors on the DDR. The following are some general topics and
concepts that must be reviewed to ensure maximum backup speed while eliminating the risk of
failures.

1. VMware Service Console Tuning
a. Memory: Increase the amount of memory given to the service console. Different
versions of VMware ESX will default to different levels. It is recommended to
grant the max allowed to the service console to improve backup and restore
speeds.
i. Note: When this is changed it will require a reboot of the ESX Host to
take effect.
b. CPU: Increase the CPU to the service console. Different versions of VMware
ESX will default to different levels. It is recommended that the service console is
set to “Unlimited” CPU Access.
2. Switches, Routers and Firewalls
a. When possible, minimize the number of route hops between the ESX Host
Service Console and the DDR.
i. Check hops, firewalls, proxies
ii. High latency or even slow ping results can have huge affects on backup
software that is moving large amounts of data.
3. DDR
a. lItis recommended to present each repository share on a different network
adaptor that is on the same subnet as the ESX host that is being backed up.
This will allow individual DDR NICs to process data faster. If you have a 10Gig
NIC in your DDR this will not be necessary but should be on the same subnet as
the ESX host service console.
4. vRanger Backup Streams
a. Verify in the menu “Tools + Options” that the Repository (DDR) can accept
enough backup streams. The number of backup streams accepted by a DD can
be found on itp://my.datadomain.com/. They vary by model.
b. Verify that through put (MB/s) performance of your DDR model at

maximum capacity of data that it can ingest at any one time. This being said
please remember that when vRanger is backing up a 100 Gig VM with only 10
Gig of data you will not need the full performance of the DDR while vRanger
skips the “Blank” space in the VM.
5. vRanger Compression
a. Make sure it is turned off on all Jobs. This is essential when writing to a de-

duplication system such as Data Domain. Also this reduces the load on the ESX
Host.
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Appendix C: FAQs for vRanger Pro

Q: Does vRanger Pro 4.5 support VMware ESX 3.x and 4.x. (Virtual Center and vSphere)?
A: Yes. Please review the compatibility matrix at the following link for the latest information:

Q: Does vRanger Pro 4.5 support ESXi?
A: Yes, ESXi (Licensed Version) is supported.
- However this document does not cover ESXi Backup to a DDR.

Q: Do | need to turn on vRanger Data Compression?
A. No. This will cause the DDR to try to de-duplicate compressed data and actually cause extra
overhead (storage) on the DDR and the ESX host that is not needed.

Q: Does vRanger support CIFS or NFS Protocols for the repository?

A: At this time vRanger Pro 4.5 only supports the CIFS and SFTP transport protocol from the
ESX host (Direct to Target). That being said, there are many enhancements in the vRanger
Pro 4 engine that allow for greater performance over the vRanger 3.x NFS backup option
and also any VCB options. NFS Support is expected to be added in vRanger Pro very soon.

Q: In the future how will I convert my Data Domain Repository to NFS?

A: vRanger Pro will support NFS Repositories in the very near future. When this happens,
clients will be able to disconnect the CIFS repositories and reconnect them as NFS with no
data loss. Backup Job Reconfiguration may be required.

Q: Does vRanger Pro 4.x series require the setup of a Datastore on each ESX Host as
did previous versions?
A: No. The vRanger Pro 4 backup engine can talk directly to the DDR via each ESX Host's

Service Console.

Q: How do | access the vRanger API?

A: The vRanger Pro 4 API can be accessed from PowerShell. This will be the command line
language for all vRanger 4 functions in the future. See the user manual for instructions.
Examples of vRanger 4 PowerShell capabilities include (but are not limited to):

a. Listall VMs in Virtual Center and compare to vRanger Backup Jobs; find Missed VMs
b. Schedule tape backup of vRanger Repositories

Q: Will a full backup be required if vMotion (Host to Host) or Storage vMotion occurs?

A: No if the VM is in the same Backup Job. vRanger Pro tracks the virtual machine (VM) in the
environment and will not need to perform a new full backup for a VM that has changed host
for a backup job.

Q: How much CPU is required on the ESX Host?

A: vRanger Pro 4 with Direct-to-Target Architecture uses the ESX Service Console. The
Service Console (ESX 3 and 4) only uses one core of the CPU. Based on current testing,
vRanger Pro 4 only uses 30-40 percent of one core in the physical ESX host during backup
and restore processes. The options in vRanger Pro can be modified to perform more
backups per ESX host and Datastore, so these numbers will vary based on your
configuration. (Review the vRanger Menu Options — Tools, Options, MyJobs, Configuration)
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Q: How much throughput should | get per ESX Host?

A: Many vRanger customers are seeing 50-80MB/Sec per ESX Host. This will vary based on
your ESX Host, Network, DDR Appliance and DDR load at the time of backup.
Some clients with 10GB interfaces in their ESX Host have seen 180MB/s... Per ESX Host.
The data ingestion rate of the DDR is generally the bottle neck.

Q: How can | read/use the vRanger Repositories that have been replicated to a
remote DDR?
A: vRanger Pro versions 4.1 and higher has the ability to use replicated (Read-Only)
repositories.
a. See Section 4 of this document on how to add Replicated Repositories
b. See Appendix D for an overview diagram

Q: Can vRanger 4 read and restore vRanger 3.x backup Data?
A: Yes. See the vRanger Pro 4 documentation for more details.

Q: Does vRanger support Microsoft Volume Shadow Services (VSS)?
A: Yes. VMware Tools 3.5 U2 and greater has added VSS as an option. vRanger 4 can
activate VSS through the VMware Tools if selected in the vRanger backup job configuration.

If you need more application consistency please reviews the vRanger Pro deployment guide

for the vRanger VSS 4.5 VSS Diriver.

Note: If the VMware Tools were upgrade the VSS driver may not be added automatically.
You need to verify that the VSS drive is installed. When VMware tools is a nhew install
and 3.5 U2 or higher is present then the VSS driver is the default install.

Al: If ajob is schedule on a VM that does not the VSS driver enabled the backup of that VM

will fail. Please ensure that VSS is enabled in the VMware tools on the guest VM.

Q: Can |l install vRanger on the Virtual Center host?

A: This is NOT recommended! Reason: Virtual Center and vRanger both use MS SQL. Product
upgrades may cause outages. Also the memory and CPU required may overload a single
host.

: Can |l install vRanger on the Repository Host?

: Yes. But NOT recommended! Reason: If the Repository Host gets overloaded with backup
data streaming in...vRanger will lose communication to the ESX host and the backup will
fail.

>0

Q: Does vRanger Pro 4 support File Level Restore for both Windows and Linux Virtual
Machines?

A: vRanger Pro 4.5 only supports Microsoft Windows file level restores at this time. Linux File
Level restore is coming soon.

Q: Can | do a backup of a VM that has an existing snapshot?
A: Yes. If a Differential or Incremental is scheduled, there will be an error noted in the log files,
but vRanger will perform a full backup of the VM.

Q: Where can | get training on vRanger Pro?>
A: Training for all Vizioncore software Solutions are available athttp://training.vizioncore.com
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Appendix D.1: DR Example 1

Central Control — 1 vRanger Host

Production Data Center Remote Data Center
~| VMware Host

!E VMware Host

E

Vizioncore
vRanger Restore(s)
Controlled by
Production
I e
Low Bandwidth

WAN link

Notes:
1. See “Disaster Recovery Section” section of this document
2. VRanger only needs to be licensed for ESX Hosts that are backed up. You do

not need to License ESX Hosts that are restore targets only.

Appendix D.2: DR Example 2
Distributed Control — 2 vRanger Host

Production Data Center Remote Data Center
VMware Host

!t"i VMware Host

E

Vizioncore

vRanger

B T T

WAN link

Vizioncore
vRanger

Notes:
1. See “Disaster Recovery Section” section of this document
2. VRanger only needs to be licensed for ESX Hosts that are backed up. You do

not need to License ESX Hosts that are restore targets only.
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