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Preparation for Ordering an Odette Certificate
What you should know about certificates:

Certificates are used in a Public Key Infrastructure, where an asymmetric key pair is used to protect
your data and communication. This key pair consists of a private key and a public key. The private key
must remain securely on your computer and is not to be given to any other partner (including
Odette). The public key is the one you share with your partners. It bears a number of attributes which
basically identify the entity to which it belongs.

A certificate is a public key that has been signed by a Certification Authority (CA), a trusted third party
entity, indicating that the information on the certificate has been checked and actually represents the
entity that is listed as subject of the certificate.

Your partner’s system will use the public key to encrypt information to be sent to you and your
system will use the private key to decrypt the information. The decryption process can only be done
with the private key; therefore your certificate is useless if you do not possess the private key.
Similarly, when you send information, your system uses the appropriate public key (certificate) of
your partner to encrypt data and your partner uses his/her private key to decrypt the information.

When ordering an Odette Certificate you should follow the steps below.
Step 1: Prepare the information you need for the order process

1. Certificate Attributes

Common Name (recommended:
DHN e.g. edi.xyz.com)

Email Address

Location (City, Town)

Country Code
(2 alpha ISO Code)

State or Province
(optional)

Company Name

Department / Organisational Unit
(optional)

OFTP2 Server’s Domain Host
Name DHN (e.g. edi.xyz.com)

IP Address
(optional)

Odette ID (SSID)
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2. Technical Contact

Name

Company

Position

Email

Address Line 1

Address Line 2

City

Postal Code

Telephone Number

3. Invoicing Address
Invoicing address details, if different from technical contact details and VAT Number (mandatory for
companies from the EU).

Name

Company

Position

Email

Address Line 1

Address Line 2

City

Postal Code

Telephone Number

VAT Number
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4. Authentication Contact

Note: Odette uses the Authentication Contact to authorise and confirm that the person ordering the
certificate (the Technical Contact) is entitled to obtain a certificate on behalf of the company or
business unit. The Authentication Contact must work in the organisation where the certificate will be
used, must hold a position giving her/him the necessary authority (e.g. head of EDI department, head
of IT, managing director ...) to authenticate the request and must have a company email address in
his/her own name (generic addresses such as info@..., or admin@...) are not acceptable

Name

Company

Position

Email

Address Line 1

Address Line 2

City

Postal Code

Telephone Number

Step 2: Generate a Certificate Signing Request

You can use any computer with internet access to prepare the CSR and to order the certificate but
please note that if you do not use the computer which is deployed as the OFTP2 server you will need
to transfer the certificate to this server at the end of the process.

We believe that the easiest way to generate a CSR is to use open sSL.

For Windows users we have prepared a toolkit application that provides you an easy way
of preparing the CSR.

The application has been successfully tested on Windows 7 and Windows 8, both versions,
32 bit and 64 bit. Pre-conditions are:

e the right to install software on the computer as a local administrator

e the .net framework 3.5 SP1

e access to the web and the ability to download files
If you do not have sufficient rights on the data exchange server you can use any desktop
computer for the process and once received the certificate you can transfer private key and
public key (certificate) as individual files or as PKC#12 keystore file (.pfx).

These are the steps to follow:
1. Download Odette CA Tools from here:

http://www.odette.org/repository/odette-ca-tools-win.zip

2. Extract the Zip file, preferably to C:\

3. Open the directory with the tools (e.g. C:\Odette-CA-Tools(win) ) in Windows
explorer.

1
This product includes cryptographic software written by Eric A. Young (eay@cryptsoft.com). This product includes software written
by Tim J. Hudson (tjh@cryptsoft.com)
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4. Start the programme OdetteCAToolkit.exe
Starting the programme for the first time you will see the following notification:

OdetteCAToolkit [

Please install openSSL and select the folder for openSSL first! openS5L
& l % must be installed and this application correctly configured first.

Click OK — the application invokes the Setup page and you can download and install the
Microsoft C++ distributable and the openSSL application

-
ot Odette CA Taols |

Certficate Details | Create CSR | Create Keystore | Setup | Help

Download openS5L You can download and install the necessary components

(Microsoft C++ and openSSL installer) automatically by
pressing the "Download openSSL" folder. If any of those
componenst are installed already, you will be informed
and you can easily cancel the process.

open35L

Select the open5SL directory

Odette Tools DMOdette-CA-Toolsfwin)

Select the dirctory where your Odette CA Tools have been extracted to

Save

Click the Download openSSL button and follow the instructions on screen for the installation
processes. There will be two separate installations invoked, one for C++ and one for open
SSL.

Note down the installation directory of openSSL (default is C:\openSSL-Win32 or C:\openSSL-Win64):
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all Odette CA Tools = @3] =/ |

Certificate Details | Creste CSR [ Create Keystors | Setup | Help

64 bit processor detected, downloading openSSL-winé4 bit...

to directory D\Odette-CA-Tools{win)

Exiracting data
Installing Visual C++ .. done
Installing openSSL ... done

OdetteCAToolkit [ = |

openS5L @ Click OK to continue

Select the openS5L directory

Odette Tools D:MOdette-CA-Tools{win)
Select the dirctory where your Odette CA To

Once you see this information message box the installation of all necessary components has
finished.

5. Click the openSSL — button and select the directory where openSSL has been
installed to (usually C:\OpenSSL-Win32 or C:\OpenSSL-Win64)

! Odette CA Taaks -——— e B |

Cettficate Details | Create CSR | Create Keystore | Setup | Help

64 bit processor detected, downloading openSSL-win64 bit...
to directory D:\Odette-CA-Tools(win)
L S S S S S 5

Extracting data
Installing Visual C++ ... done
Installing openSSL ... done

CAOpenSSLined
Select the openS5L directory
Cdette Tools D:\Ddette-CA-Tools{win)

Select the dirctory where your Odette CA Tools have been extracted to
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6. Click Save —your settings will be saved and retrieved when you start the application
next time.

-
ot Odette CA Tools

Cettficate Detalls | Create CSR | Create Keystore | Setup | Help

Download openSSL 64 bit processor detected. downloading openSSL-wing4 bit...

to directory D:\Odette-CA-Tools(win)

Extracting data
Installing Visual C++ . done

Installing openSSL ... done p L
OdetteCAToolkit =

1 0! Settings Saved!
openS5L COpenSSL-WinBd
Select the openSSL directary

Odette Tools D:MOdette-CA-Tools{win) »

Select the dirctory where your Odette CA Tools have been exdracted to

Save

7. Select the Certificate Details register and enter the details as prepared earlier:

Cettificate Detalls | Create CSR | Create Keystore | Setup | Help |
Certificate Subject
Common Name (CN) Odette EDI Server
Email {E) jwalther@odette org
Location (L) Londan s 2
OdetteCAToolkit S5
Courtry (C) GB
— Certificate details saved! 3
Company (O} Odette Intemational Ltd.
Departmert (DU} Certral Office B |
Altemative Subject
: A ’ &
Domain Name edi.odette.org
] IP address
OFTF ID (SSID) 001770000000000A001
[ Save ] [ Exit

Click Save to store the details permanently.
Note:

If your Common Name (CN) entry is not a domain host name you should tick the box Domain
Name in Alternative Subject and provide the domain name here.
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8. Select the register Create CSR and click the Create CSR button

- .
a2l Odette CA Tools - - =

Certificate Details | Create CSR |Craate Keystore ISEtup | Help ‘

Step 1: generating key pair
Step 1: OK, file edi.odette org-private-key pem generated in folder D:\Odette-CA-Tools(win)

Step 2: creating CSR
Step 2: OKfile edi.odette org-signing-request.csr generated in folder D:\Odette-CA-Toolsfwin)

Create CSA | [ CopyCSRio Clipboard |

9. Press Copy CSR to Clipboard — the content will be displayed in the application and
copied to the clipboard as well.

ol Odette CA Tools la=gl 5] P4

Certificate Details | Create CSR |Create Keystore ISaup | Help ‘

—BEGIN CERTIFICATE REQUEST—MIIDAzCCAesCAQAwgY LCzAJBgNVBAYTAdCMQ 8w DQYDVAQHEWZMb25kb24< Dz AN
BaMVBAo TBk HZXROZTEXMBUGATUECXMOG 2VudHIhbCBPZmZp ' 2L Fz AVBg NVBAMT

DmVka55vZGVIdGUub3nMSIwlAY.JKo Zhve NAQK BFhMNgd 2FedGhlck BvZGVOdG Lu
b3InMIIB[ANBgkghkiGIw0BAGEFAADCAQBAMIIBCaKC AGEAgh Kmu 53 2EdiuyGi

0P BzukMJIs2Tql2zacYagMcd 7Udy Fzwe/2CxgPw| Z9PcBh SPIE Ayma YHBK 10

+PBZERg3NzQ5gql/Ng24P0I8s.pPb 7EKNKKFJCEQJK2G3W]Dn3emx Ui 7/{bqg MG F39W/ZIdE
+DHZgir7c85a5Kbesadka WO Y TS0 25 60Xst shNuhz 88 Ye < kb ZudsRNX

nErXQTJGRpwpce UENlCszeNgk HGCpV5zdnwJ Rod BeDJeMikhn Mel/ T3 MG 1LBo 8

bS17AX 1plLyAe Nz6pwwf0SYCnH30YK3DP YOHK34tzGMLTGIXL5BH3Ng20B3Vid &

vz T/hQIDAGABo DgwNg Y Ko Zlhve NAQKOMSkewJzA BgNVHREEHj Achhpv Zn Rwilv

TzAxMzewMDAwMDAWMD AwQ TAwMTANBgkghkiGw 0BAQUFAAOCAQEAZG/x 3b TVAM KM/ FSEXPulwyKPqCr

+ikli2Af5Abq352ysg UUDEWZCNMHT 3re S 1LGE7p Uk 30a1/MD 1 PQ6g4QCAmnifey51 2961 DKD 4yiaHLCti 3GmZ3CKFJC Y/ Snd LDFYADC Gl
Cl3zFF2<3590vLudv KYkBEmSwazb+JpvRIH483WRGcraQC 8 1/ efyndWe Xpemnli T+4YC Mjs /umdhezbKEP Yh+n UGHR Nt EY Eg
+G9GrkvYvusipoL/1ImIC4nAp PaZF+00KIOE/paEeF6ID06H+/6Dz2vhm68aFro68iVe Rd TIwd D10 xG3KS TdIR+0l+twDEVDBIG==—END

CERTIFICATE REQUEST—
- .
OdetteCAToolkit oo

| CSR content has been copied to the clipboard!

[ Create CSR | [ Copy CSR to Clipboard

If you prefer to use a different tool for creating the CSR, such as Portecle or Keystore Explorer, please
refer to these videos:
e Portecle (German)

e Keystore Explorer (English)

Carry on as described in the next chapter

Note:
If you cannot use the OdetteCAToolkit described above you may use various batch files instead.
For detailed instructions please refer to Annexe Part 3 How to create a CSR with batch files
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Log on to the Odette CA and start the order process

Log on to the Odette CA web site via https://www.odetteca.com

‘ODETTE

Home Learn More ContactUs Repository Terms & Conditions ici Knowledge Base odette.org

Welcome to the ODETTE Certification Authority

The increasing use of the Internet for data exchange and collaboration in the automotive and other Industries
requires state-of-the-art security means.

Odette CA offers the necessary Digital Certificates for OFTP2 data exchange, document and email signing
& encryption and internet application protection.

Certificates issued by Odette CA are recognised by the Odette Trust Service and ensure security and
interoperability with your business partners in the automotive industry.

A detailed explanation of the process to order certificates from Odette CA is available in the help file.

‘ :‘S New Customer

@ Existing Customer Login

If you are ordering a certificate for the first time, click on New Customer (your user account will be
created during the order process).

If you have bought an Odette certificate previously and want to renew it or order a different one or if
you want to download or revoke an existing Odette certificate, click on Existing Customer Login.
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Home Learn More ContactUs Repository Terms & Conditions P Knowledge Base odette.org

Introduction

The purpose of this website is to assist you in obtaining a digital certificate. By following some simple steps you will be able to generate a Certificate Signing
Request (CSR) and, from that, a certificate for you to download and use.

Important Note
If you are ordering a certificate for the first time, please carefully read the help file which explains the individual steps of the ordering process.
Preliminary Steps

Due to the increasing complexity of making changes to the various security settings in the different Windows OS environments we have decided to no longer offer
customers the option of creating their key pair and Certificate Signing Request (CSR) during the certificate order process.

This means that before ordering or renewing a certificate via this website you will need to create your key pair and CSR with a third party tool, such as openSSL,
Keystore Explorer or Portecle. You can find detailed instructions on how to create a CSR here.

When you have created your CSR and have it available as a text file, please click the button below to start the certificate order process.

Order Certificate

©2013 ODETTE International Ltd. All rights reserved.

Privacy Policy | Cookie Usage | Terms of Use

Click on Order Certificate

You will be prompted to enter the details of the technical contact, who will also be the registered user
of the CA website.

()

Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

Technical Contact Details

Authentication Contact —— _
Details Technical Contact Details

Import CSR

: — Please enter your contact details. These details can be used to administer your certificate and act as the
CSR Validation main point of contact for the certificate.

Order Details
Payment Details Name * Jorg Walther

Order Summary

Company * Odette

Position * Programme Manager
Email * jwalther@odette org
Address Line 1 * 71 Great Peter Street

Address Line 2

City * London
Postal Code * SW1P 2BN
Country * United Kingdom -
@ Telephone Number * 0044 207 344 3290
Login Details

Please enter and confirm a password of at least 6 characters in length and a maximum of 14 characters in
length. The password must contain at least one upper case character, one lower case character and one
numeric character. This password will be used by you to log in and administer your certificates.

Password *

Password .

Confirmation seasnasy e

©2013 ODETTE International Ltd. All rights reserved.
Privacy Policy | Cookie Usage | Terms of Use
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Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

Authentication Contact Details

Previous ( ‘ ‘ ) MNext ‘

Authentication Contact Details
Import CSR
CSR Validation Please enter the contact details of a person within the organisation for which the certificate is intended who
Order Details is able to verify the identity of the requester of the certificate and who is entitled to authorise the request.
After you have completed your arder we will contact this person as part of our certificate approval process.
Payment Details Once the certificate has been approved it will be made available for download from our website.
Order Summary Please note that we will not accept any orders where the requester and the Authentication Contact appear

to be the same person.

The Authentication Contact must:

1. Be someone other than the person creating the order.

2. Be employed by the organisation for which the certificate is intended.

3. Hold a position which is able to authenticate and authorise the order made by the requester.

4. Have a company email address in their own name.

Name * | John Canvin
Company * |Odette International
Position * Managing Director
Email * |jcanvin@odette.org

Address Line 1 71 Great Peter Street

Address Line 2

City * London

Postal Code *1SW1P 2BN

Country * United Kingdom -
@ Telephone Number *l+44 20 7344 9220

Previous ( ‘ ‘ ) Next ‘

©2013 ODETTE International Ltd. All rights reserved.

Privacy Policy | Cookie Usage | Terms of Use

The Authentication Contact is used to verify your certificate request. He/she will be asked to confirm
the data provided by you and that you are authorised to request a certificate on behalf of your
company or department. Depending on the structure of your company the Authentication Contact
could be the head of your department, the ClO or the managing director.

Please note that the Authentication Contact must:
i Belong to the organisation for which the certificate is intended
ii. Be in a position to authorise the certificate order
iii. Have a company email address in their own name
iv. Be a different person from the Technical Contact.

Click ‘Next’ to continue to the Import CSR Page.
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Import CSR prois €| P mox

Authentication Contact
Details
Import Certificate Signing Request

— Example CSR:
CSR Validation Mote: The banner text (—-BEGIN CERT... —END CERT...) is optional
Order Details BEGIN CERTIFICATE REQUEST

MIIDGTCCARECAQANEYANCZAIBENVEAYTAkACHOLWDAYDWOO T EwUTAGFAITENMASE

Payment Details R AV AN e £5 v IHRGUEA VI o2 T o< HAGKER G- MOERme LS Syt et
ASTnDQYIKOT CamEBANIVRLC Ti £

Order Summary o
cit

D
115 350 T LD FuSOL b AR Ly Sk L OGLU EB3D
Tt i 1F Fad 2 FEL by ms 78 RCF szl ] Ty

] i

ML 18 T T VWML T ] 1 1 ZVRhBEMSoX £ 9 | pershESET ] 2454 51 hE 1wkt

A AR AR TRE EGC SRS 1 b A0GE JOFF ENE InCQVTVRRTHATRAGAL BCHYMGHEBARL Bein
T

Ry LK nae |BE A w7 § i5aim ol mn ke s

v EWHA [L 333 LmE vy 53 b2 20CkSOVT Ay LVNT SUSHENT
huCHAGCEDQADEEE BACEDATH aar Dix 50
USOTTTAAT FDLYOrSOLDTN XA FTUTHyICIPOLRZANAS UTHITDOINIZWIKNK  1MSXG
£pbIrqCLObKPYLZ+ Z61Qer 1¥me § D7 Stwr gl AXICT IWTLvagl JASVooYn/ T IhMb 2]
KDGBILBE/QUPIFZL+50F Oy T1CHINDUI VU VA% aWa I N4 Ge NEFXNSE+Y FL FgOnK
LCXG5qTe10tzBDALLGAS DGz CSRE/ FPRE7 cAB 3N IFIuPGULL Ky 15 IF g0 08
1PB/hELudeT7 FRSSFIVRAZK:
~END CERTIFLCATE REQUEST

T

Please paste your CSR into the box below and select Next. MNote: Only CSRs conforming to the PKCS#10
specification are supported.

MIICyzCCABMCAQAWGYURCzAIBGNVBAYTAkACMEwDGYDVQQHDAZME 25 kb2 4xDa AN
BgNVBAoOMBEKOKZXROZTEXMBUGALUECWWCQ2VudHInbCEPZmZpY 2UXF ZAVEgNVEAMM
DnVkaSSsvEIGV0dGUub3InMSIwIAY JKoZ InveNAQKEFNNgd2 FedGhlckBvZGV0dGUn
b3JnMIIEI] ANEgkghkiGow0EAQEFAROCAQEAMI IRCOKCAQERT 4Q+H  KNPVYRV1ST
+yOKLPSAfDGICLInNWwMsAYhEOMmn O aT yWVIWVWIWTDJSeWFn3gfFOPZLEVOWES
Ld2cW1Xo0ZzOEmoTvDEHX fYSqlgNteCidzlyY¥Gz8zTUs+AP6undgXVz18ufQ+1iR
KVpUVZwE24MTUaBRUGZ rBTGC/ gsripeqRoZ 9 fMToG0z,/OF F1i bddmx+xERBrgé+D
ntHZpI3k6/pWl7sQ350LAy+A4MAr fpoknkGeKHAD fdwmDE 3PHSWMnMShwis+z] gl
d¥PGgfTiTo3dM7ZUmS SCYjNU3a5kDioxVdWkto5+RRITDRDJVSKTOn4YYyT1+9+R
WY UWwIDAQABoAAWDDYIKoZIhveHAQEFBQADggEBAGIP1IIRRbhxJSVI+hyvuTBEZW
0xiloNbIpfHgnhJwx79xD1TChtelmCeQEXMdsorFyTUrV+fWepSdFEmPzKSs5WolT
PtdCid0mJT1lbvHes Sopd9fk6H/LEMi P2db1RRC/R1DIgXIcwreny,/ UZ6DD3gE/ vA
§7CELCPEThGHOFCONMOvca gl oR3mLOQRRRMpdPc JIHO FPP+RpPchXwZyXWYiLJE
WriWuS SpMUUZ555uk8KE6FKG16/ ndgevHE JEqb£7dmSX/bIX+C5Rh 704Gt Tw+6ulN1F
GzGlCEpIMp ] cMEThBUCKXn+femIUclfTHRRQopdMSgziXNaFkWE 0Lr2QlikVCEO=

‘Previnus ( ‘ ‘ ) Next‘

Privacy Policy | Cookie Usage | Terms of Use

If you have created a key pair and a corresponding CSR with the Odette CA Toolkit application you can
simply copy the CSR content from the application to the clipboard and paste it into this form.

If you used a different tool or the manual (Batch) process you should open the CSR text file and copy
the content into the corresponding space in the Odette CA application.

Click ‘Next’ to continue to the CSR Validation Page.
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Certificate Usage

Please check the usage attributes your require or un-check the "Show Usage Attributes’ check box to use
the default settings.

Show Usage Attributes
Secure Session (SSL/
9 15
@ Email
@ Encryption
@ File Signing

Certificate Details

Please review before continuing.

The following details were extracted from the imported CSR and cannot be modified. If they are incorrect,
please generate and import the CSR again on the previous screen.

@ Company Name Odette International Ltd.

@ Location London

@ Country GB

@ Email Address walther@odette_org

@ oOrganisation Unit Central Office

@ Common Name Odette EDI Server

@ Hostname edi.odette_org

@ OFTPID (SSID) oftp://001770000000000A001

Previous < ) MNext

Certificate Usage
In the above example, the certificate can be used for various purposes. By default, all the listed

certificate usage attributes are enabled. If you want to connect your OFTP2 system to other OFTP2
systems, at least “Secure Session (SSL/TLS)” must be enabled, Encryption (i.e. file encryption) and File
Signing are advanced functions of OFTP2 and can be used in addition to TLS session security. Email
(encryption and signing) is an application outside the scope of OFTP2 but is also supported by Odette
certificates.

Certificate Details

Check that all your certificate details are correctly submitted. If anything is incorrect, you will need to
create a correct CSR and import the CSR once again. Please note that current implementations of
OFTP2 at some companies require the OFTP2 servers of their business partners to use qualified
domain names which are registered and resolvable by the domain name system (DNS). This qualified
domain name must be shown in the attribute ‘Common Name’.

If your CSR does not already contain a SSID for OFTP2 and you intend to use the certificate for OFTP2
data exchange, you should now enter your SSID (aka OFTP ID or Odette ID).

Click ‘Next’ to continue.
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On this page you select the desired validity period of the certificate (1, 2, 3 or 4 years).

Before continuing, you must also accept the Odette CA terms and conditions.

DDETTE

ng Knowledge Base odette.org Control Panel

Previous ( ‘ ‘) MNext ‘

Home Learn More Contact Us Repository Term

Technical Contact Details Order Details

Authentication Contact
Details
Import CSR
CSR Validation

Payment Details
Order Summary

Certificate Validity Period

Please select the validity period for this certificate.

Validity Period i

Promotion Code

Total Cost
Promotional Discount
Balance To Pay

rice Exclusive of VAT)
lusive of VAT)
xclusive of VAT)

Terms and Conditions

Please read the terms and conditions and then check the box below to confirm that you accept the terms
and conditions.

| accept the terms and conditions *

Previous ( ‘ ‘) Next ‘

©2014 ODETTE International Ltd. All rights reserved.
Privacy Policy | Cockie Usage | Terms of Use

Click Next to continue.
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Purchase Order: You need to enter an order reference which will be included in your invoice.

By default, the invoicing address is the one entered for the Technical Contact.
If you wish the invoice to be sent to a different address or a different company, tick the box “Bill to
new address” and enter the different address data.

Companies situated in the EU must provide their VAT registration number (including the appropriate
country prefix).

e = Payment Details

= = Previous ( ‘ ‘ ) Mext ‘
Purchase Order Number

Import C5R
CSR Validation Please enter a purchase order number below, this will be displayed on your invoice.
Order Details

FPayment Details Purchase Order Number * |POZ0140728

Order Summary

Invoicee Address

Please enter an invoicee address if different from Technical Contact address.

Bill to different address =

Name ’lJijrg Walther
Company * [odette

Email ’ijanher@ndeﬂe.nrg
Address Line 1 * |71 Great Peter Street

Address Line 2 |

City ’ILnndnn

Postal Code * [sw1P 28BN

Country * |united Kingdom R
@ Telephone Number |+44 776 9264 784

Tax Details

Customers with an inveicee address in a European Union Member State must provide a VAT number including
the national prefic e.g. GB123455789

VAT Number * |GBTT4158013

Click Next to continue.
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Order Summary Frevious ( o complete Order

Please review your selections and if reguired make any changes to your order. To purchase a certificate and
process your payment details press the "Complete Order button.

Certificate Details

Email jwalther@odette. org
Location Lendon
Country GB
Organisation Cdette International Ltd.
Department Central Cffice
Hostname edi.cdette .org
OFTP2 ID (551D} oftp: /0017 70000000000A001
Commaon Name Odette ED| Server
Validity Period 1 ¥ear
VAT Number GB774159013
Promotional Discount € 0.00
Het Amount € 180.00
VAT Amount € 25.00
Total € 218.00
Technical Contact Details
Name Jing Walther
Company Odette
Position FM
Email jwalther@cdette. org
Address 71 Great Peter Street,
Lendon,
SW1P ZBN,
United Kingdom
Telephone +44 778 92684 T84
Authentication Contact Details
Name John Canvin
Company Cdette

A summary of your order will be displayed. Check carefully and, if OK, click Complete Order.
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‘ODETTE

Home Learn More Contact Us Repository Terms & Conditions Pricing Knowledge Ba

‘ *-‘ Frint Summary ‘ ‘I’.ﬁ Exit ‘

Thank you for your purchase. An crder confirmation email has been sent to "jwalthern@ odette org’. Your unigue cerificate ocrder number is: 4538, Please keep
a record of this order number should you encounter any problems with your order.

Order Completed ‘a Contral Panel

Downloading Your Certificate

CDETTE will now perform identity chedes using the details you have provided . Onee your identity has been verified you will receive an email with instructions
for downloading and installing your certificate.

Crder Summary

Certificate Details

Order Number 4538
Email jwalther@odette. org
Location London
Country United Kingdom
Organization Cdette International Ltd.
Department Central Office
Common Name Odette EDI Server
Hostname edi.odette. org
OFTP2 ID (SSID) oftp:/C01770000000000A001
Validity Period 1 Year
VAT Number GBETT4155013
Promotional Discount £0.00
Net Amount £180.00
VAT Amount £358.00
Total £216.00

Technical Contact Details
Name Jérg Walther
Company Odette

We recommend to print the order summary and to keep it in your files. You will need this information
when you have to renew your certificate at the end of the validity period.

When you click on the Control Panel button, you can logon yourself onto the application using the
email and password you have selected during the registration process and you will find your
certificates / requests there.

—

DDETTE

Home Learn More tact Us Repository Terms & Conditions Pricing Kn

a Certificate Control Panel \;2 My Account

‘Welcome to the Certificate Control Panel. You are logged in using the email saddress: *jwalther@ odette ong”

From here you can download, renew and revoke any of the cerificates you have purchased. You may purchase new certificates using your existing login
details by cligking the "Purchase New Certificate’ button.

| ;3 Purchase New Certificate

Certificate ID| Common Name (Certificate Requested [(Order Number Expiry Date

4509 Odette EDI Server |Pending|o 28/07/2014 12:46:28 4538 e [ n #q

18 Release date 28.07.2014



‘ODETTE

Order confirmation
You will receive an order confirmation by email.

Dear [user name],
Thank you for purchasing a digital certificate from ODETTE.

Your unique certificate order number is: 4538. Please keep a record of
this number in case of any problems with your order. To view the status
of your certificate order or purchase further certificates please log
into your account control panel using your email address and password
provided during purchase. The account control panel is available at the
following address: https://www.odetteca.com

Should you have any queries or problems please email us at
odetteca@odette.org

Certificate Details:
3k sk >k 3k sk sk >k sk sk >k sk sk >k sk sk >k kosk sk k

Validation and approval process
Shortly after the order has been made, the Odette CA will start the validation process which is based
on the Odette CA Certificate Policy.

The Odette CA Registration Authority will validate the information provided in the CSR. Furthermore
your authentication contact will receive documents to be signed and returned in order to approve
your request and initiate the issuing process. Usually, the return of these documents determines how
long it takes to issue the certificate.

Upon approval of the request, the certificate will be issued and you will receive information via email:
Dear [user name],

We are pleased to inform you that your certificate with order reference
of: xxxx has now been issued. This means that your identity has been
confirmed and you may download and start using the certificate.

An invoice has been attached to this email. If payment is not received
within 30 days of the date of this email your certificate will be
revoked and will cease to be valid.

To download and start using your certificate please login to your
account control panel and follow the on screen instructions. To log in
please navigate your browser to the following address:
https://www.odetteca.com

Thank you for choosing ODETTE.

PPN

The invoice (pdf) for the certificate will be attached to this email.
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Download the certificate
Click Existing Customer Login to log into the CA application with your user credentials.

‘ODETTE

Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

ODETTE Certification Authority

Welcome to the ODETTE Certification Authority

The increasing use of the Internet for data exchange and collaboration in the automotive and other Industries
requires state-of-the-art security means.

Odette CA offers the necessary Digital Certificates for OFTP2 data exchange, document and email signing
& encryption and internet application protection.

Certificates issued by Odette CA are recognised by the Odette Trust Service and ensure security and
interoperability with your business partners in the automotive industry.

A detailed explanation of the process to order certificates from Odette CA is available in the help file.

l 15} New Customer @ Existing Customer Login

The control panel will show your certificates and their status.

‘ODETTE

Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

% Certificate Control Panel L: My Account

Egi Logout

Welcome to the Certificate Control Panel. You are logged in using the email address: ‘jwalther@odette.org’

From here you can download, renew and revoke any of the certificates you have purchased. You may purchase new certificates using your existing login details
by clicking the ‘Purchase Mew Certificate’ button.

‘ B Purchase Mew Certificate

Certificate ID|Common Name Certificate Requested|Order Number

lssued|@ | 071072013 12:56:10

edi_odette org

©2013 ODETTE International Ltd. All rights reserv:

Privacy Policy | Cookie Usage | Terms of Use

Click the Download icon alongside the appropriate certificate to start the download process.

Further details on installation of Odette certificates can be found in Annexe 1.
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Renew a certificate

Important Note:

In the environment of the Odette CA renewal means to issue a new certificate with the same
properties as the previous one. However, to protect your privacy also a renewed certificate requires a
new private and public key.

Some OFTP2 software systems use their own key store and are programmed in a way that they only
accept a renewed certificate if it refers to the existing private key. In these systems you cannot use
the renewal process as described here; instead you must install a new certificate when the existing
one expires or becomes invalid.

Prepare a new Certificate Signing Request as described in chapter Generate a Certificate Signing
Request .

Log into the Odette CA application under https://www.odetteca.com .
Click Existing Customer Login to log into the CA application with your user credentials.

‘ODETTE

Home Learn More ContactUs Repository Terms & Conditio g Knowledge Base odette.org

ODETTE Certification Authority

Welcome to the ODETTE Certification Authority

The increasing use of the Internet for data exchange and collaboration in the automotive and other Industries
requires state-of-the-art security means.

Odette CA offers the necessary Digital Certificates for OFTP2 data exchange, document and email signing
& encryption and internet application protection.

Certificates issued by Odette CA are recognised by the Odette Trust Service and ensure security and
interoperability with your business partners in the automotive industry.

A detailed explanation of the process to order certificates from Odette CA is available in the help file.

’ B New Customer

@ Existing Customer Login

Important Note
Before starting the Renew process, please ensure that your user details are correct and up to date.

These details will be used as the Technical Contact details for the Certificate Order and cannot be
amended during the Renew process.

You can check and update your User details by going to the ‘My Account’ page from your Certificate
Control Panel.
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Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

Logout

@J Certificate Control Panel \g My Account

Welcome to the Certificate Control Panel. You are logged in using the email address: ‘jwalther@odette_org’

From here you can download, renew and revoke any of the certificates you have purchased. You may purchase new certificates using your existing login details
by clicking the 'Purchase Mew Certificate’ button.

‘ B Purchase Mew Certificate

Certificate ID| Common Name Status Certificate Requested |Order Number

3854 edi3.odette.org | [Downloaded | @ | 22/12/2013 17:04:43 3839 22/12/2013 17:21:01 f'i D\ {'}j ‘[}
| 1626 oftp2 odette.org  ||Downloaded|@ | 09/01/2012 13:35:13 1586 03/01/2014 08:02:00 [i D\I rl,< ‘r}
| 1250 OFTP2 Odette | |Revoked| @ 04/08/2011 11:20:05 1206 04/08/2011 12:52:38 r_j& D\ I}J ﬂ

Click the Renew icon of the certificate you want to renew. Please note that Renewal can only be
carried out during the period starting 60 days before the expiry date of the current certificate and
ending 30 days after the expiry date.

Outside of this period, the Renew icon will be greyed out and the function will be unavailable.

The portal application will show you the details of your existing certificate. Before you can continue,
you must prepare a matching CSR (see Step 2: Generate a Certificate Signing Request).

The Odette CA will check that the new certificate request’s attribute values match the existing
certificate.

The further process matches the order process (see here ).

You will receive a confirmation email.

Dear [user name],
Thank you for renewing your existing ODETTE digital certificate.

Your unique certificate order number is: 3845 Please keep a record of this number in case
of any problems with your order. To view the status of your certificate order or purchase
further certificates please log into your account control panel using your email address
and password provided during purchase. The account control panel is available at the
following address: http://www.odetteca.com

Should you have any queries of problems please email us at odetteca@odette.org

Certificate Details:
3k >k 3k >k 3k >k 3k sk >k sk >k ok sk sk >k sk ok kok k-

Order Type: Renewal

Certificate Type: Unknown

Location: London

Country: United Kingdom

Organisation: Odette International Ltd
Department: co

Common Name: oftp2.odette.org

Domain Name/IP Address: oftp2.odette.org

OFTP2 ID (SSID): oftp://001770000000000A001000000

Purchasing Details:
3k %k ok ok >k >k %k %k ok >k >k >k %k %k >k >k >k *k %

After re-validating the information provided in the CSR the Odette CA will issue the renewed
certificate.
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Annexes

Part 1 How to download and install the certificate on your local computer

Part 2 How to find your certificate in the Windows keystore after installation.

Part 3 How to create a CSR with batch files
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1. How to download and install the certificate on your local computer

This section provides instructions for users who are downloading and installing a certificate for the
first time. The example is for Microsoft Windows. Please follow the instructions relevant to your
operating system.

Log into the CA application.

Click the 'Download' icon to start the certificate download dialogue.

Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.ors

Account

@ Logout

% Certificate Control Panel

Welcome to the Certificate Control Panel. You are logged in using the email address: ‘jwalther@odette.org’

From here you can download, renew and revoke any of the certificates you have purchased. You may purchase new certificates using Wour existing login details
by clicking the 'Purchase New Certificate’ button.

‘ apurchase Mew Certificate

Certificate ID| Common Name Status Certificate Requested | Order Number| Last Downloaded |Details|Dowiload|Renew|Revoke

3860 oftp2.odette.org | |lssued| @ 03/01/2014 14:13:33 3845 Q A S| 8

‘ODETTE

Home Learn More ContactUs Repository Terms & Conditions Pricing Knowledge Base odette.org

e Download Certificates @ Help Ha Control Panel

Installing Your Certificate

Egi Logout

If the CSR was created via this web site (rather than being imported) then then you must install the certificate onto the same computer that was used to create it.
It may be used on a different computer. but should be exported from this computer, and imported to the destination computer. A full explanation of how to do this
is in the help file.

If you are downloading your first ODETTE certificate please follow the important instructions in the First Time Downloads section before downloading your
certificate.

To download and install your certificate please press the "Download Certificate” button below.

Download Certificate

PEM (Privacy Enhanced Mail) DER (Distinguished Encoding Rules)
Please select an extension for your certificate: Please select an extension for your cerificate:
@ CER @ CER

) PEM ER

File Name CDETTE3860.cer File Name ODETTE3860.cer

File Size 218 Kb File Size 1.54 Kb

aDownload Certificate a Download Certificate

If you require the ODETTE Certificate Authority certificates they can be downloaded from here.

Download Root Certificate

Certificate Authority Certificates

PEM (Privacy Enhanced Mail) DER (Distinguished Encoding Rules)
Please select an extension for your certificate: Please select an extension for your cerificate:
) CER

EM
File Name CODETTE Root.pem File Name CODETTE Root.cer
File Size 2.07 Kb File Size 1.46 Kb

@ Download Root Certificate

@ Download Root Certificate
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You can select between two different formats and two different extensions. Select the one that meets
the requirements of your keystore software or of your business partner, if you have to submit /
upload it in a specific format. Usually, the PEM format with CER extension should work.

Store the certificate into the folder where you have your private key, most likely
C:\Odette-CA-Tools(win).

If your OFTP2 solution requires individual files for the Root CA, Issuing CA, Public Key and Private Key,
then import these files from the above mentioned directory.

@@v\ » Computer » Windows7_0S (D:) » Odlette-CA-Tools(win)

Eile Edit View Tools Help

Organize v Open New folder =~ 0 @
| VDA FX Repositery 4 [E Neme ’ Date modified Type Size

workspace | create-csr.bat 18/07/2013 Windows Batch File 1KB
‘; ;ij:ﬁ:zrfalzm ™ create keystoreat 201272 Windows Batch File 1KB
-~ ) 53] ODETTE Issuing CA.cer 07/01/201415:04  Security Certificate 3KB
= E;Du'::::t::w'wm] [7]55 ODETTE Root.cer 07/01/2014 1503 Security Certificate IKB
: ] 55 ODETTE3860.cer 07/01/2014 1506 Security Certificate 3KB
o [ OdetteChain.pem 18/07/20 PEM File 5KB
o __ oftp2.odette,org- private-key.pem 03/01/201409:04  PEM File 2KB
& Libraries ] oftp2.odette.org-signing-request.cst 03/01/20140905  CSRFile 2KB
15 Computer prepare-csr_(2013-12-22).pdf Foxit Reader PDF ... 582 KB
. [ settings.bat Windows Batch File 1KB

&, Windows7_05 (C)

s Windows7_0S (D3

2 Odette (\GPS-SRV0B) (O1)

‘F¥ Lenovo_Recovery (Q:) -

4 items selected Date modified: 03/01/2014 09:04 - 07/0... Date created: 07/01/2014 15:00
Size: 8.35 KB

If your OFTP2 software requires a keystore file or uses the Windows keystore continue with the
following steps:

1. Create a keystore file
Start the OdetteCAToolkit.exe in the Odette-CA-Tools(win) folder

Select the Create Keystore register.

Use the buttons to select the (downloaded) certificate file and the private key file that was generated
in conjunction with the creation of the CSR.
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ot Odette CA Tools =ARCR X

Certificate Details | Create CSR | Create Keystore | Setup | Help

| Select Cerficate | D:\Cdette-CA-Tools{win)\ODETTE4509 cer
|- Select Private Key | D Odette-CA-Tools{win)\Odette ED | Serverprivateey pem
Keystore File D:\Odette-CA-Toolswin)\O DETTE4509 pfix

Create

The resulting keystore file name will be generated automatically.
Press Create and the application will generate the .pfx file.

If you cannot use the OdetteCAToolkit application you can start the command line interface as
administrator (Start/All Programs/Accessories/Command Prompt — right mouse button, run as
Administrator), navigate to the folder with the certificates (e.g. cd C:\Odette-CA-Tools(win) ) and
run the create-keystore.bat command.

Enter the file name of your certificate and of the private key file when prompted. Assign a password
to the resulting keystore file so that it is protected against un-authorised use.

EE Administrator: Command Prompt EI@

D:~0dette-CA-Tools{win)>create—keystore hat

D:~\0dette—CA-Tools C(win>>ECHO OFF

Fleaze enter the name of your certificate file Ce.g. ODEITEZ2785.cer2
[promptString JODETITEZ860 . cer

Please enter the name of your private key file <e.g. xyz-—private—-key.pem 2>
[promptitring loftp2.odette.org—private—key.pem

Loading ’'screen’ into random state — done

Enter Export Password:

Uerifying — Enter Export Password:

D:~\0dette—CA-Tools{winl>
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The process will create a file with the extension .pfx (the batch process: keystore-out.pfx) which can
be imported into the Windows or your application’s keystore.

For Windows, click the right mouse button and select install PFX from the context menu.

@uv‘ + Computer » WindowsT_05 (D) » Odette-CA-Tools(win)

v|&f|| Sean

Date modified

18/07/2013 19:30
22/12/201318:32
07/01/2014 15:26
07/01/2014 15:04
f01/2014 15:03
07/01/2014 15:06
18/07/2013 19:30
03/01/2014 09:04
03/01/2014 09:05
22/12/2013 18:44
18/07/2013 19:30

Type

Windows Batch |
Windows Batch |
Personal Inform:
Security Certifice
Security Certifice
Security Certificz
PEM File

PEM File

CSR File

Foxit Reader PDF

Windows Batch |

File Edit View Tools Help
Organize #f Open = Mew folder
VDA FX Repository = [ Name :
workspace
i L create-csr.bat
=2 music (182168.2.33) (M)
— I~ create-keystore.bat
ecorde
3 keystore-out.p
. i:ltn-:::nn (EU-Project) *J DT Open L
%/ iClou otos
ey 5l ODETTE Roat, Install PFX
kyDive e (] ODETTE3860.c Open with Geany
o || OdetteChain.p 7-Zip b
= Libraries
(] oftp2.odeltz.o Compare with Altova DiffDog
o =] oftp2.odette.o
L £ - = Sign: -
= omputer &‘ prepare-csr_(2 & Sign: keystore-out.pfx...
s Windows7_0S (C:) settings.bat %" Sign and encrypt: keystore-out.pfi...
a Windows7_0S (D:) %" Encrypt keystore-out.pfi...
S Odette (\GPS-SRVD6) (0:) & Open: keystore-out.pfx...
%@ Lenovo_Recavery (Q:) N 4*  Timestamp: keystore-out.pfx...
. keystore-out.pfx Date modified: 07/01/2014 15:26 Git Init Here
-_rjl Personal Information Exchange Size: 6.41 KB Git Bash
v
smart Card Trusted Roots Il Fu  Scanforviruses

Follow the installation process.

Do not tick the first option (Enable strong private key protection).
Tick the second option (Mark key as exportable) at your own discretion.

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong priva y protection. You will be prompted every time the
Enable str ivate ke tection. You will b ted time th
private key is used by an application if you enable this option.

[C]#ark this key as exportable. This will aliow you to back up or transport your |
key: ime,

Indude all extended properties.

Learn more about protecting private keys

=5

[ < Back ][ Next > ][ Cancel
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Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

@) Automatically select the certificate store based on the type of certificate:

() Place all certificates in the following store

o
=]
&
Il

Learn more about certificate stores

[ < Back ][ ext = ][ Cancel ]

We recommend to use the automatic selection as shown above.

When prompted with this warning, confirm with Yes.

L1

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

ODETTE Root

Windows cannot validate that the certificate is actually from "ODETTE
Root", You should confirm its origin by contacting "ODETTE Root”. The
following number will assist you in this process:

Thumbprint (shal): FO64058C 77085C56 FA802751 84207FD1 2CEFG42E
Warning:

If you install this root certificate, Windows will autematically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

Yes ‘ Mo |
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2. How to find your certificate in the Windows keystore after installation

1. Click Start and type “mmc” in the entry field. Click OK

m

= Type the name of a program, folder, document, or
5 Internet resource, and Windows will open it for vou.

Open: | mmd

I Ok, ][ Cancel ][ Browse... ]

2. The Console will open. Select File/Add Remove Snap-in

M

C] Action  View Favorites Window Help

Mew Ctrl+M
Cpen... Ctrl+0
Save Ctrl+5
Save As...
Mame |
| AddRemoveSnap-n..  CtlM |
Options. .. I There are no items to show in this view.

1 C:\WINDOWS),. . \certmar. msc

2 C:WINDOWS\, .. \compmgmt.msc
3 CAWINDOWSY,. . \devmgmt.msc
4 Console2.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in console,

3. Click Add and select Certificates from the list. Click Add again.
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Add or Remove Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in
~ | ActiveX Control
Auﬂﬂnrizah’on Manager
L qCertificates |
8y Component Services
;'é' Computer Managem...
g=n Device Manager
=% Disk Management
@ Event Viewer

| Folder
|=] Group Policy Object ...
3 1P Security Maritor
3 1P Security Policy M. .
=] Link to Web Address

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Car...
Micrasoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Micrasoft Cor...
Microsoft Car...
Microsoft Cor...
Microsoft Car...
Micrasoft Cor...
Microsoft Car...

m

Description:

Selected snap-ins:

“| Console Root

Edit Extensions...

e
i
o

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

0K l [ Cancel

4. For Windows7 you will usually have to select “My user account”

Certificates snap-in

This snap-n will always manage cerificates far:

(71 Service account

(7 Computer account

[¥1]
(2]
0

Finish

] [ Cancel
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5. Click OK.

Add or Rernove Snap-ins

‘fou can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns:

Snap-in Vendor
=] ActiveX Contral Microsoft Cor...
¢ 4 Authorization Manager Microsoft Caor...
Eﬁl Certificates Microsoft Cor...
B Component Services Microsoft Cor...
;é‘ Computer Managem... Microsoft Cor...
s Device Manager Microsoft Car...
=4 Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
=] Group Policy Object ... Microsoft Cor...
.g IP Security Manitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor...
£ Link to Web Address  Microsoft Cor...
- . e " - - -

»

m

Description:

Selected snap-ins:

[] consale Root
_ﬁ}J Certificates - Current User

Edit Extensions. ..

Remove

Mowve Up

Mowe Down

Advanced. ..

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

oK ] l Cancel

Close the snap-in selection window.

6. Click OK to close the Add/Remove Snap-in dialog.

You will now see the Windows certificate store:

‘& certmgr - [Certificates - Current User] — - S -

= File Action View Favorites Window Help

e=|E o=

If;‘ Certificates - Current User Logical Store Name
» || Personal | Personal
» ] Trusted Root Certification Aul|
» [] Enterprise Trust

. | Enterprise Trust
> || Intermediate Certification Au P

» [] Active Directory User Object
» || Trusted Publishers

» [ ] Untrusted Certificates

» [] Third-Party Root Certificatior
» || Trusted People -
» [] Other People | Trusted People
» o] EFS _| Other People
» [ | Certificate Enrollment Reque: “IEFS

» [ | Srnart Card Trusted Roots

< [ | +

| Trusted Root Certification Authorities

| Intermediate Certification Authorities
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Certificate Enrollment Requests
| Sart Card Trusted Roots

7. Expand Certificates, then expand Personal and select Certificates. You will be able to see the

certificate in right panel of the Windows Management Console. This is where your
downloaded certificate has been stored.
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. Consolel - [Console Root\Certificates - Current User\Personal\Certificates]
File Action View Favorites Window Help

Bllo=H
a _g}J Certificates - Current User || Issued To = Issued By Expiration Date
< p_?'sc"”a_'f_ ||| 1044 AC2AC-BCT6-4B40-9C97-053A..,  Apple iPhone Device CA 18/05/2013
. te:'R'“tteé feation uth [5]88E32708-CD54-45FF-00FE-14C5F... Apple iPhone Device CA 04/10/2014
o L Jrusted Root Lertiication AUthel 9] g3 odette.org ODETTE Issuing CA 23/12/2014
> || Enterprise Trust || & i Walth ODETTE Iesuing CA 27/08/2014
> || Intermediate Certification Autho x;ﬁj ?erg atner B ssuing 'Jr i
. [ Active Directory User Object :_ﬁJJDrg Walther Jarg Walther 05/01/3011
. ™ Trusted Publishers Bl)arg Walther ODETTE Issuing CA 20/10/2014
— =1 1= G
. [7] Untrusted Certificates tgllarg Walther fhserverll 20/09/2011
. [7] Third-Party Root Certification AL ._aJDFtpE.auto-suppl)r.co.uk ODETTE Issuing CA 26/04/2015
. [ Trusted Peaple i el oftp2.odette.org ODETTE Issuing CA 11/01/2016
- : B _ . = . e

Personal store contains 22 certificates.

The little key on the upper left corner of the certificate symbol indicates that you have the certificate
and the matching private key in your certificate store.

Double click on the certificate to see the details.
Certificate @
General | Details | Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer
» Ensures the identity of a remote computer
» Protects e-mail messages

Issued to: oftp2.odette.org
Issued by: ODETTE Issuing CA

valid from 03/ 01/ 2014 to 11/ 01/ 201§

ﬁ? ‘fou have a private key that corresponds to this certificate.

Learn more about certificates

Click OK to close the certificate details window and close the MMC-application.

At this point, if you wish, you can save the Console as a shortcut so that it can be accessed quickly in
future.
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3. How to create a CSR with batch files

1. Download openSSL from
32 Bit Windows: http://www.odette.org/repository/openssl-win32bit.zip .

64 Bit Windows: http://www.odette.org/repository/openss|-win64bit.zip

2. Install the Visual C++ library (included in the downloaded zip file).
3. Install openSSL. Note the path to the directory where openSSL has been installed.

4. Download Odette CA Tools from here:
http://www.odette.org/repository/odette-ca-tools-win.zip.

5. Extract the Zip file, preferably to C:\

6. Check/edit the file settings.bat in the directory \Odette-CA-Tools(win)

The highlighted part in set OPENSSLDIR=C:\OpenSSL-Win%BITS% must point to your actual
openSSL installation directory.

Edit the file odette-ca-csr.cfg in the directory \Odette-CA-Tools(win) with an text editor and
enter the values specific for your certificate (you might see a warning, click run to continue).
Note: If your certificate attribute values contain special characters (e.g. 464AO0UR etc.) then
edit the file odette-ca-csr-utf8.cfg with an UTF-8 compatible editor (Notepad++ is
recommended), encode the file as UTF-8 without BOM and run the create-csr-utf8.bat !

The following example explains the different entry fields; grey lines should not be changed!

Please replace with your actual certificate details as prepared in Step 1!
# lines preceded by a #-sign are treated as comments by the interpreter

[req]

default_bits =2048

default_keyfile = privkey.pem
distinguished_name =req_distinguished_name
reg_extensions =req_ext

prompt =no

[ req_distinguished_name ]

# Country

C =GB

# State (default: empty)

#ST =

#Location

L = MyTown
#Organisation

(0] =My Company

# Organisation Unit

ou = My Department

# Common Name

CN = edi.mycompany.com
# Email Address

emailAddress = Info@mycompany.com

[req_ext]
subjectAltName = @alt_names

#If none of the below mentioned attributes shall be contained
#in your certificate, please enter the #-sign in front of URI.1 and
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should be submitted, if the common name is not set to DHN!
edi.mycompany.com

98.88.46.37
should always be submitted for OFTP2 certificates
URL1 = oftp://001770000000000XXXX
If you do not have an OFTP2 ID you can order it at https://oscar.odette.org

8. Start the command line interface (Start/All Programs/Accessories/Command Prompt) and
change to the Odette CA Tools directory (e.g. cd C:\Odette-CA-Tools(win) )

9. Runthe create-csr.bat and create a CSR by using the certificate attributes you have prepared
in Step 6. You will be prompted to enter a name.

Enter the Name: enter a memorisable name for your certificate files

The batch process will then create a private key file and a CSR file.

BN Command Prompt | |l |

Generating R5A private key, 2848 hit long modulus

unable to write ‘random state’
e iz 65537 (Bx10601)
Loading ’screen’ into random state — done
Certificate Request:
Data:
Uersion: @ (BxB>
Subject: GC=GB, L=London, 0=0dette International, OU=Central Office, CH=e
di.odette . org-semailAddreszs=Infolodette . org
Subject Public Key Info:
Public Key Algorithm: wzaEncryption
Public—-Key: (2848 bit)
Modulus =
:fh:BE:fS:E?:EF:ec:3B:h

:3b:83:83:62:8Bh:24:2
:5h:?d:18:4b:=79:81:6
9241 :f6:-dl1:%h:dB:2
tab:fc:c3:b4:64:h%:h

ML WEmO N =J0 0 T
OO AW OON O WM RO LA ]

c
d
]
a
]
1
]
[
C
£
d
5
a
b

4:el
Exponent: 65537 (@x188681>
Attributes:
Requested Extensions:
H58%v3 Subject Alternative Mame:
URI zoftp:/-001770000000000K KX
Signature Algorithm: shalWithRSAEncryption
d=93:5f:81:5Ff:ch:e5:56:58:Pe:64:36:a1:8c:B2:8B:cd:
thi1:28:78:8b:=57:43:Ba:
hf: tlaz41:Yh:81:
t19:a4:9d:c?:57:96:

orEmo
= R

o
="

'72 BB cB e2 Ec 84 hd:e2:f7:492:96:c7:8d:5bh:c3:
Bi' t9A:hE:fatcB:22:18:0d:b7:98:21:0f = fh:=78:31:64:
c2:51:15:c?

That’'=s it,. your file iz here

edi.odette org—signing—regquest.cspr

D=~0dette—CA-Tools{uinl)>_

==]
tl"
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The system generates two files:
XYZ-private-key.pem and XYZ-signing-request.csr (XYZ stands for the name you entered as file name).
We recommend to keep the odette-ca-csr.cfg file with your certificate details safely — you need the

same configuration (i.e. attribute values) for any subsequent renewal of the certificate.

4. How to revoke a certificate

If you need to revoke a certificate y any reason, please login at https://www.odetteca.com and click
the appropriate revoke button in the appropriate certificate row.

You will be prompted to provide the reason for revocation,

x‘r—} Revoke Certificate ‘@ Control Panel Egi Logout

Certificates can be revoked when they are no longer in use or the private key of the cerificate has been compromised. Once a certificate has been revoked it can
no longer be used. Revoking a certificate cannot be reversed.

To revoke a certificate please complete the details below and click the 'Revoke Certificate” button. You should then receive an automated e-mail from ODETTE
confirming that the cerificate has been successfully revoked.

Selected Certificate

Certificate Type Company
Email info@odette.org
Common Mame edi2.odette.org
Serial Mumber 5E18F3AD000000000EOD
Valid From 03/10/2013 13:45:54
Valid Until 04/10/2014 13:35:583
Email Address jwalther@odette_org
Telephone Number +44 776 9264 754
& Revocation Reason * Superseded -

Migrated to edi.odette.ord

@  Additional Description

] ) 28 v Jul v 2014 ¥
@ Revocation Date & Time : 12 - 18

x‘r} Revoke Certificate

Once you pushed the Revoke Certificate button the certificate will be marked as revoked in the
Odette CA certificate revocation list and cannot be used anymore.
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