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FCC Part 68

This equipment complies with Part 68 of the FCC Rules. On the bottom of this equipment is a label that contains
the FCC Registration Number and Ringer Equivalence Number (REN) for this equipment. You must provide this

information to the telephone company upon request.

The REN is useful to determine the quantity of devices you may connect to the telephone line and still have those
entire devices ring when your number is called. In most, but not all areas, the sum of the REN of all devices
connected to one line should not exceed five (5.0). To be certain of the number of devices you may connect to
your line, as determined by the REN, you should contact your local telephone company to determine the

maximum REN for your calling area.

If the modem causes harm to the telephone network, the telephone company may discontinue your service
temporarily.

If possible, they will notify you in advance. But if advance notice isn't practical, you will be notified as soon as
possible.

You will be advised of your right to file a complaint with the FCC.

The telephone company may make changes in its facilities, equipment, operations, or procedures that could
affect the proper operation of your equipment. If they do, you will be notified in advance to give you an opportunity

to maintain uninterrupted telephone service.

If you experience trouble with this modem, please contact your dealer for repair/warranty information. The
telephone company may ask you to disconnect this equipment from the network until the problem has been

corrected or you are sure that the equipment is not malfunctioning.

This equipment may not be used on coin service provided by the telephone company. Connection to party lines is

subject to state tariffs.



FCC Part 15

The modem generates and uses radio frequency energy. If it is not installed and used properly in strict
accordance with the user's manual, it may cause interference with radio and television reception. The modem has
been tested and found to comply with the limits for Class B computing devices in accordance with the
specifications in Subpart B, Part 15 of the FCC regulations. These specifications are designed to provide
reasonable protection against such interference in a residential installation. However, there is no guarantee that
interference will not occur in a particular installation. FCC regulations require that shielded interface cables be
used with your modem.

If interference does occur, we suggest the following measures be taken to rectify the problem:

1) Move the receiving antenna.

2) Move the modem away from the radio or TV.

3) Plug the modem into a different electrical outlet.

4) Discuss the problem with a qualified radio / TV technician.

CAUTION:
Changes or modifications not expressly approved by the party responsible for compliance to the FCC Rules could

void the user's authority to operate this equipment.

Cable connections:

All equipment connected to this modem must use shielded cable as the interconnection means.

Notes:

Operation is subject to the following two conditions:

1) This device may not cause harmful interference, and

2) This device must accept any interference received including interference that may cause undesired

operation.



Chapter 1 Introduction

Congratulations on your purchase of an Instant Powerline Router with 4-port Fast Ethernet Switch and Homeplug
for cable and DSL application. The Powerline Router is the perfect option to connect a small group of PCs to a
high-speed Broadband Internet connection or to an Ethernet backbone. Configurable as a DHCP server, the
Broadband Router acts as the only externally recognized Internet device on your local area network (LAN). The

Router serves as an Internet firewall, protecting your network from being accessed by outside users.

1.1 Overview

Unlike a simple hub or switch, the setup of the Cable/DSL Router consists of more than simply plugging
everything together. Because the Router acts as a DHCP server, you will have to set some values within the
Router, and also configure your networked PCs to accept the IP Addresses the Router chooses to assign them.
And generally there are three different operating modes for your applications. And you can know which mode is
necessary for your system from ISP. These three modes are PPPoE, DHCP client and Static IP. Actually all these
are for IP address of WAN.

1.2 Features
) Router Mode
« PPP over Ethernet (RFC-2516)
« DHCP Server and Client
« NAPT (Network Address and Port Translation)
« NAT (Network Address Translation
° Internet Access
« TCP/IP, UDP, ICMP, ARP, RARP, PPPoE, NAT, DHCP (client/server), Static IP assignment
° Security Features
- Password protected configuration access
« User authentication (PAP/CHAP) for PPP connection
° Security
« Provide 56-bit DES link encryption for Powerline network
- Stateful packet inspection and filtering
« Intrusion detection and protection
- Password protected system management
° Ethernet Interface
- Compliant with IEEE 802.3 and 802.3u 10/100 Mbps
° HTTP Web-Based Management
« Firmware upgrade by Ul

+ WAN and LAN side connection statistics



- Password protected access

- System log

1.3 System Requirements

1) Personal computer (PC)

2) Pentium Il 233 MHz processor minimum

3) 32 MB RAM minimum

4) 20 MB of free disk space minimum

5) Ethernet Network Interface Controller (NIC) RJ45 Port

6) Internet Browser



Chapter 2 Installation

This chapter offers information about installing your router. If you are not familiar with the hardware or software

parameters presented here, please consult your service provider for the values needed.

2.1 Checklist
Check the shipping box carefully to ensure that the contents include the items you ordered. If any of the items are
missing or damaged, contact your local distributor. The contents of your carton may vary depending on your

service provider.

Contents description

1) Powerline Router for home/office use

2) Powerline Router Installation and Operation Guide (this publication)
3) Power Cord

4) Ethernet cable Ethernet category 5 twisted pair cable (6 ft)

Application for this device
—Np
O
- ==

Windows/MAC

& //}
xDSL/Cable Modem
Powerline 85M Router

Powerline 85M Ethernet Bridge

-
Windows/MAC



2.2 The Front LEDs

LAN
VAN 4 3 2 1 PL OF  POWER
0 0 O O 0 O 0 O
Pmr\gwilm
LED State Description
POWER ON Press the button to power one the router.
OoP Flashing |The router running well.
PL Flashing |When the router detect other Powerline devices
ON Link
Flashing |TX or RX activity
LAN No Link
1-4 These four LAN (Local Area Network) ports are where you will connect networked
OFF devices, such as PCs, print servers remote hard drives, and anything else you want to
put on your network.
"Showtime"-successful connection between ADSL modem and telephone company's
ON network.
WAN ) "Handshaking"-modem is trying to establish a connection to telco's network Modem is
Flashing powered OFF ADSL Carrier Detect if LED is flash.
OFF  |No link.

2.3 The Rear Ports

— ————

POWER 1 2 3 4
Connector Description
POWER Connect to power cord.
Router is successfully connected to a device through the corresponding port (1, 2, 3 or 4).
LAN (1-4) If the LED is flashing, the Router is actively sending or receiving data over that port.
The WAN (Wide Area Network) Port is where you will connect your cable, DSL modem or
WAN Ethernet backbone.




2.4 The Bottom Port

A A

Connector Description

Reset Switch  [The reset button, the router restore default settings when press until reboot.

Chapter 3 Configuration

3.1 Determine your connection settings

Before you configure the router; you need to know the connection information supplied by your service provider.

3.2 Connecting the Powerline Router to your network

Unlike a simple hub or switch, the setup of the ADSL Router consists of more than simply plugging everything
together.

Because the Router acts as a DHCP server, you will have to set some values within the Router, and also
configure your networked PCs to accept the IP Addresses the Router chooses to assign them. Generally there
are several different operating modes for your applications. And you can know which mode is necessary for your

system from ISP. These modes are router, bridge, PPPOE+NAT and NAT.



3.3 Configuring with Web Browser
It is advisable to change the administrator password to safeguard the security of your network.
To configure the router, open your browser, type 'http://192.168.6.1" into the address bar and click ‘Go’ to get to

the login page. Save this address in your Favorites for future reference.

Connect to 192.168. 6.1

lacalhost

Lser name: | | £ w |

Password: | |

[ 1remember my password

| ok g[ Cancel |

At the Password prompt, the User name is 'admin’ and the password is 'admin’. You can change these later if

you wish. Click 'OK" to login.

10



W Router Configuration - Microsoft Internet Explorer
Fila Edt WView Favorites Tools Help

£ Address .-:iEIHtp:ﬁ!‘JE.lsa_s.lf ¥

Share your Intermel comnection
via a Powerfine notwork!

LSstemstts .  Quick Setup WAN Configuration
— AypE I selection

lﬂ hittp:fJ192. 168,61 /m_sotup.asp o Inbermet

You can use "Quick Setup" to setup the router, and choose the connect mode you prefer.

11



3.3.1 DHCP Server

W Router Configuration - Microsoft Internet Explorer
Fila Edt WView Favorites Tools Help

i Address -iEI htbpeff192. 1686,

Share your Intermel comnection
via a Powerfine notwaork!

DHCP Server Advance
C 5 [FEnable

AN (1 |[(= e [

= DHCP Sarver

- DHCP Client List

1 |000000OCOCOC | (000 (o000 | 000 | 000 |
2 (ooooooo0ODO0 | [ooo | o0 oo oo |
*
l!‘;m & Irtermet

The "DHCP Server" option enables you to configure the LAN port.
If you enable the DHCP server status, the router will auto assign the IP address to the DHCP clients. You can

decide the IP Pool form 1 to 253.

12



3.3.2 DHCP Client

W Router Configuration - Microsoft Internet Explorer |-_||E|E|
Fil= Edt WView Favorites Tools Help

Qe - © M [ @ Psewen Fpraons (- @ -

Acdress | @] hitpefj192. 168.6.1)

<

Share your Intermel comnection
via a Powerfime notwaork!

tname

L LAN Configuration 00:11:09: EIT{IEEF 19216862 Porsha-P
- DHCP Sarvar
- DHCP Client List
- UPnP

&] bttpf 1192, 168.6. | Jdhcp_toble.asp i Irkernet

The DHCP client list allows you to see which clients are connected to the router via IP address and MAC address.

13



3.3.3 UPnP Configuration

A Router Configuration - Microsoft Internet Explorer

Fle Edt View Favorites Took Help qr
Q- QW @G Psewr Jermons (3- @ -

¥ o g

Share your Intermel comnection
via a Powerfime notwaork!

- DHCP Samver
- DHCP Client List
- UPnP

&] btpe 1192, 188.6.  Juprg.asp D Irtermst

UPnP (Universal Plug-and-Play). Network architecture based on TCP/IP and intended to allow terminals to be
networked without the need for configuration. In the Barricade router, for example, the correct ports are
automatically opened for applications like Netmeeting, online games, etc. You can choose to enable or disable
the UPnP Service.

14



3.4.1 Dynamic IP

W Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Qe - © M [ @ Psewen Fpraons (- @ -

Acdress | @] hitpefj192. 168.6.1)

A System Status '  Dynamic IP Configuration

Share your Intermel comnection
via a Powerfime notwaork!

The Router will get the WAN IP address autormatically ror WA por

sl AN Coplgupen [sawe |
- Dynamic IP
- Static IP
- PPPoE
PPTP
= LITP
- L2ZTP+DHCP

If you set the WAN as a Dynamic IP, the router will get the WAN IP address automatically.

15



3.4.2 Static IP

W Router Configuration - Microsoft Internet Explorer
Fila Edt View Favorites Tooke Help qr

acdress | ] hitp:f/192.168.6.1/ -

[ .
.
E‘M

QuSmemsaus )  Static IP Configuration

Share your Intermel comnection
via a Powerfime notwaork!

- [Dynamic IP

- Static IP

- PPPoE 1
PRTP [save| [Reset| [ Cancel |

- L2ZTP

- LZTP+«DHCP

You can set the router’s WAN IP as static IP address. You need to fill out the Subnet Mask, Default Gateway and
DSN too.

16



3.4.3 PPPoE

W Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Qe - © M [ @ Psewen Fpraons (- @ -

Acdress | @] hitpefj192. 168.6.1)

Share your Intermel comnection
via a Powerfime notwaork!

- Dynamic IP

- Siatic IP

- PPPoE
PPTP

= LITP

- L2ZTP+DHCP

i [0 seconds
~ Disconnect

EPAP | CICHAP

Systemlon [ Save Al Configuration | [ Refresh | [ Resst |

] httpef192. 168.6. 1 Jpppoe.asp D Irtermst

PPPOE is usually used by ISPs which provide ADSL line to their subscribers. Usually an ISP gives Login ID and
Password to users for login when connecting to Internet. Service Name, AC Name is usually optional.

MTU: Sometimes ISP sets different MTU size than 1492. This value would be set to hardware. Dial-on-demand:
If checked, router won't dial this session until received a LANWAN packet. If unchecked, router dials this session
immediately after system powered up. Silent timeout: If specified a non-zero value, router disconnects this
session after specified idle time. Auto Reconnect: If checked, router redials this session if session previously
terminated by ISP. Dial Status: Current status of this session. May be “Connected”, “Connecting”, or “Disconnect”

Pressing the Save and Restart saves parameters and reboots the router.

17



3.4.4 Unnumbered PPPoOE Setting

A Router Configuration - Microsoft Internet Explorer |Z||§|E|
Fla Ect View Favorites Took Help i

O O WA D] P v 3 B -

Address ﬂ Htp_:;'_;!EEa.s. 1}

Sharo your Intamel ool
via a Powerfine notwork/

- Dynamic P
- Siatic IP

- PPPoE

- PPTP

- L¥TP

- L¥TP+«DHCP

ut |0 __fsecunds
~ Disconnect

Dl | | Hang ugs

| &1 bete:ri92.168.6. L pppoe asp P Inbermet

Unnumbered PPPoE WAN type is a required feature in Japan. ISP assigns Login ID and Password to users for
login when connecting to Internet. Service Name, AC Name is usually optional. It's required to set the following
parameters for Unnumbered PPPoE WAN type: IP address: The unnumbered IP subnet address, assigned by
ISP. Network Mask : Network size of the unnumbered IP subnet. NAPT for LAN hosts: If checked, the router
enables hardware NAPT function for LAN PCs using configured LAN IP address(ex:192.168.1.X). If unchecked,
NAPT is disabled and only routes packets to and from LAN PCs using unnumbered IP addresses. All other
options are same as those of PPPoE Setting in Section 3.4.1. Pressing the Save and Restart saves parameters

and reboots the router.

18



3.4.5 PPTP Setting

W Router Configuration - Microsoft Internet Explorer
D Fila Ect  View Favortes Tools  Halp

Q- Q W RAG P ferwens 3 @ -

£ Address .i]mp 1192, 168.6.1

Share your Intermel comnection
via a Powerfine notwork!

Dynamic IP

- Static IP

- PPPoE
PPTP

- LI¥TP

- L¥TP+DHCP

DiaiStatus Disconnec

il Henp Uy [Sawe | [ Refresh | [ Reset |

IP address : The IP address gateway uses to communicate with remote PPTP server.
Subnet Mask : Network mask of gateway’s IP address
PPTP Server IP Address : Remote PPTP server’s IP address . All other options are same as those of PPPoE

Setting.

19



3.4.6 L2TP Setting

W Router Configuration - Microsoft Internet Explorer
i Fils Favenites  Tooks  Help

Om O WA G e or 30 @ -

i Addriss .ﬂmp 1192, 168.6.1

Edt  View

Share your Intermel comnection
via a Powerfine notwork!

Dynamic IP

- Static IP

- PPPoE
FPTP

- LZTP

- LZTP+«DHCP

DiaiStatus Disconnec

il Henp Uy [Sawe | [ Refresh | [ Reset |

IP address : The IP address gateway uses to communicate with remote L2TP server.
Subnet Mask : Network mask of gateway’s IP address
L2TP Server IP Address : Remote L2TP server’s IP address. All other options are same as those of PPPoE

Setting in Section 3.4.3. Pressing the Save and Restart saves parameters and reboots the gateway.

20



3.4.7 L2TP+DHCP Setting

W Router Configuration - Microsoft Internet Explorer
Fila Edt WView Favorites Tools Help

Ackdress | @] hetp:f/192.168.6.1

Share your Intermel comnection
via a Powerfime notwaork!

- [Dynamic IP
- Static IP

- PPPoE 1 5
PETP Disconnect

- LITP

. LITPeDHCP Difad | | Mang Up Ih Refresh | Reset

Same as L2TP Setting but user only needs to specify Login ID and Password since routers IP address (as L2TP
client) is obtained automatically using DHCP. All other options are same as that of PPPoE Setting in Section
3.4.3.

21



3.5.1 Access Control List

A Router Configuration - Microsoft Internet Explorer

Favorites  Tools  Help

Q- © M [B @ P Fprmones (3- @ -

i Address .i]mp:,.';:gz.ma_s.!j

D OFile Edt  View

Sharo your Intamel comnastion
via a Powerfine notwork/

Hardware Access Control List

Ingress, Dest IP/Part IR
192168 6. 0/255 255 255 .0

- Esun s
Man
- fAccess Cantrol List Egmgs Dest IPPan v| e Tue Framd 0 oo ™
- - [TcP = o | Flwed bl el
- Domain Blocking |]_|] o | Akl | I A BT TE!E_Z’;}‘E:_
- URL Filter BFn
LMAT Configuration_ Sat

Flsun
[ Mon

Egress, Dest PPt ¥ ETue 0 Blo B
gress, ort ¥ ep ¥ o | From(0_¥l{0

| Ewed
EThu
[ Fri
I Sat b

0000 Voo 23 (96159 6

lg‘; itk 192, 1986 | fackasp D Inberret

You can define the policy to log or without log for ACL (Access Control List).

22



3.5.2 Domain Blocking

A Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Q- O W @G P Frrwean 30 3 -

Acdress | @] hitpefj192. 168.6.1)

Share your [nfermal conpnastion
via a Powarfine notwork!
. System Status Domain Blocking Configuration
|
M’. e e
| D000 [0.0.0.0 O
000 0000 O
.| Firewall Configuration _ 3 ;'g,ﬁ,';jjj gi:.,';jjj,n (|
- Access Control l.iﬁl .DDDU :Dnnn D
_ Domain Blocking - e
- URL Filter EI:-'I;D;Q;U !DE:G'U o
; _ ' 0,000 [0.0.00 O
: ' \[oooo \[oooo O
. | 0000 | 0000 O
e
£] Done D Irtermst

Fill out the domain and IP address you want to block.

23



3.5.3 URL Filter Configuration

A Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Q- O W @G P Frrwean 30 3 -

Acdress | @] hitpefj192. 168.6.1)

Share your Intermel comnection
via a Powerfime notwaork!

SysemStatus '  URL Filter Configuration
- URL string pattern to be blocked|Source IP range
| Dooo0o00 | O
00000000 i
. Flrwwall Gonfiguration_ | fﬁ,ﬁ,’d,’d.’gjjj,ﬁ_ﬁ | 0
- Access Control List ] 00000000 : I:l
—Domsin Blacklig Bl ] sttt fom ittt .
- URL Filter Al |E
: _ 0.0.000000 | =
: | lbooooooo | O
| | 00000000 | |
A —
s Ary web access traffic(ie. destined to any TCP poot) Is inspected by hardware at
wirespeed =
£] Done D Irtermst

The URL Filter Configuration can filter any web access traffic (ie. Destined to any TCP port) is inspected by

hardware at wire speed.

24



3.6.1 Virtual Server

W Router Configuration - Microsoft Internet Explorer
Fil= Edt WView Favorites Tools Help

Q- O W @G P Frrwean 30 3 -

Acdress | @] hitpefj192. 168.6.1)

. SystemStatus Virtual Server

o {o  jooo 0 M |[1er e

0 -0 0000 o o |[TcP v

.| Firewall Configuration 0 ..,,u il:ll]l]l} I:I L,—| Tcp -.r
Sl 0 o 0000 AT . (L
=1t S 0 Ho 0000 o Mo fer
- Rate Policing Qo5 - ~ - —————
0 o 000 0 5 [[Tcp w

- Port Trigger : & o i A 2 :
- DMZ Host (0 0 [0.0.00 0 P ||TcP =
Queptemsepi,) 0 R0 p0oo P H e S

S .

= Yirtual servers using smgle port number |5 acceleraten by hardware at
wirgspean

Share your Intermel comnection
via a Powerfime notwaork!

WAN Port Range Server IP Addressgserver Port Protocol|Enable

B8 EEE &

] bttpef 192, 168.6. | fserverp.asp D Irtermst

The "Virtual Server" using single port number is accelerated by hardware at wire speed.

25




3.6.2 Rate Policing Qos

A Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Q- O W @G P Frrwean 30 3 -

Acdress | @] hitpefj192. 168.6.1)

Share your Intermel comnection
via a Powerfime notwaork!

m’
) Quick Setup Hardware Rate Policing QoS
\JAANGonfiguration, JEnabie
- LAM
AN Conlguaton Priority|src/dst  |IP Address IP Mask Protocol|Start Port |Eng
Qi BN - | |
- Mirtual Server _ st IF '_ J !_ 250 550 25 | e | | =
- Rate Policing QoS “ {=1 |F i | Il r y | [ | :_
- Pant Trigger _ T |’ o | . 1R
- DMZ Host : | L = S
| | 2= | | | -
m § = ] 'l
B = | o
M—-" “ l=t |F I _____ J [ | |2 _l i__
s
€ >
] Done D Iriormet

User can specify a Layer 3/4 criterion and associate it with a maximum token (packet rate or data rate based). If a
packet arrives and it matches to a rate policing entry, the router decreases entry’s allocated token by one (if pps
based) or by packet length in bytes(if bps based). If unfortunately the packet just run out of allocated tokens, then
it would be dropped directly or logged to software, depends on the setting of Drop Log field.

To classify all TCP or UDP packets within same IP address /mask(regardless of port number) as same rate policy,
set O to both Start Port and End Port.

26



3.6.3 Port-Trigger

A Router Configuration - Microsoft Internet Explorer
Fil= Edt WView Favorites Tools Help

Q- O W@ G P Frrwam

Share your Intermel comnection
via a Powerfime notwaork!

o SystemStatus Port Trigger

Port Range

- | Quick Time 4 |UDP | |6970-6999 |TCP | |5
E.EMM = ] — i
|MSH Gaming Zone | |TCP = | |28800-29000 [TCP & |E
TCP = | [TCP = |C
- Winual Server TP ETCF' 3

- Rate Policing Qo5 o e—
- Port Trigger [TCP | L. 'TCF R L
- DMZ Haost [ [ & | [Ter @ [t
SysemSewp ] [ree S | [ree ¥ [c
| Systom Log | . | [TcP_ ) |c

oy
< >
8] bttpf 192, 168.6. | fspocialap.asp D Irkermst

The router provides Port Trigger for user to define the other applications like Quick Time 4.
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3.6.4 DMZ Host

A Router Configuration - Microsoft Internet Explorer |Z||E|E|
Fle Edt View Favorites Took Help qr

Q- O W @G P Frrwean 30 3 -

Acdress | @] hitpefj192. 168.6.1)

Share your Intermel comnection
via a Powerfime notwaork!

o o Jo o
[ClEnable

) Firewall Configuration

- Winual Server
- Rate Policing Qo5

- Pant Trigger
= DMZ Host

To set the virtual DMZ host IP with general L4 protocol forwarding and ICMP forwarding functions.
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3.7.1 Dynamic DNS

A Router Configuration - Microsoft Internet Explorer |Z||§|E|
: Fila Edt View Favorites Tools  Hep

QO HEAG Pwe rrows 3+ @ -

: Address ;'ijmp:,.';:qz.ma_s.!j

P - -
d Share your Intermel connastion

via a Powerfine notwork/

Dynamic DNS

DONS - wiwnw.no-lp.com
Register 3 new account in hifp:thwess.noip.com

Hosts | <NONE> |

= Dynamic DNS
« MAC Clone
- Remote Managemant

DDOMNS by ez-ipupdate

- User Management

- Time Zone Managamant
- Firmware Upgrade

- Factory Reset

|
\mh" ¥

| &1 tetpiifioz. 168.6.1 ddns.asp P Inkernet

Dynamic DNS allows you to update your dynamic IP address with one or many dynamic DNS services.

So anyone can access your FTP or Web service on your computer using DNS-like address.
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3.7.2 MAC Clone

A Router Configuration - Microsoft Internet Explorer |Z||§|E|
Py Edt View Favorites Tooks  Help i

: Qe - © ﬂlﬂfb flﬁmﬁvmg-ﬁr

: Address ;'ijmf_:ﬂ‘_:ﬂﬁa.s.!j

LAmtm St MAC Clone

Share your Intermel connastion

via a Powerfine notwork/

- lynamic DNS
= MAC Clone

- Remote Managemant

- User Management

- Time Zone Managamant
- Firmware Upgrade

- Factory Reset

‘!ML-—" b

[ €1 0ore D Intorret

Some ISP will check the MAC address, so the router supports user to set the new MAC address via MAC clone

function.
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3.7.3 Remote Management

A Router Configuration - Microsoft Internet Explorer
: File Edt View Favorites Took Heb

ncdress | ] hitp:f192.168.6.1

Sharo your Intamel comnastion
via a Powerfine notwork/

= s 5
| |

[“1Enatie

- lynamic DNS

« MAC Clone

- Remote Management

- User Management

- Time Zone Managamant
- Firmware Upgrade

- Factory Reset

‘!Mh" w

[ €1 0ore D Intorret

You can set one IP to allow the user to remote manage the router.
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3.7.4 User Management

A Router Configuration - Microsoft Internet Explorer
: File Edt View Favorites Took Heb

ncdress | ] hitp:f192.168.6.1

Sharo your Intamel comnastion
via a Powerfine notwork/

- lynamic DNS

= MAC Clone

- Remote Management

- User Management

- Time Zone Managamant
- Firmware Upgrade

- Factory Reset

‘!Mh" w

[ €1 0ore D Intorret

You can change the user account and password here.
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3.7.5 Time Zone Management

A Router Configuration - Microsoft Internet Explorer |Z||§|E|
Fila Edt Wiew Favoeites Tools Help

Qe - © ¥ [ | Pewn Slprwors (I- B -

i Address .i]mp Af192.168.6.1

Sharo your Intamel comnastion
via a Powerfine notwork/

in:lu':u'cbc stdlime. . b

lime-b.nist. o

msmanmsnmmnn (GMT +08:00)
[ SaveiTimeSync | | RefreshTime |

- lynamic DNS

= MAC Clone

- Remote Managemant

- User Management

- Time Zona Managemuont
- Firmware Upgrade

- Factory Reset

‘!MLJ b

[ €1 0ore D Intorret

If you need to set the router to check the time with the NTP server in internet, you can fill out the domain here.

By the way, you also can set the time zone of your country at here.
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3.7.6 Firmware Upgrade

W Router Configuration - Microsoft Internet Explorer |Z||§|E|
Flo Edt View Favoeites Took Help i

O O N E G P frrn 3 1 -

Address (@] hetpff192,168.6,1

Sharo your Intamel comnastion
via a Powerfine notwork/

| i) (vt |

- lynamic DNS

= MAC Clone

- Remote Managemant

- User Management

- Time Zone Managamant

= Firmware Upgrade
- Factory Reset

HM—-J b

[ €1 0ore D Intorret

You can upgrade the new firmware here while you download the latest firmware via our website. Click browser to

choose the new firmware and press the Update button to start.
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3.7.7 Factory Reset

A Router Configuration - Microsoft Internet Explorer |Z||§|E|
Py Edt View Favorites Tooks  Help i

O O WA D] P v 3 B -

: Address .'ijﬂtp.:f_;!EEE.E.!j

Sharo your Intamel comnastion
via a Powerfine notwork/

Smemsans .  Factory Reset and Reboot

In the event that the router stops responding camectly or in some way stops
functioning, you can perform a reboot. ¥our settings will not be changed. To perform
the reboot, click on the *System Restart” button below. You will be asked o confirm
your decision. The reboot will be complete when the power light stops blinking. it you
wanl (o 28 the Router 1o the defaull settings, please click on the *Factory Reset”
button

- lynamic DNS
- MAC Clone
- Remote Managemant

- User Management

- Time Zone Managamant
- Firmware Upgrade

- Factory Reset

‘!MLJ b

[ €1 0ore D Intorret

If you want to return all the settings to the factory default, you can press the Factory Default button.

If you want to restart the router, you can press the System Restart button.
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3.8.1 System Log

W Router Configuration - Microsoft Internet Explorer

Fia Edt View Favorites Tools Help

Qe - © (8] [B @ Pwer Poreers (- B -

Address | @] hitp:ff192,168.6,1]

Sharo your Intarmat ¢
via a Powerfine notwork/

Jan 1 0E01:A7 {none) usar.indo Mogd: Mipe_infaipeec_init KLIPS starup, Openmwan KPS [Prec slid verion 22.0 &

2 System Status Jain 1 0830117 {rone) user. info Mogd: Mips_infe:ipses_alg_init: KLIPS alg vei 8,140 (EALG_MAXsTSS, AALG_MATE

Jin 1080197 fnone) uses.indo Mogd: Mips_infoiipsec_slg_ini: calling ipsec_alg_sakic_inikl

@ i mm | Jan 1 080117 (o) usstseain Hegd: paas_aes_inialg_type=15 alg_id=12 name=as) rat=0

dan 1 02017 fnone) userveaim Mogd: ipsec_aes_inialp_type= 14 alg_id=@ name=aer_maclk ret=

.| LAN Configuration Jan 1 0501117 (hor) upas.info Mogd: NETA: Unix domain sodts 1.0/8MP for Linux NET4.0,

Jan 1 0801:AT {none) useren kogd: wamis wiong magio

R T — Jin 4 080147 (roni) usatmash Kogd: VFS: Mounted tost (somte Slusysterm seadenly,
: EI !! i E Jan 1 02:01:17 (none) user indo Mogd; Fraeing unused kemel mamany: 924 freed
S Jian 1080147 {none) useswam Mogd: IRRSE G0 0000

2 ! =£ EEEEIEEE Jan 1 080117 (none) usstsain Hegd; ===> Request IRC 4 for saral, (b=

dan 1 020117 fnone) userveaim Mogd: mB851_user_pid sat fo 18

% mmﬂ i Jan 1 0E01AT (none) uieiwam kogd: Being up ext pod 8.,
Jan 1 0801:AT (none) usesssaim Mogd: VAN Tagging Contiol 1egister =34 o shitte 10002

) System Log Jan 1 080117 frone) usadwain Mogd:

- —— Jan 1 080117 (rone) ussivesn kogd: Set 1GMP Dafault Upstieam interace (sihd), . SUCCESSH

Jin 1 0BD1:AT {none) useowan Mogd: PPPoE Pasitbou disabled,
Jan 1 0E01T (mone) uiat wadn Hegd, Deop Undsowes PPPoE PADT disablad,
dan 1 020147 fnone) userveam Mogd: 1P P assthng dizabled.
Jan 108017 (none) uiatseain Mogd: IFX Pasthry dizabled,
Jan 1 0200AT (none) useosain Mogd: HETBIOS Passthau disabled.

| Refresh | |Save | | Clear |

| &1 betpsri92.168.6. 1 im log.asp P Ikernet

System log will log the router activities; sometimes you can check the log to make sure what troubles happen.
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3.9.1 TCP/IP Settings for Windows Operating System

1. How can | find my IP Address in Windows 95, 98, or Me?

» Click on Start, then click on Run.

- The Run Dialogue Box will appear. Type winipcfg in the window as shown then click OK

Run |

Type the name of a program, folder, document, ar [nternet
rezource, and YWindows will open it far pou.

Oper: Iwinipcfg j

] I Caricel | Browsze. .. |

- The IP Configuration window will appear, displaying your Ethernet Adapter Information.
- Select your adapter from the drop down menu.

- If you do not see your adapter in the drop down menu, your adapter is not properly installed.

m IP Configuration == E |

— Ethemnet Adapter Information

D-Link DFE-530T: PCI Fast Bt

Adapter Address | 00-05-50-05-38-08
IP Address | 192.168.1.2
SubnetMask | 2552562550
Diefault G ateway | 13216811

] Feleaze Fienew
I I I

Feleaze All | Fenew Al | More [nfo |

- After selecting your adapter, it will display your IP Address, subnet mask, and default router.

- Click OK to close the IP Configuration window.
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2. How can | find my IP Address in Windows 2000/XP?

» Click on Start and select Run.

+ Type cmd then click OK.
21X

Type the name of a program, folder, docurment, ar
Inkernet resource, and Windows will open it Faor you,

open;  |cmd)| w

[ K H Cancel H Browse. ..

 From the Command Prompt, enter ipconfig. It will return your IP Address, subnet mask, and default

router.

SAWINNT systemi 32\ CMD.EXE

Microsoft Windows 28088 [Uersion S.BE.2£95]
(GC? Copyright 1985-2888 Microsoft Corp.

D:\>ipconfig
Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific Suffix

IP Address. . . . . T 192.168.68.174
Subnet Mask . . . . - 255.255.255.8
Default Gateway . . - 192 . 168.8.1

- Type exit to close the command prompt.
- Make sure you take note of your computer’s Default Router IP Address. The Default Router is the IP

Address of the router. By default, it should be 192.168.0.1
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3. How can | assign a Static IP Address in Windows 98/Me?

- From the desktop, right-click on the Network Neighborhood icon (Win ME - My Network Places) and
select Properties.

- Highlight TCP/IP and click the Properties button. If you have more than 1 adapter, then there will be a
TCP/IP “Binding” for each adapter. Highlight TCP/IP > (your network adapter) and then click Properties.

Hetwork E |

Configuration | Identificatinnl hooess I:u:untn:ull

The fallawing netwark, components are installed:

Client for Microzaft Mebwork s

88 O -Link DFE-530T: PCI Fast Ethernet Adapter [Rev B)
5 NetBELI

Y TCPAP

o1 File and printer sharing for Microsoft Metwark s

Femove | Froperties |

Prirnary Hetwark Logon:
YWindows Logon j

File and Print Sharing... |

Dezcription

TCR/IP iz the protocol you use to connect to the Intermet and
wide-area networks.,

k. Carnicel
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« Click Specify an IP Address.
- Enter in an IP Address that is on the same subnet as the LAN IP Address on your router. Example: If the
router’'s LAN IP Address is 192.168.0.1, make your IP Address 192.168.0.X where X is between 2-99.

Make sure that the number you choose is not in use on the network.

TCP/IP Properties 7|

Bindings | Advanced | Metl0s |
DS Configuration I [3 ateway I WINS Configuration 1P Address

An P address can be automatically azsigned to this comprker.
|f your netwark, does not automatically assign IF addresses, azk
yaLr netwark, administrator far an addrezs, and then tope it in
the zpace below.

' Obtain an IP address automatically

— % Specily an P address:

IFaddess  [192.168. 0 . 2 |

Subnet Mask:  |255.255.255. 0 |

] I Cancel

+ Click on the Router tab.

- Enter the LAN IP Address of your router here (192.168.0.1).
+ Click Add when finished.

TCPAP Properties E

Bindings | Advanced | NetBIOS
DMS Configuration  Gateway | WIS Configuration I |F Address

The firgt gateway in the [nstalled Gateway lizt will be the default.
The addresz order in the ligt will be the order in which theze
machines are uzed.

Hew gateway:
192.168. 0 . 1 |

— Inztalled gateways:

192.168.0.1 Hemoyve |

k. Cancel
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« Click on the DNS Configuration tab.
« Click Enable DNS. Type in a Host (can be any word). Under DNS server search order, enter the LAN IP
Address of your router (192.168.0.1). Click Add.

TCPAIP Properties

—
192.168. 0 . 1 I

192.1658.0.1

- Click OK twice.
- When prompted to reboot your computer, click Yes. After you reboot, the computer will now have a static,

private IP Address.
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4. How can | assign a Static IP Address in Windows 20007

+ Right-click on My Network Places and select Properties.

+ Right-click on the Local Area Connection which represents your network card and select Properties.

8 Network and Dial-up Connectis =10 =i

J Flle Edit ‘iew Favorbes Tools  Advance #

| dmEack - = - [ | Ghsearch LY Folders $3| &
J address I@] Metwork, and Dial-up Connections j
e
(== [==4 T
= e
Make Mew Local Area
Connection Confeckian

1| | 3

|1 objeck(s) selected

- Highlight Internet Protocol (TCP/IP) and click Properties.
2ix

General I Sharing I

Connect using:

I Ei D-Link DFE-530T% PCI Fast Ethernet Adapter [Beyv B]

Componerits checked are used by this connection;

W Metwork Moritor Diriver |
vl T MetBELI Protacol

[rternet Protocol [TCRAR]
| »

Iivstall... Urirstal Propetties |

— Descrption

Transmissior Control Protocol/intermet Protocol. The default
wide-area network protocal that provides commurication
across diverse interconnected netwark s,

IV Shaw icon in taskbar when connected

(] % Cancel
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« Click Use the following IP Address and enter an IP Address that is on the same subnet as the LAN IP
Address on your router. Example: If the router’'s LAN IP Address is 192.168.0.1, make your IP Address
192.168.0.X where X = 2-99. Make sure that the number you choose is not in use on the network.

- Set the Default Router to be the same as the LAN IP Address of your router (192.168.0.1).

- Set the Primary DNS to be the same as the LAN IP address of your router (192.168.0.1).

- The Secondary DNS is not needed or enter a DNS server from your ISP.

+ Click OK twice. You may be asked if you want to reboot your computer. Click Yes.

5. How can | assign a Static IP Address in Windows XP?

+ Click on Start > Control Panel > Network and Internet Connections > Network connections.

- See the steps for assigning a static IP address in Windows 2000 and continue from there.

Internet Protocol (TCP/IP) Properties X

General l

Y'ou can get [P zettingz assigned automatically if your nebwork. supports
thiz capability. Othenwize, you need to agk your network, adminiztrator for
the appropriate [P settings.

" Dbtain an P address automatically

f* |lze the following IF address:

|F address: | 192 168 . 0 . 14
Subnet mask: | 28R 02RE 2R . 0
Default gateway: | 192 .168 . 0 . 1
~

* Usze the following DMNS server addresses:

Breferred DMS server: | 192 0168 . 0 . 1

Alternate DMS zemver l

Advanced...
ak. | Cancel |

- Access the Web management. Open your Web browser and enter the IP Address of your router device in

the address bar. This should open the login page for the Web management. Follow instructions to login

and complete the configuration.
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Chapter 4. Powerline Networking Utility

Note. The Powerline Router can auto detect the other powerline bridges which plug in the same power circuit,
you don't need to use this powerline utility except you want to encryption all the powerline devices as the same

group or you can not access the other computers .

Introduction of Configuration Utility
The Configuration Utility for Windows OS enables the user to find Powerline Ethernet devices on the Powerline
network, measures data rate performance, ensures privacy, performs diagnostics and secures Powerline

networks.

4.1 Configuration Utility Setup

4.1.1 Installation of the Utility

Please verify that no other Powerline Management Utilities are installed before installing this product. If other
utilities are installed, uninstall them and restart before installing this software.

To install, insert the Windows OS Configuration Utility Setup utility CD-ROM into the computer's CD-ROM drive.
The Setup utility shall run automatically. Alternatively this can also be done manually by double clicking the
setup.exe file on the CD. The CD will launch an installation utility similar to the one shown in Figure 1.

Click the Next button to continue.

i Powerline Ethernet Adapter - InstallShield Wizand

Woelcome to the InstallShield Wizard for
Powerline Ethernet Adapter

oY HoME MET:

The InstallShield{R) Wizard will install Powerline Ethernet
Adapter on your computer, To continue, click Mext,

WARMNING: This program is protected by copyright law and
international treaties.

< Back [ omext> [ Cancel

Figure 1: Install Shield Screen

44



4.2 Windows Configuration Utility

In order to run the utility, double-click the utility icon. Figure 2 shows the main screen of the configuration utility.
This screen shot shows a Powerline Ethernet device connected as a local device and other Powerline Ethernet

devices as remote devices.

Powerline Ethernet Utility rg
Man | Privacy | Disgnostics | About |
Local Device(s] on yous computer. a
Device Type MALC Address Connected on High Speed, (00B052 00:00:04)
@ High Speed DB 052 000004 B
2 Powerine Devices detected: Metwork Type: Public Autoscan On
Device Name Rste Mbps) | Quality | MAC Addiess | Passweed
'h Davica 5 7488 Excaliart D0:B0:52:00:00:05
a Davica 3 1400 Excalert  O0:05B4:20821D
< 3
mmm NETS Rename Entes Password Add | Scan |
Close | |

Figure 2: Main Screen with High-Speed Powerline Ethernet device Local
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Powerline Ethernet Litility El

Main | Privacy | Disgnostics | About |
Local Devicels] an wour compuler.
Device Type MAC Address Cormicted on Ethemet. (000564 2008210) g
@ Ethernet O0%B4 206210
2 Powedine Devices detecisd: MNetwork Type: Public Autozcan On
Device Name | Rate Mbps) | Qusity | MAC Address | Password
s, Device 4 1400 Good D0B0:52.00:0004
B, Device 5 1400 Good 00B0:52.00:00.05
L1 *
T Rename Entes Password Add | Scan |
Close | |

Figure 3 : Main Screen with Low-Speed Powerline Ethernet device Local

4.3 User Interface

4.3.1 Main Screen

The Main screen essentially provides a list of all Powerline Ethernet devices logically connected to the computer
where the utility is running.The top panel shows all local Powerline Ethernet devices found connected to the
computer's NIC (Network Interface Card). In most cases, only one device will be seen. In situations where there
are more than one device connected, such as a USB and also an Ethernet device, the user may click to select the
one to manage through and then click the Connect button to its right. The status area above the button indicates
that your PC is connected to that same device. Once connected to the chosen local device, the utility will
automatically scan the power line periodically for any other Powerline Ethernet devices. If no local Powerline
Ethernet devices are discovered, the status area above the connect button will indicate that accordingly.

Figure 4 illustrates the presence of two local devices in the computer.

46



Powerline Ethernet Ltility

Main |Pﬂww| Daagnostics | About |
Local Deace(s] on your compuber a
Davica Type MAD Addrass = Connectad on High Speed, (00:B052:.0000:04)
@ High Speed 100:B 052 000004
-
% »
2 Powering Devaces detectad Mabaore Typec Public Autogcan On
Davice Nama | Rate [Mbps) | Duaiy | MAC Address | Passward
Py Devica 5 7438 Escelent  ODBIS200:00-05
@) Device 3 14100 Escelent  ODD5B&208210
< ¥
WM Rename Erfer Pazsword Add | Scan I
Claze | |
Powerline Ethernel Litility El
Main |F11'wn:a.l| Diagnostice | About |
Local Devica(z] on your compaubar
Device Type MAL Addrace ~  Connected on Ethamet. [0020:04:06:26:10) ﬂ
@ Ethesnat 00:20,04.06:28 10
g
£ »
1 Powerline Device: detecled Mebsork Type: Public Autezcan On
Device Name | Rate [Mbps] | Quaiy | MAC Address | Passwond
@ Devies 1 11,63 Escellert  OD:05-B4:20:86:30
£ >
(Sl Hore METS Rename: Enter Pazswond Add | Scan I
Clage | |

Figure 4: Multiple Local Device Connection
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The lower panel displays all the Powerline Ethernet devices, discovered on the current logical network (remote
devices). Displayed immediately above this panel is the number of remote devices found, the type of logical
network (Public or Private), and a message area that reports connectivity and scan status. The following

information is displayed for each of the devices discovered that appear in the lower panel:

Device Name column shows the default device name, which may be user re-defined. A user may change the
name by clicking on the name and editing in-place, or by using the rename button. An icon is optionally shown
with the name. A distinction in icons is made between low-speed and high-speed devices (14Mbps and 85Mbps).

By default, the icon is displayed with the name.
MAC Address column shows the device's MAC address.

Password column shows the user-supplied device password (initially left blank).

A user may enter the password by using the Set Password button. To set the Password of the device (required
when creating a private network), first select the device by clicking on its name in the lower panel and then click
on the Enter Password button .A dialog box will appear as shown in Figure 5 to type the password. The selected
device name is shown above the field for entering the password. Hit OK after entering the new password. A
confirmation box will appear if the password was entered correctly. If a device is not found, the user will be

notified and suggestions to resolve common problems will be presented.

Set Device Password

Device: Device 5

Password: |2EIEIE-EIEIE= 0-5200-0005

The Paszword tppically
'f? o ~ appears az a number and
L letter code, in groups of four,
zeparated by dazhes.

xJ'- v [ie #K8Y-GH2E-BR1K-LE54]
- [t iz found on the device or
| 1 . packaging.
A R

Cancel

Figure 5: Set Device Password
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The Add button is used to add a remote device to your network that is not on the displayed list in the lower panel,
for example, a device currently on another logical network. Users are advised to locate the passwords for all
devices they wish to manage and add them to the local logical network by clicking on the Add button. A dialog box
will appear as seen below. The dialog box allows the user to enter both a device name and the password. A
confirmation box will appear if the password was entered correctly and if the device was found. If a device is not

found, the user will be notified and suggestions to resolve common problems will be presented.

Add Device to Network

Device Mame: |Device1

Pazsward: |2I:II32-EIEIEIE-E 420-8E30

The Pazswaord typically
'.? i ~ appears a3 a number and
L letter code, in groups of four,
geparated by dazhes.

\I_J'"F". [ie ¥k - GH2E-BRTK-LZ54)
K& [t iz found on the device or
L | &.{, packaging.
il BT

Cancel

Figure 6: Add Remote Device

Note: The device must be present on the power line (plugged in) in order for the password to be confirmed and
added to the network. If the device could not be located, a warning message will be shown.
The Scan button is used to perform an immediate search of the Powerline Ethernet devices connected to the

computer. By default the utility automatically scans every few seconds and updates the display. A typical screen

after naming and supplying passwords might appear as in Figure 7.
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Powerline Ether net Utility

X]

Mar IF':hru:y| Diarﬁuir;tlﬁbu.l]

Local Device{s) on your comgeter a
Device Type | MAC Address #  Connected on High Speed (0080:5200:00:04)
@ High Speed 00.80:5200.00,04

b i
< >

2 Powerine Denaces detected: Metwark. Type: Publc Autoscan On
Device Name | Riste Mbps] | Qusity | MAC Addbess | Passwend
a Device 5 14.00 Eecellont 00:05B4:20B21D
oy, Dovice 4 74.38 Esecellant 0005200 00:05 2005-0080-5200-0005
<

Loy HomE NET® Fename Entes Pasawond Add | Scan

Figure 7: Main Screen of the Configuration Utility

4.3.2 Privacy Screen

The Privacy dialog screen provides a means for managing the local network and providing additional security. All
Powerline Ethernet devices are shipped using a default logical network (network name), which is normally
“HomePlug” . The Privacy dialog screen allows user to make the network private by changing the network name
(network password) of devices. The user can always reset a Powerline Ethernet network to the universal one

(public) by entering “HomePlug” as the network name or by clicking on the Use Default button.

Note : Changing the network name to any other name other than HomePlug will show the network type on the

main screen as Private.
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X

Powerline Ethernet Litility
Main  Pivacy | Disgnastics | About |
Usze this screen lo create a Private Network that provades pou with extra secunty.
Private Natwork Name

] OR Use Diefaul [Pubhc Nebwork|
Do ot shaee the netweork, name with others pou do not want to be part of this nebwork.

Afber settng the name above, choose how it will be apphed below:
Place D This Network
Oy thes dewice attached to this computer (e Local Devica). -
(lsclates this computat from otherst et Local Device Only

OR
ALL devaces whose Password has been enteded,

[Thesy communicate togethes but ace isolsbed from devices with Sel Al Devices
& different netwirk name]

Figure 8: Privacy Screen

The Set Local Device Only button is used to change the network name (network password) for the local device
only. After doing this, all the devices seen on the Main panel prior to this will no longer be able to communicate or
respond to the computer, as they will be on a different logical network. Devices previously set up with the same

logical network (same network name) will appear in the device list afterward selecting this option.

The Set All Devices button is used to change the logical network of all devices that appear on the Main panel.
The user must have entered the device's Password in order to set it to the new logical network. A notification

message will appear to report the success of this operation.

4.4 Diagnostics Screen

The Diagnostics screen shows system information and a history of all devices seen. The appearance is shown in
Figure 9.
The upper panel shows technical data concerning software and hardware on the host computer used to

communicate over Powerline Ethernet Network. It shall include the following:
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Operating System Type/Version

Host Network Name

User Name

MAC Address of all NICs (network interface card)

Identify versions of all Driver DLLs and Libraries used (NDIS) and optionally
Powerline Ethernet device chipset manufacturer name (85Mbps version Only)
MAC Firmware Version (85Mbps version Only)

Vendor name

Powerline Ethernet Utility

Man | Privacy Diagnostics | About |

Syeherm Information | -
Or NIC #1 MAC = 00 E D DE: 09:55: 65

HomeFiug Davice #1 MAC = 00:B0:52-00H00 04

Metwork name: HomePlug

Wender. Intellan, Produwct: |

Frmwaeer 1.2 - Alpha

INTS500CS MAC-1-2-3-7-20050200 FINAL

Resmote Device History [Log)
Device | MAC Address | Password | Rste Mbps) | Metwark [ Lagt Seen
Device 4 00 B0 52 000 00: 05 2005-0080-5200:0... 7488 HomeFhag  Jun 2900:39
Devica 5 00O5B420B21D - ok erdered - 14.00 HomePlag  Jun 2300:33
< »
Dielete. . Emad Report... Save Report... Pt Repart...

Figure 9: Diagnostics Screen

The lower panel contains a history of all remote devices seen on the computer, over time. Devices are shown
here regardless of whether or not they are on the same logical network. Devices that are active on the current
logical network will show a transfer rate in the Rate column; devices on other networks, or devices that may no
longer exist are shown with an “?” in the Rate column. The following remote device information is available from

the diagnostics screen:

Adapter Alias Name
Adapter MAC Address

Adapter Password
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Adapter Last known rate

Adapter Last Known Network
HomePlug chipset manufacturer name
Date device last scanned

MAC Firmware Version (85Mbps version Only)

The diagnostics information displayed may be saved to a text file for later emailing to technical support of a

manufacturer, or printed for reference during a technical support call. Devices no longer part of the network can
be deleted using the delete button.

4.4.1 About Screen

The screen shows the software release date.

Powarline Ethernet Litility

Main | Frivacy | Disgnostics Abaut |
[ |
: a1 ~
L 8 3 1 it
QY HOME NET :
T
PMIHtEH'nthUrﬁ,- Jt =
Copyright 2005, Irlelml:nrp al Flnj'\ts Resmved Releasad: June 27, 2005 ﬂ
Prefesences:
W ButcScar
Close I

Figure 10: About dialog screen

4.4.2 Preferences

The lower part of the panel may display options for user preferences (such as turning the auto-scan feature on or
off) as shown Figure 10 above.
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4.5 Troubleshooting
This section will introduce how to solve the connect problem for management remote Powerline devices.
4.5.1 When the remote Powerline devices can not connect or access?

When you find that the computer can not connect to another or the remote Powerline device can not found by

Powerline utility, please follow up the steps to check the problem.

Step 1: Open the utility to make sure you can or not access the device. You can check the Main tab for local or
remote Powerline devices status. If you can not detect the remote Powerline devices, that's mean you or

somebody change the Powerline network ID.

Powerline Thility

l Privacy ] Diagmsﬁ;:s] About ]
Local Device(s) on your computer: ﬂ
Device Type MAC Address A Connected on High Speed. [00:05:B4:52:01:70) -
% High Speed 00:05:B4:52:00:70 Connect
T 1] b’
< | =
1 Powerline Devices detected: Metwark Type: Public Scanning...
Device Mame Pazzword | Cluality | Rate [Mbpsz] | MAC Address
@ Device B 2002000584 20EE0OE Ve Good 8.88 00:05:B4:20:EB:0E
Rename Enter Pazzword Add Scan
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Step 2: Connect to the other Powerline bridge or router directly which can not detect at Main tab at step 1. On
the Privacy page, you can change the Private Network name as the same name with other Powerline device
or just press the Use Default (Public Network). Please press the Set Local Device Only button for change
the network name. Please make sure the Private Network Name value must the same with the other Powerline

device.

Powerline hlity

Disgnostics | About |

Ilze thiz screen to create a Private Metwork, that provides you with extra security.

Frivate Metwork, Mame

HormeFlug (=] |Jze Default [Public Metwark)

Do niot zhare the network name with others pow do not want to be part of this nebwork.

Alter zetting the name above, chooze how it will be applied below:

Place On Thiz Metwork,

Only the device attached to thiz computer [the Local Device).

[lzolates thiz computer from others): Set Local Device Only |

OR
ALL devices whose Pazsword has been entered.
[They communicate together but are izolated from devices with Set Al Devices |
a different network, name)

Step 3: Connect the PC to the previous Powerline device, and you can find now the other Powerline device

can be found at the Main tab.
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Appendix A Glossary

Address mask
A bit mask used to select bits from an Internet address for subnet addressing. The mask is 32 bits long and
selects the network portion of the Internet address and one or more bits of the local portion. Sometimes called

subnet mask.

AALS5
ATM Adaptation Layer - This layer maps higher layer user data into ATM cells, making the data suitable for

transport through the ATM network.

ADSL

Asymmetric digital subscriber line.

ATM
Asynchronous Transfer Mode - A cell-based data transfer technique in which channel demand determines packet
allocation.

ATM offers fast packet technology, real time; demand led switching for efficient use of network resources.

AWG

American Wire Gauge - The measurement of thickness of a wire.

Bridge

A device connects two or more physical networks and forwards packets between them. Bridges can usually be
made to filter packets, that is, to forward only certain traffic. Related devices are: repeaters which simply forward
electrical signals from one cable to the other, and full-fledged routers which make routing decisions based on

several criteria.

Broadband

Characteristic of any network multiplexes independent network carriers onto a single cable. Broadband
technology allows several networks to coexist on one single cable; traffic from one network does not interfere with
traffic from another. Broadcast A packet delivery system where a copy of a given packet is given to all hosts

attached to the network. Example: Ethernet.

(6{0)

Central Office. Refers to equipment located at a Telco or service provider's office.
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CPE

Customer Premises Equipment located in a user's premises.

DHCP (Dynamic Host Configuration Protocol)
DHCP is software that automatically assigns IP addresses to client stations logging onto a TCP/IP network.
DHCP eliminates having to manually assign permanent IP addresses to every device on your network. DHCP

software typically runs in servers and is also found in network devices such as Routers.

DMT

Discrete Multi-Tone frequency signal modulation

Downstream rate

The line rate for return messages or data transfers from the network machine to the user's premises machine.

DSLAM

Digital Subscriber Line Access Multiplex

Dynamic IP Addresses

A dynamic IP address is an IP address that is automatically assigned to a client station (computer, printer, etc.) in
a TCP/IP network. Dynamic IP addresses are typically assigned by a DHCP server, which can be a computer on

the network or another piece of hardware, such as the Router. A dynamic IP address may change every time your

computer connects to the network.

Encapsulation

The technique used by layered protocols in which a layer adds header information to the protocol data unit (PDU)
from the layer above. As an example, in Internet terminology, a packet would contain a header from the physical
layer, followed by a header from the network layer (IP), followed by a header from the transport layer (TCP),

followed by the application protocol data.

Ethernet

One of the most common local area network (LAN) wiring schemes, Ethernet has a transmission rate of 10 Mbps.

FTP

File Transfer Protocol. The Internet protocol (and program) used to transfer files between hosts.
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Hop count
A measure of distance between two points on the Internet. It is equivalent to the number of routers that separate

the source and destination.

HTML
Hypertext Markup Language - The page-coding language for the World Wide Web.

HTML browser

A browser used to traverse the Internet, such as Netscape or Microsoft Internet Explorer.

http
Hypertext Transfer Protocol - The protocol used to carry world-wide-web (www) traffic between a www browser

computer and the www server being accessed.

ICMP
Internet Control Message Protocol - The protocol used to handle errors and control messages at the IP layer.

ICMP is actually part of the IP protocol.

Internet address

An IP address is assigned in blocks of numbers to user organizations accessing the Internet. These addresses
are established by the United States Department of Defense's Network Information Center. Duplicate addresses
can cause major problems on the network, but the NIC trusts organizations to use individual addresses
responsibly. Each address is a 32-bit address in the form of x.x.x.x where x is an eight- bit number from 0 to 255.

There are three classes: A, B and C, depending on how many computers on the site are likely to be connected.

Internet Protocol (IP)

The network layer protocol for the Internet protocol suite

IP address

The 32-bit address assigned to hosts that want to participate in a TCP/IP Internet.

ISP

Internet service provider - A company allows home and corporate users to connect to the Internet.

MAC
Media Access Control Layer - A sub-layer of the Data Link Layer (Layer 2) of the ISO OSI Model responsible for

media control.
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MIB
Management Information Base - A collection of objects can be accessed via a network management protocol,

such as SNMP and CMIP (Common Management Information Protocol).

NAT
Network Address Translation - A proposal for IP address reuse, where the local IP address is mapped to a

globally unique address.

NVT

Network Virtual Terminal

PAP

Password Authentication Protocol

PORT
The abstraction used by Internet transport protocols to distinguish among multiple simultaneous connections to a

single destination host.

POTS

Plain Old Telephone Service - This is the term used to describe basic telephone service.

PPP
Point-to-Point-Protocol - The successor to SLIP, PPP provides router-to-router and host-to-network connections

over both synchronous and asynchronous circuits.

PPPoE
PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an always-on connection by

simulating a dial-up connection.

Remote server

A network computer allows a user to log on to the network from a distant location.
RFC

Request for Comments - Refers to documents published by the Internet Engineering Task Force (IETF) proposing

standard protocols and procedures for the Internet. RFCs can be found at www.ietf.org..
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Route
The path that network traffic takes from its source to its destination. The route a datagram may follow can include

many routers and many physical networks. In the Internet, each datagram is routed separately.

Router
A system responsible for making decisions about which of several paths network (or Internet) traffic will follow. To
do this, it uses a routing protocol to gain information about the network and algorithms to choose the best route

based on several criteria known as "routing metrics".

Routing table
Information stored within a router that contains network path and status information. It is used to select the most

appropriate route to forward information along.

Routing Information Protocol
Routers periodically exchange information with one another so that they can determine minimum distance paths

between sources and destinations.

SNMP

Simple Network Management Protocol - The network management protocol of choice for TCP/IP-based Internet.

SOCKET
(1) The Berkeley UNIX mechanism for creating a virtual connection between processes.

(2) IBM term for software interfaces that allow two UNIX application programs to talk via TCP/IP protocols.

Spanning-Tree Bridge Protocol (STP)

Spanning-Tree Bridge Protocol (STP) - Part of an IEEE standard. A mechanism for detecting and preventing
loops from occurring in a multi-bridged environment. When three or more LAN's segments are connected via
bridges, a loop can occur. Because a bridge forwards all packets that are not recognized as being local, some
packets can circulate for long periods of time, eventually degrading system performance. This algorithm ensures
only one path connects any pair of stations, selecting one bridge as the 'root' bridge, with the highest priority one

as identifier, from which all paths should radiate.
Spoofing

A method of fooling network end stations into believing that keep alive signals have come from and returned to

the host. Polls are received and returned locally at either end
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Static IP Addresses

A static IP address is an IP address permanently assigned to computer in a TCP/IP network. Static IP addresses

are usually assigned to networked devices that are consistently accessed by multiple users, such as Server PCs,
or printers. If you are using your Router to share your cable or DSL Internet connection, contact your ISP to see if

they have assigned your home a static IP address. You will need that address during your Router's configuration.

Subnet
For routing purposes, IP networks can be divided into logical subnets by using a subnet mask. Values below

those of the mask are valid addresses on the subnet.

TCP
Transmission Control Protocol - The major transport protocol in the Internet suite of protocols provides reliable,

connection-oriented full-duplex streams.

TFTP
Trivial File Transfer Protocol - A simple file transfer protocol (a simplified version of FTP) that is often used to boot

diskless workstations and other network devices such as routers over a network (typically a LAN).

Telnet
The virtual terminal protocol in the Internet suite of protocols - Allows users of one host to log into a remote host

and act as normal terminal users of that host.

Transparent bridging
So named because the intelligence necessary to make relaying decisions exists in the bridge itself and is thus
transparent to the communicating workstations. It involves frame forwarding, learning workstation addresses and

ensuring no topology loops exist (in conjunction with the Spanning-Tree algorithm).

UDP

User Datagram Protocol - A connectionless transport protocol that runs on top of TCP/IP's IP. UDP, like TCP, uses
IP for delivery; however, unlike TCP, UDP provides for exchange of datagrams without acknowledgments or
guaranteed delivery. Best suited for small, independent requests, such as requesting a MIB value from an SNMP

agent, in which first setting up a connection would take more time than sending the data.

UNI signaling

User Network Interface signaling for ATM communications.
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Virtual Connection (VC)

A link that seems and behaves like a dedicated point-to-point line or a system that delivers packets in sequence,
as happens on an actual point-to-point network. In reality, the data is delivered across a network via the most
appropriate route. The sending and receiving devices do not have to be aware of the options and the route is
chosen only when a message is sent. There is no pre-arrangement, so each virtual connection exists only for the

duration of that one transmission.

WAN
Wide area network - A data communications network that spans any distance and is usually provided by a public

carrier (such as a telephone company or service provider).
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Appendix B Cabling / Connection

Network cables connect PCs in an Ethernet network Category 5, called "Cat5" for short is commonly used type of

network cable today.

Cat 5 cables are tipped with RJ-45 connectors, which fit into RJ-45 port.

Straight-through vs. Crossover Cables:

1
2
3
6

1
2
3
6

—_—
PIM 1

1 1

2 2
3 3
6 6

LAN Connection:

Router
O [TTTC PC
Straight through LA Lard
Router Hub/Switch
AN ubfSwitc PC
- L T [ T JC1
uplink | | | | | LAM L-ard [l
Straight through | Straight through

To check LEDs light up when you finish connecting two pieces of hardware.
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