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Introduction

This User Guide describes how to use the WebBidder Electronic Auction System (EAS)
for bidding in the UK 8ooMHz and 2.6GHz auction.

Please note that the User Guide is being provided in draft form at this stage for the
purpose of facilitating participation in the mock auctions. It will be revised and reissued
to bidders in the main auction prior to the start of bidding.

Please also note that the rules of the auction are set out in the Wireless Telegraphy
(Licence Award) Regulations 2012 (the “Regulations”), and these Regulations are
definitive. To the extent that there is any inconsistency between the Regulations and
this User Guide, the Regulations will prevail.

Bidders should also refer to Ofcom’s guidance to potential applicants and bidders in the
auction®, which should be read in conjunction with this User Guide.

The User Guide consists of three parts:
Part 1 — Navigation and basic functionality of the WebBidder system

e Sections 1.1 and 1.2 describe how to log in to WebBidder, and explain the
layout and basic functionality of the WebBidder user interface.

Part 2 - Bidding in the auction

e The auction follows a process of sequential steps. All necessary information
and forms will appear automatically on the main frame of the interface at
the relevant times. The sequence of screens and their functionality is
described in Section 2.1.

e In conjunction with interaction via the main frame of the interface, you can
access auxiliary functionality via a control panel, described in Section 2.2.

Part 3 — Required system configurations and technical troubleshooting

e To access the WebBidder system your computer needs to meet certain
basic system requirements, described in Section 3.1.

e Sections 3.2 to 3.4 show how to apply the required settings.

Note that throughout this manual, the terms ‘WebBidder’ and ‘EAS’ are used
interchangeably.

! http://stakeholders.ofcom.org.uk/binaries/spectrum/spectrum-awards/awards-in-progress/key-
documents/Guidance.pdf

WebBidder Draft User Guide for 8ooMHz and 2.6GHz mock auctions - November and December
2012



WebBidder Draft User Guide for 8ooMHz and 2.6GHz mock auctions - November and December
2012



1 Part 1 - Navigation and basic functionality

1.1 Access control for WebBidder

To use the WebBidder system you need to authenticate yourself as an authorised user
by logging in. To log in you will need the following user-specific credentials, provided to
you in advance of the auction:

e Address (URL) of your web interface on the auction server.

e Access details — a user name and password provided for accessing the
server.

e Login password, required for logging into the system once you have
accessed the login screen for your web interface.

All these details are case-sensitive.

You can log in to WebBidder from any number of computers, but you can only have a
single WebBidder session open at any one time. You will see a “Parallel login attempt”
message if you try to log into WebBidder while another session is already open.

If the WebBidder client (which runs in your web browser) loses its connection with the
auction server (for example if you close your web browser without having logged out or
if your internet connection is interrupted), your session will be terminated and you will
be logged out automatically after approximately 9o seconds. You will then be able to
log in again from the same or a different computer (provided your internet connection
has been restored if necessary). This feature prevents your account from accidentally
being locked on an inactive session.

You should not use the back, forward or refresh functionality of your browser when
using the WebBidder system, as these may lead to your session being terminated.
Where reference is made in this document to manually refreshing certain windows this
should be done using the buttons provided in the WebBidder interface only.

For security reasons you should not run other web browser sessions to other websites
on the same machine while you are connected to the EAS.

1.1.1  Loggingin

To ensure a successful log in to the WebBidder system, please check the following steps
have been taken:

e Ensure that java is available on your computer (see Section 3.1.4);

e Restrict both the web browser being used and Java to SSLv3.0, with TLS
disabled (see Section3.4).

Having ensured the steps above have been carried out, to log in to WebBidder:?

2 Whether some or all of these steps below are necessary depends on your web browser and your browser
settings.
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e Enterthe address (URL) of the auction server into your web browser.

e When requested by the browser, enter your user name and password to
access the restricted server area.

e Ifrequested by the browser, choose to trust the server certificate.
e Enteryourlogin password on the login page.

e When requested by Java, enter your user name and password to access the
restricted server area.

e Ifrequested by Java, choose to trust the server certificate.

Figure 1: WebBidder login page
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The login process is only completed when a Java applet, which has the functionality of
maintaining and monitoring your connection with the server, has successfully loaded in
your browser and established a connection with the server (the user interface and its
components are described in Section 1.2).

When you enter your login password, a number of frames will load on your browser
window. Some of these frames will display the message “Loading interface...” until the
Java applet has successfully established the connection and loaded the contents for
these frames. If your Java applet fails to load and establish a connection, then the
contents of these frames will not refresh. This is typically a sign of not having Java
installed or having it wrongly configured. If your interface is stuck at this step, please
refer to Part 3 — Required system configurations and ensure you have configured your
system correctly.

If you try to log in again after accidentally closing your browser window or temporarily
losing your network connection, you may have to wait for approximately 9o seconds for
your previous session to be terminated. Until the previous session is terminated
automatically, you will receive a “Parallel login attempt” warning when trying to log in.
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1.1.2 Logging out

Logging out of WebBidder will immediately close your current session. When you have
logged out you will be redirected to the login page. All other open WebBidder windows
will be closed automatically.

It is advisable to always use the logout button before leaving WebBidder to prevent
having to wait for the session to be automatically terminated before being able to log
backin.

1.2 The WebBidder user interface

The WebBidder client runs as an application within your web browser. However, you
must refrain from using the browser’s native navigation buttons, such as “"Back” and
“Refresh”. For security reasons, if you try to use browser buttons to navigate
WebBidder, your active session may be terminated and you will have to log in again.

Please use only the buttons provided on the WebBidder user interface to navigate
within the system.

The WebBidder user interface consists of two main parts, as shown in Figure 2

e The control panel is located to the left of the page and contains the auction
clock at the top, along with various status messages and buttons
underneath. The control panel provides access to information and features
as described below.

e The main frame covers the rest of the page to the right of the control panel.
The main frame refreshes automatically when the Auction moves to a new
state (for example when a round starts or closes) and presents you with the
relevant information and forms for entering decisions according to the state
of the auction. The general principle of interaction with the main frame is
described below, while the individual forms are described in further detail in
the relevant sections.
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Figure 2: Layout of the WebBidder user interface
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Allinputs and outputs that are necessary for bidders participating in the auction are
displayed on the main frame. Other information and functionality that may be
accessed via the control panel is auxiliary in nature.

However, the control panel contains the auction clock, which is a key Java applet that
maintains your connection to the server and your session active. This is in charge of
updating your main frame. You will not be able to maintain your session if you do not
allow for Java to run on your computer. It is advisable to monitor the auction clock to
ensure that it is running at all times.

1.2.1  The control panel
The control panel consists of the following three sections:
a) Timer applet

At the top of the control panel, a timer applet (Figure 3 below) is loaded with the
following elements:

* Auction clock: Displays the time and date synchronised with the clock of the
Auction server. Note that the time of the Auction clock may be different from the
time shown on your computer. Only the time of the Auction server clock is
relevant with regard to the scheduling of rounds.

* Auction status: Describes the status of the Auction (e.g. whether the Auction is in
the Opt-In Round, the Primary Bid Rounds, the Supplementary Bids Round or the
Assignment Round). The status of the current round is also displayed (e.g. whether
the round is in progress, in extension or has ended).

* Timer: When around is in progress, the remaining time in the current round is
displayed. The background of the timer is colour-coded as follows: green when a
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round is in progress and there are more than 10 minutes left until the scheduled
end of the round; amber during the last 10 minutes before the scheduled end of a
round in progress; blue during a round extension (for Bidders who have failed to
submit a bid in time3), and red when the round has ended but results for the round
have not been released by the Auctioneer. During the last minute of each round,
the timer emits a beeping sound every second to alert you of the impending end of
the round. In thisregard, it is important that you ensure that the sound card in
your computer(s) is enabled and at an audible volume if you wish to hear the sound
alerts. Between rounds, this field will simply display the message "No round in
progress”.

* Message status: Shows the number of unread messages from the Auctioneer. If
you have one or more unread messages, the message status will have a red
background. This field refreshes automatically when new messages are received
or when you read previously unread messages.

* Connection status: Informs you about the state of your connection to the Auction
server. You will receive a warning message if the connection with the server is lost.
You should remember that, if your connection to the Auction server is lost, you will
be unable to log back in until the system logs you out automatically after
approximately go seconds. Therefore, if your connection is lost during the last
minute of a round, you may be unable to log back in before the end of that round.

Figure 3: The timer applet

r Times

Tue 24 Jul 2012
11:25:06

Primary Bid Rounds

Wait for round to be
scheduled

Mo round in progress

Connected to server

b) Buttons available on the control panel

Below the timer applet your user name is displayed, followed by a number of buttons
that provide access to various functions and auxiliary information screens.

With the exception of the "Log out" button, all buttons open a new browser window.
These browser windows will not refresh automatically during the course of the Auction
to prevent the page from reloading while you are consulting the information on the
page or making edits. Therefore, you should refresh these pages manually, using the

3 Note that when a round is in extension, those Bidders who successfully submitted their Bid in time will be
informed that the round is in extension via the Auction status section of the timer applet.
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relevant button on each page provided in the WebBidder system, or re-open them if
you wish to view the most recent information. Each button is explained in turn below:

* Supplementary Bids editor: Clicking on this button will open the Supplementary
Bids editor in a new browser window. The editor can be used to build and maintain
a provisional list of Supplementary Bids prior to the Supplementary Bids Round
and has the same functionality for entering and editing Bids as available in the
main frame during the Supplementary Bids Round. The editor does not however
provide the option of checking and submitting your list of Supplementary Bids,
which is only available from the main interface during the Supplementary Bids
Round. The functionality for entering and editing Bids using the Supplementary
Bids editor is described in further detail in Section 2.2.1. This page does not update
automatically, in order to prevent loss of data in the event that you are in the
process of editing your list of Bids. In order to view up-to-date information,
including all Bids you have submitted and the Auctioneer has released up to that
point, please manually refresh or reopen this page. This provisional editor is only
available after the list of permissible packages has been determined (i.e. after the
results from the Opt-in Round are available) and up until the moment at which the
Supplementary Bids Round is scheduled — once the Supplementary Bids Round has
been scheduled you will need to wait for the start of the Supplementary Bids
Round and to carry out any further edits using the editor that will be provided in
your main frame. For the avoidance of doubt, the bids entered in this editor are
only provisional. In particular, whether these bids will be valid in the
Supplementary Bids Round may depend on the constraints that may arise during
the Primary Bid Rounds. In addition, even in the event that all the provisional
Supplementary Bids are valid once the auction proceeds to the Supplementary
Bids Round, these will only be taken into account for the determination of winners
if you check and submit them during the Supplementary Bids Round.

* Login history: Record of all attempts (successful or not) to log into your user
account, and logouts (manual or automatic) including IP address of login attempt.

* Auction history: Displays a summary of results of all previously completed rounds
released by the Auctioneer.

* Bid history: Displays a summary of all the Bids that you submitted in all previously
completed rounds for which the results have been released by the Auctioneer.

* Messages: Opens a new browser window showing a list of all messages sent by the
Auctioneer. The window will contain a list of all messages sent by the Auctioneer
(which is also shown in the message list at the bottom of the control panel) and a
message reading pane at the right hand side, where you can view the message you
select from the list. The messages window needs to be refreshed manually to
check for new messages; however, note that you will be alerted of new messages
on the timer applet (unread messages will be notified with a text entry and
highlighted in red) and on the message list available in the control panel. The
communication functionality in the WebBidder system is one-way: Bidders cannot
send messages to the Auctioneer through the EAS.

* Notices: All notices issued to you by the Auctioneer. This includes automatically
generated notices, such as notifications of Round Schedules and round results, and
additional notices sent by the Auctioneer that will appear on your main frame until
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marked as read. Note that although this page does not refresh automatically,
notices are displayed on your main frame when they are issued.

* Regulations: Will open a window with the Regulations.

* Logout: Log out of WebBidder - your current session will be terminated and you
will be returned to the login page.

Figure 4: Buttons available on the control panel

| Login history |
| Auction history |
| Bid history |
| Messages |
[ J
[ J
[ J

Notices
Regulations
Log out

c) Message links

Underneath the buttons at the bottom of the control panel there is a list of links that
open individual messages from the Auctioneer in a new window (see Figure 5). These
are listed in chronological order with the most recent at the top. This list will update
automatically when you receive new messages or read previously unread messages.

Figure 5: Messages list on the control panel

Messages:
24yl 11246 -

measage 3

24 Jul 1125 - Examiply

masiaie s

24 0yl 1124 - Examply

messane

1.2.2 The main frame
a) Information and forms provided on the main frame

The main frame refreshes automatically during the course of the auction. Depending
on the state of the auction, it will display one of two types of screen:

¢ Information screens present you with information such as round schedules
and round results. No user input is required on these screens.

e Forms for entering, editing and submitting your decisions, in particular bids,
or a decision to submit no bid in the Opt-in Round.

b) Submitting a decision in WebBidder

Any decision that you are asked to make during the auction will need to be checked for
validity and then submitted:

e Enter your decision in the bid(s) editor presented and run validity checks on
it using the ‘check’ button provided.

e The auction server will then check your decision against the Regulations:
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a) If your decision is not valid, the system will reload the bid(s) editor
with information specifying why your decision is invalid. You may
then (provided the timeframe for submitting a decision has not
ended) amend your decision before checking it again.

b) If your decision is valid, your interface will load the bid(s) form,
displaying the decision entered and any applicable warnings in
relation to your decision. You will be able to ‘submit’ your decision.
Alternatively you can ‘return’ to the bid(s) editor to change your
decision.

Submitted decisions are final and can no longer be changed or withdrawn.

Figure 6: Schematic illustration of submitting a decision in WebBidder.

Check Submit
A L /

¢ Invaid _/
Bid(s) editor | | Bid(s) form Confirmation

o

The decision is entered in the bid editor and needs to be ‘checked’. Invalid decisions are rejected and need
to be amended in the editor. Valid decisions will take you to a bid form displaying a summary of the
decision entered and allowing you to confirm that you wish to ‘submit’ the decision, or to ‘return’ to the
editor to modify the decision checked.

c) Notices from the Auctioneer

The auctioneer can manually send notices to Bidders through the EAS, in addition to
the automated notifications of Round Prices, Round Schedule and Round Results.
Notices manually sent by the Auctioneer will appear at the top of the main interface,
until you mark them as read. Once you have marked a notice as read, it will not appear
on your main frame, but will still be accessible through the “Notices” button in the
control panel. To mark a notice as read, click on the "Acknowledge notice” button. (NB
In the final version of the EAS this button will be labelled *Mark as read”). The notice
will then cease to be displayed on your main interface.
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2 Part 2-Bidding in the auction

2.1 The Bidder interface: Main frame
Participation in the auction is primarily via the main frame:

e All necessary information is displayed to you on the main frame in a series
of tables.

e Allinputs required from you can be entered on the main frame.
The main frame is refreshed automatically to display the relevant information and
forms, according to the state of the auction.
2.1.1  Before the auction
Before the start of the auction a message on your main frame will instruct you to wait
for the auction to start.
2.1.2 Opt-inRound

During the Opt-in Round, eligible bidders can decide whether they wish to bid for the
opt-in selections in one of their opt-in selection lists.

Bidders that are not eligible to be in the opt-in round will be given a notice to this effect.
They will not be required or able to submit any bids during the Opt-in Round. Such
bidders should wait for the result of the opt-in round to be released by the Auctioneer.

Before the Opt-in Round

Prior to the start of the Opt-in Round the interface will display information on the start
time, duration and end time of the Opt-in Round, as well as one or more lists of opt-in
selections and the bid amounts required for each one of the Opt-in Bids.

Figure 7: Contents of the main frame for a bidder not eligible to bid in the Opt-in
round once the Opt-in Round has been scheduled

Please wait for the Opt-in Round to start

Schedule summary

Stant trne: 27 Novesnber 2012 1300 UTC
Duration: 10 minutes
End time. 27 November 2012 13:10 UTC

You are not eligible to bid in the Opt-in Round.
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Figure 8: Contents of the main frame for a bidder eligible to bid in the Opt-in round
once the Opt-in Round has been scheduled

Please wait for the Opt-in Round to start

Schedule summary
Start time: 27 November 2012 13:00 UTC
Duration: 10 minutes
End time: 27 November 2012 13:10 UTC

Opt-in selections

Package eligibility Bid amount
4,800 £480,000,000
6,750 : £675,000,000

Export options: £-] CSV | | Excel | £3] XML

6,750 £675,000,000
6,750 | £475,000,000

3

. 0,0
010, 4,800 £280,000,000
0.0
0,0

Export options: -] CSV | ¥ Excel | 3] XML

During the Opt-in Round

In order to opt in, eligible bidders will be required to submit Opt-in Bids at the stated
price for all of the opt-in selections in one of that bidder’s opt-in selection lists. These
bids will be taken into account when determining winners, and cannot be withdrawn.

If an eligible bidder does not wish to opt in they should click on the “No Bid” button to
indicate that they do not wish to make any bid in the opt-in round.

Figure 9: Contents of the main frame for a bidder not eligible to bid in the Opt-in
round once the Opt-in Round is in progress

You are not eligible to bid in the Opt-in Round. Please wait for the opt-in Round to finish.
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Figure 10: Opt-in Bid editor for a bidder eligible to bid in the Opt-in round

The Opt-in Round is in progress

« Select the list of Opt-in selections that you provisionally wish to bid for and click on "Check Bids". If
you do not wish to make any Opt-in Bids, click on "No Bid".

Schedule summary

Start time: 27 November 2012 13:00 UTC
Duration: 10 minutes
End time: 27 November 2012 13:10 UTC

Opt-in Bid editor

Package eligibllity Bid amount

2 E
L 000! 4,800 ! £480,000,000 | ()
0.0 6,750 | £675,000,000 |

Al A2 C D1 D2 E Package eligibility Bid amount
2. 0.2, 0. 0.0, 4,800 . £480,000,000
0 1.2 00 0.0 4,800 £280,000,000 | ()
3, 0,0, 0 0.0 6,750, £675,000,000
1, 1,0, 0; 0,0 6,750 ;| £475,000,000
Check Bids
No Bid
Reset

Entering your decision

During the Opt-in Round eligible bidders can opt-in by selecting one of the selections
shown in the Opt-in Bid Editor (by clicking on the selection field adjacent to the list) and
clicking on the ‘Check Bids’ button. Upon pressing this button the page will refresh,
allowing eligible bidders to submit the Opt-in Bids shown in the Opt-in Bids Form.
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Figure 11: Opt-in Bids form for a bidder who checked Opt-in Bids

The Opt-in Round is in progress

« You have successfully checked the Bids listed in the Opt-in Bid form below. To submit these Bids click
on "Submit Bid". To return to the Opt-in Bid editor click on "Return”.

Schedule summary

Start time: 27 November 2012 13:00 UTC
Duration: 10 minutes
Endtime: 27 November 2012 13:10 UTC

Opt-in Bids form

2, 0,2, 0, 0.0, 4,800, £480,000,000
0y 1.2 00 0000 4,800, £280,000,000
3, 000 0! 0.0 6,750 | £675,000,000
i1 1.0 0 00! 6,750 | £475,000,000

Submit

Return

Bidders who do not wish to opt in may do so by clicking the *No Bid’ button. Upon
pressing this button the page will refresh, allowing eligible bidders to confirm that they
wish to submit their decision not to submit any Opt-in Bids.

Figure 12: Opt-in Bids form for a bidder who checked a decision not to submit any
Opt-in Bids

The Opt-in Round is in progress

« You have chosen not to submit any Opt-in Bids. To submit this decision click on "Submit Bid". To
return to the Opt-in Bid editor click on "Return".

Schedule summary

Start time: 27 November 2012 13:00 UTC
Duration: 10 minutes
End time: 27 November 2012 13:10 UTC

Submit

Return

Submitting your decision
A decision must be submitted for this to be processed by the system.
Extension

If you are eligible to submit Opt-in Bids and fail to submit your decision before the
scheduled end of the round, you will trigger an extension in the EAS. An extension in
the EAS will provide you with additional time to submit your decision. You should note
however that the fact that the EAS has given you extra time to submit your decision
does not mean that Ofcom will accept any bids you make during that extension as valid;
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bids made after the originally scheduled end of the round will only be valid in the
circumstances described in the regulations.

End of the Opt-in Round

Figure 13: Contents of the main frame after submitting Opt-in Bids

The Opt-in Round is in progress

« Your opt-in Round bid form has been received by the system.
« You opted in. You submitted Opt-in Bids for the Opt-in selections listed below.

Schedule summary

Start time: 27 November 2012 13:00 UTC
Duration: 10 minutes
Endtime: 27 November 2012 13:10 UTC

Bids submitted

A D Package eligibility Bid amount
4,800, £480,000,000

2| E
0:0:

L 0:0! 4,800 | £280,000,000
0:0;
0;0]

(5] =

6,750 £675,000,000
B,750 ; £475,000,000

‘.‘E’.‘f?s

SIE=1RSIR R ©
o|o|o| o

=W o

Notification of results of the Opt-in Round and your list of permissible packages

Following the conclusion of the round, the Auctioneer will notify each bidder of the
number of bidders that submitted valid Opt-in Bids. At this point the main frame will
refresh and instruct you to wait for the first primary round to be scheduled. For bidders
who were eligible to participate in the Opt-in round the frame will display their decision
in the round.

Figure 14: Opt-in Round results notification for a bidder not eligible to Opt in

The Opt-in Round has ended. Please wait for the auctioneer to
schedule the first Primary Bid Round.

1 bidder has opted in.
You were not eligible to Bid in the Opt-in Round.

The list of your permissible packages is available using the following hyperlink.

Download Permissible Packages as a CSV file.
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Figure 15: Opt-in Round results notification for a bidder who has submitted Opt-in
Bids

The Opt-in Round has ended. Please wait for the auctioneer to
schedule the first Primary Bid Round.

1 bidder has opted in.

You opted in. You submitted Opt-in Bids for the Opt-in selections listed below.
Opt-in Bids

A1 |A2|C| D1 D2 E| Package eligibliity Bid amount
2 0:2: 0! 010 4,800 | £480,000,000
0 1:2; 0: 0:0; 4,800 | £280,000,000
3; 00 0; 0:0 6,750 | £675,000,000
i1 1:0. 0 0.0, 6,750 | £475,000,000

Export options: £-] CSV | ] Excel | £&3] XML
The list of your permissible packages is available using the follawing hyperlink.

Download Permissible Packages as a CSV file.

The results page also provides a link for all bidders to download their permissible
packages as a CSV file (Coma Separated Values, UTF-8 encoding and CRLF linebreaks,
with extension “.csv”). Bidders may still download their permissible packages at a later
stage from the “Auction history” or the “Notices” pages available from the Control
Panel.
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Figure 16: Example of a Permissible Packages CSV file (truncated)

PAI - BO@MHz paired frequency lot","AZ - B@@MHz coverage obligation lot","C - 2.6GHz
paired freguency lot","Dl - 2.6GHz concurrent low power 18MHz lot","DZ - Z.BGHz
concurrent low power Z@MHz lot","E - Z.6GHz individual frequency lot”
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2.1.3 The Primary Bid Rounds

Before a round

When a round is scheduled, the main frame is automatically refreshed to display the
round schedule and the following information in a series of tables:

The number of extensions you have left for the Primary Bid rounds;
Your eligibility limit for the scheduled round;
The Spectrum Caps applicable to your bids;

Whether the number of Opted-in Bidders who have an eligibility limit for
this round that is at least as great as the minimum eligibility of their valid
Opt-in Bids is greater than one; and

For each lot type, information on:

1. The eligibility per lot;

WebBidder Draft User Guide for 8ooMHz and 2.6GHz mock auctions - November and December
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2. The number of lots available of that type;

3. The Aggregate Demand from the Primary Bids received in the
previous round;

4. The price of lots in the previous round;

5. The number of lots included in the Primary Bid you submitted in the
previous round (lot types bid for in the previous round will be
highlighted with a yellow shaded background); and

6. The Round Price for each lot type set for the round scheduled.
Note that some of the information in this table may only be displayed from the second

Primary Bid Round onwards.

Figure 17: Notification of schedule for the first Primary Bid Round

Wait for round 1 to start

Schedule summary

Round 1

Starttime: 27 November 2012 1340 UTC
Duration: 15 minutes

Endtime: 27 November 2012 1355 UTC

Remaining extensions at start of round

. 2x30 miutes |
Eligibility limit

Esgibiilty limit for round 1

[ 16,000 |

Spectrum Caps

Cap
| Sub-1GHz : 2x10. 1MHz

| Overat | 2x71.8MHz

The number of opted-in bidders whose eligibility limit for this Primary Bid Round is at least as great as the
minimum eligibility of their valid Opt-in Bids is NOT greater than one.

Summary of Round Prices

Lot type Bandwidth Eligibliity por Lot Lots avellable Round Price in round 1
| Al - BOOMHz pared freguancy lot 2x5MHz 2‘250‘1 4. £22%.000,000
‘ A2 - B00MHz coverage obligaion lol _ 2x10MHz . 4500 1 _£250000.000
| C - 2.6GHz pared frequancy lot 2x5MHZ 150 14 £15,000,000
| DY - 2.6GHz concurent low power 10MHz lot | 2x10MHzZ | BECH 10 ~£3.000,000
| D& - 25GHz concurrent low power 20MHz lot . 2x20MHz | 60 10 £6.000,000
) T E - 26GHz indhidual frequancy lot - &MMz . H H ~£100,000'

Expart options: ] CSV | 3| Exced | O XML
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Figure 18: Notification of schedule after the first Primary Bid Round

Wait for round 2 to start

Schedule summary
Rewnd 2
St teve: 27 Novernbae 2012 1520 UTC
Duston: 13 mines
Ena e 27 Noverter 2012 16.36 UTC

Remaining extensions st start of round

Exnmrabons for e Primery e Rounse

2 0 30 s

Eligbisey limit

6,000

Spectrum Cops

S0 1GMe  Det 0 INHE
Overst 2wt B

The number of optod-in bidders whose eligibllity lmit for this Primary Bid Round is at least as great as the ménimum eligibility of their valld Opt-in
Bids is NOT grester than one.

Summary of Bound Prices

Lot type Dangwicth Figitiity per Lot Lots swsilable Aggregeis camans in round | Round Price in roend 1 Your bid In mound | Round Price n reund 3
3 A% “

A1 - BOOASS: garmd Pagearcy ©f e L] €225 003 005 L] £347 520,000
A« BOOVE 00va age CORANA W e VDN 4500 1 0 £250 000 000 0 L250.000.000
C - 240K paired Paguency ot 2esM 150 14 0 10
e D power 1002 0| 2ei0NIG » 0 0
concuvent ke power SIS ol 23N © 10 0
E - 285Hs ncbicual heguency o Y i ) 0

01 - 246
02 - 26

0

Tapor oponw | 4e] COV | 3g) Ce | i) XML

This information is also available for download in a number of formats by clicking on the
appropriate export option below the table providing the information on screen. Round
Prices are available for download from the moment at which the round is scheduled
until the start of that round; after this point, you can download them from the “"Notices”
page available from the control panel, or manually copy them from the Primary Bid
editor/form.

During a round

When a round begins, the main frame will be automatically refreshed to provide the
Primary Bid editor, containing the necessary information and inputs for specifying the
Primary Bid to be submitted in the round:

e The number of extensions you have left for the Primary Bid rounds;

e Your eligibility limit for the current round, and the eligibility associated with
the package selected in the form;

e The Spectrum Caps applicable to your bids, and the corresponding quantity
of spectrum in the package selected in the form; and

e The Primary Bid editor table, containing the list of available lot types and
information regarding the Lots, such as the eligibility associated with each
Lot and the Round Price per Lot.
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Figure 19: Primary Bid editor for the first Primary Bid Round

Round 1 in progress
« Enter your provisional Primary Bid and then click on "Check Bid".

Schedule summary
Round: 1
Stan tme: 27 November 2012 13:40 UTC
Duratorr: 15 minutes
Endtime: 27 November 2012 13:55 UTC

Remaining extensions at start of round

Extonsions for tha Primary Bid Rounds

2 x 30 murmnes

Eligibility limit
Eligibs®y imit for round 1 EXQibility of sslected Packsge

16,000 o

Spectrum Caps

Sb-1GHz  2x10, 1MHz 220.0MH2

| Overa 2371 8MHz | 2x0.0MHz |

Primary Bid editor

Bancdwidth Eligibility per Lots Round Price in
availabio 1

round
AV SO0MH: piira hoqueesy | 5. gupte 2250 4 £224,000,000 0 3

round 1

T AZ- BOOMHz coverage .
LIS obagalon lon . =X e S 1 AT LTSS |
C - 26GHzZ paired frequency lot - 2xSMHz | 150 " £15,000,000 0 3
D1 - 2 6GHZ concurment low : ] a
O vouRe ot 210Nz 2 0 £3,000,000 0 :
D2 - 2 8GHz conourmant low | : : x V
s o | 220 @ 10 £8,000,000 0

“E - 28GHz ndvidual frequency - ! 1
o WNA 1 9; ﬁOOOOO‘ 0

2x10MMz . 4,500 1 £290.000,000 0 3

cleleielo|o
[ d
]

Amount of this Bid: £0
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Figure 20: Primary Bid editor after the first Primary Bid Round

Round 2 in progress
« Enter your provisional Primary Bid and then click on *Check Bid",

Scohedule summary

Raurat 2

ot e 27 Nowenonr 2012 1620 UTC
Dursten 15 mwubes

Exdtme 27 Nowembar 2013 1628 UTC

Aemaining extensions at start of round

Cxmnaiona tor e Primary Bid Rounas
2 30 s
Eliginiity limit
A0 4000
Spectrum Caps
Cap Spectrur n setwcted Pechoge
Seb-10Mz - 2610, )W 210 ONMZ
Ovarad 2e71 AW S0 DN
Primary Bid editor
Lat type Dendwictn  Clighily per Lot Lats svalstée Rownd Price n rosnd 2 Your o —-am clatad whgRabty Asso 3 price |
Al - WOV pares Yoquancy ot - 2a5M 2% ¢ K247 500000 2 3 5% TA6.000.000
A2 - BONIHE coverig CigRben oL 2e 00 450 1 £250 000,000 0
- 2EGMr paree fmgoency ©f - 2eSMNE ' “ §34.500 000 n 500 705,000,000
D - 2 0G0 00m0umon) Ow Dower 1OMHE 0f . 2etihei 5 R T3.5300 000 o : ‘ w
D2 - 2 80Hx comoumant ow powsr 20MHz &1 2a0Mz ES w £2,500 000 0 3 2 ©
£ - 268G+ ndhvdenl Yeguanay ot "way ' £100.000 o : H i«

Amount of this Bid: 0680,000,000

Crach B

Arew

Entering a Bid

A bid can be entered by selecting the number of lots of each type that will be included in
the package you wish to bid for. The lots must be selected using the drop-down boxes
embedded in the bid editor table.

After the first Primary Bid round, the Primary Bid editor will load the package you bid
for in the previous round by default. When the number of lots selected for any lot type
is modified, the Primary Bid editor table will automatically update the eligibility
associated with the selected package, the quantity of spectrum relevant to the
spectrum caps in the selected package, as well as the eligibility and price associated
with each lot type.

The Bid Amount associated with the package selected is presented directly below the
Primary Bid Editor table, and is automatically updated with changes in the selected
package.

Clicking on the “Reset” button will reset the package of lots selected to the package
that was selected by default when the Primary Bids editor was initially loaded.

Once you have entered the package you wish to bid for, you can click on the “Check
Bid” button to check the validity of the bid. Bidding for a package with an associated
eligibility lower than your eligibility limit for the round will trigger a warning message
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when the bid is checked, alerting you that submitting the bid checked will result in a
reduction of your eligibility limit for the following rounds.

If the bid checked is invalid, you will be reverted to the Primary Bid editor, which will
include a number of error messages explaining why the bid is invalid (e.g. the bid
exceeds a Spectrum Cap). You may then amend the bid to check a different bid.

Submitting a zero bid
If you wish to submit a zero bid (only possible after the first Primary Bid Round):

e you can click on the “Zero Bid” button at the bottom left corner of the main
frame; or

e you should select zero Lots in each lot type in the bid editor, and then check
this bid.

Either of these two actions will check a zero bid, taking you to the confirmation step
where you may submit this bid or return to the bid editor to amend your bid.

Submitting a zero bid will result in your eligibility limit dropping to zero for the
following rounds. Therefore, if you submit a zero bid you will not be able to submit any
further bids in subsequent Primary Bid Rounds.

Submitting a Bid

If the bid checked is valid, the Primary Bid form will be loaded. A summary of the
Primary Bid checked will be provided. Lot types that have been included in the bid
checked will be highlighted with a yellow shaded background.

To submit this bid, you must click on the “Submit Bid” button. Alternatively, you can
click on the “Return” button located at the bottom left corner of the main frame to
return to the Primary Bid editor and, if desired, enter a different bid.
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Figure 21: Primary Bid form for the first Primary Bid Round

Round 1 in progress

+ You have successtully checked the Primary Bid listed on the Primary Bid form below. To submit this Sid, click on “Submit Bid*, To return 1o the
Primary Bid editor click on “Return”.

« The Primary Bid you have checked has an asscciated eligibility which is less than your eligidility imit for this round. If you submit this Bid your
eligibliity limit for the next round will be correspondingly lower.

Schedule summary

Foust t

StetSre 27 Noverrter 2012 1340 UTC
Curation: 15 it

Erci b 27 Nowerter 2012 1248 UTD

Remaining extensions at start of round

{ 7230 rensten

Eligibiinty limit

FAGIETy vt A sand | RHGE iRy of ssleciad Padcsge

{ 16,200 6.000 |

Spectrum Caps

ROk 0 I I
Oversk | SxTYINIG DLV |

Primary B form

T Your setection i round | Assockried ebgitdty Asmociried srice
AT W 00

- N r

AS - BN coverage oblgebon ot '!-'vﬁh‘«_ AN i 253 000 0 $ 2 o
= € - 2000Hz paved heguency K 2asbhe ! 150 4 214 00 00 » 15667 £150.800,000
(01 - 280 conourent low power TOMHE ot 20 70NN LB 10, £3,000 000 2 B i)
D2 - 266K CONOUTent ew sower 20WHZ Kt 2«20MHE 0 19 000 000 : s w
1 E - 20k Inghidunl freoumncy ot - Ll i L £100.0058 ¢ L o
Amount of this Bid: £600,000,000

Huore Ba

Retun
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Figure 22: Primary Bid form after the first Primary Bid Round

Round 2 in progress

« You have successfully checked the Primary Bid Bated an the Primary Bid form below. To submit this Bid, click on "Submi Bid". To retumn 10 the Primary
Big ecitor olick on “Retun”.

Schedule summary

Fourd 2

Seat b 2T Ngvernber 2012 1320 UTC
Ouratom 15 verien

Esd lvse 27 Nrvernter 2012 15238 UIC

Remaining sxtensions at start of round

2200 et
Eligsiity lima
000 000

Caps

S Oz 2093 1N a0
[ Owest 207% 000 sy |
Primaty Bid form
Lot type Banahwicnh Shgitiity per Lot Lot svabutee Found Price s round 2 Your o I s 2 Amore ity Aeseuiahed prvw
A1 - BOENG pand bnguency K NG 39%0 ‘ 547,300 000 2 400 BARG.000 000
AZ - BOUWHE covr g oSt 1t e ONHE | 450 N £50,000 000 0 (3 o
C Y iGU i tsgmnoy i BNG g " LTy 0 RO T
(D1 - 2HGHZ conaITER Ow poreer SOV 12 2wt 0N o o 3,200 000 0 0 T
{02 - 2 80Hz comturmeel ow power 20V i DAOVHZ (3 L H 5,500,000 ] [ o
- 28043 N eguency ot WKg 1 1) 000000 0 0 w

Amount of this Bid: £660,000,000

Slrrd B

After submitting a bid

After a Primary Bid has been submitted, the main frame will display a message to
inform you have submitted a Bid in the round, along with any applicable warning
messages in relation to potential reductions of eligibility for the following rounds and
details of the Primary Bid submitted. Lot types included in the package bid for will be
highlighted with a yellow shaded background.
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Figure 23: Contents of the main frame after submission of a Primary Bid in the first
Primary Bid Round

Round 1 in progress

+ You have submitted your Bid for round 1,

« You have submitied a Primary Bid that has an associated eligibiiity which is less than your eilgidility limat for this round. Your eligidility Bmit for
1he next round will be correspondingly lower,

Schedule summary

Aount ]

Starl terw . 37 Moverw 20121340 UTC
Ouwion 15 minues

Endeme: 7 Noverhe 2012 13 86 UTC

Digibility et
Capinitty Gmvt dor rourd | Digity of sslectsd Package
16,000 #,000
Spectrum Capa
a0 IV Se10MME
Overst | D71 OV DO
Bed submatind
Lot type Beondwdtn Elgitsity por Lot Lote svalatre MOune om0 /0urd | Your sedscBon in roend 1 ARSOConad ebgitiity  Aseoced price
__AY - BODMISZ Db oqueney k. BwSMAHE 23 & £225.000.000_ 2 500 L4K0000000,
A2 - BOONS-Z Soverage obipeion Lt . 2xi NG L BLE E250.000.000_ 1] =
e C- 200N v bequency [ DR : 190! AL 1] _B18,000.000 18! 1905 €150,000000)
0 - 206 consrern w soww (A K2 3100 % o Qxo o ] s @
|07 - 200k o Gw soww ML k2T AT | N W 00,060,000 LN e’ ©
F - 208G ndhadaal Snaumncy bt e v : TI00.000 (N [N 0
Amount of this Big: £500,000,000

Figure 24: Contents of the main frame after submission of a Primary Bid after the
first Primary Bid Round

Round 2 in progress
+ You have submitted your Bid for round 2.

Schedule summary

Rouns ?

Qanwre: 37 Novembr 3045 1520 UTC
Doy 15 minaies

Endsmer 37 November 303 1635 UTC

Engibiiey lmit
TClginimy bt for roaed ) Egindty of sstactad Package
4,500 =3
Spectrum Caps
(=) Gpectnar in sscRd Pacouge
S 104 X107 -
Overal 71 MG 2
Bid submitied

< pored) oo o i ) Fa) 500000 h
A2 - BIOMH: coverage COMaSON . 21 0MHI 4500 B E250.000.000_ 9. 0 _
€ 2000 parwd hncuarcy & TasABis 150 " £16,520 000 ] 1800 €108 000,000
07 - 2554 contenw ow Dower 1OMHE Kt 291002 = = 3,500 000 L] 0 0
% - 3 e ks corcane ow powes 00z ot AL w w: 0,800 000 a (] 0
E T Ty w———y o 1 i €900 b0 9’ [ (o]
Amount of this Bid- £660,000.000
Extensions

If you have extensions left and fail to submit a bid before the scheduled end of the
round, you will trigger an extension. An extension will provide you with additional time
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to submit your bid, in accordance with the Regulations. The round would then end at
the end of the extension period.

After the round has ended

After a round closes, the main frame will display a message to inform you that the
round has ended and instruct you to wait for Ofcom to notify results for the round.

Notification of round results

Your main frame will display the notice of round results when the auctioneer releases it.
The notification of round results will include the following information:

e Whether there is excess demand in the auction overall taking account of the
Competition Constraint;

e Foreach lot type:

1. The Round Price for lots in that type in the round that has just
ended;

2. The number of lots of that lot type that you included in the Primary
Bid you submitted in the round (lot types bid for in the previous
round will be highlighted with a yellow shaded background), with
the eligibility and price associated with these lots;

3. The aggregate demand from the Primary Bids received in the round
for each lot type in the round just completed.

e The amount associated with the Bid you submitted; and

e The highest bid you have submitted so far.

Figure 25: Notification of results for the first Primary Bid Round

Results for round 1

There is exoess {taking of the C c
Summary of Results
rowng 1 e
Al B00M2 et hequency kX 2eS2 2% . 226,000 0% 2 4% 450,200,000 L)
A2 - BOCNIHZ covernge cobpaion or . 2e WM N0 1 50 ) 3 ¢ (1 5
C -2 0GM7 paiond beawercy bot | 28y w0 " £45.000 000 0 0 hR e »
D1+ 2 Gz sorourment t‘:r;':,;—:; SOy » 3.000 000 3 0 w
O - L00Hz aprcassatl B Sower | - 2gii €@ ® £5.000,000 ¢ ¢ o
E - 2 50Hz ndwau bagquency ot S 1 5 €100 0% . ¢ w

Cpoe aptone .dl v “l(—'w’nlvl
Amount of your Bid in round 1: £800,000,000

Your hghest bid 80 far s £600,000,000, submitsed in Primary Bid Round 1
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Figure 26: Notification of Primary Round results after the first Primary Bid Round

Results for round 2

There is exceas {taking of the C

Summsary of Nesits

Lot type Bardwith Clginyper Lot cund Price In round  Bour sslection in round  Asscciuted Asscciaad Aqereges demecd

L el chia 2 2 cligtdey price round
A1 BOOVIT (whecd Supanney ol eSO 150 4 247 500,000 [] 500 £A88.000.000 .
A7 - MM coversgs chlgeion & 2a W0WNE Lo i L5492 L00.0%) o 0 w )
© - 20003 peved) betanowy W1 2eSny 150 1% 4 500,000 1 150 D165.0X foe o

07 2He concuvert low Sowd | 2unaunae x 10 3300000 o [ @ 1|
U0 - 36GHu concumwt b PO - 20V © 10 £0.000,00 0 o © 3
[ - 2801z neeckal fecency o HIUe | 8 100,000 0 3 3

Expert aotore 4] G5 ) g Seown | Gf XML

Amount of your Bid in round 2: £580 000,000

Your hghast bid ao far is £680 000,000, subsitted n Prisary Bid Round 2

You can download the round results in various file formats by clicking the
corresponding links at the bottom of the round results table.

If another auction round is to follow, the auction process continues with the release of
the schedule for the next round.

End of the Primary Bid rounds
After the final Primary Bid Round, the round results notification will specify that the

Primary Bid Rounds have ended.

Figure 27: Notification of Primary Round results for the final Primary Bid Round

The Primary Bid Rounds ended after 3 rounds

Summary of rescits
Saviwion Sigeiay por  Low Tound Price it rosed  Yout ssteetion In rourd  Aseos e
L sved ztie 3 )
‘.
¥
G- 2a perwd Wwauerey Wl 2oV 150 18 T 18,1500 ‘ a0 €72 890 (00 s
D st Lesontdel ] oy R © 0 Q830000 0 o [
o0 - 280 :.nvvﬂum AT w 10 C1.200 000 0 (3]
£ 22000 ndvidal tucercy & . 386 i » £900.000 ) o
Export cotend 4] CHY 1 XK Enem | 43 V1

Amount of your Bid s round 3: TRET, 100,000

Your highest bid so far Is £1,122,000.000, submitied In Primary Bid Round 2

2.1.4 The Supplementary Bids Round
Before the Supplementary Bids Round

When the Supplementary Bids Round is scheduled, your main frame will load a page
with a summary of the round schedule and your list of provisional Supplementary Bids.
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Figure 28: Notification of schedule for the Supplementary Bids Round

Please wait for the Supplementary Bids Round to start

Schedule summary
Boont S0 B7 Novernber 2042 9585 UTC
Puration: 10 rrtes
Esdoma 27 Noverrber 2012 %% UTC

Provisionsl Supplementary Bids

4 2020 00 4500 £450.000.0 s X0 1 280,500,000
£0 17 ¥ 0 00 “%0 [ N RN
2.3 0 0.0 00 6750 0 1 D675.900.000
3 1 0. 0: 0:0: 0750 £475.000.000 3 21 8475000000
gt 40 00 6600 £760.000.000 €867 S N1 Cappal WA £587,900.000
20, 4 0-8 0 00 10200 £ 030,000,000 £9,122.000000 £1,234, 200000 1 £1,122.000.000
6 a4 W 0 00 RN R0 5 050,500,200 1356000 1% 080,000
Expot optonm ) CHV 1 3] Excet | Gf AML 1 4p) B Fie

Your list of provisional Supplementary Bids includes all Opt-in Bids and Primary Bids
you have submitted up to this point, along with any provisional Supplementary Bids you
may have entered using the Supplementary Bids editor. Each package is given a
‘Package ID’ (in the first column of the provisional Supplementary Bids table). The
package you bid for in the final Primary Bid Round is highlighted with a yellow shaded
background. Provisional Supplementary Bids for constraining packages are highlighted
with a blue shaded background.

The EAS will provide you with information about the relative cap that applies to each
provisional Supplementary Bid. The value of the cap given the bid amounts currently
set for your provisional Supplementary Bids is provided in the table, along with the
Package ID of the constraining package in order to allow you to easily identify what
other bids you may need to raise in order to raise the value of the cap.

By default, your provisional Supplementary Bids are listed in ascending order by the
eligibility of the package they relate to, with constraining bids placed at the bottom of
each group of bids with equal eligibility. However, you may order the bids in your list
by:

e packagelD;
e package eligibility;
e minimum price for the package;
e highest bid already submitted for the package; or
e bid amount
by clicking on the relevant column header.

The list of provisional Supplementary Bids is available for download in a number of
formats, including a “Bids File” format that is the same format required for uploading a
list of Supplementary Bids from a file into the auction system.

During the Supplementary Bids Round

When the Supplementary Bids Round begins, your main frame will be automatically
refreshed to provide you with the Supplementary Bids editor.
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The editor will be preloaded with the list of bids included in your provisional
supplementary bids list (here after package list) at the end of the primary rounds. If your
package list contains any invalid bids, an error message will appear on your main frame
indicating that this is the case. Further, a separate error message for each invalid bid
will be displayed within the bid editor table itself stating why the bid is invalid.

Figure 29: Supplementary Bids editor

The Supplementary Bids Round is in progress
« Enter your Provisional Supplementary Bics and then click on "Check Bid".

Sohedule summary
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Managing bids via the interface
Adding a new package

To add a new package via the interface, simply click on the “Add Package” button. The
main frame will update to present a package editor, where you may select the lots you
want to include in this package.
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Figure 30: Editor for entering packages to your list of provisional Primary Bids

The Supplementary Bids Round is in progress

Schedule summary
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Add the Package you have selected to your list of provisional Supplementary Bids by
clicking on the “Check Bid” button. If you have selected a valid package, a provisional
Supplementary Bid for the selected package at the Minimum Price will then be added
to your list, and you will be directed to the Supplementary Bids editor. If you wish to
revert to the form for entering additional packages after entering the package selected,
you can click on “Process edits and enter another bid"”.

If the package you have selected already exists in your list, this will trigger an error
message informing you that this package is already included in your list. If you have
selected an invalid package, the main frame will display an error message explaining
why this package is invalid. You will remain in the editor for entering a new package, so
that you may edit your selection.

To return to your Supplementary Bids editor without adding a package, click on “Return
to your list of provisional Supplementary Bids".

Modifying the Bid Amount of Supplementary Bids

To modify the Bid Amount via the interface, simply check the “Modify” checkbox within
the Supplementary Bids table and set the desired Bid Amount. Note that you can
modify multiple bids at the same time. You should then click on the “Process edits”
button to process your edit(s) and check if they are valid. Note that for the EAS to
process your edit(s) you need to submit the form with the “"Modify” checkbox checked —
otherwise the system will ignore this edit (consequently, if you wish to cancel some of
your edits, you can simply uncheck this box for the relevant rows in the editor).
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Figure 31: Editing bid amounts in the Supplementary Bids editor

The Supplementary Bids Round is in progress
« Packnge successfully added to your list of provisional Supplementary Bids.
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If you enter a bid amount below the Package Minimum Price or below the highest bid
you have already submitted for the package, the edit for this package will be rejected.
Similarly, you may not specify bid amounts that are not rounded to whole thousand
pounds in accordance with the Regulations; therefore, edits involving bid amounts not
correctly rounded will be rejected. If any of your edits are rejected, you will be given an
error message explaining why.

For each package subject to a relative cap, the editor will also show the package ID of its
Constraining Package and the applicable cap based on the bid amounts specified for
your provisional Supplementary Bids. Next to the constraining package ID, you can find
an “explain” button. Clicking on this button will open a window providing detailed
information about how the cap is calculated. There is no cap or “explain” button for
Packages that are uncapped.

If you enter a bid amount that exceeds the cap applicable to the package, this will
trigger an error message when processing bid edits, informing you that you will need to
modify any invalid bids before you can submit your list of Supplementary Bids. Note
that you will not be able to submit your list of Supplementary Bids unless all the bids in
the list are valid.

If you have checked “Modify” checkboxes but have not changed any of the Bid
Amounts, then clicking on the “Process edits” button will trigger an error message
informing that no edits have been processed.
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Deleting a bid

To delete a provisional Supplementary Bid from the list, check the “Delete” checkbox
for the bid(s) you wish to delete and then click on the “Process edits” button. After your
decision to delete Packages has been processed, a message at the top of the main
frame will inform you of the number of Packages deleted. Information relating to
deleted bids cannot be recovered, so if you wish to re-enter a Bid you have deleted from
your list, you will need to input the Bid again.

Please note that you may not delete any packages you have already bid for in previous
rounds (including Opt-in bids, and Primary Bids) from your list. For these packages you
may not specify a bid amount smaller than the highest bid already submitted for the
package.

Entering or modifying bids through a bids file upload

Supplementary Bids may also be added to the auction system or modified by uploading
a bids file.

Each row in such a bids file constitutes a bid, and must contain one column for each lot
type (specifying the number of lots of that type included in the package) in the same
order as in the provisional Supplementary Bids table; and an additional column for the
bid amount. Any lines in the bids file that are not formatted this way will be ignored by
the system. A header line is optional — if the first line contains non-numeric characters,
it will be assumed to be a header line and will be ignored.

The bids file should have the fields delimited as Tab Separated Values, and the filename
should have the extension “.tsv” or “.txt”. Filenames with no extension or with an
extension other than “.tsv” or “.txt” will be rejected by the system.

Figure 32: Example of a bids file (tab delimited)

2 @ 2 8 @ @ 450000000
@ 1 2 @ @ @ ZBoooooeo
3 @ © @ @ @ 750000000
1 1 @ @ @ @ 475000000
Z 1 4 @ @ @ 367102002
4 @ © @ @ @ 9900200
4 @ B8 @ @ @ 11272020000
4 @ 1@ @ @ @ 1es5002e000

You may download your provisional Supplementary Bids from the EAS in the same
format that is required for uploading bids using the download functionality described
below. Doing so allows you to get familiar with the format used, edit the bid amounts
for bids already in your list, and add or remove bids if desired. You can then upload the
list of bids to carry over any amendments to your provisional Supplementary Bids list on
the EAS.

To upload the bids file simply select the file you wish to upload using the file selection
option at the bottom of the editor and click on “Upload file”. If you wish to clear the
bids already in your list (relating to packages you have not yet bid for) and reset all the
bid amounts for packages you have already bid for to the highest bid amount you have
submitted for the package so far, check the “Clear existing bids in your list of provisional
Supplementary Bids before uploading” checkbox before clicking on “*Upload bids”.
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WebBidder will check that each bid in the file is valid. Bids for invalid packages and bids
with a bid amount that is below the Package Minimum Price or the highest bid you have
already submitted for the package will be rejected.

Bid amounts above the cap will be provisionally accepted by the system. However, you
will not be allowed to submit you Supplementary Bids unless you edit your bids to
ensure that all bid amounts are valid and below any applicable relative caps.

Upon uploading a bids file, a list of messages will be shown at the top of the main frame
indicating which bids have been accepted, the bid amounts for packages which were
already included in your list that have been updated, and which bids (if any) are invalid
and rejected (these are flagged in an error message).

If you include multiple bids for the same package in the bids file you upload, please be
aware that only the first entry will be processed by the system — subsequent entries will
be ignored regardless of whether they specify a different bid amount. Rows that are
incorrectly formatted will also be ignored by the system. The system will then inform
you of any rows in your bids file that have been ignored.

If you have any invalid bids, click on the “Continue” button at the bottom left hand
corner of your main frame to return to the bid form to modify your bids, or alternatively
upload an amended bids file.

Downloading your list of provisional Supplementary Bids

Your list of provisional Supplementary Bids may be downloaded in a number of formats
by clicking on the appropriate export option. Two main datasets can be downloaded:

e a table containing all the information provided on the screen, including
information about the highest bid already submitted for each package, the
Minimum Price for each package and applicable caps on the package - this is
available in three different formats:

1. Excel (Microsoft Excel format, with extension “.xIs”), which can
directly be opened in Excel;

2. CSV (Coma Separated Values, UTF-8 encoding and CRLF
linebreaks, with extension “.csv”), which can be used for importing
into other software tools, or opened in a text editor; and

3. XML (UTF-8 encoding, with extension “.xml"), which can be used
forimporting into other software tools, or opened in a text editor;

e the "Bids File” format, delimited as a Tab Separated Values (UTF-8 encoding,
with the extension “.tsv"), which consists of a stripped down version containing
only information about the Package and Bid Amount for each Package, using
the exact same format that is required for files that can be used to upload Bids
to the system — this allows you to simply download the Bids, edit the Bid
Amounts, and re-upload them.

Checking your Supplementary Bids

To check the bids shown in the Supplementary Bids editor, click on “Check bids”
(located below the “Process edits” button under the table listing your provisional
Supplementary Bids). The “Check Bids” button will only be enabled when all the bids in
your list of provisional Supplementary Bids are valid.
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You cannot check your decision whilst you have unprocessed edits in the editor.
Clicking on “Check Bids” in this situation (for example if you have a “"Delete” or a
“Modify” checkbox checked which has not been processed) will trigger an error
message stating that you cannot check a list of Supplementary Bids with unprocessed
edits.

Submitting your Supplementary Bids

When you check a valid list of Supplementary Bids, the main frame will load the
Supplementary Bids form. You may then submit your Supplementary Bids by clicking
on the “Submit Bids” button, located at the bottom right hand corner of your main
frame. You cannot edit the bids on the Supplementary Bids from. Therefore, if you
wish to make any amendments you will need to return to the Supplementary Bids
editor by clicking on “"Return”.

Figure 33: Supplementary Bids form

The Supplementary Bids Round is in progress

« You have i the Suppl y Bids listed on the Supplementary Bids form below. Yo submit these Bids click on “Scmit Bic”, Once
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Note that although you can add, delete, modify or upload your provisional
Supplementary Bids before the start of the Supplementary Bids Round via the
provisional Supplementary Bids editor available from the control panel, you can only
submit your Supplementary Bids from the main interface during the Supplementary
Bids Round.

You may only submit one list of Supplementary Bids. Once you have submitted a list of
Supplementary Bids you will not be able to

e modify or withdraw any of the bids submitted; or
e add any further Supplementary Bids to your submission.
After submitting your Supplementary Bids

When you have submitted your Supplementary Bids, your main frame will display a
message indicating that you have submitted Supplementary Bids and a list with the
Supplementary Bids submitted.
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Figure 34: Contents of the main frame after submitting your Supplementary Bids

The Supplementary Bids Round is in progress

+ You have st y submi the Suppl y Bids listed below,
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Extension

If you have not submitted any Supplementary Bids by the scheduled end of the round,
you will trigger an extension in the EAS. As for the opt-in round, you should note that
the fact that the EAS has given you extra time to submit your decision does not mean
that Ofcom will accept any bids you make during that extension as valid; bids made
after the originally scheduled end of the round will only be valid in the circumstances
described in the regulations.

End of the Supplementary Bids round

At the end of the Supplementary Bids round your main frame will automatically update
and display a message stating that the round has ended.

If you fail to submit your Supplementary Bids by the end of the round (including any
extension period) you will be deemed to have made no Supplementary Bids (even if you
have checked a valid list of Supplementary Bids but have failed to submit it). However,
any Opt-in and Primary Bids you have submitted will still be taken into account when
identifying the Winning Bids (assuming you have not been excluded from the auction).

Notifications of results for the Principal Stage
There are two steps for the notification of results of the Principal Stage:

e In the first step you will be notified of your provisional winning Principal Stage
Bid and corresponding base price. In the real auction you would then be
required to top-up your deposit as necessary to at least match the base price for
your winning bid;
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Figure 35: Notification of provisional winning Principal Stage Bid

Your provisional winning Principal Stage Bid

Winning Principal Stage Bid

Bisdernama A1 A2 C D1 O2 E Bidanount  Base Price
BoderA' 2 0 4 0 00 £517,100000  £510,000.000

Export cptions: ig] GHY 1 3g) Fxooal | Of XML

e In the second step you will be notified of all winning Principal Stage Bids and
their corresponding Base Prices; if any of the winners have been excluded
following failure to pay the required deposit, these will be highlighted in red.

Figure 36: Notification of Principal Stage Results

Results of the Principal Stage

Winning Principal Stage Bids
FRows nighightod 0 188 ropresent Didders whe were exciuded,

Siddername A1 A2 C D1 D2 E Bid amount  Sase Price
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2.1.5 The Assignment Round

The Assignment Round will only be required in the event that there are multiple
winners of spectrum in at least one lot type.

If the Assignment Round is run, those bidders who won spectrum in the Principal Stage
will be able to bid for the alternative frequency ranges that could be assigned to them in
accordance with the Regulations.

Before the Assignment Round

When the Assignment Round is scheduled, your main frame will display the notification
of the round schedule along with a table showing the assignment options (if any)
corresponding to the lots you have won. This table is available for download in a
number of formats.

Figure 37: Notification of schedule for the Assignment Round

Please wait for the Assignment Round to start

Schedule summary
St S 27 Noweribar 2012 1790 UTC
Davation: 15 mingtes
Endtima. 27 Novemnber 2012 17.45 UTC

Assignment options

Lot type Option Bandwidth
800MHz 791 B01MHz palred wih B3Z BAIMHz 2% 10MH2
2.6GHz pabed - 3.500-2 520MHZ paired with 2 520-2.640MHz  2x20MHz
25202 840MNz paites with 2 640-2H00MHz  2x20MMz

Export optana: 4] C5V | 3g) Excel | g XM
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During the Assignment Round

When the Assignment Round begins, the main frame will update automatically,
displaying a message above the Round Schedule indicating that the Assignment Round
is in progress.

If you are eligible to bid in the Assignment Round, you will be presented with the
Assignment Stage Bids editor. Otherwise, you will simply be asked to wait until the
round has ended.

The Assignment Stage Bids editor will list all the Assignment Options available to you in
all relevant bands, along with a field for entering a discretionary additional Bid Amount
for the corresponding Assignment Option (where applicable). Where a Bidder may
submit Bids for different assignment options in different bands, these options are
presented in a single table, ordered by band and with the first column in the table
indicating the band they relate to. Alternative assignment options are presented by
providing the frequency ranges that delimit them.

Figure 38: Assignment Stage Bids editor

The Assignment Round is in progress
« Enter your Provisional Assignment Stage Bids and then click on "Check Bids".

Schedule summary

Start time: 27 November 2012 17:30 UTC
Duration: 15 minutes
End time: 27 November 2012 17:45 UTC

Assignment Stage Bids editor

Lot type Option Bandwidth Amount of your bid
BOOMHz 791-801MHz paired with 832-842MHz.  2x10MHz . Direct assignment

2 6GHz paired | 2,500-2,520MHz paired with 2,620-2,640MHz | 2x20MHz!| £0

1 2,520-2,540MHz paired with 2,640-2,660MHz | 2x20MHz: | £0

Check Bids

Reset

Entering your Assignment Stage Bids

You may specify the additional Bid Amount (additional to the base price you have
already committed to pay) for each assignment option presented to you in each one of
the relevant bands, or simply leave them at zero. Below the bid editor table you will
find a “Reset” button and a “Check Bids” button. Clicking on “Reset” will reset all your
bid amounts to £0. Clicking on “Check Bids” will check the validity of your bids.

If there are any invalid bids, you will revert to the Assignment Round Bids editor, where
the corresponding error messages will be displayed. Note that any non-numeric
characters will be rejected by the EAS.

Note that you must submit all of your Assignment Stage Bids simultaneously.
Therefore, you should enter your Bids for all options you may wish to bid for before
submitting your bids.
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Bid Submission

If the Bids you have checked are valid, the main frame will load the Assignment Stage
Bids form showing the Assignment Stage Bids checked. In order to assist you in
checking your Bid, the options for which you have specified an amount greater than
zero will be highlighted with a yellow shaded background, and the Bid Amount will be
displayed in large bold font.

Figure 39: The Assignment Stage Bids form

The Assignment Round is in progress

« You have successfully checked the Assignment Stage Bids listed on the Assignment Stage Bids form below. To submit theee Bigs click on “Submit
Bida". Once you have clicked on “Submit Bide™ you will not be able 10 submit any more Assignment Stage Bids. To retum 10 the Assignment Stage Bids
editar click on "Return”

Sohedule summary
St e 27 Noversde 2012 1738 UTO
Duraton 15 racdes
End b 27 Noversde 2012 1745 UTO
Assignment Stage Bids form
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13 b pared | 2500 2 S3TMHe o) wifh 2400 2 880WHE | It £ 1,500
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Sum of your Nghast bids in sach Lot type: £ 1,500

Satwedt By

If you wish to submit the bids checked, click on “Submit Bids”. Otherwise click on the
“Return” button to return to the Bid form and modify your Bids.

Please remember that all Assignment Stage Bids must be submitted at once. Once you
have submitted your bids you will not be able to modify or withdraw any of these bids,
and you will not be able to submit any additional bids.

After submitting your Bids

Once you have submitted your Assignment Stage Bids, your main frame will refresh to
display a message indicating that you have submitted your Bids, along with a table
detailing the bids submitted. The options for which you have specified a positive Bid
Amount will be highlighted with a yellow shaded background, and the Bid Amount will
be displayed in large bold font.
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Figure 40: Contents of the main frame after submitting the Assignment Stage Bids

The Assignment Round is in progress

« You have successfully submitted the Assignment Stage Bids listed below.

Schedule summary

Start time: - 27 November 2012 1730 UTC
Duration 15 mrutes

Endtime. 27 November 2012 17:45 UTC

Bids submitted
Lot typo Option Sandwidth Amount of your bid
BOOMH2 791-801MH2 paired with B32-842MHz - 2x10MHZ £o
26GHz paked | 2,500-2 520MHz palied with 2,620-2 B40MHz © 2x20MHz E 1,5m<
12,520-2,540M1Z pared weh 2,640-2,660MHz  2x20NHz £0

Sum of your highest bids in each Lot type: £ 1,500

Extension

If you have not submitted your Assignment Stage Bids by the scheduled end of the
round, you will trigger an extension in the EAS. As before, you should note that the fact
that the EAS has given you extra time to submit your decision does not mean that
Ofcom will accept any bids you make during that extension as valid; bids made after the
originally scheduled end of the round will only be valid in the circumstances described in
the requlations.

End of the Assignment Round

When the Assignment Round ends, your main frame will update with a message
indicating that the round has ended and asking you to wait for the Auctioneer to
approve results.

If you have failed to submit any Assignment Stage Bids within the round (including any
extension period) you will be deemed to have made no Assignment Stage Bids.

2.1.6 Auction Results

When the Auctioneer releases the Auction Results, your main frame will update to show
the message “Auction results” and provide the following information:

i A summary of the auction results, indicating the winning package for each
bidder winning lots in the auction along with the base price, additional price and
total price to be paid for their respective package (any excluded bidders would
be highlighted in red);

i The specific frequencies assigned to Bidders at the end of the Assignment
Round, along with their corresponding additional price (any excluded bidders
would be highlighted in red). In the case of your own bids, you will also be
shown the bid amount of your winning bid(s); and

. A summary of the final band plans, illustrating which lots have been assigned
and which left unassigned.
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Figure 41: Notification of Auction results

Auction results

Summary of auction results
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Summary of final band plans for 800MHz and 2.6GHz

2.2 The Bidder interface: Auxiliary functions
Aucxiliary functions in the auction system are:

e Supplementary Bids editor;

e Login history;

e Auction history;

e Bid history;

e Messages;

¢ Notices; and

e Regulations.

These functions are found in your control panel and will launch in a new browser
window when the appropriate button is clicked. To allow for the new browser windows
to open you should ensure that they will not be blocked by pop-up blocking tools in
your browser. Updates of these pages are not automatic, and thus need to be triggered
manually. This section describes these auxiliary functions.

2.2.1  Supplementary Bids editor

Your Supplementary Bids editor may be used prior to the scheduling of the
Supplementary Bids Round to prepare a list of provisional Supplementary Bids.
However, Supplementary Bids can only be submitted during the Supplementary Bids
Round. Using the Supplementary Bids editor during the Primary Bid Rounds is optional.

You can only use the Supplementary Bids editor after the list of permissible packages
has been determined (i.e. after the results from the Opt-in Round are available) and up
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until the moment at which the Supplementary Bids Round is scheduled. Once the
Supplementary Bids Round has been scheduled, you will only be able to prepare your
Supplementary Bids using the editor that will be provided in your main frame when the
Supplementary Bids Round is in progress.

Packages you have bid for during the auction will be added to your list automatically
following the notification of results for the round in which you submitted the bid. These
will include all the packages for which you have submitted any Opt-in Bids and Primary
Bids. In addition, you can add provisional bids for Packages you have not yet bid for and
provisionally set higher bids for those Packages you have bid for via the interface or by
uploading a bid file as described in Section 2.1.4

The Supplementary Bids editor provides functionality to assist you in managing the
caps that result from the activity rules, which uses all the information available from
rounds already completed and approved by the auctioneer:

e The bids editor will identify the Constraining Package for packages subject to a
cap, so that you can easily identify which bids you would need to increase in
order to raise the cap for a given package (note that packages that constrain
other provisional Supplementary Bids are highlighted with a blue shaded
background);

e It will also provide a calculation of the applicable caps based on the Bid
Amounts you enter in your list of provisional Supplementary Bids, so that you
can effectively enter a set of bids that is valid and consistent with the
Regulations; and

e Next to the caps that apply, you can find an “explain” button that will open a
new window with an explanation on how the cap is calculated and the inputs
used for the calculation.

Your list of provisional Supplementary Bids may be downloaded in a number of formats
by clicking on the appropriate export option.

Once the Primary Bid rounds end the Supplementary Bids editor will be disabled and
will not be accessible from the control panel.
2.2.2 Login history

All attempts to access the auction system are logged. This function presents a log of
your logging in and logging out history from the start of the auction:

e Each successful login will create two entries:

1. when first submitting your password, you will create a “Logging in”
entry, with details on the browser used for accessing the EAS; and

2. when the login sequence is completed, with the timer applet having
successfully established a connection, this will create a “Logged in”
entry, with details of the Java version used to establish the
connection.

e Each successful logout will also create two entries, both by the web browser:

1. a “Logging out” entry will be created when the logout process is
started; and
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2. a “Logged out” entry will be created on successful termination of
the session.

e If you do not use the log out button when logging out and the auction system
terminates your session automatically as a result, this is logged as an “Auto
logged out”.

e If you lose connection and successfully load a connection lost page when
notified by the applet, a "Connection lost” entry will be created.

¢ Invalid login attempts will be logged with the entry “Invalid login attempt”, with
details of the IP address from which the login was attempted.

e Parallel login attempts will be logged with the entry “Parallel login attempt”,
with details of the IP address from which the login was attempted.

All log entries will have a timestamp to indicate when the action took place.

2.2.3 Auction history

This presents a summary of the information provided through the auction with round
results.

e For the Opt-in Round, your decision (if you were eligible to submit Opt-in Bids)
is displayed) and a link for downloading your list of permissible packages as a
CSV file (Coma Separated Values, UTF-8 encoding and CRLF linebreaks, with
extension “.csv");

e For each Primary Bid Round, round prices and aggregate demand from the
Primary Bids submitted in the round for each lot type;

e Forthe Supplementary Bids Round, the Principal Stage results;

e Forthe Assignment Round, the Auction results;

2.2.4 Bid history
This tabulates the bids you submitted during the course of the auction:

e After each Primary Bid Round, the bids you have submitted in the most recently
completed round will be added to your bid history — this includes the Round
Price for each lot type, the package you bid for, your eligibility limit in that
round, the eligibility associated with your Primary Bid and the total price
corresponding to your Primary Bid.

e After the Supplementary Bids Round, the full list of all the Supplementary Bids
you submitted.

e After the Assignment Round, the full list of all the Assignment Stage Bids you
submitted.

2.2.5 Messages

The left hand panel contains a list of messages sent to you by the auctioneer, listed
from top to bottom in chronological order. To read the contents of a particular
message, click on the message title and the message will load in a separate browser
window.

Alternatively, you can open the message page in a separate browser window by clicking
on the “Messages” button in the control panel. The window will contain a list of all
messages received from the auctioneer (which is also shown in the message list at the
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bottom of the control panel) and a message reading pane at the right hand side, where
you can view the message you select from the list.

The messages window needs to be refreshed manually to check for new messages
(note that you will be alerted about new messages on the timer applet). The
communication functionality in the WebBidder system is one-way: you cannot send
messages to the auctioneer through the EAS.

2.2.6 Notices

This function contains all notices issued to you by Ofcom, displayed from top to bottom
in chronological order. This includes automated notices, such as notifications of Round
Prices and Round Schedules or Round Results, and notices manually sent by Ofcom,
which will appear at the top of your main frame until you mark them as read.

To view a particular notice, click on the notice title.

2.3 Format of downloadable files
A number of tables provided on screen by the EAS are also available for download.
Download tables are available in three alternative formats:

e Excel (Microsoft Excel format, with extension “.xls”), which can directly be
opened in Excel;

e (CSV (Coma Separated Values, UTF-8 encoding and CRLF linebreaks, with
extension “.csv”), which can be used for importing into other software tools, or
opened in a text editor;

e XML (UTF-8 encoding, with extension “.xml"), which can be used for importing
into other software tools, or opened in a text editor.

In addition, you can also download your list of (provisional) Supplementary Bids in “Bids
File” format, which is the format used for uploading bids files.

Please note that Excel does not use UTF-8 encoding as default, and therefore some
symbols might not be displayed correctly when opening .csv files in Excel unless the
user manually specifies that the file is UTF-8 encoded.
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3 Part 3 - Required system configurations

3.1 System requirements and recommendations

The EAS runs as a Java application in a standard web browser, and connects to the
auction server over the public Internet. The connection between the EAS client and the
auction server is encrypted. To participate in the auction you therefore need:

e acomputer with;

1. arecentversion of Java; and

2. aweb browser that supports Java, JavaScript and cookies; and
e areliable internet connection

3.1.1  Operating system and web browser

As a Java application, the EAS should work on most operating systems and web
browsers. However, not all possible configurations have been tested, and this manual
provides instructions only for the following combinations:

e Windows 7 and Internet Explorer 7+
¢ Windows 7 and Mozilla Firefox 4+

Configuration of the settings for other browsers and operating systems should be
similar, but you may need to consult your system administrator or another technical
expert in case of difficulties.

If you are using another combination of operating system or browser from those listed
above, you should ensure that successful access to the EAS is tested prior to the
Auction.

3.1.2 Power management settings

If your computer hibernates or suspends automatically, you may need to go through
the login procedures again when the computer is awakened.

To ensure that you can view progress in the auction without delay we recommend that
you:

e turn off any power management features on your computer such as automatic
hibernation or suspension; and
e disable any screensavers.

3.1.3 Display

We recommend that you use a display with a screen resolution of 1280x800 (or higher).
Lower screen resolutions may require additional scrolling and thus lead to pages being
more difficult to view.

3.1.4 Java

To use the EAS you will need to have an up-to-date version of Java (version 6.22 or
newer) installed on your computer and enabled for your web browser.

Javais available for download at:

http://www.java.com/.
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If you are using Windows, you can check whether Java is installed and what version you
are using at:

http://www.java.com/en/download/installed.jsp

3.2 Web browser settings and plugins

3.2.1  Accepting cookies and enabling JavaScript

To use all of the functionality provided by the EAS, you will need to have the following
enabled for your web browser:

e Java
e JavaScript
e Cookies

If your web browser does not accept cookies or has JavaScript disabled you will receive
an error message on the EAS login page. If Java is not installed on your computer or is
disabled for your web browser, you may be able to log into the EAS but the user
interface will fail to load. Instructions on enabling JavaScript and accepting cookies are
presented below.

Internet Explorer
To enable Internet Explorer to accept cookies:

e OpenInternet Explorer.
e C(lick on Tools and select Internet Options.
e Open the Privacy tab and then click on the Advanced button to open the
Advanced Privacy Settings window.
e Either:
1. Ensure that the Override automatic cookie handling option is not
selected (recommended); or
2. If you wish to exert more customised control over cookie handling
and have the Override automatic cookie handling option selected,
you must ensure that Accept is chosen under First-party cookies.
e Click on OK to process any changes you have made.

To enable JavaScript on Internet Explorer

e Open Internet Explorer.

e C(lick on Tools and select Internet Options.

e Open the Security tab and then click on the Custom level button to open the
Security Settings - Internet Zone window.

e Under Scripting, ensure that Active scripting is set to Enable.

e Click on OKto process any changes you have made.

Firefox
To enable Firefox to accept cookies:

e Open Firefox.

e Click on Tools and select Options.

e Open the Privacy tab

e Inthe drop-down menu next to Firefox, either select:
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o Remember history, which allows cookies by default; or
o Use custom settings for history and ensure that both Accept cookies
from sites and Accept third-party cookies are selected.
e Click on OKto process any changes you have made.

To enable JavaScript on Firefox

e Open Firefox.

e C(lick on Tools and select Options.

e Open the Content tab.

e Ensure that Enable JavaScript is selected.

e Click on OKto process any changes you have made.

3.2.2 Pop-up blockers and other web browser plugins or add-ons

The EAS displays certain information in new browser windows. You should ensure that
your browser’s pop-up blocker allows for this.

It is also recommended that you disable all other browser plugins and toolbars that may
interfere with the display of web content.
3.2.3 Opening other websites

You should not open any other website in your web browser while using the EAS
system. Depending on the web browser, other websites could present a potential
security risk.

3.3 Network connection
To use the EAS, your computer needs to be connected to the Internet.

We recommend using a reliable broadband Internet connection with a transmission rate
of 512kbit/s or higher. Slower connections may work but may lead to delays when
loading the pages.

Please note that data traffic between your computer and the auction system could be
subject to congestion or service outages on the Internet. To avoid connectivity related
problems, we recommend that you confirm all decisions well within the deadlines and
have a back-up Internet connection available.

Proxy servers

The EAS client contains a Java applet that establishes and maintains a direct connection
to the auction server.

If you are accessing the Internet via a proxy server, please ensure that the proxy server
does not interfere with the communication between the EAS’s Java applet and the
auction server.

You may need to refer to your company’s IT department for any queries related to your
proxy server settings.
3.4 DisablingTLS 1.0 support

Communication between the client and the server is encrypted to protect the integrity
of the data exchanged between bidders and the Auctioneer. There are several standard
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protocols available for this encryption, with newer versions having been developed to
address security breaches and exploits that have been found in older protocols.

In particular, the TLSvi.0 protocol that is used as the default secure protocol by many
web browsers and operating systems is known to have several flaws and security issues
(including being vulnerable to the so-called BEAST exploit) that mean that traffic
between a computer and the server could be decrypted by a third-party who intercepts
it. This vulnerability also affects the SSLv3 protocol; however, SSLv3 allows for a
tighter control over the cipher suites used in order to contain this vulnerability. For this
reason, communication with the EAS will require the use of SSLv3 by the browser. As
many browsers will use TLSvi.0 as the default protocol, this protocol needs to be
explicitly disabled on your computer(s).

3.4.1 Disabling TLS 1.0 support for Internet Explorer on Windows 7

Go to the Windows Control Panel and %
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! Check for =igratures on dovnkeded programs -

Do not ssve encryphed to ek
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! Eneble DOM Rorape
V' Enshie Intagrated 'Windows Autherticaon ™
| Enshhle natie XNLNTTP sspport

Enoble SmantSoeen Fiter

<

Wern abaut certficate address mismatch® B
Ween If changing betvween secure and not secre mode

¥ Worn if POST subymitted s rediected to o zone that does ) =
L »

*Takes affect after you restant [ntamet Exploris
Rastore adwanced sngs
Raset hilorat EQlocar sttiogs

Rasets Mtornat BEolndr's snngs 1o her defaut
condion,

Rased..

You shaud anly LS8 this € your beowser 15 I o0 inussbic Zate.

x| [ caoom aphy

WebBidder Draft User Guide for 8ooMHz and 2.6GHz mock auctions - November and December
2012



5O

3.4.2 Disabling TLS 1.0 supportin Java

Go to the Windows Control Panel and [:/Java Control Pan

open Java. This opens the Java Control | ceneral|java| security| Advanced |
Panel. (Note that when the Control Panel ; [V STIUVY SaTTuDUX Wal Ty oarirer
: : ; : : [¥] Allow user to accept INLP security requests
15 opene-d In Stahdard V_IeW n Wm7’. the -[] Check certificates for revocation using Certificate
Java option logo is not directly accessible, [ Enable online certificate validation
butis located under Programs.) i i [»/\ Enable list of trusted publishers
i [¥] Enable blacklist revocation check
Go to the tab Advanced and expand the i --[] Enable caching password for authentication
X ) : [ use SSL 2.0 compatible ClientHello format
node Security and its sub-node General. - [7] use st 3.0
Ensure that the checkbox ‘Use TLS 1.0’ is ' M Use TLS 1.0 |
hecked i [ |use TLS 1.1 =
unchecked. ] use TLS 1.2
| [#-Mixed code (sandboxed vs. trusted) security verificatior.
[#}-Miscellaneous Y
< |, 1 1 »
[ OK } [ Cancel ] [ Apply

3.5 Troubleshooting

If you experience problems using the EAS, please refer to the list of technical questions
and answers below. If this does not resolve the problem, please contact the Auctioneer
for technical support.

a) The browser shows a blank page or a message that the page/server cannot be
found/is not responding.

This is most likely caused by a wrong address (URL). Please check that you are using
the right URL and that you have typed it correctly.

i The URL provided is case sensitive. It needs to be entered with upper and lower
case characters.

i The URL needs to start with *https://’ rather than ‘http://'.

b) The browser shows a message stating that access to the page has been denied.

This is most likely caused by entering the incorrect user name and password for
accessing the restricted server area.

c) The login page loads but | cannot log into the EAS.

Please check the following:

i The login password is case sensitive. It needs to be entered with upper and
lower case characters.

d Check if your Internet connection is working properly. Can you access other
websites?

Please check if there are any error messages displayed on the login page:

. Missing browser support: You need to have Java, JavaScript and cookies enabled
in your browser in order to be able to log in.

i Parallel login attempt: You may already be logged in to your account on another

computer. You can only have one active session at any one time. If you are not
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logged in on another computer, it is possible that you have left your account
without logging out properly, for example by accidentally closing your browser
window. You will need to wait for approximately 9o seconds until your previous
session is terminated automatically before you can log in again. (Some web
browsers may prevent the previous session from being terminated
automatically. To avoid this you should re-start your web browser.)

d) The auction clock does not load.

You may not have Java installed on your computer or Java may be disabled for your web
browser.

You need to have Java installed and enabled in order to use the EAS.

e) The timer applet does not work properly anymore, or the main frame does not
match the status shown on the timer applet.

The timer applet is a Java application that runs inside your web browser. Under rare
circumstances it is possible that this Java application could crash. For example, the
applet might disappear, the auction clock could stop running, or auction status shown
on the applet might not match the contents of the main frame.

Log out of the EAS, restart your web browser and log in again. This should restart the
Java applet and resolve the issue.

If the issue persists, clear the Java Cache and reboot your computer before logging in
again. This ensures that the Java Virtual Machine is completely restarted and that Java
is not trying to re-use a crashed instance of the applet from its cache.

f) The time on the auction clock is different to the time on my computer.

The time on the auction clock is the time on the auction server, which is used for
starting and ending rounds. All round and bid processing is done according to this time.
The clock displayed on the EAS interface is therefore the ‘right’ time so far as the
auction is concerned.

g) The EAS shows a “Failed to authenticate” error.

This may be caused by attempts to use the web browser’s native ‘Back’ or ‘Refresh’
buttons to navigate the EAS. To ensure consistency and security the EAS does not
allow navigation via the browser buttons. Your active session has been terminated for
security reasons and you will need to start a new session.

Please restart your web browser and log in again (you may have to wait for
approximately go seconds for your previous session to be terminated before you can
log in again).

h) A “Connection failed” pop-up appeared.

If your computer loses its connection to the auction server, the EAS will initially try to
re-establish the connection. The connection status on your control panel will display
the message “Connection lost: retrying”. If the connection is re-established, you can
continue using the EAS without interruption.

If the connection is lost and cannot be re-established immediately, a pop-up window
will appear explaining the situation.

The most likely cause for a lost connection is a network problem, such as a temporary
outage in your Internet connection or a very slow Internet connection.
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Please restore your network connection and click ‘Ok’ on the pop-up message. When
your connection has been restored, go to the login page and log in again (you may have
to wait for approximately 9o seconds for your previous session to be terminated before
you can log in again).

If you lose your connection, your Internet connection might be slow or unreliable, and it
may be advisable to switch to a back-up connection.

i) My bid has been rejected.
The EAS checks if your decision is valid and does not accept any invalid decisions.
Please read the error message provided and amend your decision accordingly before

checking the decision again. Your current decision will be kept in the form, to allow for
direct amendment.

Please refer to the Regulations for more information about validity of bids.

j) Round results not showing in auction history

A round result is only added to your auction history after the Auctioneer releases the
round results. If the Auctioneer has released the round result and it still does not appear
in your history, this may be because you have not refreshed your auction history
window. Refresh this window by re-launching the auction history from the control
panel.

k) The window for History/Messages/Notices is not updated.
Only your main window (with the control panel on the left) is automatically updated.

All other EAS windows are not automatically updated. You can update these windows
manually via the button provided in the EAS interface.
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