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Using IPCheck Server Monitor

Welcome to IPCheck Server Monitor

Welcome to IPCheck Server Monitor, the easy to use and cost effective software
that monitors your networks, websites, and Internet servers for downtimes.

With a bird's eye view IPCheck
Server Monitor observes your
network, servers, or applications
and will notify you as soon as it
detects a problem. If you don't hear
from IPCheck Server Monitor you
know that your business is running
smoothly.

This Windows-based software makes it easy and affordable to detect network
and website failures early. IPCheck Server Monitor helps organizations monitor
critical network resources and immediately detect system failures or
performance problems to minimize downtimes and avoid economic impact.

Why should you monitor your websites and servers?

In today’s business world, information technology has taken a central role.
Businesses rely more and more on the Internet, their web sites, and email
systems. A variety of servers and network equipment is necessary to ensure that
data flows seamlessly between employees, offices, and customers. But, like all
other technical devices, servers may fail from time to time — potentially causing
trouble and loss of sales.

Monitoring your servers is the proactive approach to preventing disaster —
because when the flow of data stops in today’s business, so does the flow of
money.

Whether web servers, mail servers, or ftp servers, IPCheck Server Monitor can
help you keep a close eye on the equipment that is facilitating the flow of data
within your business.
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Overview of Features

Here are the main features of IPCheck Server Monitor:

e Powered by Paessler's reliable IPCheck™ technology used by
many Fortune 500 companies worldwide and constantly enhanced
since 1997

e FEasy installation and usage - You can get started in less than 5
minutes!

e Remote Management via web browser based interface or Windows
client software

e Notifies users about outages by email, ICQ, or pager/SMS, and
more

e  Monitors many network services with its comprehensive sensor
type selection

e  Multiple location monitoring using secure Remote Probes

Your choice of interface — Web browser based,
Windows based or PocketPC based

There are three intuitive and simple user interfaces:
e an interface that you can access using a web browser (IE6/Firefox)
e aclient software that runs on Windows and

e a client software that runs on PocketPCs.

You can use the first two options to easily create groups of network resources
(i.e., remote office #1, web farm, etc.), individual resources within the group
(i.e., a server), and multiple sensors per resource (i.e., HTTP, Ping, and DNS).

) H s
@ IPCheck Server Monitor PAESSLER
0
Home | hy #ocourt | Add Group | Add Server | Add Sensor | Help | logged in as = om | Lagout
Paessler AG {Dirk Paessler) Refresh Edt =  Sensor Summary
@ 212 Sensor(s) up and running well
Rackspace Serverpark paessler.com Mep Bt > @4 sensor(s) down or unavailable
EE www.paessler.com (load balanced) Edt - @ 34 Sensor(s) paused
LLITE PING (Loat! [HFT Frobe] OK 136 ms a0 Edt =
oo :alan:er) e e TH00 1200 1500 1400 Taq Filter Clear Tags
jomepage robe] ms
pag ! 1 Bt > gigles Sensor Types
10:00 1:00012:00 13:00 14:00 DO CLISTOM
y 22m
@ HTTP ADY homepags (via [Proke Walldor? (T-DSL Edt = PALUSED DiSk SPACE
vignetworks) viangtwis]] OK 746 ms 10:00 1E0D 12:00 13:00 18:00 P NS
@ HTTP ADY HTTPS Shap [HPT Proke] OK 4045 ms 10.0% Edit =
bt WARNING FTF
10:00 1100 12.0013:00 1%:00 e
@ HTTP ADY HTTPS Shap [Probe Walldorf (T-DSL :g: Edit > o iom Tegs
Startsette (via vianetwhs]] OK 1386 ms AT EmOD = 8 HTTP
vianetworks) ADVANCED
@ HTTP ADY Forum Startseite auf [HP7 Probe] OK 653 ms 8561 Ecit HTTR CONTENT
"ERROR" scannen o L Sensor Menu WS SCL-SERVER
W HTTP ADY Suche aut [HFT Probe] OK 2623 ms 1208 [ = MYSOL SERVER
wewv pagssler.com 2O S s e ORACLE
@ HTTP ADY Regelméiger Test [HPT Probe] OK 2104 ms 10.20: Edit SERVER
des PRTG KeyGen 13:00 0000 0600 1200 Graph (Last 48 Hours)  #pinG
(15 miny
Graph (Last 10 Days. [Pl
@ HTTP CHK Summe offene [HPT Prabe] OK (E3461) sagy Edit o ¥s) -
Posten Graph (Last 30 Days;
® 1800 0000 0E00 1Z00 ph ( =l P
Info & Custom Graph TR
www9.paessler.com (load balancer) Edit
Pauss/Resume ShiiF
EE @HTTP  Homepage [HP7 Frobe] OK 586 ms 1204 Edit A0V ANCED
Bag Delete Sersor
10:00 1680 12,00 1500 1400 SHMP TRAFFIC
EE download9.paessler.com {load balancer) Edt = M SE W
OHITP  testha [HP7 Probe] OK 273 ms e Edt » | cooagss/ifors e
107 14:58:32 www anwatt.de HTTP Sensord (HTTP) UF o
1:00]13:00,13;6014:00) 14:58:22 wuww anwatt de HTTR Sensor3 (HTTF)
14:57:51 Router L1 62.143.95 226 PING Sensord
145760 Router L1 52140 35 226 PING Sensor?
@ UM AR Edl = | 14:57:42 dounload-au paessier.com FING Sensor
@HTTP Homepage [HP7 Probe] OK 365 m= BT Ecit =  14:58:43 dounload-eu paessler com FING Sensor
e e 14:56:18 t-online.de PING Sensor (RING) UF - [ ™
@ e PING Sensor2  [HP7 Probe] OK 133 ms s Eit » |9 D
TF00 1200 1500 1400
@HTE  PRTG DEMO [HP7 Probe] OK 1086 ms e Eit = Activity More
;‘é%%sne (port TR ED R T 14:68:50 wwwb paessler com HTTF Homepage: [F o
) 14:50:49 Lenny PING PING Senzor2: [HA? Frobe
OFTP ftp server [HPT Probe] OK 533 ms 535 Edt = 14:60:48 DSL Router HF? (2SC) CUSTOM DSL F

14:59:49 roulf paesslergmbh.de (Ster Bxchange,

36
10:00 TED0 12:00 1300 1800
14:59:48 Firewall 1 (10.0.0.1 - D5C/1P-Exchange)

@ HTTP ADY Shop Keygen [HP7 Probe] OK 1863 ms P Edt * 145048 uwub passler.com HTTR PRTG DBW0
1500 0000 06:00 100 14:59:48 Load Balancer #2.140 35,228 PING PINC Y
@ HTTP ADY HTTP Advanced  Paused el (K »
Sensor2
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The second option to access and edit the configuration is the Windows GUI, here
shown with a list of servers and sensors.

%1 IPCheck Server Monitor - “supportopaessier.com” @ ipcheck. p-world.com

File My Account Add Help
o $ © 3P ?
Disconnect | RefreshMow — WebHome | AddGroup  Add Server  Add Sensor Help
Connected to account support@paessler.com @ ipcheck.p-world.com
= Rackspace Serverpark paessler.com  (Up:37 Paused:2) “|/Sensor Status ~
@ wiw passsler.com (oad balanced) &4 PING FING (Load Balancer) = Ooown E
S/ HTTPADY  Homepage Crausen
%) HTTP ADY  homepage {via vianetworks) Clue
8¢ HTTPADY  HTTFS Shop Startssite CwarninG
& HTTPADY  HTTPS Shop Startseite (via vianetwarks) Custom Tags
S HTTPADY  Forum Startseite auf "ERROR” scannen Cost
8¢ HTTP ADY  Suche auf wiww.passsler.com Sensor Types
S HTTPADY  Regelméfliger Test des PRTG KeyGen (15 min) [Clcustom
S¢HTTPCHR  Summe affene Pasten (€) [Coisk space
Wi, passsler.com (load balancer) & HTTR Homepage Clons
% download9. passler.com (load balancer) &/ HTTP test bk Crte
@ Wi, passsler Com & HTTP Homepags Cwre
& PING FING Sensor2 CIHTTP ADVANCED
S5 HTTP PRTG DEMO Website (port 8050 [CIHTTP CONTENT
& FTP fep server [Cms seL-SERVER
S HTTPADY  shop Keygen v |[CmvsoL serveR
T ]| > ClearTags
Recent Messages
06.02,2007 15:01:22: First External Hop at IP Exchange Multiple Ping S paessler co Je heise 53.q0v google. com) (CLISTOM) WARN 1 be ~
06,02,2007 15:01:12: rowF.passslergmbh.ds (Alter Exchange. DNS. Domaincantrolier) Server Health: smtp srvr Iocal queue length [SKIMP ADW) UP - [HPT Frobe] OK smikp srr lacal B
06,02,2007 15:01:09: rowlF.passslergmbh.ds (Alter Exchange. DHS. Domaincantrolier) Exchange SMTF In (via NST, port 25) (SMTP) UP - [HPT Frobe] OK 7 s - Downtims: Oh Om
06,02,2007 15:00:11: rowl.paesslerambh.de (Alter Exchange. DNS. Domaincantroller) Server Health: smitp srvr local queue length (SHIMP DY) DOWH - [HP7 Probe] Errar: SNMP error
06,02,2007 15:00:11: ¢ lter Exchange. DNS. Damain ller) Server Health: smip srur Iocsl queue length (SHIMP ADY) WARNING - [HF ] Error: SNEP (g
Upi211 W | Downl Paused:3d " | Server Time: 06,02,2007 15:01:56 ) Version: 5.4.0.758 i C s |

The PocketPC interface (“Mobile GUI”) enables you to view the monitoring
status on the go (but it is “read only”, so you can’t change sensor settings).

: ;21PCheck Mobile &% 7||| < Z:00 9 Internet Explor: o 7||| < 315 9

Ly

# DSL Connection HP? & [fle:f\Mys20Documentsismaligraph - | @
5. [§l First Extemnal Hop ]
i PIMGE (DK 29 ms) =
[ DSL Router —
@ D=L Router HiRes PING (OK) 20338
15 336
& 16.336-]
@ DSL Line [TM] (0K Bandwidth 132 KBitfs
& DSL Line [OUT] (0K Bandwidth 143 KBi EERR
BRHTTE A ) 12996
) Mame: HTTP Advanced Sensorl
10336
) Sensor Type: HTTR ADY
) Message: &K 1870 ms F 336
@ Interval: 60 6336
A Last Scan: 25 5
& DSLLine Ervors [IM] (OK Errors 0 #imin)[5]  *000 \
DTl L P LT e T o 2536
4 1] [ [ » L l l l}\ A

|-|-i|_|_"a Elzpsed Since Last Refresh: 51 = | 03000130 1200 22300 300 F 3 400 e 30 5: 00

File ¥iew Reload E|‘ view Tools ¢ € & 5% E|A

Reporting and Trend Analysis

IPCheck Server Monitor tracks a server's response times and records the results
of all monitoring requests into its built-in database. The historic monitoring data
can later be analyzed for uptime/downtime reports and trend analysis.
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Rackspace Serverpark.. > www paessler.com (lo.. > HTTPS Shop Startseite (HTTP ADY)

ripared to
Rackspace Serverpark.. > waw.paessler.com (Jo.. > HTTPS Shop Startsette (vi.. (HTTP AD)
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[ I Rackspace Serverpark.. > www.paessler.com (lo.. > HTTPS Shop Startseite (HTTP ADY) (Failed [%0])
——— Rackspace Serverpark.. > www.paessler.com (lo.. > HTTPS Shop Startseite (HTTP ADY) (Request Time [msT)

[ Rackspace Serverpark.. > www.paessler.com (lo.. > HTTPS Shop Startseite (vi.. (HTTP ADY) {Failed [%])
Rackspace Serverpark.. = www.paessler.com (lo.. > HTTPS Shop Startseite (vi. (HTTP ADY) (Request Time [ms])

Rackspace Sarverpark” » v paessler,cam a.. > HTTPS Shop Startseite (HTTP ADY): 1543 ms average Request Time
2 days 14 hours 29 mintes uptime (=99,9865%) and 0 minctes Downtime (=0,0111%)
3748 good (=99,9200%) and 3 faled (=0,0800%) requests
Rackspace Sarverpark » v paessler cam (1a.. > HTTPS Shop Startseite (vi.. (HTTP ADV): 1402 ms average Request Time
2 days 14 hours 23 minctes uptime (=99,3724%) and 1 minctes Downtime (=0,0276%)
3746 goad (=95,94669%) and  Faled (=0, 0539%) requests
1PCheck Scrver Mloritor ¥5.4.0.T58 - © 2007 Pacscker AQ - ww.pacsster.com

Reesize Graph: Small | Mormal | Large | ¥KL

Sensor Alert Notification and Messaging

At the heart of this uptime monitor tool is the ability to notify the user(s) of
sensor alerts. For example, if you are monitoring a server for HTTP and IPCheck
Server Monitor is unable to connect with that server on HTTP, a notification will
be emailed to the administrator, who can then take immediate action.
Additionally, IPCheck Server Monitor Server can be configured to send
messages via SMS/Pager, network broadcast, or ICQ, play a sound file, request a
HTTP URL, or execute an external program or batch file. When using the
Windows GUI you additionally have the option to be notified using popup
windows, sounds, and even text-to-speech.

Built-in Webserver and SQL Database

The software installs with its own integrated webserver and SQL database
(Firebird SQL Server). The close integration of webserver, database, and
monitoring application provides seamless installation and management to the
user. There are no software requirements to install IPCheck on a computer, it can
be installed on all Windows NT/2000/XP/2003 operating systems, regardless of
workstation or server edition.

Multi User Management

IPCheck Server Monitor is a credential-based system and can be run for just one
single user or in multi user mode. Starting with the Multi User Edition the
administrator can create multiple user accounts. Each user can create his own
groups of servers and sensors. For example a single, centralized copy of IPCheck
Server Monitor can be used by multiple departments, each having their own
view of their sensors and reports.

Offering Monitoring Services with the ISP
Edition
The ISP Edition adds advanced user management options for ISPs who want to

offer customized monitoring services to their customers. The admin can choose
the sensor and notification types that are available for new users by default and
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can also edit these settings for each user individually. Also the minimum
monitoring interval, maximum number of sensors and an expiry date can be set
for each user.

Skinning of Web Interface and Emails

IPCheck Server Monitor provides the ability to edit the templates for the Web
interface (e.g. to show your company logo or to fit the Web GUI into the
Look&Feel of your Intranet) as well as email templates that are used to create
the emails sent to the users for various activities, such as notifying the
administrator of a new sensor, mailing a new password to a user, etc.

Features in Detail
IPCheck Server Monitor offers you a number of outstanding features:
Monitoring

e Reliable server uptime/downtime monitoring using Paessler's
proven and constantly refined IPCheck™ technology which has
been used by many companies - from SOHOs to Fortune 500
companies worldwide - since 1997

e Sensor types include PING, PORT, HTTP, HTTPS, HTTP
Advanced, HTTP Transaction, DNS, SMTP, POP3, FTP, SNMP
(Version 1, 2¢ and 3), WMI sensors, as well as various native
Windows system sensors and native SQL sensors for MS SQL,
MySQL and Oracle.

e  User can create his own sensor types using scripting and
programming languages

e Can monitor devices and servers located in the Internet, in Intranets
and in VPN networks

e  With the installation of optional "Remote Probes" multiple location
monitoring can be achieved

e  Automatic Network Discovery searches for servers/devices in your
network and automatically creates sensors for the most common
protocols

e  Monitoring can be scheduled based on the time of day and the day
of week

Notifications

e Notifications can be triggered by uptimes, downtimes, changed
webpages, or slow responses

e Messages can be sent by email, network broadcast (net send), ICQ,
via SMS and to pagers and the Windows event log

e  An external program, batch file or HTTP URL can be triggered or a
sound file can be played

e Notifications can be scheduled based on the time of day and the
day of week

User Interface
e  The IPCheck server can be locally and remotely managed through

e aweb browser based interface (without installing additional
software on the client) and

e a Windows client software (for all Windows versions)
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e Both interfaces can be used simultaneously

e  Current monitoring status can be published (optionally, e.g. to
show current network status in Intranets)

e Sensors can be grouped and filtered via a flexible tagging system,
thereby simplifying the administration of long and complex sensor
lists.

Reporting and Analysis

e  Detailed up/downtime monitoring reports and graphs can be
viewed online

e  Calculates uptime/downtime percentages as well as downtimes

e  Various reporting options enable the user to perform in-depth trend
analysis

e Reports emails can be sent to user's mailbox (automatically daily,
weekly, monthly, or on-demand)

System/Installation

e Fast and easy installation - Get started within 5 minutes after
downloading

e Includes a stand alone web server for local and remote access to the
monitoring data

e  Web user interface can be skinned to fit into corporate network's
look&feel

e Runs as an "NT service" on Windows NT/2000/XP/2003 for best
reliability

e Includes free SQL server for fast, reliable data storage

e  Offers optional export of monitoring data into CSVs or the Firebird
SQL server for custom analysis

e "Administrator Control Panel" offers complete application
configuration.

e Edit templates for email messages
e  Modify sensor monitoring intervals
e Setup local and remote probes

e  Administer the webserver and database

Available Sensor Types

Since each network device (or "server") typically has several parameters and
services that should be monitored, you can set up various sensors to monitor
each and every aspect of a server (e.g. CPU load, webserver responsiveness,
SMTP responsiveness, PING time, etc.).

The sensors of this uptime monitor software not only check whether the server
actually responds at all but also offer means of validating the replies from the
server for validity.

Available sensor types include:

PING Sends standard PING to the server/device

PORT Checks whether the server accepts connection at the
specified port number
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HTTP Simple HTTP/HTTPS request

HTTP Advanced Advanced HTTP Sensor (features content check, proxy,
and authentication settings).

HTTP Transaction | Checks several pages in sequence (e.g. shopping cart)

DNS Checks DNS server

SMTP Checks SMTP server with various protocol options

POP3 Checks POP3 server with various protocol options

FTP Checks FTP server with various protocol options

SNMP Reads SNMP (Version 1, 2¢ and 3) values of the device
(supports custom OIDs, Paessler extensive OID library as
well as SNMP Helper)

SNMP Traffic Monitors bandwidth usage of servers, routers, switches etc.
via SNMP (supports 64bit counters for SNMP V2c and 3)

FILE Monitors a file on a local disk drive or a network share. It

checks if the file exists, the file size is in a given range or
if the file has been changed

NT Service Sensor

Any NT service on the local machine or a computer in the
network can be monitored for downtimes. Can optionally
restart the service upon failure

DISKSPACE Monitors the free disk space of a local disk drive or a
remote network share

Event Log Monitors entries in the Windows event log

SQL Native monitoring for MS SQL, Oracle SQL and MySQL
servers

CUSTOM Makes it easy to create your own custom sensors

WMI CPU Load Monitors CPU loads of Windows systems using WMI

WMI Disk Space Uses WMI to monitor the available disk space

WMI Service Monitors a Windows service using WMI

WMI Memory Enables monitoring of available memory through WMI

WMI Query Runs custom WMI scripts to monitor any value that is

accessible by WMI

Using the CUSTOM sensors of [PCheck Server Monitor a wealth of monitoring
tasks can be performed that go far beyond the standard sensor set built into the

software.
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Available Licensing

There are a Freeware Edition, a Trial Edition, as well as several Commercial
Editions available.

Freeware Edition

The Freeware Edition is a good solution to get started or for private use:
e  May be used for free for personal and commercial use
e includes one user and up to 5 sensors
e Supports all available sensor types
e  Shortest available monitoring interval is 15 minutes

This edition runs as default after installation when no license key is entered.

Trial Edition

The Trial Edition is a great way to evaluate the product for customers who are
interested in purchasing commercial licenses. Free Trial License Keys are
available on our website at http://www.paessler.com/ipcheck/trial:

e  Offers all features of the Multi User License

e Supports all available sensor types, any monitoring interval and up
to two users

e Temporary License key must be requested from Paessler's website

e Time limited for 30 days, reverts to Freeware after that

Commercial Editions

There are several different licenses of IPCheck Server Monitor available to suit
the demands of smaller as well as larger customers and organizations. To learn
more about pricing and feature matrix or to order licenses please visit:

http://www.paessler.com/order
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Installation

Installing the software on your server

System Requirements
In short words: IPCheck runs under all Windows versions “NT and later”.

In a more detailed approach the system requirements for the installation and
setup of IPCheck Server Monitor include:

e  For the main server software:
e  Operating System Windows NT, 2000, XP, 2003 and Vista
e  On Windows NT 4 the latest Service Pack 6 is required
e Note: Windows 95/98/ME are not supported for the server
e For web browser access:

e  Windows 98, ME, NT4, XP, 2000, 2003 or Vista with Internet
Explorer (V6.0 or later) or Firefox 1.0

e  Or any other operating system that can run the web browser
Firefox 1.0 or later

e For the Windows GUI:
e  Windows 98, ME, NT4, XP, 2000, 2003 or Vista
e with Internet Explorer (V6.0 or later)

e  System Memory of 192 MB RAM (256 MB or more
recommended)

e Pentium 333 MHz (800 MHz or more recommended)
e  About 50 MB of hard disk space for software installation

e Depending on monitoring traffic, up to several hundred MB of data
storage (e.g. a sensor with 1 minute interval needs about 10 MB
storage space per month)

e  TCP/IP network

e Local Administrator privileges to perform the installation of the
software

Other requirements

e  SMTP mail server to send out email notifications (so called "relay
server")

10 o Installation
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e An account at one of the supported SMS/pager services to send
SMS/pager messages

e An ICQ account to send out ICQ notifications

Installing IPCheck Server Monitor

Installing the IPCheck Server Monitor software is similar to other Windows-
based applications. To install the application:

e Insert your IPCheck Server Monitor CD into your computer or
open the installation setup routine from the ZIP file that you have

downloaded.

e This opens the Installation Wizard Welcome Screen.

® Setup - IPCheck Server Monitor {Commercial Edition) |Z| |z|

Welcome to the IPCheck Server
Monitor (Commetrcial Edition)
Setup Wizard

Thiz will inztall IPCheck Server Maritor W5 on gour computer.

It iz recommended that pou cloge all ather applications before
cantinuing.

Click Mext ta continue, or Cancel to exit Setup.

EJPAESSLER

L et > J’_ Cancel ]

e The IPCheck Server Monitor Information Window provides
additional information about this version of the IPCheck Server
Monitor software. Select the Next Button when ready. This opens
the License Agreement Window.
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® Setup - IPCheck Server Monitor {Commercial Edition) E||E|E|

License Agreement @
Flease read the fallowing impartant information before continuing.

Fleaze read the following License Agreement. Tou must accept the terms of thiz
agreement before continuing with the ingtallation,

License Terms for IPCheck Server Monitor L

ATTEMTION: “au will find these General Terms and Conditions within the
Paeszler Software that you dovenload and these General Terms and Conditions
govern the use of the Paessler Softveare. To complete the installation of and to

use the Paessler Softweare, you will be required to agree to the terms defined
belowy .

PLEASE READ THESE GEHERAL TERMS AND COHDITIONS CAREFULLY.

©1 accept the agesment

(3| do not accept the agreement

[ < Back ” Hewt » ]l Cancel ]

e The License Agreement Window allows you to select whether
you accept the provided license agreement or not. When you have
made a selection, click the Next Button. This will bring up the
Select Destination Window.

® Setup - IPCheck Server Monitor {Commercial Edition) E||E|E|

Select Destination Location @
wihere should IPCheck Server Monitor [Commercial Edition) be installed?

__.JI Setup wall inztall IPCheck Server Monitor [Commercial Edition] into the
following folder.

To continue, click Mext. If pou would like to select a different folder, click Browse.

C:AProgram FileshPCheck Server Maonitar &

A leazt 325 MB of free disk space iz reguired.

[ < Back ” Mewt » ]l Cancel ]

e  The Select Destination Window allows you to install IPCheck
Server Monitor at the default location (C:\Program Files\IPCheck
Server Monitor 5) or allows you to choose another location. When
you have selected a destination, click the Next Button. This will
bring up the Select Components Window.
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® Setup - IPCheck Server Monitor {Commercial Edition) |Z||E|rz|

Select Components

wihich compaonents should be installed? 5

Select the components vou want to install; clear the componentz you do not want bo
inztall. Click Mext when pou are ready to continue,

|IPCheck Windows GUI Frontend 37 MB
Installers far IPCheck Remate Probe and IPCheck Mabile GUI 4,3 MB
Paezsler SHMP Helper Installer and QID Libraries 4.4 MB
Inztall Firebird 1.5.3 SOL Database Server [required] 31 MB

Current zselection requires at least 40,9 MB of dizk space.

[ < Back ” Hewt » ]l Cancel ]

e The Select Components Window allows you to select whether
additional modules will be installed or not. When you have made a
selection, click the Next Button. This will bring up the the Select
Start Menu Folder Window.

® Setup - IPCheck Server Monitor {Commercial Edition) E]|E|rz|
Select Start Menu Folder
wihere should Setup place the program's shortcuts? 5

Setup will create the progran's shartcuts in the fallowing Start Menu folder.

To continue, click Mext. If pou would like to select a different folder, click Browse.

iPch e || Browse..

[ < Back ” Hewt » ]l Cancel ]

e  The Select Start Menu Folder Window allows you to choose
where IPCheck Server Monitor’s program shortcuts will be placed.
Once you have selected the location, click the Next Button. This
opens the Select Additional Tasks Window.

Note: Selecting a location other than the default location will not interfere with
the program’s operation.
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® Setup - IPCheck Server Monitor {Commercial Edition) E||E|Fz|

Select Additional Tasks (ED
wihich additional tazks thould be performed?

Select the additional tazks you would like Setup to perform while inztaling IPCheck
Server Monitor [Commercial Edition), then click Mext,

windows Firewall Setup [windows xF SP2 anly]:

(#) Enable network_access to IPCheck's webserver [recommended§

() Dizable network access [web interface only accessible on the local PC)

Additional icons:
Create a Desktop icon
Create a Quick Launch icon

[ < Back ” Hewt » ]l Cancel ]

e  The Select Additional Tasks Window allows you to create a
Desktop icon and/or a Quick Launch icon. When you are finished
click the Next Button. This opens the Installation Window.

® Setup - IPCheck Server Monitor {Commercial Edition) E||E|Fz|

Installing (ED
Fleaze wait while Setup installs IPCheck. Server Monitor [Commercial Edition] on

your computer.

Extracting files...
C:wProgram Filegh PCheck Server Maonitor B4 PCheckelcome, eve

f Cancel |

e  The Installation Window displays [PCheck Server Monitor’s
installation progress. When installation is completed, you will need
to complete a basic setup wizard. This setup wizard begins with the
Welcome to IPCheck Server Monitor Window.
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IPCheck Server Moniton Setup Wizard [E|

Welcome to IPCheck Server Monitor

This wizard will guide you through the Final installation steps,
It will help wou to:

Create (or update) the databases

Set up the internal webserver

L]

-

+ Set up the administrator account

+ Set up the mail server used to send emails

Click "Mezxt" to conkinue!

EJPAESSLER

| Mexk = | [ Cancel

e The IPCheck Server Monitor Window helps to guide you
through the final steps of the installation process. When you are
ready click on the Next Button. This opens the SQL Server Setup

Window.
IPCheck Server Monitor Setup Wizard B|
SQL Server Setup
Select Database User Account
Database User Account
Marme: |sysdba | (Default is "sysdba")
Password: |*********| | {Default is "masterkey'")

Change Password

Mew password: | |

Repeat new passwaord; | |

For secure operations it is strongly recommended to change the password of the
database. Additionally vou should use a firewall ta restrict the access ko the database
ports fram the inkernet.,

Remember ko store the new password in a safe place! IF vou loose this password you
won't be able to access the IPCheck's data anymare!

Meck = l [ Cancel

e The SQL Server Setup Window allows you to setup the Interbase
user account.

e  Name—the username for the account. The default installation
only has the user “sysdba”, so you must enter this account

e Password—the password for the account. The default is
“masterkey”.

e New Password—if you want to change the password, enter
the new password here.

e Repeat new password—if you have typed in a new password,
you must re-type it here.
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e  When you are finished click the Next Button.

e This opens the Creating/Updating Database Window.

IPCheck Server Moniton Setup Wizard

Creating/Updating Database @

Creating/Updating database. ..

Tables successfully created.
Please click "Mext" to continue,

| Mexk = | [ Cancel

e The Creating/Updating Database Window illustrates the
progress of the Interbase setup. When it is finished click the Next
Button. This opens the Webserver Admin Account Window.

IPCheck Server Monitor Setup Wizard E|
Webserver Admin Account @
The Admin Account is the master account of vour IPCheck installation

Admin Account

E-Mail; || |

Passward: | |

Please choose an email address and a passwaord For the Admin Account, This account is the
master account of your IPCheck installation,

Motes:

+ This email address is only stored on the local computer (not Forwarded anvwhere online)
The Admin can create, edit and delete other users

¥ou can change the email address and passwaord using the Cantral Panel at any time

By defaulk IPCheck will send all admin notifications to this email address

Use the Control Panel to select other addresses

Meck = l [ Cancel

e The Webserver Admin Account Window allows you to create the
administrative account for operation of IPCheck Server Monitor on
your server.

e  Email—enter the email address of the administrator. This is
the “username” that you will use to log in as the administrator

e Password—enter the password for the administrator

e  When you are finished click the Next Button. This opens the
IPCheck Server Monitor Server Settings Window.

16 e Installation
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IPCheck Server Moniton Setup Wizard E|

Network Settings E]
Flease enter the data for the internal web server and your SMTP server

IPCheck Internal Web Server Settings
Local IP: 10.0.0.171 w

Fort: 80

Enable 33L: Fl

SMTP Server Used To Send Emails

Dornain or IP: |

Please use the IPCheck Control Panel Applet to edit the advanced setkings!

« Back ” Mexk = ] [ Cancel

e The IPCheck Server Monitor Server Settings Window allows
you to define the IP address on which the application will operate
as well as specify port, SSL, and SMTP settings

e Local IP—use the drop-down to select the [P Address of the
server on which you are installing IPCheck Server Monitor.

e  Port—enter the port number through which the web interface
of IPCheck Server Monitor will be available for web browsers.
Usually this is port 80, but if you already run a web server on
this machine you may need to choose another port like e.g. 81,
8080. Note: If the port you choose here is already used by
another process at the time when IPCheck Server Monitor
starts, another port in the range between 8080 and 8099 will
automatically be selected!

e Enable SSL—check this box to enable monitoring over a
Secure Sockets Layer connection (Note: port 443 for this IP
may not already be used by another software on the server!)

e SMTP Server

e Domain or IP—enter the domain name or IP address of the
SMTP server through which IPCheck Server Monitor will send
out notification emails.

e  When you are done click the Next Button. This opens the License
Window.
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IPCheck Server Moniton Setup Wizard rz|
License
Flease enter vour license
i

Please enter your IPCheck Server Monitar License Kev, IF wou do not enter a license key
IPCheck Server Manitar will run as Freeware Edition which is limited to 3 sensors and 15
minukes monitoring intervall,

If vou want ko evaluate all Features please request a free 30 day trial license key From
hibp: J v paessler, comyipcheck trial

Name:
I
Key:

Please use the IPCheck Control Panel Applet to add and remove license keys,

« Back ” Mexk = ] [ Cancel

e The License Window is where you must enter the license name
and key provided to you when you purchased the software.

e Name—the name exactly as it was given to you

o  Key—the unique key provided to you upon purchase.
e  When you are finished click the Next Button.
e This opens the Starting Services Window.
e Notes:

e If you want to use the Freeware Edition of IPCheck Server
Monitor, leave the Name and Key fields blank.

e If you want to test drive all features of IPCheck Server
Monitor please request a trial license key from
www.paessler.com/ipcheck/trial

IPCheck Server Monitor Setup Wizard rg
Starting Services
Please wait while the IPCheck services are (re-)started :

Local Probe Service,.. Running

Webserver Service... Funning

IPCheck Server Monitor is running now.

Meck = l [ Cancel
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EAPAESSLER

IPCheck Server Monitor Setup Wizard

The Starting Services Window starts the two IPCheck Server
Monitor services on your server. If there are no errors, click the
Next Button when it has finished. This opens the Introducing the
Admin Control Panel Window.

Introducing the Admin Control Panel

Congratulations, vou have now installed IPCheck Server Maonitor and
the most impartant settings have been set,

There are many more setkings For wou to explore in IPCheck's
Admin Control Panel which can be found in the IPCheck Group in
the Start Menu as well as in ywour computer's Windows Control Panel,

Cpen Control Panel Mow s | e | e | o

B

1 Lt P b

L « Back J[ Meck = ] [ Cancel ]

EIPAESSLER

IPCheck Server Moniton Setup Wizard

The Introducing the Admin Control Panel Window gives you
the opportunity of exploring IPCheck's settings in-depth (click
"Open Control Panel Now). Click the Next Button when you are
ready. This opens the Congratulations Window.

Congratulations, the setup of IPCheck
Server Monitor is now complete!

To skart the webinterface go to:
hkbpefi10.0,0,171
ot select in the Startmenu:

Start - Programms - IPCheck Server Monitor S - = Start Webinterface
To change the configuration or start and stop the service go to the

windows Contral Panel and select "IPCheck Server Monitor",

Skart Webinterface now

Click. "Finish" ta finalize the setup,

< Back [ Finish ] [ Cancel

The Congratulations Window provides a summary of the Setup
Wizard you have just completed. When you are ready to finish the
installation process, click the Finish Button.

If there were no errors during installation, IPCheck Server Monitor
is now installed and ready to run on your server.
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e Ifyou selected a desktop icon, the IPCheck Server Monitor
Server Monitor shortcut icon will now be on your desktop. When
you are ready to use IPCheck Server Monitor simply double click
this icon

Uninstalling IPCheck Server Monitor
To uninstall [PCheck Server Monitor 5
e  From your computer go to your Control Panel.

e Select the Add/Remove Programs option. This will open the
Add/Remove Programs Window.

e Select the IPCheck Server Monitor Server Monitor program
from the list of programs.

e Click the Remove button to uninstall the program.

Or select the Uninstall icon from the IPCheck Server Monitor group in the
Start|Programs menu.

After the deinstallation has finished please also deinstall the SQL server software
using the Add/Remove Software applet from the Control Panel. Also please
check IPCheck’s installation directory and delete all files (e.g. the database) that
you do not want to preserve.
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Choosing between Web
Interface and Windows GUI

When accessing IPCheck Server Monitor you have the choice between the web
interface (see “Using the Web Interface”) and the Windows GUI interface (see
“Using the Windows GUI”).

The two most important differences are:

e The web interface has fewer interactive notification options but
runs on any operating system which is able to run either Internet
Explorer 6.0 or Firefox/Mozilla - without installing any client
software

e The Windows GUI can be used on Windows systems and offers
additional notification options. But it can not be used to change the
settings in "My Account" (e.g. schedules and notifications)

Please note that both interfaces can be used simultaneously.

There are good reasons to use both of them, please have a look at the following
table showing the differences:

| Web GUI Interface | Windows GUI Interface

Requirements

Required software Web browser (IE6, IPCheck Server Monitor's
Firefox), any operating | Windows GUI software (free
system download), Internet Explorer

6, Windows
98/ME/NT/XP/2000/2003

Required network connection For both interfaces the client machine needs HTTP or
HTTPS access to the IPCheck Server Monitor server

Review Features

Access the list of groups, servers, and sensors | Yes Yes

with current status and recent activity

Sort/filter sensors using tags Yes Yes

Automatic screen updates every 60s Custom: 15s or more

Show monitoring status info as system tray No Yes

icon

Can be minimized to the system tray No Yes

Can be started automatically when you log No Yes

into Windows

Editing Features

Create, edit, sort, and delete groups, servers, Yes Yes

and sensors; scan sensors now, etc.

Pause/Unpause Sensors Yes Yes

Edit "My account” Yes No
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Create, edit, and delete schedules and Yes No
notifications

Notification Features

Supports all server based notifications (email, | Yes Yes
1CQ, etc.)

Shows an optional POP UP window upon No Yes
network status changes

Plays a sound if a sensor is DOWN No Yes
Shows an optional system tray "bubble" No Yes
windows upon network status changes

Plays a configurable sound on any status No Yes
change

Reads error messages aloud using the No Yes
TextToSpeech engine (Win XP/2003 only)

Display Messages and Errors via an RSS feed | Yes No
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Using the Windows GUI

When accessing I[PCheck Server Monitor you have the choice between the web
interface (see “Using the Web Interface”) and the Windows GUI interface. The
following sections explain the Windows GUI interface.

Installing the Windows GUI

If you want to use the Windows GUI to access your IPCheck Server Monitor
server you must first install the client software on your client machine.

To install the software download the IPCheck Server Monitor Windows GUI
installer from the IPCheck Server Monitor website and run the installer. A
standard Windows installation routine will help you install the software on your
machine.

Starting the Windows GUI

Using the START menu select All Programs | IPCheck Server Monitor |
IPCheck Server Monitor Windows GUI to start the program.

A dialog shows up where you have to enter your login data:

IPCheck Server Monitor - Server Login E|

'E‘jh IPCheck Server Monitor BAPAESSLER

1

Server Login

Server[:Port]: |enter vour IPCheck Server Monitor server name here |

[Juse secure connection (SSLHTTRS)

Account: |enter wour login name {email address) here |

Passwaord: |****** |

[Jremember Password
Cancel ] I Login l

Auka Lagin

Please enter the IP address or the DNS name of the server where the server
software of IPCheck Server Monitor is running on.
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e  Usually this is the IP Address or DNS name of the server on which
[PCheck Server Monitor is installed, e.g. 192.168.2.2.

e If you do not use the standard web port number 80, please add the
portnumber, e.g. 192.168.2.2:8080

e If you have enabled the use of SSL on the server (in the Control
Panel) you can optionally select to use HTTPS encryption to
connect to the server (recommended)

Then please enter your account name (your email address) and your password.

Check the Remember Password box if you want the Windows GUI to store
your password in the registry for faster login the next time.

Check the Auto Login box if you want the Windows GUI to automatically log
into the server the next time you start the program.

How the Windows GUI is organized

After logging into the server the Windows GUI will look like this:

& |PCheck Server Monitor - "support@paessler.com” @ ipcheck. p-world.com (=

File Myaccount Add Help
0] A " © 9 7
Disconnect | RefreshMow — WebHome | AddGroup  Add Server  Add Sensor Help
Connected to account support@paessler.com @ ipcheck.p-world.com
= Rackspace Serverpark paessler.com  (Up:37 Paused:2) *|/Sensor Status A
EE wiww paessler.com (load balanced) & PING PING (Load Balancer) = Coown ;
S HTTPADY  Homepage [Clpausen
%) HTTP ADY  homepage (via visnetworks) Cue
S HTTPADY  HTTPS Shop Startseite [Clwarning
S HTTPADY  HTTPS Shop Startssite (via vianstwarks) Custom Tags
S HTTP ADY  Forum Startseite auf "ERROR” scannen Oost
S HTTPADY  Suche auf wew.paessler.com Sensor Types
S HTTPADY  RegelmaBigsr Test dss PRTG KeyGen (15 min) Cleustom
&¢ HTTP CHK  Summe offene Posten (€) DDISK SPACE
wiwwd, paessler,com (load balancer) & HTTP Homepage [Cons
g downioads, passsler.com (load balancer) S HTTR test.bxt CFre
EE wwwa paessler.com & HTTP Homepage CInHtTe
& PING FING Sensor2 [CInTTP ADVANCED
&g HTTR FRTG DEMO Website (port 5050 CIHTTR CONTENT
& FTP ftp server [(ms sqL-server
&) HTTRADY  Shop Keyaen w|[CmysoL SERvER ¥
<__ | & ClearTags
06,02,2007 15:01:22: op at It : : I WAR 2 &
06,02,2007 15:01:12: rowf. uaesslergmbh de (Alter Ex:hange DHS. Dumalncuntruller) Server Heath: smtp srvr local queue Iength (SNMP ADV) up- [HP? Prube] oK smtu S
06,02,2007 15:01:09: rowF paesslerambh.de (Alter Exchange. DNS. Domaincantroller) Exchange SMTP In (via NST, port 25) (SMTP) UP - [HP7 Probe] O 7 ms - Downtime: Oh Om
06,02,2007 15:00:11: rowf. paasslerthh de (Alter Exchar\ga DNS. Domaincontroller) Server Health: smtp srvr local queus Ienqth (SHIMP ADW) DOWHN - [HP7 Prnhe] Ertar; SHP error
06,02,2007 15:00:11: C E be] Error: SN 2
Upi211 W Downil Paussd:i4 Server Time: 06,02, 2007 15:01:56 Wersion: 5.4.0.755 i e

The Windows GUI is organized in five categories:
e  Groups
e Servers

e Sensors

Recent Messages
e Tags

At the top of the window you can find a standard windows menu bar and a
button toolbar for fast access of the most important functions.

Below the toolbar you can see the structured list of groups, servers, and sensors.
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B8ty Accourt £ed belp
0] |2 e P ?
Disconnect AddGroup  Add Server  Add Sensor
Connected to support@paessler.com @ 10.0.0.193
= MainServer (Dallas_T%) (Lp:5)
EE i, passsler,com  PING FING Up OK 148 ms
SHTIP  hp Up CK743ms
& FTP ftp Up oK432ms
%4 HTTP ADV Homepage Corkent Checks Up OK735ms
S HTTP PRTG Website Up OK 1428 ms
EE updates. paessler.com SHTTP  hitp Up OK743ms
@ wowy bello-monitors-the. et % PING PING Sensor2 Up OK 143 ms
& HTTP HTTP Sensor3 Up CK 1420 ms

Working with Groups

It is a good idea to sort your network devices (i.e., servers, routers, switches,
etc.) into some kind of hierarchical group (e.g. by location, by department, by
importance, by project) to make the list of devices easier to administer. So a
"group" is a collection of several "servers".

= Main Server (Dallas_TX) (Up:&)

@ v, paessler,cam &) PING PING Up OK145ms
&) HTTP http Up OK 735 ms
& FTP Ftp Up OK 431 ms
&/ HTTP ADV Homepage Content Checks Up OK735ms
& HITP PRTG Website Up OK1420ms
EE updates.pagssler.com &) HTTP http Up OK 743 ms
EE i bello-monitors-the net %4 PING PING Sensor2 Up OK138ms
&/ HTTP HTTP Sensor3 Up OK 1435 ms
(= DSL Connection HPY  {Upid)
EE First Excternal Hop ) PING PINGZ Up OK10ms
‘E DSL Rauter HPF (Q5C) &} PING PINGL Up OK3ms
%mawpaesslencom &) sMTP Primary Mz Up OK43ms
&) PING ping Up OK1Sms
& PORT Port 443 (35L) for Qutlook Web Access Up 0K 12ms
§ POP3 POP3 (External Mail Clients) Up OK 230 ms
& HTTP PRTG Demo Data Publish Up OK 457 ms
&ma\\ex.paess\er.cum &) sMTp Secondary MX Up OK37ms
Fgé tizzn.paessler.com « PING PINGE Up OKB9ms

The beginning of a group is shown by horizontal bars in the list of servers and
sensors. The numbers in parenthesis show the number of good, failed, or slow

sensors (if applicable). You can click the minus button on the right = to fold
up the servers of a group.

See “Managing Groups, Servers, and Sensors” for more information on adding
and editing groups.

Working with Servers

To keep the user interface simple we call each network device that is to be
monitored a "server", although it can of course also be a router, switch, printer,
workstation, etc.

"Servers" always belong to a "group" and a server has a collection of "sensors".

Servers are shown in the first column of the list:

WAL, DEESS'EF Lo

EE updates. pagssler.com

v, bello-monitors-the, net
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See “Managing Servers” for more information on adding and editing servers.

Working with Sensors

Since each network device (or "server") usually has several parameters or
services that should be monitored you can set up various sensors to monitor each
and every aspect of a server (e.g. CPU load, webserver responsiveness, SMTP
responsiveness, PING time, etc.) So a "server" has several "sensors" by which
you will monitor all aspects of the server.

Each sensor is shown with a color depicting its current state, e.g. DOWN, UP,
PAUSED, or OK.

& PING PING Up Ok 149 ms
%) HTTFP http Up K 733 ms
% FTP ftp Up CF 446 ms
%y HTTP A0Y | Homepage Content Checks Up QK 735 ms
&y HTTP PRTG wWebsite Up Ok 1423 ms

See “Managing Sensors” for more information on adding and editing sensors.

Recent Messages

In the recent messages box you will always see a list of events discovered by
IPCheck Server Monitor, e.g. UP or DOWN messages.

14.06,2005 10:08:35: v, bello-monitors-the net HTTP Sensor3 (HTTPY UP - OF 1429 ms - Downtime: Oh Om

14.06,2005 10:08:34: wwnw,paessler,com http (HTTP) UP - OF 744 ms - Downkime: Oh Om

14.06.2005 10:08:29: winy, paessler.com PRTG Website (HTTF) UP - QK 1414 ms - Downtime: Oh Om

14.06,2005 10:08:27: v, bello-monitors-the net PING Sensorz (PIMNG) UP - OK 139 ms - Downtime: Oh 1m

14.06,2005 10:07:55; wiww,paessler,com PRTG Website (HTTP) DOWR - Error: Socket Error # 10060 Connection bimed out, {#2) 45071 ms

Clpauser
up
ClwarninG

Custom Tags
st

Sensor Types
Cleustom

DISK SPACE

DNS

FTP

CIHTTR

CIHTTR ADYANCED
CIHTTR COMTENT
M5 SOL-SERYER,
[ysoL sepver. ™

The Tag Filter Section at the right side of the window is used to filter sensors

for certain criteria. IPCheck features a method for assigning categories (tags) to
Sensors.

Usage is simple: Just check the boxes left to those tags that you want to be
displayed, in any desired combination. IPCheck then filters the sensors for those
tags, hiding those sensors that have neither of the chosen tags assigned. Tags
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within one group are linked by OR, tags between the groups are linked by AND.
(See "Working with Tags" for more information)

Clear Tags clears the selection of tags, thereby showing all sensors in the sensor
list again.

Editing the Groups, Servers, and Sensors

To select a group, a server, or sensor simply click on it with your left mouse
button. To edit an item, double click it.

For more options right click the group's bar to access its context menu:

http Il ]
Edit Sensor
ftp

Homepage Coi Scan Sensor Mow

PRTG Websitel  Report (Last 45 Hours)

http Report (Last 10 Days)
PING Sensor? Report (Last 30 Days)
_ustorn Report
HTTP Sensora
PausefResume
Delete Sensor
PTRISS

You can Edit, Pause, and Delete an item through this context menu.

Whenever you select Add, Edit, or Delete a dialog will pop up that shows the
exact same editing functionality as you would find in the Web interface:

X Edit Sensor "Homepage™

Hierarchical Information

Associsted server ‘S paessler com (oad balancer) ==
Basic Data

Mame [Homepage

Tags ‘ Enter a list of comma seperated tags (case insensitive) for

filtering purposes

Comments ‘ = - Enter any information tesxt here

Set this to 'Paused if you want to temporarily disable this
Status M object and sll dependent objects(e.g. if this is a Serverthen
wllEd all Sensats of this Serverwill also be disabled)
Make this sensar dependsnt on the UP status of anathsr
7] & sensor If the selected sensor is not UP (i.e. if it is DOWN,
Dependency [one S1@ Samine o PAUSED) this sensorswill be paused. Choose a
sensor with shorter intervall and timeout. Use with caution!

Schedule Nat Active | = Select a schedule for this object

Prohe Selection

Select a local o remate probe to
maonitor this sensor fram. Using Remote
Probes you can set up multi location

I~ Cyclethrough all prabes ¥ HPT Proke I Frobe download2.p.com (PX) g:i;‘;:')‘“Tghf’f:r:‘i:°c’:n'e;"::’:m Jocat
Frobe and remate probes using the IPChack
[ ProbeLweg (TDSL) | Prabealidart (T-DSL vianetwhs) | wwwa pacssler com

Control Fanel Applet ATTENTION: With
"Local System Sensor selecting
multiple prabes for a sensor can render
the sensor results useless

Sensor Data

Please make the desired changes and click OK to return to the Windows GUI.

Note: If the Cancel or OK buttons do not work on your computer, please install
the latest updates and fixes for Internet Explorer and turn on Javascript in the
browser.
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Windows GUI Options

Select File|Options from the menu to set the options for the Windows GUI:

IPCheck Server Monitor Windows GUI &|

Server Connection

Refresh Interval: |30 E seconds (30 or 60 recommended)

Method of Motification
Show Popup
Show Taskbar Toalkip

Play Sound C\Program Files\IPCheck Server M

[]5ay Message using TextToSpeech engine (Win XPfZ003 only)

Motification Options

(%) MatiFy an DOWHN only

) MatiFy on all skatus changes

Application Startup and Look & Feel
[ ] autostart istarks IPCheck Windows GUL when vou log on)

Show icons in sensar list

Close & Tesk Cancel ] [ Ik

For the Refresh Interval choose a value that fits to the sensor intervals that you
use. We recommend to use the same interval here as you do for most sensors
(e.g. 60 seconds if most of your sensors work with a 60 second interval). Try to
choose a longer period to minimize the bandwidth usage. Whenever a change in
the network status is discovered by the server you have the choice between four
means of notification by the Windows GUI (also the notifications by the server
(e.g. via email or ICQ) still apply):

Popup Window Notification

The option Show PopUp will show a pop up window on your desktop that will
put itself in front of all other Windows until you either acknowledge the message
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or decide to go directly to the server list.

IPCheck Server Monitor, - Pending Notifications

'F;jh' IPCheck Server Monitor BAPAESSLER

0
08.02.2007 13:42:37: IPCheck Probe Frankfurt PING Sensorz (PIRG) DOWH - [HPT Probe] L
08.02.2007 13:42:37: IPiCheck Probe Frankfurk IPCheck Homepage (HTTP) DCR - [HPT Pri

£ | ¥

[ Acknowledge & Hide ] I o To Sensor Lisk

Taskbar Tooltip Notification

The option Show Taskbar Tooltip will show a popup window on the bottom
right of your screen for several seconds. It is a little less intrusive than the Popup
Window option.

€3 IPCheck Server Monitor X
| 08.02.2007 14:03:13: IPCheck Probe Frankfurt PING SensorZ
ot (PING) DOWM - [HPY Probe] Lost 30000 ms (Code: 11010}

heck... | {7 IPCheck... & IPCheck..,

3]
Click on the box to go to the list of sensors or click the "X" to hide the box.

Play Sound Notification

If you select Play Sound the WAV sound file that you have selected in the box
on the right will be played whenever a change in the network status is
discovered.

Say Message Notification

If you enable the Say Message option on Windows XP or Windows 2003 you
can listen to the up/down notifications through your speaker. The TextToSpeech
engine, which is built into XP/20003, is used to read the message aloud. The
"Speech API English Text To Speech Engine" component is a device driver
responsible for the conversion of text into speech. It is part of the default
installation of Windows XP Pro and Windows Server 2003 (though for OEM
versions of Windows XP other languages may also be installed on your
computer). There is not much to configure about this engine, you can only select
a language from a list of available languages, no additional configuration can be
performed on languages.

To test the Text To Speech engine on your computer open the Speech icon from
Control Panel, Select the Text To Speech tab, enter a Text, and click on
Preview.
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Notification Options

You can choose to be notified for DOWN events only or for all status changes.

Application Startup&Look&Feel

Choose Autostart to automatically start the IPCheck Server Monitor Windows
GUI as soon as you log into your Windows Session — which is recommended.

The second option allows you to toggle the server icons in the sensor list.
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Using the Web Interface

When accessing I[PCheck Server Monitor you have the choice between the web
interface and the Windows GUI interface (see “Using the Windows GUI”). The
following sections explain the web interface.

Logging into your account using the Web GUI

Note: the web interface of IPCheck Server Monitor is optimized for the two most
common web browsers, Internet Explorer (6.0 or later) and Firefox (1.0 or later)
and may not work fully with other browsers or older versions.

To log into the web interface please complete the following steps:

e Please point your browser to the IP Address or DNS name of the
server on which IPCheck Server Monitor is installed, e.g.

http://192.168.2.2.

e Ifyou do not use the standard web port number 80, please add the
port number, e.g. http://192.168.2.2:8080

e Note: If you use the machine IPCheck is installed on you can also
select the “IPCheck Server Monitor Web GUI” shortcut from the
“IPCheck Server Monitor” group in your start menu

e If you have enabled the use of SSL on the server you can also use
HTTPS encryption to connect to the server (recommended). To do
this please enter “https” instead of “http”, e.g.
https://192.168.2.2:8080

e Enter your email address (username) and password in the user
login box

e C(Click Login

You will now be taken to your personal homepage with the list of groups,
servers, and sensors.

How the web interface is organized

The web interface is organized into four key categories:

e  Groups
e  Servers
e Sensors

e Notifications&Reports
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Each one of these areas is created to help you navigate through IPCheck Server
Monitor and will allow you to setup, configure, and monitor devices on your
network.

Groups

It is a good idea to sort your network devices (i.e., servers, routers, switches,
etc.) into some kind of hierarchical group (e.g. by location, by department, by
importance, by project) to make the list of devices easier to administer. So a
"group" is a collection of several "servers".

For more information about editing groups and adding servers to a group, see the
“Managing Groups, Servers, and Sensors” section of the manual.

Servers

To keep the user interface simple we call each network device that is to be
monitored a "server", although it can of course also be a router, switch, printer,
workstation, etc. "Servers" always belong to a "group" and a server has a
collection of "sensors".

For more information about editing servers and adding sensors to a server see the
“Managing Sensors” section of the manual.

Sensors

Since each network device (or "server") usually has several parameters or
services that should be monitored you can set up various sensors to monitor each
and every aspect of a server (e.g. CPU load, webserver responsiveness, SMTP
responsiveness, PING time, etc.) So a "server" has several "sensors" by which
you will monitor all aspects of the server.

For more information about sensor types see “Sensor Types in Detail”. For more
information about editing sensors see the “Managing Sensors” section of the
manual.

Summary, Tags, and Recent Messages

The Sensor Summary sectiongives you a brief summary of what is happening
with the sensors you currently have configured and running.

Sensor Summary

211 Sensor(z] up and running wweell
@ 1 Sensor(s) down or unavailable
@ 35 Sensors) paused

The Tag Filter section is used to filter sensors for certain criteria. IPCheck
features a method for assigning categories (tags) to sensors.

Tag Filter Clear Tags
States Sensor Types

ChZiig CLUSTON

PALSED DISK SPACE

P DS

WWARMIMG FTF

HTTF

Custom Tags HTTP

D=L ADYANCED

LITTR Sk ITER T
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Usage is simple: Just check the boxes left to those tags that you want to be
displayed, in any desired combination. [PCheck then filters the sensors for those
tags, hiding those sensors that have neither of the chosen tags assigned. Tags
within one group are linked by OR, tags between the groups are linked by AND.
(See "Working with Tags" for more information)

Clear Tags clears the selection of tags, thereby showing all sensors in the sensor
list again.The Messages/Errors and Activities sections are described in detail
under "Reviewing Messages/Error" and " Reviewing the Complete Activity
Data" later in this manual.

A notification is the way IPCheck Server Monitor alerts the administrator or an
user when a sensor discovers a problem or if a problem is solved. A notification
can be an email, a message on your mobile phone, or an ICQ message and it will
be shown on your personal homepage after logging in. Notifications can be sent
out immediately or only if the error is not solved within a specified time.

For more information on notifications see the “Managing Notifications,
Latencies and Dependencies” section of the manual.

Additionally you can create monitoring reports that show the results of the
monitoring requests historically down to each single monitoring requests,
Reports list all of the findings through the monitoring of a group/server/sensor
(i.e. as a data table or as a graphical view).

See the “Reporting and Graphing” section of the manual for additional
information.

Main Toolbar

The menu toolbar can be found in the header of each webpage.

@ IPCheck Server Monitor 2 PAESSLER
I

Home | My fccount | Add Group | Add Serwer | Add Sensor | Help | logged in as support @pa om | Logout
Here you can find the following links:

e Home—The Home Link will always take you back to your
Account Homepage with the list of groups, servers, and sensors

e My Account—the My Account Link will take you to the My
Account Window where you can

e  Edit your Account information

e  Change your account password

e Setup and test notifications via email, SMS, and ICQ
e (see “Managing "My Account"”).

e Administration—Only visible for the admin account this link
takes you to the system administration page (See “Server and User
Account Administration”)

e Add Group—the Add Group Link will take you to the Group
Data Window which will allow you to add a new monitoring
group (see “Managing Groups, Servers, and Sensors”).

e Add Server—the Add Server Link will take you to the Server
Data Window which will allow you to add a new server to a group
(See “Adding and Editing Servers”).

e Add Sensor—the Add Sensor Link will take you to the Sensor
Selection Window which will allow you to add a new sensor for a
server (See “Adding Sensors”).
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e  Help—the Help Link will take you to the Help Window which
offers comprehensive support information on using IPCheck Server

Monitor.

e Logout—the Logout Link will log you out of your account
information and take you back to the Welcome Screen. Note: Once
you select the Logout Button you will have to sign in again to see
your monitoring results. Monitoring will of course continue even

when you are not logged in.

Pop-Up Menus

The interface is built around pop-up menus that provide access to the
functionality.

These menus pop up when you place your mouse pointer over the “>" symbol
next to your account name or your groups, Servers, or Sensors.

>

Edit

Scan Sensor Mow
araph (Last 45 Hours)
Graph (Last 10 Days)
Graph (Lask 30 Days)
Infio & Cuskom Graph
Pause/Fesume

Delete Sensor

User Menu

The upper-most pop-up menu is the User Menu where you access functions that

apply to your account or to all sensors.

I.

=

Edit by Account

Scan All Sensors Now
Etnail Report (24 Hours)
Etnail Report (7 Days)
Etnail Repart (30 Days)
Gick Wiew

Guick Wiew Mith lcons)
Senzor Cross Reference
Metwark Auto Discovery
Add Group

lmport Grougp (*.ni)

Zor Groups

Log Out
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Here, one has the following options:

e Edit My Account — Automatically enters the account editing
functionality (see “Managing "My Account"”).

e Scan All Sensors Now — Scans all configured sensors right now
without waiting for their next interval to expire.

e Email Reports — Generates reports for the last 24 hours, last 7
days, or last 30 days and sends them to your account email address
when finished (see “Reporting”).

e  Quick View — Opens a new browser with the Quick View webpage
for your account (see”Quick View”).

e  Quick View (with Icons) — Opens a new browser with the Quick
View webpage for your account (see”Quick View”). Additionally
to the "Quick View" the Group/Server/Sensor hierarchy is depicted
with Icons.

e Sensor Cross Reference — Shows a reference list with all
latencies, notification settings and schedules/dependencies for your
account

e Network Auto Discovery — Scan your network for devices to
monitor (see ” Automatic Network Discovery™).

e Add Group — Enters the Add Group menu to create new
groups(see “Managing Groups, Servers, and Sensors”).

e Import Group — Imports a saved group (*.ini) file (see
“Exporting/Importing Groups”).

e Sort Groups — Enters the Sort Groups function (see “Sorting
Groups 7).

e Log Out — Logs out of [IPCheck Server Monitor.

Group Menu

Placing the mouse over the “>" link of a group shows the Group Menu.

= | Edit

A Server

Wiewe Metwork Map
PauseResume
Faldinfold

Sart Servers
Expott (*.ini)

Delete Group

This menu allows for the following:

e Edit — Enters the group editing window (See “Adding and Editing
Groups”).

e Add Server — Enters the Add Server menu (See “Adding and
Editing Servers”).

e View Network Map — Shows a network map of this group if one is
defined in the Windows GUI. Please see there.
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o Pause/Resume — Pauses/Resumes group monitoring (See
“Pausing/Resuming Monitoring for a Group ”).

¢ Fold/Unfold — Folds/unfolds the group view (See
“Folding/Unfolding”).

e Sort Servers — Enters the Sort Servers function (See “Sorting
Servers”).

o Export (*.ini) — Exports the Group information as an *.ini file
(which can be imported using the Import Groups function) (see
“Exporting/Importing Groups ).

e Delete Group — Enters the Delete Group window (See “Deleting
Groups”).

Server Menu

Placing the mouse over the “>” link of a server brings up the Server Menu.

= | Edit

Ardd Sensar
Traceroute
PauzeResume
FaldUnfald

Sort Sensars
Duplicate Server

Delete Server

This menu allows for the following:

o Edit — Enters the server editing window (See “Adding and Editing
Servers”).

e Add Sensor — Enters the Add Sensor menu (See “Adding
Sensors”).

e Traceroute — Performs a traceroute of the server (See “Checking a
Server’s Trace Route”).

e Pause/Resume — Pauses/Resumes monitoring for the sensors of
this server (See “Pausing/Resuming Monitoring for a Sensor”).

e Fold/Unfold — Folds/unfolds the server view for the sensors of this
server (See “Folding/Unfolding”).

e Sort Sensors — Enters the Sort Sensors function to change the
order of the sensors of this server (See “Sorting Sensors”).

e Duplicate Server — Generates a copy of the server with all its
sensors but using another server name and address (See
“Duplicating a Server”).

e Delete Server — Enters the Delete Server window (See “Deleting
Servers”).

Sensor Menu

Placing the mouse over the “>" link of a sensor pops up the Sensor Menu.
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= | Edit

Scan Sensor Mow
Graph (Last 45 Hours)
Graph (Last 10 Days)
Graph (Last 30 Daya)
Info & Custom Graph
FauseResume

Delete Sensor

This menu allows for the following:
o Edit — Enters the sensor editing window (see “Editing Sensors™).

e Scan Sensor Now — Automatically scans the selected sensor
without waiting for the sensor’s monitoring interval to expire.

e  Graph (Last 48 Hours) — Generates a graph report of the last 48
hours’ activity (see “Reporting”).

e  Graph (Last 10 Days) — Generates a graph report of the last 10
days’ activity (see “Reporting”).

e  Graph (Last 30 Days) — Generates a graph report of the last 30
days’ activity (see “Reporting”).

e Info & Custom Graph — Enters the Detailed Sensor Info window
(see “Reporting”)

e Pause/Resume — Pauses/Resumes monitoring the specific sensor
(see “Pausing/Resuming Monitoring for a Sensor”).

e Delete Sensor — Enters the Delete Sensor window (see “Deleting
Sensors”).

Page Refresh

By default — after login - the main page with the list of servers and sensors will
refresh automatically every 60 seconds.

The Refresh link allows you to manually refresh the screen on demand. You
will find the Refresh Button at the top of the IPCheck Server Monitor web
interface screen.

User Manual IPCheck Server Monitor 5 Using the Web Interface o 37



Managing Groups, Servers, and
Sensors

Managing Groups

It is a good idea to sort your network devices (i.e., servers, routers, switches,
etc.) into some kind of hierarchical group (e.g. by location, by department, by
importance, by project) to make the list of devices easier to administer. So a
"group" is a collection of several "servers".

Adding and Editing Groups

Adding and editing a group can be accomplished by completing the following
steps: If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e To add a new group select the Add Group option from the menu
toolbar at the top of the page or click the Add New Group link
from your account popup menu.

e

e To Edit a group click the - Group icon on the left or click
Edit on the right of the group that you would like to edit.

If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e To add a new group choose the Add|Group item from the main
menu

e To edit a group double click the group’s name

This opens the Group Data Window.
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Basic Data

Name [Groupt
Commerts ‘ Enter any information text hers
P Set thisto P aused if youwant to temporarly dizable this object
Stetus and ail dependsnt abjects s.g. i this s 3 Senver then all
fisused Sansors of his Senver il alsa be disabled)
Make this group depandent an the UP status af 2 sensor fram
ancther group. Ifthe selected sensor is not UP (e, if it s
Dependency Nane -] # DOV, WARNING or FALISED) all sanors of his group will be
paused. Choose 3 sensarwith shot interall and timeut. Uss
with caution!
Schedule ot Active = Salect a schaduls for this objact
Enable this selting to make the manitoring status of this raup
Pubiish Group O publicly accessible (2.9. in an Intianef. The URL to accessthe
ctatus i given blow
Linkta Graup HTML View . .
L L Vi v e e e s e o B
Link tor Map HTML View em‘“‘)“ HitJ o
Link to Map Image URL
I ane o7 mere sensors in this group are down an alamm sound
Enable Alarm Sound i will be played by the browse while you are logged into the web

intertace.

Rasent Sanzer History Graphs show the results fo the 125300

Show Reeent Sensor P requests for each sensor. You 5an show and hide these graphs
History Graphs for each group using this sefting (z.g. to speed up loading of the
main page)

Latencies

Specifies the time in seconds until a vwarning nofifisation is

LB'E"E‘;'”’ warnings fgg sentwhen a sensor s in Warning! state (fecommended values:

(sscands) 60-300, enter0 for immediate nofificationy

Specifies the time in seconds until an error netification is sent

ha when a sensor is in Do state (recomm ended values 120:350
enter O for immediate notification)

Latency for Errors
[se00nis)

Spacifies the time in secends until an ascalation natification is
00 sentwhen a sensor is in 'Down' state for a longer period
(recommended waluzs 300-200s, 100-10.000s allowsd))

Latency for Escalations
[zeconds)

Notifications

onError W 8
omox & (o e s
On Escalation ’W 8
on Change / Trigger W d

Cancel oK

e Name—enter the name of the group

(e.q. semer goes DOUMN)

(e.g. very long downtime)

(2.9. HTML contant has changad of Event Log entry is matehad

e Comments—enter a description of the group
e Status—use the drop-down menu to set the group to
e Active

e Paused (this pauses the monitoring for all servers and sensors
of this group)

e Dependency—You can pause all sensors of this group if a sensor
of another group is not UP. Choose the dependency sensor from the
dropdown list. Do not choose a sensor from the current group and
avoid circular dependencies. Use with caution. See “Managing
Dependencies”.

e Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down menu
you can select from the defined schedules.

e  Publish Group — Check this if you want to make the group visible
to other people without having to enter a password. This will
activate the public URL. After checking/unchecking this checkbox,
please press OK. This feature can be useful to provide uptime
information about your network to the employees via a link from
the Intranet.

e  Public URL — This is the URL activated by the Publish Group
option. This URL can be accessed by anyone and provides concise,
read-only information regarding the group’s status. This option is
only accessible if the Publish Group checkbox is marked and the
group is active. This URL changes every time that the Publish
Group checkbox is activated / deactivated for security reasons.
When no changes take place, the URL remains the same.
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e Enable Alarm Sound — If you enable this checkbox your web
browser will play an alarm sound once every 60 seconds whenever
a sensor of this group is down.

e Show Recent Sensor History Graphs — Recent Sensor History
Graphs show the results for the last 300 requests for each sensor in
the list of servers and sensors. This is a great way to discover
problems! You can show and hide these graphs for each group
using this setting (e.g. to speed up loading of the main page)

e Latencies - "Latencies" are used to defer notifications after
warnings or errors have occurred. You can set latencies on group,
server and sensor level. The latencies for warnings, errors and
escalations can be set individually. See “Managing Notifications,
Latencies and Dependencies” for more information.

e Notifications - "Notifications" are used to send alarms when
warnings or errors occur. You can set notifications for groups,
servers and sensors. See “Managing Notifications, Latencies and
Dependencies” for more information.

When finished, select the OK Button to save your group.

Deleting Groups
Deleting a group can be accomplished by completing the following steps:

CAUTION: This will also delete all servers and all sensors within this
group!

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of the group you want to delete
and select the Delete Group function from the pop-up menu

Gowdona
= | Edit
Adddd Server
Wi Metwork Map
PauzeResume
FaldUnfold
Sort Servers
Export (*.ini)
Delete Group

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the group you want to delete and choose Delete from
the popup menu

This opens the Delete Object Window.
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Delete Object

Confirmation

Do you really wart to delete this object: © Rackspace Serverpark paessler.com

Cancel ] [ Ok

Select the OK Button to delete the group or select the Cancel Button to return
to your account homepage.

Folding/Unfolding

The Fold and Unfold button from the pop-up menu allows you to change the
way [PCheck Server Monitor displays the servers and sensors underneath the
group. This can be useful to minimize the length of the list when a large number
of servers and sensors are being monitored

:"Eﬂ Rackspace Serverpark paessler.com :"Eﬂ Rackspace Serverpark paessler.com
37 Sensor(s) Up @ 2 Sensar(s) Maint tE www.paessler.com {load balanced)
PIMG PIMG (Load [HPT Praks
Balancer)
HTTP ADY Homepage [HPT Praks
Folded Unfolded

Sorting Groups
To change the order of the groups:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of your account (at the top of the
server list) and select the Sort Groups item from the pop-up menu.

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)
e Choose My Account|Sort Groups from the main menu

This will show the Sort dialog:
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£0 Sort Groups

Change Order
Rackzpace Serverpark paessler.com
Bl Taw omn Gan T oopjom a7 il T
e S ajesifiaml aE e U R fE T
L | i [T S i w ARl i |
v s e Change
Wiigisi@ie: daboripish o eiiEE
Beik Cappwstined Mawe L the arder
) et e by using
e awibae O th
e hdowe Doven 2 Up
and dowen
LRu - g TR L e TR CLLTE = LA 1 Ll
4 huttans!
im0
Wi o R
LR R T L TS

Cancel | 813 |

To change the order, select an item and use the Move Up and Move Down
buttons to move it.

Pausing/Resuming Monitoring for a Group

To start or stop the monitoring of all servers and sensors of a group (e.g. when
some network maintenance is scheduled):

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUT”)

e To pause/resume monitoring move the mouse over the “>” link of

the group and select the Pause/Resume button from the pop-up
menu.

If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the group and choose Pause/Resume from the popup
menu

Exporting/Importing Groups

You can export and import the server/sensor settings of a group. This can be
helpful to move these settings from one IPCheck Server Monitor account to
another or to make bulk changes to all your sensors.

The file format is a plain INI file which can be edited using any standard text
editor.

To export a group, choose the “Export Group” link from the group’s popup
menu. Your browser will then download the INI file with the settings.

To import the group choose “Import Group” from the account popup menu and
point the browser to the file on your local disk.

Note: This feature should only be used by experienced users!
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Managing Servers

To keep the user interface simple we call each network device that is to be
monitored a "server", although it can of course also be a router, switch, printer,
workstation, etc. "Servers" always belong to a "group" and a server has a
collection of "sensors".

Adding and Editing Servers
To add or edit a server
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUT”)

e To add a new server: From the Account Homepage

e Select the Add Server 1,1 ¢ the top of the page or

e  Move the mouse over the “>" link of the group you want to
add the server to and select the Add Server function from the
pop-up menu

e To edit a server From the Account Homepage

e Select Edit for the server you want to edit

e  Or click the EE

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

Server icon of the server you want to edit

e To add a new server
e Choose Add|New Server from the main menu or

e Right click the group for the new server and choose Add
Server from the popup menu

e To edit a server double click the server’s name

This opens the Server Data Window.
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Associated group

Basic Data

Mame

Commernts

Status

Dependency

Schedule

Server Data

DNS Name (or IP
Address)

Location

Icon

Ieon for this
serveridevice!

Latencies

Use Group Settings

Notifications

Use Group Settings

on Error

OnWarning

Oon OK

On Escalation

0On Change | Trigger

IPCheck Server honitor 5.4.0.754

=
@ IPCheck Server Monitor
D

BT PAESSLER

Home | My Aosaune | Add Group | Add oo | Logon [&

Edit Data for Server "Server1"

Hierarchical Information

Mot assigned v |
R
‘ ) Enter any infarmation text here
Set this to 'Paused if you want to temporaiily disable this
Eﬁ? object and all dependent objects (e.q. if this is a Serverthen
all Sensers of this Senver will also be disabled)
Make this serer depandent on the UP status of 2 sensar fram
another server. If the selected sensor is not UP (e, if it is
|Nor\e ~ | % DOWN, WARHING or FAUSED) all sensors of this semver will
be paused. Choose a sensormith short intervall and timeout.
Use with caution!
Mat Active v o+ Select aschedule for this object
l:l Itis recommendad to enter 2 DNS Name because this way nith
each rzquestthe DNS resolufion of this name is also shecked!
‘ Y “rour notes about the location of this serwer'device

o O ®
000 0
oS
a6 &6 &6
TeES
& @ 0 &
S O O
PES
o O 0O
e

L @T=

&)

PP

“Lantencies” are used to defer notifications after wamings or
erors have ocoured. You san set latencies for groups, senvers

and sensors. If you activate this option the latency settings of
the assaciated group are used forthisserver. To enter individual
settings for this server pleass unchedk this checkbox.

L} Use Group Settings

[ Mot Active v+ (=.q. server goes DOMNN)

[ Mot Active v (e.q. slow requests)

[ Mot active v|# (e.g. server UF again)

[ Mot active v+ R detine

[ Mot 2ctive v+ (2.9. HTML content has changsd or Event Loq entry is matched

Warning! ou will lose the current changes of this sensar if you
elick on this link!

Edit/Add MNotifications

157 Edtion (100 Users) - Server Time: 09.02.3007 16:17:08 @ Copyright 1993-2007 Passsler A5

Associated Group—use the drop-down menu to select a group to
which to add this server

Name—the name of the server
Comments—a description of the server
Status—use the drop-down menu to select the status of the server

e Active

e Paused (sensors will not be monitored)

Dependency—You can pause all sensors of this server if a sensor
of another server is not UP. Choose the dependency sensor from
the dropdown list. Do not choose a sensor of the current server and
avoid circular dependencies. Use with caution. See “Managing
Dependencies”.

Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down menu
you can select from the defined schedules.
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e Server Data

e DNS Name (or IP Address)—enter the DNS name or IP
Address of the server to be monitored (it is recommended to
enter a DNS name, this way with each check the correct DNS
resolution of this name will also be checked automatically)

e Location—enter a descriptive name of the server location
e Icon—select an icon to represent the server

e Latencies - "Latencies" are used to defer notifications after
warnings or errors have occurred. You can set latencies on group,
server and sensor level. The latencies for warnings, errors and
escalations can be set individually. Choose “Use Group Settings” if
you want this server to use the latency settings of the associated
group or choose the latencies for this server individually. See
“Managing Notifications, Latencies and Dependencies” for more
information.

e Notifications - "Notifications" are used to send alarms when
warnings or errors occur. You can set notifications for groups,
servers and sensors. Choose “Use Group Settings” if you want this
server to use the notifications of the associated group or choose the
notifications for this server individually. See “Managing
Notifications, Latencies and Dependencies” for more information.

When you have filled out all of the appropriate information click the OK Button
to save your server.

Deleting Servers

To delete a server

CAUTION: This will also delete all sensors configured for this server!
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of the server you want to delete
and select the Delete Server function from the pop-up menu

= | Edit

Add Sensor
Traceroute
PauzeResume
Faldnfald

Sort Sensars
Duplicate Server

Delete Server

next to the group that you would like to delete.
If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the server you want to delete and choose Delete from
the popup menu
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This opens the Delete Object Window.

Delete Object

Confirmation

Do you really wart to delete this obiect: @ www.paessler.com (load balanced)

[ camest | [ ox |

Click the OK Button to confirm the server deletion

Click the Cancel Button if you decide not to delete the server and return to the
account homepage

Duplicating a Server

To build a list of several servers that have very similar monitoring settings you
can use the duplicate server feature.

First you set up one server with all sensors, then you duplicate it for each similar
server. During duplication the original server’s name is replaced with the other
servers’ names.

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

o  Move the mouse over the “>” link of the server and select the
Duplicate Server item from the pop-up menu.

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the server and choose Duplicate Server from the
popup menu

This will show the duplicate server dialog:

Duplicate Server

Server Data

New Server Name: Copy of v paessler com (oad balanced) Ertter & name for your duplicated server

Enter & dns-namefip-address for your duplicated server. In any
sensor that is duplicated s well, the dns-namefp-address that
matches that of the source server will be replaced with the nesw
one

Mewe IPDNS Adrress:

Please enter the name and IP Address of the new server, then click OK!

Folding/Unfolding

The Folding/Unfolding action for servers works exactly the same as for Groups.
For more information about how to Fold/Unfold groups, see
“Folding/Unfolding”.

Checking a Server’s Trace Route

To check the trace route between the IPCheck Server Monitor server and a
server that you are monitoring:

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUT”)
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e  Move the mouse over the “>" link of the server and select the
Traceroute item from the pop-up menu.

If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the server and choose Traceroute from the popup
menu

This will show the Traceroute dialog (this can take up to several minutes!):

Traceroute Server “www. paessler.com (load balanced)™

Traceroute "www.paessler.com”

Hop # 1st Test 2nd Test 3rd Test 1P Domain
1 2ms 2mg Fmshlood 14
2 10 ms Sms 4 ms b 11k as LR TR R
3 amE 4 ms 4 ms B hbh g 2 s ik S
4 9ms 9ms 20 ms B hakas 2 B e O
3 ams 9ms Gms ! i B i
-] ams ams 15 ms N EEE N 1Hhage +
7 12ms 12 ms 12 ms N i ash ik P
g 16 ms 13ms 12mshw o B i g P
g: 19ms 14 ms 24msh o i ik CHEEE o g Ao
10 13 ms 12 ms 13 ms MREN s S N T . X e ]
11 3 ome 24 mz 24mzke o w3l I T
12 31 ms 38 ms 35 ms e N3 "l (R L TR —_—
13 103 ms 127 ms 109 ms ks - 0 L win # Wi e W
14 132 ms 131 ms 131 m= I R3S 5 s wb Barunk ami § s e e dud
15 132 ms 13 ms 131 ms B8 B2 5 R i #1 el Woar o it e il
15 Request timed Reguest timed Request timed

out out out

17 139 ms 138 ms 136 ms " T R | L e o e ]
18 138 ms 138 ms 151 me " =k 11 W W e
18 138 ms 136 ms 137 ms " = fif A

Sorting Servers
To change the order of the servers of a group:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of the group and select the Sort
Servers item from the pop-up menu.

If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the group and choose Sort Servers from the popup
menu

This will show the Sort dialog:

Change Order

rnial Hop &t 1P
DSL Router HPT (G5C)
Fireseall 1 (10.0.0.1 - QSCAP-Exchange) Move Lp
Fireseall 2 (10.0.0.2 - T-DSLivianetwarks) ————|
ProCurve 2524 Switch Kilche (10.0.0.128) Move Dowwn
ProCurve 2524 Switch RY (10.0.0.127) -
Catalyst Express 500 Switch (10,01 .127)

Change the order by using the up and
dowen buttans!

Cancel OK
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To change the order, select an item and use the Move Up and Move Down
buttons to move it.

Pausing/Resuming Monitoring for a Server
To start or stop the monitoring of a server:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e To pause/resume monitoring move the mouse over the “>" link of

the server and select the Pause/Resume button from the pop-up
menu.

If you use the Windows GUI:

e Please start the Windows GUI (see “Starting the Windows
GUTI”)

e Right click the server and choose Pause/Resume from the
popup menu

Managing Sensors

Since each network device (or "server") usually has several parameters or
services that should be monitored you can set up various sensors to monitor each
and every aspect of a server (e.g. web server responsiveness, SMTP
responsiveness, PING time, etc.). So a "server" has several "sensors" by which
you will monitor all aspects of the server.

See the “Sensor Types in Detail” section for more information on the various
sensor types.

Adding Sensors
To add a sensor:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUT”)

e  From the Account Homepage

Add Sensar

e  Select the link at the top of the page.

e  Move the mouse over the “>" link of the server you want to
add the sensor to and select the Add Sensor function from the
pop-up menu

If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)
e To add a new sensor
e Choose AddNew Sensor from the main menu or

e Right click the server for the new sensor and choose Add
Sensor from the popup menu

This opens the Sensor Selection Window.
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Sensor Selection

Probe Local System Sensors
Local Probe  w O Service Check it & local MT-service is running
O File Manitor a local file

Basic Sensors
(O Disk Space  Check disk space of & local drive

O PNG Send standard PING ) Evert Log Check the local event log
) PORT ICHP ping to check any TCP service
O HTTR Simple HTTPHTTPS request Remote System Sensors
O Service Check if & remote NT-service is running
Advanced Sensors .
) File Monitor & remate file
(O HTTP Advanced  Adds proxy/authentication settings and content monitoring (O DiskSpace  Check disk space of @ network share

() HTTP Transaction Check several pages in sequence (2.9. shopping cart) () Event Log Check a remote event log

Server/Domain
Protocol Sensors

LUser:

O oS Check DNS server

Password:
O SMTP Check SMTP mail server

Maching Marme:
O POP3 Check POP3 mail server
O FTP Check FTP file server SNMP Sensors
Custom Sensors O SHMP Traffic Monitar Portinterface Traffic

O SNMP Advanced Monitor & manually ertered CID
() HTTP Corent  Parse contert of HTTP page for [alug]
) SHMP Helpsr SHMP Helper enahles you to monitor thousands of

O Seript Run simple seript b performance counters on¥Windows systems . More
) TCP Script Run script with TCP connection Select a library: SNMP Helper Freeware w
O Custom Run custom EXE or DLL ) QIDMB Library Chick DIDs fram custom librariss

Select a library: Basic Linux Library (UCD-SMMP-MIB) v
SOL Sensors

- SMMP Wersion:

(5] ASASr\ZQrL For MS SGL-Server Connections ©v1Ovz Ovs

SMMP Community String: | public
(O Oracle Serwer For Oracle Server Connections

SNMP Port: 161
() MySGL Server For MySGL Server Connections

V3 Authertication ® o

Mode: MDS L) SHA

V3 Username :
3 Password

3 Encryption Key:

e The first step in adding a sensor is to select the type of sensor you
would like to use by clicking the appropriate radio button.

e Ifthere are more than one probe configured on the IPCheck server
you can also select which probe should be used to create the sensor.

e See the “Sensor Types in Detail” section for more information on
the individual sensor types.

e Once you have made your selection click on the OK Button to
continue adding the sensor. This opens the Sensor Details
Window.

Note: The options of the sensor details differ depending on the sensor type. See
the “Sensor Types in Detail” section for more information on the individual
sensor options.
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IPCheck Server Monitor EJ PAESSLER

Home | My ccount | Add Group | A A in 2 m | Logout

Edit Data for PING Sensor "PING Sensor2™

Hierarchical Information

Associsted server ‘v paessler com (oad balanced) v|=
Basic Data
Hame PG sensor2 |
‘ | Enter a list of camma seperated tags (case insensitive) for
Tags y
filtering purposes
Comments | ol | Enter any information test here

Set this to "Faused if you want to temporarily disable this object
Status EJ;? and all dependent objects (2.9, if this is 3 Serverthen all
Sensors of this Senvermill also be disabled)
Make this sensor dependent on the UP status of another sensor.
If the selected sensor is not UP (i.e. if it is DOV, WARNING or

PAUSED) this sensorswill be paused. Choose 3 sensor with
shorter intervall and timeout. Use with caution!

Schedule Mot Active | & Select a schadule for this object

Dependency [None v|®

Probe Selection

Select 3 local or remote probe to monitor
this sensor fiom. Using Remote Frabes you
can set up multi location manitering Cexcept

[Clcyete through all probes [#]HP7 Probe [CIPrabe downioacdz.p.com (P¥X)  for Freeware Edition). The admin can
configure local and remate probes using the

[Cproke Lweg (T-DSLY [ClProbe wialidort (T-DSL vianetwks) [ ]wwwa paessier com IPChed: Control Panel Applet ATTENTION:
With 'Local System Sensors' selecting
multiple probes for a sensor can rendsr the
sensor results useless

Proke

Sensor Data

- a Tirs bbb chacis

If the reply takes longer than this walue the sensor enters a
| "Warning' state. This has consequences e.g. for visual feedback
or notifications.

Warning-Level ‘
(seconds)

If the reply takes longer than this value the requast is aborted

Timeout (seconds) ‘30 | and you get an enor message. If two consecutive requests will
4ail (for whatever reason) the sensor enters a'Dawn' state. This

has consequences e.g. for visual feedback or notifications.

Ping Data Size (Bytes) \32 | Enter the amount of payload data used for the ‘ping’

Latencies

“Lantencies' are used to defer notifications afterwamings or
errors hawe acoured. You can set latencies for groups, servers

Use Server Settings and sensors. If you activate this option the |atency setings of
the assaciated servar are used for this senzor. To enter
indiwidual settings for this sensor please unched this cheddox.

Notifications

"Notifications" are used to send alarms when wamings or enors
occur. You can set notifications for groups, servets and sensars.
Use Server Settings Enable this checkbox to apply the notification settings from the
associsted server. To enter individual settings for this senzor
please unched this chedkbos

IPChesk Server Wonitor 5.4.0.752 ISP Edition (100 Lisers) - Server Time: 05.02.2007 15:34:02 & Copyright 1983-2007 Paessler A5

The following properties are shown for all sensor types:

e Associated Server—use the drop-down menu to select a server to
which to attach this sensor

e Name—enter a descriptive name for the sensor

e Comments—enter a description for the sensor (i.e., what it does or
when it will check)

e Status—use the drop-down to set the status of the sensor. Options
include

e Active
e Paused (disables monitoring for this sensor)

e Dependency—You can pause this sensor if a sensor of another
server is not UP. Choose the dependency sensor from the
dropdown list. Do not choose the current sensor itself and avoid
circular dependencies. Use with caution. See “Managing
Dependencies”.
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e Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down menu
you can select from the defined schedules.

e Interval—use the drop-down to select an available interval.

e  Warning level—specify a time (in seconds) when the response
time of the sensor should generate a warning notification. If you
have the On Warning Notification set to active, this will
determine when the notification is sent.

o Timeout—specify a time (in seconds) when the sensor should stop
trying to accomplish its objective and send a failure notification

e Latencies - "Latencies" are used to defer notifications after
warnings or errors have occurred. You can set latencies on group,
server and sensor level. The latencies for warnings, errors and
escalations can be set individually. Choose “Use Group Settings” if
you want this server to use the latency settings of the associated
group or choose the latencies for this server individually. See
“Managing Notifications, Latencies and Dependencies” for more
information.

e Notifications - "Notifications" are used to send alarms when
warnings or errors occur. You can set notifications for groups,
servers and sensors. Choose “Use Group Settings” if you want this
server to use the notifications of the associated group or choose the
notifications for this server individually. See “Managing
Notifications, Latencies and Dependencies” for more information.

Click the OK Button when finished adding the sensor.

Editing Sensors

Editing a sensor can be accomplished by completing the following steps:
To start or stop the monitoring of a group or server:

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e From the Account Homepage select Edit for the server you want
to edit

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)
e Double click the sensors’s name

This opens the Sensor Data Window

Note: The options of the sensor details differ depending on the sensor type. See
the “Sensor Types in Detail” section for more information on the individual
sensor options.
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IPCheck Server Monitor

Sensor Shortcuts

Aszociated server

Basic Data

hame

Tags

Comments,

Status

Dependency

Schedule

Probe Selection

]
Probe

4]
Sensor Data
Interval

Warning-Lsvel
(seconis)

Timeout (ssconds)

Ping Deta Size (Bytes)

Latencies

Use Server Settings

Notifications

Use Server Settings

On Error

On Warning

on OK

On Escalation

Edit Data for PING Sensor "PING (Load Balancer)"

Hierarchical Information

Pause Monitoring | Scan Sensor Now | Reports: 24h, 48, 5 days, 10 days, 30 days, 90 days, 180 days | Custom | Delete Sensor

e passsler.com (oad balancet)

PING (Load Belancer)

Enter a list of comma seperated tags (case insensitive) for
filtering purposes

Enter any information text here

Set this o 'Faused’ ifyou want to tempararily disable this object
and all dependent abjects (e.g. if this is a Server then all
Sensors of this Serverwill akso be disabled)

Make this sensor dependent on the UP status of another sensor.

[ Mane

It the selected sensor is not UP (e if it iz DOWH, WARNING or
PAUSED) this senzors will be paused. Choose 3 sensor with

Mot Active v+

shorter intervall and timeout. Use with caution!

Select a schedule forthis object

Select a local o remate prabe to monitor
this sensor fram. Using Remote Frobes you
san set up multi location menitaring (except

Cycle through all probes HPT Prabe [IPrabe download2.p.com (PX)  for Freeware Edition). The admin can
configure local and remate probes using the
Probe Liweg (T-DSL) [ Probe wWalidorf ¢T-DSL wianetwis) [ Jvwwewa paessier.com IPChedk Control Fanel Applet ATTENTION:

o

0

2

O

[ Mot active V|
[ ot Active v|#
[ ot Active v|®
[ ot Active v|®

Eclit i clet Motification:s

IPCheck Server bionitor 5.4.0.752 5P Edition (100 Users) - Server Time: 05.02.2007 153703

Wiith *Local System Sensors selecting
multiple probes for 2 sensor can render the
sensor results useless

Time between tuo checks

If the reply takes longer than this walue the sensor enters a
"Warning' state. This has consequences e.g. for wisusl feedback
of notifications.

Ifthe rephy takes langer than this walue the requast is sborted
and you get an ener message. If bwo cons=cutive requasts will
fail (for whatever reason) the sensor enters a 'Down’ state. This
has consequances e.q. for wisual faedback or nofifications.

Enterthe amount of payload data used for the 'ping.

“Lantencies” are used to defer notifications after mamings or
&nmors have acoured. You can set latencies for groups, servers
and sensors. If you astivate this option the |atency settings of
the associsted semer are used for this sensor. To enter
individual settings far this sensor please uncheck this checkbox

"Notifications" are used to send alarmswhen wamings or emors
acour. You can set notifications for groups, servers and sensors.
Enable this checkbos to apply the notification settings from the
associated server. To enter individual setings for this sensar
please unchedk this cheddox.

(e.0. server goes DOWIN)

(2.9, slow requests)

(2.0, server UP again)

(2.9, wery long downtims)

Warning! You will lose the cunent changes of this sensar if you
clidk on this link!

@ Copyright 1988-2007 Passsler A

The following properties are shown for all sensor types:

Associated Server—use the drop-down menu to select a server to

which to attach this sensor

Name—enter a descriptive name for the sensor

Comments—enter a description for the sensor (i.e., what it does or

when it will check)

Status—use the drop-down to set the status of the sensor. Options

include

e Active

e Paused (disables monitoring for this sensor)
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e Dependency—You can pause this sensor if a sensor of another
server is not UP. Choose the dependency sensor from the
dropdown list. Do not choose the current sensor itself and avoid
circular dependencies. Use with caution. See “Managing
Dependencies”.

e Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down menu
you can select from the defined schedules.

e  Probe — If the admin has set up more than one remote probe you
can select one or more probes from the list to monitor a server or
service from various locations (see “Multi Location Monitoring
Using Remote Probes™).

e Interval—use the drop-down to select an available interval.

e  Warning level—specify a time (in seconds) when the response
time of the sensor should generate a warning notification. If you
have the On Warning Notification set to active, this will
determine when the notification is sent.

e Timeout—specify a time (in seconds) when the sensor should stop
trying to accomplish its objective and send a failure notification

e Latencies - "Latencies" are used to defer notifications after
warnings or errors have occurred. You can set latencies on group,
server and sensor level. The latencies for warnings, errors and
escalations can be set individually. Choose “Use Group Settings” if
you want this server to use the latency settings of the associated
group or choose the latencies for this server individually. See
“Managing Notifications, Latencies and Dependencies” for more
information.

e Notifications - "Notifications" are used to send alarms when
warnings or errors occur. You can set notifications for groups,
servers and sensors. Choose “Use Group Settings” if you want this
server to use the notifications of the associated group or choose the
notifications for this server individually. See “Managing
Notifications, Latencies and Dependencies” for more information.

Click the OK Button when finished adding the sensor.

Reviewing a Sensor’s Status
To review the status and recent history for a sensor:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e From the Account Homepage select click the Minigraph of the
sensor for which you would like to create a report or

e  Move the mouse over the “>” link of the sensor and select the
Info&Custom Graph link.

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)
e Right click the sensor Custom Report

This will open the Detailed Sensor Info Window:
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IPCheck Server Monitor

Detailed Sensor Info
Server Data Recent History
Name ‘v paessler.com Scheduled Tasks
Group Rackspace Serverpark pagssler.com .
Losation
Comments saszs
Edit Server 555 ]
zases]
Sensor Data
24523 ]
Name Maintsnance Reminder Maller (alie 1 h)
Type HTTP ADY R
Fort 0 1525
Last Check 05.02.2007 15:38:26 aszo]
Last Good 05.02.2007 15:38:28
Last Request Resutt [HP7 Probe] OK 30427 ms 523
Lest Request Velue 30427 ms 00:00 1200 0000 1200 00:00 1200 00:00 1200 0000 2.0n
Feport Date 05.02.2007 15:40:08
Edit Sensor
Create Custom Report
Sensor: [wevvw pagsster.com Schedule.. | Maintenance Reminder Wall. ~|
Compare To [ Mane: v
Report Type: @ craph O Valuslist
Graph Type (& single Yalues () Hourly Awerages () Daily Averages () Averags Daily Load (U Response Time Distribution
Time Span: (&) Last 48 Hours (D Last 10 Days (Last 30 Days () Custom
Custom Start
Custom Enct
Generats Report
IPCheck Server honitor 5.4.0 742 5P Bdition (100 Users) - Server Time: 05.02.2007 15:40:08 © Copyright 1983-7007 Paessler A5

e Server name, Server group, Server Location, Server
Comments: As entered during configuration

e Sensor name, Sensor type: As entered during configuration

e Last Check: The date and time of the last request sent to this
sensor

e Last Good: The date and time of the last successful request
sent to this sensor

e Last Request Result: The result of the last request sent to this
sensor

e Last Request time: The request time of the last request sent to
this sensor

e Report Date: The date and time this report was created on

e Sensor History: This Graph shows the results of the last 300
requests to this sensor

At the bottom of this page you can create a custom report for this sensor (see
“Creating Reports and Graphs™)

Deleting Sensors
Deleting a sensor can be accomplished by completing the following steps:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of the server you want to delete
and select the Delete Sensor function from the pop-up menu
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= | Edit

Scan Sensor Mo
Graph (Last 48 Hours)
Graph (Laszt 10 Days)
Graph (Last 30 Days)
Info & Custom Graph
FauseResume

Delete =ensar

next to the group that you would like to delete.
If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the sensor you want to delete and choose Delete from
the popup menu

This opens the Delete Object Window.
Delete Object

Confirmation

Do you really wart to delete this object: @ PING (Load Balancer)

Cancel ] ’ ik

Click the OK Button to delete the sensor

Click the Cancel Button if you do not want to delete the sensor. This will then
take you back to the Account Homepage.

Sorting Sensors
To change the order of the sensors of a server:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Move the mouse over the “>” link of the server and select the Sort
Sensors item from the pop-up menu.

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the server and choose Sort Sensors from the popup
menu

This will show the Sort dialog:
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Sort Sensors

Change Order

PING Senzor2

PRTG DEMC Wishsite (port 80500 Change the order by using the up and doven buttons!

Zope Sync
Zope DB Size

To change the order, select an item and use the Move Up and Move Down
buttons to move it.

Pausing/Resuming Monitoring for a Sensor
To start or stop monitoring of a sensor:
If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e To pause/resume monitoring move the mouse over the “>" link of

the sensor and select the Pause/Resume button from the pop-up
menu.

If you use the Windows GUI:

e  Please start the Windows GUI (see “Starting the Windows
GUI”)

e Right click the sensor and choose Pause/Resume from the
popup menu

Working with Tags

In order to filter sensors for certain criteria, IPCheck features a method for
assigning categories to sensors.

A tag is a keyword or descriptive term associated with a sensor as means of
classification. Tags will especially help you if you have a large number of
Sensors.

After sorting sensors into groups the method of tagging is a second way to
categorize your sensors. For example you can group the sensors in your
sensorlist by device (“Switch 17, “Switch 2 and “Switch 37).

Tags are created by the user (you can enter any number of tags for one or more
sensors) and automatically created by IPCheck (e.g. the tag “OK” for a sensor
that works fine or “Error” for a sensor that shows an error),

E.g. you can associate the tag “mywebsites” to all sensors that monitor your
websites. Now you can click on “mywebsites” in the taglist and [PCheck will
only show the sensors which are associated with this tag.

Tagging allows for multiple "browseable paths" through the items which can
quickly and easily be altered with minimal effort and planning.

Tags come in three different flavors:

e  State tags: These built-in tags are assigned automatically by
[PCheck depending on the state of the sensor. There are the
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following state tags: UP, DOWN, WARNING, PAUSED. You are
not able to edit this list of tags.

e Type tags: These built-in tags are assigned automatically by
IPCheck depending on the sensor types that you actually use. Type
tags correspond to the actual used set of sensors types. You are not
able to edit this list of tags.

e Custom tags: For each sensor you may define one or more tags (a
comma separated list of tag words) which will automatically show
up in the interface.

Usage is simple: Just check the boxes left to those tags that you want to be
displayed, in any desired combination. [PCheck then filters the sensors for those
tags, hiding those sensors that have neither of the chosen tags assigned. Tag
selections within one group are linked by OR, selections between groups are
linked by AND.

Example: if you check "UP" in the State group and "PING" and "HTTP" in the
Type group, [IPCheck shows all sensors that are UP and are either PING or
HTTP sensors. Sensors that are down or are neither Ping nor Http sensors are
hidden from the list of sensors.

Note: changing custom tags in the Edit Sensor windows might not immediately
be reflected properly in the taglist, a manual refresh may be necessary after
editing.
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Managing "My Account”

Accessing Your Account

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  Click the My Account Link from the menu toolbar at the top of the
page
If you use the Windows GUI:
e  Please start the Windows GUI (see “Starting the Windows GUI”)

e  Choose the Edit

My Account item from the main menu

This will open the My Account Window.

@ IPGheck Server Monitor EIPAESSLER
U .

fon | #dd Group | Ad el m |

My Account "Administrator"

Settings

Please remember thet for many administration tasks you must use the IPCheck Control Panel. You can find it in the Windows
Control Panel or in the Start Menu (IPCheck Server Monitor Group)

ADMIN OHLY: Manage and view user accourts

Edlit vour personal datas (acdress, email report scheduls, time zone, lstencies stc.)
Change your lagin passwird

Automatically scan your network for aveilalle servers and sensors

HNotifications

IPCheck Control Panel

Hotifications offer various methods by which you are nofified when a sensor has reached a certain threshold (i.e., Tailure, warning, timeowt, success, ete). After
creating notifications here you can select them onthe sensor settings pages

Send Email to support@paessler.com Eciit Test Pause Delete

4 another nofification | [ Show cross reference of letencies and notificationes

Schedules

Using Schedules you can pause monitoring for Groups, Servers or Sensors based on fime and day of wesk. ¥ou can also pause the delivery of Notifications. After
creating schedules here you can select them on the respective seftings pages

Click here to add a new schedule

IPCheck Senver hianitor 5.4.0 752 hukiuser Edition (10 Users) - Server Time: 05.02 2007 16:24:10 @ Copyright 18953007 Paessler AG

Here you can

o Edit your account settings (email, address, latencies etc.) (See
“Editing Account Information”)

e  Change your password (See “Changing your login password’)
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e  Access the Administration page (See “Server and User Account
Administration”)

e Delete your account (See “Deleting your Account™)

e Manage your Notifications (see “Managing Notifications,
Latencies and Dependencies”) and Schedules (See “Managing
Schedules”).

Editing Account Information

To edit your account data please choose Edit Account from your “My Account”
page (See “Accessing Your Account”).

This will show the User Data window:

@ IPCheck Server Monitor 1 PAESSLER
0 com | Logout

count | Administration | Add Group | Add Server | idd sor | Help | logged in as support @p

Edit Data for User "Administrator"
My Account Shortcuts

Lald Groug | Sort Groups | Import Growa (*ini) | Reports (ky email): 24h, 46h, 5 days, 10 days, 30 days, 30 days, 180 days | Automatic Network Discovery | Scan
&)l Sensors | Log Out |

Login Data

Enter a valid email address that becomes your login name. it

will be usedto log in and slse for 21l emails conceming your

EmailLogin Name [supportpssssier com | acoaunt Your login passmard will be sent to this address, so
make zure that vou enterthe comect address oryou will not be
able o login!

Password [senene |
Preferences
Timezone | (GMT-12:00) Internetionsle Datumsgrenze (Westen) w &  Selectyourlosal timezone

Report Schedule * Fleaze zelect an intervall foryour repart emails

This feature makes it possible to share your monitaring results
with other users that hawe an account an this [P Check
installation. If you enable this cheddhox your account will be
wisible on the "My Account” pages of all ather users, Other users
can then aceess your manitoring results, but they only have

Share by Monitoring D
Resufts

read-only aceess (i.e. they can not change your
groupsisenverssensors ete)

Admin Dependencies

Make all sensors of all users dependent on the UP status of a

= sensor from the admin account. If the selected sensor in not UF:
Admin-Dependency _ + (i.e. if it is DOWN, WARNING o PAUSED) all sensors of all users
paessier N
— will be paused. Choose 3 sensorwith short intervall and
timeout. Use with caution!
Make all sensors of all users dependent on the UP status of a
= sensor fom the admin account. If the selected sensar in not UF
Admin-Dependency 2 M + (i.e. if it iz DOWIH, WARNING o PAUSED) all sensors of all users
— will be paused. Choose a sensorwith short intervall and
timeout. Use with caution!

IPCheck Serwer Monitor 5.4.0.752 Multiuzer Edition (10 Users)- Server Time: D5 02.2007 16:26:13 @ Copyright 1998-2007 Passsler AG

e  The settings are:Email/Login name—this is your login name for
IPCheck Server Monitor. This can only be changed by the admin.

e Password—the password associated with the email/login name.

e Contact Address: For all user accounts except the main admin
account you can enter/edit the following contact data:

¢  First Name—the account holder’s first name
e Last Name—the account holder’s last name
e Company—the account holder’s company

e Street—the account holder’s street address

e  Zip—the account holder’s zip code

e  City—the account holder’s city
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e  Country—the account holder’s country
e State—the account holder’s state
e  Phone—the account holder’s phone
e Fax—the account holder’s fax
e Timezone—the account holder’s time zone

e Report Schedule—use the drop-down menu to select a frequency
of report generation which will be sent to your email account
periodically

e Share my Monitoring Results - This feature makes it possible to
share your monitoring results with other users that have an account
on this IPCheck installation. If you enable this checkbox your
account will be visible on the "My Account" pages of all other
users. Other users can then access your monitoring results, but they
only have read-only access (i.e. they can not change your
groups/servers/sensors etc.)

If the current account is the Admin account you will also see the Admin
Dependencies section (see “Managing Dependencies”).

Click the OK Button when finished

Changing your login password

To change your login password please choose Change Password from your
“My Account” page (See “Accessing Your Account”).

This will open the Password Change Window.
Account Modification

Change Password

Oldd Passwword:
Merwy Pazsward:

Retype MNew Pazsword:

Cancel ] [ Ok

e Old password—enter old password
e New password—enter the new password

e Retype new password—re-enter the new password for verification
purposes

When finished click the OK Button. Afterwards you must re-login with your
new password!

Deleting your Account

If you do not want to continue using IPCheck Server Monitor, you can close
your account by choosing “Delete My Account” from your “My Account” page
(See “Accessing Your Account”).
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Quick View

As an alternative to the default graphical sensor list there is a “mini HTML”
version which is e.g. suitable for mobile devices.

To find out your URL choose “Quick View” from your “My Account” page (See
“Accessing Your Account”).

Note: If you want to offer public read-only access to your monitoring data check
out the Publish Group option on the group settings page.

Managing Notifications, Latencies and Dependencies

Definitions: Notifications, Latencies and
Dependencies

Whenever IPCheck Server Monitor discoveres a slow or failing sensor
“notifications” are used to send out alarms. Each user can define an unlimited
number of notifications on the “My Account” page.

IPCheck Server Monitor supports the following types of communication
channels: Email, Pager, SMS messaging, ICQ notification, Execute Program
(EXE file/batch file), Network Broadcast (NET SEND), Play a soundfile, HTTP
Request, Local logging, Windows event log entries. And there are additional
options if you use the Windows GUI (see “Windows GUI Options”)

“Latencies” are used to defer a notifications for a specified time, e.g. to give a
server or service the chance to recover from failure.

Using “dependencies” you can pause the monitoring of sensors or the sending
of notifications based on the status of another sensor to avoid false alarms and
incorrect recording of downtimes.

Situations that can trigger Notifications
[PCheck Server Monitor distinguishes between 3 status types for a sensor:
e OK (Green) means up and running

e  WARNING (Yellow) means one request has failed or the request
time was above the warning threshold

e DOWN (Red) means at least 2 requests have failed or were above
the timeout threshold

There are five situations that can trigger a notification:

e On Error: This notification is triggered if a server goes down and is
not available anymore (e.g. the sensor cannot connect to a service
and runs into timeouts). The associated color is red.

e On Warning: Slow requests or user defined thresholds can trigger a
warning notification. In this case a sensor is shown in yellow color

e On OK: If a sensor’s status changes from Error/DOWN or Warning
to the UP status this notification is triggered (e.g. to let you know
that a server is UP again)

e  On Escalation: If a sensor has a DOWN state for a longer time you
can trigger this additional notification. Most users let IPCheck
Server Monitor send out the first ERROR notification to a smaller
team and then — if the problem is not solved e.g. in 5 minutes — a
larger distribution list is notified using the escalation notification.
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On Change: Some sensors are able to monitor a service or file for
changes in the content (e.g. the HTTP Advanced sensor can
discover changes in a webpage). If such a change is discovered
IPCheck will trigger a change notification

To avoid receiving too many notifications for only very short failures or delays
you can set so-called latencies. When latencies are set (a value in seconds) a
notification is only sent if the failure state takes longer than the latency.

For example one configuration could look like this:

Configure the latency for DOWN to 60 seconds

Configure the latency for Escalations to 300 seconds

Configure one notification just to send emails and ICQ message
Select this notification for UP and DOWN

Configure a second notification to additionally send an SMS/pager
notification

Select this notification for ESCALATION

Now if a sensor goes down you will be notified via email and ICQ about 1
minute after a sensor goes down. If after 5 minutes the sensor is still down you
will additionally receive a SMS/Pager notification, e.g. in case you are away
from your email client

How Notifications and Latencies work together

Here is what happens if a sensor fails:

Initial Event: For the first time a request of a sensor is slow or fails

e Now the sensor will be shown with the slow state (yellow
color)

e Ifthe “latency for warnings” is zero a warning notification
will be triggered immediately

e If'the “latency for warnings” is not zero and if consecutive
requests are also slow a warning notification will be
triggered as soon as the “latency for warnings” has
expired.

A second sensor request is sent out immediately by IPCheck Server
Monitor automatically

If the second request is fine, nothing happens
If the second request is “down”
e the sensor will be shown with the DOWN state (red color)

e If'the “latency for errors” is zero an error notification will
be triggered immediately

e If'the “latency for errors” is not zero and if consecutive
requests also fail an error notification will be triggered as
soon as the “latency for errors” has expired.

e If consecutive requests still fail an error notification will
be triggered as soon as the “latency for Escalations” has
expired.

If sometime later a request runs through without problems

o the sensor will be shown with the UP state (green color)
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e An OK notification will be triggered immediately
And there are more aspects that influence this behaviour:

e Ifyou have selected a dependency for a sensor then the sensor is
not scanned as long a the dependency sensor is not in an UP state

e If you have selected a dependency for a notification then the
notification is not triggered and sent out as long a the dependency
sensor is not in an UP state

e If you have selected a schedule for a sensor then the sensor is only
scanned in the time intervals defined by the schedule.

e If you have selected a schedule for a notification then the
notification is only triggered during the time intervals defined by
the schedule.

Selecting Notifications and Latencies for
Groups, Servers and Sensors

Notifications as well as latencies can be selected for groups, servers and sensors.
For servers and sensors you can choose to use the parent object’s settings.

This way you can change the notification and latency settings for several servers
and/or sensors by simply changing the group’s settings. To use this inheritance
simply check the “User Group Settings” or “User Server Settings” checkbox of a
Server or sensor.

Deselect this checkbox to select individual notifications for a server (or sensor).

Adding and Editing Notifications

To edit your notifications please access your “My Account” page (See
“Accessing Your Account™).

@ IPCheck Server Monitor ETPAESSLER
! % o = support @paessler.com | Logout

court | Administration | Add Group | Add Server | fdd &

My Account "Administrator"

Settings

Please remember thet for many administration tasks you must use the IPCheck Control Panel. You can find it in the Windows
Control Panel or in the Start Menu (IPCheck Server Monitor Group)

ADMIN OHLY: Manage and view user accourts

Edlit vour personal datas (acdress, email report scheduls, time zone, lstencies stc.)
Change your lagin passwird

Automatically scan your network for aveilalle servers and sensors

HNotifications

IPCheck Control Panel

Hotifications offer various methods by which you are nofified when a sensor has reached a certain threshold (i.e., Tailure, warning, timeowt, success, ete). After
creating notifications here you can select them onthe sensor settings pages

Send Email to support@paessler.com Eciit Test Pause Delete

4 another nofification | [ Show cross reference of letencies and notificationes

Schedules

Using Schedules you can pause monitoring for Groups, Servers or Sensors based on fime and day of wesk. ¥ou can also pause the delivery of Notifications. After
creating schedules here you can select them on the respective seftings pages

Click here to add a new schedule

IPCheck Senver hianitor 5.4.0 752 hukiuser Edition (10 Users) - Server Time: 05.02 2007 16:24:10 @ Copyright 18953007 Paessler AG

Under the Notifications heading you will see a list of your notifications.

e To add a new notification, click the Add another notification
option.
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e To edit a notification select the Edit Link next to the notification
that you would like to change.

This will open the Notification Data Window.

Edit Data for Notification "Notification1"

Basic Data

hame

Comments

Status

Schedule

Dependency

Motification Repesat (Cn
Escalations)

The settings are:

Email

Matification

‘ = & Enter any information text here

Pauzed

Mot Active W

Set this to 'Paused’ if vou want to temporarily dizable thiz abje:
and all dependent objects (e.g. if this is a Server then all
Senzors of thiz Senverwill alzo be dizablad)

Select a schedule for this object

Do not zend notifications if this sensoris not UP. Choose a

Mone | sengorwith short interval and short timeout!

If a failing sensor iz down for an extended time and triggers an

0 escalation the notifications can be sent only once or repeatadl
eveny few minutes. Please enter the repetition interval (in
minutes) or enter "0" for no repetition.

e Basic Data

Name—enter a name for the notification
Comments—enter a description for the notification

Status—use the drop-down menu to select the state of the
notification. Options include Active and Paused

Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down
menu you can select from the defined schedules.

Dependency—use the drop-down menu to select a sensor to
depend on. If this sensor is down no notifications will be sent
(e.g. it does not make sense to send a notification if a server
somewhere in the Internet cannot be reached simply because
your DSL line is down). (See “Managing Dependencies”).

Motification Status

To Address

Message Subject

Message Body

Friority

Active ¥

[IPCheck] %eserver Yoname Yastatus ed

Select 'Paused' if you dont't want to get notified using this
motification typs (i.e. Email, SMS, 1CG), You can also disable this
motification completely iF you set "Notifzation Status' to Paused in
the 'Basic Data' section

Recipient addrass(es) (SMTP) of the Email notification. You can
supply multiple recepients by separating the addresses with comma
(93]

See Message Body belows for available placeholders

The following changs in network status was observe:

This is IPCheck Server Moritor running at %home A

Aualable placeholders: usrmame, %group, %server, %name
(sensor name), Sbstatus, Shdown, Fodate, Shlime, %msg, %

location, %lastgaod, Sblactal, Selastest, Soettings, Jtrace

Date/Time:  %date, %time hd
>
Highest
e E-Mail

e Note: E-Mail notifications are only available if an SMTP
server is set in the Admin Control Panel by the system
administrator (see”Using the Control Panel”).

e Notification Status—use the drop-down menu to select the
state of the email notification (Active or Paused)

e To Address—Enter the email address where the notification
will be sent. To send the email to multiple addresses simply
enter all addresses separated by a comma ","

e Message Subject and Message Body—Enter the subject and

the message body of the notification. This message can include
basic text as well as IPCheck Server Monitor Custom Message
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Tags. These tags allow you to include detailed environmental
information. For more information, see “Notification Message
Tags”.

e  Priority—Use the drop-down to select the priority of this
message. Options include: Highest, High, Normal, Low,

Lowest.
SMS and Pagers
Select 'Paused' if you dont't want to get notified using this
; " notification type (i.e. Email, SMS, 1CQ). You can alsa disable this
v
Motiication Status Active notification completely if you set Motification Status te ‘Paused in
the Basic Data' section
Country Code
i SME/Pager number of the recipient(s), You can supply multiple
lumbet © " g ir
vecepients by separating the numbers with comma ()
Awailable placeholders: Stusrname, %group, Fserver, %name
Message (sensor name), Tstatus, Y%down, Y%date, %time, $msg, %

location, 96lastgood, lastfail, 96lasttest, Ssettings, trace

e  SMS/Pager

e Note: SMS/Pager notifications are only available if an SMS
server is set in the Admin Control Panel by the system
administrator (see””).

e Notification Status—use the drop-down menu to select the
state of the email notification. Options include Active and
Paused

e  Country Code—enter the country Code of the mobile
phone/pager number (e.g. "1" for USA, "33" for UK, "49" for
Germany etc.)

e Number—enter the mobile phone/pager number (without a
leading "0")

e Message—Enter the message text of the notification. This
message can include basic text as well as IPCheck Server
Monitor Custom Message Tags. These tags allow you to
include detailed environmental information. For more
information, see “Notification Message Tags”.

Ico

Select Paused' F you dontt wank to gt notified using this
notification bype (i.e. Email, SMS, 1CG). You can also disable this
niotification completely iF you set MNotification Stahus' to 'Paused’in
the 'Basic Data' section

Motification Status Artive %

CQ#

Message Placehalders enabled (see EMail Motification)

o ICQ

e Note: ICQ notifications are only available if an ICQ account is
set in the Admin Control Panel by the system administrator
(see”’Using the Control Panel”).

e Notification Status—use the drop-down to specify the status
of the ICQ notification. Options include: Active (ICQ
notification is on) and Paused (ICQ notification is turned
off).

o ICQ#—Enter the ICQ number to send the message to

e  Message—Enter the message text of the notification. This
message can include basic text as well as IPCheck Server
Monitor Custom Message Tags. These tags allow you to
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include detailed environmental information. For more
information, see “Notification Message Tags”.

MNetwork Broadcast {NET SEND)

select 'Paused’ if you dont't want to get notified

T using this notification type. You can also disable

Motification Status |Act\ve - Send Netwaork Broadcast (MET SEND) J this motification complately if you set ‘Notification
Status' to 'Paused’ in the 'Basic Dats' section

Enter the login name of the user to send the
User I et
[IPCheck] %server %name %status %down (%msg) (by =]
f o
IPCheck Server Monitor running at %home) Available placeholders: %usmame, %graup, %
Message server, %namelsensar name), Sctatus, Shdown, %

date, %time, %msg, Blocation, %lastgood, %
lastisil, %lasttest, Ssettings, Strace

=

e Network Broadcast (NET SEND)

e  Use this notification to send a message across your LAN using
the Windows Messenger Service

e  User—Enter the login name of the user to send the message to
or enter the Active Directory domain name to send to all users
of the domain, or enter * to send to all users.

e  Message—Enter the message text of the notification. This
message can include basic text as well as IPCheck Server
Monitor Custom Message Tags. These tags allow you to
include detailed environmental information. For more
information, see the Notification Message Tags Section.

Play Sound {.WAY File)

Select 'Paused' if you dont't want to get notified using
S |Ar:twe—Play5nund (WA Filg) j this natification type. You can also disable this

natification completely if you set 'Notification Status' ta
‘paused’ in the 'Basic Data' section

Seledt a file from the drop dawn box, Iterns shown are
Sound File Mone vl sll ".wsw' files from the 'wav' subdirectory in your
IPCheck installation directory

e Play Sound

e Sound File—Select a sound that is to be played when this
notification is executed. Items shown are all '.wav' files from
the 'wav' subdirectory in your IPCheck installation directory. If
you place new WAV files into this directory you must restart
the IPCheck web server service to show them here.

Execute Program

Select 'Paused’ if you dont't want to get notified using
. - = this netification type. You can alse dizable this
Notification Status IA':WE Execute Program J notification cornpletaly if you set 'Notification Status' to
‘Paused’ in the 'Basic Data' section

Enter the full path to an executable file

Program File I (*.exe, ¥ emnd, ¥ bat,... )

Enter any cornmand line parameters for the exacutable

Parameters | file, Placeholdars enabled (see EMail Hotification)

e Execute Program

e Program File—Enter the full path to the executable file (EXE,
CMD, BAT, etc.) on the machine running the IPCheck service,
for example c:\adirectory\afile.exe

e Parameters—Enter the text you want to hand over to the
executable as command line parameters. This message can
include basic text as well as IPCheck Server Monitor Custom
Message Tags. These tags allow you to include detailed
environmental information. For more information, see the
Notification Message Tags Section.
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HTTP Request

Select'Paused' if vou dont't want to get notified using this
A F!ﬂ notification type (i.e. Email, SM%, ICQ). You can also dizable
potEatioptaths Paused this notification completely if you set 'Motification Status' to
'Pauszed' in the 'Basic Data' section

LRL Enter a walid URL. Placeholders enabled for GET parameters
(zee Ehail Notification)

Enter any POST parameters forthe HTTP request. Le ave this

Postdata empty for a GET request. Placeholdars enabled (zee EMail
Matification)

e HTTP Request

e URL—Please enter the URL which should be requested (e.g.
http://myloggingserver?event=%server %name Y%status)

e POSTDATA—Only enter data here if you want to perform a
POST request (placeholders enabled)

Event Log Entry

Select'Paused if vou donttwant to get notified using this
Notification Status Active notification type i.e. Email, SMS, ICQ). You can also disable

this notification completely if vou set'Hotification Status' to
'Paused in the 'Basic Data' section

Enter a name forthe 'Source’ field of the Event Log entry to be

Evert Source IPCheck
generated
Event Type Error b Select the type of the ewvent log entry.
Enteryour message text forthe event log entry hera,
Eceriflagiiess=o2 SR PANETIR RE TR mm (s Flacehalders enabled (see EMail Notification)
e Event Log

o Event Source: Please enter the name that will be generated as
"Source" in the Event Log entry.

e Event Type: Select the type of the Event Log entry: Error,
Warning, Information.

e Event Log Message: Enter the message that will be shown in
the Event Log entry. You may use IPCheck's message tags
(see "Notification Message Tags").

e Note: Event Log Entry Notification is disabled by default.

Once you have entered all of the appropriate information click the OK Button to
save the notification.

Deleting Notifications

To manage your notifications please access your “My Account” page (See
“Accessing Your Account”).

Under the Notifications heading you will see a list of your notifications.

Notifications

Hotifications offer various methods by which you are notified when a sensor has reached a certain threshold {i.e., failure, warning, timeout,
success, etc,), After creating notifications here you can select them on the sensor settings pages.

Send Email to dirk@paessler.com Edit Test Pause Delete

Add another notification

Show cross reference of latencies and notifications

e  Click the Delete link of the notification you want to delete
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This will open the Delete Object Window.
Delete Object

Confirmation

Do you really want to delete this object: @ Meldungl

Cancel ] [ I,

e  (lick the OK Button to delete the notification

e  Click the Cancel Button if you decide not to delete the
notification. This will return you to the My Account Window.

Note: You cannot undelete a notification.

Pausing/Resuming Notifications

To edit your notifications please access your “My Account” page (See
“Accessing Your Account”). Under the Notifications heading you will see a list
of your notifications.

Click the Pause/Resume link of a notification in the list to enable or disable an
existing notification.

Testing Notifications

To test a notification please access your “My Account” page (See “Accessing
Your Account”). Under the Notifications heading you will see a list of your
notifications.

Click the Test link of a notification and you should receive the notification’s
message in a few seconds.

Cross Reference of Notifications and Latencies

Right below the list of notifications on your My Account page there is a link
Show Notification Cross Reference. Click this link to see a table with all
sensors from top to bottom and their configured probes, intervals, latencies,
notifications, schedule and dependencies from left to right. This is very useful
when setting up alarm handling for many sensors.

Notification Message Tags

IPCheck Server Monitor supports a number of placeholders that you can use to
add environmental property data to your notification messages. These tags
include:

e %home: The URL of the web interface of IPCheck Server Monitor
o %date, %time: Date and time

e %usrname: Current username

e %group: Current group of servers

e %server: Current server

e %name: Current sensor

e  Y%status: Current status of the sensor
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e %down: For UP messages this contains the downtime (e.g.
"downtime=3h2m")

e %msg: Current result message of the sensor

e  %]location: Location of the current server

e %lastgood: Date and time of last good request
e  %]lastfail: Date and time of last failed request
e  %]lasttest: Date and time of last request

e  Y%settings: Settings of this sensor

e %trace: Adds a traceroute to the server's IP address (Note: Since
the creation of the trace route data can take up to several minutes
the email will be delayed with this setting)

These tags are placed in the Message Sections of the Notification Details
Window when setting up or editing a notification.

Managing Dependencies

Using “dependencies” you can pause the monitoring of sensors or the sending of
notifications based on the status of another sensor to avoid false alarms and
incorrect recording of downtimes.

If you — for example — monitor servers over a leased line then it makes no sense
to send monitoring requests to the servers if the leased line is down since
IPCheck can’t even reach the servers. The idea is to monitor the availability of
the leased line and then pause monitoring of the servers if the leased line is not
available at all.

In our example you would set up a short-intervalled PING sensor to monitor the
first hop behind the leased line. Then select this sensor as dependency for the
sensors that monitor servers behind the leased line.

This way you will not be notified of server downtimes if actually the leased line
goes down, also no downtime will be recorded for the servers’ sensors.

Dependency Concept

Dependencies can be selected for groups, servers and sensors (to pause
monitoring) as well as for notifications (to mute notification messages).

Choosing dependencies should be done with great caution as it can
completely knock out your monitoring if not used correctly!

Here are some tips:

e Sensors used a dependency should be very simple sensors (e.g.
PINGs) with short intervalls (much shorter than the dependent
sensors) and with short timeouts.

e  To monitor the availability of leased lines monitoring the first hop
behind the line is a good idea. Use the “tracert” command to find
out the IP of this first hop.

e  Make sure you set reliable notifications for the sensors that you
will use as dependency so you will be notified about the fact that
IPCheck can’t monitor your other sensors!

¢ You must make sure that you do not configure loops into your
dependencies by making two groups/servers/sensors dependent on
each other, then both sensors will never be “unpaused”.
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e Dependencies can be cascaded

Dependency Example

For example: IPCheck Server Monitor is running on a server that is connected to
the Internet via a DSL line. It monitors three sensors on a webserver in a
commercial hosting center across this DSL line.

It is recommended to set up a PING sensor for a hop en route to the server (e.g.
the first after the DSL line) with an interval of 15 seconds and a timeout of 5
seconds. This will be your dependency sensor.

Now you can set up e.g. the three sensors for the remote server (e.g. SMTP,
POP3 and HTTP) with 60 seconds interval and the PING sensor created above as
the dependency.

As soon as the PING sensor goes into WARNING or DOWN state, the
monitoring for the webserver will be paused and will later be resumed when the
PING sensor returns to UP status.

This is only a sample, for your configuration other concepts can be useful. You
can use any type of sensor as the dependency sensor!

Using Tracert to Find Out Hop IP Addresses

To find out the IP adresses of hops between the machine running IPCheck and a
server you want to monitor run the “tracert (yourservername)” command on the
machine running IPCheck:

C:\ >tracert www.paessler.com
Trace route to www.paessler.com [72.3.142.92] with max. 30 hops:
1 <1l ms <1l ms <l ms 10.0.0.1
2 2 ms 1 ms 1 ms hp7.paessler.com [81.17.107.145]
3 7 ms 8 ms 8 ms 82.149.64.153
4 9 ms 8 ms 8 ms 212.123.97.101
5 9 ms 8 ms 8 ms [134.222.107.21]
6 12 ms 11 ms 12 ms [134.222.228.69]
7 13 ms 12 ms 20 ms [134.222.227.134]
8 12 ms 11 ms 11 ms [80.81.192.125]
9 26 ms 26 ms 26 ms 151.164.41.96
(...)

Choose one of the hops to monitor. Often it is a good idea to talk to your
provider which IP address is a good choice.

Group, Server and Sensor Dependencies

For groups, servers and sensors you can choose a dependency by selecting an
item from the “dependency” dropdown. For groups all associated servers and for
servers all associated sensors will inherit this dependency.

If a dependency is selected the sensor (or all sensors of the group or the server)
will enter a PAUSED status (blue) as soon as the dependency sensor is not UP
(green) and will not be monitored until the dependency sensor returns to the UP
status.

This means that monitoring will be paused if the dependency sensor is in
DOWN, WARNING or PAUSED state! This also the case if the dependency
sensor is paused due to a schedule.

Notification Dependencies

For each notification you can select a sensor for the notification to depend on. If
this sensor is down, no messages for this notification will be sent.
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Admin Dependencies

In the Admin's settings in the webinterface (click My Account and My Settings)
you can select two sensors. If either one of the two sensors is not UP (PAUSED,

WARNING or DOWN) all monitoring if the IPCheck installation will be paused
completely.

Managing Schedules

Using so-called schedules you can enable and disable monitoring (for groups,
servers, sensors) or the delivery of notifications based on the time of day and/or
the day of the week.

This can be used, for e.g. to pause monitoring during the night or to avoid
receiving notifications, for example, on the weekend.

Editing Schedules

To edit your schedules please access your “My Account” page (See “Accessing
Your Account”). Under the Schedules heading you will see a list of your
schedules. Clicking on the Add another schedule link opens the schedule dialog
to create a new schedule, or click the Edit link to edit an existing schedule.

Edit Data for Schedule "Schedule1™

Basic Data
Iame Schedulet
Comments ‘ * & Enter any information text here
Set this to 'Paused' if vou want to temporarily
Status dizable this object and all dependent objects
Pauzed (e.g. if this is a Senver then all Senszors of this
Senverwill also be dizabled)
Schedule Data

)
%)
=
3

m 7 =] &l =] & & w7 .Chet:,l.(a?ofif}rﬁuwant?héttheschadule

Here, the specific days and times to be monitored (or notified) can be selected. A
schedule can be appointed to a group, a server, sensors, and notifications.

To edit the schedule you can select the individual checkboxes or click directly on
the buttons to revert the selection.

If a schedule is activated for a notification, this will show up by marking the
notification as “paused” during off times. Although notifications will not be sent
at these times, the logged information is available as soon as the scheduled status
changes to active again.
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Pausing/Resuming Schedules

To edit your schedules please access your “My Account” page (See “Accessing
Your Account”). Under the Schedules heading you will see a list of your
schedules.

Click the Pause/Resume link of a schedule in the list to enable or disable an
existing schedule.

Deleting Schedules

To delete a schedule please access your “My Account” page (See “Accessing
Your Account”). Under the Schedules heading you will see a list of your
schedules.

Click the Delete link of a schedule in the list to delete it.
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Sensor Types in Detail

Information that applies to all sensors

IPCheck Server Monitor offers a wide range of sensor types to monitor many
different aspects of a network device. When creating and editing sensors there
are special parameters for each sensor type and there are also some parameters
that are available for all sensors.

The following parameters are common to all sensors:

e Associated Server—use the drop-down menu to select a server to
which to attach this sensor

e Name—enter a descriptive name for the sensor

e Comments—enter a description for the sensor (i.e., what it does or
when it will check)

e Status—use the drop-down menu to set the status of the sensor
(Active or Paused)

e Dependency—You can pause this sensor if a sensor of another
server is not UP. Choose the dependency sensor from the
dropdown list. Do not choose the current sensor itself and avoid
circular dependencies. Use with caution. See “Managing
Dependencies”.

e Schedule — allows you to select a schedule defined under My
Account (See “Managing Schedules”). From the drop-down menu
you can select from the defined schedules.

e  Probe — If the admin has set up more than one remote probe you
can select one or more probes from the list to monitor a server or
service from various locations (see “Multi Location Monitoring
Using Remote Probes™).

e Interval—use the drop-down menu to select an available interval.

e Latencies - "Latencies" are used to defer notifications after
warnings or errors have occurred. You can set latencies on group,
server and sensor level. The latencies for warnings, errors and
escalations can be set individually. Choose “Use Group Settings” if
you want this server to use the latency settings of the associated
group or choose the latencies for this server individually. See
“Managing Notifications, Latencies and Dependencies” for more
information.

e Notifications - "Notifications" are used to send alarms when
warnings or errors occur. You can set notifications for groups,
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servers and sensors. Choose “Use Group Settings” if you want this
server to use the notifications of the associated group or choose the
notifications for this server individually. See “Managing
Notifications, Latencies and Dependencies” for more information.

Most sensors also have one or more of the following common parameters:

e Timeout—specify a time (in seconds) when the sensor should stop
trying to accomplish its objective and send a failure notification

e  Warning level—specify a time (in seconds) when the response
time of the sensor should generate a warning notification. If you
have the On Warning Notification set to active, this will
determine when the notification is sent.

Please check the following sections for details on the technology of the various
sensor types and for details on the individual parameters.

Basic Sensors

The basic sensors are the fundamental monitoring tools. They are sufficient to
get a good overview of a network.

PING Sensor

Sending a PING to a server is the most basic and oldest network diagnostic tool.
The name comes from the sound that an underwater sonar makes.

To test the availability of a PING sensor IPCheck Server Monitor sends an
ICMP packet to the ECHO REPLY port of a server and waits for a result. Only if
the returned packet still has the same data content the sensor's result is ok.

What it means when the PING sensor is up

When this sensor shows an UP state for a server then you know that the
connection to a server is available, the server is running and is able to accept and
send network packets. But this does not mean that services running on this server
are running ok. PINGs are just a very basic diagnostic tool to check network
availability.

What it means when the PING sensor is down

There are numerous reasons for a PING sensor to fail, the most common one is
that the sent packet either did not reach the server or the returning packet was not
delivered back to the machine running IPCheck Server Monitor. This can be
caused by connection problems (line or router failures), routing problems, or
simply because a firewall between the server and the monitoring machine has
rejected the packet because PINGs are not allowed by the firewall's rules.

Note: When monitoring a remote server a small amount of lost PINGs (1-2%)
should usually not be considered harmful.

PORT Sensor

The PORT sensor simply tries to connect to a server on a specific port number.
If the server accepts the request to open the port IPCheck Server Monitor closes
the port and regards this sensor as UP. Parameters include:

e PORT—the port number of the service you want to monitor (see
below)

Using PORT sensors it is possible to check the basic availability of any TCP
service by trying to connect to its port.
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Since the PORT sensor does not check whether the server reacts according to
any protocols defined for a service it is recommended to use protocol based
sensors whenever possible (e.g. by using the various other sensors included with
[PCheck Server Monitor or by creating your own using the CUSTOM sensors).
There are several services that still accept requests even though they do not send
back correct information when they fail.

Some ports have numbers that are preassigned to them by the IANA for specific
services (e.g. port 80 is usually used for HTTP traffic in the World Wide Web),
and these are known as well-known ports (specified in RFC 1700).

Here is a list of well-known ports:

e 7 ECHO (used for PING)

e 20 FTP -- Data

e 21 FTP -- Control

e 22 SSH Remote Login Protocol

e 23 Telnet
e 25 Simple Mail Transfer Protocol (SMTP)
e 37 Time

e 42 Host Name Server (Nameserv)

e 43 Whols

e 53 Domain Name System (DNS)

e 69 Trivial File Transfer Protocol (TFTP)
e 70 Gopher Services

e 79 Finger

e B0HTTP

e 103 X.400 Standard

e 108 SNA Gateway Access Server

e 109 POP2

e 110POP3

e 115 Simple File Transfer Protocol (SFTP)
e 118 SQL Services

e 119 Newsgroup (NNTP)

e 137 NetBIOS Name Service

e 139 NetBIOS Datagram Service

e 143 Interim Mail Access Protocol (IMAP)
e 150 NetBIOS Session Service

e 156 SQL Server

e 161 SNMP

e 179 Border Gateway Protocol (BGP)

e 194 Internet Relay Chat (IRC)

e 197 Directory Location Service (DLS)

e 389 Lightweight Directory Access Protocol (LDAP)
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e 396 Novell Netware over IP

e 443 HTTPS

e 444 Simple Network Paging Protocol (SNPP)
e 445 Microsoft-DS

o 458 Apple QuickTime

e 546 DHCP Client

e 547 DHCP Server

e 1080 Socks

For more information on port numbers please check RFC 1700:
http://www.ietf.org/rfc/rfc1700.txt?number=1700

What it means when the PORT sensor is up

When monitoring a service using the PORT sensor an UP status only says that
the service is reachable and that it accepts connection attempts. In most cases
this also means that the service is running correctly. But it is also possible that
the service does not send back any correct information. So try to use protocol
based sensors whenever possible.

What it means when the PORT sensor is down

When monitoring a service using the PORT sensor a DOWN status means that
the service is not working at all or can not be reached because of network
connectivity problems.

HTTP Sensor

The HTTP protocol (Hypertext Transfer Protocol) is most commonly used for
the World Wide Web. Web browsers request webpages, graphics, etc. from
webservers using this protocol. Parameters include:

e URL—the URL address of the webpage to monitor (including the
leading http://)

e  Mode—the HTTP request mode to use (GET, POST, HEAD)

e POSTDATA—the data part when using the POST method

For simple web pages simply enter the URL (with http:// at the beginning) and
keep the default mode selection of GET.

If you want to monitor a URL for a POST form you must select the POST
method and enter the POSTDATA.

The HEAD method only requests the HTTP header from the server without the
actual webpage. Although this saves bandwidth because less data is transferred it
is not recommended because the measured request time is not the one
experienced by your users and you might not be notified for slow results or
timeouts.

Note 1: If your network requires a proxy to be used for HTTP requests or the
URL requires authentication you must use the HTTP Advanced Sensor.

Note 2: You can set the useragent string by setting the following registry key
(you may need to create a new string value “useragent™):

Localmachine\Software\Paessler\IPCheck\useragent
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Bandwidth Issues

Important: Keep in mind that the HTTP sensor can create substantial bandwidth
load because it is one of the sensors that transfers many bytes per requests
(sometimes 1000 times more that a simple ping). So choosing a URL that only
gives a small HTML page in return is recommended if you have to pay for the
bandwidth (either for your connection or for your webserver). This is of course
not a major problem in most LANs and Intranets, but bandwidth usage should
always be monitored.

Remember: Requesting a 25kb web page with an interval of one minute creates a
traffic of 36 MB per day or more than one Gigabyte per month!

Website Traffic/Logfile Analysis Issues

Also keep in mind that the monitoring requests will show up in your webserver
log analysis (one month of monitoring with one minute interval will create
43.200 requests). You should filter out the requests from IPCheck Server
Monitor when analyzing log files. Filtering can be done based on the IP address
of the server running IPCheck Server Monitor, on the browser agent:

Mozilla/5.0 (compatible; IPCheck Server Monitor 5
(www.paessler.com); Windows)

or the one you set yourself in the registry or by using a special URL on the
server for monitoring and filtering out the requests for this URL.

What it means when the HTTP sensor is up

The UP status of an HTTP sensor means that the webserver delivers an HTTP
result that is correct according to the HTTP protocol and that the URL is
available. This means that the webserver software is up and running, but you do
not know whether the results are correct, e.g. the webpage can contain error
messages. So you don't know whether the CGI scripts, etc. work correctly or
whether, e.g. the database of the webserver is ok. It is recommended to also
check the content of a webpage by using the HTTP Advanced Sensor instead of
the simple HTTP sensor for added reliability.

What it means when the HTTP sensor is down

There are numerous reasons for an HTTP sensor to fail. Besides normal
connectivity problems the most common problems are internal server errors
(error code 50x) and problems caused by an incorrect URL (error code 404, page
not found).

Advanced Sensors

Using the advanced sensors a webserver/website can be monitored very closely.

HTTP Advanced Sensor

This sensor is an extended version of the HTTP sensor (see above) and should be
the preferred sensor for website monitoring.

It adds content checking, authentication, and proxy settings or can even notify
the user when a webpage is changed. Using this sensor a website/webpage can
be monitored for many more aspects than by only using the basic HTTP sensor.

For example it is a good idea to monitor the content of a webpage for error
messages that could show up on a webpage in case the database or script engine
has problems (e.g. enter "error" in the Response may not include field).
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Another good idea for scripted webpages is to monitor that the "</htmI>" tag is
always a part of the result. Many script languages stop processing a scripted
webpage upon errors and thus this HTML code is not delivered to the client. Or
put a special code in your footers (e.g. "<!-—PAGEEND-->") and monitor for
this string to make sure the webpages are delivered completely. There are many
more options of course...

All additional parameters of this sensor are optional (see the HTTP sensor for the
other parameters):

o Response must include—If the resulting HTML does not contain
this string, this is considered an error and can trigger a notification.

¢ Response may not include—If this string is found in the resulting
HTML, this is considered an error and can trigger a notification.

e  Monitor content change—Check this option if you want to
monitor any content changes (checksum based). This can be
combined with an 'On Change' notification to notify the user when
the resulting webpage changes.

e Limit download (kb)—Enter a maximum amount of data
transferred per request. Attention: The content check option is
maybe inaccurate when you use a download limit

e User—Enter a login name here if the monitored URL is protected
with basic authentication

e Password—Enter a password here if the monitored URL is
protected with basic authentication

e  Proxy—If your network requires a proxy to be used for HTTP
requests (Note: it is recommended NOT to use proxies for
monitoring because when a request fails IPCheck Server Monitor
does not know whether the proxy failed or the monitored server)

o Name—IP-address or DNS name of the proxy server

e  Port—the port of the proxy server

e  User—optional username needed to access the proxy

e Password—optional password needed to access the proxy

e On Change—Select a notification that should be triggered when
the HTTP result of the URL changes (enable monitor content
change above!)

Note 2: You can set the useragent string by setting the following registry key
(you may need to create a new string value “useragent”):

Localmachine\Software\Paessler\IPCheck\useragent

What it means when the HTTP Advanced Sensor is up

With a good configuration the HTTP advanced sensor is a very reliable uptime
sensor. If your website has a shopping cart or other multi URL processes only
the HTTP transaction sensor will give more reliability.

What it means when the HTTP Advanced Sensor is down

When this sensor shows a DOWN status depending on the configuration there
are many possible reasons. The best way to find out the specific problem is to
look at the result string shown by IPCheck Server Monitor.
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HTTP Transaction Sensor

This sensor is a complement to the basic HTTP sensor and the HTTP advanced
sensor. It can monitor a sequence of up to 10 URLs for availability and turn
around time.

The most common use for a transaction sensor is to monitor the shopping
process on a webpage, i.e. visiting the homepage, selecting a product, putting it
into the shopping cart, and checking out. For this process you should define a
maximum time for each request and for the whole sequence to complete.

Please see the two other HTTP sensors for the common parameters and other
information. Parameters include:

e Timeout—If the complete transaction (i.e. completing all URLs
you enter below) takes longer than this value the request is aborted
and you get an error message. If two consecutive requests will fail
(for whatever reason) the sensor enters a 'Down' state.

e  Warning-Level—If the complete transaction (i.e. completing all
URLs you enter below) takes longer than this value the sensor
enters a 'Warning' state.

e Single URL Timeout—If the reply of a single transaction step (i.e.
one URL) takes longer than this value the request is aborted and
you get an error message.

e Use Cookies—Enable this option if cookies received from the
server should be resent for subsequent requests.

e Transaction URL #1 to #10—Enter the URLs of the sequence you
want to monitor

Note 2: You can set the useragent string by setting the following registry key
(you may need to create a new string value “useragent™):

Localmachine\Software\Paessler\IPCheck\useragent

What it means when the HTTP Transaction Sensor is up
Rest easy, your e-commerce website is in good shape.

What it means when the HTTP Transaction Sensor is
down

Reasons for this sensor to fail are connectivity issues, failed single requests, or
timeouts for a single request or the complete sequence.

Protocol Sensors

These sensors, that each monitors a specific Internet protocol, are used to ensure
the availability of DNS servers, mail servers, and FTP servers.

DNS Sensor

The DNS (Domain Name System or Service) is an Internet service that translates
domain names (which are easier for humans to remember) into IP addresses
(which computer use to address each other). Every time you use a domain name,
therefore, a DNS service must translate the name into the corresponding IP
address. For example, the domain name www.paessler.com might translate to
62.146.51.168.

The DNS sensor sends a request to resolve a specific domain name to an IP
address to the server it is associated with. This is useful e.g. to ensure that a
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company's web server address can be resolved by the outside world or to check a
DNS server in a LAN for availability.

Note: The Server associated with this sensor has to be a DNS server and not the
domain name of the server you want to monitor.

If you only enter the domain name IPCheck Server Monitor will only check
whether the name is resolved to an IP address at all (which simply means that the
DNS server works correctly and the domain name is valid). If you also enter an
IP address the resolved IP address will be compared to this and the sensor will
show an error when the two addresses are different. Parameters include:

e Domain—enter the domain name to look up (e.g.
WWW.yourcompany.com)

e IP—optionally enter an IP address to compare the result with

What it means when the DNS Sensor is up

When the DNS sensor shows an UP state then the DNS server is working and it
is giving back an IP address to a domain name.

What it means when the DNS Sensor is down

There are four possible reasons for this sensor to fail: The DNS server cannot be
reached, it did not react according to the protocol, the domain name was invalid
and could not be resolved, or the optional IP address is different from the IP
resolved by the server.

SMTP Sensor

SMTP (Short for Simple Mail Transfer Protocol) is the basic protocol for
sending e-mail messages between mail servers over the Internet. Whenever you
send or receive an e-mail it is transferred using this protocol.

The SMTP sensor of IPCheck Server Monitor supports monitoring on three
levels:

e HELO: The SMTP server is contacted and a few bytes of
communication are transferred according to the protocol definition
and then cancels the connection. This ensures that the server is
accepting requests and answers according to the protocol.

e RCPT: Additionally IPCheck Server Monitor tries to begin
delivering an email to a given email address and then cancels the
connection. This checks whether the email server actually accepts
mails to this address at all.

e DATA: Additionally IPCheck Server Monitor sends a complete
email to a given email address and finishes the communication.
This most thoroughly checks if the mail server accepts and
processes the email but on the other hand the recipient will get an
email with each check (!), so this should only be used for
debugging purposes.

Parameters include:

e PORT—the port number of the mail service you want to monitor
(usually port 25)

e  Monitoring Level—The level of monitoring (see above)

e Helo Ident—For some mail servers the HELO ident must be the
valid principal host domain name for the client host (i.e. the
machine running IPCheck Server Monitor)
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e  From—Sender ('From:' part) of the mail
o  To—Recipient(s) ('To:' part) of the mail
e  Topic—'Subject:' part of the mail

e  Content—Body of the mail

What it means when the SMTP Sensor is up

Depending on the monitoring level you chose an UP state means that the mail
server is accepting connections and is accepting mails for a specific address (see
above)

What it means when the SMTP Sensor sensor is down

Apart from connectivity problems a DOWN state of this sensor means that it
does not comply to the SMTP protocol, does not accept an email for the given
address, or refuses to accept the email. See the monitoring result string for
details.

POP3 Sensor

The POP3 protocol (Post Office Protocol version 3) is used to retrieve e-mail
from a mail server. Most e-mail applications use the POP protocol.

The POP3 sensor supports monitoring on four levels:

e  Connect: Just connect and send QUIT (checks whether server is
running and accepting connections attempts)

e USER: Send USER with the provided login (checks whether server
reacts according to protocol)

e PASS: Send PASS with the password for the user (checks whether
the given user can actually log in)

e STAT: Send a STAT command (checks whether user can retrieve
number of waiting emails)

Parameters include:

e PORT—the port number of the POP3 service you want to monitor
(usually port 110)

e  Monitoring Level—The level of monitoring (see above)
e  User—the username of the account to monitor

e Password—the password for this user

What it means when the POP3 Sensor is up

Depending on the monitoring level an UP state can have different meanings (see
above).

What it means when the POP3 Sensor is down

Apart from connectivity problems a DOWN state of this sensor means that it
does not comply to the POP3 protocol, does not accept the login of the given
user, or the user is not able to request the number of available mails. See the
monitoring result string for details.
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FTP Sensor

FTP (Short for File Transfer Protocol) is used on the Internet for exchanging
files (e.g. to upload content to a webpage or to download files from a server).

Like most other protocol sensors, the FTP sensor offers several monitoring
levels:

e  Connect: Just connect and send QUIT (checks whether the server is
running and accepting requests at all)

e USER: Send USER with the provided login (checks whether server
reacts according to protocol)

e PASS: Send PASS with the password for the user (checks whether
a user can actually log in)

Parameters include:

e PORT—the port number of the mail service you want to monitor
(usually port 21)

e  Monitoring Level—The level of monitoring (see above)
e  User—the username to log in with

e  Password—the password for this user

What it means when the FTP Sensor is up

Depending on the monitoring level an UP state can have different meanings (see
above).

What it means when the FTP Sensor is down

Apart from connectivity problems a DOWN state of this sensor means that it
does not comply with the FTP protocol or does not accept the login of the given
user. See the monitoring result string for details.

Custom Sensors

Using the custom sensors of IPCheck Server Monitor a lot of monitoring tasks
can be performed that go far beyond the standard sensor set.

With these highly customizable sensor types the user is able to create a very
specific monitoring — he can even create his very own sensors using VB Script
or any programming language.

Sample projects for Custom Sensors can be found in the IPCheck Server
Monitor installation directory and are available in the Knowledge Base on the
Paessler Website at www.paessler.com/support.

HTTP Content Sensor

This sensor requests a HTTP URL and parses the result for a value enclosed in
brackets "[value]".

The most common use is to monitor some value inside a webserver for validity.
For example if you have a script or CGI running on the web server that simply
publishes the free disk space of the server's hard disk or the current processor
usage you can actually monitor this value. Of course many other usage concepts
are possible.

Parameters include:

e Script URL—the URL of the webpage to request
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e  Minimum—the minimum valid value. If the value is below this
minimum the sensor will enter an error state.

o  Low—the low warning value. If the value is below this value the
sensor will enter a warning state.

e  High—the high warning value. If the value is above this value the
sensor will enter a warning state.

e  Maximum—the maximum valid value. If the value is above this
maximum the sensor will enter an error state.

Script Sensor

Using the script sensor it is possible to develop custom sensors using VBScript.
The script files must be stored on the server that runs IPCheck Server Monitor.

Please see the chapter "Technical Details for Script and TCP Script Custom
Sensors" on how to create your own sensors.

Parameters include:
e  Scriptfile—select one of the scripts stored on the server

e Datal, Data2, Data3—The values you enter here can be accessed
inside the script

o Indicator String—Enter an "Indicator" string here (e.g.
"Bandwidth", "Temperature" etc.) - for display purposes only

e  Unit String—Enter a "Unit" string here (e.g. "ms", "Kbyte" etc.) -
for display purposes only

TCP Script Sensor

Just like the normal script sensor, with the TCP script sensor you can develop
custom sensors using VBScript. The additional feature of the TCP script sensor
is that this sensor can execute a script with data communication with a server via
a TCP connection.

The script files must be stored on the server that runs IPCheck Server Monitor.

Please see the chapter "Technical Details for Script and TCP Script Custom
Sensors" on how to create your own sensors.

Parameters include:
e  Port—the port of the TCP connection
e Scriptfile—select one of the scripts stored on the server

e Datal, Data2, Data3—The values you enter here can be accessed
inside the script

e Indicator String—Enter an "Indicator" string here (e.g.
"Bandwidth", "Temperature" etc.) - for display purposes only

e  Unit String—Enter a "Unit" string here (e.g. "ms", "Kbyte" etc.) -
for display purposes only

Custom Sensor

The custom sensor actually executes a DLL or command line EXE to obtain a
monitoring value. This EXE/DLL can be developed with all programming
languages.
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SQL Server Sensors

Using the SQL Server sensors you can natively monitor the most used SQL
servers: MySQL, Microsoft SQL, and Oracle SQL. Basically, the sensors
monitor whether the database server process accepts and processes requests.
Additionally you can run a custom SQL command and check the return values.

IPCheck Server Monitor

Edit Data for MS SQL-Server Sensor "MS SQL-Server Sensor1"

Hierarchical Information

Associated server

Basic Data

Name: MS SQL-Server Sensor!
l:l Enter a list of comma seperated tags (case insensitive) for
Tags el
filtaring purposas

Comments |

+ Enter any information text hare
et this to 'Faused if you want to temporarily disable this object
Status and all dependent abjects (e.g. if this is a Server then all

Sensors of this Serverwil also be disabled)

Maks this sensor dependant an the UP status of another sensor,

Sepandens e I the selected sensor is not U (1. if it is DOWIN, WARNING of
P d paessier PAUSED) this sensors will be paused. Choose s senser with

sharter intervall and timeaut. Use with saution!

Schedule Mot Active Select a schedule for this abject

Probe Selection
Select a local of remate probe to monitor this sensor from.
Using Remote Frobes you can set up multi location monitoring
e 0o 0o (sxcapt for Fraeware Ediion). The admin can canfigure local
Cyele thraugh &l prabes acal Probe TEMOIE FISHE  and remate probes using the IPChack Contral Fanel
AppleLATTENTION: With 'Local System Sensors' selecting
MUMIE|e probes for 2 sensor can render the sensor results useless
Sensor Data
Interval Time bebuesn two checks

MS-SQL Specific Data

Instance Name Name of the M3 SOL Server Instance

Part 20000 This must mateh the port setting in your databas configuration
Leave ampty for the default part(1433) or dynamic port setting

DB/SQL Data

SALES Depending on your database engine, the name of the database

Datshase hame o the path (as seen from the db-engine) to the database file

User salesmanager Enter the user name forthe databass connection
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ES

Password Enter the password for the database connection
. Enter a singls valid SOL expression. When 2 cutser iz retumed,
SGL Expression SELECT SUhCAmount) FROM Gl only the first row will be fetohed
e Ched if your S0L statement (like SELECT statements) retums a
result set
Check Values
A the first row of your resut sst
SCL Stalement dossn't have result set: The checked valus is the
number of affected rows
[————— AEoo0 Sensor goes into eimor state If current valug is below this value.

Enter 1" ta disable the ched:

et v Linit Sensor goes into error state if current value is abovwe this value
il Enter'-1" to diszble the ched
Sensor goes into waming state if currant valug is balow this
Lol s value. Enter™1' to disable the che.
Sensor goes into waming state if current value is abowe this

Upper Warning Limit value. Enter™1' to disable the check

Latencies

"Lantensies! are used to defer notifisations atter warnings or
errors hawe oooured. You oan set latensies for groups, servers
and sensors. I you activate this option the latensy settings of
the associated senver are used for this sensor. To enter
individual settings for this senser pleass unehe ck this checkbox.

Use Server Settings

Motifications

"Notifications” are used to send alarms when warnings of errors
acour You can set notifications for groups, senvers and sensars
Enable this shedkdox to apply the notification settings from the
assuciated server, To enter individual settings for this sensor
please unshesk this checkbos

Use Server Seftings

IFCheck Serwer honitar .4.0.752 buhiuser Edition (10 Users) - Server Time: 03.02.2007 10:36:36 @ Copyright 1998-2007 Faessler AR

The following fields are particular to these sensors:
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e Database Name — in this field, the name of the database or the
path of the database can be entered in order to access the database
information.

e User and Password — provide the username and password to login
to the database.

e SQL Expression — provide an expression with which to fetch data.
When a cursor is returned, only the first row will be fetched.

e Result Set — check this checkbox if your SQL expression returns a
result set. Then the value of the first column of the first row of the
result set is used as value of the monitoring request (e.g. will be
compared to the limits). Otherwise the “number of affected rows”
is regarded to be the value of a monitoring request.

The sensors support the following server versions:

e  MS-SQL: SQL Server 2005, SQL Server 2000, SQL Server 7 and
MSDE (requires OLE DB installed on the machine running the
IPCheck Server and/or Remote Probe that accesses the server).
Enter MS-SQL specific data in the respective section.

MS-S0QL Specific Data

Inztance Mame

Port

e Instance Name — This holds the name of the instance if you
want to connect to a ‘named instance’, otherwise it remains
empty.

Note: Sometimes you see connection strings like
SQLSERVER\SQLINSTANCE in database clients. The first
part is the server name that was configured in the general
server settings. The second part is the instance name
mentioned here. Do NEVER enter the string in this form in the
instance field of the sensor setup page, only the second part
(and without the backslash)

e  Port — If your SQL Server runs the instance at a different static
port than 1433 you can enter the port number in this field. If
your SQL Server uses the default value of 1433 or is
configured for dynamic port setting then leave this field empty.

e  Oracle: Oracle 10g, 91, 8i and Oracle 7 (requires default TCP Port
Setting 1521). Enter Qracle Specific Data in the respective section.

Oracle Specific Data

Select'Oracle Client if you hawe an Oracle Client installed on

Interface ® saLNET(TCPR) O Cracle-Client(QCh) the localitemote probe computer and want to use advanced
features like 'Failover or'Load Balansing'

Onhy used for 'SQL-Net' connections. Then this must match the

Port 1521 port sstting in your database configuration

e Interface— Oracle offers 2 possibilities for connection to the
server, either via direct TCP/IP communication (SQL-NET) or
via the Oracle Client Interface (OCI). Select the one you want
to use for this sensor.

e  Port — With SQL-NET you have to supply the TCP/IP Port for
the connection in this Field. Usually the default value of 1521
is correct. With an OCI connection the setting of the port
property is ignored.
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e  MySQL: MySQL server 5.0, 4.1, 4.0 and 3.23.

WMI Sensors

WMI stands for “Windows Management Instrumentation” and is the latest
technology from Microsoft for monitoring and management of Windows based
systems. WMI allows to read out data for many Windows’ configuration
parameters as well as current system status values. Access can take place locally
or remotely via a network connection. WMI is based on COM and DCOM and is
integrated in Windows 2000, XP, 2003, and Vista. Add-ons are available for
Windows 9x and NT4.

WMI Sensor Types
There are five different WMI sensor types in IPCheck Server Monitor:

e  WMI CPU Load: This sensor type is used to monitor the
percentage of CPU loads.

e  WMI Disk Space: This sensor type is used to monitor the free disk
space on hard disk partitions.

e  WMI Memory: This sensor type is used to monitor the amount of
available RAM.

e  WMI Service: This sensor type is used to monitor the status of any
particular Windows service.

e WMI Query: This sensor type is used to monitor any user defined
WMI query. The user can define his own WMI scripts and run
them in order to get monitoring results.

All types are explained in detail in the following sections.

Creating a New WMI Sensor

Select the type of WMI sensor by marking the respective radio button. If you
want to monitor WMI sensors on a remote system (i.e. not on the machine
running the IPCheck probe service) you must supply the authentication data in
the respective fields at the bottom of the WMI sensor section.

VI Sensors

{E} W1 Query For general WHI queries
O WHICPU Load For CPU Lead wia WHI
{':,'l WHI Dizk Space For Dizk Space wia WHI
{:} W1 Memory For RAM Usage via WHI
) WK Service For Service Status via Wil
Server/Domain:
Lzer:
Pazzword:
Cancel ] [ Ok
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Basic Authentication Settings for all WMI
Sensors

In order to be able to monitor remote machines the WMI sensor needs an Active
Directory account or a system account on the monitored PC to get access to the
WMI interface.

The Login Data fields are used to provide authentication information in order to
connect properly to the machine to be monitored. Generally, when monitoring
local sensors (i.e. on the machine running the selected IPCheck probe) this
information is not required.

Hint: If you do not enter authentication data IPCheck will use the account that
the “ipcheckprobe” service runs under. By default this is the “local system”
account which enables IPCheck’s probe to access the WMI interface of the
machine it runs on. It may be a good idea to configure the account for the probe
service to an administrator account of your domain, then IPCheck would be able
to monitor all Windows systems of your domain using WMI without the need to
enter authentication data in the web interface.

Note: If you want to access a remote machine, the sensor’s parent server
configuration must reflect the target machine’s name in the DNS / IP address

entry!
Basic Data
Hame Serverd
Comments ‘ e
Status ’:::':'z
Dependency :Ncne lv': +
Schedule Mot Active |»| +
Server Data

DNS Mame (or IP

Addrezs)

Location = &

If the machine in case is part of a different domain, please also provide the
domain name in the respective field when adding the sensor.

WMI CPU Load Sensors

When creating a new WMI CPU Load sensor the program will automatically
scan for available processors either on the local machine or on a defined remote
machine. Select the cpu total or a specific processor id and it will return the CPU
load as a percentage.
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WMI Disk Space Sensors

When creating a new WMI Disk Space sensor the program will automatically
scan for available hard disk partitions either on the local machine or on a defined
remote machine. Select the desired partition and it will return the free disk space
of the respective partition in megabytes.

WMI Memory Sensor

The sensor will connect to the Random Access Memory WMI counter of the
specified machine and will return the amount of free memory in megabytes.
Beyond the authentication data fields, this sensor does not need any further
configuration.

WMI Service Sensor

When creating a new WMI Service sensor the program will automatically scan
for available services and display them in a drop-down list after a successful
scan. Select the desired service and it will return the status of the service.
Furthermore, if the “Restart Service” option is checked, the program will try to
restart the service if the same should stop for whatever reason.

WMI Query Sensors

Beyond the standard sensor settings, the WMI Query sensor includes the
following options:

WMI Query — This required field is to be used to define the valid expression for
the desired WMI query. Bear in mind that only a single return value can be
monitored; as such, selecting multiple fields in the provided expression will only
yield results for the first expression used (i.e. If the result contains more than one
row of data, only the first one is used).

Custom Indicator String — This field is for display purposes only and can
contain any alphanumeric entry allowing the user to discern what sort of query is
being monitored. Some examples could be “Bandwidth”, “Temperature”, etc.

Custom Unit String — This field is for display purposes only and is provided to
define a unit entry for the query in case. Some examples could be “ms”,
“Kbyte”, etc.

Further Information on WMI Counters

The following link provides further information as regards WMI in general:

http://msdn2.microsoft.com/en-us/library/ms811533.aspx

System Sensors (Local or Remote)

The System Sensors allow monitoring of several Windows specific system
parameters:

e Service Sensor: Monitors if an “NT service” is running on a
Windows system (Windows NT/2000/XP/2003)

e File Sensor: Monitors a file for existence, file size, or changes

e Disk Space Sensor: Checks available disk space of a disk drive
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Remote System Sensors

 Service Check if an NT-service is running on a remote machine
 File Monitor a local file for existence, filesize or changes

" Disk Space Check available disk space of a local drive

These sensors need to log on to the server with an account residing on the server or in the server's Active Directory Domain!
Logon Server/Domain:
Enter the name of the server or the Active Directory domain name which should be used to log on

User:
Enter the login name (for the server/domain entered above)

Password:
Enter the password {for the account entered abowe)

Machine Name:
Enter the (windows) machins name of the computer you want to monitor

Local System Sensors are monitoring the system parameters mentioned above
on the machine running IPCheck Server Monitor (or the machine running the
selected Remote Probe respectively). Local System Sensors are using the local
SYSTEM account.

Remote System Sensors are monitoring the same system parameters but on
remote machines. You must supply an Active Directory Domain name, a user
account, and a password so IPCheck Server Monitor can log into the remote
machine to actually access the readings.

While the Local System Sensors use the local SYSTEM account, the following
additional fields are required for all Remote System Sensors:

e Logon/Server Domain — Enter the name of the server or the Active
Directory domain name, which should be used to log on

e  User — enter the login name (for the server / domain entered above)
e Password — enter the password (for the account entered above)
An additional field is only required when setting up a Remote Service Sensor:

e  Machine Name — enter the Windows machine name of the
computer you want to monitor

Service Sensor (Local or Remote)

The service sensor is used to monitor the availability of so called “Windows
Services” (on Windows NT/2000/XP/2003 only). Services are processes that
must be running all the time, e.g. web servers, mail servers, SQL servers, etc.
They are executed “behind the scenes” even if no user is logged into the
machine.

The service sensor goes into error state as soon as a service is not running any
more (e.g. it is aborted, stops due to an error, etc.) which can trigger
notifications. It can additionally be configured to try to restart the service upon
failure.
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IPCheck Server Monitor

| Admiristration

Edit Data for Service Sensor "Service Sensor1"

Hierarchical Information
Associated server Mot sssigned | +
Basic Data

Name Service Sensort

Enter a list of comma se perated tags (sase insensitive) for

Tags filtering purposes

Comments =& Enter any information text here

1
\
s 0 e S
: D e o e

2horter intervall and timasut, Uz with caution!

Schedule Hot Active v Seleot a schedule for this object

Probe Selection

Select 3 local o1 remots probe to monitor this sensor from.
Using Remote Probes you san set up multi location menitoring

axcapt fof Freaware Ediion). The admin can configure loe!

Probe [ cycle through sl probes Local Probe [remate probe s e eantt bamey
ApglsLATTENTION: With 'Local System Sensor? selecting
mltiple probes for @ sensor can ran dartha sensar result usslass

Sensar Data

orv 8 S

Senvice Data

Service Neme None Found Selestthe servioe you want o monitor

Restert Service o T to vestart the semice It s nat unming

Latencies

“Lanteneias" are used to defer nofificatians Jfter warnings ar
eitors have acoured. You oan set atencies-or groups, semers

Use Server Feffings andsensers. Ifyou activate this option the latensy sattings of
the assaciated semer are used for his sencor. To entar
individual seftings for this sensor please unchedk this checkbox:

Notifications

"Hoifications" are used to send alarms when wamings or ermars
scur. You can set nofifications for groups, senvers and sansors.

Use Server Seftings Enable this cherkboxcto apply the notifieation setlings from the
associated server. To enter individual setfings for this sensor
plaase unched this checkbox

1P Check Server Moritor 6.4.0.762 Mifiuser Edtion (10 Usars) - Server Time: 06.02 2007 16:47 39 @ Copyright 1068:2007 Fasesler AG

The following fields are particular to this sensor:

e Service Name — This drop-down list shows all services currently
installed on the monitored Windows machine. Select the service
you would like to monitor. Note: A service must already be
installed to be listed here.

e Try to Restart — If IPCheck discovers that the service is not running
it tries to restart the service using the Windows API. Note: For
remote sensors the account you have entered for this sensor must
have the rights to start services (see system policy settings).

File Sensor (Local or Remote)

The file sensor checks if a file exists or not, plus it can scan the file for changes
made to the specified file.

File Data
File ‘ Enter the path to the file (UNC paths are allowed)
Chedk if you want to monitar any content changes of th file
Moritar cortert change ] (chedsum based). This can be combined with an 'On Change'
notification.
Monitor timestamp al Chedd if you want to monitar any timstamp changes of the file
change Thiz can be combined with an'On Change' notification
Check Values
Lower File Size Error ‘71 ‘ Sensor goes into error state if current file size is below this
Limit (KB) walue. Enter 1" to disable the chack
Upper File Size Error ‘ 1 ‘ Sensor goes inta error state if current file size is abowe this
Limit (KB) walue. Enter 1" to disable the check

Lower File Size Warning

‘_1 ‘ Senzor goes into warning state if current file size iz below thiz
Limit (k8)

walue. Enter'-1" to disable the ched

Upper File Size Warning

‘_1 ‘ Senzor goes inte warning state if current file size is above thiz
Limit (K8)

walue. Enter'-1" to disable the ched

The following fields are particular to this sensor:
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e  File — enter the path to the file (UNC paths are allowed), e.g.
c:\test.txt or \\server\share\test.txt

e  Monitor Content Change — check this box if you want to monitor
any content changes of the file (checksum based). This can be
combined with an ‘On Change’ notification to trigger an email
whenever the file is changed.

e  Monitor Timestamp Change — check if you want to monitor any
timestamp changes of the file. This can be combined with an ‘On
Change’ notification to trigger an email whenever the file is
changed.

IPCheck Server Monitor will go into an error state if the file does not exist or is
removed or deleted while being monitored. The Change fields can be used to
monitor ‘On Change’ notification information in the manner that they record if
the content of a file or its timestamp are changed.

Furthermore, the following additional checks can be applied:

e Lower File Size Error Limit (KB) — Sensor goes into an error state
if the current file size is below this value. Enter ‘-1’ to disable the
check

e  Upper File Size Error Limit (KB) — Sensor goes into an error state
if the current file size is above this value. Enter ‘-1’ to disable the
check

e Lower File Size Warning Limit (KB) — Sensor goes into a warning
state if the current file size is below this value. Enter ‘-1’ to disable
the check

e Upper File Size Warning Limit (KB) — Sensor goes into a warning
state if the current file size is above this value. Enter ‘-1’ to disable
the check

Note: These values are in Kilobytes (KB).

Disk Space Sensor (Local or Remote)

The Disk Space sensor can monitor the disk space on either a local drive or
network shares.
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Probe Selection

Select a Iocal of remote prabe ta monitor this sensor from.
Using Remote Probas you can set up multi location monitoring
(exveptfor Fraeware Edition). The admin ean configure local

Frobe [ Gyeis through all prokes Local Probs [Clremote prove and emote probes asimg the IPChodk Gontral Panel
AppIaLATTENTION: Ulth 'Local Systam Sansors selacling
multiple probes for 2 sensar san render the sensor results useless

Sensor Data
Interval 1mn v Time between o cheds
Disk/Share Data
Enter the name of the computerwith the dive to be monitored

Machine Name (Windows nabuork acosss tsquired, Ieavs empty for local
maching).

Enterthe dive name of a loeal disk (0, etc) or 3 share name

DishiShare in UNC notatisn camachineishars)

Check Values

Lower Disk Spacs Error [ Sensor gaes into enor state i current disk space is below this

Limi (ME) value. Enter' 1" to disable the check

Uppsr Disk Spacs Error [ Sensor gaes inta snor state i currant diskpace is abov this

Limi (ME) value. Enter' 1" to disable the chedk

Lawer Disk Space i Sansor gaes inta warning state if curent disk spacs is balow his

warming Linit (MB) value. Enter* 1 to disable the check

Upper Disk Space ] Sensor goes Inta WaMIng State If suent 4isk space is above this

Warning Linit (ME) value. Enter' 1" to disable the check

Latencies

"Lantencies" are used to defer nofifications after warings or
aitors have ocoured. You oan set latencies for groups, servers

Use Server Settings and senzets, fyou activate this option the latency settings of
the assacizted server are used for this sensor. To enter
individual setings for this sansor ple ase unched this oha dkb o

Notifications

"Notifications” are used to send alaims when narnings of srrors
ovour. You can set netifivations fer arougs, servers and sensors.

Use Server Settings Enable this sheckbox to apply the netification settings from the
associated server. To snter individual setfings for this sensor
please unch ek this sheckt ox,

The following field is particular to this sensor:

e Disk/ Share — enter the drive name of a local disk (C, D, etc.) or a
shared name in UNC notation (\machine\share)

IPCheck Server Monitor will go into an error state if the drive does not exist or
is removed while being monitored.

Furthermore, the following checks can be applied:

e Lower Disk Space Error Limit (MB) — Sensor will go into an error
state if the current disk space is below this value. Enter ‘-1’ to
disable the check

e  Upper Disk Space Error Limit (MB) — Sensor will go into an error
state if the current disk space is above this value. Enter ‘-1’ to
disable the check

e Lower Disk Space Warning Limit (MB) — Sensor goes into a
warning state if the current disk space is below this value. Enter ‘-
1’ to disable the check

e  Upper Disk Space Warning Limit (MB) — Sensor goes into a
warning state if the current disk space is above this value. Enter ‘-
1’ to disable the check

Note: These values are in Megabytes (MB).
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Event Log Sensor (Local or Remote)

Event Log Data

Log File Appication v electthe log Tile.

Machine Name me of the computer where the Event qu to be

acated (leave empty for lacal machine).

Event Log Trigger Data

The fallowing fields decice when the senser can trigger = naifiestion. Ta trigger the natification all fiekds must
Informatiory match with an erlry (that was added since the last ssnsor request) from the selected event log. An empty fisid
means 'match every entry’

n tigger an On Change / Trigger

Evert Type vy -

Evert Source an trigger an On Ghange f Trigger

igger an On Change / Trigger

e gory can i
Evert Category far any). Attention: M ay not etk with

n tigger an On Change /

Event User for any). Attention: May not

Evert Computer

Evert Messags

The system sensor "Event Log" monitors the Windows event log on any
accessible computer in the network.

The following fields are particular to this type of sensor and decide when the
sensor can trigger a notification. To trigger the notification all fields must match
with an entry (that was added since the last sensor request) from the selected
event log. An empty field means 'match every entry'. These fields reflect the

correspondi

Please note:

ng values in the event log.

Log File: Choose one of the following: Application, System,
Security.

Machine Name: Enter the name of the computer where the Event
Log to be monitored is located (leave empty for local machine).

Event Type: Select which event type can trigger an On Change /
Trigger notification.Choose one of the following: Any, Error,
Warning, Information, Audit Success, Audit Failure.

Event Source: Select which program can trigger an On Change /
Trigger notification (leave empty for any).

Event Category: Select which event category can trigger an On
Change / Trigger notification (leave empty for any). Attention:
May not work with a remote event log sensor!

Event User: Select the user whose events can trigger an On Change
/ Trigger notification (leave empty for any). Attention: May not
work with a remote event log sensor!

Event Computer: Select the computer whose events can trigger a
DOWN sensor state (leave empty for any).

Event Message: Enter a string (case insensitive) which the event
message has to contain to trigger an On Change / Trigger
notification (leave empty for any). Attention: Remote event log
messages and messages from the security event log may have a
different content as found in the Windows Event Viewer.

Only those events are monitored that are added since the start of
the sensor request. Older event log entries do not trigger
notifications.

Only "On change" notifications are triggered.

Only one notification is triggered for events between two scans of
the sensor, even if there was more than one event. This notification
is triggered for the first event after the scan prior to the actual scan.
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There is currently no way of triggering one notification for each
event.

SNMP Sensors

The SNMP protocol (short for Simple Network Management Protocol) is used
by many network devices to manipulate or request information. The most
common use of SNMP is monitoring of bandwidth usages.

SNMP Version 1, 2c and 3

IPCheck Server Monitor supports three versions of the SNMP protocol:
e SNMP Version 1: The oldest and most basic version of SNMP

e  Pros: Supported by most devices that are SNMP compatible;
simple to set up

o Cons: Limited security as it only uses a simple password
(“community string”) and data is sent in clear text
(unencrypted); should only be used inside LANs behind
firewalls, not in WANSs; only supports 32bit counters which is
not enough for bandwidth monitoring with high loads of some
gigabits/second

e SNMP Version 2¢c: Adds 64 bit counters

e  Pros: Supports 64 bit counters to monitor bandwidth usage in
networks with gigabits/second loads

e Cons: Limited security (same situation as with SNMP V1)
e SNMP Version 3: Adds authentication and encryption

e  Pros: Offers user accounts and authentication for multiple
users and optional encryption of the data packets, which makes
it much more secure; plus all advantages of Version 2¢

e Cons: none

It is important to know that if you select an SNMP version which is not
supported by the server or device that you want to monitor you will receive an
error message. Unfortunately most of the time these error messages are not
explicitly telling you about the incorrect SNMP version (they say only
something like “cannot connect” or similar). The same situation exists if
community string, usernames and passwords are incorrect.

What is an “SNMP Community String”?

The “SNMP Community string” is like a user id or password that allows access
to a router's or other device's statistics. [IPCheck Server Monitor sends the
community string along with all SNMP requests. If the community string is
correct, the device responds with the requested information. If the community
string is incorrect, the device simply discards the request and does not respond.

Note: SNMP Community strings are used only by devices which support
SNMPv1 and SNMPv2c protocol. SNMPv3 uses username/password
authentication, along with an encryption key.

By convention, most SNMPv1-v2¢ equipment ships from the factory with a
read-only community string set to "public". It is standard practice for network
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managers to change all the community strings to customized values in the device
setup.

SNMP Sensor Types

There are four different SNMP sensor types in IPCheck Server Monitor:

e  SNMP Traffic sensors: Used to monitor the bandwidth/total traffic
going in and out of a device through one port (e.g. network card,
switch port, etc.) .This is the most common usage of SNMP (works
via the “MIB-2 standard”).

e SNMP Advanced sensors: Used to monitor specific OID values
(you must supply the OID value manually)

o SNMP Helper sensors: Paessler SNMP Helper is a system-level
software program that runs on a Windows 2000, XP, or 2003
computer system that allows a system running IPCheck Server
Monitor to collect performance information remotely for several
thousand Windows Performance Counters, using the SNMP
protocol. See the section “Paessler SNMP Helper” for more details.

e OID/MIB Library sensors: PRTG comes with several
preconfigured libraries (so called “OIDLIBs”) for various device
types that helps you to monitor CPU loads, disk usage, or
temperatures. Additionally you can convert most MIB files from
device vendors into OIDLIBs using Paessler’s MIB Import Tool to
create many more sensors. See the section “Importing MIBs using
Paessler MIB Importer and Converter” for more details.

All types are explained in detail in the following sections.

Creating a New SNMP Sensor

When creating SNMP sensors you must already enter some additional data on
the Create New Sensor page:
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SHMP Sensors

) SHMP Tratfic Monitor PortAnterface Traffic

) SHMP Acvanced Monitor & manually entered CID

ShMP Helper enables you to monitar thousands of

O S P Al performance courters onWwindows systems. More.

Select a library: SMMP Helper Freewvare W
) OIDMIB Library Check OID= from custom libraries

Select a library: Basic Linux Library (UCD-SMMP-RIB) W

SMMP Wersian: @ Oivae O

SMMP Community String: | public

ShhiP Piort: 161
W3 Authentication
Mode: ®mps OsHa

W3 Username ;
W3 Pazsword:

W3 Encryption Key:

First select between SNMP Traffic, Advanced, SNMP Helper or OIB Library
(see previous section for details).

Then select the highest SNMP Version which is supported by the server or
device.

For SNMP Version 1 and SNMP Version 2c¢ please enter the SNMP Community
String. In most cases this value is "public", check with the admin of the device
you want to monitor if this value was changed for that device.

For SNMP Version 3 please also enter Authenication mode, username, password
and encryption key.

The standard value for the SNMP Port is 161, but if you use other values please
enter your value here, too.

Common Settings for all SNMP Sensor Types
The following settings are available for all SNMP based sensors:

e  Community String—the SNMP public access string (usually
"public"), used for SNMP V1 and V2¢

o  SNMP Port—the UDP port used for SNMP by your device
(usually "161")

e Connection Info—the status info which is read directly from the
device (read only!).

e Lower valid limit—enter the minimum valid value (if the
measured value is below this limit the sensor will enter an error
state). Enter —1 to disable the check.

e Upper valid limit—enter the maximum valid value (if the
measured value is above this limit the sensor will enter an error
state). Enter —1 to disable the check.
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e Low—enter the lower warning value (if the measured value is
below this limit the sensor will enter a warning state). Enter —1 to
disable the check.

e High—enter the high warning value (if the measured value is
above this limit the sensor will enter a warning state). Enter —1 to
disable the check.

SNMP Traffic Sensor

Using the so called "Internet MIB" this sensor monitors the traffic on one port of
the server (or router). When you create a new SNMP traffic sensor actually two
new sensors will be created, one for the data flowing into the device and one for
the data going out of the device.

Parameters include:
o Interface/Port—select the port or interface to monitor

e Traffic direction—select whether to monitor outgoing or
incoming traffic

e Monitored Value—select what value to monitor: Bandwidth
(kbit/s), Unicast Packets/s, Non-Unicast-Packets/s, Errors/min

SNMP Advanced Sensor

With the SNMP advanced sensor you can monitor any OID value of an SNMP
enabled device. OIDs are the indices of the values that are available on a device.

The following parameters are specific to this sensor:
e  Custom OID—enter the desired OID (e.g. "1.2.3.4.6.3.4")

e  Custom Indicator—Enter an 'Indicator' string here
(Bandwidth, Temperature etc.) for displaying purposes

e  Custom Units—Enter a 'Unit' string here (ms, Kbyte, etc.) for
displaying purposes

e Custom Value Type—Select 'Gauge' if you want to see
absolute Values (i.e. Temperature) or 'Delta’ for difference
divided by time period (i.e. Bandwidth)

SNMP Helper Sensor

Paessler SNMP Helper enables IPCheck Server Monitor to collect in-depth
performance information from Windows servers and workstations. Up to several
thousands parameters and performance counters of a PC can be monitored with
just a few mouse clicks.

Important: The SNMP Helper software —Freeware as well as commercial
editions — must be installed on the Windows system that you want to monitor —
not the machine that runs IPCheck Server Monitor.

See the section “Paessler SNMP Helper” for more details.

The sensors are divided into several sections, when creating a new sensor you
must choose one: from the list:
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SMMP Helper enables you to monitor thousands of

@ LR L] petfarmance courters on Windows systems. More.

Select a library: ShMP Helper Freeware |+
ZMMP Helper Freeware

ShMP Helper Pro (Dothlet Related Sensors)

Select a library: ZMMP Helper Pro (Individual Process Detailz)

ZMMP Helper Pro (System Sensors)

SHMP Helper Pro

SRMP Yersion: ShMP Helper Pro Extension for Biztalk Server

SMMP Helpetr Pro Extension far Exchange Server
ShMP Community Steing: | SkWMP Helper Pro Extension for 158 Server

SMMP Helper Pro Extension far M SGL Server

) OIDMIB Library

As soon as you click OK IPCheck Server Monitor will begin to scan the server
for available sensors, which can take up to a few minutes:

@ IPCheck Server Monitor B PAESSLER
! Help

Available Sensors Query

Guerying the device for avalable sensors, please wat...

28% Done

Mote: This page refreshes automatically every 5 seconds. Click here to refresh it manually. To return ta the homepage click here

IPCheck Server hanitor § 4.0 762 15P Bdition (100 Users) - Senver Time: 06 02 2007 15:56:26 @ Copyright 1998-2007 Fagssler AG

After the scan you can choose the value that you want to monitor from the
extensive list of available values which is shown in a hierarchical list:

{33

asp errors during soript runtime
asp errars from scrigt compilers
&sp errors fromasppreprocessor

asp errors per sec
asp in memory template cache hit rete
&sp in memory templates cached

asp requests failed total

asp seript engine cache it rate

&sp seript engines cached

asp session durstion

asp sessions current

&sp templats Cachs fit rate

then ereating newsensors: Select the valugfreading to
messure or salact Nansilise Custom Setting to supply the
Monitared Yalue asp template natifications: el i Tl Geid ereiiom bk
When editing sensors: This field shows the selected reading

asp templates cached After creating a new sensor you can not change this selection

asp transactions aborted anymore
SNIP Helper Pro - browser

browser announcements domain per sec

BOVYSEF NMDUNCEMENts Server per sec

browser announcements total per sec

browser duplicate master announce

brovvser election packets per sec

browser enumerations domain per sec

brovvser enumerations other per sec

brovser enumerations server per sec

browser enumerations total per sec

brovser llegal datagrams per sec v

Choose a value, set the other settings as desired and click ok to create this new
sensor.

OID/MIB Library Sensors

Vendors of SNMP enabled hardware and software will usually deliver so-called
MIB files which contain a list of the available values that can be accessed via
SNMP. These files are usually very complex and often incompatible because the
standard for their format has changed very often.

Instead of MIB files IPCheck Server Monitor uses OIDLIB files which are based
on MIB files but have been pre-processed by Paessler’s MIB Converter software
(if you want to import your own MIB files please see “Importing MIBs using
Paessler MIB Importer and Converter”).

For your convenience IPCheck Server Monitor already includes a constantly
growing selection of OIDLIB files for various devices.
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To create a sensor based on an OIDLIB you must choose the desired OIDLIB
from the dropdown on the Create Sensor page.

{®) SNMP Custom Library  Check OIDs from custom libraries

Select a library: Paessler Common OID Library | »

IPCheck Server Monitor will then scan the device and will show a list of sensors
that are available on the device for you too choose from.

Technical Details for EXE and DLL Custom Sensors

The EXE file or DLL file must be placed in the "custom" subfolder of the
installation folder of IPCheck Server Monitor (usually c:\program files\ipcheck
server monitor S\custom).

Note: If you place a new EXE/DLL file into the custom directory you must
restart the [PCheck Server Monitor web server service.

Sample projects for Custom Sensors can be found in the IPCheck Server
Monitor installation directory and are available in the Knowledge Base on the
Paessler Website at www.paessler.com/support.

EXE Sensors

Every time the sensor is run, the selected EXE file is executed. The string
entered in the parameter field of the sensor's settings is placed in the command
line. The EXE file must send the results to the Standard OUT. The data must be
in the following format:

value:message

Value has to be a 32bit integer and will be used as the resulting value for this
sensor (e.g. bytes, milliseconds, etc.), message can be any string and will be
stored in the database.

The exit code of the EXE has to be one of the following values:
e 0ok
e 1 warning
e 2 system error (e.g. a network/socket error)
e 3 protocol error (e.g. web server returns a 404)
e 4 content error (e.g. a webpage does not contains a required word)

If the EXE does not return control to the [IPCheck Server Monitor process it is
killed as soon as the timeout value set for this sensor is reached.

You can test the EXE file you want to use for the sensor very easily on the
command line (cmd.exe). Simply start the EXE file and pipe the results into a
file, e.g.:

sensorexe parameter > result.txt

The results are then written into the file result.txt and you can check the results
with notepad or any other text editor.

DLL sensors

Every time the sensor is to be checked the selected DLL file is called. The DLL
must export one function:

function perform(para,msg:pchar) :integer; stdcall;
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para and msg are zero terminated strings. The allocated buffer for msg is 255
bytes, the DLL must make sure that fewer bytes are returned. Msg must be in the
following format:

value:message

Value has to be an 32 bit integer and will be used as the resulting value for this
sensor (e.g. bytes, milliseconds, etc.), message can be any string and will be
stored in the database.

The integer return value of the perform function has to be one of the following
values:

e 0ok

e 1 warning

e 2 system error (e.g. a socket error)

e 3 protocol error (e.g. html returns a 404)

e 4 content error (e.g. a webpage contains not a required word)

Warning: If the function call in the DLL does not return control it can block the
system. Make sure to handle your own timeouts and build in a reliable error
management. For this reason EXE sensors are recommended.

Technical Details for Script and TCP Script Custom
Sensors

The script must have the extension ".ITC" and must be placed in the "scripts"
subfolder of the installation folder of IPCheck Server Monitor (usually
c:\program files\ipcheck server monitor S\custom).

Note: If you place a new ITC file into the custom directory you must restart the
IPCheck Server Monitor web server service.

Sample projects for Custom Sensors can be found in the IPCheck Server
Monitor installation directory and are available in the Knowledge Base on the
Paessler Website at www.paessler.com/support.

Script Basics
Both custom script sensors use VBScript syntax.

The result of the sensor must be written into the object sensor which is already
defined.

The object sensor has several properties:

e sensor.status: Current status of the sensor (values: srOK,
srWarning, srError)

e sensor.result_value: Value of the sensor. If you don’t set this
value ipcheck uses the execution time of the script (Note: was
sensor.resultvalue before V5.3)

e sensor.errorstring: Message of the sensor

e sensor.errortype: Detailed error info (values: etNone (no error),
etException (unexpected error occurred), etProtocol (error on
protocol level), etContent (error in the content, e.g. a required
word missing). This value is only necessary If status is srError
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There are three custom parameters that can be specified for this sensor by the
user in the web interface. They can be accessed in the script by using the
constants datal, data2 and data3.

For the TCPScript sensor two functions are defined: readln and writeln. The
script sensor establishes a TCP connection on the selected port to the server. The
script can then read data from the port using the readln function and write data
using writeln to send data to the server.

Supported Script Grammar

<program>:[( <globaldecl>)][( {<subroutine>|<function>})] <main>
<main>:[( <statement>[ :])]

<subroutine>:sub <label> <inputargs>{ <forward>|( <statement>[ :]) end sub}
<function>:function <label> <inputargs>{ <forward>|( <statement>[ :]) end
function}

<inputargs>:["(" {<byref>|<byval>}[(, {<byref>[<byval>})] ")"]
<forward>:forward

<byref>:byref <id>

<byval>:[byval] <id>

<vardecl>:dim <id>[( , <id>)]

<globaldecl>: {public|private|dim} <id>[( , <id>)]

<statement>: {<vardecl>|<globaldecl>|<if>|<for>|<do loop>|<whileend>|<assig
n>[<try>|<call>|<case>|<exit>|<with>}
<call>:<id><arg_list><indexing><call code>[.<call>]

<call _code>:

<data val>:<id><arg list><indexing><data val code>[.<data val>]
<data val code>:

<data ref>:<id><arg list><indexing><data ref code>[.<data ref>]
<data_ref code>:

<arg_list>:[ "(" [<expression> [(, <expression>)]]")
<indexing>:[( "[" <expression> [(, <expression>)]"]")]
<assign>R:["set "] <data ref> = <expression>

<push_output>:

<for>:<for_control>[ step <step>][( <statement>[ :])] next
<for_control>:for <id> = <expression> to <expression>
<step>:[{-[+} 1FA)[.(H][e[{-I+}1(H)]

<do_loop>:do {<test loop>|<loop_test>}
<test_loop>:<test_loop_expr>[( <statement>[ :])] loop

<test loop_ expr>:{<while>|<until>} <expression>

<loop_test>:[( <statement>[ :])] loop <loop_test expr>
<loop_test_expr>: {<while>|<until>} <expression>

<while>:while

<until>:until

<whileend>:while <whileend expr>[( <statement>[ :])] end while
<whileend expr>:<expression>

<if>:if <expression> <then> [<else>] end if

<then>:then( <statement>[ :])

<else>:else( <statement>[ :])

<expression>: {[<unary>]{<data val>|"(" <expression>

")"} |<hex>|<real>|<string>|<vector>}[( <operator> {[<Unary>]{<data val>|"("
<expression> ")"} |<hex>|<real>|<string>|<vector>})]

<operator>: {"|*|/|and~|+|-

|OI'~|"<>" ‘ll>:ll |l|<:" ‘IV:H ‘|V>|V ‘|V<|V ‘H&ll |diV~|m0d~‘X0r~|Shl~|Shr~|iS~}
<unary>: {not~ |-|+}

<label>:<id>

<id>{@|_}({@F_})]

<real>:[ {-}+}](#)[<frac>][<exp>]

<hex>:"0x"({#[alb|c|d|e|f})

<frac>:.(#)

<exp>:e[{-+}1(#)

"
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<string>:$

<vector>:"[" [<expression> [(, <expression>)]]"]"

<try>:try <try statements> {<finally>|<except>} <try upshot>end] :]
<finally>:finally

<except>:except

<try_statements>:[( <statement>[ :])]

<try_upshot>:[( <statement>[ :])]

<case>:select case <case expr> <case branch> end select
<case_expr>:<expression>

<case_branch>:[ {case else( <statement>[ :])|case <case test>[(, <case test>)]
<case match>[ <case branch>]}]

<case_test>:<expression>

<case_match>:[( <statement>[ :])]

<exit>:exit {<exit sub>|<exit function>|<exit do>|<exit for>}
<exit_sub>:sub

<exit_function>:function

<exit_do>:do

<exit_for>:for

<with>:with <with_obj>[( <statement>[ :])] end with
<with_obj>:<data_val>

Script String Functions

Copy(S; Index, Count: Integer): string

Copy returns a substring containing Count characters or elements starting at
S[Index].
|s:Copy("testtext",l,4)

Delete(var S: string; Index, Count:Integer)

Delete removes a substring of Count characters from string S starting with
S[Index].

a="testtexttext"
Delete (a,4,4)

Insert(Source: string; var S: string; Index: Integer)

Insert merges Source into S at the position S[index].

a="testtexttext"
Insert ("text",a,b)

Pos(Substr: string; S: string): Integer

Pos searches for a substring, Substr, in a string, S. Substr and S are string-type
expressions. Pos searches for Substr within S and returns an integer value that is
the index of the first character of Substr within S. Pos is case-sensitive. If Substr
is not found, Pos returns zero.

|a:pos("sub","textsubtest")

Length(a:string):integer

Length returns the number of characters actually used in the string or the number
of elements in the array.

|a=lenqth("teststrinq")

UpperCase(s:string) :string

UpperCase returns a copy of the string S, with the same text but with all 7-bit
ASCII characters between 'a' and 'z' converted to uppercase. To convert 8-bit
international characters, use AnsiUpperCase instead.
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|a=UpperCase("Test")

LowerCase(s:string):string

LowerCase returns a string with the same text as the string passed in S, but with
all letters converted to lowercase. The conversion affects only 7-bit ASCII
characters between 'A' and 'Z'. To convert 8-bit international characters, use
AnsiLowerCase.

|a:LowerCase("Test")

CompareStr(s1,s2:string):integer

CompareStr compares S1 to S2, with case-sensitivity. The return value is less
than 0 if S1 is less than S2, 0 if S1 equals S2, or greater than 0 if S1 is greater
than S2. The compare operation is based on the 8-bit ordinal value of each
character and is not affected by the current locale.
|b=CompareStr("Test","test")

CompareText(s1,s2:string):integer

CompareText compares S1 and S2 and returns 0 if they are equal. If S1 is greater
than S2, CompareText returns an integer greater than 0. If S1 is less than S2,
CompareText returns an integer less than 0. CompareText is not case sensitive
and is not affected by the current locale.
|b=CompareText("Test","test")

AnsiUpperCase(s:string):string

AnsiUpperCase returns a string that is a copy of S, converted to upper case. The
conversion uses the current locale. This function supports multi-byte character
sets (MBCS).
|a:AnsiUpperCase("Test")

AnsiLowerCase(s:string):string

AnsiLowerCase returns a string that is a copy of the given string converted to
lower case. The conversion uses the current locale. This function supports multi-
byte character sets (MBCS).

|a=AnsiLowerCase("Test")

AnsiCompareStr(s1,s2:string):integer

AnsiCompareStr compares S1 to S2, with case sensitivity. The compare
operation is controlled by the current locale. The return value is less than 0 if S1
is less than S2, 0 if S1 equals S2, or greater than 0 if S1 is greater than S2.

Note: Most locales consider lowercase characters to be less than the
corresponding uppercase characters. This is in contrast to ASCII order, in which
lowercase characters are greater than uppercase characters. Thus, setting S1 to
'a' and S2 to 'A' causees AnsiCompareStr to return a value less than zero, while
CompareStr, with the same arguments, returns a value greater than zero.
|b=AnsiCompareStr("Test","test")

AnsiCompareText(s1,s2:string):integer

AnsiCompareText compares S1 to S2, without case sensitivity. The compare
operation is controlled by the current locale. AnsiCompareText returns a value
less than 0 if S1 < S2, a value greater than 0 if S1 > S2, and returns 0 if S1 = S2.
|b:AnsiCompareText("Test","test“)

Trim(s:string):string
Trim removes leading and trailing spaces and control characters from the given
string S.
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[a=Trim(" Test ")

TrimLeft(s:string):string

TrimLeft returns a copy of the string S with leading spaces and control
characters removed.
|a:TrimLeft(" Test ")

TrimRight(s:string):string

TrimRight returns a copy of the string S with trailing spaces and control
characters removed.
[a=Trimleft (" Test ")

IntToStr(a:integer):string

IntToStr converts an integer into a string containing the decimal representation

of that number.

[b=IntTostr (12) |

IntToHex(value:integer;digits:integer):string

IntToHex converts a number into a string containing the number's hexadecimal
(base 16) representation. Value is the number to convert. Digits indicates the
minimum number of hexadecimal digits to return.

[a=IntToHex (12, 4) |

StrTolnt(s:string):integer

StrTolnt converts the string S, which represents an integer-type number in either
decimal or hexadecimal notation, into a number.
[a=strToInt ("12") |

StrTolntDef(s:string;default:integer):integer

StrTolntDef converts the string S, which represents an integer-type number in
either decimal or hexadecimal notation, into a number. If S does not represent a
valid number, StrTolntDef returns Default.
|a=strToIntDef ("12",1)

FloatToStr(a:float):string

FloatToStr converts the floating-point value given by Value to its string
representation. The conversion uses general number format with 15 significant
digits.
|s=floattostr(1.234) |

Script Date/Time Functions

The script language uses the following definition for date and time values: The
integral part of a value is the number of days that have passed since 12/30/1899.
The fractional part of a value is fraction of a 24 hour day that has elapsed.

Following are some examples of TDateTime values and their corresponding
dates and times:

0 12/30/1899 12:00 am
2.75 1/1/1900 6:00 pm
-1.25  12/29/1899 6:00 am
35065 1/1/1996 12:00 am

To find the fractional number of days between two dates, simply subtract the two
values, unless one of the TDateTime values is negative. Similarly, to increment a
date and time value by a certain fractional number of days, add the fractional
number to the date and time value.
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EncodeDate(Year, Month, Day: Word): DateTime

Returns a TDateTime value from the values specified as the Year, Month, and
Day parameters. The year must be between 1 and 9999. Valid Month values are
1 through 12. Valid Day values are 1 through 28, 29, 30, or 31, depending on the
Month value. For example, the possible Day values for month 2 (February) are 1
through 28 or 1 through 29, depending on whether or not the Year value
specifies a leap year.

[ d&=Encodebate (2005, €, 5)

EncodeTime(Hour, Min, Sec, MSec: Word): DateTime

Encodes the given hour, minute, second, and millisecond into a DateTime value.
Valid Hour values are 0 through 23. Valid Min and Sec values are 0 through 59.
Valid MSec values are 0 through 999. The resulting value is a number between 0
and 1 (inclusive) that indicates the fractional part of a day given by the specified
time or (if 1.0) midnight on the following day. The value 0 corresponds to
midnight, 0.5 corresponds to noon, 0.75 corresponds to 6:00 pm, and so on.
[d=EncodeTime (19,5, 4,200) |

DecodeDate(Date: DateTime; var Year, Month, Day:
integer)

Breaks the value specified as the Date parameter into Year, Month, and Day
values.

y=0

m=0

d=0

DecodeDate (35065, y,m,d)

DecodeTime(Time: DateTime; var Hour, Min, Sec, MSec:
Word)

DecodeTime breaks the object specified as the Time parameter into hours,
minutes, seconds, and milliseconds.

h=0

m=0

s=0

ms=0

DecodeTime (1.978,h,m, s, ms)

DayOfWeek(Date: TDateTime): Integer

Returns the day of the week of the specified date as an integer between 1 and 7,
where Sunday is the first day of the week and Saturday is the seventh.
[a=Dayofweek (35065) |

Date:DateTime
Use Date to obtain the current local date as a TDateTime value. The time portion
of the value is 0 (midnight).

|d:date |

Now:DateTime

Returns the current date and time, corresponding to the sum of the value returned
by the global Date and Time functions. Now is accurate only to the nearest
second.

|t=now |

DateToStr(Date: TDateTime): string

Use DateToStr to obtain a string representation of a date value that can be used
for display purposes.
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[DateToStr (35065.3455) |

TimeToStr(Date: TDateTime): string

Use TimeToStr to obtain a string representation of a time value that can be used
for display purposes.
[TimeTostr (2445.3455) |

DateTimeToStr(Date: TDateTime): string

Use DateTimeToStr to obtain a string representation of a date and time value

that can be used for display purposes.

[DateTimeToStr (35065.3455) |

Script Arithmetic Functions

Round(a:float):integer
Round function rounds a real-type value to an integer-type value.
[ a=Round (12.5)

Trunc(a:float):integer

the Trunc function truncates a real-type value to an integer-type value.
|a:Trunc(12.5)

Dec(a:integer or float)

Dec subtracts one from a variable.
|Dec(a)

Inc(a:integer or float)

Inc adds one to the variable.
|Inc(a)

Random

Random returns a random number within the range 0 <= X < 1.
|A=random(10)

Other Script Functions

snmpget

Sends an SNMP request to the IP of the associated server and returns a string

result=snmpget ("public","1.3.6.1.2.1.1.3.0")

'check for errors (always begins with the word "ERROR")

if pos ("ERROR",result)=1 then
sensor.errorstring=result
sensor.errortype=etprotocol

else
mynumber=strtoint (result)

Beep

Beep generates a message beep
|Beep
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Using the Control Panel

The Administration Control Panel provides complete control over your locally-
installed IPCheck Server Monitor application.

To open the Administration Control Panel

e Select the [IPCheck Admin control panel option from your IPCheck
Server Monitor Group in the Start Menu.

e  Or choose the IPCheck Server Monitor Icon from the Windows
Control Panel

IPCheck Server Monitor - Control Panel fgl

'Ei“ IPCheck Server Monitor BAPAESSLER

1

. dmiristrator | License | System-Info | Web-Skinning |
_' ________ System | l Ernail ] Templates ] Messaging ] Sensors ] Probes ] Tools ]

Monitoring Database

Keep monitaring data For: |180 | days [ Export datato CSY at midnight
[ Export data to IPCLOG kable at midnight

Webserver

Part: 20 e

Domain: |ID.D.D.1?1

Lacal Ip: [10.0.0.171 |
Enable 55L: [~ Enable Secure HTTP Connections {pork 443)

Status Url Password: |F648F 1961427 453FBEED 1 EDOSBEOS 15F

oK | Cancel

The IPCheck Server Monitor control panel provides access to a number of key
application configuration features including:

e System

e Email

e Templates
e  Messaging
e  Sensors

e Tools
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e  Administrator

e License.

Control Panel System Tab

IPCheck Server Monitor - Control Panel g|

'Eih IPCheck Server Moniter BAPAESSLER

1

.ﬁ.dmir_u_i_stratnr ] License ] Syskemn-Info ] web-Skinning ]
| Email ] Templates ] Messaging ] Sensors ] Probes ] Tools ]

Monitoring Database

Keep monitoring data Fors |130 »| days [ Export data to C5% at midnight
[~ Export data to IPCLOG table at midnight

Webserver

Park: 50 p1

Domain: |10.0.0.171

Local T [10,0.0.171 |
Enable 55L: [ Enable Secure HTTP Connections (pork 443)

Skatus Url Password: |F648F1931A2?453FBGBD1EDDBBEDBISF

oK | Cancel

The System Window defines a number of application-level parameters
including

e  Monitoring Database

o Keep monitoring data for—enter the number of days the
historic monitoring data should be kept in the database before
it is discarded. This will be the length of time for which you
can run reports

e Export Data to CSV at midnight — check this field if you
would like to export the monitoring data from IPCheck’s
internal database format to standard CSV files (e.g. to analyze
the monitoring data with other analysis tools). This process
will be executed shortly after midnight, every day and exports
all available monitoring data to CSV files into the database
folders (subfolders of the IPCheck Server Monitor installation
folder).

e Export Data to IPCLOG table at midnight- if you enable
this checkbox IPCheck will export the monitoring results into
the ipclog table in the firebird SQL database at midnight

e Note: For both exports you will find further documentation of
the data formats in the Paessler Knowledgebase at
www.paessler.com/support

o  Webserver
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Port—enter the port number through which the web interface
of IPCheck Server Monitor will be available for web browsers.
Usually this is port 80, but if you already run a web server on
this machine you may need to choose another port like e.g. 81,
8080. Note: If the port you choose here is already used by
another process at the time when IPCheck Server Monitor
starts, another port in the range between 8080 and 8099 will
automatically be selected!

Note: If you also run IIS5 or IIS6 on a machine with multiple
IPs you may need to apply special configuration to the IIS so
you can user [PCheck on port 80, see the Paessler
Knowledgebase at www.paessler.com/support

Domain—enter the domain name or the IP address through
which this server is reachable. This address will be used in
emails and notifications to provide clickable links into the web
interface.

Local IP—use the drop-down to select the IP Address of the
server on which you are installing IPCheck Server Monitor.

Enable SSL—check this box to enable monitoring over a
Secure Sockets Layer connection (Note: port 443 may not
already be used on the server for the selected IP!)

Status URL Password— Enter a string of you choice that
secures the system status webpage (see “Reviewing IPCheck’s
System Status”)

Control Panel Email Tab

IPCheck Server, Monitor - Control Panel E|

Admini
Syztem

SMTP Server

Serven
HELO Ident:

Uzermname:

Serven
HELO Ident:

Uzermname:

Uzer Account:
Uzer Motification:
Admin Account:

Admin Motification:

Optional SMTP Backup Server

Email "From" Fields

] Licenze l Syztem-nfo ] ‘wieb-Skinning ]
Templates ] Meszaging ] Sensorz ] Probes ] Toolz ]
|mail.paesslel.com Part: |25
|IPCheck
Pazzward:
| Part: |25
|IPCheck
Pazzward:

Email Mame

|[IF'Check] Account Information
|IPCheck] Matification

|patrick. hutter@paessler.com

|patrick. hutter@paessler. com

|[IF'Check] Account Information

|IPCheck] Motification

|patrick. hutter@passsler.com

|patrick. hutter@paessler. com

o]

Cancel

The Email Window defines how IPCheck Server Monitor sends and receives

emails

e SMTP Server

Server—the domain name or IP Address of the SMTP server
through which IPCheck Server Monitor sends email. This mail
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server must be configured as an SMTP relay that accepts mails
from IPCheck Server Monitor and forwards the mails to the
recipients.

HELO Ident—the string IPCheck Server Monitor sends to the

mailserver for identification. Changes are only necessary for
special mailservers, using the default should be fine.

e Username—if the mailserver needs user authentication to
accept emails enter the username of a valid account on the

SMTP server

e  Password—if the mailserver needs user authentication to
accept emails enter the password of the account above

e Optional SMTP Backup Server—enter this information if
you want to provide a second SMTP in case the first SMTP
server becomes unavailable

e E-Mail “From” Fields—Enter the email addresses and clear text
names IPCheck Server Monitor should use as "FROM" addresses
when sending emails

e  User Account—for emails sent to users regarding their

accounts

e User Notification—for notification emails sent to users

e Admin Account—for emails sent to the admin

e Admin Notification—for notification emails sent to the admin

Control Panel Templates Tab

IPCheck Server Monitor - Control Panel E|

Administrator ] l Syztem-nfo ] ‘wieb-Skinning ]
Syztem ] Email Meszaging ] Sensorz ] Probes ] Toolz ]
Footer for &l admin mails ﬂ

Thiz mail was sent to ZMAILTO

Rurning On ZHOME

Created by [PCheck Server Maonitor ZVYERSION

Copyright © 1998-2005 Paezsler GrmbH wiww. paezsler. cam

oK | Cancel

e The Templates Window allows you to change the content and the
footers of all emails sent out by IPCheck Server Monitor.

e  Use the dropdown field to choose a template and edit the content in
the lower edit field. In most cases using the defaults should be fine.
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IPCheck Server. Monitor - Control Panel &

X
Adrministrator ] Licenze ] System- nfa ] ‘web-Skinning ]
l

System ] Ermnail Templates ] Meszaging ] Senzors ] Probes ] Toals
Faater for all admin mails j
'Fo [ 3 5
Foater for al to ugers

b ail to admin - new senzor was created

kM ail to admin - new user was created

Mail to admin - new version available

Mail ta admin - probe status changed

Mail to users - new account was created

Mail ta users - Repart for all sensars html b

Copyright © 1938-2005 Paezsler GrbH wiww, paessler. com

0K | Cancel |

You can use the following placeholders in the templates (note: not all
placeholders are available in all templates):

%USRNAME—The user name of the current user account
%DATE—The current date and time

%ACCOUNT—The email address (=account name) of the current
user account

%PASS—The password of the current user account (use with
caution!)

%ADMMAIL—The email address of the administrator responsible
for this installation of IPCheck Server Monitor

%KIND—The type of the newly created sensor(ping, http, etc.)
%HOME—The URL of the homepage of the web interface

%VERSION—Version number of the IPCheck Server software
currently installed

You can also access the address information of the current user with the
following placeholders:

%ADDRCOMPANY
%ADDRSTREET
%ADDRZIP
%ADDRCITY
%ADDRCOUNTRY
%ADDRSTATE
%ADDRPHONE
%ADDRFAX
%ADDRVATID

Note: There is a special format for the daily/weekly/monthly report mail
(templates "Mail to users — Report for all sensors text" and "Mail to users —
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Report for all sensors HTML"). You can change the text of the mail template as
you wish but you have to make sure that the number and sequence of the
brackets [] is not changed!

Here is a sample template:

Report from SRSTART to $REND

[

R I i i R R I R R I I R R R R R I b I I I I R R R I R R I I b b i i

Group: $%GROUP

RR R R R Ik Ik b b kb Ik b b b b b b b b b b b b b b b b b b b b I b b bk h b b b 2k b b 2h Ik I Ih R Ik Ih h h dh b b b b

Server: $SERVER

Sensor: $%$SENSOR, %KIND

Good Requests: $GOOD (=%GPCT)
Uptime: SUTIME

Failed Requests: SFAIL (=%FPCT)

Downtime: $DTIME
Average: SAVG

]

The placeholders are:

e %RSTART: The date&time of the beginning of this report
e %REND: The date&time of the ending of this report

e  %GROUP: The name of the current group of servers

e  %SERVER: The name of the current server

e  %SENSOR: The name of the current sensor

e %KIND: The sensor type of the current sensor

e %GOOD, %GPCT: The number and the percentage of good
requests

o  %FAIL,%FPCT: The number and the percentage of failed requests
e  %UTIME: Uptime
o  %DTIME: Downtime

e 9%AVG: The average value of this sensor (usually the average
request time)
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Control Panel Messaging Tab

IPCheck Server Monitor - Control Panel E|

Administrator ] Licenze ] Syztem-nfo ] ‘wieb-Skinning ]
Syztem ] Email ] Templates Messaging l Sensorz ] Probes ] Toolz ]

Service for sending SM5 and pager messages
Mate: “r'ou must set up an account with the respective SMS provider to uge this featurel
Service: A NigE, CoMm

User

Pazzward:

Account for sending ICQ messages

Mote: Y'ou must 28t up a dedicated IC0 account for thiz server at the [C0 websitel

ICO#: Pazzward:

oK | Cancel |

The Messaging Window allows you to change the methods SMS and ICQ
messages are sent with. Important: You need to set up an account with both
service providers in order to use these two options!

e Service for sending SMS and pager messages

e Service—use the drop-down menu to select the SMS service
(in the current version only the service of
www.smsexchange.com, www.bulksms.co.uk, and
www.smsdriver.com are supported, more service options will
be implemented later). Choose “custom” to enter your own
URL that will be called to send a SMS (use the placeholders
shown in the URL). If the URL returns “200 OK” then
IPCheck will regard the message as sent.

e  User—enter the username for your account with this service
e Password—enter the corresponding password
e  Account for sending ICQ messages

o ICQ#—enter the ICQ number IPCheck Server Monitor should
use (Note: This is NOT your personal ICQ number! You
must create a separate ICQ account for IPCheck Server
Monitor in order to send ICQ messages to your personal
account!)

e Password—enter the corresponding password for the ICQ
account
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Control Panel Sensors Tab

IPCheck Server, Monitor - Control Panel E|
Administrator ] Licenze l Syztem-nfo ] ‘wieb-Skinning ]
Syztem ] Email ] Templates ] Meszaging Sensors ] Probes ] Toolz ]

Available options for interval zelection of sensors
Thiz zets the monitaring intervals that the users will be able to choose in the web interface.

Description Seconds

Add | Edit | Delete|

Up | Diown |

Limit open sensor requests

This sets the maximum number of simultaneous sensar requests. Any upcoming requests are
delayed until the curent number of open requests falls below this number

taximum number: |10 A Set to -1 to dizable the limit

oK | Cancel

The Sensors Window allows you to set various options regarding the sensors.

e Available options for interval selection of sensors—this allows
you to add, edit, or delete the IPCheck Server Monitor the time
intervals that are available for users in the web interface when
creating and editing sensors. Usually this option will only be edited
in a multi user environment of IPCheck Server Monitor.

e Add/Edit—-click this button to add a new interval. This will
open the Interval Window.

Intenval P§|

D e=zcription;

Seconds:

pA

k. Cancel |

e Description—a description of the interval

e Seconds—use the up/down arrows to set how long the interval
should be or enter a number directly

e Limit open sensor requests—Using this setting you can limit the
number of sensor requests that have been sent out and not answered
yet. Sometimes (e.g. if you are running your monitoring over a
slow internet connection) limiting this number can enhance
monitoring reliability. Fewer requests are sent out simultaneously
to reduce network load. But at the same time the sensors will be
monitored at longer intervals because fewer requests are sent out at
once.
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Control Panel Probes Tab

IPCheck Server Monitor, - Control Panel E|
Adriristrator ] Licenze ] Syztenn-lnfo ] wWeb-Skinning ]
Spstem ] Email ] Templates ] Meszaging ] Senzors Probes l Tools ]

Local/Remote Probe Configuration

By default all monitoring requests are sent out from the machine you have initially installed the
IPCheck software on. To achieve multi location monitoring you can install additional "R emate
Probes", please see the manual for details. [Fequires Professional Edition or higher license).

Description DMS-/AP-Address
Local Frobe 10.0.0.202 add | Edit | Delete|

Up | Dowan |

take sure to protect your Remote Probes from unauthonzed access! One level of protection iz
to use an access password that pou enter below and that also must be entered on the Remate
Frobe. Please aleo consider protecting your Femote Probes uzing firewalls etc.

Probe Passward:

Probe Settingz For Local Machine
“with the following zettings you can control the communication between the IPCheck web server
process and the probe process running on the local machine.

Local IP: [10.0.0.202 |

Local Part: 1023 A [far cantral requests from IPCheck to the prabe)

Restrict Access by IP: |

[Frobe only accepts connections from these |Ps, comma separated list]

QK | Cancel Apply

Using Local and Remote probes you can set up a multi location monitoring using
IPCheck Server Monitor. See the "Multi Location Monitoring Using Remote
Probes" section later in the manual for details.

Note: This feature is not available in the Freeware Edition!

e Local/Remote Probe Configuration—Using the Add/Edit/Delete
buttons you can edit the list of available probes that the user can
select in the web interface.

e  Probe Password—Make sure to protect your remote probe by
using a password which must be entered here and on the remote
probe machine

e Probe Settings For Local Machine—Using these settings you can
change the settings for the Local Probe and the communication
between the webserver service and probe service.

e Local IP—This is the IP address that the local
probe uses to send out the monitoring requests

e  Port—This is the TCP/IP port number that will
be used by the webserver service to contact the
probe service.

e Note 1: Make sure that these ports are enabled if you run a personal
firewall on this machine.
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Control Panel Tools Tab

IPCheck Server Monitar - Control Panel rg|

'@‘h IPCheck Server Monitor BAPAESSLER

U

Administrator ] License ] System-Info ]

Syskem ] Ernail ] Templates ] Messaging SENsOrs ] Probes
Webserver Service

| Deinstall | | Stop |
Scanner Service {(Local Probe)

| Deinstall | | Stop |
System Time
Tirne: 058.02,2007 15:31:01

Time Seryver: |

Sync Mow!

{The system time will be synchronized with this server every hour)

o]

IPCheck Server Monitor utilizes a built-in webserver and scanner service that is
installed in the Windows System upon application setup (aka "NT service"). The
Tools Tab provides you the ability to start, stop, install, and deinstall these
services.

Cancel | |

To Stop a service

e  Click the Stop Button. This will halt the service.
To Start a service

e  Click the Start Button. This will start the service
To Install/Deinstall a service (for experienced admins only)

e Note: This does not deinstall the IPCheck Server Monitor
software from this machine. Use Control Panel's "Software"
applet do deinstall IPCheck Server Monitor

e  (Click the Deinstall Button. This will deinstall the service
e  Click the Install Button. This will install the service

e Note: if you deinstall a service [PCheck Server Monitor will
not work anymore and will not be started automatically when
the system is rebooted.

To keep the system clock up to date you can enter a NTP time server in the time
server field. IPCheck Server Monitor will synchronize the time of the local
machine to this server roughly every 60 minutes.
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Control Panel Administrator Tab

IPCheck Server, Monitor - Control Panel E|
Syztem ] Email ] Templates ] Meszaging ] Sensorz ] Probes ] Toolz ]
Adrninistrator l License l Systemdnfa ] ‘wieh-Skinning ]

Admin Account

satrick. hutter(E) -0
Password. |7

Admin Motifications

Email:

Send Ta: |patrick. hutter@@paessler. com

On Error

On ' arning
On 0K

On Ezcalation
0On Change

BCC Moatifications:

EUEUE R

Mew Uzer [~ Probe Up/Down
Mew Sensar [v Update available

I otify About:

<] =l

QK. | Cancel Apply

The Administrator Window controls the administrative credentials and how
that administrator will be notified in the case of recorded errors.

e Admin Account

e  Email—enter the email address of the administrator. This is
the username of the first user account. Use this account name
to log into the web interface for the first time. Note: Only this
account can access IPCheck Server Monitor’s administrative
features in the web interface.

e Password—enter the password for the administrator.
e Admin Notifications

e Send To—enter the email address to which notifications will
be sent

e BCC Notifications—you can check which notifications will
be sent to the email address

e  On Error—Sends an email to the admin for each error
notification sent to users

e On Warning—Sends an email to the admin for each warning
notification sent to users

e On OK—Sends an email to the admin for each OK
notification sent to users

e  On Escalation—Sends an email to the admin for each
escalation notification sent to users

e On Change—Sends an email to the admin for each change a
user makes to his account

e Notify About—specify when notifications will be sent

e New User—Sends an email to the admin for each new user
that is created
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e New Sensor—Sends an email to the admin for each new
sensor that is created

e Probe Up/Down—Sends an email to the admin whenever the
connection to a probe is lost or is recovered.

e Update available—Sends an email to the admin when a newer
version of IPCheck Server Monitor is available

Control Panel Skinning Tab

IPCheck Server Monitor - Control Panel £|
IPCheck Server Monitor BAPAESSLER
System | Ernail | Templates | Messaging Sensars | Probes | Toals |
adrinistrator I License I System-Info Web-Skinning

Select a Skin for the WebGUI

Ok I Cancel | Apply |

In the skinning section you can select a skin to use for IPCheck Server Monitor.
If you have created your own skin it will also appear in the provided list.

IPCheck Server Monitor comes with one default skin:

IPCheck 2007:

@ IPCheck Server Monitor [ PAESSLER
U -

Home

[ ler AG (Dirk P ler) Refresh Edit >  Sensor Summary
@ 212 Sensor(s) up and running wel
$ Rackspace Serverpark paessler.com Map Edl > g 4 Sensor(s)down or unavailable
@ www.paessler.com (load balanced) Edt - @ 34 Sensor(s)paused
@ PG PING (Load [HP7 Probe] OK 138 ms 3‘3 gg Ect =
Balancer) 100 12:00 13:0014:00 Tag Filter Clear Tags
EL
W HTTP ADY Homepage [HPT Probe] OK 561 ms Edt = States Sensor Types
1000 11001200 13.00 19:00 DR CLSTOM
g 22
W HTTP 2DV h.nmepage (wia [Probe Walldort (T-DSL Ect = PAUSED DISK SPACE
vianetworks) wiangtwks)] Ok 746 ms 10:00 100 12:00 13,00 100 P oS
A HTTP ADY HTTPS Shop [HPT Probe] OK 4048 ms 10. ﬂsm Ecit = WARNNG ETp
Startssite 1000 1100 1200 1300 14:00 s
A HTTP ADY HTTPS Shop [Probe Walldort (T-DSL 434 Ect =
234 Custom Tags HTTP
Startsshte (vis wianetwks)] OK 1366 ms i e el
wianetworks) ADWANCED
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Control Panel License Tab

IPCheck Server Monitor - Control Panel [g|

I

Syztem ] Email ]

T3aging ] Sensorz ] Probes ] Toolz ]
l

Administrator Syztem-nfo ] ‘wieb-Skinning

Application License

M arne: |

Key: |

Check Freeware Edition.

Uszer and Senszor Licenses installed on this machine

Key Lsers SEnSars

Tokals |1 |3 |

| Buy Licensze Online |

oK | Cancel

The Licenses Window allows you to control the licenses of IPCheck Server
Monitor that are installed on the local machine. These licenses determine the
number of users you can utilize and the number of sensors you can monitor.

e Application
e Name—enter the name as provided to you upon purchase
o  Key—enter the key provided to you upon purchase
e  Check—-=click the Check Button to validate the name and key

e User and Sensor Licenses—this provides information on installed
keys, users, and sensors

e Add License—-<click this button to add a license for additional
users and sensors. This will bring up a window to enter the key.
Please enter the information you received upon purchase to add
more sensors and/or more users to the local installation.

Add License r$_<|

Copy the licenszes you want to add into thiz figld.

ak. Cancel

e Remove License—to remove a license, select it from the list and
click the Remove Button.

e Buy License Online—click this button to purchase additional
licenses from the Paessler website.
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Control Panel ISP Settings Tab

The ISP Settings Tab allows you change ISP related settings (ISP Edition only).

Syt I Ernail I Templates I Messadging I SEnsars I Probes | Toals
Administratar I License I System-Info I Web-Skinning i I5PSethings ¢
—Sensor/Motification types and Probes available for new users by default
TCP Script ;I EMail HP7 Probe
Custom aMS [] Probe download2. p.camn (TP
M5 SOL-Server ICQ [ Probe Lweg (T-DsL)
Oracle Server Met-Message [] Probe Walldorf (T-DSL vianeh
My3GQL Server Play Sound [] wavwa, paessler . cam
File Execute Program
Disk Space HTTP Request
Service
SHMP Traffic
SHMP Advanced
Other ISP Settings
Subscription: [~ Public users can create new accounts interactively (use with caution!)
Limit Sensars; |-1 Maximum number of sensors per user (use -1 For no limit)
Min, Interval: I-l Minirum sensor interval (seconds) (use 0 for no minimun)

Mate: All user specific settings on this page apply to newly created user accounts only, Please edit
setkings For existing users in the web interface with vour admin lagin,

Here you can choose the sensor and notification types that are available to new
users by default. Later the admin can change these settings in the web interface
for each user.

In the Other ISP Settings section you can set the following settings:

e  Subscription: If you enable this checkbox unauthenticated visitors
to the IPCheck web interface can create new user accounts by
clicking on add account. Use this setting with caution!

e Limit Sensors: The default number of sensors available to new
users.

e  Minimum Interval: The default minimum interval that is available
for new users

Later the admin can change the last two settings in the web interface for each
user.
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Server and User Account
Administration

Web Based Administration vs. the Admin Control
Panel

There are two points of administration for IPCheck Server Monitor:

e  Admin Control Panel: This is a Windows program used to set
various, often technical aspects of your IPCheck Server Monitor
installation. E.g. the web server’s IP and port address, the SMTP
server and many other aspects are edited here. See the “Using the
Control Panel” section for details.

e Web Based Administration: Using the web based administration
you mainly can manage the user accounts (not available in the
Freeware Edition).

It is important to understand these two entry points for administration!

Web Based Administration

Through the web-based administration you can:

e  Start and stop monitoring

e Add new users

e View and edit existing users

e Delete users

e  Monitor the system status
Note: The multi user features are not available in the Freeware Edition.
To access the administrative features of the web-based interface

e Please log into your account (see “Logging into your account using
the Web GUI”) using the admin account

e  After verifying your credentials, click the Administration link
from the menu toolbar.
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pe
@ IPCheck Server Monitor £ PAESSLER
1

Home | My Account | Administration | Add Group | Add Server | Add Sensor | Help | logged in as supportipae: om | Logout

Administration
Settings

Stop monitaring StartzfStops all monitoring processes. Use with caution!

Refresh dynamic

Stap

\ser Deta Recalculates various statistics (runs automatically every 15 minutes)

Add & nevw User Add User Create a nevw User account

Monitar Server System Status Shows an HTML page with system status information. Password can be set inthe

Status Cortrol Panel. Can be used to monitar IPCheck's server health.

Users
Hame Login/EMail Sensors Requestsh

Acdministrator supporti@paessler.com 3 G4 Home By Account Edit  Pause Delete

IPChack Server Monitor §.4.0 762 Multiuzer Edition (10 Users) - Server Time: 06.02.2007 16:02:38 @ Copyright 1002-2007 Pagsslar AG

e To start and stop the monitoring of all sensors click the Start/Stop
Button.

e  To refresh the dynamic user data (e.g. number of sensors of each
user in the table below) click on Refresh.

e To add a new user to the system, click the Add User Link. This
opens the User Data Window. Enter all of the necessary
information in this window and select the OK Button when
finished.

e To review the system status click the System Status link
Below these buttons you will see a list of user account active on your system.

If you are logged in with the admin account you will see an Administration link
in the top toolbar which brings you to the user account administration page.

Reviewing IPCheck’s System Status

To review the system’s status log in with an admin account, click on the top
menu’s Administration link, then click System Status:
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System Status

MName Valus Status Code Comment
Warning: abowve 70% for 30 seconds or

Current CPU Load: &% CPULOAD_OK miore, Errar: abowve 70% for 300 seconds
or more.
Depends on webserver traffic, Should be

Mumber of Webserver Threads: 0 WEBSERVER_CK belowr 100. Warning: More than 500,
Error: More than 4000,
Seconds since the monitoring process

- 1 second was lzst active. Should be below 2.

R R A= (s) ago LS LA Warning: More than 10, Error: More
than &0,
Free disk space of the drive holding the

Fres Disk Space: 28571 MBE DISKSPACE OK meonitoring database. Warning: Below
100 MB. Error: Below 10 ME,

Fﬁ;?d mizleElavin b Local Probe (HP7)_PROBE OK

Status of Probe R (IPx)

' . DOWN pROBE ERROR

?Ltf;f}“f Tt — up % (USA)_PROBE OK

Status of Probe P

; (T- DOWN pr—— p—

DsL)” - DSL)_PROBE_ERROR

Admin Dependency 1: up ADMINDEPL_OK

Admin Dependency 2: up ADMINDERZ_OK

System Information

MNumber of Active Sensaors: 155

Number of Adtive Users: 4

MNumkber of Sensor Threads: a

Menitoring Requests/h: 6722

Version Info: £.3.0.507 ISP Edition (100 Users)

Server Time: 07.03.2006 12:47:11 (GMT+0100)

This status page gives you detailed information about the internal conditions of
IPCheck Server Monitor and the server’s system.

If there are serious problems you will see error messages in red.

Note: The password used in the URL can be set in the Control Panel, see
“Control Panel System Tab”.

Monitoring one IPCheck instance with another
instance of IPCheck

The system status URL can be used to easily monitor an instance from a copy of
IPCheck Server Monitor running on another system. This way you can be
notified if an IPCheck system fails.

Simply create an Advanced HTTP sensor, enter the URL of your System Status
page (e.g.
http://ipcheckserver/status?pass=815686003E9D4BDB8D8520B34545627C)
and put the word “_ ERROR” (without the quotes) into the Response may not
include field.

As long as IPCheck runs fine the sensor will show an UP status, as soon as
IPCheck discovered a problem internally, it outputs an "XXX ERROR" string
on the status page. This is caught by the sensor which will change to the DOWN
state.

You can even create several of these sensors monitoring the following strings:
e CPULOAD ERROR
e WEBSERVER ERROR
e HEARTBEAT ERROR
e DISKSPACE ERROR
e PROBE ERROR
e ADMINDEPI ERROR
e ADMINDEP2 ERROR
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Most measurement points also can have a warning state that you may want to
monitor for. You can put the word “_ WARNING” (without the quotes) into the
Response may not include field and you will be notified whenever a warning
shows up — or you can monitor the following specific strings:

e CPULOAD_WARNING

e WEBSERVER_WARNING
e HEARTBEAT WARNING
e DISKSPACE WARNING
e PROBE WARNING

e ADMINDEP! WARNING
e ADMINDEP2 WARNING

Finally you can also monitor the other way round by scanning for “_OK” in the
HTML of the page — or you can monitor the following specific strings:

e CPULOAD OK

e WEBSERVER OK
e HEARTBEAT OK
e DISKSPACE OK
e PROBE_OK

e ADMINDEPI OK
e ADMINDEP2 OK

Working with Multiple Users

IPCheck Server Monitor supports more than one user account (except for the
freeware edition). Each user can set up his own groups, servers, and sensors and
can review his results independently from the other users.

This section explains how to create and edit user accounts. There also is a
section describing the specific settings available in the ISP Edition.

Multi User Features

The admin can create, edit and delete user accounts and can also review each
users sensors and settings.

Each user can make his monitoring results available to other users as read only
pages (not in the ISP edition). There is a checkbox for this on the user’s “My
Account” page.

Additional Features of the ISP Edition

With the ISP edition you have more control over the types of sensors and
notifications a user can use as well as the number and the intervals of sensors.

The admin can choose the sensor and notification types that are available to new
users by default and can also edit these settings for each user individually. Also
the minimum monitoring interval as well as an expiry date can be set for each
user.
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Editing User Accounts

To edit user accounts:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e  After verifying your credentials, click the Administration link
from the menu toolbar.

Select which users to display

Letters depend on first character of the login name (email address)

BCDEFGHIJKLMNOPQRSTUVY W XY Z Natin AZ Select all users

Login/EMail Sensors Requests/h Last Access

You will see a list of the user accounts. If many user accounts are available
please click one of the alphabetic links (or click Select all users) to see user
accounts.

For each user account you will see the number of sensors, requests per hours and
the last access date and time. You can click on the links on the right to

e Review and edit a user’s groups, servers, and sensors by clicking
the user’s Home link.

e Review and edit a user’s account settings (e.g. notifications and
schedules) by clicking the My Account link.

e Review and edit a user’s details (username, available sensors, etc.)
by clicking the Edit Link.

e Enable/disable the account login as well as the monitoring for a
user by clicking the Pause/Resume Link. Note: If a user is paused
by the admin his login is disabled as well.

e Delete a user by clicking the Delete Link.

Note: All of the users will be displayed under the Users Heading including the
Administrator.

Adding New Users

To add new users

e Please log into your account (see “Logging into your account using
the Web GUI”)

e After verifying your credentials, click the Administration link
from the menu toolbar.

e Click the Add User Link.
This opens the User Data Window. Now you can enter the new user’s data:

e Email/Login name—this is the user’s login name for IPCheck
Server Monitor. IPCheck will send the user’s password to this
address.

e Password- The user’s password can be set here
e First Name—the account holder’s first name

e Last Name—the account holder’s last name

User Manual IPCheck Server Monitor 5 Server and User Account Administration e 125



e  Company—the account holder’s company
e Street—the account holder’s street address
e  Zip—the account holder’s zip code

e  City—the account holder’s city

e  Country—the account holder’s country

e State—the account holder’s state

e  Phone—the account holder’s phone

e  Fax—the account holder’s fax

o Timezone—the account holder’s timezone

o Report Schedule—use the drop-down menu to select a frequency
of report generation

e Latency for warnings—specify a time (in seconds) after a sensor
has reached its warning threshold when the warning notification
will be sent

e Latency for errors—specify a time (in seconds) after a sensor has
reached its error status when the warning notification will be sent

e Latency for escalations—specify a time (in seconds) after a sensor
has reached its escalation threshold when the warning notification
will be sent

e Maximum number of sensors—You can limit the maximum
number of sensors a user may use by entering the number here. “-
1” means no limit.

e  (Click the OK Button when finished

The new user will receive an email with his password and can log into the site
right away.

Editing User Settings (ISP Edition only)

In the ISP edition you can set a number of settings on a “per-user” basis.
To edit a user’s settings:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e After verifying your credentials, click the Administration link
from the menu toolbar.

e  Select the first character of the user account’s email address
Select which users to display

Letters depend on first character of the login name (email address)

ECDEEFEGHTI 1K MMNOPO

ABECDEFGHIJELMMNOPORST VW X Y Z Notin A-

7 Select all users

e Review and edit a user’s details (username, available sensors, etc.)
by clicking the Edit Link from the list of users.

You will then be able to set the following settings for this user:

e You can enable and disable the sensor types that are available for
this user

e You can enable and disable the notification types that are available
for this user
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e  You can set the minimum interval that this user is allowed to use

e You can set an expiry date for this user (the account will be
automatically disabled after this date)

e  You can select the maximum number of active sensors for this user

You will also see the time and date when the user has logged in for the last time
and when the last HTTP request was made using this account.

Admin Settings

PING HTTP HTTP Advanced
HTTP Content Script W] TCP Script
SMTP POP3 FTP

Available Sensors PORT DMS HTTP Transaction
Custom SNMP Traffic SNMP Advanced
File Disk Space Service

MS SQL-Server COrade Server MySQL Server

EMail 5MS ICQ

Available Motifications Met-Message Play Sound Execute Program
HTTP Request

Min. Interval 155eC W

Expiration Date

Maximum number of 1

SENS0rs

Signed up on 29.01.2004 11:47:31

Last report sent 06.03. 2006

Last Access 06.03,2000 17:29:47

Editing ISP Settings (ISP Edition only)

Please see “Control Panel ISP Settings Tab” in the Control Panel section for
details.
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Reporting and Graphing

Creating Reports and Graphs

You can create graphs and reports of historical monitoring data for each sensor
and even compare two sensors. To get started:

If you use the Web GUI:

e Please log into your account (see “Logging into your account using
the Web GUI”)

e From the Account Homepage select click the Minigraph of the
sensor for which you would like to create a report or

e  Move the mouse over the “>" link of the sensor you want a report
for and select one of the Graph Links or the Info&Custom Graph link.

If you use the Windows GUI:
e Please start the Windows GUI (see “Starting the Windows GUI”)

e Right click the sensor you want a report for and select one of the
graph links or Custom Report.

This will either show the report directly or bring you to the Custom Report

window.
Create Custom Report
Sensor: Serverl | PING Sensarl »
Compare Ta: Mone
Report Type: @ araph O valuelist
Graph Type: ® Single Yalues O Hourly Averages @] Daily Averages O Average Daly Load [ 3] Response Time Distribution
Time Span: @ Last 24 Haurs (O Last 7 Days () Last 30 Days () Custam
Custom Start:
Custom End:
Generate Report

To generate a customized report, you can specify the following information:

e Sensor—use the drop-down menu to select the sensor for which
you would like a report generated.

e  Compare—IPCheck Server Monitor allows you to generate reports
that compare different data. Only supported by reports of type
‘Graph’! To create a comparison report

e  Use the drop-down menu to select a group, server, or sensor
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e Ifyou don’t want to generate comparison data, select the None
Option.

e  Type—select the type of report you would like generated: Graph
or Value list

e  Graph Type: Select the type of graph you want to have created (If
you select ‘Value list’ above you always get ‘Single Values’)

e Single Values: Draws a graph for all individual results
(recommended for time spans up to 2 days)

e Hourly Averages: Draws a graph with the hourly averages of
the monitoring results (recommended for time spans of up to
14 days)

e Daily Averages: Draws a graph with the daily averages of the
monitoring results (recommended for time spans of more than
14 days)

e Average Daily Load: Draws a graph with the average daily
load curve (the 24 average values for each hour of the day)
calculated for the given time.

e Response Time Distribution: Shows the daily distribution of
the request latency.

e Time Span—Choose a predefined timespan or choose custom and
enter the desired dates below.

e  Start—select the start date for the report (for custom time span).
e End—select the end date for the report.

When finished click the Generate Report Button. This will open the Report for
Sensor Window.

If you selected the Graph option from the type section you will see a graph with
the Request times along with the selected dates. To resize the graph click one of
the corresponding links below the graph.

Testnetz > MARYIN2 (10.0.0.139) > FTP Sensor (FTP)

F1%
Fo,5%

%] pREd

% =
T T T T T T
2005-05-14 2005-05-16 2005-05-18 2005-05-20 2005-05-22 2005-05-24

I Failed [%0] Request Time [ms] (Hourly Avg.) I

Testnetz = MARYIMNZ (10,0.0,139) = FTP Sensar (FTP): 14 ms average Request Time
10 days 14 hours 53 minutes uptime {=100,0000%) and 0 minutes Downtime (=0,0000%)
305636 good (=100,0000%) and 0 Failed (=0,0000%:) requests

bello network monitoring ¥5.0.1137 beta- @ 2005 Pacssler GmbH - wwwe. bello-manitars-the.net

Resize Graph: Small | Mormal | Large

If you selected the Value list option from the type section you will see a list
starting with the Log Time, Result Value, and the Message that was given.
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IPCheck Server Monitor

EIPAESSLER
| Logout

| Add Group | Add

Messages
Page 10f 20
Log Time Result Value Message
04.02.2007 00:00:21 rowlf paessiergmbh.de (Alter Exchange, DNS, Domaincontroller) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms L
04.02.2007 D0:01:20 ronwlt passsierambh.ds (ARer Exchangs, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms
04.02.2007 00:02:21 rowwlt paessiergmih.de (ARer Exchange, DNS, Domaincontroller) PORT SMTP PORT (MST): [HPT Probe] OK 1 ms
04.02.2007 00:0%:22 rowlf paesslergmbh de (Alter Exchange, DNS, Domaincortroller) PORT SMTP PORT (MSTY: [HP7 Probe] OK 1 ms
04.02.2007 00:04:22 ronwlt passsierambh.ds (ARer Exchangs, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms
04.02.2007 00:05:22 rowlf paessiergmbh.de (Alter Exchange, DNS, Domaincontroller) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms
04.02.2007 D0:06:22 ronwlt passsierambh.ds (ARer Exchangs, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms

1
1
1
1
1
1
1
04.02.2007 00:07:22 1 rowwlt paessiergmih.de (ARer Exchange, DNS, Domaincontroller) PORT SMTP PORT (MST): [HPT Probe] OK 1 ms
04.02.2007 00:08:22 2 rowlf paessierambh.de (Ater Exchange, DNS, Domaincontroller) PORT SMTP PORT (NSTY: [HPT Probe] OK 2 ms
04.02.2007 00:03:22 1 ronwlt passsierambh.ds (ARer Exchangs, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms
04.02.2007 00:10:22 2 rowlf paessiergmbh.de (Alter Exchange, DNS, Domaincontroller) PORT SMTP PORT (NST): [HPT Probe] OK 2 ms
04.02.2007 00:11:22 2 rowwlt passsierambh.ds (ARer Exchangs, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 2 ms
04.02.2007 0011222 3 rowwlt paessiergmih.de (ARer Exchange, DNS, Domaincontroller) PORT SMTP PORT (MST): [HPT Probe] OK 3 ms
04.02.2007 00:13:22 1 rowlf paessierambh.de (Ater Exchange, DNS, Domaincontroller) PORT SMTP PORT (NSTY: [HPT Probe] OK 1 ms
04.02.2007 00:14:22 1 rowvlt passsierambh.ds (ARer Exchange, DNS, Domaincontrollsr) PORT SMTP PORT (NST): [HPT Probe] OK 1 ms

Reviewing Messages/Errors

You can access the error data through the web interface, On your personal
homepage you can always see a list of the latest errors, UP and DOWN
messages:

Messages/Errors More

15:31:54 www netkauf .de (Kreditkartenbuchungssy
15:31:29 Router L1 82,148 85,226 PING Sensor
15:31:28 Router L1 82.148.85.226 PING Sensorl
15:31:28 First Bxtemal Hop at IP Ecchange PING
15:31:27 First Bxtemal Hop at IP Ecchange PING
15:31:27 t-online.de PING SensorZ (PING) UP - [t
156:31:26 t-online.de PING SensorZ (PIMGT WaRN ™
4 k

The Messages/Errors Section displays messages from all of the sensors. The
RSS Button adds an RSS feed to an RSS Reader (if one is installed). Click the
More Button to generate a more comprehensive message list. This will open the
Generate Message List Window.

Generate MessageList

Message Selection

Sensor/Server/Group: [ v

MessageType: IMessages/Errors W

Start:
End:

The Generate Message List Window allows you to create a list of all messages
that have been logged for a specific reporting period.

Jure A
June hd

o Sensor/Server/Group—use the drop-down to select a specific
element you have configured or select the All option to return
messages for all elements

e Message Type—use the drop-down menu to select what types of
messages to generate in the list. Options include

e  Messages/Errors (system errors/messages like “Notification
triggered’)

e Failed Requests (only bad requests that return with an error)
e All (including good requests. Can produce lengthy lists!)

e Start—use the year, month, and day drop-down menus to specify
the start date of the message list you are going to generate. No
messages prior to this date will be included.
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e End—use the year, month, and day drop-down menus to specify
the end date of the message list you are going to generate. No
messages after this date will be included.

e  (Click the OK Button when finished.

You will now get a list of the filtered messages, use Prev and Next to navigate
in the list.

@ IPGheck Server Monitor I PAESSLER
A

Home | My Account | Add Group | Add Server | Add Sensor | Help | logged in as support @

Messages
Page 10f 1
- Result

Log Time: Value Message

06.02.2007 052754 0 wnew paessler com (load balanced) HTTPS Shop Startsette (HTTP ADW)WARNING - [HP7 Probe] Slow
34306 ms

06.02 2007 03:28:23 a sy paessler com (load balanced) HTTPS Shop Startseite (HTTP ADY) UP - [HPY Probe] OK 4145 ms

0802 2007 0%:35 43 0 ey paessler.com (load halanced) HTTPS Shop Startsette (HTTP ADW) WARMNG - [HPT Prabe] Error:

Connection timed out. (Socket error: 100600 20965 ms (Code: 100607
06.02.2007 033554 a vy paessler com (load balanced) HTTPS Shop Startsete (HTTP A0W) UP - [HPT Probe] Ok 10607 ms
‘v paessler com (load balanced) HTTPS Shop Startseite (HTTP ADV) WARKNING - [HP7 Probe] Errar

05.02:2007408:57,1 9 o Connection timed out. (Socket error: 1006070 20949 ms (Code: 100807
0f .02 2007 0&37:27 a wnew paessler com (load balanced) HTTPS Shop Startsette (HTTP ADYW) LR - [HPT Probe] Ok 261 ms
05,07 2007 090952 o sy paEssler com (load balanced) HTTPS Shop Startsete (HTTP ADY)WARNING - [HPT Probe] Slove
26227 ms
06.02 2007 09:10:30 a ey paessler com (load balanced) HTTPS Shop Startsete (HTTP A0W) UP - [HPY Probe] OK 4301 ms
05.02 2007 091539 0 Wy paessler com (load batanced) HTTPS Shop Startsette (HTTP A0V WARNING - [HPT Probe] Slovw
28151 ms
0F.02 2007 09:16:12 a wnew paessler com (load balanced) HTTPS Shop Startsette (HTTP ADYW) LIP - [HPT Probe] Ok 1086 ms
|FCheck Server honitor 5.4.0. 758 15F Edition (100 Users) - Server Time: 06.02.2007 16:47.55 @ Copyright 1998-2007 Paessler A5

When you are finished reviewing the messages in this window select the OK
Button. This will then take you back to the Account Homepage.

Reviewing the Complete Activity Data

You can access the complete activity data which include all successful and all
failing requests. On your personal homepage you can always see a list of the
latest activity:

Activity More

16:33:47 Bichanger DISKSPACE Disk Space B o
15:33:57 rowlf paesslergmbh.de (Ater Bcchange,
16:33:47 Bichanger SNMWP ADYW Server Health: =r
16:33:67 Switch 10.0.0.124 PING PIMG Sensor:
16:33:86 Lenny PIMG PING Sensor: [HPV Probe
16:33:55 rowlf paesslergmbh.de (Ater Bcchange,
15:33:85 Firewall 1 (10.0.0.1 - QSC/IP-Exchange)] ™

4 4

The Activity Section displays all of the current messages for the servers being
monitored in IPCheck Server Monitor.

Click the More Button to generate a more comprehensive message list. This
will open the Generate Message List Window.

Generate MessageList

Message Selection

SensorjServerfGroup; | Al v ‘
MessageType: Falled Requests
End: 200 v

The Generate Message List Window allows you to create a list of all messages
that have been logged for a specific reporting period.
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e Sensor/Server/Group—use the drop-down to select a specific
element you have configured or select the All option to return
messages for all elements

e  Message Type—use the drop-down menu to select what types of
messages to generate in the list. Options include

e  Messages/Errors (system errors/messages like “Notification
triggered’)

e Failed Requests (only bad requests that return with an error)
e All (including good requests. Can produce lengthy lists!)

e Start—use the year, month, and day drop-down menus to specify
the start date of the message list you are going to generate. No
messages prior to this date will be included.

e End—use the year, month, and day drop-down menus to specify
the end date of the message list you are going to generate. No
messages after this date will be included.

e  (Click the OK Button when finished.

You will now get a list of the filtered messages, use Prev and Next to navigate
in the list.

The Generate Message List Window accessed from ‘Activities’ or
‘Messages/Errors’ is the same with one minor difference: The default value for
‘Message Type’ is different

<
Messages

Page 1of 1

Log Time Result Value Message

08.02.2007 02:08:22 30000 vy paessler com (load halanced) PING PING (Load Balancer): [HP7 Probe] Lost 30000 ms (Code: 11010)
0B.02 2007 03:25:08 30000 wwwy paessler.com (Ioad balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
06.02 2007 03:25:39 30000 wwr paesslar com (Ioad balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
0B.02.2007 033355 30000 iy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
06.02 2007 03:34:29 30000 wwr paesslar com (Ioad balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
06.02.2007 03:35:56 30000 vy paessler.com (load batanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
08.02.2007 0817:05 30000 wwy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
06.02 2007 08:36:40 30000 wwr paesslar com (Ioad balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
08.02.2007 083716 30000 iy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
06.02 2007 08:14:41 30000 wwr paesslar com (Ioad balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
06.02.2007 11:55:46 30000 vy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
08.02.2007 121719 30000 iy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
06.02. 2007 13:24:07 30000 wwr paesslar com (Ioad balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
08.02.2007 15:20:08 30000 iy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)
0B.02 2007 16:03:48 30000 wwr paesslar com (load balanced) PING PING (Load Balancer) [HPT Probe] Lost 30000 ms (Code: 11010)
06.02.2007 16:0%:25 30000 sy paessler.com (load balanced) PING PING (Load Balancer): [HPT Probe] Lost 30000 ms (Code: 11010)

IPCheck Serwer hanor 5.4.0.755 ISP Edtion (100 Users) - Server Time: 06.02.2007 16:43:34 @ Copyright 1985-2007 Pazssler A5

When you are finished reviewing the messages in this window select the OK
Button. This will then take you back to the Account Homepage.

Working with Email Reports

Depending on your report schedule setting (see “Managing "My Account"”’) you
will receive a report by email every day, week or month.

Additionally you can request a report at anytime using the Account pop-up
menu.

Email reports contain a list of all servers and sensors with their monitoring
statistics:
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Monitoring Report
Here is the monitoring report for your account name 5 jobed

Report from 21.05.2005 00:00:00 to 22.05.2005 00:00:00

Smr=or Failad

S = - Sood -z = L M. = Do m= ymrmom
Troe Sarezr Name Gocd Requests  Uptime p—— Dewrtime dverage

Group: Groupl

www.paessler.com
HTTE  HTTPSensori 23 92,000% 23h 44m |BEI0E09E GRS 354 m= Reguest Time
mail.paessler.com
SMTP SMTP Sensorl 24 100°000%5 1d Oh Om 0 0,000% OhOm 29 ms Request Time
HTTF  mail.paessler.com 0  0,000% 0Oh Om 0 0,000% OhOm 0 ms Request Time

e Good Requests: The number of successful requests this sensor was
able to complete during the report's time span. The percent value
shows the percentage of good requests compared to the total
number of requests.

e Failed Requests: The number of unsuccessful requests for this
sensor during the report's time span. The percent value shows the
percentage of failed requests compared to the total number of
requests.

e Uptime: The time span that the monitoring system was able to
complete successful requests to the sensor. Only times between two
successful requests are counted as UP. (Please note: Downtime
plus uptime can be shorter than the report time span).

e Downtime: In this time span the sensor was not able to complete
successful requests. Times between two failed requests and times
between one good and one failed requests are counted as DOWN.

e Average: The average value of all successful requests for this
sensor during the report's time span (in milliseconds for most
Sensors).
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Tips&Tricks

Visit the Paessler Knowledgebase

Please visit the Paessler Knowledgebase regularly at www.paessler.com/support
for up-to-date information and technical articles about IPCheck Server Monitor.

Automatic Network Discovery

By selecting the Automatic Network Discovery option from the user menu (or

by clicking the corresponding link on the main page) you can scan your network
for servers and devices that IPCheck Server Monitor will be able to monitor for

you.

Using this feature a basic monitoring for your network can be set up in a matter
of minutes, regardless of the number of servers running.

Note: The Network Discovery only searches for a selection of simple sensor
types and uses only the basic settings for these sensors to make the discovery
easy to set up. After the discovery process has finished you should revise and
eventually update the settings for all sensors!

Note: Be aware that the automatic network discovery is actually a scan of your
network. Make sure you are legally authorized and technically allowed to run a
network scan on the selected addresses.

Clicking the Automatic Network Discovery link will show the following form:

Automatic Network Discovery

Auto Discovery Information

The Auto Discovery feature of IPCheck Server Moricor scans your network for avaiable The Auto D 1 you specfy below for d services are
automatically added to your s of sensors. After this process you can manualy renove sersors Hhat you do not want to monitor or edt sensors with addiionsl parameters. Note: The discovery process takes about S seconds per 1P address,

Please speciy an IP address range and the sensor types you want o use during discovery.

1P Address Range

Start Address:
Enter the start and end IP-Addresses for the detection range
End Address:

Sensor Types

Check all types of sensors that you wsnt to use during Auto discovery

[FpimG sensars [P Sensers
[T Sensors [Frora sersors
[Fons Sensors [FIFTP Sensors

In the IP Address Range, enter the IP address of the first and last node that
should be scanned. Note: Do not set .0 or .255 as starting or ending range, as
these address values are reserved and will produce an error.

Then, select the types of sensors you would like to start scanning for. Click OK
when finished.

This starts the scanning process. It takes about 5-15 seconds per IP address.

134 o Tips&Tricks User Manual IPCheck Server Monitor 5



During the scanning process IPCheck will first generate all the selected sensors
for the given address range. Then all sensors are executed once. If a sensor fails
upon this first test it is removed from the list.

As soon as the scan is finished you will get the list of devices and services found
during the IP Address Range scan.

Working with Network Maps

For each group of servers you can set up a graphical network map. Basically this
is a custom bitmap which you upload onto the IPCheck webserver and to which
the webserver adds small status icons. These icons show the states of the sensors
using the colors green, yellow, blue or red as well as the server name, sensor
name and the last status message.

Wiy paessler.cam

Ok 443 ms
For example if you upload a graphical map of your network (e.g. created using
Visio) as your image you can place the icons for the sensors next to the servers’

icons on the map to show an easy-to-understand overview of your network’s
status.

Creating a Network Map

Note: To create or edit a new network map for a group you must use the
Windows GUI.

After launching the Windows GUI click the desired group with the right mouse
button and choose “Edit Network Map” from a group’s context menu.

ZX Edit Network Map

Drag and Drop Sensors into Map! ~
Debian Test Server [WM... | CPU Loz A LA N
Debian Test Server W [HTTP 5

Debian Test Server [Wi... | Memory)
Debian Test Server WM. [ PING Se e
Diebian Test Server WM. [SHMP T Teraztation

Diebian Test Server (WM. | SHMP T . FING Senzard
Debian Test Server [WH... | Spstem £ R Status Meszage

Exchanger | Annahme infol®@paessle .
Furhannes | drnahme sunnomEnae Terastation1

Transparency: J

’ Load Picture l

[ Cancel ] [ Sawve ] . .

Click on Load Picture to load the background image you want to use.

Then drag-and-drop the desired sensor(s) from the list on the left into the image
and position them as desired using the mouse.

To delete a status icon click it once with the mouse (it will show a red border),
then hit the DEL key on your keyboard.

When you are satisfied with your settings click on Save to upload the settings to
the server.

Viewing Network Maps

After setting up a network map using the Windows GUI there are several ways
to view the network map with updated sensor status:
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e  WebGUI — After logging into your account simply click on the
Map link next to a group’s name

e  WindowsGUI — Right click a group entry and choose View
Network Map from the popup menu.

e Published Groups — If you have enabled the Publish Group
setting of a group you can find links to the group’s HTML status,
the network map webpage as well as the network map image in the
group’s settings page. These URLs do not require a login so you
can use these URLSs e.g. to include monitoring information into
Intranets, Extranets, etc.

Paessler SNMP Helper

Paessler SNMP Helper enables IPCheck Server Monitor (or its sister product
PRTG Traffic Grapher) to collect in-depth performance information from
Windows servers and workstations. Up to several thousands parameters and
performance counters of a PC can be monitored with just a few mouse clicks.

SNMP Helper License Options
There are three different flavors available:

e Freeware Edition: Supports monitoring of memory, disks, network,
and processors and comes free with the downloads of PRTG
Traffic Grapher and IPCheck Server Monitor

e Pro Edition: Adds more than 2000 performance counters for
servers and workstations running Windows 2000, XP or 2003

e Pro Extensions: Are available for in-depth monitoring of MS
Exchange Server, MS ISA Server, MS SQL Server and MS Biztalk
Server

Fully Integrated Into Paessler's Monitoring
Products

Simply install SNMP Helper on Windows 2000, XP or 2003 systems and you
can monitor numerous performance counters using PRTG Traffic Grapher and
IPCheck Server Monitor - simply by adding new sensors. Both our monitoring
products have built-in support for the additional counters. Within a few minutes
you will be able to monitor values like "disk writes/s", "DHCP Server
Requests/s", "Exchange Server: Messages/s", "SQL Server: Requests/s", and
many more.

In our knowledge base at www.paessler.com/support we have compiled a list of
recommended performance counters that you can monitor using SNMP Helper.

SNMP Helper Freeware Edition

The Freeware Edition supports about 80 performance counters and is part of
PRTG Traffic Grapher and IPCheck Server Monitor. You must install SNMP
Helper on the machine(s) you want to monitor. After installation of PRTG or
[PCheck you will find the SNMP Helper Freeware setup files in a subfolder. Run
this setup on all the systems you want to monitor. Afterwards you can monitor
the additional system parameters by simply adding new sensors.
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SNMP Helper Pro Edition and its Extensions

The Pro Edition of SNMP Helper offers the ability to monitor more than 2000
counters for Windows 2000, XP, and 2003. With the optional SNMP Helper
Extensions you can additionally monitor the following Microsoft Server
applications:

e  MS Exchange Server: more than 1726 performance counters
e  MS SQL Server: more than 511 performance counters

e  MS Biztalk Server: 32 performance counters

e  MS ISA Server: 149 performance counters

Detailed lists of supported counters are available at
www.paessler.com/snmphelper.

To use SNMP Helper Pro you must either purchase a license or you must request
a Free 30 Day Trial License. Either way you will receive a license key and the
installation files via email. Please install the software on the server that you want
to monitor and enter the license key that comes with it. Afterwards you can
monitor the additional system parameters by simply adding new sensors to
[PCheck and PRTG.

Installing Paessler SNMP Helper

Paessler SNMP Helper is a small library that makes it much easier to access
system parameters of Windows machines using SNMP. If the SNMP Helper is
installed PRTG Traffic Grapher will be able to read various system parameters
from this machine.

SNMP Helper can be used on Windows XP, 2000 and 2003.

You only need to install SNMP Helper on a computer if you want to monitor it!
You must install SNMP Helper on each Windows computer you want to monitor
using the additional sensors.

First make sure to install the Windows SNMP component using the
Add/Remove Software control from your Windows Control Panel.

In order to install Paessler SNMP Helper, launch the Paessler SNMP Helper
Setup.exe file located within your PRTG Traffic Grapher installation directory
after you have installed PRTG Traffic Grapher.

This will launch the Paessler SNMP Helper Setup Wizard.
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%’ Setup - Paessler SNMP Helper B ]

PRTG Welcome to the Paessler SNMP
if-taalell Helper Setup Wizard

Gra P TR This will install Pagssler SHMP Helper 1.3 on your computer.

It iz recommended that you close all other applications befare
continuing,

Click Mest to continue, or Cancel to exit Setup.

www.paessler.com

Mest > I Cancel

Once you have read the information found in the welcome screen click Next to
continue installation.

=b
Select Destination Location
where should Paeszler SMMP Helper be ingtalledy @

D Setup will install Pasgzler SMMP Helper into the following folder,

To continue, click Nest. [F pou would like to zelect a different folder, click Browse.

[agramme ] Browse. . |

At least 0.8 ME of free disk space is required.

< Back I Hewt » I Cancel

From the Select Destination Location window use the Browse button to select a
directory in which to install the Paessler SNMP Helper. You can also enter the
destination location directly in the provided box. Once you have chosen your
destination location, click on Next to continue.
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;’- setup - Paessler SNMP Helper B = |EI|5|

Completing the Paessler SNMP
Helper Setup Wizard

pre To complete the installation of Paessler SMMP Helper, Setup
muzt restart your computer. Would you ke to restart now?

{+ Y'es, restart the computer nowe

= Mo, | will restart the computer later

Once Paessler SNMP Helper is installed, the program will prompt you that it
needs to restart the machine in order to complete the installation process. If you
are ready to restart your machine, select this option from the provided menu.
Otherwise, select to restart your computer later.

Note: Keep in mind — in order for the Paessler SNMP Helper to work properly,
your system has to be restarted. If you opt to restart the machine later you will
need to do so before the Paessler SNMP Helper can be fully put into operation.

Importing MIBs using Paessler MIB Importer and
Converter

In order to import MIB files from third parties (usually the vendor of a device)
into PRTG you must convert the files into OIDLIB files.

The MIB Importer and Converter Tool is available free of charge on the Paessler
website at www.paessler.com.

How to import an MIB File
Instructions:
e Download and install Paessler MIB Importer

e  Copy your vendor specific MIB file(s) into the /mib subfolder of
your installation folder

e  Start the program from the Start menu Start|Programs|Paessler
MIB Importer

e  Use the Import menu item to load and convert the MIB file

e Please understand that your import may fail and some edits may be
necessary for the MIB import to go through.

e  After a successful import please review the values

e tis very likely that you have to edit the list and/or the strings.
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e Finally use File|Save For... to save the new .oidlib file and - if
necessary - copy it into the /snmplibs subfolder of your PRTG or
IPCheck installation.

e Restart PRTG or IPCheck and create new SNMP sensors using the
new oidlib file

Paessler, MIB Importer ¥1.1 -
File Edit Import Help
=l BASEBRDD_MIE-MIE Identification

- dell current: probe table

3 BASEBRDD_MIB-MIE
- dell Fan sensor kahle Agent: |

- dell glabal power unit table Group: dell system chassis extension table
s SYstemcasss e Mame! dell system chassis extension ev sol

stem o =y 5ol
el system chassis extension ev sub
... del system chassis extension ev sys Source
- dell system reset table

- dell temperature probe table
- dell woltage probe table OID: 1.3.6.1.4.1.674.10891.306.8.0
dmtfcaoling device table

Kind: Single hd

Type: G o
- dmtfelectrical current probe table L e
- dmitfphysical container global table table [Clunsigned [t [ flaat
- dmkfphwsical memory array table
- dmtFpower supply kahble ¥alue
- dmtftemperature probe table Uniik: Custarm | (#
- dmtfaltage probe table Indicator: dell system chassis extension ev sol
Scale: 1 Divide hd
Description

Planning large Installations of IPCheck Server Monitor

When planning large installations of IPCheck Server Monitor 5, there are several
parameters to take into account that influence the maximum number of
Users/Servers/Sensors that can be monitored using one single installation.

Memory Usage

Per user you must supply about 5 KB of RAM. Per sensor you must supply
about 5 KB of RAM without the recent history graphs and about 10k with recent
history graphs enabled.

Sample calculation: 1000 users with 5 sensors each: 1000x5kb plus
5x1000x10kb => 55 MB RAM

Note: To keep system performance up, this memory should be physically
accessible to avoid slow page file swapping!

CPU Load

A monitoring load of 30 requests/s (about 2.000 requests per minute, which
means monitoring 2000 sensors with 60 sec interval) creates a CPU load of
about 20% on a 2 GHz Intel machine. With an aggressive configuration we
would recommend not to cross 40-50% CPU load (e.g. to save CPU cycles for
the web server) which gives us about 5.000 requests per minute, preferably using
a multi processor machine.

Sample Calculation: 1000 users with 5 sensors each with an interval of 1 minute:
5x1000 = 5.000 requests per minute
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BTW: By simply allowing the users a minimum interval of e.g. 5 minutes this
load can be lowered to 1.000 requests per minute, etc.

Network Load

Per monitoring request about 200 bytes of internal communication plus the
traffic for the sensor (from a few bytes for a PING up to several kb for an HTTP
request) is transferred. Using an average of e.g. 1 kb per sensor request a
monitoring of 5.000 requests per minute creates a bandwidth load of about 100-
150 kb/s.

Plus, the traffic of the web server, which is tiny compared to this.

Multi Location Monitoring Using Remote Probes

By default all monitoring requests are sent out from the machine you have
initially installed the IPCheck software on (called "Local Probe").

To achieve multi location monitoring you can install additional "Remote Probes"
on other machines that can reside in your local LAN, in your DMZ, or anywhere
in the world, as long as they are reachable via the net. This way you can monitor
your network devices from different perspectives.

To create a "Remote Probe" you must install the "IPCheck Probe Service" on the
desired machine. Then you must set up a few parameters on the remote machine
and the machine your main IPCheck installation runs on. If you use custom
sensors make sure to also copy the necessary script files to the remote probe
machine!

Note: This feature is not available in the Freeware Edition!

Setting up a Remote Probe

Please download the file "IPCheck Server Monitor — Remote Probe Setup.exe"
from the Paessler website (www.paessler.com) or find the file in the Remote
Probe Setup subfolder of your IPCheck Server Monitor installation folder.

Make sure that the version numbers of both the probe service and your main
IPCheck installation are the same.

Run the setup routine and in the end you will get the Probe Service configuration
dialog.

Configuring a Remote Probe

Please start the remote probe configurator from the Start menu.
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& Remote Probe Configuration

By default all monitaring requests are zent out from the machine pou have initially installed the

|PCheck software an. To achieve mult lacation monitanng vou can install addiional "'Remote

Probes", pleaze see the manual for details. [Requires Profeszsional Edition ar higher licenze).
Remote Probe Connection Settings

Local IP:

Local Part: equests from |PCheck to thiz probe)
M ake zure to protect your Remaote Probes from unauthorized access! One level of protection iz
to uze an access paszwaord that you enter below and that alzo must be entered on the machine
iunning IPCheck. Please alzo consider protecting your Remote Probes using firewalls etc.

Probe Pazsword: |38?EE2D1 0B 3D4B063E 720 DECAZ4EDI4C

AcceptP List: |

Probe Service Configuration

Inigtall | | |

ok, | Cancel |

e Local IP-If the machine has more than one IP address please
choose one from the list. This will be the IP address that you have
to enter in the Admin Control Panel of your main IPCheck
installation for this remote probe.

e Local Port -Please choose the ports you want to use. Using the
defaults should be fine in most cases.

e Probe Password-Make sure to protect your probe using a
password. This must be the same password as you are entering in
your main IPCheck installation as well as all other probes!

o Install/Deinstall/Start/Stop-Use these buttons to control the
behavior of the service.

e Restrict Ips: xx

Click OK when you are ready.

Firewall Issues

The main IPCheck server service communicates with the remote probe(s) using
one TCP/IP connections using the port number that you enter in the
configuration. You must make sure that these IP packets are being transported by
your network (e.g. enable NAT mapping for NAT networks).

Configuring Remote Probes in the Admin
Control Panel

After installing and configuring the remote probe service on your remote
machines you must enter the IP addresses of the new probes in the Admin
Control Panel of your main IPCheck installation. See the "Multi Location
Monitoring Using Remote Probes" section above.

Now the users can choose the local and the remote probes from a drop down for
each sensor.
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Publishing Current Monitoring Status

If you are monitoring your network using IPCheck Server Monitor it is a good
idea to make the current network status available to the other employees, etc. in
your company.

Using the "Publish Group" feature of IPCheck Server Monitor you can publish
the current monitoring status of your network in your Intranet or any other
website.

But there are also even more sophisticated options, please read on.

Simple Solution: Publishing a Group of Servers
To make a group's status publicly available
e Open the IPCheck Server Monitor web interface
e Log into your account
e  For the group you want to publish click on the Edit Group icon
e Enable Publish Group

e Note the Public URL (this is the URL where the group's data can
be accessed publicly - we need the URL later)

e C(Click OK
Paste the public URL into a browser and test it.

Advanced Options: Including Monitoring
Information In Your Intranet or Website

There are five options:

e Using network map images in your own website: Simply copy the
URL of a networkmap and use the image in your HTML.

e Using Recent Monitoring Data images (“minigraphs”) in your own
website: Simply copy the URL of a MiniGraph and use the image
in your HTML. Using the URL’s parameters you can change the
background color and size of the image

e Linking to the public URL from your Intranet or Website: This way
the visitor can access the information, but only one group at a time
and without your website's look and feel

e Showing the public URLs in IFRAME:s on a page of your website
or Intranet: This gives you the possibility to have the monitoring
data on a webpage in your look and feel and you can even show the
status of several groups on one web page

e Using a PHP script to access the monitoring results and publishing
them in your own website

Please visit the Paessler Knowledgebase at www.paessler.com/support for more
articles and technical details about these approaches.

Changing the Look&Feel of IPCheck Server Monitor

If you want to change the colors, images, and logos of the web interface of
IPCheck Server Monitor there are several items you can edit

User Manual IPCheck Server Monitor 5 Tips&Tricks ¢ 143



e  Web GUI Skin: A “skin” contains the colors, images, etc. of the
Web GUI. Here you can edit the CSS files, the images, and the
templates for the HTML <table> tags used to create the final
webpages

e  Web Templates: These “templates” are used to build the HTML
framework of the web GUI’s pages, e.g. the content of the headers
and footers is specified here

Note: If you install new versions of the [PCheck software make sure to make
backup copies of your edited files, they may be overwritten by the installer!

Editing Web Skins

IPCheck Server supports switching between several skins. Two skins are already
included after the initial installation. You can choose between the installed skins
in the Ipcheck Control Panel.

If you want to editing you own skins:
e Choose an existing skin to begin with

e  Copy the skin’s folder in the “webskins” subfolder of your
IPCheck installation folder

o  Edit the files in this new folder
e  Open the Control Panel and select your new skin
e Restart [IPCheck’s webserver service to apply your changes

When editing the skin it is recommended to restrict your edits to the following
files, to reduce the risk of breaking functionality:

e  /css/ipcheck.css
e /container*.htm
e all image files

Note: To edit the HTML files please do not use an HTML editor that actively
changes the HTML code (e.g. FrontPage), because very often the code for the
placeholders are changed and IPCheck Server Monitor will not work with these
files. We recommend to use Windows Notepad or any other plain text editor.
Also, always make a backup copy of the original files before changing them!

To use your own Logo or server/sensor icons you have to replace the files in the
images and images/icons subfolders of your web skin folder. Make sure that all
images have the same size (pixel width/height) as the original files to avoid a
broken layout.

Editing Web Templates

Webtemplates are used to create pages or parts of pages. Please be very cautions
with changes to these templates, especially when editing the placeholders
(looking like <#placeholder>), otherwise you may break IPCheck’s
functionality.

Here is a list of the most important template files:
e ipchome.htm: Website homepage
e outbase.htm: Main page with groups/servers/sensors
e  header.htm: the starting HTML page

e logo.htm: the top navigation and logos
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o footer.htm: the final HTML code of all pages

Setting Up SMS and Pager Notifications

If you want to get notified about server and network outages on your cell phone
or pager you must set up an account at a SMS gateway service or provide a
custom URL that send one message.

The SMS gateway services allow you to send SMS and pager messages from
IPCheck Server Monitor which already include the APIs of various SMS
services.

This service is not free and you must set up an account, supply your credit card
details, and purchase a pre paid amount of messages you can send (credits).
Pricing depends on the country you send the messages to - check out their price
list and world wide coverage information.

Note: You do not need the dedicated server some services offer! Setting up a
simple account and purchasing a reasonable number of credits is fine!

Here is what you need to do:

e Create an account at one of the services: www.bulksms.co.uk
or www.smsdriver.com (Note: we do not recommend
www.smsxchange.com anymore)

e Note: Please see the [IPCheck Control Panel if your version of
IPCheck already supports other services, too

e Some of these services will send your password to your cell
phone

After you have confirmed your account with one of the services:

e open the IPCheck Server Monitor Admin Control Panel
(Start|Programs|[PCheck Server Monitor|[[PCheck Admin Control
Panel)

e Select the Messaging tab
e  Choose the desired service, enter your user ID and password
e  Click Apply to restart the IPCheck services

To test the delivery of the messages

e Log into the web interface of your IPCheck Server Monitor
installation

e Click on My Account

e Below Notifications select an existing notification or create a new
one

e Scroll to SMS and Pagers and enter the country code and number
of your cell phone or pager

e Click OK to accept these settings

e  Click the Test this notification link of the notification you just
edited

You should now receive the message in a matter of a few seconds.
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Installing a custom SSL key

IPCheck Server Monitor comes with a default SSL certificate so you can
securely use the web interface through HTTPS. But when a browser connects to
this server it will always show a message that the certificate is not correct
(although the transmission is already secure).

If you want this dialog to disappear you must create, order, and install a full
certificate as follows.

Install Open SSL

e (if you don’t have access to a machine with one, most Linux
distributions should have it)

*  You can get a windows installer here:
http://www.shininglightpro.com/products/Win32OpenSSL.html

e Or check the list at the official website:
http://www.openssl.org/related/binaries.html

e If you have to use a different operating systems check
http://www.opensll.org for details

Create your CSR (Certificate Signing Request)
e 1. Open a command line window
e  Start->Run->"cmd"
e 2. Change to the folder the openssl.exe is located
e c.g.cdci\ssl\src\apps (depending on your ssl installation)
e 3. Execute the following line:

openssl req -new -nodes -keyout ipcheck.key -out
server.csr -config openssl.cnf

o Answer the questions! What to enter depends on the registration
company you want to use.

e Fore.g. InstantSSL check this url for more details:
http://www.instantssl.com/ssl-certificate-
support/csr_generation/ssl-certificate-openssl.html

e  This will create two files: The file ipcheck.key contains a private
key. Do not disclose this file to anyone! The server.csr is your
certificate request file.

Request your certificate
e (o to your certificate company and order the certificate.

e Provide the server.csr file you have created above when asked for
it.

You should receive 2-3 files from the certification company
e Rename the server certificate file to ipcheck.crt

e Put all other files (root certificates from the issuer) into one text file
and name it root.pem

Copy the files into the cert folder

e  Copy the following files into the /cert subfolder of your IPCheck
installation replacing the existing demo certificates:

e ipcheck.crt (the certificate of your server)
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e root.pem (the root certificates of the issuer)
e ipcheck key (pivate key of your server)

Now restart the IPCheck Server Monitor service.
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Appendix

Support

Please visit http://www.paessler.com/support for support options.

Copyright
IPCheck Server Monitor is protected by international laws.

Paessler™ and IPCheck™ are registered trademarks in USA and in other
countries.

Copyright © 1998-2007 Paessler AG

For the latest version always check http://www.paessler.com/ipcheck

Postal address:

Paessler AG
Burgschmietstrasse 10
D-90419 Nuremberg
Germany

E-Mail: info@paessler.com

Company Homepage: http://www.paessler.com

Consulting and Custom Software

Paessler offers consulting and the development of custom software. Please
inquire via email to sales@paessler.com.

General License Terms and Conditions

ATTENTION: You will find these General Terms and Conditions within the
Paessler Software that you download and these General Terms and Conditions
govern the use of the Paessler Software. To complete the installation of and to
use the Paessler Software, you will be required to agree to the terms defined
below.

PLEASE READ THESE GENERAL TERMS AND CONDITIONS
CAREFULLY.

§ 1 TERRITORY
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These General Terms and Conditions govern the use and maintenance of the
Paessler Software for customers who use the software outside the Federal
Republic of Germany. The use of the Paessler Software in the territory of the
Federal Republic of Germany is governd by the "Allgemeinen
Lizenzbedingungen der Paessler AG".

§ 2 DEFINITIONS

Site: Defined and/or restricted area (e.g. campus, premises) of which the
diameter does not exceed 6,21 miles (10 kilometers), and which is used
exclusively by the customer;

Customer: Contract partner who licensed the Paessler Software;
User: Person working with the software.
§ 3 PRE-CONDITION

PAESSLER AG IS WILLING TO LICENSE THE PAESSLER SOFTWARE
TO THE CUSTOMER ONLY ON THE CONDITION THAT THE
CUSTOMER ACCEPTS ALL OF THE TERMS CONTAINED IN THIS
AGREEMENT.

§ 4 ASSIGNMENT

BY DOWNLOADING OR INSTALLING THIS SOFTWARE, THE
CUSTOMER ACCEPTS THE TERMS OF THESE GENERAL TERMS AND
CONDITIONS AND INDICATES THE ACCEPTANCE THEROF BY
SELECTING THE "ACCEPT" BUTTON AT THE BOTTOM OF THESE
GENERAL TERMS AND CONDITIONS. IF THE CUSTOMER IS NOT
WILLING TO BE BOUND BY ALL THE TERMS, THE CUSTOMER
SELECTS THE "DECLINE" BUTTON AT THE BOTTOM OF THE
AGREEMENT AND THE DOWNLOAD OR INSTALL PROCESS WILL BE
INTERRUPTED.

§ 5 LICENCES

Paessler grants to the customer a non-exclusive license to use the Paessler
Software in object code form as described in these General Terms and
Conditions.

1. “Commercial-Edition”

The “Commercial-Edition-Software” is designed for the exclusive use by the
customer. For the grant of license a fee has to be paid.

The ,,Commercial-Edition“-License is non-transferable. Any attempt to share or
transfer a licence without the consent of Paessler shall be a violation of this
license agreement and international copyright laws, and will result in the forfeit
of all benefits and rights as a user.

A. Single- and Multi-user license

The customer purchases a certain number of licences according to the
confirmation of order. The customer is only allowed to install and use the
maximum number of purchased licences simultaneously. This means the
customer may only use the modules contained within the software for which the
customer has paid a license fee and for which the customer has received a
product authorization key from Paessler.

If the number of licenses allowed to be use simultaneously is exceeded, Paessler
has to be informed and the exceeded number of installations have to be
prevented through suitable means.

If the exceeded number of installations can not be prevented by organizational
oder technical means, the customer is obliged to purchase the relevant number of
licences.

B. Site- License
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Paessler grants the customer the right and license to install and use the software
on multiple computers for one or more users.

This license, however, is restricted to the use within one location (site). In the
case of the software being used in other locations than those agreed upon, the
customer is obliged to pay the license fee due for the location-license as a
compensation.

C.Verification

The customer grants Paessler or its independent accountants the right to examine
the customer’s books, records, and accounts during the customer's normal
business hours to verify compliance with the above provisions.

2. “Trial-Edition”

"Trial Edition" means a free-of-charge-version of the software to be used only to
review, demonstrate, and evaluate the software. The Trial-Edition may have
limited features, and /or will cease operating after a pre-determined amount of
time, due to an internal mechanism within the Trial-Edition.

No maintenance is available for the Trial-Edition.

The software may be installed on multiple computers for private and commercial
use.

The software may be transferred to third parties (e.g. on homepages or ftp-
servers) as long as the program remains unchanged and is offered free of charge.
A chargeable transfer of the “Trial-Edition” (chargeable download, CD in
Magazins) requires previous written permission by Paessler.

§ 6 RESTRICTIONS

Software under these General Terms and Conditions is confidential and
copyrighted. The title to the software and all associated intellectual property
rights are retained by Paessler.

The customer may not modify, decompile, or reverse engineer said software.
The customer may make archival copies of the software.
§ 7 MAINTENANCE

Object of the Maintenance Agreement is the maintenance of the “Commercial-
Edition-Software” according to the confirmation of order.

1. Scope of Maintenance

The customer is granted the opportunity of downloading the current version of
the purchased Commercial-Edition-Software and requesting a license-key anew
for the duration of the Maintenance Agreement.

The customer will receive support for the duration of the Maintenance
Agreement.

2. Duration
The Maintenance Agreement has a duration of 12 months and may be prolonged.
3. Beginning

The Maintenance Agreement starts with the sending of the affirmation of
contract. The affirmation includes the download-link and the licence-key of the
software.

4. Prolongation

Prolongation may only take place until the end of the duration of the
Maintenance Agreement.

§ 8 PRICE

All levies, dues, taxes, duties, and other charges shall be borne by the customer.
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§ 9 PAYMENT

The payment to be made by the customer is in any event due at the time delivery
of the software is effected. The due time for payment arises without any further
precondition.

The payment to be made by the customer is to be transferred as stated on the
invoice to the banking account of Paessler without deduction and free of
expenses and costs for Paessler.

In the event of delay in payment the customer will pay to Paessler - without
prejudice to compensation for further losses — the costs of judicial and extra
judicial means and proceedings as well as interest at the rate of 5 % over the base
interest rate of the European Central Bank.

§ 10 LIMITATIONS FOR CUSTOMERS IN THE UNITED STATES AND
UNITED STATES TERRITORY

1. LIMITED WARRANTY

Paessler warrants that for a period of ninety (90) days from the date of download
the software files will be free of defects as regards the product under normal use.
Except for the foregoing, software is provided "AS IS". The customer’s
exclusive remedy and Paessler's entire liability under this limited warranty will
be at Paessler's option to replace software media or refund the fee paid for the
software. Any implied warranties on the software are limited to 90 days.

2. DISCLAIMER OF WARRANTY

UNLESS SPECIFIED IN THESE GENERAL TERMS AND CONDITIONS,
ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE EXTENT
ALLOWED BY APPLICABLE LAW.

3. LIMITATION OF LIABILITY

IN NO EVENT WILL Paessler BE LIABLE FOR ANY LOST OF REVENUE,
PROFIT OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED
REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF OR
RELATED TO THE USE OF OR INABILITY TO USE SOFTWARE, EVEN
IF Paessler HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, EXCEPT TO THE EXTENT ALLOWED BY APPLICABLE
LAW.

In no event shall Paessler's liability to the customer, whether in contract, tort
(including negligence), or otherwise, exceed the price paid by the customer. The
foregoing limitations shall apply even if the above-stated warranty fails its
essential purpose.

If the Terms above are not applicable to the customer the following Limitations
apply.

§ 11 INTERNATIONAL LIMITATIONS

1. Conformity of the Software

The software does not conform with these General Terms and Conditions if at
the time the risk passes it is clearly different to the specifications, or in the
absence of specifications, the software is not fit for the usual purpose.

Paessler is particularly not liable for the software being fit for a particular
purpose to which the customer intends to put it or for the software’s compliance
with the legal requirements existing outside the Federal Republic of Germany.

2. Examination and Notice of Lack of Conformity
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The customer must examine the software as required by law.

The customer shall give notice of any lack of conformity to Paessler as required
by law, in any event directly and in writing and by the quickest possible means
by which delivery is guaranteed (e.g. by telefax).

3. Consequence of Delivering non-conforming Software

Following due notice of lack of conformity, the customer can rely on the
remedies provided for by the UN Sales Convention in regard to the terms laid
down in these General Terms and Conditions. In the event of notice not having
been properly given, the customer may only rely on the remedies if Paessler has
fraudulently concealed the lack of conformity.

The customer is entitled to demand delivery of substitute software or repair or
reduction of the purchase price as set forth in and in accordance with the terms
of the UN Sales Convention.

Irrespective of the customer's remedies, Paessler is entitled to repair non-
conforming software or to supply substitute software.

4. Third Party Claims and Product Liability
A. Third Party Claims

Without prejudice of further legal requirements, third parties' rights or claims
founded on industrial or other intellectual property only found a defect in title to
the extent that the industrial and intellectual property is registered and made
public in the Federal Republic of Germany.

The customer's claims for defects in title including those founded on industrial or
intellectual property will be time-barred according to the same rules as the
claims for delivery of non-conforming software.

Third parties not involved in the conclusion of contract based on these General
Terms and Conditions in particular those purchasing from the customer, are not
entitled to rely on any remedy provided for in this General Terms and Conditions
or to raise claims against Paessler, founded on delivery of non-conforming
software or defect in title.

B. Product Liability

Without prejudice to Paessler's continuing legal rights and waving any defense
of limitation the customer will indemnify Paessler without limit against any and
all claims of third parties which are brought against Paessler on the ground of
product liability, to the extent that the claim is based on circumstances which are
caused after risk passed by the customer.

5. Damages
A. Obligation to Pay Damages

Paessler is only obliged to pay damages pursuant to these General Terms and
Conditions if it deliberately or in circumstances amounting to gross negligence
breaches obligations owed to the customer. This limitation does not apply if
Paessler commits a fundamental breach of its obligations.

Without prejudice to its continuing legal rights, Paessler is not liable for a failure
to perform any of its obligations if the failure is due to impediments which
occur, e.g. as a consequence of natural or political events, acts of state, industrial
disputes, sabotage, accidents, or similar circumstances and which can not be
controlled by Paessler through reasonable means.

The customer is required in the first instance to rely on other remedies and can
only claim damages in the event of a continuing deficiency.

B. Amount of Damages
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In the event of contractual or extra contractual liability Paessler will compensate
the loss of the customer to the extent that it was foreseeable to Paessler at the
time of the formation of the General Terms and Conditions.

§ 12 MISCELLANEOUS
1.Set off, Suspending Performance

Legal Rights of the customer to set-off against claims of Paessler for payment
are excluded, except where the corresponding claim of the customer has either
been finally judicially determined or recognized by Paessler in writing.

2. Place of Performance

The place of performance and payment for all obligations arising from the legal
relationship between Paessler and the customer is Fiirth (Germany).

3. Applicable Law

The legal relationship with the customer is governed by the United Nations
Convention of 11 April 1980 on General Terms and Conditions for the
International Sale of Goods (UN Sales Convention) in the English version.

Outside the application of the UN Sales Convention, the contractual and non-
contractual legal relationship between the parties is governed by the non-uniform
German law, namely by the BGB/HGB (German civil and commercial code).

4. Jurisdiction

The parties submit for all contractual and extra-contractual disputes arising from
these General Terms and Conditions to the local and international exclusive
jurisdiction of the courts having jurisdiction for Fiirth (Germany).

5. Communication

All communications, declarations, notices, etc. are to be drawn up exclusively in
the German or English language. Communications by means of e-mail or fax
need to fulfill the requirement of being in writing.

6. Severability

If provisions of these General Terms and Conditions should be or become partly
or wholy void, the remaining conditions continue to apply.

Acknowledgements

Created using Indy Internet Direct - http://www.indyproject.org/.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

Uses the net-SNMP library, see “netsnmp-license.txt”
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