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The Check Your Package

Thank you for purchasing the CONTEC product.
The items making up the SYR-RDS(FIT) and SVR-RDS(FIT)L packages are different.

Check, with the following list, that your package is complete. If you discover damaged or missing
items, contact your retailer.

Product Configuration List<SVR-RDS(FIT)>
- Main unit (SYR-RDS(FIT))...1
- AC Adapter...1
- Clamp...1
- Cabletie...2
- Wall mount screw...4
- Magnets...4
- Hubjoint...1
- External-toothed screw...1
- User’sManual (this booklet)...1

e
O

@ Magnets x 4
Main unit (SVR-RDS(FIT)) P (] @ @
AC Adapter

? Clamp  wall mount screws x 4

External-toothed screw

User's manual

Hub joint

User's manual (this booklet)
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Product Configuration < SVR-RDS(FIT)L >
- Main unit (SVR-RDS(FIT)L)...1
- AC Adapter...1
- Rubber feet...4
- Clamp...1
- Cabletie...2
- Three-point screw (M3 6)...1
- User’sManual (this booklet)...1

Cable tie x 2

7

Three point screw
(M3x6)x4

User's manual

User's manual (this booklet)
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Copyright
Copyright 2003 CONTEC CO.,LTD. ALL RIGHTS RESERVED

No part of this document may be copied or reproduced in any form by any means without prior written
consent of CONTEC CO., LTD.

CONTEC CO., LTD. makes no commitment to update or keep current the information contained in this
document. The information in this document is subject to change without notice.

All relevant issues have been considered in the preparation of this document. Should you notice an
omission or any questionable item in this document, please feel free to notify CONTEC CO., LTD.

Regardless of the foregoing statement, CONTEC assumes no responsibility for any errors that may
appear in this document or for results obtained by the user as aresult of using this product.

Trademarks

F&elT, FLEXLAN are registered trademark of CONTEC CO., LTD.

MS, Microsoft, Windows, Windows NT, and MS-DOS are registered trademarks of Microsoft
Corporation in the U.S.A. and other countries.

Netscape Navigator is aregistered trademark of Netscape Communications.

Other company and product names mentioned herein are generally trademarks or registered trademarks
of their respective owners. This document does not use the symbols ™, ®, © etc.

Terminology/Abbreviations

The following terms and abbreviations are used in this manual for convenience.

Full term Term used in this manual

SVR-RDS(FIT), SVR-RDS(FIT)L authentication server / CA

FX-DS540-APW, FX-DS540-APP
FX-DS540-AP, FX-DS540-APD Access point / AP
FX-DS540-APDL, FX-DS540-APL

A device with the wireless function User unit/ Wireless terminal
Personal computer PC
User unit / Wireless terminal uu
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1. Before Using the Product

1. Before Using the Product
This chapter provides information you should know before using the product.

About the SVR-RDS(FIT) or
SVR-RDS(FIT)L

This product is an authentication server unit for IEEE 802.1X authentication. The product has the
functions of a private certification authority (CA) and Remote Authentication Dial-In User Service
(RADIUS) server required for authentication.  The product supports EAP-TLS, PEAP, a standard
authentication protocol conforming to |EEE 802.1X, and allows web browsers to easily issue certificates
required for EAP-TLS, PEAP authentication.  This product can therefore provide al the functions
required for |EEE 802.1X authentication, from issuing certificates to authentication.

Read this manual carefully to use the product correctly.

Features

Common to SVR-RD(FIT) and SVR-RD(FIT)L

- It serves as an authentication server.

- It has CA and RADIUS server function required for authentication server of |IEEE 802.1X.

- Easy configuration and management using a WWW browser.

- Supporting EAP-TLS, capable of authentication of each terminal using a public key certificate.

- Supporting PEAP, capable of authentication with a password without using an user certificate.

- CA can beissued up to 200.

- Capable of managing up to ten authenticators. This allows wireless LAN user unitsto roam in the
coverage of up to ten access points.

SVR-RDS(FIT)L

- Compact and lightweight.

SVR-RDS(FIT)

- Flexibility ininstallation depending on the location, allowing the unit to be even hung on the wall or
stacked together with a FLEXLAN DS540 series access point (CONTEC HUB)

@ CONTEC
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1. Before Using the Product

Customer Support

CONTEC provides the following support services for you to use CONTEC products more efficiently and
comfortably

Web Site

Japanese  http://www.contec.co.jp/
English http://www.contec.com/
Chinese http://www.contec.com.cn/

Latest product information
CONTEC provides up-to-date information on products.
CONTEC also provides product manuals and various technical documentsin the PDF.

Free download

Y ou can download updated driver software and differential files as well as sample programs availablein
several languages.
Note!  For product information

Contact your retailer if you have any technical question about a CONTEC product or need its price, delivery time, or
estimate information.

Limited One-Year Warranty

CONTEC products are warranted by CONTEC CO., LTD. to be free from defects in material and
workmanship for up to one year from the date of purchase by the original purchaser.

Repair will be free of charge only when this device is returned freight prepaid with a copy of the
original invoice and a Return Merchandise Authorization to the distributor or the CONTEC group office,
from which it was purchased.

This warranty is not applicable for scratches or normal wear, but only for the electronic circuitry and
original product products. The warranty is not applicable if the device has been tampered with or
damaged through abuse, mistreatment, neglect, or unreasonable use, or if the original invoice is not
included, in which case repairs will be considered beyond the warranty policy.

How to Obtain Service

For replacement or repair, return the device freight prepaid, with a copy of the original invoice. Please
obtain a Return Merchandise Authorization Number (RMA) from the CONTEC group office where you
purchased before returning any product.

*  No product will be accepted by CONTEC group without the RMA number.
Liability
The obligation of the warrantor is solely to repair or replace the product.  In no event will the warrantor

be liable for any incidental or consequential damages due to such defect or consequences that arise from
inexperienced usage, misuse, or malfunction of this device.

@ CONTEC
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1. Before Using the Product

Safety Precautions

Understand the following definitions and precautions to use the product safely.

Safety I nformation

This document provides safety information using the following symbols to prevent accidents resulting in
injury or death and the destruction of equipment and resources. Understand the meanings of these
|abels to operate the equipment safely.

/\ DANGER DANGER indicates an imminently hazardous situation which, if not avoided, will
result in death or serious injury.

A\ WARNING WARNING indicates a potentially hazardous situation which, if not avoided, could
result in death or serious injury.

A\ CAUTION CAUTION indicates a potentially hazardous situation which, if not avoided, may
result in minor or moderate injury or in property damage.

Handling Precautions
A\ DANGER

Do not use the product where it is exposed to flammable or corrosive gas. Doing so may result in
an explosion, fire, electric shock, or failure.

@ CONTEC
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1. Before Using the Product

/i CAUTION

This product contains precision electronic elements and must not be used in locations subject to
physical shock or strong vibration.
Otherwise, the products may malfunction, overheat, or cause a failure.

Do not use or store this device in high temperature or low temperature surroundings, or do not
expose it to extreme temperature changes.
Otherwise, the products may malfunction, overheat, or cause a failure.

Do not use or store this device where it is exposed to direct sunlight or near stoves or other sources
of heat. Otherwise, the products may malfunction, overheat, or cause afailure.

Do not use or store this device near strong magnetic fields or devices emitting electromagnetic
radiation. Otherwise, the products may malfunction, overheat, or cause a failure.

If an unusual smell or overheat is noticed, unplug the power cable immediately.
Be careful not to let the external supply voltage or drive current exceed the rating.
Do no place an object that blocks ventilation slits on top of  this product or on its sides.

The specifications of this product are subject to change without notice for enhancement and quality
improvement.

Even when using the product continuously, be sure to read the manual and understand the contents.

Do not attempt to modify this device. The manufacturer will bear no responsibility whatsoever for
the deviceiif it has been modified.

Regardless of the foregoing statements, CONTEC is not liable for any damages whatsoever
(including damages for loss of business profits) arising out of the use or inability to use this
CONTEC product or the information contained herein.
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1. Before Using the Product

Environment

Use this product in the following environment.

may overheat, malfunction, or cause afailure.
Operating temperature

0 to 40°C
Humidity

10 to 90%RH (No condensation)
Corrosive gases

None
Floating dust particles

Not to be excessive

I nspection

If used in an unauthorized environment, the products

Inspect the product periodically as follows to useit safely.

< SVR-RDS(FIT) >

- The ventilation slits are not covered,
and neither dust nor alien substance g,

Front is attached to the ventilation slits.

- Check that the connector of the unit
and its cable have been plugged
correctly.

< SVR-RDS(FIT)L >

- The ventilation slits are not covered,
and neither dust nor alien substance
is attached to the ventilation slits.

a
Nt
>

- Check that the connector of the unit
and its cable have been plugged
correctly.
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1. Before Using the Product

Storage
When storing this product, keep it in its original packing form.
(1) Wrap it in the packing material, then put it in the box.

(2) Storethe package at room temperature at a place free from direct sunlight, moisture, shock,
vibration, magnetism, and static electricity.

Disposal

When disposing of the product, follow the disposal procedures stipulated under the relevant laws and
municipal ordinances.

@ CONTEC
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2. Before setting the network

2. Before setting the networ k

This chapter describes the adequate information before constructing a network used main body.

Constructing a network

PC

SVR-RDS(FIT)
SVR-RDS(FIT)L \j E

H‘Eﬂ - - - — — — —  :Wired connection

Authenticator (AP) =
Supplicant

Network A

_____ : Wireless connection

Figure2.1. Constructing a network

SVR-RDS(FIT) / SVR-RDS(FIT)L

The unit isthis product, an IEEE 802.1X compliant authentication server providing the CA (certification
authority) and RADIUS server functions.

For the setup method , refer to Chapter 3 settings the main body.
For details on the specifications, see“Product Specifications’ in Chapter 8 "Appendix”.

Authenticator
In wireless LAN terminology, an authenticator is an IEEE 802.1X compliant AP.

Capable of managing up to ten authenticators. This allowswireless LAN terminal to roam.
For the setup method , refer to Chapter 4 settings for the authenticator.

For the authenticator corresponding to this product, refer to Chapter 8 Appendix.

Supplicant

A supplicant isaterminal that can issue |EEE 802.1X authentication request.
The terminal requires an OS having the supplicant functions supporting |EEE 802.1X (Windows XP,
Windows XP SP1, or Windows 2000 SP3 + | EEE 802.1X, Windows 2000 SP4 support module).

User certificates can be issued up to 200.
For the setup method , refer to Chapter 5 settings for the supplicant
For the supplicant corresponding to this product, refer to Chapter 8 Appendix.
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2. Before setting the network

Component L ocations

Figure2.2. SVR-RDS(FIT) (Front)

LINK LED
UTP Pprt

ACT LED
Power supply jack

Figure2.3. SVR-RDS(FIT) (Back)

/‘g Edl P
!i f; 0

10/100M

Z &l

STATUS
? 0 Power supply jack
UTP Port

\STATUS LINKLED ACT LED

Figure2.4. SVR-RDS(FIT)L (Front) Figure25. SVR-RDS(FIT)L (Back)
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2. Before setting the network

LED Indicators

Three LEDs (one on the front and two on the back) indicate power supply, and wired LAN connection
status.

Table2.1. LED Display

Name Color Status Indicator

On in orange | Indicates that the device is operating.

Green/
STATUS . Indicates that the device is being started (going to operate after the power
Orange| On in green )
switch was turned on).

on Indicates that the link has been established.
LINK Green

Off Indicates that the link has been disconnected.
ACT Orange| Flashing [Indicates that LAN data is being transmitted/received.
Connectors

Table2.2. Connectors

Name of connectors | Name described Operation / function

in main body

UTP Port 10/100M Connects to a 10BASE-T or 100BASE-TX LAN.
Power supply jack 5vDC 5VDC power supply input jack. Connect the attached AC adapter.

Use the attached AC adapter on the power supply to the main body.
Using the other power supplies may damage.
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2. Before setting the network

Setup

Table Top Installation of SVR-RDS(FIT)

If installing on a desktop, place the unit on a stable and flat base and ensure that adequate space is
provided for ventilation (5cm).

The ventilation slits

Figure2.6. The Ventilation Slits

/\ CAUTION

Do not obstruct the ventilation dlits.  This can cause the temperature inside the product to rise and
can damage the components inside.

/A\ WARNING
SVR-RDS(FIT) must be installed with the top or side
surface faceup. If installed with any other surface face up,
the SVR-RDS(FIT) can be overheated inside to catch fire.
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2. Before setting the network

Wall Installation of SYR-RDS(FIT)

The attached wall mount screws are useful for installing the unit onawall.  Attach the unit to astable
vertical wall and ensure that adequate space is provided for ventilation (5cm).

@ The provided wall-
g]i » 103.4mm mount fittings
®
gl éy % @ " Screws
)

Wall mount holes

Figure2.7. Wall Installation
To mount the unit on awall, obtain the required number of screws (to fit f 3.5).

(1) Usethe screwsto attach the provided wall-mount fittingsto thewall.  The dimensions are shown in
the figure above. (4 locations)

(2) Attach the SVR-RDS(FIT) case such that the four wall-mount fittings on the wall insert into the
wall-mount holes on the case.

(3) Slide the SVR-RDS(FIT) unit down to hold it in place.
/i CAUTION

Do not obstruct the ventilation dlits.  This can cause the temperature inside the product to rise and
can damage the components inside.

/A WARNING
SVR-RDS(FIT) must be installed with the top or side
surface faceup. If installed with any other surface face up,
the SVR-RDS(FIT) can be overheated inside to catch fire.
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2. Before setting the network

Attaching Using a Magnet of SVR-RDS(FIT)

The magnet provided with the SVR-RDS(FIT) makes it easy to attach or remove the AP from metal
surfaces such as steel partitions or desks.

/i CAUTION

Do not place magnets near monitors, floppy disks, or other sensitive objects.

- Moving the SVR-RDS(FIT) while it is mounted on a steel desk or similar surface can cause paint
scratching.

- Units cannot be stacked if attached by a magnet.

Attaching and removing magnets

To mount the unit using a magnet, push the magnet into the magnet mounting hole in the direction of
arrow 1 as shown in Figure 2.8. , then insert the entire magnet into the mounting hole.

Next, slide the magnet in the direction of arrow 2 to hold the unit in place.

Magnet

Magnet mounting holes

Figure2.8. Attaching Magnets
To remove, slide the magnet in the direction of arrow 1 in Figure 2.9. , then lift in the direction of arrow

Figure2.9. Removing Magnets
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2. Before setting the network

Mounting on steel desks

The unit can be mounted directly on steel desks. Pull lightly to make sure that the SVR-RDS(FIT)
does not come off easily.

Figure2.10. Mounting on Steel Desks

/A WARNING
The SVR-RDS(FIT) must be installed with the top or side
surface faceup. If installed with any other surface face up,
the AP can be overheated inside to catch fire.

@ CONTEC
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2. Before setting the network

For stacking SYR-RDS(FIT) on HUB or access point

For Stacking

Slide the joint in the direction of
the arrow until it clicks into place.

Slide the upper device in the direction of
the arrow until it clicks into place.

Figure2.11. How to stack SYR-RDS(FIT) on HUB or Access point

@ CONTEC
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2. Before setting the network

Removing

Slide the upper device in
the direction of the arrow.

Lift this part a little and slide the joint
in the direction of arrwo.

Figure2.12. How toremove

@ CONTEC
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2. Before setting the network

Table Top Installation of SVR-RDS(FIT)L

Use rubber feet

If installing on atable top , place the unit on a stable and flat base and ensure that adequate spaceis
provided for ventilation (5cm).

The ventilation slits

101008

Al
0. 8

]

Figure2.13. The Ventilation Slits
/\ CAUTION

Do not obstruct the ventilation slits.  This can cause the temperature inside the product to rise and
can damage the components inside.

/A WARNING

Do not obstruct the ventilation slits.  This can cause the temperature inside the product to rise and
can be overheated inside to catch fire.

@ CONTEC
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2. Before setting the network

Cablelnstallation

Network Cable Installation

Connect your network cable to the network connector on the SVR-RDS(FIT)/ SVR-RDS(FIT)L. This
model hasasingle 10BASE-T / 100BASE-TX connector.

10BASE-T or 100BASE-TX connection

/A\ CAUTION

When connecting this product to a personal computer or hub use a twisted pair cable no more than
100m in length.

- UseUTP cable or STP cable having category 3, 4, or 5 specifications.

- When connecting with a personal computer (NIC) or hub up-link port, use a UTP cross cable (TP-
X).

(1) Connect the UTP cable (straight-through cable) to the UTP port in a hub or bridge.

(2) Connect the other end of the UTP cable to the UTP port on the SYR-RDS(FIT)/ SVR-RDS(FIT)L.
SVR-RDS(FIT)

B

10BASE-T HUB
100BASE-TX HUB

UTP cable
(Straight)

SVR-RDS(FIT)L

° 10/100M SVDc
+ L
. ©
LN AT
=)
=S

10BASE-T HUB
100BASE-TX HUB

BK 7X 6X 65X 4X 3X 2X 1X

UTP cable
(Straight)

Figure2.14. 10 BASE-T or 100BASE-TX Connection
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2. Before setting the network

AC Adapter Connection
Connect the attached AC adapter to the power jack on the main unit.

/i CAUTION

Use the attached AC adapter on the power supply to the main body.
Using the other power supplies may damage.

Securing the DC jack of the AC adapter

Using the attached clamp and cable tie prevents the DC jack from coming off when the DC cableis
|oaded.

Stick the clamp onto the SVR-RDS(FIT)/ SVR-RDS(FIT)L main unit. Plug the DC jack of the AC
adapter into the connector on the main unit, then fasten the DC cable to the clamp using the cable tie.

SVR-RDS(FIT) Cable tie

T - gf}

Clump

Figure2.15. DC Jack Clamping Example of AC adapter (SVR-RDS(FIT)

Cabl(le tie SVR-RDS(FIT)L

goguuooouoony
© ©

Ll ~7
Clump

Figure2.16. DC Jack Clamping Example of AC adapter (SVR-RDS(FIT)L)
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2. Before setting the network

Ground the SVR-RDS(FIT)/ SVR-RDS(FI T)L

Use the attached external-toothed screw (for the SVR-RDS(FIT)) or three-point sems screw (for the
SVR-RDS(FIT)L) to connect the ground wire to the ground terminal on the main unit.

1.Fasten the ground wire
using the external-toothed screw.

Figure2.17. Ground the SVR-RDS(FIT)

E 2 P

ﬁ 10/100M st@n_c@
1
« ¥ L O)2

1. Fasten the groud wire using the three-point screw.

Figure2.18. Ground the SVR-RDS(FIT)L
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2. Before setting the network

Function Overview

Authentication Type and Function

This section summarizes a feature of each authentication type, which is different from the features of the
other authentication type.

Authentication Type and Function

Table2.3. Authentication Type and Function

Type User certificate Server certificate Remarks
EAP-TLS Required Required Conducts authentication using the digital
certificates on the client and server, providing the
highest level of security.
PEAP MS CHAP-V2|Not required Required Conducts authentication using a password but
TLS Required Required requiring no digital certificate on the client,

making operation and management relatively easy.
This protocol can also request both of the client and

server to have a digital certificate.

Authentication types supported by Windows by default

Table2.4. Authentication types supported by Windows by default

Windows 2000 SP3

Type Windows XP Windows XP SP1 . Windows 2000 SP4
(Patch required)
EAP-TLS (o] (o]
MS CHAP-V2 X (o]
PEAP
TLS X (o]

O: Supported  x: Unsupported

Backup and restore of the system

Y ou can back up configuration information to a datafile, such as network settings, user information, and

passwords.

The backup of data can be restored on the main unit.

backup of data from another unit can be restored.

On the SVR-RDS(FIT) or SVR-RDS(FIT)L, a

©CONTEC
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2. Before setting the network

Setting procedure

uoneiado

aueusnuIe|N

©CONTEC

setting the main body

Chapeers )

Setting for the authenticator

(AP) [(?haptem _]

Setting for the supplicant

(Wireless terminal) r(?hapterS |
[Nt

ya

((l) Setting the main body.

Set the system time, CA and

\((3) Setting for the authenticator

Set the authentication(RADIUS
\server)for IEEE 802.1X.

\authentlcatorA ‘

((2) Issuing and acquiring
certificates.

Acquire a CA certificate and an
user certificate from the
\authentication server.

g |
L
| v
I
; / 1 ((4) Installation of CA
] I_ 1
. I/ L fA certificate e = — - P instal the CA and user
L | User CA : certificates on the terminal.
U ) ~
A —— = == — P

((5) Setting the network adapter

Set the network adapter
\for IEEE 802.1X.

(6)Connection to the network

Make it possible to connect to
and access the network.

- Reissuing and reacquiring
certificates.

Reacquire the CA and user

certificates from the

authentication server before
the validitylexpiresA

Extend the certificate’s

term of validity

v

- Discarding a certificate ."- Deleting the certificates. ‘;
| i
Discard the user certificate no i Discard the CA and user i
longer needed for authentication. i e H
! certlflca_tes no longer for i
| authentication. !
Figure2.19. Setting procedure
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3. Setting the main body

3. Setting the main body

This chapter describes how to setup the SVR-RDS(FIT)/SVR-RDS(FIT)L.

Setup Preparation

Y ou can setup the AP software from a PC running aweb browser viathe LAN. Asthisprovidesa
graphical interface, setup using aweb browser is much easier than using aterminal.

This product is factory-set to be assigned an IP address of “192.168.1.1" and a network mask of
“255.255.255.0".

Y ou can use this address to connect to the AP from aweb browser but this requires that you change the
IP address of the PC to be in the same network group as the AP's | P address (when finished, set the IP
address back to its original value).

Supported web browsers (recommended)
- Microsoft Internet Explorer 5.01 or higher
- Netscape Navigator 6 or higher

! 4.0 Index - Micresof] inlersel Explorer

B [ Wem Faathes ook Hel ar
__Authentication 5
Lo e T B 1

1y Matwork Setup f|

iy Services Current Metwork Setting

oy Padius Safup

3

"\-\..‘ rblil'l"

X3 Simdus
é]mmmMmsmn -'h:nr:t

Figure3.1. Example Browser Setting Screen
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3. Setting the main body

Connecting to the Web Browser PC

When using a web browser to setup the AP, you can connect viaeither aLAN. Usethe following
procedure to connect the web browser.

(1) Connect the PC on which you will run the web browser to the same network as the AP.
Alternatively, you can use a UTP cable to connect the PC directly to the AP.  In that case, usea
crossed-cable.

The connection will not work if you use a standard straight-through cable.

/\ CAUTION
Y ou may not be able to establish a connection if the web browser is setup to use aproxy. Inthis
case, change the setting to not use a proxy.

Remember to change the proxy setting back when you have finished setting up the AP.

Connecting to an SVR-RDS(FIT)/ SVR-RDS(FIT)L

To connect the web browser to the SVR-RDS(FIT)/ SVR-RDS(FIT)L , the I P address of the PC on
which you run the web browser must be in the same network group as the | P address of the
SVR-RDS(FIT)/ SVR-RDS(FIT)L . The factory default |P address set in the SVR-RDS(FIT)/
SVR-RDS(FIT)L isawaysin the class C network group starting with [192.168.1.1] and [192.168.1].
Accordingly, set the |P address of the PC to also start with [19.168.1] ([IP 192.168.1.10, MASK
255.255.255.0], for example).

When you have completed setting up the authentication server viayour PC, reset the PC's | P address to
the original value.

(1) Start the web browser.
Recommended web browsers are Microsoft Internet Explorer 5.01 or later and Netscape 6.0 or
later.

(2) After starting the web browser, specify the IP address of the main body in the URL field.
For example, if the |P address of the main body is[192.168.1.1], enter the following:

| http://192.168.1.1 |

/i CAUTION

Manage the set | P address not to be forgotten.
If you forget the | P address, you cannot make changes to the settings for the server unit.

If you cannot access the server unit via the web browser, you cannot even reset the server unit to the
factory defaults.

@ CONTEC
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3. Setting the main body

Setup Method

This section describes how to perform setup using a web browser.

Login

When you have completed preparation for setup and connection to the main unit, the authentication
server prompts you to enter the password.

Enter the password.

Both of the user name and password are factory-set to “root” .

Connect o 193.168.1.1

Auttarbcalon S

L rianea: 0 ot e

Bmwraard e

[l parsarsbar ey paiwsar o

= T

Figure3.2. Login Screen

Various settings

Make “ Settings to Be Made First” followed by other settings as required.

Y ou can make these settings in the same way as when you use the WWW browser to connect to and
work with the Internet . To change the setting of an item, edit the form containing that item.  Follow
the procedure to compl ete setup to reflect the new settings in the main body.

Exiting Setup

Exit the web browser to disconnect the PC from the server unit.

@ CONTEC
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3. Setting the main body

Setting to be conducted at first

After purchasing the SVR-RDS(FIT) / SYR-RDS(FIT)L, be sure to follow the procedure below to make
all of these settings.

1.Login

(1) Connect to the main body.
For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Setting the system time

Select your time zone and set the current time.  The system time is referenced to define the validity
term of each certificate to be issued and to check the validity term of each certificate used for
authentication.  Authentication cannot be performed normally unless the system time has been set
correctly.

Aurhentication Serzr

tion Server

Vislinm b Sl dims B

o-+——]

@

®

] iy o P M L L

Figure3.3. System Time Setting Page

(1) When connecting to the main body, a guide page is displayed. Click on the [OK] button.

(2) On the system time setting page, set your time zone (Time Zone) and system time (Adjust Y our
Time).

(3) Click on the [OK] button and save the setting.
The status page (Current Network Setting) will be displayed shortly.

/\ CAUTION
After this setting, make sure that the web browser has returned to the status page.

Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.
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3. Setting the main body

3.1P Address Setting

O—

@

!

' l? ®

B g kv e 2~ B
4 > N
L= ©)

Figure3.4. NETWORK Setup Screen

(1) On the menu screen, click on the [Network Setup].

(2) When network screen (Network | P Setting) is displayed, enter the IP addressin [IP] and
subnetmask in [Netmask].

(3) Click on the [OK] button.

(4) When asked whether to save network settings, click on the [OK] button to save the settings.
Saving the settings restarts the main unit automatically.

(5) Then aconfirmation message appears, that lets you reconnect to the network using the renewed |P
address.  Click on the [OK] button.
The web browser shows a post-login page.

@ CONTEC
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3. Setting the main body

4.Setting for the authenticator

Set the information of authenticator, authentication type, CA used for the CA.

Setting for the authenticator )
Buthenti Authenti Authentication Sorcr
(3
(11
@ B
& [y & s I ———— L =
= v
6+ e B )
|
Authentication v
Type Setup
(6)
® 0=
CA setting v
. ot FF {TLS! Rsd sr Sathing: OFF |TLS
- =
el = i - L(9)
r(10)
Figure3.5. Authentication Server Setting Screen
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3. Setting the main body

4-1. Registering an authenticator
(1) Click onthe [Radius Setup] on the menu screen.
(2) Next, click on the [AP Setting].

(3) Fill out the authenticator registration dialog box (AP Setting) that appears.
Refer to the chapter3, “ Setting Items’ for the settings.

AR 1P LR dea Al

APEDY: sEnsnsnsn Revrmees

This step sets the following items.
IP Address: [192.168.1.100]
Shared Secret: [apkeypass]

Figure3.6. Authenticator Setting Screen
(4) Next, click on the [Add] button and save the setup information.
Upon completion of saving, the registered |P address appearsin the list.

(5) Click onthe[OK] button.

4-2. Authentication Type Setup

(6) When the authentication type setting page (Current Type Setting) appears, select the type of
authentication to be used from thelist. Refer to chapter3, “ Setting Items’ on the Authentication
Type. Thistime, [EAP-TLS] is selected.

(7) Click on the [OK] button and save the setup information.

4-3. CA setting

(8) When the setup screen of user information (Radius User Setting: User tab) is displayed, click on
the [Root CA] tab.

(9) Fill out the CA information setting dialog box (Radius User Setting: Root CA tab). Refer to the
chapter3, “ Setting Items’ for the settings.

This step sets the following items.
CA Name [SVR-RDS(FIT)]
Organization: [CONTEC]

T TR Organization Unit: [Information]
State Frovince sk Locality: [Nishiyodogawaku]

G RUANEE

OrgaiEzation

Sty State/Province: [Osaka]
Ermoll Axddross Country: [JP]

Valld period doys Email Address: Left blank
Figure3.7. RadiusCA Configuration Valid period: [730] days

(10) Click on the [OK] button and save the setup information.
Saving will be completed after awhile, displaying the user information setting dialog box.

/i CAUTION

After setting CA information, be sure to check that the web browser has returned to the user
information setting dialog box.  Turning the power off without returning to the user information
setting dialog box may corrupt internal information, possibly causing afailure.
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3. Setting the main body

5.Starting the authentication server

Enable the authentication server.
Aurhenti Authenti Authentication Server

o5 L

(@—

== @

& e amrnam A rmr= Ppr

Figure3.8. Authentication Server Start Up Screen

(1) Click on the [Radius Setup] on the menu screen.

(2) Next, click on the [Radius Server].

(3) Click on the [Start] button on the authentication server on/off page (Radius Server Start & Stop).

The web browser changes to the status page (Current Network Setting) after awhile, indicating
that the new settings have taken effect.

/\ CAUTION
After this setting, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.

6.Exiting Setup
(1) Exit the web browser to disconnect the PC from the server unit.

/\ CAUTION

- Onceyou have performed CA (certification authority) setup, do not attempt to set up the CA again
unlessit is required, for example, when the CA certificate has expired. An user certificateis
paired with the CA certificate. Once the CA certificate is updated, therefore, authentication fails
until the user certificate isreissued. If you open the CA certificate setup page (Root CA) after
having set the CA, click on the [CANCEL] button immediately to dismissthe CA certificate setup
page.

- The system time plays an important role, for example, when the validity term of each certificate is
checked for authentication.  If you unplug the power to the server unit and plug it again after
setting the system time, check the systemtime again.  The system timer remains battery-backed
even while the server unit isoff. The system time may not be retained correctly if the battery runs
out.
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3. Setting the main body

Setting user information

This section describes how to issue the CA and user certificates required for IEEE 802.1X
authentication.

Registering user information
(Authentication Type: EAP-TLS, PEAP(TLYS))

If you have set the authentication type to EAP-TLS or PEAP(TLS) that use user certificates, take the
following steps to set user information.

1.Login

(1) Connect to the main body.
For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Registering an account and obtaining a certificate

Before setting an user account, be sure to check that the system time has been set correctly. The
system time is referenced to define the validity term of each certificate to be issued and to check the
validity term of each certificate used for authentication. Authentication cannot be performed normally
unless the system time has been set correctly.

To set an user account, register the account and issue a CA certificate and an user certificate. The
certificates issued here must be retained to be used in Chapter 5 “ Setting for the supplicant”.

Once you haveinstalled an issued user certificate, discard it or otherwise manage it confidentially to
prevent alesk of secret information. The user certificate contains a private key for authentication.
Security islost if the user certificate is disclosed.
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3. Setting the main body

_Authenti | Authent thentication Seryer
e | i | S i
| dmeicmy Fr— | Femaser Facdur e SabSng
(Dm . m | 3
o] —10

— T

] e = b e 8] e b | ] o bt e Wi

®

®

(11

(6)

0 S S = pulCL)

Pavekbses [t

v

Figure3.9. Authentication Server Setup Screen (EAP-TLS, PEAP(TLYS))
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3. Setting the main body

2-1. Registering an user account
(1) Click onthe [Radius Setup] on the menu screen.
(2) Next, click on the [User Setting].

(3) Fill out the user information setting dialog box (Radius User Setting: User tab). Manage the
account and password not to be forgotten since they are required for installing the user certificate.
Refer to chapter3, “Setting Items’ for the setup.

Account [uzerl Add This step sets the following items.
Panmwoed Ao Ramrve | Account: [userl]
Vi pariod days — Password: [userlpass]

Valid period: [365] days

Figure3.10. Authenticator Setup Screen
(4) Click on the [Add] button to add the current settings.

2-2. Issuing the CA certificate

Issue (download) the CA certificate. The certificate issued hereis used in Chapter 5 “ Setting for the
supplicant”.

(5) Click on the [Root CA File] on the User CA Download Page.
(6) Thefile download dialog box appears. Click on the [Save] button.

(7) Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.
This example specifies the [root.der] as the file name.

2-3. Issuing the user certificate

Issue (download) the user certificate. The certificate issued hereis used in Chapter 5 “ Setting for the
supplicant”.

(8) Click onthe [User CA File] onthe User CA Download Page.

(9) Thefile download dialog box appears. Click on the [Save] button.

(10) Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.
This example specifies the [cert-clt.p12] as the file name.

2-4. Completing the issuance of the certificates

(11) Click onthe [OK] button on the User CA Download Page.
The user information setting dialog box (Radius User Setting: User tab) will then appear with the
registered account name added to the list.
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3. Setting the main body

3.Validating user information

T
Authentication Seryer

(R

BE s TeEBd T

Authent

(H—
@
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Figure3.11. Authentication Server On/Off Page

(1) Click on the [Radius Setup] on the menu screen.

(2) Next, click on the [Radius Server].

(3) When the authentication server on/off page (Radius Server Start & Stop) is displayed, click on the

[Start] button.
The web browser changes to the status page (Current Network Setting) after awhile, indicating

that the new settings have taken effect.

/\ CAUTION
After clicking on the [Start] button, make sure that the web browser has returned to the status page.

Turning the power off without returning the web browser to the status page may corrupt internal

information, possibly causing afault.

4.Exiting Setup

(1) Exit the web browser to disconnect the PC from the server unit.

/i CAUTION

Once you have installed an issued user certificate, discard it or otherwise manage it confidentially to
prevent alesk of secret information. The user certificate contains a private key for authentication.

Security islost if the user certificate is disclosed.
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3. Setting the main body

Registering user information
(Authentication Type: PEAP(MS CHAP-V2))

If you have set the authentication type to PEAP(MS CHAP-V2) that do not use user certificates, take the
following steps to register user information.

1.Login

(1) Connect to the main body.
For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Registering an account and obtaining a certificate

To set an user account, register the account and issue a CA certificate. The certificates issued here
must be retained to be used in Chapter 5“ Setting for the supplicant”.
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3. Setting the main body
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Figure3.12.

Authentication Server Setup Screen (PEAP(MS CHAP-V2))
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3. Setting the main body

2-1. Registering an user account

(1) Click onthe [Radius Setup] on the menu screen.

(2) Next, click on the [User Setting].

(3) Fill out the user information setting dialog box (Radius User Setting: User tab). Manage the

account and password not to be forgotten since they are required for installing the user certificate.
Refer to chapter3, “ Setting items” on the setup.

Accound ;o umerl Aedd |

Passwnn summsmEmn Reirsred This step sets the following items.
Reisswe |
Account: [userl]

Password: [userlpass]

Figure3.13. Authenticator Setup Screen
(4) Click on the [Add] button to add the current settings.

2-2. Issuing the CA certificate

Issue (download) the CA certificate. The certificate issued here is used in Chapter 5 “ Setting for the
supplicant”.

(5) Click onthe[Root CA File] on the User CA Download Page.

(6) Thefile download dialog box appears. Click on the [Save] button.

(7)  Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.
This example specifies the [root.der] as the file name.

2-3. Completing the issuance of the certificates

(8) Click onthe[OK] button on the User CA Download Page.
The user information setting dialog box (Radius User Setting: User tab) will then appear with the
registered account name added to the list.
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3. Setting the main body

3.Validating user information
Make registered user information take effect.

(3)

Authent Authent Authentication Server
sz sz et 2
@ S
@) — A )
> —
L= - o e amr =] ) et s s 2 - D T

Figure3.14. Authentication Server On/Off Page
(€
@)
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/\ CAUTION
After clicking on the [Start] button, make sure that the web browser has returned to the status page.

Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.

Click on the [Radius Setup] on the menu screen.
Next, click on the [Radius Server].

Click on the [Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile, indicating
that the new settings have taken effect.

4.Exiting Setup

Exit the web browser to disconnect the PC from the server unit.
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3. Setting the main body

Registering user information again
(Authentication Type: EAP-TLS, PEAP(TLYS))

A certificate can be reissued when it has expired.

If you have set the authentication type to EAP-TLS or PEAP(TLS) that use user certificates, take the
following steps to register user information again.

1.Login
(1) Connect to the main body.

For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Registering an account and obtaining a certificate again

To set an user account, register the account and issue a CA certificate. The certificates issued here
must be retained to be used in Chapter 5“ Setting for the supplicant”.
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Figure3.15. Authentication Server Reset Page (EAP-TLS, PEAP(TLYS))
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3. Setting the main body

2-1. Registering user account again

(1) Click on the [Radius Setup] on the menu screen.

(2) Next, click on the [User Setting].

(3) Fill out the user information setting dialog box (Radius User Setting: User tab). Manage the
account and password not to be forgotten since they are required for installing the user certificate.
Refer to chapter3, “ Setting Items’ on the setup.

ACCOiN H Add |

Pas svaod anmanmnnn Ramss This step sets the following items.

Beistue
' alarl e ol f lays

Account: [userl]
Password: [userlpass]
Valid period: [365] days

Figure3.16. Authenticator Setup Screen

(4) Click on the [Reissue] button to add the current settings.

2-2. Issuing the CA certificate

Issue (download) the CA certificate. The certificate issued here is used in Chapter 5 “ Setting for the

supplicant”.

(5) Click onthe[Root CA File] on the User CA Download Page.

(6) Thefile download dialog box appears. Click on the [Save] button.

(7) Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.

This example specifies the [root.der] as the file name.

2-3. Issuing the user certificate

Issue (download) the user certificate. The certificate issued here is used in Chapter 5 “ Setting for the

supplicant”.

(8) Click onthe[User CA File] on the User CA Download Page.

(9) Thefile download dialog box appears. Click on the [Save] button.

(10) Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.

This example specifies the [cert-clt.p12] as the file name.

2-4. Completing the issuance of the certificates

(11) Click onthe [OK] button on the User CA Download Page.

The user information setting dialog box (Radius User Setting: User tab) will then appear with the
registered account name added to the list.

(12) Click on the [Start] button on the user information setting dialog box. The web browser changes
to the status page (Current Network Setting) after awhile, indicating that the new settings have
taken effect.

/\ CAUTION

After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.
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3.Validating user information
Make registered user information take effect.
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Figure3.17. Authentication Server On/Off Page

(1) Click on the [Radius Setup] on the menu screen.

(2) Next, click on the [Radius Server].

(3) Click on the[Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile ,indicating

that the new settings have taken effect.

/\ CAUTION
After clicking on the [Start] button, make sure that the web browser has returned to the status page.

Turning the power off without returning the web browser to the status page may corrupt internal

information, possibly causing afault.

4.Exiting Setup

(1) Exit the web browser to disconnect the PC from the server unit.

/i CAUTION

Once you have installed an issued user certificate, discard it or otherwise manage it confidentially to
The user certificate contains a private key for authentication.

prevent aleak of secret information.
Security islost if the user certificate is disclosed.
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Registering user information again
(Authentication Type: PEAP(MS CHAP-V2))

A certificate can be reissued when it has expired.

If you have set the authentication type to PEAP(MS CHAPV 2) that do not use user certificates, take the
following steps to register user information again.

1.Login
(1) Connect to the main body.

For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Registering an account and obtaining a certificate again

To set an user account, register the account and issue a CA certificate. The certificates issued here
must be retained to be used in Chapter 5“ Setting for the supplicant”.
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Figure3.18. Authentication Server Reset Page (PEAP(MS CHAP-V2))
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2-1. Registering an user account
(1) Click onthe [Radius Setup] on the menu screen.
(2) Next, click on the [User Setting].

(3) Fill out the user information setting dialog box (Radius User Setting: User tab). Manage the
account and password not to be forgotten since they are required for installing the user certificate.
Refer to chapter3, “ Setting Items’ on the setup.

Accoundt i Add |

Passwonl T [aasessans Rasirires

e This step sets the following items.

Account: [userl]
Password: [userlpass]

Figure3.19. Authenticator Setup Screen
(4) Click on the [Reissue] button to add the current settings.

2-2. Issuing the CA certificate

Issue (download) the CA certificate. The certificate issued here is used in Chapter 5 “ Setting for the
supplicant”.

(5) Click on the [Root CA File] on the User CA Download Page.

(6) Thefile download dialog box appears. Click on the [Save] button.

(7) Specify the destination and file name to save the file to be downloaded and click on the [Save]
button.
This example specifies the [root.der] as the file name.

2-3. Completing the issuance of the certificates

(8) Click onthe[OK] button on the User CA Download Page.
The user information setting dialog box (Radius User Setting: User tab) will then appear with the
registered account name added to the list.
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3.Validating user information
Make registered user information take effect.
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Figure3.20. Authentication Server On/Off Page
(1) Click onthe [Radius Setup] on the menu screen.
(2) Next, click on the [Radius Server].

(3) Click on the[Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile, indicating

that the new settings have taken effect.

/i CAUTION

After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal

information, possibly causing afault.

4.Exiting Setup

(1) Exit the web browser to disconnect the PC from the server unit.
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Deleting user information
Take the following steps to delete registered user information.

1.Login
(1) Connect to the main body.
For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method” .

2.Deleting an account

Y ou can unregister an user account by deleting it.

Authent Authenti |—Authentication Seryer
e e e L(3)
(0] T |
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v
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Figure3.21. Account Deleting Page

(1) Click on the [Radius Setup] on the menu screen.

(2) Next, click on the [User Setting].

(3) Inthe user information dialog box (Radius User Setting) that appears, select the user account to be
deleted from the list.

(4) Next, Click on the [Remove] button and delete the information.
Upon completion of deleting, the list is updated with the selected user account deleted.
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3.Validating user information
Make registered user information take effect.
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Figure3.22. Authentication Server On/Off Page
(1) Click onthe [Radius Setup] on the menu screen.
(2) Next, click on the [Radius Server].

(3) Click on the[Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile, indicating

that the new settings have taken effect.

/i CAUTION

After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal

information, possibly causing afault.
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4.Exiting Setup

(1) Exit the web browser to disconnect the PC from the server unit.

A\ CAUTION

Once deleted, an account name can no longer be used for registration.
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Adding or removing an authenticator

Take the following steps to add or remove an authenticator.

Adding an authenticator

1.Login

(1) Connect to the main body.
For the devices and cables used for connection, see “ Setup Preparation” and “ Setup Method”.

2.Adding an authenticator
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Figure3.23. Authenticator Adding Page
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/\ CAUTION
After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.

Click on the [Radius Setup] on the menu screen.

Next, click on the [AP Setting].

Fill out the authenticator registration dialog box (AP Setting) that appears.
Refer to chapter3, “Setting Items’ on the setup.

AP B LR dEa. 1. 1 A ) ) )
APEDY: [annsnnnan Revppee This step sets the following items.

IP Address: [192.168.1.101]
Shared Secret: [apkeypass)

Figure3.24. Authenticator Setup Screen

Next, click on the [Add] button and save the setup information.
Upon completion of saving, the registered |P address appearsin the list.

Click on the [OK] button.

When the authentication type setting dialog box (Current Type Setting) is displayed, click on the
[OK] button.

When the user information setting dialog box (Radius User Setting: User tab) is displayed, click
on the [Start] button. The web browser changes to the status page (Current Network Setting)
after awhile, indicating that the new settings have taken effect.
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3.Validating user information
Make registered user information take effect.
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Figure3.25. Authentication Server On/Off Page
(1) Click on the [Radius Setup] on the menu screen,
(2) Next, click on the [Radius Server].

(3) Click on the[Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile, indicating
that the new settings have taken effect.

/\ CAUTION
After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal
information, possibly causing afault.

4.Exiting Setup

(1) Exit the web browser to disconnect the PC from the server unit.
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Deleting an authenticator

1.Login

(1) Connect to the main body.
See “ Setup Method” for details.

2.Deleting an authenticator
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Figure3.26. Authenticator Deleting Page
(1) Click on the [Radius Setup] on the menu screen.
(2) Next, click on the [AP Setting].

(3) When the authenticator registration page (AP Setting) appears, select the authenticator to be
deleted from the list.

(4) Click on the [Remove] button and delete the information.
Upon completion of saving, the list is updated with the selected |P address deleted.

(5) Click onthe[OK] button.
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3.Validating user information
Make registered user information take effect.
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Figure3.27. Authentication Server On/Off Page
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Click on the [Radius Setup] on the menu screen.

Next, click on the [Radius Server].
Click on the [Start] button on the authentication server on/off page (Radius Server Start & Stop).
The web browser changes to the status page (Current Network Setting) after awhile, indicating

that the new settings have taken effect.

/i CAUTION

After clicking on the [Start] button, make sure that the web browser has returned to the status page.
Turning the power off without returning the web browser to the status page may corrupt internal

information, possibly causing afault.

4.Exiting Setup

Exit the web browser to disconnect the PC from the server unit.
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Setting Items

Setting items are listed in the following table.
Table3.1. Setting ItemsList

Setting Items Setting Remarks
Network Setup o Makes basic network settings.
See “Basic Setup” for details.
Services Set Time o Sets the system time.
See “Setting the system time” for details.
Network Time Adjustment o Sets NTP clients.
See “NTP clients Setup” for details.
Radius Setup |AP Setting o Registers authenticators.
See “Authenticator Setup” for details.
Authentication Type o Sets the Authentication Type.
See “Authentication Type Setup” for details.
User Setting |Root CA o Registers CA certificates.
See “CA certificates” for details.
User o Registers user accounts and issues certificates.
See “User certificate” for details.
Log -
System Reset o Resets the system to its factory defaults.
See “Initial Setup” for details.
Password o Sets password.
See “Password Setting” for details.
Upgrade o For details, refer to the document supplied with
upgrade data.
Backup o Backs up data.
See “Backup” for details.
Restore o Restores the backup of data.
See “Restore” for details.
Status o Displays the current setting states.
See “Status” for details.
O: Supported -: Unsupported
/i CAUTION

Some of the setting items are not supported by the server unit.
Do not select or set any of the unsupported items. Doing so may result in a fault.
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Basic Setup
This section describes the setting items on the [Network Setup].

HOET M RIS i s
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Figure3.28. Basic Setup Screen

IP Address

Setsthe |P address of the AP.  The IP address and subnet mask are factory-set to “192.168.1.1" and
“255.255.255.0”, respectively. Always set the IP address. When setting viaa LAN using a browser
running on the other PC, the network group of the PC must be the same as the network group of the
main body.

Subnet mask(Netmask)
If using a subnet, specify the subnet mask.

Default gateway
Specify the | P address of the router for the network to which this product belongs.
This item can be omitted when no router exists.

DNS (Primary DNS/Secondary DNS)
Set the DNS server IP.

HOST Name

Naming the SVR-RDS(FIT) or SVR-RDS(FIT)L makesit easy to identify it on the network. The host
name can be a string of up to 30 single-byte alphanumeric characters beginning with aletter.

Domain Name
Specify the Domain Name. Y ou can enter a string of up to 30 single-byte alphanumeric characters.
/\ CAUTION

Manage the set | P address not to be forgotten. I you forget the |P address, you cannot make
changes to the settings for the server unit.
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System time setting
This section describes the [Set Time] setting items on the [SERVICES] page.
i Time Zone

Taky v

i Adjust Your Time

2003 W 7| 0F = LT

P & "I-!'r:] L

Figure3.29. System time setting screen

Time Zone
Set your locality. For Japan, for example, select “Tokyo”.

Adjust Your Time
Adjust your current day and time.

/\ CAUTION
The system time plays an important role, for example, when the validity term of each certificate is
checked for authentication.  If you unplug the power to the server unit and plug it again after
setting the system time, check the systemtime again.  The system timer remains battery-backed
even while the server unit isoff. The system time may not be retained correctly if the battery runs
out.

NTP clients Setup

This section describes the [Network Time Adjustment] setting items on the [SERVICES] page.

NIP Sarwvar 1P 2

6ol [l i
Figure3.30. NTP clients Setup
NTP Server IP

Specify the NTP Server |P or host name.  If specifying the host name, you can enter a string of up to
128 single-byte alphanumeric characters.

Enabling the NTP server (Enable)

Enter the NTP server.

Clicking on the [Enable] button makesin inquiry to the NTP server.
Disabling the NTP server (Diable)

Disable the NTP server.
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Starting or stopping the authentication function

This section describes the [Radius Server] setting items on the [Radius Setting].

After setting an authenticator, authentication type, CA and user information, make the settings take
effect.

Authenticator Setup

This section describes the [AP Setting] setting items on the [Radius Setting].

AR 10 Ade

A Ky Resmoss

Figure3.31. Authenticator Setup Screen
IP Address (AP IP)

Sets the | P address of the authenticator.
Shared secret (AP Key)

Set the shared secret value between the server unit and the authenticator. Y ou can enter a string of up
to 64 single-byte alphanumeric characters.

This setting must be identical to the IEEE 802.1X shared secret setting for the authenticator.
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Authentication Type Setup

This section describes the [ Authentication Type] setting items on the [Radius Setting].
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Figure3.32. Authentication Type Setup Screen

Authentication Type

Select the type of authentication to be used for |IEEE 802.1X authentication.

Table3.2. CA Setting ltems

Setting Items Setting

PROXY
MD5
TLS
PEAP MS CHAP-V2 9]

TLS 9]
TTLS PAP

CHAP

MS CHAP-V1

MS CHAP-V2

O: Supported -: Unsupported
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CA certificate (Root CA)

This section describes the setting items accessible by selecting [Radius Setup], [User Setting], and the
[Root CA] tab.

G RUANEE
OrgaiEzation
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1 Browies
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Emad Address

Valid peprand e
Figure3.33. CA certificate (Root CA) Setup Screen
CA Name

Set the CA Name. You can enter astring of 2 to 60 single-byte a phanumeric characters which can
include a hyphen “-“, underscore“_", period “.”, and left and right parentheses “ (“ “)".

Organization

Set the name of organization or business. Y ou can enter a string of up to 64 single-byte alphanumeric
characters.

Organization Unit

Set the Organization Unit. Y ou can enter astring of up to 64 single-byte alphanumeric characters.
Locality

Set the Locality. Y ou can enter astring of up to 128 single-byte al phanumeric characters.

State/Province
Set the State/Province. Y ou can enter a string of up to 128 single-byte al phanumeric characters.

Country
Specify the country name. For Japan, for example, enter uppercase letters “JP”.

Email Address

Set the Email Address. Y ou can enter a string of 60 single-byte al phanumeric characters which can

include”=*," »,"» »@.

Valid period

Set the CA Valid period. A number of up to 9999 is acceptabl e using single-byte numeric characters.

/\ CAUTION

- Onceyou have performed CA (certification authority) setup, do not attempt to set up the CA again
unlessit is required, for example, when the CA certificate has expired. An user certificate is
paired with the CA certificate. Once the CA certificate is updated, therefore, authentication fails

until the user certificateisreissued. When the CA or user certificate is reissued, the old oneis
madeinvalid.

- When the certificate expires, authentication fails, rejecting access to the network.
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User information (User CA)

This section describes the setting items accessible by selecting [Radius Setting], [User Setting], and the
[User] tab.

Add] Arroand Add |
Fasswoergd Remees Password Rvvvired
ki parind ; £ |mays LT Bieistist
Figure3.34. User information (Root CA) Figure3.35. User information (Root CA)
Setup Screen Setup Screen
(EAP-TLS, PEAP(TLYS)) (PEAP(MS CHAP-V2))

Account

Set the user account name. A number of up to 16 is acceptable using single-byte numeric
characters, ", "
The character string entered hereis required when you install the user certificate on the PC.

Password

Set the password as the secret key for the account. A number of up to 16 is acceptable using single-
byte numeric characters, ", " _".

Valid period (Authentication Type: EAP-TLS, PEAP(TLS))

Set the CA Valid period. A number of up to 9999 is acceptabl e using single-byte numeric characters.

/\ CAUTION
Manage the account and password not to be forgotten since they are required for installing a

certificate on a supplicant or for connection to the network.
When the certificate expires, authentication fails, rejecting access to the network.

Initial Setup

This section describes the [Reset] setting items on the [System].
[RESET] resets the setting items to their defaults.
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Password setting
This section describes the [Password] setting items on the [ System].

Jld Passwenrd §
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Figure3.36. Password Setup Screen

Setsthe password.  You can enter astring of 1 to 8 single-byte alphanumeric characters. The default

factory setting is [root].

/\ CAUTION

Manage the set password not to be forgotten. Y ou cannot set up the authentication server if you
forget the password.

Back up
This section describes the [Backup] items on the [System].

Survices

sartid

Figure3.37. Backup Item Selectors

Back up information set for the system.  The items of information selected by the check boxes will be
backed up.

Refer to “ Restorée’ to load the backup of information to the system.

Table3.3. Backup Item List

Setting items Description

Network Backs up the items of Basic Setup (Network Setup, Services/Network Time Adjustment).

Services Backs up the Radius Setup items.

Password Backs up the System-Password items.

Restore
This section describes the [Restore] setting items on the [ System].
o Ve umoa;
Browae

Figure3.38. RestoreData Selectors
Reload a backup of information to the system.
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4. Setting for the authenticator

This chapter describes the items to be set with extra care when the SVR-RDS(FIT) or SVR-RDS(FIT)L
is used in combination with an AP in the FLEXLAN DS540 series as an authenticator.  For details on
setting up the AP, refer to its manual .

Setting items (Setup using a web browser)
WirelessLAN

WEP function

Select thisitem to [Enable] to enable the IEEE 802.1X functions.
Enter an appropriate value (such as 64bit/1111111111) in [size/key #1] and select [#1] as the [default
key].
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Figure4.1. |EEEB802.1X setting screen
The setup table may different depending on the version of the AP.

IEEE802.1X function
Select thisitem to “ Enable’ to enable the IEEE 802.1X functions.

Re-authentication interval
Set the Re-authentication interval.

IP address
Set the |P address of the SVR-RDS(FIT)/SVR-RDS(FIT)L.

Port No.
Set “1812" as the port number of the server unit.

Shared Secret

Set the shared secret value between the server unit and the AP.
This setting must be identical to the“ CA Setting” shared secret setting for the AP.
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5. Setting for the supplicant

This chapter assumes the use of awireless card (FX-DS540-PCC) in the FLEXLAN DS540 seriesas a

supplicant used in combination with the SVR-RDS(FIT)/SVR-RDS(FIT)L.

the PC, refer to the manual for the OSin use.
When using a single PC with other users, take into account the possibility of the use of a certificate by

any other use sharing the PC.

Use under Windows XP SP1

Setting for the supplicant

Installation of CA

[— Installation of CA certificate

[— Installation of User CA ]<

Setting the network adapter

L J

[— Setting the wireless network(CA) ]

4

[— Setting the wireless network(WEP) ]

Setting the network adapter

L J

[— Connecting to the wireless network ]

For details on setting up

A
CA certificate

A
User CA
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5. Setting for the supplicant

Authentication Type: EAP-TLS

1.Installation of CA certificate
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] is invoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [The import was successful ], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

(1) Select the user certificate (cert-clt.p12) issued by the server unit.
(2) Select [File].
(3) Select [Install PFX] to start installing the user certificate.

(4) The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

(5) When the [File to Import] dialog box that appears, click on the [Next] button.

(6) When the[Password] dialog box appears, enter the [Password:] set when the user certificate was
acquired, as the private key password, then click on the [Next] button.
Usually, leave [Enable strong private key protection.] and [Mark this key as exportable.]
unchecked.

(7) When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

(8) When the [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish]
button.

(9) When the [Certificate Import Wizard] shows the message [The import was successful.], click on
the [OK] button.

The user certificate has now been installed.

/\ CAUTION
Once you haveinstalled an issued user certificate, discard it or otherwise manage it confidentially to
prevent aleak of secret information. The user certificate contains a private key for authentication.
Security islost if the user certificate is disclosed.
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3.Setting the wir eless networ k
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5. Setting for the supplicant

3-1. Selecting the wireless network to connect to

@
@

©)
4
®
(6)

Select anetwork card from [Wireless Network Connection] under [Connection].

When, the [Wireless Network Connection Properties] dialog box appears, select the [Wireless
Networks] tab.

Check [Use Windows to configure my wireless network settings].

If the [Preferred networks:] list contains the ESSID of the desired authenticator, delete it.
Select the ESSID of authenticator from the [Available networks:].

Click on the [Configure] button.

3-2. Association tab setting

U]

®
©

In the [Wireless network properties] dialog box, select the [Association] tab, check [Data
encryption (WEP enabled)].

Check the[The key is provided for me automatically].
Click on the [Authentication] tab.

3-3. Authentication tab setting

(10)
(11
(12)

(13)

Check the[Enable IEEE802.1X authentication for this network].
Select [Smart Card or other Certificate] in the [EAP type:] field.

Check the [Authenticate as computer when computer information is available]. Leave
[Authenticate as guest when user or computer information is unavailable] unchecked.

Click on the [Properties] button.

3-4. Selecting the CA certificate

(14

(15)
(16)

1)

(18)

In the [Smart Card or other Certificate Properties] dialog box, select [Use a certificate on this
computer] and check [Use simple certificate selection (recommended)].

Check [Validate server certificate].

Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

To use an account different from the user name entered to login to Windows, check [Use a
different user name for the connection].

Click on the [OK] button.

3-5. Exiting Setup

(19)
(20)

©CONTEC

In the [Wireless network properties] dialog box, click on the [OK] button.
In the [Wireless Network Connection Properties] dialog box, click on the [OK] button.
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5. Setting for the supplicant

4-1. Selecting the wireless network to connect to

@
@

®

4
®

Select anetwork card from [Wireless Network Connection] under [Connection].

When the [Wireless Network Connection] dialog box appears, select the wireless network to
connect to from the [Available wireless networks] list.

Enter an appropriate value (such as 11111) in [Network key:] and [Confirm network key]. The
entered value is not used because the network key is distributed from the AP.

In Windows XP SP1, check [Enable |EEE 802.1X authentication for this network].
Then, click on the [Connect] button.

4-2. Selecting the user CA

(6)

U]
®

When the [Connect Wireless Network Connection] dialog box appears, select the account name on
the user certificate issued for the main unit from the [User name on certificate:].

Enter the same name as the user name on the certificate.
Click on the [OK] button.

4-3. Successful authentication

©

Y ou can confirm successful authentication by invoking [Network Connections] from the Control
Panel and checking [Authentication succeeded] displayed under [Wireless Network Connection].

Y ou have now finished connection to the wireless network, capable of accessing the network.
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Authentication Type: PEAP(MS CHAP-V2)

1.Installation of CA certificate
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [ The import was successful.], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

2-1. Selecting the wireless network to connect to
(1) Select anetwork card from [Wireless Network Connection] under [Connection].

(2) When, the [Wireless Network Connection Properties] dialog box appears, select the [Wireless
Networks] tab.

(3) Check [Use Windows to configure my wireless network settings].

(4) If the [Preferred networks] list contains the ESSID of the desired authenticator, delete it.
(5) Select the ESSID of authenticator from the [Available networks:].

(6) Click onthe[Configure] button.

2-2. Association tab setting

(7) Inthe[Wireless network properties] dialog box, select the [Association] tab, check [Data
encryption (WEP enabled)].

(8) Check the[Thekey is provided for me automatically].
(9) Click on the[Authentication] tab.

2-3. Authentication tab setting
(10) Check the [Enable IEEE 802.1X authentication for this network].
(11) Select [Protected EAP (PEA)] in the [EAP type:] field.

(12) Check the[Authenticate as computer when computer information is available]. Leave
[Authenticate as guest when user or computer information is unavailable] unchecked.

(23) Click on the [Properties] button.

2-4. Selecting the CA certificate
(14) Inthe[Protected EAP Properties] dialog box, check [Validate server certificate].

(15) Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

(16) Select [Secured password (EAP-MSCHAPv2)] from [Select Authentication Method:].
(17) Click on the[Configure] button.

(18) [EAP MSCHAPV2 Properties] dialog box is displayed.
To use an account different from the user name entered to login to Windows, check
[Automatically use my Windows logon name and password (and domain if any).].

(19) Click on the [OK] button.

2-5. Exiting Setup

(20) Inthe[Protected EAP Properties] dialog box, click on the [OK] button.

(21) Inthe [Wireless network properties] dialog box, click on the [OK] button.

(22) Inthe[Wireless Network Connection Properties] dialog box, click on the [OK] button.
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5. Setting for the supplicant

3-1. Selecting the wireless network to connect to
(1) Select anetwork card from [Wireless Network Connection] under [Connection].

(2) When the [Wireless Network Connection] dialog box appears, select the wireless network to
connect to from the [Available wireless networks] list.

(3) Enter an appropriate value (such as 11111) in [Network key:] and [Confirm network key:]. The

entered value is not used because the network key is distributed from the AP.
(4) InWindows XP SP1, check [Enable |IEEE 802.1X authentication for this network].
(5) Then, click on the [Connect] button.

3-2. Entering qualification information

(6) When the [Enter Credentials] dialog box appears, enter the account name set for the main unit in
the [User name] field.

(7) Inthe[Password:] field, enter the password associated with the account set for the main unit.
(8) Click onthe[OK] button.

3-3. Successful authentication
(9) You can confirm successful authentication by invoking [Network Connections] from the Control

Panel and checking [Authentication succeeded] displayed under [Wireless Network Connection].

Y ou have now finished connection to the wireless network, capable of accessing the network.
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] is invoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [ The import was successful.], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

(1) Select the user certificate (cert-clt.p12) issued by the server unit.
(2) Select[File].
(3) Select [Install PFX] to start installing the user certificate.

(4) The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

(5) When the[File to import] dialog box that appears, click on the [Next] button.

(6) When the [Password] dialog box appears, enter the [Password:] set when the user certificate was
acquired, as the private key password, then click on the [Next] button.
Usually, leave [Enable strong private key protection.] and [Mark this key as exportable.]
unchecked.

(7) When the[Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

(8) When the [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish]
button.

(9) When the Certificate Import Wizard shows the message [ The import was successful ], click on the
[OK] button.

The user certificate has now been installed.

/\ CAUTION
Once you haveinstalled an issued user certificate, discard it or otherwise manage it confidentially to
prevent aleak of secret information. The user certificate contains a private key for authentication.
Security islost if the user certificate is disclosed.
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5. Setting for the supplicant

3-1. Selecting the wireless network to connect to
(1) Select anetwork card from [Wireless Network Connection] under [Connection].

(2) When the [Wireless Network Connection Properties] dialog box appears, select the [Wireless
Networks] tab.

(3) Check [Use Windows to configure my wireless network settings].

(4) If the[Preferred networks:] list contains the ESSID of the desired authenticator, delete it.

(5) Select the ESSID of authenticator from the [Available networks:].

(6) Click onthe[Configure] button.

3-2. Association tab setting

(7) Inthe[Wireless network properties] dialog box, select the [Association] tab, check [Data
encryption (WEP enabled)].

(8) Check the[Thekey is provided for me automatically].

(9) Click on the [Authentication] tab.

3-3. Authentication tab setting

(10) Check the [Enable IEEE802.1X authentication for this network].

(11) Select [Protected EAP (PEAP)] in the [EAP type:] field.

(12) Check the[Authenticate as computer when computer information is available]. Leave
[Authenticate as guest when user or computer information is unavailable] unchecked.

(13) Click on the [Properties] button.

3-4. Selecting the CA certificate
(14) Check [Validate Server Certificate].

(15) Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

(16) Inthe[Smart Card or other Certificate Properties] dialog box, select [Use a certificate on this
computer] and check [Use simple certificate selection (recommended)].

(17) Click on the[Configure] button.

3-5. Selecting the CA certificate for TLS authentication

(18) Inthe[Smart Card or other Certificate Properties] dialog box, select [Use a certificate on this
computer] and check [Use simple certificate selection (Recommended)].

(19) Check [Validate server certificate].

(20) Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

(21) To use an account different from the user name entered to login to Windows, check [Use a
different user name for this connection].

(22) Click on the [OK] button.

3-6. Exiting Setup

(23) Inthe[Protected EAP Properties] dialog box, click on the[OK] button.

(24) Inthe[Wireless network properties] dialog box, click on the [OK] button.

(25) Inthe[Wireless Network Connection Properties] dialog box, click on the [OK] button.
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5. Setting for the supplicant

4-1. Selecting the wireless network to connect to

@
@

®

4
®

Select a network card from [Wireless Network Connection] under [Connection].

When the [Wireless Network Connection] dialog box appears, select the wireless network to
connect to from the [Available wireless networks] list.

Enter an appropriate value (such as 11111) in [Network key:] and [Confirm network key:]. The
entered value is not used because the network key is distributed from the AP.

In Windows XP SP1, check [Enable |EEE 802.1X authentication for this network].
Then, click on the [Connect] button.

4-2. Selecting the user CA

(6)

U]
®

When the [Connect Wireless Network Connection] dialog box appears, select the account name on
the user certificate issued for the main unit from the [User name on certificate:].

Enter the same name as the user name on the certificate.
Click on the [OK] button.

4-3. Successful authentication

©

Y ou can confirm successful authentication by invoking [Network Connections] from the Control
Panel and checking [Authentication succeeded] displayed under [Wireless Network Connection].

Y ou have now finished connection to the wireless network, capable of accessing the network.

©CONTEC
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5. Setting for the supplicant

Use under Windows 2000 SP4

Setting for the supplicant

Installation of CA

A -
CA certificate

[— Installation of CA certificate

¥

[— Installation of User CA

L—
User CA

Setting the network adapter

v

[— Setting the wireless network(CA) ]

4

[— Setting the wireless network(WEP) ]

Setting the network adapter

L J

[— Connecting to the wireless network ]
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5. Setting for the supplicant

Authentication Type: EAP-TLS

l.Installing the IEEE 802.1X support

To use |IEEE 802.1X authentication under Windows 2000 SP4, “ Start” the IEEE 802.1X authentication
function (Wireless Configuration service) in the Windows 2000 SP4 environment.  This section
describes how to “ start” the Wireless Configuration service.
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(1) Select [Administrative Tools from [Control Panel]. Next, select [SERVICES].

(2) Select [Wireless Configuration].

(3) When [Wireless Configuration Properties (Local Computer)] appears, select [General] tab.
(4) Select [Automatic] in the [Startup type:] field.

(5) Click onthe [Start] button in the [Service status:].

(6) Click on the [OK] button.
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5. Setting for the supplicant

2.Installation of CA certificate
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [ The import was successful.], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

3.Installation of User CA
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5. Setting for the supplicant

(1) Select the user certificate (cert-clt.p12) issued by the server unit.
(2) Select[File].
(3) Select [Install PFX] to start installing the user certificate.

(4) The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button. When the [File to Import] dialog box that appears, click
on the [Next] button.

(5) When the[Password] dialog box appears, enter the [Password:] set when the user certificate was
acquired, as the private key password, then click on the [Next] button.
Usually, leave [Enable strong private key protection] and [Mark the key as exportabl€] unchecked.

(6) When the[Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

(7)  When the [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish]
button.

(8) When the Certificate Import Wizard shows the message [ The import was successful ], click on the
[OK] button.

The user certificate has now been installed.

/\ CAUTION
Once you haveinstalled an issued user certificate, discard it or otherwise manage it confidentially to
prevent aleak of secret information. The user certificate contains a private key for authentication.
Security islost if the user certificate is disclosed.
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5. Setting for the supplicant

4.Setting the wir eless networ k
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5. Setting for the supplicant

4-1. Setting the wireless network (WEP)

Make settings to enable the WEP to be used for IEEE 802.1X.
This section assumes the use of the FX-D540-PCC in the FLEXLAN DS540 series as an example.

(1) Invoke [Network and Dial-up Connections].

(2) Open the Local Area Connection Properties dialog box for a desired local area connection.
(3) Select the [File].

(4) Select the [Properties).

(5) When the[Local Area Connection Properties] dialog box appears, select the [General] tab and
click on the [Configure] in the [Connect using:] field.

(6) When the[CONTEC FX-DS540-PCC Properties] dialog box appears, select the [Settings] tab.

(7) Select the setup information from the [Configuration List] and click on the [Modify].

(8) When the [Wireless Network Configuration settings] dialog box appears, select the [Security] tab.
(9) Check the [WEP].

(10) Enter the appropriate size (Ex. 64) and key (Ex. 1111111111) in the [Key#1:] field.

(11) Select the [First] in the [Default Key:] field.

(12) Click on the [OK] button.

(13) When the[CONTEC FX-DS540-PCC Properties] dialog box appears, click on the [OK] button.

4-2. Authentication tab setting

(14) When the [Local Area Connection Properties] dialog box appears, select the [Authentication] tab.
(15) Check the [Enable network access control using |IEEE802].

(16) Select [Smart Card or other Certificate] in the [EAP type:] field.

(17) Check the [Authenticate as computer when computer information is available].

(18) Click on the [Properties] button.

4-3. Selecting the CA certificate

(19) Inthe[Smart Card or other Certificate Properties dialog box, select [Use a certificate on this
computer].

(20) Check [Validate Server Certificate].

(21) Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

(22) To use an account different from the user name entered to login to Windows, check [Use different
user name for this connection].

(23) Click on the [OK] button.
4-4. Exiting Setup
(24) Inthe[Loca Area Connection Properties] dialog box, click on the [OK] button.
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5. Setting for the supplicant

5.Connection to the wir eless networ k

When you have made the above settings in this chapter correctly, IEEE 802.1X authentication is started

to complete connection to the network by the following procedure.

(1) The[Connect Wireless Network Connection] dialog box appears, prompting you to confirm the

certificate used for |IEEE 802.1X authentication.

Select the user certificate (the account name

defined when the user certificate was issued) in the “User name on certificate:” list, then click on

the [OK] button.
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Y ou have now finished connection to the wireless network, capable of accessing the network.
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5. Setting for the supplicant

Authentication Type: PEAP(MS CHAP-V2)

l.Installing the IEEE 802.1X support

To use |IEEE 802.1X authentication under Windows 2000 SP4, “ Start” the IEEE 802.1X authentication
function (Wireless Configuration service) in the Windows 2000 SP4 environment.
describes how to “ start” the Wireless Configuration service.
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Select [Administrative Toolg from [Control Panel]. Next, select [SERVICES].

Select [Wireless Configuration].
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When [Wireless Configuration Properties (Local Computer)] appears, select [General] tab.
Select [Automatic] in the [Startup type] field.
Click on the [Start] button in the [Service status:].

Click on the [OK] button.
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5. Setting for the supplicant

2.Installation of CA certificate
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [ The import was successful.], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

3.Setting the wir eless networ k
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5. Setting for the supplicant

3-1. Setting the Wireless Network (WEP)

Make settings to enable the WEP to be used for IEEE 802.1X.
This section assumes the use of the FX-D540-PCC in the FLEXLAN DS540 series as an example.

@
@
®
4
®

(6)
U]
®
©

Invoke [Network and Dial-up Connections].

Open the Local Area Connection dialog box for a desired local area connection.
Select the [File].

Select the [Properties).

When the [Local Area Connection Properties] dialog box appears, select the [General] tab and
click on the [Configure] in the [Connect using:] field.

When the [CONTEC FX-DS540-PCC Properties] dialog box appears, select the [ Settings] tab.
Select the setup information from the [Configuration List] and click on the [Modify].

When the [Wireless Network Configuration settings] dialog box appears, select the [Security] tab.
Check the [WEP].

(10) Enter the appropriate size (Ex. 64) and key (Ex. 1111111111) in the [Key#1:] field.

(11) Select the [First] in the [Default Key:] field.

(12) Click on the[OK] button.

(13) When the [CONTEC FX-DS540-PCC Properties] dialog box appears, click on the [OK] button.
(14) When the [Local Area Connection Properties] dialog box appears, select the [Authentication] tab.
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5. Setting for the supplicant

L s L porme 2 pempmrtim 1iz]
G| ooy Parbamiconer |
ik sk, ok i i
15 st gomcrt s con s G 106 T } (15)
(16)
(18)
) (17)
T sk 1 o sy wace o oo onroben
ad|
| [ - —26
[ = (26)
.Dr".::-'::.--' Tmpary CA =
2 | | af EETr—— =
( / PR AT P byttt
Co ke (Err— g TRl I S
@) =Tl == -

3-2. Authentication tab setting

(15) Check the [Enable network access control using |IEEE802].

(16) Select [Smart Card or other Certificate] in the [EAP type:] field.

(17) Check the[Authenticate as computer when computer information is available].

(18) Click on the [Properties] button.

3-3. Selecting the CA certificate

(19) Inthe[Protected EAP Properties] dialog box, check [Validate server certificate].

(20) Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

(21) Select [Secured password (EAP-MSCHAPv2)] from [Select Authentication Method:].

(22) Click on the[Configure] button.

(23) [EAP MSCHAPV2 Properties] dialog box is displayed.
To use an account different from the user name entered to login to Windows, check
[Automatically use my Windows logon name and password (and domain if any).].

(24) Click on the [OK] button.

3-4. Setup completion

(25) Inthe[Protected EAP Properties] dialog box, click on the [OK] button.

(26) When the[Local Area Connection Properties] dialog box appears, click on the [OK] button.
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5. Setting for the supplicant

4.Connection to the wir eless network

When you have made the above settings in this chapter correctly, IEEE 802.1X authentication is started
to complete connection to the network by the following procedure.

(1) When the[Enter Credentials] dialog box appears, enter the account name set for the main unit in
the [User name] field.

(2) Inthe[Password:] field, enter the password associated with the account set for the main unit.
(3) Click on [OK] button.

Y ou have now finished connection to the wireless network, capable of accessing the network.
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5. Setting for the supplicant

Authentication Type: PEAP(TLYS)

l.Installing the IEEE 802.1X support

To use |IEEE 802.1X authentication under Windows 2000 SP4, “ Start” the IEEE 802.1X authentication
function (Wireless Configuration service) in the Windows 2000 SP4 environment.  This section

describes how to “ start” the Wireless Configuration service.
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5. Setting for the supplicant

@
@
©)
4
®
(6)

©CONTEC

Select [Administrative Toolg from [Control Panel]. Next, select [SERVICES].

Select [Wireless Configuration].

When [Wireless Configuration Properties (Local Computer)] appears, select [General] tab.
Select [Automatic] in the [Startup type] field.

Click on the [Start] button in the [Service status:].

Click on the [OK] button.
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5. Setting for the supplicant

2.Installation of CA certificate
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5. Setting for the supplicant

@
@
®
4

®

(6)
U]
®

Select the CA certificate (root.der) issued by the server unit.
Select [File].
Select [Install Certificate] to start installing the CA certificate.

The[Certificate Import Wizard] is invoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button.

When the [Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

When [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish] button.
When the [Root Certificate Store] dialog box appears, click on the [Y es] button.

When the Certificate Import Wizard shows the message [ The import was successful.], click on the
[OK] button.

The CA certificate has now been installed.
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5. Setting for the supplicant

3.Installation of User CA
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5. Setting for the supplicant

(1)  Select the user certificate (cert-clt.p12) issued by the server unit.
(2) Select[File].
(3) Select [Install PFX] to start installing the user certificate.

(4) The[Certificate Import Wizard] isinvoked with the [Welcome to the Certificate Import Wizard]
dialog box. Click on the [Next] button. When the [File to import] dialog box that appears, click
on the [Next] button.

(5) When the[Password] dialog box appears, enter the [Password:] set when the user certificate was
acquired, as the private key password, then click on the [Next] button.
Usually, leave [Enable strong private key protection] and [Mark this key as exportabl €]
unchecked.

(6) When the[Certificate Store] dialog box appears, check [Automatically select the certificate store
based on the type of certificate] and click on the [Next] button.

(7)  When the [Completing the Certificate Import Wizard] dialog box appears, click on the [Finish]
button.

(8) When the Certificate Import Wizard shows the message [The import was successful ], click on the
[OK] button.

The user certificate has now been installed.

/\ CAUTION
Once you haveinstalled an issued user certificate, discard it or otherwise manage it confidentially to
prevent aleak of secret information. The user certificate contains a private key for authentication.
Security islost if the user certificate is disclosed.
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4.Setting the wir eless networ k
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5. Setting for the supplicant

4-1. Setting the wireless network (WEP)

Make settings to enable the WEP to be used for IEEE 802.1X.
This section assumes the use of the FX-D540-PCC in the FLEXLAN DS540 series as an example.

@
@
®
4
®

(6)
U]
®
©)

Invoke [Network and Dial-up Connections].

Open the Local Area Connection Properties dialog box for adesired local area connection.
Select the [File].

Select the [Properties).

When the [Local Area Connection Properties] dialog box appears, select the [General] tab and
click on the [Configure] in the [Connect using:] field.

When the [CONTEC FX-DS540-PCC Properties] dialog box appears, select the [ Settings] tab.
Select the setup information from the [Configuration List] and click on the [Modify].

When the [Wireless Network Configuration settings] dialog box appears, select the [Security] tab.
Check the [WEP].

(10) Enter the appropriate size (Ex. 64) and key (Ex. 1111111111) in the [Key#1:] field.

(11) Select the [First] in the [Default Key:] field.

(12) Click on the [OK] button.

(13) When the [CONTEC FX-DS540-PCC Properties] dialog box appears, click on the [OK] button.
(14) When the [Local Area Connection Properties] dialog box appears, select the [Authentication] tab.

©CONTEC
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5. Setting for the supplicant

4-2. Authentication tab setting

(15)
(16)
1)
(18)

Check the [Enable network access control using | EEE802.1X].

Select [Smart Card or other Certificate] in the [EAP type:] field.

Check the [Authenticate as computer when computer information is available].
Click on the [Properties] button.

4-3. Selecting the CA certificate

(19)
(20)

(21

(22)

Check [Validate server certificate].

Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

In the [Smart Card or other Certificate Properties] dialog box, select [Use a certificate on this
computer] and check [Use simple certificate selection (recommended)].

Click on the [Configure] button.

4-4. Selecting the CA certificate for TLS authentication

(23)

(24)
(29)

(26)

@7

In the [Smart Card or other Certificate Properties] dialog box, select [Use a certificate on this
computer].

Check [Validate server certificate].

Select that name from the [Trusted Root Certificate Authorities:] list which was entered as [CA
name] for CA certificate configuration of the server unit.

To use an account different from the user name entered to login to Windows, check [Use different
user name for this connection].

Click on the [OK] button.

4-5. Exiting Setup

(28)
(29)

©CONTEC

In the [Protected EAP Properties] dialog box, click on the [OK] button.
When the [Local Area Connection Properties] dialog box appears, click on the [OK] button.
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5.Connection to the Wireless Networ k

When you have made the above settings in this chapter correctly, IEEE 802.1X authentication is started

to complete connection to the network by the following procedure.

(1) The[Connect Wireless Network Connection] dialog box appears, prompting you to confirm the

certificate used for IEEE 802.1X authentication.

Select the user certificate (the account name

defined when the user certificate was issued) in the [User name on certificate] list, then click on the
[OK] button.
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Y ou have now finished connection to the wireless network, capable of accessing the network.
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Use under Windows 2000 SP3

Setting for the supplicant

Installation of supplicant

[— Installing the IEEE 802.1X support module]

CA certificate

Installation of CA

‘__

[— Installation of CA certificate

|

[— Installation of User CA

Setting the network adapter

‘__

[— Setting the wireless network(CA). ]

|

[— Setting the wireless network(WEP) ]

Setting the network adapter *

[— Connecting to the wireless network. ]

Installing the IEEE 802.1X support

For |EEE 802.1X authentication in a Windows 2000 SP3 environment, patch it with the |EEE 802.1X
authentication module.

Install the IEEE 802.1X authentication patch module (*1) for Windows 2000 obtained from Microsoft
Corporation.

After installing the patch module, please refer to “ Use under Windows 2000 SP4”.

(*1) The IEEE 802.1X authentication module for Windows 2000 is available at the download center of Microsoft Corporation. (The

latest version is Q313664 as of April, 2003.).

For information on this module, contact Microsoft Corporation as the supplier.
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Deleting a certificate

This section describes how to delete a certificate no longer needed, for example, when the certificate has
expired.

Deleting a CA certificate
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(1) Invoke the Microsoft Internet Explorer and then select the [Internet Options] from the Tools menu.
(2) When the[Internet Options] dialog box appears, select the [ Content] tab.

(3) Click on the [Certificates] button in the [Certificates].

(4) When the[Certificates] dialog box appears, select the [Trusted Root Certificate Authorities] tab.
(5) Select the certificate to be deleted from the list, then click on the [Remove] button.

(6) A warning message for deleting system root certificates appears. Selecting [Y es] deletes the
certificate.  Selecting [No] cancels the deletion of the certificate.

(7) [Root Certificates Store] dialog box appears. Selecting [Y es] deletes the certificate.  Selecting
[No] cancels the deletion of the certificate.

The CA certificate has now been deleted.
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Deleting an user certificate
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(1) Invoke the Microsoft Internet Explorer and then select the [Internet Options] from the Tools menu.
(2) When the[Internet Options] dialog box appears, select the [ Content] tab.

®
4
®
(6)

Click on the [Certificates] button in the [Certificates].
Select the [Personal] tab in the [Certificates] dialog box.
Select the certificate to be deleted from the list, then click on the [Remove] button.

A warning message for deleting system root certificates appears. Selecting [Y es] deletes the
certificate.  Selecting [No] cancels the deletion of the certificate.

The user certificate has now been deleted.

©CONTEC
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6. Maintenance

6. Maintenance

Status Display

You can display alist of the server unit status information.

Bttt et LW
Authent Authentication Sepecr

— il Sl i L L

Figure6.1. StatusDisplay Screen

(1) Click on the[Status] on the menu page.
(2)  Current Network Setting is displayed.
When clicking on the [Network 1P], Network I P Setting Status on the basic setup is displayed.
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Saving and restoring system infor mation

Y ou can back up setup information and restore the backup.

Between SVR-RDS(FIT) or SYR-RDS(FIT)L units, the backup of system information can be restored
from one unit to another.

Back up
5 Huthnnl:l = .A.uthnnu = Au!.hl:numtmn Server
o BT i o B e ST bl oy PR
" pa i e _ o
?) J\?’ s =
| e @
K v e iyt D e T ] e e LYo
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I 5,
(5
®
(6)
@ e R ==
Figure6.2. Back Up Screen
®© CONTEC
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@
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®

4
®
(6)
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®

Click on the [System] on the menu screen.

Next, click on the [Backup].

When the backup page (Backup System) is displayed, check the items you want to back up.
] paet ek

Survices

Pakswnid

Figure6.3. Backup Item Selectors
Click on the [OK] button.

When the Backup System Download dialog box appears, click on the [DONWLOAD] button.

When the [File Download] dialog box appears, click on the [ Save] button.

When the [Save As] dialog box appears, click on the [ Save] button.
Thistime, the [backup.tar] is specified as the file name.
Downloading the file will be started. Wait until it is completed.

After downloading, click on the [OK] button on the [File Download] dialog box.

The backup information has now been saved.

/\ CAUTION
The backup information file contains important information such as certificate data.  Keep the
obtained backup information file under strict control for confidentiality.

©CONTEC
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Restore
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Figure6.4. Restore Screen
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6. Maintenance

(1) Click on the[System] on the menu screen.
(2) Click onthe[Restore].

(3) When the restore page (Restore System) is displayed, specify the backup file containing the
information to be restored.

Fila to uplosd:
Browze..

Figure6.5. Restore Data Selectors

(4) Click onthe[OK] button.
Restoring the backup of information is started and the system is automatically restarted with the
restored information.

The restore has now been completed.
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6. Maintenance

Upgrading the System

The SVR-RDS(FIT)/ SVR-RDS(FIT)L may be upgraded to resolve any bugs found in the software or to
add new functions. Contact CONTEC via our web site for details of the latest system data.

__BAuthentication Server
= R

@
(2) 1 J

> > = (3)

e e Ll ] e e e fom= e
- I
[ _ -
«—

(4 -
(5

{7 -
Figure6.6. Version Up Screen

®© CONTEC
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(1) Click on the[System] on the menu screen.
(2) Next, click on the [Upgrade].

(3) Thewarning message (Upgrade - Warn) appears when the authentication server function is active.
Clicking on the [OK] button brings up the Reboot message and stops the authentication server
function. The warning message and Reboot message are not displayed with the authentication
server function left inactive.

Part-Ito upload

DryPart-1 Browse.. | Thisstep setsthe following items.
Part-1 to upload: [D: part-1]
Part-11 to upload: [D: part-11]

Part-11 to uplond:

=11 BrowaE

Figure6.7. Version Up Data Selectors

(4 When prompted to specify the upgrade data file, specify thelocation of the upgrade data provided
by CONTEC in the [Part-| to upload] and [Part-11 to upload] fields.

(5) Click onthe[OK] button.
The message of upgrading (Upgrade -Warn) appears, incrementing the counter until the end of
upgrading. The upgrade completion message (Upgrade - Congratulations) will be displayed upon
completion of upgrading.

/\ CAUTION
After clicking on the [OK] button, be sure to check that the upgrade completion message (Upgrade -
Congratulations) isdisplayed. Turning the power off before the upgrade completion message
appears may corrupt internal information, possibly causing afault.

The version up has now been completed.

/i CAUTION

Upgrading the system initializes setup information, discarding the changes made so far.  You
should back up the required items of information before upgrading and restore them after that.
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7. Troubleshooting

7. Troubleshooting

This chapter describes common problems that may occur with this product and what to do about them.
If any problems occur that are not described here, check to confirm that the re-occur, then contact the
store where you purchased the product.

When Communication Fails

Check hardware
- Check that the LAN cables are connected correctly.
- Check that the AC Adapter is connected correctly.

Check software

- Check that the | P address and subnet mask of the server unit have been set.

- Check if communication has been restricted by a proxy-based security function.
- Check if the |P address of the authentication server at the destination is wrong.

- Make sure that the | P address of the PC in use for setup of the server unit and its | P address belong
to the same network group.

- Check that the web browser in use supports frames (HTML 4.0), such as Microsoft Internet
Explorer 5.01 or later or Netscape 6 or later.

- No web browser can be used for communication if the TCP/IP protocol has not been installed on the
PC attempted to be used for setup of the server unit.

When the main body Will Not Start

Check the status LED

- Makesure that the STATUS LED isonin green or orange. |f the STATUS LED is off, check that
the AC adapter has been connected to the power supply jack and awall outlet.

- Makesurethat the STATUSLED isonin orange. |f the STATUSLED remainoningreen even a
sufficient period of time (at least 5 to 10 minutes) after the AP is turned on, the system in the server
unit may be malfunctioning.
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Authentication failed

Checking the server unit

Check whether the | P address of the AP has been set as a CA setting item.
Check whether the shared secret value set as a CA setting item isidentical to that set for the AP.
Check whether the | P address of the AP has been set as a CA setting item.
Check whether the certificate of the AP has been set. asa CA setting item.

Check whether the user certificate installed on the PC to be authenticated has been registered as an
user certificate setting item.

Checking the AP settings

Check that the IEEE 802.1X function as an |EEE 802.1X setting item has been enabled.

Check whether the | P address as an |EEE 802.1X setting item has been set to the | P address of the
server unit.

Check whether the port number as an |EEE 802.1X setting item has been set to 1812.
Check whether the shared secret value is the same as that set for the server unit.

Checking the settings of the PC to be authenticated

Make sure that the OS in use supports | EEE 802.1X.
Check that the |EEE 802.1X function has been enabled.
Check that the wireless LAN has been configured correctly.

Check that the user certificate issued by the server unit has been installed. To check the user
certificate, select the “ Content” tab in the “Internet Options’ dialog box, then click on the
[Certificates...] button.  Select the “Personal” tab to check the certificate.

Check if the user certificate issued by the server unit has expired.

Check that the CA certificate issued by the server unit has been installed. To check the CA
certificate, select the “ Content” tab in the“ Internet Options’ dialog box, then click on the
[Certificates...] button.  Select the “ Trusted root certificate authority” tab and check the certificate.

Check if the CA certificate issued by the server unit has expired.
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8. Appendix
Factory Default Settings List

System setting
Table8.1. System setting
Specification SVR-RDS(FIT) | SVR-RDS(FIT)L

IP address 192.168.1.1
Netmask 255.255.255.0

. User Name root
Login

Password root

Product Specifications

Physical Specifications

Table8.2. Physical Specifications

Specification SVR-RDS(FIT) | SVR-RDS(FIT)L
IEEE802.3(10BASE-T,
Ethernet standard ( )
IEEE802.3u(100BASE-TX)
Data transmission
. 10/100Mbps
LAN unit speed
Access method CSMA/CD
Communication type |Half Duplex, Full Duplex
Number of ports 1(10BASE-T/100BASE-TX)
External Dimensions (mm) 255(W) ~ 165(D) " 37(H) 80(W) ~ 115(D) ~ 25(H)
Weight 480g 1509

Softwar e Specifications

Table8.3. Software Specifications

Specification SVR-RDS(FIT) [ SVR-RDS(FIT)L

IP(RFC791), ICMP(RFC792), UDP(RFC768),

Protocols
TCP(RFC793, 896), ARP(RFC826)

Maximum number of APs to be

i 10 stand
registered
Maximum number of certificates to
) 200 sheet
be issued
Authentication type EAP-TLS, PEAP

. Microsoft Internet Explorer 5.01 or higher.
Certified web browser ) .
Netscape Navigator 6 or higher.

FX-DS540-APW, FX-DS540-AP, FX-DS540-APP,
FX-DS540-APD, FX-DS540-APDL, FX-DS540-APL

Certified APs

Windows XP, Windows XP SP1,

Certified supplicants ) ) )
Windows 2000 SP4, Windows 2000 SP3 (Patch required)
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Environmental Specificationsfor Installing the main body

Table8.4. Environmental Specifications (Environmental Specs)

Specification

SVR-RDS(FIT) [ SVR-RDS(FIT)L

DC power supply

5VDC + 5% 0.24A(Max.) (AC adapter bundled)

Operating temperature

0 to 40°C

Operating humidity

10 to 90%RH (non condensation)

Airborne dust

Not extreme

Corrosive gases

None

Table8.5. AC Adapter Envir

onmental Conditions (Environmental Specs)

Specification

AC Adapter

AC supply voltage

100 to 240VAC 0.3A

AC supply frequency 47 to 63Hz
DC supply voltage 5VDC + 5% 2.0A(Max.)
Operating temperature 0 to 40°C

Operating humidity

10 to 90%RH (non condensation)

Airborne dust

Not extreme

Corrosive gases

None
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LEDs

SVR-RDS(FIT)

Front

Back

Figure8.1.

Front/back (SVR-RDS(FIT))

SVR-RDS(FIT)L

*
9
O
(e

Figure82. Front/back (SVR-RDS(FIT)L)

I ndicator
Table8.6. LED Indicator
Name Color Status Indicator
P , On in orange | Indicates that the device is operating.
reen

STATUS . Indicates that the device is being started (going to operate after the power

Orange [On in green .

switch was turned on)
on Indicates operation at 100 Mbps

Green - N
LAN Off Indicates operation at 10 Mbps

Orange | Flashing Indicates that LAN data is being transmitted/received.
@ CONTEC
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| nput/Output Interface

Pin Assignment for UTP Port

Table8.7. UTP Port Pin Assignments

Pin No Signal

TD +

TD-

RD +

Not used

Not used

RD -

Not used

|V |o ||~ |w N |-

Not used

life expectancy of Battery

The SVR-RDS(FIT)/SVR-RDS(FIT)L contains a battery for the internal clock. Theinternal clock is
used to check the validity term of each certificate. |If the battery is dead, a certificate may be regarded
as having expired, failing in authentication.  If this product shows awrong date while being used and
the problem persists even after resetting the system time, contact your retailer or the CONTEC
Information Center. The new battery has alifetime of about five years (at the time of room
temperature) after replacement with the server unit turned off. The battery is not consumed with the
server unit turned on.
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Glossary
AP(ACCESS POINT)

Access point. Inthe FLEXLAN DS540 series, the access point serves as a bridge

between a wired network and awireless network and provides |P tunneling; it is

indispensable for the versatility and scalability of the wireless network.
Authenticator

Indicatesan APin awireless LAN in |[EEE 802.1X terminology.
|EEE(I nstitute of Electrical Electronics Engineers)
“I-triple-E,” involved in awide range of fields from communications and computer to
medicine and biology, with primary activities related to publishing articles and
sponsoring conferences, but aso recommending and setting of standards. The
organization sponsoring Committee 802, which is responsible for LAN related matters.
|IEEE802.11/ |IEEE802.11a

The wireless LAN standard established by the
IEEE802.1X

A standard set by |EEE to specify an authentication protocol.
LAN(Local Area Network)

A network configured from mutual connections between computers within a limited
area. Also called an "intranet" or "business or regional data communications
network."
Supplicant
Usually indicates client software for authentication in |EEE 802.1X terminology.
Public key

A key used to encrypt data by means of public key encryption, released to the remote
party

Public key encryption; asymmetric encryption
A cryptographic system that uses two keys -- apublic key and a private or secret key.
In public key encryption, the sender passes the public key used for encrypting data to
thereceiver. The encrypted datais decrypted with the corresponding private key.
Only the private key holder can therefore decrypt that data.  Public key encryptionis
also called asymmetric encryption because it uses two different keys for encryption
and decryption.

Shared Secret

A private key used between the authentication server and the AP.
CA:Certification Autority

Indicates the authority issuing the certificate.
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Private key
The public key encrypts data, and a corresponding private key decryptsit. The
private key must be managed confidentially not to be leaked to any third party.
Roaming
This term has the same meaning as roaming for a portable phoneor PHS. The APis
in the role commonly called the 'antenna/base station' for the phone or PHS, and the
user unit isin therole of the phone itself.
User Unit
In the FLEXLAN-DS540 series, this refers to the FX-DS540-PCC or a device with the
FX-DS540-PCC built in.
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