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Executive Summary

This information guide is designed for end users of iOS devices and console users of the AirWatch solution. The
documentation below will enable users to understand how Mobile Device Management (MDM) is controlled from the console
and how to navigate and leverage the resources within it. Following the review of this guide, end users will be able to enroll an
iOS device, navigate the console, and understand the various profiles and applications that can be installed on a device.
Furthermore, there are additional features in the AirWatch solution such as web clips, an internal app store, a volume
purchase program, a Software Development Kit (SDK), along with many other tools which will be explained below. Also, there
is a section outlining the iOS 5 features and new system settings that are available, as well.

The material included will give the user a brief overview and general requirements necessary for enrollment and how each
organization is set up for their devices to communicate across Apple’s network and the AirWatch solution. It will describe in
detail the overview of enrolling a device and the necessary steps required by the end user. More importantly is the description
and the drill-down into the functionality of the console. This document will outline the navigation and functionality of how the
console manages various location groups and how applications and profiles are created and managed.

There are many components, functionality and ways to manage and set up applications. All of this will be outlined and
explained below. It also includes how an Internal App Store is created and how internal applications can be uploaded and
accessed by end users. Furthermore, AirWatch provides a Software Development Kit that can be used to build secure
applications for internal use. This, along with a Secure Browser, is explained in more detail below.

Lastly, there are many tools and resources that are mentioned in this guide to help out any user who is already familiar with
the AirWatch solution or anyone who is utilizing it for the first time.
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Getting Started

The following sections describe the basic requirements for the Airwatch MDM solution.

General Requirements

Before AirWatch can be set up to manage devices, a few things will be needed:

An AirWatch environment that has been set up for the organization.
Network administrative information such as email server and EAS gateway, if one exists.

Devices to enroll.
Device Requirements

To manage devices with AirWatch, you must meet the following device requirements:

An Apple Push Notification Service Certificate (APNs Cert) for your corporation.

For optional enrollment using the AirWatch agent (for added functionality such as GPS tracking), each device must
have access to the App Store, and an Apple ID to download apps.

APNs Notes: It is required that your organization have an APNs certificate to manage iOS devices. The APNs is used to allow AirWatch to
securely communicate to your devices over-the-air (OTA).

Each organization needs their own APNs certificate to ensure a secure mechanism for their devices to communicate across
Apple’s push notification network. Acquiring an APNs certificate is a partnership directly between your organization and Apple.
AirWatch cannot provide or issue an APNs certificate to your organization.

AirWatch uses your APNs certificate to send notifications to your devices when the Administrator requests information or
during a defined monitoring schedule. No data is sent through the APNs server, only the notification.

AirWatch ) ) Apple APNs o -
~ . . Notification = > | >

Prerequisites

Before any user begins to enroll a device, they need to make sure the device can connect to the App Store, which requires an
Apple account to be setup on the device.

The following information will be needed to begin:

The URL of the enrollment page - This URL is specific to your organization’s environment, and is set during the initial
environment install (e.g. awmdmsever.com).

An activation code (aka Group ID) - This code will be set in the console (under Locations & Groups > Add Child
Location Group), and input on the device at the enrollment page. It is possible to set separate activation codes for
specific sets of device profiles.

User Credentials - These can be the same as the network directory services credentials, or they can be explicitly
defined in the console.

Note: The iPhone Configuration Utility (iPCU) is also a useful tool to have, which can be downloaded from the Apple website — It lets the
user easily create, maintain, encrypt, and install configuration profiles, track and install provisioning profiles and authorized applications,
and capture device information including console logs.
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Enrollment

Enrollment of iOS devices in the AirWatch system is a simple and streamlined process. Enrollment can either use the AirWatch
MDM Agent from the iTunes, AppStore, or use a completely clientless approach using only the devices web browser to enroll.

Upon enrollment, pre-set profiles begin downloading immediately on the device which will also be visible in the management
console.

Either of these processes will result in the following flow of events:
The device is directed to a portal site
User authentication takes place
Device authentication takes place

Management profiles and settings begin to download to the device
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Agent-Less Enrollment

Open Safari on the device, enter the enrollment URL in the address bar or click on an address in an enrollment

email or a SMS message. You are prompted to enter an activation code (Group ID) as shown.

After entering the access code, you are prompted for user enrollment credentials. The enrollment configuration
that has been specified in the console determines the credentials.

After the credentials are validated, you are prompted to install the AirWatch Enrollment Profile. Clicking “Install”

brings up the Install Profile confirmation dialog box. Click Install Now.

ui_ATE&T 3G 1:54 PM > * 84% =}

il ATET 3G 1:54 PM

> % 84% =}

|- ATET 30 3

> % 84%=b| |am aTeT 30

1:55 PM > 3 8a% =]

AirWatch Enroliment

Group ID

W Resdliexd

AirWatch Enrollment

Group Identifer NN

User Name

Change

Password

Email Settings

1:54 PM

AirWatch Enrollment

You will now be prompted to begin
installation of the enrollment configuration
profile.

Tap Here if you are not prompted
automatically.

Cancel

Install Profile

Enroliment
AirWatch

& Verified

Description Enroliment Settings
Signed G
Received Oct 4, 2011
Contains Device enroliment challenge

To enable email integration, please enter your
username and email address below.

User Name

More Details >

. - ( )
airwatch ——
( )
| &
< > » m « > ? M @ < > » m

You are prompted by the device one final time to accept the remote device management module. The device is
now enrolled in the console and should begin receiving the profiles that have been assigned to it in the
management console.

@ Verified

Install Profile

Installing this profile will change

settings on your iPhone

Cancel Install Now

N

airwatch”

|- aTRT 30

1:55 PM > 3 8ag% =]

|- aTaT 3

1:55 PM > % 84%et| o aTaT e 3:

Installing this profile will allow the

on your iPhone.

Cancel

Warning

Install

Mobile Device Management

administrator at

o r———
I (o remotely manage your
iPhone.

The administrator may collect
personal data, list of apps,
add/remove accounts and
restrictions, and remotely erase data

Profile Installed

Done

M MDM Profile
2 AirWatch Enrollment
5 % 9 Verified
Enroliment Complete. You may now
Description MDM Profile Settings navigate away from this page.
Signed I
Received Oct 4, 2011
Contains Certificate

More Details >

Mobile Device Management
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Agent-Based Enrollment

To enroll an iOS device, open Apple’s App Store and search for the AirWatch MDM Agent. Install the Agent. An
AirWatch icon shows up as displayed below.

[iPod % 3% 3:36 PM

S [Pod = : =) [iPod

) airwatch mdm agent

The AirWatch MDM Agent lets you secure,

monhr.nmmawmmﬂmd

i0S 4 devices your enterprise,

mmmmwmmmmwmh mmmmwmmmwm
Console. Console.

This enterprise-wide solution provides your IT This enterprise-wide solution provides your IT

department with a single, integrated view of all
mobile devices, allowing you to increase help desk
efficiencies, reduce support costs and improve the
overall support experience for today's corporate
user.

Web-based, functionally robust and highly
scalable, AirWatch also provides unparalleled

flexibility by offering three different delivery options.
forhwmhmmm

Tap the AW icon. The enrollment page opens where you are asked for the server URL and the Activation Code
(Group ID). Click Save My Information. You are directed to a Device Info page, move on with the enroliment
process by clicking on the ‘Key’ icon. The following page prompts for user enrollment credentials.

iPod = 10:57 AM [iPod 2 3:40 PM = [iPod & 3:40 PM =
Cancel Install Profile
AirWatch Enrollment
URL hitps://example.com . Enroliment
L e ple.col Activation Code; I Change _\P’“f‘c, AirWatch
Save g Usemnane 3
L ee— [ ) ovented  ([EEIN
Not Enrolled P Description Enroliment Settings

Signed “airwatchportals.com
Recaived Apr 8, 2011

m Contains Device enroliment challenge
Need Help?

More Details >

|

| This device is currently not MDM ‘ [ J
i enrolled. Enroll now?

| ‘

alrwatch’

No . Yes ‘

airwatch”

? m @

The following steps are the same as those mentioned in enrollment using the web browser. After the credentials are
validated, you are prompted to install the AirWatch Enrollment Profile. Clicking “Install” brings up the Install Profile
confirmation dialog box. Click Install Now. You are prompted by the device one final time to accept the remote
device management module. The device is now enrolled in the console and should begin receiving the profiles that
have been assigned to it in the management console.
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Agent

Using the AirWatch Console, the Admin has the ability to set Passcodes and enable GPS through the agent. From System
Settings = Device = i0S & Agent Settings:

Menu v

Location Group

Internal

system

Device

» General

» Andraic

» BlackBerry

vios
APNs For MOM
APNs For Applications
Agent Settings
App Catalog
hianaged Seflings
Profiles
SCEP
Soheduler
SDKSecurity not found
Secure Browser
Secure Cortert Locker

» Symhisn

*incienes Mokile

Email
Hotspot
Installation

Admin

Current Setting

Heartbeat Interval (min)*

Data Sample Interval (min)*

Data Transmit Interval {min)*

Administrative Passcode*

Enable GPS

GPS Sample Mode™

Use Significant Location Change (if
supperted)

Distance Interval (meters)*

Child Permission®

Device /i0S / Agent Settings

@ innert © override

120
1607
]

© Background ¢ Agert Launch

Qe

Motification

]

O inhertonty € Gverride only ) Inhert or Sverride

( Save “ Reset ]

From here, the Admin can enter a password which will allow access to the AirWatch Agent on the device.
Ability to enable GPS setting.
Modify heartbeat, data sample, and data transmit intervals.
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APNs for MDM

A slightly different look on the screen below; however, the information has not changed:

henu ¥ by F

Location Group

Device /iOS / APNs For MDM

Internal

Enabled* M
System

Current Setting L Inherit o Override
Device
F General
¥+ Android
* BlackBerry
vids
APHs For MDM
APMs For Applications

Certificate™  Certificate Uploaded | Change

Agent Settings
App Catalog
Managed Settings
Profiles

SCEP

Type Pfx

Issuedto C=US, CH=Apple Production Push Services:
VCAZAIMITR:ZKXINBSHELC,
OIDL0.9.2342.19200300.100. 1. 1=com.apple.mgmt.airwatch

Scheduler

SDKSecurity not found

Secure Browser

Secure Content Locker
» Symbian Valid From 10292010
» Wincoves Mokile

Issued by CH=Apple Worldwide Developer Relations Certification Authority,
OU=Apple Worldwide Developer Relations, O0=Apple Inc., C=US

Valid To 10292011

Email
Thumbprint T8CC43038BEY525ACIBTH40F2FYACZAAIGGOBTE2
Hotspot
Installation
Child Permission™ e Orvertide anly ® Inherit or Crverride
Admin

Save | | Reset

Dashboard Visibility

From the Dashboard, IT Administrators can access the following information and request information from a device. Click on
the friendly name of the device from the main dashboard and the information below will be displayed. If the command is
grayed out on the dashboard it means that it is not available for that specific device/platform.

Security - Displays the current status of the Security of the device - if it’s compromised, if the device is currently
enrolled, Passcode, Encryption and Certificate information, and overall information on the applications and
profiles on the device. Each subsequent tab will go into further detail about this information.

Note: For the console to acknowledge if the device is compromised or not, the user needs to enroll using the
agent, not over the air (OTA).

Profiles - This tab lists the profiles that are associated with the device. The status indicates if the profile is
installed, is pending installment or removed from the device. The actions include deleting and installing profiles

from here.

Apps — Similar to profiles, this tab indicates the status of the Application, Type (public or internal), Name, Version
and Size.

Certificates — This information includes which Certificates are loaded on the device, first and last seen (time &
date) and when the Certificates are valid from.
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User — The User Information displays a snapshot of the User’s name, status, email address, location group,
security type, contact number and a list of devices that the user is enrolled in.

GPS — Powered by Bing, this tab will give location information where the device is located; both Road View and
Bird’s Eye view are available.

Event Log — The event log lists the time and event of communication between the device and the console.

Content — Feature for iPads to display documents accessed from the Secure Content Locker (described in detail

below).
Diawi Cl Send Lock Ent i Diawi Find
.l‘ QELellrc;re . Paesasl;:ode ’ Meegsage DZSice % mpeerprlse ’ W?;Iece 6 Dlg.lice
Security Frofiles Apps Cerificates Uszer GPS Event Log Content

Hardware WD
& Device is not compromized. @ Device is currently enrolled.
Encryption Fasscode
@ Data protection is enabled. @ Passcode is presert.
& Block level encryption is enskbled. & Pazscode is compliant.
@ File level encryption iz enabled. ® Pazzcode iz compliant with profiles.
MNetwork Certificates
@ SIM card status normal. O 1 Cedificate(s) currently installed.
@ Device is not roaming. O 0 Cerificate(s) expiring in 30 days.
@ Dsta roaming is not enabled.
Profiles Applications
A 1 Assigned profile(s) are not installed. 0 3 Active application(s).

Device Query — Command requesting information from the device to be sent back to the console.

Clear Passcode — Gives the IT Admin the ability to clear the passcode on a device allowing the end user to reset
their passcode.

Send Message — Feature to send a message via Email, Push Notification or SMS.
Lock Device — Feature that can remotely lock a device from the console.

Enterprise Wipe — Remotely un-enrolls a device from the console; resets the device back to the settings before
MDM was installed.

Find Device — A recent enhancement is the functionality to send a remote command to a device to play a sound
for a customized duration and number of time the sound will play for. Custom AirWatch Sound is built into the
AW Agent to distinguish from iOS defaults; also, sound can be played repeatedly and gaps between repetitions
can be defined. This feature can be integrated into an SDK based app, as well as, on the AW Agent. Furthermore,
end users can access functionality from the Self Service Portal and provide an end user the ability to locate a
misplaced device.

From the Dashboard, click on the Friendly Name > Find Device:
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Location Group .
rteerl Asset Tracking

Avallable Views

Andrord  Appie ElsckBerry Symbian Windaws Up  Oown =3Days »7Days =16 Days *30Days
Matie

»
-l

@ B [ a

l AWI0129 x

[ iy whn. son, e gEee R &5

B -roves s comen  cenfewes  User  GPE Emnilog

Applications

© 1 2ctve applcaton)
The user will be prompted with the following:
Find Device
Mezzage ta be dizplayed along with sound | Find Device
[optional)
Mumber of times the sound is to be played |1 Hote: Field should be between 1 and 20,
Gap betvween each repetition of sound Hote: Field should be between 10 and 100,
[zeconds)

MNote: Aifilateh Agent application must be installed on the devies for this action to war.

| Send || Cancel |

Message to be displayed — Text field is limited by number of APNs characters allowed — characters used up in
other payloads (sound file path, etc.). Pre-populated as shown above.

Number of times the sound is to be played — Number of repetitions is pre-populated to the default of 1. If the
value of number of repetitions is 1, the “Gap” text box is grayed out so no value can be entered since a gap is
meaningless when the sound will be played once.

Gap between each repetition of the sound - Measured in seconds and a minimum value of 10

Note: Similar functionality is also available in the Self Service Portal.
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Profiles

AirWatch enables IT administrators to create and deploy configuration profiles that define enterprise settings, policies, and
restrictions for smart devices without user interaction. AirWatch delivers signed, encrypted, and locked configuration profiles
over-the-air to ensure they are not altered, shared, or removed. This section discusses the types of profiles that can be
deployed through AirWatch and the process to deploy them.

From the AirWatch console, select Apps and Profiles > Profiles.

Click Add to create a new Profile.

Menu ¥ ; Device R
Location Group
Giote Device Profiles

© add Status [Active =] Publish [Al =| Platform [Any ¥] setting Group [Al ] |ﬁ1gr Grid QG
Available Views Location Group: Global — Status: Active  Publishy Al Plstform: Ay Setting Groug: All 746 result{s) found

Active  Profile llame Managed  Platform / 05 / Model Ownership  Managed By Available | Current / Out-of-...  Actions

[ ] 01_Apple Yes Apple ] Ay | Sy Ay 01_SIS oroio s Q Q 0 th x

@ 01-App Catalog+SSP Yes Apple J Any | Any Ay 01_Apple 0/0/0 S 0O x

] 01 -Manaul Profile Mo Apple Ay J Any Ay Activate 07040 S 0Ot x

[ ] 080511 corp owned profile Ves Apple [ Ay | Ay C 080511 ga test 8s53/0/0 4 Q Q o th x

@ 11863 LDAP_B8 Ves BlackBerry { Any [ Any Ay 11683 _LDAP 0/0i0 S 0QOx

] 11663_LDAP_PAD Wes Apple | Ay JiPad Any 11633_LDAF 0/040 Z 0 x

[ ] 11683_LDAP_Unmanaged Mo Apple [ Ay Ay Any 11683_LDAP 0/0/0 V4 Q Q o th x

] 11683 _Proxy Yes Bpple | £y §iPod Touch Any 11683_Proxy 07040 S Qo x

] 11563 _testExchange es Apple  dny J Any Ay 11633_LDAF 07040 S aQdhx

[} 123 Yes Apple [0S 3.0 f Phone Any Siba Location Group 0/0i0 L 0Q o x

[ ] 123 Ves Apple | Any / iPod Touch Any Dhanesh_Test 27040 V4 Q Q o th x

] 12345 Yes Apple { &ny JiPod Touch Any Dhanesh_Test 20140 S 0Q i x

] 1377 _bug es Apple | Ay JPad Ay 14ndroid Enraliment Test 07040 S aa e x

Select Platform.

Select Platform %
A Android
l l Fasscode Android Agent Seftings  Exchange ActiveSyne Wi-Fi Bookmarks Credentials
Custom Settings WP
’ Apple
Passcode Restrictions Wi-Fi WP Ernail Exchange ActiveSyne
LOw#P CalDaly Subscribed Calendars  Weh Clips Advanced SCEP
CardDAY Credentials Custom Seftings
. BlackBerry
™ Deice Telecam Advaneed Custom Settings
n®
Symbian
symbian Wi-Fi Custam Settings
Cancel

iOS User Guide | v.2012.03 | March 2012

Copyright © 2012 AirWatch, LLC. All rights reserved. Proprietary & Confidential.

Page 12




The first tab is General that needs to be filled out including required information such as Location Group and the Name of
the Profile being created.

Add a New Profile X
Q, Passcade General #1
G Restrictions
Mame™
= WiFI
Required Field
B e
& Er Description | |
mall

©a i
o Exchange ActiveSync Platform® | J
B Losr
B camayw Deployment | Managed j‘
Subzcribed Calendars - .

mdinimum Qperating System | Any j‘
= carapay '
56 wih Clips wadel [ Ay []
' Crederntials

Crwnership | Any =
5 SCEP )
£ 2ovanced Importance | Morrmal j‘ =l
F¢ Custom Settings
Save | | Save & Publish | | Reset

After the General Information is completed, the user can click on any payload below that needs to be configured. For each
section, first start by clicking ‘configure’ and then fill out the required information for each field. A new profile can be created
for just one specific category or a combination of many categories. After all information is entered, click Save to save the
information that was just entered. If the IT Administrator wants to push out the newly created Profile to all enrolled devices
in the Location Group, click Save & Publish.

Profile Types (Payloads)

* Passcode

Passcode profiles require end-users to protect their devices with a passcode each time they return from idle state. This
ensures that all sensitive corporate information on managed devices remain in the right hands. If multiple profiles
enforce separate passcode policies on a single device, the most restrictive will be enforced.

(@) resrctions

Restrictions profiles limit the features available to users of managed devices by restricting specific content such as the
use of YouTube, the iTunes Store, or the on-device camera.

‘q‘?\‘ Wi-Fi
Wi-Fi profiles push corporate Wi-Fi settings directly to managed devices for instant access.
To configure Wi-Fi profiles, select the appropriate wireless protocols and security settings in this area.

If an Enterprise security type is selected, you will then be prompted to select one of the following options:
Protocols, Authentication, or Trust
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“Protocols” allow the user to then select your EAP type to configure the EAP-FAST Protected Access Credential
settings

“Authentication” prompts you for a username. The username field accepts Lookup Values, and the value can be
loaded by clicking on the question mark (?) to the right of the text box

“Trust” allows you to specify which certificates should be trusted for the purpose of validating the authentication
server for the Wi-Fi connection

B VPN

VPN profiles push corporate virtual private network settings to corporate devices so that users can securely access
corporate infrastructure from remote locations.

2t

Email profiles send email configurations directly to devices so that end-users automatically receive email.

If the username, password, or alternate SMTP servers are omitted, then the user is prompted for them when they
access the account

Multiple accounts can be added by clicking the plus (+) button
Qﬂ Exchange ActiveSync
A

Exchange ActiveSync profiles allow end-users to access corporate push-based email infrastructure.

The user can create a profile for a specific user by specifying the domain name, user name, and email address,
and password, or they can leave the password field blank and the users will be prompted for their password — If
they choose this configuration they must use a lookup value for the username field.

If the user chooses to use certificates to validate the ActiveSync connection and wish to include them in the
profile, select one of the two options listed under Certificate Type.

Uploaded Certificate —This will allow the user to upload a certificate and include a pass-phrase that the user must
enter before receiving the certificate.

Certificate Authority — This will allow the user to specify the Certificate Authority in existence on the local
network as the source of the certificate.

You can configure multiple Exchange accounts by clicking the Add (+) button.

|2} oar

This section can be configured with LDAPv3 directory information. The fields in this section support lookup values.
Click on the tool tip for keys and definitions.

m cCalDAv

This section can be configured with information to allow the users to sync wirelessly with the company’s CalDAV server.
The fields in this section support lookup values. Click on the tool tip for definitions.

Subscribed Calendars

This area allows for configuration of Subscribed Calendars. The fields in this section support lookup values. Click on the
tool tip for definitions.
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E CardDAV

This section allows for specific configuration of CardDAV services. The fields in this section support lookup values. Click
on the tool tip for definitions.

e ' wWeb Clips

Web Clip profiles send down clickable hyperlinks in the form of an icon onto devices for quick access to common web
resources. For example, to add the online version of the iPhone User Guide to the Home screen, specify the web clip
URL: http://help.apple.com/iphone/. Multiple Web Clips can be added per profile by clicking on the plus (+) sign in the
top right corner of the window.

The label is the name that appears on the screen.
The URL is the address that the user will be redirected to on the device. This can be internal or external.
Removable - It will specify whether or not the user has the ability to remove the Web Clip from their device.

Icon - To add a custom icon, select a graphic file in gif, jpeg, or png format. For best results provide a square
image no larger than 400 pixels on each side and less than 1 MB in size when uncompressed. The graphic will be
automatically scaled and cropped to fit, if necessary, and converted to png format. Web clip icons are 104 x 104
pixels for devices with a retina display of 57 x 57 pixels for all other devices.

Precomposed Icon - Specifying this will stop the device from adding a shine to the icon.

Full Screen - indicates that the address will be loaded full screen on the device without the Safari address bar and
borders.

Q Credentials

Credentials profiles deploy corporate certificates to managed devices. If the user’s network supports it, ad-hoc
certificate requests can be configured as well. Multiple credential configurations can be added per profile by clicking
on the plus (+) sign in the top right corner of the window.

a SCEP

The SCEP payload lets the user specify settings that allow the device to obtain certificates from a CA using Simple
Certificate Enrollment Protocol (SCEP). The table below is a guide for determining appropriate values.

URL This is the address of the SCEP server.

This can be any string that will be understood by the certificate authority. It can be used
to distinguish between instances, for example.

The representation of a X.500 name represented as an array of OID and value. For
Subject example, /C=US/O=Apple Inc./CN=foo/1.2.5.3=bar, which translates to: [ [ [“C", “US"] ], [
[“O”, “Apple Inc.”] ], ..., [ [ “1.2.5.3”, “bar” ]1]]

Specify the type and value of an alternative name for the SCEP server. Valid values are an
e-mail address (RFC-822), the DNS name of the server, or the server's fully-qualified URL.
Challenge A pre-shared secret the SCEP server can use to identify the request or user.

Select a key size, and—using the checkboxes below this field—the acceptable uses of the
key.

If your Certificate Authority uses HTTP, use this field to provide the fingerprint of the CA’s
certificate, which the device will use to confirm authenticity of the CA’s response during
the enrollment process. You can enter a SHA1 or MD5 fingerprint, or select a certificate
to import its signature.

Name

Subject Alternative Name

Key Size and Usage

Fingerprint
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http://help.apple.com/iphone/

G Advanced

Advanced profiles allows for advanced access point configuration.

/ Custom Settings

Custom Setting profiles allow for custom XML profiles to be included in the profile payload. The code to be inserted in
the text box should begin with and include the second appearance the <dict> tag in the exported .mobileConfig file.

Unmanaged Profiles

Unmanaged profiles do not require the device to be managed. They can be installed on a device during the enrollment process
or after the device has been enrolled. And when MDM is broken they remain on the device. An unmanaged profile can be
password protected. Once on the device they cannot be removed by the user without proper credentials. The end user is
prompted at the end of enrollment to install all assigned profiles. After a device is enrolled, the end user is prompted to install
new unmanaged profiles via an APNs message (requires the AirWatch MDM Agent). Unlike managed profiles that are sent
directly to the device without the user’s acknowledgement, unmanaged profiles do require the end user to be prompted to
install the profile.
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Compliance

From the Compliance tab, users can Blacklist certain apps, as well as, set specific Blacklist Rules if a device is ever
compromised.

Menu ¥ 3 Device E Ga
Location Group
Internal Application Compliance
@ add Filter Grid Q
Compliance
4 Type Application Hame Application ID Version Comments Action Location Group Actions
® Linkedin com.linkedin Linkedin Erterprize Wipe “elvet Underground S x
Device Compliance ® Tip-RA- oy com kooapps tipacow Send S5 Saturn S X
Email Compliance o .
@ Junos Pulse net juniper junospulse Send SMS Mico / b4
® Tip-&-Cowy com kooapps tipacow Send Sh3 Mico L %
@ Angry Birds cotmn rovio angrybirdshdte - 1.1 Ertetprize Wipe Mewy_Profiles L x
=5

From the Application Compliance tab, users can select from existing compliance rules for the applications listed. Under

Actions, the application rule can be modified or deleted. To add a new compliance rule, click O Add :

Add / Edit Application Rule x
e [Blacklisted
Platform |App\e

Application Hame™ | |

Application ID | |

Version | |

Comments | |
action” | Send SMS
Message Type™ | SMS

Message Body™ | |

| save | | Reset |

—_— '

The Application Name is the same as “ldentifier” in iPhone Configuration Utility (iPCU)
The following actions can be taken if the application is found on the device:

e« Send SMS to User
« Wipe the Device to factory settings

e Un-enroll the Device (Enterprise Wipe)
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From the Device Compliance tab, IT Administrators also have the ability to take similar actions if a device is compromised:

Compromised Device Compliance

Criteria Actions
If device is
COMpromize]
|App|e | Send SMS [Message Text (180 char. mazx) =
| Apple | Enterprise Wipe X
| App|g | W\pg Device r Thiz action will permanently delete all data on the device and reset all settings to x
manufacturet default. You will not be able to unda this action.

Add Blacklist Rule
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Applications

AirWatch enables enterprises to build secure business apps, which can be deployed, managed and secured alongside public
apps via a custom enterprise app catalog. For end-users, this enterprise app catalog can be deployed as a web-based solution
or native app solution so that recommended public applications and internally deployed applications can be selected from a
single centralized location.

Ll ATET 3G 3:27 PM »> 3 100% == il AT&T 3G 3:24 PM > 3 100% ==

Internal

Internal Public

AT o e -

Hoysa ol
ﬁ@ 1.3.8 [enEn——

mPos
Hoysa ¢
1.0.0 [e——

Gl Amex

Facebook

tall )

< 0

HD Facely HD for Facebook + Chat

o

(Tnstall )

Google+

o)
E

Creating the Web-Based AirWatch App Catalog Web clip

The first step to deploying applications using the AirWatch solution is deploying the AirWatch App Catalog to managed
devices. There are two ways of doing this:

By sending the Web-Based AirWatch App Catalog to devices in the form of a Web Clip.
By installing the Native AirWatch App Catalog on all managed devices using advanced processes.

Whereas the first method is a simple process that can be easily deployed through commonly used AirWatch management
profile capabilities, the second method involves either a two step process, or advanced deployment techniques. The following
section explains how to complete the first method, creating the Web-Based AirWatch App Catalog Web Clip:

Navigate to Apps & Profiles > Profiles

Select Add
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Device Profiles
o Add Status I
Location Groug: Global Status: Active Publizh: All Platform: Any

Active Profile Hame Managed Platform / 05 [ Madel Ownership

. 01-Lpp Catalog+ESP “es Apple Ay FAny Ay

. 01 -Manaul Profile Mo Apple F Ay P ARy Ay

. 080511 corp owned profile ‘es Apple F Ay F Ay C

. 0530511 model base profile Yes Apple L Any T Any Ay

. 050511 model baze profile Yes Apple Ay P ARy Ay

. 080511 model base profile Ni== Apple F Ay P ARy Ay

Fill out information under General:

Add a New Profile
Q, passcode General #1
® Restrictions
Hame*
B WiFi
Required Field
& ven
& Eral Dessciptior, | |
mei
E£3 Exchange ActiveSyne
piatiom  [[Apple
B ozr
CalDay peptoymert [ Manages
Subseribed Calendars . i
Minimurm Operating Sy stem | Any
[E cardpay
2 ek Clips Model | Any
W oemeete
ownershin [y
<> SCEP
B advanced Importancs | Mormal
% Custam Settings
Save ‘ ‘ Save & Publish | | Reset

Select Web Clips and fill out the following information:
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*

Label

Required Field

URL*

Required Field

Removable

lcon

Click to Upload

| upload |

Precomposed lcon -

Full Screen [

Note: The App Catalog URL for AirWatch versions 5.14 and above is in the format of
https://<YourEnvironment>/devicemanagement/AppCatalog?uid={DeviceUid} where <YourEnvironment> is
the main URL that a corporation uses to access the AirWatch web console

When complete, select Save and Publish to immediately deploy the Web-Based AirWatch App Catalog to all
appropriate devices

Note: Refer to Web Clips under Profile Types for additional information on this.

Recommending Public Apps

Once the AirWatch App Catalog has been successfully deployed to the smart device fleet, administrators can begin
recommending public applications and distributing corporate applications through the Web Console.

To recommend public apps to the AirWatch App Catalog from the Web Console:

Navigate to Apps & Profiles > Applications = Public

Menu ¥ My ; Device 0 e

Location Group -
Global Public E =
© Add Application Platform [Al =] status [an B [Filter Grid QG
Applications Active  lcon Identifiers 4 Comments Type Actions
[} r — Wl The [Software Mame] software iz Copyright 2005 [Company Name]. &1 Apple Application 0/0Qx%
Internal Wishste Azsigned To Clack Test
— foae Qﬁﬁ rights ressrved. This software may not, in whols or in any part, bs
Public
copied, reproduced, transmitted, tranststed (nto any lanouiage, retursl
Purchased
[ ] @ 12945 test Apple Application 0/0Qx
ebsite Assigned To: 11685_Basic
b e 8 8¢ ¢
[ ] 4234 Apple Application 0/0Qx
Websits Assigned To: TWAzteca
wirdrir iy
[ ] A+ Apple Application 0/0Qx%
/ Websits Assigned To: Dhanesh_Test
g
[ ] aaa Apple Application 0/0Qx
Website Assigned To: 11683_2Factor
wrdrirdr
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For a New app: Click Add Application and enter information; click Continue.

Add Application

Managed BY | |nternal

Search App Store

Platform® | Apple

Mame* | Redfin

|\ continue

After selecting Apple as the Platform, enter the App Name. The console defaults to search the app store for the

application. Click Continue.

Search

R

4 result{s) found

Redfin Real Estate
Wiehsite

Free

Categary: Litestyle
Current Yersion: 150

L8 8 8 8¢

Homes.com real
estate search
Wiehsite

Free

Categary: Litestyle
Current Version: 413

wRI AW

ZipRealty Real Estate
Wiebsite

Free

Category: Litestyle

Current Yersion: 2.5

wRirdr i

Redfin's MLS-powwered real estate app gives you the same informstion used by real estate agents - onthe go. See photos, fUl
details, property history, agent notes and more. Redfin sutomatically syncs your favaorite homes, saved searches, notes &
photos, and home tours with the website so you'll never miss out on the home of your dreams

Features
= MLS powvered, up-to-the-minute home search
* Eazily find nearby homes and open houses using your GRS

Use this speedy application to search for your next home using your iPhone or iPod Touch. & touch or o on your screen
creates & custom search of nearby homes for sale or rent. See detailed lists or search by maps, and quickly refine your
search by price, property type, features and more

- Instantly find nearby homes or rentals with iPhone locstion fincer

- Find homes in cities around the nation with Advanced Home Search

Essily find all available homes for sale in 25 major markets (see a full list of the areas we cover below’) with ZipResty's iPhone
app and award-winning HomeScan technology .

wyig help you instantly See, Sesrch and Connect with your local real estate market - st home, or on the go

See
- Over 1 milion MLS-listed homes for sale including photos, price, and more

© Select

© Select

Click Select and the following information automatically populates:
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Add Application X

tiame* | Redfin Real Ectate |

URL* | bittp: /fitunes. apple. comius/appiredfin-real-estate/id3279624

Platform* | Apple =

Managed By | Intemal |

| Upload Comments

@ Active =

s O ot © Undefined

Rank [ =

Save ‘ ‘ Reset

Click Save to add this application to the Location Group.

From the main page on the console > Applications, the user can review information, edit or delete an app that
has been already saved.

Actions

! X

Select Info to edit Description or Images:

AirWatch MDM Agent x

Images

\ - =
q Internal Comments
dW

L 8 4.4 84

Description

Public Application
& Active

Free (Reimbursahble)

Current Yersion

301

Categories
Business, Productivity

Saller

wWandering WiFi LLC

Managed By
Adarm

The Aivvyatch MOM Agent [ets you secure, manitar, manage and support your entire flzet of 105 4 devices
deploved across vour enterprise, when warking in conjunction with the Aidatch Console

This enterprise-wide solution provides your IT department with a single, integrated view of all mobile devices,
allowing vou to increase help desk efficiencies, reduce suppont costs and improve the overall support experience
for taday's corporate user.

Web-based, functionally robust and highly scalable, Ainvateh also pravides unparalleled flexibility by offering
three different delivery aptions for the Ainvatch consale, ensuring all IT environments have access to Ainwateh's
industry-leading functionality:

=3oftware as a Service (Saad)

=0n-premise installation

=Dedicated software appliance

Ainvatch provides today's enterprise with the following functionality:

=Centralized Over-the-Air Deployments
=Asset Management of all i0S Devices

[ Ea |

Click Edit to modify Name, URL, Platform or other information seen here:
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Edit Application x

]

d Hame" | Aifiatch MOM Agent |
ﬁ \ URL® | hitp:/iitunes. apple. comfusfapp/aimvatch-mdm-agent/id3357|
i I W pratiorm® [ Apple =l

Wanaged By | Glabal / Adam |

‘4 Upload ‘ Comments
P
Public Application Reimbursable  © Reimoursable © Mot Reimbursable ) Undefined
@ Active pank [7 |
Marged By
Adam

Save ‘ ‘ Reset

You can Delete an application by clicking delete icon under Actions column.

Distributing Corporate Apps

Once the AirWatch App Catalog has been successfully deployed to the smart device fleet, administrators can begin
recommending public applications and distributing corporate applications through the Web Console. To distribute corporate
applications to the AirWatch App Catalog from the Web Console:

Navigate to Apps & Profiles = Applications - Internal

Internal a-
© Add Application Platform [&pple =) status [an Bl [Fiter Griv QG5
Plattorm: Apple 139 result{s) found
Active  lcon Identifiers 4 Deseription Current Release  Release Info Actions
[ ] 11759 0.0.0 Apple Application L 0OQ X
Maine Azsigned To: Maine
com.airwatch appoataloy Minimum O3: 03 Ay
® 123 233erere 1.0.0 Apple Application 0/ Q x
Business 172972011 #3signed Ta: Siba Location
Sibia Lacation Group Group
12312 Minimum OS: i0S 3,11+
vailabie Unti 1 /502011
[ ] ARRVWV Test 1.0.0 Apple Application o/ Q x
Mew Jersey a3signed Ta: Mew Jersey
com sirwatch posdems WlirimLm OS: 105 Aty
[ ] Accenture ldeas it allawes you to submit ideas, review your idess and rewards, ook at other people's ideas, stc. whison - 1.0.0 Apple Application o/ Q x
Business the go. This is & beta version with anly a few functionaities. #3signed Ta: Accerture - Nisha
Ancerturs - Nisha Sharma Sharma
7 ] com accerture techlabs ideas Minimum OS: i0F 3.0+

The User can perform the following Actions on existing apps:

Actions

/7 00 x

Review/Edit the following Information: Description, Images, EULA and Previous Versions

Edit the Info, Description, Images, EULA, Files and Assignment
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Add Version

Search for devices that currently have the app installed
Delete the app from the Location Group

If you want to add a new application:

Click Add Application:

Add Application

Managed By | Global |

Platform™ | Apple

Application File* | Upload |

Continue

Advanced — APNs for Applications
AirWatch supports self signing internal AirWatch applications using a client’s APNs certificate. To enable the console to send
APN messages to an application that supports APNs messaging follow the below steps:

Upload the APP as an internal application

Note: Under the “Files” tab, the user has the option to select APN settings:

Add Application

Info Description Images EULA Files Assignment

’\\ Application File*  Agent-3 0 2 0-Ad-Hocipa

)

a W Provisioning Profile®  embedded mobileprovision Change

Application supports APNs

Application uses AirWatch
SDK.

| Upload \

Does your product use
encryption?

Internal Application

@ Active

Save | ‘ Reset |
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In System Settings (Device >i0S > APNs For Applications) upload the APN certificate for the internal application:

GETR G

Location Group

Hoysa Device /i0S / APNs For Applications
@ add Filter Grid Q
System
) Tope  Tlame Applicationid not found Managed By valid To Actions.

Device
» Genersl System  Airatch Cantent Lacker cam air-wetch cortertiacker Globel 91262012 10:51:30 AM
- andeid System  Alriatch App Catal atch appeat Glabal 7212012 95751 A1
+ BlackBerry ystem  AfAEteh App Catalog cam airwetch appeataiog bl
vios

s For O System  airstch Agert cam air-wetch agert Globel 91102012 519:00 Ph

APHs For Applications.

Agert Settings

App Catalog

Manage Settings
Profies
SCEP
Schetulsr
SDK Security
Secure Browser
Secure Cotert Locker
> Symbian
+ Windowes Mokl

Click Add to select the Application that was previously uploaded:

AddEditAPNsCertificate not found

Application Type  |nicrnal

Application Hame | I

Application ID | j

ApnsCertificate not found & production Drevelopment

ApnsProductionCertificate not found | jinad New Certificate | Upload ]

Visit the Notification tab in the corresponding application screen in system settings to select the self signed
application

a. (Device/iOS / Agent Settings)
b. (Device/iOS / App Catalog)
c. (Device /iOS / Secure Content Locker)
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Device /i10S / Agent Settings

Current Setting & Inkerit ci Drverride

Application Type Lo} System lcl Internal

General

Application lame |

Bundlell not found |

Child Permission™ o Inhierit only (&} Ovetriche only O] Inherit or Cverride

Save

Reset
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App Store Volume Purchase Program (VPP)

The App Store Volume Purchase Program enables customers to purchase iOS applications in volume and distribute them to
their end users; this is only available in the HTML App Catalog. By leveraging the AirWatch Console and iOS App Catalog,
AirWatch is able to provide order management and tracking of volume purchases, distribution of application redemption
codes/licenses, general compliance monitoring, and application installation. The process works as follows:

iOS applications are purchased/ordered through the Apple Volume Purchase portal (outside of AirWatch). A
volume purchase is associated to one order for an application, and the order includes redemption codes to be
used by individual users to download these pre-purchased applications from the App Store.

Apple sends the Orders information via .xls format; customers then need to convert the orders to a .csv format to
upload into the AirWatch console (App & Profiles/Orders). Upon upload, the orders are created in a ‘new’ status.
Admin users must approve each order before the application can be downloaded by individual users. Admin
users also have the option of deleting orders or placing orders on hold for general exception processing.

Upon order approval, the associated licenses need to be allocated to users. This can be accomplished by selecting
all or select users within the assigned Location Groups. Either way, Admin users can choose to partially allocate
an order. Upon license allocation, the application is available to be downloaded by individual users on a first
come first serve basis. Licenses can be reserved or unassigned as required. At this point, an optional message can
be sent by the admin user to notify the end users of the available license for the application.

End users leverage the app catalog (‘Purchases’ tab) to redeem the license code and download the application.
Purchased applications are displayed where active redemption/license codes are still available. Once
downloaded, the license code is marked as ‘Redeemed’.

When the first license code is redeemed and the application is downloaded to a device the order status changes
to ‘In Process’. Once all license codes are redeemed, the order status is updated to a ‘Complete’ status.

Download a volume purchased app
Open the App Catalog on the device.

Navigate to the purchased tab to see company VPP apps available.

Click Install, and AirWatch will dynamically assign an available redemption code.
Select Done when the process is complete.

Navigate to the app catalog to Public Apps.

Find the newly downloaded app and click Install.
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Upload a new volume purchased app
In the AirWatch console, navigate to Orders.

Click on the Add Application button to upload the csv — select the correct app and click Save.

Once uploaded, click on the order number from the list - review and modify the information, and then select Save
and Approve.

Click the Allocate icon that appears next to the approved order.
Click Add to add a new allocation group.

Select the appropriate location group.

View the uploaded app in the App Catalog on the device.

The Order is now available for downloaded from the App Catalog under the Purchased tab on the device.

Location Group
Giobal Orders
@ A Q6
Available Views Status Order Number Friendly Hame Product Hame Type  Locn Group Order Date Purchased  Redeemed  Remaining  Actions
@ new HLICUKLSG it Eit app JeffGantt 20110202 a0 42 2 i X @€
Prodtucis @ Hew sho283bsk istethoscope Pro iStethoscope Pro App Global 7011 42 2 s X®E€
f— @ Hew ALULILTE e-Anatomy In App e-tnstomy In App App Uah Q72011 2 o hiss, X @€
@ New AMILISC e-Anatomy In App e-Anatomy In Spp App Usa 011 2 o s, X @€
@ Hew -Gun Utimate: - Original Gun -~ 1-Gun Utimate - Original Gun—— 4pp np_ldap 32011 o o i X @€
pp Sensation App Sensation
@ inProcess  MGYK30AZSH Viden Time Machine wideo Time hiachine App Adam 61972011 1 1 o )
@ ppproved  abc25shek A Quest O Knights Onrush A Quest Of Knights Onrush App lowa ai8r2011 42 2 40 X @€
@ Hew sho254hsk Piano Lesson Pianolan Piano Lessan PianoMan App lowa &B2011 42 2 s X @€
@ HNew MABCDEFBAVH Angry Birds Angry Birds &pp Global 812011 3 o i X @€
@ spproved  ahedashsk i Hockey Al Hockey App Giobal 61872011 42 2 40 X @€
@ new e Alarm Clack. Alarm Clack App Aiaim a8r2011 42 2 i, X @€
@ Hew shodddbsk Eyethart RandomEyes EyeChart RandomEyes App Aedam &E12011 42 2 s X®E€
@ Hew ahcadshek Night Carmera Right Camera App bdam 6872011 4z 2 hiss, X @€
@ New shcadehsk Ambiance Lite Ambiance Lite App Adam 61872011 42 2 s, X @€
@ New ahcd4Thsk School Blackboard School Blackboard App Actam 8872011 2 2 Y X @€
@ Hew shcddabsk Brest Buy Best Buy App Adam 812011 42 2 i X @€
@ Hew ahcadghsk Classics Classics App ddam 6872011 42 2 hits, X @€
tems 1-17 0t 17 Page Size:
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Actions

Delete — Ability to completely delete the Order.
Notify — Feature allows IT Admin to communicate users of the available app.

Allocate — Needed to fully process the Order(s) to Location Group(s) (see above).

Actions

X ®<€
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iOS 5 Features

Application Management

iOS 5 introduces the concept of ‘Managed Applications’. AirWatch MDM supports managed applications and can push and
install new/updated applications during the enrollment process or upon publishing. Managed applications apply to both
internal and public applications, and also support management of purchased applications by using MDM to distribute
redemption codes from the Volume Purchase Program (VPP).

Automatic installation of applications is controlled through a new ‘assignment type’ setting within the Assignment tab when
creating or editing an application. When set to ‘Auto,’ the applications are automatically installed on the device (Note: The
user is prompted on the device prior to install) and when set to ‘On Demand,’” the applications can be individually installed by
the end user from the App Catalog. Automatic install of purchased applications assumes that redemption codes have been
allocated.

Add Application *

Infa Description Images ELILA Files

Minimum 05 I Ay j'
Models® | iPad =
iPhone
iPod Touch
Upload
|\ Boct | Device Dwnership | Ay j'
. . Effective Date | 10/13/2011 12:00 Ak b
Internal Application | ll J]
@ Active Expiration Date | || 12:00 Ak j|
Location Groups™ ‘ Internal x ‘

||Se|ect a Location Group ||

Remove On Unenroll ¥

Push Mode I Auto j'

Save | | Reset

iOS 5 also supports the removal of managed applications. Managed applications can be removed on-demand from the
console (using either Applications tab in the dashboard or the View Devices page in Application Management) or automatically
(with an enterprise wipe or when MDM is manually broken by the end user from the device). Administrators can optionally
choose to allow an application to remain installed on devices after MDM is broken — this control is also defined within the
Assignment tab when creating or editing an application.

To improve general visibility the following application status/reasons have been introduced. This information is also written to
the device’s event log:

Pending Install/Needs Redemption — a VPP app requires a redemption/license code to install it on the device.
These codes may not be available if the there are none or not enough codes allocated to the Location Group.
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Pending Install/Redeeming — The license is in the process of being redeemed against Apple’s VPP.
Pending Install/Prompting — The end user is prompted to install or not install the application.

Pending Install/Installing — The applications is being installed. This status will only be visible for larger
applications.

Installed/Confirmed — The application has been installed.
Installed/User Installed — The application was manually installed by the user.

Pending Removal/MDM Removal — The application is configured to be removed during an enterprise wipe,
removed on a manual break of MDM, or was removed by an admin user from the dashboard or view devices page
and is in the process of being removed. This status will only be visible for larger applications.

Removed/MDM Removed — The application was removed (see above).
Removed/User Removed — The application was removed manually by the user.
Removed/Install Rejected — The user did not install the auto-pushed application.
Removed/Install Failed — The installation failed.

Unknown/Unknown —unknown status of the application.

New application management features are only available to managed applications. To determine which features are available,
applications are now classified as managed or unmanaged applications.

Managed Applications:

Applications that have been installed through Airwatch MDM 5.17 or greater where the device is currently
running iOS 5 at the time of enrollment.

Managed apps include internal applications, purchased applications (tied to VPP) and free public or
recommended applications (from Apple’s App Store).

Unmanaged Applications:

Applications installed on an iOS 4 device enrolled under any AirwWatch MDM release.
Applications installed on an iOS 5 device enrolled under AirWatch MDM release 5.15 or less.

Applications installed on an iOS 4 devices in AirWatch MDM release 5.17 or greater in which the devices has been
upgraded to iOS 5 but not re-enrolled.

Applications manually installed on an iOS 4 or iOS 5 device external to AirWatch MDM (i.e. via iTunes, iPCU, etc.)

Profile Management

Profile Management includes enhancements to support the following new payload configurations supported by iOS 5

Email and EAS Payloads:

« Enable/disable S/MIME (Secure/Multipurpose Internet Mail Extensions) along with the ability to define an
S/MIME certificate or encryption certificate.

e Prevent users from moving mail from one account to another. This prevents users from using another email
account as the ‘From’ user.

« Enable/disable use of mail account in 3rd party applications. For example, if you wanted to forward and
email/article from CNN, this would prevent you from selecting your mail account currently under MDM.
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Add a New Profile
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SMIME Certificate [ Mone
. Credentials
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+ .
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& Email
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Restrictions:

e Enable/disable Cloud backup and Cloud document and key value synchronization ( Note: Key value sync
enables applications to store small amounts of data like the application state or setting in the iCloud).

o Enable/disable Photo Stream. If enabled, photos can be synchronized across devices.

e Automatically allow or reject non trusted HTTPs certificates. If enabled, this will prevent users from going to
unsafe external URLs.

e Force iTunes to prompt for password entry for each iTunes transaction. Currently Apple prompts the user to
re-enter their password when there’s greater than 15 minutes of in-activity between application installs. If
enabled, this configuration prompts the user for each new transaction.

Add a New Profile x
© General Ll muttiplayer gaming M1 ;I
q\ Fasscnds Allovy adding Game Center friends ~
@ Restrictions

Force encrypted backups -
FWiFi
ﬂ Faorce iTunes Store Password Entry. r
WEH 055
& Emsil Al Untrusted TUS Prompt (1055) T
[e)
a Exchange ActiveSync —
“ Allav Cloud Backup (055 T
W Loar
Alow Cloud Document Syne (055 T
calnay
Subscribed Calendsrs Allovy Cloudd Key WValue Sync [IOS 5] O
[ carapay allow Photo Stream 05| T
K Wb Clips
W crodentits Applications
¥ SCEP
Sliowy use of YouTuse ]
Q Advanced j
FE Custom Settings
save | |savesPublish| = Reset

Managed Settings

AirWatch has introduced managed settings for Voice Roaming and/or Data Roaming. Each can be individually enabled or
disabled at the Location Group level (System Settings/Device/Managed Settings) which control all devices for that Location
Group and also set at the device level via a new command/action from the dashboard. It is recommended that the roaming be
disabled for all devices at the Location Group level and then enabled/disabled at the individual device level as required.
Regardless of the level, enabling or disabling roaming sends a command to the device to enable or disable capabilities.
Roaming and other network information can be viewed within the Network view of the device details page.

Device Check-Out

iOS 5 capabilities also include the ability to detect when users manually break MDM from their device. This information is
accurately reflected within the Dashboard.
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Software Development Kit (SDK)

AirWatch’s Software Development Kit (SDK) enables customers to leverage standardized MDM related security policies,
validations, and functionality within their own internal .ipa/application. The SDK is enabled through two components. The
first is the SDK library which is complied into the customer’s .ipa/application. The library includes functionality to support
beacon, logging, certificate trust evaluation, command processor, authentication, secure content locker, etc. Once in the .ipa,
customers can call these capabilities in line within their code. The second is the SDK profile that is sent down to devices which
is configurable at the Location Group level within System Settings > Device >i0S > SDK Security. Similar to the library, the
customers can call these capabilities in line within their code. To leverage AirWatch’s SDK capabilities, internal applications
must have the ‘Application uses AirWatch SDK’ enabled. The following capabilities are managed in System Settings:

Authentication Tab (when opening the application): Can be set to None, Passcode OR User Name and Password

Menu ¥ ey ofites Device E Go

Location Group

Internal Device /103 / SDKSecurity

Authentication Access Control Compliance
System
Device Current Setting 7 inherit © Override

» General
» Androict
* BlackBerry
vi0z
APz For MO

ANz For Authentication Type* @ None & Passoode € User Mame and Password
Application pharsl
Agent Settings
App Catalog

Certificate
Authorities

Managed Settings
Profiles

SCER

Scheduler
SDKSecurity
Secure Browser

Secure Cortent
Lacker

» Symbisn
FAINdows Mokile

Email Child Permission™ O nhert only © Cverride only @ \nhertt or Override
Hotspot

Installation Save | | Reset
Admin

Passcode configurations

Passcode complexity — simple or alphanumeric.

Minimum passcode length, minimum number of complex characters and maximum passcode age in days.
Auto-Lock in minutes, Passcode history and grace period for device lock in minutes.

Allow single sign on (SSO) and allow the same passcode for all apps.

Maximum number of failed attempts.

Actions if maximum number of failed attempts is exceeded (display message, lock user, wipe application, restrict
access.

User name and password configurations

Grace period for device lock in minutes.
Allow single sign on (SSO).

Maximum number of failed attempts.
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Actions if maximum number of failed attempts is exceeded (display message, lock user, wipe application, restrict

access.

Access Control Tab
Access Control: Enable/disable offline mode and require MDM enrollment.

Location Group

Initerral

System

Device

- Gengral
Certificate Authorities
Enrallment
Friendly Mame
Lookup Fields
Messaging
Privacy
Remote Control
Advanced

F &ndraic

* BlackBerry

TIi0s
APz Far MO
APNs For Applications
Lngent Settings
App Catalog
Managed Settings
Profiles
SCER
Scheduler
SDK Security
Secure Brovser
Secure Contert Locker

» Symbian

F Windowes Mobile

Email
Hotspot
Installation

Admin

Device /i0S / SDK Security

Authentication

Current Setting o Inherit @ Override

Allow Offline Mode I

Carmpliance

Maximum allowed offline duration | 1

[ da

5) =

Maximum number of offline uses | 10

Require MDM Enrollment 17

Actionis) if device is not enrolled

Display Message j
Displa age
Lock User

Wipe Application
Restrict Access

Child Permission* ' Inherit anly © Override anly ' Inherit or Override

Save

| | Reset

iOS User Guide | v.2012.03 | March 2012

Copyright © 2012 AirWatch, LLC. All rights reserved. Proprietary & Confidential.

Page 36




Compliance Tab

Prevent compromised (Jailbroken) devices from accessing the application and prevent restoring a backup of the

current device to another device

e Assumes device is Jailbroken and call compliance engine for command (send SMS, Enterprise Wipe, or Wipe
Device).

henu ¥

Location Group

Irtermal

System

Device Current Setting
¥ General
Certificate Authorities
Enralimert
Friendly hame
Lookup Fields
Messaging
Privacy
Remote Cortrol
Advanced
» Andraid
» BlackBerry
ios
APhs For MOM
APNs For Applications
Agent Settings
2pp Catalog
Managed Settings
Frafiles
SCEP
Scheduler
SDK Security
Secure Broveser
Secure Contert Locker
» Symbian
»iinclows Mobile

Provent Compromised Devices

Action(s} if device is compromised

Prevent restoring backup to another
devic

Action{s) if backup is restored to another
device

Child Permission®
Email
Hotspot
Installation

Admin

Device /103 / SDK Security

Authentication

C irhert @ overrice

o

Access Control

| Display Message

& |

© Add Action
I

Display Message
Dis

Lock User
Wipe Application
Restrict Access

[ Inherit only © Owverrice onky & Inherit or Override

Save

Reset
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Secure Browser

The AirWatch Secure Browser application provides an alternative to Safari internet browsing. Browser security is managed
within System Setting at the Location Group level. Copy/paste or printing capabilities can be enabled or disabled, pops-up
blocked or enabled along with cookie configuration control (always allow, never allow or from visited sites). The home page
can be defined and users can be configurably returned to this home page based on configured inactivity time (in minutes).

System Settings > Device > iOS >Secure Browser

henu ¥

Location Group
nternel Device /i0S / Secure Browser

Security Kiosk
System

Device Current Setting inhert & oOverrive
» General
* Android
» BlackBerry
ios
2PN For MO ~
Pz For Application.plural Disable copy-paste [
Agent Settings
#pp Catalog Disable Printing [
Certificate Authorities
Managed Settings
Profies Block pop-ups [
ECEP
Scheduler
SDHSecurity
Secure Browser
Secure Contertt Locker
» Symbian
»inciowes Mobile

Accept Cookies | Always dl

Email
Hotspot Child Permission®  © nhertonty € Override anly © Inhertt or Override
Installation

Admin | save || Reset

Features include the ability to turn ON/OFF:
Copy/Paste

Printing
Pop-ups

Accepting Cookies
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Location Group
rternal Device /i0S / Secure Browser

Security

System

Device Current Setting 7 nhert © aerrice
» General
» Anclraic
¥ BlackBerry
vios
APMs For MOM
APMs For Application phural
Agent Seftings
App Catalog
Cetificate Authorities
Managed Seftings Inactivity (min)* |10
Profiles
SCER
Scheduler
SOKSecurity
Secure Browser
Secure Contert Locker
* Symbian
+iincows Mobile

Kiosk Homepage™ |

Return Home After Inactivity -

Email
Hotspot Child Permission™  © Inhertanly £ Qverride only & inkertt or Override

Installation

Save Reset

Admin —‘ |

From the Kiosk page:

Kiosk Homepage

Ability to return to the home page after inactivity
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Secure Content Locker

AirWatch provides Enterprise level Mobile Content Management (MCM) for iPad devices through a new native Content Locker
application. Content can be configured to be accessed in online or offline modes and content data is encrypted on the
device. The following document level content is supported for the initial release of the Secure Content Locker:

iWork: Keynote (including Keynote09), Numbers (including Numbers09), Pages (including Pages09)
MS Office: Excel, PowerPoint and Word
Other: PDF, XML, Text, Rich Text Format (RTF) and HTML

Pictures: JPG and PNG formats

1:04 PM

Content Downloads

A 0 B
SRl ATILETIL

@ Il Content 4

- Internal Documents >
B nPL >
B sales it >
B Training Kit >

1

=

Content

Content is managed at the Location Group level using a new Content menu/user interface. Similar to profiles and
applications, content is created at a Location Group but can be assigned to one or many child Location Groups.
Additionally, content can be made available to devices/end users based on device ownership.

Content Organization

Content is deployed to Pads by category. Categories are configured to be created in the AirWatch solution and used to classify
or group content into a user friendly manner. These categories or folders can be created in a flat structure or through a tree
structure similar to creating folders on a desktop or Mac.
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Content Control

Content can be uploaded to AirWatch individually or through a bulk import process. Similar to other bulk import processes
(User and Admin accounts) in the system, batch status can be monitored and reviewed through an integrated user interface.
When performing a bulk import, an individual file path needs to be specified for content being uploaded. Regardless of the
upload method content information such as version, description, author, notes keywords, etc. can be captured. The document
content is also associated to a category.

Deployment and use is configurable for each type of content. The following capabilities are currently supported:

Content Access Control: Can be set to enable offline viewing or online viewing only
Transfer Method: Can be set to any (cellular) or Wi-Fi Only (no cellular)

Download Type (used for offline viewing only): Can be set to On Demand - controlled by the user OR content can
be pushed automatically upon by download date. Automatic documents (mandatory documents) cannot be
deleted by users

Download Priority (used for offline viewing only): Can be set as high, medium or low for queuing purposes

Content can also be managed using effective and expiration date functionality. This information is tagged on the document
and compared to the device’s current time settings. In addition, it’s also refreshed from AirWatch while the content locker is in
active use, upon application start up or every 5 minutes during inactivity. Content that has expired but has not been
downloaded is no longer available upon expiration. Downloaded content that has expired will be removed from the device
upon expiration. Lastly, the AirWatch solution also provides visibility around previous versions of the same content.

Content Access

To access/download content the user’s iPad must be enrolled in MDM and the native Content Locker application must be
installed from iTunes. To access content, the user is prompted for their Group ID (formerly Activation Code) and User ID and
password. The content locker supports basic, LDAP and Proxy authentication. Once logged in, content is organized and
presented in the order in which it was categorized. If content was set to on demand, then users must find and select the
content to be downloaded. For larger content, the users will be able to monitor the download in real-time. Once the
document has been downloaded it can be selected for viewing within the application or opened using 3" party application
such as Dropbox ( Note: This is controlled via a system setting that can be accessed and/or changed by navigating to
System Settings = Device = iOS = Secure Content Locker). Additional information such as version and description can be
viewed for the content and users can also flag content as a favorite. Visibility into content is clear and concise. Content can be
filtered by installed/not installed within a category or folder. It can be searched, filtered by favorites or viewed by most recent
documents (~within the last two weeks). The ability for users to delete content is also supported with the exception of
automatic or mandatory documents. Delete is accomplished by selecting/sliding your finger across the document. The
Content Locker also leverages APNs messaging for application badging. The badging value is determined based on the number
of updates and mandatory documents for each device. This can be used to notify users of documentation updates prior to
accessing/opening the application.
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AirWatch Glossary
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91411, 1.0, 1.16 KB

Content

Content Management & Visibility

AirWatch provides detailed content visibility at the device level. The system tracks current content status (unknown, installed,
uninstalled), content priority (high, medium and low), deployment method (on demand or automatic), content version and
size, when the document was downloaded and when it was last viewed. This information can be accessed from the Content
Menu, from the Dashboard (as a new tab) or through the new Device Details page (for iPad devices only). Furthermore,
content can be installed or removed from this screen.

The Content Locker is also managed through configurable system settings within the AirWatch solution. Authentication grace
period (in minutes) can be defined, the ability to prevent the application from being opened in another applications (Dropbox,
etc.) can be enabled or disabled and if the device is/has been compromised (jail broken) or MDM has been broken AirWatch
prevents access to the Content Locker application and performs a complete wipe of the content data on the device.
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Administer Enterprise Content

From the AirWatch console, navigate to Content.

Location Group
termal Documents
© Add Document S/ Bulk Impart
Content Active Type lame Deseription
® Feature Matrix Summary-1
Fighting Amish, 285.72 KB
Betch Stetus [ ] United Airlines - firline Tickets, Rirline Rese
<] Glokal, 64 41 KB
Settings @ @ RTF_Waorks
Glokal, v1 0,30 87 KB
Caterories
@ Mobile Device Management
Fighting Amish, 401.4 KB
[ ] DeviceDown_WWAN test
Hall, v2, 491 81 KB
[ ] RirWatch Glossary Glossary of Terms
=] Gopi_20110831, v4.0, 100.58 KB
® ‘White Paper - Secure Email Gateway Whitepaper
Glokal, v1.0,1.33 MB

Category [Al

Type [&0 [Filter &rid QG
Assignment Effective Expiration Actions
Assigned To Fighting Amish  9/28/2011 EST Vd QO x
CES: Any
Assigned Ta: Glabal /2612011 EST
CES: Any
Assignet Ta: Glabsl /262011 EST
CES: Any
Assigned Ta: Fighting Amish  8/26/2011 EST /000X
CEIS: Any /3012011 EST
ssigned Ta: Hall 26011 EST £/ 0Q0X%
CES: Any TI252012 EST
Assigned To: Gopi_20110 afE011 EST V4 Q e x

CES: Any

Assigned Ta: Glabal
CES: Any

12/31/9999 EST

972872011 EST
12/31/9938 EST

Click '3' Add Document

Upload the file and click Continue.

Add Document

Location Groug” | Internal |

File* | Airwatch - Secure Content Locker.d: Upload |

Continue

The User will have the ability to complete/modify the following information below:

Note: Multiple categories can be selected for one document.
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Add Document x

Dietails Assignment Deployment

Mame™ |Airwatch - Secure Content Locker

File™ | Airwatch - Secure Content Locker.docy

wersion |

Dezcription

Category” ||Se|ecl a Category | ‘

Save | | Reset

A new category can be created by going back to the main Content page of the Dashboard and selecting Categories
under Settings = Add Category.

Also, from the main Content page, users can sort all documents by Category.

To assign different/multiple Location Groups, click Assignment.
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General Exception Management

User Manual Un-enrollment

The following steps will remove MDM, or any associated profile, from the device. Removing the Global MDM Profile will
cause all other profiles that have been added through MDM to automatically remove themselves.

From the home screen on the device select Settings.

In the settings screen select General, and then scroll down and select Profiles.

Settings General

Auto-Lock 5 Minutes >

| OFF
Passcode Lock On
awsales > |

Restrictions Off

Date & Time
Keyboard

. International

Profiles 5 Installed

Safari

The Global MDM Profile should be at the top of the list.

Select this profile, click the Remove button, and confirm the selection on the following screen.

General

No profiles are currently installed

@ Verified

Description MDM Profile Settings
Signed “.airwatchportals.com
Recelved Jan 4, 2011

Remove Profile

Contains Certificate
Mobile Device Management

' More Details

The profile page will now display “No profiles are currently installed.”
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