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Port Forwarding of Common Routers

Before you set up port forwarding manually, please check 2 things before you do it.
1. Make sure you know the router’s brand, access URL, username and password. If you do
not know them, please find help us the provider of the router, such as your ISP.

2. Find your camera’s IP address and port, you could find them from network
configuration.

| Network Configuration
BACK
St Device Name TENWVIS
DHCP O
Hetwork JP Address 192 168 1239 |
- MNet Mask 2565 255 2550
IF Confie Default Gateway 192.168.1 1
WiFi DNS Server 192 168.1.1
fveb Port (default 80) 81 |
DDNE Mew port born after reboot
Alarm Setting [ 0K ] [ Cancel ]

E1
192.168.1.239
255 255 255 0
192.168.1.1
192.168.1.1
51

| Submit | | Refresh

The IP and port of the camera is very important for port forwarding.

For 2wire Router

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. The default URL is
http://192.168.1.1

2. Click the Firewall Settings button, and then click Add a new user-defined application



http://192.168.1.1/

D o Blofldhhnud i Heme

System H ] H Netwaork

2 HOME | Site Map

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the ¥ -
Internet ta applications running on computers inside your secure home network by enabling firewall #Miow frewnl detals
pinholes. Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. * Reset all firewall

To do this, associate the desired application with the computer below. If you cannot find a listing for your settings
application, you can create a user-defined application profile. (To create a user-defined profile, you will
need to know protocel and port information.)

To Allow Users Through the Firewall to Hosted Applications...
© Selecta computer
Choose the computer that will host applications through the firewall: | ~1
@ Edit firewall settings for this computer:
@ Maximum protection — Disallow unsolicited inbound traffic.

~ Allow individual application{s) — Choose the application(s} that will be enabled to pass through the firewall to this computer.
Click ADD to add it to the Hosted Applications list.

|211 applicaciens ~| Hosted Applications:
PFL ~

Age of Empires =

Age of Xings

Age of Wondexs ADD

Rliens va Predater

Anarchy Online
Asheron’s Call REMOVE '
Baldur’s Gate

BattleCom
Battlefield Communicateor ™

I Add a new user-defined application I

~ Allow all applications (DMZplus mode) — Setthe selected computer in DMZplus mode. Al inbound traffic, except traffic

3.

Add a new user-defined application.
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Btoadband f Nome

Sysu:m S Netwark

I § = ‘ et ﬁg"!!f 22 | Adv: |§” e2 |

Ju

Firewall

Edit Application
Settings

Profile Name
Enter 3 name for the appiication profile that you are creating.

Definition

Choose a protocol and enter the port(s) for this application, then click
ADD DEFINITION to add the definition to the Definition List. ifthe
application requires multiple ports or both TCP and UDP ports, you will
need to add multiple definitions.

Note: Insome rare instances, cerfain application types require specialized firewall
changes in addition to simple port forwarding. If the application you are adding
appears in the application type menu below, it is recommended that you select it

Protocol: & TCP T UDP

Port (or Range): From: | 81 To: | 81

Protocol Timeout l— TCP default 85400
{seconds): 68400 UDP default 600

Default = the same port as
Wan B HastPort [ defined above.

Application Type:  |None (DeZault) ~|

ADD DEFINITICN

ZACK

Application Name: It is just a name whatever you want for port forwarding,
Protocol: TCP

Port for range: port of the camera

Protocol timeout: 86400

Click Add.

4.

Sign the application for the IP Camera



Q@ ©B

Internet to applications running on computers inside your secure home network by enabling firewall
pinhotes. Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding.
To do this, associate the desired application with the computer below. if you cannot find a listing for your

sptem ¢ SOREY D i -
| Summary | = Firewali Settings | Advanced Settings | # Howe |
Edit Firewall Settings
Settings
By default, the firewall blocks 3ll unwanted access from the Internet. You can allow access from the B View ewl colale

* Reset of frewal
settngs

application, you can create a user-defined application profile. (To create a user-defined profile. you will
MOS0 I0w protocol and poitiormuon:) 1 | Find the camera or inout the camera’s
To Allow Users Through the Firewall to Hosted Applications... L LF_2ddress

© Selecta computer
Choose the computer that will host applications through the firewall: v

© Edit firewall settings for this computer:
@ Maximum protection - Disaliow unsolicited inbound traffic

|"~ Alowl»dlvidual#‘caﬁongs!}
/ =3 0 add itto the Hosted Applications list

~J Hosted Applications:

3VUser-defined

2 [ul applications

PF1 -
hge of Exmpires =
Age of ¥ings

Age of Nondexs

Aliens vs Predactex
Anazchy Cnline

Ashezon’s Call

Saldux‘s Cate

SattleConm

Battlefield Communicator

REMOVE

Choose the application(s) that will be enabled to pass through the firewall to this compul

Add 8 new user-defined appication 4

Find the application just added -~ IP Camera ]

Select Computer

Select the IP camera in the list. You could choose the IP address or input the camera’s IP

address; it depends on the router’s model.
Select allow individual application

Select User-defined

Find your application you just added.

Click Add

For Actiontec Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For theses routers,

http://192.168.0.1
2. Click Advanced Port Forwarding

in general, it is



http://192.168.0.1/

Blocking/Filteri
. drondec. Advanced Setup

Advanced Port Forwarding
Please enter ports and port ranges that some Internet applications require to be forwarded in
the spaces below.
IP Port Range Protocol IP Address
81 to &1 TCP ~ 192.168.0. 239
Remote IP Port Range Remote IP Addres
to ¥l any 19/ anviP
Remote Management
Remote Management /
Telnet
Telnet Timeout Setting List of Forwarded Ports
Routing

IP Port Range: The camera’s port.
Protocol: TCP

IP Address: The camera’s IP address.
Click Apply

For Apple Airport Extreme or Time Capsule

i

Go to your finder and type in Airport in the search and find your Airport Utility program.
If it prompts you to be configured manually or not select Manual

Find the Advanced Tab at the top and select it

Choose the Port Mapping option here



®00 AirPort Utility - Airport

= = [Q Setting Name
AirPort Internet Printers Disks Find a setting

—{ Logging & Statistics | Port Mapping 1| MobileMe  IPv6 ]—\

g If you want computers outside your network to access specific devices on
Airport Base Station your network, click Add (+) and enter a service and port.

Allow: | Description.
[l Camera 1
[l Camera 2
'™ Camera 3 Wireless
¥ Camera 2 Wireless
@ Camera 1 Wireless

- | Edit

@ ( Revert ) ( Update )

Add a service for IP camera.

Port Mapping Setup Assistant

Choose a service from the pop-up menu or enter the public and the private IP
address and ports that you want to map between.

Service: | Choose a service v |

N J

Public UDP Port(s): &1

Public TCP Port(s): 81

Private IP Address: | 192. 168. 1. 239

Private UDP Port(s): 81

Private TCP Port(s): I 81

{ GoBack ) ( Continue )

Service: Choose a service
Public UDP Ports: the camera’s port
Public TCP ports: the camera’s port




Private IP Address: the camera’s IP address
Private UDP ports: the camera’s port
Private TCP ports: the camera’s port

Port Mapping Setup Assistant

Enter the description for this port mapping entry.

Description: Camera

|| Advertise globally using Bonjour
Service Name:

Service Type:

When you are finished, click Done to save your port mapping entry.

[ Cancel ) ( Go Back ) /\ Done )

!

*  Tips:
Be sure to click on the Update button after making these changes to upload them to your

Airport.

For BT BTHomeHub Routers

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. For BT routers, in general, it is

http://192.168.1.254
2. Click Advanced Settings and Continue to Advanced Settings

B‘T HL[lj ”E-'ID -2

Services Settings Troubleshoating

Internat



http://192.168.1.254/

3.

BT Hub Help | A-Z

[ Troubleshooting

Advanced Settings

Your BT Hub's settings are pra-set and don't nead to be adjusted for general use for most Broadband accass
or business networks.

However, you can use your Hub's Advanced Setbings to set up specific applications or complex nebworks.

I Continua to Advancad Settings I Return to Basic sethings

Click Supported Applications and add a Application

BT Hub Help | &-2

| Troubleshooting

Port

e Forwarding

figuration Supported Applications UPnP

Supported Games & Applications

This page summarises the games and applicstions that are defined on your BT Hub, induding any you've
defined yourself. Each game or application can be assigned to only one device on your business network.

User-defined Games & Applications

Game or Application Assigned to

Add new game or application




BT Hub Help | &-F

Services . attings Troubleshoaoting

Stabic WISIF Port

Broadband P . ’ Forwarding

Configuration Supported Applications UPRP DMZ Firewall

Add User Defined Game or Application

Gamefapplication name: IF Canera
Copy an existing gamefapplication: B ves No

Select game or application

Game or Application Definition
A game or application is made up of one or more TCP/UDP port ranges, Each incoming port range can be
translated into a different internal (private network) port range.

Protocol Port Range Translate To

Mo port maps defined for this game or application

Apply Cancel

Game/application name: It is just a name whatever you want for port forwarding,
Protocol: Any or TCP

Port Range: The port of the camera

4. Click Configuration, Select the application you just added in Game or Application List.
Select User Defended IP Address in the Device List.

Enter the camera’s IP address into Device IP Address.




BT H Ub Help | A-Z

Port

Broadband Forwarding

Configuration Supported Applications JPnP Firewall

Port Forwarding

Port Forwarding is used by devices, such as games consoles, and applications, such as servers, to make sure
that data coming from the Internet gets to the device that needs to use it. When Port Forwarding is enabled,
your BT Hub will send all incoming traffic for that application or game to the chosen device.

Game or Application: Device:
I ipcamera J] I User Defined IP Address -‘I
Device IP Address: 182.168.1.238 Add

Cancel

For D-link Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For D-link routers, in general, it is
http://192.168.0.1

2. Click Advanced --- Virtual Server

[4 Crovancen> |

The Virtual Server option allows you to define a single public port on your router for redirection
0 an ntemal LAN IP Address and Private LAN port if required. This feature is useful for hosting
es such as FTP or Web Servers.

Name: It is just a name whatever you want for port forwarding,
Public: the camera’s port

Private: the camera’s port

Protocol: TCP


http://192.168.0.1/

Schedule: Always
Inbound Filter: Allow All
Click Save Setings

For FRITZ!! Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser to login your camera. By default the IP
address should be set to http://192.168.178.1

2. Click the Internetlink and then click Portfreigabe. In the portfreigabe, click Neue
Portfreigabe.

Ubersicht Pertfreigabe
An FRITZBox angeschlossene Computer sind sicher vor unerwinschien Zugriffen aus dem Internet. Fir einige Anwendungen wie
Cnline-Monitor 7.B. Online-Spiele ader das Filesharing-Programem ehdule muss [hr Compuoter jedoch for andere Teilnehmer des Internets erreichbar
Zugangsdatan sein. Durch Portfreigaben edauben Sie solche YWerbindungen.
Kindersicherung Liste der Portfreiyaben
Freigaben

Aktiv  Bezeichnung Protokoll Port  an Computer an Port

DEL-Informationen Es sind keine Portfreigaben eingerichtet

Telefonie

Heimnetz MNeue Portfreigabe
WLAN i

System [ Ubernehmen ][ Abbrechen ][ Aktualisieren ][ Hilfe: ]

Assistenten
Einrichten, Update, Telefone

3. Do port forwarding

Ubersicht Portfreigabe
Internet

7| Portfreigabe aktiv fir | Andere Amwendungen |« ||

Online-Maonitor

Tugangsdaten Bezeichnung ipCamera
Kindersicherung Pratokall TCP T]
Freigaben von Part a1 biz Part 81
DSLednformationen an Computer | manuelle Eingabe der IP-Adrasse El I
Telefonie o IP-Adresse 192 168 1 239
Heimnetz
WLAN an Port E1| his Part 81
System

QK

Select Andere Anwendungen from the Portfreigabe aktiv fur drop down box.
Bezeichnung: A name, whatever you want

Protokoll: TCP

von Port: The camera’s port

bis Port: The camera’s port

an Computer: manuelle Eingabe der IP-Adresse

an IP-Adresse: The camera’s IP address

an Port: The camera’s port


http://192.168.178.1/

For Huawei Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.1

2. Click Advanced --- NAT, and click Port Mapping

Advanced > NAT > Port Mapping

" ALG DMZ Port Mapping Port Triggering
* Status
Port Mapping New Recrove
Basic Interface  Protocol Remote Host  External Pot  Internal Port  Infernal Host  Mapping Name  Enable
] Settings
\ Advanced -
Routing Interface: nas_0_38 '« Protocol. | TCP -
Firewall Exdemal pot 21 Internal port 192, 168, 1. 239
DONS iMemal host 81 Remote host
IGMP Mapping name TENVIS
-
SNTP

Name: Whatever you want, it Is just a name, eg: TENVIS IP Camera
Public: the camera’s http port, eg: 81

Private: the camera’s http port, eg: 81

Protocol: TCP

Schedule: Always

Inbound Filter: Allow All

Click Save Setings

For Linksys W Series Routers

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. For these Series routers, in general,
it is http://192.168.1.1

2. Click Application & Gaming and click Single Port Forwarding


http://192.168.1.1/
http://192.168.1.1/

) ) Wireless-G Broadband Router with Rang
Appllcatlons & —irinniTTTTTTeTemeYeMmMm— T—

Gaming

Access i
cCess Applications & Adrl

Set Wire be Securit a :
up weless secunly Restrictions Gaming

Single Pori Forwardng | PoriRange Forwarding | Porl Range Triggering | |

Single Port Forwarding

Application Name External Port | Internal Port | Protocol To IP address Enabled L

Mone ~ 182 188 . 1. 0

None 192 188 . 1. 0

MNone —  |192.188.1.0

Hone_ ~ ~ |18z . 168 1. 0

None | 192 . 188 .1 . 0 |

IP Camera 81 81 TCP v |82 . 188 . 1. 230 & "

TGP+ 192 . 188.1. 0
TGP » 182 188 . 1. 0
L= B - < [ O

Application Game: It is just a name whatever you want for port forwarding,
External Port: the camera’s port

Internal Port: the camera’s port

Protocol: TCP

To IP address: the camera’s IP address

Enabled: Enable

For Movistar Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.1

2. Click Firewall — Port Forwarding


http://192.168.1.1/

ADSL Router

Port Forwarding

Entries m thas table allow you to automatically redirect common network services to a specific
machine behand the NAT fuewall These settngs are only necessary f you wish to host some
sort of server bke & web server or madl server on the privats local network betand your
Oateway's NAT firewall

Pert Forwarding: ¢ Dissble @ Ensble Apply Changes ]

Protocel: m Comument: W N Exable
Remote [P Aﬂrﬂs:l Public Port: ['_ [1_
Local IP Address: |92 168.1.239  Local Port: r_l—— r:l—

tnterface: [ppo0 =] Add]

Current Port Forwarding Table:
L] Enable 22023 pppd

192163133 TCP+UDP 23023
Delete Selected |  Delote Al |

Comment: It is just a name whatever you want for port forwarding,
Public Port: the camera’s port

Local Port: the camera’s port

Remote IP Address: N/A

Local IP Address: the camera’s IP address

Click Add

For Netgear Routers 1

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.254

2. Click Port Forwarding/Port Triggering or Port Forwarding. Select Port Forwarding and
select Add Custom Service


http://192.168.1.254/

NETGEAR

Or

Schedule

Router Status
Attached Devices
Backup Settings
Sat Password

Router Upgrade

Wireless Settings

Wireless Repeating
Function

Port Forwarding /
Part Triggering

WAN Setup
LAN Setup

Basic Settings
Wireless Settings
WPS Settings
Wi-Fi Multimedia

Gateway Status
Connection

Set Password
Backup

Event Log
Diagnostics

Wireless Settings
Dynamic DNS
MAC Filtering

IP Filtering

Part Rlnrlrinc
Port Triggering

I router manager
B 54 Mbps Wireless Rouler

Fort Forwarding f Port Triggering

Please select the senvice type

o PartForwarding

© Port Trigaering

Service Name Server IP Address
| Age-otEmpira =] [z J1ss .1 | Add |
[ I::‘ I Semvice Nama | Start Pont ! Erl Posrt [ Server IP Address

EditSerica | Delate Sanice |

| Add Custom Service |I

Port Forwarding

Active Forwardihg Rules 1
ENamé |Start Port [End Port |Protocol |Local IP Address

Choose Predefined Service
Senice |-SERVICES- ~|

Add Custom Rules
Name fStértF"bﬁf'End'Pbrt :'Protocdi' LLocal IP Address
| [Both ~]| 192.168.0.

| Add l Deletel Reset]




Port Forwarding
Basic Settings

Wireless Settings
WPS Settings ‘A Active Forwarding Rules
Wi-Fi Multimedia 'Name |Start Port End Port |Protocol |Local IP Address

Gateway Status Choose Predefined Service

Connection Senice |-SERVICES- =
Set Password

Backup

Add Custom Rules
IName  |Start Port [End Port |Protocol |Local IP Address

I | | [Both ~||192.4680.1
Wireless Settings : ' ’ )

Dynamic DNS | Add | Delete ] Reset l
MAC Filtering
IP Filtering

Part Rlackinn

Event Log
Diagnostics

Do port forwarding

Or

NETGEAR

revter manager
54 Mbps Wiraless Rovter

Block Services 2
Forts - Custom Services

Schedule
E-mail

Senice Name | IP Camera
Router Status Senice Type [Tcruor 3
Attached Devices Starting Pont I81_(1 ~55534)
Backup Settings Ending Port I 81 (1-655348)
Sot Password Server [P Address 192 |[168 |1 .[239
Router Upgrade

Apply | _Cancel |

Wireless Settings

Port Forwarding /
Part Triggering

WAN Setup




Port Forwarding

Basic Settings
Wireless Settings

WPS Settings ‘ Active Forwarding Rules
Wi-Fi Multimedia 'Name |Start Port End Port |Protocol (Local IP Address

Gateway Status Choose Predefined Service

Connection Senice |-SERVICES- =
Set Password

Backup
Event Log
Diagnostics

lAdd Custom Rules
IName  [StartPort [End Port |Protocol |Local IP Address

Eecamers [81 [e1  [Both =] [192.68.1.[235
Wireless Settings ' ‘ ‘

Dynamic DNS [ Add || Detete | Reset |
MAC Filtering

IP Filtering

Port Blocking

Port Triggering

Service Name: It is just a name whatever you want for port forwarding,
Starting Port: port of the camera

Ending Port: port of the camera

Service IP Address: IP of the camera

For Netgear Routers 2

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.254

2. Click the Services link and Click Add Custom Service button.

Setup Wizard Services

Basic Settings SeIvics Tadle

ADSL Settings

Wireless Settings

I Add Custom Serace ] EdtService |

Logs
Block Sies

Firowall Rules
Services

Schedule

E-mall

3. Add aip camera service


http://192.168.1.254/

Setup Wizard

Basic Setctings
ADSL

Wireless Seftings

Logs

Fircwrall Rules
{=1 ]

Sehedule

Add Sarvices

S rice D ition
Mg

Tiid

StamPort

Finish Pt

IF camera

Name: Whatever you want

Type: TCP

Start Port: The camera’s port
End Port: The camera’s port

4. Click the Firewall Rules link, click the Inbound Services Add button.

Setup Wizard

Basic Settings
ADSL Settings

Wireless Settings

Logs

Block Sites
Firewall Rules
Services
Schedule

E-mail

Router Status
Attached Devices
Backup Settings

Set Password

Diagnostics

Router Upgrade

5. Add the Service you added before into firewall rules

Firewall Rules

.CEI'I:El_J

Outbound Services

LAN Users

Any

Add I EdnJ Move | Delete |

LAN Server WP address

Any

IAdd I EdutJ Move I Delete I

" Close IM Ports
" Open IM Ports{IM ports are open by default)

¢ Enavts
Default Yes
inbound Services
£l Enable Servi
Defautt Yes
Instant Messaging (IM) Ports

Apply | _Cancel



Setup Wizard Inbound Services

Basic Settings Sandce IF Camera 4 AnylALL) jl
ADSL Settings Action [ALLOW aways =]
Wiraless Settings s e

: Send o LAN Server 1192 -I‘o‘ l 1 -{‘239
Logs WAN Users Any 4 [Any ~]
Block Sites I
38 start | l l [
Firewall Rules v I ] [
Services Enish: | . .
Schadula LU'J m

E-mail

[een] coneet |

Router Status

Service: Select the service you added in Service settings
Action: Allow always

Send to Lan Server: The IP of the IP Camera

Wan User: Any

Log: Always or None

For Netgear Routers 3

1. Open a web browser like Internet Explorer, Chrome, Firefox & etc. Enter the internal IP
address of your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.254

2. Click the Port Forwarding / Port Trriggering link and Click Add Custom Service button.


http://192.168.1.254/

Setup Wizard Port Forwarding I Port Triggering

Basic Settings Please select the service type
Wireless Settings I@' Part Farwarding I
C‘PDr‘[Triggering
Logs
Block Sites Service Name Server IP Address
Block Senvices Al |* 19z 168 |1
Schedule
Ermisil | E Service Name Start Port End Port
| & |1 utorrent 6821 6821
Router Status !E I? Al g1490 5180
Attached Devices ‘ O F DC | B7ad 6789
Backup Settings
Set Password [ Edit Service ][ Delete Service ]

Router Upgrade

[ Add Custom Service ]

Wireless Settings

WAN Setup
LAN IP Setup
Dynamic DNS

3. Add a customer service for the camera

Setup Wizard Ports - Custom Services

Basic Settings Service Name [ ip camera
Wireless Settings Serdce Type ITCF’,."L.IDF" vI

Starting Port 81 (1~65534)
Logs Ending Port IR'J_ﬁ ~55534)
Block Sites server P Address [192  [tes |1 [os
Block Services
Schedule Apphy | Cancel |

E-mail

Router Status

Name: It is just a name whatever you want for port forwarding,
Type: TCP

Start Port: The camera’s port

End Port: The camera’s port

Server IP Address: The camera’s IP address



For O2 router

1. Click http://192.168.1.254 If you are prompted for a login the username is
"Administrator" and the password is the serial number of your router (printed on its
underside, excluding the bit in brackets).

2. Click Toolbox > Game & Application Sharing > Create a new game or application.

Pick a task

> Assign a game or application to a local network device
| = Create a new game or application
> Modify a game or application

3. Enter the name of your application, e.g. IP Camera, click "Manual Entry of Port Maps",
then Next.

New Game or Application

Enter the name of the new game or application.

Name: IF Camera

Select how you want to define the new game or application.

Clone Existing Game or Application
ABC (Another Bittorent Client) (=]
@ Manual Entry of Port Maps

4. Inthe list below Protocol, select the protocol of your application (TCP). In the two boxes
below "Port Range", enter the port number of your camera, and then click Add. Repeat this
step for all the ports you need forwarded.

No port maps defined for this game or application.

a1
TCP | to Any [+

g1

5. Click Assign a game or application to a local network device.


http://192.168.1.254/

Pick a task

= Assign a game or application to a local network device

= Create a new game or application

6. Select your newly created application in "Game or Application", eg: “IP Camera” select
your device in Device or select User Define and input the camera’s IP address, eg:

“192.168.1.239”, then click Add.

No games or applications assigned.
|Z| Uzer Define |Z| [

1r [ 152.168.1. 259 |

IF Camera

For Sky / Sagmen Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For Sky / Sagmen routers, in general, it is

http://192.168.0.1
2. Click SECURITY --- SERVICE, and click ADD CUSTOM SERVICE

SECLIRITY AD

LOGS | BLOCK SITES | FIREWALL RULES || SCHEDULE |
BROADBAND SETUP

SERVICES

Service Table

# Service Type Ports

I:I ADD CUSTOM SEF'.‘JICEI W EDITSERVICE = DELETE SERVICE

3. Add a Custom Service



SECURITY

LOGS | BLOCK SITES | FIREWALL RULES | SERVICES | SCHEDULE |

BROADBAND SETUP

SERVICES - ADD CUSTOM SERVICE - PORT FORWARDING

service Definition

m TENVIS

pe TP [~
Start Port: 51
It Po Bl

W APPLY

Name: It is just a name whatever you want for port forwarding,

Start Port: the camera’s port

Finish port: the camera’s portl

Type: TCP

Click APPLY

4, Click SECURITY — FIREWALL RULES,add the service to the camera

LOGS | BLOCK SITES | FIREWALL RULES | SERVICES | SCHEDULE |

BROADBAND SETUP

FIREWALL RULES - INEOUND SERVICES

Service TENVIS (81:81) (-]

Actior ALLOWY always Z|

send to LAN Server: 192 . 168 1] 239
AN Use Any E|

Start

Finich:

o Mewer -

¥ APPLY |w

Service: Select the service you just added.
Action: ALLOW always

Send to LAN Server: The camera’s IP address
WAN Users: Any

Log: Never



Click APPLY

For Speedport Routers 1

1. Login your router. Click Netzwerk and NAT & Portregeln.

«+--Com- Speedport W 701V
~
Netzwerk
Netzwerkeinstelhungen
> Startsefte
>> internetugang T-Online
[A\\Mml >> LAN IP-Adresse 19216821
> Scluitt fur Schwint >> DHCP-Funiktion Ein
>> Wireless LAN (WLAN) Aus
KONFIGURATION
> Repeater
>> PPPOE Pass-Through Aus
>> NAT & Portregein Ein
>> Dynamisches DNS Aus
STATUS
> Ubersicin
> Detalls

2. Click Neue Regel anlegen

-+ T--Com- Speedport W 701V

~
Netzwerk / NAT & Portragein
NAT
> Startseite
>> NAT Einstellungen NAT eingeschaltet
[ ASSISTENT
> Schritt fim Schyitt Portregeln
>> Neue Regel anlegen
KONFIGURATION

r STATUS

> Ubersicht

- > Details

3. Set port forwarding.



++T--Com- Speedport W 701V

~ |

Bezeichnung IP Camera Aldiv
IP-
> Startseite Adresse {192.168.1.239
Protokolt TC? v
[ ASSISTENT
> Scheilt flis Schrit Port-Ubersicht [A.nzengen & akmahsxeren]

KONFIGURATION
> Sicherheit

Umgeleitete Ports - Offentlich
ports: | 81

> Telefonie
Umgeleitete Ports - Private Clemt
STATUS Ports | 81

> Ubersicit
> Details

Bezeichnung: A name for port forwarding
IP-Adresse: The camera’s IP address
Protokoll: TCP

Ports: The camera’s port

Ports: The camera’s port

4, Then the camera has been forwarded to Internet.

T --Com- Speedport W 701V
~
Netzweark / NAT & Portregelin
NAT
> Startseite
>> NAT Einstellungen NAT eingeschaltet
[ ASSISTENIT
> Schritt i Schitt Portregeln
>> Neue Regel anlegen
KONFIGURATION s> TP C
amera :
> Sicherhielt 192.166. 1. 239:51
> Telefonie
STATUS
> Ubersicit
I > Details

For Speedport (Deutsch) Routers 2

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.1

2. Click Netzwert --- Nat & Portregeln, and click ADD CUSTOM SERVICE



- T - -Com-

Speedport W 700V

KModus T-DSL / Festnetz

= Startseite

|: ASSISTENT
= Schritt fiir Schritt

- KONFIGURATION
- = Sicherheit

> Netzwerk I

- » Telefonie

- STATUS
- = Ubersicht

Metzwerk
Netrwerkeinstellungen
== |nternetzugang

== AN

== DHCP-Funktion

== Wireless LAN (WLAN)
== Repeater

=>» PPPoE Pass-Through

T-Cnline

IP-Adresse: 192.168.2.1
Ein

Ein

Aus

Aus

== MAT & Portregeln

0 Reagel(n)

== Dynamisches DMNS

Ein

3. Click PCs ubernehmen & freigeben

Modus T-DSL | Festnetz

= Stariseite

[ASSISTEHT
= Schritt fur Schritt

KONFIGURATION
= Sicherheit

* Telefonie

PC Liste filr Portregeln

Metzwerk | MAT & Portregeln

=» PCs dbernehmen & freigeben

1 PCs dberng

Portregeln

== Port-Weiterleitung

== Port-LImleitung

=» Port-Offnung (dynamisch)

0 Regel(n)
0 Regel(n)
0 Regelin)

4. Find your IP camera here and Add PC-Name to the camera

Modus T-DSL | Festnetz

> Startseite

[ASSISTEHT
= Schritt fir Schritt

Metzwerk / MAT & Porregeln / PCs dbernehmen & freigeben

PCs iibernehmen & freigeben
MAC-Adresse IP-Adresse

64-70-02-FD-TD-EB 192, 165, 1. 238

PC-Mame

TENVIS

KONFIGURATION
* Sicherheit




5. Click SECURITY — FIREWALL RULES,add the service to the camera

| Modus T-DSL / Festnetz

Metzwerk | MAT & Partregeln

PC Liste fiir Portregeln
= Startseite =» PCs (bernehmen & freigeben
I[ ASSISTENT
> Schritt fiir Schritt Portregeln
=> Pot-Weiterleitung

KOMNFIGURATION
= Sicherheit

= Telefonie

> Port-Umleitung

=» Port-Offnung (dynamisch)

1 PCs dbernommen

0 Regelin)
0 Regel(n)
0 Regel(n)

6. Select Neue Regel definieren

Modus T-DSL | Festnetz

> Startseite

- ASSISTENT
- = Schritt fur Schritt

- KOMFIGURATION
- = Sicherheit

> Netzwerk

- = Telefonie

- STATUS
- > Ubersicht
- > Details

Metzwerk / MAT & Portregeln / Port-Weiterleitung

Port-Weiterleitung

F;. Meue Regel deﬁnierenl

== Meue Regel definieren
== Meue Regel definieren
== Meue Regel definieren
== Meue Regel definieren
== Meue Regel definieren
=» Neue Regel definieren
== Meue Regel definieren
== Meue Regel definieren

== Neue Regel definieren

7. Set port forwarding




Modus T-DSL { Festnetz

= Startseite

[ASSISTENT
= Schritt fur Schritt

- KONFIGURATION
- = Sicherheit

> Netzwerk

= = Telefonie

- STATUS
- = lbersicht

= = Details

Metzwerk [ MAT & Portregeln / Port-Weiterleitung / Regel Definition

v_

Vordefinierte Anwendungsregeln

Reqgel-Definition
Bezeichnung: TENVIS 7| Akdiv
Glltig far PC: II TENVIS : I

Port-Ubersicht | Anzeigen & aktualisieren |

Weitergeleitete Ports - Offentlich & Private Client

TCP:

| &1

UpP: |

Bezeichnung: It is just a name whatever you want for port forwarding
Gultig fur PC: Select the camera you just added
TCP: The camera’s port

For TP-Link Routers 1

1.

2.

Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For TP-link routers, in general, it is
http://192.168.1.1
Click Forwarding --- Virtual Servers

TP-LINKC

Status
Quick Setup
MNetwork

Dual Band Selection

Virtual Servers

Make sure the nat is enable if you want the Virtual Servers configuration take effect

DHCP
UsB Settings

I Service Porl

Internal Port IP Address Protocol

MHAIT
Forwarding

AddNew.. ||| Enable All

Disable Al | | Delete &l |

virtual servers

- Port Triggering

DMz

Previous Mext

Set port forwarding



http://192.168.1.1/

Add or Modify a Virtual Server Entry

Service Port: =h (0 ar X))
Internal Port; a1 (22, Only valid for single Service Port or leave it blank
IP Address: 192, 185, 1. 259
Protocol: ALL -
Status: Enabled -
Common Service Port: —Select One-— -
Save Back

Service Port: the camera’s port
Internal Port: the camera’s port

IP Address: the camera’s IP address
Protocol: ALL or TCP

Status: Enabled

Click Save

For TP-Link / Binatone Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.1

2. Click Advanced Setup --- Virtual Servers

Quick Interface Access

Start Setup Management Maintenance

Advanced

Virtual Circutt

NAT Status : Activated
Number of IPg : (3 Single () Muttiple

© omz
m Virtual Server |

3. Set port forwarding


http://192.168.1.1/

Virtual Server

Yirtual Server for ;. Single IP Account

Rule Index ;|1 W

Application : [tenviz - W

Protocol ;| ALL

Start Port Number ;| 51

End Port Number ;| 51
Local P Address :|*192. 168.1.239 |

Application: A name for port forwarding, e.g. TENVIS
Protocol: ALL or TCP

Start Port Number: the camera’s http port, eg: 81

Endl Port Number: the camera’s http port, eg: 81

Local IP Address: the camera’s IP address, e.g.:192.168.1.239
Click Save

For Virgin Routers 1

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.0.1 or http://192.168.0.254

2. Click Advanced —Port Forwarding


http://192.168.0.1/

CHLET I

: Logs' ~! Port Forwarding
* Block Sites
* Services ; e
| enance 1 Active Forwarding Rules
| |Name [StartPort [End Port |Protocol |Local IP Address

* Gateway Status |

+ Connection ® |ir ‘ ‘ || Bot 192.168.0. -
+ Set Password = = = -
+ Backup |® |lip - . : (| Bott 192.168.0. -4
* Event Log |
+ Diagnostics

| Choose Predefined Service

iy | Service -SERVICES- v
* Wireless Settings ‘
* MAC Filtering

~arl

Advanced

| Add Custom Rules
Name ‘Svt’ah Port [End Port }Proriocorlr “[Local IP Address |

« IP Filtering

* Port Blocking ‘
+ Port Forwarding TERVIS | 81 81 ' Both + |192.168.0. 239
* Port Triggering
« DMZ Host (Add| | Delete | | Reset |

+ LAN IP

Name: A name whatever you want for port forwarding
Start Port: the camera’s port

End Port: the camera’s port

Local IP Address: the camera’s IP address

Click Add

For Virgin Routers 2

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.0.1

2. Click Advanced Settings


http://192.168.0.1/

Manage your Super Hub and wireless network

TN

-
WIFi
Wireless Network
Setlings

Super Hub

et
Change your wireless network Enable or disable Modem Mode, Check your web usage and monitor
sethings, manage your wireless change your Super Hub password davices connected lo your network
security and more and other settings.
You are currently in Mode. To change to Modem Mode, go 1o the Super Hub Setlings section Advanced Settings

Select Port Forwarding

[J Security

Firewall

IP Filtering

MAC Filtering

Paort Blocking

Port Forwarding

Paort Triggering

Set Port Forwarding



Predefined Rule

Sevice [ -SERVICES- g
Add Rule

ame [ |

Start Port @ EndPort
Protocol | TcpsuDP ]

IP Address 192 1680

Name: A name whatever you want for port forwarding

Start Port: the camera’s port

End Port: the camera’s port
Protocol: TCP

IP Address: the camera’s IP address
Click Add Rule

For Webtell Routers

1.

2.

Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.200.1

Click Security --- Service — Port Forwarding

.

WESTELL l mﬁome I -':,_-b‘ My Network I %'\' WirelessT g Security I %&Advanced ]

Security Level Services

3.

ALG
Port Forwarding
Port Tnggering

| Security > Services > Port Forwa

yg

Click new custom service

Wireless Security

Change Password Security Log




Security > Services > Port Forwarding

Current Profile: _[ﬁault |:|
e.-»

Service Name | Select A Service B

" * ' Denotes Custom Service

UPnP Enable [}

= If your firewall is enabled, the firewall rules take precedence over the Services.

“SIatic NAT™

4, Add anew custom service

Security > Services > Port Forwarding > New Custom Service

Service Name: | TENVIS |

Protocol

Start Port a1
End Port !
LAN Port |81
Direction lin [+]

Port Direction

Service Name: A name whatever you want for port forwarding
Select the service you just added.
5. And click static NAT



Security > Services > Port Forwarding

Current Profile: | Default v

- @D &

| Service Name |[ Age of Empires II: The Conquerors v

SSH Secure Shell

, ' Starcraft

| Starfleet Command

| SOF/SOFII

}Telnet

' Tiberian Sun & Dune 2000

UPNP Enable ] Tribes?

| Ultima Online

 Unreal Tournament Server

< USENET News Senice
Service Name LAN VNC

| Westwood Online, C&C
ip camera 1 192.| World Wide Web (HTTP)

| Xbox Live

' Yahoo Messenger Chat

Yahoo Messenger Phone [
©

1‘ Custom Defined Senvice

= If your firewall is enably '

elere

ver the Services.

6.

Enter the IP address of the camera, click Enable.

Static NAT

Set up an IP address to be your default NAT destination.
Static NAT Device | 94:44.52.95 7E 0E [ v}
or specify
IP Address = 192.168.200.238 |
All unsolicited inbound traffic will be sent
to the above device.

Note: Static NAT and Single Static IP are
mutually exclusive features.

Help




For Zyxel Routers

1. Open a web browser like Internet Explorer or Chrome. Enter the internal IP address of
your router in the address bar of your browser. For these routers, in general, it is
http://192.168.1.254

2. Click Network --- NAT, and click Port Forwarding

* Network > NAT > Port Forwarding

l @ Status Genera Port Forwarding ' ALG
”

Default Server Setup

P-2602HW-D1A

B Network g:'f_\a,:'rt 0.0.0.0
WAN
LAN Port Forwarding
Wireless LAN Service Server IP Address
NAT www v

Name

VolP

EB-Security

B-Advanced

T TIF.mail (SMTP)

3. Addanewrule

Rule Setup

@\ctive

Service Name
Start Port 81
End Port 81
Server IP Address 192.168.1.238

Port Translation

Start Port a1
End Port 81

[ Back | Cancel

Service Name: It is just a name whatever you want for port forwarding

Start Port: the camera’s port

End Port: the camera’s port

IP Address: The camera’s IP addresss
Click Apply


http://192.168.1.254/

