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Introduction 
 

This is the User's Manual of Aker Firewall version 5.0. In the following 
chapters you will learn how to configure this powerful network protection 

tool. This introduction will help you to use this manual efficiently. 

 Manual's arrangement 

This manual consists of several chapters. Each chapter shows one aspect of the 
configuration of the product and all information relevant information to it.  

Every chapter starts with a theoretical introduction followed by the specific aspects of 
the Aker Firewall configuration. Some of the chapters also contain practical examples 
(hypothetical situations, but very close to the reality) of the use of the service to be 
configured, which makes the understanding of the various configurations easier.  

We recommend you to read this manual thoroughly at least once, in the given order. 
Afterwards, if necessary, it can be used as reference. In order to make the use of this 
manual as reference easier, the chapters are divided in sections which can be accessed 
through the main index. This way, the desired information can be easily found).  

Sometimes the symbol  will be shown and followed by a sentence written in red. This
means that the sentence is an important remark and must be fully understood before 
further reading.  

 

 Command Line Interface vs. Graphic User Interface 

Aker Firewall has two different configuration interfaces: a remote graphic user interface 
and a local command line interface.  

• Graphic user interface  

The graphic user interface is called remote because it is possible to remotely 
administrate an Aker Firewall located anywhere in the world, via local network 
or via the Internet. This administration is done through a secure channel between 
the interface and the Firewall, with strong authentication and encryption 
algorithms, in order to make it totally secure. 

The graphic user interface is available for Windows 95TM, Windows 98TM, 
Windows NTTM and Windows 2000TM, Windows XPTM, Linux and FreeBSD 
platforms. 

• Command line interface  
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The command line interface runs only on the host where the Firewall is installed. I
basic purpose is to make the automation of the Aker Firewall's tasks possible (through
the creation of scripts). 

ts 
 

As the two interfaces work with the same variables, their functionality, values and 
comment
section ts 
functio

Almost all the variables configured through the graphic user interface can also be 
configured through the command line interface. The only exception to this rule is the 
proxies configuration that cannot be done through the command line interface.  

s are valid for both the graphic and the command line interface. Therefore, the 
s that refer to the command line interface usually will be short and limited to i
nality.  

 The simultaneous use of many graphic user interfaces for the same firewall is 
mote interface is not allowed. The use of a command line interface when a re

being used is not allowed either. 

 S s

opyright 

ly 

 Pisa Portions 
pyright 2000 Akamba Corp.  

• ncludes software developed by Niklas Hallqvist, Angelos D. Keromytis and 
Haan Olsson.  

• It includes software developed by Ericsson Radio Systems.  

   

y tem Copyrights 

• Copyright (c) 1997-2004 Aker Security Solutions.  
• This product uses the SSL library written by Eric Young (eay@mincon.oz.au). 

Copyright (c) 1995 Eric Young.  
• This product uses the AES algorithm implemented by Dr. B. R. Gladman 

(brg@gladman.uk.net).  
• This product uses the MD5 algorithm extracted from the RFC 1321. C

(c) 1991-2 RSA Data Security, Inc.  
• It uses the CMU SNMP library. Copyright 1997 Carnegie Mellon University.  
• It uses the Zlib compression library. Copyright © 1995-1998 Jean-loup Gail

and Mark Adler.  
• It uses the QWT library written by Josef Wilgen. Copyright © 1997.  
• It includes software developed by the University of California, Berkeley and its 

contributors.  
• It includes software developed by Luigi Rizzo, Universita` di

Co
It i
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1-0 Installing Aker Firewall 
 

This chapter shows all the steps and requirements necessary to install Aker 
Firewall. 

1-1 Hardware and software requirements 

 Firewall 

Aker Firewall 5.0 runs on Linux (Red Hat 7.3 and Conectiva 9) and FreeBSD versions 
4.7 and 4.9 operating systems on Intel or compatible platforms. Due to the fact that both 
Linux and FreeBSD systems are royalty free, they are distributed with the installation 
media of Aker Firewall. This way, all the software necessary to run the firewall is 
already included in it. It is not necessary to buy any other extra software.  

In relation to the hardware, the following list is mandatory (all components of the 
hardware must be supported by FreeBSD or by Linux, in one of the supported versions):  

• Pentium or compatible computer 200 Mhz or superior  

If a high transfer rate link is used or if you want to use encryption in a relatively high 
speed link, you may need a faster computer.  

• 128 Mbytes of RAM  

If it's intended to use a large number of proxy-based services, 256 Mbytes or even more 
will probably be necessary. 

• 4 Gbytes of disk space  

A larger disk may be necessary if the system log is intended to be stored for a long 
period of time.  

• CD-ROM reader, monitor, mouse and keyboard  

These are necessary only during the installation, however, they are highly recommended 
in all cases.  

• Network Adapter(s)  

There is no maximum number for network adapters that can be installed in the Firewall. 
The only limit is imposed by hardware. If a large number of network interfaces is 
required, adapters with more than one port can be used. 

It is important to emphasize that all the hardware devices must be supported by 
FreeBSD or Linux. Before getting any devices, it is necessary to verify that one of these 
operating systems, in the versions supported by Aker Firewall, accepts such device.  

 7



For further information about the Linux or FreeBSD operating systems or to check if a 
device is supported by them or not, we suggest that you contact one of the following 
addresses:  

• WWW  

•  http://www.freebsd.org (FreeBSD) 
http://www.linux.org (Linux) 
http://www.kernel.org (Linux) 
http://www.redhat.com (Linux)  

• E-Mail  

questions@freebsd.org (FreeBSD discussion list) 

 Aker Security Solutions does not take any responsibility for any configuration, 
operation, compatibility or information problems related to the Linux or FreeBSD 
operating systems. 

 Graphic User Interface 

The graphic user interface of Aker Firewall runs on Windows 95 or superior, Linux Red 
Hat 7.3, 8 and 9 and Conectiva 8 and 9; FreeBSD versions 4.7 and 4.9, on Intel or 
compatible platforms. 

In relation to the hardware, the following list is mandatory (all components of the 
hardware must be supported by the operating system which the interface will be 
installed on, in one of the product supported versions):  

• Pentium II or compatib le computer 450 Mhz or superior  
• 128 Mbytes of RAM  
• of disc space   4 Gbytes 
•    Monitor
• Mouse  
 • Keyboard  
• Network adapter  

 Remote log server 

The graphic user interface of Aker Firewall runs on Windows 95 or superior, Linux Red 
Hat 7.3, 8 and 9 and Conectiva 8 and 9; FreeBSD versions 4.7 and 4.9, on Intel or 
compatible platforms. 

In relation to the hardware, the following list is mandatory (all components of the 
hardware must be supported by the operating system which the interface will be 
installed on, in one of the product supported versions):  

• Pentium III or compatible computer 1 Ghz or superior  
A 66  

 
• Storage system with speed equal or superior to an Ultra-AT
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• 64 Mbytes of RAM (128 Mbytes is highly recommended)  
 of disc space  

 

• Network adapter  

• 40 Gbytes
• Monitor 
• Mouse  
• Keyboard  
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1-2 Installing the firewall 

Aker Firewall can be sold in appliances. This way, the product is already installed and 
previously configured. If you choose to buy only the software, however, you have to 
install the firewall in the chosen machine. This will be explained in this section.  

In order to install the Aker Firewall, the Linux or FreeBSD operating systems must be 
installed first. The installation of both are simple, however, we recommend that it's done 
by a person who has basic Unix operating system knowledge. The FreeBSD and Linux 
installation procedures are on their CD-ROMs. If there are any problems, we suggest 
that you contact any one of the addresses mentioned above for more information.  

After FreeBSD or Linux is installed, in order to install Aker Firewall, you need to 
mount the installation CD-ROM in the target machine or copy the contents from the 
installation directory on the CD-ROM to any temporary directory in the machine you 
want to install the product. It is possible to copy it via FTP or NFS, in case you do not 
have a CD-ROM reader in the machine the product will be installed. 

After mounting the CD-ROM or copying the files to any directory, you need to run the 
following command:  

#/installation_directory/en/aker/platform/fwinst  

The installation_directory is the directory where the installation files are stored and 
platform is the platform where the firewall will be installed on. For instance, if the CD-
ROM was mounted in the directory /cdrom and the installation would be done on 
FreeBSD, the command to be typed would be: /cdrom/en/aker/freebsd/fwinst  

 The symbol # stands for the shell prompt while you are logged as root. Do not type 
it as part of the command.  

 Installing the Firewall in FreeBSD operating system 

The fwinst program is responsible for the installation and configuration of the system to 
run Aker Firewall. When it is run, the following screen will be shown:  

 

Aker Firewall v5 - Installation Program  

This program installs the Aker Firewall 5 and the command line 
interface.

The installation can be made from a precompiled kernel supplied with 
the 
the firewall, it's possible to compile a specific kernel for this 
machine or 
to use the kernel currently installed (provided version 5 or superior 
has been previously installed). The precompiled kernel has support for 
3 ISA 
network adapters and an unlimited number of PCI adapters. For more 
information 
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on which cards are supported, which are their I/O and IRQ 
configurations and 
how to change these values, please refer to the product documentation.

If you want to compile a specific kernel, before running this program 
it's 
necessary to create a kernel configuration file called FIREWALL. This 
file must 
be located in the /usr/src/sys/i386/conf directory.

Do you want to proceed with the firewall installation (Y/N) ? 

 

If the kernel configuration file named FIREWALL has already been created or the 
precompiled or currente kernels will be used, you should answer Y and then Enter to 
continue with the installation. If you want to compile a new kernel and this file has not 
been created, you must type N and create it, before continuing. 

In case of compilation of a new kernel, there is a file named FIREWALL, in the 
installation directory, which can be used as base to generate the customized file, just by 
copying it to the /usr/src/sys/i386/conf directory and removing or adding the 
desired components. For more information about this file, consult the FreeBSD 
documentation. 

 If Aker Firewall installation was performed using the pre-compiled kernel, it will be 
configured to support up to 10 (ten) VLANs, through 802.1q protocol. VLANs 
configuration can be done later using the graphic user interface. For more information 
refer to section TCP/IP configuration . 

When you answer Yes to this question, the program will show the Aker Firewall license 
agreement . In order to proceed with the installation, it is necessary to accept the terms 
and conditions specified in the license. If they are accepted, the program will continue 
the installation showing the following screen:  

 

Aker Firewall v5 - Installation Program

Starting the installation:

Do you want to use the (P)recompiled kernel, (C)ompile a new one or 
use the 
(K)ernel currently installed for the firewall installation ? (P/C/K) 

 

If you want to use the precompiled kernel, just type P followed by Enter. If you want to 
use the current kernel, type K. Otherwise, type C. 
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 The use of precompiled kernel is recomended, specially if nobody has previous 
experience with FreeBSD. The only need to compile a new kernel is to to generate a 
more optimized version of it. 

 It's only possible to use the current kernel if Aker Firewall 5.0 has been installed 
previously. Otherwise, one of the other two options must be choosen. 

Independently of the chosen option, the program will start the installation. It will show 
the progress through a serie of self-explained messages. 

  You must be aware of the fact that the installation program replaces the file 
/etc/rc. If changes have been made to this file, it is necessary to perform them again 
after the installation. 

will ask for the product activation 
key. No firewall module will work without this key. 

The following screen will be displayed:  

After copying the files, the installation program will ask for information required to 
perform the system-dependent configuration. First, it 

 

Aker Firewall v5 - Installation Program  

installed copy by typing the activation key that came with the product.  

xternal 
ument 

by the Aker Security Solutions or its authorized dealer.  

Press enter to continue  

System configuration completed. It's now necessary to activate the  

The activation key, the company name and the IP address of the e
interface must be typed exactly as they appear in the doc
provided 

 

sales representative. All fields must be typed exactly as they appear in the document.  

After pressing enter, the program will show a screen asking to type the information 
contained in the document provided by Aker Security Solutions or by its authorized 

 The key must be typed with the hyphens '-' that appear in the original document. In 
the company name, capital and small letters are considered different and must be typed 
exactly how they are in the original document. 

The screen below demonstrates an example of data entry:  

 

Activation key configuration module  
Aker Firewall version 5 
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Company name: Aker Security Solutions  
External interface IP address: 10.0.0.1  
Activation key: 2DBDC612-FA4519AA-BBCD0FF1-129768D3-89BCA59C

 

If the key is valid, the program will proceed with the installation. If the key or the name 
of the company contains typing errors, the program will ask you to type them again.  

 The IP address typed must have been previously assigned to an interface of the 
system, otherwise, the program will not go on with the installation. 

If the key is accepted, the installation will go on. At this point, the installation program 
will search for configuration files of version 4.50 of Aker Firewall. If any of these files 
are found, the following screen will be shown:  

 

Aker Firewall v5 - Installation Program

Updating configuration files of the version 4.50 of Aker Firewall...

Updating messages and parameters... OK 
Updating entities... OK 
Updating filtering rules... OK 
Updating secure channels configuration... OK 
Updating network address translation... OK 
Updating SMTP contexts... OK 
Updating access profiles... OK 
Updating authentication parameters 
Updating HTTP parameters... OK 
Updating SYN Flood protection... OK 
Updating client encryption... OK

Update complete. The version 4.50 configuration files were removed 
from the 
system.

Press enter to continue

 

The files updating is done automatically and the existing configuration will be kept 
unaltered. After it is performed, the original files will be removed from the system and 
the following screen will be displayed:  

 

Firewall Aker v5 - Installation program  

Creating standard services and rules... OK

Would you like to allow ICMP ping packets for diagnosis purposes? 
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If this question is answered negatively, the firewall will be installed with a deny-all 
policy, that is, all network traffic will be blocked, except for the traffic used for the 
remote administration. After this question is answered, another screen will be shown: 

 

Firewall Aker v5 - Installation Program  

It's necessary to define the name of the Firewall external interface. 
The IP addresses originated from this interface will not be counted in 
the 
maximum number of licenses. 
 
The external interface must be set to one of the following values: 
 
fxp0 
fxp1 
de0 
 
Enter the external interface:

 

The external interface configuration is used only for firewall license control purposes. It 
must be informed the name of the firewall interface that will be connected to the 
Internet. 

 The specification of the external interface does not have any security implication. 
Absolutely no access control is performed based on this interface. 

 

Aker Firewall v5 - Installation Program  

System activation completed. Now let's configure some Aker Firewall  
parameters.  

I can automatically create an administrator capable of managing 
remotely  
the firewall. This administrator will have full administrative rights 
and  
new users can be registered by him later.  

If you don't create an administrator, you won't be able to manage the  
firewall using the remote graphic user interface. The only way to 
manage 
it will be through the command line interface.  

Do you want to create the administrator (Y/N) ?  
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In order to manage the firewall from the graphic user interface, it is necessary to register 
an administrator, answering Y to this question. 

It is possible to register other administrators afterwards through the local management 
interface. For further details refer to the chapter Managing firewall users.  

If you choose to add a new administrator, a screen asking for the data of administrator 
to be registered will be shown. An example of such screen is shown below (be aware 
that the administrator's password will not be displayed):  

 

Aker Firewall version 5 
Remote users administration module  

User creation  

Enter the login         : administrator  
Enter the complete name : Aker Firewall administrator  
Enter the password      :  
Confirm the password    :

 
 

Create user ? (Y/N)  

 

After adding or not the administrator, and if you chose to compile a new kernel, the 
installation program will show the a screen informing that it will start compiling a new 
kernel for the firewall, based on the kernel configuration file called 
/usr/src/sys/i386/conf/FIREWALL.  

 

Aker Firewall v5 - Installation Program  

I will now compile a new kernel to install Aker Firewall on this  
host. This compilation takes between 5 and 40 minutes, depending on  
your configuration and the speed of this machine.  

Press enter to continue  

 

When you press enter, the program will start compiling the new kernel. After compiling 
and installing this new kernel, the program will ask you to restart the machine to 
activate the Aker Firewall. When the machine is restarted, the firewall will 
automatically start its operation.  

 15



 Installing the Firewall on Linux operating system 

The fwinst program is responsible for the installation and configuration of the system to 
run Aker Firewall. When it is run, the following screen will be shown:  

 

Aker Firewall v5 - Installation Program  

This program installs the Aker Firewall 5 and the command line 
interface.

Aker Firewall 5 can be installed in the kernel distributed with Red 
Hat 
Linux 7.3 or Conectiva 8 and 9. Because of that, it's not necessary to 
recompile the kernel.

Do you want to proceed with the firewall installation (Y/N) ? 

 

When you answer Yes to this question, the program will show the Aker Firewall license 
agreement . In order to proceed with the installation, it is necessary to accept the terms 
and conditions specified in the license. If they are accepted, the program will continue 
the installation, showing its progress through a serie of self-explained messages. 

After copying the files, the installation program will ask for information required to 
perform the system-dependent configuration. First, it will ask for the product activation 
key. No firewall module will work without this key. 

The following screen will be displayed:  

 

Aker Firewall v5 - Installation Program  

System configuration completed. It's now necessary to activate the  
installed copy by typing the activation key that came with the product.  

The activation key, the company name and the IP address of the external 
interface must be typed exactly as they appear in the document 
provided 
by the Aker Security Solutions or its authorized dealer.  

Press enter to continue  

 

After pressing enter, the program will show a screen asking to type the information 
contained in the document provided by Aker Security Solutions or by its authorized 
sales representative. All fields must be typed exactly as they appear in the document.  
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 The key must be typed with the hyphens '-' that appear in the original document. In 
the company name, capital and small letters are considered different and must be typed 
exactly how they are in the original document. 

The screen below demonstrates an example of data entry:  

 

Aker Firewall version 5 
Activation key configuration module  

Company name: Aker Security Solutions  
External interface IP address: 10.0.0.1  
Activation key: 2DBDC612-FA4519AA-BBCD0FF1-129768D3-89BCA59C

 

If the key is valid, the program will proceed with the installation. If the key or the name 
of the company contains typing errors, the program will ask you to type them again.  

 The IP address typed must have been previously assigned to an interface of the 
system, otherwise, the program will not go on with the installation. 

If the key is accepted, the installation will go on. At this point, the installation program 
will search for configuration files of the version 4.5 of Aker Firewall. If any of these 
files are found, the following screen will be shown:  

 

Aker Firewall v5 - Installation Program

Updating configuration files of the version 4.50 of Aker Firewall...

Updating messages and parameters... OK 
Updating entities... OK 
Updating filtering rules... OK 
Updating secure channels configuration... OK 
Updating network address translation... OK 
Updating SMTP contexts... OK 
Updating access profiles... OK 
Updating authentication parameters... OK 
Updating HTTP parameters... OK 
Updating SYN Flood protection... OK 
Updating client encryption... OK

Update complete. The version 4.50 configuration files were removed 
from the 
system.

Press enter to continue
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The files updating is done automatically and the existing configuration will be kept 
unaltered. After it is performed, the original files will be removed from the system and 
the following screen will be displayed:  

 

Firewall Aker v5 - Installation program  

Creating standard services and rules... OK

Would you like to allow ICMP ping packets for diagnosis purposes? 

 

If this question is answered negatively, the firewall will be installed with a deny-all 
policy, that is, all network traffic will be blocked, except for the traffic used for the 
remote administration. After this question is answered, another screen will be shown: 

 

Firewall Aker v5 - Installation Program  

It's necessary to define the name of the Firewall external interface. 
The IP addresses originated from this interface will not be counted in 
the 
maximum number of licenses. 
 
The external interface must be set to one of the following values: 
 
eth0 
eth1 
eth2 
 
Enter the external interface:

 

The external interface configuration is used only for firewall license control purposes. It 
must be informed the name of the firewall interface that will be connected to the 
Internet. 

 The specification of the external interface does not have any security implication. 
Absolutely no access control is performed based on this interface. 

 

Aker Firewall v5 - Installation Program  

System activation completed. Now let's configure some Aker Firewall  
parameters.  

I can automatically create an administrator capable of managing 
remotely  
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the firewall. This administrator will have full administrative rights 
and  
new users can be registered by him later.  

If you don't create an administrator, you won't be able to manage the  
firewall using the remote graphic user interface. The only way to 
manage 
it will be through the command line interface.  

Do you want to create the administrator (Y/N) ?  

 

In order to manage the firewall from the graphic user interface, it is necessary to register 
an administrator, answering Y to this question. 

It is possible to register other administrators afterwards through the local management 
interface. For further details refer to the chapter Managing firewall users.  

If you choose to add a new administrator, a screen asking for the data of administrator 
to be registered will be shown. An example of such screen is shown below (be aware 
that the administrator's password will not be displayed):  

 

Aker Firewall version 5 
Remote users administration module  

User creation  

Enter the login         : administrator  
Enter the complete name : Aker Firewall administrator  
Enter the password      :  
Confirm the password    :

 
 

Create user ? (Y/N)  

 

After adding or not the administrador, a message indicating the installation is complete 
and asking you to restart the machine to activate Aker Firewal will be shown. When the 
machine is restarted, the firewall will automatically start its operation.  
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1-3 Installing the remote interface 

 On Windows Platforms 

In order to install the remote interface on the Windows 95, 98, Me, NT, 2000 or XP 
platforms, you must insert the CD-ROM in the drive and follow the instructions that 
will appear in the screen. 

If the autorun option is disabled, then it is necessary to take the following steps:  

1. Click on the Start menu  
2. Select the option Run  
3. When you are asked about which program to run, type 

D:\en\firewall\gui\install. (If the CD-ROM reader is accessed through a 
letter different from D, substitute this letter with the correct one in the previous 
command).  

The remote interface installation screen will be displayed. To proceed, follow the 
instructions presented on the screen.  

When the installation is completed, a group called Aker will be created in the Start 
menu. Select the option  Firewall 5.0 GUI inside this group in order to start the remote 
interface.  

On Linux platforms 

To install the remote interface on Linux platforms, it is necessary that QT library 
packages are previously installed. 

The graphic user interface for Linux platforms is distributed in RPM packages. To 
install it, proceed as follows: 

1. Insert the CD-ROM in the drive and mount it using the command mount 
/mnt/cdrom  

2. Run the command: rpm -ivh /mnt/cdrom/en/firewall/gui/fwgui-br-
linux-5.0_1.rpm  

3. When the prompt returns the interface will be installed.  

 The name of the package to be installed may change according to the version of 
Linux where the interface will be installed on. Check the contents of  
/mnt/cdrom/en/firewall/gui/ directory in order to take a look on all package names 
and select the most adequate. 

On FreeBSD platforms 

To install the remote interface on FreeBSD platforms, it is necessary that QT library 
packages are previously installed. 
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The o 
install i  as follows: 

and mount 

2. Run the command: 

 graphic user interface for FreeBSD platforms is distributed in tbz packages. T
t, proceed

1.  drive and mount it using the comm
/cdrom  
Insert the CD-ROM in the

pkg_add /cdrom/en/firewall/gui/fwgui-br-
freebsd49-5.0_1.rpm  

3. When the prompt returns the interface will be installed.  

 The name of the package to be installed may change according to the version of 
FreeBSD where the interface will be installed on. Check the contents of  
/cdrom/en/firewall/gui/ directory in order to take a look on all package names and 
select the most adequate. 
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2-0 Using the Remote Interface 
 

This chapter shows how the Aker Firewall remote graphic user interface 
works. 

What is the Aker Firewall remote management ? 

Aker Firewall can be entirely configured and managed remotely from any host that has 
an operating system compatible with one of the remote interface versions, has the 
TCP/IP protocol and can access the host where the firewall is running. This allows a 
high level of flexibility and management facility. Moreover, it makes it possible for an 
administrator to monitor and configure many firewalls from his workstation.  

Besides, the remote management allows resource saving, because it is not necessary for 
the host running the firewall to have a monitor and other devices.  

How does Aker Firewal remote management work ? 

To allow the remote management, there is a process running in the firewall host that is 
responsible for receiving the connections, validating users and performing the tasks 
requested by these users. When a user starts a remote management session, the graphic 
user interface connects to the remote management module and keeps the connection 
open until the user finishes the session.  

All communication between the remote interface and the firewall is done in a secure 
channel, where encryption and authentication are used. For each session, different 
encryption and authentication keys are generated. Besides, additional security measures 
are used to prevent other kinds of attacks such as the packet repetition.  

There are some important remarks about the remote management that should be made:  

1. For the remote interface to be able to connect to the firewall, it is necessary to 
add a rule allowing TCP access to the port 1020, from the host where it is 
running. Information about how to do this is in the chapter called The Stateful 
Filter.  

2. It's only possible to open one administration connection at a certain time. If there 
is an interface already connected, subsequent connections requests will be 
refused and the remote interfaces will inform that there is already an active 
administration session established.  

3. Each user that will operate the remote interface must be registered in the system. 
The installation program can automatically create an administrator with powers 
to register the other administrators. If this administrator has been deleted or its 
password lost, it is necessary to use the local command line interface module to 
create a new administrator. More details can be found in the chapter called 
Managing Firewall Users.  
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How to use the Windows interface 

The interface is simple to use, however, it might be useful to know that:  

The left and right buttons of the mouse have different functions in the interface. The left 
button is used to select entries in a list and to click buttons. The right button shows the 
pop-up menu for certain lists. Most of the options that appear on the pop-up menu are 
also available in the toolbar at the top of the windows. 
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2-1 Starting the remote interface 

To start the graphic user interface you must take the following steps:  

• On Windows boxes, click on the Start menu, select Aker group, inside this 
group, select  Firewall 5.0 GUI group and then click on the Aker Firewall 5.0 
icon.  

• On FreeBSD or Linux, run the command 'fwgui' from the shell prompt or click 
on the icon created on the desktop (KDE only).  

The following window will be shown:  

 

The window displayed above is the Aker Firewall main window. All the configuration 
options are accessed from it. It consists of 4 menus, described briefly below:  

• Options  

The Options menu contains all configuration related to the layout of the graphic user 
interface. When it is selected, the following options will be shown (when a firewall is 
selected, a fifth menu is displayed, with options specific for the selected firewall): 

- Buttons labels: if this option is enabled, the action corresponding to each button will 
be shown beneath the icon. If it is disabled, only the icon will be displayed. 

- Tooltips for entities: when this option is enabled a small box with the description of 
each entity will be displayed when the mouse is scrolled over its icon, like the picture 
below: 
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- Quickhelp: this option activates the automatic contextual help for each window. 

- Show icons on push buttons: this option, if enabled, causes the interface to display 
indows. 

- Exit: closes the application. 

• 

This menu has the options for the configuration of open windows and system 

- Toolbars: this option selects if  the toolbar in the superior part of the main 

- Windows: this option selects if the standard windows, help, firewalls and 

- Tile: if this option is chosen, the right open windows of the graphic user 

- Cascade: if this option is chosen, the right open windows of the graphic user 

shed. To access all options, it is necessary to establish a remote 
management session with the firewall you want to administrate. Therefore, you must 
foll  

New Firewall option (take a 
 section down below)  

• Select the firewall which you want to connect to  
• Click on the Connect option  

icons on push buttons of all w

Windows  

toolbar. 

window will be displayed or not. 

entities will be displayed or not. 

interface will be resized in order to keep all visible. 

interface will be positioned in a cascade form, one over the other. 

Initially, not all options in the menus are enabled, for they are work only one a 
connection is establi

ow these steps:  

• Create the firewall, selecting Firewalls menu and 
look in the Creating Firewalls

 

lls. When the option 
New Firewall is selected, inside the Firewalls menu or when the icon "New Firewall" 

Registering Firewalls  

In this section it will be shown how to register one (or more) firewa

on the toolbar is clicked, the following window will be displayed: 
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- Demonstration mode: if this option is checked, a demo firewall with the default 
configuration will be created. No real connection will be performed when you try to 
connect to this firewall and it is possible to create many different demo firewalls, each 
one with a distinct configuration; 

- Name: this field is used to define a name by which the firewall will be referred by the 
interface;  

- Address: this field specifies the IP address used to connect to the firewall;  

- User: the user that will manage the firewall. This field is useful because no longer will 
be necessary to specify the user when it is necessary to connect to the firewall. 

- Password: the user's password. If the Save password option is checked, it won't be 
necessary to type in the password every time a connection is made. If this option is not 
set, this field will be disabled. 

After all information is supplied, it is enough to click on Ok and the firewall will be 
registered. If the firewall creation is not desired, just click on Cancel. 

When the firewall is registered, it is possible to double click on the firewall icon, at the 

left side of the window, or click once to select it and then on the Connect button to 
cause the interface to connect to the chosen firewall, as in the picture below: 
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If it is not possible to establish the management session, a window showing the error 
will be displayed. In this case, there are many possible messages. Below is a list of the 
most common error messages:  

• Aker is being administrated by another interface  

Aker Firewall allows only one management session at a time. If this message is shown, 
it means that there is either another remote interface connected or a local management 
module being used. 

• Network error or connection closed by the server  

This is a general error and may have many causes. The most common reason is a typing 
mistake of the login or the password. If the user's login is not registered or his password 
is wrong, the server will close the connection. Make sure that your login and password 
are entered correctly. In case the error remains, follow these steps: 

1. Check if the user who is trying to connect is registered in the system and his 
password is correct (to do so, use the local users management module. Take a 
look at the chapter Managing firewall users).  

2. Check if the network is working correctly. It is possible to do this in many ways, 
one of them is by using the ping command. (Do not forget to add to the firewall 
a rule allowing the echo request and echo reply ICMP services from the host 
being tested to the firewall, in case you use the ping. To learn how to do this, 
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refer to the chapter The Stateful Filter). If it does not work, then the network has 
connectivity problems and they must be solved before you try the remote 
management. If it works, go to step number 3.  

3. See if there is a filtering rule allowing access from the host you want to establish 
the management session to the firewall, on the Aker service (TCP, port 1020). In 
case it does not exist, create this rule (to learn how to do this, refer to chapter 
The Stateful Filter).  
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2-2 Finishing the remote management 

There are three ways of finishing the remote management of Aker Firewall:  

- Finishing the session, by right clicking in the connected firewall and selecting the 
Disconnect from Firewall option; 

 

- Clicking once on the firewall and selecting the Disconnect button on the toolbar; 

- Closing the interface. In this case all firewall connections will be closed. 

In case you want to close the window, just click on the Exit button on the main 
window toolbar or click on the "x" on the right superior corner of the main window. 
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2-3 Changing your user's password 

Any Aker Firewall user can change his password every time it is necessary. In order to 
do it, a management session must be established first (as shown in the section Starting 
the remote interface) and then the following steps should be taken:  

 

• Select the firewall to be configured  
• Click on Tools  
• Double click on Change Password.  

The following window will be shown: 

 

You must type the old password in the Old Password field and the new password in the 
New Password and in the Confirm Password fields (the passwords will be displayed 
on the screen as asterisks "*").  

After filling in the fields, you must press the OK button to change the password or the 
Cancel button in case you do not want to change it.  
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2-4 Viewing session information 

It is possible to view information about the active management session at any time. For 
this purpose, there is a window that shows useful information such as: login name, full 
name and the permissions of the user who is managing the firewall, the version and the 
release of the Aker Firewall that is being managed. The connection time and how long it 
has been active are also shown. To open this window, take the following steps:  

 

• Select the firewall to be configured  
• Click on Information  
• Double click on Session Information.  

The following window will be shown:  
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2-5 Using the online help and the QuickHelp 

Aker Firewall has a very complete online help. It is shown in a window at the lower part 
of the main window. It is possible to select whether or not this help window will be 
shown by clicking on the Windows menu, then Windows sub-menu and Help option. 

The online help consists of the contents of this manual showed in a case sensitive way 
related to the active configuration window, that is, the relevant part of the manual to the 
active window will be displayed. 

The QuickHelp consists of a brief explanation about each of the configuration menus. 
This explanation is shown in a small window below the menus, as demonstrated in the 
following picture: 

 

It is possible to show or hide the QuickHelp just by clicking on its icon. 
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3-0 Managing Firewall users 
 

This chapter shows how to create users who will manage Aker Firewall 
remotely. 

 What are Aker Firewall users? 

In order to manage Aker Firewall remotely, a user needs to be recognized and validated 
by the system. This validation is done by passwords and, in order to make it possible, 
each one of the administrators must have been previously registered with a login and a 
password.  

Furthermore, Aker Firewall allows the existence of many distinct administrators, each 
one responsible for a certain administrative task. Besides making the management 
easier, this allows higher levels of control and security. 

3-1 Using the graphic user interface 

To access the users management window in the remote interface, follow these steps:  

 

• Click on System configurations menu in the window of the firewall you want to 
manage  

• Select the User Manager option  

 This option is enabled only if the user who has the management session established 
in the remote interface has the authority to manage users. This will be presented in 
details in the next section. 
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The users management window 

 

This window consists of a list of all registered firewall users. Each user's login, full 
nam
at the b

.  
dow 

 window and discards all 

To 

1. ing on his name with the left mouse 
e displayed in the fields below the list of users.  
erties and click on the Apply or OK button.  

To add a new user to the list, go on as follows:  

op-up menu or click on the icon 

e and permissions are displayed. The number of currently registered users is shown 
ottom of the window.  

• The OK button closes the users management window and saves all changes
• The Apply button saves the modifications done on a user and keeps the win

open.  
• The Cancel button closes down the users management

the changes done.  
• When a user is selected, his complete properties are shown in the fields below 

the list.  

change the users' properties, you must proceed as follows:  

Select the user to be modified by click
button. His properties will b

2. Change the value of the prop

1. Click with the right mouse button anywhere in the reserved area to show the list 

and select the Insert button on the p that 
represents the insertion in the toolbar.  

ply or OK 
button.  

2. Fill in the fields of the user to be registered and click on the Ap
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To rem er from the list, you must follow these steps:  

and click on the icon 

ove a us

1. Select the user to be removed by clicking on his name with the left mouse button 

that represents the removal on the toolbar. 

 
ion in the pop-up menu.  

ogin  

 with the 

The login must consist o

 

Thi a ing with length of 0 to 40 characters.  

This field will be used together with the login field to identify an user to Aker Firewall. 

or  
2. Click with the right mouse button on the user name to be removed and select the 

Remove opt

Meaning of the user's attributes  

• L

It is the user identification for the firewall. It is not possible to have two users
same login. This login will be requested from the firewall administrator when he 
establishes a remote management session.  

f 1 to 14 characters and is not case sensitive.  

• Name  

This field contains the full name of the user. It is merely informative, not being used for
any validation.  

s n me must be a str

• Password  

When you type the password, asterisks "*" will be shown on the screen instead of 
letters.  

The maximum password field length is 14 characters. Its minimum length is 
configurable in the interface parameters window (for more information refer to the 
section Configuring the interface parameters). The password field is case sensitive.  

 It is extremely important to use long passwords, as close as possible to the limit of 
14 characters. Besides, a combination of small letters, capital letters, numbers and
special characters in the passwords should always be used (special characters are those 
found on the computer keyboard 

 other 

and that are neither numbers nor letters: "$", "&", "]", 
etc). Do not ever use words in any language or only numbers as a password.  

Thi ie assword typed in the previous field.  

rked independently.  

• Confirmation  

s f ld is used to confirm the p

• Permissions  

This field defines what a user can do in Aker Firewall. It consists of three options that 
can be ma
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The im  is to allow the creation of a decentralized administration 
of the firewall. It is possible, for instance, in a company that has many departments and 

n 
of the log and events of the firewall. This way, even though each department has 
adm  a central control of what and when was 
changed by each administrator.  

 a  of these permissions

many firewalls, to let an administrator be responsible for the configuration of each one 
of the firewalls and a central one with the task of supervising the administration. This 
supervisor would be the only person capable of clearing and changing the configuratio

inistrative autonomy, it is possible to have

 If a user does not have any permissions, then he will only be able to view the 
firewall configuration and compact the log and events files.  

ities, filtering rules, network 
address translation, secure channels, proxies and configuration parameters not related to 
the log.  

• Configure the Log  

If this option is marked, the user will have the power to change the parameters related to 
the log (for example, the log lifetime), change the configuration of the actions window 
(both the messages and the parameters) and erasing the log and events permanently.  

• Manage Users  

If this option is marked, the user will have access to the users management window, 
which allows him to add, edit and remove other users.  

• Configure the Firewall  

If this permission is marked, the user will be able to administrate the firewall, which 
means he will be allowed to change the configuration of ent

 A user that has this authority can only create, edit or remove users with the same or 
lower authority (for example, if a user has the power to manage users and configure log, 
then he may create users who do not have any authority, users who can only configure 
the log and users who can manage users and configure the log. He cannot either create, 
edit or remove a user who is able to configure the firewall) 
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3-2 Using the command line interface 

Besides the users management graphic user interface, there is a local character-based 
interface that has the same capability as the graphic user interface. The only unavailable 
option is the changing of users' permissions. This interface, on the contrary of all the 
command line interfaces of Aker Firewall, is interactive and does not receive 
parameters from the command line.  

Program location: /etc/firewall/fwadmin 

When it is run, the program will show the following screen: 

 

To invoke one of the displayed options, just type in the bold letter. Each one of the 
options will be shown in details as follows:  

• Add a new user  

This option allows the creation of a new user who will be able to manage the Aker 
Firewall remotely. When it is selected, the program will show a screen asking for 
information about the user. After all the information has been filled in, a confirmation 
for the addition will be asked.  
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Important remarks:  

1. In the fields where the options (Y/N) are shown, you must type Y, for yes and N 
for no.  

2. The password and the password confirmation will not be shown on the screen.  

• Remove an existing user  

This option removes a registered user from the system. The login of the user to be 
removed will be asked. If the user is really registered, a confirmation to go on with the 
removal will be asked.  

 

To proceed with the removal, just type Y, otherwise type N.  
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• Modify an user's password  

This option allows to change the password of an existing user. The login of the user will 
be asked and, in case he exists, the new password and the confirmation of the new 
password will be asked (as it has already been mentioned, the password and the 
confirmation will not be displayed).  

 

• List the registered users  

This option shows a list with the name and the permissions of all the users authorized to 
administrate the firewall remotely. One example of a possible list is as follows:  
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The permissions field consists of 3 possible values: CF, CL and MU, which correspond 
to the permissions of Configure Firewall, Configure Log and Manage Users, 
respectively. If a user has a permission, it will be shown with the above code, otherwise 
the value -- will be shown, indicating that the user does not have it.  

This
It is used to compact the users file, removing entries no longer used. It should be used 

ed from the system.  

procedure is complete will be shown (the file compacting is usually a fast procedure. It 
lasts only a few seconds).  

Thi p rns to the shell prompt 

• Compact the users file  

 option is not present in the graphic user interface and does not have a frequent use. 

only when a great number of users has been remov

When selected, the file will be compacted and at the end, a message showing that the 

• Exit fwadmin  

s o tion ends the fwadmin program and retu
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4-0 Configuring the system parameters   
 

This chapter shows how to configure the variables which will influence the 
o ential 

uts. 

one:  

peration of the whole system. These configuration parameters are ess
to several aspects such as security, system log, and connections timeo

4-1 Using the graphic user interface 

In order to access the configuration parameters window, the following should be d

 

• Click on the System Configurations menu of the firewall window you want to 
manage.  

• Select Configuration parameters item.  

 

The configuration parameters window 
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• The OK button will close the parameters window and save all changes.  
The Cancel button will close the param• eters window and discard all the changes 

• The Apply button saves all modifications but keeps the window open  

sed by the stateful filter and by the network address translator. 
They consist of the following fields:  

External Interface: Defines the name of the firewall external interface. Connections 
which come through this interface will not count in the license. 

Default value: Configured during the firewall installation by the administrator. 

TCP Timeout: Defines the maximum amount of time, in seconds, during which a TCP 
connection can remain without traffic and still be considered active by the Firewall. Its 
value can range from 0 to 30000.  

Default value: 900 seconds.  

UDP Timeout: Defines the maximum amount of time, in seconds, during which a UDP 
connection can remain without traffic and still be considered active by the Firewall. Its 
value can range from 0 to 30000.  

done  

Meaning of the parameters 

• Global tab  

These parameters are u
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Default value: 180 seconds.  

 These fields are vital to the correct firewall operation. High values may cause 
security problems to services based on the UDP protocol, will make the system use 
more memory and will make it slower. Low values, on the other hand, may cause 
constant session failures and bad functioning of some services.  

GUI session timeout: Defines the maximum amount of time, in seconds, that the 
interface will remain connected to the firewall without receiving any command from the 
administrator. As soon as this time is reached, the interface will automatically 
disconnect from the firewall, allowing a new session to be established. Its value can 
range from 30 to 3600. 

Default value: 600 seconds.  

Minimum password size: Defines the minimum number of characters that the 
administrators passwords must have in order to be accepted by the system. Its value can 
range from 4 to 14 characters. 

Default value: 6 characters.  

It is important that this value be the largest possible, in order to avoid the use of 
passwords that can be easily guessed. 

 
clock.  

dresses that, regardless of 
rules and license limits can administrate the firewall (that is, connect to port 1020). 
T  

• Log tab  

Network Time Protocol Server (NTP): Defines the time server that will be used by the
firewall to synchronize its internal 

Privileged remote configuration addresses:  These are ad

hey serve as an anti-blocking preventive measure, since they can be configured only
through the command line interface. 
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Local: Indicates that the log/events/statistics records are to be saved in a local disk, in 
the host where the firewall is running.  

Lifetime log / events / statistics: The log, events and statistics records are saved in 
daily files. This configuration defines the maximum number of files that will be kept by 
the system, in case they are saved locally. The possible values are from 1 to 365 days.  

Default value: 7 days 

 In case of remote log usage, these options will be disabled and should be configured 
in the remote log server 

Remote: This option indica
remote log server, instead o

tes that log/events/statistics records are to be sent to a 
f being saved locally.  With the use of this option, the 

 

anslation (NAT): Enables the logging of the network 

 won't be logged  

Eve w vated, only packets translated through 1:N and N:1 
translations will be logged. The translations performed through other types of 
translation rules will not be logged.  

control of several firewalls can be centralized, making auditing easier.  

Remote Server:  This option specifies the remote log server where log/events/statistics
records will be sent to. 

Logs Network Address Tr
address translations performed by the Firewall.  

Default value: Address translations

n ith this option acti
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The activation of such option does not bring along any important information, and it 
may be used only for the purpose of tests or debugging. 

Log to Unix syslog: It enables the sending of  the log and event messages of the 
firewall to the Unix log daemon, syslogd.  

ot sent to syslogd  Default value: Log is n

In case this option is checked, log records will be sent to local0 facility and event 
records will  be sent to the local1 facility. 

 This option does not modify the internal logging of log and event records performed 
by the firewall.  

•  Security tab  

 

Allows source routed packets: Enables the acceptance of packets which hold options 

Default value: Source routed IP packets are not allowed.  

of record route or source routing. If this option is unchecked, packets with one of these 
options won't be allowed to pass.  

 It is important to point out that the acceptance of  packets with any of the options 
shown above may cause a serious security breach. This option should be left unchecked 
unless there is a specific reason for letting these packets pass through.  
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FTP Support: Enables specific support for FTP protocol.  

oing 

 support for Real Audio and Real Video 
protocols.  

Default value: Real Audio support is enabled  

This parameter tells the Firewall to deal with Real Audio / Real Video protocols in a 
 operate transparently using TCP and UDP connections. 

be used or if it's going to be used uniquely 

l protocol that allows the 
eal time audio and video data. This parameter tells the Firewall to deal 

ecial way, allowing it to operate transparently using TCP and 
 used or if it's going to be 

Default value: FTP Support is enabled  

This parameter tells the Firewall to deal with FTP protocol in a special way, allowing a 
transparent operation to all internal and external, client and server hosts. If FTP is g
to be used through the Firewall, this option should be checked 

Real Audio Support: Enables specific

special way, allowing it to
Unless Real Audio protocol is not going to 
with TCP connections, this option should be checked 

RTSP Support: Enables specific support for RTSP protocols.  

Default value: RTSP support is enabled  

RTSP (Real Time Streaming Protocol) is an application leve
transportation of r
with this protocol in a sp
UDP connections. Unless RTSP protocol is not going to be

ns, this option should be checked used uniquely with TCP connectio

•   SNMP tab
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Read Community: This parameter sets the name of the community which is authorized 
 to 

zed to modify the Firewall data via SNMP. If this field is blank, no host will be 

ed, for security reasons, only some variables of 

to read the Firewall data via SNMP. If this field is blank, no host will be authorized
read it.  

Default value: blank field  

Write Community: This parameter sets the name of the community which is 
authori
authorized to modify any data.  

Default value: blank field  

Even when the write community is defin
the system group can be modified. 

• Monitoring tab  

 

When 1-N translation is being used, that is, load balancing, it is possible to configure 
the type of monitoring that will be performed by the firewall to check if the hosts 

 allows the 
modification of the monitoring time intervals, in order to better adjust them to each 

Monitoring by ping  

These parameters configure the time values used by the firewall to perform monitoring 
through ICMP Echo Request and Echo Reply packets. They are: 

participating of the balancing are up. The monitoring parameters

different environment. 
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Ping interval: This field defines how often a ping will be sent to the hosts being 
enerate each two seconds and so 

Default value: 2 seconds 

Resp
host can remain without responding to the ping 
considered up. Its value ranges from 2 to 120 seconds. 

Default value: 8 seconds 

Activation time: This field defines the amount of time, in seconds, that the firewall will 

 host responds to 
ping packets before all its services are up. Its value ranges from 1 to 60 seconds. 

ive 
om 1 to 300 seconds. 

D  

monitored. If it is set to 2, for instance, a ping will be g
on. Its value ranges from 1 to 60 seconds. 

onse timeout: This field defines the maximum amount of time, in seconds, that a 
packets sent by the firewall and still be 

wait, after receiving a response packet from a host previously down, until it considers 
the host up again. This time interval is necessary because usually a

Default value: 10 seconds 

Monitoring by http  

These parameters configure the time values used by the firewall to perform monitoring 
through HTTP requests. They are: 

Request timeout: This field defines how often a request will be sent to the hosts being 
monitored. If it is set to 5, for instance, a HTTP request will be generate each f
seconds and so on. Its value ranges fr

efault value: 5 seconds

Response timeout: This field defines the maximum amount of time, in seconds, that a 
host being monitored can take to respond to a firewall request and still be considered 
up. Its value ranges from 2 to 300 seconds. 

Default value: 15 seconds 
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4-2 Using the Command Line Interface 

The command line interface of the parameter configuration is quite simple t
holds the same capacities as the graphic user interface. However, it has the possibility
not available in the remote graphic user interface, of adding up to three hosts capable o
managing the firewa

o use, and it 
, 
f 

ll remotely, even without the existence of a rule permitting its 
connection. The objective of this feature is to allow an administrator, that has made an 

fwpar [show | help] 

fwpar [source_routed_ip] <yes | no> 

 | events_lifetime | stat_lifetime] <days> 
fwpar [remote_log_server <name>] 

ity] [name] 

fwpar - shows/changes configuration parameters 

r [tcp_timeout | udp_timeout] <seconds> 
       fwpar [source_routed_ip] <yes | no> 
 

s> 

       fwpar [remote_add <n> <ip_add>] 

                            come through it do not count in the 

p_support        = enables support for the FTP protocol 
       real_audio_support = enables support for the  Real Audio 

       event_lifetime     = sets the events lifetime in days 
       stat_lifetime      = sets the statistics lifetime in days 

incorrect configuration that blocks his access, to keep managing the firewall remotely. 
This parameter is called remote_add. 

Program Location: /etc/firewall/fwpar  

Syntax:  

fwpar [external_interface] <name> 
fwpar [tcp_timeout | udp_timeout] <seconds> 

fwpar [rtsp_support | ftp_support | real_audio_support] <yes | no> 
fwpar [log_translation | log_syslog] <yes | no> 
fwpar [log_lifetime

fwpar [remote_add <n> <ip_add>] 
fwpar [read_community | write_commun

Program help:  

Usage: fwpar [show | help] 
       fwpar [external_interface] <name> 
       fwpa

      fwpar [rtsp_support | ftp_support | real_audio_support] <yes | 
no> 
       fwpar [log_translation | log_syslog] <yes | no> 
       fwpar [log_lifetime | events_lifetime | stat_lifetime] <day
       fwpar [remote_log_server <name>] 

       fwpar [read_community | write_community] [name] 
 
       show               = shows active configuration 
       help               = shows this message 
       external_interface = sets the the external interface name 
(connections that 

license) 
       tcp_timeout        = sets the timeout for TCP connections 
       udp_timeout        = sets the timeout for UDP connections 
       source_routed_ip   = accepts source routed IP packets 
       ft

protocol 
       log_translation    = logs network address translation messages 
       log_syslog         = sends event and log messages to syslogd 
       log_lifetime       = sets the log lifetime in days 
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       remote_log_server  = sets the remote log server to use (entity 
name) 
       maximum_buffer     = sets the maximum send buffer size for 
remote log 
       remote_add         = sets the three remote controller addresses 
       read_community     = sets the name of the read community for 

Global parameters: 

Security parameters: 

      3)10.0.0.3 
 

   : 7 days 

st
 
SNMP configuration parameters: 

Example 4: (clearing the name of the SNMP read community)  

SNMP 
       write_community    = sets the name of the read community for 
SNMP 

Example 1: (viewing the configuration)  

#/etc/firewall/fwpar show 

------------------ 
tcp_timeout       : 900 seconds 
udp_timeout       : 180 seconds 
external_interface: de0 
 

-------------------- 
source_routed_ip  : no 
ftp_support       : yes 
real_audio_support: yes 
rtsp_support      : yes 
remote_add        : 1) 10.0.0.1       2) 10.0.0.2 

Log configuration parameters: 
----------------------------- 
log_translation   : no 
log_syslog        : no 
log_lifetime   
events_lifetime   : 7 days 
at_lifetime     : 7 days 

------------------------------ 
read_community    : public 
write_community   : 

Example 2: (enabling source routed IP packets)  

#/etc/firewall/fwpar source_routed_ip yes 

Example 3: (defining the name of the SNMP read community) 

#/etc/firewall/fwpar read_community public 

#/etc/firewall/fwpar read_community 
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5-0 Registering Entities   
 

This chapter shows what entities are, what they are used for and how to 
register an entity in Aker Firewall. 

5-1 Planning the installation 

 What are the entities and what are they used for ? 

Entities are representations of real world objects to Aker Firewall. Through them, it's 
possible to represent hosts, networks, services and other objects.  

selves, 

es.  

more. Any 
place where it is necessary to refer to this host, the reference will be done by its name. If 

the system will automatically propagate this 
modification to all of its references.  

The main advantage of using entities to represent real world objects is that, from the 
moment they are defined in the Firewall, they can be referred as the objects them
facilitating its configuration and operation. All entities modifications will be 
automatically propagated to all referenc

It is possible to define, for example, a host called WWW Server, with an IP address of 
10.0.0.1. After that, it's not necessary to worry about this IP address any

a modification in its IP address has to be done latter, it is only necessary to modify the 
definition of the entity itself and 

 Defining entities 

Before explaining how to register entities in Aker Firewall, a brief explanation about all 
types of possible entities and what characterizes each one of them is necessary.  

There a er Firewall: hosts, networks, sets, services, 
authenticators and interfaces.  

Entities of host and network type, as the name itself says, represent individual hosts and 
networks, respectively; entities of set type represent a collection of any number of hosts 

ice to be made available, through 
any protocol that runs over IP; entities of authenticator type are a special type of host, 
that
represe network adapter. 

By defi have a different address. Usually, 
these a sses are represented in the dotted byte form, for example . 
The o
Internet, using only its address.  

 to 
its with the value 1) 

re 6 different types of entities in Ak

and networks; entities of service type represent a serv

 can be used to perform users authentication; finally, entities of the interface type 
nt a firewall 

nition, the IP protocol requires each host to 
ddre 172.16.17.3

ref re, it is possible to identify a specific host on any IP network, including the 

To define a network, a mask is necessary as well as a IP address. The mask is used
define which IP address bits will be used to represent the network (b
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and which will be used to represent the hosts in the network (bits with the value 0)
Thus, to represent the network whose hosts can be assigned the IP addresses from 

 to 

. 

192.168.0.1 192.168.0.254, it is necessary to use a network value of 
5.255.0. This netmask means that the 

ork and the last byte will be used to 
represent the host.  

ical 
D 

ask 
25

10.1.0.0 AND 255.255.0.0 = 10.1.0.0 (to the network) 
10.1.1.2 AND 255.255.0.0 = 10.1.0.0 (to the address) 

 
the network 10.1.0.0.  

172.17.0.0 AND 255.255.0.0 = 172.17.0.0 (to the network)  
17

192.168.0.0 and a netmask value of 255.25
first three bytes will be used to represent the netw

To verify if a host belongs to a certain network, it is just necessary to perform a log
AND of the network mask with the desired address and compare with the logical AN
of the network address with its mask. If they are the same, the host belongs to the 
network, otherwise it doesn't. Follow this two examples:  

Suppose we wish to verify if the host 10.1.1.2 belongs to the network 10.1.0.0, netm
5.255.0.0. We have:  

Since both results are equal, after the netmask is applied, the host 10.1.1.2 belongs to

Now, suppose we wish to know if the host 172.16.17.4 belongs to the network 
172.17.0.0, netmask 255.255.0.0. We have:  

2.16.17.4 AND 255.255.0.0 = 172.16.0.0 (to the address)  

As the final results are different, the host 172.16.17.4 doesn't belong to the network 
172.17.0.0.  

 If it is necessary to define a network, where any host is considered as belonging to it
(or to specify any host on the Internet), just put the value  0.0.0.0 as its network IP
address and the value 0.0.0.0 as its netmask.This is very useful to define public 
services, which all the Internet hosts will have access to. 

 
 

Whenever there is communication between two hosts, using the IP protocol, it involves 
t also a higher level protocol (transport 

level) and some other data that identify the communication uniquely. In case of the TCP 
 is 

The source port is a sequential number, chosen by the client, in order to allow the 
existence of more than one active session, of the same service, at a certain time. Thus, a 
complete communication in the TCP and UDP protocols can be defined as:  

not only the source and destination addresses, bu

and UDP protocols (which are the two most often used over the IP), a communication
identified by two numbers: the Source Port and the Destination Port.  

The destination port is a fixed number usually associated to a specific service. For 
example, the Telnet service is associated to the TCP protocol on port 23, the FTP 
service with the TCP protocol on port 21 and SNMP service with the UDP protocol on 
port 161.  
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    10.0.0.1        1024    ->     10.4.1.2          23              
TCP  
----------------------------------------------------------------------
------ Source address  Source Port  Destination address Destination 
Port  Protocol  

For a firewall, the source port is not important, since it is random. Due to it, when a 
service is defined, only the destination port is considered. 

Apart from the TCP and UDP protocols, there is another important protocol, the ICMP. 
This protocol is used, by the IP itself, to send control messages, to inform about errors 
and to test connectivity of a network.  

The ICMP protocol doesn't use the ports concept. It uses a number that varies from 0 to 

f  hosts. Nevertheless, 
Aker Firewall includes support to

ich identifies it to the IP protocol. This number varies from 0 to 255. 
r as 

255 to indicate the Type of Service. Since the type of service defines one specific 
service between two hosts, it can be used as the destination port of the TCP and UDP 
protocols when defining a service.  

At last, there are other protocols that can run over the IP protocol, which are not TCP, 
UDP nor ICMP. Each one of these protocols has its own forms to define a 
communication and none of them are used by a large number o

 these protocols, allowing the administrator to control 
which of them can pass through the firewall and which can't.  

To understand how it is done, it is enough to know that each protocol has a unique 
number wh
Because of this, we can define services for other protocols using the protocol numbe
its identification.  

What is quality of service (QoS) 

Quality of service can be understood in two different ways: from the application or from 
its services with quality means to 
s regarding response time and 

ase of a video service, the 
d not freezing. 

are translated in parameters that indicate the performance of the 

ts use, applications 
th e amount of bandwidth can be controlled. Entities of Pipe 
type are used for this purpose and will be explained later on.  

the network perspectives. For an application, to offer 
fulfill the expectations, usually subjective, of the user
quality of the service being provided. For example, in c
adequate sound fidelity and/or image without noises an

The quality of a network service depends on the needs of an application, that is, what it 
demands from the network in order to operate well and fulfill the needs of the users. 
These requirements 
network, for example, the maximum traffic delay between the source and destination 
applications. 

Aker Firewall implements a mechanism through which it is possible to define a 
maximum network bandwidth for specific applications. Through i

at traditionally consume larg
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5-2 Registering entities using the graphic user interface 

To access the entities registration window, the following must be done:  

• Click on the Firewall Configuration menu of the firewall window you want to 
manage.  

• Select Entities item  

 

 

The entities window  
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  T rewall entities are registered, regardless of 
its type. This windows due to the fact it is constantly used in almost all firewall 

the 

ere a standard window, 
being it enough to click on its titlebar and drag it to the desired position. 

In this window there are eight icons, in a tree structure, representing the eight possible 

Hint: To view the entities of a given type, just click on the + signal of the 
cor p entities will be listed below the icon. 

1. Right click on the icon representing the type of entity to be created and select the 
e pop-up menu. 

or  

To edit or delete an entity, take the following steps:  

1. Select the entity to be edited or removed (if necessary, expand the corresponding 

lick on the entity to be edited or removed and select Edit or Delete 
options, respectively, on the pop-up menu  

3. Click on the icon representing the type of entity to be edited or deleted and press 

In case of the options Edit or New, the entity properties window will appear. This 
window will be different for each one of the possible entity types.  

he entity window is where all the Aker Fi

configuration windows, is usually kept open, colapsed below the window with 
configuration menus for each firewall. 

Hint: It is possible to move along the entities windows as if it w

entity types that can be created. 

res onding type and the 

To create a new entity, take the following steps:  

Insert option in th

2. Click on the icon representing the type of entity to be created and press the 
Insert key.  

entity list)  
2. Right c

or  

the Delete key .  

The icon , in the lower part of the window starts the entity wizard that will be 
shown at the end of this chapter. 

The entity removal confirmation window 
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Every time an entity is about to be removed the firewall will check if there is any 
dependency of it in the configuration, in order to keep the configuration integrity. If 
there is a dependency, it is still possible to remove the entity, but some actions will be 
taken automatically by the system. The list of actions will be displayed so the 
administrator can decide whether or not to perform the removal. 

 Creating / editing hosts 

 

  To register an entity of the host type, it is necessary to fill in the following fields:  

Name: It is the name which will be used by the firewall to refer to the host from now 
on. It is possible to specify this name manually or let it be automatically assigned. The 
option Automatic allows to choose between the two operation modes: if it is marked, 
the assignment will be automatic, otherwise, manual.  

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 
different.  
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Icon: It is the icon that will appear, associated to the host, in all references. To modify 
it, just click on the actual icon drawing. The firewall then will show a list of all the 
possible icons to represent hosts. To select one of them click on the desired icon and on 
the OK button. If you don't want to modify the icon, after seeing the list, just click on 
the Cancel button.  

IP: It is the IP address of the host to be created. 

After filling in all the fields, click on the OK button, to perform the host creation or 
modification. To cancel the modifications or the creation, click on the Cancel button.  

To facilitate the creation of many hosts successively, there is a button called New 
(which is disabled during an edition). When clicked, this button will create the host 
whose data is filled in and the window will be kept open, ready for a new addition. This 
ways, it is possible to create quickly a large number of hosts.  

 Creating / editing networks 

 

specify this name manually or let it be automatically assigned. 

To register an entity of the network type, it is necessary to fill in the following fields:  

Name: It is the name which will be used by the firewall to refer to the network from 
now on. It is possible to 
The option Automatic allows to choose between the two operation modes: if it is 
marked, the assignment will be automatic, otherwise, manual. 

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 
different.  

Icon: It is the icon that will appear, associated to the network, in all references. To 
modify it, just click on the actual icon drawing. The firewall then will show a list of a
the possible icons to rep

ll 
resent networks. To select one of them, click on the desired icon 

and on the OK button. If you don't want to modify the icon, after seeing the list, just 
ick on the Cancel button.  cl
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IP:

Netmask: It is the mask of the network to be created. 

After filling in all the fields, it is necessary to click on the OK button, to perform the 
network creation or modification. To cancel the modifications or the creation, click on 
the Cancel button.  

To facilitate the creation of many networks successively, there is a button called New 
(which is disabled during an edition). When clicked, this button will create the network 
whose data is filled in and the window will be kept open, ready for a new addition. This 
way, it is possible to create quickly a large number of networks.  

 It is the IP address of the network to be created.  

 Creating / editing sets 

 

To register an entity of the set type, it is necessary to fill in the following fields:  

Name:

 it is marked, 

 It is the name which will be used by the firewall to refer to the set from now on. 
It is possible to specify this name manually or let it be automatically assigned. The 
option Automatic allows to choose between the two operation modes: if
the assignment will be automatic, otherwise, manual.  

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 
different. 

Icon: It is the icon that will appear, associated to the set, in all references. To modify it, 
just clic the 
possibl nd on 

k on the actual icon drawing. The firewall then will show a list of all 
e icons to represent sets. To select one of them, click on the desired icon a
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the OK button. If you don't want to modify the icon, after seeing the list, just click on 
the Cancel button. 

After filling in the name and choosing the icon for the set, it is necessary to define 
which hosts and networks will belong to it, by following these steps:  

1. Right click on the blank field inside the window and select the option Add 
entities (the entity can be added by double clicking on it or by single clicking 
and then clicking on the Add button). 
or  

2. Click on the entity to be added, drag and drop it inside the list of entities in the 
set windows.  

 

To remove a network or a host  from the set,  it is necessary to follow these steps:  

1. Right Click o
or  

2. Select the host or network to be
the Delete key.  

After filling in all the fields, click on the OK button, to perform the set creation or 
modification. To cancel the modific

To facilitate the creation of many sets su

n the entity to be removed and select the Delete option. 

 deleted from the list of the window and press 

ations or the creation, click on the Cancel button.  

ccessively, there is a button called New (which 
is disabled during an edition). When clicked, this button will create the set whose data is 
filled in and the window will be kept open, ready for a new addition. This way, it is 
possible to create quickly a large number of sets.  

 59



 Cr ating / editing external agents e

External agents are used to define complementary programs to Aker Firewall, 
responsible for specific tasks, that may be running on distinct hosts. When it is 
necessary to perform a given task by one of the external agents, or vice-versa, the 
firewall will communicate with them and ask for its execution. 

 

There are 8 different types of external n each one responsible for a distin  of 
tasks: 

• Antivirus engines  

 of virus in e-mails and FTP / HTTP downloads 

orm user authentication in the firewall using 
username/passwords from databases of several operating systems (Windows NT, Linux, 

• Certification Authority  

Certification authorities are used to perform user authentication through PKI, using 
Sm

• Token authenticator  

The token authenticators are used to perform user authentication in the firewall using 

ion Systems) are systems that watch the network at 
real-time searching for known attack patterns or abuses. When any of these threats are 

age ts, ct type

The antivirus agents are used by SMTP, POP3 and WWW proxy to perform transparent 
scanning and disinfection

• Authenticators  

The authentication agents are used to perf

etc). 

art Cards. 

SecurID(R). 

• IDS Agent  

The IDS agents (Intrusion Detect

detected, it can add a firewall rule that will block immediately the attacker. 

• LDAP authenticator  
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The LDAP authenticator allows the firewall to authenticate users using a X500 
compatible database through the LDAP protocol. 

• RADIUS authenticator  

The RADIUS authenticator allows the firewall to authenticate users using a users 
database through the RADIUS protocol. 

• Remote Log Server  

The remote log servers are used by the firewall to send log to a remote storage server. 

It is possible to install several external agents in a same host, provide each one is of a 
different type 

To register an external agent it is first necessary to select its type, by expanding the 
External Agents list in the entities tree. Regardless of its sub-type, all external agents 
have the following fields (the remaining fields will be modified according to the agent 
type and will be explained later on) : 

Name: It is the name which will be used by the firewall to refer to the agent from now 
on. It is possible to specify this name manually or let it be automatically assigned. The 
option Automatic allows to choose between the two operation modes: if it is marked, 
the assignment will be automatic, otherwise, manual. 

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 

ar, associated to the agent, in all references. To modify 

n't want to modify the icon, after 

ypes, it is 

combinations is possible. The entities Aker, AKER and aker are, then, considered 
different.  

Icon: It is the icon that will appe
it, just click on the actual icon drawing. The firewall then will show a list of all the 
possible icons to represent agents of the chosen sub-type. To select one of them, click 
on the desired icon and on the OK button. If you do
seeing the list, just click on the Cancel button.  

  

• To register an entity of the Authenticator or Token Authenticator t
necessary to fill in the following additional fields:  
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IP: It is the IP address of the host where the agent is running. 

1st Backup 2nd Backup
of 

 and : These fields allow the specification of up to two 
additional hosts that will also be running the agent and will be used as backup in case 
the first host goes down. 

The primary and the backup hosts must share a same user database, that is, they must 
ase 

 the authentication and encryption keys, 
e 

be primary domain controllers or backup domain controllers (PDCs and BDCs), in c
of Windows networks, or several Unix hosts using NIS. 

Password: It is the password used to generate
used on the communication with the authentication agent. This password must be th
same as the one configured in the agent. For further information, refer to the chapter 
Working with proxies.  

Confirmation: This field is used only to check if the password was typed correctly. It 
must be typed exactly as the Password field. 

y. In the 
 

This parameter allows to define the time, in seconds, that the firewall will keep the 

Cache timeout: Every time an authentication is successfully performed, the firewall 
keeps all the data received from the user and authentication agent in the memor
subsequent authentications, the firewall has all the necessary data and doesn't have to
consult the agent anymore. This allows a better performance.  

authentications information in memory. For further information, refer to the chapter 
Working with proxies. 
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• To register an entity of the Certification Authority type, it is necess
the following additional fields:  

ary to fill in 

 

CRL publishing location: It is the URL which the certification revocation list (CRL) 
will be downloaded from. This URL must be of the HTTP protocol and must be typed 
without the http://.  

The Import root certificate button allows the administrator to load the CA's root 
certificate in the firewall. When it is clicked, the interface will show a window that 
allows the specification of the file with the root certificate to be imported. 

 It is necessary to import a root certificate for each created Certification Authority, 
otherwise it will not be possible to perform user authentication using it. 

The pseudo-groups field allows the definition of groups for users authenticated through 
the certification authority, in the same way operating system groups are defined. This 
way, it is possible to define pseudo-groups that represent all users of a given company, 
department, city, etc. After created, the pseudo-groups can be associated with access 
profiles in the same way as groups from authenticators or token authenticators. 

when right clicking on this field, the following options will be shown: 

•  Insert: This options allows the inclusion of a new pseudo-group.  
•  Delete: This option removes the selected pseudo-group from the list.  
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•  Edit: This option opens the edition windows for the selected pseudo-group.  

When Insert or Edit options are selected, the following window will be displayed: 

 

The only mandatory field is the Name field, which indicates the name which will be 
used by the firewall to refer to the pseudo-group. The remaining fields represent data 
that will be compared with data present in the X509 certificate of each authenticated 

 
field of the certificate, otherwise only certificates that have the same value in the 

 
hich the certificate was issued to. 

Company: Represents the company name where the person which the certificate was 
is

n which 

sents the city where is located the company where the person which the 
certificate was issued to works for. 

he 

user. If a given field is left blank then any value will be accepted in the corresponding

corresponding field will be considered as part of the group. 

Common name: Represents the name of the person which the certificate was issued to.
E-mail address: Represents the e-mail of the person w

sued to works for. 
Department: Represents the department inside the company where the perso
the certificate was issued to works in. 
City: Repre

State: Represents the state where is located the company where the person which t
certificate was issued to works for. 
Country: Represents the country where is located the company where the person which 
the certificate was issued to works for. 

In order for an user authenticated through the certification authority 
as part of a pseudo-group, all fields of his X509 certifi

to be considered 
cate must be equal to the values 

of the corresponding fields of the pseudo-group. Blank fields of a pseudo-group are 
ignored and then any values in the certificate for these fields will be accepted. 
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• To register an entity of the IDS Agent, Context Analyser, Antivirus or 
Remote Log Server type types, it is necessary to fill in the following additional 
fields:  

    

        

IP: It is the IP address of the host where the agent is running. 

1st Backup and 2nd Backup: These fields allow the specification of up to two 
of 

 and encryption keys, 

sa nt. 

Confirmation: This field is used only to check if the password was typed correctly. It 
must be typed exactly as the Password field. 

additional hosts that will also be running the agent and will be used as backup in case 
the first host goes down. 

Password: It is the password used to generate the authentication
used on the communication with the authentication agent. This password must be the 

me as the one configured in the age
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• To register an entity of the LDAP Authenticator, it is necessary to fill in the 
following additional fields:  

  

IP: It is the IP address of the host where the agent is running. 

1st Backup and 2nd Backup: These fields allow the specification of up to two 
additional hosts that will also be running the LDAP server and will be used as backup in 
case of the first host goes down. 

ewall will keep the 
authentications inform

Cache timeout: Every time an authentication is successfully performed, the firewall 
keeps all the data received from the user and authentication agent in the memory. In the 
subsequent authentications, the firewall has all the necessary data and doesn't have to 
consult the agent anymore. This allows a better performance.  

This parameter allows to define the time, in seconds, that the fir
ation in memory. For further information, refer to the chapter 

Working with proxies.        

                         

 

LDAP configurations: This set of fields is used to specify the configurations regar
the LDAP server that will be used to perform the authentications. The description of 
each field follows on:  

ding 
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Root binding DN:  DN of the user that will be used by the firewall for the queries 
Root binding password:  the password of the user 
Base DN:  DN where to start the search 
Account ObjectClass:  value of objectclass that identifies objects from valid accounts 
Username attribute: the attribute where the username is located 

Group attribute: the attribute where the group is located 

order to validate him.  

Se ill 

S: specifies that the firewall will use TLS encrypted connections  

f the RADIUS Authenticator, it is necessary to fill in the 

Password attribute: the attribute where the password is located  

Allows empty user password: allows empty passwords when it is checked 

Authentication method: This field specifies if the firewall should search for the 
password or connect in LDAP database with user credentials in 

cure LDAP connection: This field specifies if the connection with LDAP server w
be encrypted or not. It consists of the following options:  

•  SSL: specifies that the firewall will use SSL encrypted connections  
•  TL
•  None: specifies that the firewall will not use encryption when connecting to 

LDAP server  

  

• To register an entity o
following additional fields:  

 

IP: It is the IP address of the host where the agent is running. 

Port: Number of the port that the RADIUS server is listening for authentication 
requests 
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1st Backup: This fields allow the specification of an additional hosts that will also be 
running the RADIUS server and will be used as backup in case of the first host goes 
down. 

Secret: It is the shared secret used in the RADIUS server.  

Confirmation: This field is used in order to check if the shared secret was type 
correctly. It is to be type exactly as in the Secret field.  

Cache timeout: Every time an authentication is successfully performed, the firewall 
keeps all the data received from the user and authentication agent in the memory. In the 
subsequent authentications, the firewall has all the necessary data and doesn't have to 
consult the agent anymore. This allows a better performance.  

This parameter allows to define the time, in seconds, that the firewall will keep the 

Working with proxies
authentications information in memory. For further information, refer to the chapter 

. 

ste 
ta de usuários. Somente 

é necessário se realizar o cadastramento dos usuários que se deseje associar com perfis 
es

pos 
 RADIUS com perfis de acesso do firewall, uma vez que com este protocolo 

não é possível para o firewall conseguir a lista completa de grupos. Somente é 

Usuários: Este campo serve para que se possa cadastrar e posteriormente associar 
usuários específicos RADIUS com perfis de acesso do firewall, uma vez que com e
protocolo não é possível para o firewall conseguir a lista comple

pecíficos.  

Grupos: Este campo serve para que se possa cadastrar e posteriormente associar gru
específicos

necessário se realizar o cadastramento dos grupos que se deseje associar com perfis 
específicos.  

Existe um grupo chamado de RADIUS USERS, gerado automaticamente pelo 
firewall que pode ser utilizado para a associação de usuários RADIUS com um perfil de 

r 
eseje 

 

acesso específico. Todos os usuários autenticados em um determinado servido
RADIUS são considerados como pertencentes a este grupo. Desta forma, caso se d
utilizar um único perfil de acesso para todos os usuários, não é necessário o 
cadastramento de nenhum usuário e/ou grupo. 

  

After filling in all the fields, click on the OK button, to perform the external agent 
creation or modification. To cancel the modifications or the creation, click on the 
Cancel button.  

To facilitate the creation of many agents successively, there is a button called New 
(which is disabled during an edition). When clicked, this button will create the agent 
whose data is filled in and the window will be kept open, ready for a new addition. This
way, it is possible to create quickly a large number of agents.  
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 Creating / editing services 

 

To register an entity of the service type, it is necessary to fill in the following fields:  

Name: It is the name which will be used by the firewall to refer to the service from now 
on. It is possible to specify this name manually or let it be automatically assigned. The 
option Automatic  allows to choose between the two operation modes: if it is marked, 
the assignment will be automatic, otherwise, manual.  

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 
different.  

Icon: It is the icon that will appear, associated to the service, in all references. To 
modify it, just click on the actual icon drawing. The firewall then will show a list of all 
the possible icons to represent services. To select one of them, click on the desired icon 
and on the OK button. If you don't want to modify the icon, after seeing the list, just 
click on the Cancel button. 

Protocol: It is the protocol associated to the service.  
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Service: It is the number that identifies the service. In
protocols, this number is the destination port. In case of  the ICMP, it is the type of 

 case of  the TCP and UDP 

 the 

If you want to specify a range of values, instead of only one value, just click on the 
pecify the lower value of the range in the 

Service 1 field and 2 field. All the values within this range, 
 the lower and higher values, will be considered part of the service.  

eld is only enabled for the TCP protocol and allows to define if 
at use this service will be automatically redirected to one of the 

ll. The default value is No Proxy, which means that 
y. The other options are HTTP Proxy, 

 that redirect 

service and in case of other protocols, it is the protocol number. In order to facilitate
service creation, for each protocol, the firewall has a list of the most common service 
values. However, it is possible to use values that are not part of the list, simply by 
typing them in the field.  

button beside the names From and To and s
the higher in the Service 

including

Proxy: This fi
connections th
transparent proxies of Aker Firewa
no connections are to be redirected to any prox
SMTP Proxy, POP3 Proxy, Telnet Proxy, FTP Proxy and User Proxy
the connection to the HTTP, SMTP, POP3, Telnet, FTP and user defined proxies, 
respectively.  

  Telnet service is associated with port 23, SMTP with port 25, FTP with port
o specify that connect

 21, 
ions to 

 to 

d proxies can be found in 

HTTP with port 80 and POP3 with port 110. It is possible t
any other ports are to be redirected to one of these proxies, but this is not the default 
setting and shouldn't be done, unless you have the knowledge of all possible 
consequences.  

If it is specified that the connection is to be redirected to a proxy, it may be necessary
define the parameters of the context that will be used by the proxy for this service. If it 

onal parameters that are to is the case, the window will be expanded to shown the additi
be configured. 

The definition of the parameters of each context of the standar
the chapters Configuring the SMTP proxy, Configuring the Telnet proxy, Configuring 
the FTP proxy and Configuring the POP3 proxy. The HTTP proxy does not have 
configurable parameters and all its settings are described in chapter Configuring  the 
WWW proxy. For further information about transparent proxies, refer to the chapter 
Working with proxies. User defined proxies are useful only to developers and its 
description will not be mentioned here. 

After filling in all the fields, click on the OK button, to perform the service creation or 
Cancel button.  

w 
vice 

ition. This 

modification. To cancel the modifications or the creation, click on the 

To facilitate the creation of many services successively, there is a button called Ne
(which is disabled during an edition). When clicked, this button will create the ser
whose data is filled in and the window will be kept open, ready for a new add
way, it is possible to create quickly a large number of services.  

 Creating / editing interfaces 
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  To register an entity of the interface type, it is necessary to fill in the following fields:  

e from 
ecify this name manually or let it be automatically assigned. 

n modes: if it is 

Name: It is the name which will be used by the firewall to refer to the interfac
now on. It is possible to sp
The option Automatic  allows to choose between the two operatio

tic, otherwise, manual.  marked, the assignment will be automa

 Entities names are case sensitive. This way, the existence of many entities whose 
names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 

e, in all references. To 
hen will show a list of all 

 

ation or 
fications or the creation, click on the Cancel button.  

essively, there is a button called New 
nterface 
on. This 

different.  

Icon: It is the icon that will appear, associated to the interfac
modify it, just click on the actual icon drawing. The firewall t
the possible icons to represent interfaces. To select one of them click on the desired icon
and on the OK button. If you don't want to modify the icon, after seeing the list, just 
click on the Cancel button.  

Device: It is the name of the network adapter that will be associated with the interface 
entity. It will be shown automatically a list with all network adapters configured in the 
firewall and the IP address of each one, if it exists. 

Comment: It is a free text field, used only for documentation purposes. 

After filling in all the fields, click on the OK button, to perform the interface cre
modification. To cancel the modi

To facilitate the creation of many interfaces succ
(which is disabled during an edition). When clicked, this button will create the i

itiwhose data is filled in and the window will be kept open, ready for a new add
ways, it is possible to create quickly a large number of interfaces.  

 Creating / editing counters 

Counters are entities used in filtering rules in order to generate statistics about the 
network traffic. A same counter can be used in many filtering rules and the traffic that 
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matches any of these rules is summarized by the counter. It's use is better described in 
chapters The Stateful filter and Viewing statistics. 

 

  To register an entity of the counter type, it is necessary to fill in the following fields:  

t is the name which will be used by the firewall to refer to the interface from 
ssigned. 

ic  allows to choose between the two operation modes: if it is 
ent will be automatic, otherwise, manual.  

Name: I
now on. It is possible to specify this name manually or let it be automatically a
The option Automat
marked, the assignm

 Entities names are case sensitive. This way, the existence of many entit
names consist of the same letters, but with different capital and small lette

ies whose 
rs 

Aker, AKER and aker are, then, considered 

terface, in all references. To 
lick on the actual icon drawing. The firewall then will show a list of all 
ns to represent interfaces. To select one of them click on the desired icon 

fy the icon, after seeing the list, just 

entation purposes. 

n all the fields, click on the OK button, to perform the interface creation or 
 To cancel the modifications or the creation, click on the Cancel button.  

ccessively, there is a button called New 
cked, this button will create the interface 
kept open, ready for a new addition. This 

combinations is possible. The entities 
different.  

Icon: It is the icon that will appear, associated to the in
modify it, just c
the possible ico
and on the OK button. If you don't want to modi

ick on the Cancel button.  cl

Comment: It is a free text field, used only for docum

After filling i
modification.

To facilitate the creation of many interfaces su
(which is disabled during an edition). When cli

 whose data is filled in and the window will be
ays, it is possible to create quickly a large number of counters.  w

 Creating / editing pipes 

Pipes are entities used in filtering rules in order to limit the bandwidth of specific 
. It's use is described in chapter The Stateful filterservices, hosts, networks and/or users . 
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  T ds:  

Name: It is the name which will be used by the firewall to refer to the interface from 
ed. 

ent will be automatic, otherwise, manual.  

o register an entity of the counter type, it is necessary to fill in the following fiel

now on. It is possible to specify this name manually or let it be automatically assign
The option Automatic  allows to choose between the two operation modes: if it is 
marked, the assignm

 Entities names are case sensitive. This way, the existence of many entities whose 

at will appear, associated to the interface, in all references. To 

 icons to represent interfaces. To select one of them click on the desired icon 
and on the OK button. If you don't want to modify the icon, after seeing the list, just 

s field is used to specify the network bandwidth (maximum 
d) of this pipe. This bandwidth will be shared 
s pipe. The most convenient measure unit can be 

s used to specify the size of the buffer (temporary data space used to 
store packets that will be sent) of this pipe. The most convenient measure unit can be 
selected. It is possible to specify the size of the buffer, or let it be selected 
automatically. The option Automatic permits the selection between these two operation 
modes. 

After filling in all the fields, click on the OK button, to perform the interface creation or 
modification. To cancel the modifications or the creation, click on the Cancel button.  

To facilitate the creation of many interfaces successively, there is a button called New 
(which is disabled during an edition). When clicked, this button will create the interface 

names consist of the same letters, but with different capital and small letters 
combinations is possible. The entities Aker, AKER and aker are, then, considered 
different.  

Icon: It is the icon th
modify it, just click on the actual icon drawing. The firewall then will show a list of all 
the possible

click on the Cancel button.  

Bandwidth: Thi
transmission speed in bits per secon
among all connections that fit in thi
selected. 

Buffer: This field i
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whose data is filled in and the window will be kept open, ready for a new addition. This 
e number of pipes. ways, it is possible to create quickly a larg

 74



5-3 Using the command line interface 

The use of command line interface for entitie  is very simple and has 
almost the same capacities of the graphic user interface. The only missing options are 
the creation of services that use the transparent proxies and the edition of pseudo-groups 
of a certification authority. It is important to mention, however, that in the command 
line interface the external agents are created and displayed directly by their sub-type. 

Program location: /etc/firewall/fwent

Syntax: 

fwent help 
fwent show 
fwent remove <name> 
fwent add host <name> <IP> 
fwent add network <name> <IP> <mask> 
fwent add set <name> [<entity1> [<entity2>] ...] 
fwent add authenticator <name> <IP1> [<IP2>] [<IP3>] <passwd> <t. 
cache> 
fwent add token <name> <IP1> [<IP2>] [<IP3>] <passwd> <t. cache> 
fwent add ldap <name> <IP1> [<IP2>] [<IP3>] <root_dn> <root_pwd> 
               <base_dn> <act_class> <usr_attr> <grp_attr> 
               < <pwd_attr>|<-bind> > < <-ssl>|<-tls>|<-none> > 
               < <-no_pwd>|<-pwd> > <t. cache> 
fwent add radius <name> <IP1> <port1> [ <IP2> <port2> ] <passwd> <t. 
cache> 
fwent add ids <name> <IP1> [<IP2>] [<IP3>] <passwd> 
fwent add anti-virus <name> <IP1> [<IP2>] [<IP3>] <passwd> 
fwent add url-analyzer <name> <IP1> [<IP2>] [<IP3>] <passwd> 
fwent add ca <name> <root certificate filename> <CRLs download URL> 
fwent add service <name> [TCP | UDP | ICMP | OTHER] <value>[..<value>] 
fwent add interface <name> <device> [<comment>] 
fwent add pipe <name> <bandwidth in Kbit/s.> [<queue size> 
<bytes|slots>] 
fwent add counter <name> [<comment>] 
went add logger <name> <IP> [IP] [IP] <password> 

Program help:  

fwent - Command line interface for configuring entities 
Usage: fwent help 
       fwent show 
       fwent remove <name> 
       fwent add host <name> <IP> 
       fwent add network <name> <IP> <mask> 
       fwent add set <name> [<entity1> [<entity2>] ...] 
       fwent add authenticator <name> <IP1> [<IP2>] [<IP3>] <passwd> 
<t. cache> 
       fwent add token <name> <IP1> [<IP2>] [<IP3>] <passwd> <t. 
cache> 
       fwent add ldap <name> <IP1> [<IP2>] [<IP3>] <root_dn> 
<root_pwd> 
                      <base_dn> <act_class> <usr_attr> <grp_attr> 
                      < <pwd_attr>|<-bind> > < <-ssl>|<-tls>|<-none> > 
                      < <-no_pwd>|<-pwd> > <t. cache> 
       fwent add radius <name> <IP1> <port1> [ <IP2> <port2> ] 
<passwd> <t. cache> 

s configuration
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       fwent add ids <name> <IP1> [<IP2>] [<IP3>] <passwd> 
       fwent add anti-virus <name> <IP1> [<IP2>] [<IP3>] <passwd> 
       fwent add url-analyzer <name> <IP1> [<IP2>] [<IP3>] <passwd>
       fwent add ca <name> <ro

 
ot certificate filename> <CRLs download 

URL> 
       fwent add service <name> [TCP | UDP | ICMP | OTHER] 
<value>[..<value>] 
       fwent add interface <name> <device> [<comment>] 
       fwent add pipe <name> <bandwidth in Kbit/s.> [<queue size> 
<bytes|slots>] 
       fwent add counter <name> [<comment>] 
       fwent add logger <name> <IP> [IP] [IP] <password> 
       show     = shows all the entities configured in the system 
       add      = adds a new entity 
       remove   = removes an existent entity 
       help     = shows this message 
 
For the remove / add commands: 
       name     = name of the entity to be created or removed 
 
For the add command: 
       IP       = IP address of the network or host 
       mask     = network mask 
 
       entity   = name of the entities to be added to the set 
                  (Only host and network entities can be added to a 
set) 
 
       passwd   = authentication agent access password 
       t. cache = lifetime in seconds of an entry in the 
authentication cache 
       TCP      = service uses the TCP protocol 
       UDP      = service uses the UDP protocol 
       ICMP     = service uses the ICMP procotol 
       OTHER    = service uses a protocol other than the above listed 
       value    = Number that identifies the service. For the TCP and 
UDP 
                  protocols, it is the number of the port associated 
with the 
                  service. For the ICMP, it is the Type of Service and 
for the 
                  other protocols, the number of the protocol itself. 
A range 
                  can be specified through the value1..value2 
notation, which 
                  means the range between the value1 and value2 
(inclusive). 
For the add ldap command: 
       root_dn  = DN of the root user the firewall will impersonate to 
log on 
       root_pwd = this user's password 
       base_dn  = DN of the entry at which to start the search 
       act_class= objectclass value for valid account objects 
       usr_attr = the attribute where the username is stored 
       grp_attr = the attribute where the groupname is stored 
       pwd_addr = the attribute where the password is stored 
       -bind    = does not try to fetch the password. Instead 
                  try to bind to the LDAP server with the user's 
credentials 
       -ssl     = use ssl encrypted connection 
       -tls     = use tls encrypted connection 
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       -none    = do not use encrypted connection 
       -no_pwd  = allo
       -pwd     = does not allow users with blank passwords 

ws users with blank passwords 

Example 1: (viewing the defined entities) 

#fwent show 
Hosts: 
------ 
cache                      10.4.1.12 
firewall                   10.4.1.11 
 
Networks: 
--------- 
AKER                       10.4.1.0        255.255.255.0 
Internet                   0.0.0.0         0.0.0.0 
 
Sets: 
----- 
Internal Hosts             cache                     firewall 
 
Authenticators: 
--------------- 
Authenticator NT           10.0.0.1        
10.0.0.2                         600 
Unix                       192.168.0.1     192.168.0.2     
192.168.0.3      600 
 
Token Authenticators: 
--------------------- 
Token Authenticator         10.0.0.1        
10.0.0.2                         600 
 
IDS Agents: 
----------- 
IDS Agent                   10.10.0.1 
 
Anti-Virus: 
----------- 
Local Anti-virus            127.0.0.1 
 
Services: 
--------- 
echo reply                 ICMP  8 
echo request               ICMP  0 
ftp                        TCP   21 
snmp                       UDP   161 
telnet                     TCP   23 
 
Interfaces: 
----------- 
External Interface         xl0 
Internal Interface         de0 

Example 2: (creating an host entity) 

#/etc/firewall/fwent add host Server_1 10.4.1.4 
Entity added 
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Example 3: (creating a network entity) 

#/etc/firewall/fwent add network Network_1 10.4.0.0 255.255.0.0 
Entity added 

Example 4: (creating a service entity) 

#/etc/firewall/fwent add service DNS UDP 53  
Entity added 

Example 5: (creating an authenticator entity) 

#/etc/firewall/fwent add authenticator "Unix Authenticator" 10.4.2.2 
password_123 900 
Entity added 

 The use of  inverted commas ("") around the entity's name is mandatory when 
creating or removing entities whose names contain blank characters.  

Example 6: (creating a set entity whose members are the hosts cache and firewall, 
previously created) 

#/etc/firewall/fwent add set "Test set" cache firewall 
Entity added 

Example 7: (creating an entity of the interface type, without specifying a comment)  

#/etc/firewall/fwent add interface "DMZ Interface" fxp0 
Entity added 

Example 8: (creating a token authenticator, using a primary host and a secundary one, 
as backup) 

#/etc/firewall/fwent add token "Token Authenticator" 10.0.0.1 10.0.0.2 
password 600 
Entity added 

Example 9: (removing an entity)  

#/etc/firewall/fwent remove "Unix Authenticator" 
Entity deleted 
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5-4 Using the Entities Wizard 

The entities creation wizard can be invoked by clicking on the icon , located in the 
lower part of the entities window. Its objective is to simplify the task of entities creation 
and can be used whenever you want. It consists of several windows displayed 
sequentially, depending on the type of entity to be created. 

Its use is very simple and here will be shown, as an example, the creation of an entity of 
host type: 

1 - The first widow displayed consists of a brief explanation of the procedures to be 
performed: 
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2 - In the second window, it is necessary to select the type of entity to be created: 
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3 - In case of creation of a host entity, this window is used to define its IP address. 
possible to type in t

It is 
he name of the host and click on the Resolve button in order to 

obtain the corresponding IP address. 
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4 - This window is used to assign the entity name. You can choose a name or select 
automatic 

the 
naming option. 
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5 - This window is used to select the icon that will represent the entity. Click on any of 
the icons 
a

that appear on the window. Pay attention that the selected icon will be shown 
t the right of the window. 
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6
ick on the Finish button in order to create the entity. 
 - Last step. It will be shown a summary of consisting of all entity data. It is enough to 

cl

 

 84



6-0 The Stateful Filter 
 

i ill enable acceptance or 
rejection of connections by the Firewall. This module is the heart of the system 

and its configuration is also the most time consuming. 

6-1 Planning the Installation 

Th s chapter shows how to configure the rules that w

What’s a packet filter? 

A packet filter is the module that decides whether or not a packet will be allowed to 
pass through the firewall. Allowing a packet to pass implies the acceptance of a specific 
service. Blocking a packet means impeding consumption of this service. 
The packet filter has a set of rules, configured by the system administrator, to help 
determine which action should be taken with each incoming packet. Every time a packet 
is received by the Firewall, the packet filter verifies if it matches any of the rules, in the 
order in which they are listed. If there is a match, the action associated with the rule is 
executed. Otherwise, the default action is taken. 

What’s the Firewall Aker stateful filter? 

A traditional packet filter takes its action based solely on the set of rules configured by 
the administrator. For each packet that may pass the filter, the administrator must 
configure a rule that will accept or reject it. Sometimes it is simple, but in others it is 
just impossible to be done, or at least, with the necessary security and flexibility.  
The Firewall Aker packet filter is called stateful filter because it stores information 
about the state of all connections flowing through it, and uses this information, along 
with rules configured by the administrator, to accept or reject a specific packet. In 

w this capability resolves several commonly found problems with 
traditional packet filters. 

The r

To use a UDP service, the client machine initially chooses a port number (which 
changes every time a service is used), and sends a packet to the fixed port of the server 
hos g
port ch ne. To establish communication, the firewall has to 
accept the request and response packets. The problem is that the UDP protocol is not 

uest 
onse. 

With traditional packet filters, since the admi istrator cannot anticipate which port will 
be chosen by the client machine to access a certain service, it can only either block all 

addition, unlike packet filters that only use packet header data to decide, the stateful 
filter verifies the data in every packet layer before accepting or rejecting it. 
Let’s analyze ho

 p oblem with the UDP protocol: 

tin  the service. At the request, the server responds with one or more packets to the 
osen by the client machi

connection-oriented, which means that if a specific packet is observed in isolation, 
without its context, it becomes impossible to determine if the packet is a service req
or a resp

n
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UD tr e 
obviou

The ir dapting itself to the 
traf .  configured by the 
adm i  “Stateful Table”. This 
tabl s
packets

Thi ta , before being 
removed (this period of time is configured in the parameters configuration window, 

P affic, or accept packets through every possible port. Both approaches hav
s problems. 

 F ewall Aker solves these types of problems by dynamically a
fic Every time a UDP packet is accepted by one of the rules
in strator, a record is added to an internal table, called the
e i  consulted again later to allow the return of the corresponding service response 

 to the client machine.  

s s teful table record remains active only for a short period of time

shown in the Configuring the system parameters chapter). Thus, the administrator doe
not need to worry about the UDP res

s 
ponse packets. It is just necessary to configure the 

rules to allow incoming packets to have access to the services. This can easily be done, 
nce all services have fixed ports. 

The problem with the FTP protocol: 

FTP is one of the most popular Internet protocols, but it’s also one of the most complex 
for r

To acce nnection between one 
of i
connec le 
or d  is established. It’s called data connection. 
This data connection can be established in two different ways: 

1. The server can initiate a connection from port 20 to a variable client port, 

2. n from one of its variable ports to a variable 

tion (this one is called passive FTP).  

In b h ator defining filtering rules has no way to know which ports 
will be chosen to establish the data connection. Therefore, if the FTP protocol is to be 

ds 
ish 

tects that a file transfer will 
take place, it adds an entry into the stateful table, allowing data connection. This entry 

ility and security. In this case, to configure FTP access, 
it is only necessary to add a rule allowing access to the control connection port (21). 

The problem with Real Audio protocol: 

si

a fi ewall. Let’s analyze its operation: 

ss an FTP service, the client host initially opens a TCP co
ts ports and port 21 of the server (the port used by the client machine varies). This 

tion is called control or data connection. Afterwards, for every downloaded fi
irectory listing, a new control connection

provided by the client, through the control connection (this is called active 
FTP).  
The client can open the connectio
port at the server, provided to the client by the server itself, through the control 
connec

ot  cases, the administr

used with a traditional packet filter, packages from all possible client and server ports 
must be accepted. This has serious security implications. 

Firewall Aker scans the data traffic going through the FTP control connection and fin
out which type of transfer will be used (active or passive) and which ports will establ
data connection. This way, every time the packet filter de

remains active while the transferring process is going on and the control connection is 
open, to ensure maximum flexib

Everything else is done automatically. 
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The Real Audio protocol is the most popular for real time Internet audio and video 
transfers. 

To make an audio or video transmission, the client needs to establish a TCP connec
to the Real Audio server. Additionally, in order to impr

tion 
ove sound quality, the server can 

open a UDP connection to the client, to a random port informed in real time to the 

tion. 

connections from the server to the client and vice-versa. Therefore, causing very low 

io 
d 

 
P control connection is open, ensuring maximum security. 

o, 

client. In turn, the client can also open another UDP connection to the server, also in a 
random port informed by the server during the connec

For not knowing the ports in advance, traditional packet filters do not allow UDP 

audio and video quality. 

Firewall Aker stateful filter keeps track of all the negotiation between the Real Aud
server and the client, in order to determine if the UDP connections will be opened an
to which ports, and adds this information to an entry in its stateful table. This entry
remains active while the TC

The problem with Real Video protocol (RTSP): 

Firewall Aker now supports the Real Video protocol. As it happens with Real Audi
the firewall controls the transactions, ensuring total security in Real Video applications. 

Creating filtering rules in a simple packet filter 

here are several possible criteria to perform packet filtering. Address filtering may be 

e packet is accepted. This comparison occurs as follows: 

 of network 10.1.x.x can communicate with hosts of network 10.2.x.x.” We 
will write this rule using the masking concept (for more information, read chapter 

Before showing the configuration of Firewall Aker stateful filter, it is interesting to 
explain the basic operation of a simple packet filter: 

T
considered the most simple: it compares the packet addresses with the rules addresses. 
If they match, th

We will work with the following rule: 

 “All hosts

Registering Entities). Thus, we will have: 
 
10.1.0.0 & 255.255.0.0 => 10.2.0.0 & 255.255.0.0 
--------- Source ---------       ------- Destination ------- 

 
addresses. And will verify if 

the source and destination addresses are the same. 

10.1.1.2 AND 255.255.0.0 => 10.1.0.0 (for the packet) 

Let’s now apply the rule to a packet that runs from host 10.1.1.2 to host 10.3.7.7. We
will apply the rule’s mask to both the rule and the packet 

For the source address we have: 

10.1.0.0 AND 255.255.0.0 => 10.1.0.0 (for the rule) 
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A
dress. 

 
10.2.0.0 AND 255.255.0.0 = 10.2.0.0 (for the rule) 
10.3.7.7 AND 255.255.0.0 = 10.3.0.0 (for the packet) 

Since, after applying the mask, the packet destination address does not match the rule
destination address, by definition, this rule would not apply to this packet. 

This operation is pe

fter applying the mask, both source addresses match. Now, let’s check the destination 
ad

 

rformed on the entire list of source and destination addresses and 

& 255.255.255.255  =>     10.2.0.0 & 255.255.0.0 
10.3.3.2 & 255.255.255.255  =>     10.1.2.1 & 255.255.255.255 

  10.2.0.0 & 255.255.0.0 

In et has associated service 
and protocol. This com ore 

masks, or until a rule-packet match is found. A list of rules would look like the 
following: 

10.1.1.2 

10.1.1.0 & 255.0.0.0             =>     10.2.3.0 & 255.255.255.0 
10.1.0.0 & 255.255.0.0          =>   

 addition to source and destination addresses, each IP pack
bination of service plus protocol can be used as one m

filtering criterion.  

TCP protocol services, for example, are always associated to a port (for more 
information, go to chapter Registering Entities). Therefore, it is also possible to 
associate a list of ports to addresses.  

Let’s use POP3 and HTTP, two well-known services, as examples. POP3 is associated 
to server port 110, and HTTP to port 80. We will add these ports to the rule format. We, 
then, will have:  

10.1.0.0 & 255.255.0.0 => 10.2.0.0 & 255.255.0.0     TCP         80 110 
-------- Source --------       ------ Destination ----   - Protocol -   --Ports--  

This rule allows every packet that goes from network 10.1.x.x to network 10.2.x.x, and 
that uses HTTP or POP3 services, to pass through the firewall.  
Then, as a first step, we compare rule addresses with packet addresses. If they match, 
after applying the masks, we continue comparing the packet protocol and destination 
port with the protocol and list of ports associated to the rule. If the protocol is the same, 
and if there is a rule port equal to the packet port, by definition, this rule applies to the 
packet. Otherwise, the search continues with next rule.  

Thus, a set of rules would have the following format:  

0.1.1.2 & 255.255.255.255 => 10.2.0.0 & 255.255.0.0 UDP 53 

 
10.1.0.0 & 255.255.0.0 => 10.2.0.0 & 255.255.0.0 ICMP 0 8  

1
10.3.3.2 & 255.255.255.255 => 10.1.2.1 & 255.255.255.255 TCP 80 
 
10.1.1.0 & 255.0.0.0 => 10.2.3.0 & 255.255.255.0 TCP 21 20 113
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Creating Firewall Aker Filtering Rules  

t 

r further information, refer to chapter Registering Entities

It is very easy to configure filtering rules in the Firewall Aker because of its intelligen
conception. IP addresses, masks, protocols, ports and interfaces are configured through 
the entities (fo ). Therefore, 
when configuring a rule, there is no need to worry about which port a specific service 

 Internet 
services are factory pre-set, which means no wasting time researching their data.  

Basically, to create a rule, the administrator must specify source and destination entities, 
as well as the services that will make up the rule. A source interface for the packets 
might define when the rule will be active, within a weekly timetable. With this 
timetable, it is possible to make specific services available at certain times of the day 
(for instance, freeing IRC or chat only after working hours). If a packet is received 
when a certain rule is not active, the rule will be ignored, and the search will continue 
with the following rule of the list.  

The filter operation is simple: the firewall searches each single rule defined by the 
administrator, in the specified order, until the packet matches one of them. Then, it 
executes the action associated to the matching rule, which can be either “accept,” 
“reject” or “discard” (these values are explained in the following section). If the search 
reaches the end of the list and the packet does not match any rule, then it will be 
discarded (it is possible to configure actions to be executed in this case. This is 
explained in the Configuring System Actions

uses or with the IP address of a determined network. All these things have been 
previously configured. Furthermore, to make it even easier, the most used

 chapter).  
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6-2 Editing a List of Rules Using the Graphical User Interface  

 
In order to have access to the rules configuration window, you need to:  

dow  
  

• Click on the Firewall Configuration in main win
• Select the Filtering Rules item

 

The Filtering Rules Window 

 

The rules window contains all filtering rules defined in the Firewall Aker. Each rule is 
displayed on a separate row, made of several cells. A selected rule will be displayed in a 
different color. 

• The OK button updates the set of rules and makes it immediately active.  
• The Cancel button discards any modification and closes the window.  
• The Apply button sends all alterations to the firewall and keeps the window 

open.  

• If a rule is selected and it has a comment, this comment will be displayed at the 
bottom of the window. 

To execute any operation on a specific rule, just right click over the field you want to 
modify. A menu will be displayed with the entities options for that field, as shown 
below: 
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• Insert: This option records a new rule into the list. If any existing rule is 
selected, the new one will be inserted in its place, pushing it down the list. 

• Edit: Opens the editing window with the selected rule. 
• Copy: Copies the selected rule into a temporary area. 
• Paste: Copies the rule from the temporary area to the list. If any rule is selected, 

the new one will be copied into its place, pushing it down the list. Otherwise, it 
will be appended to the end of the list. 

• Enable/Disable: This option enables/disables the chosen rule.  

Hint: You can change the position of a rule on the list just by clicking on it, dragging 
and dropping it at the new position. 

 
Adding and removing entities and services from a rule 

There are two ways to add an entity to one of these fields: 

1. In the entities table (located at the bottom left corner of the window), click on 
the entity you wish to add to a field. Drag it to the target field. The Insert and 
Delete keys can insert and remove entities respectively.  

2. Right click on the field where you want to add the entities. An entities list for 
that field will be displayed, as well as the type of action applicable to them.  

3. To edit an entity, double-click on it.  

To remove an entity from one of these fields, do the following: 

Otherwise, the new rule is appended to the end of the list. 
• Delete: This option removes the selected rule from the list. 
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1. Right click on the field that contains the entity 
field’s entities will be displayed along with a delete option, in the following 

you wish to remove. A list of that 

 
time. 

rce entities, destination entities, and 
services, we must consider other configuration parameters: 

Counter: Defines r  the None option is chosen, the system 
nting the packets that match this rule. If a counter is chosen, the amount of 

bytes and packets matching this rule will be added to it. 

Pipe: Defines the pipe that will control the rule bandwidth. The None option deactivates 
 rule. 

Rejects: Packets matching this rule will not pass through the firewall. An ICMP packet 
eachable will be sent to the source host. 

e allowed to pass through the 

s to satisfy in 

usly 
hannel: This option is 

sed and it is desired that only 
 firewall-firewall secure 

 channels, go to chapter 

format: delete ‘entity_deleted’.  
2. You can use the Delete Entities option to eliminate several entities at the same

• Rule parameters: 

In addition to basic rule specifications, such as sou

ule packets counter. When
stops cou

bandwidth control for this

Action: This field defines the action that will be executed with all packets that match 
this rule. It has the following options: 

Accepts: The packets matching this rule will be allowed to pass through the firewall. 

informing that the destination is unr

Discards: The packets that match this rule will not b
firewall, and no packet will be sent to the source host. 

Restrictions: This field is to specify additional requirements a packet need
order to match the rule. It has the following options: 

None: There is no additional requirement. 

Only if encrypted: To match this rule, a packet must have been previo
Encrypted/authenticated, i.e., must come from a secure c
especially useful when encryption clients are being u
connections coming from these clients be accepted (or from
channels). For more information on encryption and secure
Creating Secure Channels. 

Only if encrypted and from an authenticated user: In this case, packets m
only encrypted and authenticated, but also the user who established the secure c
must have been authenticated by the firewall. The only way a packet can meet this 
requirement, is if it comes from an encryption client, and the authenticated users option 
is active. For more information on encryption and secure channels, read chapter 

ust be not 
hannel 

Creating Secure Channels.

Log: Defines the types of actions the system will execute when a packet matches this 
rule. It has several options that can be independently selected. 
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Logs: When this option is selected, all packets matching this rule will be registered in 
the system log. 

Sends email: When this option is selected, an email is sent every time a pack
this rule (email address configuration can be found in chapter 

et matches 
Configuring System 

Actions.) 

Sends SNMP Trap: If this opti
SNMP Trap will be sent (trap sending configuration parameters are explained in chapter

on is selected, for each packet that matches this rule, an 
 

Configuring System Actions.) 

Executes Program: With this option
program defined by the administrator is executed (the configuration of the program 
name is shown in chapter 

 selected, every time a packet meets this rule, a 

Configuring System Actions). 

Triggers Alarm: If this option is on, the firewall will show a warning window every 
time a packet matches this rule. This window will be displayed in the host where the 
remote GUI is open. And, if the host allows, there will also be a sound warning. If the
GUI is not open, no message will be displayed and this option will be igno

 

 
red. 

With TCP protocol, only the action
will be executed. With UDP protocol, 

s defined in the opening connection packet rule 
all packets sent by the client host, and which 

ons. The same does not apply to response packets.  

ines times of the day and days of the week during which the rule is 
ows represent days of the week, and columns represent time of day. To 

esponding square must be filled, otherwise, it 

are and drag the mouse over the 
ble, keeping the left button pressed. The timetable is modified as the mouse passes 

t the rule. Very useful for usage documentation 

match the rule, will trigger the acti
 
Time: Def
applicable. R
apply the rule at a specific time, the corr
must be left blank. 

To make this configuration easier, just click on a squ
ta
over it. 

Comment: Used to add a comment abou
and rule maintenance purposes. 

Using Pipes in the Firewa

The adminis
type. In the example below, a 500 K
were applied. The server Mail_SMTP
priority is set as “Very high.” 

ll Aker Filtering Rule 

trator can define different Quality of Service (QoS) levels for each rule 
bit-pipe/channel  was created and rules 8 and 9 

 has traffic priority, because its pipe/channel 
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To adjust pipe priority, right-click on th
c

e entity Pipe and slide along the button to 
hoose the priority. See the graphical representation below: 
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6-3 Working with Filtering Policies 

up rules according to subnetworks 

at the administrator has a firewall placed between 
the Internal network, the DMZ network and the Internet, as seen below: 

 
Filtering Policies is a new feature added to the Firewall filtering rules configuration. 
This resource allows the firewall administrator to gro
traffic flows. 

To illustrate it better, let’s suppose th

 

We can verify the possible data flow that may happen between these networks. Each 
flow was given a number. We can conclude that flows number 5 and 6 are considered 
the least secure, because they represent Internet access to DMZ and Internal networks, 
respectively. 

These flows into the firewall will be architected as filtering rules. Thus, we could have 
the following rules: 
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Filtering Rules 
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In the above example the following rules were created: 

General Firewall Rules -> 1 to 4 
Internal to DMZ flow -> 5 to 7 
DMZ to Internal flow - > 8 to 10 
Internal to Internet flow -> 11 to 13 
DMZ to Internet flow -> 14 to 16 
Internet to DMZ flow -> 17 to 19 
Internet to Internal flow -> 20 

Note that a rule was placed at the end of each flow, blocking it (4, 7, 10, 13, 16, 19 and 
20). The objective of this technique is to avoid that mistakes made during filtering rules 
configuration may open, unexpectedly, a non-authorized access. Thus, if a rule is not 
correctly placed in the flow, it will eventually fall in one of these rejection blocks, 
avoiding unauthorized access. 

Observe that in the Internet-to-Internal network flow there is no configured rule, just the 
block. 

For increased visualization and control, the firewall enables the grouping of these rules 
according to the flow type. The interface would look like the following: 
 

 

To create Policies, just click on the Policy icon in the toolbar. 
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The picture below shows how the policy rules unfold. Just double click on the row to 
display its rules: 

 

If a policy is disabled, all rules associated to it are also disabled. 
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6-4 Using the Command Line Interface 

d line interface is comparatively harder 
than through the GUI because of the great number of parameters that must be input. 

It is not possible to configure the timetable, or to add comments to the rules using the 
text interface. Specifying more than one entity to the rule source or destination is also 
not feasible. All rules added through the command line interface are considered 
permanent, to be applicable all times of the week. 

Program location: /etc/firewall/fwrule 

Syntax: 

Usage: 

fwrule [help| show] 
fwrule [enable | disable | remove] <pos> 
fwrule add <pos> <source> <destination> <accept | reject | discard> 
                  [pipe <pipe> <weight>] [counter <counter>] 
                  [log] [email] [trap] [program] [warning] 
                  [encrypted | user ] [<service> ...] 

Program Help: 

Firewall Aker - Version 5.0 

sage: fwrule [help | show] 
> 

fwrule add <pos> <source> <destination> <accept | reject | discard> 
                 [pipe <pipe> <weight>] [counter <counter>] 

              [log] [email] [trap] [program] [warning] 
                [encrypted | user ] [<service> ...]  

show              = displays all rule table records 
add               = adds a new filtering rule 
enable            = enables a disabled filtering rule 
disable           = disables an existing filtering rule 
remove            = deletes an existing rule 
help              = displays this message 
      
For the ‘add’ command, we have the following:  

pos               = rule position where to add the new rule 
                    (It can be a positive integer, or the word END to 
add 
                     the rule to the end of the table) 
accept            = the rule accepts connections that match it 
reject            = the rule rejects matching connections and sends an 
                    ICMP packet of unreachable destination to the 
source 
discard           = the rule discards packets received (does not send 
an 
                    ICMP packet) 
pipe              = directs the traffic that matches this rule to the 
                    specified “pipe,” with a relative  weight given 

Configuring filtering rules through the comman

fwrule – Configures rules table for the stateful filter 
U
fwrule [enable | disable | remove] <pos
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by: 
counter           = adds the traffic matching this rule to the entity 
                    counter specified. 
weight            = "idle", "v_low" (very low), "low", "normal", 
"high", 
                    "v_high" (very high) or "rt" (real time) 
log               = logs the packets that match the rule 
email             = sends an email each time a packet matches the rule 
trap              = generates an SNMP trap each time a packet matches 
the 
                    rule 
program           = executes a program each time a packet matches the 
                    rule 
warning           = shows a warning window for each packet that 
matches 
                    the rule 
encrypted         = indicates that the rule is only valid if packets 
come 
                    encrypted and user has been previously 
authenticated 
                    in the firewall. This condition can only be met by 
                    connections originated from Encryption Clients. 
service           = list of services for the new rule 
 
For the ‘enable / disable / remove’ commands, we have: 
pos               = number of the rule to be enabled, disabled, or 
                   removed 

#/etc/firewall/fwrule show 

le 01 
-------- 
Source         : Internet 
Destination    : firewall cache 
Action         : Discard 
Log            : Log Trap Warning 
Services       : all_tcp all_udp all_icmp 
 
Rule 02 
-------- 
Source         : cache firewall 
Destination    : Internet 
Action         : Accept 
Log            : Log 
Services       : http ftp 
 
Rule 03 
-------- 
Source         : Internet 
Destination    : Mail server 
Action         : Accept 
Log            : Log 
Services       : smtp 
 
Rule 04 
-------- 
Source         : External companies 
Destination    : Aker 
Action         : Accept 

 

Example 1: (showing filtering rules) 

 
Ru
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Log            : Log 
Services       : smtp 

Example 2: (removing the fourth filtering rule)  

#/etc/firewall/fwrule remove 4 
Rule 4 removed 

E

#/et

xample 3: (adding a new rule to the end of the table)  

c/firewall/fwrule add end Internet "Mail server" accept log smtp 
Rule added into position 4  

The Internet and Mail server entities,
previously configured in the system. For

 as well as the smtp service, must have been 
 more information on how to configure entities 

in the Firewall Aker, go to chapter Registering Entities.  

When an entity name to be included in the rule contains blanks or spaces, it is 
mandatory that it comes between double quotes ( " " ).  
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6-5 Using the Rules Wizard  

e window below will be displayed when a very 
sm

The Rules Wizard can be turned on through the menu or the toolbar. If there are a small 
number of rules, the wizard will run automatically.  

1 – Turning the Rules Wizard on. Th
all number of rules are detected.  

 
 
2 – Initial explanatory screen.  

 
 
3 – Selection of the internal network.  
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4 – Information needed to determine if hosts would have unrestricted access to the 
Internet.  
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5 – DMZ configuration.  

 
 
6 – Selection of DMZ entity.  
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7 – Information about DMZ’s access to the Internet.  

 
 
8 – Services available to DMZ.  

 
 
9 – Firewall administration. Notify who will have administration access to it.  
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10 – Individual DMZ server registration.  

 
 
11 – Notification of specific server to DMZ.  
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12 – Selection of server services for the DMZ.  

 
 
13 – Checking whether another server configuration is desired.  
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14 – Preview of filtering rules configured by the wizard.  
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7-  
Tr

0 Configuring the Network Address 
anslation (NAT) 

 

 We w AT) 
to enable internal network use of reserved addresses, increasing its address 

space, hiding internal network hosts, and still accessing the Internet, in a 
tot y ke 

 

7-1 Planning the Installation 

ill show here how to configure the network address translation (N

all  transparent manner. With this new version, it is also possible to ma
connection load balancing in a more intelligent way.

What is Network Address Translation? 

Every n s a set of IP addresses issued by an 
appropriate authority. Basically, there are three possible sets of addresses: the so called 
class A, with 16,777,214 hosts inside the network, the class B, with 65,533 hosts and 
class C, wit 2

Due to the t
addresses av i  
address, wh h
greater
admini

NAT is
distributed as desired, making viable the use of reserved class A addresses, and still 
have all hosts simultaneously and transparently accessing the Internet. 

Its operation is simple: every time an internal host with a reserved address tries to 
access the Internet, the Firewall detects it and automatically translates its address into a 
valid one. When the destination host responds and sends data to the valid address, the 
Firewall translates this address back into the reserved one and redirects the data to the 
internal host. This process is transparent, so that neither the client hosts, nor the server, 
know it is being done. 

Another advantage in addition to the one above is that, with NAT, all hosts of your 
internal network become invisible to the external network, further increasing the level 
of security of the installation. 

etwork that connects to the Internet need

h 54 hosts on the network. 

fas  expansion of the Internet in the recent years, there are no class A or B 
a lable anymore. Therefore, any connecting network will receive a class C

ic  allows the addressing of only 254 hosts. If the number of machines is 
 than that, either several class C addresses are required, which makes the 
stration more difficult, or Network Address Translation (NAT) is required. 

 a technology that allows the addresses of internal network hosts to be 

NAT is not compatible with services that send IP addresses or port numbers as part 
of the protocol. The only services of these types supported by Firewall Aker are FTP, 
Real Audio and Real Video. 
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What are my internal networks? 

Internal networks are made of all hosts of one or more subnets protected by Firewall 
Aker. It includes all network internal devices, such as routers, switches, servers, clients, 
etc. These are either equipment that store important network information, or key 
components of its operation. 

What are my external networks? 

External networks are made of all hosts that are not part of the internal network. They 
may or may not be under the administrative responsibility of your organization. 

When a company network is connected to the Internet, the external network is actually 
the entire Internet. 

Addressing my internal networks 

Despite of being technically possible, your internal network addresses should not be 
chosen randomly. There are a few addresses especially reserved for this purpose. These 
addresses are not and will never be assigned to any machine connected to the Internet.  

The reserved addresses are: 

From 10.0.0.0
Fro 1
From 1

 to 10.255.255.255, mask 255.0.0.0 (class A)  
m 72.16.0.0 to 172.31.0.0, mask 255.255.0.0 (class B)  

92.168.0.0 to 192.168.255.255, mask 255.255.255.0 (class C). 

Types o N

There are t e
has its own cha

• 1-1

The 1-1 typ is
binary 1-1 p
have different 
This operation
valid addresses  always translated on a one to one basis. It allows, 
howeve

• 

N-1 tra
to use t P 
and UD wall dynamically performs this 
mappin  
ports o
connections using the same address. 

f AT 

hre  different types of Network Address Translation: 1-1, N-1, and 1-N. Each 
racteristics. They are usually combined to ensure better results. 

  

e  the most intuitive, however it is usually the least useful. It involves the 
ma ping between reserved and valid addresses. Thus, different hosts would 

translated addresses. 
 is limited because it is not possible to use more hosts than the number of 
, once they are

r, that hosts with reserved addresses be externally accessed with valid addresses. 

N-1  

nslation, as the name implies, allows several machines with reserved addresses 
he same valid address. To do it, it uses IP addresses combined with ports (TC
P), or with sequential numbers (ICMP). The fire
g, every time a new connection is established. Because there are 65,535 different
r sequential numbers, it is possible to have up to 65,535 simultaneous active 
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The on at it does not allow internal hosts to be 
accessed externally. All connections must be initiated internally. 

• 1-N  

This type of translation is also called load balancing and allows the placement of several 
servers behind a single valid IP address. Each time a new connection is established for 
this add
technol ed 
into sev
address. In case any of these hosts fails, new connections are automatically redirected to 
tho s

ly limitation of this technology is th

ress, it is redirected to one of the internal servers. The main advantage of this 
ogy is to enable services that demand great amount of resources to be separat
eral machines, and still be accessed in a transparent way, through a single 

se till working, establishing a fault tolerant mechanism. 

 Usa

Aker F
externa
address inside the network, even performing the translation between networks with 
reserved addresses. 

to b o
add ss in 
the inte

Aker F
networ f 
the reserved 10.x.x.x addresses into the valid A.
m d 

s 
 and one 

or m re  
hav th
a reserv

 for the 

of valid addresses. In this case, the administrator can distribute the address translation 
am

With NAT, all internal hosts can transparently access any Internet resource, as if they 
had e
connec n’t have valid addresses. As a 

ge Scenarios of Firewall Aker NAT 

irewall allows any type of translation. It is not limited to the valid firewall 
l interface address, also providing flexibility for the administrator to use any 

Let’s suppose that a given organization receives a class C address, with the format 
A.B.C.0. This is a valid address that supports up to 254 hosts (addresses A.B.C.0 and 
A.B.C.255 are reserved for specific use and may not be used, leaving available values 
between A.B.C.1 and A.B.C.254). Let’s suppose again, that this network has 1000 hosts 

e c nnected. Since it’s not possible to allocate all machines with the received 
re  range, NAT must be used. A class A reserved address was chosen to be used 

rnal network hosts: 10.x.x.x with subnet mask 255.0.0.0. 

irewall will be installed on the boundary between the Internet and the internal 
k with reserved addresses. The Firewall will be responsible for the translation o

B.C.x addresses. Therefore, the Firewall 
ust have at least two addresses: a valid one that can be reached from the Internet, an

another, reserved address, to be reached from the internal network. (Most installation
use two or more network adapters in the firewall: one for the external network,

o  for the internal network. It is possible, however, although not recommended, to
e e same configuration with only one network adapters, assigning both a valid and 

ed address to the same card.) 

Let’s assume that address A.B.C.2 is chosen for the valid segment, and 10.0.0.2
reserved segment. This valid address will be used by the firewall to translate all 
connections that originate in the internal network and target the Internet. Externally, all 
connections will be seen as if they were originated in the firewall. 

Another example could be an organization with Internet connections and three classes 

ong these three classes, obtaining much more configuration flexibility. 

 th ir own valid addresses. On the other hand, no external host can initiate a 
tion to an internal machine because they do
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solution, Firewall Aker allows the configuration of 1-1 translation rules, which ena
valid address simulation to any reserved address. 

Going back to our example, let’s suppose there is a WWW server

bles 

 in your network, with 
address 10.1.1.5. It is desired that this server send information to the internal network, 
as well as to the Internet. In this case, a valid address is necessary, so that external 
clients can use it to connect to this server. If the chosen address were A.B.C.10, a 1-1 
tran ation
inte a
automa

sl  rule should be added, in order to map the A.B.C.10 address to the 10.1.1.5 
rn l address. From this moment on, all connections to A.B.C.10 would be 

tically remapped by the firewall to 10.1.15. 

The valid addresses chosen to perform the 1-1 translation cannot be assigned to any 
real o
networ  
used by ts traffic). 

 h st. In our example, it is possible to configure up to 253 servers in the internal 
k, which can be accessed externally (one of the 254 valid addresses is already
 the firewall to translate all client hos

A e
real ma
exampl

k r Firewall uses proxy-arp technology to enable virtual servers to be treated as 
chines, by the hosts that belong to the valid network (the external router, for 
e). 

Exa

• 

Equipm
Valid address: A.B.C.x, netm
Reserved address: 10.x.x.x; netmask 255.0.0.0  
Server add
Client addresses: 10.x.x.x  
Router addresses: Valid network: A.B.C.1 , Internet:x.x.x.x 

Aker F

Adapter addresses: internal network: 10.0.0.2, valid network A.B.C.2  
Virtual
Private
Private

1-1 translation rules: 

A.B.C.
A.B.C.

mples of configurations using NAT 

Connecting to the Internet with a leased line   

ent: 1 router, 1 Aker Firewall, n clients, 2 servers on the internal network  
ask 255.255.255.0  

resses: 10.1.1.1, 10.2.1.1  

irewall Configuration: 

 IP:  A.B.C.2  
 network: 10.0.0.0  
 netmask: 255.0.0.0 

10 - 10.1.1.1  
30 - 10.2.1.1 
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Drawing: Example 1  

Interconne• ction of departments  

This example will show how to interconnect de rtments of a same company, using an 
address translator between these departments.  

Equipm
Valid a
Reserved address: 10.x.x.x netmask 255.255.0.0  
Reserv

Subnet 1 addresses

pa

ent: 1 router, 3 Aker Firewalls, n clients, 4 internal network clients  
ddress: A.B.C.x, netmask 255.255.255.0  

ed address:172.16.x.x, netmask 255.255.0.0 

: 

10.1.x.
Server 
Client addresses: 10.1.x.x  
Router 

Aker F

Internal network: 10.1.0.1, Valid network A.B.C.2  
Virtual
Private
Private netmask: 255.0.0.0 

Subnet 2 Addresses

x  
address: 10.1.1.1  

addresses: Valid network A.B.C.1 , Internet:x.x.x.x 

irewall Configuration: 

 IP: A.B.C.2  
 network: 10.0.0.0  

:  

 113



Externa
Interna

Server 
Client a

Aker Firewall Configuration: 

Subnet
Virtual
Private 2): 172.16.0.0  
Private netmask: 255.255.0.0 

1-1 tran

10.2.1.1 - 172.16.1.1 

Subnet Addresses 3:

lly: 10.1.0.2  
lly: 172.16.x.x 

address: 172.16.1.1  
ddresses: 172.16.x.x 

 2: 172.16.0.1, Subnet 1:10.1.0.2  
 IP: 10.1.0.2  
 network (

slation rules: 

  

Externally: 10.1.0.3  
Internally: 

Server add
Client addr e

Aker Firew l

Subnet 3
Virtual
Private
Private

1-1 transl

10.3.1.

172.16.x.x 

ress: 172.16.1.1  
ess s: 172.16.x.x 

al  Configuration: 

: 172.16.0.1, Subnet 1:10.1.0.3  
 IP: 10.1.0.3  
 network (3): 172.16.0.0  
 netmask: 255.255.0.0 

ation rules: 

1 - 172.16.1.1 

For 3.x.x  
should be inserted into the routing table. 

this kind of installation, routes to the subnets 10.1.x.x, 10.2.x.x, and 10.
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Drawing: Example 2  

• 

In this  
the Inte ong 
them. 

Equipment: 3 routers, 1 Aker Firewall, n clients, 2 servers in the DMZ network 
Valid addresses: A.B.C.x, D.E.F.x, G.H.I.x, all with netmasks 255.255.255.0  
Reserved address used in the internal network: 10.x.x.x netmask 255.255.0.0  
Reserved .255.0.0 
Router addresses: Valid network A.B.

Aker F

Networ
Adapter 4: D.E.F.2, Adapter 5: G.H.I.2 
Private
Private netw

DMZ S
Web Server: 10.0.0.10 
SMTP Server: 10.0.0.25 

Networ

1. Source - 1 et 
2. Sour
3. Sour
4. Source - 1 E.F.25 when accessing the Internet 
5. Sour

Multiple connections with the Internet  

example, far more complex, it will be shown how to use three connections with
rnet and two with internal networks, using the network address translator am

 address used in the DMZ: 172.16.x.x, netmask 255
C.1, D.E.F.1, G.H.I.1, Internet: x.x.x.x. 

irewall configuration:

k addresses: Adapter 1: 10.0.0.2, Adapter 2: 172.16.0.2, Adapter 3: A.B.C.2, 

 networks: 10.0.0.0 and 172.16.0.0 
ork masks: 255.255.0.0 

ervers: 

k address translation rules: 

0.0.0.10 translate to A.B.C.10 when accessing the Intern
ce - 10.0.0.25 translate to D.E.F.25 when accessing the Internet 
ce - 172.16.x.x translate to 10.0.0.4 when accessing network 10.0.0.0 

72.16.x.x translate to  D.
ce - 10.x.x.x translate to A.B.C.20 when accessing the Internet 
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Drawing: Example 3 

Creating address translation rules for the Firewall Aker 

It is simple  c use of its 
intelligent i
entities (for ur

 to reate address translation rules in the Firewall Aker beca
des gn. IP addresses, masks, protocols, and ports are configured through 
 f ther information, refer to chapter Registering Entities. Therefore, when 

configuring a rule, there is no need to worry about which port a specific service uses, or 
about the I d
previously configured. Furthermore, to make it even easier, the most frequently used 
Internet ser ir 
data. 

Basically, to co
entities, typ o

Translation op e 
administrator,  packet matches one of them. Then, it 
executes the translation type associated to the rule. If the search reaches the end of the 
list and the packet does not match any rule, then it will not be translated.  

P a dress of a determined network or host. All these things have been 

vices are pre-configured, which means no wasting time researching the

nfigure a translation rule, you must specify source and destination 
e f translation, virtual interface, and service (if applicable). 

eration is simple: the firewall searches each single rule defined by th
in the specified order, until the
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7-2 U

To have access to the NAT configuration window, do the following: 

sing the Graphic user interface 

 

• Click on the Firewall Configuration menu  
• Select NAT  

 

The NAT Configuration Window 

 

The NA
display
differen

T window has all the translation rules defined in the Firewall Aker. Each rule is 
ed on a separate row, made of several cells. Selected rules are shown on a 
t color. 
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• ly enables them.  
• The Apply button sends all modifications to the firewall and keeps the window 

• The Cancel button discards all modifications and closes the window.  
• 

•  

•  do 

• 

• 

The OK button updates the set of rules and immediate

open.  

There is a comment bar to add comments about the translation rule.  

The Activate NAT option, if checked, makes the firewall translate the addresses
according to the configured rules. If this option is not checked, no network 
address translation will be done.  

The scrollbar on the right side of the window is used to view the rules that
not fit the window.  
If a selected rule has a comment associated to it, it will be displayed on the 
bottom part of the window.  
A rule position may be modified by clicking and dragging it to the desired 
position.  

Link Balance Configuration Window 

 

o The OK button updates the set of rules and immediately enables them
o The Apply button sends all modifications to the firewall and keeps the

window open.  
o The Cancel button discards all modifications and closes the window

To execute any operation on a specific rule, just right clic
menu will show up: (This menu comes up every time the right mouse button is 
pressed, even if no rule is selected. In this case, only the Insert and Paste options 
will be active.) 

.  
 

.  

k on it. The following 
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o Insert: This option adds a new rule to the list. If any rule is selected, the 
n, pushing it down the list. 

pended to the end of the list.  
te:Removes the selected rule from the list.  

rule into a temporary area.  
 the temporary area into the list. If any rule is 
e copied in its position, pushing it down the 

  
. If disabled, the 

gured, but the Firewall will act as if it did not exist 
will proceed searching the next rule.  

 possible to insert an entity 
anslation rule. Only a certain number 
To choose another entity, scroll down 

asiest way to create a translation rule is to drag and drop the entities 

box . Note that a 

see the properties window described 

new one will be inserted in its positio
Otherwise, the new rule will be ap

o Dele
o Copy: Copies the selected 

romo Paste: Copies the rule f
selected, the new one will b
list. Otherwise, it will be copied at the end of the list.

bles or disables the selected ruleo Enable/Disable: Ena
rule will remain confi
and 

o  entities: In the very spot you click, it is Add
in the corresponding field of the tr

t a time. of entities can be viewed a
the window.  

Hint: The e
directly onto the rule. 

Hint 2: Each rule position may be modified by drag and dropping it at the new 
location. Note that the cursor will change into a dotted line 
dotted line box appears below the cursor arrow. 

If you are adding or editing rules, you will 
below: 
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The NAT Rules Insert Window 

 

•  type of translation a rule will perform. 

•  

rsa.  

• 
ted in the Destination Entities list, it will have 
tual Entity address. Every time a Destination 

al address will be 
automatically translated into the real address, defined by the entity in the Source 

NAT Types: In this field you define the
Options are: 

No Translation: This option tells the firewall that no address translation should
occur when any of the Source Entities hosts accesses any of the Destination 
Entities hosts, and vice-ve

1-1 Translation: Indicates to the firewall that, when a host in the Source 
Entities list accesses any host lis
its address translated into the Vir
Entities host accesses the Virtual Entity address, the virtu

Entities. This type of translation is useful to enable external access to internal 
servers.  

An e
translat
Entity, h the internal address will be translated (valid 
address), and which will be accessed by external hosts. 

• N-1 Translation: This option tells the firewall that when any Source Entities 
host accesses any Destination Entities host, it will have its address translated 
into the Virtual Entity. This type of translation is useful to enable a large number 
of hosts to use only one valid IP address to connect to the Internet. However, it 
does not allow external hosts (listed in the Destination Entities) to initiate any 
communication with internal hosts (listed in the Source Entities).  

ntity with the real address (internal, reserved) of the machine for which the 1-1 
ion will be done should be added to the Source Entities. And, defined as Virtual 
an entity with the address into whic

When the Cooperative Cluster module is operating in the N-1 translation type, the 
Virtual Entity IP cannot be any of the ones assigned to the firewall interfaces. 
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• rks that have only one IP 
address and need to enable Internet services. It allows that certain services, when 
accessed in the firewall, be redirected to the internal machines.  

The internal IP address (real address) of the host to which the services will be 
redirected, must be listed in the Source Entities field. The hosts that will externally 
access the services must be listed in the field Destination Entities. Services that will be 
redirected to the Source Entities host, when a Destination Entities host accesses them in 
the Virtual Entity IP address, must be chosen in the Services field. 

Services Translation: This option is useful for netwo

 When the Cooperative Cluster module is operational, services translation is not 
possible. 

• 1-N Translation: This option is used for load balancing, i.e., to enable several 
hosts to respond as if they were only one.  

In the Source Entities field you must add the list of hosts that will take part in the 
balancing, and that will start responding as if they were only one. In the Destination 
Entities, you must add the machines that will access the internal hosts through the 
address specified in the entity present in the Virtual Entity field. 

 

• In this type of translation, hosts belonging to the Source Entity field may have 
different weights. So, if a host has weight 1, and another has weight 2, it means 
that at every three connections, one will be redirected to the first host and two to 
the second. 

• 1-N Services Translation: This option is used to perform load balancing for 
some services, that is, to enable that several hosts respond to these services 
requests as if they were one.  
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• In the Source Entities field, you must place the list of the hosts that will take part 
in the balancing, and that will start responding as one. In the Destination Entities 
field, you must place the hosts that will access the internal hosts through the 
address specified in the entity present in the Virtual Entity field. In the Services 
field, you must choose all services that will take part in the load balancing. 

In this type of conversion, the machines belonging to the Source Entity field 
may have different weights. So that, if a host has weight 1, and another has 
weight 2, it means that at every three connections, one will be redirected to the 
first host, and two to the second. 

When the Cooperative Cluster is on, it is not possible to perform services 
translation. 

Virtual Entity:In this field, you must configure the entity into which the 
internal addresses will be translated, or to which external requests must be 
redirected. The virtual entity must always be a host-type entity. 

Source Entities: This field is used to specify the list of all entities which 
addresses will be translated into the Virtual Entity address described above. The 
1-1 Translation, or Services Translation, allows the selection of only one entity 
to this field. It must be a host-type entity. 

d, each host 
belonging to this field will have a weight associated to it, between parentheses, 
to the right of the entity name. To modify a host weight, i.e., to change the 

t right-
t 

option, and choose the new value. 

In case 1-N Translation, or 1-N Services Translation, is being use

number of connections that host will activate, relative to other servers, jus
click over the entity name, on the list to the right, select the Modify weigh

The Source Entities field must always contain the internal addresses (reserved 
or invalid) of the machines participating in the translation, regardless of their 
type. 

Destination Entities: This field is used to specify the entities to which the 
address translation will be performed (in case of N-1 translation), or the hosts 
that will access the internal hosts through the address in the Virtual Entity field 
(for remaining translation types). By creating several rules with different values 
in this field, the same machine will have its address translated into different 
addresses, depending on the destination of the communication. 

The Internet is the most used value for this field. This causes the address 
translation selected in the rule to be performed for all external hosts. 

Services: This field defines the services that will be part of the rule, when 
Services Translation type or 1-N Services Translation is selected. The window 
will be disabled to the remaining translation types. 
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Comment: It is used to write a description about a rule. It is very useful for 
documentation and maintenance of rules information. 

The Advanced button, which will only be enabled when the 1-N address 
translation or 1-N services translation is selected, allows configuration of 
monitoring parameters. This monitoring will be performed by the firewall to 
find out if the hosts participating in the load balancing are up or not, and how the 
balancing will be performed. When this button is selected, the following window 
shows up: 

  

The field Monitor servers using defines the method used by the firewall to 
verify if hosts participating in the balancing (hosts defined in the Source Entities 
field) are up. It has the following options: 

No monitoring: if this option is selected, the firewall will not monitor the hosts 
and will assume they are always up. 

Ping packets: With this option selected, the firewall will monitor the hosts 
through ICMP packets of Echo Request and Echo Reply (also used by the PING 
command; hence the name). 

itor hosts 
through HTTP requests. In this case, it is ecessary to specify the URL (without 
the http:// prefix) that the firewall will access in each host to verify whether it’s 
up or down. 

Load balancing algorithm: This field is used to define the method used to 
balance requests between Source  

                                         

HTTP requests: If this option is selected, the firewall will mon
 n
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Entities hosts. Its options are: 

Round-Robin: If this option is on, the firewall will sequentially distribute the 
requests to the balancing hosts, one by one. In case the hosts have different 
weights, first a connection will be distributed to each host, then a connection to 
each machine that received a number of connections smaller than its weight, and 
so on. When all hosts have received a number of connections equivalent to their 
weight, the algorithm executes. 

Random: With this option selected, the firewall randomly distributes the 
connections among the hosts, i.e., the probability of a connection be redirected 
to a specific host is equal to the ratio between its weight and the total weight of 
all hosts. 

Session persistence across connections: It’s the maximum waiting time for a 
new connection, after the previous one is over, for protocols or applications that 
use more than one connection at different times. 

Observations about rules creation 

It is highly recommended that translation rules be created in the following order: 

1. No Translation Rules  
2. Services Translation Rules  
3. 1-1 Translation Rules  
4. 1-N Services Translation Rules  
5. 1-N Translation Rules  
6. N-1 Translation Rules  

To manage the firewall from an internal host that will participate in any type 
of translation, it is necessary to add a No Translation rule with source and 
destination within the same internal networks. This rule must be placed before 
all other translation rules. 

Examples - Case 1 – Network Address Translation 

Let’s suppose a company has the hosts and services described below, and wants 
to implement NAT. The company has a dedicated Internet connection, and its 
provider distributed Internet valid IP addresses from 200.120.210.0 to 
200.120.210.63. 

In rule #1, we select the No Translation option for the company’s internal 
networks (DMZ and Internal). This rule is important, because if any internal 
network host must manage the firewall, it will not have its address translated, 
which enables administration. It would also be correct to select No Translation 
option for administrator hosts (Source Entity), as well as for the interface 
through which the firewall will be managed (Destination Entity). 
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In rule #2, the server server1 will make a 1-1 translation t
200.120.210.15, which means that anyone on the Internet 

o the address 
looking for IP 

200.120.210.15 will be directed to server1 (IP 10.20.0.50). The same way, if 
server1 originates a connection to the Internet, its IP will be 200.120.210.15. 

m

R
200.120.210.20 will be directed to NT3, NT2 or NT1, depending on t
calculation made by the firewall. In the following case, the weights are different, 

eight 4, will receive more connections. If the 
et connections, they will have their addresses 

, 
n. 

uld be directed to server1. 

Rule #3, by analogy, is identical to rule #2; the server server_web_aker will 
ake a 1-1 translation to the 200.120.210.25 address. 

ule #4 exemplifies load balancing. Someone on the Internet looking for host 
he 

therefore, host NT3, which has w
NT hosts have to originate Intern
translated into 200.120.210.20 as well. 

Rule #5 is of the N-1 translation type. Any Internal_Network host (10.20.0.0 
with mask 255.255.255.0) will have its address translated into 200.120.210.16
when originating Internet connection. The opposite, however, does not happe
If someone from the Internet is attempting connection with IP 200.120.210.16, 
the firewall will not direct it to any host in the internal network. Instead, it will 
discard packets to this connection, for not knowing to which host the request 
should be sent. 

It is imperative to emphasize that the order of the rules in the list is of extreme 
importance. Let’s suppose that rule #2 is moved to the last position. In this 
case, someone looking for host 200.120.210.15 wo
However, when originating an Internet connection, server1 would have its 
address translated into 200.120.210.16, because the rule that was before in 
position 5 would perform the translation first. 

 

 125



Examples – Case 2 – Services Translation 

Rule #1 was selected for the same reasons as in the previous case. 

and 

In rule #3, if someone from the Internet is looking for the same host 
ion 

ompany web server to be accessed through http port 
(80/TCP). 

Rule #5 is an example of service port load balancing. In this case, someone on 

in 

Finally, rule #6 enables any other host to originate Internet connection; in this 

r 

Now, let’s suppose that the company does not have a range of valid Internet IP 
addresses, but only one single valid IP. In this case, it is convenient to perform 
translation of services. With this type of configuration, this single IP (in this 
case, 200.120.210.15) can be used for several types of services.  

In rule #2, if someone from the Internet is looking for host 200.120.210.15 
for the server port ftp (21/TCP), the firewall will direct the connection to host 
server1. 

200.120.210.15, but at smtp port (25/TCP), the firewall will direct its connect
to the Mail_SMTP entity address. 

Rule #4 allows the c

the Internet is looking for accessing IP 200.120.210.15 for secure web service 
(443/TCP). There are three servers available to accept this request: NT1, NT2, 
and NT3. The principles to attend these connections are the same explained 
the previous case. 

case, the IP 200.120.210.15 will be seen at the destination. 

Even though it is possible to use services translation as in case 1, Ake
recommends that this configuration be used only if the company has just one 
valid Internet IP address. 
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Examples – Case 3 – Link Balancing 

Here, we will describe how to perform link balancing. Let’s suppose the 
ny has two Internet IP connection providers, for instance, Embratel and 

is case, each provider makes available a specific range of IP 

name to represent the telecom operator link;  
o

o Register an entity you are sure it is adjacent to the 
operator router, preferably within one or two hops from your own router. 
The firewall will use this entity to determine whether the link is up or 

.  
 

compa
Intelig. In th
addresses to the company. 

First step – Balancing Setup 

The firewall administrator will set up for balancing, registering entities and 
providing the following information: 

o Name: Input a 
 Network: Register the network given by the operator;  
o Gateway: Provide the operator’s router IP address (in this case, the 

firewall will verify if the gateway really belongs to the operator’s 
network);  

o Weight: A value to be assigned to the link; higher values imply on faster 
links.  

 Check Host 1: 

down. You may register an operator DNS server, or even nearby routers
o Check Host 2 and Check Host 3: Verification entities also used by the

firewall. It is not mandatory that all three verification entities be 
registered, although the more are configured, the better it is for the 
firewall verification system.  
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Second Step – NAT Rules Setup 

at 
lso verify if the Virtual Entity actually belongs to a previously 

. 

s 
tor 

e, from the DNS, the IP of the non-working operator, 
s this information in the event log. 

The second setup step is quite simple. Just put in each translation rule two or 
more Virtual Entities, one with the address of a service provider. 

Don’t forget to enable, in the Link balancing column, the appropriate icon so 
that the service can be performed by the firewall. It is important to stress, th
the firewall will a
configured link. 

A limitation of this approach is regarding the source of the Internet connection
The DNS must have pairs of IP addresses, and must operate in Round-Robin 
mode. The problem happens when an operator link is down, and the firewall ha
no way to redirect connections from the Internet. As a solution, the administra
could use scripts to remov
because the firewall record
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7-3 Using the Command Line Interface 

The NAT configuration command line interface is relatively simple, and has the 

ocation: /etc/firewall/fwnat 

show | activate | deactivate] 
fwnat [enable | disable | remove] <pos> 

l entity> | 

urce> <destination> [ <virtual entity> | 
2> ... ] 
> <destination> [ <virtual 

ation>\n" 
ination> <virtual 

entity> 
ve_1> <ve_2> ... ] <round-robin | random> 

<persist> 

fwnat [enable | disable | remove] <pos> 
y> | 

| 

fwnat add <pos> services <source> <destination> [ <virtual 

                -bal <ve_1> <ve_2> ... ] <round-robin | random> 

 rule 
rule 

       help          = shows this message 

 
be added 
the word 

same capabilities as the GUI, except for the fact that it is not possible to 
configure monitoring parameters. 

Program l

Syntax: 

fwnat [help | 

fwnat add <pos> 1-1 <source> <destination> [ <virtua
                -bal <ve_1> <ve_2> ... ] 
fwnat add <pos> n-1 <so
                -bal <ve_1> <ve_
fwnat add <pos> services <source
entity> | 
                -bal <ve_1> <ve_2> ... ] <service1>...<service2> 
fwnat add <pos> no_translation <source> <destin
fwnat add <pos> 1-n <source1>...<source2> <dest

                -bal <

                <none | ping | HTTP <URL>> 

Program help: 

fwnat - Configures the Network Address Translation rules table 
fwnat [help | show | activate | deactivate] 

fwnat add <pos> 1-1 <source> <destination> [ <virtual entit
                -bal <ve_1> <ve_2> ... ] 
fwnat add <pos> n-1 <source> <destination> [ <virtual entity> 
                -bal <ve_1> <ve_2> ... ] 

entity> | 
                -bal <ve_1> <ve_2> ... ] <service1>...<service2> 
fwnat add <pos> no_translation <source> <destination>\n" 
fwnat add <pos> 1-n <source1>...<source2> <destination> <virtual 
entity> 

<persist> 
                <none | ping | HTTP <URL>> 
 
       activate      = activates Network Address Translation 
       deactivate    = deactivates Network Address Translation 
       show          = show all NAT rules 
       add           = adds a new NAT rule 
       enable        = enables a disabled NAT rule 
       disable       = disables an existing NAT
       remove        = removes an existent NAT 

 
For the add command:
       pos           = position where the new rule will 

ger or                        (It can be a positive inte
END, to add 
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                        the rule at the end of the table) 
       1-1           = performs a server translation. In this 
case the source 
                       must be an entity of the host type 
       n-1           = performs a client translation 
       services      = perform translation only for the suppli
service
                       this case the source must be an entity of 

ed 
s. In 

ion 
       1-n           = performs load balancing, that is, allows 

rule 

  = number of the rule to be enable, disabled 
or removed 

es the round-robin algorithm for 
balancing 

= Uses the random algorithm for balancing 

       = Monitors source hosts through pings 

       URL           = Especifies the URL to be used to monitor 

 rules: 
---------------------------------- 

Destination     : Internal network 
 
Rule 02: 
-------- 

the host type 
       no_translation= does not perform translation between 
source and 
                       destinat

the source 
                       hosts to be accessed by the IP address 
configured in 
                       the virtual entity, as they were one 
single host 
       service1 ...  = list of service names for the new 
 
For the enable / disable / remove commands: 
       pos         

                       from the table 
 
For the 1-n translation type: 
       round-robin   = Us

       random        
       none          = Doens't monitor the source hosts, that 
is, consider 
                       them to be always up 
       persist       = Destination server persistence time 
(mins) across 
                       connections from the same client 
       ping   
       HTTP          = Monitors source hosts through HTTP 
connections 

the source 
                       hosts, in case of HTTP monitoring 

Example 1: (Viewing the configuration) 

#/etc/firewall/fwnat show 
 
Global Parameters: 
 
Network address translation: Activated 
 
Network address translation

 
Rule 01: 
-------- 
Type            : no_translation 
Source          : Internal network 
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Type            : services 
Source          : Server 
Destination     : Internet 
Virtual entity  : Firewall - external interface 
Services        : MYSQL                    POP3 
                  SMTP 

     : Web Server_001 

t 

oring: http 
URL             : www.aker.com.br 

Rule added at position 6  

dd 1 services "Server 2" Internet 

Example 5: (Adding a 1-N translation rule, load balancing, mapping servers 

 

 
Rule 03: 
-------- 
Type            : 1-1 
Source     
Destination     : Internet 
Virtual entity  : External Web server 
 
Rule 04: 
-------- 
Type            : 1-n 
Source          : server1                    server2 
                  server3 
Destination     : Interne
Virtual entity  : Virtual Server 
Balancing       : random         Monit

 
Rule 05: 
-------- 
Type            : n-1 
Source          : Internal Network 
Destination     : Internet 
Virtual entity  : Firewall - external interface 

Example 2: (Adding a 1-1 translation rule at the end of the table, mapping the 
SMTP Server, with reserved address, to the External Server, with a valid 
address, to all Internet hosts.) 

#/etc/firewall/fwnat add end 1-1 "SMTP Server" Internet 
"External Server" 

Example 3: (Adding a translation rule in the beginning of the table)  

#/etc/firewall/fwnat a
"External Server 2" Telnet FTP 
Rule added at position 1 

Example 4: (Removing rule 3)  

#/etc/firewall/fwnat add 1 services "Server 2" Internet 
"External Server 2" Telnet FTP 
Rule added at position 1 

srv01 and srv02 into an external host called external_srv, for all Internet hosts, 
and monitoring by ping)  

#/etc/firewall/fwnat add 4 1-N srv01 srv02 Internet external_srv
round-robin ping 
Rule added at position 4 
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7-4 Using the NAT Configuration Wizard 

The NAT Configuration Wizard can be activated either from the toolbar or the 
lp configuring the 

translation. 

1 – The initial window gives information about NAT. Click on the Next button 

menu. The windows below prompt for information to he

to proceed with the configuration. 
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2 – Select the networks that will access the Internet. 

 

3 – Choose the IP of the virtual host to perform the N-1 translation. 
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4 – Choose Yes if you want to configure the servers that will be exposed to 
Internet. 

the 

 

5 – Choose the entity that will be available through the Internet. 
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6 – Choose the IP of the virtual host that will be available to the Internet. 

 

7 – This screen prompts for the configuration of more servers. 
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8 – Final NAT Wizard screen showing the rules created by it. 
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8-  0 Creating Secure Channels 
 

 secure 
Internet communication channels. These secure channels are used to 

interconnect organizations through the Internet, in such a way that the data 
can flow between them without the risk of being read or modified by 

strangers. 

8-1 Planning the Installation 

We will show here how to configure the rules that will establish

 What is a secure data channel and what is it used for? 

The Internet is a network composed of thousands of hosts spread all over the world. 
W

itches, etc.) from its source to its destination. Almost 
inistrated by third parties and nothing can be 

ot possible to know in advance through 
which hosts the packets will pass until they reach their destination).  

Any one of these hosts that is on the way of the packets can view their contents and/or 
alter any of them. This is a serious problem and its significance increases when there is 
the need of transmitting confidential and important data.  

In o l 
can   
they ca

In th r t they 
can neither be altered during their way (aut he 
co

hen two hosts are communicating, the whole traffic between them passes through 
several other hosts (routers, sw
always, these intermediary hosts are adm
said about their honesty (in most cases, it is n

rder to solve this problem, a secure data channel can be used. A secure data channe
be seen as if it were a tunnel. The information is placed on one end of the tunnel and

n be read again only at the other end. 

e eality, a special treatment is given to the data that will be transmitted so tha
hentication), nor viewed (encryption). T

mbination of the two techiques produces invisible and unalterable data for any host 
met on the way of the packets, from the source to the destination.  

 What is encryption? 

Encryption is the combination of a key with a mathematical algorithm based on a one-
way function. This algorithm is applied to the data together with the key in order to 
make them undecipherable for anyone who sees them. The way it is done guarantees 
that it is possible to obtain the original data only in case where both the algorithm and 
the key used are known.  

If one of these two components is kept secret (in this case, the key), viewing the data by 
others becomes impossible.  
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 What is authentication? 

 
d 

ure 
 

ate it.  

W  

f the data received and compares it with the signature 
ta will has 

The u ryption. However, it 
doe o  read. It should be used only in the cases where 

quired, authentication is used 

Authentication is also the combination of a key with a mathematical algorithm based on
a one-way function. The difference from encryption is that this algorithm, when applie
to the data, does not produce undecipherable data, but a digital signature. This signat
is generated so that any person who is not aware of the algorithm, or the key used to
generate it, is unable to calcul

hen the digital signature is generated, it is transmitted to its destination together with
the data. In case they have suffered any alterations on the way, when the recipient 
calculates the digital signature o
received, it will realize that the two are different and conclude that the da
been altered.  

 a ration compared to the encthentication is a quite fast ope
s n t prevent the data from being

reliability, but not confidentiality, is needed. If both are re
together with encryption.  

 What is digital certification ? 

urce 
 it 

n Authority and, in order for it to 
certify the source of a message, it must have already performed an information 
exchange with the entity which is being certified. 

Through the authentication process, described above, it is possible to certify the so
of the messages in a comunication between two entities. However, in order to do this,
is necessary that the entities that are communicating have already exchanged some 
information before the actual communication can take place. This information exchange 
usually consists of the algorithm to be used for authentication and its key. 

The problem arises when it becomes necessary to certify the source of the messages 
from an entity which previous communication have never existed. The only way to 
solve this problem is to delegate to a third entity the power to perform these 
certifications. This third entity is called Certificatio

 What is a digital certificate ? 

A digital certificate is a document provided by th  Certification Authority for each of 
the entities which will perform a communication, in order to certify their authenticity. 

e

 Typ

The  a tion, 
onl h scribed.  

One of
The re umber of possible 
combinations and, theoretically, the greater the resistance of the algorithm against 
attacks.  

Authentication algorithms:  

es of authentication and encryption algorithms 

re re several authentication and encryption algorithms nowadays. In this sec
y t e algorithms supported by Aker Firewall will be de

 the parameters to measure the resistance of an algorithm is the size of its keys. 
 g ater the number of bits of the keys, the greater the n
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• MD5  

MD5 is the acronym for Message Digest 5. It is an algorithm created and patented by 
the RSA Data Security, Inc; however, with liberated use for any applications. It is used 
to  a 

tes digital signatures 
an the MD5, 

however, it has an average of 50% inferior performance in the implementation of the 
Ake

The l 
algo e called SHA in this 
man l

 information streams. They have 

 Th
IBM
recently. It is quite a fast algorithm in hardware implementation; however, not so fast 

h of 56 bits, which 
rence should be 

giv t

This al  
differen
112 bits, what ensures much higher level of security than the one offered by DES. The 
problem of this algorithm is that it is twice slower than the DES, in the implementation 
used in Aker Firewall. 

• AES  

The AES algorithm was chosen, among several competing others, by NIST

generate digital signatures of 128 bits for messages of any size and it is considered
quite fast and secure algorithm. 

• SHA  

 SHA is the acronym for Secure Hash. It is an algorithm that genera
of 160 bits for messages of any size. It is considered more secure th

r Firewall. 

 version implemented by the Aker Firewall is the SHA-1, a revision in the initia
rithm to correct a small failure. However, it will always b
ua  and in the administration interfaces. 

Secret key encryption algorithms:  

•  The secret key algorithms are used to encrypt
just one key, which is used to encrypt and decrypt the data.  

• DES  

e algorithm DES is an acronym for Data Encryption Standard, it was created by 
 in the 70s and it was adopted by the American government as their standard until 

when implemented in software. Its encryption keys have fixed lengt
is considered insufficient for the current standards. Due to this, prefe

en o other algorithms in case of critical applications. 

• Triple DES or 3DES  

gorithm consists of the application of the DES algorithm three times, using three
t keys, to the same data. This is the same as using an algorithm with a key of 

 to replace 
the already insecure and ineffective DES. AES stands for Advanced Encryption 
Standard. The algorithm chosen in the contest was the Rijndael. It uses a 256-bit key, 
being much faster and more secure than the DES or even the 3DES.  

Aker Firewall works with AES using keys sizes of  256 bits, which provides a very high 
security level. This is the recommended choice. 
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• Blowfish  

The Blowfish algorithm was created as a possible substitution for the DES. It is a very 
fast g very secure and can 
wor w

zes of 128 and 256 bits, which 

Public key encryption algorithms: 

The RSA is an algorithm
any size, however, values lower than 512 bits are considered too weak. It can be used to 
enc t  
algo th

• 

 al orithm (when compared to other encryption algoritms), 
0 to 438 bits. k ith several key sizes, from 4

Aker Firewall works with Blowfish using keys si
provides a very high security level. 

The public key algorithms have a pair of associated keys, one used to encrypt and the 
other to decrypt the data. They are vey slow when compared to the secret key 
algorithms and, due to it, are normally used to perform digital signatures and to 
establish session keys, which will then be used in a sercret key algorithm. 

• RSA  

 based in modular arithmetic, capable of working with keys of 

ryp  and decrypt data, however, due to its slowness when compared to secret key
ri ms, its main use is in digital signatures and in session keys establishment. 

Diffie-Hellman  

The Diffie-Hellman algorithm in fact isn't an encryption algorithm since it cannot be 
used to encrypt or decrypt data or perform digital signatures. Its only function is to 
allow session key establishments. It is also based on modular arithmetic and can work 
with keys of any size, however, keys with less then 512 bits are considered to weak. 

Key exchange algorithms 

Two basic issues when configuring a secure channel are: (a) how to set up 
authentication keys and encryption algorithms, as well as (b) how to perform periodic 
exchanges of these keys.  

It is important to periodically exchange keys to decrease both, the chance of them being 
broken by an attacker, and the impact in case an attacker cracks any of the keys. 
Suppose that after trying for six months, an attacker manages to break one of the keys 
used by an encryption algorithm (this time period is totally hypothetical, having no 
relation with
exa l  
if th  k s trying, will decipher 
onl h ths to be able to 
dec e

Aker F , and 
man al

• IPSEC-IKE key exchange   

 real situations). If a company uses the same keys during a year, for 
mp e, an attacker will be able to decode six months of its traffic. On the other hand,
e eys are exchanged daily, this same attacker, after six month

y t e traffic of the first day, and will have to work six more mon
od  the traffic of another day, and so on. 

irewall has four key exchange methods: IPSEC-IKE, AKER-CDP, SKIP
u :  
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IPSEC This option will only be available when the entire set of IPSEC protocols 
is used.  

The IPSEC (IP Security) is a set of standardized protocols (RFC 2401- RFC 
 

1. Security level negotiation.  
2. Authentication and integrity.  
3. Confidentiality.  

s, IPSEC uses three mechanisms:  

We strongly recommend this option to configure secure channels 

Aker-CDP is a protocol designed by Aker Security Solutions, which enables a 
totally automatic configuration of secure channel parameters. It is based on the 
SKIP protocol, and offers all of its ad antages for key exchanging described in 
the next paragraph.  It does not need, however, manual configuration of shared 
secrets as SKIP does which is a big plus. Everything is done automatically.  

To ensure maximum security, all key exchanging is done through digital 

cols, both with 1024 bits.  

ed, the 
ch will make 

the two communicating firewalls negotiate the most secure algorithm supported 

• SKIP key exchange  

hat allows automatic key exchange with extremely high frequency, 
what makes cracking these keys nearly impossible. SKIP operation is complex 

 will only give a brief description about it. 

Bas l

• A s e red, 
in A er

• A mast
• A rand alculated at any desired time.  

2412) developed by IETF. IPSEC offers secure data transmission through public
or private IP network. To establish an IPSEC connection three steps are 
required:  

To implement these three step

AH - Autentication Header  
ESP - Encapsulation Security Payload  
IKE - Internet Key Exchange Protocol  

• Aker-CDP key exchange  

v

certificates signed by Aker itself, or by other certification authorities. These 
certificates use the Diffie-Hellman and RSA proto

The encryption and authentication algorithms to be used may be specifi
same way as with the SKIP protocol, or left in automatic mode, whi

by both. 

SKIP is an acronym for Simple Key Management for IP. Basically, it is an 
algorithm t

and out of this manual’s scope. We

ica ly, SKIP works with three different levels of keys: 

ecr t shared by two parties who want to communicate (manually configu
k  Firewall case).  

er key, recalculated at every hour, based on the shared secret.  
om key that may be rec

 141



Generally speaking, to establish the communication, the algorithm generates a 

ng 

rypt the rest of the 
packet. 

The alg , are 
defined by the sender, and informed as part of the protocol. Therefore, the recipient 
does not need to configure these parameters. 

The main advantage of using SKIP is the possibility to utilize the same shared 
secret for years, without any risk of an attacker breaking the keys since key 
exchanging is performed at very short time periods, from seconds up to one 
hour, depending on the traffic between the communicating networks.  
   

• Manual key exchange  

In this case, key configuration is done manually. This means that at every key 
exchange, both Firewalls participating in the secure channel will have to be 
reconfigured simultaneously. 

random key and uses it to encrypt and authenticate data that will be transmitted. 
Then, it encrypts this random key with the master key, and sends them alo
with the encrypted data. After receiving the packet, the recipient decrypts the 
random key, using the master key it has, and uses it to dec

orithms used to authenticate and encrypt the packet, and to encrypt the key

Types of secure channels 

The Aker Firewall permits the creation of two distinct types of secure channels, called 
Firewall-Firewall and Client-Firewall. Each one of these channels have different 
objectives and limitations and usually are combined together to archive the maximum in 
security and flexibility. 

nels  

ll 

onnected through the Internet or any other network. The channel 
end points are the two firewalls, which means that all encryption is done transparently 

nal software needs to be installed in any client host. 

one in 
eation of the channel. 

• Client-Firewall secure channels  

These channels are supported by Aker Firewall since its version 3.10. They permit that 
a client host (Windows 95TM, Windows 98TM, Windows NTTM or Windows 2000TM) 
establishes a secure channel directly with an Aker Firewall. To accomplish this, it is 
necessary the installation of a program, called Aker encryption client, in each client 
host. 

• Firewall-Firewall secure chan

This type of secure channel is the most common and is supported by Aker Firewa
since its version 1.31. It consists of the use of encryption and authentication between 
two firewalls, interc

by them and no additio

The only limitation of this solution is that it needs the presence of two firewalls, 
the entry point of each network, in order to allow the cr
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The main advantage of this technology is to allow clients to access a coorporative 
network through dial-up lines with total security and transparency (transparency in the 
way that applications which are running in the host with the encryption client installed 
are not aware of its existance and continue to function normally). 

This technology is very useful, however it has some disadvantages and limitations: 

• It is necessary the installation of a software, the Aker encryption client, in all 
client hosts;  

• The encryption client is not available to all platforms;  
• If the encryption client is behind a firewall (accessing the network protected by 

another firewall, to which the secure channel will be established), the 
configuration of the last one must be modified to allow the routing of the secure 
channel traffic. In this case, the firewall directly in front of the client will not be 
able to control its traffic selectively, since it is encrypted. This can cause 
problems with some services.  

Defining a firewall-firewall secure channel 

ure way. These groups of hosts 
er of the 
ying 

the transfered data.  

In order to define a firewall-firewall secure channel we will first have to choose two 
groups of hosts that will exchange information in a sec
will have their packets authenticated and if desired, encrypted. A firewall at eith
channel is necessary. These firewalls will be responsible for authenticating/verif
and encrypting/decrypting 

To define the groups of hosts, the concept of entities, shown in the chapter Registering 
Entities, will be used. A host, network or set can be used as entities in this definition.  

y to 

ot really need security will be a waste of resources. Moreover, 
f processing power and, 

is 

different channels must be configured: a channel with source in the network A and 
destination in the network B and another with source in the network B and destination 
in the network A. The packets sent from A to B will follow the configuration of the first 

In case you are not using Aker-CDP protocol, besides the entities, it is also necessar
choose the algorithm that will be used for the authentication and, if it is the case, for the 
encryption. It will also be necessary to configure the authentication and encryption keys.  

Aker Firewall supports the existence of several simultaneous secure channels between 
different points. These several channels together produce a list where each entry defines 
the parameters of a secure channel completely. Each one of these entries receives the 
name Security Association or AS.  

The planning of these secure channels should be done very carefully. The encryption is 
a costly operation that demands a very high processing power. This way, encrypting 
packets which do n
different encryption algorithms demand different amounts o
consequently, produce a higher level of security. Depending on the security level 
required, it is possible to choose either algorithm (each algorithm supported by Aker 
Firewall is described in the previous section).  

The last remark on secure channels is that they are one-way. This means that in case it 
desired to configure secure communication between two networks, A and B, two 
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channel and the packets from B to A will follow the second. This will be illustrated 
more clearly in the examples bellow:  

 Examples of firewall-firewall secure channels use 

In this example it will be shown how to define a secure channel of communication 
irewalls. The channel will 

be created so that all the communication between these two networks will be secure. 

Basic example of a firewall-firewall secure channel configuration  

between two networks, through the Internet, using two Aker F

The MD5 was chosen as the authentication algorithm and the DES as the encryption 
algorithm.  

 The use of an authentication algorithm is obligatory for all the channels, that is, the 
creation of encryption only channels is not allowed. This is necessary since without the 
authentication, the encryption algorithms are exposed to cut and paste attacks. 

• Network 1 Aker Firewall configuration  

Entities:  

NETWORK1 - IP address: A1.B1.C1.0 - Netmask 255.255.255.0  
NETWORK2 - IP address: A2.B2.C2.0 - Netmask 255.255.255.0  

Secure channel 1:  

Direction of the channel: send  

Authentication algorithm: MD5  

K1  
Encryption algorithm: DES  
A
Authentication key: X3  

• Network 2 Aker Firewall configuration  

Source entities: NETWORK1  
Destination entities: NETWORK2  
Encryption algorithm: DES  

Authentication key: X1  
Encryption key: X2  

Secure channel 2:  

Direction of the channel: receive  
Source entities: NETWORK2  
Destination entities: NETWOR

uthentication algorithm: MD5  

Encryption key: X4  

Entities:  
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NETWORK1 - IP address: A1.B1.C1.0 - Netmask 255.255.255.0  
NETWORK2 - IP address: A2.B2.C2.0 - Netmask 255.255.255.0  

Secure channel 1:  

Direction of the channel: receive  
Source entities: NETWORK1  
Destination entities: NETWORK2  
Encryption algorithm: DES  
Authentication algorithm: MD5  
Authentication key: X1  
Encryption key: X2  

Secure channel 2:  

Direction of the channel: send  
Source entities: NETWORK2  
Destination entities: NETWORK1  
Encryption algorithm: DES  
Authentication algorithm: MD5  
Authentication key: X3  
Encryption key: X4 

 Notice that the secure channel 1 of the Aker Firewall 1 is exactly the same as the 
secure channel 1 of the Aker Firewall 2, except for the field related to the direction. The 
same applies to the secure channels 2. 

 

Example of a firewall-firewall secure channel configuration for a subnet  

 of 
 different algorithms for the channels between 

these groups.  

In this example our secure channel will be defined only for a group of hosts in either
the two networks. Besides, we will define
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C two directions of a secure channel can be 
interesting when the information of a certain direction have a greater value than the ones 

In this example, let's assume that the networks 1 and 2 have two class B addresses: 
A1.B1.0.0 and A2.B2.0.0, respectively.  

• Network 1 Aker Firewall configuration  

Entities:  

SUBNET1 - IP address: A1.B1.2.0 - netmask 255.255.255.0  
SUBNET2 - IP address: A2.B2.5.0 - netmask 255.255.255.0  

Secure channel 1:  

Direction of the channel: send  
Source entities: SUBNET1  
Destination entities: SUBNET2  
Encryption algorithm: DES  
Authentication algorithm: MD5  
Authentication key: X1  
Encryption key: X2  

Destination entities: SUBNET1  
Encryption algorithm: 3DES  
Authentication algorithm: SHA  
Authentication key: X3  
Encryption key: X4  

•  Network 2 Aker Firewall configuration  

Entities:  

SUBNET1 - IP address: A1.B1.C1.0 - netmask 255.255.255.0  
SUBNET2 - IP address: A2.B2.C2.0 - netmask 255.255.255.0  

Secure channel 1:  

Direction of the channel: send  
Source entities: SUB_NETWORK2  
Destination entities: SUB_NETWORK1  
Encryption algorithm: 3DES  
Authentication algorithm: SHA  

onfiguring different algorithms for the 

of the channel of opposite direction. In this case, a more secure algorithm is used in the 
most critical direction. 

Secure channel 2:  

Direction of the channel: receive  
Source entities: SUBNET2  
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Authentication key: X3  
Encryption key: X4  

Secure channel 2:  

D

ation key: X1  
n key: X2  

irection of the channel: receive  
Source entities: SUBNET1  
Destination entities: SUBNET2  

: DES  Encryption algorithm
Authentication algorithm: MD5  
Authentic
Encryptio

 Notice that in this case the secure channels appear in a different order in the two 
e 
 same 

, 
rules does not make any difference (notice, however, that in some cases 

firewalls: secure channel 1 in the Firewall 1 is the same as secure channel 2 in th
Firewall 2 (with inverted directions) and secure channel 2 in the Firewall 1 is the
as secure channel 1 in the Firewall 2 (again with inverted directions). In this example
the order of the 
this cannot be true): 
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8-2 Aker-CDP certificates 
here areT  four types of encryption certificates in the Aker Firewall. Each has different 

y are:  

er Certification Authority, issues this certificate. Only one local 
 

must be signed by a 

e  

icates should no longer be 

ficates window. To access it, do the 
:  

 Cryptography menu in the firewall window you want to manage  

objectives and functions within the Aker-CDP protocol. The

• Local certificate  

It is the negotiation certificate of the firewall being administered. Aker Security 
Solutions, or any oth
certificate is allowed at a time, and in case a new one is loaded, it will automatically
replace the old one.  

This certificate will be automatically sent to other firewalls or encryption clients, when 
a secure channel is being established. 

• Remote certificate  

These are the local certificates received by our firewall from other firewalls, when 
negotiating secure channels through the Aker-CDP protocol. 

• Certification Authorities certificate  

Contains the information from the institutions authorized to issue negotiation and 
revocation certificates. To be accepted, these certificates 
Certification Authority known by the firewall. 

• Revocation certificat

These certificates are generated when any firewall negotiation certificate is 
compromised. Revocation certificates indicate which certif
accepted by the firewall. 
All these certificates can be viewed in the certi
following

• Click on
• Choose Aker CDP Certificates  

The Certificates Window 
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The Certificates Window displays all certificates related to Aker-CDP secure channel 

lds will be displayed in the 
  

tic refresh. To disable it, just 
h time, change the value next to the 

 be displayed: 

connections.  

• The OK button closes the certificates window.  
• The list to the left side of the window shows the different types of certificates..  
• By clicking on a certificate, its most important fie

right side of the window
• The Delete button, located in the toolbar, removes a certification authority 

certificate. It will only be enabled if a certificate of this type is selected.  
• The Refresh button, located in the toolbar, will update the displayed 

information. The first click activates the automa
click on it again. To configure the refres
button, accordingly.  

When you right click on a certificate, the following window will

 

Certificates fields, displayed on the right, are only for information purposes. It is not 
alues  possible to alter their v

To load a new certificate, do the following:  
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1. Choose the type of certificate you want to load by right clicking on it, either in 
the Certificates Window, or in the toolbar. The available certificates are Local, 
Certification Authority and Revocation.  

2. A window will show up where you can indicate the loading file name and 
location. Then, click on the Open button.  

In order to use secure firewall-firewall channels using the Aker-CDP protocol, a
activate the secu

nd 
re client-firewall channel support, it is necessary to load the local 

ryption option is purchased  
encryption certificate. Aker Security Solutions, or an authorized representative, provides 
this certificate at the time Aker Firewall with enc

 150



8-3 IPSEC Certificates 
IPSEC certificates follow X.509 standard. They are used by a firewall to identify it

 another f
self 

irewall, when establishing encrypted firewall-firewall channels, in IPSEC to
standard (see section below Configuring IPSEC tunnels). Their use, however, is not 

g both mandatory, since it is possible to establish an IPSEC tunnel by authenticatin
parties using shared secrets.  

To accept firewall certificates, a firewall must also have a certificate issued by the 
same Certification Authority.  

To access the Certification Maintenance Window, do the following: 

• Click on the Cryptography menu in the main window  
• Choose IPSEC Certificates  

The IPSEC certificates and requests window 

                              

 

The IPSEC Certificates window contains Aker Firewall certificates and requests. 
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A request is a form to be filled with your data so that the Certification Authority can 
 really is who he/she 
l, Aker Firewall 

r firewalls. Thus, both firewalls, 
ave to generate their own certificate. 

nd in the toolbar above the IPSEC Certificates 
y right clicking over the desired field. 

issue a certificate. A certificate is an ID card to guarantee the owner
claims to be. When negotiating an IPSEC channel with other firewal
uses these certificates to identify itself to the othe
involved in an IPSEC firewall-firewall channel, h

This window
b
’s operations can be fou

window, or 

 

 

• The Insert button includes a new local or re
Fir

mote request. Local requests and 
ewall window, while remote certificates and 

mit button loads an exported certificate, or one according to the 
ed request. (This button is only active when inserting a new certificate.)  
K button will update and close the window.  

mport it to the Aker Firewall.  

certificates can be found in This 
requests are found in the Other Firewalls window.  

m the list.  • The Delete button removes the selected certificate/request fro
• The Export button saves the selected certificate.  
• The Sub

select
 O• The

Before generating a certificate, it is first necessary to generate a request in Aker 
Firewall. With this request, ask a Certification Authority to generate the certificate. 

hen, iT

This window is dynamically updated, i.e., it is not possible to cancel a submitted 
quest, local requests and certificates will be 

 (.pfx).  

s (for a local certificate): 

uest to a Certification Authority  

request. When inserting a new local re
deleted. The same will happen to them, when importing a new local certificate with pair 
of keys

Therefore, the operation occurs as follow

1. Create a loca
2. Send this req

l request.  
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3. Wait until the Certification Authority issues and returns the corresponding 
certificate  

4. Load the certificate (click on Request, then on Load) 

r a remote firewall:  

and then, on Export)      

right clicking on Import.  

wo fields that may be confusing:  

• Domain (CN): It is the main identifier of the request owner. This field must be 
filled with the common name.  

• Key size: If the certificate is remote, or local with the creation of a new key, this 
field will store the key size in bits. Otherwise (additional local certificate), this 
field may not be modified, once the existing key will be used.  

The procedure is different to create a certificate fo

1. Create a remote request.  
2. Send this request to a Certification Authority.  
3. Wait until the Certification Authority replies with the corresponding certificate.  
4. Load the certificate (click on Request, then on Load)  

 to/in a PKCS#12 file (click on the remote certificate, 5. Export/save the certificate

6. Import this certificate in the remote firewall, selecting This Firewall, and then, 

In the request window, there are t
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8-4 Configuring Firewall-Firewall channels 

ryptography menu in the main window  
ll-Firewall  

The Firewall-Firewall cryptography window 

To access the Firewall-Firewall channel configuration window, do the following:  

• Click on the C
• Choose Firewa

 

The cryptography window has the definition of all Aker Firewall encryption flows. 
Ea ed flows will 
be e each one is 

tton will update the flow set, which will start operating immediately.  

 

Hint: A ag and dropping it in a new position. Note 
that the cur

ll 
 

 

  

ch flow is displayed on a separate line, made out of several cells. Select
 shown in a different color. The window is composed of four tabs, wher

used to configure encryption flows using a different key exchange mechanism.  

• The OK bu
• The Cancel button will discard any alteration and close the window.  
• The Apply button sends all alterations to the firewall, and keeps the window 

open.  

•  don’t fit the window.  
• Comments associated to selected flows will be displayed on the bottom part of

Use the scroll bar on the right side to view flows that

the window.   

 rule position may be modified by dr
sor will change into a hand holding a stick. 

To execute any operation on a specific flow, just right click on it. The menu below wi
show up. (This menu will come up any time the right mouse button is pressed, even if
no flow is selected.) In this case, only the Insert and Paste options are enabled. 
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• Insert: adds a new flow to the list. If any flow is selected, the new one will b
insert
Delete

e 
ed in its position, pushing it down.  

• : This option erases the selected flow from the list.  
• Copy: copies selected flow to a temporary area.  
• Paste: copies the flow from the temporary area to the list. If a flow on the list is 

selected, the new one will be copied onto its position, pushing it down. 
Otherwise, it will be copied to the end of the list.  

• Disable/Enable: disables or enables the selected flow.  

Hint: All these options may be executed from the toolbar in the top part of the window. 
In this case, first select the flow with the left mouse button, and then click on the desired 
option in the toolbar. 

There are two ways to add or edit flows: drag entities to the desired flow, or right click 
over the desired field. In this case, the following options will be available: add, delete, 
or edit entities, as shown below: 

  

 

Configuring IPSEC tunnels 

IPSEC tunnels are used to create a VPN between two networks. The word ‘tunnel’ is 
applied to differentiate it from common VPNs. Because it effectively creates a virtual 
channel between involved firewalls, enabling, for example, that networks with invalid 
addresses communicate securely through the Internet.  
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To configure IPSEC channels, select the IPSEC tab in the Firewall-Firewall window
This will change the window and display the fields necessary for configuration. 

. 

 
   

 
   

Configuration fields:  

Remote Gateway: Defines the entity of the host type that will be the remote 
gateway, i.e., the other end of the IPSEC tunnel.  

Both firewalls in the tunnel need to be sure about the other’s identity, to avoid 
falsification attacks. There are two selectable ways of accomplishing this:  

Shared Secret: a character string that works as a password, and must be equal 
in both sides of the tunnel..  

Certificate: Uses X.509 standard certificates with a system of public keys to 
identify firewalls. This is the same system used by Internet secure sites, for 
example.  

The following must be specified:  

o the local certificate to be presented to the other end of the tunnel 
(Remote Gateway), and  

o the identification information required by the remote firewall. This 
information will be an e-mail address, for certificates created with the 
USER-FQDN option and a host name (Fully Qualified Domain Dame), if 
the option is FQDN..  

Advanced  
The Advanced window is used to define preferred encryption and authentication 
algorithms and the ones that are allowed by the firewall, during IKE key 
negotiation. The fields come pre-filled with default algorithms, which may be 
modified. More information on RFC 2401 to RFC 2412.  

The Advanced window, now, includes a choice of the local endpoint, for those 
cases of invalid intermediary network between the firewall and the router. 
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Using manual key exchange 

To use the manual key exchange, select the Manual tab in the Firewall/Firewall 
window. The window will change and the fields needed for this type of configuration 

To e ntication only, select the option None in the Encryption 
Algorithm field. The following window will show up: 

will be displayed.  

Authentication only  

us flows with authe

 
Source: Defines the entities which addresses will be compared to the source address of 
the IP packets that will make up the flow  
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Destination: Defines the entities which addresses will be compared to the destination 
address of the IP packets that will make up the flow.  

Comment: Reserved to write down a comment about the flow. Very useful for 
documentation purposes.  

Direction: Defines the direction of the flow. There are only two possible options: either 
the packet is being encrypted, prior to a sending operation, or it is being decrypted 
following a receiving one. (For more details, see Planning the Installation.)  

SPI (Security Parameter Index): This is a single number, used by the recipient, to 
identify a specific flow. It is mandatory and must be equal or higher than 256, and mu
be different for each flow going to the same recipient.  

st 

cess. This key must be typed in 
 varies according to the algorithm 
mended that you use the maximum 

num

Authen alues 

Au
To owfish with 
25 g option in the Encryption 
A

Authentication Key: Key used in the authentication pro
hexadecimal numbering system. Its maximum length
used: 32 digits for MD5, and 40 for SHA. It is recom

ber of characters allowed..  

tication: Defines which authentication algorithm will be used. Possible v
are: MD5 or SHA 

thentication with encryption using DES or Blowfish  
encrypt flows/channels with DES, Blowfish with 128-bit keys, or Bl

6-bit keys encryption algorithms, select the correspondin
lgorithm field. The following window will be displayed: 

 
This window is exactly the same as the previous item one, except for two new fields:  

Initialization Vector: It is the size, in bits, of the initialization vector to be used in the 
encryption algorithm. This vector is automatically generated by the system to each 
transmitted packet. The 64-bit option is recommended.  

Keys: It is the key that will be applied to encrypt the packet. It must be a hexadecimal 
number, of 16, 32 and 64 digits, to be used respectively with DES, Blowfish (128 bits), 
and Blowfish (256 bits) algorithms. 

Authentication with encryption using Triple DES (3DES) 
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To encrypt flows/channels with the Triple DES algorithm, select the 3DES option in the 
Encryption Algorithm field. The following window will be displayed: 

 

  

The window shown here is exactly the same as the one in the Authentication with 
Encryption using DES item. The only difference is in the Key field, that had just one 
insertion field and now has three:  

Key 1: It is the key used in the first DES application. It must be a hexadecimal number 
made of 16 digits (mandatory).  

Key 2: It is the key used in the second DES application. It must be a hexadecimal 
number made of 16 digits (mandatory).  

Key 3: It is the key used in the third DES application. It must be a hexadecimal num er 
made of 16 digits (mandatory). 

b

Using SKIP key exchange 

Select the SKIP tab in the Firewall-Firewall window. The window will change and 
show the fields necessary to this configuration.  

In the SKIP protocol, all encryption and authentication algorithms are configured only 
in the host that sends the packets. The host receiving the packets just needs to configure 
the source and destination entities, as well as the shared secret.  

In both cases, the following window will show up: (receiving hosts unnecessary fields 
will be disabled) 
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Source: Defines the entities which addresses will be compared to the source address of 

hich addresses will be compared to the destination 
 packets that will make up the flow.  

tions: either 
, following 

lation

the IP packets that will make up the flow.  

Destination: Defines the entities w
address of the IP

Direction: Defines the direction of the flow. There are only two possible op
cryptedthe packet is being encrypted, prior to transmission, or it is being de

arrival (For more details, see Planning the Instal ).  

encrypt the session key, sent in the packet. 

ill be used to encrypt the data in the 

ible 

Data Encryption: It is the algorithm used to 
The Blowfish (256 bits) is recommended in this case.  

Packet encryption: It is the algorithm that w
packet. You can choose None (in case you want to use authentication only), DES, 
3DES, Blowfish (128 bits) or Blowfish (256 bits).  

Authentication: Defines the algorithm that will be used in the authentication. Poss
values are: MD5 or SHA.  

Shared Secret: It is the secret that will be used to generate master keys (For mo
information, see Planning the Installation

re 
). The secret must be the same in both 

firewalls, at both ends of the channel. It is mandatory to be a hexadecimal number of 64 

onfiguration of equal secrets on both 

sking for the name of the file 
.  

digits.  

Besides those fields, there is an option to easy the c
firewalls responsible for the sending and receiving of the encryption flow: 

Load key from file: This option allows the Shared Secret field to be read from a file. 
This file must have only one line with the 64 digits of the secret.  

When this option is selected, a window will show up a
where the secret will be retrieved from.
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Using Aker-CDP key exchange 

Select Aker-CDP tab from the Firewall-Firewall window. The window will change and 
f configuration. The window will look like this:  bring up the fields needed for this type o

 

 is identical to that of SKIP, 
wo things: it is not necessary to specify a shared 
et in the Automatic option. Thus, firewalls 

rted by both.  

The Aker-CDP key exchange parameters configuration
explained previously, except for t

cret, and all algorithms can be sse
participating in the channel will negotiate the most secure algorithm, suppo
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8-5 Using the command line interface 
It is possible to perform all the above configurations using the command line interface. 
Each configuration is described in a separate section.  

Loading IPSEC certificates 

 to use, and 

rtificate] 
certificate] <number> 

ficate> <file PKCS12> <password> 
emote> <1024 | 2048> <email> 

 <org unit> <domain> 

l <local | remote> <certificate> 
 <file PKCS12> <password> 

sion 5.0 
on and management of requests and x.509 

email> 
<country> 

<domain> 

emote> <certificate> 
tificate> <file PKCS12> <password> 

S12> <password> 

ng requests or installed 

oves a request or certificate according to its 

eates a pair of public and private keys along 

h pair of keys 

previously created by the system, through the 

nding pair 

eys, from 
the pkcs12 file, 

The command line interface for IPSEC certificate configuration is simple
has the same capabilities as the graphical user interface.  
Program Location: /etc/firewall/fwipseccert  

Syntax:  

     fwipseccert show [request | ce
est |      fwipseccert remove [requ

erti     fwipseccert export <c
     fwipseccert request <local | r
<country> 

on>                 <state> <city> <organizati
[use_email] 

nt]                  [pri
     fwipseccert instal

rt     fwipseccert impo

Program help::  

Aker Firewall - Ver
fwipseccert – Creati
certificates. 
Usage: fwipseccert help 
       fwipseccert show [request | certificate] 
       fwipseccert remove [request | certificate] <number> 
       fwipseccert request <local | remote> <1024 | 2048> <

                   <state> <city> <organization> <org unit> 
[use_email] 
                   [print] 

ocal | r       fwipseccert install <l
<cer       fwipseccert export 

       fwipseccert import <file PKC
 
       help       = displays this message 

ys a list of pendi       show       = displa
certificates 
       remove     = rem
number 
       request    = cr
ith a x.509  w
                    certificate request 
      install    = installs a x.509 certificate, whic 
must have been  
                    
request command 

po       export     = exports the certificate and its corres
of keys to a  
                    file in the pkcs12 format  
       import     = obtains a certificate and its pair of k
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                   and installs it as the
below) 

 local certificate (see 

own identification;  

                    a local request is generated 
       remote     = remote certificates are used to identify other 
network entities 
   
       use_email  = the certificate will have the <email> value as its  
                    subject alternative name; the <domain> will be the 
default value 

       email, country, state, city, organization, org unit, and domain 

or 

               unit, and refers to the organization department or 
di
               the certificate user belongs. 

 
For the request command, we have the following: 
       local      = the local certificate is used in the firewall’s 

                    it is possible to create several local 
certificates, however, all  
                    of them will use the same pair of keys, generated 
the first time  

    1024/2048  = the two possible key lengths 

       print      = after the request generation, it will be printed 
on the screen 
 

fields are 
               used to identify the certificate user. The field 
<country> must hold a 
               maximum of two digits.  The <org unit> field stands f
organization  

vision to which  

 Loading certificates 

The command line interface of the encryption certificates configuration is simple to use
and has th

 
e same capacities as the graphic user interface.  

ert help 
ert show local tion] 

local
ert load revoga
ert remove <cod

gram help:  

Ak

       fwcert show [local | ca | negociation | revogation] 
  
       fwcert load revogation <file> 

Program location: /etc/firewall/fwcert 

Sintax: 

fwc
fwc [
fwcert load [

 | ca | negociation | revoga
 | ca] <file> [-f] 

fwc
fwc

tion <file> 
e> [-f] 

Pro

er Firewall - Version 5.0 
fwcert - Configures the secure channels certificates 
Usage: fwcert help 

     fwcert load [local | ca] <file> [-f] 

       fwcert remove <code> [-f] 
 
       help        = shows this message 
       show        = shows the especified certificates 
       load        = loads a new certificate in the firewall 
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       remove      = removes a certification authority certificate 
 
For the show command: 
       local       = shows the local negociation certificate 

gociation ther 
firewalls 

   the network 
on have been 

                     locally or received through the network 

or the load command: 
       local       = loads the local negociation certificate (if there 
is a 
                     certificate already loaded it will be replaced) 
       ca          = loads a certification authority certificate which 
will be 
                     used to validate the received negociation 
certificates 
       revogation  = loads a revogation certificate which will be used 
to 
                     invalidate a compromised negociation certificate 
       file        = file name which the certificate will be loaded 
from 
       -f          = if present, will cause the program not to confirm 
when 
                     replacing a certificate 
 
For the remove command: 
       code        = code of the certification authority to be removed 
       -f          = if present, will cause the program not to confirm 
when 
                     removing a certificate 

Example 1: (loading the local certificate)  

#/etc/firewall/fwcert load local /tmp/firewall.crt 
Loading certificate...OK 

Example 2: (viewing the certification authorities certificates) 

#/etc/firewall/fwcert show ca 
Name: Aker Security Solutions 
Code: 1 
 
Name: Authorized Certification Authority 
Code: 2 

Example 3: (loading a new certification authority certificate) 

#/etc/firewall/fwcert load ca /tmp/new_ca.ca 
Certificate added 

Example 4: (removing a certification authority certificate, without confirmation) 

#/etc/firewall/fwcert remove 2 -f 
Certification authority removed 

       ca          = shows the certification authority certifications 
       ne  = shows the negociation certificates of o

ived through                
ogati

   that have been rece
 = shows the revogatio       rev

loaded 
n certificates that 

 
F
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 Configuring Firewall-Firewall channels 

The use of the command line interface in the configuration of the secure channels 
creates a difficulty caused by the great number of arguments that should be passed 
through the command line.  

This command line interface has the same capacities of the graphic interface except that 
it is not possible to assign comments for the secure channels, to specify more than one 
en  source or destination of the secure channels, nor to specify algorithms for 
the Aker-CDP key exchange through this interface (when using Aker-CDP, all 
algorithms will always be set to automatic) . It will neither be possible to configure 
algorithms to be used by IPSEC-IKE (Advanced window); they will always have 

ripto  

fwcripto add <pos> <source> <destination> <send | receive> 
         ipsec <gateway> <<ss <secret> | cert <local> <remote>> 
fwcripto add <pos> <source> <destination> <send | receive> 
         manual <spi> [MD5 | SHA] <authentication key> NONE 
fwcripto add <pos> <source> <destination> <send | receive> 
         manual <spi> [MD5 | SHA] <authentication key> 
         [DES | BFISH128 | BFISH256] <iv size> <encryption key> 
fwcripto add <pos> <source> <destination> <send | receive> 
         manual <spi> [MD5 | SHA] <authentication key> 
         3DES <iv size> <key1> <key2> <key3> 
fwcripto add <pos> <source> <destination> send 
         skip [DES | 3DES | BFISH256] [MD5 | SHA] 
         [NONE | DES | 3DES | BFISH128 | BFISH256] <secret> 
fwcripto add <pos> <source> <destination> receive 
         skip <secret> 
fwcripto add <pos> <source> <destination> <send | receive> aker-cdp 

Program help:  

Aker Firewall - Version 5.0 
fwcripto - Configures the secure channels table 
Usage: fwcripto [show | help] 
       fwcripto remove <pos> 
       fwcripto add <pos> <source> <destination> <send | receive> 
                ipsec <gateway> <<ss <secret> | cert <local> <remote>> 
       fwcripto add <pos> <source> <destination> <send | receive> 
                manual <spi> [MD5 | SHA] <authentication key> NONE 
       fwcripto add <pos> <source> <destination> <send | receive> 
                manual <spi> [MD5 | SHA] <authentication key> 
                [DES | BFISH128 | BFISH256] <iv size> <encryption key> 
       fwcripto add <pos> <source> <destination> <send | receive> 
                manual <spi> [MD5 | SHA] <authentication key> 
                3DES <iv size> <key1> <key2> <key3> 
       fwcripto add <pos> <source> <destination> send 
                skip [DES | 3DES | BFISH256] [MD5 | SHA] 
                [NONE | DES | 3DES | BFISH128 | BFISH256] <secret> 

tity for the

default values. 

Program location: /etc/firewall/fwc

Syntax:  

fwcripto [show | help] 
fwcripto remove <pos> 
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       fwcripto add <pos> <source> <destination> receive 
                skip <secret> 
       fwcripto add <pos> <source> <destination> <send | receive> 
aker-cdp 
 

 to the table 
ing entry from the table 

ere the new entry will be added 

add the 
  

entry will be used when receiving packets 

enting the remote end of the IPSEC 
tunnel 
   
   
       cert      = uses X.509 certificates for authentication 
       local     = the domain name in the local certificate to present 
       remote    = the domain name in the remote certificate to expect 
       manual    = uses manual key exchange 
       skip      = uses SKIP for automatic key exchange 
       aker-cdp  = uses Aker-CDP for automatic key exchange 
       spi       = Security Parameter Index 
                   (It is an integer that identifies the security 
association 
                    between the source and destination hosts. This 
number must 
                    be greater than 255) 
       MD5       = uses the MD5 as the authentication algorithm 
       SHA       = uses the SHA-1 as the authentication algorithm 
       DES       = uses the DES as the encryption algorithm 
       3DES      = uses the triple DES as the encryption algorithm 
       BFISH128  = uses the Blowfish with 128 bits keys as the 
encryption 
                   algorithm 
       BFISH256  = uses the Blowfish with 256 bits keys as the 
encryption 
                   algorithm 
       NONE      = doesn't use encryption, only authentication 
                   (for the skip, the first selected algorithm 
corresponds 
                    to the key encryption algorithm and the second one 
to the 
                    packet encryption) 
       iv_size   = initialization vector size, in bits, for the 
encryption 
                   algoritm. It value must be either 32 or 64. 
 
       The authentication key, encryption key(s) and the skip secret 
       must be typed as hexadecimal digits. 
       For the 3DES, 3 keys separated by spaces must be typed 
 
For the remove command: 
       pos       = position to be removed from the table 

       show      = shows all entries in the secure channels table 
       add       = adds a new entry
       remove    = removes an exist
       help      = shows this message 
 
For the add command: 
       pos       = position wh
                   (It can be a positive integer or the word END, to 

                  new entry at the end of the table) 
       send      = this entry will be used when sending packets 
       receive   = this 
       ipsec     = uses IPSEC key exchange protocol 
       gateway   = the entity repres

    ss        = uses Shared Secret for authentication 
    secret    = the string to be used  as the shared secret 
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                   (the position is the value shown on the left of 
each entry 
                    when the show command is invoked) 

Example 1: (viewing the secure channels table)  

#/etc/firewall/fwcripto show 
Entry 01: 
-------- 
Source       : NETWORK1 
Destination  : AKER 
Direction    : Receive  Keys: SKIP 
Secret       : 
5ab53faefc7c9845acbe223148065dabe3279819ab01c39654effacbef087022 
 
Entry 02: 
-------- 
Source       : AKER 
Destination  : NETWORK1 
Direction    : Send     Keys: SKIP            Algorithms: 3DES MD5 DES 
Secret       : 
5ab53faefc7c9845acbe223148065dabe3279819ab01c39654effacbef087021 
 
Entry 03: 
-------- 
Source       : Internal Network 

 : 9a34ac7890ab67ef                                     
IV: 64 bits 

Direction    : Receive  Keys: Manual           Algorithms: SHA DES 
SPI          : 999      Authentication: 0c234da5677ab5 
Encryption   : 9a3456ac90ab67ef                                     

Entry 05: 

   : Aker Network 1 
n  : Aker Network 2 

uto Auto 

 

Destination  : External Network 1 
Direction    : Send     Keys: Manual          Algorithms: SHA DES 
SPI          : 999      Authentication: 0c234da5677ab5 
Encryption  

 
Entry 04: 
-------- 
Source       : External Network 1 
Destination  : Internal Network 

IV: 64 bits 
 

-------- 
Source    
Destinatio
Direction    : Receive  Keys: Aker-CDP         Algorithms: A
Auto 

Entry 06: 
-------- 
Source       : Aker Network 2 
Destination  : Aker Network 1 
Direction    : Send    Keys: Aker-CDP          Algorithms: Auto Auto 
Auto 

Example 2: (removing the third entry)  

#/etc/firewall/fwcripto remove 3 
Entry 3 removed 
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Example 3: (adding an entry with manual key exchange and DES encryption at th
of the table)  

e end 

5 

ipto add 1 NETWORK1 NETWORK2 send skip 3DES SHA DES 
5ab53faefc7c9845acbe223148065dabe3279819ab01c39654effacbef087022 
En

ange at position 2 of the table) 

#/etc/firewall/fwcripto add 2 "Aker Network 3" "Aker Network 1" 
receive aker-cdp 
Entry added at position 2 

#/etc/firewall/fwcripto add end NETWORK1 NETWORK2 send manual 7436 MD
c234da5677ab5 DES 64 4234ad70cba32c6ef 
Entry added at position 7 

Example 4: (adding an entry with SKIP key exchange in the beginning of the table)  

#/etc/firewall/fwcr

try added at position 1 

Example 5: (adding an entry with Aker-CDP key exch
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9-0 Configuring Client-Firewall Secure 
Channels 

 

We will show here how to configure the Aker Encryption Client and the 
fi blish secure channels between client machines and a Firewall 

Aker. 

9-1 Planning the installation 

rewall, to esta

 What is a secure Client-Firewall channel? 

As detailed in the previous chapter, a secure client-firewall channel is established 
directly between a client host and a Firewall Aker. This is possible through the 

Firewall encryption channel uses the same encryption, authentication, and key 
exchange technologies as secure firewall-firewall channels do, with the difference that 

rence between secure firewall-firewall and client-firewall 
channels regards their implementation in the Firewall Aker. While firewall-firewall is 

 encrypted (and not other IP packet data). 

installation of the Aker Encryption Client in client hosts. 
A Client-

everything is automatically negotiated by the communicating entities. Manually, the 
administrator can only disable certain algorithms, to ensure they won't be used. 
Another fundamental diffe

always done in IP packets level, where each packet is individually encrypted, with 
client-firewall it is done in the data flow level, where only the information the packet is 
carrying is

Requirements for creating Client-Firewall secure channels 

T ons 

1. The Aker Encryption Client must be installed in every host that will establish 
secure channels with the firewall.  

2. The firewall local certificate must be loaded (for more information on 
certificates, see chapter Creating Secure Channels

o establish secure channels between clients and a firewall, the following conditi
must be satisfied: 

).  
3. The firewall configuration must allow that encryption clients establish secure 

sessions.  
4. The clients must be configured to establish encryption channels with the 

networks protected by the firewall.  

The Encryption Client will use port 2473/UDP (Aker-CDP protocol) to establish a 
secure channel with the firewall. No firewall or any other control mechanism should 
exist between the client and the firewall, blocking packets passage to this port; 
otherwise it will not be possible to establish secure channels. 
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The Encryption Client only encrypts data sent through the Winsock. It does not 
encrypt any type of NetBIOS communication. 

 Defining a client-firewall secure channel 

A client-firewall secure channel configuration is much simpler than that of a firewall-
ewall channel. It is only necessary to define, in the firewall, which hosts will establish 
ient secure channels, and whether user authentication will be performed. All other 

procedures are done automatically, when the client initiates the secure channel 
negotiation. 

fir
cl
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9-2 Configuring the Firewall using the graphic user interface 

Client-Firewall channel configuration is very simple, once both the client and the 
firewall do most procedures automatically. The administrator just needs to define which 
clien
perf

A
t

• Click on Cryptography menu in the main window  

ários. 

ts can establish a secure channel, and whether user authentication will be 
ormed. 

ll these configurations are set in the Client Secure Channels Window. To access it, do 
he following: 

• Choose Client/Firewall item  

A configuração dos canais cliente-firewall é bastante simples, uma vez que todo o 
procedimento é feito automaticamente pelo cliente e pelo firewall. Ao administrador 
cabe apenas definir quais clientes podem estabelecer um canal seguro e se será realizada 
autenticação de usu
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The Client-Firewall Encryption Window 

 

The client channel configuration parameters are made of the following fields: 

Enable VPN clients: This option must be checked to activate firewall support for 
secure clients channels. When this support is disabled, the configuration is kept stored, 
but may not be altered. 
Allow secure channels from any machine: allows any Internet machine to establish a 
secure channel with the Firewall. 

Allow secure channels from the listed networks only: This option requires that any 
entity wanting to establish a secure channel must be included in the list below. 

w it. 

Ma ous connections: This parameter configures the 
maximum number of client secure channels that may be active at the same time. It may 

Do not allow secure channels from the listed networks: This option is the opposite of 
the previous one. It requires that entities wishing to establish the secure channel should 
not be included in the list just belo

ximum number of simultane
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range between 0 and the maximum number of acquired Encryption Client licenses. If is 
set to 0, no user will be allowed to establish secure channels. 

Authentication Methods 

are redirected to one or more authentication servers, to be validated. This is 
the least secure option, although it does not require any additional hardware. 

• Token (Secure ID)  

y minute. These data are redirected to the 
authenticator Token, registered in the firewall, to be validated. This option is much 

t each user have a Token. 

e 

If any option is checked in Authentication Methods, it is possible to determine whether a 
user, validated in the Encryption Client, will have or not an associated access profile. If 
the option Use Access Profile is checked, after being validated in the Encryption Client, 
the user will have the same rights it would have if it had also been authenticated through 
the authentication client. If this option is not checked, however, the user will establish a 
secure channel without an associated access profile (as in Firewall Aker versions 3.52 
and prior). 

The available options, which may be independently checked, are: 

• User/password  

The user must be authenticated through a combination of username and password. 
These data 

User authentication is done through a combination of username, PIN and a Token 
Secure ID code, which is modified at ever

more secure than the previous one, although it requires tha

• Smartcard/X509  

User is authenticated through X509 certificates, stored in smart cards, and issued by on
of the Certification Authorities registered in the firewall. This is the most secure 
authentication method of the three, however it requires that each user have a smart card, 
as well as that each computer, used with the Encryption Client, have a smart card 
reader. 

It is possible to use the Aker Authentication Client together with the Encryption 
Client. This way, if the authentication method being used is username/password, then 
the user will not have to be authenticated again to the firewall. For more information 
about authentication client refer to chapter Aker authentication client. 

Adding and removing entities from the entities list: 

To add an entity to the entity list, do the following: 

1. Right click on the field where the entity is to be inserted, or select and drag the 
entity from the entities field, in the bottom left, to the desired field.  

To remove an entity from the entities list, do the following: 
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1. Right click on the field from where the entity will be removed  

Enabling and disabling encryption algorithms 

The administrator can disable encryption algorithms to block their usage in 
client/firewall secure channels. This is done by removing check marks from the 

ted in the 
bottom part of the Client/Firewall Encryption Window. 
corresponding algorithm box, in the Available Algorithms section, loca
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9-3 Configuring the Firewall using the command line in

The command line interface for Client-Firewall s

terface 

ecure channels configuration is of 

fwc e
fwc e
fwclie
fwclie
fwclie
fwc e

Progra

fwclie
Usage:
      
       fwclient [enable | disable] <algorithm> 

lient allow [all | listed | others] 
       fwclient profile <yes | no> 
 
  

e configuration 

       remove         = removes a entity from the list of entities 
       enable         = enables the use of the specified algorithm 
       disable        = disables the use of the specified algorithm 
       max_clients    = sets the maximum number of simultaneous 
clients 
       authentication = deactivates or selects the types of user 
authentication 
                        that will be demanded to client hosts to 
establish 
                        secure channels 
       allow          = indicates which entities will be allowed to 
establish 
                        secure channels with the firewall 
       profile        = Enables the use of access profiles for users 
validated 
                        using the encryption client 
       help           = shows this message 
 
For the add / remove commands: 
       name         = name of the entity to be added to or removed 
from the 
                      entities list 
 
For the max_clients command: 

simple use and has the same capacities of the graphic user interface. 

Program location: /etc/firewall/fwclient 

Syntax:  

fwclient [activate | deactivate | show | help] 
fwclient [add | remove] <name> 

li nt [enable | disable] <algorithm> 
li nt max_clients <value> 

nt authentication none 
nt authentication [password | card | token] <yes | no> 
nt allow [all | listed | others] 

li nt profile <yes | no> 

m help: 

nt - Configures the client secure channels parameters 
 fwclient [activate | deactivate | show | help] 
 fwclient [add | remove] <name> 

       fwclient max_clients <value> 
       fwclient authentication none 
       fwclient authentication [password | card | token] <yes | no> 
       fwc

     activate       = activates support to client secure channels 
       deactivate     = deactivates support to client secure channels 
       show           = shows the activ
       add            = adds a new entity to the list of entities 
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       value        = maximum number of simultaneous
an 
                      integer number between 0 and 1

 clients (must be 

000) 
 
For the authentication command: 
       none           = does not demand user authentication 
       password       = accepts or not user/password authentication 
       card           = accepts or not smart card authentication 
       token          = accepts or not token based authentication 

       all          = allows any host in the Internet to establish a 
se
                      channel with the firewall 

#/e
Con g
---
Sup
Maximu
Uses a
User authentication: none 
 
DO 
------
hacker1                                         (Host) 
test network                                    (Network) 

                            (enabled) 
                            (enabled) 

--------------------------------- 

 
For the allow command: 

cure 

      listed        = allows only the hosts, networks and sets listed 
to 
                      establish a secure channel with the firewall 
      others        = allows all hosts in the Internet, except the 
hosts, 
                      networks ou sets listed to establish a secure 
channel 
                      with the firewall 

Example 1: (viewing the configuration) 

tc/firewall/fwclient show 
fi uration parameters: 
------------------------------ 
port to client secure channels: activated 

m number of simultaneos channels: 25 
ccess profiles: yes 

NOT allow secure channels only from the entities below: 
---------------------------------------------------- 

 
Loaded algorithms: 
------------------ 
DES                                             (enabled) 
3-DES                                           (enabled) 
Blowfish-128        
Blowfish-256        

Example 2: (activating the user authentication by username/password and viewing the 
new configuration) 

#/etc/firewall/fwclient authentication password yes 
#/etc/firewall/fwclient show 
Configuration parameters: 

Support to client secure channels: activated 
Maximum number of simultaneos channels: 25 
Uses access profiles: yes 
User authentication: 
   User/password: yes 
   Smart card   : no 
   Token        : no 
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D
--- 

test network                                    (Network) 
 
Loaded algorithms: 

           (enabled) 
Blowfish-128                                    (enabled) 
Blo

Examp
the con

#/e
#/e /
Config
------
Suppor
Maximu
Uses a
Use
   
   Sma
   Tok
 
All
 
Loaded
------------------ 

Example 4

------------- 
cure channels: activated 

Maximum number of simultaneos channels: 25 
Uses access profiles: yes 
User authentication: 
   User/password: yes 
   Smart card   : no 
   Token        : no 
 
Allows secure channels from any host in the Internet 
 
Loaded algorithms: 
------------------ 
DES                                             (disabled) 
3-DES                                           (enabled) 
Blowfish-128                                    (enabled) 
Blowfish-256                                    (enabled) 

O NOT allow secure channels only from the entities below: 
-------------------------------------------------------
hacker1                                         (Host) 

------------------ 
DES                                             (enabled) 
3-DES                                

wfish-256                                    (enabled) 

le 3: (allowing the establishment of secure channels from any host and viewing 
figuration) 

tc/firewall/fwclient allow all 
tc firewall/fwclient show 

uration parameters: 
--------------------------- 
t to client secure channels: activated 
m number of simultaneos channels: 25 
ccess profiles: yes 

r authentication: 
User/password: yes 

rt card   : no 
en        : no 

ows secure channels from any host in the Internet 

 algorithms: 

DES                                             (enabled) 
3-DES                                           (enabled) 
Blowfish-128                                    (enabled) 
Blowfish-256                                    (enabled) 

: (disabling the DES algorithm and viewing the configuration) 

#/etc/firewall/fwclient disable des 
#/etc/firewall/fwclient show 
Configuration parameters: 
--------------------
Support to client se
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9-4 Installing Aker Encryption Client 

Aker Encryption Client runs on Windows 95/98/NT/2000 platforms. Its installa
so simple th

tion is 
at it's not even necessary to restart the machine in which it's being installed. 

To install the Encryption Client, load the CD-ROM and select Install Encryption 
Client, inside the Firewall menu. If the autorun option is disabled, then the following 
steps will be necessary: 

1. Click on the Start menu  
2. Select Run  
3. Type D:\en\firewall\criptoc\setup. (If your CD-ROM drive uses a letter 

other than D, replace it accordingly.)  

The installation window will be displayed. To proceed, follow the instructions on the 
screen. 

When the installation is completed, a new group called Aker Firewall will have been 
created under the 
Enc p n, 
whi  m rder to run the program.  

Start menu. Inside this group, there will be a subgroup called 
ry tion Client. And inside this one, there will be an Encryption Client optio
ch ust be selected, in o

 Installing the client through scripts 

To make it easier to install Aker Encryption Client in a large number of hosts, it is 
possible to perform an automatic and non-interactive installation. This way, it is 
possible to write a logon script, for example, that installs the client if it is not installed 
already. 

The automatic installation is invoked through another program, called Setupbat, 
located in the same directory of the installation program, described above. It receives 
the installation options through command line and the following options are available: 

-a  Performs an automatic installation 
-i Adds the client to the Start menu 
-d directory Especifies the installation directory 
-f Installs the client even if a previous installation is 

detected 
-c Starts the client after installing it 

 If the -d directory option is not specified, the client will be installed in 
C:\Program Files\aker\aker_crypt 

 Distributing a default configuration in client installation 

In addition to autom
con u tion. 
Con q cryption Client 
configuration ready, so that the user won't need to perform any type of configuration. 

atically installing the Client, it is also possible to distribute a default 
fig ration, which will be used in both the automatic and the interactive installa
se uently, a firewall administrator can leave the entire Aker En
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To t
desired way. Afterwards, copy specific files to the directory where the default versions 
will be installed. The following files can be copied: 

nets.cla Configuration of secure networks and the option of 

ates 

ins all the Client with a default configuration, just configure it in a machine, in the 

using Aker Authentication Client for logon 
algorithms.cla List of enabled algorithms 
certs.cla Certification authorities and revogation certific
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9-5 Configuring the Encryption Client 

W unning, an icon is displayed in the taskbar next to the hile the Encryption Client is r
clock. To configure the Client, click once on this icon. The Client Configuration and 
Monitoring Window will show up. This window has six tabs, each one responsible for a 
part of the configuration: 

 Session 

 

The Session tab shows a summary of the Client activity. It indicates whether the Client 
is active, and the amount of bytes and connections (secure and insecure) that have 
passed through it in the current session. 

Secure connections are the ones being encrypted, and the insecure are unencrypted. 

There is a button, in the top part of the tab, that activates or deactivates the Client. If the 
Client is deactivated, no connection will be encrypted.. 
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 Certificates 

 

This tab has its functioning equal to the firewall certificates window, with the only 

rtificate is 
selected, this list will remain blank. 

difference that there is no local certificate. 

It has two lists: the left list shows negotiation, revocation, and Certification Authorities 
certificates. The right list shows the fields of a selected certificate. If no ce

  Certificates fields displayed on the right are for information purposes only. None of 
those values may be altered. 

To load a new certificate, do the following: 

1. In the Load group, click on the Certification Authority or the Revocation 
Certificate button, to select the certificate type to be loaded.  

2. Specify the name and location of the file to be loaded, in the window that will 
show up. Then click Open.  
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 Secure Networks 

 

This is the main Client configuration tab. It shows a list of all networks to which the 
communication will be encrypted. Each network has a status column indicating if it's 
active or not. 

To add a new entry to the list, just click on the Add button, in the toolbar. To delete or 
edit a secure network, select it, and click on the desired option in the toolbar. 

Selecting Add or Edit will display the window below: 
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IP: It is the network IP address to which the communication will be encrypted. 

Netmask: It is the netmask of the network to which the communication will be 
encrypted. 

Description: It is a free text field, used only for documentation purposes. 

It is possible to export the current configuration to a file and import it lately in the same 
or in another host. For these purposes, there are the Import and Export buttons, located 
in the toolbar. The Export button saves the current secure networks list in a file and the 
Import button loads the networks list from a file and adds them to the present list (the 
new entries will be added in the end of the present list). 

The Negotiate button allows the immediate negotiation of a secure channel to the 
selected network. If the session to the selected network is already established or no 
entry is selected, then this button will be disabled. 

The Apply button makes the recently made modifications permanent. When it is 
clicked, all active sessions will be finished. 

The Use name and password from Aker Authentication Client option, if checked, 
causes the encryption client to use the username and password used in the network 
logon to establish secure sessions, if they demand user authentication. If this option is 
not checked and the firewall is configured to demand user authentication, a window 
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asking for an username and a password will be shown every time a new encryption
session is established. 

 

 If the Aker Authentication Client is not active, the Use name and password from 
Aker Authentication Client option will be disabled. 

 Log 

 

This is a very useful tab to accompany the Encryption Client operation. It has a list with 
several messages in chronological order. A colored icon, next to each message, 
symbolizes its priority. The colors mean the following: 

Green Debug 
Blue Information 
Yellow Notice 
Red Warning 
Black Error 

The Erase button, located in the toolbar allows the erasing of all existing log entries. 

The  text file. When it is 
clic d

 option, if unchecked, will produce no more log messages from the 

 Save button, located in the toolbar, allows to save the log in a
ke , a window asking for the filename to save the log will be displayed. 

The Activate Log
encryption client. 
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 The Aker Encryption Client log is stored only during client execution time. If it is 
closed, all log information will be discarded. 

 Algorithms 

 

The Algorithms tab allows for disabling algorithms, blocking their utilization for the 
establishment of secure channels. In this tab, it is also possible to load new algorithms, 
and to remove previously loaded ones. It has a list of each algorithm, its name, company 
or person who implemented it, and its key length in bits. 

To disable an algorithm, click on the box to the left of its name. A new click will enable 
it again. 

To add a new algorithm to the Encryption Client, click on the Install button, located in 
the toolbar. A window asking for the .DLL filename, supplied by the algorithm 
developer, will be shown. 

To remove an algorithm, click on its name, then click on the Erase button, located in 
the toolbar. This procedure will remove the .DLL file installed as shown in the previous 
example. 

 To perform any algorithm operation, the Encryption Client must be inactive. 

 It is not possible to remove the default encryption client algorithms. It is only 
possible to disable them. 
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 About 

 

This tab supplies useful information about the Aker Encryption Client, such as its 
version and release. 
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10-0 Integration of the Firewall modules 
 

In this chapter, the relationship of the three large Aker Firewall modules 
will be shown: the packet filter, the network address translator and the 

encryption and authentication module. The path through which the packets 
gofrom the moment they are received by the Firewall until the moment they 

are accepted or rejected will also be shown. 

10-1 The flow of packets in Aker Firewall 

In the previous chapters of this manual, the three large Aker Firewall modules were 
shown separately and all the details pertinent to the configuration of each one. Now, it 
will be shown how a packet goes through them and which alterations it can undergo in 
each one of them.  

Bas l nternal 
network and have an external host as destination (inside-outside flow) or packets that 
are generated in the external network and have a host on the internal network as 
destination (outside-inside flow).  

ica two different flows: one for packets that are generated in the ily, there are 

 The inside-outside flow 

When any packet from the internal network reaches the firewall, it goes through the 
modules in the following order: assembler module, packet filter, network address 
translator and encryption module.  

   

• 

The ass
unt h  
then a

er  

The assembler module  

embler module is responsible for storing all fragments of the received IP packets 
il t ey can be reassembled and converted into a complete packet. This packet will be
 p ssed to the other modules. 

• The packet filt
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The packet filter has the basic function of validating a packet in accordance with the 
rules defined by the administrator, and its stateful table, and deciding whether it shou
be allowed to pass through the firewall

ld 
. If it decides that the packet can pass, it will be 

passed to the other modules, otherwise, it will be discarded and the flow will end. 

The network address translator receives an authorized packet and verifies, according to 

Afterwards, the packet will be passed to the encryption module. 

• The encryption module  

The encryption module receives a valid packet, with translated addresses, and decides, 
based on its configuration, if this packet should be encrypted or authenticated before 
being sent to the destination. In case of positive answer, the packet will be 
authenticated, encrypted, and some specific headers will be added to it.  

Afterwards, the packet will be sent through the network. 

• The network address translator  

its configuration, if it should have the source address translated. In case of positive 
answer, it translates it, otherwise, the packet suffer no other alterations.  

 The outside-inside flow 

When any packet coming from the external network, in direction towards the internal 
network, reaches the firewall, it goes through the modules in the following order: 
assembler module, decryption module, network address translator and packet filter. 

   

• The assembler module  

The assembler module is responsible for storing all fragments of the received IP packets 
until they can be reassembled and converted into a complete packet. This packet will be 
then passed to the other modules. 

• The decryption module  
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The decryption module removes the headers added by the encryption module, verifying 

ake sure that all the packets that arrive from a 
es 
packet 

lidated successfully, it will be passed to the network address 

acket and checks if the destination address 
of ase of positive answer, this address 
is

ket filter  

d 
 pass through the firewall. 

ides that the packet can pass, it will be sent to the destination host, otherwise, it 
will be discarded. 

the packet authentication signature and decrypting it. In case either the authentication or 
the decryption presents an error, the packet will be discarded.  

The other function of this module is to m
network to which there is a secure channel come encrypted. In case a packet com
from a network to which there is an encryption or authentication channel and this 
is not either authenticated or encrypted, it will be discarded.  

If the packet has been va
translator. 

• The network address translator  

 The network address translator receives a p
 this packet is one of the virtual IP addresses. In c
 translated to a real address.  

Afterwards, the packet will be passed to the packet filter. 

• The pac

The packet filter is the last module of the outside-inside flow. It has the basic function 
of validating the received packet according to the rules defined by the administrator, an
its stateful table, and deciding whether it should be allowed to
If it dec
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10-2 Integration of the filter and the network address translation 

When configuring filtering rules to be used with hosts whose addresses will be 
translated, the following doubt arises: should the real hosts addresses be used or the 
virtual ones ?  

This question can be easily answered while analyzing the packet flow:  

• In the inside-outside flow, the packets go through the filter first and then have 
their addresses translated (if it is the case), that means, the filter receives the real 
addresses from the hosts.  

• In the outside-inside flow, the packets go through the network addresses 
translator first, which translates the destination addresses of the virtual IP 
addresses into the real ones. After this, the packets are sent to the packet filter, 
this means, the packet filter receives the packets with the real addresses again.  

In both cases, the filter is not aware of the existence of the virtual addresses, what leads 
us to the following statement:  

 When filtering rules are created, the network addresses translation must be ignored. 
The rules must be configured as if the source and destination hosts were communicating 
directly, without using any kind of addresses translation. 
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10-3 Integration of the filter with the network address 
translation and the encryption 

In the previous section, we have shown how to configure the filtering rules to hosts 
whose addresses would be translated. The conclusion was that you should work only 
with the real addresses, ignoring the address translation. Now, one more question arises
when secure channels are configured to hosts that will go through the network address 
translation, should the real addresses of th

: 

ese hosts be used or the virtual ones ?  

  

ets 

 

of the virtual IP addresses 

nd decryption modules receive the packets as if they had 

In order to answer this question, the packet flow should be analyzed again:

• In the inside-outside flow, the packets go through the filter first, have their 
addresses translated (if it is the case) and, at last, they are passed to the 
encryption module. Due to this fact, the encryption module receives the pack
as if they were originated in the virtual addresses.  

• In the outside-inside flow, the packets go through the decryption module and are
decrypted (if it is the case). Then, they are sent to the network addresses 
translator, which translates the destination addresses 
into real addresses, and, at last, they are sent to the packet filter. The decryption 
module receives the packets before they have had their addresses translated and, 
consequently, with the virtual addresses.  

In both cases, the encryption a
their origin or destination in the virtual IP addresses, what leads us to the following 
statement:  

 When secure channels are created, you should pay attention to the network addres
translation. The source and destination addresses must be s

ses 
et as if the channel had the 

virtual IP addresses as its origin or destination. 
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1 onfiguring the Security 1-0 C
 

ewall 
security module. 

11-1 Protection against SYN Flood 

We will show here how to configure attack protection in the Aker Fir

What is a SYN Flood attack? 

SYN Flood is one of the most popular denial of service attacks. The purpose of these 
attacks is to deny the functioning of a host or a specific service. In case of the SYN 
flood, it is possible to make any TCP based service unusable.  

In order to understand this attack, it is first necessary to understand the functioning of 
the TCP protocol related to connection establishment.  

The TCP protocol uses a 3-way handshake to establish a connection:  

1. The client host sends a packet to the server with a special flag called the SYN 
flag. This flag indicates that the client wants to establish a connection.  

2. The server responds with a packet containing both the SYN and ACK flags, 
which means that the server has accepted the request for the connection and that 
it is waiting for a confirmation from the client in order to have the connection 
established.  

3. The client, right after receiving the packet with the SYN and ACK, responds 
with a packet containing only the ACK flag, which indicates to the server that 
the connection has been successfully established.  

All connection requests received by a server are stored in a special queue which has a 
predetermined size, dependent on the operating system. They are kept stored until the 
server is informed by the client that the connection has been established. In case the 
server receives a connection request packet and the pending connections queue is full, 
this packet is discarded. 

Basically, the attack consists of sending a large number of packets of connection request 
to a specific server. These packets are sent with a source address forged to an inexistent 
host (reserved addresses described in the chapter about the network address translation 
are often used in this circumstance). The server, right after receiving these packets, 
sends a response packet and waits for a confirmation from the client host. As the source 
address of the packets is false, this confirmation will never reach the server.  

What happens is that during a specific moment, the server pending connections queue is 
found completely full. From this point on, all the requests for connections establishment 
are discarded, and the service is invalidated. Such invalidation persists for few seconds, 
for the server, when discovering that the confirmation is taking too long, removes the 
pending connection from the queue. However, if the attacker keeps on sending packets 
continuously, the service will be kept invalidated for as long as he wishes.  
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Not all machines are vulnerable to SYN Flood attacks. Newer implementations of the 
TCP protocol have mechanisms to cancel out these types of attacks. 

How does the Aker Firewall SYN Flood protection work? 

Aker Firewall has a mechanism whose purpose is to avoid SYN Flood attacks. Its 
functioning is based on the following steps:  

1. When a connection request packet (packet with the SYN flag, described in the 
previous topic) is sent to a server to be protected, the firewall registers it in a 
table and allows the packet to pass (evidently, the packet will only be allowed to 
pass if this has been authorized by the filtering rules configured by the 
administrator. For further details, refer to the chapter The Stateful Filter).  

2. When the server response arrives informing that the connection has been 
accepted (packet with the SYN and ACK flags), the firewall will immediately 
send a packet to the server confirming the connection, and it will also allow the 
response packet to pass towards the client. From this point on, an internal clock 
will be activated in the firewall. This clock will mark the time during which the 
confirmation packet from the client must arrive.  

3. If the connection request is a regular one, within a period of time shorter than 
the maximum allowed, the client will respond with a packet confirming the 
establishment of the connection. This packet will make the firewall validate the 
connection request and shut down the internal clock.  

4. In case the client does not respond within the maximum time allowed, the 
firewall will send a special packet to the server which will drop the connection.  

With all these procedures, the firewall prevents the pending connection queue in the 
server to overfill. This is possible since all the pending connections will be established 
as soon as the response packets reach the firewall. The SYN flood attack, then, will not 
take place.  

It is important to emphasize that the functioning of this protection is based on the 
timeout for the clients confirmation packets. If the timeout is too short, valid 
connections may be refused. If the timeout is too long, the server, in the case of an 
attack, will keep a large number of established connections, which may cause even 
more serious problems. 
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11-2 Configuring SYN Flood protection through the GUI 

To access the SYN Flood protection parameters configuration window, do the 
following:  

 

• Click on the Security menu in the Firewall window you want to manage  
• Choose SYN Flood  

 

The SYN Flood protection configuration window  

 

• 
fica

The OK button updates configuration parameters and closes the window  
tions and closes the window.  • Cancel discards all modi
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• The Apply button sends all modifications to the firewall and keeps the window 

vate the protection 
d protection is 

 duration: Defines the maximum time period, in 500ms 
on confirmation. If this time is reached, a 
g the connection. 

open  

Field meaning:SYN flood Fields:  

Activate SYN Flood protection: This option must be checked to acti
against SYN Flood, and unchecked to deactivate it. (When SYN Floo
disabled, old configurations are kept stored but cannot be modified.) 

Maximum TCP handshake
units, a firewall will wait for a client connecti

t, droppinpacket will be sent to the server hos

The ideal value for this field may vary for each installation. However, values from 3 
eriods between 1,5 and 5 seconds. 

firewall. 

ity from the hosts, networks or set branches, in the Entities 
window, straight to the list.  

ork to protect to open the context-
Entities. Click on the entity to be added. Click 

 press delete on your keyboard, or right 
ext-sensitive menu.  

to 10 are suggested, corresponding to time p
List of hosts and networks to protect  

This list includes the hosts, networks or sets that will be protected by the 

To add a new entity to the protection list, do one of the following:  

• Drag and drop an ent

• Right click on the list of hosts and netw
sensitive menu. Select Add 
Add.   

To delete an entity from the list, select it and
click on it, and choose the Delete option in the cont

All TCP servers, with service that can be used by external clients, should be included 
e added to this 

o SYN Flood 
attacks.  
  

in the list of entities to be protected. The firewall address should not b
list, since FreeBSD and Linux operating systems are not susceptible t
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11-3 Flood Protection 

What is a Flood attack? 

Flood attacks are characterized by the high number of open and established connections 
to web, ftp, and smtp, among other servers, from Internet hosts that were invaded and 

ead Denial of Service (DoS) attacks to other 

s 
 virus, such as NIMDA, which 

ns simultaneously.  

are being controlled and used to spr
machines.  

The protection is also useful to avoid service overuse (download sites, for example), a
well as to prevent more serious damages caused by
caused that each infected host opened hundreds of connectio

How 

ay be simultaneously opened from a same 

l administrator must estimate this limit according to daily operation pattern 

does Aker Firewall Flood Protection work? 

Aker Firewall has a mechanism to frustrate flood attacks. Its operation is based on 
limitting the number of connections that m
host, to a protected entity.  

 The firewal
of each server or network to being protected.    
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11-4 Configuring Flood protection through the GUI 

 

• Click on the Security menu in the Firewall window you want to manage  
• Choose Flood Protection  

 

The Flood Protection configuration window   

 

• The OK button updates configuration parameters and closes the window.  
• Cancel discards all alterations and closes the window.  
• Apply sends all alterations to the firewall and keeps the window open.  

Field meaning:  
Number: Corresponds to the Protection Flood rule number.  

Source: A network or host that can be the source of DDoS attacks (usually the Internet)  

Destination: Hosts or networks to be protected.  
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Services: Service to be protected. More than one entity may be included in this field.  

s Maximum Connections: Numeric field where the maximum number of simultaneou
connections an entity can hold, from the same source, must be informed. 
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11-5 Anti-Spoofing Protection 

What is a Spoofing? 

IP spoofing involves the supply of false information about a person, or about a host 
identity, to obtain non-authorized access to systems and/or to the services they provide. 
Spoofing interferes in the way a client and a server establish a connection. Despite the 
fact that spoofing is possible with several protocols, the most known of the spoofing 
attacks is the IP spoofing.  

The first step in a spoofing attack is the identification of two destination hosts, which 
we will call A and B. In most cases, one host (A) will have a trusting relationship with 
the other (B). It is indeed this relationship that the spoofing attack will try to exploit.  
Once the destination systems (A and B) have been identified, the attacker will try to 
establish a connection with B, in such a way that B believes it has a connection coming 
from A. The real connection request is from the attacker’s host, which we will call X. 
This spoofing is done with X creating and sending a false message (created on X, but 
with A’s source address) requesting a connection with B. When receives this message, 
B responds  generating a similar message, recognizing the request, and establishing 
sequence code numbers.  

Under usual circumstances, this message generated by B would be combined with a 
third message recognizing the sequence issued by B and sent to the client host. Thus, 
the handshake would be completed, and the connection could go on. However, since B 
believes it’s communicating with A, B sends its response to A, and not to X. Therefore, 
to continue acting like A, X will have to respond to B, as if it were A, without knowing 
the sequence numbers generated by B. So, to successfully represent A, X must guess 
precisely the sequence numbers B will use to confirm the connection. In certain 
situations, this is much easier than we can imagine.  

Furthermore, besides guessing the sequence number, the intruder X must also ensure 
that the initial response message from B never gets to A. If A were to receive such 
message, it would deny to B having requested the connection, and the spoofing attack 
would fail. To archieve its objective, i.e., to block B-to-A messages, the attacker X 
usually sends several connection request packets to A, to exhaust its capacity to receive 
requests, thus preventing it from responding to B. This technique is known as “port 
violation”. When this operation comes to an end, the invader will be able to conclude 
the fake connection.  

IP spoofing, as described above, is a clumsy and tedious strategy. However, a recent 
analysis revealed the existence of tools capable of executing a spoofing attack in less 
than 20 seconds. IP spoofing is a dangerous threat, but luckily, it is relatively easy to 
create protection mechanisms against it. The best defense against spoofing is to 
configure routers to reject any packet, which alleged source is from an internal network. 
This simple precaution will prevent external machines to take advantage of reliable 
relationships within internal networks.    
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How does Aker Firewall Spoofing Protection work? 

ering 
firewall-protected newtorks, i.e., networks behind each firewall network interface.  

Only packets from
from
any internal network addresses.. 

 T e these networks, define corresponding entities, 
and utilize the graphical user interface to build the protection.  

Aker Firewall has a mechanism to frustrate Spoofing attacks. It’s based on regist

 registered entities will be accepted in the internal networks. And, 
 the external networks, only packets which originating IP addresses do not match 

he firewall administrator must evaluat
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11-6 Configuring Anti-Spoofing protection through the GUI 

 

Click on the Security menu in the Firewall window you want to manage  • 
• Choose Anti-Spoofing  

 

The n A ti-Spoofing configuration window  

 

• The OK button will update the configuration parameters and close the window.  
• Cancel will discard all alterations and close the window.  

 

g control: When this option is checked, it activates the Anti-
Spoofing protection. 

• Apply will send all alterations to the firewall and keep the window open. 

Field meaning:  
Activate anti-spoofin

Interface: Corresponds to the interface entity registered in the firewall by the 
administrator.  
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Status: Shows the interface status; whether it is up or down. This field cannot be edited.  

Type: By default, this field is set as External. It can be changed to Protected by right 
clicking on it. By doing this, it becomes possible to edit the Entities field next to it.  

Protected means that the interface is connected to an internal network and only packets 
whose source IP addresses are present in any of the entities specified in the rule will be 
accepted. External means that the interface is connected to the Internet and thus 
incoming packets with any source addresses will be accepted, except those that belong 
to any entity listed in any rule of an interface marked as Protected. 

Entities: When an entity is defined as Protected, it is necessary to include in this field a 
list of all networks and/or hosts that are connected to this interface. 
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11-7 Intrusion Detection System (IDS) 

 What is an intrusion detection system (IDS) ? 

orks that are not according with the security policy of an organization. 
This identification is performed based on pattern matching, packet data or system 
informa r hacking attempts on a network. 

picious (usually known attack 
patterns or actions previously defined and configured as non authorized). A IDS 

cking attacks at real-time), send alerts to the administrator, 
save a log file or even close the connection. 

Intrusion detection systems are designed with the purpose of identifying accesses to 
systems or netw

tion that can correspond to attacks o

The IDS are software or hardware solutions dedicated to the task of identifying and 
responding automatically to activities considered sus

recognize activities not considered normal and can be programmed to reconfigure the 
firewall dynamically (blo

 How the support for IDS agents works ? 

The intrusion detection agent interacts directly with the firewall adding blocking rules 
a 

. If this configuration is violated, the agent automatically adds a 
rule in the firewall blocking the access from the host where the connections are coming 
from T iod of time, after this period it is automatically 
removed, or valid until the next firewall reboot. 

wall. In this 
case the plugin must be installed on the host where the IDS agent is installed and then 

 in the next section. It is possible to use other IDS 
agents, however their integration must be made through the use of scripts. In this case, 
th

when it detects a suspicious behaviour. For example, let's suppose an agent monitoring 
web server is configured to not allow more than 20 simultaneously connections from a 
same host in the Internet

. his rule can be valid for a per

Aker Firewall has specific plugins for Real SecureTM, NFRTM, DragonTM and Snort 
products, allowing their immediate and transparent integration with the fire

configured to add blocking rules in the firewall. The firewall must be configured to 
support IDS agents, as described

e section describing the command line interface should be written. 

 The IDS blocking rules will only be removed when they expire, by an administrator 
action or by a firewall reboot. In the last two cases all blocking rules will be removed 
(that is, it is not possible to remove a specific rule after it is added). 

 203



11-8 Configuring support for the Intrusion Detection Agent 

To access the Instrusion Detection window, just do the following:  

 

• Click on the Security menu on the firewall window you want to manage  
• Select IDS  

 

he Intrusion Detection window  T

 

 
ts This window configures all parameters that allow IDS agen to add blocking rules to 

the firewall..  

• The OK button will close the IDS agent configuration window, and save all 
modifications.  

• The Cancel button will close the window but will not apply any modification.  
• Apply will send all alterations to the firewall, and will keep the window open.  

Parameter meaning  

 204



Enable IDS Agent: This option must be checked to activate IDS agent support, and 
unchecked to deactivate it. (When IDS agent support is disabled, old configurations 

t cannot be altered).  

nabled to add blocking rules to the firewall. 
red in the firewall. For more information, 

remain stored, bu

IDS Agent to use: Indicates the IDS agent e
ust have been previously registeThis agent m

e the Registering Entitiesse  chapter.  

e status of the connection to the IDS agent. 
icates that the firewall was successfully 

ed.  

l refresh the connection status.  

d by the IDS agent. . 

Status: Allows the administrator to verify th
ue, with the word Connected, indA green val

authenticated and the communication with the agent was establish

The Apply button wil

The Flush button will exclude from the firewall all rules registere

 205



11-9 Installing the Plugin for IDS agents on Windows NT 
 is very simple. Insert  Aker Firewall CD-ROM in the destination 

ent of the agent installation directory, from the CD-ROM to any 

ing command: 
an D, replace it 

 in the command). After that, select the appropriate file to your plataform 

ram will display an initial window asking for a confirmation in order to 
e with the installation. Click on the Continue button to proceed. Next, a window 

on to continue. Click on 

IDS plugin installation
y the conthost, or cop

temporary directory in this host.  

Then, click on the Start menu, select Run, and type in the follow
D:\en\firewall\ids\ ( If your CD-ROM drive uses a letter other th
accordingly
and double click on it.  

The prog
ntinuco

with the product licensewill be shown, asking for a confirmati
the I Agree button.  

Aker Firewall IDS plugin configuration 

necessary to configure it. This configuration allows 
ill be notified, as well as the definition of the rules that 

ration program, click on the Start menu, and select the Aker 
 Inside it, select the Intrusion Detection group, and then, the Intrusion 
n. The following window will be displayed:  

After the plugin installation, it is 
gistration of all firewalls that wre

will be added.  

To access the configu
Firewall group.
Detection optio
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This window has 4 tabs. In the first one, shown above, is where the plugin configuration 
is done. It has a list with the names of the several configurations created by the 
administrator, and that will later be shown as action options in the Real Secure 
administration console. It is possibleto specify a configuration name when an event is 
being executed, or to use the Default button to specify a configuration that will be 
executed by default, i.e., when no configuration name is specified.  

To create a new configuration, click on the Insert button, located in the top left side of 
the window. A blank configurationwill be created. To edit a configuration parameter, 
click on its name, and modify the desired parameters..  

Parameter meaning  

Configuration Name: The name that will be displayed in the administration consoles 
of Real SecureTM, NFRTM, Enterasys Dragon, and Snort. When selected, it will 
execute the actions defined by the administrator.  

Notification: This field allows definition of the actions that will be executed by the 
firewall, when a blocking rule is added through the execution of aconfiguration. If the 
Default option is selected, the actions associated to the message “IDS blocking rule 
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added” will be executed. Otherwise, it is possible to specify exa
taken. For more information on action configuration, see the 

ctly the actions to be 
nfiguring System Co

Actions chapter.  

Block: This field is used to define the type of blocking that will be performed when the 
configura
se
all, and not just some, checked options):  

So resses equal to the rule’s will be blocked 

 

tocol of a service, only its number. Since NFR only inspects TCP traffic, 
this protocol must be selected when this IDS is being used. 

his must be 
unchecked, the rule will remain active untilnext 

time the firewall is restarted  

U ine to which firewalls the temporary rules will be 

tion is executed. There are three possible options that may be independently 
lected (when more than one option is selected, the rule will block packets that match 

urce: Packets with source add

Destination: Packets with destination addresses equal to the rule’s will be blocked 

Service: Packets using the same service as the rule will be blocked. If this option is 
checked, the protocols that will be associated to theservice, must be selected in the 
Protocol field. This is necessary because Real SecureTM has a limitation. It does not 
supply the pro

Rule activation time: This field is used to define how long the rules added by the 
configuration will remain active. If the option Activation Time is checked, t
specified, in seconds. If this option is 

sed Firewalls: In this field, we def
added. An access password and IP address must be configured for each firewall. The 
access password must be the same configured in the definition of the IDS agent entity 
(for more information, see the Registering Entities chapter). When the Insert or Edit 
buttons are pressed, the following window will show up:  

 

The firewalls defined above, must be added to the configuration through the following 
steps: Select the required firewalls; press the arrow button so that the selected firewalls 
will show up on the right list of the window.   

The Flush button deletes the dynamic rules added to the selected firewalls by the IDS. 
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After all modifications are done, click on the Apply button. If the Real Secure is being 
used, a window will show up saying that the Real Secure Global Responses will be 

inue. Click on the Yes button, to save 
the new configuration.  
modified, and asking for a confirmation to cont

Log 

 

All the blocks sends for the IDS will be registred in this window.  
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Events 

 

This is a very useful tab to trackagent operation. It has a list of several messages in 
chronological order. Next to each message, there’s a colored icon symbolizing its 
priority.  
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About 

 

General informations of product.  
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11-10 Using the command line interface – Syn Flood 

The command line interface of the SYN flood protection is quite simple to be used, and 
it h s apacities of the graphic user interface.  

lood  

Syn x

ow | help] 
fwflood [add | remove] <name> 
fwflood timeout <value> 

Aker Firewall - Version 5.0 
fwflood - Configures the SYN Flood protection parameters 
Usage: fwflood [activate | deactivate | show | help] 

       fwflood timeout <value> 

tive      = activates the SYN Flood protection 

For the add / remove commands: 
       name        = name of the entity to be protected or removed 
from 

n 500 ms units 

Exa p wing the configuration)  

Timeout             : 6 (x 500 ms) 
 
List of entities to be protected: 

                          (Host) 

Exa p activating the SYN flood protection and viewing the configuration)  

--------------------------- 

old  the same c

Program location: /etc/firewall/fwf

ta :  

fwflood [activate | deactivate | sh

Program help:  

       fwflood [add | remove] <name> 

 
       ac
       deactivate  = deactivates the SYN Flood protection 
       show        = shows the active configuration 
       add         = adds a new entry to be protected 
       remove      = removes one entity to be protected 
       timeout     = sets the connection establishment timeout 
       help        = shows this message 
 

                     the protection list 
 
For the timeout command: 
       value       = maximum timeout i

m le 1: (vie

#/etc/firewall/fwflood show 
Configuration parameters: 
--------------------------------- 
SYN Flood protection: activated 

--------------------------------- 
Aker                                            (Network) 
Mail Server                                     (Host) 
NT_01                 

m le 2: (de

#/etc/firewall/fwflood deactivate 
#/etc/firewall/fwflood show 
Configuration parameters: 
------
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SYN Flood protection: deactivated 
Timeout             : 6 (x 500 ms) 

             (Network) 
Mail Server                                     (Host) 

                                      (Host) 

#/etc/firewall/fwflood remove NT_01 

SYN Flood protection: deactivated 
Timeout             : 6 (x 500 ms) 
 

Exa p ncluding the host Server_01 in the list of entities to be protected and 
viewing the configuration)  

#/etc/firewall/fwflood show 
Configuration parameters: 
--------------------------------- 

 
List of entities to be protected: 
--------------------------------- 

 
List of entities to be protected: 
--------------------------------- 
Aker                               

NT_01     

Example 3: (removing the host NT_01 from the list of entities to be protected and 
viewing the configuration)  

#/etc/firewall/fwflood show 
Configuration parameters: 
--------------------------------- 

List of entities to be protected: 
--------------------------------- 
Aker                                            (Network) 
Mail Server                                     (Host) 

m le 4: (i

#/etc/firewall/fwflood add Server_01 

SYN Flood protection: deactivated 
Timeout             : 6 (x 500 ms) 

Aker                                            (Network) 
Mail Server                                     (Host) 
Server_01                                       (Host) 
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11-11 Using the command line interface – Flood Protection 
Program Location: /etc/firewall/fwmaxconn  

Program Help:  

Aker Firewall - Version 5.0 
Usage: fwmaxconn help 
     fwmaxconn show 
     fwmaxconn add <pos> <source> <destination> <service> <n_conns> 
     fwmaxconn remove <pos> 
     fwmaxconn <enable | disable> <pos> 
the parameters are: 
 pos  : rule position in the table 
 source : host/networkwhere connections originate 
 destination: host/network to where the connections are going 
 service : network service for which there is a connection 
 n_conns : maximum number of simultaneous connections from the 
same source 
Example 1: (viewing the configuration)  

Rule 02 
-------- 
Source       : Network_Internet             
Destination  : NT3                       
Ser c
Con c
Rule 0
------
Sou e
Destin
Services     : Gopher                    

#/etc/firewall/fwmaxconn show 
Rule 01 
-------- 
Source       : Network_Internet             
Destination  : NT1                       
Services     : HTTP                      
Connections  : 5000 

vi es     : FTP                       
ne tions  : 10000 

3 
-- 

rc        : Network_Internet             
ation  : Internal_Network 

Connections  : 100 
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11-12 Using the command line interface – Anti-Spoofing 
Program location: /etc/firewall/fwifnet 
Aker Firewall - Version 5.0  
Usage: fwifnet [help | show] 
fwifnet add interface <name_if> [external] 
fwifnet add network <name_if> <network> [network1] [network2] ... 
fwifnet remove [-f] interface <name_if> 
fwifnet remove network <name_if> <IP_address> <netmask>  

       fwifnet add interface <name_if> [external] 
       fwifnet add network <name_if> <network> [network1] [network2] 
... 
    
    
 
For the add / remove commands, we have the following: 
   i
     e
int f
    
     network    : an allowed network in a non-external interface 
Example 1: (viewing the configuration)  
#/etc/firewall/fwifnet show 
Aker Firewall - Version 5.0 
Anti-Spoofing module status: enabled 
Registered interface: DMZ_Interf 
     Allowed network: DMZ_network 
Registered interface: External_Interf (external) 
Registered interface: Internal_interf 
     Allowed network: Internal_network 

Program Help:  

Usage: fwifnet [help | show] 

   fwifnet remove [-f] interface <name_if> 
   fwifnet remove network <name_if> <IP_address> <netmask> 

  nterface  : the network interface name to be controlled 
xternal   : this word makes the firewall consider that the 

er ace is  
              external 
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11-13 Using the command line interface - IDS 
It is very simple to use the command line interface to configure. Intrusion Detection 
Systems / ou the support for intrusion detection. In addition, this interface has the same 
resources as the graphical user interface.  
Pr
Sintaxe: 

] 
               [service <service/protocol>] [time] 
Pro a
Aker Firewall - Version 5.0 

res IDS external agent parameters 
Usage: fwids [enable | disable | show | clear | help] 

= enables IDS external agents operation 
     disable      = disables IDS external agents operation 

current configuration 
temporary blocking rule 

: 

must be blocked 
ndicates that connections going to the specified 

 blocked 
ons using specified service 

cify the type of service for ICMP; 
                    or the protocol number for other protocols (ex: 

seconds, during which the rule will 
ed, the rule will be active untilnext 
. 

Example 1: (Enabling support for intrusion detection) 

ogram location: /etc/firewall/fwids 

fwids [enable | disable | show | clear??? | help] 
fwids agent <entity> 
fwids block [source <source ip>] [destination <destination ip>

gr m Help::  

fwids – Configu

    fwids agent <entity> 
fwids block [source <source ip>] [destination <destination ip>] 
               [service <service/protocol>] [time] 
 
     enable       

     show         = shows 
     block        = adds a 
     clear        = removes all temporary blocking rules 
     agent        = specifies name of entity with agent data  
     help         = displays this message 
 
For the block command, we have
     source       = indicates that connections originating in the 
specified IP address 
     destination  = i
IP address must be
     service      = indicates that connecti
must be blocked.  In this case, the following must be done: 
                    specify the service as the port  for TCP and UDP 
protocols; 
                    spe

23/tcp, 53/udp, 57/other) 
     time         = time, in 
remain active. If not specifi
time the firewall is started

#/etc/firewall/fwids enable 
Example 2: (Defining IDS agent) 
#/etc/firewall/fwids agent IDS_Agent 

The entity IDS_Agent must have been previously registered in the system
information on how to

. For more 
 register entities in Aker Firewall, go to chapter Registering 

Entities.  
Example 3: (Viewing current configuration)   
#/etc/firewall/fwids show 

ation parameters:: 
-------------------- 
IDS agent: enabled 
S_Agent 
: (Adding a blocking rule from host 192.168.0.25 to host 10.0.0.38, in the 

WWW service, port 80 of TCP protocol, for one hour) 

Configur
-------
External 
Agent: ID
Example 4
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#/etc/firewall
service 80/tcp 3600 

/fwids block source 192.168.0.25 destination 10.0.0.38 
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12-0 Configuring the System Actions 
 

This chapter shows how to configure the system automatic responses for 
previously determined situations. 

 What are the system actions ? 

allows the creation of automatic responses for 
c responses are configured by the administrator in a 

series of possible independent actions that will be performed when a pre-determined 

Aker Firewall has a mechanism that 
specific situations. These automati

situation occur.  

 What are the system actions for? 

The actions purpose is to make a high interaction degree between the firewall and the 
administrator possible. Its use allows, for example, the execution of a program capable 
of p i r when the firewall detects an attack. Therefore, the 

e capable of taking an immediate action, even if he is not monitoring 
moment.  

onfiguration window, the following must be done:  

 Configurations in the main window menu.  

ag ng the administrato
administrator will b
the firewall at the 

12-1 Using the graphic user interface 

To access the action c

• Click on the menu System
• Choose the Actions item  

 

d, the window that allows the configuration of actions to be 
ill be shown. For each log and event message and for the packets 

endent actions. The window 
shown will have this format: 

The actions configuration window  

When this option is selecte
taken by the system w
which do not match any rule it is possible to set indep
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To select the actions to be performed for the messages shown in the window, right click 
on the messages. For each selected action, a corresponding icon will be displayed. 

 

For each message that has the icon of an action, the correspondent action will be taken 
by the firewall when the message occurs. The following actions are allowed:  

• Logs: If this option is active, every time the corresponding message occurs, it 
will be logged by the firewall.  

• Sends Mail: If this option is active, an e-mail will be sent when the 
corresponding message occurs (the e-mail address configuration will be shown 
in the next section).  

• Executes Program: If this option is active, a program defined by the 
administrator will be executed every time the corresponding message occurs (the 
configuration of the path of the program to be executed will be shown in the 
next section).  

• Triggers alarm: If this option is active, the firewall will show an alert window 
every time the corresponding message occurs. This alert window will be shown 
on the machine where the remote graphic user interface is running and, if the 
host allows, a warning sound will also be produced. If the graphic user interface 
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is not active, no messages will be shown and this
action is particularly useful to call the administra

 option will be ignored (this 
tor's attention when an 

tion 
).  

important message occurs).  
• Sends SNMP trap: If this option is active, an SNMP Trap will be sent to the 

SNMP manager every time the corresponding message occurs (the configura
of the parameters to send traps will be shown in the next section

 It is not possible to change the actions for the firewall initialization event message 
essage will always have only the Log option as configured 

• The Cancel button will close the window and discard the changes done.  
y button will apply the changes but kept the window open.  

guration window

 the firewall to send an e-mail, it is necessary to configure 
e address). These parameters are configured through the parameters configuration in 

es window is clicked . It 

(message number 43). This m
actions. 

Meaning of the actions window buttons  

• The OK button will close the actions window and apply the changes done.  

• The Appl

The parameters confi   

In order to get the system to take the actions, it is necessary to configure certain 
arameters (for example, forp

th
the actions window.  

This window is shown when the Parameters tab in the messag
has the following format:  
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Meaning of the parameters:  

• Parameters to run a program  

Program file: This parameter configures the name of the program to be run by the 
system, when an action with the option Program occurs. The full path name of the 

ary to attempt to the fact that the program and all the 
directories on the path must have execution permission for the user who will execute it 

The program will receive the following parameters by the command line (in the same 
order as shown):  

1. Name of the program being run (this is a standard for the unix operating 
system).  

2. Type of message (1 - for log or 2 - for event).  
3. Priority (7 - debug, 6 - information, 5 - notice, 4 - warning or 3 - error).  
4. Number of the message that caused the execution of the program or 0 to indicate 

the cause was not a message. (in this case, the execution of the program was 
initiated by a rule)  

5. ASCII string with the complete text of the message (this string may have the line 
feed characters in it).  

program must be typed. It is necess

(which is configured in the next option).  

 In the UNIX operating system , the slash "/" is used to specify the path of a program. 
ay confuse those who are used to the DOS/Windows environment, where the 

backslash is "\" is used. 

Effective user name: This parameter indicates the identity of which the external 
program will be executed. The program will have the same privileges of this user.  

It m

 This user must be a valid user, registered in the FreeBSD or Linux. It is necessary 
not to confuse him with the Aker Firewall users, which are useful only for the Firewall 
administration. 

• Parameters to send SNMP traps  

Trap destination IP address: This parameter configures the IP address of the SNMP 
manager to which the firewall must send the traps.  

SNMP community: This parameter configures the name of the SNMP community that 
will be sent in the traps.  

The sent SNMP traps will have the generic type 6 (enterprise specific) and the specific 
type 1 for log or 2 for events. They will be sent with the enterprise number 2549, which 
is the number assigned by the IANA to the Aker Consultancy and Informatics.  

There is a file called /etc/firewall/mibs/AKER-MIB.TXT, which brings  information 
about Aker Consultancy and Informatics sub-tree in the global tree. This file is written 
on the ASN.1 notation. 
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• Parameters to send e-mail  

 of the user the email will 
be sent to. This user can be an user from the firewall itself or not (in this situation, it is 
necessary to write the complete address, for example user@aker.com.br).  

If it is d
list can

E-mail address: This parameter configures the e-mail address

esired to send e-mails to several users, a list can be created and the name of the 
 be inserted in this field. 

 It is important to notice that, if
tion will not be taken, even if it 

 any of these fields are blank, the corresponding 
ac is active. 
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12-2 Using the command line interface 

 actions has the same capacity of the 
graphic user interface and it is easy to use.  

Program location: /etc/firewall/fwaction 

Syntax

fwaction help 
fwaction show 

umber> [log] [mail] [trap] [program] [alert] 
| user | community> [name] 

Program help: 

fwaction - Command line interface for configuring system actions 
Usage: fwaction help 
       fwaction show 

waction assign <number> [log] [mail] [trap] [program] [alert] 
waction <program | user  | community> [name] 

       fwaction ip [IP address] 
       fwaction e-mail [address] 
 
       help      = shows this message 
 

   = assigns actions for a specific message 
       program   = defines the name of the program to be run 
       user      = defines the name of the user that will run the 
pro
       community = defines the name of the SNMP community for trap 
g
       ip        = defines the IP address of the SNMP server that will 
receive 
   
       e-mail    = defines the name of the user that will receive the 
e-mails 
 
For the assign command: 
       number    = number of the message which the action will be 
assigne
                   (the number of each message is shown on the left 
w
 
       log       = Logs each message generated 

 generated 
       trap      = Sends a SNMP trap for each message generated 

 program for each message generated 
alert window for each message generated 

Example 1: (configuring the parameters for e-mails sending and program execution)  

#fwacao e-mail root 
#fwacao program /etc/pager 
#fwacao user nobody 

The command line interface used to configure the

: 

fwaction assign <n
fwaction <program 
fwaction ip [IP address] 
fwaction email [address] 

       f
       f

      show      = lists the messages and the actions assigned to each 
of them 
       assign 

gram 

eneration 

                the traps 

d to 

hen 
                   the option show is selected) 

       mail      = Sends an e-mail for each message

       program   = Executes
       alert     = Open an 
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Example 2: (showing the complete configuration of the actions of the system) 

#fwacao show 
General Conditions: 
 
00 - Packet did not match any rule 
>>>> Log 
 
Log messages: 
 
01 - Possible fragmentation attack 
>>>> Log 
02 - Source routed IP packet 
>>>> Log 
03 - Land attack 
>>>> Log 
04 - Connection is not present in the dynamic table 
>>>> Log 
05 - Packet was received from an invalid interface 
>>>> Log 
06 - Packet was received from an unknown interface 
>>>> Log 
07 - Control connection is not open 
>>>> Log 
     
(...) 
 
231 - Host did not answer and was marked as down 
>>>> Log 
232 - Link was marked as up 
>>>> Log 
233 - Link was marked as down 
>>>> Log 
 
Configuration parameters: 
 
program   : /etc/pager 

sages, only the first and the last ones are 
shown. The real program will show all of them when executed. 

Exa  rule message and 
sho

 
 rule 

>>>> Log Mail Alert 
 
Log
 
01 - Possible fragmentation attack 
>>>> Log 

user      : nobody 
e-mail    : root 
community : 
ip        : 

Attention: Due to a large number of mes

mple 3: (assigning actions to the Packet did not match any
wing the messages) 

#fwacao assign 0 log mail alert 
#fwacao show 
General Conditions: 

00 - Packet did not match any

 messages: 
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02 - Source routed IP packet 
>>>> Log 
03 - Land attack 
>>>> Log 
04 - Connection is not present in the dynamic table 
>>>> Log 
05 - Packet was received from an invalid int
>>>> Log 

erface 

06 - Packet was received from an unknown interface 
>>> L
07 - Control connection is not open 

231 - Host did not answer and was marked as down 

232 - Link was marked as up 
>>> L
233 - Link was marked as down 

ters: 
 

ip        : 

Exa p anceling all the actions for the Source routed IP packet message and 
showing the messages)  

 
00 - Packet did not match any rule 
>>>> Log Mail Alert 

01 - Possible fragmentation attack 
>>>> Log Mail 
02 - Source routed IP packet 

present in the dynamic table 
>>>> Log 
05 - Packet was received from an invalid interface 
>>> L
06 - Packet was received from an unknown interface 

     

> og 

>>>> Log 
     
(...) 
 

>>>> Log 

> og 

>>>> Log 
 
Configuration parame

program   : /etc/pager 
user      : nobody 
e-mail    : root 
community : 

Attention: Due to a large number of messages, only the first and the last ones are 
shown. The real program will show all of them when executed. 

m le 4: (c

#fwacao assign 2 
#fwacao show 
General Conditions: 

 
Log messages: 
 

>>>>  
03 - Land attack 
>>>> Log 
04 - Connection is not 

> og 

>>>> Log 
07 - Control connection is not open 
>>>> Log 
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(...) 
 

was marked as down 

com n
ip  

Att ti  
shown.  executed. 

231 - Host did not answer and was marked as down 
>>>> Log 
232 - Link was marked as up 
>>>> Log 
233 - Link 
>>>> Log 
 
Configuration parameters: 
 
program   : /etc/pager 
user      : nobody 
e-mail    : root 

mu ity : 
      : 

en on: Due to a large number of messages, only the first and the last ones are
 The real program will show all of them when
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13-0 Viewing the System Log 
 

ng 
the system configuration phase. 

In this chapter, we will show how to view the system log, an essential 
resource for attack detection, firewall tracking and monitoring, and duri

 What is the system log? 

The log is where the firewall stores all information about packets received. It may 
contain records generated by any of the three main modules: packet filter, network 
address translation, and encryption/authentication. The type of information stored in the 
log depends on the firewall configuration, but basically, it includes information about 
accepted, rejected and discarded packets, packet errors, and network address translation 
information.  

Among all the data stored in the log, information about discarded and rejected packets 
is, possibly, the most important. Because it is through the analysis of these data that we 
may determine eventual attempts of invasion, unauthorized service use, and 
configuration errors, among others.   

 What is a log filter? 

ple, the rejected attempts to use 
th he attempts that were 
indeed ac ll, to create 
diff n
informa

The lt
informa a 
filter is

Even though the system is configured to record all kinds of information, sometimes a 
specific type of information is of more interest (for exam

e POP3 service of a specific machine, on a given day, or still, t
cepted). The log filter is a mechanism offered by Aker Firewa

ere t views of the whole set of log records, making it easier to obtain the desired 
tion.  

 fi er only shows information previously registered in the log. If specific 
tion is targeted, the log system must be configured to register it first, and then, 

 used to view it. 
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13-1 Using the graphic user interface 

To access the Log window, do the following:  

 

• Click on the Information menu of the firewall you want to view the log  
• Select Log  

 

The Log toolbar  

Every time the Log option is selected, the Log bar comes up automatically. Located 
next to other bars, the log bar may be dragged and left floating anywhere over the Log 
information. It looks like shown below: 

  

 

Legend: 

  Opens the firewall Log Filter window. 

This icon will only show up when the firewall is performing a search in the Log. It 
allows interruption of the search. 

Exports the Log to several file formats. 
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Erases the firewall Log. 

Performs a reverse resolution of the IP shown by the Log.  

The log screen is refreshed at every specified period of time, defined in the field 
next to it (described below). 

Defines how often the log information window is updated by the firewall. 

Goes forward and backward through the Log. 

Expands Log messages to show all the information. 

indow  

The window below shows up when the Filter icon is selected: 

The Log Filtering W
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The Save, Remove, and New buttons are located in the top part of the window. It 
allows saving a research profile to be used later by the administrator.  

To save a log filter, do the following: 

1. Fill up all the fields in the desired way.  
2. Give it a name in the field Filters  
3. Click on the Save button.  

To apply a saved filter, select its name in the Filters field. All fields will be 
automatically filled with the saved data. 

To remove a filter, do the following: 
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1. Select the filter to be removed in the Filters field.  

The defaul filter is configured to show all records of the current day. To view 
information of other time periods, configure the From and To fields, in the Date/Time 
area, to the desired dates (the initial and the final dates will be included in the view).  

If you want to target source and/or destination addresses belonging to a
hosts, you can use the IP / Mask fields, or the Entity button to specify it 

To choose the type of filtering that will be performed, press the Entity button. The 

 select an entity, in each one of 
these fields, that will be used to specify origin and destination sets. Buttons can be 

2. Click on Remove.  

 specific set of 

following fields will be displayed on the window: packet origin IP and Mask, and 
packet destination IP and Mask. These fields may be used to specify the source set 
and/or the destination set. In this case, it is possible to

selected independently. This way, the filtering criteria can be based on one or both, an 
entity in the origin set or on the IP and Mask of the destination set. 
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To n ly 
entr s 

d. To access it, press the 

mo itor a specific service, just write its number in the Port field. From then on, on
ie with the specified service will be displayed. It is also important to select the 

protocol associated with the service, in the protocol fiel
Advanced button.  

 To ocols, it is necessary to put the 
destina
to put t tocol is 
nee d

In a i
restrict

Action: 

specify a service in the TCP and UDP prot
tion port number, associated to the service, in this field. In ICMP, it is necessary 
he type of the service. For other protocols, the number of the desired pro

de .. 

dd tion to these fields, there are other options that may be combined to further 
 the type of information shown:  
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Represents the action taken by the system to deal with a specific packet. The following 
options can be independently selected:  

• Accepted  

Shows packets accepted by the firewall. 

• Rejected  

Shows the packets rejected by the firewall. 

Sho s 

• 

Sho s 

Pri it

D priorities. The higher the priority, the more 
important the record. A list of all possible priorities is shown below, ordered from the 

to the 
), the Syslog message generation will also follow this 

priority scheme):  

• Warning  

Records with this priority level usually indicate an attack or a very serious situation 
(such as encryption channel configuration error). This type of record is always preceded 
by a message with more information about it. 

• Notice  

Packets that were rejected or discarded by the system are usually classified with this 
priority level. They either matched a rule configured to reject or discard them, or they 
did not fit any rule. In some situations, they may be preceded by explanatory messages.  

• Information  

These records add useful, non-critical information to the Firewall administration. No 
explanatory message precedes them. This priority level is usually associated to packets 
accepted by the firewall..  

• Debug  

Records with this priority level are usually useful only when the system is being 
configured. Messages of network address translation are examples with this priority 
level. 

• Discarded  

w packets discarded by the firewall. 

Converted  

w the messages related to network address translation. 

or y:  

ifferent types of messages have different 

most to the least important (if the firewall is configured to send a copy of the log 
Syslogd (logging subsystem
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Module:  

This option is for independently viewing the records generated by each of the three 
main system modules: (1) Packet Filter, (2) Network Address Translator and (3) 
Encryption, IPsec, and Clustering module. 

Protocol:  

This field specifies the protocol of the records that will be displayed. The options are:  

• TCP  

Records generated by TCP packets will be shown. When this option is checked, the 
TCP/SYN option is automatically unchecked.  

• TCP/SYN  

Records generated by TCP connection initiation packets – those with the SYN flag on - 
will be displayed. With this option checked, the TCP option will automatically be 
unchecked. 

• UDP  

Records generated by UDP packets will be shown..  

• ICMP  

Records generated by ICMP packets will be displayed.  

• Other  

 is 

thro

• The OK button will apply the chosen filter, and show the filtered information on 

• he Log window will 
display the same information it showed before.  

Packets generated by protocols other than TCP, UDP, and ICMP will be displayed. It
possible to further restrict the protocol to be displayed, by specifying its number, 

ugh the Destination Port or Type of Service fields  

the Log window.  
The Cancel button will cancel the filtering operation, and t
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The Log Window  

 

The Log Window will be displayed after a new filter is applied. It has a list of several 
entries. All entries have the same format, however, depending on the generating packet 
protocol, some fields may be missing. Also, some entries will be preceded by a special 
text message, with additional information about the record (the meaning of each type of 
record will be shown in the next section)..  

Important notes:  

• Records will be shown 100 at a time.  
• Only the first 10,000 records matching the chosen filter will be shown. The 

remainder can be accessed by exporting the log to a file, or by using a filter that 
generates less records.  

• To the left of each message, a colored icon will be displayed, representing its 
priority. A legend is presented below:  

Blue  Debug 
Green Information 
Yellow Notice 
Red Warning 

• Additional information about a record can be obtained by clicking over a 
message.  

 If a log file is deleted, the only way to recover the information is restoring a backup 
copy. 

 Logs will be exported together with their additional messages if the Expand option is 
checked, and the option to export text file type is chosen. Otherwise, the log will be 
exported without messages.. 
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This option is very useful when you want to send a copy
keep a text copy of important information, or to import a log by one of the log analyzers 

 of the log to someone else, to 

cited above. The following window will show up when the Export button is pressed. 

 

  

 

To export the log content, nam
Save. To cancel th

e the file to be created, choose its type, and click on 
e operation, click on Cancel. 

 If a file with the same name already exists, it will be erased. 

ore records, this option is 

ing arrow in the toolbar, shows 
.  

• The Next button, represented by a right pointing arrow in the toolbar, shows the 
next 100 records selected by the filter. If there are no m
disabled..  

• The Previous button, represented by a left point
the previous 100 records. If there are no previous records, this option is disabled

• The Help button shows specific help for the Log Window.  
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13-2 Format and Meaning of the Fields of Log Registers 

Below, there is a description of eac
at is the same fo

h record format, followed by a description of each 
r both GUI and command line interface.  field. Record form

 Records generated by the Packet Filter or by the Encryption Module 

These record types may be preceded by a special message. A complete list of all 
possible special messages and their meanings can be found in Appendix A.  

• TCP protocol  

Record format:  

Date> <Time< > - <Repetition> <Action> TCP <Status> <Source IP> <Source 

 

acket  

acket. It may 

.  

 field 
ing flag 

S: SYN  
F: FIN  
A: ACK  
P: PUSH  

Port> <Destination IP> <Destination Port> <Flags> <Interface>  

Fields description:  

Date: Record generation date.  
Time: Record generation time.  
Repetition: Number of times the record was consecutively repeated. This field is shown
between parentheses in the command line interface.  
Status: This field, seen between parentheses in the command line interface, uses up to 
three independent letters. They are:  

A: Authenticated packet  
E: Encrypted p
S: Packet using SKIP or AKER-CDP key exchange 

Action: This field indicates the action executed by the firewall with each p
have the following values:  

A: Packet accepted by the firewall  
D: Packet discarded by the firewall 
R: Packet rejected by the firewall 

Source IP: Source IP address of the packet that generated the record.. 
Source Port: Source Port of the packet that generated the record.  
Destination IP: Destination IP address of the packet that generated the record
Destination Port: Destination Port of the packet that generated the record.  
Flags: TCP protocol flags present in the packet that generated the record. This
may have up to six independent letters. Each letter indicates that its correspond
was turned “on” in the packet. Their meanings are as follows: 
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R: RST (Reset)  

Interface: Firewall network interface through which the packet was received.  

• UDP protocol  

Record format:  

<Date> <Time> - <Repetition> <Action> UDP <Status> <Source IP> <Source 
Port> <Destination IP> <Destination Port> <Interface>  

 

ay 
have the following values:  

A: Packet accepted by th
D: c
R: c

Source IP: Source IP address of the packet that generated the record. 
et that generated the record.  

ress of the packet that generated the record.  

Date: Record generation date.  

n 
between parentheses in the command line interface.  

U: URG (Urgent Pointer) 

Fields description:  

Date: Record generation date.  
Time: Record generation time.  
Repetition: Number of times the record was consecutively repeated. This field is shown
between parentheses in the command line interface.  
Status: This field, seen between parentheses in the command line interface, uses up to 
three independent letters. They are:  

A: Authenticated packet  
E: Encrypted packet  
S: Packet using SKIP or AKER-CDP key exchange 

Action: This field indicates the action executed by the firewall with each packet. It m

e firewall  
Pa ket discarded by the firewall 
Pa ket rejected by the firewall 

Source Port: Source Port of the pack
Destination IP: Destination IP add
Destination Port: Destination Port of the packet that generated the record.  
Interface: Firewall network interface through which the packet was received.  

• ICMP protocol  

Record format:  

<Date> <Time> - <Repetition> <Action> ICMP <Status> <Source IP> 
<Destination IP> <Type of Service> <Interface>  

Fields description:  

Time: Record generation time.  
Repetition: Number of times the record was consecutively repeated. This field is show
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Sta s: n parentheses in the command line interface, uses up to 
three independent letters. They are:  

A: Authenticated packet  

Action: This field indicates the action executed by the firewall with each packet. It may 
hav h

A: Pac
D: c
R: Pac

Source  the record. 
Destination IP: Destination IP address of the packet that generated the record. 
Type of s
record.
Interfa

• 

Record format:  

<Date> <Time> - <Repetition> <Action> <Protocol> <Status> <Source IP> 
<De i

Fields 

Date: R
Time: Record generation time.  
Rep i n 
betwee
Status: ses in the command line interface, uses up to 
three independent letters. They are:  

A: Aut
E: 
S: Pack

Action
have th

A: c
D: Pac
R: Packet rejected by the firewall 

Protoc ord (if the firewall cannot 
recognize the protocol name, its number will be shown instead).  
Source IP: Source IP address of the packet that generated the record. 

tu  This field, seen betwee

E: Encrypted packet  
S: Packet using SKIP or AKER-CDP key exchange 

e t e following values:  

ket accepted by the firewall  
Pa ket discarded by the firewall 

ket rejected by the firewall 

 IP: Source IP address of the packet that generated

ervice: Type of  ICMP service used by of the packet that generated the 
  
ce: Firewall network interface through which the packet was received.  

Other protocols  

st nation IP> <Interface>  

description:  

ecord generation date.  

et tion: Number of times the record was consecutively repeated. This field is show
n parentheses in the command line interface.  
 This field, seen between parenthe

henticated packet  
Encrypted packet  

et using SKIP or AKER-CDP key exchange 

: This field indicates the action executed by the firewall with each packet. It may 
e following values:  

Pa ket accepted by the firewall  
ket discarded by the firewall 

ol: Protocol name of the packet that generated the rec
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Des a
Interfa

tin tion IP: Destination IP address of the packet that generated the record. 
ce: Firewall network interface through which the packet was received. 

 Records generated by the Network Address Translator 

Record format:  

<Date> <Time> - <Repetition> C <Protocol> <Source IP> <Source Port> 
<Translated IP> <Translated Port> 

Record fields description 

Date: Record generation date.  
Time: Record generation time.  
Repetition: Number of times the record was consecutively repeated. This field is shown 
between parentheses in the command line interface. 
Protocol: Protocol name of the packet that generated the record. It may be TCP or 
UDP.  
Source IP: Source IP address of the packet that generated the record. 
Source Port: Source Port of the packet that generated the record.  
Translated IP: IP address to which the packet source address was translated. 
Translated Port: Port to which the packet source port was translated.   
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13-3 Using the Command Line Interface 

The command line interface for log access has similar capabilities to the GUI; however, 
ther limitation is that it is not possible, through 

the command line interface, to access the additional information obtained when we 
 option. 

Syntax: 

fwlog clear [log | events] [<begin_date> <end_date>] 
 

end_date>] [priority] 

     show     = displays log or events content. It may show only local 

For the show command, we have: 
     begin_date  = first date from which records will be shown 
     end_date    = last date until which records will be shown 
                   (Dates must be follow the mm/dd/yyyy format. 
      If dates are not entered, current date will be 
used, i.e.,  
                    today’s records will be shown.) 
     priority    = Optional field. When informed, it must have one of 
the following values: 
                   ERROR, WARNING, NOTICE, INFORMATION, or DEBUG 
                   (Only records with the specified priority level 
will be listed.) 

Example 1: (showing log of day 07/07/2003) 

#fwlog show log 07/07/2003 07/07/2003 
 
07/07/2003 19:06:54 (01) D UDP 10.4.1.126 137 10.4.1.255 137 de0 
07/07/2003 19:06:47 (01) D UDP 10.4.1.120 138 10.4.1.255 138 de0 
07/07/2003 19:06:35 (01) D UDP 10.4.1.210 138 10.4.1.255 138 de0 
07/07/2003 19:06:22 (01) A TCP 10.4.1.24 1027 10.5.1.1 23 de0 
07/07/2003 19:06:21 (02) R TCP 10.4.1.2 1028 10.7.1.14 79 de0 
07/07/2003 19:06:21 (01) A ICMP 10.5.1.134 10.4.1.12 8 de1 
07/07/2003 19:06:20 (01) A ICMP 10.4.1.12 137 10.5.1.134 0 de0 
07/07/2003 19:06:02 (01) A UDP 10.4.1.59 1050 10.7.1.25 53 de0 

Example 2: (showing log of day 07/07/2003, only the “notice” priority level) 

it has more limited filtering options. Ano

select a log record in the GUI, or when we activate the Expand

Program location: /etc/firewall/fwlog 

Aker Firewall - Version 5.0 

fwlog show [log | events] [local | cluster] [<begin_date> < end_date>]
[priority] 

Program Help: 

Usage: fwlog help 
     fwlog clear [log | events] [<begin_date> <end_date>] 
     fwlog show [log | events] [local | cluster] [<begin_date> < 

 
 
fwlog – command line interface to view log and events 

log, or whole cluster log. 
     clear    = erases all log or events records. 
     help     = displays this content. 
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#fwlog show log 07/07/2003 07/07/2003 notice
 

 

:21 (02) R TCP 10.4.1.2 1028 10.7.1.14 79 de0 

lear log 10/21/2003 10/23/2003 
removal was requested to the log server 

07/07/2003 19:06:54 (01) D UDP 10.4.1.126 137 10.4.1.255 137 de0 
07/07/2003 19:06:47 (01) D UDP 10.4.1.120 138 10.4.1.255 138 de0 
07/07/2003 19:06:35 (01) D UDP 10.4.1.210 138 10.4.1.255 138 de0 
07/07/2003 19:06

Example 3: (erasing the log file)  

#fwlog c
Records 
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14-0 Viewing System Events 
 

We will show in this chapter, how to view system events. A very useful 
resource to track firewall operation, and to detect possible attacks and 

configuration errors. 

 What are system events? 

Events are high level firewall messagesl, i.e., those not directly related to packets (as 
logs are). In events, there may be messages generated by one of the three large modules 
(Packet Filter, Network Address Translator, and Authentication/Encryption), and also 
by any other firewall component, such as proxies and server processes in charge of 
specific tasks.  

Basically, the type of information available varies from useful system tracking 
messages (generated, for example, every time the machine is restarted, or every time a 
session is established with the firewall, etc.) to more critical configuration and 
execution error messages.  

 What is an event filter? 

Despite being configured to record every possible event, the security system usually 
must provide, specific information, comparatively minute in volume (for example, all 
messages issued yesterday). The event filter is a mechanism offered by Aker Firewall to 
create logical views of the total set of event messages, facilitating access to the desired 
information.  

Only information previously recorded in the events will be viewed through the filter. To 
obtain a certain type of information, it is necessary first to configure the system to 
record it, and then, use a filter to view it. 
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14-1 Using the Graphic User Interface 

To access the Events Window, do the following: 

 

• Click on the Information menu of the firewall you want to view the events  
• Select Events option  

 

The Events toolbar  

s, 
rmation. It looks like this: 

When the Events option is selected, its toolbar shows up. Located next to the other bar
it can be dragged and left floating on top of Events info

  

 

Legend: 

  Opens the Firewall Event Filter Window 

This icon is only enabled when the firewall is performing an event search. It i
used to stop the search. 

s 

Exports events into several file types 

Deletes firewall events 
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Refreshes the filtered log screen within the specified time period (see next icon). 

Sets log screen refresh time interval. 

Goes backward and forward in the events list. 

Expands events messages, displaying maximum available info ation 

The window below shows up when the Filter icon is selected: 

rm

The Events Filtering Window  

 

The Save, Remove, and New buttons are located on the top part of the window. A new 
search filter may be saved, used at a later time by the administrator, and removed w
no longer needed 

hen 
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To save an events filter, do the following: 

1. Modify fields as needed.  
2. Type in the name of the new filter in the Filters area.  
3. Click on Save.  

To apply a saved filter, select its name in the Filters area. All fields will be 
automatically filled with the saved data. 

To delete a filter, do the following: 

1. Select the filter to be removed in the Filters field.  
2. Click on Remove.  

The default filter is configured to show all messages of the current day. To view other 
days’ messages, set the From/To fields, in the Date/Time area accordingly..  

In addition to the date criterion, it is also possible to filter messages to be shown 
according to their generating module or by their Priority. In the Filter by option, you 
can choose between the Messages or the Priority lists. 

• Message filtering  

When the option Filter by Messages is selected, a list of all firewall modules is 
displayed on the left side of the window. When a module is selected, a list of all the 
different messages that module can generate is displayed on the right. 

Hint: To select all messages of a module, click on the box next to it. 

t types of messages have different priorities. The higher the priority of a record, 

, are explained below. (If the firewall 

r example). Messages with this priority level are 
unusual and must be handled immediately.  

• Warning  

• Priority filtering  

Differen
the more important it is. 

When the option Filter by Priority is selected, a list of all firewall modules is displayed 
on the left side of the window. When a module is selected, a list of all the different 
message priorities it may generate is displayed on the right. 

All possible priorities, ordered by importance level
is configured to send a copy of the events to the syslogd, the priorities with which the 
messages are generated in the syslog will be the same as below.)  

• Error  

Records matching this priority level indicate some type of configuration or system 
operation error (insufficient memory, fo
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In , atypical situation (remote user validation failure, for 
example).  

inistration 
(for example, the end of a remote administration session). 

tant information, except for audits. 
Examples of these types of messages are those generated by the remote administration 
m uration is modified, or when the firewall is 
reinitialized. 

his text will be shown. This feature enables viewing all 
WWW pages accessed by a certain user, just by inputting the user’s name in this field. 

h 

ith previous unmodified information.  

dicates some type of serious

• Notice  

Records with this priority level have information considered important to the system 
administrator, but are associated to routine situations (for example, an administrator 
initiated a remote session).  

• Information  

These records add useful, although not vital, information to the Firewall adm

• Debug  

Records with this priority level have the least impor

odule, every time the firewall config

As a final filtering resource, there is the field Search complement for. It is used to 
specify a text that must be present in messages complements. Only messages 
complements containing t

• The OK button applies the chosen filter, and displays the Events Window wit
the selected information.  

• The Cancel button cancels the filtering operation, and the Events Window is 
shown w

The Events Window  
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The Ev eral 
messages. Usually, each line corresponds to a different message, however, there may be 
mes

ents to a file, or by using a filter that 
generates less events.  

Yellow Notice 
Red Warning 
Black Error 

• Additional information about a message can be obtained by clicking on it.  

ents Window is displayed after a new filter is applied. It has a list with sev

sages with 2 or 3 lines. Message format will be explained in the next session. 

Important observations: 

• Messages will be shown 100 at a time.  
• Only the first 10,000 messages matching the chosen filter will be shown. The 

remainder can be seen by exporting ev

• To the left of each message, a colored icon will be displayed, representing its 
priority. Icon color legend is shown below:  

Blue  Debug 
Green Information 

 If all events are deleted, the only way to recover the information is restoring a 
backup copy. 

• The Save button, located in the toolbar, saves all information selected by the 
current filter either in a text file format, or in formats that allow them to be 
imported by Aker and WebTrends(R) log analyzers. These files will have 
several lines of the same content displayed in the window.  

 Events will be exported together with their additional messages if the Expand option 
is checked, and the option to export file of text type is chosen. Otherwise, the events 
will be exported without the messages.. 

This option is very useful when you want to send a copy of the log to someone else, to 
keep a text copy of important information, or to import a log by one of the log analyzers 
cited above. The following window will show up when the Export button is pressed. 
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To export the log content, name the file to be created, choose its type, and click on 
Save. To cancel the operation, click on Cancel. 

 If a file with the same name already exists, it will be erased.. 

ar, shows 

n, represented by a left pointing arrow in the toolbar, 
shows the previous 100 records. If there are no previous records, this option is 

• The Next 100 button, represented by a right pointing arrow in the toolb
the next 100 records selected by the filter. If there are no more records, this 
option is disabled..  

• The Previous 100 butto

disabled.  
• The Help button shows specific help for the Log Window.  
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14-2 Format and Meaning of the Fields of Event Messages 

 
und in 

Below, there is a description of each message format, followed by a description of each
of its fields. A complete list of all possible messages and their meanings can be fo

pendix AAp .  

Record format  

<Date> <Time> <Message> [Complement]  
 

F

Time: Record generation time.  
M
Complement: This field contains additional information. It may or may not show up, 

, it will be 
between parentheses.  

s only exist in case of messages 

s contain 
ddress  

[Complementary message 1] 
[Complementary message 2] 

ields description:  

Date: Record generation date.  

essage: Text message describing what happened.  

depending on the message. In the command line interface, if it shows up

Complementary message 1 and 2: These complement
related to connections handled by transparent and non-transparent proxies. They are 
always displayed in the line below the main message. Complementary message
connection source address, and, in case of transparent proxies, the destination a
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14

ilar capabilities to the graphical 
user interface. All GUI functions are available, except for the message filtering option. 
Another limitation is that it is not possible, through the command line interface, to 
access the additional information obtained when we select events message in the GUI, 
or when we activate the Expand option. 

The software program that supports the events’ command line interface is the same one 
used with the log interface, and was also explained in the previous chapter.  

Localização do programa: /etc/firewall/fwlog 

Syntax: 

Aker Firewall - Version 5.0 
fwlog clear [log | events] [<begin_date> <end_date>] 
fwlog show [log | events] [local | cluster] [<begin_date> < end_date>] 
[priority] 

Program Help: 

Usage: fwlog help 
     fwlog clear [log | events] [<begin_date> <end_date>] 
     fwlog show [log | events] [local | cluster] [<begin_date> < 
end_date>] [priority] 
 
fwlog – command line interface to view log and events 
     show     = displays log or events content.  It may show only 
local log, or all 
                cluster log. 
     clear    = erases all log or events records 
     help     = displays this message 
For the “show” command, the following parameters are available: 
     begin_date  = first generation date of records that will be shown 
     end_date    = last generation date of records that will be shown 
                   (Dates must be follow the mm/dd/yyyy format. 
     If dates are not informed, current date will be 
used, i.e.,  
                   today’s records will be shown. 
     priority    = optional field. When provided, it must have one of 
the following 
                   values:  ERROR, WARNING, NOTICE, INFORMATION, or 
DEBUG 
                   Only records with the specified priority level will 
be listed.) 

Example 1: (showing events from date 10/07/2003 to date 10/08/2003)  

#fwlog show events 10/07/2003 10/08/2003 
 
10/08/2003 11:39:35 Administrative session closed 
10/08/2003 09:13:09 Administrative session established (administrator, 
CF CL GU) 
10/08/2003 09:13:09 Administrative session request (10.4.1.14) 
10/08/2003 09:09:49 Operation on log file (Compact) 

-3 Using the Command Line Interface 

The command line interface for events access has sim
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10/07/2003 10:27:11 Aker Firewall v5.0 - Initialization comple
10/07/2003 08:57:11 UDP translation table full 

te 

g 

 events 10/07/2003 10/08/2003 debug 

Example 3: (erasing events file content) 

Example 2: (showing events from date 10/07/2003 to date 10/08/2003, only with debu
priority level)  

#fwlog show
 
10/08/2003 09:09:49 Operation on log file (Compact) 
10/07/2003 10:27:11 Aker Firewall v5.0 – Initialization complete 

#fwlog clear events 21/10/2003 23/10/2003 
 
Records removal requested to log server. 
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15-0 Viewing Statistics 
 

In this chapter, we will explain the statistics of Aker Firewall and its 
characteristics. 

What is the Aker Firewall Statistics Window? 

In the Firewall, statistics are means of measuring data traffic through its interfaces. This 
traffic is translated into numbers that represent the total amount of packets sent or 
received, and the total number of bytes transported.  

With this information, the administrator is able to relate data flow to each service, and 
will know whether the network physical environment needs to be improved or 
expanded. 

Network billing is another use for this type of information. Each network host is 
charged according to the amount of bytes they transfer. 

 To perform network billing, a filtering rule with a different counter for each host 
must be configured. Counters must have statistical rules associated to them. These rules 
are configured in the Statistics Window.  

How Aker Firewall Statistics work ? 

The functioning of Aker Firewall statistics are based on three distinct steps: 

• Creation of counters  

In this step, it is necessary to create the counters that will be associated with filtering 
rules. They serve only as totalizers for one or more filtering rules. For more information 

to chapters about the creation of counters and their association with filtering rules, refer 
Registering entities and The stateful filter. 

• Creation of statistical rules  

iltering rules, it is 
ounters will 
ep will be 

eation of statistical rules, it is possible to view the values associated with 

After the creation of counters and their association with the desired f
necessary to create statistical rules that define the poll interval and which c
be summed up to generate the value of the statistic on a given time. This st
explained later on this chapter. 

• Visualization of statistics  

After the cr
any of the rules, export them or plot graphics. This step will also be explained on this 
chapter. 
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15-1 Using the Graphic User Interface 
To access the Statistics Configuration Window, do the following:  

 

• Click on the Information menu in the firewall window you want to manage  
• Select Statistics  

The Statistics Window 
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The statistics window has all the statistical rules defined in Aker Firewall. Each rule
displaye

 is 
d in a separate row, made up of several cells. Selected rules are displayed on a 

different color.  

• The OK button updates the set of statistics and immediately enables them.  
• The Cancel button discards all modifications and closes the window.  
• The Apply button sends all modifications to the firewall and keeps the window 

 view the rules that do not fit the window.  

Ea

values of all counters present in the rule.  
• Counter: This field establishes which counters will be summed up in this rule to 

me: This table defines date and time when the rule will be applicable. Rows 
represent weekdays, and columns, hours. To apply the rule at a specific time, 
check the box corresponding to it. Otherwise, leave it blank.  

To interact with each rule, use the toolbar located on the top part of the window or right-
click on it.  

open  
• The scrollbar to the right is used to

ch statistic rule is composed of the following fields: 

• Name: Statistical rule name; to facilitate referencing. Each statistic rule must 
have a unique name within the rules set.  

• Interval: Corresponds to the time interval when the totalling of the rule will be 
made, that is, the sum of the 

generate the values of the rule.  
• Ti

 

• Insert: This option allows the addition of a new rule into the list.  
• Delete: Removes the selected rule from the list.  
• Copy: Copies the selected rule into a temporary area.  
• Paste: Copies the rule from the temporary area into the list. If any rule is already 

selected, the new one will be copied onto its position. Otherwise, it will be 
copied at the end of the list.  

• Enable/Disable: This option activates or deactivates the selected rule.  
• View: Displays the View Statistics Window corresponding to the selected rule.  
• Name: Renames the rules.  

 The Visualization Statistics Window  

When the View button is clicked or when a rule is double-clicked, the following 
window will be displayed:  
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In this window, selected statistics data can be viewed graphically or in text format 

. The stats presented will correspond to a time period specified at the top. To alter 
it, select the Date field and input start/ending dates. 

• Reading: Displays a set of 100 records at a time. Each record refers to the 
reconciling of counter stats during a specific time period.  

The Remove button deletes the set of records within the specified time 
period. 

• Plot: Represents the Reading folder data in graphical format. Graphics are 

generated when this button is pressed. It allows the user to select which 
lines will be displayed, by pressing legend buttons.  
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When the Save Statistics button is pressed the following window is displayed. This 
file is recorded in CSV format, enabling manipulation through spreadsheet programs.  
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The Statistics Visualization Toolbar 

The Statistics toolbar provides the following functions: 

 

- The Save Records button saves and exports counter generated data. 

- This button deletes selected records generated by the counters. 

- This is the navigation button of the data generated by the counters displayed 
by the statistics. 
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15-2 Using the Command Line Interface 

The command line interface to handle statistics has similar capabilities to the graphical 
user interface. All functions are available, except for graphical data verification, as well 
as, which and where are the rules included in a counter. 

To view the timetable do the following: 

The  : (colon)  indicates that the rule is valid for both weekdays that appear separated by 
a slash ( / ). For example: Sun/Mon.  
The  . (period)  indicates that rule is only valid for the weekday written after the slash ( / 

ritten before the slash ( / ). This way, in Sun/Mon, it would be valid for 

Program location:

Syn

fwstat help 
       show [[-c] <statistic> [<initial date> <final date>]] 

unter2] ...] 
       remove <statistic> 
   
   

Progra

statistic> [<initial date> <final date>]] 
              include <statistic> <period> [<counter1> [counter2] ...] 
              remove <statistic> 
  
              enable <statistic> [<day> <hour>] 

                   with the following parameters, shows the collected 
       statistic = statistic name 
       -c        = outputs in CSV (comma separated value) format 

new statistic named "statistic" 
       remove    = removes a statistic named "statistic" 

ble    = enables a statistic 
       day, hour = if specified (alway both) enables or disables 
                   only for the specified time. 'day' is one of: 
                   {sun, mon, tue, ...} and 'hour' is one of {0..23} 

Example 1: (showing statistics) 

). In the above example, Sun/Mon, it would be valid for Monday only.  
The  ' (apostrophe ), or single quotes, indicates that the rule is only valid for the 
weekday w
Sunday only. 

 /etc/firewall/fwstat  

tax:  

       include <statistic> <period> [<counter1> [co

    disable <statistic> [<day> <hour>] 
    enable <statistic> [<day> <hour>] 

m Help:  

Aker Firewall - Version 5.0 
Usage: fwstat help 
              show [[-c] <

            disable <statistic> [<day> <hour>] 

 
       help      = shows this message 
       show      = with no parameters, lists all firewall statistics 

                   (usefull to import data in spreadsheets) 
       dates     = boundary dates for statistic output 
       include   = adds a 

       period    = data collection period (seconds) 
       counter_n = name of the counter entities to collect 
       disable   = disables a statistic 
       ena
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#fwstat show 
Name  : statistics1                                      (enabled) 
---- 
Period : 17400 seconds (s) 
Counters: a1 
Time: 
Day\Time|0  1  2  3  4  5  6  7  8  9 10 11 12 13 14 15 16 17 18 19 20 
21 22 23 
----------------------------------------------------------------------
--------- 
Sun/Mon |:  :                          :  :  :  :  :  :  :  :  :  :  
:  :  :  : 
Tue/Wed |:  :                          :  :  :  :  :  :  :  :  :  :  
:  :  :  : 
Thu/Fri |:  :                          :  :  :  :  :  :  :  :  :  :  
:  :  :  : 
Sat     |'  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  
'  '  '  ' 
 
Name  : statistics2                                      (enabled) 
---- 
Period  : 100  seconds(s) 
Counters: a1  a11 
Time: 
Day\Time|0  1  2  3  4  5  6  7  8  9 10 11 12 13 14 15 16 17 18 19 20 
21 22 23 
----------------------------------------------------------------------
--------- 
Sun/Mon |:  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  

:  :  :  :  :  :  :  :  :  :  :  :  :  
:  :  :  : 

:  : 

'  

Exa p s from date 10/28/2001 to date 10/29/2001) 

#fw
Day          Time       Sent (bytes/packets)      Received 
(bytes/packets) 

---------------

10/
10/
10/
10/29/2001 17:19:54          324/3                      650/6 

      325/3                      150/1 
      985/9                      240/2 

10/29/2001 17:14:54          842/8                      840/8 
10/29/2001 17:13:14          357/3                      289/2 
10/29/2001 16:58:14          786/7                      261/2 

:  :  :  : 
Tue/Wed |:  :  :  :  :  :  :  

Thu/Fri |:  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  :  
:  :  
Sat     |'  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  '  

'  '  ' 

le 2: (showm ing statistic

stat sho atistics 10/28/2001 10/29/2001 w st

-------------------------------------------------------
- 

29/2001 17:24:54          320/1                      321/1 
29/2001 17:23:14          652/6                      654/6 
29/2001 17:21:34          234/2                      980/9 

10/29/2001 17:18:14    
10/29/2001 17:16:34    
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16 0 moving Connections -  Viewing and Re
 

This chapter shows how to view and remove TCP connections and UDP  
sessions in real- time. 

 What are active connections? 

Active connections are TCP connections or UDP sessions which are active through the 
Firewall. Each one of these connections has been validated through a stateful filter rule, 
which has been added by the system administrator, or through an entry in the state table, 
automatically added by Aker Firewall.  

For each of these connections, the firewall keeps a lot of information in its state tables. 
Some of these piece of information are especially useful to the administrator and they 
can be viewed at any moment through the active connections window. This information 
contains the exact hour of establishment of the connections and their idle time, that is, 
the amount of time that no packets passed through them.  

16-1 Using the graphic user interface 

In order to access the active connection window, the following steps must be taken:  

 

• Click on Information menu on the firewall you want to view the connections  
• Select TCP Connections or UDP connections  

 

The active connections window  
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The active connections window is where all the connect
the firewall, during a specific moment, can be viewed. The windows for the TCP and 

ions that are running through 

d UDP connections are often mentioned; 
however, this featur t that the UDP protocol is not connection 

In fact, the meaning of the UDP connection term is an UDP session where a 
two-way traffic takes place. Each session can be seen as a set of  request and response 

ll to a specific service, provided by one host and 

 the active connections 
ost used hosts and services. 

  

UDP protocols are identical, except for the field called Current State, which only 
exists in the TCP connections window.  

In order to simplify the understanding, TCP an
e is not real due to the fac

oriented. 

packets which go through the firewa
accessed by another. 

This window consists of two tabs: the first tab shows a li
and the second tab displays a real-time graphic with the m

st with

• The connections tab

 

This tab consists of a list with an entry for each active connection. A message with the 
nnections at a specific moment is shown at the bottom of the 

ctive connections window.  
 filtering options, enabling the selection of source or 

r ports to be displayed in the window.  
elected itens on top option displays the selected connections on the top of 

the window, for better visualization  
n, displayed when the right mouse button is clicked on a 

total number of active co
window.  

• The OK button will close the a
• The Filter option shows the

destin
• The S

ation addresses and/o

• The Delete optio
connection, will remove the selected connection.  

 When a TCP connection is removed, the firewall sends reset packets to the 
on, effectively dropping it, and 
ase of UDP connections, the firewall 

hosts which are taking part in the connecti
removes the entry from its state table. In c
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simply removes the entries from its state table, prohibiting then, the acceptance 
of packets to the removed connections. 

 

• The Refresh button, located on the toolbar, will activate (or deactivate) the 
automatic refresh of the displayed information, which is enabled by default. The 
first time this button is clicked, the automatic refresh will be deactivated. To 
reactivate it, just click on it again. The refresh interval can be configured by 
changing the value on the right of this button.  

• The DNS button, located on the toolbar, will trigger the domain name system 
(DNS) to resolve the names of  the hosts whose IP addresses are listed. The 
following should be mentioned:  

1. The name resolution is very often a slow service, and because of this trait, the 
resolution is performed in the background.  

2. Many times, due to reverse DNS configuration problems (which is used to 
resolve names from IP addresses), the resolution of certain addresses won't be 
possible. In such case, the addresses which have not been resolved will be kept 
in their original form and it will be indicated, besides them, that they don't have 
a reverse DNS configured.  

• The Disable plots option disables the plotting of the connections graphic and it 
is useful for slow speed computers  

• The Show connection speeds option, if enabled, causes the interface to 
calculate and show each connection speed in bits/s.  

• It is possible to sort the connection list by any of its fields, being just necessary 
to click on the field title. The first click will generate an ascending sort and the 
second will reverse the list.  

• The plot tab  
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Th ws the most used services and the 
lower one shows the most accessed hosts. In the right side there is a caption showing 

is tab consists of two graphics: the upper one sho

which host or service correspond to which graphic color. 

The time interval of the graphic is the same as the one configured for the connectio
tab 

ns 

 The meaning of the fields of an active connection 

E g of its 

ction was established to.  

Destination port: Port which the connection has been established to. This port is 
usually associated with a specific service.  

Start: Connection establishment time.  

Idle: Number of minutes and seconds the connection is idle.  

ach line of the active connections list represents one connection. The meanin
fields is the following:  

Source IP: IP address of the host which initiated the connection.  

Source port: Port used by the source host to establish the connection.  

Destination: IP address of the host which the conne
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Status: This field is displayed only in case of  
connection state at the moment it is displayed. It can have the following values:  

TCP connections. It represents the 

SYN Exchanged: It indicates that the connection request packet has been sent and the 
on has been accepted.  

Established: It indicates that the connection is established.  

Listening at port: It indicates that the server is listening at the indicated port, waiting 
for a connection from the client. This state only occurs for  FTP data connections. 

Bytes sent/received: These fields appear only in case of TCP connections and indicate 
the amount of bytes that passed through a connection in both directions. 

Packets sent/received: These fields appear only in case of TCP connections and 
indicate the number of packets that passed through a connection in both directions. 

SYN Sent: It indicates that the connection request packet (packet with the SYN flag) 
has been sent, however, the server has not responded yet.  

server has responded with a confirmation that the connecti
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16-2 Using the command line interface 

The command line interface allowing access the active connection list holds the same 
cap it m deals with both TCP and 
UD co

Program:  

fwlist help 
fwlist show [[-w] [TCP]] | [UDP] | [sessions] 
fwlist remove [TCP | UDP] Source_IP Source_Port Dest_IP Dest_Port 
fwl t

Pro a

fwl t
Usage:
    
       fwlist remove [TCP | UDP] Source_IP Source_Port Dest_IP 
Dest_port 
  

 

Example 1: (listing the TCP active connections)  

IP:port)      Destination(IP:port)  Start    Idle    State 

Example 2: (listing the UDP active connections) 

#fwlist show UDP 
 
Source(IP:port)      Destination(IP:port)  Start    Idle 
---------------------------------------------------------- 
10.4.1.1:1099        10.4.1.11:53          15:35:19 00:00   
10.4.1.18:1182       10.5.2.1:111          15:36:20 00:10  

Example 3: (removing a TCP connection and listing the connections)  

#fwlist remove tcp 10.4.1.196 1067 10.4.1.11 23 
 
#fwlist show TCP  
 
Source(IP:port)      Destination(IP:port)  Start    Idle    State 
---------------------------------------------------------------------- 

ac ies of the graphic user interface. The same progra
P nnections.  

/etc/firewall/fwlist

Syntax: 

is  remove session Source_IP 

gr m help: 

is  - Lists and removes active TCP/UDP connections or sessions 
 fwlist help 

   fwlist show [[-w] [TCP]] | [UDP] | [sessions] 

     fwlist remove session source_IP 
 
       help   = shows this message 
      show   = lists the active connections or sessions 
       remove = removes an active connection or session 

#fwlist show TCP 
 
Source(
---------------------------------------------------------------------- 
10.4.1.196:1067      10.4.1.11:23          15:35:19 00:00   
Established  
10.4.1.212:1078      10.5.2.1:25           15:36:20 00:10   
Established 
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10.4.1.212:1078      10.5.2.1:25           15:36:20 00:10   
Established 
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17-0 Working with Proxies 
 

This chapter contains all the necessary knowledge to understand the Aker 
Firewall proxies operation. Specific details of each proxy will be discussed in 

the next chapters. 

17-1 Planning the installation 

What are proxies ? 

Proxies are specialized programs that usually run in firewalls and are used as a bridge 
between the internal network of an organization and the external servers. Its operation is 
simple: they wait for a request of internal network, pass this request to the remote server 
in the external network and send the answer back to the internal client.  

Most of the time the proxies are used by all the clients of one subnet and, due to its 
strategic point, they normally implement a cache system for some services. Moreover, 
as the proxies work with application data, a different proxy for each service is 
necessary.  

Traditional Proxies 

 

nnect to the proxy and pass its requests to it.  

T t 

ecessary to configure them to do it. Most of the 
clients, however, are not ready to work this way. If this is the case, the only possible 
solution is to change the TCP/IP stack in all the client hosts, in order to make that all 
connections be transparently passed to the proxies.  

This approach brings several difficulties, apart from being extremely hard to modify all 
the client hosts, most of the time there is no way to modify the TCP/IP implementation 
of some platforms, making the clients of these platforms unable to use the proxy.  

Another problem of the traditional proxies is that they can only be used for access from 
internal to external hosts (it is not possible to require external clients to pass their 
requests to your proxy in order to the proxy pass them to the internal server).  

The picture bellow illustrates the basic operation of a traditional proxy:  

In order for a host to use the services of a proxy, the host must know that the proxy
exists, that is, the host has to know that, instead of connecting to the remote server, it 
should co

here are some clients that already have their own proxy support (most of the existen
browsers can be mentioned as examples of this type of client). To use the proxy 
functions, in this case, it is only n
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Tra

Ak

, this connection is redirected to the appropriate 
proxy. When the connection is received, the proxy opens a new connection to the 

like this is the possibility to offer an additional security 
for specific services without losing the flexibility and without modifying any of the 
clie  rnal 
request

nsparent Proxies 

er Firewall introduces a new concept of firewall, with the use of transparent proxies. 
These transparent proxies are capable of being used without any modification on the 
clients and servers, because none of them will know about their existence.  

Its operation is very simple: whenever the firewall decides that an specific connection 
must be treated by a transparent proxy

remote server and passes the requests of the client to this server.  

The great advantage of working 

nts or servers. Besides, it is possible to use transparent proxies in internal or exte
s, indifferently. 

 

Transparent proxies and contexts 

Aker Firewall introduces a new development related to the transparent proxies: the 
contexts. To understand them, let's first analyze a network topology, where its existence 

Suppose there is an Aker Firewall connected to three distinct networks, called  A, B and 
C, and that the networks A and B are networks from two departments of the same 
company and network C is the Internet. Suppose there is a SMTP server shared by 
networks A and B to send and receive e-mails. All this is showed in the drawing bellow:  

is necessary:  
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Now, suppose it is desired to configure the firewall to redirect all the SMTP connection
to the SMTP proxy, in order to provide better protection and more control over this 
traffic.  

s 

It  treat distinctly the connections for A with B and C as 
so se the SMTP server of A as a relay when sending its e-
mails, however the same will not be allowed from the C network. It can be also desired 
to limit the maximum size of the messages originated in the C network, to avoid attacks 
of denial of service based on lack of disc space, without, at the same time, limiting the 
size of the messages originated in the B network.  

To allow this different treatment, the contexts concept was created. Contexts are nothing 
more than different configurations for the transparent proxies in order to enable 
different operation modes for different connections.  

In the last example, two contexts could be created: one to be used in the connection 
from B to A and another from C to A .  

 is important to have a way to
urces: The network B will u
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Aker Firewall proxies 

Aker Firewall implements transparent proxies for FTP, Telnet, SMTP, POP3 and HTTP 
protocols and non-transparent proxies for the services accessed through a WWW 
browser (FTP, Gopher, HTTP and HTTPS) and for clients that support the SOCKS 
protocol. To use the non-transparent proxies, a client that can be configured to do it is 
necessary. Among the clients that support this type of configuration are the Netscape 
Navigator(TM) and the Internet Explorer(TM).  

The transparent proxies can be used to control external access to the internal networks 
as well as access from the internal network to external services. Non-transparent proxies 
can only be used by a host in the internal network.  

Aker Firewall also allows the implementation of user defined proxies, which are proxies 
created by third-parties using the proxy development API that Aker Security Solutions 
provides. The objective is to permit that institutions that have proprietary protocols 
develop support in the firewall for these protocols. 

Aker Firewall authenticators 

Aker Firewall SOCKS, Telnet and WWW proxies support user authentication, that is, 
they can be configured to allow a specific session to be established only if the user 

T

ds 
present in a 

al 

e firewall to know in which servers it must authenticate the users, and also to 

authentication agent in the host where the users 

identifies himself, through a name and a password, to the firewall and he is allowed to 
start the desired session.  

he great problem with this kind of authentication is how the firewall will validate the 
received names and passwords. Some products require all users to be registered in a 
firewall database or to be valid users for the host the firewall runs on. Both metho
have a great limitation because they don't use the users database usually 
local network.  

In Aker Firewall, a more versatile and simple solution has been chosen: instead of 
demanding the users to be registered in the firewall, they are validated in their own loc
network servers, either Unix or Windows NT.  

For th
allow secure communication with these hosts, the concept of authenticators was 
created. Authenticators are Unix or Windows NT hosts that run a program called 
Authentication Agent. This program is distributed as part of Aker Firewall and its basic 
function is to serve as interface between the firewall and the remote databases.  

For Aker Firewall to use a database in a remote server, you need to:  

1. Install and configure the 
database resides (this procedure will be described in the sections Installing the 
authentication agent in Unix and Installing authentication agent in Windows 
NT).  

he address of t2. Register an entity of the authenticator type with t he host where 
ssword (for further the agent was installed and with the correct access pa
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information on how to register an entity, refer to the chapter Registering 
Entities).  
Indicate to the firewall that it 3. must use the authenticator registered in the step 2, 
to perform the users authentication (this procedure will be described in the 
chapter Configuring the authentication parameters).  

Aker Firewall 5.0 is incompatible with authenticators of versions older than 4.0. If 
you are upgrading from a old v
it is necessary to reinstall the au

ersion and the firewall is performing user authentication, 
thenticators. 

It is also possible to perform authentication through LDAP and RADIUS protocols. 
In this case, there is no need to install the authenticators on the server hosts, being it 
enough to create the authenticators of the corresponding types and indicate to the 
firewall they are to be used, according to steps 2 and 3 listed above. 
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17-2 Installing the authentication agent on Unix platforms 

To install the authentication agent, it is necessary to mount the Aker Security Suite CD-
ROM in the host where it will be installed or copy the contents of the agent installation 
directory from the CD-ROM to some temporary directory in this host (this copy can be 
done by FTP or NFS, if there is no CD-ROM drive in the host where the agent will be 
installed).  

After performing the CD-ROM mount, or the files copying to any directory, run the 
following command:  

#/installation_directory/en/agent/plataform/aginst  

Where installation directory is the directory where the installation files are located, 
platform is the desired platform and directory, the destination directory. To install, for 
example, the agent on the directory /usr/local/bin, in the FreeBSD platform and 
with the CD-ROM mounted in the directory  /cdrom, the command would be: 
#/cdrom/en/agent/freebsd/aginst  

The symbol # stands for the shell prompt while you are logged as root. Do not type it 
as part of the command. 

The installation program will copy the agent executable file (fwagaut) to the 
/usr/local/bin directory and a configuration file model (fwagaut.cfg) to the /etc 

s directory. After the installation is complete, it is necessary to customize this file, a
described on the next section.  

If you answered "Yes" when the installation program asked if you wanted to start the 
agent automatically on each boot, an entry will be created on an initialization file in 
order to start the agent automatically. The name of this initialization file depends on the 
Unix flavor used. 

Syntax of the configuration file of the authentication agent 

After installing the authentication agent, it is necessary to create a configuration file 
with the addresses of the firewalls that can use it and the access passwords of each one. 
This file is in text format and can be created by any editor.  

The configuration file of the authentication agent must have its access rights 
configured in a way that only the root user can read or change its contents. To do it, the 
command chmod can be used, with the following syntax: #chmod 600 file_name. 

Its syntax is:  

• Each line must have the IP address of a Aker Firewall that will use the agent, 
one or more blank spaces or tab characters and the access password the firewall 
will use in the communication.  

• Lines beginning with the character #, as well as blank lines, are ignored  
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An example of a possible configuration file is shown below:  

nd access password (in each line) 
# 

t have up to 31 characters 

# Lines beginning with the '#' character are considered comments 
# Blank lines are allowed 
 
10. 0
10.2.2.2 123password321 

# Configuration file for the Aker Firewall 4.00 authentication agent 
# 
# Syntax: Firewall IP address a

# The password must not have spaces and mus
# 

0. .1 password_test 

T e ration file is /etc/fwagaut.cfg, however it 
is possible to create it with any other name or in another directory, provided it is 
informed to the agent at startup. This will be shown in the next section. 

h default place for the agent configu

Syntax of the execution of the authentication agent 

The authentication agent for Unix has the following execution syntax:  

fwagaut [-?] [-c FILE_NAME] [-s <0-7>] [-q] 
Where: 
      -? shows this message and returns to the shell prompt 
      -c Specifies the name of an alternate configuration file 
      -s Specifies the syslog facility where the authenticator 
         messages will be sent to. 0 = local0, 1 = local1, ... 
      -r Allows root user validation 
      -e Accepts users with empty passwords 
      -q Quiet mode. Don't show any messages upon startup 

Suppose that the agent is located in the /usr/local/bin directory and the 
configuration file has been created with the name /usr/local/etc/fwagaut.cfg. In 
this case, to start the agent, the command line would be:  

/usr/local/bin/fwagaut -c /usr/local/etc/fwagaut.cfg  

If it is desired to start the agent with the configuration file on the default location, it is 
not necessary to use option -c, just run it with the command:  

/usr/local/bin/fwagaut  

The authentication agent must be started by the root user 

When any modification is made on the configuration file, it is necessary to inform this 
to the agent, if it is running. To do it, the following command must be run:  

#kill -1 pid  

Where pid is the process number of the authentication agent. To get this number, the 
command #ps -ax | grep fwagaut can be used in Unices based on BSD, or #ps -
ef | grep fwagaut, in Unices based on System V.  

 274



The authentication agen
application using this port while the agent is active.

t listens to requests on port 1021/TCP. There can be no other 
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17-3 Installing the authentication agent in Windows NT 

stall it, it is 
necessary to insert the Aker Firewall 4.0 CD-ROM in the destination host or copy the 
con t mporary directory 
on  

Then, i  menu, select the option Run and type the 
following command in the Open field: D:\en\agent\NT\setup (if the CD-ROM drive 
let

After that a window with the license will be displayed and then the window where the 
installation directory can be specified. This window has the following format: 

The installation of the authentication agent for NT is very simple. To in

ten s of the agent installation directory of the CD-ROM to some te
this host.  

t is necessary to click on the Start

ter is different from D, replace the letter D by the equivalent letter).  

The program will first display a window asking for confirmation to proceed with the 
installation. To continue the installation, is necessary to answer Yes to the question. 

 

After selecting the installation directory, it is necessary to click on the Copy files 
button, which will perform the agent installation. This installation consists in the 
creation of a directory with the agent files, called fwntaa, in the Program Files 
directory, in the creation of a group called Aker Firewall with the configuration and 
agent removal options, and the creation of a service called Aker Firewall 
Authentication Agent. This service is a normal Window NT service and can be 
stopped or started through the Control Panel, in the services icon.  

The authentication agent listens to requests on ports 1016/tcp and 1021/TCP. There 
can be no other application using these ports while the agent is active. 

 276



Configuration of the authentication agent for NT 

After the installation of the agent, it is necessary to proceed with its configuration. This 
configuration allows the registration of all th irewalls that will use the agent, as well 
as the definition of the messages that will be produced by the agent while it is running. 

uration program, it is necessary to click on the Start menu, select 
the group Aker Firewall and inside this group, the option Configure authentication 

ow, which consists of 3 tabs, 
will be displayed: 

• Firewalls configuration tab  

e f

Differently from the authentication agent for Unix, this configuration is done through a 
separate program.  

To access the config

agent. After this is performed, the agent configuration wind

 

This tab contains all the configuration options of the agent. In the upper part of the 
window there are two buttons that allow the adminstrator to test the authentication of an 
user, in order to check if the agent is working fine. In the lower part of the tab there is a 
list of all firewalls authorized to connect to the authentication agent. 

In order to add a new firewall to the list, just click on the Add button, located in the 
toolbar. To remove or edit a firewall, just select the firewall to be removed or edited and 
click on the corresponding option in the toolbar. 
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In case of the Add or Edit options, the following window will be displayed: 

 

IP: It is the IP address of the firewall that will connect to the agent. 

Description: It is a free text field, used only for documentation purposes. 

 

tering 

Password: It is the password used to generate the authentication and encryption keys,
used on the communication with the firewall. This password must be the same as the 
one configured in the entity. For further information, refer to the chapter Regis
Entities. 

Confirmation

ds 
ntly: 

SecurID ACE/Server: If this option is checked the agent will perform user 
authentication consulting the SecurID ACE/Server. 

• Log tab  

: This field is used only to check if the password was typed correctly. It 
must be typed exactly as the Password field. 

User authentication methods: This field indicates which user authentication metho
will be accepted. It consists of two options which can be selected independe

Windows NT/2000 domain: If this option is checked the agent will perform user 
authentication using the user database from Windows NT/2000. 

 278



 

This tab is really useful to monitor the authentication agent operation. It consists of a 
list with several messages, sort by time. Besides each message there is a colored icon 
representing its priority. The colors have the following meaning: 

Green Debug 
Blue Information 
Yellow Notice

arni
k Error 

 is not desired that it is enough to 

T

• About tab  

 
Red W ng 
Blac

If it
uncheck the check-box at its left. 

 messages of a specific priority be generated, 

he option Use event viewer, if is checked, sends all messages to Windows event 
viewer. 
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This is a purely informative tab and is useful to get some pieces of information about 
the client, such as its version and release. 

Removal of the authentication agent for NT 

To make the removal of an authentication agent for NT easier, there is an utility that 
does it automatically. To start it click on the Start menu, select the Aker Firewall group 
and in this group, the option, Remove authentication agent. After this, a window asking 
for confirmation will be displayed. 

To uninstall the agent, click on the Yes button. To cancel the removal, click on the No 
button.  
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18-0 Configuring Authentication 
Parameters  

 

apter, we will explain the Authentication Parameters and their 
configuration, which are essential to enable user authentication by the 

firewall. 

In this ch

 What are Authentication Parameters? 

control the way the search is performed, allowing for 

Authentication parameters are used to inform the firewall which authentication methods 
are allowed, which authenticators must be searched to authenticate a specific user, and 
in which order. In addition, they 
authentication flexibility.  

18-1 Using the Graphic User Interface 

To access the Authentication Parameters Window, do the following: 

 

• Click on the Firewall Configuration menu on the firewall you want to manage  
• Select Authentication  
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The Authentication Window  

 

This window has four tabs: the first one is the Access
groups from the authenticators are associated to profiles. The configuration procedure is
explained in more details in the

 Control tab, where users and 
 

 User Access Profiles chapter. In the second tab, 
Authentication Methods are chosen. User/Password, Certification Authorities (PKI), 
and Token (SecurID) authentication parameters are defined here. The third tab 

 
ore details in the User Access 

configures the Authentication for Proxies. In the fourth and last tab, the IP Access
Control is configured. This item is also explained in m
Profiles chapter. 

• The OK button closes the Parameters Configuration window and applies all 
modifications.  

• Apply sends all alterations to the firewall and keeps the window open.  
dow and discards any modification.  

Methods 

• The Cancel button closes the win
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Enable User/Password authentication: This option indicates whether the firewall will 
acc t tication. If active, all other corresponding 
parameters must be configured. 

Query all authenticators: This parameter establishes if the firewall should try to 
validate the same user with other authenticators on the list, whenever an authenticator 

If this option is checked, the firewall goes through all authenticators on the list, until it 
this 

e first authenticator response, be 
it a message of correct authentication, or of invalid password.  

ep username/password user authen

returns an invalid password message.  

either receives a correct authentication response, or it reaches the end of the list. If 
option is not checked, the search will terminate with th

 This option is only used for invalid password responses. If an authenticato
that the user is not registered in its database, the

r responds 
 firewall continues searching with the 

ll in which authenticator they want to be validated.  

 
 

next authenticator on the list, regardless this option’s value.  

Allow user-specified domain: This parameter indicates if users being authenticated can 
tell the firewa

If this option is checked, users can add to their name a slash  /  and an authenticator 
name. This will make the authentication request go straight to that authenticator. If this
option is not checked, the request will go through authenticators in the order configured
by the administrator.  
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 This option does not require that the user supplies an authenticator name. It is 
optional. If the user decides not to specify an authenticator, the authentication will 
happen in the usual sequence.  

To illustrate domain specification, let’s use a system with two configured authenticators 
 to 

main 
irewall will then try to authenticate the user through the Windows_NT 

authenticator.  

(called Unix and Windows_NT). In this system, if a user called administrator wants
be authenticated in the Windows_NT host, the login or username should be: 
administrator/Windows_NT. If the suffix is not specified, the firewall will try to 
authenticate the user, initially through the Unix authenticator. If there is no user 
registered with this name in the Unix database or the Allow user-specified do
option is set, the f

 The authenticator specified by the user must be in firewall Authenticators to query 
list.  

Authenticators to query 

To add an authenticator in the Authenticators to query list, do the following:  

1. Right click anywhere in the Authenticators to query panel. The menu below will 
show up. Or, if you prefer, drag an Authenticator entity, from the Entities list, to 
this same place.  

 

       2. Choose Add entities option and select the authenticator to be added on the list on 
the right.  

To delete an authenticator from the Authenticators to query list, do the following:  

1. Select the authenticator to be deleted, and press delete in the keyboard, or  
2. Right click over it, and select Delete in the opened menu.  
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To change the query order of the authenticators, do as follows: 

1. Select the authenticator that will have its query order position changed.  
2. Click on one of the arrows on the right side of the list. The up arrow will move 

the authenticator up one position on the list. The down arrow will move it down 
one position.  

Hint: It is possible to directly add and delete authenticators by drag and dropping them 
on the corresponding window.  

 The authenticators will be searched in the listed order, from top to bottom. 

Enable token authentication: This option determines if token authentication will be 
accepted by the firewall. If active, the name of the token authenticator must be defined. 
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Token authenticator to query: Indicates the token authenticator to which the data to 
be validated will be redirected. 

Enable PKI authentication: This option indi tes if smart card authentication will be 
accepted by the firewall. If active, the Trusted Certification Authorities must be 

ca

configured. 

 

Trusted Certification Authorities 

To add a Certification Authority in the Trusted Certification Authorities list, take these 
steps:  

1. Right click anywhere in the Trusted Certification Authorities panel. A menu will 
show up.  

2. Choose Add entities.  
3. On the list to the left, select the Certification Authority to be added.  
4. Click Add.  

To delete a Certification Authority from the list, do the following:  

1. Select the authority to be removed and press delete in the keyboard, or  
2. Right click over the entity to be removed and choose the Delete option.  

Authentication for proxies
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 These parameters indicate the authentication methods accepted by the proxies and the 
rtant, because when users are authenticated through a 
t possible for them to specify if they are using token or 

user/password authentication. Possible configuration options are: 

• Token authentication before user/password authentication  
• User/password authentication before token authentication  
• Token authentication only  
• User/password authentication only  

validation order. This is impo
browser, for example, it is no
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18  U

The o o 
be used and the authenticator's query list. 

c/firewall/fwauth 

Syntax: 

Usa :
      
      
       fwauth proxy [token | password] [yes | no] 
    

Progra

Ake F
fwauth
Usage: fwauth [show | help] 
       fwauth [add | remove] [ca | token | authenticator] <entity> 
       fwauth [domain | query_all] [yes | no] 
   
   
 
      
      
       add            = adds an entity to the active authenticators 
list 
    
authen
       domain         = enables user specified domains  
       query_all      = queries all registered authenticators 
       proxy password = enables user/password authentication for 
pr
       proxy token    = enables token authentication for proxies 

AUTHENTICATION USER/PASSWORD 

Query all authenticators: yes 

 

-------- 

TOKEN AUTHENTICATION 

-2 sing the Command Line Interface 

 c mmand line interface allows the configuration of the authentication methods t

Program location: /et

ge  fwauth [show | help] 
 fwauth [add | remove] [ca | token | authenticator] <entity> 
 fwauth [domain | query_all] [yes | no] 

   fwauth proxy first [token | password] 

m help: 

r irewall - Version 5.0 
 – Configures authentication parameters. 

    fwauth proxy [token | password] [yes | no] 
    fwauth proxy first [token | password] 

 show           = displays current configuration 
 help           = displays this message 

   remove         = removes an entity from the active 
ticators list 

oxies 

       proxy first    = especifies the first authentication method to 
be used 

Example 1: (showing authentication parameters) 

#fwauth show 

----------------------------- 

User can specify domain: no 
Registered authenticators: 
aut_local 

 
PKI AUTHENTICATION 
-----------
There are no registered authenticators 
 

----------------------- 
There are no registered authenticators 
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Example 2: (adding an authenticator to the active authenticators list) 

#fwauth add authenticator "agent 10.0.0.12" 
Authenticator added 
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19-0 User Access Profiles 
 

at access profiles are used for in the 
all Aker and how to configure them. 

19-1 Planning the Installation 

In this chapter, we will explain wh
Firew

What are access profiles? ? 

Traditional firewalls base their protection rules
their IP addresses. While Aker Firewall allows

 and access controls in hosts, through 
 this kind of control, it also allows the 

ss controls based on users. This way, it is possible for certain users to 
have their privileges and restrictions enforced, regardless of which host they are using at 

ximum in flexibility and security. 

 the comcept of access 
ll. 

 way, from a single place, it is possible to 

definition of acce

a given moment. This offers the ma

To allow this user level access control, Aker Firewall introduced
profiles. Access profiles represent the rights to be given to a specific user at the firewa
These access rights cover all firewall supported services, WWW pages control and 
access control through the SOCKS proxy. This
define exactly what can and cannot be accessed. 

How does Access Profile Control work? 

In order to use the access profiles, initially it is necessary to create the desired profiles 
and, after this is done, the profiles are associated with users or groups from one or more 

, every time an user is logged on the firewall with Aker 
al

authenticators. From now on
Authentication Cliente, Aker Encryption Client or any other product that offers equ  
functionality, the firewall will identify the corresponding access profile and configure 
the access permissions according to this profile. Everything is performed transparently 
to the end user. 

To make using access profiles possible, it is necessary to either have Aker 
Authentication Client, or Aker Encryption Client, installed in all client hosts, or to use 
check the Java Authentication client option in the WWW proxy. Otherwise, it will only 
be possible to use the WWW pages access control and SOCKS proxy access control. 
The user authentication through WWW and SOCKS proxies is possible since they will 
ask for an username and a password and search for the corresponding profile when they 
don't identify an active session for a specific host.  
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19-2 Registering Access Profiles 

pe of 
services can be accessed. Also, for each WWW page or service, there is an associated 
timetable through which it is possible to define specific hours when the service or page 
can be acces

To access the access profile window, follow these steps:  

The access profiles define which WWW pages can be viewed and which ty

sed.  

 

• Click on the Firewall Configuration menu in the Firewall window you want to 
manage  

• Select Profiles 

 

The Profiles Window  
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Th rofiles defined in the Firewall Aker. It has a 
list where each profile is shown on a separate line.  

• The OK button will close the Profiles window.  
n sends all alterations to the firewall and keeps the window 

open.  

corresponding option in the toolbar. The following options are available:  

e Profiles Window contains all access p

• The Apply butto

To perform any operation on a specific profile, just click on it, and then click on the 

 

 list.  
• Copy: Copies the selected profile to a temporary area.  

 which is a child of the current one, i.e., 
establish an hierarchy of profiles  

 Generates a report on the profile list, in html format.  

• Insert: Adds a new profile to the list.  
• Delete: Removes the selected profile from the

• Paste: Copies the profile from the temporary area to the list.  
• Insert child profile: Adds a new profile

• Profile Report:

To delete an access profile, it cannot be associated to any user (for more information
see the 

, 
Associating Users with Access Profiles session).  

The child profile, created using the Insert child profile option creates a new profile 
that will inherit automatically the configurations of the father profile. 

In the top part of the window, there is the field Name, used to specify the name that will 
t and 

in the access control window. There may not be more than one profile with the same 
nam  

Each ac t topics. Depending on what topic is 
sele d
display

uniquely identify the access profile. This name will be displayed in the profiles lis

e. 

cess profile is composed of seven differen
cte  at a given moment, the right part of the window will change according to 

 different options. The configuration options are:  
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Rules 

 
Access profile filtering rules are specified in the Rules Tab. This tab format is exactly 
the same as the Filtering Rules Window, except that in this case, it is not required to 
specify source entities (for more information, check the chapter The Stateful Filter).  

Access profile filtering rules consider as the source, the host in which the session was 
ces established. Thus, it is only necessary to specify the destination entities and the servi

that can be accessed. 
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SOCKS Rules 

 
The SOCKS Rules Tab allows the configuration of filtering rules for SOCKS proxy 
access. It has the same format as the Filtering Rules Window, except that it is not 
required to specify a source entity (for more information, see the chapter The Stateful 
Filter).  

SOCKS proxy filtering rules consider as source the host in which the session was 
established. Therefore, it is only necessary to specify the destination entities and the 
services that may be accessed..  
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G ne eral 

 

The following options are available on general section: 

ss: If this option is checked, access to URLs with IP 
addresses will be rejected, (for example, http://127.0.0.1/index.html), while 
access using URLs names will be accepted.  

Block: This field defines the blocking options for WWW sites. They are: 

• URLs with IP addre

If the WWW proxy is configured to filter UR
to a i
continu
address ce IP 
add s er, effective 
filte g

Add io
webmail) redirect flow to servers via their IP
sites m

• s a special filtering for the 
 dangerous in some 

environments. It has three options that can be checked independently: 
Javascript, Java and ActiveX. For each checked option, the corresponding 
applets will be filtered.  

Ls, this option must also be configured 
vo d access via IP address. Otherwise, even with the name blocked, the user will 

e being able to access the URL via its IP address. It is possible to add IP 
es to the WWW filtering rules (if this filtering option is active). Sin

res es frequently change and many servers have more than one, howev
rin  becomes extremely difficult. 

it nally, many administrators know that poorly configured sites (specially 
 address. So, if this option is active, these 

ay become inaccessible. 

Java, Javascript and Activex: This fie ld define
WWW pages, blocking or not features considered
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The filtering of Javascript, Java and ActiveX is made in a way that the filtered page 
is viewed as if the client browser did not have support for the filtered languages. In 
some cases, this can cause the pages to loose their functionality. 

b 
es on 

les. 
se rules, it is enough to: 

 on the main window  
• Select Banner Block  

The following window will be displayed: 

• Banners: This option performs the blocking of advertisement banners on we
pages. If it is checked, the firewall will replace the banners for empty spac
the pages, lowering the loading delay.  

If the blocking is active, it will be performed based on global rules, equal to all profi
In order to configure the

• Click on the Configurations menu

 

Thi
any of and will be blocked. 

Default timetable: This table defines WWW filtering rules default schedule. After 
add  
timetab

Rows represent weekdays, and columns, the time of the day. To apply the rule at a 
specific time of the day, check the box beneath it, on the row of the desired day of the 
we

e 

s window consists of several rules based on regular expressions. If an URL matches 
the rules, it will be considered as a banner 

ing WWW filtering rules, it is possible to choose between using this default 
le and specifying a different time.  

ek. Otherwise, leave it blank. To make configuration easier, you may click on a 
square and drag the mouse over squares you want to check/uncheck, while keeping th
button pressed. The table will be altered as the mouse moves over the cells. 
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HTTP/FTP/GOPHER 

 

In the WWW Filtering tab URLs filtering rules for HTTP/HTTPS, FTP, and Gopher are 
defined. It has a list where each rule is shown on a different row.  

In the WWW Filtering tab URLs filtering rules for HTTP/HTTPS, FTP, and Gopher 
are defined. It has a list where each rule is shown on a different row.The HTTPS 
protocol, for the initial URL, is filtered as if it were the HTTP protocol. 

In the bottom part of the window, there is a group that defines the action to be 
performed in case the target address does not match any filtering rule. This group is
called Standard Protocol Action and It has three options for each protoco

 
l:   

Allows
rule. 

Blocks rewall rejects URLs that don’t match any rule. 

 
ker Web Content Analyzer / Aker URL Analyzer. 

the 

Otherwise, the new rule will be included at the end of the list.  

: If this option is selected, the firewall will accept URLs that don’t match any 

: With this option selected, the fi

Categorizes: If this is the chosen option, the firewall will send URLs that don’t match
any rule to be analyzed by the A

To perform any operation on a rule, just select it and click on the corresponding option 
in the toolbar. The options are:  

• Insert: This option adds a new rule to the list. If any existing rule is selected, 
new one will be inserted in its position on the list, pushing it down. 

 297



• Delete: Removes the selected rule from the list.  
• Copy: Copies the selected rule to a temporary area.  
• Paste: Copies the rule from the temporary area into the list. If any existing rule 

the end of the list.  

Hint: A rule position may be altered by dragging and dropping it at the desired 
position.  
Not h r will change into a hand holding a stick.  “Note that the cursor will 
have  
a dotted line square below it.” 

is selected, the new one will be copied into its position. Otherwise, it will be 
copied to 

e t at the curso

The order of the WWW filtering rules is extremely important. When the firewall 
receives an address connection request, it researches the list from the beginning, looking 
for a matching rule for that address. As soon as one is found, the action associated to it 
is executed. 

Each filtering rule consists of an operation, which indicates the type of search that will 
be performed, and the text to be searched. The following operation options are 
available: 

• CONTAINS: The URL must contain the specified text anywhere.  
• DOES NOT CONTAIN: The URL cannot contain the specified text.  
• IS: The URL content must be the same as the specified text.  
• IS NOT: The URL content must be different from the specified text.  
• STARTS WITH: The URL content must begin with the specified text.  
• DOES NOT START WITH: The URL content must not start with the 

specified text.  
• ENDS WITH: The URL content must end with the specified text.  
• DOES NOT END WITH: The URL content must not end with the specified 

text.  
• REGULAR EXPRESSION: In this case the URL will be matched against an 

regular expression  
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W be  Content Analyzer 

 
This tab is only useful if the Aker Web Content Analyzer is being used. It allows 
specification of the URL categories that could be viewed by the user.  

If the option Accept categories selected below is checked, the firewall only allows user 
access to URLs that belong to one of the checked categories. But if the option Reject 
categories selected below is checked, the firewall only allows user access to URLs that 
do not belong to any of the checked categories.  
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19-3 Assigning Access Profiles to Users 
Once the access profiles are created, it is nece ry to associate them with users and ssa
groups of one or more firewall authenticators or Certification Authorities. This is done 
through the Access Control window.  

To open the Access Control window, do as follows: 

 

• Click on the Firewall Configurations menu in the firewall window you want to 
manage  

• Select Authentication  
• Click on the Access Control tab  
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The Access Control tab  

 
The access control window allows the association between users/groups with access 
profiles. 

In the lower part of the window, there is a field to specify the Default Profile his 
e 

click on the list of associations and select the Insert option  
2. Select the authentication to obtain the list of users or groups, by right-clicking 

o 

. T
access profile is used every time a user is authenticated in the firewall and whose nam
or group is not in the access control list.  

To assign a user or group to an access profile, procede as follows:  

1. Right-

on the Authenticatior field. For more information about authenticators, refer t
chapter Configuring the authentication parameters).  

3. Right-click on the User/Group field and select between users or groups listing 
and the corresponding list will be generated automatically from the selected 
authenticator. Using this list, select the desired user or group.  
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Right-Click on the Profile field to include the desired profile, as shown below:  4. 

 

To delete an association of a user/group with a profile, do as follows:  

1. Click on the association to be deleted, in the lower part of the window.  
2. Click on the Delete button.  

To change the position of an association on the list, do the following:  

 
2. 

e position down.  

1. Select the association that will be moved to another position  
Click in one of the arrow buttons to the right of the list. The up arrow button will 
move the selected association one position up. The down arrow button will 
move it on

The order an association occupies on the list is critical. When a user is authenticated, 
the firewall will start researching its name or group in the beginning of the list. As soon 
as a match is found, the corresponding profile will be assigned to that user.  
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The IP Access Control window  

 

The firewall can control access through known IP addresses along with profiles created 
for this purpose. The administrator just needs to register the known networks and drag it 

s 

te IP access control box must be checked. 

to the Source Entities position. Then add to the Profile column, the profile or profile
needed in the rule. 

Note: the Activa
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20-0 Aker Authentication Client 
 

We will explain here the Aker Authentication Client, what it is and its use: a 
tool that allows for high level of security. 

20-1 Planning the Installation. 

 What is Aker Authentication Client? 

In the previous chapter, user access profiles, their usefulness to the firewall 
administrator, and how to assign them to firewall authenticator users, were the themes 
covered. How the firewall detects what host a specific user is using in a given moment, 
however, was not detailed. 

The Aker Authentication Client enables the firewall to determine exactly which users 
are accessing which hosts. This software, which must be installed in all hosts where 
user access control is needed, works in a totally transparent way to the end user. It 
intercepts user logon in the domain, or requests a new authentication if token or smart 
card authentication is being used, and sends these data, encrypted, to the firewall. The 
firewall then validates the received data using its authentication agents, token 
authenticators, or Certification Authorities. And, if the user has been correctly validated, 
it establishes a session for the validated user, from the machine where the session was 
established. 

From this moment on, the user will have a configured access profile and access to all 
services it makes available. When the user logs off, the Authentication Client detects it 
and sends the information to the firewall. Once again, everything is done in a 
transparent and automatic way. 

 The Authentication Client will use port 1022/UDP (Aker-CL service) to 
communicate with other firewalls to establish user sessions. It is necessary at least one 

 establish the sessions. 
filtering rule allowing access to the firewall, from the hosts with the Authentication 
Client installed. Otherwise, it will not be possible to

 The Authentication Client does not work through Network Address Translation. So, 
it is not possible for a host behind a firewall that performs network address tra
to establish a session with a firewall located outside the translation domain. 

nslation, 
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20-2 Installing Aker Authentication Client 

Aker Authentication Client works in Windows 9*/NT/2000/XP platforms. Its 
installation is very simple, however, it is necessary to reinitialize the computer after 
installation is

To install the Authentication Client, insert the CD-ROM in the drive, and select Install 
Authentication Client, inside the Firewall menu, in the presentation window. If the 
Auto-run option is disabled, it will be necessary to take the following steps: 

 finished, to start the Client. 

1. Click on the Start menu  

 the only file present in this path (If 
your CD-ROM drive uses a letter other than D, replace it accordingly).  

The Installation window will show up. To continue, follow the instructions on the 
screen. 

When the installation is over, a new group called Aker Firewall will be created in the 
Start menu. Inside it, a group called Authentication Client will also be created. To run 
the Authentication Client configuration, just select the Configure Authentication 
Client, inside this group.. 

2. Select Run  
3. Select the path D:\en\firewall\authc and run

 Installing the Client using Scripts 

To make the installation of Aker Authentication Client easier in a large number of hosts, 
it is possible to make it automatic, and perform it in a non-interactive way. For example, 
a logon script can be written to install the Client in case it’s not already installed. 

The automatic, non-interactive installation is activated through another program called 
Setupbat, located in the same directory as the installation program described above. It 
receives the installation options through the command line. The available options are: 

-a  Executes the automatic installation 
-d diretório directory Specifies the installation directory 
-f Installs the Client even if it detects a previous 

installation 
-e Installs the Client without the configuration 

interface 

 If the –d directory option is not specified, the Client will be installed in 
C:\Program Files\aker\aker_authenticator 

 If the –e option is specified, a configuration file must be created and distributed 
along with the Client, once it won’t be possible to configure it through the GUI. 
Procedures to generate this file are described below. 
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 Distributing a default configuration in the Client installation 

In addition to automatically installing the Client, it is also possible to distribute a default 
configuration to be used in both the automatic and the interactive installation. This way, 
the firewall administrator can pre-configure the Aker Authentication Client, in such a 
way t

To install the Client with a default configuration, just configure it in a host in any way 
desired, and afterwards, copy a file to the directory where the default version will be 
installed in each machine. The installation program will detect the file exists, and 

firewalls.clp List of firewalls the Client will try to logon 

hat end users don’t need to perform any type of configuration. 

automatically copy it to the directory where the program will be installed. 

The following file can be copied: 
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20-3 Configuring the Authentication Client 

The Aker Authentication Client runs always in background. Its configuration requires 
the execution of the Configuration Program described above. The Configuration 
Program has three tabs, each one responsible for a specific task. They are: 

 Firewalls 

 
alls in 

which the Client will try to establish a session. To each firewall, there is a column 

 just click on the Add button, in the toolbar. To delete 
or edit a firewall, just select it, and click on the corresponding option in the toolbar. 

If the Add or Edit options are chosen, the following window will be displayed:  

This is the main tab of the Client configuration. It has a list showing all the firew

indicating the authentication methods that can be used, and another indicating whether 
there is an active session or not. 

To add a new firewall to the list,
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o which the Client will try to establish a session. 

Description: It’s a text field, used solely for documentation purposes. 

Authenticate only after establishing dial-up: If this option is on, the Authentication 
Client will try to establish a session with the firewall only after a dial-up session has 
been established. This option is especially useful for Clients installed in notebooks.. 

Supported authentication methods: This field indicates the authentication methods 
that will be used to validate a user to the firewall. It has the following options: 

Windows logon: If this option is checked, the Authentication Client will capture the 
name and password of the user who logged on Windows, and will use them to establish 
the session with the firewall. In this case, the authentication will be totally transparent, 
that is, no new screen will be displayed to the user. 

User and password: If this option is selected, a screen will show up prompting the user 
for a name and password in order to establish the session with the firewall. 

SecurID: If this option is selected, a window will show up prompting the user for a 
name, a PIN, and a token code in order to establish the session with the firewall. 

Smart Card: If this option is checked, a window will show up prompting the user for 
the Smart Card PIN in order to establish the session with the firewall. 

IP: It’s the IP address of the firewall t

If more than one option is selected (except the Windows Logon), a window will 
show up allowing the user to choose the authentication method at each new session. 

If Smart Card Authentication is chosen, and the host doesn’t have a Smart Card 
reader, this option will be ignored.. 
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It is possible to export the current configuration to a file, and import it later 
or to other machine. The Import/Ex

to the same 
port button, in the toolbar, saves to a file the list of 

firewalls plus the remaining options of the window.  
The
and add to the current list (the new entries will be added to the end of the 
cur

The Lo ted firewall. It will only be 
ena

The Log button makes the Client try to establish a session with the selected firewall. It 
will only be enabled if the selected firewall has no active sessions. When clicked, it will 
show one of the windows below, depending on the authentication method chosen: 

• User/password authentication  

 Export/Import button loads a list of firewalls and remaining options from a file, 
s the firewalls 

rent list). 

goff button terminates a session with the selec
bled if the selected firewall has an active session. 

 
User: It’s the name of the user attempting to establish the session. 

Password: It’s the password of the user attempting to establish the session.  

Authenticator: It’s the name of the authenticator through which the user wants to be 
authenticated. This field may be left blank. For more information on authenticators, see 
the chapter Configuring Authentication Parameters. 

• Token (SecurID) authentication  
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User: ttempting to establish the session. 

combination of the user PIN followed by the number of the token 
SecurID. 

• 

 It’s the name of the user a

PassCode: It’s the 

Smart Card authentication  
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When Smart Card authentication is chosen, the screen that will be disp
on the type of Smart Card being used. Above, is just one of the possibilities. 

layed will depend 

pecify how the Authentication Client will 
deal with authenticators. This option is only used when the Windows Logon 
authentication is selected. It has three options:

Don't specify authenticator: This option tells the Client to send the authenticator field 
tor 

ll the 
 

me of the NT domain must exist, and the firewall 
configured to allow user specified domain. For more information on these parameters, 

The Apply button is used to save recent modifications and make them permanent. 
When pressed, all active sessions will be terminated. 

On the top part of the tab, there is a field to s

 

blank when logging in the firewall. This way, the firewall will research its authentica
list as usual. 

Use NT domain as authenticator: This option tells the Client to inform the firewa
NT domain is the authenticator that should validate the user. To function properly, an
active authenticator with the na

see the chapter Configuring Authentication Parameters. 

Specify Default Authenticator: This option allows users to specify the authentica
name to be used by the Client to log in the firewall. To function properly, an a

tor 
ctive 

authenticator with the specified name must exist, and the firewall configured to allow 
user specified domain. For more information on these parameters, see the chapter 
Configuring Authentication Parameters. 

If the option Works Only with Aker Encryption Client is checked, it makes the 
Authentication Client try to establish a session with a firewall only if the Encryption 
Client is active. This adds a higher level of security, because the Encryption Client uses 
signed certificates, and, thus, is able to validate the firewall with which it is 
communicating. 

 All communication between the Aker Authentication Client and firewalls is 
encrypted, even if the option Works Only with Aker Encryption Client is unche
The only way the Encryption Client adds more security is becaus

cked. 
e it validates, through 

unicating firewall is really a true firewall, 

ows Status in Taskbar, when checked, displays an icon in the taskbar 

signed digital certificates, that the other comm
obstructing men-in-the-middle type of attacks. 

The option Sh
used to verify if there is any established session.  

 311



 Log 

 
This is a very useful tab to track Authentication Client operation. It has a list of several 
messages in chronological order. Next to each message, there is a colored icon 
representing its priority. Colors mean the following: 

Green  Depuration 
Blue  Information 
Yellow Notice 
Red Warning 
Black Error 

The Delete button located in the toolbar erases all entries from the log. 

The Save button saves the log in a text format. When clicked, a window prompts for the 
name of the file being saved. 

If the Activate Log option is not checked, the Authentication Client will stop 
generating new log entries. 

The Use Events Viewer, if checked, sends all log messages to the Windows Events 
Viewer. 

 The Aker Authentication Client log is stored only while the Client is running. If the 
machine is reinitialized, all its information will be discarded. 
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 About 

 
This window gives useful information about the Aker Encryption Client, such as 
version and release, among others. 
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20-4 Viewing and Deleting Users Logged on the Firewall 

ions. 
ne in the Logged Users window. 

e following:  

Users, who have an established session with the firewall, can be viewed at any time, 
through the Authentication Client. It is equally possible to delete any of these sess
This is do

To access the Logged Users window, do th

 

• Click on the Information menu in the firewall administration window  
• Select Logged Users  

 

The Logged Users window 

 
indow has a list of logged users, one entry to each user. In the bottom part of the 
, there is a message informing the total number of users with established 

e.  

This w
window
sessions at that tim
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• 
• dow.  

Log d

The OK button closes the Logged Users window.  
The Cancel button closes the win

• The Selected items on top box moves selected items to the top of the list of 
logged users.  

ge  Users Toolbar 

 

• The Refresh button updates the information displayed periodically, 
automatically or not. By clicking on it, you toggle between the two opera
mo

tion 
des. Changing the value in the field just to the right configures the refresh 

interval.  
• The Delete button, located in the toolbar, erases a user session. To do it, first 

select the session to be deleted, and then click on this button. (It will remain 

• 
ce the following:  

 ecause of that, name 

 

eir original format and will 
erse DNS.  

e field in ascending order, and the 
second, in descending order.  

disabled until a session is selected.)  
The DNS button activates the name service to resolve the names of hosts with 
listed IP addresses. It is important to noti

1. Name resolution is most often a slow service, and, b
translation is performed in the background.  

2. Many times, due to reverse DNS configuration problems (which is used to 
resolve IP addresses names), it is not possible to resolve certain addresses. In 
these cases, unresolved addresses will be kept in th
be marked to show they don’t have configured rev

• It is possible to sort the session list by any one of its fields, just by clicking on 
the field title. The first click will sort th

 Active User Session field structure 

Each row on the list of user sessions represents a session. Field structure is as follows:  

erent formats: 

 logged only through the Encryption Client. 

User: Indicates that the user was logged through the Authentication Client only. 

ient. 

Icon: Is shown to the left of each user name, and may have three diff

Padlock: This icon indicates the user was

User inside a padlock: Indicates that the user was logged through both the 
Authentication Client and the Encryption Cl

Host: IP address or name (if the DNS is active) of the host in which the session was 
established.  

Name: Name of the user who established the session. 
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Domain: Domain name, i.e., authenticator in which the user was authenticated. If the 
user did not specify a domain at login time, this field will be blank. 

Profile: What access profile corresponds to this session. If this field is blank, the user 
was u ot exist 
any r

Start: 

 a thenticated before the profile table was altered. So the profile used does n
mo e.  

Time of day when the session was started.  
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20  U

The o
as the GUI, and is simple to use. It is the same program that produces the active TCP 
and UDP connections list, shown before. 

Program location: /etc/firewall/fwlist 

Syntax: 

Usage: fwlist help 
     fwlist show [[-w] [TCP]] | [UDP] | [sessions] 
     fwlist remove [TCP | UDP] source_IP source_Port destination_IP 
destination_Port 
     fwlist remove session source_IP 

Program Help: 

Aker Firewall - Version 5.0 
fwlist - Lists and removes TCP/UDP connections and active sessions 
Usage: fwlist help 
     fwlist show [[-w] [TCP]] | [UDP] | [sessions] 
     fwlist remove [TCP | UDP] source_IP source_Port destination_IP 
destination_Port 
     fwlist remove session source_IP 
 
     help   = shows this message 
     show   = lists active sessions or connections 
     remove = deletes an active session or connection 

Example 1: (listing firewall logged users sessions) 

#fwlist show sessions 
Name/Domain                          Profile           Source IP   
Start 
---------------------------------------------------------------------- 
administrator/BSB                    Admin             10.20.1.1       
08:11:27 
jackw/GOA                            Default           10.45.1.1       
07:39:54 
wilsont/POA                          Normal            10.57.1.1       
07:58:10 
antonyg/GRU                          Normal            10.78.1.1       
08:01:02 
maryf/BSB                            Restricted        10.22.1.1       
08:48:31 
lucy.sky/POA                         Restricted        10.235.1.1      
10:49:44 
danyt/POA                            Special           10.42.2.1       
06:02:19 
operator/BSB                         Default           10.151.2.1      
20:44:34 

Example 2: (deleting the session of user logged from host 10.19.1.1) 

#fwlist remove session 10.19.1.1 
Session deletion was requested to the users server 

-5 sing the Command Line Interface 

 c mmand line interface to access the list of logged users has the same capabilities 
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21-0 Configuring the SMTP proxy 
 

This chapter shows what the features of the SMTP proxy are and how to 
configure it. 

 What is the SMTP proxy ? 

The SMTP proxy  is a specialized program of Aker Firewall, designed to work with 
electronic mail (SMTP is an anagram for Simple Mail Transfer Protocol, the full name 
of electronic mail transfer service on the Internet). This proxy enables the filtering of e-
mail messages based on their contents or on any field of their header. It also works as a 
barrier protecting the SMTP server against several types of attacks.  

It is a transparent proxy (for further information refer to the chapter Working with 
proxies), thus, neither the server nor the client knows about its existence.  

 Description of a SMTP message 

the e-mail messages are necessary. 

ically the sender and the recipients of a message. For each recipient of a 
di ed. This way, a SMTP server receives in the 
en ients of the message which are part of its 

T age, like the 
su ge recipient. 

In order to understand the fields filtering of the SMTP proxy, some information about 

An e-mail message is formed by three distinct parts: envelop, header and body. Each of 
these parts has a contains specific information. 

• Envelop  

The envelop is called this way because it is similar to the envelop of a standard letter. It 
contains bas

fferent domain, a new envelop is generat
velop of a message the name of all recip

domain. 

The envelop is not seen by the recipients of a message. It's used only between 
SMTP servers. 

• Header  

he message header contains several pieces of information about the mess
bject, date and sender's name. The header is usually shown to the messa

• Body  

The body contains the message, as it was generated by the sender. 
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 Attacks against a SMTP server 

There are several attacks which can be target against a SMTP server. They are: 

• Bugs exploits  

In this case, the attacker tries to issue a command or arguments of a command that are 
known to generate security breaches. 

Aker Firewall SMTP proxy blocks these attacks in the way it allows only the use of 
commands considered secure and validating the arguments of every command. 

• Buffer overflows  

These attacks consists of generating large command strings, causing the servers that are 
not correctly developed to generate security failures. 

Aker Firewall SMTP proxy blocks these attacks in the way it limits the maximum 
command strings that can be sent to the server. 

• Relay attacks  

These attacks consist of using the SMTP server of another organization to send e-mail 
messages. This way, the computer resources that should be available for valid requests 
are consumed. 

Aker Firewall SMTP proxy, if correctly configured, blocks relay attacks. 

 Using the SMTP proxy 

To use the SMTP proxy in a communication, it is necessary to follow two steps:  

ected to the SMTP proxy and edit the 
ion, 

1. Create a service which will be redir
parameters of the context to be used for this service (for further informat
refer to the chapter Registering Entities)  

2. Add a filtering rule allowing the use of the service created in the step 1, for the 
 desired networks or hosts (for further information, refer to the chapter The

Stateful Filter)  
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21-1 Configuring the parameters of a SMTP context 

The properties window of a SMTP context is shown when the SMTP proxy option is 
sele d
the beh

The

cte , in the services edition window. Through this window it is possible to define 
avior of the SMTP proxy when dealing with a specific service. 

 properties window of a SMTP context   

 
The properties window is where all parameters of a context, associated to a specific 
service, are configured. It consists of some common fields followed by 6 tabs where 
specific parameters are configured. The common fields are:  

Maximum message size: This field indicates the maximum size, in bytes, of a message 
in order for it to be accepted by the proxy. If it's not desired to define a maximum size, 
it's only necessary to check the No limit option, located at the right of this field. 

Register in the event list: This field indicates if the messages that do not match any 
SMTP rule of this context will be registered in the events list.  

Send copy of all messages: Regardless of a message being accepted or rejected, it is 
possible to send a complete copy of the messages to any e-mail address. This field 
indicates if this copy will be sent or not.  

Reverse DNS checking enabled: If this option is checked, only connections from hosts 
with a configured reverse DNS, pointing to a valid name, will be accepted.  

Default e-mail address: It indicates the default e-mail address which copies of the 
messages that do not match any SMTP rule of this context will be sent to (if the option 
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Send copy of all messages is checked). This e-mail can als
filtering rule of the context.  

o be referenced in any 

• Relay tab  

 

  

This tab allows the administrator to specify a list of valid domains to receive e-mails. E-
mails sent to any domain not listed will be rejected even before their transmission begin. 

If the domain list is left blank the firewall will not protect against relay, that is
accept e-mails to any domain. 

, it will 

Differently from the relay control provided by SMTP servers, the firewall can only 
base its control on the recipients of an e-mail, and not on the sender, since it does not 
have the list of valid users in the protected SMTP server. 
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• Rules tab  

 

 on the 

In this tab all filtering rules for the context will be shown. These rules allow the 
administrator to configure filters for e-mail messages based on their contents.  

In order to perform any operation on a specific rule, click the right mouse button
rule. The following menu will appear: (this menu will be shown whenever the right 
button is clicked, even if there is no rule selected. In this case, only the options Insert 
and Paste will be enabled).  

 
ion allows the addition of a new rule in the list. If any rule is 

selected, the new one will be inserted in the position of the selected rule. 

pies the selected rule into a temporary area.  
• Cut: This option removes the selected rule from the list and copies it into a 

• Insert: This opt

Otherwise, the new rule will be added in the end of the list.  
• Edit: This option opens the edition window for the selected rule.  
• Delete: This option removes the selected rule from the list.  
• Copy: This option co

temporary area.  
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• Paste: This option copies the rule from the temporary area into the list. If a rule 
is selected, the new one will be copied in the position of the selected rule. If not, 
it will be copied to the end of the list.  

• Rename: This option renames the selected rule  

Hint: All these options can be accessed through the toolbar located right above the list. 
In this case, first select the rule, clicking on it with the left button, and then click on the 
desired option. 

 The order of rules in the list is very important. Whenever the firewall receives a 

The edit window for the SMTP rules  

message, it will search the list from the beginning looking for a rule the message 
matches. As soon as it is found, the action associated to it will be taken. 

In the case of insertion or edition of rules, the edit window, described in the section 
below, will be shown:  

 
All the parameters related to a filtering rule for a SMTP context are configured in this 
window. Each rule consists basically of 3 independent conditions that may or may not 
be filled (in other words, it is possible to create rules with only one or two conditions).  

To create a rule, it is necessary to fill in the following fields:  
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Name: Name that identifies the rule in the context. This name will be shown in the list 
of rules of the SMTP context. There cannot exist two rules with the same name.  

Field: Defines the name of the field within the SMTP message where the search will 

• TO (All): The search is performed in the destination address of the message (all 

at 
 has to match the rule).  

• FROM: The search is done in the source address of the message.  
 

 

• SUBJECT: The search is done in the field that defines the subject of the 

• Body: The search is done in the body of the message (where the message 
xists).  

take place. It can take one of the following values:  

• NONE: The search will not be performed.  

of them must match the rule).  
• TO (Any): The search is performed in the destination address of the message (

least one

• CC: The search is done in the list of address which will receive a copy of the
message.  

• REPLY: The search is done in the REPLY-TO field, indicating the address for
which the message should be answered.  

message.  
• Header: The search is done in all the fields that compose the header of the 

message.  

effectively e

 The TO and CC fields are treated differently by the SMTP proxy: the TO field is 
treated as a list of all message recipients, obtained from the message envelop. The 
CC field is treated as a simple text, obtained from the message header, and its 
usefulness is very limited. 

Search: Type of search to be performed in the field defined above:  

• CONTAINS: The field to be searched must contain the supplied text in any 
position.  

• DOESN'T CONTAIN: The field to be searched must not contain the supplied 
text.  

• IS: The content of the field to be searched must be exactly equal to the supplied 
text.  

• IS NOT: The content of the field to be searched must be different of the 
supplied text.  

• STARTS WITH: The content of the field to be searched must start with the 
supplied text.  

• DOESN'T START WITH: The content of the field to be searched must not 
start with the supplied text.  

• ENDS WITH: The content of the field to be searched must end with the 
supplied text.  

• DOESN'T END WITH: The content of the field to be searched must not end 
with the supplied text.  

• CONTAINS WORDS: In this type of search, the supplied text is considered as 
formed by individual words (separated by spaces), instead of a continuous text. 
To match the search, the field must contain all the given words, regardless of 
their positions.  
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Text: Text to be searched. This field is treated as a continuous text which will be 
compared with the specified field, except in case of the CONTAIN WORDS search, 
when it is treated as several words separated by spaces. In both cases, this field is case-
insensitive.  

 The fields Field, Search and Text appear 3 times. Therefore, it is possible to define 
up to 3 different conditions that a message needs to fulfill in order to match the rule. If it 
is not desired to specify 3 conditions, just leave the value NONE on the parameter field 
of the conditions that will not be specified.  

Filters activation: This option only makes sense when more than one condition is 
specified. It indicates what type of operation will be used to relate them.  

• Only if all matches: In order for a message to match the rule, it is necessary that 
it satisfies all conditions.  

• If any matches: In order for a message to match the rule, it is necessary that it 
satisfies one of the conditions.  

Action: The field indicates if the messages that match the rule should be accepted or 
rejected by the SMTP proxy.  

Register in the event list: This field indicates if the messages that match the rule will 
be registered or not in the events list.  

Send copy: For all messages that match the rule, regardless of being accepted or 
rejected, it is possible to send a complete copy of the message to any e-mail address. 
This field indicates if this copy will be sent or not. If it is checked, one of the following 
sending options must be chosen:  

• Default e-mail address: The copy of the message is sent to the default e-m il 
address.  

ht.  

a

• Other: The copy of the message is sent to the address specified in the field at 
the rig

• DNS tab  
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In this tab all DNS filtering rules for the context will be shown. These rules allow the 
administrator to configure e-mail filters based on the name returned by the reverse DNS 
of the SMTP server that will be sending the message. 

In order to perform any operation on a specific rule, click the right mouse button on the 
rule. The following menu will appear: (this menu will be shown whenever the right 
button is clicked, even if there is no rule selected. In this case, only the options Insert 
and Paste will be enabled).  

 

• Copy: This option copies the selected rule into a temporary area.  

• Insert: This option allows the addition of a new rule in the list. If any rule is 
selected, the new one will be inserted in the position of the selected rule. 
Otherwise, the new rule will be added in the end of the list.  

• Edit: This option opens the edition window for the selected rule.  
• Delete: This option removes the selected rule from the list.  

• Cut: This option removes the selected rule from the list and copies it into a 
temporary area.  
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• Paste: This option copies the rule from the temporary area into the list. If a rule 
is selected, the new one will be copied in the position of the selected rule. If not, 
it will be copied to the end of the list.  

t. 
 

desired option. 

In the case of insertion or edition of rules, the edit window, described in the section 

The edit window for the reverse DNS rules 

• Rename: This option renames the selected rule  

Hint: All these options can be accessed through the toolbar located right above the lis
In this case, first select the rule, clicking on it with the left button, and then click on the

below, will be shown:  

 

To create a rule, it is necessary to fill in the following fields:  

Name: Name that identifies the rule in the context. This name will be shown in the list 
of DNS rules of the SMTP context. There cannot exist two rules with the same name.  

Search operator: The same operators used in the SMTP filtering rules can be used for 
reverse DNS filtering. 

Text: Defines the text to be searched. 

Check aliases: If this option is set, the firewall will compare all aliases returned by the 
DNS to see if any of them matches the rule. 

Action: The field indicates if the messages that match the rule should be accepted or 
rejected by the SMTP proxy.  

• Attachments tab  
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This tab is used to specify rules to deal with attachments. These rules allow that, if a 
message was accepted, its attachments to be removed or scanned for viruses. They also 
permit that a fully message be rejected if it contains an unacceptable file (with virus, for 
instance). 

Antivirus agent to check: This field specifies the antivirus agent that will be used to 
scan files attached to e-mails. This agent must have been previously registered in the 
firewall. For more information, refer to chapter Registering entities. 

ht mouse button on the 
rule. The following menu will appear: (this menu will be shown whenever the right 
button is clicked, even if there is no rule selected. In this case, only the options Insert 
and Paste will be enabled).  

In order to perform any operation on a specific rule, click the rig

 
• Insert: This option allows the addition of a new rule in the list. If any rule is 

selected, the new one will be inserted in the position of the selected rule. 
Otherwise, the new rule will be added in the end of the list.  

• Delete: This option removes the selected rule from the list.  
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• Edit: This option opens the edition window for the selected rule.  
• Copy: This option copies the selected rule into a temporary area.  
• Cut: This option removes the selected rule from the list and copies it into a 

temporary area.  
• Paste: This option copies the rule from the temporary area into the list. If a rule 

is 
it will be copied to the end of the list.  

 selected rule  

H r located right above the list. 
In this case, first select the rule, clicking on it with the left button, and then click on the 

selected, the new one will be copied in the position of the selected rule. If not, 

• Rename: This option renames the

int: All these options can be accessed through the toolba

desired option. 

 The order of rules in the list is very important. For each attachment in a message, the 
firewall will search the list from the beginning looking for a rule that is matched. As 
soon as it is found, the action associated to it will be taken. 

In the case of addition or edition of rules, the edit window, described in the sect
below, will be shown:

ion 
  

The edit window for attachments rules  
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All the parameters related to a filtering rule for attachments for a SMTP context are 
co

st 

Filter by MIME type: This field allows the creation of an attachment filtering rule 
b

n 
he name of the attached file. When it is checked, it is necessary to specify the 

type of search to be performed and the text to be searched. These fields are equal to the 

ring 

nfigured in this window. It consists of the following fields: 

Name: Name that identifies the rule in the context. This name will be shown in the li
of rules for attachments of the SMTP context. There cannot exist two rules with the 
same name.  

ased on the MIME type of the attached file. When it is checked, it is necessary to 
specify its type and subtype. 

Filter by name: This field allows the creation of an attachment filtering rule based o
(part of ) t

fields of the same name of the SMTP filtering rule, described above. 

Search operator: This field is equal to the field of the same name of a SMTP filte
rule, described above. 
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Action: Indicates which action will be taken by the firewall when a file matches the 
rule. It consists of three options: 

• Accept attachment: If this option is selected the firewall will keep the attached 
file in the message.  

• Remove attachment: If this option is selected the firewall will remove the 
attached file from the message.  

• Discard message: If this option is selected, the firewall will reject the message.  
• Remove infected attachment: If this option is selected the firewall will scan the 

attached file. If a virus is found the firewall will take one of the following 
actions: if the file can be disinfected, the virus will be removed and the file re-
attached to the message. If the disinfection is not possible, the firewall will 
remove the file and add a message informing the recipient of this fact.  

• Discard infected message: If this option is selected the firewall will scan the 
attached file. If a virus is found the firewall will take one of the following 
actions: if the file can be disinfected, the virus will be removed and the file re-
attached to the message. If the disinfection is not possible, the firewall will reject 
the message.  

It is recommended the use of the actions that remove the attached files for incoming 
e-mails and the actions that reject the whole message in outgoing e-mails. 

Remove encrypted files: If this option is checked, the firewall will remove the 
attachments that are encrypted and thus cannot be scanned.  

Remove corrupt files: If this option is checked, the firewall will remove the 
attachments that are corrupted.  

Notify sender if attachments are removed: If this option is checked, the firewall will 
send a message to the sender of an e-mail every time one or more of its attached files 
are removed. 

Send copy to administrator if attachments are removed: If this option is checked, 
the firewall will send a copy of all removed files to the administrator. If it is checked, 
one of the following sending options must be chosen:  

• Default e-mail address: The copy of the message is sent to the default e-mail 
address.  

• Other: The copy of the message is sent to the address specified in the field on 
the right.  

• RBL tab (Real-time Black List)  
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This tab contains the blocking options for sites considered sources of SPAM. The 
blocking is performed on real-time, by consulting one or more dynamic blocking lists, 
maintained by third-parties. It consists of the following options: 

Default black-lists: There are five black-lists that contain several hosts accused of 
being spammers. They are managed by organizations and the firewall just consults them 
before accepting each e-mail. Please enable the corresponding options if it is desired to 
use this feature. 

, refer to http://www.spamhaus.com• SBL: For more information   
• CBL: For more information, refer to http://cbl.abuseat.org  
• ORBL Brasil: For more information, refer to 

http://www.globalmedia.com.br/orbl  
• DSBL: For more information, refer to http://dsbl.org/  

User-defined black-lists: These are black-lists configured by the firewall administrator. 
It consists of a list of black-lists, each one with the following fields: 

Name: Name of the black-list. 

URL: It is the URL that will be shown to the users that have their messages refused, so 
they can gather more information. 

DNS Zone: It is the complete DNS zone that will be consulted by the firewall. If an IP 
address is present in that zone, e-mails from it will be refused by the firewall. 
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Some black-list services usuall
legal issues. When this happen the

y have their operation interrupted temporarily due to 
y become ineffective and may block more senders 

n they should. Please check the correct black-list functioning before using it 

• Advanced tab  

tha

 

This tab allows access to the advanced configuration options of the SMTP proxy. They 
permit a fine tuning of the proxy. The options are: 

Does not accept incomplete header: If this option is checked, messages whose headers 
do not contain all the mandatory fields of a SMTP message will be rejected.  
 
Number of processes: This field indicates the maximum number of copies of the proxy 
that can be active in a specific moment. Since each process handles a connection, this 
number also represents the maximum number of messages that can be sent 
simultaneously to the given context. If the number of active connections reaches this 
limit, hosts trying to send new messages will be informed that the server is temporarily 
unable to accept new connections and that they should try later.  
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 It is possible to use this number of processes like a tool to control the maximum 
number of messages passing through the link. 

Server response timeout: For each of the possible valid commands of the SMTP 
protocol, there is a maximum waiting time. If there is no answer within this period of 
time, the proxy assumes that the server has crashed and closes the connection. In this 
group it is possible to configure the maximum timeout, in seconds, for each one of these 
commands.  
 
Client response timeout: This parameter indicates the maximum time, in seconds, that 
a proxy waits between each command of the client that is sending the SMTP message. 
If this time is reached, without receiving any command from the client, the proxy 
assumes that the host has crashed and closes the connection.  

All the remaining settings refer to timeouts for each SMTP command and they shouldn't 
be modified unless there is a specific need to do so. 
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22-0 Configuring the Telnet Proxy 
 

This chapter explains how to configure the telnet proxy to perform user 
authentication. 

 What is the Telnet proxy? 

The Telnet Proxy is a special Aker Firewall program to work with the Telnet protocol. 
This protocol is used to emulate remote terminals. Its basic function is to enable user 
level authentication for telnet sessions. This type of authentication allows great 
flexibility and high security level. 

It is a transparent proxy (for more information, see the chapter Working with proxies), 
therefore, neither the server, nor the client are aware of its existence.  

 Using the Telnet Proxy 

To perform authentications in a communication using the Telnet Proxy, it is necessary 
to follow these 2 steps:  

1. Create a service that will be redirected to the Telnet proxy and edit the context 
parameters that will be used by this service (for more information see the 
Registering Entities chapter).  

2. Add a filtering rule allowing the use of this service by networks and desired 
hosts (for more information see The Stateful Filter chapter).  

From now on, every time a Telnet session is established, matching the created rule, the 
firewall prompts for user identification and password. If identification and password are 
valid and the user does have permission, the session will be established. Otherwise, the 
user will be informed of the mistake, and the session canceled. 
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22-1 Configuring the parameters of a Telnet context 

The properties window of a Telnet context will be displayed when the Telnet Proxy 
option is selected. The behavior of the Telnet proxy, when it is dealing with a service, is 
defined here. 

The properties window of a Telnet context 

 

In the properties window are configured all context parameters associated with a 
specific service. It has the following fields:  

Accepts only connections from hosts with a valid reverse DNS: If this option is 
checked, only connections from hosts with configured reverse DNS pointing to a valid 
name, are going to be accepted. 

Default Permission: This field indicates the permission applied to all users who are not 
present, and who are not included in any permission list group. There are two possible 
values. Accept allows establishment of Telnet session; Reject blocks it. 

Maximum number of simultaneous sessions: This field defines the maximum number 
of Telnet sessions that may be simultaneously active in this context. If the number of 
open sessions reaches this limit, users trying to establish new connections will be 
informed about it and encouraged to try again later. 

Idle timeout: Defines the maximum amount of time, in seconds, the proxy may remain 
idle without receiving data from the Telnet session, and still consider it active. 

 336



This field value must be less than, or equal to the value configured in the TCP timeout 
field, in the Global Configuration Parameters (for more information, see the chapter 
Configuring system parameters). 

Permission List: This list defines individual user or group access permissions. 

To execute any operation on a user or group in the Permission List, just right click on it. 
The following menu will show up: (this menu comes up every time the right mouse 
button is pressed, even if no user or group is selected. In this case, only the Insert and 
Paste options will be enabled.)  

 

• Insert: This option adds a new user/group to the list. If any user/group is 
selected, the new one will be inserted in its position, moving it down one 
position on the list. Otherwise, the new one will be added to the end of the list.  

• Edit: This option allows alteration of the selected user/group access permission.  
• Delete: Removes selected user/group from the list.  

Hint: All these options may be executed from the toolbar just above the list. In this 
case, first select the user/group by clicking on it, and then click on the desired toolbar 
option. 

 User/group order in the Permissions List is of fundamental importance. When a user 
is authenticated, the firewall searches the list from the beginning, looking for this user’s 
name, or for a group to which he/she may belong. As soon as one is found, the 
associated permission is used. 

To change a user/group position on the list, proceed as follows: 

1. Select the user or group to change position.  
2. Click on one of the arrow buttons, on the right. The up arrow button will move 

the user/group up one position. The down arrow button, one position down.  

When adding users/groups, the following window will show up: 

The User/Group Addition window 
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The inclusion window is used to configure access permission for a user or group of a 
specific authenticator. To do it, proceed as follows: 

Select the authenticator from which a list of users or groups is desired, clicking on its 
name on the top list. (If it is not displayed on the list, first it is necessary to add it to the 
list of Authenticators to Query. For more information, see the Configuring 
authentication parameters chapter). 

1. Select user or group list, clicking on the corresponding button located between 
the two lists..  

2. On the bottom list, click on a user or group name you wish to add.  
3. Choose the user/group access permission: accept (allows session establishment) 

or reject (blocks session establishment).  
4. Click on OK. The window will be closed and the user/group will be added to the 

Permission List in the Context Properties window.  
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23-0 Configuring the FTP proxy 
 

This chapter shows how to configure the FTP proxy to block specific file 
transfer commands 

 What is the FTP proxy? 

The FTP proxy is a specialized program of Aker Firewall, designed to work with the 
FTP protocol, which is the protocol used for file transfers in the Internet. Its basic 
function is to allow the definition of commands that can be accepted and block, for 
example, the creation of new files or directories. 
   
It is a transparent proxy (for further information refer to the chapter Working with 
proxies), thus, neither the server nor the client knows about its existence.  

 Using the FTP proxy 

To use the FTP proxy to perform authentications in a communication, it is necessary to 
follow two steps:  

1. Create a service which will be redirected to the FTP proxy and edit the 
parameters of the context to be used for this service (for further information, 
refer to the chapter Registering Entities).  

2. Add a filtering rule to enable the use of the service created in step 1, for the 
desired networks or hosts (for further information, refer to the chapter The 
Stateful Filter).  

 The FTP proxy does not perform user authentication. To allow certain users to have 
different privileges, it is necessary to create proxy FTP services with different contexts 
and associate each of these services with an access profile. For more information about 
access profiles, refer to chapter User access profiles. 
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23-1 Configuring the parameters of a FTP context 

The properties window of a FTP context is shown when the FTP Proxy option is 
selected, in the services edition window. Through this window it is possible to define 
the behavior of the FTP proxy when dealing with a specific service. 

The properties window of a FTP context  

 
The properties window is where all parameters of a context, associated to a specific 
service, are configured. It consists of the following fields:  

Accepts only connections from hosts with a valid reverse DNS: If this option is 
checked, only connections from hosts with a configured reverse DNS, pointing to a 
valid name, will be accepted.  

Maximum number of simultaneous sessions: This field defines the maximum number 
of FTP sessions that can be simultaneously active in this context. If the number of open 
sessions reaches this limit, the users who try to establish new connections will be 
informed that the limit has been reached and that they should try again later.  

Idle timeout: This item defines the maximum amount of time, in seconds, that the 
proxy can stay without receiving data from the FTP session and still consider it active.  

The value of this field should be less or equal to the value configured in the TCP 
Timeout field, on the global configuration parameters. (for further information, refer to 
the chapter Configuring the system parameters) 
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Directory creation: If this option is unchecked, it will not be possible to create 
directories through FTP connections that belong to this context. 

Directory deletion: If this option is unchecked, it will not be possible to remove 
directories through FTP connections that belong to this context. 

Directory listing: If this option is unchecked, it will not be possible to view the 
contents of directories (DIR or LS commands) through FTP connections that belong to 
this context. 

File download: If this option is unchecked, it will not be possible to download files 
through FTP connections that belong to this context. 

File upload: If this option is unchecked, it will not be possible to upload files through 
FTP connections that belong to this context. 

File deletion: If this option is unchecked, it will not be possible to delete files through 
FTP connections that belong to this context. 

File renaming: If this option is unchecked, it will not be possible to rename files 
through FTP connections that belong to this context. 
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24-0 Configuring the POP3 Proxy 
 

In this chapter, we will explain the POP3 proxy functions and configuration. 

What is the POP3 Proxy? 

The POP3 proxy is a special Firewall Aker program, designed to work with email 
(POP3 is an acronym for Post Office Protocol, which is the full name of the service that 
downloads email messages in the Internet).  This proxy enables email filtering based on 
their attachment files.  It also acts as a shield, protecting the POP3 server against several 
types of attacks. 

It is a transparent proxy (for more information, see the Working with Proxies chapter), 
thus, neither the server nor the client are aware of its existence.  

Attacks Against a POP3 Server 

There are several types of possible attacks against a POP3 server: 

• Attacks that explore bugs in a server  

In this case, the attacker tries to use a command or command parameter that, knowingly, 
causes security failures. 

Aker Firewall POP3 proxy avoids these attacks because it only allows utilization of 
commands considered secure, and it validates all commands parameters. 

These attacks consist of sending very long command lines to a server, which, when not 
correctly developed, will present security failures.  

Aker Firewall POP3 proxy blocks these attacks by limiting command line length that 
may be sent to the server. 

• Attacks that explore buffers overflow  

Using the POP3 proxy 

To use the POP3 proxy in a communication, two steps are necessary: 

1. Create an Entity of the Service type, that will be redirected to the POP3 proxy, 
and edit the context parameters that will be used by this service (for more 
information, see the chapter Registering Entities).  

2. Add a filtering rule allowing the use of the service created in step 1 by the 
networks or desired hosts (for more information, see the chapter The Stateful 
Filter). 
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24-1 Configuring the parameters of a POP3 Context 

When the POP3 Proxy option is selected, the POP3 Context Properties window shows 
up.  In this window, we configure the POP3 Proxy behavior for the service being 
created. 

The POP3 Context Properties Window 

 

All parameters of a context associated to a specific service are configured in the 
Properties window.  They are:  

• Antivirus agent: This field identifies the antivirus agent that will be used to 
check e-mail attachments.  This agent must have been previously registered in 
the firewall.  For more information, see the chapter Registering Entities

Configurations:  It is made up of several fields that indicate actions to be 
performed by the POP3 proxy. 

.  
• Default e-mail address:  Indicates the default e-mail address where copies of 

all messages that don't match any of the context rules will be sent to (if the 
option Send Copy is checked).  This e-mail can also be used in any context 
filtering rule.    

• Maximum number of processes:  This field indicates the maximum number of 
proxy copies that can be active at a given time.  Because each process deals with 
a connection, this number also represents the maximum number of messages 
that can be simultaneously transmitted to that specific context.  If the number of 

 343



active connections reaches this limit, clients trying to send new messages will 
have to try again at a later time.  

• Response timeout:  This parameter indicates the maximum amount of time, in 
seconds, that the proxy waits for an idle connection.  If this time is reached, the 
proxy terminates the connection.  

• Let bad attachments go through:  Allows corrupted attachments to pass 
through the firewall into mailboxes.  

List of rules:  In this list filtering rules for attachments are specified, determining 
whether a message will have its attachments removed or scanned for viruses.  

To perform any operation on a specific rule, just right click on it.  The following menu 
shows up:  (This menu will always show up when the right mouse button is pressed, 
even if no rule is selected.  In this case, just the Insert and Paste options will be 
enabled). 

 

• Insert:  This option adds a new rule to the list.  If any rule is selected, the new 
one will be inserted in its position, pushing it down the list.  Otherwise, the new 
rule will be added in the end of the list.  

• Edit:  This option opens the editing window for the selected rule.  
• Delete:  Removes the selected rule from the list.    
• Copy:  This option copies the selected rule into a temporary area.  
• Paste:  This option copies the rule from the temporary area into the list.  If any 

rule is selected, the new one will be copied into its position, pushing it down.  
Otherwise, it will be copied at the end of the list.  

• Rename:  This option renames the selected rule. 

Hint:  All these options may be executed from the toolbar just above the list. First select 
the rule and then click on the desired option.   

The order of the attachment filtering rules is extremely important.  For each message 
attachment, the firewall searches the list from the beginning, looking for a matching 
rule. As soon as a match is found, the associated action is executed. 

The window below shows up when rules are being added or edited: 

The attachment rule editing window   
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All parameters concerning attachment filtering rules for a POP3 context are configured 
in this window.  It has the following fields: 

Name:  Name that uniquely identifies the rule within the context.  This name will be 
shown in the rules list.  There cannot be two rules with the same name. 

Filter by MIME type:  This field allows definition of a file filtering rule based on its 
MIME type.  When selected, type and subtype must be specified.  

Filter by Name:  This field allows filtering by the name of attached file (or part of it).  
When checked, the type of search to be performed and the text to be searched must be 
provided. The following search options are available:  

• CONTAINS: The name must contain the supplied text in any position.  
• DOESN'T CONTAIN: The name must not contain the supplied text.  
• IS: The content of the name must be exactly equal to the supplied text.  
• IS NOT: The content of the name must be different of the supplied text.  
• STARTS WITH: The name must start with the supplied text.  
• DOESN'T START WITH: The name must not start with the supplied text.  
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• ENDS WITH: The name must end with the supplied text.  
• DOESN'T END WITH: The name must not end with the supplied text.  
• CONTAINS WORDS: In this type of search, the supplied text is considered as 

formed by individual words (separated by spaces), instead of a continuous text. 
To match the search, the nzme must contain all the given words, regardless of 
their positions.  

Filters Activation:  If the option Filter by MIME type and Filter by Name have been 
selected, this field determines if the rule must be applied Only if both match (AND 
value) or If any one matches (OR value).  

Action:  Indicates action to be taken by the firewall when a file matches the rule.  It has 
three options:  

• Accept attachment:  If this option is selected, the firewall will keep the file 
attached to the message.  

• Remove attachment:  If this option is selected, the firewall will remove the 
attached file from the message.  

• Remove infected attachment:  If this option is selected, the firewall will check 
the attachment for virus.  If the file is infected, the firewall will either:  if  the 
file can be disinfected,  remove the virus and attach the file back to the message.  
If the file cannot be disinfected, the firewall will remove the attachement and 
add a message informing the recipient of its action.  

If the Register in Event List box is checked, rule matches will be registered in the 
events log. 

Remove encrypted files:  The firewall will remove zipped with passwords and 
encrypted attachments, because it won't be able to scan them for viruses. 

Remove corrupted files:  If this option is checked, the firewall will remove zipped 
attachments that are corrupted, once it won't be able to scan them for viruses.  

Notify sender if attachments are removed:  The firewall sends a message to the 
message sender every time one or more of its attachments are deleted.  

Send copy to administrator if attachments are removed:  The firewall sends a copy 
of all deleted attachments to the administrator.  If this option is selected, one of the 
following options must be chosen.  

• Default e-mail address:  The copy of the message is sent to the default e-mail, 
defined in the Context Properties window.  

• Other:  The copy of the message is sent to the address specified in the field to 
the right.  
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25-0 Configuring the WWW Proxy 
 

In this chapter, we will show the use and configuration of the WWW proxy. 

25-1 Planning the Installation 

What is Aker Firewall WWW Proxy? 

Aker Firewall WWW proxy is a program specialized in working with protocols of the 
so-called WWW (World Wide Web). Among these protocols, there are HTTP, HTTPS, 
FTP, and Gopher. 

The main function of this proxy is to control internal user access to the Internet. It 
determines who can access which pages, or transfer files, for example.  In addition, it 
can also block technologies considered dangerous to some installations, such as Active-
XTM, scripts (JavaScript), and even Java applets.  Furthermore, it enables removal of 
banners from webpages, as a way to increase load speed and reduce link usage.  

It is both a transparent (only for HTTP) and non-transparent proxy (for further 
information refer to chapter Working with Proxies) making system installation easier.  

When used transparently, the proxy is usually faster than when used as a normal 
proxy, and it does not need extra client configuration.  On the other hand, URL filtering 
capability for HTTPS, FTP, and GOPHER protocols only exists in the normal proxy.  

In order for the non-transparent proxy to have the same performance as the 
transparent one, it is necessary that the browsers support HTTP 1.1 requests sent via 
proxies.  

What is a WWW Cache Server? 

A cache server is a program used to increase access speed to Internet pages.  To do this, 
the program internally stores most pages commonly used by several client hosts, and 
every time it receives a new request, it verifies if the desired page is already stored.  If 
available, the page is returned immediately, without the need to consult the external 
server.  Otherwise, the page is regularly loaded from the server and stored, which will 
speed up responses to future requests of this page. 

Aker Firewall WWW Proxy Working with a Cache Server 

Firewall Aker, by itself, does not implement a cache server in its WWW proxy, 
however, it can be configured to work with any server that follows market standards.  
This cache server can run in the same machine where the firewall is, or in a separate 
one. 
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If a cache server is installed in a separate host (recommended), this host must be in a 
different subnet from the clients'.  Otherwise, all security control can be easily 
bypassed.  This type of configuration can be visualized  in the following diagram:   

   

 

To ensure total protection in this type of installation, it is just necessary to configure the 
stateful filter (for more information, see The Stateful Filter chapter) to only allow the 
host with the cache to access WWW services, and to prohibit client hosts to open 
connections with it.  This done, next step is to configure all client hosts to use the 
firewall WWW proxy, and configure the firewall to use the cache in the desired 
machine.  

Using the WWW Proxy 

To use Aker Firewall WWW proxy in non-transparent mode (normal), take the 
following steps: 

1. Create access profiles and assign them to desired users and groups.  This 
procedure was described in the User Access Profiles chapter.  

2. Edit the WWW proxy configuration parameters (which will be described in the 
Editing WWW Proxy Parameters session).  

3. Create a filtering rule allowing client hosts to access the proxy (for more 
information, refer to The Stateful Filter chapter).  

The non-transparent WWW proxy listens for connections to port 80, using the TCP 
protocol.  If needed, this value can be altered to any port, just by adding the -p port# 
parameter, where port# is the number of the listened port, when initiated.  This call can 
be found in /etc/firewall/rc.aker  file and must be altered from  /etc/firewall/fwhttppd  
to /etc/firewall/fwhttppd -p 8080, for example. 
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To use Aker Firewall WWW proxy in transparent mode (only with HTTP protocol) do 
the following: 

1. Create a service that will be redirected to the transparent WWW proxy (HTTP), 
and edit the context parameters to be used by this service (for more information, 
see the Registering Entities chapter).  

2. Add a filtering rule allowing the use of the service created in step 1 by desired 
networks or hosts (for more information see The Stateful Filter chapter).  
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25-2 Editing the WWW Proxy Parameters 

To use the WWW proxy, it is necessary to define some parameters that will determine 
basic characteristics of its operation.  This definition is done in the WWW Proxy 
Configuration window.  To access it:  

 

• Click on the Firewall Configuration menu in the firewall window  
• Select WWW Proxy  

 

The WWW proxy parameters configuration window  

   

 

• The OK button closes the WWW proxy configuration window and saves all 
modifications.  
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• The Apply button sends all modifications to the firewall and keeps the window 
open.  

• The Cancel button discards alterations and closes the window.  

General tab 

• Cache  

Cache enabled:  This option defines if the WWW proxy will redirect its requests to a 
cache server.  If enabled, all requests received will be redirected to a cache server, in the 
specified IP address and port.  Otherwise, the WWW proxy will handle all requests. 

IP:  This field specifies the cache server IP address to where all requests will be 
redirected if the Cache Enabled option is active. 

Port:  This field specifies the port in which the cache server will wait for connections if 
the Cache Enabled option is active. 

• Parameters  

These fields allow adjustment of the WWW proxy for special situations: 

WWW Users Authentication:  This field activates or not WWW proxy user 
authentication.  If checked, every time a user tries to initiate a session, a user 
identification and password will be requested.  And the session will only be initiated if 
user is authenticated by one of the authenticators. 

Java Authentication Client:  This option tells the proxy to use the Java Authentication 
Client, even when operating in non-transparent mode.  The advantage of this client is 
that it  allows complete user authentication (as when using Authentication Client for 
Windows, and not only for the WWW proxy). 

If Aker Authentication Client for Windows is being used and there is an open session 
with the Firewall, then name and password will not be requested, i.e., the proxy will 
behave as if it were not performing user authentication, when it is, in fact, doing it.  If 
the Authentication Client session is finished, the proxy will request username and 
password for the next access.  For more information on Aker Authentication Client, 
read Aker Authentication Client chapter). 

To make the Java Authentication Client work in your browser, it must have Java 
support installed and enabled, and allow use of UDP protocol for Java applets.  Only in 
Microsoft Internet Explorer this option comes disabled by default.  To enable it, you 
must choose personalized security configurations for Java, and allow unsigned applets 
to have access to all network addresses. 

Force Authentication:  If this option is checked the proxy will enforce user 
authentication, that is, it will allow only access to authenticated users. If it is unchecked 
and an user decides to be authenticated (in order to be associated with an access profile 
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different from the default), he will be allowed to do so, but unidentified accesses will be 
allowed. 

• Timeouts  

Read:  This parameter defines the maximum amount of time, in seconds, that the proxy 
will wait for a client request, from the moment that a new connection was established.  
If this time is reached without a client request, the connection will be canceled.  

Response:  This parameter defines the maximum amount of time, in seconds, that the 
proxy will wait for a response of a request sent to the remote WWW server, or to the 
cache server, in case the Cache Enabled option is active.  

HTTPS:  Defines the maximum amount of time, in seconds, that the proxy can wait 
without receiving data from the client, or the server, in an HTTPS connection, before it 
considers the connection inactive and cancels it.  

Keep Alive:  Defines how much time a user can maintain a "keep-alive" (HTTP 1.1) 
connection inactive, before the proxy terminates it, freeing process to another user.  It is 
recommended to keep this time low enough, as to avoid unnecessary use of all system 
processes. 

• Performance   

Number of processes:  This field defines the number of WWW proxy processes that 
will remain active waiting for connections.  Because each process handles only one 
connection, this field also defines the maximum number of requests that can be 
simultaneously dealt with.  

To increase performance, WWW proxy processes will remain always active, 
independently if they are responding to requests or not. 

Generally, we should work with values ranging from 5 to 60 in this field, depending 
on the number of client hosts that will use the proxy (it is important to emphasize that a 
single host usually opens up to four simultaneous connections to access a single WWW 
page).  The 0 (zero) value turns unfeasible the proxy utilization. 

• Block   

This option determines what the firewall should do when a user tries to access a non-
authorized URL.  The following options are available:  

Show default message when blocking URL:  If this option is checked, the firewall 
will display an error message informing that the desired URL is blocked. 

Redirect user to:  If this option is selected, the firewall will redirect all access attempts 
to blocked URLs to another URL specified by the administrator in the field below it 
(without the http:// prefix). 
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Content control tab 

 

URL Analyzer:  This field specifies the URL analyzer agent being used to categorize 
Internet pages.  This agent must have been previously registered in the firewall.  For 
more information, see the Registering Entities chapter. 

SSL Control:  This parameter defines the secure connection ports (https) that will be 
accepted by the firewall.  If a client tries to open a connection with a non-authorized 
port, the firewall will issue an error message and won't allow access.  

In case only the default port (443) is to be used, the first option should be selected 
(Allows HTTPS only to standard port (443)).  This is the configuration utilized by 
most firewalls. 

The Allows HTTPS to all ports option indicates to the firewall that it must accept 
HTTPS connections to any port.  This configuration is not recommended to 
environments that need reasonable security levels, since it is possible for a user to use 
the proxy to access non-authorized services by simulating an HTTPS connection.  
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The last option, Allows HTTPS to entities below, lets the administrator define exactly 
which ports will be accessible.  In this case, entities corresponding to desired services 
must be registered.  For more information, refer to chapter Registering Entities. 

Antivirus tab 

 

Activate Antivirus:  When this box is checked, the firewall scans downloaded content 
for viruses.  

The Reset to default settings button will restore the configuration of this tab to the 
original one.  

Antivirus agent to check:  Allows the selection of one antivirus agent previously 
registered in the firewall to be used for virus scanning.  For more information, see the 
Registering Entities chapter.  

Status refresh interval:  This option determines the time interval at which the 
downloaded page displayed by the firewall must be updated.  
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Number of attempts:  Maximum number of download attempts for each file, if it is 
necessary to try more than once.  

Maximum simultaneous downloads:  Configures the maximum number of 
simultaneous downloads the firewall will allow.  

Analyzing Virus:  This field gives an option to show a URL other than the default one, 
if a virus is detected.  The URL can be the firewall's or another one personalized by the 
user.  It is also possible to personalize the message for each type of virus found, by 
using the {VIR} string that will be replaced by the name of the virus.  

File types tab 

 

• Downloads Option  

This option is used to specify the files that will be scanned by Aker Firewall Download 
manager, that is, downloads that will be performed in background by the firewall and a 
web page with the status will be shown to the user. This option is interesting for 
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supposedly large files (compacted files, for instance) or for files that usually are not 
viewable by the browser. 

It is possible to use two criteria to decide if a transferred file should be analyzed:  the 
file extension, and its MIME type.  If one of these criteria is met, i.e., if the file 
extension or the message MIME type is among those registered to be analyzed, then the 
file must be analyzed by the firewall.    

The MIME type is used to indicate the type of data present in the response body, in 
HTTP protocol.  It consists of two identifiers:  the first one indicates the type, and the 
second, the subtype.  The browser uses this information to decide how to display the 
information received in the same way the operating system uses filename extensions.  

Excluded Sites:  

In this field, the operation and text to be analyzed must be chosen.  URLs that match 
one of the excluded ones will not analyzed. 

 

Configurations:  

Encrypted Attachments:  Choose between accepting or rejecting encrypted 
attachments.  

Corrupted Attachments:  Choose between accepting or rejecting corrupted 
attachments. 

• Online Option  

The same way as in Downloads, the firewall administrator must choose the MIME 
types and extensions.  In the firewall default configuration, the following types are 
registered, as shown below:  
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Remaining items are similar to those in the Downloads option. 
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26-0 Configuring the SOCKS proxy 
 

This chapter shows what is and how to configure the SOCKS proxy. 

26-1 Planning the installation 

What is the SOCKS proxy of Aker Firewall ? 

The SOCKS proxy is a specialized program of Aker Firewall, designed to work with 
programs that support the SOCKS protocol, version 4 or 5. 

The main function of SOCKS proxy is to provide a better security level for protocols to 
pass through the firewall, specially complex protocols which use more than one 
connection. It is possible, through the use of the SOCKS 5, to perform user 
authentication for any services that pass through the firewall, even without the 
authentication client. 

It is a non transparent proxy (for further information, refer to the chapter Working with 
proxies), therefore, the clients that will use it must have proxy support and must be 
configured to use a proxy.  

Using the SOCKS proxy 

To use the SOCKS proxy of Aker Firewall, it is necessary to follow these steps:  

1. Create the desired access profiles and associate them with the desired users and 
groups. This was explained in the chapter User access profiles)  

2. Edit the configuration parameters of SOCKS proxy (this will be shown in the 
section Editing the parameters of the SOCKS proxy).  

3. Create a filtering rule allowing the client hosts to access the proxy (for further 
information, refer to the chapter The stateful filter).  

   The SOCKS proxy of Aker Firewall listens to connections on port 1080, using the 
TCP protocol. If necessary, this number can be changed to any port, by adding the 
parameter -p port, where port is the number of the desired port, on the proxy startup. 
The proxy is started from the /etc/firewall/rc.aker file, and its initialization string may 
be changed from /etc/firewall/fwsocksd to /etc/firewall/fwsocksd -p 8080, for 
example.   
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26-2 Editing the parameters of the SOCKS proxy 

To use the SOCKS proxy, it is necessary to define some parameters that will determine 
the basic characteristics of its operation. This definition is made in the SOCKS proxy 

w these steps: configuration window. In order to access it, follo

 

• Click on the menu Firewall Configuration on the firewall you want to manage  
• Select the Socks proxy item  

 

The SOCKS proxy parameters configuration window  

 
• The OK button will close the SOCKS proxy configuration window and save all 

changes.  
• The Apply button saves all modifications but keeps the window open  
• The Cancel button will close the configuration window and discard all the 

changes done  

The meaning of the parameters:  
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Authenticate SOCKS users: This field enables or not the user authentication of the 
SOCKS proxy. If it is checked, every time that a user tries to initiate a session, he will 
be asked for an identification and a password, and the session will only be started if the 
user is authenticated by any of the authenticators.  

 If the user is using Aker Authentication Client and has an established session with 
hat is, the proxy will the firewall, then no username and password will be asked, t

g performed; however it is doing it. If the 
ed, then the proxy will ask for an username 

an re information about Aker Authentication 
C  client

behave like no users authentication is bein
Aker Authentication Client session is clos

d a password in the next access. For mo
lient, refer to chapter Aker authentication ). 

The version 4 of the SOCKS protocol does not support user authentication, thus th
only way to authenticate users using this protocol version is with the use of the 
authentication client. If this option is checked, the version supported by the client is 4 
and there is no access profile session active, then the firewall will refuse all client's 
requests. 

e 

sses 

ted 

Limit response time: This parameter defines the maximum amount of time, in seconds, 
that the proxy waits for client data, from the moment that a new connection is 
established. If this time is reached without the necessary data from the client, the 
connection will be closed. 

Maximum number of processes: This field defines the maximum number of proce
of the SOCKS proxy can be active simultaneously. Since each process treats a single 
connection, this field also defines the maximum number of requests that can be trea
simultaneously.  
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27-0 Using the GUI Tools 
 

everal Firewall Aker GUI tools. In this chapter, we will explain s

What are Firewall Aker GUI tools? 

These are useful tools available only in the Firewall Aker Graphical User Interface.  
They facilitate firewall administration, supplying a series of very helpful functions for 
daily tasks. 

27-1 Activation Keys 

This options allows updating of Firewall activation key, and of additional licenses for 
encryption clients. 

In order to update any of these keys through the GUI, do as follows:  

 

• Click on the System Configurations menu in the firewall administration window  
• Select Activation License   
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The activation license window  

   

 

Initially, this window will show the activation and the additional licenses key, currently 
ses key has not been typed in, then the 

 value and click OK. Or click 

configured in the firewall.  If the additional licen
field will be blank.  

To modify any of these keys, just type in the new key
Cancel if you don't want to update the key.  

  The toolbar has a button to load the license from a file supplied by Aker.  

The company name, IP address, and the key(s) must be typed in exactly as directed 
by Aker Security Solutions, or its authorized representative.  The company field is case 
sensitive.  

If a recently updated key has different parameters from the previous key (for 
example, encryption enabling, or alteration in the number of licenses of encryption 

o the 
o that the interface will detect the changes to these parameters.  

clients) it is necessary to finish the remote administration session, and reconnect t
firewall, s
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27-2 Saving Configurations 

This option allows saving the complete firewall configuration in the 
w
be restored at a later time. 

machine from 
here administration is being done.  In case of an accident, this configuration can easily 

To make a backup copy:  

 

• Click on the firewall to perform the backup copy  
he toolbar or on the menu with the same name as 

the selected firewall  
• Select Save Backup option on t

 

   

The save backup window  
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Typ in
press th

e  the name and location of the file being saved and click on the Save button or 
e Cancel button to cancel the save operation.  
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27  R

Thi p
con u

To t

-3 estoring Configurations 

s o tion allows restoration of the backup copy of the complete firewall 
fig ration.  Generation of backup copies were explained in the previous section. 

res ore a backup copy:  

 

• e backup copy  
same 

Click on the firewall to load th
• Select Load Backup from file option on the toolbar or on the menu with the 

name as the selected firewall  

 

The loa :  

   

d backup from file window
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Thi n will be restored.  
Aft th ake several 
con t

• he copy and immediately update the firewall 

s window allows choosing the file name in which the configuratio
er e file name is given, the firewall will read all its content, m
sis ency tests, and if its content is valid, it will be loaded.  

The Open button will load t
configuration.  

• The Cancel button closes the window but does not load the backup copy.  

 366



27  R

Rev s  
Rev s
additional programs. 

To ce

-4 everse DNS  

er e DNS is used to resolve hosts names from IP addresses.  The Firewall Aker
er e DNS Resolution Window provides address resolution without the need of 

ac ss the reverse DNS resolution window:  

 

• inistration window  Click on the Tools menu in the firewall adm
• Select DNS Look up  

 

The N

   

 D S look up window  
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Thi
previously resolved.  

• w.  
 

To resolve an address, type ess the Reverse DNS button.  The 
add s  
resolution status.  Soon after, either the hos e corresponding to the address will be 
sho , S. 

s window has a field for the IP address to resolve and a list with the IP addresses 

The OK button will close the windo
• The Show all option, if checked, will show all previously resolved addresses in

the window below.  

it in the field and pr
res  will be displayed on the list, in the bottom part of the window, along with the

t nam
wn  or an indication that the given address does not have configured Reverse DN
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27-5 Date and Time 

This option lets the administrator verify and modify firewall date and time.  Correctly 
configured date and time are essential to the proper schedule operation of rules, WWW 
access profiles, key exchange using SKIP protocol, and log and events systems. 

To access the Date and Time Configuration Window:  

 

Click on th System Configurations 
Select Date and Time

• e menu in the firewall administration window  
•   

 

The a

   

 d te and time window  
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This window has two fields that show the date and time values configured in the 
fire st input the desired value in the corresponding field.  
To cho e the navigation arrows.  

The time zone Tab  

wall.  To alter any of them, ju
ose a month, it is possible to us

 

Choose the time zone of the nearest region to where the firewall will be installed.  

• The Apply button modifies data and time and keeps the window open.  
• The OK button saves the modifications and closes the window.  
• Cancel closes the window and discards any modification.  
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27-6 Filtering Rules Simulation 

Rule scanning allows the administrator to test firewall filtering rules configuration 
through a simulation of connection attempts.  The analysis of the simulation result can 
tell if the firewall is really blocking the 
letti

To access the simultation window:  

connections that should not be accepted, and 
ng through the ones that should.  

 

• Click on the Tools menu in the firewall administration window  
• Select Filtering Rules Simulation  

 

s.  The scan by entities is 

.  

The filtering rules simulation window  

It is possible to alternate between scanning by IP and by entitie
useful when all hosts, networks, and services to be used are already registered in the 
system.  The scan by IP is the most indicated when these hosts, networks, or services 
are not registered and it is not desirable to register them (for example, external hosts that 
won't be used in any filtering rule)

It is possible to choose for source, destination and services, independently, if entities 
ar

wing 
format: 

e to be used or not. To switch between the two modes, it is enough to click on the 
icons at the left of each field.  

• Scan by IP  

When the Scan by IP option is selected, the scanning window will have the follo

 371



 

he Packet Origin IP and Mask fields specify the range of hosts to be used as the 
he Packet Destination IP and Mask specify 
ho ed as destinations. 

he Service field is used to specify the protocol and range of the ports to be tested.  

T
sources for t
the range of 

 simulated connections.  The 
sts to be us

T

For TCP an
r

he Day/Time field allows the administrator to test the rules in a specific weekday and 

 option is selected, the scanning window will look like this: 

d UDP protocols, the service value is the destination port.  For ICMP, it's 
vice, and for other protocols, it's the value of the protocol.  the type of se

T
time.  

• Scan by Entities  

When the Scan by Entities
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The field Packet Origin specifies the source entity that will be used in the simulated
connections.  The field Packet Destination specifies the entity to which the simulated

 
 

connections must connect. 

ules in a specific weekday and 

The Service field is used to specify the protocol and range of the ports to be tested, 
through an entity.  

The Day/Time field allows the administrator to test the r
time.  

It is only possible to select one entity as origin, one as destination, and one service. 
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27-7 Reports 

This option gives the administrator the possibility to easily and quickly print a report of
all Firewall configuration (or part of it).  This report is very useful for documentation 
purposes and for configuration analysis. 

 

To access the Reports Window:  

 

• Click on the firewall to generate the report  
• Select Configuration Report in the menu with the same name as the selected 

firewall  

 

The reports window  

   

 

This window has several different options, one for each firewall configuration aspect, 
that may be independently selected.  To generate a report, do as follows:  

1. Check the items to be printed;  
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2. Click on the Browse button and choose the directory where the html pages will 
be stored;  

3. Open the directory and select the html file to print your report.  

To cancel the report, click on Cancel. 
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27-8 Patches and Updates 

What are updates and how to obtain them ? 

As all other software, Aker Firewall can eventually present bugs. As soon as these bugs 
are corrected, Aker produces a file that allows the updating of your firewall and the 
elimination of them. Sometimes new features are added in a existing version, in order to 

s present on all previous files. 

improve performance or enhance fexibility. 

In both cases, the update files are made available for free in Aker website: find the 
Download menu and select Patches and Upgrades. These files are always cumulative, 
that is, it is necessary to download only the last available version and it will include all 
correction

The updates window 

This option allows that an update or patch for Firewall to be applied remotely, through 
the GUI.  It is even possible to completely update a firewall version using this option. 

To access the update window:  

 

• Click on the System Configurations menu in the firewall administration window  
• Select Update  

 

The update window  
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Initially, the update window will only show the firewall version, its correction level, and 
the platform (operating system and version) in which the firewall is running.  

To apply an update or patch, just click on the Load update file button (the icon with 
Aker log).  The patch or update description, the target firewall and the operating system 
versions will be displayed.  Click on the Apply button to apply the update or patch.  

If the update or patch is for a different firewall or operating system version, then the 
Apply button will be disabled, impeding its application.  
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27-9 TCP/IP Configuration 

This options allows configuration of all firewall TCP/IP parameters through the GUI.  I
is possible to configure network interfaces addresses, D

t 
NS, and routing. 

w, do as follows:  To access the TCP/IP Configuration Windo

 

• Click on the System Configurations menu of the firewall administration window  
• Select TCP/IP  

 

The TCP/IP configuration window  

This window consists of three tabs.  Each one is associated to a different type of 
configuration.  They are:  
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DNS 

 

All options related to name or DNS resolution are configured in the DNS tab.  It has the 
following fields:  

Host:  Name of the host in which the firewall is running. 

Domain:  Name of domain in which the firewall is running.  

ed to activate name resolution via DNS, and 

ulted 

ll be consulted if the 
 

Activate DNS:  This option must be check
unchecked to deactivate it.  

Primary server:  This field defines the primary DNS server. It is mandatory if the 
Activate DNS option is checked.  

Secondary server:  This field defines the secondary DNS server, that will be cons
if the primary fails. It is optional.   

Tertiary server:  This field defines the tertiary DNS server, that wi
primary and secondary fail. It is optional.  
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Network Interfaces 

 

In this tab, it is possible to configure the IP addresses of all network interfaces 
recognized by the firewall. It has a list with all network interfaces, IP addresses, and 

 different addresses for each interface).  If an 
ess, its address and mask fields will be 

masks (it is possible to configure up to 31
interface does not have a configured IP addr
blank.  

To configure or modify an interface IP address or mask, right-click on it, and use the 
menu that will show up.  

 

In the same menu, it is possible to give the interface an alias, and to create a VLAN 
associated to that interface.  

It is only possible to configure IP addresses of network interfaces that are recognized 

trying to configure it through this tab.  

by the operating system in which the firewall is running.  If a new network address is 
added, and its name does not show on the interfaces list, it is necessary to configure the 
operating system to recognize it, before 
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Routes 

 

This tab enables IP routing configuration in the firewall.  It has a field called Default 
Route where the default router is specified, and a list of several routes configured in the 

ere inside the list area, and the 

firewall.  

   To add a new route, right click anywh
menu shows up.  

To delete or edit a route, right click on it.  
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27-10 Rebooting the Firewall 

ll is 

To reboot the firewall, do the following:  

This option is used to reboot the firewall, although it should not be used under regular 
operating conditions.  The only operation that requires reinitialization of the firewa
the loading of an external encryption algorithm. 

 

• Select the firewall to be rebooted  
• Select Reboot Firewall option on the menu with the same name as the selected 

firewall  
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27-11 Entity Search 

This option is used to locate entities that have a specific IP address, interface or service, 
as well as rules that contain a specific entity. 

To access the Entity Search Window:  

 

• Click on the Tools menu in the firewall administration window  
• Select Entity Search  

 

The Entity Search Window  

   

 

This window has two tabs.  Each for a different type of search.  

• The Entities tab searches for entities by name or IP address.  
ervice type that contain the 

specified protocol or service.  
• The Services tab searches for entities of the s

Regardless of the search used, tab operation is identical: 
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• The Find button starts the search using the data specified.  
• The Close button closes the Entity Search window.  
• By double-clicking on an entity or rule displayed as a search result, the 

corresponding editing window will be openned, allowing quick edition of its 
values.  
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27-12 Alarm Window 

This option allows the viewing of all alarms generated by filtering rules or by the 
firewall actions. 

To access the alarm window, do as follows:  

 

• Click on the Tools menu in the firewall administration window  
• Select Alarm Window  

 

The alarm window  
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This window has a description field containing records of actions executed by the 
filtering rule.  

• The Close button closes the window.  
• If the Do not show this window automatically next time option is checked, 

this window will not be automatically displayed when an event occurs.  
• The Save button records the entries in a log text file.  
• The Clear button clears the window of all entries.  
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27-13 Using the Command Line Interface for TCP/IP 
Configuration 

and line interface.  

Program location: /etc/firewall/fwinterface 

The program is interactive and the configuration options are described below: 

It is possible to configure TCP/IP parameters through the comm

 

Similarly to the GUI, the command line interface has 6 options, as seen above. 

In the window below, it is possible to view, configure and change configuration of a 
network interface. 

 

The screen below shows the List of network interfaces. 
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To configure an interface, just type its name.  The <en
menu. 

ter> key returns to the previous 

 

This screen shows the VLAN Registration option. 
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After configuration values are entered, it is possible to configure an alias for the 
interface.  

 

After data input, the program prompts for configuring an interface for the new values. 
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By choosing Option 2 in the main screen, it is possible to configure static routes. 

 

After information has been entered, the program prompts for confirmation of the new 
configuration parameters. 
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By choosing Option 3 in the main screen, it is possible to configure DNS Servers. 

 

By choosing Option 4 in the main screen, it is possible to configure the default route. 
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Option 5 of the main screen saves the new configurations.  If the user chooses Opt
the firewall detects all modifications and asks if the user wants to exit without applying
them. 

ion 6, 
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27-14 Using the Command Line Interface for Activation Keys 

It is possible to configure Activation Keys through the command line interface.  

Pro a ll/fwchave 

The program is interactive and the configuration options are described below: 

 entry program used during firewall installation 
will be shown. 

gr m Location: ewa/etc/fir

By choosing the option 1, the same key

 

Enter the data requested, according to your activation key. 
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By choosing Option 2, it is possible to add keys for additional licenses. 
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28-0 Configuring the Firewall in Cluster 
 

This chapter shows how to configure the fault tolerance and the cooperative 
cluster of Aker Firewall 

28-1 Planning the Installation 

What is a fault tolerant system?  

alent in companies, offices and in the lives of people 
in general, the more we hear about "high availability".  This is due to a simple good 

 in one 
ents. 

singly, a subject of interest to users. And, without a 
doubt, it became a fundamental requirement for 24x7 systems, or for those which 

ce is a group of resources that provide the illusion that the system is a 
single resource.  The majority of its components, if not all of them, are duplicated so 

t fails, service is not impacted.  To enable this 
resource redundancy, a management mechanism is necessary to make its operation 

The more computers become prev

reason:  no user wants a machine that stops working, or that network resources cannot 
be accessed.  It is exactly high availability that will ensure continuous system operation 
of  network services, storage and processing functions, even if there are failures
or more elem

Therefore, high availability is, increa

cannot be down for even a few minutes.  After all, unplanned down time can 
compromise, at the very least, service quality, without mentioning the financial loss.  

Fault toleran

that, even if an individual componen

transparent.  

What is a Cooperative System? 

Under the fault tolerant system section above
were covered.  In cooperative systems, b

, high availability and group of resources 
esides these key features, there is the load 

balancing between systems. All firewalls remain active and, if their weight is equal, will 
handle connections and their processes, while balancing the load. 

How does fault tolerance of Aker Firewall work?  

erating system is 
s made through the GUI are automatically duplicated 

Aker Firewall fault tolerance is composed of two connected systems with identical 
resources, that is, two connected machines with the same operating system, same 
network cards (NICS), and the same Firewall version.  The same op
required to ensure that correction
in the other machine. 

Besides being connected, through a network interface, to with each other, all network 
cards (NICS) of both machines should be connected to a hub or switch, so that both 
firewalls will have access to the same hosts and devices.  
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How does the Cooperative System of Aker Firewall work? 

First of all, a basic configuration difference between the cooperative cluster and the 
failover is related to the licensing.  A cooperative cluster license balances convergence 

rewalls.  With a failover license, 
convergence occurs only in one of the firewalls. 
evenly, according to the weights attributed to the fi

What are the UNICAST and MULTICAST modes of Aker Firewall 

ic types of IPv4 addresses: unicast, broadcast, and multicast.  A 
ation.  A broadcast 

 to an entire network.  A multicast 

.  

 datagram is delivered to members of 

 

ulticast one is the presence of a 
of the multicast IP packet header.  Instead 

 uses class D addressing, with a format 

sion operation, UNICAST protocols imply 

f both modes, noting that if the 
large, MULTICAST is recommended. 

Cooperative System?  

There are three bas
unicast address is used to transport a packet to a single destin
address, on the other hand, is used to send a datagram
address, lastly, is used to deliver datagrams to a group of hosts, previously configured as 
members of a multicast group, possibly organized in geographically dispersed subnets

Multicast is not connection-oriented.  A multicast
the target group with the same "best effort" that characterizes unicast IP datagrams.  
This means that datagram delivery is not guaranteed to arrive to all group members nor
in the same order relative to other datagrams.    

The only difference between a unicast IP packet and a m
group address in the destination address field 
of a class A, B or C address, multicasting
(224.0.0.0 239.255.255.255).  

To transport a packet in a single transmis
only one transmitter and one receiver, while MULTICAST protocols involve one 
transmitter and multiple receivers. 

Aker Firewall implements information exchange between cluster nodes in both 
protocols.  The administrator should opt for one o
number of cooperative firewalls is 

When the cluster is active, any configuration change made in one firewall, through 
the GUI, will be automatically duplicated in the other firewall.    
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28-2 Using the Command Line Interface 

Using the command line interface to configure fault tolerance is quite simple. 

all/fwcluster 

     fwcluster interface_control <if> 
ht> 

> <if> [host | -f] 
icast | unicast] 

Usage: fwcluster [help | show] 

host | -f] 
     fwcluster <mode> <if> [multicast | unicast] 

irewall weight within the cluster 
l IP address to be included or removed (host 

entity) 

Example 1: (showing the configuration)  

As a learning aid, we will explain the topology of a network with three clustered 

        Program Location: /etc/firew

Syntax:  

        fwcluster [help | show] 

     fwcluster weight <weig
     fwcluster <enable | disable> 
     fwcluster <include | remove
     fwcluster <mode> <if> [mult

Program Help: 

Aker Firewall - Version 5.0 

     fwcluster interface_control <if> 
     fwcluster weight <weight> 
     fwcluster <enable | disable> 
     fwcluster <include | remove> <if> [

 where: 
     if           : interface entity name 
     weight       : this f
     host         : virtua

firewalls and two networks: 192 and 10.  
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Before setting up the cluster, initially, all interfaces should be registered reminding that, 
ent IP addresses.  

.0.0.1 Firewall B - rl0 - if_external - 
10.0.0.2 

l - 192.168.1.2 
rl2 - if_control - 172.16.0.1 rl2 - if_control - 172.16.0.2 

Firewall C – rl0 - if_external - 10.0.0.3  

rl2 - if_control - 172.16.0.3 

Next, create a virtual entity for each network card (NICS), except for the control 
r all clustered firewalls. 

irewall (ip 10.0.0.4) Firewall B - external_firewall (ip 
10.0.0.4)  

.1.4) internal_firewall (ip 192.168.1.4) 
 

.0.0.4) 
internal_firewall (ip 192.168.1.4)  

 To start configuring the cluster, first create the control interface: 
red_interface  

 the firewall: 
/etc/firewall/fwcluster include registered_interface 

unlike firewall 4.5, here all firewalls have differ

Examples: Firewall A - rl0 - if_external - 10

rl1 - if_internal - 192.168.1.1 rl1 - if_interna

 

rl1 - if_internal - 192.168.1.3 

interface.  These entities will have equal value fo

Examples: Firewall A - external_f

internal_firewall (ip 192.168

Firewall C - external_firewall (ip 10

/etc/firewall/fwcluster control_interface registe

Then start registering each interface participating in

registered_virtual_host 
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Define the weight of each Firewall or the default weight of 1 will be applied to all: 

value 

articipating firewalls, enable the cluster 
mode of each one:  

/etc/firewall/fwcluster enable

/etc/firewall/fwcluster weight weight_

After applying these configurations to all p

 

Cluster hosts don't have to be equal, but the network cards (NICS) do. 

For a fault tolerant, failover clus
handle all traffic. 

ter, use only 2 firewalls, once that only one will 
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29-0 System Files and Backup 
 

In this chapter, we will show where the systems files that comprise version 5 
of Aker Firewall are located and their use. 

 shown.  This is very important 
for backups and troubleshooting  

29-1 System Files 

In this topic, the systems files and their location will be

Directory Tree 

• /etc/firewall - contains executable programs and sub-directories  
• /etc/firewall/algs - external encryption algorithms for the encryption client  

• /etc/firewall/httpd - root of the file system of the local HTTP server of the 
WWW proxy.  Do not remove the files already present in this directory.  

• /etc/firewall/conf - firewall configuration files  

s.  
• /etc/firewall/snmpd - has the SNMP agent  

sses.  

all - used by the SMTP and POP3 proxies to store 
messages to be sent.  

 
e system (for FreeBSD only).  

• /etc/firewall/x509 - X.509 certificate files  

• /etc/firewall/crls - list of the certificates which have been revoked by 
active Certification Authoritie

• /etc/firewall/root - it has no files.  It is used by a few Firewall proce
• /etc/firewall/run - files needed for execution  
• /var/log - log and event files of Aker Firewall  
• /var/spool/firew

• /usr/src/sys/objs - contains pre-compiled firewall objects used to generate a
new FreeBSD kernel for th

Executable Programs 

Programs that may be executed by the Aker Firewall administrators.  

• /etc/firewall/fwadmin - command line interface for user administration  
• /etc/firewall/fwaction - command line interface for configuring system's 

actions  
's 

wall/fwclient - command line interface for configuring encryption 

rface for configuring encryption 
and authentication  

• /etc/firewall/fwchave - command line interface for configuring the system
activation key   

• /etc/firewall/fwcert - command line interface for configuring encryption 
certificates   

• /etc/fire
clients access   

• /etc/firewall/fwcluster - command line interface for configuring fault 
tolerance  

• /etc/firewall/fwcripto - command line inte
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• /etc/firewall/fwdialup - command line interface for configuring IP 
addresses for firewalls with a dynamic IP address (ADSL, for example)  

• /etc/firewall/fwent - command line interface for creating entities  
• /etc/firewall/fwflood - command line interface for configuring SYN flood 

protection  

and line interface for accessing active 
connections and user sessions  

• /etc/firewall/fwnat - command line interface for configuring network 

all/fwpar - command line interface for configuring general 
parameters  

• /etc/firewall/fwrule - command line interface for configuring the intelligent 
packet filter  

5 to 
version 5.0 of Aker Firewall  

laying Firewall stats  
• /etc/firewall/fwinterface - command line interface for configuring the 

Firewall network interfaces  

global authentication parameters  

s that SHOULD NOT be executed directly by the administrator 

•  - modified FreeBSD operating system Kernel with Aker Firewall 

 - Firewall kernel load module (only 

• /etc/firewall/2.2.x/aker_firewall_mod.o - Firewall 2.2 kernel load 
module (only for Linux)  

module (only for Linux)  

• /etc/firewall/fwcardd - X509 certificate validation module for smart cards  

idsd - program for integration with intrusion detection 

• /etc/firewall/fwids - command line interface for configuring IDS agent 
support  

• /etc/firewall/fwlist - comm

• /etc/firewall/fwlog - command line interface for accessing firewall log and 
event files  

address translation (NAT)  
• /etc/firew

• /etc/firewall/fwupgrade - converts configuration files from version 4.

• /etc/firewall/fwipseccert - command line interface for managing the 
X.509 certificates needed for IPsec encryption  

• /etc/firewall/fwstat - command line interface for configuring and 
disp

• /etc/firewall/fwauth - command line interface for configuring the Firewall 

Program

/kernel
support (only for FreeBSD)  

• /etc/firewall/aker_firewall_mod.ko
for FreeBSD)  

• /etc/firewall/2.4.x/aker_firewall_mod.o - Firewall 2.4 kernel load 

• /etc/firewall/fwauthd - User authentication server  

• /etc/firewall/fwconfd - Communication server for remote interface  
• /etc/firewall/fwclusterd - Fault tolerance management server  
• /etc/firewall/fwcrld - Download module for CRLs issued by active 

Certification Authorities  
• /etc/firewall/fwcryptd - Encryption server  
• /etc/firewall/fwdnsd - DNS - name resolution server for the remote 

interface  
• /etc/firewall/fw

(IDS) agents  
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• /etc/firewall/fwinit - Aker Firewall initiation program  
• /etc/firewall/fwftppd - Transparent FTP proxy  

/etc/firewa• ll/fwgkeyd - Encryption keys generation server  
parent 

WWW proxy  
• /etc/firewall/fwlkeyd - Encryption certificate server  
• /etc/firewall/fwmond - Firewall process monitoring and reinitialization 

module   
• /etc/firewall/fwnatmond - Machine monitoring module for load balancing  
• /etc/firewall/fwprofd - User login server  
• /etc/firewall/fwrapd - Real Player transparent proxy  
• /etc/firewall/fwsocksd - Non-transparent SOCKS proxy  
• /etc/firewall/fwsmtppd - Transparent SMTP proxy  
• /etc/firewall/fwpop3pd - Transparent POP3 proxy  
• /etc/firewall/fwlogd - Stats, events and log server  
• /etc/firewall/fwscanlogd - Stats, events and log file query server  
• /etc/firewall/fwsyncd - Synchronicity and encryption seed generation 

process  
• /etc/firewall/fwtelnetd - Transparent telnet proxy  
• /etc/firewall/fwtrap - Module for sending SNMP traps  
• /etc/firewall/fwurld - Module for verification and analysis of URLs access 

permission   
• /etc/firewall/fwiked - IPSEC encryption key negotiation module (IKE 

protocol)  
• /etc/firewall/libaker.so - Firewall generic library  
• /etc/firewall/libconfd.so - Firewall configuration library  
• /etc/firewall/snmpd/snmpd - SNMP agent  

• /etc/firewall/fwhttppd - Transparent HTTP proxy and non-trans

Configuration Files 

• /etc/firewall/chave-500.fw - Firewall activation key  
• /etc/firewall/conf/acesso.tab - System access control list  
• /etc/firewall/conf/acesso.telnet - Access control for the Telnet proxy 

contexts  
• /etc/firewall/conf/acl-500.tab - Access profiles registered in the system  
• /etc/firewall/conf/ad_sites-500.http - Banner blocking rules table  
• /etc/firewall/conf/auth-500.tab - Global authentication parameters   
• /etc/firewall/conf/cert.fw - Firewall local encryption certificate   
• /etc/firewall/conf/cert_ca.tab - Certificates issued by certification 

entities  
• /etc/firewall/conf/cert_neg.tab - Encryption negotiation certificates  
• /etc/firewall/conf/cert_rev.tab - Revocation certificates  
• /etc/firewall/conf/cluster-500.fw - Cluster configurations  
• /etc/firewall/conf/conf-500.tab - General configuration parameters  
• /etc/firewall/conf/conjuntos-500.tab - Entities of the group type 

registered in the system  
• /etc/firewall/conf/contextos-500.pop3 - Context list of the POP3 proxy   
• /etc/firewall/conf/contextos-500.smtp - Context list of the SMTP proxy  
• /etc/firewall/conf/contextos.telnet - Context list of the Telnet proxy  
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• /etc/firewall/conf/contextos.ftp - Context list of the FTP proxy  
• /etc/firewall/conf/cluster.fw - Fault tolerance configuration  
• /etc/firewall/conf/crypt-500.tab - Encryption/authentication table  
• /etc/firewall/conf/crypt_cl-500.tab - Encryption client configuration 

table  

ewall/conf/entidades-500.tab - Entities registered in the system  
• /etc/firewall/conf/entidades-500.filtro - Entities referenced by 

filtering rules  
• /etc/firewall/conf/eqv_if-500.conf - Interface configuration  

 - Statistics table  
ll/conf/filtros-500.pop3 - POP3 context filter list   

•  - SMTP context filter list  
ntrol file  

pseudogroup 
list  

  

• /etc/firewall/conf/crypt_ex-500.tab - Expanded encryption table  
• /etc/firewall/conf/entidades-500.crypt - Encryption/authentication 

referenced entities  
• /etc/fir

• /etc/firewall/conf/estatisticas-500.tab
• /etc/firewa

/etc/firewall/conf/filtros-500.smtp
• /etc/firewall/conf/flows-500.tab - Load balancing internal co
• /etc/firewall/conf/groups_ca.tab - Certification Authorities 

• /etc/firewall/conf/ike_ex-500.tab - IPsec configuration file  
• /etc/firewall/conf/nat-500.bal - Load balancing configuration parameters
• /etc/firewall/conf/nat-500.tab - Network Address Translation rules 

(NAT)  
• /etc/firewall/conf/parametros-500.fw - General system configuration 

parameters  
• /etc/firewall/conf/parametros-500.http - WWW proxy configuration 

parameters  
• /etc/firewall/conf/parametros-500.ids - IDS agent support configuration 

parameters   
• /etc/firewall/conf/prof_cert.tab - Certificate for communicating with 

authentication clients   
• /etc/firewall/conf/regras-500.filtro - Stateful filter rules  
• /etc/firewall/conf/regras-500.perfil - Access profiles rules  
• /etc/firewall/conf/regras-500.socks - SOCKS proxy rules  
• /etc/firewall/conf/sites-500.tab - Web addresses used in access profiles  
• /etc/firewall/conf/syn-500.tab - SYN flood protection address table  
• /etc/firewall/conf/usuarios.tab - User table for remote user 

administration  

Execution Files 

• /etc/firewall/run/fwauthd.pid - Stores the authentication server process 
identification (PID)  

• /etc/firewall/run/fwclusterd.pid - Stores the fault tolerance main process
ID (PID)   

• /etc/firewall/run/fwcrld.pid - Stores the CRLs download process ID 
(PID)  

 

• /etc/firewall/run/fwgkeyd.pid - Stores the encryption key server process 
ID (PID)  
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• /etc/firewall/run/fwhttppd.pid - Stores the process ID (PID) of the HTTP 
proxy   

• /etc/firewall/run/fwhidsd.pid - Stores the process ID (PID) of the 
communication with IDS agents  

• /etc/firewall/run/fwlkeyd.pid - Stores the certificates server process ID 
(PID)  

achine monitoring process 

• /etc/firewall/run/fwprofd.pid - Stores the user login server process ID 

d.pid - Stores the SOCKS proxy process ID 

• /etc/firewall/run/fwlogd.pid - Stores the log server process ID (PID)  
ver process ID 

process ID (PID)  

• /etc/firewall/run/fwnatmond.pid - Stores the m
ID (PID)  

(PID)  
• /etc/firewall/run/fwsocks

(PID)  

• /etc/firewall/run/fwscanlogd.pid - Stores the log scan ser
(PID)  

• /etc/firewall/run/fwiked.pid - Stores IPsec key negotiation process ID 
(PID)  

• /etc/firewall/run/fwurld.pid - Stores the URL validation 

Stats, Events and Log Files 

• /var/log/fw-500-AAAAMMDD.fwlg - Stores firewall logs of date 
YYYY/MM/DD  

• /var/log/fw-500-AAAAMMDD.fwev - Stores firewall events of
YYYY/MM/DD  

• /var/log/stat-500-AAAAMMDD.fws - Stores firewall sta
YYYY/MM/DD  

 date 

ts of date 
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29-2 Firewall Backup 

Version 3.0 of Aker Firewall provided the option to remotely generate backup copie
and completely recove

s 
r its configuration. This was covered in the chapter entitled using 

GUI tools This remote procedure is recommended for the majority of installatio
is easy to use and allows 
desirable, however, a manual backup operation is possible, as with version
earlier. 

In this topic, we will sho
copy and how to recover the installation after a disaster.  

ns as it 
storage of all firewall configurations in a remote machine. If 

s 2.0 and 

w the manual backup procedure to generate a complete security 

Files to be copied 

• The files tha
topic.  This should be done every time the firewall configuration is changed.  

• Other key files are the event and log files.  Depending on the secur
requirements, daily, or even more frequent, copies of these files ca
generated.  Another option to increase secu
send log and event records to t

t must be copied are the configuration files presented in the previous 

ity 
n be 

rity is to configure the Firewall to 
he syslogd (syslog Daemon process) and 

configure the syslogd to redirect these messages to another host of the internal 
network.  

tar utility tool can be used 

  
 events and log files into the file /log.tgz) 

To generate backup copies, the FreeBSD and Linux 
(commands below should be issued by the super user root): 

• tar cvfz /conf.tgz /etc/firewall/conf  
(saves all firewall configuration into file /conf.tgz) 

• tar cvfz /log.tgz /var/log/log-500.fw /var/log/events-500.fw
(saves

After generating the copies, files conf.tgz and log.tgz can be transferred to other 
machines through, for example, FTP.  

Recovery in case of disasters 

In case of data loss, proceed as follows:  

• In case only logs and configuration data were lost, just restore one of the 
backups mentioned above.  

It is important that no firewall 
be sure of that, the machine can be reinitialized in single-user mod

process is active when the files are being restored.  To 
e or all firewall 

processes can be killed with command: kill `ps -ax | grep fw | grep -v grep 

ld be issued by the super user root): 

| cut -c 1-5`). 

To restore a security copy made with the tar command shown above, execute the 
following command sequence (which shou
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1. cd /  
2. =tar xvfz /conf.tgz  

(restores configuration files)  
3. tar xvfz /log.tgz  

(restores log files) 

• In case of total data loss, first verify if the operating system is intact.  If there's 
doubt, initially re-install all FreeBSD or Linux.  After that, re-install Aker 
Firewall, following all procedures described in the system installation chapter. 
With all components working properly, restore the configuration backup, the log 
and the event files, as shown above.  
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30-0 Aker Firewall Box 
 

x 
l 

This chapters shows all commands that can be used in Aker Firewall Bo
shel

 Aker Firewall Box 

 

Aker Firewall Box is an appliance, that is, an integrated solution of hardware and 
software. The great advantage of this platform is that it does not require any knowledg
of any operating system. Besides, by having all its configuration stored in a flash 
memory and because it is an industrial hardware, the platform presents more resistance 

e 

against problems, specially those caused by energy problems. 

lfill 
of small, medium and large companies. 

=8

Aker Firewall Box is available on several different models, that are designed to fu
the needs 

The complete list of all available models is frequently updated and can be viewed at: 

http://www.aker.com.br/index.php?pag_cod=8&prod_cod=21&ling=en_us&cat_cod
&itens=caracteristicas

 How does Aker Firewall box shell work? 

When a remote terminal configured at 9600 bps is connected to the corresponding seri
interface on a Aker Firewall Box, it is po

al 
ssible to use its shell. 

When this procedure is performed, it is first necessary to press the Enter key, until the 
password prompt appears. The initial password is '123456' and if it is type correctly, the 
following prompt will be shown: 

Aker> 

In case the local access password of the firewall is lost, it is necessary to contact the 
technical support in order to initiate the password reset procedure. 
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In the shell prompt, all standard commands of Aker Firewall can be typed, as described
on the topics covering the command line interface on each chapter. In addition of those, 

 

there are specific commands of Aker Firewall box that are documented below:  

It is possible to type the firewall commands in the shell without the fw prefix, th
ent instead of fwent. 

at is, 

To it nds exit or quit or simply to 
pres th

ex  from the shell, it is enough to type in the comma
s e Ctrl + D keys. 

 Spe s of Aker Firewall Box cific command

Command quit 
exit 

Description Finish the shell session 
 

Command help 
? 

Des ipcr tion Show a list with all valid commands 
 
Command shutdown 

Des ipcr tion Shuts down the firewall, so it can be turned off 
 
Command reboot 

Des ipcr tion Reboots the firewall 
 
Command ping [-c n_pkt] [-i interv] destination_ip 

Des ip

Sends ping packets and waits for replies 
The -c option specifies the number of packets to be sent 
The -i option specifies the transmission interval between the packets in 
milliseconds (ms) 

cr tion 

 
Command password 

Description Changes the firewall local access password 
 
Command date <show> | <mm/dd/yyyy>  

Description With the show argument informs the system date. Otherwise sets the date to the 
informed value. 

 
Command time <show> | <hh:mm[:ss]>  

Description With the show argument informs the system time. Otherwise sets the time to the 
informed value. 
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Command hd <-enable | -disable > 

Description Enables or disables the use of a hard disk. 
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Appendix A - System messages 
 

 Firewall log messages 

All the messages below may appear in he firewall log. Whenever they appear, they will 
be preceding a record with the information about the packet that produced them. On the 
left, a number corresponding to each message is shown.  

001 - Possible fragmentation attack 

This message indicates that the packet filter received a TCP packet fragmented in the 
TCP header, probably resulted from an attempt of a fragmentation attack. For further 
information refer to RFC 1858 

002 - Source routed IP packet  

This message indicates that the packet filter received an IP packet with one of the 
following options: Record Route, Loose Routing or Strict Routing and it was configured 
not to accept source routed IP packets. For further information refer to RFC 791 

003 - Land attack  

A land attack consists of simulating a connection from a port to itself. It causes the 
crash of the attacked host in great part of the TCP/IP implementations.  

This message indicates that the packet filter received a packet whose source address is 
the same as its destination address and whose source port is the same as its destination 
port, characterizing this kind of attack. 

004 - Connection is not present in the dynamic table 

This message indicates that the firewall received a TCP packet that was not a 
connection request and was addressed to a not open connection. It can be caused by an 
attack or, simply, by a connection that was inactive for longer than the TCP connections 
timeout. 

005 - Packet was received from an invalid interface  

This message indicates that the packet filter received an IP packet from an interface 
different from the one specified in the filtering rule which it fitted in. This may be 
caused by an attack of  IP address spoofing or by a wrong filtering rule configuration. 
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006 - Packet was received from an unknown interface  

This message indicates that the packet filter received a packet but could not determine 
its source interface. As a interface is specified in the corresponding filtering, the packet 
was rejected. This message will probably never be shown. 

007 - Control connection not open  

This message indicates that the firewall received a packet from a data connection (from 
a protocol which uses more than one connection, FTP and Real Audio / Real Video, for 
instance) and the corresponding control connection was not opened. 

008 - Invalid TCP flags  

This message indicates that the firewall received a TCP packet whose flags were invalid 
or contradictory (for example, SYN and FIN in the same packet). This may characterize 
an attack or a defective TCP/IP implementation. 

009 - Invalid TCP sequence number  

This message indicates that the firewall received a TCP packet whose sequence number 
was out of the expected values. This may characterize an attack. 

010 - Possible SYN Flood attack  

This message is generated by the Firewall when a connection is initiated to one of the 
addresses protected against SYN floods and the connection was not established in the 
maximum amount of time configured by the administrator. If this message occurs 
isolated, or with little incidence, then the interval of time configured in the SYN Flood 
protection (refer to HTUThe SYN Flood protectionUTH) probably is very small. If  a high 
number of these messages appear successively, then a SYN flood attack was probably 
repelled by the firewall. 

011 - Packet without authentication information  

This message indicates that the given packet came without an authentication header and 
the configuration of the corresponding secure channel indicates that it could only be 
accepted if authenticated (refer to the chapter HTUCreating secure channelsUTH). It may be 
caused by a wrong configuration of the authentication channels (configuring, probably, 
only one end of the communication) or by an attempt of IP address spoofing. For further 
information refer to RFCs 1825 and 1827. 

012 - Packet has failed authentication  

This message indicates that the given packet was not successfully validated by the 
firewall authentication module. It may be caused by an invalid authentication key 
configuration, by improper alterations in the packet contents while it was in transit or by 
an attack of  IP address spoofing. For further information refer to RFCs 1825 and 1827. 
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013 - Packet without encryption information  

This message indicates that the given packet did not come encrypted and the 
configuration of the corresponding secure channel indicates that it should have (refer to 
the chapter HTUCreating secure channelsUTH). It may be caused by a wrong configuration of the 
secure channels (configuring, probably, only one end of the communication) or by an 
attack of IP address spoofing. For further information refer to RFCs 1825 and 1827. 

014 - The size of the packet to be decrypted is invalid  

This message indicates that the decryption module detected that the size of the packet to 
be decrypted is incompatible to the corresponding encryption algorithm. It is probably 
caused by a wrong configuration of the secure channels. 

015 - Packet decryption has failed  

This message indicates that the decryption module, after decrypting the packet and 
performing its consistence tests, detected that it is invalid. It is probably caused by a 
wrong secure channels table configuration or by a possible IP address spoofing attack. 

016 - Invalid packet encapsulation type  

This message indicates that the decryption module did not recognize the type of 
encapsulation used in this packet. It may be caused by a failure in the packet decryption 
(due to wrong keys) or by the use of an unsupported encapsulation. (Aker Firewall 
works exclusively with tunnel mode encapsulation, not accepting any other modes, for 
example, the transport mode). 

017 - Packet without SKIP information  

This message indicates that the given packet did not come with a SKIP header and the 
corresponding secure channel configuration indicates that it should have. This is 
probably caused by a wrong configuration of the secure channels table, where one of the 
ends is configured to use SKIP or Aker-CDP and the other one is not (refer to the 
chapter HTUCreating secure channelsUTH). 

018 - SA for the packet doesn't contain SKIP information  

This message indicates that the decryption module received a packet with a SKIP 
header and the corresponding security association (SA) does not have information about 
SKIP (refer to the chapterHTU Creating secure channels UTH). This is probably caused by a 
wrong configuration in the secure channels table, where one of the ends is configured to 
use SKIP or Aker-CDP and the other one is not. 

019 - Invalid SKIP protocol version  

This message indicates that the version of the SKIP protocol indicated in the given 
packet, is different from the supported version. (Aker Firewall  implements the version 
1 of  the SKIP protocol). 
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020 - Invalid SKIP protocol counter value  

The SKIP protocol sends a counter in each packet, which is incremented every hour, to 
avoid attacks of sequence repetition. This message indicates that the value of the 
counter received in the given packet is invalid. It may have two distinct causes: either 
the difference of the internal clocks of the two communicating firewall is more than one 
hour or there was an attempt of a sequence repetition attack. 

021 - Invalid SPI for SKIP authentication  

This message indicates that a SKIP packet was received and the SPI number specified 
in the authentication header was invalid. (The SKIP protocol demands the SPI number 
to be 1). 

022 - The next protocol in the SKIP header is invalid  

This message indicates that the next protocol of the SKIP header of the given packet is 
not supported. (Aker Firewall demands that the authentication header comes SKIP 
header). 

023 - Invalid SKIP authentication algorithm  

This message indicates that the authentication algorithm specified in the SKIP header is 
not supported (Aker Firewall only supports the MD5 and SHA-1 authentication 
algorithms). 

024 - Invalid SKIP encryption algorithm  

This message indicates that the encryption algorithm specified in the SKIP header is not 
supported (Aker Firewall only supports the DES, Triple DES and Blowfish, with key 
sizes of 128 and 256 bits, encryption algorithms). 

025 - Invalid SKIP key encryption algorithm  

This message indicates that the encryption and key separation algorithm specified in the 
SKIP header is not supported (Aker Firewall only supports the algorithms DES with 
MD5 as key separator, Triple DES with MD5 as key separator and Blowfish, with MD5 
as key separator). 

026 - Data compression algorithm not supported  

This message indicates that the data compression algorithm specified in the SKIP 
header is not supported (Aker Firewall does not support any data compression 
algorithms, since they are still not standardized). 

027 - Invalid source name space identificator  

The SKIP protocol allows the use of other name spaces, which are not the IP addresses, 
to select the corresponding security association (SA). The name space may be specified 
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for source and /or destination. This message indicates that the source name space is not 
supported. (Aker Firewall only supports IP addresses as name space). 

028 - Invalid destination name space identificator  

The SKIP protocol allows the use of other name spaces, which are not the IP addresses, 
to select the corresponding security association (SA). The name space may be specified 
for source and /or destination. This message indicates that the destination name space is 
not supported. (Aker Firewall only supports IP addresses as name space). 

029 - Invalid Aker-CDP protocol version 

This message indicates the firewall received a packet of the Aker-CDP protocol with an 
invalid version. 

030 - Invalid packet length for Aker-CDP protocol 

This message indicates the firewall received a packet of the Aker-CDP protocol with an 
invalid size. 

031 - Invalid authentication for Aker-CDP control packet 

This message indicates the firewall received an Aker-CDP control packet with an 
invalid authentication. The most probable causes are a modification of the packet during 
its transmission or a possible attack attempt. 

032 - Number of firewall licenses has been reached 

The Aker Firewall is licensed according to the number of hosts in the private(s) 
network(s) which is(are) being protected. This message indicates the firewall detected a 
number of internal hosts greater than the number of acquired licenses and, because of 
that, it didn't allowed this exceeding hosts to open connections through it. 

Solution: Contact the Aker Security Solutions or its authorized representative and ask 
for a upgrade of the number of licenses. 

T033 - Packet discarded by an IDS blocking ruleT 

This message indicates that the firewall received a packet that matched a temporary rule 
added by the intrusion detection agent e, due to this, was discarded (for more 
information, refer to chapter HTUConfiguring the Intrusion Detection AgentUTH) 

034 - Bad AH header in packet (length field) 

This message indicates that the firewall has received an IPSEC encrypted packet with 
incorrect authentication information in AH header. Refer to RFC 2402 for more 
information. 
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035 - Simultaneous AH and ESP tunneling not allowed 

This message indicates that the firewall has received an IPSEC encrypted packet, with 
double tunneling (ESP and AH). This is not allowed. 

036 - SA for this packet not established 

This message indicates that the firewall has received an IPSEC encrypted packet for a 
tunnel that hasn't been negotiated. 

037 - Needed padding too big 

This message indicates that the firewall has calculated a padding for the ESP protocol 
which is bigger than the maximum allowed size. Probably the algorithm block size is 
too large. 

038 - Incorrect decrypted padding length 

This message indicates that the firewall has decrypted an IPSEC packet that supposed 
was bigger than its actual size. Probably the packet is corrupted or errors when 
exchanging the keys have happend. 

039 - Error starting authentication for specified algorithm 

This message indicates that the firewall hasn't been able to authenticate the packet with 
HMAC algorithm. Probably the authentication algorithm is not working properly. 

040 - Error finalizing authentication with chosen algorithm 

This message indicates that the firewall hasn't been able to authenticate the packet with 
HMAC algorithm. Probably the authentication algorithm is not working properly. 

041 - Connection end 

This message is just a register of a connection ending and shouldn't appear in the 
firewall log. 

042 - Configured conections from the same IP limit exceeded 

This message happens when the maximum number of connections configured in the 
flood protection module has been reached. In order to check the configuration of this 
module, please follow the instructions present in chapter HTUFlood protectionUTH. 
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 Firewall event messages 

043 - Aker Firewall 5 - Initialization complete  

This is an informative message that will be produced every time the firewall is restarted. 

044 - Memory allocation error  

This message indicates that a firewall module tried to allocate memory and received an 
error. This message may occur in systems with a small amount of RAM memory using 
addresses translation with a high number of simultaneous connections or a high number 
of active connections going through the firewall proxies. 

Solution: Install more RAM memory. 

045 - TCP translation table full  

The TCP address translation table is full. The only solution to this problem is to 
decrease the TCP timeout in the configuration parameters. For more information refer to 
chapter HTUConfiguring the system parametersUTH. 

046 - UDP translation table full 

The UDP address translation table is full. The only solution to this problem is to 
decrease the UDP timeout in the configuration parameters. For more information refer 
to chapterHTU Configuring the system parametersUTH. 

047 - Clients secure channels table full 

This message indicates that an encryption client tried to establish and secure channel 
with the firewall, however, the number of already established sessions reached the 
system configured limit. 

Solution: Increase the maximum number of simultaneous sessions for encryption 
clients. If necessary, contact the Aker Security Solutions or its authorized representative 
and ask for an upgrade of the number of encryption client licenses. 

048 - Invalid authentication algorithm  

The encryption module detected an invalid authentication algorithm in the security 
association (SA), when performing the authentication of a packet. 

Solution: Contact the technical support 

049 - Invalid encryption algorithm  

The encryption module detected an invalid encryption algorithm in the security 
association (SA), when performing the encryption of a packet.  

Solution: Contact the technical support 
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050 - Invalid data received by the firewall load module  

This message indicates that invalid data was sent to the firewall modules that run in the 
FreeBSD or Linux kernel. The Invalid data must have been produced by a program 
running in a firewall machine  

Solution: Try to verify which program produces this message when run it and do not run 
it again. 

051 - Error when reading parameters file  

This message is produced by any of the the external modules when trying to read the 
parameters file and detecting it does not exist or can't be read.  

Solution: Restart the firewall for the initialization program will recreate the parameters 
file. If it does not work, contact the technical support. 

052 - Error when loading access profiles  

This message indicates that the authentication server or the users login server could not 
load the list of registered access profiles in the system.  

Solution: Contact the technical support. 

053 - Error when loading entities 

This message indicates that a server process could not load the list of entites registered 
in the system. 

Solution: Contact the technical support. 

053 - Invalid access profile name  

This message indicates that the authentication server, when trying to find the access 
profile of a user, discovered that the profile is not registered in the system.  

Solution: Contact the technical support. 

055 - Error when creating the connection socket  

This message indicates that some external modules tried to create a socket and received 
an error message.  

Solution: Verify the number of files that can be opened by a process and the total 
number for the system. If necessary increase these values. For further information on 
how to proceed, contact the technical support. 
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056 - Line with an excessive number of characters  

This message indicates that a Aker Firewall proxy received a line with an excessive 
number of characters and due to it, closed the connection. The complementary 
information in parenthesis indicates the IP address of the host that caused the problem.  

Solution: This message is caused by a server or a client out of the RFCs standard. The 
only possible solution to this problem is to contact the administrator of the host that 
caused the message. 

057 - Error when loading context  

This messages indicates that one of the transparent proxies could not load the specified 
context.  

Solution: Contact the technical support. 

058 - Error when loading secure channels table 

This message indicates that one of the firewall daemons were unable to load the secure 
channels table. 

Solution: Contact the technical support. 

059 - Reverse DNS not configured  

This message is produced by any of the proxies, if they were configured only to accept 
connections from hosts with a valid reverse DNS and could not resolve the name for the 
source IP address of a connection. The complementary message indicates the source IP 
address of the connection. 

060 - Conflicting direct and reverse DNS  

When a proxy of the firewall is configured to accept only connections from hosts with 
valid reverse DNS, it uses a technique to add more security: first it tries to resolve the 
name for the source IP address of the connection. If it can not do it, it indicates the error 
showing the preceding message and does not allow the connection to be established. If 
it resolves the name, it does another DNS lookup from the returned name, searching for 
its IP address. If it can not perform this second lookup or if the returned IP address is 
different from the source address, the connection is aborted and this message is 
produced. 

061 - Possible protocol simulation attack 

This message indicates that, during the inspection of a session of a protocol with 
multiple connections (FTP and Real Audio / Real Video, for instance), the firewall 
detected an attempt to open a connection to a port lower than 1024 or to an address 
different from the expected one. It is probably caused by an attack or by a defective 
protocol implementation. 
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062 - Invalid Command  

This message indicates that one of the proxies received a command considered invalid 
from the client and, due to it, did not transfer it to the server. The complementary 
messages indicate which was the invalid command and which were the source and 
destination hosts (only in case of a transparent proxy) of the connection. 

063 - SMTP message accepted  

This message indicates that the transparent SMTP proxy accepted a message and sent it 
to the server. The complementary messages indicate which were the source and 
destination hosts of the connection. 

064 - SMTP message refused  

This message indicates that the transparent SMTP proxy rejected a received message. It 
was caused because the message matched some filter that indicated it should be rejected 
or for being bigger than the maximum allowed size. 

065 - SMTP connection refused by DNS rule 

This message indicates that the transparent SMTP proxy rejected a received message. It 
was caused because the message matched a DNS rule. 

066 - SMTP connection refused by RBL 

This message indicates that the transparent SMTP proxy rejected a received message 
because it was found in at least one RBL 

067 - SMTP connection refused by server or server down 

This message indicates that the transparent SMTP proxy tried to establish a connection 
with the destination SMTP server, however it was refused or the server is down.  

068 - Line size exceeded by SMTP client 

The SMTP client has sent a line too lengthy, which cannot be handled by the SMTP 
proxy. Check that the client is following RFC standards or configure it do to so. 

069 - SMTP connection closed by client 

The SMTP client has unexpectedly closed the connection. This may have happen due to 
user intervention or by client problems. Usually those connections are restarted 
automatically. 

070 - Line size exceeded by SMTP server 

The SMTP server has sent a line to lengthy, which cannot be handled by the SMTP 
proxy. Check that the server is following RFC standards or configure it do to so. 
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071 - SMTP connection closed by server 

The SMTP server has unexpectedly closed the connection. This may have happen due 
to user intervention or by client problems. Usually those connections are restarted 
automatically. 

072 - SMTP server had trouble handling requisition 

This message indicates that the SMTP server could not process the SMTP transaction. 

073 - Invalid email address received from SMTP client 

This message indicates that the SMTP client has supplied an invalid e-mail address. 

074 - Relay attempt blocked 

This message indicates that a relay attempt has been denied by the firewall. Please refer 
to chapterHTU configuring the SMTP proxyUTH for more information. 

075 - Out of disk space while analysing message 

This message indicates that the firewall hard disk or file system is full and, due to this 
fact, the SMTP proxy couldn't handle the message. 

076 - Message maximum size exceeded 

This message indicates that the SMTP message size was bigger than the maximum 
allowed size. Please refer to chapter HTUconfiguring the SMTP proxy UTH for more information. 

077 - Bad message: syntax error 

This message indicates that the SMTP proxy has received an incorrectly encoded 
message. This is usually generated by SPAM programs. 

078 - Attachment with virus removed from message 

This message indicates that a message attachment contained virus and has been 
removed. The message complement indicates who were the sender and the recipient of 
the message, as well as the name of the virus found. 

079 - Attachment removed from message 

This message indicates that a message attachment has been removed. The message 
complement indicates who were the sender and the recipient of the message. 

080 - Message dropped because of its attachment 

This message indicates that a SMTP message had an unacceptable attachment (due to 
the configured rules) and has been blocked by the SMTP proxy of the firewall. The 
message complement indicates who were the sender and the recipient of the message. 
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081 - Attachment with virus desinfected 

This message indicates that a SMTP message attachment contained virus and has been 
disinfected. The message complement indicates who were the sender and the recipient 
of the message, as well as the name of the virus found. 

082 - Bad coded attachment (bad message) 

This message indicates that a SMTP message attachment has been incorrectly encoded, 
or presents MIME encoding problems. Usually this attachment can be discarded by the 
firewall if the administrator configures it to to so. Please refer to chapter HTUconfiguring the 
SMTP proxyUTH for more information. 

083 - URL accepted 

This message indicates that the WWW proxy accepted an URL request made by an 
user. The complementary message inside parenthesis indicates the user that made the 
request. The second message line indicates the IP address of the host from which the 
request was made and the third line indicates the URL that was accessed. 

This message will only be generated for URLs of the HTTP protocol when they result in 
HTML code. For the FTP and Gopher protocols, it will be generated for each accepted 
request, regardless of its type. 

084 - Local file download accepted 

This message indicates that the WWW proxy has accepted a URL request made by an 
user. The complementary message indicates the username where the request came from. 
The remaining messages indicate the IP address of the host where the request came 
from and the URL. 

This message refers only to files stored locally in the firewall, that was requested using 
the WWW proxy as a web server. 

085 - URL refused 

This message indicates that the WWW proxy rejected an URL request made by an user. 
The complementary message inside parenthesis indicates the user that made the request. 
The second message line indicates the IP address of the host from which the request was 
made and the third line indicates the URL that the user tried to acess. 

086 - Banner Removed 

This message indicates that the WWW proxy has replaced a banner by a blank image, 
due to the fact that the URL matched a banner filtering rule. The complementary 
message indicates the username where the request came from. The remaining messages 
indicate the IP address of the host where the request came from and the URL. 

T087 - Packet did not match any SOCKS proxy ruleT 
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This message indicates that the SOCKS proxy received a request to establish a TCP 
connection or to send an UDP packet and the request did not match any rule of the 
corresponding access profile. Due to this, the request was denied. 

The complementary messages indicate the login of the user that sent the request (if user 
authentication is enabled), the client address, the destination address and its protocol. 

T088 - UDP packet accepted by SOCKS proxyT 

This message indicates that the SOCKS proxy received a request to send an UDP packet 
and it was sent, due to the existence of a rule in the corresponding access profile 
allowing the proxy to do so. 

The complementary messages indicate the login of the user that sent the packet (if user 
authentication is enabled), the client address and the destination address. 

T089 - UDP packet refused by SOCKS proxy T 

This message indicates that the SOCKS proxy received a request to send an UDP packet 
and it was refused, due to the existence of a rule in the corresponding access profile 
indicating that the proxy should not accept such a request. 

The complementary messages indicate the login of the user that tried to send the packet 
(if user authentication is enabled), the client address and the destination address. 

T090 - TCP connection established through SOCKS proxy T 

This message indicates that the SOCKS proxy received a request to establish a TCP 
connection and it was established, due to the existence of a rule in the corresponding 
access profile allowing the proxy to do so. 

The complementary messages indicate the login of the user that established the 
connection (if user authentication is enabled), the client address and the destination 
address. 

T091 - TCP connection finished through SOCKS proxy T 

This message is generated each time a TCP connection is closed through the SOCKS 
proxy. 

The complementary messages indicate the login of the user that had established the 
connection (if user authentication is enabled), the client address and the destination 
address. 

T092 - TCP connection refused by SOCKS proxy T 

This message indicates that the SOCKS proxy received a request to establish a TCP 
connection and it was refused, due to the existence of a rule in the corresponding access 
profile indicating that the proxy should not accept such a connection. 
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The complementary messages indicate the login of the user that tried to establish the 
connection (if user authentication is enabled), the client address and the destination 
address. 

T093 - Incorrect data received by SOCKS proxyT 

This message is generated when the SOCKS proxy receives data from a client that are 
not according to SOCKS protocol specification. Example of such invalid data can be a 
protocol version different from 4 or 5, a blank destination address, among others. 

094 - Error when communicating with the authentication server  

This message indicates that one of the proxies could not communicate with the 
authentication server when trying to perform an user authentication. Due to it, the user 
was not allowed to continue and the connection was refused.  

Solution: Verify if the process of the authentication server is active on the firewall. To 
do it, execute the command #ps -ax | grep fwauthd | grep -v grep. If the 
process does not appear, start it with the command /etc/firewall/fwauthd. If the 
process is active or if this problem persists, contact the technical support. 

095 - Error when connecting to the authentication agent  

This message indicates that the authentication server was not able to connect to the 
authentication agent that would be running on a specific host. The complementary 
message indicates the name of the authentication agent that could not be connected and 
the IP address where it is supposed to be running.  

Solution: Verify if the IP address, in the authenticator definition, of the host where the 
agent is supposed to be running is correct (for further information, refer to the chapter 
HTURegistering entitiesUTH), and that the agent is really running on that host. 

096 - Error when communicating with the authentication agent  

This message indicates that the authentication server connected to the authentication 
agent, but could not establish a communication. The complementary message indicates 
the name of the authentication agent that caused the problem and the IP address of the 
host where it is running on.  

Solution: Verify if the access password in the definition of the authenticator is equal to 
the password in the configuration of the authentication agent. For further information, 
refer to the chapterHTU Registering entities UTH 

097 - Error when connecting to IDS agent  

This message indicates that the firewall was not able to connect to the IDS agent that 
would be running on a specific host. The complementary message indicates the name of 
the IDS agent that could not be connected and the IP address where it is supposed to be 
running. 
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Solution: Verify if the IP address, in the entity definition, of the host where the agent is 
supposed to be running is correct (for further information, refer to the chapter 
HTURegistering entitiesUTH), and that the agent is really running on that host. 

098 - Error when communicating with IDS agent  

This message indicates that the firewall connected to the IDS agent, but could not 
establish a communication. The complementary message indicates the name of the IDS 
agent that caused the problem and the IP address of the host where it is running on.  

Solution: Verify if the access password in the definition of the entity is equal to the 
password in the configuration of the IDS agent. For further information, refer to the 
chapter HTURegistering entitiesUTH 

099 - IDS blocking rule added 

This message indicates that the intrusion detection agent added a temporary blocking 
rule in the firewall due to the occurrence of an event. 

The complementary messages indicate the kind of blocking that was added (source, 
destination and/or service) and the addresses and/or services blocked. 

100 - Error when connecting to anti-virus server 

This message indicates that the firewall was not able to connect to the anti-virus server 
that would be running on a specific host. The complementary message indicates the 
name of the anti-virus server that could not be connected and the IP address where it is 
supposed to be running. 

Solution: Verify if the IP address, in the entity definition, of the host where the server is 
supposed to be running is correct (for further information, refer to the chapter 
HTURegistering entitiesUTH), and that the anti-virus server is really running on that host. 

101 - Error when communicating with anti-virus server 

This message indicates that the firewall connected to the anti-virus server, but could not 
establish a communication. The complementary message indicates the name of the anti-
virus server that caused the problem and the IP address of the host where it is running 
on.  

Solution: Verify if the access password in the definition of the entity is equal to the 
password in the configuration of the anti-virus server. For further information, refer to 
the chapterHTU Registering entitiesUTH 

102 - Error when connecting to URL analyzer 

This message indicates that the firewall was not able to connect to the URL analyzer 
that would be running on a specific host. The complementary message indicates the 
name of the URL analyzer that could not be connected and the IP address where it is 
supposed to be running. 
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Solution: Verify if the IP address, in the entity definition, of the host where the analyzer 
is supposed to be running is correct (for further information, refer to the chapter 
HTURegistering entitiesUTH), and that the URL analyzer is really running on that host. 

103 - Error when communicating with URL analyzer 

This message indicates that the firewall connected to the URL analyzer, but could not 
establish a communication. The complementary message indicates the name of the URL 
analyzer that caused the problem and the IP address of the host where it is running on.  

Solution: Verify if the access password in the definition of the entity is equal to the 
password in the configuration of the URL analyzer. For further information, refer to the 
chapterHTU Registering entitiesUTH 

104 - New host detected in the cluster 

105 - Cluster host is down 

106 - Invalid heartbeat packet 

107 - Cluster convergence completed successfully 

108 - Firewall activation key repeated 

109 - Proxy authentication failure  

This message indicates that a user entered an invalid password, when trying to be 
authenticated in a specific proxy. The complementary messages indicate the user name 
and the source and destination hosts (only in case of a transparent proxy) of the 
connection. 

110 - User unregistered for proxy  

This message indicates that an unregistered user tried to be authenticated in a specific 
proxy.  The complementary message indicates the source and destination hosts (in case 
of a transparent proxy only) of the connection. 

111 - User lacks permission to open telnet sessions  

This message indicates that a user was authenticated correctly in the telnet proxy, but 
was not allowed to open the desired connection. The complementary messages indicate 
the name of the user and the source and destination hosts of the connection. 

112 - Telnet session established  

This message indicates that a user was authenticated correctly in the telnet  proxy and 
was allowed to open the desired connection. Due to it, the connection was established. 
The complementary messages indicate the name of the user and the source and 
destination hosts of the connection. 
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113 - Telnet session finished 

This message indicates that a user closed a telnet session. The complementary messages 
indicate the name of the user and the source and destination hosts of the connection. 

114 - Error when sending data to the firewall kernel  

This message indicates that some external module tried to send information to the 
firewall modules that run in the kernel and received an error message. If there is a 
complementary message in parenthesis, it will indicate which information was being 
sent  

Solution: Verify if the Aker Firewall module is loaded in the kernel. In FreeBSD use the 
command kldstat and in Linux the command lsmod. In both cases a module named 
aker_firewall_mod must appear. 

115 - Error when saving certificates 

This message indicates that the firewall was unable to save a certificates list in the hard 
disk. 

Solution: Verify if there is free space in the filesystem '/' of the firewall. This can be 
done through the command "$df -k". If this command shows the directory '/' with 
100% of used space, then this is the cause of the problem. If there is free space and this 
error still appears, consult the technical support. 

116 - Error when loading certificates 

This message indicates the firewall was unable to load a certificates list. 

Solution: Contact the technical support 

117 - Invalid received certificate 

This message indicates the firewall certificates server received an invalid certificate. 
This can have one of the following causes: 

• Invalid certificate signature  
• Unknown certification authority  
• Expired certificate  

The complementary messages indicate which of these possible errors happened and 
which firewall emited the invalid certificate. 

118 - Certificate received and validated correctly 

This message indicates the firewall certificates server received a valid negotiation or 
revogation certificate. The complementary messages indicate the type of the received 
certificate and which firewall emited it. 
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119 - Invalid encryption client request 

This message indicates the certificates server received an encryption client request and 
this request was considered invalid. This can have one of the following causes: 

• The firewall certificate was updated and the client is still using an old one  
• The request came from a host non-authorized to establish secure channels with 

the firewall.  

The complementary messages indicate the cause of the problem and the addresses of the 
source and destination hosts (the destination is the IP address of the host behind the 
firewall which the client tried to communicate with). 

120 - Encryption session user authentication failure 

This message is shown when the user authentication for the encryption clients is active 
and indicates that an user registered in an authenticator tried to establish a secure 
channel with the firewall, however, his password was incorrect. The complementary 
messages show the username and the addresses of the source and destination hosts (the 
destination is the IP address of the host behind the firewall which the client tried to 
communicate with). 

121 - User unregistered for encryption session 

This message is shown when the user authentication for the encryption clients is active 
and indicates that an user not registered in an authenticator tried to establish a secure 
channel with the firewall. The complementary message shows the username and the 
addresses of the source and destination hosts (the destination is the IP address of the 
host behind the firewall which the client tried to communicate with). 

122 - Encryption session with client established 

This message is generated by the certificates server when a user is authenticated 
correctly in an encryption client and a secure channel is established. The 
complementary messages show the username and the addresses of the source and 
destination hosts (the destination is the IP address of the host behind the firewall which 
the client tried to communicate with). 

123 - Encryption session with client finished 

This message indicates that a client closed a secure channel. The complementary 
message indicates the source address of the session. 

124 - Encryption client communication error 

This message, which has several causes, indicates that the encryption server received an 
invalid encrypted packet from an Aker Encryption Client. 
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The complementary messages indicate the cause of the problem and the addresses of the 
source and destination hosts (the destination is the IP address of the host behind the 
firewall which the client tried to communicate with). 

125 - Error when loading encryption algorithm 

Aker Firewall can work with encryption algorithms developed by third parties, called 
external algorithms. This message indicates that the encryption server was unable to 
load one of these external encryption algoritms. This is caused by a failure in the 
algorithm implementation. 

The complementary messages show the name of library from which the firewall tried to 
load the algorithm and the error that caused the problem. 

Solution: Contact the algorithm developer and pass the complete message to him. 

126 - User's profile session authentication failure 

This message indicates that a user entered an invalid password, when trying to logon in 
the firewall using Aker Authentication Client. The complementary messages indicate 
the user name and the source host of the request. 

127 - User unregistered for user's profile session 

This message indicates that an user not registered tried to logon in the firewall using 
Aker Authentication Client. The complementary message shows the addresses of the 
source host. 

128 - User's profile session established 

This message indicates that a user successfully logged in the firewall using Aker 
Authentication Client. The complementary messages indicate the name of the user who 
established the session and the host from which the session was established. 

129 - User's profile session finished 

This message indicates that a user finished a session in the firewall established through 
the Aker Authentication Client. The complementary messages indicate the name of the 
user who finished the session and the host from which the session was closed. 

130 - Invalid user's profile request 

This message, which has several causes, indicates that the firewall user login server 
received an invalid request from an Aker Authentication Client. 

The complementary messages indicate the cause of the problem and the source address 
of the request. 

T131 -Error when loading pseudo-groups T 
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This message indicates that the firewall was unable to load the certification authorities 
pseudo-groups list. 

Solution: Contact the technical support 

T132 - Error when downloading CRLT 

This message indicates that the firewall was unable to download the revoked certificates 
list (CRL) from a certification authority. The complementary messages indicate the 
reason of the failure and the URL that was tried to download the CRL. 

Solution: Make sure the URL informed in the certification authority entity is correct and 
that the service is running. It is possible to check this by typing the URL in a browser 
and checking if it is possible to download the file. 

133 - The number of processes in the system is too high  

This message indicates that any external firewall module, when trying to create a new 
instance of itself to deal with a connection, detected that the number of processes 
running in the system is close to the maximum allowed limit. Because of this, the 
creation of the new process was canceled and the connection that should be treated by 
the new process was aborted.  

Solution:  Increase the maximum number of processes in the system. For further 
information, contact the technical support. 

T134 - 1-N translation host down T 

This message indicates that one of the hosts participating of a 1-N translation (load 
balancing) is down. The complementary message shows the IP address of that host. 

T135 - 1-N translation host up T 

This message indicates that one of the hosts participating of a 1-N translation (load 
balancing) that was down is now up. The complementary message shows the IP address 
of that host. 

136 - Administrative session request  

This message is generated by the Aker Firewall remote administration module every 
time it receives an administrative connection request. In the complementary message the 
IP address of the host that requested the connection is shown. 

137 - Administrative session established  

This message is generated by the Aker Firewall remote administration module when a 
user is authenticated correctly and an administrative session is established. In the 
complementary message the login of the user that established the session and his rights 
are shown.  
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The user rights are represented by three different anagrams. If the user has a specific 
right, the corresponding anagram will be shown, otherwise, the value "--" will be shown 
instead. The anagrams and their meanings are:  

• CF - Configures Firewall  
• CL - Configures Log  
• MU - Manage Users  

138 - Administrative session closed  

This message indicates that the administrative session that was established was ended 
on a user's request . 

139 - Administrator not registered  

This message indicates that a user not registered in the system tried to establish an 
administrative section. 

140 - Administrative session confirmation error  

This message indicates that a user registered in the system tried to establish a remote 
administrative session, but his password was wrong. The complementary message 
shows the name of the this user. 

141 - Firewall is being administrated by another user  

This message indicates that a user was authenticated correctly to establish a remote 
administration session, but there was another user with an opened section for the same 
host and therefore the connection was refused. The complementary message indicates 
which user had his session refused. 

142 - Parameter modification  

This message indicates that the administrator, who was with the administrative session 
active, changed a configuration parameter of the system. The complementary message 
indicates the name of the changed parameter. 

143 - Filtering rules modification  

This message indicates that the administrator, who was with the administration session 
active, changed the filtering rules table of the firewall. 

144 - Address translation modification  

This message indicates that the administrator, who was with the administrative session 
active, changed a network address translation parameter or the server translation table. 
The complementary message indicates exactly what was changed. 

145 - Secure channels modification  
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This message indicates that the administrator, who was with the administrative session 
active, changed the secure channels table of the firewall. 

146 - SYN Flood configuration modification  

This message indicates that the administrator, who was with the administrative session 
active, changed a parameter of the SYN Flood protection. The complementary message 
indicates exactly what was changed. 

147 - Contexts modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the contexts of one of the transparent firewall proxies. The 
complementary message indicates which proxy had its contexts changed. 

148 - SNMP configuration modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the configuration parameters of the SNMP agent. 

149 - Access profiles modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the access profiles list. 

150 - Access control list modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the access control list. 

151 - Authentication parameters modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the global authentication parameters. 

152 - Entities modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the entities list of the system. 

153 - WWW parameters modification  

This message indicates that the administrator, who was with the administrative session 
active, changed the WWW parameters. 

154 - SOCKS proxy configuration modification  

This message indicates that the administrator, who was with the administrative session 
active, changed any of the SOCKS proxy configuration parameters. 
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155 - Active connection removal  

This message indicates that the administrator, who was with the administrative session 
active, removed one of the active connections The complementary message indicates if 
the removed connection was TCP or UDP. 

156 - Active user session removal  

This message indicates that the administrator, who was with the administrative session 
active, removed one of the user sessions that was established through the Aker 
Authentication Client. 

157 - Operation on the log file  

This message indicates that the administrator, who was with the administrative session 
active, performed an operation on the log file. The possible operations are Compact and 
Clear. The complementary message indicates which one these operations was 
performed. 

158 - Operation on the events file  

This message indicates that the administrator, who was with the administrative session 
active, performed an operation on the events file. The possible operations are Compact 
and Clear. The complementary message indicates which one these operations was 
performed. 

159 - Operation on the users file  

This message indicates that the administrator, who was with the administrative session 
active, performed an operation on the events file. The possible operations are Add, 
Delete and Change. The complementary message indicates which one of these 
operations was performed and on which user. 

160 - Firewall date/time modification 

This message indicates that the administrator, who was with the administrative session 
active, modified the date and/or time of the firewall. 

161 - Local negotiation certificate loaded 

This message indicates that the administrator, who was with the administrative session 
active, loaded or changed the firewall local negotiation certificate. 

162 - Certificates modification 

This message indicates that the administrator, who was with the administrative session 
active modified the certification authorities certificates or revocation certificates lists. 

163 - TCP/IP configuration modification 
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This message indicates that the administrator, who was with the administrative session 
active modified the TCP/IP firewall configuration (hostname, DNS configuration, 
interface configuration or routes). 

164 - Administrative session dropped by error  

This message indicates that the administration session that was active, was interrupted 
due to a protocol communication error.  

Solution: Try to establish the connection again. If the problem persists, consult the 
technical support. 

165 - Administrative session dropped by timeout  

When a remote interface establishes an administrative connection, it starts to send 
packets to the firewall, periodically, indicating that it is active. These packets are sent 
even if the user does not perform any operation.  

This message indicates that the administrative session that was active, was interrupted 
because server did not receive any packet from the remote interface within the 
maximum allowed time. The most probable causes are a crash on the host that was 
running the graphic user interface or a network failure. 

166 - Error in the previous operation  

This message indicates that the last operation performed by the remote communication 
server was not successfully completed.  

Solution: Verify if there is free space in the filesystem '/' of the firewall. This can be 
done through the command "$df -k". If this command shows the directory '/' with 
100% of used space, then this is the cause of the problem. If there is free space and this 
error still appears, consult the technical support. 

167 - User without access right  

This message indicates that the user tried to perform an unauthorized operation.  

Solution: This message probably will never appear under normal conditions of Aker 
Firewall functioning. If it appears, contact the technical support. 

168 - Unrecognized packet  

This message indicates that the firewall communication server received an unknown 
service request.  

Solution: Contact the technical support. 

169 - Too many negotiations in progress 

170 - Non-IPSEC SA 
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171 - Specified cryptographic algorithm not implemented 

172 - Cryptographic key expansion failed 

173 - Kernel sent an invalid packet 

174 - Failed to insert SA in kernel 

175 - Establishing IPSEC VPN for the traffic 

176 - failure initializing fwiked 

177 - Error processing configuration 

178 - Kernel communication failure 

179 - Kernel sent a bad request 

180 - Attempt to install a non-negotiated SA 

181 - Cryptographic algorithm not supported 

182 - Error sending ike rule to the packet filter 

183 - SA activation succesfull 

184 - IKE negotiation failed (see complementary messages) 

185 - Error reading state change notification from cluster 

186 - Error sending state change notification to cluster 

187 - fwiked notification (see complementary messages) 

188 - fwiked warning (see complementary messages) 

189 - receiving pipe number from kernel 

190 - Error reading statistics configuration file 

191 - Error loading entity table 

192 - Counter entity not found 

193 - Daemon suspended: bad configuration 

194 - Error receiving statistics from kernel 

195 - Error saving statistics 
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196 - Error receiving statistics lifetime 

197 - Requested flow not found 

198 - Requested pipe not found 

199 - Erasing log system registers 

200 - Error loading shell 

201 - Error loading license information 

202 - Login attempt (console) failed due to bad password 

203 - Severe system problem. Contact your reseller 

204 - Console login successfull 

205 - Response line too big 

206 - Error receiving data from POP3 server 

207 - Error receiving data from POP3 client 

208 - Error sending data to POP3 client 

209 - Error sending data to POP3 server 

210 - Invalid answer from POP3 server 

211 - Error connecting to POP3 server 

212 - Connection refused by POP3 server 

213 - Invalid POP3 command or sintax error 

214 - Error openning spool file 

215 - Error writing to file 

216 - Out of space writing to file 

217 - Sintax error parsing POP3 email message 

218 - Entering STLS mode - no further analysis possible 

219 - Error receiving data from server firewall 

220 - Error sending data from server firewall 
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221 - Server firewall processing error 

222 - Error updating firewall configuration 

223 - Error when cloning cluster's state 

224 - Error when sending file to cluster 

225 - Error when grouping data from cluster 

226 - Virus-infected file cleaned 

227 - Virus-infected file blocked 

228 - Corrupted file could not be analysed 

229 - Encrytped file could not be analysed 

230 - Host answered and was marked as up 

231 - Host did not answer and was marked as down 

232 - Link was marked as up 

233 - Link was marked as down 
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Appendix B - Questions and Answers 
 

 Stateful Filter 

I'm trying to perform a file transfer using FTP from the host where the firewall is 
installed. I'm able to connect and be validated by the rInote FTP server, however 
when I try to transfer a file I receive a message saying it was not possible to open 
the data connection. How can I solve this problIn ? 

The only way to perform a file transfer using FTP from the firewall is by using the 
passive mode. To do this, just type the command passive in the FTP command line, 
after being validated by the rInote server. From this moment on, all file transfers will be 
successfully completed. 

All browsers already use the passive mode for all FTP file transfers. 

 Remote administration 

I am using the remote administration through the Internet. Is there any risk of 
having my password intercepted?  

No. A user's password will never be sent unencrypted through the network. The 
authentication method is based on a challenge-response, where the firewall is able to 
authenticate the user without receiving his password and the rInote interface is able to 
authenticate the firewall.  

I've lost the password of the only administrator that was registered in the system. 
Is there any way to recover it?  

There is no available way to recover a lost password, however, it is possible to use a 
local module of the users administration and create another administrator or change the 
password of the existing administrator to a known password. The local module can only 
be run by the root user, and have the following name: /etc/firewall/fwadmin  

 Encryption 

I'm configuring a secure channel betweeen two Aker Firewalls, one with version 
3.01 and other with 3.10 or 3.50. I've configured SKIP key exchange and put the 
same shared secret in both firewalls, however I receive the Packet has failed 
authentication message everytime I try to make the two firewalls communicate. 
What is wrong ? 

The version 3.10 of Aker Firewall has suffered modifications in some points of the 
SKIP algorithm, caused due to compatibility problIns with other operating systIns, and 
thus became incompatible with the previous versions. 
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The solution to this problIn is to update all versions before 3.10 to 3.10 or superior 
(which are totally compatible) 

 SNMP 

I realized that when I administrate Aker Firewall running on Linux Platform, the 
SNMP read and write communities, in the configuration parameters window, are 
disabled. What does it happen ? 

The Linux operating systIn already comes with a pre-installed SNMP agent. Because of 
that, we chose not to install Aker Firewall SNMP agent. 

To learn how to set up Linux SNMP agente read and write communities, please refer to 
its documentation. 

 Other services 

How to configure MS Exchange servers to operate through Aker Firewall ? 

To allow the correct operation of Exchange Servers through firewalls it is necessary to 
force the use of specific ports that will be used by those servers. In order to do that, it is 
necessary to include the following keys in the registry of the servers (all keys are case-
sensitive): 

In 
HKLM\SYSTIn\CurrentControlSet\Services\MSExchangInTA\Parame
ters 
Add DWORD TCP/IP port for RPC listens with the port to be used (for example, 
30001). 

In 
HKLM\SYSTIn\CurrentControlSet\Services\MSExchangeSA\Paramet
ers 
Add DWORD TCP/IP port with the port to be used (for example, 30002). 

In 
HKLM\SYSTIn\CurrentControlSet\Services\MSExchangeDS\Paramet
ers 
Add DWORD TCP/IP port with the port to be used (for example, 30003). 

In 
HKLM\SYSTIn\CurrentControlSet\Services\MSExchangeIS\Paramet
ersystIn 
Add DWORD TCP/IP port with the port to be used (for example, 30004). 

Obs1: After the modifications above it is necessary to restart the Exchange servers. 
Obs2: In case the Exchange version is 5.5, it is necessary to apply Service Pack 2 or 
superior so this can work  

Aker Firewall Configuration for the above example: 
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1. Register entities for the above services (30001, 30002, 30003 and 30004)  
2. Create a rule allowing access to the above services and to Windows RPC 

(135/TCP).  
3. If you are using LDAP, it is also necessary to add service 389/TCP  
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Appendix C - Copyrights e Disclaimers 
 

In this appendix the disclaimers of the libraries and third party source codes used in 
Aker Firewall are listed. These disclaimers apply only to the explicit mentioned parts 
and not to Aker Firewall as a whole. They are mentioned here due to requirements of 
the developers:  

 DES Library 

Copyright (C) 1995 Eric Young (eay@mincom.oz.au)  
All rights reserved.  

This library and applications are FREE FOR COMMERCIAL AND NON-
COMMERCIAL USE as long as the following conditions are aheared to.  

Copyright remains Eric Young's, and as such any Copyright notices in the code are not 
to be removed. If this code is used in a product, Eric Young should be given attribution 
as the author of the parts used. This can be in the form of a textual message at program 
startup or in documentation (online or textual) provided with the package.  

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:  
1. Redistributions of source code must retain the copyright notice, this list of conditions 
and the following disclaimer.  
2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentations and/or other materials 
provided with the distribution.  
3. All advertising materials mentioning features or use of this software must display the 
following acknowledgment:  
This product includes software developed by Eric Young (eay@mincom.oz.au)  

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND ANY EXPRESS 
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE 
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE 
GOODS OR SERVICES; LOSS OF USE, DATA,  
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON 
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, 
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY 
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGE.  
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The license and distribution terms for any publicly available version or derivative of this 
code cannot be changed. i.e. this code cannot simply be copied and put under another 
distribution license [including the GNU Public License.]  

libcrypto Encryption Library 

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) 
All rights reserved. 
 
This package is an SSL implementation written 
by Eric Young (eay@cryptsoft.com). 
The implementation was written so as to conform with Netscapes SSL. 
 
This library is free for commercial and non-commercial use as long as 
the following conditions are aheared to. The following conditions 
apply to all code found in this distribution, be it the RC4, RSA, 
lhash, DES, etc., code; not just the SSL code. The SSL documentation 
included with this distribution is covered by the same copyright terms 
except that the holder is Tim Hudson (tjh@cryptsoft.com). 
 
Copyright remains Eric Young's, and as such any Copyright notices in 
the code are not to be removed. 
If this package is used in a product, Eric Young should be given attribution 
as the author of the parts of the library used. 
This can be in the form of a textual message at program startup or 
in documentation (online or textual) provided with the package. 
 
Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions 
are met: 
1. Redistributions of source code must retain the copyright 
notice, this list of conditions and the following disclaimer. 
2. Redistributions in binary form must reproduce the above copyright 
notice, this list of conditions and the following disclaimer in the 
documentation and/or other materials provided with the distribution. 
3. All advertising materials mentioning features or use of this software 
must display the following acknowledgement: 
"This product includes cryptographic software written by 
Eric Young (eay@cryptsoft.com)" 
The word 'cryptographic' can be left out if the rouines from the library 
being used are not cryptographic related :-). 
4. If you include any Windows specific code (or a derivative thereof) from  
the apps directory (application code) you must include an acknowledgement: 
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)" 
 
THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND 
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED 
TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE 
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ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS 
BE LIABLE 
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS 
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) 
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN 
CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING 
IN ANY WAY 
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 
POSSIBILITY OF 
SUCH DAMAGE. 
 
The licence and distribution terms for any publically available version or 
derivative of this code cannot be changed. i.e. this code cannot simply be 
copied and put under another distribution licence 
[including the GNU Public Licence.] 

 SNMP Library  

Copyright 199  by Carnegie Mellon University  
All Rights Reserved  
Permission to use, copy, modify, and distribute this software and its documentation for 
any purpose and without fee is hereby granted, provided that the above copyright notice 
appear in all copies and that both that copyright notice and this permission notice appear 
in supporting documentation, and that the name of CMU not be used in advertising or 
publicity pertaining to distribution of the software without specific, written prior 
permission.  

CMU DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, 
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND 
FITNESS, IN NO EVENT SHALL CMU BE LIABLE FOR ANY SPECIAL, 
INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES 
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, 
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER 
TORTUOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE 
OR PERFORMANCE OF THIS SOFTWARE.  

 FreeBSD source codes  

Copyright (c) 1982, 1986, 1993  
The Regents of the University of California. All rights reserved.  

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:  
1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.  
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2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.  
3. All advertising materials mentioning features or use of this software must display the 
following acknowledgment: This product includes software developed by the University 
of California, Berkeley and its contributors.  
4. Neither the name of the University nor the names of its contributors may be used to 
endorse or promote products derived from this software without specific prior written 
permission.  

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS``AS 
IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF 
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.  

 MD5 Algorithm  

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.  

License to copy and use this software is granted provided that it is identified as the 
"RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning 
or referencing this software or this function.  

License is also granted to make and use derivative works provided that such works are 
identified as "derived from the RSA Data Security, Inc. MD5 Message-Digest 
Algorithm" in all material mentioning or referencing the derived work.  

RSA Data Security, Inc. makes no representations concerning either the merchantability 
of this software or the suitability of this software for any particular purpose. It is 
provided "as is" without express or implied warranty of any kind.  

These notices must be retained in any copies of any part of this documentation and/or 
software.  

 SNMP Agent  

Copyright (c) 1996,1997 Wes Hardaker and the University of California at Davis  

COPYRIGHT  
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Many portions of the code in this package were distributed by Carnegie Mellon 
University. All other code and changes to the original code written by Wes Hardaker at 
the University of California at Davis is copyrighted under the following copyright:  

Permission is granted to use, copy, modify and distribute this software and 
documentation. This software is distributed freely and usage of it is not subject to fees 
of any kind. It may be included in a software compact disk set provided that the author 
is contacted and made aware of its distribution.  

 LInteger math library 

LInteger Version 0.2 Source Code and Documentation 

Copyright (C) 1996 by Leonard Janke 

This source code and documentation may be used without charge for both commercial 
and non-commercial use. Modification of the source code or documentation is allowed 
provided any derivate work is clearly indentified as such and all copyright notices are 
retained unmodified. Redistribution of the source code or documentation is unlimited, 
except by the limits already mentioned, provided that the redistribution is not for profit. 
Those wishing to redistribute this source code or documentation or any work derived 
from either for profit must contact Leonard Janke (janke@unixg.ubc.ca) to work out an 
acceptable arrangement. 

Anyone who wishes to distribute a program statically linked against the functions 
provided may do so providing that he or she includes a copy of this note with the 
program. 

Distribution of libraries compiled from this source code is unlimited if the distribution is 
not for profit and this copyright notice is included. Those wishing to distribute libraries 
compiled from this source code or any work derived from it for profit must contact 
Leonard Janke (janke@unixg.ubc.ca) to work out an acceptable arrangement. 

Anyone using this source code or documentation or any work derived from it, including, 
but not limited to, libraries and statically linked executables, must do so at his or her 
own risk, and with understanding that Leonard Janke will not be held responsible for 
any damages or losses that may result.  
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Appendix D - What's new in version 5.0 
 

In this appendix are listed all modifications and new features of version 5.0, when 
compared to version 4.5. They are:  

• New multiplatform GUI, written from scratch;  

• Possibility of administration of several firewalls simultaneously through the 

same interface;  

• Cooperative cluster, with the possibility of using up to 64 firewalls in parallel, 

splitting the traffic among them. In this king of cluster, there is no connection 

loss, even when one or more of the participating firewalls goes down;  

• Link balancing, allowing the simultaneous use of several links from different or 

not ISPs;  

• SMTP proxy with added features;  

• Virus scanning and removal in HTTP and FTP downloads;  

• Enhanced anti-spoofing control;  

• Support to 802.1q protocol;  

• Support to RADIUS and LDAP protocols to perform user authentication;  

• Grouping of filtering rules in policies;  

• Hierarchy of access profiles;  

• Anti-suicidal protection mechanism;  

• Visualizations of CPU and memory use statistics of the host the firewalls is 

running through the GUI, on real- time;  

• Anti-flood control, limiting the maximum number of simultaneous connections 

from a given host to a specific service/server  
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