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Introduction

VPN is the abbreviation for Virtual Personal Netiwawvhich allows you to connect your
computer physically located outside of SGH campus $GH local area network
securely via an encrypted transmission channel.n\¥oe connect your computer to the VPN service
there is a logical "transfer" to SGH local computetwork, as if the computer was physically in SGH.
VPN provides access to many services, which todaybe used only and exclusively inside SGH.

VPN system allows for remote access to the ressufcéetailed list is available on the website at:
www.sgh.waw.pl/ogolnouczelniane/biblioteka/bazy/

In addition to the systems indicated by the LibyafN will enable work in the WorkFlowGen
system and with other systems based on remoteageskterminal text, provided that it is allowed by
a license or terms of agreement to use the softhaystem.

According to the manufacturer's assurance VPN eaunded with virtually any operating system like
Windows, Mac, Linux, and various mobile devicedudag iPhone, Windows Mobile, Symbian and
Android.

Detailed technical data for the implemented devicean be found at:
http://www.juniper.net/us/en/products-services/syisa-series/sa4500/
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Initial information.

In order to use the VPN service you need a persmmputer with an installed operating system from

Windows, Linux or Mac OS family, and depending ba bperating system, one of the browsers such
as Internet Explorer, Mozilla FireFox, Opera, Safeéhrome. To use VPN, the computer must have
the Internet connection. It does not matter whether connection to the Internet is through DSL

service, mobile network, cable TV network or in atizer way. It does not also matter whether the
computer is connected to the Internet directlyhootigh a router (of cable TV modem, DSL, etc.). The

computer from which you connect to the VPN serwitest be equipped with antivirus software with a

current base. Both the operating system and otifevare must be legal. Otherwise we risk that our

login data to the VPN system will be interceptedubgputhorized persons.

When using the VPN service you must be wary of gisincomputers
for example, in Internet cafes and public places,hictv may cause doubip
as to whether the above-mentioned hardware is quipped with software that intercepts sequer|tes
of keystrokes or records data exchange betweeR@hand the network.

According to accepted rules you are not allowed sttare your login details, user nampe
and password with another person. Login and passam@ to be used only by the owner of VHN
account and nobody else.

Firstlogin

When you first login to the VPN service follow aMfsimple configuration steps, which will no longer
be necessary for subsequent connections. Configursteps will need to be repeated in case of re-
installing the operating system and / or web brawsen the case of a connection to the VPN service
from another computer, from which this type of cection has not previously been made.

{2 Secure Access SSL YPN - Windows Internet Explorer

To connect to the VPN service, start the web

G .::,v 2] hetps:forama sohwaw.pltancnio/u | B || B[] %] |8 Le Pl . .
g : browser, and then in the address window type:
ot Dbl bacl b st i L e .| http://brama.sgh.waw.plIf connection to the

& Secure Access 551 YPN

VPN server is successful, the browser window
will display a login panel, similar to the one
shown in the figure (Figure 1 - Login window).

Witamy

Secure Access SSL VPN

Then in the "Login:" box you enter your user
Haso }'7% aingon st by ropecead see s name, the same as used to login to the
Dziah: | domena IPSEC = .
e p— SGH_NETdomain.

Login: || | UWAGA! [WSZYSTKIE POLACZENIA SA LOGOWANE]

In the "Password" box you enter the password
used to login to the domain.
Gotowe: & Internet fy v H100% -
Figure 1 — Login window The last step to complete before logging in is to
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choose the department in which the user has defigbts. All users of the VPN system are by default
assigned to a department called "domain Library".

- Please wait... - Microsoft Internet Explorer

Plik.  Edwcja  Widok  Ulubione  Marzedzia  Pomoc !'r'
@ Wakecz @ |£| \g‘ _h P Whszukai p Ilubione E't =g = .‘i
Adres |i«§j https: fibrama.sgh.waw, plidanafhome/starterd. cgircheck=yes ~ I Przejdz  Larza ™
@ Ta witryna moze wymagad nastepujgcego formantu Active: JuniperSetupClient, cab™ z Juniper Metworks, Inc.”, Kliknij tbutaj, aby zainstalowac... x

Figure 2 — Message about the need to install an additional file

If the login is successful in the browser window top of the page you will see a message about
the need to install the additional file "Junipetielient.cab" (Figure 2 - Message about the need to
install an additional file). To fully benefit frothe functionality of the VPN system, the additiofila
should be installed by clickihg on the link "Click here to install."

Internet Explorer - ostrzezenie o zabezpieczeniach b__(|
R —— In some cases, depending on the current settings of
Mazwa: JuniperSetupClient.cab yOUI‘ brOWSGr yOU may get a message aS ShOWI'l
Wdanca: Juniper Networks, Inc (Figure 3 - Consent to install). If it happens, you
(] sece o [ zanstay | e | | must confirm permission to install the additional
4 , file.
“T Pliki pochodzace 2 Internetu mogg byé uzyteczne, ale ken byp pliku moZe by
potencjalnie szkodlivwey dla komputera, Instaluj wtacznie oprogramowanie
pochodzace od zaufanych wydawcdw, Jakie jest zagroZenie?

Figure 3 — Consent to install the additional file

After |nsta”|ng the add't'onal f|le fszre Access SSL VPN - Home - Windows Internet Explorer

the system is ready to work a o R _ L&l ) | |
. i i Bk Edya widok  Uubione aregdzia  Pomoc x @ -
The browser window will diSplay| . v | @ s - & pabiers wiccet dodtic. -
a VleW Slmllar to the One7,.@5“‘”5'“EU?SS55|-VPf\H'|UmE J | P - B 0 M v Stona+ Bezpieceefistwo - Napadda v (@

presented in the figure belo

(Figure 4 - Panel after login). & ¥ © 1|

Home Preferences Help  Sign Out

From this moment you are 10gge| et sursssost g e = T =
into the VPN service and you ca} _____ " gy @ postason =
fully use the resources WhOS| B parekiomputer Soringertink 2
links are available in the "Home] @ #se Lpushed? -
panel. '@ Czasopisma od AdaZ o
Laureaci nagrody Nobla =

R i e untper gorier

Gotowe S Lokalny intranet v Wmiwn v
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The VPN system provides access to indicated intevabsites, access to remote PC desktop to work

(= Secure Access 551 VPN - Windows Internet Explorer

EEX

J = B hitps:/brana sgh.waw.plicana-ns)

v;&@ £ % |:v

Pl Edvcia ‘Widok  Ulubione Narzedzia  Pomoc
w85

(& 5ecure Access SSLYPN

7.7 Ulubione W v ] Bezpatna ustuga pocztowa .. @ | Caleis ook Weh Siee -

BB

= R-,-,_'J v Strona -  Bezpisczeristwo v HNarzedzia - 6'-

|22

in a graphical environment, access
to the terminal session enabling

£

Witamy

Secure Access SSL VPN

Invalid username or password. Please re-enter your user information.

Login: || | UWAGAI [WSZYSTKIE POLACZENIA SA LOGOWANE]

b = Please sign in to begin your secure session. Prosze sig
Hasta: \ zalogowac aby rozpoczad sesje.
Dziat: ldamena Biblioteka ||

remote working in the text mode.
Moreover, it is possible to access
the internal storage resources
identified by the administrator.
When logging into the VPN
system is not successful due to
mistakenly given username or
password, the browser screen will
display the following message
"Invalid username or password.

Please re-enter your user
information” (Figure 5 - message
about incorrect login  or

Gotowe

@ Internet

fy v 0% v

password.). This means that an

Figure 5 - message about incorrect login or password.

error occurred when typing, and
you must once again enter your

user name and password. While re-entering the madswake sure that the CAPS LOCK is off.

(= Secure Access SSL YPN - Windows Internet Explorer

LB

[P

@., g% | 8] https:/orama sgh.waw.pliana-nafauy, (] b | B[] 2| [ 8 Lve seorch
Pik Edycja Widok Ulbions Narzedsia Pomog
S Ulibione | 55 @ 50oerovens vy v ] Besplatna ustuga pocstoma .. £ ol BkEdw el Shice =

- B

(& secure Access S5L PN

= R:TJ = Strona +  Bezpieczeristwo v Marzedzia » @-

»

Witamy
Secure Access SSL VPN
You are not allowed to sign in. Please contact your administrator,
Login: || | UWAGA! [WSZYSTKIE POLACZENIA SA LOGOWANE]
p—— Please sign in to begin your secure session. Prosze sie
Hasto: | zalogowad aby rozpoczad sesje.
Dzisk: |domena DEV Kariera v,
Gotowe & Inkernet Yy v W% <

Figure 6 - no permission to the department

Another common error message
which you may encounter is lack of
access permission to a given
department.

If in the login panel the user name
and password is given correctly, but
the department is selected
mistakenly, the browser screen will
display the following message: "You
are not allowed to sign in. Please
contact your administrator" (Figure 6
- no access permission to the
department). In this case you must re-
enter your login and password to the

login panel and then select a
correct department. All users of the

VPN system are by default assigned to a departoatied "domain Library".
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Subsequent logging.

Another login to the VPN system with the same compuand same browser
in which the additional file "JuniperSetupClienbtahas been installed, does not require re-
installation of the above-mentioned additional .fifter entering login and password in the login
window and selecting the appropriate departmenthi browser, a panel appears with links to
available resources. However, it should be remeethahat in the case of developing a next newer
version of the VPN software by the manufacturewiiitbe necessary to install an additional filettire
new version. In this case, repeat all as for ts fogin.

Termination of work with VPN.

The VPN system is configured in such a way thathe absence of activity from the user it

disconnects the session itself and closes the
connection. However, the responsibility of each

user is to close the VPN connection after

finishing work. In the VPN system panel there is

a special function called "Sign Outkigure 6 —).

i ¥ E

Home @ Preferences Help  Sign Cut

(]

Figure 6 — navigation buttons

(= Secure Access SSL VPN - Logout - Windows Internet Explorer

J° o ) T ¢ - |
= b !g https: | brama.sgh.waw, plidana-ris) St o Bﬂ (X }f’.’-' Search

Pk Edvcja  widok  Ulubione  Marzedzia  Pomoc x @& -

After a correct logout of the VP v
system, the browser window wyil| ©seresessss ien-ieear [l BB 08 s sseic:ee @
display the following message
"Your session has ended(Eigure 7 -
end of session) At the bottom of the

7l Ulbione | 515 (& Sugerowane witryny ~ & | Pobierz wiecej dodatk... ~

browser window there is a link tha "™
. Secure Access SSL VPN
allows you to re-login into the VPN
System Twaoja sesja dobiegla korfica, Your session has ended,
Klikni] tuta) aby rozpoczac ponowrig sesje. Click here to Sign in again
al | 2 5
Gotowe: “gLﬂlﬁaIny inkranet o T E o100 v

Figure 7 — end of session

Page 6 of 8



In the absence of activity from

(= Secure Access SSL VPN - Windows Internet Explorer EIE@ .

] o fcame ol deneroelia s ok g fomed Ta | the user after some time the
i Uubions | iy @ sugeranane vitryny = %Eezp#atnaus#ugapucztufwa... ] Galeria obisktin Web Slce > SyStem disconneCtS the VPN
G- B8 Y pmh v Stons - Beapisczeristwo - Marzedzia - (@~ 3

connection itself. In such a
situation the browser window
will  display the following

witamy message:

Secure Access SSL VPN "Sorry, your session on this

I P P machine has expired. To re-

won ] peiiemeercmn oo i, | 100N, pleaseenter your: user

W [ | seme information, otherwise  for

ozt |dmepdSiivien increased security please close
your browser"(Figure 9 - expiry of

session) According to the

message, unless you intend to
continue working with the

VPN system, you should close
the browser window or re-log in
i - =mm - | if you want to continue to work

with the VPN.

Figure 8 — expiry of session

The main window of the VPN application.

In the main window of the VPN system after loggingthere are four keys at the user's disposal:
"Home", "Preferences"”, "Help", "Sign Outigure 9 —keys)

The first key "Home" opens a window wit
shared resources; this is a default view that
user has in his browser window after logging

i ¥ E

Horme  Preferances Help  Sign Qut

()]

The key "Preferences" allows the user
configure selected components of the VFFigure9-mainkeys
system interface such as the order of display ui

information on the "Home" webpage.

The key "Help" contains a detailed user’s manugh@nfield of VPN system support.

The last key "Sign Out" is used to exit the VPNteysand should be obligatorily chosen at the end of
work with the system.

" " . Welcome to the Secure Access S5L ¥PN, sgh_net'djaruga. You
On the "Home" webpage just afte€ Iastsignedin on Thu, 13-Jan-2011 21:33:07 CET from

logging in, please note the **2%2234
information on the time

_Figure 10 — information about the last login
and IP address of your last logi
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(Figure 10 —) If the information provided there is incompatilih the last login, and you are sure that
at the given time you did not use
VPN connections, then you should immediately chayme password in the application available at
https://akson.sgh.waw.pl/passwd/ and notify the Users’ Help Team or the administratbout this
fact.

By clicking on individual Ilinks in available resam&s you display a webpage
or run the corresponding application that providgsaote access such as the Remote Desktop service.

People who in their work with VPN will use textit@inal connections must install on their computer a
support for JAVA script. The installation package downloadable from the website:
http://java.sun.com/

Similarly, if you need to work with the remote desk in
graphical mode you need to install the Juniper TrathBervices
Client program, and unlock Internet access for #pplication
on your computer in FireWall application installesh the

%= Alert zabezpieczen systemu Windows ]

V) Aby poméc w ochi g k mputera, Zapora systemu
T e e A e i e e

Cazy chcesz nadal blokowad ten program?

. . ) . ) % Nm: . J:::r :::;ni:al Services Client
machine (Figure 11 — unlockingNC VNC terminal). With | ===
standard Firewall built into Windows XP it will benlocked T T T
after the approval of an exception in the windowat thppears on| sz W

the computer screen during the first run. Figure 11 — unlocking VNC terminal
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