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1 INTRODUCTION
This user manual contains instructions for completing basic operations in MG-SOFT
SNMP Proxy Agent application. Majority of instructions are provided on a step-by-step
basis, which should help the reader start using the software effectively.
It is supposed that you are familiar with using a graphical computer environment, such
as choosing a main menu command or a pop-up command, selecting items, closing
windows and dialog boxes, etc.
All program commands in this manual are written in bold and italic letters. Individual
commands in combinations of commands are separated by the “/” character.
All hyperlinks in text are marked with blue colored letters, e.g., Configuring SNMP
Proxy Agent. Clicking a hyperlink opens the page which the hyperlink points to.
The content of this guide is listed in the Table of Contents.

1.1 Product Description

MG-SOFT SNMP Proxy Agent software application can receive, optionally translate,
and forward any valid SNMP messages to final targets, as well as receive, optionally
translate, and send responses to these messages back to the message originators. In
addition to SNMP Get, GetNext, GetBulk and Set requests, it can also forward and
translate SNMP Trap and Inform messages. The software supports SNMPv1,
SNMPv2c and SNMPv3 protocol versions and can translate SNMP messages
between different versions of the protocol. This makes it fully transparent to the
network management (NMS) applications and managed SNMP devices, which are not
aware that the actual management is conducted through a SNMP proxy application.

A typical SNMP proxy agent application is located between one or more network
management (NMS) applications and the managed SNMP devices (agents), for
example, when NMS and agents do not support the same version of the SNMP
protocol or when they are not in the same (sub)network.

The main components of the software are the proxy service and the management
console. The SNMP Proxy Agent service runs as a system service application and
receives, translates and forwards SNMP messages. The SNMP Proxy Agent
Configurator is a management console that provides a graphical user interface (GUI)
for configuring the proxy rules and controlling the service.

In addition to MS Windows operating systems (Windows XP, Windows Server 2003,
Windows Vista, Windows Server 2008, Windows 7, Windows Server 2012, Windows
8.X), MG-SOFT SNMP Proxy Agent will soon be available also for Linux operating
systems running on Intel x86 architectures (Red Hat, SUSE, Debian, Ubuntu,...), as
well as for Apple Mac OS X (universal binaries for Intel x86 and x86_64 platforms).
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INSTALLING SNMP PROXY AGENT ON WINDOWS

2.1 System Requirements

2.2

MG-SOFT SNMP Proxy Agent 2014 for Windows has been successfully tested on the
following 32-bit and 64-bit MS Windows operating systems:

a

0O 00 0 0 D

Windows XP,
Windows Server 2003,
Windows Vista,
Windows Server 2008,
Windows 7,

Windows Server 2012,
Windows 8.x.

You need to have administrative privileges to successfully install SNMP Proxy Agent
2014.

Installing SNMP Proxy Agent for Windows

1.

Use Windows Explorer to locate the MG-SOFT SNMP Proxy Agent software
distribution (zip archive or setup file) that you have downloaded from MG-SOFT's
Website or obtained on a removable medium.

Note: If MG-SOFT SNMP Proxy Agent installer has been delivered to you on a USB flash
card (WalletFlash), insert the card into a free USB port on your computer and allow the
operating system to install the necessary drivers to use the flash drive.

The software distribution contains installer for 32-bit (x86) build of MG-SOFT
SNMP Proxy Agent for Windows. Double-click the setup . exe file to run the SNMP
Proxy Agent installer.

Follow the installation guidelines on screen to complete the software installation.
When prompted for the license, point the dialog box to the license.key file you
have received via e-mail or on the enclosed USB flash card in order for the
installer to apply the license key to be used with the installed software.

Tip:: You can install the software also without providing a license.key file and apply the
license later, as described in the Applying License Key section.

Once the installation is complete, you can start SNMP Proxy Agent program.
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3 STARTING SNMP PROXY AGENT

3.1 Starting SNMP Proxy Agent Configuration Utility

1. To start the MG-SOFT SNMP Proxy Agent configuration utility, select the
SNMP Proxy Agent Configurator entry from the Windows Start menu (Figure 1).

@ Default Programs

. Desktop Gadget Gallery

& Internet Explorer (54-hit)

@ Internet Explorer

,Q:j Windows DVD Maker Administrator
i Windows Fax and Scan
€ Windows Media Center
@ Windows Media Player
E_T Windows Update

- XP5 Viewer Music

| Accessories

Documents

Pictures

| Games Games
. Maintenance
. MG-50FT SMMP Proxy Agent Computer
@ SMMP Proxy Agent Configurator
\j!_.J; Uninstall MG-50FT SMNMP ProxyfAgent Control Panel
. Doc
| Startup Devices and Printers

Default Programs

4  Back Help and Support

| Search programs and files

Bl - O

Figure 1: Starting SNMP Proxy Agent Configurator in Windows 7

2. As the program starts, the MG-SOFT SNMP Proxy Agent splash screen appears,
displaying the company name and announcing the program itself.

3. The SNMP Proxy Agent Configurator desktop will appear (Figure 2).
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3.2 Starting SNMP Proxy Agent Service

By default, SNMP Proxy Agent Service is started automatically by the system. Should
you need to start it manually, proceed as follows:

1. Select the Service / Start command from the main menu in SNMP Proxy Agent
Configurator (Figure 2).

P

% MG-SOFT SNMP Proxy Agent Configurator EI@
File Edit Rule [Service Help

b e P ctart %
. Stop

Filter

() FRestart
Options
/ SMMP Query \/ SNMP Motification
Skatus Recei\:e port | Receive profile Forward profile  Forward address  Forward port
Disabled W1 Public SHA DES User 212,30.73.70 I
1| 1 | b
. Service: Disconnected All rules: 1 | Query rules: 1 | Motification rules: 0| Selected rules: 1

Figure 2: Starting SNMP Proxy Agent Service from Proxy Agent Configurator

2. Depending on your operating system and user privileges, you may be prompted
with a dialog to enter the administrator password or to permit the service starting
operation. If prompted, enter the administrator password or permit the operation.

3. SNMP Proxy Agent Configurator will start SNMP Proxy Agent Service and connect
to it.
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4  APPLYING LICENSE KEY

Without a valid license.key file in place SNMP Proxy Agent will operate in
restricted mode. To apply a license.key file after the software has been installed,
proceed as follows:

1. If you have received your license._key file on a USB flash card (WalletFlash),
insert the card into a free USB port on your computer and allow the operating
system to install the necessary drivers to use the flash drive.

Select the Help / Apply License command from the main menu.
The empty Apply License dialog box (Figure 4) appears. Click the Select button in
the Apply License dialog box to display the Select License dialog box (Figure 3).
7 Select license key @
@l\;/l‘?| , #¢ Local Disk (C:) » MyProxylicense - | +4 | | Search MyProxylicense ~ I
Organize « Mew folder == ~ [ [@]
= Pictures “ Mame . Date modified Type
E Videos - - - - ; ;
|| license.key 6/3/2013 11:01 AM  KEY File
M Computer
£ Local Disk (C)
, MyProxylicens
J PerflLogs
J Program Files [
J Program Files (
, ProgramData
| Users
Windows —[[ e m 3
File name: license.key - ‘License Key Files (*.key) v|
[ Open |v] | Cancel |

Figure 3: Selecting the license.key file

4. Navigate to the drive and folder containing your license.key file for MG-SOFT

SNMP Proxy Agent. Select the License _key file and click the Open button (Figure 3).

-

Apply License @

Select the license. key file
gl Apply
C:'\MyProxyLicenseYicense key —
Cancel

Figure 4: Applying the license.key file
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5. Click the Apply button in the Apply License dialog box (Figure 4). The software
will copy the specified license.key file to the proper location in order for SNMP
Proxy Agent to read it and unlock its features accordingly (after a restart).

% Apply License Key @

License is applied succesfully.

. 4

Mew license will not take effect until MG-50FT SMMP Proxy Agent Configurator and
SMMP Prowxy service are restarted.

Would you like to restart now?

Figure 5: Applying the license.key file - restarting SNMP Proxy Agent

6. On Windows operating systems, click the Yes option in the dialog box that
prompts you to restart SNMP Proxy Agent. Both parts of the application (SNMP
Proxy Agent GUI and service) will be restarted. Allow restart if you are prompted
for consent by the operating system during this process. On Linux and other
operating systems, restart SNMP Proxy Agent manually. After restart, the selected
license should be applied and you can start using the software.

Tip: You can check if the license has been properly applied by verifying if the About SNMP
Proxy Agent dialog box (accessible via the Help / About command) displays your license

details correctly.
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5 CONFIGURING SNMP PROXY AGENT

5.1 Configuring SNMP Profiles

A SNMP profile contains SNMP protocol settings (SNMP version, community names
or SNMPv3 user settings) that are used by SNMP Proxy Agent for receiving or
forwarding SNMP messages. One can configure many different SNMP profiles in the
SNMP Proxy Agent Configurator and assign them to forwarding rules.

To start configuring SNMP profiles, select the Edit / SNMP Profiles command from
the main menu or click the SNMP Profiles toolbar button. The SNMP Profiles dialog
box appears (Figure 6).

= SNMP Profiles =
SH&,_DES_ User | enew |
ShhAPYd Seclser L' et
W1 Public
Wic public Delete
Filker
| ShMPel
| SHMPy 2
| SMMPy 3
| InUse
| Disabled
Close

Figure 6: SNMP profile management dialog box

Q To create a new SNMP profile, click the New button and the New/Edit SNMP
Profile dialog box will appear.

o Toremove an existing profile, select it on the list and click the Delete button.

o To edit an existing profile, select it on the list and click the Edit button and the
New/Edit SNMP Profile dialog box will appear.

a To filter existing SNMP profiles by the protocol version (SNMPv1, SNMPv2c,
SNMPV3) or by the usage (in use) or by disabled status, select the respective
option(s) in the Filter frame in the SNMP Profiles dialog box.

5.1.1 New/Edit SNMP Profile Dialog Box

1. In the Profile name input line in the New/Edit SNMP Profile dialog box, enter the
name of the SNMP profile.
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5.

Choose the SNMP version that will be supported by the simulated agent(s) by
selecting the corresponding radio button.

If you have selected the SNMPv1 or SNMPv2c protocol version, check the Read
Community checkbox and into the accompanying input line enter the community
name used for SNMP querying operations (SNMP Get, GetNext, GetBulk). To
accept SNMP query messages with any community string (Receive profile) or to
disable translating community string (Forward profile), leave the Read community
checkbox unchecked.

Note 1: When a profile is used as the input profile (Receive profile) in a proxy rule,
the Read community parameter functions as a filter for incoming SNMP querying
requests, i.e., only those incoming SNMP query messages that include the matching
community string will be forwarded by the given rule. If the Read community
checkbox is unchecked, then all SNMP querying requests will be passed through,
regardless of the community name they contain.

Note 2: When a profile is used as the output profile (Forward profile) in a proxy
rule, the specified Read community will be inserted into all outgoing SNMP query
messages forwarded by the given rule. If the Read community checkbox is
unchecked, then each outgoing SNMP message will contain the same community
name as it had it on the input (no community translation occurs).

If you have selected the SNMPv1 or SNMPv2c protocol version, check the Write
Community checkbox and into the accompanying input line enter the community
name used for SNMP Set requests. To accept SNMP Set messages with any
community string (Receive profile) or to disable translating community string in
outgoing SNMP Set messages (Forward profile), leave the Write community
checkbox unchecked.

New SMMP Prefile =
Profile name:  SHMPw3 Secure User
SMMP Mersion

amrMPel SMMPyEC @ ShMPwS

Read comnmunity
Write communiby
Securiby user name:  Seclser

Conktext name:

Authentication: |HM-':'-C-5HF'- hd | |Change Password ... |
Privacy |CFB-F'-E5-128 b | |Change Password ... |
[ ok ] | Zancel |

Figure 7: New SNMP Profile dialog box — SNMPv3 settings

If you have selected the SNMPv3 protocol version, specify the following parameters:
a Enter the name of the SNMPv3 USM user into the Security user name input line.

12
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a Enter the SNMPv3 context name into the Context input line.

O Select the SNMPv3 authentication protocol from the Authentication drop-
down list and click the Change Password button next to it. The Password
For Authentication Protocol dialog box appears (Figure 8).

% Password For Authentication Protocol @

PﬂSSWDrd: FREERRRERRRRED

Password confirmation:  sesssssssssssl

Show typing

[ Ok ] | Cancel

Figure 8: Password For Authentication/Privacy Protocol dialog box

o Enter the authentication password twice into the Password and the
Password confirmation input lines and click the OK button.

Tip: To see the entered characters, check the Show typing checkbox.

a Select the SNMPv3 privacy protocol from the Privacy drop-down list and click
the Change Password button next to it. The Password For Privacy Protocol
dialog box appears, which has the same appearance as the Password For
Authentication Protocol dialog box (Figure 8).

o Enter the privacy password twice into the Password and the Password
confirmation input lines and click the OK button to close the Password For
Privacy Protocol dialog box.

Tip: To see the entered characters, check the Show typing checkbox.

6. Click the OK button at the bottom of the New/Edit SNMP Profile dialog box to
create a new SNMP profile and close the dialog box.

5.2 Configuring Proxy Forward Rules for SNMP Querying
Operations

This section describes how to add, configure and delete rules for forwarding SNMP
requests (SNMP Get, GetNext, GetBulk, and Set requests). A forwarding rule is a
configuration item that determines the port on which SNMP Proxy Agent listens for
incoming SNMP requests, the target address and port to which SNMP requests are
forwarded, as well as the SNMP protocol settings used for receiving and forwarding
SNMP messages (the latter two control translation of SNMP messages between
different versions of the protocol).

The software lets you configure multiple proxy forwarding rules to enable managing
multiple devices through the proxy. Every rule for forwarding SNMP requests must
have a unique receive port (i.e., port on which the software listens for incoming SNMP
requests).

13
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Note: Unlike the rules for forwarding SNMP requests, rules for forwarding SNMP
notifications can have the same receive port (this port must not be already used by
any of the SNMP query forwarding rules). This means that SNMP Proxy Agent can be
used to forward the same stream of SNMP Trap and Inform messages to two or more
destinations.

The next two sections describe how to create one SNMP query forwarding rule and
how to create multiple SNMP query forwarding rules at a time. Then, the methods of
testing, enabling and disabling forwarding rules are explained. Finally, the procedure
of deleting forwarding rules is described.

5.2.1 Adding a SNMP Query Forward Rule

1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Query tab.

2. Select the Rule / New Rule command from the main menu (Figure 9) or right-click
inside the SNMP Query list and select the New Rule pop-up command.

% MG-50FT SMMP Proxy Agent Configurator E@
File  Edit Service  Help
& + o MewRule A
'l", Mew Multiple Rules
Filter i
& Edit
Delete Dptions
B Enable v \/SNMP Notification
Ska Disable | Forward profile  Forward address  Forward port Tesk st
P Test
4 I 3
. Service: Connected All rules: 0| Query rules: 0| Motification rules: 0| Selected rules: 0

Figure 9: Adding a new SNMP query forward rule

The New SNMP Proxy Rule dialog box appears (Figure 10).

Into the Receive port input line in the New SNMP Proxy Rule dialog box, enter the
UDP port number on which the proxy agent will listen for incoming SNMP requests
(SNMP Get, GetNext, GetBulk (if applicable), Set).
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10.

11.

% Mew SMMP Query Proxy Rule @
Receive pork: 6160
Receive profle: ['-.-'1 Public - ]
Forward profile: [SH.C'._DES_LIser - ]

Forward address:  212,30,73.70

Forward part: 161

Timeout: 5 seconds
Retries: 4

Commenk: Setver &

(04 ; [ Zancel

Figure 10: New SNMP Proxy Rule dialog box

In the Receive profile drop-down list, select the SNMP profile, whose settings the
incoming SNMP requests must match in order to be forwarded by the given rule.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Receive profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

In the Forward profile drop-down menu, select the SNMP profile to be used for
forwarding SNMP requests. If the Receive and Forward profiles are different, all
incoming SNMP requests will be translated according to the Forward profile’s
SNMP protocol settings and then forwarded to the target address. Similarly, all
SNMP Response messages received from the target address will be translated
back to the initial SNMP version according to the Receive profile settings before
being sent back to the request sender.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Forward profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

Into the Forward address input line, enter the IP address or the fully qualified
domain name (e.g., myserver.mydomain.com), which the SNMP requests will be
forwarded to.

Into the Forward port input line, enter the UDP port number, which the SNMP
requests will be forwarded to.

Into the Timeout input line, enter the timeout value in seconds for forwarding
SNMP requests.

Into the Retries input line, enter a number that designates how many times the
requests will be retransmitted after the first timeout occurs.

Into the Comment input line, optionally enter a short comment, e.g., describing the
rule or its target.

15



MG-SOFT SNMP Proxy Agent — User Manual Configuring SNMP Proxy Agent

12. Click the OK button to close the New Forward Rule dialog box and create the new
forwarding rule - a new line in the SNMP Query list (Figure 11).

% MG-SOFT SNMP Proxy Agent Configurator EI@
File  Edit PRule Service Help
L L > = A
Filter
Clear Options
[ SMP Query \/SHMP Notification
Recei\:e port | Receive profile Forward profile Forward address  Forward pork Test skatus
6160 W1_Public SHA_DES User 212.30.73.70 161
Fl T F
. Service: Connected All rules: 1 | Query rules: 1| Motification rules: 0] Selected rules: 0

Figure 11: A new SNMP query forwarding rule in the Proxy Agent Configurator

Repeat the above steps to configure additional rules for forwarding SNMP requests.

5.2.2 Adding Multiple SNMP Query Forward Rules

This section describes how to quickly create a number of rules for forwarding SNMP
requests. Each rule created in this procedure uses a different receive port and can
forward SNMP requests to a different IP address and/or port.

1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Query tab.

2. Select the Rule / New Multiple Rules command from the main menu (Figure 12)
or right-click inside the SNMP Query list and select the New Multiple Rules pop-
up command.

% MG-SOFT SMMP Proxy Agent Configurator
File  Edit Service  Help

b & b MewRule
. New Multiple Rules
Filter e i [
Lf Edit
Dieete == Options
> Enable SNMP Query \/ SNMP Notification
Ska ikl = profile Forward profile Forward address  Forward p
P Test
- Ene : —Lihlic SHA_DES User 212.30.73.70 161

Figure 12: Adding multiple SNMP query forward rules
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3. The New Multiple Rules dialog box appears (Figure 13).

i )

% Mew Multiple SNIMP Query Proxy Rules @
Murnber of rules: 10
Receive port: 001 Auko increment
Receive profle: lSNMF‘vS_Se::LIser - I
Forward profile; I'-.-'Ecjul:ulic v]
Forward address:  10.0.3.10 Auto increment
Forward port: 161 |:| Auta increment
Timeout: g seconds
Retrigs; 4
Comment: File Servers

E (4 ; l Cancel

Figure 13: New Multiple Rules dialog box

4. Into the Number of rules input line in the New Multiple Rules dialog box, enter the
number of SNMP query forwarding rules you would like to create (n).

5. Into the Receive port input line, enter the first UDP port number on which the
proxy agent will listen for incoming SNMP requests (SNMP Get, GetNext, GetBulk
(if applicable), Set). The software will automatically listen for incoming SNMP
requests also on the additional n-1 ports, starting from the receive port. For
example, if the Number of rules = 10 and Receive port = 8001, then ten rules will
be created, each with a different receive port in the range of 8001-8010 (the
software will listen for SNMP requests on this port range).

6. In the Receive profile drop-down list, select the SNMP profile, whose settings
the incoming SNMP requests must match in order to be forwarded by the rules
we are creating.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Receive profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

7. In the Forward Profile drop-down menu, select the SNMP profile to be used for
forwarding SNMP requests. If the Receive and Forward profiles are different, all
incoming SNMP requests will be translated according to the Forward profile’s
SNMP protocol settings and then forwarded to the target address. Similarly, all
SNMP Response messages received from the target address will be translated
back to the initial SNMP version according to the Receive profile settings before
being sent back to the request sender.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Forward profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.
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10.

11.

12.

13.

Into the Forward Address input line, enter the IP address, which the SNMP
requests will be forwarded to. For each rule to forward SNMP requests to a
different IP address, select the Auto increment option next to the Forward
address input line. This will create a series of forward rules, automatically
incrementing the last octet of the specified forward IP address by one in each
consecutive rule. For example, if the Number of rules = 10 and Forward address =
10.0.0.1, then ten rules will be created, first with the forward address of 10.0.0.1
and the last with the forward address of 10.0.0.10.

Into the Forward port input line, enter the UDP port number, which the SNMP
requests will be forwarded to. For each rule to forward SNMP requests to a
different port, select the Auto increment option next to the Forward port input line.
This will create a series of forward rules, automatically incrementing the forward
port number in each rule. For example, if the Number of rules = 10 and Forward
port = 2001, then ten rules will be created, first rule with the forward port of 2001
and the last rule with the forward port of 2010.

Into the Timeout input line, enter the timeout value in seconds for forwarding
SNMP requests.

Into the Retries input line, enter a number that designates how many times the
requests will be retransmitted after the first timeout occurs.

Into the Comment input line, optionally enter a short comment, e.g., describing the
rules or target devices.

Click the OK button to close the New Multiple Rules dialog box and create the new
forwarding rules (add new lines to the SNMP Query list).
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% MG-SOFT SNMP Prowy Agent Configurator

Eile  Edit FRule Serwice Help

+hen >

[ &S]

Filter
Clear Cptions
/ SMMP Query \/ SNMP IMotification \
Status Recei\:e pork | Receive profile Forward profile  Forward address  Forward port: Test status
W1 Public SHA_DES User [2014 01:16:27.
4 Enabled anni SMMPGI_SecUser  W2c_public 10.0.3.10 161
4-: Enabled anonz SMMPYE_Seclser W2e_public 10.0.3.11 161
4".'.' Enabled ano3 SMMPGE_Seclser  W2c_public 10.0.3.12 161
4".'.' Enabled ano4 SMMPGE_Seclser W2c_public 10.0.3.13 161
4".'.' Enabled 2005 SMMPGE_Seclser W2c_public 10.0.3.14 161
-1-: Enabled 3006 SMMPYE_Seclser Wle_public 10.0.3.15 161
z Enabled anov SMMPYE_Seclser W2e_public 10.0.3.16 161
4".'.' Enabled an0s SMMPGE_Seclser W2c_public 10.0.3.17 161
4".'.' Enabled anog SMMPGE_Seclser W2c_public 10.0.3.18 161
4".'.' Enabled a0dio SMMPGI Seclser W2c_public 10.0.3.14 161
1| 1 | 3

. Service; Connected

All rules: 11 | Query rules: 11 | Notification rules: 0] Selected rules: 1

5.2.3 Testing SNMP Query Forward Rules

Figure 14: Multiple new forward rules in the SNMP Query list

1. To test a rule, select it in the SNMP Query list and choose the Rule / Test
command from the main menu. Alternatively, right-click the rule and select the

Test command from the pop-up menu (Figure 15).

Tip: You can select and test several or all SNMP query forward rules at a time using the
above procedure. To select a block of adjacent rules, click the first rule in the list, press and
hold down the SHIFT key and click the last rule. To select non-adjacent rules, press and hold

down the CTRL key while clicking the rules.

019



MG-SOFT SNMP Proxy Agent — User Manual Configuring SNMP Proxy Agent

[ SNMP Query \/ SMMP Motification \
Status Receixje part  Receive profile Farward profile  Forward address  Forward port Test stakus  *
Bl VLPublic | SHADES Lo _
+ Mews Rule
=
4= Chabled ann1 SMMPY3_SecUser '|'+ New Multiple Rules 161 _
o Enabled aonz SMMPYI_Seclser " Edit 161
Delet
2 Enabled 303 SNMPv3Secliser | 9 DSleEe 161
2 Enabled 3004 SNMPY3 SecUser | Enable 161
B Dissble
Py
4= Chabled anos ShMMPY3_Seclser ? Test [} 161
=
4= EChabled an0g SMMPU3_Seclser Select All 161 N
4 | m Select Enabled k
Ivvert Selection
l.l Service: Connected All rules: 11 | Query rules: 11 | Motification rules: 0| Selected rules: 1

Figure 15: Testing an SNMP query forward rule

2. SNMP Proxy Agent sends an SNMP request to the forward destination specified
by the selected rule. If it receives a valid SNMP response from the destination, the
OK status icon (#) and the test time stamp is displayed in the Test Status column of
the respective rule. Otherwise, the Error status icon (@) and error description is
displayed (e.g., Timeout). Place your mouse cursor above the test status icon to see
the detailed test result (retrieved value) in a tooltip.

|/ SNMP Query \/SNMP Notification

e profil  Forward profile  Forward address  Forward port Test skatus

(Public  SHA&_DES_User  212.30.73.70 161 ﬁ

[ 1.3.6.1.2.1.0.3.0: tirneticks) 15 days 19h:42rm:55:.11th }
-

Figure 16: Viewing a rule’s test status details in a tooltip

5.2.4 Viewing Activity Status of Rules

The SNMP Proxy Agent Configuration utility lets you view at any given time, which of
the enabled forwarding rules are currently active and working as expected.

The software enables this by displaying a different rule status symbol, based on whether
the rule is currently forwarding SNMP messages and receiving responses, or not:

= - rule is enabled but idle (no forwarding is currently performed by this rule;

probably no matching incoming SNMP messages are being received)

=¥ - rule is enabled and active (rule is currently forwarding SNMP messages to end

destination and receiving responses from it)

+= - rule is enabled and semi-active (rule is currently forwarding SNMP messages to end

destination, but is not receiving responses from it; test the rule for more information)
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Example:

-

ESRETST)

% MG-SOFT SNMP Proxy Agent Configurator
Fi

le Edit Rule Service Help
o >R =
Filter

Clear Options

/ SNMP Query \/ SNMP Notification \

()

Status F'.Eu:ei':E port Receive profile Forward profile Forward address
= Enabled 151 SMMPvL public SHA-DES User 212.30.,73.70
4+ Enabled 3002 SMMPvL public SMMPv2 public 10.0.0178
= Enabled 8000 SMMPwZ public V3_SHA-Aec] 28-Ucer 212.30.73.70
+ Enabled 8001 SMMPv2 public SHA-DES User 10.0.3.10
= Enabled 10000 V3 _SHA-Aes128-User SMMPv public 10.0.0.215

] m b

. Service: Connected

All rules: & | Query rules: 5 | MNotification rules: 1 | Selected rules: 0

Figure 17: A list of enabled forwarding rules, where some of them are active and some idle

5.2.5 Enabling/Disabling SNMP Query Forward Rules

When a new forwarding rule is created, it is automatically enabled. If a rule is
temporarily not needed, you can disable it. When a rule is disabled, SNMP Proxy
Agent stops forwarding SNMP messages as specified by the given rule and releases

the respective receive port.

To disable rules:

1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Query tab.

2. Select one or more forwarding rules you wish to disable and choose the Rule /
Disable command from the main menu. Alternatively, right-click the selected rules

and choose the Disable pop-up command (Figure 18).
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[ SMMP Query \/ SMP MNotification \

Status Recei;e port | Receive profile Forward profile  Forward address  Forward port
New F{ule ___
m S New Multiple Rules " - -
= Enabled aoo3 " Edit 10.0.3.12 161 =
2 trabled aoos s P> Enable 10.0.3.14 161 b
- B Disable
4= Enabled Boog h D | =t 10.0.3.15 161
<« Enabled aoov h Select Al 10.0.3.18 161 i
4| m Select Enabled k
Iwert Selection
. service: Connected Allrulest 11 | Query rules: 11 | Motification rles: 0 | Selected rules: 3

Figure 18: Disabling forwarding rules

3. The status of the selected rules changes to = Disabled (Figure 19), meaning that
the rules are not in effect (forwarding is disabled). The software also stops
listening on the receive ports specified in the disabled rules.

/ SNMP Query \/ SNMP Notification \

Skatus Receix:e port | Receive profile Forward profile  Forward address  Forward port Te =
: Dizabled a001 SMkPYE_Secldser W2e_public 10.0.3.10 1al =
:'.: Dizabled annz SMkAPYE_Secldser W2e_public 10.0.3.11 1a1
o Enabled 2003 SMkPYE_Secldser W2e_public 10.0.3.12 1al E
:'.: Dizabled a004 SMkAPYE_Secldser W2e_public 10.0.3.13 1a1
: Enabled a00s SMMP3_Seclser  Wac_public 10.0.3.14 16l R

Figure 19: A list of forwarding rules, where some of them are disabled

To enable rules:
1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Query tab.

2. Select one or more forwarding rules you wish to enable and choose the Rule /
Enable command from the main menu. Alternatively, right-click the selected rules
and choose the Enable pop-up command.

3. The status of the selected rules changes to « Enabled (Figure 18), meaning that
the rules are in effect, i.e., the software listens on the specified receive port for
incoming SNMP messages and is ready to forward SNMP requests according to
the rule configuration.
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5.2.6 Deleting SNMP Query Forward Rules

1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Query tab.

2. In the SNMP Query list, select one or more rules that you wish to delete and
choose the Rule / Delete command from the main menu. Alternatively, right-click
the selected rules and choose the Delete pop-up command (Figure 28).

3. Click the Yes button in the confirmation dialog that appears to confirm the rule
deletion. The corresponding line(s) disappear from the list of forwarding rules in
the SNMP Query tab.

5.3 Configuring Proxy Forward Rules for SNMP Notifications

This section describes how to add, configure and delete the rules for forwarding and
optionally translating SNMP noatifications (SNMP Trap and SNMP Inform messages). A
notification forwarding rule is a configuration item that specifies the port on which SNMP
Proxy Agent listens for incoming SNMP notification messages, the address and port to
which SNMP notifications are forwarded, as well as the SNMP protocol settings used for
receiving and forwarding SNMP messages (the latter two control translation of SNMP
notification messages between different versions of the protocol).

SNMP-enabled devices send SNMP notification messages to one or more SNMP
management applications when some event occurs, e.g., device is restarted, device is
queried with wrong credentials, link is lost or restored, etc.

SNMP Proxy Agent lets you configure multiple notification forwarding rules, for example,
to enable forwarding SNMP notifications to more than one SNMP management
application. Unlike the rules for forwarding SNMP requests, where each rule must have
a unique receive port, two or more rules for forwarding SNMP notifications can have
the same receive port (of course, this port must not be already used by any of the
SNMP query forwarding rules). This means that SNMP Proxy Agent can forward the
same stream of incoming SNMP Trap and Inform messages to two or more
destinations.

The next two sections describe how to create a single natification forwarding rule and
how to create multiple forwarding rules at a time, respectively. Then, the method of
testing, enabling and disabling notification forwarding rules is explained. Finally, the
procedure of deleting notification forwarding rules is described.

5.3.1 Adding a SNMP Notification Forward Rule

1. Inthe SNMP Proxy Agent Configurator main window, select the SNMP Notification tab.

2. Select the Rule / New Rule command from the main menu or right-click inside the
SNMP Notification list and select the New Rule pop-up command (Figure 20).
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% MG-S0FT SMIMP Proxy Agent Configurator E\@
File  Edit Rule Service Help
* he > = A
Filter
Clear Options
[ SNMP Query \/ SNMP Notification
Status Recei\fe part Receive profile Farward profile Forward address
+ Mewr Rule
"1, Meww Multiple Rules
& Edit
Delete
P Enable
B Disable
P Test
Select All
] 1] Select Enabled r
Irevert Selection
. Service: Connected All rules: 11 | Query rules: 11 | MNotification rules: 0] Selected rules: 0

Figure 20: Adding a new SNMP notification forward rule

3. The New SNMP Notification Proxy Rule dialog box appears (Figure 21).

Into the Receive port input line in the New SNMP Notification Proxy Rule dialog
box, enter the number of UDP port on which the proxy agent will listen for
incoming SNMP Trap and SNMP Inform (if applicable) notification messages.

Tip: You can create two or more SNMP notification rules that will listen on the same port but
forward SNMP noatifications to different destinations.
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% New SNMP Netification Proxy Rule ==
Receive pork: 162
Receive profle: [SNMPVI public - ]
Forward profile; [SH.C'._.C'.ESIZE_LIser - ]

Forward address:  nms1.mg-saft.com

Forward pork: 162

Timeout: 5 seconds
Retries: 4

Comment: w1-MM51

#dd Source address variable binding to POU

[ (84 ] [ Cancel

Figure 21: Configuring a new forward rule for SNMP notifications

5. In the Receive profile drop-down list, select the SNMP profile, whose settings the
incoming SNMP notification messages must match in order to be forwarded by the
given rule.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Receive profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

6. In the Forward Profile drop-down menu, select the SNMP profile to be used for
forwarding SNMP notification messages. If the Receive and Forward profiles are
different, all incoming SNMP Trap and Inform notification messages will be
translated to match the Forward profile SNMP protocol settings and then
forwarded to the target address. Similarly, all SNMP Response to Inform
messages received from the target address will be translated back to the initial
SNMP version according to the Receive profile settings before being sent back to
the Inform sender.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Forward profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

7. Into the Forward Address input line, enter the IP address or the fully qualified
domain name (e.g., myserver.mydomain.com), which the SNMP requests will be
forwarded to.

8. Into the Forward port input line, enter the UDP port number, which the SNMP
notifications will be forwarded to.

9. Into the Timeout input line, enter the timeout value in seconds for forwarding
SNMP Inform messages. Note that this setting applies only to SNMP Inform
messages (Trap messages are not retransmitted).
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10. Into the Retries input line, enter a number that controls how many times the
SNMP Inform messages will be retransmitted after the first timeout. Note that this
setting applies only to SNMP Inform messages (Trap messages are not
retransmitted).

11. To enable adding a variable binding carrying the original source address to each
forwarded SNMP notification message, check the Add source address variable
binding to PDU checkbox. If this checkbox is checked, SNMP Proxy Agent
appends an additional variable binding to the variable bindings list of every
received SNMP notification PDU before forwarding the notification to the target
address. The name (OID) portion of this variable binding is snmpTrapAddress.0O
(1.3.6.1.6.3.18.1.3.0), and the value is either the value of the SNMPv1 agent-addr field
(if the notification was received as SNMPv1 Trap message), or the IP address
from which SNMP Proxy Agent actually received the natification (if the notification
was received as SNMPv2c or SNMPv3 Trap or Inform message).

12. Into the Comment input line, optionally enter a short comment describing the rule.

13. Click the OK button to close the New SNMP Notification Proxy Rule dialog box and
create the new forwarding rule (a new line appears in the SNMP Notification list -

Figure 22).
% MG-50FT SMNMP Proxy Agent Configurator E\@
Eile  Edit Rule Zervice Help
* e > = )
Filter
Clear Options
[SNMP Query \/ SNMP Motification
Skatus Receive port Receive profile Faorward profile Fnrward}address Forward port  source @ Comim
z Enabled 162 SMMPYL public SHA_AES1ZE .. nmslimg-soft.com 162 ' w]
a4 I 3
. Service: Connected All rules: 12 | Query rules: 11 | Motification rules: 1] Selected rules:

Figure 22: A new SNMP notification forwarding rule in the SNMP Notification list

Repeat the above steps to configure additional rules for forwarding SNMP notification
messages.

5.3.2 Adding Multiple SNMP Notification Forward Rules

This section describes how to quickly create a number of rules for forwarding SNMP Trap
and Inform notification messages. Each rule created in this procedure uses a different
receive port and can forward SNMP requests to a different IP address and/or port.

1. In the SNMP Proxy Agent Configurator main window, select the SNMP
Notification tab.
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2. Select the Rule / New Multiple Rules command from the main menu or right-click
inside the SNMP Query list and select the New Multiple Rules pop-up command
(Figure 23).

[ SNMP Query \/ SNMP Motification

=
Stakus Receive pork Receive profile Forward profile Forward address Forward pork

o Enabled 162 SMRPw1 public SHA_AES125_U.. nrmslmg-soft.com 162

+ M ewr Rule
"',', NewMuItipIeF{ules%

& Edit

Delete

P Enahble

Dizahble

Figure 23: Adding multiple SNMP noatification forward rules

3. The New Multiple SNMP Notification Rules dialog box appears (Figure 24).

e "

% New Multiple SMMP Notification Proxy Rules ==
Mumber of rules: 100
Receive port: 2000 | Auto increment
Receive profle: |SNMPV2 public - |
Forward profile; |S|"-.|MF"-.-'2 public - |
Forward address: 100,100,117 Auto increment
Forward port: 162 Auko increment
Timeout: 5 seconds
Retries: 4
Cornrment:: local collector
| Add Source address wariable binding to PDL
O, ] | Cancel

Figure 24: New Multiple SNMP Notification Proxy Rules dialog box

4. Into the Number of rules input line in the New Multiple SNMP Notification Rules
dialog box, enter the number of SNMP natification forwarding rules you would like
to create (n).

5. Into the Receive port input line, enter the UDP port number on which the SNMP
Proxy Agent will listen for incoming SNMP Trap and Inform notification messages.
There are two options:

O To create rules that will have different (incrementing) receive port; select the
Auto increment checkbox next to the Receive port input line. If this option is
selected, the software will automatically listen for incoming SNMP notifications
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10.

also on the additional n-1 ports, starting from the specified receive port. For
example, if the Number of rules is 10 and Receive port is 2000, then ten rules
will be created, each with a different receive port starting with port 2000 and
ending with port 2009 (the software will listen for SNMP notifications on UDP
port range 2000-2009).

O To create rules that will have the same receive port, but different forward
destinations, uncheck the Auto increment checkbox. In this case SNMP Proxy
Agent will listen on one port for incoming SNMP Trap and Inform messages
and forward them to n destinations.

In the Receive profile drop-down list, select the SNMP profile, whose settings the
incoming SNMP notification messages must match in order to be forwarded by the
given rules.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Receive profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

In the Forward Profile drop-down menu, select the SNMP profile to be used for
forwarding SNMP notification messages. If the Receive and Forward profiles are
different, all incoming SNMP Trap and Inform notification messages will be
translated to match the Forward profile’s SNMP protocol settings and then
forwarded to the target address. Similarly, all SNMP Response to Inform
messages received from the target address will be translated back to the initial
SNMP version according to the Receive profile settings before being sent back to
the Inform sender.

Tip: To create a new SNMP profile, select the <New SNMP profile...> entry from the
Forward profile drop-down list and set its properties, as described in the New/Edit SNMP
Profile Dialog Box section.

Into the Forward Address input line, enter the IP address, which the SNMP
notification messages will be forwarded to. If you wish that each rule forwards
SNMP notifications to a different IP address, select the Auto increment option
next to the Forward address input line. This will create a series of rules, where the
last octet of the specified forward IP address will be incremented by one in each
consecutive rule. For example, if the Number of rules is 10 and Forward address is
10.0.0.1, then ten rules will be created, first with the forward address of 10.0.0.1
and the last with the forward address of 10.0.0.10.

Into the Forward port input line, enter the UDP port number, which the SNMP
requests will be forwarded to. For each rule to forward SNMP requests to a
different port, select the Auto increment option next to the Forward port input line.
This will create a series of rules with the increasing Forward port number, starting
with the entered value. For example, if the Number of rules is 10 and Forward port
is 8001, then ten rules will be created, first rule with the forward port of 8001 and
the last rule with the forward port of 8010.

Into the Timeout input line, enter the timeout value in seconds for forwarding
SNMP Inform messages. Note that this setting applies only to SNMP Inform
messages (Trap messages are not retransmitted).
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11.

12.

Into the Retries input line, enter a number that controls how many times the SNMP
Inform messages will be retransmitted after the first timeout. Note that this setting
applies only to SNMP Inform messages (Trap messages are not retransmitted).

To enable adding a variable binding carrying the original source address to each
forwarded SNMP notification message, check the Add source address variable
binding to PDU checkbox. If this checkbox is checked, SNMP Proxy Agent
appends an additional variable binding to the variable bindings list of every
received SNMP notification PDU before forwarding the notification to the target
address. The name (OID) portion of this variable binding is snmpTrapAddress.0
(1.3.6.1.6.3.18.1.3.0), and the value is either the value of the SNMPv1 agent-addr field
(if the notification was received as SNMPv1 Trap message), or the IP address
from which SNMP Proxy Agent actually received the notification (if the notification
was received as SNMPv2c or SNMPv3 Trap or Inform message).

13. Into the Comment input line, optionally enter a short comment describing the rule.
14. Click the OK button to close the New SNMP Natification Proxy Rule dialog box and
create the new forwarding rules (new lines appear in the SNMP Notification list).
% MG-SOFT SNMP Prowxy Agent Configurator EI@
File Edit Rule Service Help
h o >E = A
Filter
Clear Options
[ SNMP Qery \/ SNMP Motification \,
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= Enabled 2002 SMMPw2 public SMRMPY2 public 10.0.100.17 162 v lacal colle,
= Enabled 2003 SMMPY2 public SMMPY? public 10.0.100.17 162 v local colle.
o Enabled 2004 SMMPw2 public SMMPY2 public 10.0.100.17 162 v lacal colle,
= Enabled 2005 SMMPY2 public SMMPY? public 10.0.100.17 162 v local colle.
o Enabled 2006 SMMPw2 public SMMPY2 public 10.0.100.17 162 v local colle, _
4 LI F
.- Service: Connected All rules: 115 | Query rules: 11 | Motification rules: 104 | Selected rules: 1

Figure 25: Multiple notification forward rules in the SNMP Notification tab
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5.3.3 Testing SNMP Notification Forward Rules

1. To test a notification forwarding rule, select it in the SNMP Notification list and
choose the Rule / Test command from the menu. Alternatively, right-click the rule
and select the Test command from the pop-up menu (Figure 26).

Tip: You can select and test several or all SNMP notification forward rules at a time using the
above procedure. To select a block of adjacent rules, click the first rule in the list, press and
hold down the SHIFT key an click the last rule. To select non-adjacent rules, press and hold
down the CTRL key while clicking the rules.
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Edit
Delete

Enable
Disable

Test l}

Select &l

Select Enabled

Inwert Selection

. Service! Connected

Al rules: 12 | Query rules: 11 | Motification rules: 1] Selected rules: 1

Figure 26: Testing an SNMP notification forwarding rule

2. SNMP Proxy Agent will send an SNMP Trap message (if the forward profile uses
SNMPv1 protocol version) or SNMP Inform message (if the forward profile uses
SNMPv2c or SNMPv3 protocol version) to the forward destination.

Note: SNMP Trap sending represents an unconfirmed event reporting mechanism, while
SNMP Inform sending is a confirmed event reporting mechanism. In other words, in case of a
SNMP Trap message no response is sent back by the Trap receiver, while in case of an
SNMP Inform message the receiver is required to send a response message back to the
sender to confirm Inform reception.

If SNMP Proxy Agent receives a valid SNMP response to Inform message from
the destination, the OK status icon (&) and the test time stamp is displayed in the
Test Status column. Otherwise, the Error status icon (@) and error description is
displayed (e.g., Timeout). Place your mouse cursor above the test status icon to see
the detailed test result in a tooltip (Figure 27).

[ SMMP Query \/ SMP Motification

Forward profile

SHAPYI Secllser 10.0.0.215

62 | W

Test status

v %18!2014 211246 Ph

[Infu:urm response received, ]

Figure 27: Viewing a natification rule’s test status details in a tooltip
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4. In case of an error (e.g., a timeout), please verify that the SNMP manager at the
end destination is up and running and that no firewall is blocking SNMP Trap and
SNMP Inform messages, as well as SNMP Response messages.

5.3.4 Enabling/Disabling SNMP Notification Forward Rules

When a new forward rule is created, it is automatically enabled. If one or more rules
are temporarily not needed, they can be disabled for the SNMP Proxy Agent to stop
forwarding SNMP messages according to these rules and to free the respective ports
on which it listens for incoming SNMP messages.

SNMP notification forward rules can be disabled and enabled in the same manner as
SNMP query forward rules. For the detailed instructions, please refer to the section
Enabling/Disabling SNMP Query Forward Rules.

5.3.5 Deleting SNMP Notification Forward Rules

1. In the SNMP Proxy Agent Configurator main window, select the SNMP
Notification tab.

2. In the SNMP Notification list, select one or more rules that you wish to delete and
choose the Rule / Delete command from the main menu. Alternatively, right-click
the selected rules and choose the Delete pop-up command (Figure 28).

[ SMMP Query \/ SNMP Motification
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o Enabled 2005 W2c_pub . Disable n.100.17 1f
= Enabled 2006 W2c_pub ?  Test 0.100.17 1r
1| m Select Al r
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. Service: Connected Al rules: 21 | Irvert Selection 23t 10 | Selected rules: 2

Figure 28: Deleting selected SNMP notification forward rules

3. Click the Yes button in the confirmation dialog that appears to confirm the rule
deletion. The corresponding line(s) disappear from the list of forwarding rules in
the SNMP Notification tab.
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6 FILTERING RULES

MG-SOFT SNMP Proxy Agent Configurator implements a convenient filtering feature
that lets you find and display only those rules that contain the user-specified text string
in any of the selected columns.

To filter forwarding rules:

1. Select the tab in the Proxy Agent Configurator main window where you wish to
filter the rules, i.e., SNMP Query tab or SNMP Notification tab.

2. Click the Options button next to the Filter input line and in the Options drop-
down list that appears select the desired filtering options and the columns that you
wish to search in.

Select the Dynamic filter option to make the filter behave as a continuous search and filter
tool, meaning that any subsequent changes you make to the rules are automatically put
through the filter and only those rules that match the filtering criteria are displayed. This
process continues until you remove (clear) the filter. If Dynamic filter option is not selected
the filter functions as a one-time search.

Select the Match case option to make the filter case sensitive. If this option is enabled, the
search will find only those strings in which the letter capitalization matches the one used in
the Filter input line (e.g., SNMPv1 will find SNMPv1, but not Snmpv1).

Select the Match whole word only option to find only those strings that are whole words and
not part of a larger word (e.g., SNMP will find SNMP, but not SNMPv1).

Enter characters that will serve as a filter condition into the Filter input line.

Only the rules (rows) that contain the entered text in one or more of the selected
columns will be displayed in the list of forwarding rules. The number of hits, i.e., rules
that match the filter condition, is displayed next to the Filter input line (Figure 29). For
example, indication (7/108) means that 7 rules out of 108 satisfy the filter condition.
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Figure 29: Filtering rules in the SNMP query list

5. Click the Clear button next to the Filter input line to remove the filter and display
all forwarding rules.

7 EXPORTING AND IMPORTING CONFIGURATION

MG-SOFT SNMP Proxy Agent Configurator lets you export the entire configuration,
i.e., all SNMP query and notification forwarding rules and SNMP profiles, and save it to
a configuration .INI file. This .INI file can later be imported into (the same or different
copy of) SNMP Proxy Agent Configurator in order to either replace its current
configuration or append the rules and profiles from the .ini file to the current
configuration.

7.1 Exporting Configuration to .ini File

1. In the Proxy Agent Configurator select the File / Export Configuration command
from the main menu (Figure 30).
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Figure 30: Selecting the Export Configuration command

2. The Export dialog box appears (Figure 31). Navigate to the location whereto you
want to save the configuration file and enter the name of the configuration .ini file
into the File name input line and click the Save button to write the file to disk.
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gy
@Uv| . « Administrator » ProxyConfig - |<F,. | | Search ProxyConfig 2 |
Organize « Mew folder == - @
¥ Favorites *  MName Date modified Type
Bl Desktop

Mo itemns match your search.
4. Downloads

m

;
= Recent Places

- Libraries
@ Documents
JF Music
[E=| Pictures
E Videos -4 1 3

File name: ProxyConfiguration_2014-10-29 -

| Save as type: |INI files (*.ini *IND v

r < Hide Folders | Save |[ Cancel l
||

Figure 31: Exporting configuration to .ini file
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7.2 Importing Configuration from .ini File

1. In the Proxy Agent Configurator select the File / Import Configuration command
from the main menu (Figure 32).

-
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Exit 3 Options
/ SNMP Query \/ SNMP Notification \
Status F‘.Eu:ei':E port Receive profie Forward profile Forward ¢
4 Enabled 40001 SMMPWL public SHA-DES User 10.0.

Figure 32: Selecting the Import Configuration command

2. The Import dialog box appears (Figure 33). Navigate to the location that contains
the previously exported configuration .ini file, select the file and click the Open
button to start importing the configuration.

-

2| Import

2 - |

Loak in: [ | C:\Users\Administrator \ProxyConfig v] o O QO L E]

W& My Computer 24 | ProxyConfiguration_2014-09-30.ini:

¢k ProxyConfiguration_2014-10-2%.ini
2, Administrator

File name: ProxyConfiguration_2014-09-30.ini

Open

Files of type: [INI files (*.ini =.INI)

v][ Cancel ]

Figure 33: Selecting the .ini file to import configuration from

3. The Proxy Agent Configurator displays the dialog box prompting you to select
whether to replace or supplement the current configuration (Figure 34).
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- =)

Would you like to append or replace configuration?

Append ][ Replace ][ Cancel

Figure 34: Selecting the import method
o Select the Replace button to replace the current configuration (rules and
profiles) with the one from the selected .ini file, or

0 Select the Append button to append the configuration (rules and profiles)
from the .ini file to the current configuration.

4. The Proxy Agent Configurator reads the configuration from the .ini file and either
replaces the current configuration or appends data to it, based on your selection.
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