K A

Wireless LAN Device Series

WLAN Outdoor Bridge

AWAPO080O-11gHP User Manual

Version. 1.2.1 (25.03.2005)




Table of Contents

PIETACE. ... ettt bbb 3
Ch 1.AWAPOBO-11gHP INStallation ..........ccccoveieiiiiieirce s 4
PACKING LIST ..ttt ettt aenneenrs 4
Hardware INSTallation............ccocoiiiiiiii e 5
Ch 2. First Time Configuration...........ccceiveiesieseeie e 8
Before Start to0 CONFIQUIE........cvviiiiiee e 8
Knowing the Network AppliCation ...........cocveveiieiieie e 8
AAVANCEA SELLINGS ..ovveeveeiiieiieie e e e eesreenes 34
Configuring WIreless SECUIILY .........cveiverieeieieeste e sie e sie e sre e snee e 37
Configuring as WLAN Client AdaPLEr .......cveviveiieieieere e 40
QUICK Start t0 CONTIGUIE ...ovveieciece e 40
Ch 3. ConfiguING WDS ......oo ettt sttt esne e 43
WDS NEtWOTK tOPOIOQY ....vveveeivieiieeie e 43
LAY A D3 Y o] o] o U1 o] o SR 45
Ch 4. Advanced ConfigUrationS............ccevvvereeieiieeieeie e e ee e ee e sre e sree e enee s 47
Configuring LAN t0 WAN Firewall ...........cccooieiiiiiiieciee e 47
POIT FIIEIING ..ottt e e ste e sneenne s 47
L T (=T T o ST 47
X O T (=1 [ o OSSR 47
Configuring Port Forwarding (Virtual SErVer) .......cccccveieiieiveie e 48
Multiple Servers behind NAT EXamMPIe: .......ccccooeiiieiiiieiieie e 49
CoNFIQUIING DIMZ ...ttt snaenae s 49
Configuring WAN INTErfaCe.......ccciiieiieie et 50
STALIC TP .t 51
DHCP Client (DYNAMIC IP) ....cvviieiieiecie et 52
PPPOE ...ttt bbbt 52
PP T P e bbbt 53
Configuring Clone MAC AUAIESS ......cccuevieeieiieieeie e e e e se e e e see e seenees 54
Configuring DHCP SEIVET .......ccveiuiie e 57
USING CLIMENU ...ttt 57
The System Management..........cccveiveieiiieiieie e s 59
ADOUL SNIMP AQENT ...ttt ns 59
FIrmware UPGrade .......cveiveiireieiiece s ste e e sne e 59
Configuration Data Backup & RESIOIE ........cccccveiveiiiiieieeie e 60



Preface

This guide is for the networking professional who installs and manages the Ziwell
AWAP080-11gHP outdoor product, hereafter referred to as the “device”. To use this guide,
you should have experience working with the TCP/IP configuration and be familiar

with the concepts and terminology of wireless local area networks.



Ch 1. AWAPO80O-11gHP Installation
Packing List

Before you start to install the ODU, make sure the package contains the
following items :

® Wireless Outdoor Bridge unit * 1

Mounting Kit * 1

Waterproof (IP67) RJ-45 Cable (30M) * 1

Waterproof (IP66) RF Cable (1M) * 1

Power Over Ethernet Kit * 1

Ground Wire * 1

2.5" /4" U bolts * 2 and Anchor * 4

6 dBi omni directional antenna * 1 (separated package)
RJ-45 Cable (1.5M) * 1

Outdoor_unit_(ODU) Power Over Ethernet Kit




2.5" /4" U bolt and Anchor

Hardware Installation

Once you check off everything from the package, you can start to install the
ODU. You can mount to a pipe, a pole or to the side of a building. The
steps are showed in the following :

1. You must mount the ODU into the bracket first.
Note: ALL the 4 screws had been tightened onto the ODU and
bracket
2. You can use the 2 or 4 inches U bolt to mount on the pipe, depending on
the radius of the pipe. (Wall mounting is referred to Wall Mounting
Figure) The two U bolts must be mounted tightly. Be aware of not

over-tighten the U bolt.

—

Pipe Mounting Figure



Wall Mounting Figure
After checking the ODU is mounted well, you can connect the following
two cables: the Waterproof RJ-45 network cable to “P+ DATA OUT”

port of ODU and the RF cable to antenna port.
tool, such as waterproof tape, is recommended to use to enhance the

waterproof function.
between antenna and antenna port.

the figure of “ODU ground wire connection.”

Additional waterproof

It is suggested to have a lightening protector
Connecting the ground wire as

AWAP080-11gHP Cable Connection

Plug the other end of the waterproof RJ-45 cable to the PoE device.
The PoE device is guaranteed only in indoor environment.

DATA

P+DATA
ouT




Caution: DON'T plug the power cord into POE device before you finish install
the antenna and Ground wire to ensure the safety.

If the RJ-45 cable’s length is not long enough to connect to your network
device for indoor parts installation, you can extend the cable length.
However, make sure the maximum length of the RJ-45 cable is shorter than
100M (about 109 yards) for normal operation under IEEE 802.3 standards.

When you plug the regular RJ-45 cable into the PoE device, you should use
the regular RJ-45 cable to plug into the “DATA IN” of “Power Over Ethernet

Kit” to connect to hub/switch or use the crosslink RJ-45 cable (Not included

in the Packing List) to connect with user’s PC.

The waterproof RJ-45 cable must be connected to the “P+DATA OUT” port.

Caution: Be careful! Don’t plug the two cables inversely. It will damage the

devices!

We recommend you refer to the following illustration as a guideline for
hardware installation.

Antenna

g %l —RJ-45 Powe POWar
L })— Injectar [ | Supply

Ground éi

ADSL

HLUBSWITCH w

| f |
\\‘\M_ ____/Hll \h_q_ | ___/’f




Ch 2. First Time Configuration
Before Start to Configure

There are two interfaces to configure the device, one is web-browser
interface, and the other is Secure Shell CLI interface. To access the
configuration interfaces, make sure you are using a computer connected to
the same network as the device. The default IP address of the device is
192.168.2.254, and the subnet-mask is 255.255.255.0.

The device has three operation modes (Router/Bridge/WISP). In bridge
mode, you can access the device by both WLAN (Wireless Local Area
Network) and wired LAN. And in router/WISP modes, the device can be
accessed by both WLAN and WAN. The default IP addresses for the device
are 192.168.2.254(for LAN), 172.1.1.1(for WAN), so you need to make sure
the IP address of your PC is in the same subnet as the device, such as
192.168.2.X(for LAN), 172.1.1.X(for WAN).

Please note that the DHCP server inside the device is default to up and
running. Do not have multiple DHCP servers in your subnet, otherwise it will
cause abnormal situation.

Inside the CD, we provide the device auto-discovery tool, the tool can detect
the device even your PC is not in the same subnet as the device in case the
IP address of device is changed and forgot by user. The tool only can
discover the device in your local area network.

Knowing the Network Application

ZWA-G192-0D can act as the following roles, and it supports WDS
(Wireless Distribution System) function.

® Access Point

WDS (Wireless Repeater)

Bridge/Router

WISP

[
[
[
® AP Client



The device provides 3 different operation modes and the wireless radio of device
can act as AP/Client/WDS. The operation mode is about the communication
mechanism between the wired Ethernet NIC and wireless NIC, the following is the
types of operation mode.

Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and
the wireless NIC is used for your private WLAN. The NAT is existed between the 2
NIC and all the wireless clients share the same public IP address through the WAN
port to ISP. The default IP configuration for WAN port is static IP. You can access
the web server of device through the default WAN IP address 172.1.1.1 and modify
the setting base on your ISP requirement.

Bridge
The wired Ethernet and wireless NIC are bridged together. Once the mode is
selected, all the WAN related functions will be disabled.

WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same public
IP address form your ISP to the PCs connecting with the wired Ethernet port of the
device. To use this mode, first you must set the wireless radio to be client mode and
connect to the AP of your ISP then you can configure the WAN IP configuration to
met your ISP requirement.

The wireless radio of the device acts as the following roles.

AP (Access Point)
The wireless radio of device serves as communications “hub” for wireless clients
and provides a connection to a wired LAN.

AP Client

This mode provides the capability to connect with the other AP using
infrastructure/Ad-hoc networking types. With bridge operation mode, you can
directly connect the wired Ethernet port to your PC and the device becomes a
wireless adapter. And with WISP operation mode, you can connect the wired
Ethernet port to a hub/switch and all the PCs connecting with hub/switch can share
the same public IP address from your ISP.

WDS (Wireless Distribution System)
This mode serves as a wireless repeater, the device forwards the packets to another
AP with WDS function. When this mode is selected, all the wireless clients can’t



survey and connect to the device. The device only allows the WDS connection.

WDS+AP
This mode combines WDS plus AP modes, it not only allows WDS connections but
also the wireless clients can survey and connect to the device.

The following table shows the supporting combination of operation and wireless

radio modes.
Bridge Router WISP
AP \% v X
WDS \% v X
Client v X v
AP+WDS v v X

Hereafter are some topologies of network application for your reference.

(( )) ‘ Infrastructure Client - Router (WISP) ‘
E - ~ 0
|

Infrastructure Client - Bridge

10



Examples of Configuration

DEV1

LAN 192.168.2.254/24

'WAN PPPoE connection

Wireless Channel / SSID 11/ AWAP08O-11gHP |~
MAC Address of WLAN(BSSID) 000000042728
DHCP Server enabled (IP pool 192.168.2.1~253)

: o
HESS
&
ADSL DEV 4
LAN 192.168.3.1/24
/| WAN Dynamic IP address
1921532% 192.168.2.x % /| DHCP Server enabled (IP pool 192.168.3.2~254)

‘ Infrastructure Client - Router (WISP) ‘

( 2)"”

DEV 2
ik DEV 3 ! |tAn192168.220224
~.. | LAN 102168220324 [\ Wireless Channel / SSID 11/ AWAP08O-11gHP
Channel / SSID 5/ MAC Address of WLAN (BSSID) 000000042692
192 IFS 3x 192.1#8.3.x
| ‘ | |
192.168.2.x 192.168.2.x

192.168.2.x

This example demonstrates how to set up a network with different device
configurations. There are 2 DHCP servers (DEV1/DEV4) in the network to control
the IP configuration of 2 domains (192.168.2.x/192.168.3.x). Once the setting is
done, all the PCs can visit Internet through DEV1.

We assume all the devices keep the factory default setting. To make sure that user
can continuing press the rest button for more than 5 seconds to restore the factory

default setting.

The following descriptions show the steps to configure DEV1 to DEV5.

11



Configure DEV1:
1. Connect the ADSL modem to Ethernet port of device using Ethernet cable.
2. Access the web server (http://192.168.2.254) of device from the wireless station.

3. Use Wizard page to setup device.

Zinwe ll WLAN AP Webserver

File=  Edit  W¥iew Favorites Tools  Help

Qo - © - [ B @ Omewen Frrone: @ |- B & - [ B
Address |#] http: [i192.168.2.254/haome. asp
Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Cperation Mode
Choose your Time Zone
Setup LAMN Interface
Setup WWAMN Interface
wWiireless LAaM Setting
Wireless Security Setting

DoR DN

4. Press “Next>>" putton then set the “Operation Mode” to “Router” mode.

Wireless LAN Series

1. Operation Mode

Wou can setup different modes to LAM and »WLAMN interface for MNAT and bridging
function.

= Router: In this mode, the device is supposed to connect to internet wia
ADSLACable Modern. The MNAT is enabled and PCs connected
with WAk share the same IP to ISP through WAkl port. The
connection type can be setup in YWk page by using PPPOE,
DHCPF client, PPTP client or static IP. 172.1.1.1 is the default
static |IP address for WAkl port

< Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MNAT function is disabled. All the VAN related
function and firewsall are not supported

< wwireless ISP: In this mode, the wireless client will connect to ISP access point.
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAMN. ¥ou must set
the wireless to client mode and connect to the ISP AP, The
connection type can be setup in YR page by using PPPOE,
DHCP client, PPTP client or static IP.

[ Gancel || <<Back |[ Mextz> |

5. Press “Next>>" button then disable “Time Zone” function.
) Wireless LAN Series

2 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over
the Internet

[0 Enable NTP client update

Time Zone
Select :

NTP server :

[ Cancel ][ <<Back ][ Next))]

6. Press “Next>>" button then set the IP address of LAN interface.

12



Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCGP
Server in your network when the device is in Bridge/Client Modes.

IP Address: |192.168.2.254
Subnet Mask: |255.255.255.D

FRRRRFE §

[ Cancel ][ <<Back ][ M exts>> ]

7. Press “Next>>" button then select the “PPPoE” for “WAN Access Type” and fill in
the “User Name” and “Password” fields.

Wireless LAN Series

4. WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to
the VAN port of your Access Foint. Here you may change the access method to
static IP, DHCP, PPPoE aor PPTPE by click the iterm value of WAN Access type

WAN Access Type: FFFoE ~ |
User Name: !8?043609@hinet.net |
Password: I-------. |

[ Cancel ][ <<Back ][ Mext»> ]

8. Press “Next>>" button then select the “AP+WDS” for “mode” and change the SSID
to “AWAPO080-11gHP”.

Wireless LAN Series

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LARM clients which may
connect to your Access Point. If you want to use ¥Wireless ISP mode, please choose
the Client Mode.

Band: 2.4 GHz (B+G) ~ |

Mode: [ AP+wDs v
Network Type: nirastructure

SSID: EZF’IUS*G'IEIE*DEV'I |

Channel Number: i_‘|1 ~

Enable Mac Clone (Single Ethernet Client)
[ Cancel ][ <<Back ][ MNext>> ]

9. Press “Next>>" button then select “None” for “Encryption” then press “Finished”
button.

13



Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on YWEP or YWPS by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork

Encryption: VNC'”e B

[ Cancel ][ <<Back ][ Finished ]

Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

11. Use “WDS Settings” page to configure WDS.

Wireless LAN Series

WWDS Settings

Wireless Distribution Systermn uses wireless media to communicate with other AP s,
like the Ethernet does. To do this, you must set these AFPs in the same channel and
set MAC address of other AF s which you wwant to communicate with in the table and
then enable the W=,

[0 Enable WDS

Add WDS AP: MAC Address Comment

[ Apply Changes | [ Feset ]

Current VWD'sS AF List:

12. Enable WDS function and add the BSSID of DEV2 to “Current WDS AP List”.

Wireless LAN Series

WwWDS Settings

wWireless Distribution Systermn uses wireless media to communicate with other AFs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AFPs which you want to cammunicate with in the table and
then enable the WWDS

Enable WDS

Add WDS AP: MAC AddreSl | Comment
| I

[ Applhy Changes ] [Reset] [ Set Security ]

[ Showstatistics |

Current WDS AP List:

00:00:00:04:25:92 BSSID of DEW2 ]

[ Delete Selected ] [ Delete All ] [Reset]

14



13. Since we access the device by wireless connection, it may temporarily disconnect
when applying the WDS setting. After re-connecting to the device, use the “Status
“ page to check the settings.

Wireless LAN Series

Free Memory 1060 kB
Firmware Version wl. 2.1
VWebpage Version wl. 2.1
B Mode AP+WDS - Router
= Band 2.4 GHz (B+3E)
B SSID TPlus-G192
2y Channel Number 11
By Encryption Disabled(&FP), DisabledMWDS)
2y BSSID 00:00:00:04:27:25
B T Associated Clients z
. Fir Power(OFDM/G) 100 mvW
&0 1 Power{CCK/B) 250mW
%
25 Attain IP Protocol Fixed |IP
25 IP Address 192.1658.2.254
B2 Subnet Mask 255265 2550
By U Default Gateway 192.168.2.254
21 DHCP Server Enabled
i 21 MAC Address a0:00:00:04:27:28
B R
Attain IP Protocol FFPPoE Connected
IP Address 218.168.150.18
Subnet Mask 255.255.255 255
Default Gateway 218.1608.120.254
MAC Address 04:05:06:07:05:09



Configure DEV2:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
can’t access the web server of device. If the situation happens, please try to
clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use Wizard page to setup device.

File Edit Wi Faworites Tools Help
. =y . ’ 3 T . 12

oo - © - [X] B €@ O sean Frroone: @3- & - L)@

Address |@8] http:/f192.168.2.254/home . asp

Wireless LAN Series

ntents: Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation Mode
Choose your Time Zone
Setup LAMN Interface
Setup YWaAN Interface
Wireless LARM Setting
Wiireless Security Setting

DoRLON=

3. Press “Next>>" button then set the “Operation Mode” to “Bridge” mode.

Wireless LAN Series

Operation Mode

¥ou can setup different modes to LAM and YWLARM interface for NAT and bridging
function.

3 Router: In this mode, the device is supposed to connect ta internat via
ADSLACable hModem. The MNAT is enabled and PCs connected to
WYLAM share the same IP to ISP through YWARMN port. The
connection type can be setup in YW page by using PPROE,
DHCP client, PPTFE client or static IP.172.1.1.1 is the default
static IP address for WAkl port

=) Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MNAT function is disabled. All the WA related
function and firewall are not supported

Wireless ISP: In this mode, the wireless client will connect to ISP access point.
The MNAT is enabled and PCs cannecting with ethernet port share
the same IP to ISP through wireless LAM. You must set the
wiireless to client mode first and connect to the ISP AP in Site-
Survey page. The connection type can be setup in ¥WAMN page by
using PRPPOE, DHCP client, PPTF client or static IP.

[ ~pplyChange | [ FReset |

4. Press “Next>>" button then disable “Time Zone” function.

16



Wireless LAN Series

2 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over
the Internet

[0 Enable NTP client update

Time Zone
Select :

NTP server :

[ Cancel ][ <<Back ][ Next))]

5. Press “Next>>" button then set the IP address of LAN interface.

Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCP
Server in your network when the device is in Bridge/Client Modes

IP Address: [192.188.2.202 |
Subnet Mask: [z55.255.255.0 |

[ Cancel ][ <<Back ][ Next))]

6. Press “Next>>" button then select the “AP+WDS” for “mode” and change the SSID
to “AWAPO080-11gHP”.

Wireless LAN Series

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. If you want to use Wireless ISP mode, please choose
the Client Mode

Band: 247(5!—7!27(%) -~

Mode: (DS v

Network Type:

SSID: |zPlus-G1a2-DEVZ |

Channel Number: 11 vi

Enable Mac Clone (Single Ethernet Client)
[ Cancel ][ <<Back ][ Mext>> ]

7. Press “Next>>" button then select “None” for “Encryption” then press “Finished”
button.

17



Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on YWEP or YWPS by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork

Encryption: VNC'”e B

=
=]
B
-
=~
™~
-
B

[ Cancel ][ <<Back ][ Finished ]

8. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

9. Access the web server by new IP address “192.168.2.202” then use “LAN Interface”
page to disable DHCP Server.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IP addresss, subnet mask, DHCP,
etc..

IP Address: [1s2 1882202 |
Subnet Mask: [e55 285 2550 |
Default Gateway: W‘
DHCP: [Disanled ~|

DHCP Client Range: [192 18821 | - [192.168

802.1d Spanning Tree: | Disabled v|

Clone MAC Address:  |000000000000 |

[ Apphy Changes ] [ Feset ]

10. Wait for refreshing web page.

Wireless LAN Series

ontents:
Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

11. Use “WDS Settings” page to configure WDS.

18



Vvireless LAN Series

WWDS Settings

Wireless Distribution Systermn uses wireless media to communicate with other AP s,
like the Ethernet does. To do this, you must set these AFPs in the same channel and
set MAC address of other AF s which you wwant to communicate with in the table and
then enable the W=,

[0 Enable WDS

Add WDS AP: MAC Address Comment

[ Apply Changes | [ Feset ]

Current VWD'sS AF List:

12. Enable WDS function and add the BSSID of DEV1 to “Current WDS AP List”.

_ Wireless LAN Series

WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs,

like the Ethernet does. To do this, you must set these AFPs in the same channel and
set MAC address of other AFs which you want to communicate with in the table and
then enable the WDZ.

Enable WDS

Add WDS AP: MAC Address Comment

[ Apply Changes ] [Reset] [ Set Security ]
[ Show Statistics J

Current WDS AP List:

O0:00:00:04: 27 : 245 B=ZID of DEY1 -

[ Delete Selected ] [ Delete All ] [Reset]

13. Use the “Status * page to check the settings.

19



PERRER

FFRFFFRE =

Wireless LAN Series

This page shows the current status and some basic settings of the
device.

System _________________

Uptime Oday:1h:46m:9s
Free Memory 2136 kB
Firmware Version w1.2.1

Webpage Version wl.2.1

Wireless Configuration
Mode ARPHNDES - Bridge
Band 2.4 GHz (B+3)
SSID FPlus-G192-DEY2
Channel Number 11

Encryption Dizabled(AF), DisabledDS)
BSSID 00:00:00:04: 265:92
Associated Clients 2
Power(OFDM/G) 100 m\W
Power(CCHK/B) 250mW

TCP/IP Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.2.202
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0

DHCP Server Disabled

MAC Address 00:00:00:04:26:92

20



Configure DEV3:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
can’t access the web server of device. If the situation happens, please try to
clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use “LAN Interface” page to set the IP address of LAN interface and disable DHCP
server.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for [P addresss, subnet mask, DHCF,
etc..

IP Address: [19z1882.208 |
Subnet Mask: W|
Default Gateway: DTﬂii

DHCP Client Range:  [1uz 100202 = |19

802.1d Spanning Tree: |Disabled
Clone MAC Address: 000000000000 |

[ Apphy Changes ] [ Reset ]

3. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

4. Access the web server by new IP address “192.168.2.203” then use “Basic Settings”
page to change SSID and CHANNEL.

21



Wireless LAN Series

Wireless Basic Settings

This page is used to configure the parameters for wireless LAR clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters,
[l Disable Wireless LAN Interface
e
Band: [2.4 GHz (B+5) v]
Mode: iAP vl

Network Type:

SSID: | ZPlus-G192-DEV3

Channel Number: !5 V|

Associated Clients: [ Show Active Clients ]

Enabhle Mac Clone (Single Ethernet Client)

[ Apply Changes ] [ Feset ]

This page shows the current status and some basic settings of the
device.

Uptime

Free Memory
Firmware Version
Webpage Version

Oday:1h:26Bm:28s
1912 kB

vl .21

wl. 2.1

Wireless Configuration

Mode

Band

SSID

Channel Number
Encryption

BSSID

Associated Clients
Power(OFDM/G)
Power(CCK/B)

AF - Bridge

2.4 GHz (B+3)
FPIus-G192-DEYS
5

Disabled
00:00:aa:bb: dd:21
a

100 mW

250 mW

TCP/IP Configuration

Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
DHCP Server
MAC Address

22

Fixed IP
192.168.2.203
255 255.255.0
0.0.0.0

Disabled
00:00:aa:bb:dd:91



Configure DEV4:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
can’t access the web server of device. If the situation happens, please try to
clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use Wizard page to setup device.

File Edit “iew Favorites Tools Help
P eack - D P = o ) search \L;f‘:( Favorites £} 3 - :,‘__ B - iicd ".'-
Address |@8] http:/f192.168.2.254/home . asp

Wireless LAN Series

ntents: Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation Mode
Choose your Time Zone
Setup LAMN Interface
Setup YWaAN Interface
Wireless LARM Setting
Wiireless Security Setting

DoRLON=

3. Press “Next>>" button then set the “Operation Mode” to “Wireless ISP” mode.

Wireless LAN Series

1. Operation Mode

You can setup different modes to LARMN and WLAR interface for MNAT and bridging
function.

3 Router: Il this mode, the device is supposed to connect to internet via
ADSLsCable Moderm. The RAT is enabled and PCs connected
with WLAM share the same IP to ISP through WAk part. The
connection type can be setup in WAR page by using PPFROE,
DHCP client, PPTP client ar static IP. 172.1.1.1 is the default
static IP address for WARN paort

> Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MNAT function is disabled. All the YWaAM related
function and firewall are not supported

@ wireless Isp: Inthis mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAR. You must set
the wireless to client mode and connect to the ISP AF. The
connection type can be setup in YWAN page by using PPPOE,
DHCP client, PPTF client or static IP

[ cancel ][ <<Back ][ mMext>> |

4. Press “Next>>" button then disable “Time Zone” function.
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2 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over
the Internet

[0 Enable NTP client update

Time Zone
Select :

NTP server :

[ Cancel ][ <<Back ][ Next))]

5. Press “Next>>" button then set the IP address of LAN interface.

- ) Wireless LAN Series

HLSH1LS 3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for [P addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCR
Server in your network when the device is in Bridge/Client Modes.

IP Address: [19z.188.3.1 |
Subnet Mask: [255.255.255.0 |

[ Cancel ][ <<Back ][ Mext»> ]

6. Press “Next>>" button then select the “DHCP Client” for “WAN Access Type”.

Wireless LAN Series

4. WAN Interface Setup

Thi=s page is used to configure the parameters for Internet network which connects to
the YW port of your Access Point. Here you may change the access method to
static IP, DHCP, PPPoE or PPTP by click the iterm value of YW Access type.

WAN Access Type: | DHCF Client |~

[ Sancel | [ <<Back | [ Mext»> |

7. Press “Next>>" button then select the “Client” for “mode” and change the SSID to
“AWAP080-11gHP”.

Wireless LAN Series

5. Wiireless Basic Settings

This page is used to configure the parameters for wireless LARMN clients which may
connect to your Access Point. If vou want to use YWireless ISP mode, please choose
the Client Mode.

Band: [2a G_I.—F(EHG) -~

Mode: |Client vl
Network Type: [Infrastructure
SSID: |ZPlus-G192-DEY1 |

Channel Number:

Enable Mac Clone (Single Ethernet Client)
[ cancel || <<Back |[ Mext>> |

8. Press “Next>>" button then select “None” for “Encryption” then press “Finished”
button.
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6. Wireless Security Setup

This page allows you setup the wireless security. Turn on YWEP or YWPS by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork

Encryption: VNC'”e B

=
=]
B
=
-
™~
-
B

[ Cancel ][ <<Back ][ Finished ]

9. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

10. Change the IP address of your PC to 192.168.3.x then access the web server by the
new IP address “192.168.3.1” and use “Status” page check the setting.

Wireless LAN Series

Free Memory 1292 kEI

Firmware VWersion wl.2.1

Webpage Version w1l 2.1

Mode Infrastructure Client - Router
Band 2.4 GHz (B+3)
SSID ZRlus-E192-DEY1
Channel Number 11

Encryption Disabled

BSSID O0:00:00:04: 27215
State Connected

RSSI ]

TCP/IP Configuration

Attain IP Protocol Fixed IP

IP Address 192 168.3.1
Subnet Mask 205.265.2565.0
Default Gateway 192.168.3.1
DHCP Server Enabled

MAC Address 00:00: aa:bb:dd: 92
Attain IP Protocol DHCF

IP Address 192.168.2.5
Subnet Mask 255.265.255.0
Default Gateway 192.168.2.254
MAC Address O0:00: aa:bb:dd: 91

- ] -

11. If the “State” of “Wireless Configuration” is not “Connected” or you want to
refresh the “RSSI *, please use “Site Survey” page to re-connect a AP.

25



Wireless LAN Series

- Wireless Site Survey
% This page provides tool to scan the wireless network. If any Access Point or IBSS is
) found, you could choose to connect it manually when client mode is enabled.
=y
B
% _—_-_--
B ZPIus-G1o2-DEVL 00:00:00:04:27 28 11 E+G) | AP | 100 &
% IMercy_ca_SsID oo:od:14:00:80:18 9 EB+Gy | AP no | 100 -
& T Zinwell 00:05:92:80:01:f8 | 1 (B3 aP no =1 '®)
% ZPlus-G192-DEVZ 00:00:00:04:26:92 11 (B+E) AP o S1 -
& F default 00:0F3d:3d:89:62 |6 (B+G) | AP fo 75 >
= i linksys o0ios:E5:d7 307 (6 B4y | AP ho &7 @
= ZPlus-G192 O0:aaiee 9901 11 (B+G1 | AP no &3 >
2] ZPlus-G1o2-mike-cli  [00:00:00:04:27:01 |2 B+GY | AP fo =2 e
% G1oz-wds2 00:00:00:04:26:92 11 (B+G3 | AP ho =0 S
B DFC-test DoioS:oeE0:46:36 | 1 EY | AP ho a5 -
% |G1o2-wds1 00:00:00:04:26:88 11 (B+G) | AP no 21 >
[ Fefresh ] [ Connect ]
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Configure DEV5:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
can’t access the web server of device. If the situation happens, please try to
clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use Wizard page to setup device.

File Edit “iew Favorites Tools Help
P eack - D P = o ) search \L;f‘:( Favorites £} 3 - :,‘__ B - iicd ".'-
Address |@8] http:/f192.168.2.254/home . asp

Wireless LAN Series

ntents: Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation Mode
Choose your Time Zone
Setup LAMN Interface
Setup YWaAN Interface
Wireless LARM Setting
Wiireless Security Setting

DoRLON=

3. Press “Next>>" button then set the “Operation Mode” to “Wireless ISP” mode.

Wireless LAN Series

- 1. Operation Mode
S
% Wou can setup different modes to LARMN and WYWLARN interface for RAT and bridging
- function
M ) Router: In this mode, the device is supposed to connect to internet via
- ADSLCable Modem. The MAT is enabled and PCs connected
-_ with Wl share the same IP to ISP through “WAR port. The
B connection type can be setup in YWAN page by using PPPOE,
DHCP client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWAN port
= Bridge: In this mode, the ethernet port and wireless interface are bridged

together and RAT function is disabled. All the WWAMN related
function and firewall are not supported.

0 whireless Isp: In this mode, the wireless client will connect to ISP access point
The MNAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAM. %ou must set
the wireless to client mode and connect to the ISP &P The
connection type can be setup in “™ANMN page by using PPFPOE,
DHCP client, PPTP client or static IP.

[ Cancel ][ <<Back J[ Fext>>

4. Press “Next>>" button then disable “Time Zone” function.
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2 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over
the Internet

[0 Enable NTP client update

Time Zone
Select :

NTP server :

[ Cancel ][ <<Back ][ Next))]

5. Press “Next>>" button then set the IP address of LAN interface.

Wireless LAN Series

2 SeatotLc: 3. LAN Interface Setup
g: -
% This page is used to configure the parameters for local area network which connects
pag 9 B

[ to the device. Here you may change the setting for IP addresss, subnet mask. The
] DHCP Server will be up and running, please make sure there is no another DHCP
= Server in your network when the device is in BridgefClient Modes
LY

= ———
2] IP Address: [192.168.2.205 |

Subnet Mask: [265.255.255.0 ]

[ Cancel ][<<Eia|:k ][ Iesd>>

6. Press “Next>>" button then select the “Client” for “mode” and change the SSID to
“AWAP080-11gHP”.

Wireless LAN Series

e 5. Wireless Basic Settings

This page is used to configure the parameters for wirgless LARMN clients which may
connect to your Access FPoint. If you want to use ¥Wireless ISP mode, please choose
the Client hMode.

Band: [24GHz (Bra |
Mode: | client

Network Type: mure—vl

SSID: | ZPlus-G192-DEW?2 |

Channel Number:

[l Enable Mac Clone (Single Ethernet Client)
[ cancel || <«<Back |[ Next>> |

7. Press “Next>>" button then select “None” for “Encryption” then press “Finished”
button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on YWEP or YWPS by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork

Encryption: | Hone

[ Cancel ][ <<Back ][ Finished ]
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8. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

9. Access the web server by the new IP address “192.168.2.205” and use “LAN
Interface” page to disable DHCP Server.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IF addresss, subnet mask, DHCP,
etc..

IP Address: [1sz1e82208 |
Subnet Mask: @I
Default Gateway: |@
DHCP: [Disabled [~

DHCP Client Range:  [190 16001 | = [192.168.2.204

802.1d Spanning Tree: |Disabled ~
Clone MAC Address: |000000000000

[ Apply Changes J [ Feset ]

10. Wait for refreshing webpage.

== Wireless LAN Series

Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

11. Use “State” page to check setting.
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¢

This page shows the current status and some basic settings of the
device.

RERREE

1FFFFFEFEF -

Fi Uptime Oday:2h:56m:Es
Free Memory 1520 kB
Firmware Version wl.2.1
Webpage VWersion wl.2.1

Wireless Configuration

Mode Infrastructure Client - Bridge
Band 2.4 GHz (B+G)
SSI1D ZPlus-G192-DE2
Channel Number 11
B Encryption Disabled
BSSID O0:00:00:04:265:92
State Connected
RSSI1 ]

TCP/IP Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.2.205
Subnet Mask 255 255.255.0
Default Gateway o.0.0.0

DHCP Server Disabled

MAC Address O0:00: aa:bb:dd: 91

12. If the “State” of “Wireless Configuration” is not “Connected” or you want to
refresh the “RSSI *, please use “Site Survey” page to re-connect a AP.

Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

NEFE

Mercy_Ca_SSID 00:0d:14:00:80:18 9 (B+G) | AP 100 O
ZPlus-5192-DEWL DD:DD (00:04:27:28 11 (B+GE) 4P no 100 -
ZPlLs-G1o2-DEVE 00:00:00:04:26:92 11 (B+Gj AP no 84 O]
default 00:0f:3d:3d:89:62 6 (B+5) | AP no 81 O
Zirwell 00:05:9e:80:01:f8 1 (B} AP no 80 @
ZPlus-G192 |00:aaies:fioonl 11 (B+G) | AP o 63 O
linksys 00:05:25:d7:c3:97 6 (E+G) AP no 51 @
ZPIus-G5192-mm 00:00:00:04:27:01 2 (B+G) = AP no 52 @
G192-wds2 00:00:00:04:26:93 11 (B+3E) AP no 41 @
CFC-test o005 oe:0ias:3b | 1 (=) AP na 29 )
G1o2-wds1 00:00:00:04:26:82 11 (B+G) | AP o 23 ®)
3F-PRIMTER 00:0c:6e:cl:9b:11 7 (B+GE) AP YES 13 @

Fefresh ] [ Connect
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Basic Settings

Wireless LAN Series

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wirealess network parameters.

[ Disable Wireless LAN Interface
Band: [ 2.4 GHz (B+G1 ~ |

Mode: | AP ~|

Network Type:

SSID: [ZzPlus-z182
Channel Number: | 11 ||
Associated Clients: | Show Active Clients

Enable Mac Clone (Single Ethernet Client)

[ Apply Changes ] [ Fesat ]

Disable Wireless LAN Interface
Disable the wireless interface of device
Band:
The device supports 2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes.
Mode:
The radio of device supports different modes as following:
1. AP
The radio of device acts as an Access Point to serves all wireless clients
to join a wireless local network.
2. Client
Support Infrastructure and Ad-hoc network types to act as a wireless
adapter.

3. WDS
Wireless Distribution System, this mode serves as a wireless repeater,

only devices with WDS function supported can connect to it, all the
wireless clients can’t survey and connect the device when the mode is
selected.

4. AP+WDS
Support both AP and WDS functions, the wireless clients and devices

with WDS function supported can survey and connect to it.

® [nfrastructure:
This type requires the presence of 802.11b/g Access Point. All

communication is done via the Access Point.
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( " Ethernet " ()

(e

(€]

%ccess Pux
.g . (<i ) ((i ) '
PC 1 |q ! )| Z PC 2
% AP Client 1 (Infrastructure) AP Client 2 (Infrastructure) @

This type provides a peer-to-peer communication between wireless
stations. All the communication is done from Client to Client without any
Access Point involved. Ad Hoc networking must use the same SSID and
channel for establishing the wireless connection.

() (&) bea
Iq Pc3 g % b ﬁl
: il ‘ ‘ { g
@ AP Client 3 (Ad Hoc) AP Client 2 (Ad Hoc) {}@

In client mode, the device can’t support the Router mode function
include Firewall and WAN settings.
SSID:
The SSID is a unique identifier that wireless networking devices use to
establish and maintain wireless connectivity. Multiple access point/bridges on
a network or sub-network can use the same SSID. SSIDs are case sensitive
and can contain up to 32 alphanumeric characters. Do not include spaces in
your SSID.
Channel Number

The following table is the available frequencies (in MHz) for the 2.4-GHz radio:

Channel No. | Frequency |Country Domain

2412 Americas, EMEA, Japan, and China

2417 Americas, EMEA, Japan, and China

2422 Americas, EMEA, Japan, Israel, and China
2427 Americas, EMEA, Japan, Israel, and China
2432 Americas, EMEA, Japan, Israel, and China
2437 Americas, EMEA, Japan, Israel, and China
2442 Americas, EMEA, Japan, Israel, and China
2447 Americas, EMEA, Japan, Israel, and China
2452 Americas, EMEA, Japan, Israel, and China
2457 Americas, EMEA, Japan, and China

Blo|o|~|o|o|s|w|n|-
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11 2462 Americas, EMEA, Japan, and China
12 2467 EMEA and Japan only

13 2472 EMEA and Japan only

14 2484 Japan only

When set to “Auto”, the device will find the least-congested channel for use.
Associated Client

Show the information of active wireless client stations that connected to the
device.
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Advanced Settings

These settings are only for more technically advanced users who have
sufficient knowledge about wireless LAN. These settings should not be changed
unless you know what effect the changes will have on your device. The default
setting is optimized for the normal operation. For specific application, setting
configuration will required highly attention to reach optimistic condition.

Note : Any unreasonable value change to default setting will reduce the
throughput of the device.

Wireless LAN Series

Wireless Advanced Settings

These settings are anly for more technically advanced users who have a sufficient
knowledge about wireless LAMN. These settings should not be changed unless you
know what effect the changes will have on your Access Point.

Authentication Type: O Open Systern O Shared Key

[23486

& Auto

Fragment Threshold: [(256-2346)

[z3a7 |

RTS Threshold: (0-2347)

Beacon Interval: iTUU | (20-1024 ms)

Data Rate:

Preamble Type:

I ALto v|

& Long Preamble

O Short Preamble

Broadcast SSID: &) Enabled O Disabled
IAPP: &) Enabled ) Disabled
802.11g Protection: &) Enahled O Disahbled
Block WLAN Relay: () Enahled & Disabled
Transmit Power(OFDM) & 100mwW(20dBm) 1 S0mWWi17 dBm)
Transmit Power(CCK): (& 250mWW(24dBm)
O 20023 dBm)
O180mWi21 dBm)
O 100my(20dEm)

Authentication Type
The device supports two Authentication Types “Open system” and “Shared
Key”. When you select “Share Key”, you need to setup “WEP” key in “Security”
page (See the next section). The default setting is “Auto”. The wireless client
can associate with the device by using one of the two types.

Fragment Threshold
The fragmentation threshold determines the size at which packets are
fragmented (sent as several pieces instead of as one block). Use a low setting
in areas where communication is poor or where there is a great deal of radio
interference. This function will help you to improve the network performance.

RTS Threshold
The RTS threshold determines the packet size at which the radio issues a
request to send (RTS) before sending the packet. Alow RTS Threshold setting
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can be useful in areas where many client devices are associating with the
device, or in areas where the clients are far apart and can detect only the
device and not each other. You can enter a setting ranging from 0 to 2347
bytes.

Data Rate
The standard IEEE 802.11b/11g supports 1, 2, 5.5,11/6, 9, 12, 18, 24, 36, 48
and Mbps data rates. You can choose the rate that the device uses for data
transmission. The default value is “auto”. The device will use the highest
possible selected transmission rate.

Beacon Interval
The beacon interval is the amount of time between access point beacons in
microseconds. The default beacon interval is 100.

Broadcast SSID
Broadcasting the SSID will let your wireless clients find the device
automatically. If you are building a public Wireless Network, disable this
function can provide better security. Every wireless stations located within the
coverage of the device must connect this device by manually configure the
SSID in your client settings.

Int. Roaming
This function will let Wireless Stations roam among a network environment
with multiple devices. Wireless Stations are able to switch from one device to
another as they move between the coverage areas. Users can have more
wireless working range. An example as the following figure
You should comply with the following instructions to roam among the wireless
coverage areas.

Note : For implementing the roaming function, the setting MUST comply the
following two items.
® All the devices must be in the same subnet network and the SSID must
be the same.
® If you use the 802.1x authentication, you need to have the user profile
in these devices for the roaming station.
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( | Ethernet : 0

Wireless Station moves
between the coverage areas

Block WLAN Relay (Isolate Client)
The device supports isolation function. If you are building a public Wireless
Network, enable this function can provide better security. The device will block
packets between wireless clients (relay). All the wireless clients connected to
the device can’t see each other.

Transmit Power
The device supports four transmission output power levels 250, 200, 150 and
100mW for CCK (802.11b) mode and two transmission output power levels
100 and 50mW for OFDM (802.11g) mode. User can adjust the power level to
change the coverage of the device. Every wireless stations located within the
coverage of the device also needs to have the high power radio. Otherwise the
wireless stations only can survey the device, but can’t establish connection
with device.
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Configuring Wireless Security

This device provides complete wireless security function include WEP, 802.1x,
WPA-TKIP, WPA2-AES and WPA2-Mixed in different mode (see the Security
Support Table).

The default security setting of the encryption function is disabled. Choose your
preferred security setting depending on what security function you need.

Wireless LAN Series

Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or ¥WPA by using Encryption
Keys could prevent any unauthorized access to your wireless network.

Encryption: |Mone ‘:
[[J Use 802.1x Authentication WWEP B4bits WEP 128bits

[JEnable MAC Authentication

WPA Authentication Mode: Enterprise (RADIUS) Personal (Pre-Shared Key)
Pre-Shared Key Format: k=

&
&
&
&
&
2]
=

Pre-Shared Key: |

Enable Pre-
Authentication

Authentication RADIUS F'ort! i1 | IP address! | Password
Server: |

Mote: YWwhen encryption VWEF is selected, you must set WEF Loy value.

l Apply Changes ] [ Feset ]

WEP Encryption Setting
Wired Equivalent Privacy (WEP) is implemented in this device to prevent
unauthorized access to your wireless network. The WEP setting must be as
same as each client in your wireless network. For more secure data
transmission, you can change encryption type to “WEP” and click the “Set
WEP Key” button to open the “Wireless WEP Key setup” page.

Encryptinn:|WEP VH Set'WER Key ]

[Juse 802.1x Authentication YWWER BAbits YWWER 128hits
Enable MAC Authentication

WPA Authentication Mode: Enterprise (RADILS) Personal (Pre-Shared Key)
Pre-Shared Key Format:

Pre-Shared Key:

Enable Pre-
Authentication

Authentication RADIUS Fort I:l IP address I:l Password
Server: |

When you decide to use the WEP encryption to secure your WLAN, please
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refer to the following setting of the WEP encryption:

® 64-bit WEP Encryption : 64-bit WEP keys are as same as the encryption
method of 40-bit WEP. You can input 10 hexadecimal digits (0~9, a~f or
A~F) or 5 ACSII chars.

® 128-bit WEP Encryption : 128-bit WEP keys are as same as the
encryption method of 104-bit WEP. You can input 26 hexadecimal digits
(0~9, a~f or A~F) or 10 ACSII chars.

® The Default Tx Key field decides which of the four keys you want to use in
your WLAN environment.

2 WEP Key Setup - Microsoft Internet Explorer

Wireless WEP Key Setup

This page allows you setup the WEP key valve, Yo could choose nse 64-bit or 128-bit as the encryption
ke, and select ASCILor Hex as the format of input value,

Key Length: B-hit v

Key Format: Hex (10 chanscers)

Default Tx Eey: Eeyl »

Encryption Eey 1:

Encryption Key 2:

Encryption Key 3:

Enmpﬁon Key 4: ook

WEP Encryption with 802.1x Setting
The device supports external RADIUS Server that can secure networks

against unauthorized access. If you use the WEP encryption, you can also use
the RADIUS server to check the admission of the users. By this way every
user must use a valid account before accessing the Wireless LAN and

requires a RADIUS or other authentication server on the network. An example
is shown as following.

( ‘ : Ethernet ‘ ()

RADIUS Server

Wireless Station

You should choose WEP 64 or 128 bit encryption to fit with your network
environment first. Then add user accounts and the target device to the
RADIUS server. In the device , you need to specify the IP address ~ Password
(Shared Secret) and Port number of the target RADIUS server.
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Encryption: | "YEF 3

] Use 802.1x Authentication & 'WEP Bdbits O WEP 128hits
Enable MAC Authentication

WPA Authentication Mode: Enterprise (RADILS) Fersonal (Pre-Shared Key)

Pre-Shared Key Format:
Pre-Shared Key:

Enahle Pre-
Authentication

Authentication RADIUS Part | 1812 IP address |192.168.2.205| pgseword

Server: TIITIY]

WPA Encryption Setting
WPA feature provides a high level of assurance for end-users and
administrators that their data will remain private and access to their network
restricted to authorized users. You can choose the WPA encryption and select
the Authentication Mode.
WPA Authentication Mode
This device supports two WPA modes. For personal user, you can use the
Pre-shared Key to enhance your security setting. This mode requires only an
access point and client station that supports WPA-PSK. For Enterprise,
authentication is achieved via WPA RADIUS Server. You need a RADIUS or
other authentication server on the network.
® Enterprise (RADIUS):
When WPA Authentication mode is Enterprise (RADIUS), you have to add
user accounts and the target device to the RADIUS Server. In the device ,
you need to specify the IP address ~ Password (Shared Secret) and Port
number of the target RADIUS server.
® Pre-Share Key:
This mode requires only an access point and client station that supports
WPA-PSK. The WPA-PSK settings include Key Format, Length and Value.
They must be as same as each wireless client in your wireless network.
When Key format is Passphrase, the key value should have 8~63 ACSII
chars. When Key format is Hex, the key value should have 64 hexadecimal
digits (0~9, a~f or A~F).
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Configuring as WLAN Client Adapter

This device can be configured as a wireless Ethernet adapter. In this mode,
the device can connect to the other wireless stations (Ad-Hoc network type)
or Access Point (Infrastructure network type) and you don’t need to install
any driver.

Quick start to configure

Step 1. In “Basic Settings” page, change the Mode to “Client” mode. And key in the
SSID of the AP you want to connect then press “Apply Changes” button to
apply the change.

Wireless LAN Series

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters.

[0 Disable Wireless LAN Interface

Band: [2.4GHz (B+G) ¥

Mode: 2 I |Client v| I

Network Type: | Infrastructure v:

ssiD: 3 | | TargetAP-SSI0 [ |

Channel Number:
Associated Clients:

[] Enable Mac Clone (Single Ethernet Client)

[ Apply Changes ] ’ Reset]

Step 2. Check the status of connection in “Status” web page

Uptime Oday:1h:13m:Ss

Free Memory 2292 kB

Firmware Version wl.2.1

Wehbhpage Version w1l 2.1

Mode Infrastructure Client - Bridge
Band 2.4 GHz (B+3)

SSID Target-AP-S5ID
Channel Number 5

Encryption Disabled

BSSID B oo

State I Scanning I
RSSI o

Attain IP Protocol Fixed IP

IP Address 192 168.2.254

Subnet Mask 255.255.255.0

Default Gateway 192 168.2.254

DHCP Server Enabled

MAC Address 00:00: aa:bh:dd:91



The alternative way to configure as following:

Step 1.
connect and then press “Connect” button to establish the link.

In “Wireless Site Survey” page, select one of the SSIDs you want to

Wireless LAN Series

Wireless Site Survey

ol
Itirlrl Mode This page provides tool to scan the wireless network. If any Access Point or IBSS is

found, you could choose to connect it manually when client mode is enabled.

Merty ChA_SSID _DEI Od:14:00:80:18 9 B+G) | AP 100

.ZF'IL,IS G192 DEVl DD.DD.DD.D4.2?.28 11 (B+G) AVF' (glu] ?D

|ZPlus-G192-DEY2. 00:00:00:04:26:92 11 (B+G) | &4F no a1 -

fZinweII 00:05:9e:280:01:f2 1B AP no 20 @

linksys _Dlj:DEl:25:d7:t3597-’ [E=(=Exe)] _. AP no 73 @

fle'Ius—GléE DD:aa:ee:f’F:éQEEii ;.11 (E.+G.)” A-F'. (gl=} 6%’ K
o0:0S:0e:E045:3b | 1 EY | AF | o = | e

DFC-test

[P\efresh%' [ Connect

Step 2.
“Connect successfully”. Then press “OK”.

- Wireless LAN Series

Connect successfullyl

If the linking is established successfully. It will show the message

Step 3. Then you can check the linking information in “Status” page.

Wireless LAN Series

Uptime

Free Memory
Firmware Version
Webpage Version

Oday:1h:24m:22s
1932 kB

wl.2.1

wl.2.1

Wireless Configuration

Mode

Band

SSID

Channel Number
Encryption
BSSID

Infrastructure Client - Bridge
2.4 GHz (B+3)
ZPlus-G192-DEVA

11

Disabled

00:00:00:04:27:25

Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
DHCP Server
MAC Address
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TCP/IP Configuration

Lonnected
100

Fixed IP
192.168.2.254
255 255.255.0
192.168.2.254
Enabled
00:00:aa:bb:dd: 91



Note :
If the available network requires authentication and data encryption, you need

to setup the authentication and encryption before stepl and all the settings
must be as same as the Access Point or Station. About the detail
authentication and data encryption settings, please refer the security section.

Authentication Type
In client mode, the device also supports two Authentication Types “Open

system” and “Shared Key”. Although the default setting is “Auto”, not every
Access Points can support “Auto” mode. If the authentication type on the
Access Point is knew by user, we suggest to set the authentication type as
same as the Access Point.

Data Encryption
In client mode, the device supports WEP and WPA Personal/Enterprise

except WPA2 mixed mode data encryption. About the detail data encryption
settings, please refer the security section.
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Ch 3. Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate
with the other devices, like the Ethernet does. This function allows one or
more remote LANs connect with the local LAN. To do this, you must set
these devices in the same channel and set MAC address of other devices
you want to communicate with in the WDS AP List and then enable the
WDS.

When you decide to use the WDS to extend your WLAN, please refer the
following instructions for configuration.

® The bridging devices by WDS must use the same radio channel.

® \When the WDS function is enabled, all wireless stations can’t connect
the device.

® [f your network topology has a loop, you need to enable the 802.1d
Spanning Tree function.

® You don't need to add all MAC address of devices existed in your
network to WDS AP List. WDS AP List only needs to specify the MAC
address of devices you need to directly connect to.

® The bandwidth of device is limited, to add more bridging devices will
split the more bandwidth to every bridging device.

WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS
AP List configuration. You can setup the four kinds of network topologies:
bus, star, ring and mesh.

In this case, there are five devices with WDS enabled: WDS1, WDS2,
WDS3, WDS4 and WDS5.

Bus topoloqy -

\ \

C rant ) C a2 ) C a3 ) . rav ) C_rans )

WDS1 WDS2 WDS3 WDS4 ‘WDSS5
. . . Spanning Tree
Device Entries of WDS AP List Protocol Required
WDS1 | The MAC Address of WDS?2 No
WDS2 | The MAC Addresses of WDS1 and WDS3 No
WDS3 | The MAC Addresses of WDS2 and WDS4 No
WDS4 | The MAC Addresses of WDS3 and WDS5 No
WDS5 | The MAC Address of WDS4 No
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Star topology

Spanning Tree

Device Entries of WDS AP List ;
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 No
and WDS5
WDS2 The MAC Address of WDS1 No
WDS3 The MAC Address of WDS1 No
WDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

Ring topoloqy :

D
)

¢
/ ‘
WDSI1

\

Device Entries of WDS AP List Spanning Tree
Protocol Required

WDS1 | The MAC Addresses of WDS2 and WDS5 Yes

WDS?2 | The MAC Addresses of WDS1 and WDS3 Yes

WDS3 | The MAC Addresses of WDS2 and WDS4 Yes

WDS4 | The MAC Addresses of WDS3 and WDS5 Yes

WDS5 | The MAC Addresses of WDS4 and WDS1 Yes
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Mesh topology :

Device Entries of WDS AP List Spanning Tree
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 and WDS5 Yes
WDS2 The MAC Addresses of WDS1, WDS3, WDS4 and WDS5 Yes
WDS3 The MAC Addresses of WDS1, WDS2, WDS4 and WDS5 Yes
WDS4 The MAC Addresses of WDS1, WDS2, WDS3 and WDS5 Yes
WDS5 The MAC Addresses of WDS1, WDS2, WDS3 and WDS4 Yes

WDS Application

Wireless Repeater

Wireless Repeater can be used to increase the coverage area of another
device (Parent AP). Between the Parent AP and the Wireless Repeater,
wireless stations can move among the coverage areas of both devices.

When you decide to use the WDS as a Repeater, please refer the following

instructions for configuration.
® In AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel and

SSID.
® Choose “WDS+AP” mode.
® Using the bus or star network topology.
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Spanning Tree

Description Entries of WDS AP List -
Protocol Required
Access Point | The MAC Address of Repeater Yes
Repeater The MAC Address of Access Point Yes

Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more
Wired LANs. When you decide to use the WDS as a Wireless Bridge, please
refer the following instructions for configuration.

® |n AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel, but
you may use different SSID.

® Choose “WDS” mode for only wireless backbone extension purpose.

® You can use any network topology, please refer the WDS topology
section.
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Ch 4. Advanced Configurations
Configuring LAN to WAN Firewall

Filtering function is used to block packets from LAN to WAN. The device
supports three kinds of filter Port Filtering, IP Filtering and MAC Filtering. All
the entries in current filter table are used to restrict certain types of packets
from your local network to through the device. Use of such filters can be
helpful in securing or restricting your local network.

Port Filtering
When you enable the Port Filtering function, you can specify a single port
or port ranges in current filter table. Once the source port of outgoing
packets match the port definition or within the port ranges in the table, the
firewall will block those packets from LAN to WAN.

- Wireless LAN Series

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local netwaork

[] Enable Port Filtering

Port Range: | | | pr [Boh v ¢

[ Apply Changes ] [ Feset ]

Current Filter Table:

[ PortRange | Protocol | Comment | Select |

IP Filtering
When you enable the IP Filtering function, you can specify local IP
Addresses in current filter table. Once the source IP address of outgoing
packets match the IP Addresses in the table, the firewall will block this
packet from LAN to WAN.

Wireless LAN Series

IP Filtering

Entries in this table are used to restrict cerntain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local netwark

[] Enable IP Filtering

Local IP Address: | | Protocel: [Both | comment:

[ Applhy Changes ] [ Fesat ]

Current Filter Table:

MAC Filtering
When you enable the MAC Filtering function, you can specify the MAC

47



Addresses in current filter table. Once the source MAC Address of
outgoing packets match the MAC Addresses in the table, the firewall will
block this packet from LAN to WAN.

Wireless LAN Series

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[] Enable MAC Filtering

MAC Address: | Comment:

[ Apply Changes ] [Reset]

Current Filter Table:

| mACaddress | Comment |  Select

Configuring Port Forwarding (Virtual

Server)

This function allows you to automatically redirect common network services
to a specific machine behind the NAT firewall. These settings are only
necessary if you wish to host some sort of server like a web server or mail
server on the private local network behind the device's NAT firewall.

Wireless LAN Series

Port Forwarding

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if you wish to host some
sort of server like a web server or mail server an the private local netwark behind your
Gateway's MNAT firewall.

[[1 Enable Port Forwarding

IP Address: ‘ | Pr I |E‘jlh ~ | Port Range: } !,l 7| C

[ Apply Changes I IReset]

Current Port Forwarding Table:

|Local IP Address | Protocol || PortRange | Comment | Select |

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7

FTP (File Transfer Protocol) 21

Telnet 23

SMTP (Simple Mail Transfer Protocol) 25

DNS (Domain Name System) 53
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Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 (Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
SIP (Session Initiation Protocol) 5060
PPTP (Point-to-Point Tunneling Protocol) 1723

Multiple Servers behind NAT Example:

In this case, there are two PCs in the local network accessible for outside
users.

(©)]
i AP Clinet 1

Web Server
IP Address:192.168.2.1

=
e

@ Device with Router Mode enabled User
AP Client 2

WLAN IP Address:192.168.2.254

FTP Server
IP Address:192.168.2.2
Port:21

Current Port Forwarding Table:
—————
192.168.2.1 TCPHUDE 8t Web Server
192.168.2.2 TCPHUDE 21 FTF Server |:|
[ Dielete Seleced ] [ Dielete A1 ] [RESEt]

Configuring DMZ
A Demilitarized Zone is used to provide Internet services without
sacrificing unauthorized access to its local private network. Typically, the
DMZ host contains devices accessible to Internet traffic, such as Web
(HTTP ) servers, FTP servers, SMTP (e-mail) servers and DNS servers.
So that all inbound packets will be redirected to the computer you set. It
also is useful while you run some applications (ex. Internet game) that use
uncertain incoming ports.
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DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private netwaork. Typically, the DMZ host contains
devices accessible to Internet traffic, such as WWeb (HTTP ) servers, FTP servers,
SMTP (e-mail) servers and DNS servers

[0 Enable DMZ

DMZ Host IP Address: |

[ Anply Changes ] [Reset]

Enable DMZ: Enable the “Enable DMZ”, and then click “Apply Changes” button to
save the changes.

DMZ Host IP Address: Input the IP Address of the computer that you want to expose to

Internet.
AP Client 1 S
) (®)
( )¢, (? ) Internet @
DNS Host Device with Router Mode enabled

Configuring WAN Interface
The device supports four kinds of IP configuration for WAN interface,
including Static IP, DHCP Client, PPPoE and PPTP. You can select one of

the WAN Access Types depend on your ISP required. The default WAN
Access Type is “Static IP”.

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet netwaork which connects to the YWARN
port of your Access Point. Here you may change the access method to static IP, DHCP,
PPFoE or PPTP by click the itern value of YWAN Access type

WAN Access Type: | Static IP -

IP Address: [172111 |
Subnet Mask: |255.265.255.0 |
Default Gateway: [17211.254 |
DNS 1: [
DNS 2: I |
DNS 3: [ |

|

Clone MAC Address: |UUUUUUUUUUUU
[ Enable uPNP
Enable Web Server Access on WAN

[ Apply Changes 1 [ Resel]
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Static IP

You can get the IP configuration data of Static-IP from your ISP. And you
will need to fill the fields of IP address, subnet mask, gateway address,
and one of the DNS addresses.

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YyAN
port of your Access Point. Here you may change the access method to static IP, DHCP,
PPPoE or PPTP by click the item value of WAM Access type

WAN Access Type: | Static IP w

IP Address: [1721.11
Subnet Mask: ITZS_STESTST?E_SD

Default Gateway:  |172.1.1.254

|
|
17211254 |
DNS 1: [ ]

DNS 2: [ ]

DNS 3: [ ]
Clone MAC Address: [000000000000

[] Enable uPNP
Enable Web Server Access on WAN

[ Apply Changes I [Resetl

IP Address: The Internet Protocol (IP) address of WAN interface provided by your
ISP or MIS. The address will be your network identifier besides your
local network.

Subnet Mask: The number used to identify the IP subnet network, indicating whether
the IP address can be recognized on the LAN or if it must be reached
through a gateway.

Default Gateway: The IP address of Default Gateway provided by your ISP or MIS.
Default Gateway is the intermediate network device that has knowledge
of the network IDs of the other networks in the Wide Area Network, so it
can forward the packets to other gateways until they are delivered to the
one connected to the specified destination.

DNS 1-~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP addresses and
map the domain names in your Internet requests to other servers on the
Internet until the specified web site is found.

Clone MAC Clone device MAC address to the specify MAC address required by your
Address: ISP
Enable uPnP: Enable uPnP, this function allows the device to be found and configured

automatically by the system. (Ex. Window XP)
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DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server
when DHCP-Client WAN Access Type is selected.

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WARN
port of your Access Point. Here you may change the access method to static IP, DHCP,
PPPoE or PPTP by click the item value of WAMN Access type

WAN Access Type: DHCP Client |

0 Attain DNS Automatically
& Set DNS Manually

DNS 1: ]
DNS 2: [
DNS 3: L 1
Clone MAC Address: 000000000000 |
[ Enable uPNP
Enable Web Server Access on WAN

[ Apply Changes ] [Reset]

DNS1~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is

found.
Clone MAC Clone device MAC address to the specify MAC address required
Address: by your ISP
Enable uPnP: Enable uPnP, this function allows the device to be found and

configured automatically by the system. (Ex. Window XP)
PPPOE

When the PPPoE((Point to Point Protocol over Ethernet) WAN Access
Type is selected, you must fill the fields of User Name, Password provided
by your ISP. The IP configuration will be done when the device
successfully authenticates with your ISP.
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User Name:

Password:

Connect Type:

Idle Time:

MTU Size:

DNS1~3:

Clone MAC
Address:

Enable UPnP:

PPTP

Wireless LAN Series

This page is used to configure the parameters for Internet netwaork which connects to the YWAN
port of your Access Point. Here you may change the access method to static IP, DHCP,
PPPoE or PPTP by click the item value of WAN Access type.

WAN Access Type:

User Name:

Password:

Connection Type: ‘ Continuous V! l Caonnect ] [ Disconnect
Idle Time: 5 | (1-1000 minutes)

MTU Size: a1z | {1400-1492 byles)

O Attain DNS Automatically
& Set DNS Manually

DNS 1: ]
DNS 2: ]
DNS 3: [ ]
Clone MAC Address: 000000000000 |

[ Enable uPNP
Enable Web Server Access on WAN

The account provided by your ISP

The password for your account.

“Continuous “ : connect to ISP permanently
“Manual” : Manual connect/disconnect to ISP

“On-Demand” : Automatically connect to ISP when user need to
access the Internet.

The number of inactivity minutes to disconnect from ISP. This
setting is only available when “Connect on Demand” connection
type is selected.

Maximum Transmission Unit, 1412 is the default setting, you may
need to change the MTU for optimal performance with your specific
ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests to
other servers on the Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required
by your ISP.

Enable UPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

Point to Point Tunneling Protocol (PPTP) is a service that applies to
connections in Europe only
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This page is used to configure the parameters for Internet network which connects to the Vi@WAN
pont of your Access Point. Here you may change the access method to static IP, DHCP,
FPRoE or PPTP by click the item value of WAMN Access type

WAN Access Type: | PPTP ~ |

IP Address: iEEARE: |

Subnet Mask: ?BRPREZEED |

Server IP Address: ,W!

User Name: |
Password: |7‘

MTU Size: 1412 | (1400-1492 bytes)
> Attain DNS Automatically

%) Set DNS Manually

DNS 1: ]
DNS 2: [ |
DNS 3: ]
Clone MAC Address: |000000000000 |

1 Enable uPNP
Enable Web Server Access on WAN

IP Address: The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The address will be your network identifier
besides your local network.

Subnet Mask: The number used to identify the IP subnet network, indicating

whether the IP address can be recognized on the LAN or if it
must be reached through a gateway.

Server IP Address: The IP address of PPTP server

(Default Gateway)

User Name: The account provided by your ISP

Password: The password of your account

MTU Size: Maximum Transmission Unit, 1412 is the default setting, you
may need to change the MTU for optimal performance with your
specific ISP.

DNS1-~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is

found.

Clone MAC Address: Clone device MAC address to the specify MAC address required
by your ISP.

Enable uPnP: Enable uPnP, this function allows the device to be found and

configured automatically by the system. (Ex. Window XP)

Configuring Clone MAC Address
The device provides MAC address clone feature to fit the requirement of
some ISP need to specify the client MAC address.
Physical WAN interface MAC Address clone
1. Clone MAC address for DHCP Client WAN access type
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WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YWARN
port of your Access Point. Here you may change the access method to static IP, DHCP,
FPPFoE or PPTF by click the item walue of YWWARN Access type.

WAN Access Type: DHCF Client

O Attain DNS Automatically
@ Set DNS Manually

DNS 1:
DNS 3:

Clone JEAC Address:
[[] Enable uPNP

Enable Web Server Access on WAN

I
DNS 2: |
|
|o01122334455

I Apply Changes ] [ Feset ]

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YWAN
port of your Access Point. Here you may change the access method to static IP, DHCP,
PFPFoE or PPTF by click the itern value of ¥WAN Access type.

WAN Access Type:  |StaticlP v
IP Address: EEEE
Subnet Mask: |255.255.255.0 |
Default Gateway: |1_?_2T1_2547|
DNS 1: | |
DNS 2: [ ]
DNS 3: | |
|

Clone MAC Address: _|001122334455

[] Enable uPNP
Enable Web Server Access on WAN

[ Apply Changes ] [Reset]

3. Clone MAC address for PPPoE WAN access type
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WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAk
port of your Access Paint. Here you may change the access method to static IP, DHCP
PPPoE or PEPTF by click the item value of WYWAMN Access type.

WWAN Access Type: |ﬁ|

User Name: m

Password: |—|

Connection Type: | Continuous ~| [ Connect ] [ Disconnect
Idle Time: ’5—| (1-1000 minutes)

MTU Size: [1412 | (14001492 bytes

{@Artain DNS Automatically
© Set DNS Manually

DNS 1: [ |
DNS 2: [ |

DNS 3:

Clone MAC Address: 0011223349455 |

[] Enable uPNP

This page is used to configure the parameters for Internet network which connects to the WWARN
port of your Access FPoint. Here you may change the access method to static IP, DHCP,
FPFoE or PPTP by click the item value of WAN Access type

WAMN Access Type: | FFTF ~ i

IP Address: 172112

Subnet Mask:

Server IP Address: |172.1.1.1
User Name: |

Password: | |

MTU Size: ['I a2 (1400-1432 bytes)
& Attain DNS Automatically
) Set DNS Manually

E—

Clone MAC Addrless: [001122334455 |

[0 Enable uPNP
Enable Web Server Access on WAN

LAN Interface Setup

This page iz used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IP addresss, subnet mask, DHCF,
etc

IP Address: I1921583254 |

Subnet Mask: | 258 2E6 2R 0
Default Gateway: |0.0.0.0

DHCP: | Server

DHCP Client Range: [192.188.31 |- [192168.3 253 | [ Show Client ]

802.1d Spanning Tree: |Disabled w»

Clone MAC Addrgss: 001122334455 |

[ Apply Changes ] [ Feset ]
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Configuring DHCP Server

1. To use the DHCP server inside the device, please make sure there is no other
DHCP server existed in the same network as the device.

2. Enable the DHCP Server option and assign the client range of IP addresses as
following page.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to

the device. Here you may change the setting for IP addresss, subnet mask, DHCPF,
etc..

IP Address: [192.188.3.254 |

Subnet Mask: [255 2552850

Default Gateway: !EI.EI.EI.EI |

DHCP: [server |~

DHCP Client Range:  [192.168.3.1 |- [182.168.3.255 | [ Show Client
802.1d Spanning Tree: |m7::

Clone MAC Address: 001122334455 |
[ Apply Changes ] [ Reset ]

3. When the DHCP server is enabled and also the device router mode is enabled
then the default gateway for all the DHCP client hosts will set to the IP address
of device.

Using CLI Menu

Start a SSH(Secure Shell) client session to login the device
The SSH server daemon inside device uses well-known TCP port 22.
User must use SSH client utility such like Putty to login the device. The
default password for user “root” is “gqwert”, once user login the device
then can change the password by CLI command.

Execute CLI program
This program won't execute automatically when user login the device.
User must manually execute it by typing the case-sensitive command
“cli”. Please note that any modified settings won'’t save permanently
until user “Apply Changes to Flash” or reboot it. The new settings

modified by CLI will take effect after rebooting the device.
Menu Tree List
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A. Basic Settings

B. Advanced Settings
C. Security Settings
D. Access Control Settings
E. WDS Settings
0. Exit
A. IP Address :192.168.2.3
B. Subnet Mask :255.255.255.0
A. Operation Mode C. Default Gateway :192.168.2.3
D. DHCP :Enabled
B. Wireless Setting E. DHCP Client Range :192.168.2.100 ~~ 192.168.2.200
F. 802.1d Spanning Tree:Disabled
C. TCP/IP-LAN Setti G. Clone MAC Address :000000000000
0. Exit
D. TCP/IP-WAN Setting A WAN Type "PPPOE
. . B. User Name :87043609 @hinet.net
E. Firewall Setting ] C. Password :2xsssssssd
G.M i D. Connection Type :Continous
ganagenen E. MTU Size 11412 (1400-1492 bytes)
F. DNS Mode :Auto
L A ClEEs T s Y. Clone MAC Address :000000000000
Z. uPNP :Disabled
1. Reboot to take effect 0. Exit
0. Exit A. Port Filtering:Disabled
|l B.IP Filtering:Disabled
C. MAC Filtering:Disabled
D. Port Forwarding:Disabled
E. DMZ:Disabled
0. Exit
A. Access Point Status
B. Password
0. Exit
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The System Management
Password Protection

Both Web-Browser and SSH configuration interfaces have password
protection.

Wireless LAN Series

Password Setup

This page is used to set the accoun t to access the web server of Access Paoint.
Empty user name and password will disable the protection.

User Name:
New Password:

Confirmed Password:

[ Apply Changes ] [ Feset ]

To disable the Web-Browser password protection just leave the “User
Name” field to blank then click “Apply Changes” button.

92.168.2.3 - PulTY

To change the password of user “root” for SSH session, please use the
CLI menu item G. System Setting—>A. Root Password

About SNMP Agent
This device is compatible with SNMP v1/v2c and provide standard MIB II.

Currently only the “public” community string is available and the modified
settings by SNMP SET request will be lost after rebooting the device.

Firmware Upgrade
Firmware Types
The firmware for this device is divided into 2 parts, one is web pages
firmware the other is application firmware, and the naming usually are
g192webpage.bin and g192linux.bin. To upgrade firmware, we suggest
user first upgrade the application firmware then web pages firmware.
Upgrading Firmware
The Web-Browser upgrading interface is the simplest and safest way
for user, it will check the firmware checksum and signature, and the
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wrong firmware won't be accepted. After upgrading, the device will
reboot and please note that depends on the version of firmware, the
upgrading may cause the device configuration to be restored to the
factory default setting, and the original configuration data will be lost!
To upgrade firmware, just assign the file name with full path then click
“Upload” button as the following page.
Memory Limitation

To make sure the device have enough memory to upload firmware,
the system will check the capacity of free memory, if the device lack of
memory to upload firmware, please temporarily turn-off some functions
then reboot the device to get enough memory for firmware uploading.

Wireless LAN Series

Upgrade Firmware

This page allows you upgrade the SAccess Point firmware to new version. Please note,
do not power off the device during the upload because it may crash the system. If free
memory ig not enough for uploading, please temporarily turn off some functions such
like Log/APsec

Select File: |cthimahg1 82linwx bin [ Browse.. |

Upfoa

Configuration Data Backup & Restore

Rest Setting to Factory Default Value
Since the device is designed for outdoor used, there is no interface
outside the housing to reset the configuration value to the factory
default value. The device provides the Web-Browser interface to rest
the configuration data. After resetting it, the current configuration data
will be lost and restored to factory default value.

Saving & Restoring Configuration Data

Wireless LAN Series

Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to
factory default

Save Settings to File:

Load Settings from I 7

File: g | |[ Browse.. | | Upload
Reset Settings to

Default:

60



To save & restore configuration data of device, just assign the target
filename with full path at your local host, then you can backup
configuration data to local host or restore configuration data to the
device.
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