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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

® Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
® WAN type supported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP ,L2TP, Dynamic IP
with Road Runner.
® Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
® DHCEP server supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
® Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
® Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
® User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
® DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function
correctly.
®  Statistics of WAN Supported

Enables you to monitor inbound and outbound packets



Wireless functions

High speed for wireless LAN connection
Up to 54Mbps data rate by incorporating Orthogonal Frequency Division Multiplexing
(OFDM).
Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and IEEE 802.11g (54M)
WLAN infrastructure.
IEEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
IEEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
Auto fallback
54M, 48M, 36M, 24M, 18M, 12M, 6M data rate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode.

Security functions

Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of the source
and destination.
Domain Filter Supported
Let you prevent users under this device from accessing specific URLs.
URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
VPN Pass-through
The router also supports VPN pass-through.
802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first
to use the Network service.
Support WPA-PSK and WPA version 1 and 2
When the WPA function is enabled, the Wireless user must authenticate to this router first to
use the Network service
SPI Mode Supported
When SPI Mode is enabled, the router will check every incoming packet to detect if this
packet is valid.

DoS Attack Detection Supported



When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

® System time Supported

Allow you to synchronize system time with network time server.
® E-mail Alert Supported

The router can send its info by mail.
® Dynamic dns Supported

At present,the router has 3 ddns.dyndns,TZO.com and dhs.org.
® SNMP Supported

The router supports basic SNMP function.
® Routing Table Supported

Now, the router supports static routing.
® Schedule Rule supported

Customers can control some functions, like virtual server and packet filters when to access or

when to block.

Other functions

® UPNP (Universal Plug and Play)Supported

The router also supports this function. The applications: X-box, Msn Messenger.

Packing List

® Wireless broadband router unit
® Installation CD-ROM

® Power adapter

® CAT-5 UTP Fast Ethernet cable



Chapter 2 Hardware Installation

2.1 Panel Lavout
2.1.1. Front Panel

| | o
|
4 3 2 1 WAN w

PWR

Figure 2-1 Front Panel

LED: Ports:

Port Description

PWR Power inlet

WAN the port where you will connect your cable (or DSL) modem or
Ethernet router.

Port 1-4 the ports where you will connect networked computers and other

devices.



2.1.2. Rear Panel

Status 1 2 =l 4

Figure 2-2 Rear Panel

LED:
LED Function |Color Status Description
Power
Power Green |On Power is being applied to this product.
indication
System Status is flashed once per second to indicate system is
Status Green  |Blinking
status alive.
WAN port
WAN Green |On The WAN port is linked.
activity
Blinking The WAN port is sending or receiving data.
Wireless
WLAN o Green  |Blinking Sending or receiving data via wireless
activity
Link. An active station is connected to the corresponding
Link status |Green |On
1~4 LAN port.
The corresponding LAN port is sending or receiving
Blinking
Speed data.
10/100 |Data Rate |Green o Data is transmitting in 100Mbps on the corresponding
n
LAN port.
Reset To reset system settings to factory defaults

2.2 Procedure for Hardware Installation

2. Decide where to place your Wireless Broadband Router



You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on a wall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in a location that is away from any potential source of interference, such as a

metal wall or microwave oven. This location must be close to power and network connection.
Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one

of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.

Existing
Connection

DEL /! Cable
Modem

A wy

Powear

To PCs

Figure 2-3 Setup of LAN and WAN connections for this product.

Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet

backbone. Figure 2-3 illustrates the WAN connection.
Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test
operation has finished. Finally, the M1 will be continuously flashed once per second to indicate

that this product is in normal operation.



Chapter 3 Network Settings and Software Installation

To use this product correctly, you have to properly configure the network settings of your computers

and install the attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Network Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configure it. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of

this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL=64

a communication link between your computer and this product has been successfully established.

Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following items

in sequence:
1. Is the Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Is the TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.



Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,
such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS

Windows, Macintosh or UNIX based platforms.
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4.1 Login to Configure from Wizard

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is “admin”) in the
System Password ficld and click on the Log in button. If the password is correct, the web appearance
will be changed into administrator configure mode. As listed in its main menu, there are several

options for system administration.

The user can setup step by step to finish the connection with Wizard.

e e b e b e S e e b e e sy e
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

- ADMINISTRATOR's MAIN MENU P Status 3 Ll:lil]ut

o Please Select the Operations

® WWizard

@ Advanced Setup

[nter ]

Setup Wizard will guide you through a basic configuration procedure step by step.Press ”Next >”




Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

a 3 3 3

| W BASIC SETTING | W FORWARDING RULES | W SECURITY SETTING | W ADVAHCED SETTING |  TOOLBOX |

U Setup Wizard - Setup Wizard [EXIT ]

Setup Wizard will guide you through a basic configuration procedure step by step.

r Step 1. Set Password.
F Step 2. WWARN Setup.

r Step 3. \Wireless Setup.
r Step 4. Summary.

r Step &. Finish.

m [ Start = Password > WAN > Wireless > Summary > Finish! ] =

If the user finishes those steps and the router shows as below. It means that customers can enjoy

Internet.

Multi-Functional Wireless Broadband NAT Router {(R1.97f2a)

a 3 3 3

| J BASIC SETTING | . FORWARDING RULES | . SECURITY SETTING I W ADVAHCED SETTING I o TOOLBOX

o Setup Wizard - WAN Connection Test [EXIT ]

Congratulations!!
The Internet connection is established.

Connection infarmation are

WAN Type Cynamic P Address

IP Address 210.202.197.182

Subnet Mask 255.255.255.240

Gateway 210.202.187.190

Domain Hame Server 19216812310, 182.168.122.3

= [ Start » Password > WAHN > Wireless > Summary > Finish! ] =

12



4.2 Status

J Wizard

W Advanced Setup
]

o System Status [ HELP ]
ftem VWAHN Status Sidenote
IP Address 21174184162 FPFPOE
Subnet Mask 256.256.255.2455
Gateway 21174184162
Domain Mame Server 162.95.1.1
Cannection Time 031014 W

MAC Address

00-04-61-4A-3A-33

O Wireless Status

ftem WLAN Status Sidenote
S5ID default
Channel 11
Security [l gl -]
MAC Address 00-40-18-00-0F-DA

A. WAN Port Status.

This option provides the function for observing this product’s working status:

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

B. Statistics of WAN: enables you to monitor inbound and outbound packets




4.4 Basic Setting
Please Select “Advanced Setup” to Setup

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

. ADMIHISTRATOR's MAIN MENU + Status + Wizard » Luiuut
|

J BASIC SETTING . FORWARDING RULES | W SECURITY SETTING | W ADVAHCED SETTING | W TOOLBOX

L System Status [ HELP ]

ltem WAN Status Sidenote

Femaining Lease Time 00:24:30 ﬁ
IP Address 210.202.197.182 (feleasi

Subnet Mask 255255 255 240
Gatewsay 210202197190
Diormain Mame Server 19216812310 192168.122.3
MAC Address 00-50-18-AF-BE-CD

J Wireless Status

ftermn WLAN Status Sidenote
S50 default
Channel 11
Security Maone
MAC Address 00-50-18-AF-BE-CE




4.4.1 Primary Setup — WAN Type, Virtual Computers

""""""""""" MultiFunctional Wireless Broadband NAT Router (R197f22)
L ADMINISTRATOR'S MAIN MENU » Status _+ Wizard » Logout

| BASIC SETTIHG o FOPWARDIHG RULES W SECURITY SETTING o ADVAHCED SETTIHG o TOOLBOX
| | | |

J Primary Setu
* Primary Setup i & [HELF |
term Setting
« DHCP Server
* Wireless » LAN IP Address 1192.168.122.217 |
. Change Passward| | * VAN Type Dynamic IP Address [ ghangee]
¥ Host Mame | |(opti0nal)
P AN's MAC Address 00-50-18-AF-BE-CD M
¥ Renew [P Forever b Enable fALto-reconnect)

Press “Change”

15



- ADMIHISTRATOR's MAIN MENU + Status + Wizard + Logout

) BASIC SETTING . FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTIHG W TOOLBOX

+ Primary Setup
# DHCP Server

* Wireless

Type Usage
@ Static IP Address ISP assigns you a static IP address.
@ Dynamic IP Address Dittain an IP address from 1S3F automatically.
+ Change Password
@ Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
@ FPF over Ethernet Soame 13Fs require the use of PFPOE to connect ta their services.
& FPTF Some I15Ps require the use of PFTP to connect to their services.
@ LITP Some 1S3Ps require the use of L2TF to connect to their services.

= Choose WAN Tyne

Lsave.][_cancel |

This option is primary to enable this product to work properly. The setting items and the web

appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must use the

LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:

A.

m WY 0w

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Dynamic [P Address with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

L2TP: Some ISPs require the use of L2TP to connect to their services

4.4.1.1 Static IP Address

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting

provided by your ISP.
4.4.1.2 Dynamic IP Address

16




1.  Host Name: optional. Required by some ISPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your IP address automatically when

the lease time is expiring-- even when the system is idle.

4.4.1.3 Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
L. LAN IP Address is the IP address of this product. It must be the default gateway of your

computers.

2. WAN Type is Dynamic IP Address. If the WAN type is not correct, change it!

3. Host Name: optional. Required by some ISPs, e.g. @Home.

4. Renew IP Forever: this feature enable this product renew IP address automatically when the

lease time is being expired even the system is in idle state.

4.4.1.4 PPP over Ethernet
1. PPPoE Account and Password: the account and password your ISP assigned to you. For security,

this field appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave
it blank.
3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.

Set it to zero or enable Auto-reconnect to disable this feature.

4, Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU value is 1492.

5.  Connection Control:There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the

Staus-page.

4.4.1.5 PPTP

First,Please check your ISP assigned and Select Static [P Address or Dynamic IP Address.

17



My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned

to you.

Server IP Address: the IP address of the PPTP server.

PPTP Account and Password: the account and password your ISP assigned to you. If you don't

want to change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requires it.

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

connect to ISP automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the

Staus-page.

18



et e e e e e e R R AR S bbb ik ar i
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

J ADMINISTRATOR's MAIN MENU + Status » Wizard » Luil]ut

| BASIC SETTING J FORWARDING RULES . SECURITY SETTIHG < ADVAHCED SETTING o TOOLBOX
e | | | | |

i Primary Setu
+ Primary Setup - +i 2 [HELP ]
ltem Setting
» DHCP Server
N v LAM IF Address 182168122217 |

+ Change Password AN Type

v IP Mode Btatic IP Address i)
Crynamic IP Address

F hly [P Address

b My Subinet Mask 255.255.255.0

-

Gateway IP 0.0.0.0

-

Server IF Address/MName

|(nptinna|}

+ PPTF Account

b PPTF Fassword

i

-

Connectian 1D

seconds

-

Maxirmum ldle Time

Adta recannect{Always-on) ﬂ

L RAT 4RN

hd

Connection Cantrol

:

4.4.1.6 L2TP

First,Please check your ISP assigned and Select Static [P Address or Dynamic IP Address.

For example:Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned

to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If you don't
want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requires it.

4.  Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

19



connect to ISP automatically, after system is restarted or connection is dropped.

6.  Connection Control:There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the

Staus-page.

= Primary Setup
= DHCP Server
» Wireless

+« Change Pazssword

. ADMINISTRATOR's MAIN MENU + Status + Wizard * Lniuut

I BASIC SETTIHG
e i

' FORWARDING RULES | i SECURITY SETTIHG |  ADVAHCED SETTING | W TOOLBOX

o Primary Setup [ HELP |
tem Setting

b LAN IF Address 192168.122.217 |

b 1AM Type PPTP W

v IP Mode | Static IP Address [

» My IP Address

F Ny Subnet Mask

v Gateway IP

b Server IP AddressiMame | |

» PPTP Account | |

+ PPTF Password | |

k Connection 1D | |(nptinna|)

-

Maxirmum ldle Time

seconds

-

Zonnection Control

Auta recannect{Always-on ﬂ

T

1460
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4.4.1.7 Virtual Computers(Only for Static and dynamic IP address Wan type)

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

+ Primary Setup
+ DHCP Server
* Wireless

= Change Password

- ADMINISTRATOR's MAIN MEHU + Status + Wizard * Luinu‘t

I BASIC SETTING
e

o FORWARDING RULES | o SECURITY SETTING | o ADVAHCED SETTING | o TOOLBOX |
o Virtual Computers [HELP ]
D Global IP Local IP Enahle
1 [ ] 192180122 | =
2 [ ] 192180122 | =)
3 [ ] 182468122 | =
4 [ ] 182468422 | =
5 [ ] 192168122 | =
e[ Undo |

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local IP address.

e  Global IP: Enter the global IP address assigned by your ISP.
e Local IP: Enter the local IP address of your LAN PC corresponding to the global IP address.

e  Enable: Check this item to enable the Virtual Computer feature.



4.4.2 DHCP Server

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

) ADMINISTRATOR's MAIN MENU + Status + Wizard + Logout

1 BASIC SETTING W FORWARDING RULES W SECURITY SETTING  ADVAHCED SETTING o TOOLBOX

e IR [HELP ]

ltem Setting
» DHCP Server

* Wireless » DHCP Server @® Dizable & Enable

b Leasze Time Minutes

I

+ Change Password

=
=
=

b IP Pool Starting Address

=
oo
o

¥ |P Fool Ending Address

r Domain Marme

» Primary DNS 0.0.0.0

» Secondary DNE 0000

» Primary WING 0.0.0.0

b Secondary WINE 0.0.0.0

= _
= L £ L
= s $ :
= ¢ . €

b Gateway {optional)

Press “More>>”

The settings of a TCP/IP environment include host IP, Subnet Mask, Gateway, and DNS configurations.

It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP

Server provides a rather simple approach to handle all these settings. This product supports the

function of DHCP server. If you enable this product’s DHCP server and configure your computers as

“automatic IP allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1.

2.

DHCP Server: Choose “Disable” or “Enable.”
IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the IP address pool.
Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP
server offers an IP to your PC.

22



4.4.3 Wireless Setting, 802.1X setting and WDS

Multi-Functional Wireless Broadband NAT Router (R1.9712a)
2 ADMIMISTRATOR's MAIN MENU » Status  » Wizard r Logout

) BASIC SETTING W FORMWARDING RULES W SECURITY SETTIHNG W ADVAHCED SETTIHG W TOOLBOX

Wirel Setti
« Primary Setup LRI [HELP |

em Setting
+ DHCP Server

+ Wireless b Wiireless & Enable @ Disahle

default
+ Change Password » Metwark IDEESI0) | g3y

» Wireless Mode W Mized @ 11gonly

» S5ID broadeast & Enable ® Dizable

v Channel

» Security HNone il

e flindon g VVEP W

802.1x and RADIUS
WRA-FSK

WRA

WPAZ-PEKAES)
WPAZAES)

WPA-PSK IWPAZ-PSIK
WRATMWYPAZ

Wireless settings allow you to set the wireless configuration items.

Wireless : The user can enable or disalbe wireless function.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations
can roam freely over this product and other Access Points that have the same Network ID. (The factory

setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including ssid so that
The wireless clients can know how many ap devices by scanning function in the network. Therefore,

This function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI);

channel 7 for Japan.

Security: Select the data privacy algorithm you want. Enabling the security can protect your data while
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it is transferred from one station to another.

There are several security types to use:

WEP :
When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used and input
26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X
Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the
Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.
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Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

1 ADMINISTRATOR's MAIN MENU + Status + Wizard b Lninu‘t

) BASIC SETTING W FORWARDING RULES i SECURITY SETTING W ADVAHCED SETTIHG W TOOLBOX
P — | | | |

Wirel Setti
+ Primary Setup ) [HELP ]

tem Setting

+ DHCP Server

FWiireless & Enable @ Dizable

* Wireless

b MNetwork ID(SSIOY default

+ Change Password

F Wireless Mode

@ Mixed @"11@1 anky

¥ 531D broadcast

& Enable @ Disable

b Channel
» Security (g02.4xand RADIVS [

r Encryption Key Length

®Eapits @122 bits

r RADIIS Server IP

|192.153.123.33 |

v RADIS port

|1312 |

r RADIIE Shared Key

\eSa¥e. L lindg | LIWDS Seffing.... |, MAC Address Control.. .|




WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

B e e R e e R R bt i
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

- ADMINISTRATOR's MAIN MENU + Status + WWizard * Lniuu‘t

) BASIC SETTIHNG . FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTIHG W TOOLBOX

Wireless Settin
+ Primary Setup - <! [HELP]
kem Setting
+ DHCP Server
=, » Wireless @ Enable ® Disable
default
+ Change Password » Metwork ID(SSID) | Ftau
r Wireless Mode o Mived @11 o only
b SSID broadeast & Enable @ Disable
r Channel
b Security | WPAPSK =
v Encryption ® TP @ AES
» Preshare Key Mode a3cl [l
F Preshare key | |

WPA
Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to this router first to use the Network service. RADIUS Server

IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key
If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.



""""""""" Multi-Functional Wireless Broadband NAT Router (R1.97f22)
L ADMINISTRATOR'S MAIN MENU » Status  » Wizard > Lninul
| I BASIC SETTIHG  FORWARDING RULES | o SECURITY SETTING | o ADVAHCED SETTIHG | o TOOLBOX |
—_— e
W o Wireless Setting [HELP ]
* DHCP Server e =y
Vol FYireless & Enable ® Disable
. Change Password| | * Netwark ID(SSID) |default
e F Wireless Mode W Mied @119 only
b SEID broadeast & Enable @ Disable
r Zhanneal
» Security | WP =
» Encryption ® TP & AES
» RADIUS Server IP 19216812333 |
» RADIUS port [1812 |
» RADIUS Shared Key 1234 |
wSave || Undo || WDS Setting., || MAC Address Control,,

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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Multi-Functional Wireless Broadband NAT Router {(R1.97f2a)

- ADMINISTRATOR's MAIN MENU + Status + Wizard » Luiuut

) BASIC SETTING W FORWARDIHG RULES i SECURITY SETTING W ADVAHCED SETTIHG W TOOLBOX

WWiirel Setti
« Primary Setup LS [ HELP ]
em Setting
= OHCP Server
S ncle== » Wireless & Enable @ Disahle
default
+ Change Password » Metwark ID(35I0) | GEl
F Wireless Mode W hixed @11 0 only
» 531D hroadeast & Enable @ Disable
F Channel
» Secutity | WPAZ-PSKAES) =
v Preshare Key Wode ascl [zl
¥ Preshare Key | |

WPA2(AES)
Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS

Server

IP address or the 802.1X server’s domain-name.
Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.



" Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

= Primary Setup
= DHCP Server
= Wireless

+ Change Pazsword

- ADMINISTRATOR's MAIN MENU + Status + Wizard * Lniuut

) BASIC SETTING J FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTING W TOOLBOX

R - ' - -
o Wireless Setting [ HELP ]
ltem Setting

FiMireless & Enable @ Disahle
b Network ID(SSI0) default
F Wireless Mode o hlived @11 g anly
» 851D hroadeast & Enable @ Disahle
r Channel
b Security | WIPAZ(AES) =

b RADIUS Server [P 0.0.0.0 |

v RADIUS pont 11812 |

» RADIUS Shared Key | |

s 0] L JOUDS Selli0une | MAC Address Control., |

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678




Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

| ADMINISTRATOR's MAIN MENU F Status F Wizard F Logout

.| BASIC SETTING . FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTING W TOOLBOX

Wireless Settin
+ Primary Setup - 3 [HELP ]
ltem Setting
+ OHCP Server
+ Wireless » Wireless & Enable @ Disable
default
=+ Change Password » Metwark ID(SSID0) |
F Wireless Mode o Mived @11 o onky
» S2ID broadcast & Enatile @ Disable
¥ Channel
» Security | WPA-PSK I WPAZ-PSK [m]
v Preshare Key Made ascl [l
+ Preshare Key | |

WPA/WPA2
Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS

Server
The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client

uses to encrypt.
IP address or the 802.1X server’s domain-name.
Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.
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Multi-Functional Wireless Broadband NAT Router (R1.97f2a

J ADMINISTRATOR's MAIN MENU + Status + Wizard b Luiuut

) BASIC SETTING J FORWARDING RULES . SECURITY SETTIHG W ADVAHCED SETTIHG W TOOLBOX

e - - : -
N Wireless Setti
+ Primary Setup = — . [HELE]
ltem Setting
= DHCP Server
e F Wireless & Enahle @ Disakle
default
= Change Password > Metwark ID(SSI0) |
F \Wireless Mode o Mixed @11 o anly
b S5ID broadeast & Enable ® Disable
F Channel
v Security | WPALWPAZ =
b RADIUS Server IP |U-'1U-'I| |
» RADIUS port [1812 |
» RADIUS Shared Key | |

WDS(Wireless Distribution System)
WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS it is
possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure to locations

where cabling is not possible or inefficient to implement.



4.4.4 Change Password

LT T T U T T U T o T o T rrrorroreres|
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

) BASIC SETTING J FORWARDING RULES | i SECURITY SETTING | W ADVANCED SETTING | W TOOLBOX

o Change Password

+ Primary Setup

em Setting
+ DHCP Server

» Wireless b Old Password

» Change Password b Mew Passward

v Recanfirm

|

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

. ADMINISTRATOR's MAIN MENU + Status + Wizard 3 Luiuut

o BASIC SETTING | FORWARDING RULES ol SECURITY SETTIHG o ADVAHCED SETTIHG o TOOLBOX
| SIS | | | |

T — o Forwarding Rules

* Special AP
* Virtual Server

* Miscellaneous - Allows others to access YWWW, FTP, and ather services on yaour LAN.

* Special Application
- Thiz configuration allows some applications to connect, and work with the
MAT router.

* Miscellaneous
- IP Address of DMZ Host Allows a computer to be exposed to unrestricted
2-way communication. Mote that, this feature should be used anly when
needed.

- Mon-standard FTP port: ¥ou have to configure this iterm ifyou want to access
an FTP serverwhose port numberis not 21 dwhen Client uzes active mode).

- UPnP Setting: Ifyou enable UPnP function, the router will wark with LIPnP
devicesisoftwares.
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4.5.1 Virtual Server

R R Rt b tms et tnid]
Multi-Functional Wireless Broadband NAT Router (R1.9712a)

J ADMINISTRATOR's MAIN MENU » Status » Wfizard » Luiuut

. BASIC SETTING ) FORWARDING RULES i SECURITY SETTING W ADVAHCED SETTIHG W TOOLBOX

» Virtual Server =WV [HELP]
e Well known services use Schedule rule | (O0yways [ a0 -
* Miscellaneous ID Server IP Service Ports Protocol  |Enable | Schedule Rule#

1 192168.122[13 | 14333 | leoth [l | M o

2 192168.122[13 | 20609-20700 | | | Both [l | M o

3 192168122226 | 7 | (et | @ o

4 192168122229 | 2005 | (et | M o

5 102168.122[218 | 25 | leoh @ | M o

B 102168122 (218 110 | |eath @l | M o

7 192168122218 | 22 | (et | M o

8 192168.122[218 | 80 | [pon il | M o

g 192168.122/13 | 46624663 | | | Both [m] | M o

10 192168422 | | | [enfE | & o

blgdzz L Save ) Londo )

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.123.1 \%
80 192.168.123.2 \%
1723 192.168.123.6 \%




4.5.2 Special AP

e ]
Multi-Functional Wireless Broadband NAT Router (R1.9712a)

- ADMINISTRATOR's MAIN MENU + Status + Wizard 3 Luil]ul

. BASIC SETTIHNG | FORWARDING RULES o SECURITY SETTING o ADVAHCED SETTING o TOOLBOX
| e s’ | | |
o — o Special Applications [HELP ]
; Special AP Popular applications | Battle.net = u D
. :ﬂiscellaneuus D Trigger Incoming Ports Enable
1 6112 | "
2 [ ] | | =
3 [ ] | | =
. [ ] | | =
5 [ ] | | =
6 [ ] | | =
7 [ ] | | =
i [ ] | | =
Saved! Changes take effect immediatehd

Some applications require multiple connections, like Internet games, Video conferencing, Internet

telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.

The Special Applications feature allows some of these applications to work with this product. If the

mechanism of Special Applications fails to make an application work, try setting your computer as the

DMZ host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the

predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.



4.5.3 Miscellaneous Items

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)
. ADMINISTRATOR's MAIN MEHNU + Status + Wizard 3 Luiuul
L BASIC SETTIHG | FORWARDING RULES L SECURITY SETTING 1 ADVAHNCED SETTIHG U TOOLBOX
| LRI | L |
S—— o Miscellaneous ltems [HELP ]
: Y ftem Setting Enable
+ Special AP
e ¥ IP Address of DMZ Host 192168122 | fed
r Mon-standard FTP port ICI
¥ LUIFPNF setting =]
IP Address of DMZ Host

DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure this item if you want to access an FTP server whose port number is not 21. This

setting will be lost after rebooting.

UpnP Setting
The device also supports this function.If the OS supports this function enable it,like Windows

Xp.When the user get ip from Device and will see icon as below:



jrj Internet Gateway Device UPnP X

& new device is now available on your netwark, Far more
information, click here,

B crazy Browser. .. | &) (untitled) - Et... |

2

Address |‘-3 My Metwork Places ﬂ
|  Local Metwork
Network Tasks 2

& view network
conneckions

T
of Add anetwork place ‘g Internet Gateway Device UPRP

_';'_) Set up a home or small

affice netwark The Internet

4.6 Security Settings

- BASIC SETTING - FORWARDING RULES . SECURITY SETTING - ADVAHCED SETTING < TOOLBOX

Packet Filters esEiait settind

Domain Filters .
* Packet Filters

URL Blocking - Allows you to control access to & netwark by analzing the incoming and
MAC Control outgoing packets and letting therm pass ar halting them based on the IP

address ofthe source and destination.

Miscellaneous o
* Domain Filters

- Letyou prevent users under this device from accessing specific LURLs.
* AL Blocking

- LRL Blacking will hlock LAM computers to connect to pre-defined websites.
* MAC Address Control

- MAC Address Contral allows you to assign different access right for different
users and to assign a specific IP address to a certain MAC address,

Miscellaneous

- Remote Administrator Host: In general, only Intranet user can browse the
built-inweh pages to perform administration task, This feature enables you to
petfarm administration task fram remaote host.

- Administrator Time-out: The amount oftime of inactivity befare the device will
autamatically close the Administrator session. Setthis to zero to disable it

- Dizcard PIMNG from Wak side; When this feature is enabled, hosts an the
WAk cannot ping the Device.
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4.6.1 Packet Filter

T
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

i BASIC SETTING

. FORWARDING RULES

- ADMINISTRATOR'S MAIN MENU + Status + Wizard 3 Luinut

| SECURITY SETTING W ADVANC

ED SETTING W TOOLBOX

I ' ] | |
Outhound Packet Filter
+ Packet Filters - [HELP |
AT ltem Setting
» Domain Filters
« URL Blocking ¥ Quthound Filter el Enanle

+» MAC Control

& Allow all to pass except those match the following rules.
® Deny all to pass except those mateh the following rules.

+ Miscellaneous

Schedule rule | (00)Aways (] |wGamkda 0 | - (=

ID Source IP : Ports

Destination IP : Ports

Enable | Schedule Rule#

1 | 9218812213 ||

b

2 | [oz1es12218 |

3 | [tez1es122228 |

4 |[192168122.218 ||

5 |[182168.122228 |

6 || |

7|l |

8 || |

Q00E00a0

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies

on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules

2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

e  Source IP address

e  Source port address

e  Destination IP address

e  Destination port address

e  Protocol: TCP or UDP or both.

e  Use Rule#



For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to

Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter
field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.
Example 1:

i BASIC SETTING W FORWARDING RULES ) SECURITY SETTIHG W ADVAHCED SETTING W TOOLBOX

[ — & Outhound Packet Filter [ HELF ]
A ftem Setting
+ Domain Fiters
« URL Blocking v Outbound Filter w Enable
+ MAC Control & Allow all to pass except those match the fallowing rules,
® Dery allto pass exceptthose rmatch the following rules.
+ Miscellaneous
Schedule rule | 00AWways [ |eGamda 0| - [l
D Source IP : Ports Destination IP : Ports Enable | Schedule Rule#
1| [1.23100-1.2.3.148): 1] |[25100 || M o
2 |[r23ro12320 | ||| || || o
3| |- || || | o]
4| |- || || | = o]
5 || |- || || | = o]
5 || |- || || | = o]
7| |- || || | o]
8 | |- || || | = o]
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(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Others are all blocked.
Example 2:

. ADMINISTRATOR's MAIN MENU + Status + Wizard + Logout

J BASIC SETTING J FORWARDING RULES ) SECURITY SETTING W ADVAHCED SETTIHNG W TOOLBOX

Outbound Packet Filter
* Packet Filters - [HELP ]
R ftemn Setting
+ Domain Filkers
« URL Blocking ¥ Quthound Filter ¥ Enahle

& Allow all to pass exceptthose match the following rules.

* MAC Control :
@® Deny all to pass exceptthose match the following rules.

+ Miscellaneous

Schedule rule | (ODaways [l candaed ©| -

D Source IP : Ports Destination IP : Ports Enable | Schedule Rule#

1 |[1.23100-1.23.199 |:[21

2 |[1.23100-1.23.189): 1]

AOCEE00

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer files via FTP
(port 21)

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet
Filter field.
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Example 1:

| . BASIC SETTIHG | o FORPWARDIHG RULES ! SECURITY SETTIHNG | < ADVAHCED SETTIHG | o TOOLBOX |

- Pacicet Fittora @ Inbound Packet Fitter [HELP]

oT]umain Filters ftem Setting

« URL Blocking » Inbound Filter b Enable

+ Wac canirl O o e e e e e e

g _Miscellaneuus ohadule | @DAers I MID
ID Source IP : Ports Destination IP : Ports Enable | Schedule Rules
1 |[192.188.123.148 || | 25100 || D
2 |[1e2168.12320 | | || || b
3 | Il d || & o
4| | ||| d || & o
5| | ||| |- || & o
6 || | ||| |- || & o
7| | ||| |- || & ]
8 || | ||| |- || & ]

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)

Others are all blocked.
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Example 2:

i BASIC SETTING
|

» Packet Filters

+ Domain Filkers

+ URL Blocking

+ MAC Control

+ Miscellaneous

| W FORWARDING RULES |M o ADVAHCED SETTIHG | o TOOLBOX |
@ Inbound Packet Filter [HELP |
ttem Setting

¥ Inbound Filter b Enable

@ Aliow all to pass except those match the fllowing rules.

& Deny all to pass exceptthose match the following rules.

Schedule rule | M0aways [l (Gamdae 0 | -

ID Source IP: Ports Destination IP : Ports Enable| Schedule Rules
1 | 192168123100 || i |:[21 || o
2 | 192168123119 || i | [119 || o
3| || ||| | | = o
4| || ||| | | = o
5 | || ||| | | = o
6| || ||| | | = o
7| || ||| | | = o]
l || I | | = o

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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4.6.2 Domain Filter

- ADMINISTRATOR's MAIN MENU + Status + Wizard 4 Luiuut

W BASIC SETTIHG W FORWARDING RULES ) SECURITY SETTING W ADVAHCED SETTIHG U TOOLBOX

d d d ] d d

. -I;acket Filters S Domain EReL [ HELP ]
+ Domain Filters ftem Setting
+ URL Blocking » Diornain Filter ¥ Enahle
+ MAC Control » Log DNE Guery b Enanle
+ Miscellaneous » Privilege IP Addresses Range Fror DTD El
I Domain Suffix Action Enahle
1 |W.msn.cnm | = Drop =l Log =
2 | | Eorop ELog ]
3 | | - Drop ELng ==
. | | kd Drop B Log =
g | | Eorop ElLog =)
b | | - Drop GLng =
7 | | kd Drop B Log =
0 | | Eorop ELog =
9 | | ol Drop ELng =

Domain Filter

Let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLSs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.

4



Example:

i BASIC SETTING

W FORWARDING RULES ) SECURITY SETTING J ADVANCED SETTING W TOOLBOX

L

-

In this example:

Packet Filters
Domain Filters
URL Blocking
MAC Control

Miscellaneous

= Domain Filter [ HELF ]
kem Setting

+ Domain Filter b Enable

¥ Log DMS Query b Enable

¥ Privilege IP Addresses Range From TD

D Domain Suffiz Action Enable

1 |www.msn.cc|m | b rop b Log ¥

2 |www.sina.cnm | Il orop b Log ¥

3 |www.guugle.cnm | b orop B Log ¥

4 | | d Drop k=l Lag [

g | | ld Drop [ Log [

f | | ld Drop [ Log [

7 | | el Drop B Log [

] | | el Drop B Log [

g | | el Drop B Log =

10 * (all others) EDrnp ELog -

Lsave,, [Lndo |

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.

4. TP address X.X.X.1~ X.X.X.20 can access network without restriction.
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4.6.3 URL Blocking

- ADMINISTRATOR's MAIN MENU + Status + Wizard » Luiuu‘t

i BASIC SETTING i FORWARDING RULES ) SECURITY SETTIHG W ADVAHCED SETTIHG W TOOLBOX
| | | | | |

URL Blockin
+ Packet Filters - 4 [ HELP |

L ftem Setting
+ Domain Filters

+ URL Blocking

+ MAC Control

» URL Blocking ] Enable

D URL Enable

1

(1l

* Miscellaneous

2

Oo0oo0ooD o oo

Lsave. ][ undo |

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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- ADMINISTRATOR's MAIN MENU + Status + Wizard » Luiuut

& BASIC SETTING < FORWARDIHG RULES ) SECURITY SETTING = ADVAHCED SETTING o TOOLBOX
| | ] | |

& URL Blockin
+ Packet Filters . LLELE]

T kem Setting
+ Domain Filters

« URL Blocking » LURL Blocking ¥ Enable

« MAC Control i URL Enahle

7 msn |
* Miscellaneous 1 | E

.

D0 D0DNDOD NN

10

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnnsi” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

roadband NAT Router (R1.97f2a)
L ADMINISTRATOR s MAIN MENU » Status  + Wizard » Logout

ulti-Functional Wireless B

. BASIC SETTING . FORWARDING RULES ) SECURITY SETTING . ADVAHCED SETTING W TOOLBOX

MAC Address Control
+ Packet Filters - [HELP]
o ftem Setting
+ Domain Filters
[
o UL Blockinig » MAC Address Control Enable
« MAC Control Wireless and wired clients with C checked can connectto this device; and

7 ;
connection control deny E unspecified MAC addresses to connect.
* Miscellaneous

- s Wireless clients with & checked can associate to the wireless LAN; and
ASSOiatiBnzeaninl unspecified MAC addresses to associate.

DHCP clients | - Selectone — [l (oGoauag 10 | -

[[1] MAC Address IP Address & A
1 182.188122[13 | =
2 18216812218 | ==
3 182.168.122[218 | " -
4 182168122226 | M| =

e ] v il

MAC Address Control allows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the

settings in this page will take effect only when “Enable” is checked.

Connection control Check "Connection control" to enable the controlling of which wired and
wireless clients can connect to this device. If a client is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.
Association control Check "Association control" to enable the

controlling of which wireless client can
associate to the wireless LAN. If a client is
denied to associate to the wireless LAN, it

means the client can't send or receive any data
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via this device. Choose "allow" or "deny" to
allow or deny the clients, whose MAC
addresses are not in the "Control table", to

associate to the wireless LAN.

Control table
D MAC Address IP Address C
] 192168122 ] ]
10 192168122 ] ]
11 192168122 ] ]
12 192.168.122. el | [d

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of a client. There are four columns in this table:

MAC Address |MAC address indicates a specific client.

IP Address Expected IP address of the corresponding
client. Keep it empty if you don't care its IP

address.

C When "Connection control” is checked,
check "C" will allow the corresponding client

to connect to this device.

A When "Association control" is checked,

check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCPT clients | select one - =] Copyto |]:D I -l

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “ID”” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.

47




Example:

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

. ADMINISTRATOR's MAIN MENU + Status + Wizard 3 Luﬁuut

= URL Blocking
+ MAC Control

+ Miscellaneous

 BASIC SETTIHNG  FORWARDING RULES | SECURITY SETTING J ADVAHCED SETTING o TOOLBOX
| | | | |
MAC Address Control
+ Packet Filters - =R
o em Setting
+ Domain Fiters
b MAC Address Caontrol M Enable

b Connection control unspecified MAC addresses to connect,

Wireless and wired clients with C checked can connect to this device; and

b A5 sociation contral

unspecified MAC addresses to assaciate.

Wireless clignts with & checked can associate to the wireless LAR: and

DHCF clients | - Select one — [l |pGopuiagd 0| - [l

ID MAC Address IP Address C A
g 192.168.122[100 | = | M
10 192168122 | M
11 |00-08-76-54-32-10 | 182168122101 | M| =
12 ] 192168122 | = | =

EEETEOVTEN W= | WY |

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are wireless, and

client 3 is wired.

1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the "Control

table" are "allowed" to connect to this device.

3."Association control" is enabled, and all of the wireless clients not listed in the "Control table" are

"denied" to associate to the wireless LAN.

4.Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or manually

assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.122.100
ID 3 - "00-98-76-54-32-10" --> 192.168.122.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server" page or

can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the Control

table (192.168.122.101), it will be denied to connect to this device.
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5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control table are all

allowed to connect to this device. But client 1 is denied to connect to this device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a MAC
address not specified in the Control table is denied to associate to the wireless LAN. Client 3 is a

wired client and so is not affected by Association control.

4.6.5 Miscellaneous Items

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)
2 _ADMINISTRATOR'S MAIN MENU b Status - Wizard » Logout

i BASIC SETTING . FORWARDING RULES ) SECURITY SETTING W ADVAHCED SETTING W TOOLBOX

Miscellaneous kems
+ Packet Fitters . LAELE]
o kem Setting Enahle

+ Domain Fitters
+ URL Blocking » Rermote Administrator Hostf Port |'3-E'-D-EI MSDSQ | b
+ MAC Control b Administratar Time-out seconds (0 to disable)
T e ¥ Dizscard PING from WAN side =

¥ SPI rrode =

v DoS Attack Detection =]

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified IP address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified a group of trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like
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IP address, port address, ACK, SEQ number and so on. And the router will check every incoming

packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.

Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of
Death, Land Attack etc.

4.7 Advanced Settings

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

i BASIC SETTING

- ADMINISTRATOR's MAIN MENU + Status + Wizard

W FORWARDING RULES J SECURITY SETTING ) ADVANCED SETTING

W TOOLBOX

r Logout

+ System Time
+ System Log
+ ymamic DHS
+* SHMP

+ Routing

+ Schedule Rule

o Advanced Setting

* System Time

Server,

* Systemn Log
- Send system log to & dedicated host ar email to specific receipts.

* [hymamic DHS

domain name senvice (DOMS),

* SHMP

and setting terminal values and manitaring netwark events,

* Routing

subnets to communicate with each other.

* Schedule Rule
- Apply schedule rules to Packet Filters and Virtual Server,

- Allawy you to set device time manually ar consult network time fram HTP

- To hostyour senver on a changing IP address, you have o use dynamic

- Gives a userthe capahility to remotely manage a computer netwark by palling

- Ifyau have mare than ane routers and subnets, you may want to enahle
routing table to allow packets to find proper rodting path and allow diferent
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4.7.1 System Time

. BASIC SETTING

W FORWARDING RULES

W SECURITY SETTING

. ADVAHCED SETTING W TOOLBOX

+ System Time

O Systemn Time

[HELP ]

ftem

Setting

+ Schedule Rule

* System Log
 Dymarmic DHS b System Time 20065E6H 248 F4F 054048
R b @ Get Date and Time by NTP Protocol [gyeblaade]
- i Time Server |time.nist.gov ﬂ
Time Zone | (GMT-08:00) Pacific Time (US & Canada) =

» & SetDate and Time

using PC's Date and Time

FiZ Date and Time

|EDDE£E1DH5EI EF 111001

» ® SetDate and Time

manually

Date Year: Month: Dray:
Time Hourfo 023 MinuteD  (0-59) Second(D  [(0-59)

r Daylight Saving

& Enable @ Disable

Start tianth : Da\,r: Hnur:
End tanth : Da\,r: Hnur:

(e ] unee |

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving:Set up where the location is.
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4.7.2 System Log

|
Multi-Functional Wireless Broadband NAT Router (R1.9712a)

. ADMINISTRATOR's MAIN MERU + Status + Wizard 3 Ll:lil:lu‘l

i BASIC SETTING W FORWARDING RULES J SECURITY SETTING ) ADVANCED SETTING W TOOLBOX
| | | | il |

System Lo

» System Time = 4 [HELP ]
e ftermn Setting Enahle

+ System Log

+ Dynamic DHS b IP Address for Syslogd 1921681 22.|:| [

+ SHMP b IP Address of Outgoing hail Server W =]

s o SMTF Server IPIPaort

o o E-mail addresses

| |
| |
» E-rnail Subject | |
| |
| |

e Lzarname
& Password
¥ Log Type ] Systam Activity
mDebug Information
bl pttacks
mDerped Packets
b Motice

g log | Save [l Undo |

This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ':". If you do not specify port number, the
default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient,

using ';' or ',' to separate these email addresses.
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4.7.3 Dynamic DNS

. ADMINISTRATOR's MAIN MENL + Status + Wizard 3 Lnil:lut

. BASIC SETTING W FORWARDING RULES i SECURITY SETTING ) ADVAHCED SETTIHG W TOOLBOX

amic DHS
+ Systemn Time =B LHELE]
kem Setting

+ Sy=tem Log
+ Dynamic DS » DOME i Dizable @ Enahble
T » Provider |N|:|-IF'.ct|m ﬂ
+ Routing b Host Mame | |
+ Schedule Rule b Username f E-mail | |

b Password I key | |

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name
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Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.

Example:

Multi-Functional Wireless Broadband NAT Router (R1.97f2a

- ADMINISTRATOR's MAIN MEHRU + Status + Wizard » Luil]ut

i BASIC SETTIHG W FORWARDIHG RULES W SECURITY SETTING ) ADVAHCED SETTING W TOOLBOX

| | L S ——— |
=] armic DHS
* System Time WL LHELP]
tem Setting
+ Sy=tem Log
o Dynarnic DHS » DOMS @ Disable @ Enable
— ¥ Provider | Mo-IP.com ﬂ
T » Host Mame |fae|inu}{.n0—ip.c0m |
+ Schedule Rule v Username | E-rmail |costra@amit.cnm_lw |
b Password f Key | |

After Dynamic DNS setting is configured, click the save button.

4.7.4 SNMP Setting
O SHMP Setting [ HELP ]
ltem Setting
» Enahle SNMP b Local kel Remote
¥ Get Community |F'Ub|it |
b Set Cammunity nrivate |
b WAN Access IP Address |U-D-U-U |

luSate | Undo |

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the

capability to remotely manage a computer network by polling and setting terminal values and
monitoring network events.

Enable SNMP
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You must check either Local or Remote or both to enable SNMP function. If Local is checked, this

device will response request from LAN. If Remote is checked, this device will response request from
WAN.
Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

WAN Access IP Address

IF the user wants to limit to specific the ip address to access,please input in the item.The default

0.0.0.0 and means every ip of Internet can get some information of device with snmp protocol.
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4.7.5 Routing

Multi;FunctionaI Wireless Broadband NAT Router {R1.97f2a)

L ADMINISTRATOR'S MAIN MENU » Status  » Wizard > Lniuut

| W BASIC SETTIHG | W FORWARDING RULES | ) SECURITY SETTIHG | ! ADVAHCED SETTIHG o TOOLBOX |

B T Routing Table [HELP ]

T Item Setting

o DynamicDNS » Dynamic Routing @® Disable @ RIPY1 @ RIPy2

L b Static Routing @ Disable @ Enable

e D Destination Subnet Mask Gateway Hop  |Enable

* Genedule Rule 1 [192.168.1230 | |256.265.265.0 | 1821681223 | [ | | &

D z | [w2168180 | 2662562850 | 19216812218 | ]| =
3| | ]| | | | ]| =
o | || | | | | (L ]| =
5| | ]| | | | | ]| =
6| | ||| | | | (L ]| =
7| | || | | | | (L ]| =
8| | L | | | | [ ]| =

[save ][ undo ]

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing
Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

192,188,123, X0¥
Submask {/Eifﬁéﬁrg 7

i [1ient?

Fouterl Vi Router?
o .
it 19, 168,128,216 T 10180
I6e. 185, .11
Clientd
1416008
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \
192.168.0.0 255.255.255.0 192.168.123.103 1 \

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

. ADMINISTRATOR's MAIN MENU r Status F Wizard r Logout
o BASIC SETTING o FORWARDIHG RULES o SECURITY SETTING I ADVANHCED SETTING o TOOLBOX
| | | LS | |
: 4 Schedule Rule
+ System Time [HELP
E ftem Setting
* Sy=stem Log
« Dynamic DS b Schedule [ Enahle
« SHMP Rule# Rule Hame Action
- Routing lSave, || AddHew Rule,, |

+ Schedule Rule

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

J ADMINISTRATOR's MAIN MENU b Status + Wizard 3 Ll:lil:lut

L BASIC SETTING U FORWARDING RULES L SECURITY SETTING ) ADVANCED SETTING U TOOLBOX
| | | L) |
;m’ o Schedule Rule Setting [ HELP ]
.; Sy=temn Log . ftem
." Mymamic DHS F Mame of Rule 1 | |
- SHMP v System Tirme 200668 248 F4F 06:07:06
N Routing Week Day Start Time (hh:zmm) End Time (hhzmm)
. Schedule Rule Sunday [ ] [ ]
) C ]
Wednesday I:ll:l I:ll:l
Thursday I:ll:l I:ll:l
C L] ]
Saturday l:ll:l I:Il:l
LSave | Undy || Back |
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

- ADMINISTRATOR's MAIN MENU + Status F Wizard 3 Ll]il]ul

i BASIC SETTING ) FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTING W TOOLBOX

. — . . .
+ Virtual Server =IO =R
e Well known serices use Schedule rule | (O0Aways [l (Gamdad 0|~ &
« Miscellaneous ID Server IP Senvice Ports Protocol |Enable| Schedule Rule#

1 192.168.122(33 | 21 || (et | M

2 192.168.122[13 | | | | [eonfm | & o

3 102166.122/226 | [ V| (et | & o

4 102.168.122/228 | [ V| (e | & o

5 102.168.122/218 | | V| (een @ | & o

B 192168122218 | | | | [eon i | & o

7 192.168.122218 | | | | [eon @ | & o

8 102.168.122/218 | | V| (een @ | & o

9 102468.122)13 | [ V| (e | & o

10 192168.122] | | || [pn [ | & o

\blegazz | Save || Unde

Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:10 to 16:20).
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O Outbound Packet Filter [HELP ]
ftem Setting

» Qutbound Filter b Enable

@ Allow allto pass exceptthose match the fallowing rules,

@® Deny all to pass except those match the following rules.

Schedule rulel onaways (3 |aSamuag 0 |j|

ID Source IP : Ports Destination IP : Ports Enable | Schedule Rule#
il | || eI
2 || | || | | M o
3 || | || | | o
1 | || | | o
5 || | || | | o
6 || | || | | = o]
7| | || | | & o
8 || | || | | = o
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4.8 Toolbox

i BASIC SETTING W FORMWARDING RULES i SECURITY SETTIHNG W ADVAHCED SETTIHG ) TOOLBOX

+ View Log o Toolbox
+ Firmware Upgrade
* Yiew Log
* Backup Setting - Wiew the systern logs.
+ Reset to Default * Firmware Upgrade

- Prompt the administrator for a file and upgrade it to this device.

* Backup Setting
- Save the settings of this device to afile.

+ Reboot

+ Miscellaneous

* Reset to Default
- Resetthe settings ofthis dewice to the default values.
* Rehoot
- Rehoot this dewice.
* Miscellaneous
- MAC Address for Wake-on-LARN: Let vou to power up another netwark device
rermaotely.

- Domain Name ar IP address far Ping Test: Allow you to canfigure an 1P, and
ping the device. ¥ou can ping a secific 1P to test whether itis alive.

4.8.1 System Log
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o Systemn Log

ITEM

AR Type

Cvnamic 1P Address (R1.89712a)

Display time

SatJun 24 18:145:35 2006

Time

Log

20065F6H 248 T-F 06:12:00

Block 00-E0-18-06-BF-24 hecause deny all

20065F6H 248 TF 06:12:00

Block 00-50-BA-04-D9-B45 hecause deny all

20065F6H 248 T4 06:12:00

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 F4F 061 2:01

Block 00-50-80-50-C6-CA because deny all

20065E6H 248 F4F 06:12:01

Block 00-E0-18-06-BF-24 because deny all

20065F6H 248 F4F 06:12:01

Block 00-50-18-00-0F-FA because deny all

20065E6H 248 TF4F 06:12:01

Block 00-50-BA-04-D9-B45 hecause deny all

200688E6H 248 T4F 06:12:01

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 TF 06:12:02

Block 00-13-04-29-TA-Da hecause deny all

2006EE6H 248 T4 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065F6H 248 T-F 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065E6H 248 T4 06:12:02

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 TF 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065F6H 248 T-F 06:12:02

Block 00-50-18-00-0F-F6 because deny all

20065F6H 248 TFF 06:12:02

Block 00-13-D4-BA-23-93 hecause deny all

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

o Firmware Upgrade

Firmware Filename

Las. |

Current firmmaeare version is B1.97f2a. The upgrade procedure takes ahout 20 seconds.

klotel Do not power off the unitwhen itis heing upgraded.

When the upgrade is done successfully, the unitwill be restarted automatically.

labligrade, /| Cancel,

You can upgrade firmware by clicking Firmware Upgrade button.

4.8.3 Backup Setting

File Download X

:) You are downloading the file:
(]
config.bin from 192.168.123.254

Would you like to open the fle o save it to your computer?

E__%pen i [ Save ][ Cancel ] [ More Infao

[+] &lvaays ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer @

\?() Reset 2l setting to default?

E ok ;I Cancel ]
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You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

‘f) Reboot right now?

'y \“.

E ok 3[ Cancel ]

You can also reboot this product by clicking the Reboot button.

4.8.6 Miscellaneous Items

o Miscellaneous tems [ HELP ]
tem Setting

b MAC Address for Yake-on-LAN | (R,

¥ Domain Mame or IP address for Ping Test | |M

ve, Lo,

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it is alive.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.
A.1 Install TCP/IP Protocol into Your PC

1. Click Start button and choose Settings, then click Control Panel.
2. Double click Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.

4. Double click Protocol to add TCP/IP protocol.

Select Hetwork Component Type EE

Click, the type of network, component pou want bo install

&dd...

-'l_ Protacal Cancel

Protocol iz a language’ a computer uges. Computers
muzt uze the zame protocol to communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.

Select Metwork Protocol

Click the Metwork Protocol that you want to install, then click QK. [f you hawve
ﬁ at installation disk, for this device, click Have Dizk.

Manufacturers: M etwork Protocols:

4 Fast Infrared Pratocal ﬂ
4 IFx/SF*-compatible Protocol
4 Microzoft 32-bit DLC

4 Microgoft DLC

4 MetBELI
NOTCPAP

Have Disk... |
Q. I Cancel |
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6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

Metwork |

Configuration I Identifiu:atiu:unl Access D:untru:ull

The follawing network. components are installed:

Add. . | Remove | Properties |

Prirmary Metwork, Logan:
Client for Microzoft Metworks LI

File and Print Sharing... |

Dezcription

TCFAP iz the protocal you uze to connect to the Internet and
wide-area networks.

0k I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a. Select Obtain an IP address automatically in the IP Address tab.

TCP/IP Properties
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c. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties HE|
Bindings | Advanced | MetBl0S

DM5 Configuration | Gateway I WINS Configuration I IF Addiess

1" Enable DMS

Host I [rormart: I

WS Semer Seanet Wrder

| ) . . | el

Eemave

[anait Stfhy Seanct Wder

| dd

’ Fremave

L1 L

Ok Cancel

B. Configure IP manually

a. Select Specify an IP address in the [P Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.

TCF/IP Properties K E |
Bindings | Advanced | NetBIOS |

DMS Configuration I Gateway I WIMS Configuration 1P Address

A P address can be automatically azzigned to thiz computer.
|F wour netwark, does not automatically aszign [P addresses, ask
wour netbwork, adrminigtratar for an address, and then type it in
the space below.

" Obtain an [P address autamatically

% Specify an IP address:

IPAddress [192.168.123.115 |

Subnetbask: |255.255.255. 0] |

Ok I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE |

Bindings | Advanced | MetBI0S |
DMS Configuration  Gateway I WIS Configuration I IP Addiezs

The first gateway in the Installed G ateway list will be the default.
The addreszs order in the list will be the order in which theze
machinez are uzed.

MHew gatewan:

192.168.123.254 | sdd |

Inztalled gateways:

EEmave |

Ok I Cancel

c. In the DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCPAP Properties [ 2] |

Bindings | Advanced | NetBI0s |
DNS Configuration | Gateway I WwINS Configuration I IP Address

" Disable DNS
—{* Enable DN5

Host: IMyEumputer Daornain: I

DMS Server Search Order
1168. 95 .192. 1] | fid

168.95.1.1 Eemave

Domain Suffix Search Order

’ Eemmve

k. Cancel

UL
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Appendix B 802.1x Setting

pC 1
(USER A) \ |
5
!
Nrelj;sk !
PC2 i Wired LAN
(USER ) ouY
s Authandcator ]
192.168.123.254 ?

l Ruthentication Server
~ { Windows 2000 Radius server )

152.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
1 Equipment Details
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AMIT 531C Wireless Cardbus:3.0.3.0
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AMIT 561C Wireless Cardbus:1.0.1.0
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and
HotFix Q313664 (You can get more information from

http.//support.microsoft.com/default.aspx?scid=kb; en-us:313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

-4~ Wireless Metwork Connection Properties |E|E|

General | Wireless Netwnrks| Authentication |.-'l'-.|:|van|:eu:|

EAP tppe:

Select thiz option to provide authenticated network. access for
wired and wirelezs Ethemet netwarks,

Enable network. access control using IEEE 8027

Smart Card or ather Certificate w

Authenticate as computer when computer information iz available

[[] Authenticate as guest when uger or computer information iz
unavailable

kD 5-Challenoe

Smart Card or other Certificate

Ok, ] [ Cancel

Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose:

| <All=

Personal | Other Peaple | Intermediate Certification Authorities | Trusted Root Certificatior € *

Is Iszued By Expiratia. .. {2
L [=krae1 wirelessCa 2/6/2004 <None =
_ﬂ_—f_

Zertificate intended purposes

Wiy

Close

Figure 4: Certificate information on PC1

*s Network Connections

File Edit ‘iew Favorikes Tools  Advanced  Help ""
\_) Back \_‘) l@ ):._ ) Search || Falders v
fildress | € Netwark Cannections v| 2

|

LAN or High-9peed Internet

Network Tasks =
cl Local Area Connection ‘Wire|ges hlabaork Coopackion
G| Create 4 ne o Disahled K aktemnpting to authenticate
conneckion IR & = s Y e o]

| i Jj D-Link DFE-530T PCI Fast EE..
) Setup ahome or small
~office netwark

Figure 5: Authenticating

77



" Network Connections

File Edit Wiew Favorites Tools  Advanced  Help

\,_J \,_,.) lw /:\J Search [ Folders v

A=

]
"

Address i:'_ Metwark Connections

b4

Go

|2

LAN or High__—_Speed Internet
Network Tasks
tion

=l Local Area Connection Wirelegs-abmareConneay
.'d Disabled Authentication succeeded

I—Eflii D-Link DFE-530TH PCIFast EE.. T Y T S = =T

E Create a new
conneckion

#) Set up a home or small
"~ office network.

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1la.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix C WPA-PSK and WPA

PC1
(USER A) hY i
h \5\\ i Wan ip:192.168.122.216
N
2 WIEESS ot g LN
(USER B) E‘
Authendtatol

"
Lan 1p:192.168.123.254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http:/www.funk.com/News&Events/ody c¢_wpa_preview_pn.asp
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Or Another Configuration:

PC1
(USER ) \ !
5,
o
Wireless *
PC2 N Wired LAN
(USER ) o
hithanSeator |
192.168.123.254 t'
l Ruthentication Server
( Windows 2000 Rodius server )
192.168.123.33
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and wireless

Router authenticate by themselves.

Methodl:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 1234k |
Channel 8 |

Security ;__yﬂf'lz_'_,_m_._l_:f SK '_ v_":

Key ode (2sc1 v

Preshare Key ;:123456?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.

Open “Adapters”

80



Odyssey Client Manager
Sethngs Commandz Web Help

'ﬁ- Connechion Networks
The following networks are configuned;

g Profiles P Add .
123kk>

ﬁ.ﬁ.utu-s can Lists Properties ...

Q Truzted Servers
Q Adapters

3. Add and edit some settings:

Network Froperties

Metwork
’__U___,—o—'—'_'_'_ e
k SSID) 1123kk r—W)
Hetwork name ($51D) |
I Connect to any available neteork Scan ...
Descrption [optional]: ]
Metwork bpe: i-ﬁccaas pomt [infragtructure mods]

Ehyanrel

Ciation mode:

I
:
2
5
3
El
o
)

— Authentication -
T Authenticate using profils; | ]
[T Eeiswill b oenerated auomaticaliy for data privacs
Pre- T@WP?]——___“‘—«\\
i aeE: I 12345678 —_f_#_ﬂ_ﬂ__,.-/
¥ Unmask

| OE. I Cancel




4. Back to Connection:

Then Select “Connect to network™ You will see:

Odyssey Client Manager

et Commands Web  Hel,
Media State . . . . . . . . . . . : Media diszcon L_ o

F—d : Connection
== Connection
C:“Documents and Settings“faerping 192.168.8.247 -t i Adapter: |TNET1130WLANAdapter
¢ Profiles Adapter tupe: |
Pinging 192.168.0.247 with 32 bytes of data: {; el gy
'Q"'Networks J¥ Connect to network:
Control-C b T
"G . can
Auto-Scan List
C:“\Documents and Settings“fae>ping 192.168.0.248 -t @ AR Connection information
Trusted Servers Status: open
Pinging 192.168.0.248 with 32 hytes of data: S_
AN LN WEES BT £A%Y Sl 000413
from 192.168.8.248: hytes=32 time=Inms Q’“dap‘e's Network (351D} 123k
from 192.168.68.248: hytez=32 time=1ms Access paint: 00-50-18-00-0F-F8
from 192.168.68.248: hytez=32 time=1ms Packets infout: 16 / 245
from 192.168.68.248: hytez=32 time=1ms
from 192.168.8.248: hytez=32 time=1ms
from 192.168.0.248: hytes=32 time=ims Reconnect = | :cﬁ] 3

from 192.168.68.248: hytez=32 time=1ms
from 192.168.68.248: bhytezs=32 time=4ms
from 192 _168.0.248: hytes=32 time=ims

from 192_.168.8.248: bytes=32 time=ims
from 192_.168.8.248: bytes=32 time=ims

Method?2:

1. First, patch windows XP and have to install “Service package 1”
Patch:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=5039ef4a-61e0-4c44
-9410-c25c9deOace9

2. Then reboot.

3. Setting on the router and client:

Router:

Metwark ID(SSIDY 123kk
Channel B W
Security VP A-PSK
ey Moda ASCl
Freshare Key 12345678
Client:

Go to “Network Connection” and select wireless adapter.

82


http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=5039ef4a-61e0-4c44-94f0-c25c9de0ace9
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=5039ef4a-61e0-4c44-94f0-c25c9de0ace9

Choose “View available Wireless Networks” like below:

Advanced—> choose “123kk”

Wireless Network Connection Properties

| General | “Wireless NElWDIkS Advanced|

EHX| 123kk properties

Agsociation | Authentication |

Jze Windows ta configure my wireless netwark, settings Metwark name [S510]: |
Aevailable netwarks: WWirelezs network ke
To connect o an available netwark, click Configure. TEria 4 F o e follonine
1 dale o Configure
i amitdl 1] etwark Authentication: |W'F'A-F'SK w |
- |
i JOYCE ) ata encryphion; |TKIF' P
Prefemed networks: Metwork kew |
Automatically connect to available networks in the order lizted
belowy: Canfirmn netwark key: |uuuu |
1 123kk Move up
Move dawn Ky inde I
The key iz provided for me automatically
[ Add... l [ Femave ] [ Froperties ] A - :
Learn about setting up wireless netwark Thizis a computerto-computer [ad hoc] network; wirsless
confiqurstion. ACCESS pOinks are not uzed
’_ 0K ] [ Cancel ] [ 0K ,] [ Cancel ]
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A} N |
A \5\\ i Wan ip:192.168.122.216
N
2 WIEKSS gt e L
(USER B) E‘
Autheniesiol

"
Lan 1p:192.168.123.254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

ki

Connecking ko 192.165.122.1

Lser narme; | | “w |

Passwiord; | |

[ ]remember my passwaord

[ Ok ][ Cancel ]

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork IDSSI0) 123kk

Channel .5-_~:i

Security |m

B02.1% Settings

RADIUS Server IP 192.168.122.1 |
RADIUS port 1812 |
RADIUS Shared Key \costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Profile name: ]1

User Infa | Authentication | TTLS Settings | PEAP Seftings

ﬂ Login name: ]fae‘l

- Pazswond -
W Pemit login using password

" uze Windows password
" prompt far password
{+ uze the following password:

ifae'l

W Unmask

- Certificate -

W Pemit login using my certificate:
ifae'l

Wi . J Ernwse...]

OF. | Cancel ‘

Login name and passwd are fael and fael.

Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate
Personal Certificates
lzsued To I Issued By I E
wirelezs ;
~ >
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Edlit Profile Properties x|

Prafile name; |'I

Userlnfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocols, in order of preference;
EAP /TLS . | b4 |
Add .. |
Bemove |

v Validate server cerificate

0k, Cancel
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7. Go “Network” and Select “1”” and ok
Network Froperties [$_(|

i~ Metwark,

Metwork name [S510]: 11 23kk

[ Connect to any available network Scan ... |

Dezcription [optional): ]

Hetwark, bype: J.-’-'-.u:u:ess point [infrastructure mode) _:]

Agzociation mode:

Encreption methiod: JTKlF' _11
= Authenticati
v Authenticate uzing profile: -

¥ Feyz will be generated aotomatically for data privacy

i Pre-zhared key MwFA)-

] | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Metwork.

Odyssey Client

Network name [SS1D]: ‘123kk

You are about to authenticate to an untrusted serverd

To terminate communication, press [Mo]

™ Connect to any available network Scan .. |
Diessifior: fonianal % - To temporarily tust this server, press [Tes]
=l R ! To permanently trust this server, check "add this tusted server o
Metwork tupe: the databasze and press [Yes]

'{;i:- Connection Fonnsctan Cottificate chain:

o ‘ Adapter: THET1130%LAN Adapter ettt

Azzociation mode:

{ ¢ Profiles ek wirelessCd

bl win2000ady. intra. com. ba

Encryption method:

'?-‘- Networks
@ Auto-Scan Lists

Authentication

I¥ Authenticate using

[v Connect to nebwork:

+& <123kk>

Connection information

W Keus will be gerers S_ Trusted Servers Status: authenticating m
Q Kapters E:f:j:lg;m o Permanent truzt
Pre-shared key [wPA] e 3 0-50-16-00-0F F& [ Add this brusted server ta the database
Packets indout: Server name must end with:
r
Beconnect Reauthenticate |
Proceed to authenticate with this server?
Yes
9.Result:
192.168.122.219: hytes=32 time=1ms
192.168.122.219: hytes=32 time=1ms
192.168.122.219: hytes=32 time=1ms
. . B Connection 192.168.122.219: bhytes=32 time=1ms
'@CUNHEC[IUN 192.168.122.219: hytes=32 time=1ms
Coaet THETLES0WIRAN Adapter &l 192.168.122.219: hytes=32 time=lms
Q Prafiles Adapter type:  wireless 192.168.122_.219: hytes=32 time=ims
2 192.168.122_.219: hytes=32 time=ims
B0 Hletworks b2 Botrecataret @ <123kk> El 192.168.122.219: hytes=32 time=ims
S 192 _168.122_219: hytes=32 time=ims
@¥*By st Soan Lists p— - Q‘ 192.168.122_219: hytes time=ims
ghnection infarmation 192.168.122.219: hytes time=2ms
S_ Truzted Servers tatus: open and authenticated 192 .168.122.219: hytes time=1ms
Elapsed time: el 192.168.122.219: hytes time=1ims
192.168.122.21%: bytes time=1ms
Qmapm el e 192 .168.122.219: h;tes time=ims
Access poink: 00-50-18-00-0F-F8 192 .168.122.219: bytes=32 time=ims
Packets inout: 12673/ 13605 192.168.122.219: hytes time=2ms

Beconnect

192.168.122.219:
192.168.122.219:
192.168.122.219:

time=2ms
time=1ms
time=1ims

hytes
hytes=32

Jll & =e

Reauthenticate |

hytes=32

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.

http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connect to 192.168.122.1

Connecking ko 192.165.122.1

Lser narme; | | “w |

Passwiord; | |

[ ]remember my passwaord

L Ok J[ Cancel ]

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:
Network ID(SSI0) 123Kk
Channel
Security WP, W
802.1X Settings
RADIUS Server IP 1192.168.122.1 |
RADIUS port 11812 |
RADIUS Shared Key costra |
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

EE

tion 4 Properties

RPIX

Smart Card or other Certificate Properties

| General | Authentication |-Advanced|

; : ; ; i ting:
Select this option to provide authenticated network access for =HREIRTEE

wired and wirelass Etheret networks. () Use my smart card

: u tificat thi lg
le nebwork access control uzing [EEE 802,15 © Use a getiicate on this computer

e | Validate server certificate

: | Smart Card or other Certificate

[] Cannect only if server name ends with:
=3 I |

Trusted root certificate authariby

Authenticate as computer when computer information iz available |

[] Awthenticate a3 guest when wser or computer infarmatian i Hlse s e Srt (Rt Fare for e Corection
unavailable =

l ar J[ Cancel ]

[ Ok ] [ Cancel

EI 123kk properties

| General | wireless Networks | Advanced | Associalion |-.t‘-\uthentication!
Usge Windows to configure my wireless network, settings Metwork name [SSID ) | 23kk |

Available networks: Wireless network, key

To connect to an available netwoark, click Configure. e

1 dale | Configure
1 amitdl ol
i Jovce 3

Freferred netwarks:

a ke for the following:

ehwark. Authentication:

MNetwork ey | |

Autarnatically connect ta available nebworks in the order listed
belows: Co

1 123kk Move up

tove down Key

The key iz provided for me autamatically

[ Add... ][ Femave ][ Froperties ]

Learn about sefting up wireless network Thiz iz a computer-to-computer {ad hoc) network: wireless
configuration. access points are not uzed
[a]:4 ] [ Cancel ] I, OF. _] [ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting
What can | do when | have some trouble at the first time?

1. Why can I not configure the router even if the cable is plugged in the ports of
Router and the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please change

to plug in Lan port 1 or Lan port 4:

4 - 2 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

swnipeonfig

dindows [P Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . 192 . 168.123.115
Subnet Mask . . . . 255 _255_255.08
Default Gateway . 192.168.123.254

If yes, please execute Browser, like Mozilla and key 192.168.123.254 in address.

If not, please ipconfig /release, then ipconfig /renew.
»ipoonfig Arelease

Jindows IP Configuration

thernet adapter Local Area Connection:
Connection—specific DHS Suffix
IP Address. . - - . . - - .
Subnet Mask . . . . . . . .
Default Gateway . . . . . .
snipeconfig Arenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHE Suffix
IP Address. . - - . . - - .
Subnet Mask . . . . . - -
Default Gateway . . . . . .

1922.168.123.115
255 _255.255.@
1922.168.123.254

Whatever I setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can I not connect the router even if the cable is plugged in Lan port and
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the led is light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

3.How to reset to factory default?

A: There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the
RESET button down until the M1 and or M2 LED (or Status LED) start flashing, then remove the
finger. If LED flashes about 8 times, the RESTORE process is completed. However, if LED flashes 2

times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (Status will start flashing about 5 times), remove the
finger. The RESTORE process is completed.

4.How to do recovery mode when the router is abnormal ?

A: Allocate a Static IP Address on your computer as below:
Step1:First, press the reset button and power on the router until Status blinks very ffast.
Step2:Find the Inter Protocol(TCP/IP) Properties from My Network Places and check Properties
of Local Area Network Connection. And click the “General” icon and assign one IP address
which can be from 192.168.123.1 to 192.168.123.253. Here we use the 192.168.123.88 as
the IP address. The Subnet mask must be 255.255.255.0, and the Default gateway must
be 192.168.123.254. Then click “OK” button to complete TCP/IP setup.

93



(") Dbtain an IP address automatically
{(#)iJze the following IF address:

IP address: 192 168 123 . B4
Subnet magk; JRR . ZRE . ZRE . 0
Default gatewmway: 192 168 . 123 . 254

Step2: Open the command mode and input “cmd” then check if the router replies to ping

192.168.123.254

Run E]@

~ Twpe the name of a program, Folder, document, or
= Internet resource, and Windows will open it For wou,

= L

g

[ Ok ] [ Cancel ] [ Browse. ..

Step3:Please use the exe-file of fw and click as below:

Firmware Upgrade Utility ﬂ

Select one device. Or wou can input [P manually

|‘I 92168123254 craszh j Refrezh
parade E wit

Press pgrade Button Ta Uparade Router

Then click” Upgrade” if necessary, please input password “admin” .Then reset to default and refer to
Q1 How to connect Router.
However, if those methods can not make the router normal, please send the unit to the seller to check,

thanks.

5.Why can I not connect Internet even though the cables are plugged in Wan
port and Lan port and the leds are blink. In addition, Status led is also normal

and I can configure web management?
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A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please check

which wan type you use. If you are not sure, please call the isp. Then please go to this page to input the

information isp is assigned.

2 Choose WAN Type

Type Usage
i Static IP Address ISP assigns you a static [P address.
& Dynamic IP Address Cihtain an IP address from ISP autormatically.
i Dwnamic IP Address with Road Runner Session Management.ie.g. Telstra BigPand)
i FPFPover Ethernet Some ISPz require the use of PPPOE to connect to their services.
@ FFTF Some |5Ps require the use of PPTF to connect to their serices.
@ LITP Sore |SPs reguire the use of L2TP to connect to their serices.

S eI

6.When I use Static IP Address to roam Internet, I can access or ping global IP
202.93.91.218, But I can not access the site that inputs domain name, for example
http://espn.com ?

A: Please check the dns configuration of Static IP Address. Please refer to the

information of ISP and assign one or two in dns item.

How do | connect router by using wireless?

1.How to start to use wireless?

A: First, make sure that you already installed wireless client device in your computer. Then check the

Configuration of wireless router. The default is as below:

J Wireless Setting [HELP ]
tem Setting

b Wireless & Enable @ Dizable

» Metwark ID(SSID) \default

Foiireless Mode W Mixed @110 anly

» 551D broadcast & Enable @ Disable

F Channel

b Security | Mane ﬂ

iR belliiin ) |JODS SEffing | MAC Address Control... |
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http://espn.com/

About wireless client, you will see wireless icon:

L ‘-j-ﬂ!

Then click and will see the ap list that wireless client can be accessed:

< default Signal Strength: 5ol
Related Tasks "*r Mon-secure wireless netwarlk
Change preferred “ " BombTest Signal Strength: il
wireless netwark '*r Security-enabled wireless network, =
[t
;. Learn about wireless '

If the client can not access your wireless router, please refresh network list again. However, I still can

not fine the device which ssid is “default”, please refer to Q3.

Metwark Tasks Choose a wireless network
Refresh Click. an item in the list below to connect to a wireless network in range or to get more
2 network list informatior,
7/ default Signal Strength: |:|I]|]|]|]§—
'“r Mon-secure wireless network, Connected

Choose the one that you will want to connect and Connect:

; *  default Signial Stremgthe 1l

Related Tasks

|il| Change preferred p sl b : - = 1 : woer i
e Wireless Network Connection

\y Learn about wirele
networking

"default" does not require a network key, Information sent over this network, is
not encrypked and may be visible to others,

A

), hange settings ol

_gy conneckion
IF wou are sure you want ko connect to this network, click Connect, Otherwise,
click Cancel.

Conneck ‘ Cancel |

If successfully, the computer will show

=
j‘,} Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

nmand Prompt | W untitled - Paint | « &\?E‘l

and get ip from router:
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thernet adapter Wireless Hetwork Connection 5:

Connection—specific DNS Suffix
IP Addres=. . . . . . . .
Subnet Mask . . . . . .
Default Gateway . . . . . .

122.168.123.165
255255 .255.8
192.168.123.254

2.When I use AES encryption of WPA-PSK to connect even if I input the correct
pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer to the

below:
Related Tasks [ hon-secure wireless network,
F Change preferred 0 217 Signal strength: gl
wireless netwark i Security-enabled wireless network

ir‘l Learn about wireless

° networking " 2yEEL Signal Strength: onolll
<. Change settings of this I hon-secure wireless network,
¥ onnection

" Aaron2 Signal Strength: |:|IZI|]|][|

If SSID is default and click “Properties” to check if the driver of wireless client supports AES

encryption.

default properties X

Azzociation | Authentication | Connection

Metwork, name [SSI0);

Wireless netwark key

T hiz netwark, requires a key for the following:

Metwark Autherntication: "/ PA-PSE,
Data encryption: AES -
M etwork, keyw:

Confirm nebwork, ke

Cancel
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3.When I use wireless to connect the router, but I find the signal is very low even

if I am close to the router?
A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller and verify

What the problem is.
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