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Disclaimer and Revisions

Operation of this equipment in a residential area may cause interference in which case the
user, at his or her own expense, will be required to take whatever measures may be required
to correct the interference.

Date

Revision

Comments

21/10/2003

CSSSNA10/03

NK — Version 1.02 updates on SNMP

11/11/2003

CSSSNA11/03

NK — Version 1.03 updates on SNMP

09/12/2003

CSSSNA12/03

NK — SNMP GET NEXT commands/ shmpwalk updates

03/02/2004

CSSSNA02/04

NK — Version 1.05 updates
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1 Introduction to the Safeguard Network Adapter
SNMP Features

The Safeguard network adapter coverts the Safeguard Pro RM into a network element
thus giving networking features such as SNMP (Simple Management Network Protocol).

The Safeguard network adapter converts any alert, warning or error messages from
Safeguard into SNMP traps and sends them over the network to predetermined Network
Management Systems (NMS).

The Management Information Base (MIB) supplied by Computer Support Systems
describes the alerts as they are detected at a NMS. The MIB also allows performing
SNMP GET commands to any of the analogue sensors attached to Safeguard. What this
means is that with a NMS such as HP OpenView or similar you are able to poll data in
order to store them locally. These stored data will allow graphing possible over a period

of time.
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2 Requirements

The minimum requirements to run the Safeguard Network Adapter SNMP features are as
follows:

o Fully configured Safeguard unit with a configured Safeguard network adapter
according to adapter user manual.

o Access to the local network.

Java enabled web browser. (Netscape 4.0 or higher & IE 5.5 or higher

recommended)

Java™ 2 Runtime Environment, Standard Edition, Version 1.4.2.

(You may install this from http://java.sun.com/j2se/1.4.2/download.html)

SNMP software package for SNMP traps and to poll data. (Eg. HP OpenView)

Input labels on Safeguard for each sensor precedes with the input number in

front. Eg:

o Input number 01 label should read “01 My temp on A/C”

o Input number 02 label should read “02 My humid on A/C”

o Input number 03 label should read “03Another Sensor” (the space in between
the numbers and the start of characters is optional)

o Input number XX label should read “XX UPS Alarm”

o Registration keys for SNMP Traps and/or SNMP Graphing software.

o O o o
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3 The Safeguard SNMP Configuration Web Interface

The SNMP configuration of the adapter is accessible through the main menu of the
Safeguard network adapter web interface when enabled using the correct registration
key obtained by Computer Support Systems.

If your system is not up-to-date with the runtime envi ronment your brows er will prompt
you to download the latest Java™ 2 Runtime Environment from Sun Microsystems.

3.1 Accessing the SNMP Configuration

From the main menu of the adapter click on the button next the label “SNMP
Configuration”.

Note: The factory default password is “password”. It is possible to change the password
on the adapter configuration page. The password on the Safeguard Network Adapter is
case sensitive.

This web interface allows setting the SNMP read and write communities. It also allows
setting the trap IP addresses of the machines where the traps need to be sent.

Q) Safeguard Network Adapter SHMP Configuration

SNMP Settings

SMMP community name for resd _publ-ic b
Update Settings ] SMMP coremunity natme for vwrite private v
Main Menu ] T 1 T
Hetwodk bdanager 1 | ------ not set —----- Hebwort panager 5 | ------ rot set ——--—-
MNetword Manager2 | ------ niot set. —————— Metwat Managerg | --——-—- nat set -———-—-
Hetwart Manager3 | ------ not set ------ Hetwot Manager ¥ | ------ Nt st ------
Hetwodk bdanagerd | ------ n.Ut Sllit ------ HWebwort tManager s | -———-—- no_t Se‘l. ------

Software version 1.04

SNMP Settings

SNMP Read Community: Select public, private or other (default: public)
SNMP Write Community: Select public, private or other (default: private)

Network Manager Addresses: Enter IP addresses of your Network Management
Software hosts. You may have multiple NMS’.

Note: Ensure that trap IP’s/Network Manager IP’s are filled starting from number one and
down. If the first Manager IP address is not filled out and the rest are filled there will be no
traps sent at all and polling would not be possible.
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Update Settings

Click on “Update Settings” to save your settings. You will be prompted with a confirmation
box.

Main Menu

Click on “Main Menu” to return to menu.

If you stay inactive for over 5 minutes you will be automatically directed out from the
Safeguard Network Adapter SNMP configuration back to the menu page.
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4 Receiving SNMP Traps

4.1 How to receive traps

In order to receive traps, you need to have a SNMP Sniffer or similar program installed
on your computer. You may also need to enable the SNMP protocol on your system.
(Control  Panel->Add/Remove Programs->Add/Remove Windows Components-
>Management and Monitoring Tools -> ENABLE SNMP)

There are many types of software programs that detect SNMP traps. A few examples
are:

MG-SOFT Trap Ringer Professional Edition.

Network Node Manager - HP Open View

SNMP Sniffer from Icon Laboratories, Inc - http://www.icon-labs.com
Other third party SNMP sniffers

O o o o

You will need to enter the IP addresses of the machine that you install the SNMP
sniffing software as the trap IP addresses on adapter configuration.

Once you have configured the adapter, run your SNMP detecting software. When the
Safeguard Network Adapter reboots it sends a “coldstart” trap as an indication of start.
If you receive this trap on your SNMP detecting software you are able to receive
Safeguard SNMP traps.

¥ MG-50FT Trap Ringer Professional Edition - Consala
Fla Wiew Took Halp

Xv 4B 7t
Ewerk [ Thves shamp: O devys 00R:00m: 035, 35t
SHMP Y1 1921ER1.220 mgant address: 192, 1651, 220 Port: 162 Transportt IPUDR Frotoocl: SWPY] Trap
Mlareger sddrsss: M casploom,ed 132, LoD, 1,89} Transpart: IF)LOP
Communiby! publc
B WP agent addvess; 192, 66,1220
lLas Enterprise: 1.3.6.1.4.1. 14748
= L Aindings 2
# Eindrig #1; syp=leoo 05 (DisplavSbrng) 58 Sefeguard Mebsork Sdapter Sofbmars wer 1,02
@ Brdeg #20 syslpTiee. 0 ( TieTicks] 0 darys 00R:00m: 035, 358

4.2 How to set the Management Information Base

Use the CSS.MIB file given on the CD, to set your MIB structure settings. The SNMP
software you use will allow you to configure/add paths to where your MIB file is. Read
your software help files to find out how to apply MIB paths.

Once you have your MIB path effectively applied the trap bindings will indicate the
details of the trap message.

The following screen shot depicts a correct trap binding display.
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4.3 Interpreting Safeguard Traps

Interpreting the Safeguard SNMP traps is straightforward. All Safeguard alerts,
warnings and error messages are sent as strings. The string contains details of the
alert/warning/error, the date and time set on Safeguard it self.

Eg: of a few strings are:

o ### Safeguard Monitor Mode ### 1/8/3 1:11.59pm

o Il Fire Detector ALARM on input number 5 1/ 8/ 3 1:49.42pm

o - Fire Detector O.K. on input number 5 1/8/3 1:49.45pm

o ### Configuration Mode Entered ### 1/8/ 3 1:50.21pm

o !> Temperature ALARM on input number 32 1/8/3 1:52.16pm

o !M>Temperature SHUTDOWN on input number 32 1/8/3 1:52.28pm

g!ﬁ_!ﬁl

Ack Cor Severitcy Date/Time Source Mazzage

I_ m Tue Dec 03 10:55:07 NilK.csspl.com.an ovspmd managed process (ovrequestdl has tcermin:
I_ m Tue Dec 09 10:55:0% NilK.csspl.com.au ovspnd managed process (ovrecgaestd) has terming
I_ m Tue Dec 09 10:55:11 NilE_csspl.com.an Metwyork MNode Manager license expires on Sat Fel
1 = Normal Tue Dec 05 10:E55:15 NilEK.csspl.com.au Hode added

— P et aa 1o o o = R I

TueDec 0311:12:31

192.168.1.220

Received event .1.36.1.4.1.14748.0.2 [enterprize:. 1.3.6.1.4.1. 14748 generic:6 specific:2], no format in trapd. conf. 2 args: [1]

private. enterprizes. ComputerS upportSystems. productz. zafequard. sgbraps. safequardi ezzageSting. 0 [OctetSting): 1 Fire ALARM 08 input number 8 17141
2:42 B0am [2] experimental 10571 (IpAddress]: 192 168.1.220

< | >

& Alarms - Critical:0 Maior:3 Minor:1 Warning:1 Mormal:3

If the Safeguard Network Adapter does not receive any data from Safeguard for one
minute it will send a trap indicating the serial link failure and will not respond until the
serial link is back.

The link failure trap messages will appear as:

o Serial Link Down... Check Safeguard
o Serial Link Up... Safeguard Active

If the serial link fails turn safeguard off, check connections and try again. If failed
contact CSS technical support.
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5 SNMP Graphing

5.1 Introduction to SNMP Graphing

SNMP graphing is possible due to the fact that SNMP GET commands send current
analogue sensor values to the (Network Management System) NMS. Most NMS's are
capable of polling this type of data periodically and storing them for future reference.

They also provide methods in plotting the stored data.

The values retrieved are integers and hence a temperature or humidity value is shown
as a multiplication of 10. Most SNMP graphing tools provide a method to view the graph
by using a customized multiplier. In this case use the multiplier to retrieve the exact
value.

Eg: Temperature value 25.6°C is retrieved as 256 & humidity value 60.4% is retrieved as
604.

5.2 Requirements
You need to enter the Network Manger IP address on the SNMP Configuration Web
interface.

A Network Management System similar to HP OpenView that allows storing SNMP data.

5.3 Configuration

The document uses HP OpenView as the NMS System. Most screen shots are from this
application.

Insert the MIB file provided by Computer Support Systems.

<! Root E@] E]

Map Edit WYiew Performance Configuration Fault  Tools Belfsldlelyt8 ‘Window Help

4| | dr

Report Configuration

SMMP Configuration

Event Configuration

Draka Collection & Thresholds: SKMP
MIE Application Builder: SMMP
Load/Unload MIBs: SMMP

Mebwork. Polling Configuration: IPIPE

License Password

Do an “snmpwalk” on the IP address to see if you are able to talk to the device. If fails
check if you have entered the correct Network Manager IP address.
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Use the menu Tools->SNMP MIB Browser to browse the CSS.MIB file. Click on the
Sensor number, which the analogue sensor is connected to, and click “Start Query”. This
will indicate the current sensor value.

i# Browse MIB
File Wiew Help

Mame or address: LCommunity name;
|192.168.1.220

MIB abject 1D:
].isn.nrg.dnd.internet. private. enterprizes. ComputerSupportSpstemns products. zafeguard. zgR eadings

+- mib-2 - Dezcrbe
experimental 7
= - private
=] enterpriges
=] ComputerSupport S petems i
=) products
[=]- safeguard ﬂ]
- sgReadings
- Senzorfeading01
Senzorfeading2
SenzorBeading3
CanenrRaadinalld b
MIB instance: SHP zet value:

MIE values:
024

Use the data collection & Thresholds: SNMP section to store data. Configure it to store
data periodically.
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z6- Data Collection & Thresholds:
File Edit

Actions  Help

-MIE objects configured for collection—

Origin Status Lakel MIE Object ID
DataCollect Collecting IfInPktPotErrors IfInPhktPoctErrors
DataCollect Collecting Tfiutil Tfiucil
DataCollect Collecting sysDescr 1.3 e 1 21,11
DataCollect G ogllecting SensorBeading0z 3 4.1._147¢4

i~ MIB object collection surmmary

Interwval Store

Threshold

Instances Source

lm Tes

|

No

ALL 192 1e8.1.220

If you are ale to poll data usi

ng the “MIB Browser”, and if you have set the correct

settings on data collection and thresholds you would be able to view graphs of any of the

analogue Sensaors.

Below is a screen shot of data collected of three analogue sensors simultaneously.

Graph Collected Data

File ‘iews Options Help
192.168.1.220 fInPktPctErrors.1 192.168.1.220 SensorReading01 [* 0.1]
192.168.1.220 SensorReading02 [* 0.1]
30
i
25 ——
T —
""H—._____l__v Sy
l_‘__‘-_‘_‘-|—|__-_
£ ‘—_‘-—_—_‘-""‘“-..._ [~
—— ]
15
10
L
0
16:54:25 19:30:24 22:06:23 00:42:22 03:18:21 05:54:20 08:30:19
02103404 02/04/04

Note: Make sure to use the multiplier of 0.1 to get the correct view of the graph.
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6 Troubleshooting

Make sure the input label for each sensor precedes with the input number in front. Eg:
o Input number 01 label should read “01 My temp on A/C”
o Input number 02 label should read “02 My humid on A/C”
o Input number 03 label should read “03Another Sensor” (the space in between
the numbers and the start of characters is optional)
o Input number XX label should read “XX UPS Alarm”

For further troubleshooting methods read the trouble shooting section of the user
manual.
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