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Web Smart Switch Configure
Administrator: Authentication Configuration
Administrator: System IP Configuration
Administrator: System Status

Administrator: Load Default Setting
Administrator: Firmware Update
Administrator: Reboot Device

Port Management: Port Configuration

Port Management: Port Mirroring

Port Management: Bandwidth Control

Port Management: Broadcast Storm Control
Port Management: PoE Configuration
VLAN Setting: VLAN Mode

VLAN Setting: VLAN Member Setting (Port Based)
VLAN Setting: Multi to 2 Setting

Per Port Counter: Counter Category

QoS Setting: Priority Mode

QoS Setting: Class of Service

Security: MAC Address Configuration
Security: TCP_UDP Filter Configuration
Spanning Tree: STP Bridge Settings
Spanning Tree: STP Port Settings

Trunking: Link Aggregation Settings
Backup/Recovery

Miscellaneous: Miscellaneous Setting

Logout: You can click “Logout” to logout.
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Web Smart Switch Configure
Please follow the steps to configure this Web Smart switch.

Step 1: Use a twisted pair cable to connect this switch to your PC.

192.168.2.xx.

General I

‘ Connect using: |
\ I = I W R ) P [ R 2G| Internet Protocol (TCP/IP) Properties

General I
Components checked are used by this con - You can get IP settings assigned automatically if your network supports
i V% NwLink NelBl0S this capability. Otherwise, you need to ask your network administrator for

2 the appropriate |P settings.
I V13 NwLink IPX/SPX/NetBI0S Comp:
VI3~ Intemet Protocol (TCP/IP)

i " Dbtain an IP address automatically
’ «| —% Use the following IP address:

TP Uninstal IP address: 192 168 . 2 . 30

. Description Subnet mask: I 255.255.255. 0
i Transmission Control Protocol/Intemet P Default gateway: I—

| wide area network protocol that provides
across diverse interconnected networks.

€ Obtain DNS server address automatically

—(% Use the following DNS server addresses:

: Preferred DNS server: I . . .
} — Alternate DNS server: I . . .

Advanced... I
oK I Cancel |

’ [V Show icon in taskbar when connected

Step 3: Open the web browser (like IE...), and go to 192.168.2.1 Then you see the login screen.

/2 SmariSwitch Web-Base Controller - Windows Internet Explorer E]@

@ v & hipinsai6e2./ 3[4 1% o

WRE ®EE BWRO IOREQ IAD FHEE

® - ? Drev BTN [ NUE ERER RN B WER (s Noron Intmet Secuity @+ Norbon AntiVirus @) ~

¢ | @ SmartSwitch Web-Bass Controller B E & DEEe - GIA0 -
Site 192.168.2.1
D I
Password: |

2 o @ BEER w100% -

ID and the password: admin
Step 4: After the authentication procedure, the home page shows up. Select one of the
configurations by clicking the icon.

- Administrator
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- Port Management
- VLAN Setting

- Per Port Counter

- QoS Setting

- Security

- Spanning Tree

- Trunking

- Backup/Recovery
- Miscellaneous

- Logout

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

& v &l hitp:192.168.2.1/

TERE® REE

RRW HHREW IED

¢ & | @ SmartSwitch Web-Base Controller

\\/Wildix

# Administrator

% Port Management
# VLAN Setting

# Per Port Counter
# QoS Setting

& Security

% Spanning Tree

# Trunking

# Backup/Recovery
# Miscellaneous

¥ Logout

M

Advanced Features

Bandwidth control

Port based & 802.1Q based VLAN

Statistics counter
Firewall

POE Power on/off function

v|i*2 X i

Sskype - M EEM - @ FEIR) - S HEEE Y O TEQ -~

16-Port 10/100Mbps Ethernet Switch

Basic Features

Embedded HTTP web management
Upload/Download configuration
Uparade through TFTP & HTTP
Security management

Password security

o @ e %100% -
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Administrator: Authentication Configuration

© SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - [enpanozies2.y DIEE 2k
fEEE REE HRW FHEREQW ITEOD R¥EQ

i &0 | @ smartSwitch Web-Base Controller Sskype - M EEM - SFER - GEEER v O TEQ

\\/Wildix

“» Administrator

Authentication Configuration

figuratiore

: ggsr:rew;r:]::ﬁon Setting Value
@ System Status Username glin max-15
@ Load default setting
@ Firmware Update Password sosee max:15
@ Reboot Device Confirm vesee
¥ Port Management
# VLAN Setting Updte
# Per Port Counter Note:
% QoS Setting Username & Password can only use "a-z","A-Z","0-9","_" "+" "." "=",
# Security

% Spanning Tree

& Trunking

& Backup/Recovery
# Miscellaneous

¥ Logout

o € MrRiE #100% -

1. Change the user name and the password.
2. Click on “Update” to confirm the change.

You can use the new user name and password.
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Administrator: System IP Configuration

© SmartSwitch Web-Base Controller -
& - e hpio.1682.1/
fEEE REE HRW FHEREQW ITHEOD

W | @ SmartSwitch Web-Base Controller

\\/Wildix

Windows Internet Explorer

HEHE

Sy skype - M EEQM - @ FER) - -

“» Administrator

@ Authentication
Configuration
°

System Status

L]
@ Load default setting
@ Firmware Update

@ Reboot Device

¥ Port Management

System IP Configuration

Setting

IP Address
Subnet Mask

Gateway

Value
o e
el o
o2 e

LA IP Configure @ Static © DHCP
& Per Port Counter
! Update
# QoS Setting
¥ Security Note:
G Invalid IP Address
"127.0.0.1",

# Trunking D7E K KN
# Backup/Recovery "0.0.0.0",
- XA

iscellaneous - 255“
# Logout and Greater than 223.% ¥ ¥

o € MrRiE #100% -

1. Change the IP address: type the new IP address or select DHCP IP configuration.

2. Click on “Update” to confirm the change.
“Setting Process OK!!” is shown on the screen.

3. Click on "Reboot" to use new setting

The setting of “System IP Configuration” is finished.
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Administrator: System Status

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

& - ey 9| [x ol
TEEE HEE WRY HYEERW IAED #REO
W0 4 | @ SmartSwitch Web-Base Controller S3skype - MEEM - = FEIR) - HFEEE v O TEO v

“» Administrator

System Status

@ Authentication
Configuration

@ SystemIP

MAC Address 00:03:ce:01:12:09

@i g Number of Ports 16

@ Load default setting

® Firmware Update System Version V100817

o Rebostbeice 1dle Time:? (1~30 Minutes)
¥ Port Management
% VLAN Setting [J Idle Time Security Auto Logout(Default).
& Per Port Counter
% Qo Setting Back to the last display.
¥ Security Update

# Spanning Tree

# Trunking

% Backup/Recovery
# Miscellaneous

¥ Logout

o @ s %100% -

MAC address and system version are shown on the screen.
1. You can enter a new comment for this switch.
2. Click on “Update” to confirm the change.

The setting of “System Status” is finished.
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Administrator: Load Default Setting

© SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - [enpanozies2.y DIEE 2k
fEEE REE HRW FHEREQW ITEOD R¥EQ

i 40 | @ SmartSwitch Web-Base Controller Sskype - M EEM - SFER - GEEER v O TEQ

\\/Wildix

“» Administrator

* Auhenkcaion Load Default Setting
onfiguration

@ System IP
Configuration

System Status

e
° [v
@ Firmware Update
@ Reboot Device
¥ Port Management
% VLAN Setting
# Per Port Counter
# QoS Setting
& Security
% Spanning Tree
% Trunking
& Backup/Recovery
# Miscellaneous

¥ Logout

o € MrRiE #100% -

1. Click on “Load” to go back to the factory default setting.
**Note: Recover switch default setting excludes the IP address, User name and Password.
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Administrator: Firmware Update

© SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - [enpanozies2.y DIEE 2k
fEEE REE HRW FHEREQW ITEOD R¥EQ

i 40 | @ SmartSwitch Web-Base Controller Sskype - M EEM - SFER - GEEER v O TEQ

\\/Wildix

“» Administrator

Firmware Update
@ Authentication

Configuration Please input the password to continue the
@ SystemIP Firmware Update process.

Configuration Password
System Status
Load default setting ReConfirm
il el Update
Reboot Device

Notice:

After clicking the "UPDATE" button, IF the firmware update webpage is not redirected correctly or is shown as "Webpage not found".
# VLAN Setting Please connect to http://192.168.2.1

# Per Port Counter
# QoS Setting

¥ Port Management

& Security

% Spanning Tree

% Trunking

& Backup/Recovery
# Miscellaneous

¥ Logout

o € MrRiE #100% -

Follow the instruction on the screen to update the firmware.

Please contact your sales agents to get the latest firmware information.
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Administrator: Reboot Device

© SmartSwitch Web-Base Controller - Windows Internet Explorer E]
& - [enpanozes2.y e 2k
fEEE REE WRWY FHIREW IED REG

W @ | @ SmartSwitch Web-Base Controller Sskype - M EEM - @ FER - S HEEE® v O TEQ -~

“» Administrator Reboot Device:

@ Authentication Click "Confirm" to Reboot the Device
Configuration

@ System IP
Configuration

System Status
Load default setting

Firmware Update
R vice
# Port Management

# VLAN Setting

# Per Port Counter

# QoS Setting

# Security

% Spanning Tree

% Trunking

% Backup/Recovery

# Miscellaneous

# Logout

o @ s %100% -

1. Click on “Confirm” to reboot the device.
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Port Management: Port Configuration

= SmartSwitch Web-Base Controller - Windows Internet Explorer g@
& - e 16821/ v [#][x ol
fEEE #EE BRW FEEW ITEOD #REQ

W | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEG® v O TEO >

-~
* Administrator Port Configuration
“» Port Management
@ Port Mirroring Auto Speed Duplex Pause Backpressure Tx Capability Addr. Learning
@ Bandwidth Control Function
@ Broadcast Storm b hé hs hs hé hé hé
Control Se]ect
@ POE Port No oldebOodOosOeOo0o700OO00 110120130140 150160
¥ VLAN Setting
Ui
& Per Port Counter piate
# QoS Setting
¥ Security
% Spanning Tree Current Status Setting Status
B - Port
# Trunking Link Speed Duplex FlowCtr] Auto-Nego Speed Duplex Pause Backpressure Tx Cap Add?'
% Backup/Recovery Learning
¥ Miscellaneous 1 Auto 100M Full On On On On
Eooc 2 Auto 100M Full On On On On
3 Auto 100M Full On On On On
4 Auto 100M Full On On On On
5 Auto 100M Full On On On On
6 Auto 100M Full On On On On
7 Auto 100M Full On On On On
8 ® 100M Full On Auto 100M Full On On On On
9 Auto 100M Full On On On On
10 Auto 100M Full On On On On
11 Auto 100M Full On On On On
v
hitp://192.168.2.1/PortSet htm o € MrRiEes #100% -

Select the “Port No.” to configure the modes below:

1. “Auto-Nego” - enable/disable Auto-Negotiation.

2. "Speed” - 10M or 100M mode for the selected port.

3. “Duplex” - Full or Half-Duplex mode for the selected port.

4. "Pause” - enable/disable for the selected port.

5. “Backpressure” - enable/disable for the selected port.

6. “Tx Capability (Capability) ” - enable/disable for the selected port.
7. "Addr. Learning” - enable/disable for the selected port.

The setting of “Port Configuration” is finished.
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Port Management: Port Mirroring

© SmartSwitch Web-Base Controller - Windows Internet Explorer @@]
& - e hpio.1682.1/ DIRZIES ol
TEEE REE WRW HEEW IED #PEO
W4 | @ SmartSwitch Web-Base Controller S3skype - MBEQM - @FEIR - LEE® Y O TEOQ~
\[\/W' di

& Administrator POI’t MII‘I’OI’Ing
“» Port Management

@ Port Configuration

o Fordiiirroring 1 2 3 4 5 6 7 8

@ Bandwidth Control Dest Port [} O ] () O ] [}

est Po

° BroadeastSiom 9 10 11 12 13 14 15 16

o ror o o o o O o o o
# VLAN Setting Monitored Packets Disable v
fd Per Port ‘Counter 1 5 3 4 5 6 7 8
AL O O O O O O O O
» Security Source Port
> S 9 10 11 12 13 14 15 16
i O O O O O O O O
% Trunking
¥ Backup/Recovery Updaty
# Miscellaneous Multi to Multi Sniffer function
¥ Logout

o € MrRiE #100% -

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from Source port to Destination port for
analysis.

1. Select the Destination port: you can select port 1 to port 16
2. Select the Source port: click on the check box of the port.
3. Click on “Update” to save the setting.

The setting of “Port Mirroring” is finished.
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Port Management: Bandwidth Control

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

& v elhtp192.168.2.1/

v [*2]|x

fERE HREE HRW HFHEERW ITEO RE@

W | @ SmartSwitch Web-Base Controller

Syskype - M EEQM - @ FEER -

= FEEE) v

S IEOQ~

- -~
- Bandwidth Control
“» Port Management
@ Port Configuration Port No Tx Rate Value Rx Rate Value
@ Port Mirroring
o Handwidth Conrol ol v Bandwidth = X resolution. (0~19/195/255) Bandwidth = X resolution. (0~19/195/255)
@ Broadcast Storm 0: Full speed. 1~19/195/255: Specified bandwidth. 0: Full speed. 1~19/195/255: Specified bandwidth.
Control
s POE Lov |
. Low:32Kbps
: e (1).Rate value: 1-255.
¥ Per Port Counter Resolution | High:512Kbps
% QoS Setting (1).When link speed is 10M and the resolution is 512Kbps, the Rate value should be 1~19.
> Security (2).When link speed is 100M and the resolution is 512Kbps, the Rate value should be 1~195.
All ports use the same bandwidth resolution.
& Spanning Tree
& Trunking Update
# Backup/Recovery If the link speed of selected port is lower than the rate that you setting, this system will use the value of link speed as your setting rate.
¥ Miscellaneous
¥ Logout
Port Link Port Link
No Tx Rate(Kbps) Rx Rate(Kbps) Speed No Tx Rate(Kbps) Rx Rate(Kbps) -
1 Full Speed Full Speed - 9 Full Speed Full Speed -
2 Full Speed Full Speed - 10 Full Speed Full Speed -
3 Full Speed Full Speed - 11 Full Speed Full Speed -
4 Full Speed Full Speed - 12 Full Speed Full Speed -
5 Full Speed Full Speed - 13 Full Speed Full Speed —-
6 Full Speed Full Speed - 14 Full Speed Full Speed —-
7 Full Speed Full Speed - 15 Full Speed Full Speed -
o Tl Cannnd Taall Cannnd 1004 1€ Taall Caannd Tl Cenand b
o € FEER #100%  ~

1. Select the “Port No.”: port 1 to port 16

2. “TX Rate Value”: set the transmission rate of the selected port. (O: Full speed; 1~255: Specified
bandwidth.)

3. “RX Rate Value”: set the receiving rate of the selected port. (O: Full speed; 1~255: Specified
bandwidth.)

4. "Resolution”: Low: 32 kbps / High: 512 kbps
5. Click on “Update” to confirm the setting or “LoadDefault”.

The setting of “Bandwidth Control” is finished.
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Port Management: Broadcast Storm Control

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

& - ey 9| [x ol
TEEE HEE WRY HYEERW IAED #REO
W0 4 | @ SmartSwitch Web-Base Controller S3skype - MEEM - = FEIR) - HFEEE v O TEO v

# Administrator Broadcast Storm Control

*» Port Management

@ Port Configuration

63
@ Port Mirroring Threshold 1~63
@ Bandwidth Control
§ i 1 2 3 4 5 6 7 8
i O O O O O O O O
@ POE Enable Port
9 10 1" 12 13 14 15 16
# VLAN Setting O O O O O O O O
& Per Port Counter Update
# QoS Setting
» Security This value indicates the number of broadcast packet which is allowed to enter each port in one time unit. One time unit is 500 us for

> Spanning Tree 100Mbps speed and 5000us for 10Mbps speed

% Trunking
& Backup/Recovery
# Miscellaneous

¥ Logout

o @ s %100% -

1. “Threshold” - Set the threshold from 1~63.
2. “Enable Port” - per port to define the status of broadcast packets.
3. Click on “Update” to confirm the setting.

The setting of “Broadcast Storm Control” is finished.
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Port Management: PoE Configuration

= SmartSwitch Web-Base Controller - Windows Internet Explorer

& - e 16821/

fERE HREE HRW HFHEERW ITEO RE@

W | @ SmartSwitch Web-Base Controller

Syskype - M EEQM - @ FER) - -

v [*2]|x

CFEE® v

S IEOQ~

# Administrator

*+ Port Management

POE Configuration

@ Port Configuration
@ Port Mirroring
@ Bandwidth Control Port 01 02 03 04 05 06 07 08
2 groonatsoclas! Storm Enable
o FOE PSE Current No Load No Load No Load No Load No Load No Load No Load No Load
UL Minimun Output
# Per Port Counter Power
R POE Class
¥ Security
ST Port 09 10 11 12 13 14 15 16
# Trunking Enable
¥ Backup/Recovery PSE Current No Load No Load No Load No Load No Load No Load No Load No Load
¥ Miscellaneous L
Sy P— Minimun Cutput
B Power
POE Class
Update: Update the power control funtion.
Enable ™ :Power On
Enable!™ :Power Off
o € FEER #100%  ~

Remote access and monitor the attached PD (Powered Device) status by using Enable/Disable
function. ** 16-port shares 123.2W

1. Enable: POE of the port is able to supply power to the attached PD (Powered Device)

2. PSE Current & Minimum Output Power: The status of the port current and minimum output

power.

3. POE class: each POE port will detect the class of the attached PD (Powered Device)
4. Click on “Update” to confirm and finish the setting.
The setting of “PoE Configuration” is finished.
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VLAN Setting: VLAN Mode

= SmartSwitch Web-Base Controller - Windows Internet Explorer

& - el 92,1682, IIES ol
fEEE #REE WRW HOEEW IED #EO
s @ | @ smantSwitch Web-Base Controller S3Skype - M BEEM - @SFEIR - SHEEER v O TEOQ >

# Administrator VLAN Mode
% Port Management
“# VLAN Setting
VLAN
° Mlﬁﬁe Port Based VLAN [ “henee VLAN mode

N Member
@ Multito 2 Setting

# Per Port Counter

% QoS Setting

& Security

# Spanning Tree

# Trunking

# Backup/Recovery

# Miscellaneous

¥ Logout

o @ R %100% -

There are two VLAN modes : Port Based VLAN and Tagged VLAN.
Click on “Change VLAN mode” to select the mode.

**|f the Port Based VLAN function is enabled, Multi to 2 setting and tag Based VLAN are disabled
automatically.

The setting of “VLAN Mode” is finished.
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VLAN Setting: VLAN Member Setting (Port Based)

2 SmartSwitch Web-Base Controller - Windows Internet Explorer g@
& - e 16821/ v [#][x ol
fEEE #EE BRW FEEW ITEOD #REQ

W | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEG® v O TEO >

-~
¥ Administrator VLAN Member Setting (Port Based)
¥ Port Management
“# VLAN Setting
Read
®  VLAN Mode Port o v
° ukallblember Dest PORT 01 02 03 04 05 06 07 08
@ Multito 2 Setting
S —— Member Selection
¥ QoS Setting Dest PORT 09 10 11 12 13 14 15 16
# Security Member Selection
% Spanning Tree
Update LoadDefault
| e (et |
& Backup/Recovery
¥ Miscellaneous
# Logout VLAN MEMBER
P 1 1 1 1 1 1 1
ort
1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6
1 v v v v v v v v v v v v v v v v
2 v v v v v v v v v v v v v v v v
3 v v v v v v v v v v v v v v v v
4 v v v v v v v v v v v v v v v v
5 v v v v v v v v v v v v v v v v
6 v v v v v v v v v v v v v v v v
7 v v v v v v v v v v v v v v v v
8 v v v v v v v v v v v v v v v v
9 v v v v v v v v v v v v v v v v
10 v \4 A4 v v v v v v v v v v v v v N
o @ mE %100% -

You can select a port group.

1. Click on the port numbers that you want to put into the selected VLAN group.
2. Click on “Update” to confirm and finish the setting.

3. Click on “LoadDefualt” to go back to the original factory setting.

The setting of “VLAN Mode” is finished.
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VLAN Setting: Multi to 2 Setting

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

& - e 16821/

fERE HREE HRW HFHEERW ITEO RE@

W | @ SmartSwitch Web-Base Controller

v [*2]|x

Syskype - M EEQM - @ FEER -

o HEEE v O

# Administrator
# Port Management
“# VLAN Setting

@ VLAN Mode

# Per Port Counter

Multi to 2 Setting

Destination PortNo

Home VLAN 1:/01 v

Home VLAN 2: |01 v

Current Setting Port:- & -
# QoS Setting
> Security 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
. ) Disable O O O O O O O O O O O O O O O O
& Spanning Tree Port
% Trunking Update
¥ BackupiRecovery 1.4 example for Multi-to-2 structure
¥ Miscellaneous
% Logout 1 2
s
VLAN Configuration
2.The original setting of the VLAN Group will be cleared and replaced by this special structure if you enable this function.
On the other hand, If you set the VL AN Group again, this special structure will be cleared and replaced by your newest setting.
o € FEER #100%  ~

This is a special design for setting the switch VLAN into “VLAN Per Port”.

1. Select “Destination Port No”.

2. Select “Disable Port”

3. "Disable Port” — select the port that you don’t want to use

4. Click on “Update” to confirm and finish the setting.

After this setting all ports can connect only to destination ports.

Wildix WS16POE User Manual
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Per Port Counter: Counter Category

© SmartSwitch Web-Base Controller - Windows Internet Explorer @@]
& - e hpio.1682.1/ DIRZIES ol
fRED RER WHW FEEW THED REW

i &0 | @ smartSwitch Web-Base Controller Sskype - M EEM - @ FER - S HEEE® v O TEQ

\\/Wildix

~
# Administrator Counter Category
# Port Management
% VLAN Setting
“» Per Port Counter Counter Mode Selection: | Receive Packet & Transmit Packet v
o B Port Receive Packet | Transimit Packet
# QoS Setting o1 0 0
¥ Security
% Spanning Tree 02 0 0
# Trunking 03 0 0
# Backup/Recovery 04 0 0
# Miscellaneous
> Logout 05 0 0
06 0 0
07 0 0
08 1477 1506
09 0 0
10 0 0
11 0 0
12 0 0
13 0 0
14 0 0
15 0 0
16 0 0
Refresh
Nole: o o o ) i o o o o . v
o € MrRiE #100% -

You can read the transmitting and receiving packet of the connecting port.

Click on “Refresh” or “Clear” the data.
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QoS Setting: Priority Mode

© SmartSwitch Web-Base Controller - Windows Internet Explorer @@]

& - e hpio.1682.1/ DIRZIES ol
FEEE #EE BRW FOEEW ITEOD #REOQ

W4 | @ SmartSwitch Web-Base Controller S3skype - MBEQM - @FEIR - LEE® Y O TEOQ~
\WWwildi

& Administrator PI'IOI'ity MOde

# Port Management

% VLAN Setting

& Per Port Counter

- QoS Setting @First-In-First-Service

Mode | O All-High-before-Low: All packets will be assigned to either Q2(High) priority or Q1(low) priority.

©4 Queue WRR

@ Class of Service
% Security WRR Q1:8 v/Q2:/8 v Q3|8 v|Q4: 8 v
& Spanning Tree Update
# Trunking

& Backup/Recovery
# Miscellaneous

& Logout

o € MrRiE #100% -

There are three Priority Modes to select.
1. “Firskin-First-Service” - the first receiving packet is firstly
transmitted.

2. "All-High-before-Low” — All packets are assigned to either
high priority queue or low priority queue.

3. “4 Queue WRR (Weight-Round-Robin)” - set the ratio of
the transmitting packet.

4. Click on “Update” to confirm and finish the setting.
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QoS Setting: Class of Service

¢ SmartSwitch Web-Base Controller - Windows Internet Explorer

@ v & http:#/192.168.2.1/ v||¥s % Ll
TEEE REE BRY FOREW IEO REO
W 4 @ smartSwitch Web-Base Controller Sskype - M EEM - SFER - EEG Y O TEQ -~

% Administrator Class of Service
& Port Management
% VLAN Setting
- The switch treats TCP/UDP, IP TOS/DS, 802.1p and physical port CoS scheme in the following priority.
} TCP/UDP > IP TOS/DS > 802/1p > Physical port.
DEBET This means TCP/UDP CoS will override all other settings.
@  Priority Mo
° Y (1) TCP/UDP port
¥ Security Note:
3 . Protocol (1) Q1 ~ Q4 options are effective for the selected physical port only.
- SEITITES (2) "Drop" option is the global setting for all physical ports.
# Trunking
& Backup/Recovery FTP o
# Miscellaneous SSH Qv
¥ Logout
¥ Loao TELNET o 8
SMTP Qv
DNS Qv
TFTP Qv
HTTP Qv
POP3 a v
NEWS Qv
SNTP Qv
NetBIOS Qv
IMAP Qv
SNMP Qv
uTTD] (ST b
o 6w #100% -
¢ SmartSwitch Web-Base Controller - Windows Internet Explorer E@
& - [enpaoz1682.1 v|[4)[x o
ERE REE WRW FREW ITED REG
¢ 4 @ smartSwitch Web-Base Controller 3 skype - M EEM - @S FER - SHEEE v O TEQ

% Administrator
¥ Port Management
# VLAN Setting

# Per Port Counter
“ QoS Setting

@  Priority Mode

» Security

# Spanning Tree

# Trunking

% Backup/Recovery

# Miscellaneous

IP TOS/DS Priority 6'b001010: Q! v 6'b010010: Q! v 6'b011010:| QL v 6'b100010: | QA v

Setting 6b101110: Q! ¥ 6'b110000: Q! ¥ 6'Hb111000: QL v Other Values: Q1
01 02 03 04 05 06 07 08
IP TOSIDS Port o o o o g B 8 L
Setting 09 10 1 12 13 14 15 16
O O O O O O O O
Update
(3)802.1p

For 802.1p priority field, the switch utilizes the following priority mapping table.
6 and 7 are mapped to the "Q4" priority queue
4 and 5 are mapped to the "Q3" priority queue.

# Logout 0 and 3 are mapped to the "Q2" priority queue.
1 and 2 are mapped to the "Q1" priority queue.
Port No\Mode 802.1p Port No\Mode 802.1p

1 O 9 [m]

2 O 10 O

3 O 11 O

4 O 12 [m]

5 O 13 O

6 O 14 O

7 O 15 O

8 O 16 [m]

Update
/A\ Dhviainal mart A
hitp:#192.168.2.1/Q0SFhim & € #pREg #100% -

Wildix WS16POE User Manual
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You can set QoS mode of port.
TCP/UDP > TP TPS/DS > 802.1P > Physical port

1. “TCP/UDP Port” — Q1 ~ Q4 options are effective for the selected physical port only.
“Drop” option is the global setting for all physical ports.

The packet queue is transferred based on the number of “4 Queue WRR” on QoS Setting:
Priority Mode.

**WRR -Q1/Q2/Q3/Q4
**“Drop” - packets are dropped.

2. "IP TOS/DS" - “Priority Setting”: Q1 ~ Q4; “IP TOS/DS Port Setting” - It means the packets with
special IP are firstly transmitted.

3. “802.1p" - Priority mapping table as the screen shows.
4. "Physical port” - you can select the port you want to configure as Q1~Q4 priority.
5. Click on “Update” to confirm and finish the setting.

The setting of “Class of Service” is finished.
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Security: MAC Address Configuration

2 SmartSwitch Web-Base Controller - Windows Internet Explorer g@
& - e 16821/ v [#][x ol
fEEE #EE BRW FEEW ITEOD #REQ

W | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEG® v O TEO >

* Administrator MAC Address Configuration

¥ Port Management

# VLAN Setting

¥ Per Port Counter Port No. MAC Address

# QoS Setting

*» Security

o fi ss! 1
Binding A - :
@ TCP/UDP Filter

¥ Spanning Tree

% Trunking Select Port O v | Binding Disdble v

& Backup/Recovery

¥ Miscellaneous Port No. Filter Status Port No. Filter Status

ez 1 Disable 9 Disable
2 Disable 10 Disable
3 Disable 11 Disable
4 Disable 12 Disable
5 Disable 13 Disable
6 Disable 14 Disable
7 Disable 15 Disable
8 Disable 16 Disable

o € FEER #100%  ~

Set special MAC address to activate on the selected port
1. “Select Port” — port 1~16

2. “Binding” — “Enable”: allow the packet with the specified source MAC address to enter this
port.

3. Click on “Update” to confirm and finish the setting.

The setting of “MAC Address Filter” is finished.
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Security: TCP_UDP Filter Configuration

= SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - e mpingzies2.l DIEE e
FEEE #EE BRW FOEEW ITEOD #REOQ
W4 | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEO® v O TEOQ >
\WWwildi
. ~
* Administrator TCP/UDP Filter Configuration
¥ Port Management
% VLAN Setting
# Per Port Counter Function Enable Disable v
% QoS Setting
) Deny «
* Security "Deny" means the outgoing packets to the selected port with selected protocol will be dropped
@ WAC Address and other protocols will be forwarded.
.Bmdmg Port Filtering Rule I\I"c;‘:.il'ow“ means the selected protocol will be forwarded and other protocol will be dropped.
ST 1. The secure WAN port should be set at the physical port which is connected to the server.

2. Once this function is enabled, the switch will check the destination TCP/UDP port number at the outgoing direction of the secure ¥

# Trunking If the condition matches, this packet will be dropped or forwarded.

& Backup/Recovery

- [OPortd1 Oport02 Oportd3 Cportd4
& Miscellaneous
¥ Logout [CPortds Cportd6 COportd7? Cportd8
Secure Port
[Portd9 Oportl0 Oportll Cportl2
[Cportl3 Cportl4 CportlS Cportlé
CJFTP [JssH [JTELNET [JsMTP
[JDNS CJTFTP [JHTTP [JrOP3
[CINEWS [JSNTP [INetBIOS CJIMaP
Protocol
[JBOOTP/
[CISNMP CJHTTPS [JXRD_RDP DHCP
[ User- O User- O User-
defined A defined B defined C
TCP/UDP TCP/UDP TCP/UDP
Update
v
< >
5 € PR #100% -

You can enable or disable this function per port.
If the “Function Enable” is “Enabled”, please check the following setting:

1. “Port Filtering Rule” —
“Deny”: outgoing packets to the selected port with selected
protocol are dropped and other protocols are forwarded.
“Allow”: selected protocols are forwarded and other
protocols are dropped.

2. “Secure Port” — select secure ports.

**Note 1:
a. The secure WAN port should be set at the physical port which is connected to the server.
b. Once this function is enabled, the switch checks the destination TCP/UDP port number at
the outgoing direction of the secure WAN port.
If the condition matches, this packet is dropped or forwarded.
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**Note 2: The description of Secure WAN port is shown in the
bottom of this screen.

3. “Protocol” - select protocols.
4. Click on “Update” to confirm and finish the setting.

The setting of “TCP/UDP Filter Configuration” is finished.
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Spanning Tree: STP Bridge Settings

= SmartSwitch Web-Base Controller - Windows Internet Explorer g@]

& - e mpingzies2.l DIEE e
TEEE REE WRW HEEW IED #PEO

W4 | @ SmartSwitch Web-Base Controller S3skype - M EEM - ®FEIR) - CHFEO® v O TEHOQ
\[\/W' i

* Administrator STP Bridge Settings

“» Port Management

% VLAN Setting

# Per Port Counter STP Bridge Status

% QoS Setting Bridge Priority | Hello Time Max Age |[[Forward Delay

S e STP Mode

S (O~61440) | (I~10Sec) | (6~40Sec) || (4~30 Sec)

% Spanning Tree > < 2 % T

¥ Sabamit
@  STP Port Settings
# Trunking Note: 2*(Forward Delay-1) »=Max Age,

& Backup/Recovery

= Max Age >=2*Hello Time+i)
# Miscellaneous

¥ Logout
STP Bridge Status
STP Mode Bridge ID Hello Time Max Age ||Forward Delay Root ID
RSTP 32768:00 03 CE0L 1409 2 20 15 I'm the root bridge!
o B (BRAEREHR- o € MrRiE +100% -

This setting is brought to avoid the loop network.

1. Select the “STP Mode”- select “Disable”, “STP” or “RSTP”

2. Set the “Bridge Priority” — Set the priority of the Bridge
3. Set the period of “Hello Time” packet — Provides the time period between root bridge
configuration messages.

. Set the “Max Age” — Indicates when the current configuration message should be deleted.

. Set the “Forward Delay” time - Provides the length of time. After topology is changed, bridges
should wait before transitioning to a new state (If a bridge transition is very fast, some network
links might not be ready to change their states and loops might occur.)

6. Click on “Update” to confirm and finish the setting.

The setting of “STP Bridge Settings” is finished.

(O, NN
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Spanning Tree: STP Port Settings

= SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - [enpanozies2.y DIEE 2k
FEEE #EE BRW FOEEW ITEOD #REOQ
W | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEO® v O TEOQ >
\\/Wildix
ildi
~
# Administrator STP POI‘t Settlngs
“» Port Management
% VLAN Setting
¥ Per Port Counter STP Port Settings
¥ QoS Setting Port No. Priority RPC (Root Path Cost)
» Security (0~240) (1~200000000)
“ Spanning Tree b =
@ STP Bridge Settings l Subit l
E g aa
¥ Trunking
& Backup/Recovery
O (R BT STP Port Status
# Logout Port No. RPC Priority State Status Designated Bridge Des;i??ted
1 Auto200000) 0x80 -- Disable
2 Auto(200000) 0z80 - Disable
3 Auto(200000) 0280 - Disable
4 Auto(200000) 0280 - Disable
5 Auto200000) 0x80 - Disable
6 Auto(200000) 0x80 - Disable
7 1 0280 - Disable
8 15 0280 Designated Forwarding
Port
9 10 0z00 - Disable
10 2 0z00 - Disable
11 Auto(200000) 0z00 - Disable
12 Auto(200000) 0200 - Disable
13 Auto(200000) 0z00 - Disable
14 Auto200000) 0x00 - Disable
5 Antal2NNONM NN - Nicahla - - %
o € MrRiE #100% -

1. Select “Port No.” : Port 1 ~ Port 16
2. Select “Priority”: O~ 240

3. “RPC” = Root Path Cost: 0 = AUTO. When the loop is found, the STP/RSTP calculates the cost
of its path.
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Trunking: Link Aggregation Settings

= SmartSwitch Web-Base Controller - Windows Internet Explorer g@
& - [enpanozies2.y

TERE REE HRW HFHEEW ITEO RE@
U0 40 | @ smartSwitch Web-Base Controller S3Skype - M EEM - SFER - SHEEE Y O TEOQ >

\\/Wildix

v | ¥ X P~

# Administrator Tl'u n kl ng
“» Port Management
¥ VLAN Setting
¥ Per Port Counter System Priority 0 (1~65535)
¥ Qos Setting Link Aggregation Algorithm MAC Sowee
# Security lSubmit I
o SEETRIED Notice: If any trunk group is set to LACP type, each port in the trunk group will not be
# Trunking enabled(can't Forward/Receive) until the port can finish LACP procedure with its link partner
port.
& Backup/Recovery
# Miscellaneous
- Refresh
Link Group 1 Link Group 2
pL [ P2 [ P3| P4 [ p5 | P6 | P7 | 8
Member O O O oo ool o
State Disable + Disable +
Type Static v Sttic v
Operation Key (1~65535) (1~65535)
Time Out Long Time Out Long Time Out +
Activity Passive + Passive
l Subrait l
L WESESR. e ! o € FERiEE #100%  ~

There are two groups to select and max. for each group is 4 ports.
Click on “Submit” to confirm and finish the setting.
“State” — Enable / Disable

“Type” — LACP/ Static

“Activity” — Active/Passive: Both switches use “LACP” to configure the Trunk, at least one of them
should be “Active”
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Backup/Recovery

© SmartSwitch Web-Base Controller - Windows Internet Explorer g@]
& - e mpioies2.l 9 [%][x Ll
FEEE #EE BRW FOEEW ITEOD #REOQ
W | @ SmartSwitch Web-Base Controller Syskype - MEEM - @FER - SHEEO® v O TEOQ >
# Administrator Configuration Backup/Recovery
¥ Port Management
# VLAN setting Backup(Switch—PC)
# Per Port Counter
% QoS Setting Please check "Download" to download EEPROM contents. W
% Security
¥ Spanning Tree
% Trunking .
» Backiiiscoie Recovery(PC—Switch)
¥ Miscellaneous Select the image file : -
* Logout (E.. |
Password: Undate
o O5ER  AREERERR - & € FrREE ®100%  ~

Follow the instruction on the screen to update the original setting.
“Backup” - Click on “Download” to confirm the setting.

“Recovery” — select a file and enter the password -> Click “Update”
to confirm the sefting.
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Miscellaneous: Miscellaneous Setting

= SmartSwitch Web-Base Controller -
& - el pino21682.1

fEEE® REE WRW FHIREW IED

W0 4 | @ SmartSwitch Web-Base Controller

Windows Internet Explorer

v | ¥ X L~

HEE

Syskype - M EEM - @FER - SHEER® v O TEOQ >

# Administrator

# Port Management
# VLAN Setting

# Per Port Counter

# QoS Setting

& Security

# Spanning Tree

# Trunking

¥ Backup/Recovery
» fliscelianeous

% Logout

Miscellaneous Setting

Aging time
Disable v ms

VLAN Striding
Disable +

IGMP Snooping
Disable +

Output Queue Aging Time
The output queue aging function allows the administrator to select the aging time of a packet stored in the output queue. A
packet stored in the output queue for a long time will lower the free packet buffer, resulting in the poor utilization of the
buffer and the poor switch performance.
VLAN Striding

When this function is enabled, the switch will forward a uni-cast packet to the destination port. No matter whether the
destination port is in the same VLAN group.

IGMP Snooping V1 & V2
IGMP Snooping V1 & V2 function enable

Update

o @ s %100% -

1. “Output Queue Aging Time” - You can set queue aging time into different milliseconds or disable

this function.

2. "VLAN Striding” — Enable/disable this function.

3. “IGMP Snooping V1 & V2" — Enable/disable this function.

4. "VLAN Uplink Setting” - Set “uplink1 or uplink2” or “Clear uplink1” or “Clear uplink2”

5. Click on “Update” to confirm and finish the setting.
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Logout: You can click “Logout” to logout.

= SmartSwitch Web-Base Controller - Windows Internet Explorer

& - [lntp60.248.143.1250
W ‘@ SmartSwitch Web-Base Controller ‘7‘

v‘o‘,',('i‘.‘ t I[o]s

Sskype - MEFEM - SFER - SFEG Y G TEQ

Site: 60.248.143.125
ID: L
Password: !

Y %100% -
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Contacts [ ——

Italy: France:
+39 0461.1715112 +33 176 747 980
support@wildix.com support@wildix.fr
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