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About This Manual

Who Should Read This Book

This user guide is intended for system administrators and security administrators responsible
for the implementation and management of security on System i. However, any user with
basic knowledge of System i operations will be able to make full use of this product after
reading this book.

Product Documentation Overview

Raz-Lee takes customer satisfaction seriously. Our products are designed for ease of use by
personnel at all skill levels, especially those with minimal System i experience. The
documentation package includes a variety of materials to familiarize the user with Firewall
quickly and effectively.

Printed Materials

This user guide is the only printed documentation necessary for understanding Firewall. It is
available in user-friendly PDF format and may be displayed or printed using Adobe Acrobat
Reader version 4.0 or higher. Acrobat Reader is included on the product CD-ROM.

Firewall includes a single user guide that covers the following topics:

= Introduction

= Installation

=  Start-up and Initial Configuration

= Using Firewall
This manual contains concise explanations of the various product features as well as step-by-
step instructions for using and configuring the product.

Online Help

System i context-sensitive help is available at any time though the F1 key. A help window
appears containing explanatory text relating to the function or option currently in use. Online
help will shortly be available in Windows help format for viewing on a PC with terminal
emulation.

Typography Conventions
=  Menu options, field names, and function key names are written in Sans-Serif Bold.
= References to chapters or sections are written in Italic.
= (0S/400 commands and system messages are written in Bold Italic.

= Key combinations are separated by a dash, for example: Shift-Tab.

*  Emphasis is written in Times New Roman bold.
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New Features in Firewall Versions

New Features for Firewall 15.6

New feature “Client Application Security”, option 18

New Features for Firewall 15.5
* Inherit in-product IFS authorities from higher directory or file (81->2)

= Skip SQL parsing if accept/reject network access decision was taken at global, IP or user
level (8122)

=  Web application server performance improvements (2> 1->1->1 “Skip Checks” options)
dramatically improve performance when a high volume of requests originate from a well
secured IP that uses SSL.

= Streamline rules support for multiple libraries (21->61) by using “model libraries” to
define security rules

=  SQL long names (up to 128) are now support for Table (File) and for Collection/Schema
(Library)

= SQL and Wizards performance improvements

= In Users and Groups security, for %Group the number of members appears and Group
Profiles are signified by *GRPPRF

New Features for Firewall 15.0
Inherited Authority for IFS objects (optional)
= Optional change in IFS object authorization determination

= The Best Fit algorithm has new variations: If selected, the change allows getting authority
from the preceding directories, or even from any level of a higher generic name

= Enables easier distribution of authorities by directories

Firewall 15 User Manual 1 New Features in Firewall Versions
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Chapter 1: Introducing Firewall

What is Firewall?

Firewall is a truly comprehensive network security solution that completely secures your
System i (AS/400) against all known external threats, and also controls what users are
permitted to do after access is granted. Firewall is a robust, cost-effective security solution.

Firewall is the by far the most intuitive and easy-to-use security software product on the
market today. Its top-down functional design and intuitive logic creates a work environment
that even System i novices can master in minutes. Firewall features a user-friendly, Java-based
GUI and a System i Navigator (OpsNav) plug-in, in addition to the traditional green-screen
interface.

Why is Firewall Necessary?

Previously, the System i was used almost exclusively in a closed environment, with host
systems connected to remote data terminals via proprietary technologies. Within this closed
environment, the security features of the OS/400 operating system provided the strongest data
and system security in the world. User profiles, menus and object level security provided all
the tools necessary to control what users were allowed to see and do.

In today’s world of enterprise networks, PCs, distributed databases, Internet and web
technologies, closed computing environments are all but extinct. Technological advances
compelled IBM to open up the System i and its OS/400 operating system to the rest of the
world. This openness brought along many of the security risks inherent in distributed
environments. System administrators need to equip themselves with a new generation of
security tools to combat these evolving threats. Firewall is an advanced security tool which
enhances native OS/400 by controlling access through all known external sources as well as
controlling what users are permitted to do once access is granted.

Firewall 15 User Manual 2 Chapter : Introducing Firewall
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Feature Overview

Top-Down Security Design
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Top-Down security design means that the process of designing and applying security rules
follows the most efficient logical path possible. In other words, the user has to formulate a
minimal number of rules in order to achieve maximum security and the System i has to
process apply rules to far fewer transactions than many similar products. This saves planning

and maintenance time as well as valuable system resources.

Top down security offers a simple hierarchy of rule types. When a higher level rule type fully

meets a situation's security requirements, the user doesn't have to
the said situation. The following drawing illustrates this concept.

formulate any more rules for

Firewall - Layered Security Design

ExiPoinissec ity

FYl Simulation Mode
Emergency Override

IB/SNASErewall

[ Subnet Mask Suppeort }

Firewall User Groups
IBM Group Profiles

|

Generic Names
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Firewall - Layered Security Design (2)

« FTP: Authorities Based on IP & User

* Telnet: Terminal based on IP-Automatic Signon
hemote

Logon * Internet (WSG): User to IP address

= Passthrough: User to System name (SNA)

System i security is based on five basic levels:
= Server/Exit Point Security

TCP/IP Address Firewall Security

= User-to-Service Security
= Object Security
= Logon Security (provides additional security features once access has been granted)

Simply put, whenever a higher, less specific rule will suffice, you do not need any more
specific rules. For example, if you do not need to use FTP, you simply reject all transactions
at the FTP Server/Exit Point level. You do not need to define any rules that limit FTP access
via specific IP addresses, by specific users, or to specific objects.

Multi Thread Support

Calling programs from a thread that is not the main one forces various limitations on the
called programs. For example, the command Override with Data Base File (OVRDBF) cannot
be used. This requires special programming in the called program.

Firewall secures network access by providing programs to be called by security related exit
points. Firewall modules have been specifically treated to improve their capability to work in
secondary threads. This support is not all-encompassing also because it is related to system
API's abilities to function in such circumstances.

We recommend, when possible, working in single thread mode. Otherwise, perform a check,
such as checking the log, in order to validate proper performance.

Firewall 15 User Manual 4 Chapter : Introducing Firewall
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Firewall Rules and the Best-Fit Algorithm

Firewall is a rules-based security product. The user creates a wide variety of rules to cover
many different situations and to counter different kinds of threats. Some rules will likely
apply globally to all or most activity types while others will cover very specific situations.

The user can enable the FYI Simulation Mode globally for all activity regardless of server or
user. The user can also enable FYI individually for specific function servers as a parameter in
server security rules. In this manner, security rules can be tested for specific servers without
affecting rules that apply to other servers.

FYI Simulation Mode

FYI Simulation Mode allows the user to simulate the application of security rules without
physically rejecting any activity. All "rejected" transactions are recorded in the Activity Log
as such but the activity is allowed to proceed without interruption. This feature allows you to
test your rules under actual working conditions without adversely affecting user access.

The FYI Simulation Mode may be enabled globally for all activity or enabled for individual
function servers. In this manner, one can test security rules for specific servers without
affecting rules that apply to other servers.

Emergency Override

The Emergency Override feature allows the user to override all existing security rules
temporarily by allowing or rejecting all activity. This feature is useful in order to respond
quickly to emergencies such as critical transactions being rejected due to problems with
Firewall security rules or a sudden security breach.

Rule Wizards

The unique Rule Wizards feature makes security rule definition a snap, even for non-technical
system administrators. This user-friendly feature allows the user to view historical activity
together with the security rule currently in effect on a single screen. One can even modify the
existing rule or define a new rule without closing the wizard. The Rule Wizards are an
invaluable tool for defining the initial set of rules after installing Firewall for the first time.

Log

The activity log provides complete details for every transaction captured as a result of a
security rule. The user can select the activities to be included in the Activity Log and the
conditions under which they are logged (average of 800 bytes per SQL statement). Users can
display or print selected records from the Activity Log by entering the Display Firewall Log
(DSPFWLOG) on any command line or from numerous locations on Firewall menus and data
screens.

For REJECTS - The log entry shows the first level where the request is a violation to the
Firewall rules.

For ALLOWED - The log entry shows the last test that was taken and found valid.

o QSECOFR as well as any other user CANNOT update or delete
records from the file that contains the log. This is true even when using
SQL, DFU, and CHGFC command and so on.

Firewall 15 User Manual 5 Chapter : Introducing Firewall
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° Users that are authorized to option 82, 11 as Administrators can
setup the number of days that data is kept online

o Users that are authorized to option 82, 11 as Administrators can
use STRFW, 82, 51. Work with Collected Data and remove data of full
days.

° QSECOFR as well as any other user who is authorized, can
change the logging option in Firewall per service (exit point). Type:
STRFW, 1, 1

o QSECOFR as well as any other user who is authorized can change
the logging option per user in Firewall. Type STRFW, 1, 11

Query Wizard

The powerful Query Wizard allows users to design custom output reports that show exactly
the necessary data without programming or technical knowledge. One can create query
definitions by using a series of simple parameter definition screens. Output may be a printed
report, a screen display or a text file saved on the System i.

Highly detailed filter criteria enables users to select only the necessary records by using
Boolean operators and the ability to combine complex logical conditions. Firewall's flexibility
enables users to specify the sort order according to multiple fields. All reports can run
automatically and be e-mailed to the system administrator as HTML, PDF or CSV files.

The “User-Centric”’ Approach

Firewall has a “user-centric” approach set in the top-down model, which helps the security
administrator to manage user security easily and efficiently and reduces the number of security
rules.

Raz-Lee Security has created two new user groups in addition to the existing general Firewall
group. Together they form three groups that enable organization of the users: General Groups,
Application Groups, and Location Groups. See Chapter 3: First Steps.

User Security

Firewall offers optimized basic user security. Defining a single user security definition can be
performed as described in the following table (see Chapter 6: User-to-Service Security for
more detail).

Method Description

%Groups Assign a user to a user group (similar to the option of selecting
members for each of the user groups).

Services Same as the previous method of user-to-service definitions

IP Same as the Location group rules, but only applicable to single
users.

Device Names Only for Telnet sign on. Same as Location group rules, but only
applicable to single users

Firewall 15 User Manual 6 Chapter : Introducing Firewall
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User Management

Originally an Action feature enabling user management abilities, User Management has been
added to Firewall. It contains several powerful security tools that control access permissions.
User Management enhances active system security by allowing users to perform the following
tasks:

= View and modify security parameters in user profiles using a convenient wizard
= Automatically disable inactive users

= Restrict user sign-on to specific hours and days

= Prevent user sign-on during planned absences or following termination

= Analyze default passwords for effectiveness

See Chapter 5: User-to-Service Security.

Intrusion Detection

This feature enables Firewall to trigger proactive responses (similar to the ones available on
the Action module but less flexible). Those responses, such as notification about intrusions to
the admin by MSGQ and email are general, easy to use, yet important.

See Chapter 10: Maintenance.

Firewall 15 User Manual 7 Chapter : Introducing Firewall
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Native OS/400 Text Based User Interface

Firewall is designed from the ground up to be a user-friendly product for auditors, managers,
security personnel and system administrators. The user interface follows standard System i
CUA conventions. All product features are available via the menus, so users are never
required to memorize arcane commands.

Many features are also accessible via the command line, for the convenience of experienced
users.
Menus

Product menus allow easy access to all features with a minimum number of clicks. Menu
option numbering and terminology is consistent throughout this product and with other Raz-
Lee products.

To select a menu option, simply type the option number and press Enter.

The command line is available from nearly all product menus. If the command line does not

appear (and your user profile allows use of the command line), press F10 to display it.
Commands

Many Firewall features are accessible from any command line simply by typing the
appropriate commands. Some of the most commonly used commands appear below.

= Display Firewall log (DSPFWLOG)

* Run a Firewall query (RUNFWQRY)

= Run a predefined group of reports (RUNRPTGRP)

= Print user profile information report (PRTFWUSRP)

Data Entry Screens
Data entry screens include many convenient features such as:
=  Pop-up selection windows
= Convenient option prompts
= Easy-to-read descriptions and explanatory text for all parameters and options

= Search and filter with generic text support

The following table describes the various data entry screen options.

Firewall 15 User Manual 8 Chapter : Introducing Firewall
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Desired Procedure Required Steps

Entering data in a field

or Field Exit

Type the desired text and then press Enter

Moving from one field to another
without changing the contents

Press the Tab or Shift-Tab keys

Viewing options for a data field together | Press F4
with an explanation

Accepting the data displayed on the Press Enter
screen and continue

Function Keys

The following function keys may appear on data entry screens:

Function key Description

F1 - Help Display context-sensitive help

F3 — Exit End the current task and return to the screen or menu from which the
task was initiated

F4 — Prompt Display a list of valid options for the current field or command. For
certain data items, a pop-up selection window appears

F6 — Add New Create a new record or data item

F8 — Print Print the current report or data item

F9 — Retrieve Retrieve the previously-entered command

F12 - Cancel Return to the previous screen or menu without updating
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Other iSecurity Products

Assessment checks your ports, sign-on attributes, user privileges, passwords,
terminals, and more. Results are instantly provided, with a score of the current
network security status with its present policy compared to the network if iSecurity
were in place.

Audit is a security auditing solution that monitors System i events in real-time. It
includes a powerful query generator plus a large number of predefined reports. Audit
triggers customized responses to threats via the integrated script processor contained
in Action.

Action automatically intercepts and responds to security breaches, system activity
events, QHST contents, and other message queues. Inquiring messages can be
automatically answered. Alerts are sent by e-mail, SMS, pagers, or the message
queues. Easy-to-use Rule Wizard helps define rules and actions.

Capture silently captures and documents user screens for tracking and monitoring —
without any effects on system performance. Capture can run in playback mode and
can be used to search within texts. It also preserves job logs for subsequent review.
Screen captures can be according to user name, IP address, time of day, and more.

View is a unique, patent-pending, field-level solution that hides sensitive fields and
records from restricted users. This innovative solution hides credit card numbers,
customer names, etc. Restricted users see asterisks or zeros instead of real values.
View requires no modification to existing applications.

Anti-Virus provides virus detection and prevention. Anti-Virus scans, validates, and
checks IFS files as they are enrolled or modified, authenticates them, and
erases/quarantines infected files. Includes an updateable database and a simple
interface.

Screen protects unattended terminals and PC workstations from unauthorized use.
It provides adjustable, terminal- and user-specific timeout capabilities. Screen
locking and signoff periods may be defined according to variable criteria such as
date, time of day or user profile.

Password is a general-purpose password management product that ensures user
passwords cannot be easily guessed or cracked. Password allows the user to manage
a variety of password security parameters and maintains a history log of attempts to
create passwords. This log can easily be displayed or printed.

AP-Journal automatically manages database changes by documenting and
reporting exceptions made to the database journal.

Visualizer is an advanced data warehouse statistical tool with state-of-the-art
technology. It provides security-related analysis in GUI and operates on summarized
files; hence, it gives immediate answers regardless of the security data amount being
accumulated.

Firewall 15 User Manual 10 Chapter : Introducing Firewall
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Chapter 2: First Steps

This chapter covers the steps necessary to begin using Firewall for the first time. Also
covered in this chapter are the basic procedures for configuring the product for day-to-day use.

Initial Setup and Definition Overview

Firewall is easy to set up and use right out of the box. The factory default parameters are
adequate for many installations. You will likely need to configure only a few parameters to
meet the specific needs of your organization.

It should be noted that, by default, protection is disabled for all servers, users and objects
following initial installation. You must enable protection and define your security rules in
order to begin enjoying the benefits of Firewall protection.

As with any computer security product, careful consideration should be given to defining
security rules that will maximize protection for your organization against intrusion and user
abuse - without adversely affecting legitimate user access and/or system response time.
Before beginning the steps below, the user should complete the process of identifying which
specific servers and objects are to be protected and which users should be granted access
rights thereto.

This section is intended to help you with the process of configuring Firewall and defining your
first security rules according to your organization's security policies. The process entails the
following steps, in sequential order:

1. Obtain and enter the authorization code (temporary or permanent) if you have not
already done so.

2. Start Firewall.
3. Change the iSecurity product password.

4. Enable the FYI Simulation Mode on a global basis using the System
Configuration option on the main menu.

5. Review the basic system configuration parameters and change those necessary to
meet your organizational needs.

6. Enable protection and logging for all activity on all servers. Make certain that
the security level is set to 1 (Allow All) for all servers.

7. After a suitable period of activity (several days or weeks), use the Rule Wizards
to analyze the logged activity and to define security rules based upon your
organizational security policies.

8. Use the Activity Log and the Query Wizard to analyze activities not covered by
the Rule Wizards. Define appropriate rules based on this analysis.

9. Create User Groups and Time Groups according to your organizational
requirements.

10. After a suitable period of further activity, use the Rule Wizards, Activity Logs
and queries to ensure that your new rules are effectively blocking unauthorized
access, while not preventing legitimate user access.

Firewall 15 User Manual 11 Chapter : First Steps
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11.
access will be blocked.

Starting Firewall for the First Time

Security

Disable the FYI Simulation Mode. From this point forward unauthorized user

In order to use this product, the user must have the *SECOFR special authority. To start
Firewall, type the STRFW command at the command line. The main menu appears after a

few moments.

An additional product password is also required to access most product features. The default
product password is QSECOFR. We recommend that this password be changed as soon as

possible, using the procedure described below.

GSFHPHNU
System:

Basic Security
1. Activation and Server Selting

2, Dynamic Filtering (IP, System Names)

Logon Control
31. FTP/REXEC
32. Telnet

34. Passthraugh

User Security Advanced Features and More

Object Security Maintenance
21. MNative AS/400 Objects

22. IFS (QDLS,NFS,Q0penSys...)

81. System Configuration
82. Maintenance Menu

83. Central Administration
Selection or command

== |

11, Users and Groups 41. Rule Hizards
12. ﬂpplicatians 42. Advanced Securitg Features
13. Locations 43. Log, Reports, Queries
45. User Managemant
18. Client Application Security 49. Time Groups

iSecurity
§520

F9=Retrieve Fi12=Cancel
F16=A5/400 main menu

F3=Exit F4=Prompt

F13=Information Assistant

Firewall Main Menu

Modifying Operators’ Authorities

The Operators authorities’ management is now maintained from one place for
iSecurity on all its modules.

There are three default groups:

the entire

*AUD#SECAD- All users with both *AUDIT and *SECADM special authorities. By

default, this group has full access (Read and Write) to all iSecurity components.

authority to Audit.

Read authority to Firewall.

*AUDIT - All users with *AUDIT special authority. By default, this group has only Read

*SECADM- All users with *SECADM special authority- By default, this group has only

iSecurity related objects are secured automatically by product authorization lists (named
security1P). This strengthens the internal security of the product. It is essential that Work with

Firewall 15 User Manual 12
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Operators be used to define all users who have *SECADM, *AUDIT or *AUD#SECAD
privileges, but don't have all object authority. Work with Operators screen has Ussr (user
management) and Adm for all activities related to starting, stopping subsystems, jobs,
import/export and so on. iSecurity automatically adds all users listed in Work with Operators
to the appropriate product authorization list.

Users may add more operators, delete them, and give them authorities and passwords
according to their own judgment. Users can even make the new operators’ definitions apply to

all their systems; therefore, upon import, they will work on every system.

Password = *BLANK for the default entries. Use DSPPGM GSIPWDR to verify.
The default for other user can be controlled as well.

If the organization wishes to have a the default to be *BLANK than they have to enter:

CRTDTAARA SMZTMPC/DFTPWD *char 10

NOTE: When installing iSecurity for the first time, certain user(s) might not have access
according to the new authority method. Therefore, the first step you need to take after installing

is to edit those authorities.

To modify operators’ authorities, follow this procedure.

1. Select 82. Maintenance Menu from the main menu. The Maintenance Menu

appears.

2. Select 11. Work with Operators from the Maintenance Menu. The Work with

Operators screen appears.

iSecu

Type options, press Enter.
1=Select 4=Del ete

Usr=User Mgt. ADM=Admin.

F3=Exit F6=Add new F8=Print

Hork with Operators

Authority level: 1=xUSE, 9=xFULL

F11=kSECADM/*AUDIT authority

F12=

Opt User System FU Scr Pud AV Aud Act Cpt Jrn Vu Vsl Usr Adm

*AUDH#SECAD $720 1 9 9 9 9 9 9 9 9 9 9 9
] KAUDIT S720 9 9 9 9 9

*SECADHM S720 9 9 9 9 9 9 9
~ ELI s7208 9 9 9 9 9 9 9 2] g g9 g 9
~ FER S720 i # 3 tr 1 # B 1 i1 @ 4 1
"~ FERNANDO S7208 1 1 1 1 1 1 1 1 1 1 1 1
~ OGS 57208 9 9 9 9 9 9 9 2] 9 9 9 9
- IMA 5720 9 9 9 9 9 9 9 9 9 9 9 9
~ JAvAl S720 9 9 9 9 9 9 9 2] 9 9 9 9
~ NANDO $720 9 9 9 9 9 9 9 9 9 9 g 9
- More. ..
FH =Firewall Pud=Passuord Aud=Audit Cpt=Capture Vu =View
Scn=Screen AV =AntiVirus Acl=Action Jrn=Journal Vsl=Visual 1zer

Cancel

Work with Operators

3. Type 1 next to the user to modify his authorities (or press F6 to add a new user).
The Modify Operator screen appears.

Firewall 15 User Manual
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Type choices, press Enter.

Modify Operator

Operator . . . . . . . . . QSECOFR
System . . . o ¢ v 40w XALL ¥ALL, Name
Password . . . . . . . . . XSAME Name, *SAME, XBLANK
Authorities by module:
Firewall . . . . . . . .. E 1=kUSE, 9=xFULL, 3=xQRY
Sereen . v v o4 o v o 0w s 9 1=%USE, 9=xFULL
Password . . . . . . . . . ] 1=%USE, 9=xFULL
AntiVirus . . . . . . . . . 9 1=xkUSE, 9=xFULL
Audit « & & o o & o« e s e w ] 1=%USE, 9=xFULL, 3=xQRY
Action . . . . . . . . .. ] 1=xUSE, 9=kFULL
Capliire. s = o % o w s % 9 1=XUSE, 9=xFULL
Journal & & ¢ e ox e owow e 9 1=%USE, 9=xFULL
MIag o o s v e s e % w a u 9 1=kUSE, 9=xFULL
Visualizer . . . . . . . . g 1=xUSE, 9=xFULL
User management . . . . . . g 1=%USE, 9=xFULL
Product Administrator . . . g 1=xUSE, 9=xFULL
F3=Exit Fl12=Cancel

Modify Operator

Option Description

Password Name = Password
Same = Same as previous password when edited
Blank = No password

1 =*USE Read authority only

9 =*FULL Read and Write authority

3 ="QRY Run Queries. For auditor use.

4. Set authorities and press Enter. A message is prompted informing that the
user being added/modified was added to the Authority list that secures the
product's objects; the user carries Authority *CHANGE and will be
granted Object operational authority. The Authority list is created in the
installation/release upgrade process. The SECURITY_P user profile is
granted Authority *ALL whilst the *PUBLIC is granted Authority
*EXCLUDE. All objects in the libraries of the product (except some
restricted special cases) are secured via the Authority list.

FYI Simulation Mode

The FYI Simulation Mode allows users to simulate the application of security rules without
physically rejecting any activity. All "rejected” transactions are recorded in the Activity Log
as such but the activity is allowed to proceed without interruption. This feature allows users to
test your rules under actual working conditions without adversely affecting user access.

Firewall 15 User Manual
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Users can enable the FYI Simulation Mode globally for all activity regardless of server or
user. One can also enable FYI individually for specific function servers as a parameter in
server security rules. In this manner, one can test security rules for specific servers without
affecting rules that apply to other servers.

To enable FYI globally for all servers and users, perform the following steps:

1. Select 81. System Configuration from the main menu. The Global Parameters
screen appears.

2. Select 1 from the Global Parameters screen. The General Definitions screen
appears.

Firewall General Definitions

Type options, press Enter.

IR IS C AR COGUNECET TSN @ 0=Reqgular (no override)

1=A11ou 3=Re ject
2=Al l owtLog 4=Re ject+Log

Hork in ®FYI¥ (Simulation) mode . . . . . . N Y, N
XFYIXx 1s an acronym for "For Your Information”. In this mode,
security rules are Fullg operational, but no action 1s taken.

Check 03/480 Group and Supplemental profile Y ¥, N

Enable Super Speed Processing . . . . . . . N ¥, N

The functional ity of the product is not affected by this setting.

Set this value to N, well before you plan a "Hot Upgrade" of the product.
This will enable temporary suspension of the activity during installation.
Hot upgrade is safe . . . . . . . . . . .. Y (See manual)

F3=Exit F12=Previous

Firewall General Definitions

3. Emergency override ALL Security Setting option allow you to override all of the
Firewall security settings. Type O for regular Firewall settings.

Option Description

0=Regular No override, regular Firewall security definitions. Default setting.

1=Allow Allow all users/groups for all services. None of the exit points is
locked.

2=Allow+Log Allow all users/groups for all services and log the activities.

3=Reject Reject all users/groups from all services. All of the exit points are
locked.

4=Reject+Log Reject all users/groups from all services and log the activities.

4. Type a'Y'in the Work in FYI (Simulation) Mode field.

Firewall 15 User Manual 15 Chapter : First Steps
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NOTE: You may leave the Work in FYI (Simulation) Mode field as ‘N’, but configure certain
servers to work in FYI (see Modifying Server Security).

5. Select 'Y' at the Check 0S/400 Group and Supplemental profile field to make
sure both group profile and the supplemental groups’ authorizations are checked.
It is enough to have permission for a service in one of the groups.

6. Select "Y' at the Enable Super Speed Processing to leave programs in
memory between system IPLs, which will allow fast performances.

NOTE: Before an upgrade, set Enable Super Speed Processing to ‘N’ and perform an IPL.

7. Hot upgrade is safe: this option will allow performing an update which is
performed without first terminating Firewall. When Enable Super Speed
Processing is set to Y, this may leave programs in memory between system
IPLs. Therefore, a Hot Upgrade should not be attempted if Hot Upgrade is
Safe is set to N.

8. Press Enter twice to return to the main menu.

Enabling Protection for all Servers

In order to gather activity data for subsequent analysis, users should enable protection for all
servers (if only temporarily) and enable logging of all transactions into the Activity Log. To
accomplish this, perform the following steps in order:

1. Select 1. Activation and Server Setting from the main menu and 1. Work with
Servers. The Work with Server Security screen appears.

Press F22. The Global Server Security Settings screen appears.
Make certain that *ALL appears in the Exit point group field.
Type *YES' in the Secure field.

Type *YES' in the Log field.

Press Enter twice to return to the main menu.

N o o s 0N

Make absolutely certain that the FYI Simulation Mode is enabled as described
above.
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Security

Type choices, press Enter.

A blank entry is equivalent to XSAME.

F3=Exit F12=Cancel

Global Server Security Settings

Exit point group . . . . . . ALL
SBCUNE o v s e m W v ¥ *YES
Choelk: =« o s v wom s @ % w *MAX
Filter IP/SNA . . . . . . . . *ND
Lhg v v oo owowrm @ w0 & s s XYES
Allow Action to react . . . . *YES
*¥FYI mode (server leval) - *NOD
Skip "Other" exit points . .  XYES

An "Other" exit point is one which an unidentified program is already assigned
to it. Such an entry is denoted by the word OTHER in the SECURE column.

¥ALL, %IP, %SNA, xFILTFR, %DBSRV,
*PRT, %DTAQ, *CMD, *LICHGT,
®CNTSRV, %USRPRF, %RMTSGN

*YES, %NO

¥ALLOKW, XREJECT, xMAX
XYES, %NO

*YES, *REJECTS, %NO
*YES, %REJECTS, xNO
*YES, %NO

XYES, %NO

Global Server Security Settings

NOTE: In some cases a restart of QSERVER is required for FULL implementation. This can be
delayed until next IPL.

When QSERVER is restarted, NETSERVER will be restarted automatically if it was active.

Using the Rule Wizards

The unique Rule Wizards feature makes security rule definition a snap, even for non-technical
system administrators. This user-friendly feature allows users to view historical activity
together with the security rule currently in effect on a single screen. One can even modify the
existing rule or define a new rule without closing the wizard. The Rule Wizards are an
invaluable tool for defining the initial set of rules after installing Firewall for the first time.

Rule Wizards are available for the following types of rules:

Servers usage

Native OS/400 object security
IFS Object security

Incoming IP Address Firewalls
Outgoing IP Address Firewalls

User-to-Service Security

Firewall 15 User Manual 17
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Procedural Overview
The basic procedure for working with the rule wizards is as follows:

1. Select 41 from the main menu. Several different types of rule wizards are
available, but the basic procedure is the similar for all of them.

GSHZRMNU Rule HWizards Firewall

System: 5728

Hizards Helps you to
1. Servers Check usage of servers. Recommended setting for unused
servers is XREJECT. This is a query only.

2. Incoming IP For each IP range (Far example company hranch],
21. Re-use specify permitted operations.

3. Outgoing IP Restrict target where data is sent to by IP ranges
31. Re-use defined.

4. Users Specify the services which a User, Group Profile or
41. Re-use Internal Group is permitted to use.

5. Native Objects Specify who can use specific objects (FILES, COMMANDS,
51. Re-use etc.) and how (Read, Hrite, Update, ...)

6. IFS Objects Specify who can use IFS Objects (folder/filex), and
61. Re-use how (Read, Write, Update, ...}

99. Advanced Options
Hizards summarize recent activity, compare it to current security setting,
and enable creating/modifying rules. Enter neuw setting in R=Revised column.
Selection or command

==> ||

F3=Exit  F4=Prompt  F8=Retrieve F12=Cancel
F13=Information Assistant F16=AS/400 main menu

Rule Wizards main menu

2. Select a wizard from one of the Rule Wizards to view summarize recent activity
log for that rule type.

Options 1-6 on this screen initiate IBM system commands. Enter new or updated settings
in the R=Revised column.

Options 2. Incoming IP and 3. Outgoing IP on this screen offer a new value, *FAST, for
the Wizard Type option. *FAST automatically brings up the following screen when the
IBM command completes.

The Re-use options (21, 31, 41, 51, and 61) reuse the output of the IBM command
initiated (by options 1-6) to save processing time.
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Security

3. Select option 99. Advanced Options, to customize the wizards’ rules

===> l

GSHZRMNE

Select one of the following:
Native Objects

1.

24

3.

4.

IFS Objects

11.

12.

13.

14.

Display Log

Create Horking Data Set
Hork with Rule Hizard
Update Rules

Display Leog

Create Horking Data Set
Hork with Rule Hizard
Update Rules

Selection or command

Rule Wizards - Extended Fireuwall

System: 5720

Incoming IP Address (Firewall)
21. Display Log
22. Create HWorking Data Set
23. MWork with Rule Wizard
24. Update Rules

Outgoing IP Address (Firewall)
31. Display Log
32. Create Working Data Set
33. Hork with Rule Wizard
34. Update Rules

User
41. Display Log
42. Create Working Data Set
43. Hork with Rule Hizard
44. Update Rules

F3=Exit

F4=Prompt  FS9=Retrieve
Fi13=Information Assistant F16=AS/400 main menu

F12=Cancel

Rule Wizards - Advanced Options

Select Display Log to view summarize recent activity log for that rule type.

Select Create Working Data Set to define the scope of the historical activity
data to be examined by the wizard.

6. Select Work with Rule Wizard to display the Plan Security screen for the
appropriate wizard. Use this screen to compare historical activity with the
security rule currently in force and to revise this rule if appropriate.

7. Select Update Security Rules to apply the rule changes.

The example in the following procedure is taken from the Servers wizard, but is applicable to
the other wizards as well.

Analyzing Historical Activity

The Rule Wizard enables the user to review the Activity Log as a first step in the process of
analyzing activity. The Activity Log allows users to view details of historical activity. This
step is optional and may be performed at any time during the wizard process.

To display the Activity Log, follow this procedure.

1. Select option 1. Servers from the wizards menu. The Display User Activity
screen appears.

Firewall 15 User Manual
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Display User Activity [DSPFUUSRA)

Type choices, press Enter.
User: ;4 S s ¢4 #4 865 3 > gaLL Name, XALL
Display last minutes . . . . . . XBYTIME Number, *BYTIME
Starting date and time:

Starting date . . . . . . .. *CURRENT Date, *CURRENT, XYESTERDAY...

Starting time . . . . . . . . 000080 Time
Ending date and time:

Ending date . . . . . . . . . XCURRENT Date, *CURRENT, XYESTERDRAY...

Ending time . . . . . . . . . 235059 Time
Server ID . . . . . . . .. .. xALL *FILTFR, %FTPLOG, xFTPSRV..
Output . . . . . . . . ... L * %, XPRINT-xPRINTS

Bottom

F3=Exit  F4=Prompt  F5=Refresh F12=Cancel F13=How to use this display
F24=Hore keys

Display User Activity

2. Choose the records that you wish to examine from this screen and press Enter to

continue.

The table on the following page describes the record selection and display options

Parameter or Option Description

User

Filter records by user profile

Display Last n Minutes

Select only the records occurring within the previous number
of minutes as specified by the user

Number = Enter the number of minutes

*BYTIME = According the starting and ending time specified
below

Starting Date & Time
Ending Date & Time

Select only the records occurring within the range specified by
the starting and ending date/time combination.

Date or Time = Enter the appropriate date or time

*CURRENT = Today (Current Date)

*YESTERDAY = Previous date

*WEEKSTR/*PRVWEEKS = Current week/Previous week start
*MONTHSTR/ *PRVMONTH = Current month/Previous month
start

*YEARSTR/ *PRVYEARS = Current year/ Previous year start
*SUN -*SAT = Day of week

Server ID Filter records by server ID or display the user’s activity in ALL
servers
Output * = Display

*Print = Printed report *PRINT1-*PRINT9 = select print
option

Firewall 15 User Manual
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Defining the Working Data Set

You can select the records from the Activity Log that will comprise the working data set that

1s summarized on the wizard screens.

The example in the following procedure is taken from the Incoming IP Address wizard, but

is applicable to the other wizards as well.

1. To define the working data set, select 99. Advanced Options -> choose a wizard
type to work with and select Create Working Data Set from the wizard menu.
The Summarize screen appears. Samples from two of the wizards are shown
below. Refer to the table on the following page for an explanation of the required

parameters.

Al l owed

Starting date
Starting time

Ending date
Ending time

Server ID

Set name .

Hizard type

Type choices, press Enter.
Starting date and time:
Ending date and time:

Number of records to process .
Set to contain data:

Replace or add records .

F3=Exit F4=Prompt
F13=Houw to use this display

HHLL

*¥CURRENT

000000

*CURRENT

235959

*¥NOMAX

*ALL

*TEHP
*ADD

®FAST

Fil@=Additional parameters
F24=More keys

Summarize Incoming IP Address [CPRIIPSEC)

*XYES,

Date,

Time

Date,

Time

Number,
*ALL,

Name,
*ADD,
*STD,

X¥CURRENT, »YESTERDAY. ..

X¥CURRENT, *YESTERDAY. ..

*NOMAX

XUSER, %SELECT, x%S...

*REPLACE
*FAST, xNO

*ALL

*TELNET, %DDH...

Bottom
Fi2=Cancel

Summarize Incoming IP Address

Working with the Plan Security Wizard Screens

The example described in this section refers to the outgoing IP address firewall activity type.
The same principles apply to the other rule wizards.

The Plan Incoming IP Security screen displays activity statistics for the current working set
together with currently defined rule settings (Column “C”) and a place to enter revised rule
settings (Column “R”). Enter revised rule setting as desired and press Enter to continue.

Firewall 15 User Manual
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Plan Incoming IP Security
Type choices, press Enter.
Opt: 4=Delete 5=DSPFHLOG C>R=Current to Revised
9=Create Security Al lowed Y=Allou
Specify revised authority in the R column. Rejected N=Re ject
Press Enter Lo apply revised authority. Al l owed [hg generick rulel
FTP/ Rejected (by generick rule)
RE- Tel- DB TCP RHT Number of Logged Entries
EXEC net Srv SGN Srv DDH FTP/REXEC Telnet ==0B-~=
Opt IP-Address C>R C>R C>R C>R C>R C>R -TCPSGN-- -RMT-- --DDH--
J t1.1.148 Y| v Y Yl 1
1.1.1.149 N N Y| N 2
o 1.1.1.151 U 0 3 N R B 6
1.1.1.135 Y| \l - 39 2
1.1.1.177 U U "0 O 2 g
T 1.1.1.183 U U & 8 O U 3
©1.1.1.196 v B Y I I 2
~ 81.191.64.89 U U ' 33
~ 192.168.1.1 - B - - 1
192.168.1.3 \i Vi ¥ Vi ] 2
B - B i B B il Hore...
F3=Exit F6=Add New F8=Print Fii=Alt.view F12=Cancel

Plan Incoming IP Security

Each line in this screen represents activity for a single IP address. The quantities represent the
number of actual transactions for each activity type for this IP address. Press F11 to display
the statistics for the bottom row of activity types (NDB, RMT, REXEC and WSG).

The "C" column shows the rule currently in effect for activity type on a line. A 'Y'indicates
that transactions will be allowed and a 'N' indicates that transactions will be rejected. The
background color of each letter indicates whether the rule currently in effect is specific to this
line (IP Address) or is "generic", meaning that the current rule applies to more than one line.

For example, the rules for the first line (1.1.1.53) are relevant for this IP address only. The
second line (1.1.1.55) is covered by a "generic" rule that applies to several IP addresses. This
generic rule could be a default rule that covers all IP addresses that are not covered by a
specific rule or it could be single rule that covers multiple IP addresses via the use of the
subnet mask.

Background Color Rule Source

(Black at the white display) or Red | Specific rule

(Blue at the white display) or Pink "Generic" rule

Use the "R" column to modify the rule in effect for that line. If the line is covered by a
generic rule, an entry in the "R" column has the effect of creating a new rule specific to that
line.
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Option Description

'C' Columns | Display the rule currently in effect for each activity type (column). Refer
to the previous page for a more detailed explanation. 'Y' = allowed. 'N'=
rejected.

'R' Columns | Type 'Y’ (Allow) or 'N' (Reject) to modify the rule currently in effect for
each activity type. Refer to the previous page for a more detailed
explanation.

Opt 4 = Delete this rule
5 = Display the detailed Activity Log for this rule
9 = Create a new rule based on an existing one

F6 Create a new rule covering activity NOT shown on any line. For
example, use F6 to create a new rule for an IP address that does not appear
on this screen.

F8 Print all activity and rules shown in this wizard

F11 Displays additional data for each line with fewer lines per screen

Native OS/400 Objects Log

Options 4, 5 and 6 on Firewall Option 41 screen have a "Group by" parameter for
summarizing log output data.

Value *GRPPRF summarizes by system group profiles plus all users not defined in group

profiles.

Value *USRGRP summarizes by user groups and value *GROUP first causes the product to
attempt to associate the user with a relevant user group and then to attempt to associate the
user with a relevant group profile.

If both fail, the user profile name appears in the report.

1. To see the Summarize Native AS/400 Log, select option 1. Create Working
Data Set from the Native 0S/400 Object Security menu.

2. The Summarize Native AS/400 Log (CPRNTVSEC) screen appears
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Type cheoices, press Enter.
Object . . .
Library
Object Type
User
Group by
Al | cued W OB B B
Starting date and time:
Starting date
Starting time .
Ending date and time:
Ending date
Ending time
Number of records to process

Server ID

F3=Exit F4=Prompt FS5=Refresh
F13=Hou to use this display

Summarize MNative AS/480 Log

ALL
*ALL

*ALL

*ALL
*GROUP
*ALL

*CURRENT
elejelelele]

*CURRENT
235959
*NOMAX
*ALL

Fi18=RAdditional
F24=More keys

{ CPRNTVSEC)

Name, genericx, XALL

Name, genericx, XALL

*ALL, xFILE, xLIB, xDTAQ...

Name, %ALL

*USER, *GRPPRF, XUSRGRP...

*YES, %NO, xALL

Date, XCURRENT, XYESTERDAY...

Time

Date, ®CURRENT, xYESTERDAY...

Time

Number, *NOMAX

*ALL, ®FILTFR, %RMTSRV...
Bottom

parameters Fl2=Cancel

Summarize Native AS/400 Log
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Option Description

Object/Library

Object name and library path (Native object and User wizards only)
Generic* = All objects/libraries beginning with the text string
preceding the *

*ALL = All objects/Libraries

Object Type

Object type ( Native object and User wizards only )
Press F4 to select the object type from a list

User

Enter a user profile or press F4 to select from a list (not on all
wizards)

Group by

Select a group from a list
Value *GRPPRF summarizes by system group profiles plus all
users not defined in group profiles.

Value *USRGRP summarizes by user groups and value *GROUP
first causes the product to attempt to associate the user with a
relevant user group and then to attempt to associate the user with a
relevant group profile.

If both fail, the user profile name appears in the report.

Allowed

*YES = Include allowed transactions only
*NO = Include rejected transactions only
*ALL = Include all transactions

Starting date & time
Ending date & time

Selects only the events occurring within the range specified by the
start and end date/time combination

Date and time = Enter the date and time or one of the following
constants:

*CURRENT = Current day

*YESTERDAY = Previous day

*WEEKSTR/*PRVWEEKS = Current week/Previous week start
*MONTHSTR/ *PRVMONTH = Current month/Previous month start
*YEARSTR/ *PRVYEARS = Current year/ Previous year start
*SUN -*SAT = Day of week

Server ID Press F4 to select a server ID from a list window or type *ALL to
include activity for all servers.
Set name Enter a name for this data set or use one of the following constants:

*USER = Use your user profile as the data set name
*SELECT or *S = Select a data set from the pop-up list

Replace or add
records

*ADD = Add records to an existing data set of one exists.
*REPLACE = Replace an existing data set of the same name

Wizard type

*FAST (default) = which allows to initiate a rule wizard
immediately by pressing Enter.

*STD (standard)
*NO
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2. Enter the required parameters and press Enter to begin the selection process and
return to the Wizard menu.

Plan Security for Native Objects

Type choices, press Enter.

Opt: 4=Delete S=DSPFULOG C>R=Current to Revised

7=HRKOBJ 8=EDTOBJAUT 9=Create Security Y Allowed Y=Allouw

Specify revised authority in the R column. Re jected N=Re ject
Press Enter to apply revised authority. Allowed (from higher level)

Re jected(from higher level)

Rd Wrt Crt DIt Rnm Otr User Group/

Opt C>R C>R C>R C>R C>R C>R Type Object Library *User Entries
| CHD ADDLIBLE  QSYS GLIORA 1
B CHD CALL asys CATEST 53
- B CHD CALL asys INNA 19
- - CHD CALL asys QSECOFR 5695
- CHD CHGAUT asys GILANITK 19
- B CHMD  CHGAUT Qsys GLIORA 8
- B CHD CHGAUT asys GHASSAB 2
- - CHD CHGAUT asys GSHARONA 1
a B CHMD CHGAUT Qsys GYAFIT 1

- - More. ..

F3=Exit F6=Add New F8=Print F12=Cancel

Plan Security for Native Objects

Update Rules
The final step is to apply the new and revised security rules that were created via the wizards.

1. To update rules, select Update Security Rules from the wizard menu. The
Update screen appears. Samples from two of the wizards are shown below.
Refer to the table on the following page for an explanation of the required

parameters .

Native AS/480 Objects Update (UPDNTVSEC)
Type choices, press Enter.
Set name . . . . . . . . . . . . » xUSER Name, %USER, %SELECT, %S...
Object: o w v wowe s s a @ s v ow Name
Library =« <« o o4 o ma on Name
Object Type . . . . . . . . . . ¥ALL *ALL, *FILE. %CMD, XPGHM...
User . . ¢ v o v o v v v v w v XALL Name, XALL
Delete set after processing . . ﬂVES *YES, %NO

Bottom

F3=Exit  F4=Prompt  F5=Refresh Fl12=Cancel F13=How to use this display
F24=Hore keys

Native AS/400 Objects Update
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2. Enter the required parameters and press Enter to begin the selection process and
return to the Wizard menu.

User Groups

User groups allow you to apply security rules to predefined groups of users. User groups are
also useful as filter criteria for queries and reports. The use of user groups greatly reduces the
number of rules required to implement security policies as well as the time spent defining and
maintaining rules.

Also note that User Groups are defined in Firewall Option 11 and Group Profiles are defined
in the system.

The benefit of this new feature is that instead of the report containing thousands of lines of
user data, user groups, group profiles, and user profiles are listed.

Firewall supports the use of two types of user groups:
= OS/400 group profiles

= Firewall proprietary user groups

0S/400 Group Profiles

0S/400 group profiles are useful for a variety of System i administration and security tasks.
Use the CRTUSRPRF or WRKUSRPRF commands to create OS/400 group profiles. To
assign other user profiles to the group profile, simply enter the group profile name in the
Group Profile field for each individual user profile that is a member of a group.

Firewall Proprietary User Groups

Overview

Firewall proprietary user groups offer greater flexibility when it comes to grouping users
together for the purpose of minimizing security rules and query filtering. Since OS/400 group
profiles are used for many other administrative tasks, they may not be as efficient for grouping
users together for security purposes.

Firewall proprietary user groups are always identified by the '%' symbol as the first character
(e.g. %SALES). These user groups are defined within Firewall, and they may include both
individual user profiles and OS/400 group profiles.

The following section describes the procedures for defining Firewall user groups.

Defining User Groups

1. To work with Firewall proprietary user groups, select 11. Users and Groups
from the main menu. The Work with User Security screen appears.
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Hork wilh User Security
Subset .
Type oplions, press Enter. (Read top->doun) |5erver5 securing
1=Select 3=Copy 4=Delete S=Members 6=Groups |User Level only
————————— Hotuwork Servers---=-=s=c]-=ccczccccccccca-
FFFFR R RFO 0OC | CCNNMSOT
ITTTERM HIR RS | SSPPSOBC
LPPPXET TLDDVLL |[DCCRRGLJP
User ILSELXSSNSSIIPllLI|HNLI-_SSI:15
S-'leF.l_n-Grnup F'Dl'llDFQDHRRHHRECH|DUNHPF{NHG
Opt  Xgroup Mowbers RGVNGCLLBVVOOQTHH H|H HHTLVTFN
I *PUBLIC ++ + + + A EEEEEEEEEEEE
#AABBCC 9 EEEEEEEEEEEEEREEEEEEEEEE R R,
T xARVWY 8 LI I IR 2 2R O IR 2R 2R 2 2R R IR IR 2R 2 I I IR A IR BE B )
T %AA7 8 + 4+ 4+t + + 4 + + 4 + 4+ 4+ 4+ 4+ +
© Y%ADMIN 8 4+ + + + 4+ 4 + o+ + + o+ + + 4+ + + + +
~ XDEMO 1 R R R R R R R R R R R RN,
T OKEVG 3 LI IR IR 2R 2R 2 R BE 2R 2R 2R 2R IR IR AR 2 2 IR R IR 2R 2R 3K 3
T XEW 361 LA I 2K I 2R N A A AR B K R IR BE AR R R I R IR 2R IR AR A
© XFHGRP EEE IR I S T T SR N S R R R R
- Hore
F3=Exil FB=Add user F7=Add group FB=Print 1ist

Work with User Security

Option Description

Opt

1 = Modify user profile or group. The Modify User Security screen
appears.

3 = Copy user profile or group definitions

4 = Delete user profile or group

5 = Edit the group’s members

Servers

Displays the rule status for each server type:

+ = User-to-service rule overrides the global server security rule. Allow a
user the access to a server and check for object authorizations.

V = User-to-service rule overrides with verb (command) support

Blank = Global server security rule governs activity for this server

S = Allow a user to access a server and skip the check for object
authorizations. This simplifies the test for some users (normally for batch
applications, which are playing the role of servers and the desire to save
performance in such cases).

F6

Add a new user. The Add User Security screen appears.

F7

Add a new group. The Add User Group Security screen appears.

F8

Print user group definitions

F3

Return to the main menu
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1. To work with an existing rule, type 1 in the Opt field or press F6 to create a new
rule. Use the PageUp and PageDown keys to scroll through the list. Press Enter
to continue.

2. Enter parameters on the Add/Modify Parameters screen and press Enter to
confirm.

Modify User Security
User . . . . . . . .. *PUBLIC
Type choices, press Enter.
Activity Time . . . . Time group. XNEVER
Use Group Authority . Y=Yes, N=No, blank=Default
Enable Services based also on 0S/400 and %USER Group profiles

Authorities and Locations

2. Services FTP, SQL, NDB, DDH, ..
3. Ip
4. Device Names SIGNON only
Selection === L
In-product Special Object Authority
AS/400 Native. . . . . 3 1=¥ALLOBJ, 2=¢EXCLUDE, 3=x0BJAUT
IFS . . . . . . ... 3 1=¥ALLOBJ, 2=XEXCLUDE, 3=%0BJAUT
F3=Exit F4=Prompt FB=Print
F9=0bject security F10=Logon security F12=Cancel
Modify User Security
Parameter or Option Description
User Displays the user profile or user group name
Activity Time Time Group = type a time group name or press F4 to select from a
list.
*NEVER =

Use Group Authorities | Y = use a specific group authorities
N = don’t use any specific group authorities

Authorities and 2. Services= specify authorities and location by Services name
Locations 3. IP = specify authorities and location by IP name

4. Device Names = specify authorities and location by Device name
In-product Special Use this field to define object authority for the user/group for
Object Authority AS/400 Native and IFS objects.
F8 Print user-to-service security rules
F9 Work with object security rules
F10 Work with Logon security rules

Add User profiles to a Group

The Create/Modify screen allows you to define the users belonging to the group. A user group
may contain individual user profiles or OS/400 group profiles.
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1. To add a user to a group, type 5 to add a member and type in the user profile
name in one of the User fields, or press F4 to select a user profile from a list

window.
Modify Group of Users

Type choices, press Enter.

User Group . .  %ADMIN

Text . . . . .

User Text

;V Programmer of Anti Virus

QUSER Hork Station User

More...

F3=Exit  F4=User list F8=Print F12=Cancel

Add a Member

2. Press Enter to accept the profiles and return to the Work with User Security
screen.

NOTE: A user can be in several Firewall user groups simultaneously.

Time Groups

Overview

Many of the Firewall rules and reporting features take advantage of the unique Time Group
feature. Time groups allow users to apply predefined sets of time-based filters to different
queries without having to define complex criteria for each one. Time groups also work with
the report scheduler and the display Activity Log features.

For example, one may be using a number of different queries and reports to audit the activities
of certain employees during normal working hours and a different group of employees during

nights and weekends. This can be accomplished with just one time group using the following

guidelines:

1. Create a time group that defines normal working hours for each day of the week.

2. Use an inclusive time group filter (activities occurring during the time group
periods) for each query or report covering activity during normal working hours.
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3. Use an exclusive time group filter (activities not occurring during the time group
periods) for each query or report covering activity outside of normal working

hours.

Using Time Groups as Filter Criteria

One common use of time groups is as filter criteria in security rules, queries and reports. For
example, time groups can be used to restrict application of a rule to specific times and days of

the week.
Time group filters can be either:
e Inclusive — Including all activities occurring during the time group periods
e Exclusive — Including all activities not occurring during the time group periods

Generally, an exclusive time group filter is indicated by placing an 'N' (NOT) in the field
immediately preceding the time group name field on the rule definition or query definition

screen.

For example, one can use an exclusive time group filter to apply a rule to any time occurring
outside of days and hours specified in the time group.

Defining and/or Modifying Time Groups

Perform these steps to define a time group.

1. Select 49. Time Groups from the main menu. The Define Time Groups screen
appears.

Define Time Groups

Type options, press Enter.
1=Select 4=Delete

Opt Time Group Description

NIGTH Night Shift time group
SUMMER The Uork Hours During Summer
HINTER Hork Hours During Hinter

Bottom
F3=Exit F6=Add neu F8=Print 1ist F12=Cancel

Define Time Groups

2. Select a time group to modify or press F6 to add a new group.

3. Press Enter to accept the definition and return to the Define Time Groups
screen.
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Option Description

Opt 1 = Modify a time group. The Change Time Group screen appears.
4 = Delete a time group

F6 Add a new time group.

F3 Return to the main menu

Application Groups

Overview

Application Groups consist of users whose access to certain applications is defined to be
identical. The name of the group is the application itself (i.e. %#Excel, %#OPSNAV, etc).
Define which servers are being used by the application and then select its members. Upcoming
releases will include predefined application groups for widely used applications such as
OPSNAYV and FILE-SERVER.

Object level rules can be defined for application groups as well.

Defining and/or Modifying Application Groups

Perform these steps to define an application group.

1. Select 12. Applications from the main menu. The Work with Application

Groups screen appears.

Hork with Appl ication Groups
Type options, press Enter. (Read top->doun) Servers securing
1=Select 3=Copy 4=Delete S=Hembers User Level only
--------- Netuork Servers---------|--------r-c-rroo-
FEFFR R RFO 0C CCNNRNSOT
FTTTERN MIR R S SSERSURBE
LPPEXET T L DO YLL DECRRGLIP
TLSCLXSSNSSTTPII RNLESSETIS
FORLOEQOADRRAARCTC DVNNPRNNG
Opt Appl ication RGNNGCLLBVYVYVAOQQTHHN o il R |
| %#B0OSS + +
%#CA + LR T T T S ++ 4+ ++ 4+ + 4+
#%#DSFSDF ++++ 4+ H + + 4+ + o+t
B %#0TF +
- %#GGG +++++++rHF R
- ¥#00BC + ++ ¥ ¥
) %#PCOM + +
%RTCPIP +++ 44+
Bottom
F3=Exit F6=Add new F8=Print |ist
Work with Application Groups
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Option Description

Opt 1 = Modify an application group.

3 = Copy an existing application group

4 = Delete an application group

5 = Edit the group members (OS400 Users and Group profiles)

Application Name of application group

F3 Return to the main menu

F6 Add a new application group.

F8 Print application group definitions

2. Select 1 to modify a group or press F6 to create a new group (as shown below).

Add Application Group Security

Type choices, press Enter.

Application Group . . [] %#name

Taxk ¢ & v v & v« & ¢ »

Authorities
1. Services FTP, SQL, NDB, DOH, ...

Selection ===>

In-product Special Object Authority

AS/400 Native. . . . . 3 1=%ALLOBJ, 2=X%EXCLUDE, 3=x0BJAUT

WS ¢ ¢4 95 55 8 3 3 1=%ALLOBJ, 2=x%EXCLUDE, 3=x0BJAUT
F3=Exit F4=Prompt F8=Print
F9=0bject security F18=Logon security F12=Cancel

Add Application Group Security

Option Description

Application Group Application group name

Text Enter a description of the application group

Authorities Services = choose server

Selections = Enter your choice of service

In-product Special This feature defines the level of authority for both native and IFS
Object Authority objects.

*OBJAUT = Object authority is subject to object security rules
*EXCLUDE = All object authority is denied for this user
*ALLOBJ = Users are granted *ALLOB/J for IFS object

F3 Return to the main menu
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3. Press Enter to accept the definition.

Location Groups

Overview

Location Groups are collections of users whose access to certain location is defined by IP and
device name(s). For example, create a Chicago group in which all users have access to the
System i only from the Chicago branch IP range. The location group, which even supports
each Telnet sign-on, may be used only from OS V4RS5 and fully complies on all the servers
from OS V5RI1.

You can define object level rules in location groups as well.
Perform the following steps to define and/or modify location groups
Defining and/or Modifying Location Groups

1. Select 13. Locations from the main menu. The Work with Location Groups
screen appears as below.

Headquarters Hork with Location Groups

Type options, press Enter.
1=Select 3=Copy 4=Delete 5=Members

Opt Location
#@CHICAGO Chicago Office
%4@NEWYRK New York Office
| %eHEADQ Headquarters

Bottom
F3=Exit F6=Add new F8=Print list

Work with Location Groups

Option Description

Opt 1 = Modify a location group.

3 = Copy an existing location group

4 = Delete a location group

5 = Edit the group members (OS400 Users and Group profiles)

Location Location name

F3 Return to the main menu

F6 Add a new location group.

F8 Print location group definitions
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Up to two separate time periods can be defined per day. Please note that if the "To" time is

earlier than the "From" time, it will be considered to roll over to the following day. This is

illustrated in the following screenshot.

Modify Location Group Security
Type choices, press Enter.
Location Group . . %@CHICAGO Z@name
Text . . . Chicago Office
Activity Time WINTER Time group, XNEVER
Locations
1. IP
2. Device Names SIGNON only
Selection ===> L
F3=Exit F4=Prompt F8=Print
F9=0bject security F10=Logon security F12=Cancel

Modify Location Group Security

Parameter or Option Description

Location Group

Name of location group

Text Enter descriptive text

Activity Time Time Group = Select a time group
*NEVER = If this option is selected, members of this group
are disabled and cannot log in

Locations IP = The IPs that are allowed to be accessed by this Location

group
Device names = Device names which are allowed to be
accessed to telnet sign-on

Selection = Enter which of the above are being defined (IP or
device name)
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Chapter 3: Basic Security

Server security is the topmost level, and most basic level of security provided by Firewall.
Server security rules determine how each server is to be protected and what level of access
control is desired. Rules include the following parameters:

= Enabling or disabling protection for each server

= Specifying the level of access control (allow all activity, reject all activity or allow activity
subject to more specific rules regarding users, objects, or logon parameters)

= Determining which transactions are to be recorded in the Activity Log

= Determining whether or not Action can respond automatically to specific events by
sending messages to key personnel or running proactive command scripts to prevent
security breaches

= Allowing custom user exit programs to perform specific actions
= Whether the FYI simulation mode is active for each server

Firewall server security rules control access to the servers on a global basis for all users. You
can also define User-to-Service security rules to control access to the servers for specific
users or groups of users. User-to-Service security rules are discussed in Chapter 5: User-to-
Service Security.

About Servers & Exit Points

Exit Points are components of the OS/400 API that manage the interface with various system
resources. These Exit Points are govern the interface between the System i and various
external access protocols and methodologies, such as FTP, Telnet, ODBC database access,
DRDA database access, etc.

0S/400 employs a variety of logical Servers (sometimes referred to as Function Servers) that
control activity between applications and the exit points. Each server controls one or more
specific exit points.

Exit Programs are scripts or programs that run automatically whenever activity occurs via a
particular exit point. Customized exit programs can provide additional security or
functionality for specific types of activity.
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Working with Server Security Rules

Firewall uses only one security rule for each server. Working with server security consists of
modifying these rules. By default, protection is disabled for all servers and all activity is
allowed.

To work with server security rules:

1. Select 1. Activation and Server Setting from the main menu. Select option 1.
Work with Servers, the Work with Server Security screen appears.

The Work with Server Security screen lists the current rules for each server. The number
of servers available is dependent on the version of OS/400 installed on the system. This
screen displays the current status of each server security rule. One can select one or more
rules for modification. The user can also view an explanation and display the Activity Log
for each server directly from this screen.

2. Set rules according to the following table. To modify a rule, select 1.

3. Press Enter to confirm and return to the Work with Server Security screen.

(L EVRE G A E SO L EREIS SRS Hork with Server Security

Type options, press Enter.
1=Select 5=RAbout Server B6=Display FH Log

User
Log FYI Exit
Opt Secure Level IP Act Server Pgm
I No Original File Transfer Function FILTFR
No FTP Server Logon (%) FTPLOG
"~ No FTP Server-Incoming Rqst Validation (%) FTPSRV
~ No FTP Client-Outgoing Rgst Validation (%) FTPCLN
~ No TFTP Server Request Val idation TFTP
" No REXEC Server Logon REXLOG
" No REXEC Server Request Validation REXEC
" No Original Remote SOL Server RMTSOL
~ No Database Server - SOL access & Shouwcase SQL
~ No Database Server - data base access NDB
- Hore...

(*) Changing the "Secure” parameter requires restarting Host Server or IPL
Modify data, or press Enter to confirm.

F3=Exit F8=Print F8=0bject security F10=Logon security
Fli=User security F12=Cancel F22=Global setting F23=FYI F24=Emergency

Work with Server Security

NOTE: In some cases a restart of QSERVER is required for FULL implementation. This
can be delayed until next IPL.

When QSERVER is restarted, NETSERVER will be restarted automatically if it was
active.
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Option Description

Opt 1 = Select a rule for modification. The Modify Server Security
screen appears
5 = View a description of the server
6 = View the Activity Log for the server

Secure *YES = Secured  *NO = Not secured

Level This option is not available for exit points that deal with specific

operations (such as Change User Profile and Pre-Power Down
System)

1 = Allow all activity (available for all other exit points)

2 = Reject all activity (available for all other exit points)

3 = Allow activity subject to User-to-Service security rules (not
available for exit points that are supported until the Logon level
i.e. Telnet and Remote Sign-on)

9 = Full security — differs in logon and user-to-object.

Logon activates the logon limitation rules (user to system name,
IP and user name).

User-to-object activates your user limitation rules.

Log FYI FW, Action

Shows if FYI mode is currently being logged for Firewall and
Action

Server

Name/description of server

User Exit Pgm

Name of custom user exit program for this server

F8 Print all server security rules

F9 Work with object security rules

F10 Work with logon security rules

F11 Work with user-to-service security rules

F22 Define server security rules globally for predefined groups of
servers or for all servers

F23 Enable or disable the FYI simulation mode globally for all servers

F24 Use the Emergency Override feature
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ECLEIRE (R B SLELERGIAREYS  Hodify Server Security

Type choices, press Enter.

Server . . . . . . . . . . FILTFR Original File Transfer Function
Secure . . . ¢ . v v v v s e e e e | 1=Yes, 2=No
Security level . . . . . .. .. ... E 1=Allow All

2=Re ject All

3=User to Service
9=Full (User+0bject)

Information to log . 4 1=None

B 2=Re jects only

4=Al1

Allow Action to react e 3 1=No, 2=Rejects only, 3=Al
Run Server-Specific User Exit Program. 1 1=Yes, 2=No, blank=Default
See example in SHMZB/GRSOURCE FUAUT#A. N
Run in FYI Simulation mode . . . . . . 1=Yes, blank=Default
F3=Exit F9=0bject security
F10=Logon Security Fli=User security F12=Cancel

Modify Server Security

Firewall 15 User Manual 40 Chapter : Basic Security



RAZ-LEE)

The iSeries Security Experts

Secu

S—_

Parameter or Option Description

Server

Server name

Secure

*YES = Secured
*NO = Not secured

Security Level

This option is not available for exit points that deal with
specific operations (such as Change User Profile and Pre-Power
Down System)

1 = Allow all activity (available for all other exit points)

2 = Reject all activity (available for all other exit points)

3 = Allow activity subject to User-to-Service security rules (not
available for exit points that are supported until the Logon level
i.e. Telnet and Remote Sign-on)

9 = Full security — differs in logon and user-to-object.

Logon activates the logon limitation rules (user to system name,
IP and user name).

User-to-object activates your user limitation rules.

Information to Log

1 = Do not log any activity
2 = Log rejected transactions only
4 = Log all activity

Allow Action to React

1 =No (disables the Firewall real-time detection rules for this
server

2 = Rejects only (will activate Firewall real-time detection rules
only on rejections from this server)

3 = All (will activate Firewall real-time detection rules for all
accesses from this server)

Run Server-Specific
User Exit Program

Yes =Run a specific exit program after passing Firewall rules
for this server. The program SMZTMPA/UPyyyyyy will be
called. (yyyyyy is the server short name). Write your own
SMZTMPA/UPyyyyyy program according to the example in
SMZ8/GRSOURCE FWAUT#A.

The program that initiates the call is GRCLUER. This program
runs in USER authority and therefore the user (i.e. every user in
the system) will have the authority to run the program
SMZTMPA/UPyyyyyy

If the program SMZTMPA/UPyyyyyy is not accessible, the
regular security applies.

No = If there is a general exit program configured, it will not be
activated for this server.
Blank = global setting

Run in FYI Simulation
Mode

1 = Enable FYI Simulation mode for this server only
Blank = Use global parameter for all servers (System
Configuration)

Firewall 15 User Manual
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Using the Global Server Security Settings Feature

The global server security settings feature is a real time-saver that allows users to modify
server security rules quickly for all servers or for predefined server groups. Server groups
include several related servers, enabling definition of rules for all on a single screen. The
following table describes the members of the server groups.

Security

Server Description Server Description
Group Group
i [ FTP Server Logon *CMD REXEC Server Request
FTP Server-Incoming Rqst Validation
Validation Remote
FTP Client-Outgoing Rgst Command/Program Call
Validation
*SNA DDM request access *LICMGT Original License Mgmt
DRDA Distributed Relational DB Server
access Central Server - license
Remote sign-on (Passthrough) mgmt
*FILTFR | Original File Transfer Function *CNTSRV Central Server - license
FTP Server Logon (*) mgmt
FTP Server-Incoming Rqst Central Server -
Validation conversion map
FTP Client-Outgoing Rgst Central Server - client
Validation mgmt
TFTP Server Request Validation
Original Remote SQL Server
Database Server - SQL access &
Showcase
Database Server - data base access
File Server
*DBSRV | Database Server — entry *USRPRF Change User Profile
Database Server - object Create User Profile
information Delete User Profile - after
delete
Delete User Profile -
before delete
Restore User Profile
*PRT Network Print Server - entry *RMTSGN | Remote sign-on
Network Print Server - spool file (Passthrough)
Database Server — entry
Database Server - object
information
*DTAQ Original Data Queue Server _
Data Queue Server

To work with server security rules globally:

1. Select F22=Global setting from the Work with Server Security screen. The
Global Server Security Settings screen appears.

2. Press Enter to accept.

Firewall 15 User Manual
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Global Server Security Settings
Type choices, press Enter.
Exit point group . . . . . . ﬁHLL *ALL, *IP., %*SNA, *FILTFR, *DBSRV,

*PRT, *DTAQ, xCHD, *LICHGT,
X*CNTSRV, *USRPRF, XRMTSGN

Sacure . . o« oo o owow e o s *xYES *xYES, *NO

Check « « + « i » o % & w4 *XMAX ¥ALLOW, *REJECT, %MAX
Eilter dAPISNA .« » ¢ =« = 2 X*ND XYES, %xNO

T T L LYY *YES *YES, *REJECTS, *NO
Allow Action to react . . . . *YES, %REJECTS, xNO
Skip "Other" exit points . . *YES *YES, *NO

An "Dther" exit point is one which an unidentified program is already assigned
to it. Such an entry is denoted by the word OTHER in the SECURE column.

A blank entry is equivalent to %SAME.

F3=Exit F12=Cancel

Global Server Security Settings

Parameter or Option Description

Exit point group Enter an exit point group from the list to the right
Secure *YES = Secured

*NO = Not secured
Check *ALLOW = Allow all activity

*REJECT = Reject all activity
*MAX = Full security — allow activity subject to user-to-service,
object and login security rules as appropriate

Filter IP/SNA *YES = Secured
*NO = Not secured
Log *YES = Log all activity

*REJECTS = Log rejected transactions only

*NO = Do not log any activity

Allow Action to React | Allow Action to respond automatically to specific events by
sending messages to key personnel or running proactive command
scripts to prevent security breaches.

*YES = Allow Action to respond for this server only

*REJECTS = Allow Action to respond for rejected transactions
only

*NO = Do not allow Action to respond for this server only

Skip "other" exit An “Other” exit point is one to which an unidentified program is
points already assigned. Such an entry is denoted by the word OTHER in
the SECURED column.

*YES = skip

*NO = Do not skip

NOTE: iSecurity Firewall and other Network Security products can
work in parallel. For more information please contact Support.
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FYI Simulation Mode — Global Setting

The FYI Simulation Mode may be enabled or disabled globally for all activity or enabled for
individual function servers. In this manner, users can test security rules for specific servers
without affecting rules that apply to other servers. In addition, administrators can selectively
activate FYI mode for individual function servers.

To change the global setting for the FYI Simulation Mode:

1. Press F23 from the Work with Server Security screen. The Firewall *FYI*
Parameter pop-up window appears.

2. Type 'Y' to enable FYI globally or type 'N' to disable FYI. Press Enter to

continue.
Hork with Server Security
T Firewall XFYIXx Simulation Mode
Type options, press Enter. :er

: it
Op : Hork in *%FYI¥ simulation mode . . . . . . . H Y. N tom

: -
- Hhile in this mode, Fireuwall simulates the application of rules
B without rejecting transactions. Activity is recorded in the log

with the *¥FYIx designation.

B *FYI% 1s an acronym of "For Your Information".
B F3=Exit F12=Cancel

More...
(%) Changing the "Secure"” parameter reguires restarting Host Server or IPL
Modify data, or press Enter to confirm.
F3=Exit F8=Print F9=0b ject security Fl10=Logon security
Fll=User security Fl12=Cancel F22=Global setting F23=FYI F24=Emergency

Work with Server Security: Firewall FYI* Parameter

Using the Emergency Override Feature

The Emergency Override feature allows users to override all existing security rules
temporarily by allowing or rejecting all activity. This feature is useful in order to respond
quickly to emergencies such as critical transactions being rejected due to problems with
Firewall security rules or a sudden security breach.

To work with emergency override, follow the following procedure:

1. Press F24 from the Work with Server Security window. The Firewall
Emergency Parameter pop-up window appears.

2. Type a setting according to the below table.

3. Press Enter to confirm and return to the Work with Server Security window.
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EIGTEN RS U B E O Gl ERE SRS Lork with Server Security
T : Firewall Emergency Override
Type options, press Enter. P er
: :it
Op : Emergency override ALL Security setting . . B B=No change ‘m
- Use this option for short periods only. 1=Allou : ¥
N Use AlloutlLog to eliminate business impact 2=Al l owtLog
B while you are reseting the rules. 3=Reject
Use Reject+Log to react &k trace an intrusion. 4=Re jecttlLog
F3=Exit F12=Cancel
Yes Full Y YY Database Server - data base access NDB
More.. .
(%) Changing the "Secure" parameter requires restarting Host Server or IPL
Modify data, or press Enter to confirm.
F3=Exit F8=Print F9=0bject security F18=Logon security
Fii=User security F12=Cancel F22=Gl obal setting F23=FYI F24=Emergency

Work with Server Security: Firewall Emergency Parameter

Parameter or Option Description

Setting 0 = Disable emergence override — all rules function normally
1 = Allow all activity
2 = Allow and log all activity
3 = Reject all activity
4 = Reject and log all activity
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Firewall rules control activity originating from or outbound to specific IP addresses. Inbound
activity from specific SNA system names may likewise be controlled.

Firewall also supports SSL restrictions on access to FTP, Telnet, Data Base Server (including
ODBC), Sign-on, Remote Access and DDM servers.

IP Address Firewall Rules

IP address firewall rules can apply to outbound and inbound activity. The definition
procedure and data screens are the same for both activity types.

Rules control activity for individual IP addresses or ranges of IP addresses using standard
subnet mask notation. For each address or range of addresses, one can choose to allow or
reject activity for any of the following servers:

FTP/REXEC (includes: FTPLOG, REXLOG)

Telnet

Internet WSG

DB Server (includes: SQLENT, SQL, NDB, OBJINF)
TCP Sign-on Server

Remote Command/Program Call (RMTSRV)

DDM (includes: DDM, DRDA)

To create or modify IP address firewall rules,

1. Select 2 from the main menu. The Work with Dynamic Filtering menu appears.

2. Select 1. Incoming IP Addresses from the Work with Dynamic Filtering menu.

To work with Outgoing activity, select 2 from the Work with Dynamic Filtering
menu. In either case, the Dynamic Filtering screen appears. This screen lists all
existing rules showing which communication protocols are allowed or rejected.

3. Type 1 to select an existing rule or press F6 to create a new rule.
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Dynamic Filtering- Incoming IP Address Security

Type options, press Enter.

1=Select 4=Delete F Te H R D
T InS DTCPH D
Opt IP Address Subnet Mask P et G BSGNT HM Text
I X*ALL 0.0.0.08 Y Y X*ALL
1.1.1.1 255.255.255.128 ¥

~1.1.1.99 255.255.255.255 ¥ Y Y Y RULE SET BY WIZARD
T 1.1.1.1861 255.255.255.255 ¥ Y Y RULE SET BY WIZARD
T o1.1.1.173 255.255.255.255 Y Y ¥ ¥ ¥ ¥ ¥
©1.1.1.196 255.255.255.255 Y S
T 1.2.3.4 255.255.255.255 ¥ Y S Y PP

Bottom
FTP includes:
DDM 1includes:
DB Server includes:

F3=Exit F6=Add neuw

FTPLOG, REXLOG
DDM, DRDA
SOLENT, SQL, NDB, OBJINF

F8=Print F18=Logon security Fi2=Cancel

Firewall 15 User Manual

Work with Firewall — Incoming IP Address Security

Parameter or Option Description

F6 Create a new firewall rule
F8 Print list of firewall rules
F10 Work with Logon security rules
Opt 1 = Modify an existing rule
4 = Delete an existing rule

4. If you are creating or modifying a rule, the Dynamic Filtering
Incoming/Outgoing IP Address screen appears. The table following the screen
examples details the appropriate rule parameters.

47
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IP Address

Text

Subnet mask . .

Secure value. .

Dynamic Filtering- Modify Incoming IP Address

Type choices, press Enter.

HHLL Address, *ALL
0.0.0.0 FA4 for list
®ALL

FTR/ Tel- DB TCP Rmt
REXEC net Srv  SGN Srv  DDH

Y ¥Y=Yes, S5=85L only
- N - a a - A=Skip checks
B=SS5L4Skip checks
L=Skip checks+Log
M=55L+Skip checkstlLog

Equivalent IP range . . 0.0.0.0-2355.255.235.2535

S0L statwents are not parsed when checks are skipped or rejected.
FTP=FTPLOG, REXLOG. DDHM=DDH, DRDA. DB Srv=S0LENT, S0L, NDB, OBJINF.

F3=Exit F4=Sel ect Subnet FiD=Logon security Fi2=Cancel

Modify Firewall Incoming IP Address

Parameter or Option Description

IP Address Enter an IP address using standard decimal format.
Enter the subnet mask using standard decimal format to define a
Subnet Mask range of IP addresses. Refer to the examples or press F4 to
select an appropriate subnet mask range.
Text

Descriptive text

Secure value

Y=Yes = Type 'Y' to allow activity or leave the field Blank to
reject activity for each individual server.

S=SSL = Type ‘S’ to set SSL restrictions for the various types
of access protocols.

A = Allow always

B = SSL+Skip checks

L = Allow always and log

M = SSL+Skip checks+Log

Use of B and L can dramatically improve performance for
situations such as high volume of requests that come from an
already "confident" (well secured) IP that uses SSL, which
doesn’t require checking of the requests. An example can be a
server connected via SSL which issues many SQL (ODBC)
and/or Program calls.

Equivalent IP Range

Displays the range of IP addresses as defined by the subnet
mask.

F10

Work with Logon security rules

Firewall 15 User Manual
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SSL Support:

Secu

iSecurity Firewall now supports SSL restrictions on access to FTP, Telnet, Data Base Server

(including ODBC), Sign-on, Remote Access and DDM servers.

This feature is unique and unequaled in the System i security network access market.

The benefits of this feature are:

1. Simple, easy to use interface for defining SSL restrictions for the various types of access

protocols (see Figure 1 below).

2. Full integration with iSecurity Firewall's capabilities, providing a "one-stop" solution for
all of your company's security network access requirements (see Figure 2 below).

3. The ability to test SSL connectivity before "live" implementation using FYI (for-your

information) simulation mode (see Figure 3 below).

Type choices, press Enter.

Dynamic Filtering- Modify Incoming IP Address

IP Address o 0 B | Address, XALL
Subnet mask . 255.255.255.128 F4 for list
Text

FTP/ Tel - TCP  Rat

REXEC net SGN  Srv DDH
Y=Yes, S=SSL only . \

rity
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Equivalent IP range . 1.1.1.8-1.1.1.127

S=SSL requires that the connection is encrypted (Checked from V5SR1)
FTP includes: FTPLOG, REXLOG

DDM includes: DDM, DRDA

DB Server includes: SQLENT, SQL, NDB, OBJINF

F3=Exit F4=Sel ect Subnet FiB=Logon security Fi12=Cancel

Secure access protocols with SSL
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..........................................................................

Firewall ¥FYIx Simulation Hode
Type options, press Enter.
Work in %FYIX simulation mode . . . . . . . H Y, N
Hhile in this mode, Firewall simulates the application of rules
without rejecting transactions. Activity is recorded in the log
with the XFYIx designation.

¥FYIx is an acronym of "For Your Information".

F3=Exit F12=Cancel

..........................................................................

Test SSL connectivity while using FYI mode

Why Raz-Lee developed the SSL Solution

A Raz-Lee customer wished to implement "port restriction" (to separate unsecured and SSL-
and ODBC accesses for a specific IP range).

The customer has subsidiaries with specific IP ranges, some of which are capable of
communicating via SSL, while others are not. The customer wanted to allow normal port
access for specific IP ranges for the subsidiaries which are not capable of using SSL, and
wanted to use SSL ports only for the SSL-capable IP range. All other IP addresses should be
restricted.

The required solution must be implemented at the IP level and not at the user level, and has to
be implemented for ODBC.

In the future, when the entire customer's subsidiaries use SSL, they will want to fully block
unsecured ODBC servers. In short, they are not able to restrict unsecured ODBC on the
0S/400 level at this time.

The Customer's Testing Methodology

In order to define their requirements, the company used iSeries Navigator and Microsoft Excel
with the iSeries Navigator Data Access plug-in.

When Navigator was configured for non-SSL connections and data was imported via Excel,
the customer saw the connections on the i5/0OS with NETSTAT connections on ports 8470,
8471, and 8476. These are the normal (non-SSL) ports of host servers.

When Navigator was configured for SSL connections using the same data accessing method,
connections were made on ports 9470, 9471, 9476. The customer understood these to be the
secured ports of the host servers.

Based on these findings, the customer wanted to define IP address ranges that could access
System i data only in secured mode.
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SNA Firewall Rules

SNA firewall rules govern incoming activity from other IBM systems conforming to the SNA
system name protocol. Rules control incoming activity for individual system names. For each
system name, you can choose to allow or reject activity for any of the following servers:

e DDM
e DRDA
e Passthrough

To work with SNA firewall rules:
1. Select 2 from the main menu.

2. Select 11. Incoming Remote System Names from the Work with Dynamic
Filtering menu. The Dynamic Filtering- Incoming Remote System Names
Security menu appears. This screen lists all existing rules showing which
communication protocols are allowed or rejected.

3. Type 1 to select an existing rule or press F6 to create a new rule.

Dynamic Filtering- Incoming Remote System Names Security

Type options, press Enter.
1=Select 4=Delete

PASS-
Opt Systemk DDM DRDA THROUGH Text
*ALL
$4455778 Y Y Y my software house

Bottom
F3=Exit F6=Add new F8=Print F10=Logon security F12=Cancel

Work with Firewall — Incoming Remote System Names

Parameter or Option Description

F6 Create a new firewall rule
F8 Print list of firewall rules
F10 Work with Logon security rules
Opt 1 = Modify an existing rule
4 = Delete an existing rule
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If you are creating or modifying a rule, the Dynamic Filtering- Modify Incoming Remote
System Name screen appears. The table following the screen example details the appropriate
rule parameters.

Dynamic Filtering- Modify Incoming Remote System Name

Type choices, press Enter.

System . . . . . . .. 54455778 Name, generick, XALL
Text . . . . . . . . . my software house

DDM DRDA Passthrough
¥Y=Yes . . . . . . . .. ¥ Y Y

F3=Exit F10=Logon security F12=Cancel

Modify Incoming Remote System Name

Parameter or Option Description

System SNA system name

Text Description of the SNA system

Y=Yes Type 'Y' to allow activity or leave the field Blank to reject
activity for each individual server.

F10 Work with Logon security rules
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Chapter 5: User Security

Conceptual Framework

User-to-service security rules control the activity of specific users, profiles groups and Firewall user
groups in individual servers. You can also use user-to-service rules to grant or deny users
*ALLOBJ (all objects security) for native OS/400 and IFS objects.

Server security rules, as described in Chapter 4, control activity for each server on a global basis for
all users. User-to-Service security rules allow users to control activity via these servers for
individual users or groups of users. Group-based rules may be defined for OS/400 group profiles or

Firewall User Groups.

User-to-service rules override the global server security rules, providing that the Security Level
parameter is set to 3 or above. For example, if the Security Level parameter in the server security
rule for the FTP server is set to 3 (user-to-service), user-to-server rules may allow activity for
certain users and reject access for others. The *PUBLIC user profile serves (see screen example
below) as a default user-to-server rule for all users not explicitly covered by a rule.

Verb Support

User-to-server rules can also restrict activity on certain servers according to specific remote
commands, known as Verbs in the System i world. This feature enables limiting user ability to
execute specific remote commands. For example, members of the user group %PGMR are not
permitted to execute the SQL delete command as shown in the following screen.

Modify User Security

Type choices, press Enter.

User . z *PUBLIC
>> Set: 1=Allow (+) 2=Re ject 3=By Verb (V) 4=A1l ou+Skip object check (S)

Log: blank=Ne change 1=None 2=Rejects 4=All
General User Verb Short
Setting Setting Set Log Support Name
None Yes Original File Transfer Function FILTFR
None Yes FTP Server Logon FTPLOG
None Yes B Yes FTP Server-Incoming Rgst Validation FTPSRV
None Yes B Yes FTP Client-Outgoing Rqst Val idation FTPCLN
None Yes B REXEC Server Logon REXLOG
None Yes - REXEC Server Request Val idation REXEC
None Yes B Yes Original Remote SOL Server RMTSOL
None Yes B Yes Database Server - S0OL access & Shoucase SQOL
None Yes Yes Database Server - data base access NDB

B More...
F3=Exit F4=Prompt FB=Print F9=0b ject security F10=Logon security
Fii1=Modify Set/Log Fi12=Cancel F23=Re ject al
Modify User Security

Verb (command) rule support is available for the FTP, SQL, and Database and DDM servers.

Firewall 15 User Manual
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Rule Definition Procedure

To work with user-to-service security, select 11. Users and Groups from the main menu. The
Work with User Security screen appears. This screen lists provide a quick glance at the user-to-
service rules currently in effect.

3. To work with an existing rule, type 1 in the Opt field or press F6 to create a new rule.
Use the PageUp and PageDown keys to scroll through the list. Press Enter to

continue.
Hork with User Security
Type options, press Enter. (Read top->doun) Servers securing
1=Select 3=Copy 4=Delete 5=Members User Level only
777777777 Netuork Servers-------~-|r----r-rmr-recnr-
EiE F FR R RFO e EEHNNRNLSDT
ITTTERN MHIR B SSPPSOQBC
LERPPXET Tk DED W EL DEERBEL IR
User TLSECLXSESHNSSETTPRPIIDRNLESSETS
System Group FORLOEQODRRAARCCD|IDVNNPRNNG
Opt %group RGVNGCLLBYVOQOTHMHMHAHNMNMTLVTFN
| *PUBLIC v o+
%FTP +V + o+ v +
- %GGG FHY P A FF A EF R EF AR E
%J11J LI N TR S N N T A N I N I T
B EDI +V+ ++ 4+ ++ 4+ + + + 4+ ++
- ELIH + t++++++++ At
- LEO + Vo4 v
a LUCAS o+t v +
B QSECOFR + v
More. ..
F3=Exit F6=Add user F7=Add group F8=Print list

Work with User Security

The following table explains the options and information on Work with User Security screen.

Parameter or Option Description

Opt 1 = Select this rule for modification

3 = Copy this rule for another user/group

4 = Delete this rule

5 = Modify group members

Servers Displays the rule status for each server type:

+ = User-to-service rule overrides the global server security rule.
Allow a user the access to a server and check for object
authorizations.

V = User-to-service rule overrides with verb (command) support
Blank = Global server security rule governs activity for this
server

S = Allow a user to access a server and skip the check for object
authorizations. This simplifies the test for some users (normally

for batch applications, which are playing the role of servers and

the desire to save performance in such cases).
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F6 Create a rule for a new User
F7 Create a rule for a new Group
F8 Print user-to-service security rules

4. Enter parameters on the Add/Modify Parameters screen and press Enter to confirm.

Modify User Security

......... %PUBLIC

Type choices, press Enter.
Activity Time Time group, *NEVER
Use Group Authority ¥Y=Yes, N=No, blank=Default
Enable Services based also on 0S/480 and %USER Group profiles

Authorities and Locations

2. Services FTP, SQL, NDB, DOM, ...

3. IP

Selection

4, Device Names

In-product Special Object Authority

SIGNON only

L

AS/400 Native. . . . . 3 1=%ALLOBJ, 2=%xEXCLUDE, 3=%0BJAUT
IFS . . . . . . . .. g 1=xALLOBJ, 2=xEXCLUDE, 3=x0BJAUT
F3=Exit F4=Prompt F8=Print
F9=0bject security F10=Logon security F12=Cancel
Modify User Security

Parameter or Option Description

User

Displays the user profile or user group name

Activity Time

Time Group = type a time group name or press F4 to select from a
list.

Use Group Authorities

Y = use a specific group authorities
N = don’t use any specific group authorities

Authorities and
Locations

2. Services= specify authorities and location by Services name
3. IP = specify authorities and location by IP name
4. Device Names = specify authorities and location by Device name

In-product Special

Use this field to define object authority for the user/group for

Object Authority AS/400 Native and IFS objects.

F8 Print user-to-service security rules
F9 Work with object security rules
F10 Work with Logon security rules

Firewall 15 User Manual
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Client Application Security

Client Application Security is an alternative way to set network security.

Until now, most IBM i network access products focused on the Database being accesses,
Commands and Program calls in order to determine if the access should be accepted or rejected.

Client Application Security provides the ability to allow a Client Application to be authorized as a
whole rather than by the ways in which it accesses the Database, Commands and Program calls.

Once the application is verified for use by a specific user (including Group/Supplemental profiles),
from a specific IP, within a specific time frame, etc., all the network access activities of this
application will be considered "authorized", requiring no specific detailed authority to be defined.

Client Access Security is, indeed, a revolution in defining and benefiting from network access
security.

In order to activate the Client Application Security feature, select option 81 3. User Exit
Programs and ensure that the Enable Application Level Security field is set to *STD.

Firewall User Exit Programs

Type options, press Enter.

Allow/Reject request D e e e HNDNE Name, XxNONE

Library . . . . . . . . . . . . Name, xLIBL
This user program is called at the end of the auhorization verification,
and may override the decision. See example in SMZ8/GRSOURCE FWRUT#A.

Enable Application Level Security *xSTD Name, %NONE, xSTD
Library . . . . . . . . . . . . Name, xLIBL

GUT product identifies itself and continues without farther inspections.

For %STD value initial identification program SMZ8/GSASTDR should be

called by GUI with two parameters:

{Application name> - %CHAR 20, <Identification key> - %CHAR 50

Pre Power Down System . . . . . . *¥NONE Name, %NONE
Name, xLIBL

Library . . . . . . . . . . .
This user program is called before system is pouwered doun.

No parameters are passed to this program.

F3=Exit F12=Previous

Firewall User Exit Programs

1. To work with Client Application Security go to option 18. Client Application Security
from the main menu
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Hork with Client-Application Securily
Subset
Type options, press Enter.
1=Sel ect 3=Copy 4=Del ate
Opt Application Act ive
. JAVARARZLEE Y Definitions for Java
AX Y
_ bp ¥ nnxx
_ EVG2 ¥ Test for EVG2
_ RTY ¥ sdsdfsfs
_ VBN ¥ frete
BotLtom
Client-Appl ication Security is an alternative to user/object security. See Help
F3=Exit F6=Add new F8=Print Fi12=Cancel
Work with Client-Application Security
2. Press F6 to add a new client-application
Add Cl ient-Appl ication Security
Type information, press Enter.
Application . . . . . . I
Text € o e
Active . . . . . . . . . ! Y=Yes, N=No, A=Administrators only

Setting the "Active" for an application controls the level of service that
users can get from this application. Hhile Active=N or Active=A, the product
will still identify the request as such which falls in the category of the
application, but will recognize that tLhe applicalion cannol be used.

F3=Exit F12=Cancel

Add Client-Application Security
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User Management

This chapter presents several powerful security tools that Firewall shares with Action. These
control the ability of users to sign-on to the system and enhance active system security by allowing
users to perform the following tasks:

= View and modify security parameters in user profiles using a convenient wizard interface
= Automatically disable inactive users
= Restrict user sign-on to specific hours and days

= Prevent user sign-on during planned absences or following termination

Analyze default passwords for effectiveness

To work with the user sign-on control tools, select 15. User Management from the main menu.
The User Management Sign-on menu appears. Select the desired function from this menu.

AUUSRMN User Management 1Security/Action

System: 5720

Select one of the follouing:
Active User Authorized Signon Times

1. Work with Users (MWRKACUSR) 21. Hork with Schedule
22. Display Schedule

5. Print Special RAuthorities

6. Print Environment Information User Absence Security
41. HWork with Schedule
Disable Inactive Users 42. Display Schedule
11. Hork with Auto-Disable
15. Exceptions Password Control

61. Analyze Default Passwords
62. Password Report

Selection or command

=" I

F3=Exit  F4=Prompt  F9=Retrieve F12=Cancel
Fi13=Information Assistant F16=AS/400 main menu

User Management

Work with Users

The Work with Users Wizard enables viewing and modifying several security-related parameters in
the user profile by using a user-friendly wizard interface. One can view and work with many
different users at once and compare settings between different users.

The security officer can use this tool to review all users at-a-glance and immediately disable
suspicious users. One-key access is provided to many of the other user sign-on tools.

To start the Work with Users wizard, follow this procedure.

1. Select 1 from the User Management menu. The Action Work with Users screen
appears, offering you several options to display filtered subsets of users.
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User . . . . . « . .

F3=Exit  F4=Prompt
F24=More keys

Type choices, press Enter.

...... HHLL Name, generick, *ALL

User disabled . . . . . . . .. *ALL XYES, %NO, *ALL
User has password . . . . . . . XALL XYES, %NO, *ALL
Days since last signon is GE . . *ALL Number, XALL
Inval id signon attempts is GE .  *ALL Number, XALL

Action Hork with Users [HRKACUSR)

Bottom
F5=Refresh Fi12=Cancel F13=How to use this display

Action Work with Users

Description

Parameter or Option
User

*ALL = Display all users

Generic* = Display all users beginning with text preceding
the *

Name = Display a specific user profile

User enabled

*YES = Display enabled users, with passwords, who can sign-
on

*NO = Display disabled users and those who cannot sign-on
*ALL = Display users irrespective of status

User has password

*YES = Display only users whose password has expired
*NO = Display only users whose password has not expired
*ALL = Display users irrespective of password expiration

Days since last sign-on is GE

*Number = Display only users who have not signed on for at
least the specified number of days
*ALL = Display users irrespective days since last sign-on

Invalid sign-on attempts is
GE

*Number = Display only users who have not signed on for at
least the specified number of days
*ALL = Display users irrespective days since last sign-on

2. The Work with Users Wizard consists of three screens — Basic, Sign-on, and
Password. Each containing several related parameters. The same function key
options are available on all screens. On each of these screens, users that cannot sign-
on to the system are displayed in pink. Use F11 to navigate between screens.

Screen 1: Work with User Status - Basic

This screen shows whether individual users can sign-on to the System i. In order to sign-on, users
must be enabled and have a valid, non-expired password.
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iSecu

1=Select

Opt User

I ILAN
ISARC
JAVA
JAVAG1
JAVA3
JOHN
JR
KIRK
LENNY

F3=Exit

Work with User Status - Basic iSecurity
Position to .

Type options, press Enter.
3=Enable 4=Disable 6=Reset count 7=Expire 9=Neu password

Users displayed in pink are not eligible Lo sign on.

Disabled Password

Yes IT Team

Marketing Department

Java Team
Yes VAJava for AS/400 Lab - Programmer
Yes GUI Testing

John Smith - IT Team
Marketing Department
Yes Sales Team
Yes Sales Teanm

F7=Subset F8=Print Fl1=Additional parameters F12=Cancel
Fl4=Absence Security F15=Auto-disable excepltions F16=Signon times

Parameter or Option Description

Opt

Work with User Status - Basic

1 = Display all parameters for the selected user profile (see
below)

3 = Enable user profile

4 = Disable user profile

6 = Reset invalid sign-on attempt counter — prevents
automatic disabling of this user due to excessive sign-on
errors

7 = Set password to ‘expired’ — this user must change
password at next sign-on

Enabled

Blank = User profile is enabled
No = User profile is disabled

Password

Blank = User profile has a valid password and can sign-on
None = No password is associated with this user profile and
he cannot sign-on

F7

Display a subset of user profiles filtered according to status
parameters (available on all screens)

F11

Display the next of the three parameter screens for the
currently displayed user profiles

F14

Temporarily disable users during planned absences (e.g.
vacation, sick, leave of absence), or permanently delete
users leaving the organization

F15

Specify users that should never be disabled automatically,
even if they have not signed on for a long period of time
(inactive user)

F16

Restrict user sign-on to predefined working hours
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iSecu

In order to display all the parameters for a single user, type 1 in the Opt field to the left of the
desired user. The following screen appears:

Hork with User Status - Details 1Security
Usar & ¢ &« & 505 a0 2 JOHN
John Smith - IT Team
Disabled . . . . . . . . :
Pas