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Introduction

Thank you for purchasing the Moxa DA-681 Series of x86 ready-to-run embedded computers.
This manual introduces the software configuration and management of DA-681 embedded
computers running the Windows CE operating system. For hardware installation, connector
interfaces, setup, and upgrading the BIOS, please refer to the DA-681 Series Hardware User’s
Manual.

Microsoft Windows CE is an open, scalable, 32-bit operating system that allows you to build a
wide range of innovative, small footprint devices. A typical Windows CE-based device is designed
for a specific use, and often runs disconnected from other computers, or distributed as a front-end
to a centralized host. Examples include enterprise tools, such as industrial controllers,
communications hubs, point-of-sale terminals, and display devices, such as HMI, advertisement
appliances, and interactive panels.

This chapter covers the following topics:
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Overview

Product Features

Software Specifications

Application Development Environment
Networking and Communication Capabilities
Supporting Services and Daemons

Graphics Tools

Supporting Drivers

Memory and File Systems

Hive-Based Registry
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Overview

The Moxa DA-681 Series embedded computers are x86-based rackmount embedded computers
designed for industrial data acquisition applications.

The DA-681 main system is based on the Intel Celeron M processor and 910GMLE chipset, which
supports standard x86 VGA, USB, PS/2 keyboard/mouse, 4 Gigabit LAN ports, and IDE/SATA
disk interface. In addition, the DA-681 has a CompactFlash Socket and pre-installed embedded
ready-to-run operating system. Programmers will find the full-function development kit a great
benefit for developing software and building reliable communication applications.

The housing is a standard 1U, 19-inch wide rack-mounted rugged enclosure. This robust,
rack-mountable design provides the hardened protection needed for industrial environment
applications.

Product Features
The DA-681 Series Basic System has the following common features:
e Intel Celeron M 1 GHz processor with 400 MHz FSB
e Intel 910GMLE + ICH6M chipset
e 200-pin DDR2 SODIMM socket x 1, supporting DDR2 400 up to 1 GB
e 6 10/100 Mbps Ethernet ports for network redundancy
e 1 CompactFlash socket
e 4 RS-232, 8 RS-485 serial ports
e 2 SATA connector for storage expansion
e USB 2.0 ports for high speed peripherals
e 19-inch rackmount, 1U high form factor
e Fanless design
e 100/240 VAC/VDC power inputs

Special features for the DA-681-CE Windows CE model:

e Shipped with DDR2 512 MB memory
® Ready-to-run Windows CE 6.0 platform pre-installed on a 512 MB flash disk module

f} ATTENTION
Refer to the “Non-standard Baudrates” section for instructions on how to calculate which
baudrates are supported.
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Software Specifications

The DA-681-CE embedded computer provides the following common, popular application
development features, networking/communications capabilities and supporting services/daemons
to make the Windows CE environment into an easy and convenient programming tool. The
software features of the DA-681-CE embedded computer are listed below:

Application Development Environment

Microsoft .Net Compact Framework 2.0—Microsoft .NET CF is a software package
designed by Microsoft for connecting information, people, systems, and devices. One of the
main features of .Net CF is the use of XML Web services, which allow small, discrete,
building-block applications to connect to each other and to other, larger applications over the
Internet. Microsoft Visual Studio .NET and the Microsoft .NET Framework allow developers
to develop XML Web services quickly, and integrate them easily with other applications.

C/C++ Programming Languages—You can use the eVC4++ or Visual Studio 2005 to
develop C/C++ programs.

COM and DCOM—The Component Object Model (COM) is a platform-independent,
object-oriented system for creating binary software components that can interact with other
COM-based components in the same process space, in other processes, or on remote devices.

Message Queuing (MSMQ) —The Message Queuing (MSMQ) implementation makes it
possible for applications to communicate with other applications across networks and systems
that might be temporarily offline.

SOAP Toolkit—The client-side SOAP Toolkit functionality in Microsoft Windows CE allows
an application to invoke Web service operations while the server-side functionality maps
invoked Web service operations to Component Object Model (COM) object method calls.

XML—Extensible Markup Language (XML) is the universal format for data on the Web.
XML allows developers to describe and deliver rich, structured data from any application in a
standard, consistent way. XML does not replace HTML, but is a complementary format.

Networking and Communication Capabilities

Simple Network Management Protocol (SNMP)—Monitors remote connections to the
network.

Simple Network Time Protocol (SNTP) Client—Provides support for synchronizing the
device’s system time with an SNTP server, and supports Daylight Saving Time.

Serial Communications—Includes a special driver for Moxa serial ports.

Network Utilities (IpConfig, Ping, Route)—Ultilities for troubleshooting various network
problems.

TCP/IP—Includes IP, Address Resolution Protocol (ARP), Internet Control Message Protocol
(ICMP), Internet Group Membership Protocol (IGMP), Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), name resolution and registration, DNS Client, and DHCP.

Dial-up Networking—Consists of RAS client API and the Point to Point Protocol (PPP).
RAS and PPP support Extensible Authentication Protocol (EAP) and RAS scripting

PPPoE—Point-to-Point Protocol over Ethernet (PPPoE) provides the ability to connect a
network of hosts, over a simple bridging access device, to a Remote Access Concentrator.
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Supporting Services and Daemons
o FTP Server—A sample server used for transferring files to and from remote computer
systems over a network using TCP/IP.

® File Server—The File Server functionality in Microsoft® Windows® CE enables clients to
access files and other resources over the network.

e Telnet Server—A sample server that allows remote administration through a standard telnet
client.

e Web Server (11S)—Includes ASP, ISAPI, and Web Administration ISAPI Extensions.

Graphics Tools
e Graphics Device Interface (GDI)—Provides information about the fundamental graphics
architecture for Windows CE.

e Diect3D Mobile Display Drivers—Provides information about creating a display driver that
supports Direct3D Mobile.

e DirectDraw Display Drivers—Provides information about creating a display driver that
supports DirectDraw.

e Video Codecs and Renderers—DirectShow Video Renderer, MPEG-I Video Codec, MS
RLE Video Codec, Video/Image Compression Manager, WMV/MEPG-4 Video Codec.

Supporting Drivers
e Watchdog Driver—Provides a Watchdog API for use with applications.

Memory and File Systems

The 512 MB of SDRAM memory space is used for the main memory (about 233 MB), in which
the operating system and user applications run. The kernel image occupies the rest of the space.

The DA-681-CE’s internal file system controls access to the compact flash card and a RAM disk.
The file system provides persistent storage for applications and related data, even when the main
power supply is lost. When the system resets, all files stored in RAM disk will be lost.

The root directory is a RAM file system, which differs from the system used by Moxa’s
UC-7400-CE embedded computer. The DA-681-CE root file system is a persistent file system.
There is no any RAM file system stored in DA-681-CE.

The internal file system is uses a FAT (File Allocation Table). This means that the internal file
system of the computer provides the ability to mount external FAT file systems.

The additional file systems on USB and CompactFlash storage devices are placed at the root of the
internal file system. If you intend to use these devices to port data between your PC and the
DA-681-CE computer, please format them as the FAT file system on your PC.

Hive-Based Registry

The registry for the DA-681-CE is a hive-based registry, in contrast to a RAM-based registry. The
hive-based registry stores registry data inside files, or hives, which can be kept in a file system,
which removes the need for performing backup and restore on power off.

1-4



2

Software Configuration

In this chapter, we explain how to operate a DA-681-CE computer either directly, or from a PC
over the network. In addition, we explain how to handle system time adjustment, troubleshoot
network connectivity, and other operations. Some of these operations can be handled with system
commands after gaining access to the computer, and others can be done by using a “System
Manager” described in a later chapter.

This chapter covers the following topics:

O Starting Your DA-681-CE Computer

O Resetting Your DA-681-CE Computer

» Cold-Start

» Warm-Start

» Reset to Factory Default

Changing the Network Settings

Operating Your DA-681-CE Computer with a Telnet Client
Adjusting the System Time

Adjusting the Time Zone

Starting and Stopping Services

Troubleshooting Network Connectivity

Simple Network Management Protocol (SNMP)
Remote Display Control

Inserting a USB Storage Device into the Computer
Inserting a CompactFlash Card into the Computer
4 RS-232 Serial Ports and 8 RS-485 Serial Ports
Accessing Files through File Sharing

BIOS Status Notification

How to Determine the Firmware Build Version

[N Iy N N I A oy Iy Ny
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Starting Your DA-681-CE Computer

Connect the display monitor to the DA-681-CE computer, and then power it up by connecting it to
the power adaptor. It takes about 30 to 40 seconds for the system to boot up. During the boot-up
process you should see the “Windows Embedded CE 6.0” loader image displayed on your monitor,
along with a progress bar.

f _‘3’ Windows Embedded CE6.0

Once the system is ready, the desktop will appear on your monitor.

U Wlndows EmbeddedCE 6.0

Afindowes Embedded CE v6.00 (Build 2217 on Feb :

L e e e e e e o de L L 1231 M [[B]
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Resetting Your DA-681-CE Computer
Cold-Start

Disconnect and then reconnect the power. The computer will reboot itself right away.

Warm-Start

To reboot the computer when the power is on, push the reset button on the front panel and then
release it within 1 second. The computer will reboot itself.

Reset to Factory Default

If the computer is not working properly and you want to load factory default settings, press “8”
when the “Windows Embedded CE 6.0” loader image is displayed during the first 4 or 5 seconds
of the power on sequence. The optional prompts are described step by step as follows:

Stepl: Scan Disk (Automatically).

Windows CE 6.0 supports the FAT file system. Sometimes, due to unstable power or
application issues, the files, directories, or FAT table could be damaged. The “Scandisk”
routine will help you scan the file system and auto-fixed file or directory corruption
problems.

f} ATTENTION
After running Scan Disk, you might find some files named “FILEQOxx.chk,” which means some
files or directories were damaged and hves been fixed.

Step2: Reset to Default? (Y/N).

Type “Y” to load factory default settings and the configuration file.
Step3: Clean all files and directories? (Y/N)

You can clear all garbage files and directories by selecting this option.
Step4  Proceed? (Y/N)

Type “Y” to start the Reset to Factory Defaults Procedure. After the factory default
configuration has been loaded, the system will reboot automatically.

Changing the Network Settings

The DA-681-CE computer comes with six network interfaces. The default IP addresses and
netmasks of the network interfaces are as follows:

Default IP Address Netmask
LAN 1 192.168.3.127 255.255.255.0
LAN 2 192.168.4.127 255.255.255.0
LAN 3 192.168.5.127 255.255.255.0
LAN 4 192.168.6.127 255.255.255.0
LAN 5 192.168.7.127 255.255.255.0
LAN 6 192.168.8.127 255.255.255.0

2-3
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There are two ways for you to change your network setting.
Use Windows CE Network Control Panel utility

Stepl:  Move you mouse go to the [Start] — [Settings] — [Network and Dial-Up
Connections].

[File Edit View Advanced | mli=l=] K? X
A -3 -3 - = " ]
B & 9 9 % ¥# F

MakeTigw?  LaMl LAN2 LAN3 AN LAMS A

{onnection;

:)’Start I@-,Network Connections ‘*‘*‘""‘*‘*“‘*‘ 2R A M@

Step2:  Right-Click the LAN icon and click the [property]
Step3:  Click “OK” button after configuration is done.
Use telnet client to logon to DA-681-CE

Normally, you are required to change them because they are located on a different local network
from that of your development workstation. Without changes, you cannot connect to them directly.
Use the netconfig utility to complete the task. Type netconfig -h to get help on this utility.

\> netconfig -h

Usage: netconfig -n <AdapterName | Alias> [-EnableDHCP]
[-1 <IP address>] [-m <netmask>] [-g <gateway>] [-d <DNS server>]
[-w <WINS Server>] [-noask]
e.g-: netconfig -n LAN1 -i 192.168.10.101 -g 192.168.10.254
: netconfig -n LAN1 -EnableDHCP

Alias:

LAN1=PCI\RTCENIC1
LAN2=PCI\RTCENIC2

For example, your development workstation has a LAN port at 192.168.1.5 and the Domain Name
Server (DNS) is at 192.168.2.6. Execute the following command.

\> netconfig—n LAN1 —i 192.168.1.5-m 255.255.255.0-9 192.168.1.254 —d
192.168.2.6
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Use command netconfig to view the new settings.
\> netconfig

LAN1 Interface Configuration:
IP Address: 192.168.1.5
SubNet Mask: 255.255.255.0
Gateway: 192.168.1.254

DNS: 192.168.2.6

LAN2 Interface Configuration:
IP Address: 192.168.4.127
SubNet Mask: 255.255.255.0
Gateway:

DNS:

Operating Your DA-681-CE Computer with a Telnet Client

Before using the Telnet client, we suggest that you change the network settings of the computer
(see the section “Changing the Network Settings™) so that at least one of the network ports is
situated in the same subnet segment as your development workstation.

Use a crossover Ethernet cable to connect your development workstation directly to the target
computer, or use a straight-through Ethernet cable to connect the computer to a LAN hub or switch.
Next, use a Telnet client on your development workstation to connect to the Telnet console utility
of the target computer. After a connection has been established, type the login name and password
as requested to log on to the computer.

After logging in through the Telnet client, a list of commands will be available for operating the
computer. Use HELP to display all of the commands, or type HELP [command name] to display
extended help for the selected command. Some of these commands, such as DATE and TIME, are
very useful for managing the computer’s system time. Other commands, such as DIR and MKDIR,
are good utilities for file management. For example, to inspect the file structure of the root
directory, type DIR.

\> dir /b

Network

BLDR
SPLASH.BMX
EBOOT.BIX
BOOT. INI
NK.BIN
NK8.BIN
Settings
Program Files
My Documents
Application Data

A

ATTENTION

You can only create 9 WinCE Telnet clients at the same time.
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Adjusting the System Time

Setting the System Time Manually

Use the date and time command line utilities to query the current system date/time or set a new
system date/time.

\> date
The current date is: Tuesday, November 22, 2005
Enter the new date (mm-dd-[yy]yy): 12-23-05

\> date /T
Wednesday, November 23, 2005

\> time
The current time is: 5:27:17 PM
Enter the new time (hh:mm:ss): 16:02:00

\>time /T
4:02:04 PM

Adjusting the Time Zone

Windows CE 6.0 supports Time Zone setting. You can use Control Panel = Date/Time to adjust
your current Time Zone. Daylight saving Date and Daylight saving Time are also supported.

Starting and Stopping Services

After boot-up, the DA-681-CE computer runs several services continuously to serve requests from
users or other programs. Notable services include Telnet (“TELO:”), console (“CONO:"), world
wide web HTTP (“HTPO:”), and file transfer FTP (“FTP0:”). Services can be started or stopped by
using the name of the service with the command “services.”

For example, use the following command to start the FTP service:
\> services start FTPO:

Use the following command to Stop the FTP service:

\> services stop FTPO:

The DA-681-CE supports the following default services:

TELO: Telnet Service
FTPO: FTP Service
CONO: Console Service

2-6
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Troubleshooting Network Connectivity

The ipconfig tool prints the TCP/IP-related configuration data of a host including the IP addresses,
gateway and DNS servers.

\> ipconfig Zall

Windows 1P configuration

Ethernet adapter Local Area Connection:
IP Address: 192.168.3.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTCENIC1

Description: PCI\RTCENIC1

Adapter Index: 589826

Address: 00 90 e8 00 d3 be

DHCP Enabled: NO

Ethernet adapter Local Area Connection:
IP Address: 192.168.4.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTCENIC2

Description: PCI\RTCENIC2

Adapter Index: 65541

Address: 00 90 e8 00 d3 c1

DHCP Enabled: NO

Ethernet adapter Local Area Connection:
IP Address: 192.168.5.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTCENIC3

Description: PCI\RTCENIC3

Adapter Index: 131076

Address: 00 90 e8 00 d3 cO

DHCP Enabled: NO

Ethernet adapter Local Area Connection:
IP Address: 192.168.6.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTCENIC4

Description: PCI\RTCENIC4

Adapter Index: 196611

Address: 00 90 e8 00 d3 bf

DHCP Enabled: NO

Ethernet adapter Local Area Connection:
IP Address: 192.168.6.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTL81391

Description: PCI\RTL81391

Adapter Index: 327686

Address: 00 90 e8 00 d3 c2

DHCP Enabled: NO



DA-681 Series WinCE User’s Manual Software Configuration

Ethernet adapter Local Area Connection:

IP Address: 192.168.6.127

Subnet Mask: 255.255.255.0

Adapter Name: PCI\RTL81392

Description: PCI\RTL81392

Adapter Index: 393223

Address: 00 90 e8 00 d3 c3

DHCP Enabled: NO

Host name: DA-681-CE

Domain Name:

NODETYPE: 8

Routing Enabled: NO

Proxy Enabled: NO

To troubleshoot network connectivity, reach ability, and name resolution, use the ping command.
This command verifies IP-level connectivity to another TCP/IP computer by sending Internet
Control Message Protocol (ICMP) Echo Request messages. The corresponding return Echo Reply
messages are displayed, along with round-trip times. For more information, type ping without
parameters.

\> ping www.Mmoxa.com

Pinging Host www.moxa.com [192.168.1.16]

Reply from 192.168.1.16: Echo size=32 time<lms TTL=126

Reply from 192.168.1.16: Echo size=32 time<lms TTL=126

Reply from 192.168.1.16: Echo size=32 time<lms TTL=126

The route utility allows you to view or modify network routing tables. Type this command
without parameters to view a list of functions.

\> route

To view current routing items in the tables,

\> route PRINT

To add a routing item on network interface 1,

\> route ADD 192.168.0.0 MASK 255.255.0.0 192.168.15.254
To delete a routing item,

\> route DELETE 192.168.0.0



DA-681 Series WinCE User’s Manual Software Configuration

Simple Network Management Protocol (SNMP)

SNMP is the standard Internet protocol for network management, and is part of the TCP/IP
protocol suite. SNMP was developed to monitor and manage networks. It uses a distributed
architecture that consists of agents and managers:

SNMP Agent

The SNMP agent is an SNMP application that monitors network traffic and responds to queries
from SNMP manager applications. The agent also notifies the manager by sending a trap when
significant events occur.

SNMP Manager
An SNMP manager is an SNMP application that generates queries to SNMP agent applications
and receives traps from SNMP agent applications.

The DA-681-CE computer installs an SNMP agent to serve as an SNMP device. You should
install the SNMP manager on the workstation computer (for example, a Linux system) that
monitors the network. After installing the nodes, you need to configure the SNMP manager and
agent.

To check SNMP agent capabilities for a target DA-681-CE computer (e.g, network IP at
192.168.3.127), log in to the workstation computer on which the SNMP manager resides. For
example, for a Linux-based computer type:

\> snmpwalk -v 2c -c public 192.168.3.127 system

SNMPv2-MIB: :sysDescr .0 Microsoft Windows CE Version 6.0 (Build 1400)
SNMPv2-MIB: :sysObjectID.0 SNMPv2-SMI: :enterprises.8691.13.7420
SNMPV2-MIB: :sysUpTime.0 1282929

SNMPv2-MIB: :sysContact.0 Your System Contact Here

SNMPv2-MIB: :sysName .0 WindowsCE

You will see a series of messages from the SNMP agent on the DA-681-CE computer. You will
now be able to monitor and manage the computer.

Remote Display Control

The Remote Display Control application displays a screenshot of the target device and controls the
target device remotely. To establish a connection between the desktop computer and target device,
follow the steps below:

STEP1: Execute “cerdisp.exe” on target device, when the “CE Remote Display” application shows,
click “start” button

(Make sure the “start” button becomes “stop™)

2-9
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File Edit Help bed
> cerdisp ~
CE Remote Display.
Frames=0, Skip=0
E Microsoft Corporation
Yersion 3.00
[ stare | [Hide™] [ Ewt |
v
&9 5Start ”ECnmmand Prormpt ” [ my Device ||CE Remote Display |®£‘=¥&&&& 306 AM @

STEP2: Execute “cerhost.exe” on your desktop; this file is located under \utilities\remote display\
in software CD. This will display the “Remote Display Control”.

=i Remote Display Contro_. |T E|r5_(|
File Zoom Display Tool: Help

2-10
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STEP3: Click “File—Connect” the “Connect” windows shows the target device in the list

Zu/ Remote Display Contio_ .. |Z| |E| |g|
File Zoom Display Tool: Help

Connect

Active target devices:

CEPL

Ok I Cancel

STEP4: Select the device lists under “Active target devices” and click “OK” to connect to target

device

#u/ Remote Dizplay Contro._. |:||E”E|
Fil: Zoom Displawy Tool: Help

Connect

Active target devices:

| 192 . 168 . 30 . 202

k. I Cancel

2-11
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STEP5: When the connection is established, you can see a screenshot of the target device and
control the target device.

+.: CEPC =8
File Zoom Display Tools Help

File Edit Help

X
> cerdisp -~
w
#9start || command Promot |E Remote Display | [ e de e e e 316 am 3|2
% CEPC FEX
File Zoom Display Tools Help
File Edit Help ®
Pochet CMD w 6.00

> systemmemnager

System Manager. @]
IGEnEraI ) Froresses I: SErVICES jCOM Parts I Display lAutD Laurch ] User/Group ]
Services
FTP Service Enable:
Telnet Service
| Enablz
HTTP Service Enable
SMTP
Enable D
TP Server List |t\me.nurl‘net;ntp.shlm.nrg;ntp‘cyber—ﬂeat.net;ntp.landau

Refresh Time 24 (hours) Save Settings

v
£95tart ”ECUmmand Prompt ”CE Remote Display HECDmmand Prompt HSystem Manager |®_—;‘....&.&.4..*.;&. 3:20 AM @@

STEP6: To stop the connection, click “File—Disconnect” on your desktop machine and click
“stop” on your target device.
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Inserting a USB Storage Device into the Computer

When the first USB storage device is plugged into the DA-681-CE, a directory named USBDisk
under the root directory on the internal file system is created as a link to the storage area. The
directory created for the second USB device is USBDisk2.

Fle Edit view Go Favorites | [|[ 4 [ |[&] %[ 5 -] |
I]]Agdressll‘\-ﬂv Dievice

o v v v v o B =
application  Documerts Iy Program Files  Redistry Temp TOOoL Wirndows BLDR

Data and Settings  Documents

BOOT Control EBCOT [ WiINCEBM. ..

Panel

#start [ Wy Device [ e e e e e e e e e e e 2205 2w B

f} ATTENTION
We suggest formatting your USB Disk with the FAT format.

Inserting a CompactFlash Card into the Computer

The compact flash card is treated as a local disk drive for the DA-681-CE computer. When the
first compact flash card is plugged into the DA-681-CE, a directory named HardDisk under the
root directory on the internal file system is created as a link to the storage area.
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TepComne,, e0bgTL 514c35hf-
c13s-409...

Controt
Farel

| Fle Edit view Go Favorites | @ T E=E ®
Adldress | Iy Device ~
,_J F‘_;' _.._-"'f —.r";’ __'_)_-' — .r—-'f iz J S
Fpplcation: Documner Ty Metwork  Programn Flles  RAMDISK Reglstry Termp LUSBDisk
i Data | and Setting Documents
-y |8 | | J_';}' ' eﬁl | ﬁ ail
‘Windows ELDR BOOT Maccept Conmand.. EBCOT MK MEB SPLASH

Fe5tzt || [ my Device

[3 contral Panel

& netwark Connections ||l command Prompt

[ dede 11z (]

f} ATTENTION
We suggest formatting your Compact Flash Card with the FAT format.

f} ATTENTION
DA-681 embedded computers do not support the CompactFlash hot swap and PnP (Plug and
Play) functions. You must remove the power source first before inserting or removing the

CompactFlash card.

4 RS-232 Serial Ports and 8 RS-485 Serial Ports

The 4 RS-232 serial ports of DA-681-CE computer from bottom to top and left to right are
assigned COM port numbers 1 to 4. The 8 RS-485 serial ports are assigned COM port numbers 5
to 12. Each of these ports supports baudrate settings up to 921600 bps.
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Accessing Files through File Sharing

A file server function is provided for transferring files to the DA-681-CE. On PC, Click Start >
Run and input \\x.x.x.x to invoke the following login window.

Note: x.x.x.x stands for DA-681-CE’s IP address. After logging in, you will find that a file sharing
folder has been created.

Connect to 192.168.30.201

ﬁ:.j}
" 1
b

Connecking ko 192, 168,30,201

User narne: 7 admin -

Passwiord; Tl

[ ]remember my password

[ Ok ] [ Cancel

To manage file sharing, type the “netshare -h” command from any command window (either
Telnet or console).

Telnet 192.168.30.144

Welcome to the Windows CE Telnet ZService on mybb2

MOXA Firmware Uersion U2.8 Build @A8A3B315

login: admin

FPazzword:

Pocket CMD v 5.8

~» pztshare —h

netshare [-h]l [-s <{ShareName> {SharePath> —-a <{Userl;lUserZ;User3d>] [-» {ShareName
>1

. netgnare —h

; Show this help

. netshare

; Display all shared folder

. netzhare —s docs "My Documents' —a admin
5 Share "My Documents' folder as "docs" shared name for user “admin"
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BIOS Status Notification

The notification window provides users with immediate system status updates through the four
following types of message:

CMOS Checksum Error-Some situations, such as low battery or when the CMOS s cleared,
will cause the CMOS checksum error and the notification window shows.

Note: If you update the new bios and reboot the device, you will see the notification windows
pop up because the checksum has been changed. Simply close the window for the new setting.

Warning m >
& CMOS checksurn error

Keyboard Error-If the keyboard was not installed in booting process, the notification
window will pop up.

& Mo keyboard or mouse installed,

Processor Throttling Activated-When the processor temperature exceeds the BIOS setting,
the processor throttling function will activate, prompting the processor frequency to adjust and
a notification window to pop up.

Information

CPU Throttling Deactivated-When the processor temperature returns to normal, the
processor throttling function deactivates and the notification window pops up.

Information

@ CPU ternperature normal, throttling deactivated.

To disable a function, you can set the registry value “BIOSALARM” under
HKLM\Software\MOXA\ to ‘0, then the service will stop until the next bootup.

In addition, you can get the status change by programming. For example, you can get “BIOS
Status” from \examples\C++\ in the Software DVD.

The code snippet is as follows:

#define BIOS_CHECKSUM_ERROR 0x0
#define BIOS_KEYBOARD_ERROR 0x1

Temperature_Status=Get_Temperature_Status();
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ErrorCode=Get_Boot_ErrorCode();
Checksum_Error=(ErrorCode & (1<<BIOS_CHECKSUM_ERROR) ? 1:0);
Keyboard_Error=(ErrorCode & (1<<BIOS_KEYBOARD_ERROR) ? 1:0);

This function can be disabled or enabled by system manager; you can remove the auto launch item
from system manager and enable it by adding the auto launch item under windows directory. The
program name is “BIOSAlarm.exe”.

System Manager
| Gereral | Processes | Services | COM Ports | Display | Auto Launch | User/Group

Mame Paramneter
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How to Determine the Firmware Build Version

Use the mxver command to obtain the firmware version. This information is particularly important
for identifying which features your embedded computer supports.

Issue the sysinfo.exe command from the command line utility.

C:\> sysinfo

Model Name: DA-681-CE
Version: 1.0
Build Date: 08040711
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Management Tools

The DA-681-CE ready-to-run embedded computer is shipped with Window CE operating system
pre-installed. This operating system was designed to serve as a front-end for data acquisition and
industrial control applications. A user-friendly management utility is also installed on each
DA-681-CE computer to handle management issues. Before using this utility, make sure you have
a display monitor connected to your DA-681-CE embedded computer, and then double-click the
System Manager desktop icon.

This chapter covers the following topics:

System Information

Serial Port Configuration
Non-standard baudrates

Process (Thread) Monitoring/Control
Services Monitoring/Control
DisplayUser/Group Management
Auto Launch Configuration

Web Server Configuration Page

o0 oo0o00D
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System Information

The first page displays the DA-681-CE’s system information, including the firmware version of
the computer, .the Net CF version, the system time, and system resources, including the main
memory and file system usage.

If you want to add/remove a PCI card to/from the PCI bus before the next system boot up, press
the “Reset PCIBus” button to clear the Registry before you shut down the system.

General |F'r|:u:95595 ] Services ] COM Parts ]Dizplay Iﬂ\utu Launch ]USErIGrDup ]

Maodule Mame |D.ﬁ.-E|E!EI-CE

Compuker Marme |D.':'.-E|E!EI-CE

Firrware Version |'u'1 a

MET CF Version |2.I:| 5Pz

=PU Architecture |Inte| Celeron M 1GHz
CPU System Tims |2|:u:|?-|:|1-|:|2 00:39:29
Fres{Tatal Mamory |199884,|'225892(K]| Bytes

FreeiTotal File Syskem |2':'58?2-"25':'D?2':K:' Btes

Reset PCIBus

IF wou want o addfremowve PCI card toffrom PCIBus before nesxt
time book up swstem, Please press this butkon bo clear registry
key of PCIEus and then turn off the power,

' Reset F'CIBusl

A

ATTENTION

After you press the Reset PCIBus button, shut down the system immediately. You must reboot
the system for the settings to take effect.
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Serial Port Configuration

The DA-681-CE supports 8 or 16 high-performance serial ports, provided the serial port expansion
module is installed. The modules support RS-232, RS-422, and 2 or 4-wire RS-485 serial
interfaces with baudrates up to 921600 bps. The serial interface of each serial port can be
configured independent of the other ports. By default, the serial interface of each port is set to
RS-232.

| General | Processes | Services | COM Ports | Display | Auto Launch | UserfGroup |
Setting Setting

Index COMPort  Operation Mode Index COMPort  Operation Mode
PL COMI W Pa COM3  [eszsz N
P2 COM2 |R5232 N pig COMIO IRSZSZ v
P COM3 |R5232 N P11 COMIT |R5232 v
P4 COM4 |R5232 N PIZ  COMIZ |R5232 v
PE  COMS |R5232 v P13 COMI3 IRSZSZ v
PG COM& |R5232 . Pl4  COML4 |R5232 w
P7 COM7 |R5232 v PIS  COMIS |R5232 v
Ps  COMs  [Rsz32 v P16 COMIG IRSZSZ »

Non-standard baudrates

Moxa’s UART ASIC, which is used for both the DA-SP08-1-DB and DA-SP08-I-TB serial
expansion modules, supports most non-standard baudrates in the range 50 bps to 921.6 Kbps. In
fact, supported baudrates are much denser towards the lower values. For example, no baudrates are
supported between the integers 5320 and 5323, but 49 baudrates are supported between the
integers 387 and 388. Of course this is the way it should be, since serial devices that require using
non-standard baudrates generally use slower baudrates.

Before using a serial device that requires using a non-standard baudrate, you must first check that
the DA-681 supports a baudrate within the tolerance specified by the serial device manufacturer.

Use the following formula to calculate which baudrates are supported by the DA-283:
(A) Baudrate = 921600/(N+M/8) bps, forN =1, 2, ...,18431,M =0, 1,2, ..., 7

or

(B) Baudrate = 8 x 921600/K bps, for K =8, 9, ..., 147456
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If you are a programmer and you need to write a driver for your serial device, then you may need
to use formula A. If you have a serial device that requires using a non-standard baudrate, then you
can use formula B to determine if the DA-681 supports a baudrate within the tolerance specified
by the serial device manufacturer.

Example: Your serial device requires using a baudrate of 5340 bps and has a tolerance of 2 bps.
Can the DA-681 be used with this device?

Solution: Set formula B to the desired baudrate and then solve for K.

8x912600/K =5338 ==> K =1367.703259...

This shows that the supported baudrate closest to 5340 comes from setting K=1367 or K=1368.
K=1368 ==> Baudratel = 5336.842105...

K=1367 ==> Baudrate2 = 5340.746159...

Since 5338 — Baudratel < 2, we can see that the DA-681 supports the serial device.

Note that we can use formula A to generate the so-called “standard” baudrates, which come from
setting M=0, and setting N equal to certain integers.

A

Standard Baudrates
Baudrate N M Baudrate N M
921600 1 0 4800 192 0
460800 2 0 2400 384 0
230400 4 0 1800 512 0
115200 8 0 1200 768 0
57600 16 0 600 1536 0
38400 24 0 300 3072 0
19200 48 0 150 6144 0
9600 96 0 75 12288 0
7200 128 0 50 18432 0

WARNING

Communication between a serial device and a Moxa UART port may not work correctly if the
serial device uses a baudrate that it not within the correct tolerance of a baudrate calculated from
either formula A or formula B.
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Process (Thread) Monitoring/Control

You can use the management system to monitor and control processes or threads. The DA-681-CE
computer can manage up to 32 processes. To view current processes, click the Processes item on
the tab bar. Processes that are currently running will be displayed. You can kill a process by
clicking the kill button.

System Manager, E]

[General | Processes |Ser\rices ]COM Parts ]Display ]f-\uto Launch IUser,fGrDup ]

File: Mame Threads I PID
MNEL.EXE 61 c400002
udevice. exe g 0150002
udevice, exe 1 031140006
udevice. exe 1 01170004
udevice, exe 1 0:x39F0002
udevice, exe 1 0::3b40006
explorer.exe 4 3ho0006
servicesd exe 22 03910003
CMD.EXE 1 Q490002
conmanclient2, EXE 6 Ox4ee000a
cczcliexe 4 0548000
SysternManager.exe 1 4d30016

Services Monitoring/Control

Some services—such as FTP, Telnet and HTTP—run in the background. Click on a check box to
toggle a start/stop operation for a particular service.
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- Processes | Services |COM Paorts ] Cisplay ] Auta Launch ] Lser /Group ]

Services
FTP Service
Telnet Service
| Enable
HTTR Service Enable
SMTP
Enahble D
MNTP Server List Itime.nuri.net;ntp.shim.l:urg,'ntp.cyber—ﬂeet.net;ntp.landau
Refresh Time |24 (hours) Save Settings

You can also adjust the time automatically by using SNTP. Click on the check box to enable the
service and then click the button next to the box to activate it.

In order to keep the computer running normally, some listed services cannot be stopped. This type
of service does not have a check box next to it.

Display

The DA-681-CE VGA output uses a DB15 female connector to display the Windows CE desktop
on an LCD monitor or a CRT monitor. The default settings are 800x600, 16 bit, 60 Hz. You should
tune the setting to match your monitor’s specifications. After setting these parameters on the
System Manager - Display window, click Apply to save the settings to the computer.
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System Manager,

[General ]F‘rDEESSES lServices ] COM%| Display | M Launch ]UserIGrDup ]

Supported Resolutions:  A40x4E0 (8, 16,24 Bpp)
800x600 (8,16 Bpp)
1024x765 (S Bpp)

Settings
Width*Height Frequency({Hz) Depthibit)
640450 [&
70
75 24

Apply

f} ATTENTION
You must restart (reboot) the system for the settings to take effect.
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User/Group Management

You can add users by clicking the “Add” button to assign user name and group. And you can
remove users by click the “Remove” button.

[General IF‘rDcesses IServices ICOM Ports ]Display ]Autu Launch | User/Group

RE=] Group I
userl ftpd, telnetd, administratars
admin

ftpd, telnetd, administratars

[General l Processes I Services ]COM Ports ]Display ]AutD Launch | User/Group

Path

User Marne

Group

ftpd
relnetd
administrators

S
d

Cancel
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Enter the administrator password when you want to remove a user.

[ Gereral l Processes ISErvices ]COM Ports ]Displav I Auto Launch | UserfGroup

Marne I Group I
userl ftpd, telnetd, administrators

C2iT) Password

Please enter administrakar

Auto Launch Configuration

You can specify programs to execute automatically after booting up. Click the Add button to add
the program and restart the DA-681-CE to execute these programs.

System Manager m
| General | Processes | Services | COM Ports | Display | Auto Launch | UserGroup

Mame Parameter
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Web Server Configuration Page

You can configure the DA-681-CE with an Internet browser. Your host must be running Windows
2000 or Windows XP to handle web administration. To do this, start Internet Explorer and then
link to the url http://192.168.3.127/WebAdmin (if the DA-681’s IP address is 192.168.3.127).

After the logging in, you should see the standard Web Server Configuration page.

a Web Server Confignration - Microsoft Internet Explorer
EEE ®EG® ®BRE FSEEW ITAD AW

Q- O RAG Pue frsonr © 3% 8-UE

BULD (& &

Home | Instructions | Logging | SSL Configuration |  Restart Web Server

-

153

Web Server Configuration

The Web Server Administration (WebAdmin) page for the Windows CE Web Server enables vou to remotely administer your Web server using vour
Web browser. Use WebAdmin to manage the accessibility, security, and file sharing features of your Web server, including the following tasks:

+ Configure which files are shared and how they are accessed.

+ Configure which users have access to which files.

+ Configure the authentication protocols the Web server will use.
» View and configure the Web server log.

Caution: Incorrectly configuring the Web server increasss the likelihood a hacker could gain control of your Windows CE device and the likelihood
that the system will be inaccessible. The Web server configuration is intended for advanced users only. For more information, refer to the help topics
included with the Web server or consult a System Administrator.

Choose a Web site

A Web server can contain multiple Web sites. You can configure a variety of options for each Web site created on your Web server, including wirtual
directories, authentication, and directory browsing. For more information, see configuring Web sites. If you do not have multiple Web sites, all requests

will be processed on the Default Web site.

Select an existing Web site or create a new one:

Default Web site Medify

Create a new Web site

Windows CE Wersion: (5.0) Build Version: (1400) Sys\Version: (1400)
“000-2002 Misrosott Corporation. Al rights reserved

& © PEER

From this page you can create a new web site or create a virtual web path for your web
application.

% Yirtnal Direotory List - Microzoft Inlemet Explorer

HE ARRE AL SRS 1AM WER i: — F

Q-0 H2& R-8 w-JEHaA

- BTEEE mues - o A0 @ @8 -

Wirtual Directory Conlipuration

Wurbual dirchories provide a mappicg b e TEL a client browser requestz and the page relurned by the Web seovec, For more infomiabioa, click bere,

Fetun o the Default Web site configuration page.

Virtual Fath Fhy=ical Fath
{Webadmin! \mindows\httpdadm dll Moty

/ \mindows\wwwiwwwpub! | Moy | Dk )

| Uzt e il dlestay |

Windorm LB Yarsior 8.0) Beild Masion: (16273 Snifars iz (1337
THHRIOE Miernrnd Sompoiation Al sghbe eoened
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You can also change the authentication type for each web virtual directory.

3 Yirtual Directory Configuration - Microsoft Internet Explorer

#EE RBE HHE FREWw IED HE® "

% O BB G O frmer @23 8-

A (D) [ @] hty:#192.168.27 18/ WebAdmint v| Bz
A~

Virtual paths provide a mapping from the URL a client browser requests and the page returned by the Web server. For more information, click here.

Return to the Default Web site configuration page.
Return to the wirtual directory listing page.

Virtual path mapping
When connfrting to this wsouree, oontent sheuld oome from:

Virtual Directory Physical Directory or Redirection URL
fremoteadmin/ \windows\REMOTEADMIN.dIL

User settings
Who is allowed to apcess this resource? The Level Required must be User or Administeator for the Allowed Users setting 0 take effect,

Level Required (Help) Allowed Users (Help)

User ~

Anthentication and dire g ing

al directory will use the defaalt vale for the Web site,
Enabled Disabled Default
o] o] l©]

@] o ®

NTLM Authentication (Help

Permissions granted
Once a user has access, what actions are they allowed to take on it? (Help!

Read Tt checked, clients may download files from this resonxce,
0 Ewnenta 16 delaed ol it o e corecesios TEATH et cinm e om ain e ™
&) EH © FREER
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System Recovery

The DA-681-CE ready-to-run embedded computers use a Windows CE platform. The Windows
CE operating system firmware is located on the DOM CompactFlash card that is shipped with the
DA-681-CE computer. You will need the firmware if the operating system files or disk file system
is damaged.

To upgrade the Windows CE Operating System without clearing and formatting the disk file
system, see the Firmware Upgrade Procedure section.

To recover the Windows CE operating system and clear and format the entire CompactFlash card,
see the Recovery Procedures section.

This chapter covers the following topics:

U Firmware Upgrade Procedure
U Recovery Procedure
» Recovery Environment
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Firmware Upgrade Procedure

You must use the firmware upgrade installation file to upgrade the operating system firmware. The
file can be downloaded from the Moxa Download Center:

http://web4.moxa.com/support/download_center.asp

1. Download the firmware upgrade installation file. The file name should have following format:
DA-681-CE_V1.008040912.

2. Upload this file to the target machine under the root directory.
3. Log in to the target computer through Telnet.

4. Execute the file. Press Y to continue the process.

BEE
4]

Wlelcome to the Windows CE Telnet Service on DAGBA
MOBA Firmware Uersion U1.68 Build @7183114

login: admin

Password:

Poacket CHD v 6.08

~> de=h8A_vl_ B ._B8A11818

The new firmware 15 DAbsW Ul1.8

Wlelcome to the utility of the firmware upgrade program provided hy Moxa Technolo
gy.Thiz program overwrites the firmware image that was stored in the flash. The
zettings you have ever made to the computer may be wiped out. Please BACHUP file
= before you continue this process??!. During the upgrade process, please do not

plug off the power supply. Otherwise,. incomplete process would damage the flash
and force the computer into a disable state. After the upgrade is completed, pow
er the computer again.

The time spent of this procedure depends on where the upgrade program resides. I
t takes about 1 minute to complete.

Continue the process? {ysnd_
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llelcome to the Windows CE Telnet Service on
MOXA Firmware Uersion V1.8 Build 87183114
login: admin

Password:

Pocket CHD v 6.88

~> da—688_vl 9. A88011818

The new firmuware is DAGBA U1.8

llelcome to the utility of the firmware upgrade program provided by Moxa Technolo
gy.This program overwrites the firmware image that was stored in the flash. The
settings you have ever made to the computer may he wiped out. Please BACKUFP file
= hefore you continue this process??!. During the upgrade process, please do not

pluy off the power supply. Otherwise, incomplete process would damage the flash
and force the computer into a disable state. After the upgrade is completed. pow
er the computer again.

The time spent of this procedure depends on where the upgrade program resides. I
t takes about 1 minute—~tw—samplete.

Continue the procesi;? (y/niy
The firmuare upgrade ‘proceduvse may take 1 minute, please wait..

1662976 ~» 16674197

ATTENTION

DO NOT turn off power at this time, or the system may crash.

5. The upgrade procedure will take about 1 minute. After the upgrade is complete, select if you
would like to keep the current network settings or restore the factory default values. Press Y to
keep the current network settings.

Telnet 192.168.30.144 -0 ﬂ

plug off the power supply. Otherwise, incomplete process would damage the flash Il
and force the computer into a disable state. After the upgrade is completed. pow
er the computer again.

The time spent of this procedure depends on where the upgrade program resides. I

t takes ahout 1 minute to complete.

Continue the process? (y/nly
The firmuware upgrade procedure may take 1 minute, please wait..

16694199 ~ 16694199

Firmware upgrade complete?
LANL Interface Configuration:
IP Address: 192.168.3.127
SubMet Mask: 255.255.255.8

LANZ2 Interface Configuration:
IP Address: 192.168.4.127
SubMet Mask: 255.255.255.8

Do you want to keep the current network settings on the next hoot (Y/N>7y
Rehoot now? <Y/ /MO




DA-681-CE Series WinCE User’s Manual System Recovery

6. Reboot the system, the new firmware will be ready to run.

Recovery Procedure

This section describes the recovery procedure. Please follow the steps below.

Recovery Environment

The recovery environment includes the DA-681-CE embedded computer and a bootable USB disk
with the recovery programs and system image file.

DA-681-CE
Bootable USB DISK
(Recovery programs USB Port
and system image file
included)

Step 1: Format an Empty USB Disk.

One of two methods can be used to create a bootable USB disk:
Method 1: Use the HP USB Disk Format Tool.

HP USE Disk Siorage Format Tool, ¥2.0.6 |2|

Device

| Geneiic ISR SD Reader 1.00 [0 ME] [G:4) |

File system

.

@) =

Walurme label
|CF

Format options

™ Quick Format
=

@reate a D0s startup dizk

~
{v uzing DOS spstem files located at:

C:A\FreeDos J

Start | Cloze
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1. Download the FreeDOS system files kernel.sys and command.com from

http://www.freedos.org/kernel/

2. Copy the DOS system files kernel.sys and command.com to a specified directory (in this

example, C:\FreeDOS).

3. Start the HP USB Disk Storage Format Tool and select the USB device that you want to use as
a bootable disk from the Device drop down box.

© N o g b~

Select FAT from the File system drop down box.
Type the disk name in the Volume label field.

Check the option Create a DOS startup disk under format options.
Specify the directory of the system files (e.g., C:\FreeDOS).
Click Start to format and create the USB disk.

f} ATTENTION
The HP USB Disk Storage Format Tool can be downloaded from many different web sites. Type
HP USB Disk Storage Format Tool to search the Internet, and then download it.

Method 2: Use BootFlashDOS utility.
Run the BootFlashDOS utility and then click Start.

in BootFlashDGOS

USE FLASH DRIVE UISE

Qpkions :

Label ;

[ uick Format

[ Force Yolume Dismount

[ Don't rewrite MER code
[ Enable LBA (Fak16)

About, ., |

Skark...

f} ATTENTION
The BootFlashDOS utility can be downloaded from

http://gocoding.com/page.php?al=bootflashdos.
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Step 2: Create a Windows CE Bootable USB Disk.

a.

The ceboot directory is located under \utilities\DA681CE_Recovery on the CD shipped with
DA-681-CE computer.

Configure Windows Explorer to show hidden files (including protected operating system
files).

Copy all of the files in the ceboot directory to the root directory of your USB disk.

= Removable Disk (D:)
File Edit Wiew Favorites  Tools  Help ﬁ

QBack l'\:) L@ pSearch lE Folders v
P —

—~

'l:j CEBOOT

TR o
M3-0i0S Application saa| | System file
92 KB = 218 KB

Address (S DY

= BOOTLOG
= Text Docurment
= OKE

File and Folder Tasks

() Make a new Folder
&3 Publish this folder to the
e

led Share this Folder

Other Places

a My Computer
[EJ My Documents
|5) Documerts

9 My Mebwork Flaces

Details

Step 3:  Setup the BIOS to Boot from the USB Disk.

a.

=

2 o

> a - o

Insert the USB disk.

Power on and press DEL to enter the bios setup menu.

Select Advanced - Hard Disk Boot Priority and then press Enter.

From the setup menu, use “1” or “|” to select the USB device

Press “+” to move it up to the first priority, and press Esc to exit the setup menu.
Make sure the first boot device is Hard Disk. If not, press Enter to change it.
Select Exit > Save & Exit Setup and then press Enter.

Choose Y to save to the CMOS and then exit.



DA-681-CE Series WinCE User’s Manual System Recovery

First Boot Device

Step 4: Recover Windows CE system from the USB Disk.

a. Ifthe BIOS setup is correct, it will restart and boot from the USB disk.
b. Under command prompt, type cd ceboot.

¢. Inthe ceboot directory type mkdisk to execute the recovery procedure.

d. When operation is complete, turn off the computer and remove the USB disk.

c ATTENTION
DO NOT turn off power at this time, or the system may crash.
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Step 5:  Reset the BIOS to boot from the DOM or CompactFlash Disk.

a.

=

a o

@

Power on and press DEL to enter the bios setup menu.
Select Advanced - Hard Disk Boot Priority and then press Enter.
From the setup menu, use “1” or “|” to select the DOM or CompactFlash device.

Press “+” to move it up to the first priority, and press “Esc” to exit the setup menu.

Select Exit > Save & Exit Setup and then press Enter.
Choose Y to save to the CMOS and then exit.

Wait a few minutes for the system to boot up. When the recovery process is finished, you will
again see the Windows CE desktop.
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