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1. Introduction

1.1 Document subject
This document is intended for the end user who wishes to access the RTE's IT
system with digital certificates.

This current document allows certificate holders to:

e know how to install and use their digital certificates in the following
environments:

o Windows XP,

o Browsers: Mozilla Firefox and Internet Explorer for secure access
using the HTTPS protocaol,

o Email clients: Mozilla Thunderbird, Outlook 2000/XP/2003 and
Outlook Express for secure communications in the S/IMIME format,

0 Lotus Notes: please refer to the following reference document
"PKI User Manual - digital certificates - Windows XP Notes";

¢ understand the context and the principles of a secured environment, as well
as the general operation of a public key infrastructure (IGC, or PKI in
English).

NOTE

Throughout this document, the pronoun "you" is used to reference the certificate
holder. References to he/him/his/himself are for brevity and are also implied to refer
to she/her/hers/herself wherever they occur.

1.2 Context

In the context of the February 10th 2000 legislation (2000-108) and the
implementing decree 2001-630 of July 16th 2001, the administrator of a public
transport network has an obligation to protect the confidentiality of all information of
economic, commercial, industrial, financial or technical natures whose
communication might adversely impact the rules of free and fair competition and
non-discrimination as defined by the law.

1.3 A warning concerning security procedures

Each holder of a digital certificate uses a cryptographic module to maintain their own
securely-generated private key on the hard drive of their workstation. Therefore,
every digital certificate holder must take the necessary precautions to prevent:

o the breach of their private key;
o the loss of their private key;
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e the disclosure of their private key;
e the modification of their certificate;
e and any abusive use of their certificate.

Every certificate holder has, and recognises having, complete responsibility for the
protection of their private key(s). The private keys and their associated certificates
are stored on the hard disk, hence their being known as "digital" certificates; these
private digital keys can be protected by a password only known by the certificate
holder.

The Certification Authority (CA) of "RTE France" declines all responsibility relating to
litigation arising or associated with inappropriate use of these private keys.

Please refer to:

e chapter 2 of the Certification Policy of the RTE France CA, which is found
in the package that has been supplied to the company manager:

<PACKAGE>:\RTE Installation\fr\Politique de Certification RTE.pdf
e the IT System access regulations.

<PACKAGE>:\Sécurité - Charte d'utilisation des certificats logiciels.pdf

1.4 The stakeholders

Certificate lifecycle management revolves around three entities:
e the customer (i.e. your company);
e The Registration Authority (RA);

e The Certification Authority (CA).

NOTE

To make things easier to understand, an analogy can be made with the allocation
of official identity documents: a citizen requesting an identity document corresponds
to the customer entity, the municipality acts as the registration authority, and the
central Internal Affairs department as the certification authority.

1.4.1 The customer

The customer makes certificate requests on behalf of the certificate holders.
The customer can similarly issue requests for revocation of its certificates.

1.4.2 The Registration Authority (RA)

The Registration Authority (the RTE customer relations officer for the Operator's
team) receives a certificate request and verifies the identity of the certificate
holders who will be using the certificates.
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The Certification Authority (CA)

The (RTE) Certification Authority is responsible for and vouches for the
certificates signed in its name and for the smooth operation of the PKI. It
defines its own policies for the administration and usage of its certificates.

The RTE certification authority is defined as:

CN = RTE Autorite de Certification, O = RESEAU DE TRANSPORT D
ELECTRICITE

1.5 The certificate management process

The principle processes implemented to manage the combined collection of digital
certificates delivered to certificate holders are as follows:

¢ the issuance of a certificate (issuance of one or more certificates),

¢ the renewal of a certificate (replacing someone's certificate with a new one
for a new validity period and for a new key pair,

e the revocation of a certificate.

The RTE's certification policy is available on the RTE corporate internet site.

151

152

153

Issuance of a certificate

Certificates are issued in compliance with the RTE Certification Policies upon
the initiative of the representative of the company for contractual relationships
with RTE.

The requests are issued by the customer through its RTE customer relations
officer, who forwards them to the appropriate groups to register the certificate
holder. Then the certificate holder himself registers on the site assigned for
digital certificates. After that, the browser generates a key pair on the certificate
holder's workstation and downloads the associated certificate.

Renewal of a certificate

Forty days before the expiry of a certificate, an electronic message is sent to the
certificate holder to inform him of the renewal of his digital certificate.

If modifications need to be made relating to the certificate holder's details, then
the certificate holder's representative contacts the RTE customer relations
officer to tell him what those changes are.

Otherwise an email is sent to the certificate holder with the information
necessary for the retrieval of his new certificate.

Revocation of a certificate

For scenarios involving a change of the certificate holder, loss or a
compromised certificate, the customer directly contacts the RTE Hotline (see
810.2) to request the revocation of that certificate. The customer will be notified
of the revocation of that certificate. The revocation request may originate from
RTE itself in the event of fraud.
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Installation and configuration of the workstation

All operations in this chapter are to be performed just once by computer staff with
Administrative privileges over your workstation when you receive your RTE
applications access Kkit.

In addition, note that only a few chapters of this manual are of interest to the
certificate holder: those being the chapters relating to digital certificates.

Network configuration

Electronic messages (emails) passing between RTE and the certificate holder will
be transported over the Internet (SMTP protocol, SIMIME format).

Access with web a browser employs — quite transparently to the certificate holder —
an access authentication system for the RTE portal and encryption of data
communicated over the Internet (HTTPS protocol).

IMPORTANT NOTE

The messaging and antivirus routers, firewalls and content analysers must be
configured to not alter or refuse encrypted and signed messages in S/IMIME format
(application/x-pkcs7-mime, .p7s, .p7m), nor to block HTTP data traffic (port 443).

The network administrator can be consulted to perform these operations

Software configuration
The software configuration required for your workstation is as follows:
Operating systems:
¢ Windows XP,
Web browsers:
e Mozilla Firefox 1.5 or later,
e Internet Explorer 6.0 or later,
Email software:
e Mozilla Thunderbird 1.5 or later,
e Outlook 2000, XP and 2003,
o Outlook Express 6.0 or later,

e Lotus Notes 5 or later.

NOTE

Generally speaking, reading messages over a webmail type interface does not
permit messages to be signed.

Microsoft software updates for 128-bit encryption

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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RTE

NT-SI-CN2I-OEM-ST-08-00236 Page:

Version: 3
Access to the IT system with digital certificates
under Microsoft Windows XP
PKI user manual

If you are not aware what these updates consist of, please contact your Windows
system administrator so that he can perform the necessary tasks. Listed below are
the web addresses for these updates as well as the path locations for them in the
package supplied by RTE.

Outlook 2000:
Office 2000 Update: Service Pack 3 (optional)
<PACKAGE>\ W ndows Updat es\ Qut | ook 2000\ Servi ce Pack 3 (SP3)\

Office 2000 FR

<PACKAGE>\ W ndows Updat es\ Qut | ook 2000\ fr ench-
configuration.reg

IMPORTANT

In order to retrieve your software certificate, you will need administration rights on
your workstation.

During the retrieval of your certificate under Internet Explorer, two ActiveX controls
are downloaded to your workstation, one from the "ConfigChkr" class (which
verifies the cryptographic configuration of the browser) and "Cenroll" for the
download itself. The network administrator must make sure that these ActiveX
controls will not be blocked by network security measures.

In addition, Internet Explorer must be configured to accept the download and
execution of signed ActiveX controls: Open the menu item "Tools > Internet
options...", the "Security" tab, and click on the "Personalise the level... " button:

Paramétres de séourité EE Paramétres de sécurité HE
FParamétres : Paramétres :
Q) Connexion autormatique uniguement dans la zone int;l @ Erécuter les contréles Activex et les pluging ;I
® Demander le nam d'utiizateur et le mot de passe J ® Activer
O Ouverture de session ananyme Q Approuvé par ladministrateur
@ Contréles Active et pluging Q Demander J
@ Contréles Activel reconnus sirs pour ["Soriture de scripts O Désactiver
@ Activer @ Télacharger les contiéles Activex non signés
{3 Demander O Activer
O Désactiver O Demander
@ Contréles d'initialization et de script Activer nan marqués & Désactiver
@ Activer @ Télacharger les contidles Activex signés
O Demander & Activer
O Désacliver O Demander
@ Exécuter les contrdles Active et les pluging - O Désactiver -
-~ e
d | o] | o
— Rétablir l=z paramétres personnalisé — Fiétablir les paramétres personnalisé:
Bétabli: [Mayen =] | Reabir | Bétablir: [Mopen x| Retabli |
oK I Antuler | oK I Annuler |
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3. Internet Explorer 6

3.1 Configuration for SSL/TS protocols

In the browser, select the "Tools > Internet options..." menu item:

#} about:blank - Microsoft Internet Explorer I ]

J Fichier ~ Edition  Affichage  Fawaris W 7 | :,'

J \_/,1 Précédente - .\_) r \ﬂ |EL| ;3:2:?;;;::?#5 g Ers \::"\'.;-‘ Fawaris €‘3| >

J.ﬁ.dresse I@ about:blank Afficher les liens apparentés j ok
Consale Java (Sum) ;l
Rétablir les paramétres \Web. ..

s Inkernet, ..

[~
/4

Permet de modifier les parametres,

Select the "Advanced" tab:

Générall Sécurité' Eonfidentialitél Eontenul Eonne:-:ionsl Programmes ~Avance |

Paraméties :

{® Ne pas effectuer de recherche & partir de la barre d'adresses ;I
O Se connecter simplement au site le plus approprié

é Sécurnité

O Activer ldzsistant Prafil

Activer l'authentification intégrée de Windows [nécessite un redéman

Awertir en cas de changement entre mode 2écunzé et non séourisé

Avwertir pour les sites dont les certificats sont non valides

Avertir g les formulaines soumis sont redingés

Me pas enreqistrer les pages cryptées sur le disque

SSLZD0
€ S5L30
’ TLS1.0

"Wérifie les signatures des programmes téléchargés
Werifier la révocation des certificats [redémarrage nécessaie]

Weérifier la révocation des cerificats de Editewr

O “ider le dossier Temparary Internet Files lorsque le navigateur est fer +
1| | 3

Barametres par, défautl

OREEEREEOR

0K I Annuler | Aopliguer, |

In the section labelled "Security", makes sure that checkboxes for SSL 2.0, SSL 3.0
and TLS 1.0 have been checked, as shown above.
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3.2 Request for a digital certificate

3.2.1 Preliminary measures

The following steps must have been completed in advance:
e The company representative has made an access request:

The company representative must have filled out and signed the "RTE
IT System and Applications Access Request Forms"; and must have
sent them to the RTE customer relations officer:

e We have registered your request:

Upon reception of those forms, we will have created your application
access account(s).

3.2.2 Overall schematic

Once the certificate request has been registered and validated by our services
(within 5 working days), a message will be sent to the company representative
to acknowledge receipt of the forms and asking him to call us to fix a phone
meeting with the certificate holder for the day of the certificate installation.

Then, a message will be sent to the certificate holder after this call, reminding
him of the scheduled meeting and giving him the address of the download web
site and the retrieval code which will allow him to download his certificate from
his own workstation.

Représentant RTE
de la société I

1 |

Envoi de la demande de certificat

5j. ouvrés

|

|

|

1 Mail de confirmation de réception
A

Appel pour fixer la date de rendez-vous

1j. ouvré
Mail de confirmation du rendez-vous

A

Appel pour retrait du certificat

A

The certificate holder must then connect to the digital certificate administration
web site from his workstation to fill out and validate the registration form online.
At that moment, a key pair will be generated on his workstation and his
certificate will be downloaded.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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3.3 Installation of the RTE CA root certificate

3.3.1 Download and installation

The RTE root certificate must now be installed in your browser so that RTE is
known as the trusted Certification Authority.

To do this, please navigate to the RTE customer site at the following address:

http://rte.certplus.com/default.htm

The following page will be displayed.

4§ Portail des porteurs RTE - Microsoft Internet Explorer =l0lx|

J Fichier ~ Edtion  Affichage Faworis  Qutls 7 |

) Frécé ) A ® i o[ i ry ! e .
J € Frecedente = & I_LI IELI |, Rechercher Dossiers \‘_;/\f:’ Favaris €€ E - év = ]
Jngressa I@ httpffrte. certplus, comydef aul htm j a e
Gestonnaine
RTE 2 ofer Rézaay oe Trassport o Elactricied el L
_...f - el

Certificats logiciels Cartes et tokens USB

Retrait de certificat Acquittement de support

Retrait par CSR

Test de certificat Test de support

Révocation de certificat Révocation de support

Recherche Recherche

Autorité de Certification

Installer le certificat racine de RTE €——

[& [ [T [ mtermet Y

Click on the link "Installer le certificat racine de RTE / Install the RTE root
certificate"

The RTE CA root certificate will then be installed in the Windows certificate
store, as per the process described below.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Téléchargement de fichier

? b

x|

Certaing fichiers peuvent endommager votre ordinateur. Siles

infarmationz ur le fichier ci-deszous semblent suspectes, n'ouvrez
ou n'enregistrez paz ce fichier.

Morm du fichier . getcertif. p7b
Type du fichier :  Certificats PECS #7

De: rte.certplus, com

Yaulez-wouz auvr le fichier ou l'enregistrer zur votre ordinateur ?

Curerir Enreqgistrer Annuler Infarmations
¥ Toujours demander avant d'ouvir ce type de fichier
Click on the "Open" button.
=k
Fichier ~ Action  Affichage 7
e |HHE B B @

@ Certificats - Ukilisateur actuel
=[] C\CERTIF~1Y:ETCER~1.P7B

Délivré & / | Délivré par | Date d'expiration

E Autorite de Certification RTE Autorite de...

JEN IR
|Le magasin C:YWCERTIF~1YEETCER-+1,P7E contient 1 certificat,

Double-click on

"RTE Autorite de Certification
Authority)".

(RTE Certification
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GEnEral | Détails | Chemin d'accés de certification |

®,
Informations sur le certificat

Ce certificat est concu pour les riles suivants :

#Toukes les stratégies d'émissions
#Toutes les stratéqgies d'application

Délivré a: RTE Autorite de Certification

Délivré par : RTE Autorite de Certification

Yalide & partir du 29/05/2002 jusqu'au 29/05/2012

Installer le certificat. .. | Déclaration de ['‘Emetteur |

Ok |

Click on the "Install the certificate" button.

Assistant Importation de certificat x|

Bienvenue !

Cet Assistant vous aide 4 copier des certificats, des listes de
certificats de confiance et des listes de révocation de
certificats depuis votre disque vers un magasin de
certificats,

Un certificat, émis par une Autorité de certification, est une
confirmation de votre identité et contient des informations
utilisées pour protéger wos données ou établir des
CONNExions réseau securisées, Le magasin de certificats est
la zone systéme ou les certificats sont conserves,

Pour continuer, cliguez sur Suivant.

Annuler

= Brécedent

Click on "Next".

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Assistant Importation de certificat x|

Magasin de certificats

Les magasins de certificats sont des zones systéme ol les certificats sont stockss,

Windows peut sélectionner automatiquement un magasin de certificats, ou wous pouvez
specifier I'emplacement du certificat.

&' Sélectionner automatiquement le magasin de certificats selon le type de certificat
" Placer tous les certificats dans le magasin suivant

Magasin de certificats

Parcourit, . |

< Précédent |i Stivant = Annuler

Leave the selected default option as it is and click on "Next".

Assistant Importation de certificat x|

Fin de I'Assistant Importation de
certificat

‘ous avez terming correckement |'Assistant Importation de
certificat,

Wous avez specifié les paramétres suivants

Magasin de certificats sélectionné  Dékermingé automatioy
Contenu Certificat
| | i

< Précédent

Annuler |

Click on "Finish", and the following window then displays the contents of the
root certificate to be imported.

Magasin de certificats principal il

"'-.. Woulez-vwous ajouker e certificat suivant au magasin principal #
[

(;Il:ljet i RTE Autorite de Certification, RESEAL DE TRAMSPORT D ELECTRICITE
Emetteur ; auko-&mis

Limite de walidité : de mercredi 29 mai 2002 & mardi 29 mai 2012

Murnéro de série : 75230902 S4AECT49 51842703 SCCCZ1ER

Empreinte numérique (shall | AZ984FA1 77142087 FAI0ZDB0 SF2C0Z3T 37CFAEST
Empreinte numérique {mdS) : 5342642E AS10ABZA 2109EESS 13674031

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Verification of the root certificate fingerprint

To make sure that you have downloaded the genuine RTE AC root certificate,
carefully check that the "SHAL1" or "MD5" digital fingerprint displayed in the
window shown is identical to that shown above.

The root certificate digital fingerprints for RTE CA are listed here:
SHA1 A29A 4FAl 7714 2C87 FA30 2DB0 8F2C 0237 37C7 AE37

MD5 53:42: 6A: 2E: A5: 10: AB: 2A: 21: 09: EE: 88: 13: 67: AO: 31

If the hash fingerprint is not identical, click on "No" and contact our
support services.

If it is identical, click on "Yes" to finish the import.

Assistant Importation de cerki ﬂ

L.l
\l’) L'importation s'est kerminée correckament,

Click on "OK".

Contents of the RTE CA certificate

The root certificate that you have just downloaded is stored in the certificate
store appropriate to the browser used. For example, it can be viewed in Internet
Explorer with:

Menu "Tools > Internet options...", "Contents" tab, "Certificates..." button,
"Trusted root authorities" tab:

Rile prévu : |<Tnut> =l Géngral Details | Chemin d'accés de certification |
Autres persannes | Autorités intermédiaires  Aukarités principales de confiance | Ediveurs 4 [ »]
afficher ! | <Touts j
Délives & | Délivré par | Date dexp... | om con... [«
[E3PTT Post Root CA PTT Post Raot CA 26/06/2019  KeyMail .. Champ [ valeur B
[EIRTE Auterite de Certification RTE Autorite de Certifi..  23/05/2012  <Aucuns [Flversion v3
hden Serveri CA lshden ServeriCa  28/06/2013  Saunala... Flnuméro de série 75 23 09 02 54 ae 7 49 51 54,
n Server CA nServer CA 25/06/2019  Saunala. . Elalgorithme de signature chalR5A
[E)secure Server Certificatio..,  Secure Server Certific,..  08/01/2010  Werisign. . BlEmetteur RTE Atorite de Certification
(Elsecuremtet Ca Class & Securehlst CA Class & 16/10/2008  Securehl.., - E | X i T
[Elsecuretet Ca Class B Securellet CA Class B 16/10/2009  Secursh.., alide & partir du mercredi 23 mai 2002 01:00:00
[Elsecurehet CA Raot Securehet CA Raot 16/10j2010  Securel... [Elvalide jusquau mardi 23 mai 2012 00153:59
[Elscruretet CA SGCRoot  Securehlet CASGC Root  16/10/2009  Secureh. ., = Chijet o
= —e e Eqi publique RSA (1024
rporter.. | _Exporter.. | suppriner (R [CH = RTE Autorite de Certification
0 = RESEAL DE TRANSPORT D ELECTRICITE
Détails de certificat
<Taut
Eermer

Modifier les propriétés, ., Copier dans un fichier... |

Click on the "Display"" button, and
then on the "Details" button.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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3.4 Downloading your certificate

Page: 17/102

To create your key pair and your certificate, you must then connect, on the RTE
meeting day specified, to the following web site:

http://rte.certplus.com/default.htm

3 Portail des porteurs RTE - Microsoft Internet Explorer

J Fichier  Edition  Affichage Fawvoris  Qutls 7

Jd Précedente - () + d |§| 7:‘1 ‘ /-\’ Rechercher

B
Dossiers - Favoris Q-‘\t
-8

2 A L@

J Adresse I@ hitp: fivte. certplus.comfdef aulk, him

Bestionnaire
Ju Résaay o Transport o Electoiciod

RTE _
—_

Certificats logiciels Cartes et tokens USB

Retrait de certificat <

Retrait par CSR

Test de certificat

Révocation de certificat

Recherche

Acquittement de support

Test de support

Révocation de support

Recherche

Autorité de Certification

Installer le certificat racine de RTE

|:§'| ’_ l_l_ 4 Internet 4

Click on the "Retrait de certificat / Retrieve the certificate" button.

It is possible that the following dialogue box might be displayed:

Avertissement de sécurité x|

Youlez-vwousz installer et exéouter "Microzoft Certificate
Enroliment CAB" signeé le 21,/08,/2002 0650 et distibue
par :

WeriSign, Ine.

Authenticité de ['&diteur vérfié par : WeriSign Clazz 3 Code
Signing 20014 T,

Avertigzement : YerSign, Inc. affime que ce contenu est
=0r. Wous ne devriez inztaller/reqarder ce contenu que si
woug faitez confiance & WenSign, [nc. pour cette
affirmatian.

™ Toujours faire confiance au contenu provenant de
WenSign, [nc.

Pluz dinfoz |

If it does, reply with "Yes" to make sure you have the correct encryption mechanism

(key size) installed.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Fill out the following form:

3 Enregistrement utilisateur Microsoft - Microsoft Internet Explorer ;IQILI
J Fichier ~ Edition  Affichage Fawvoris  Outils 2 | l?

E . ) LY = . N . = A T LYV 1Y =
J o Précédents - () - d \ELI ol | - Rechercher Dossiers ¢ Favoris 6- El - B2 53 b |_\_L| E|
JAdresse I@ https:/frte.soft-id.certplus. com/client fjuserEnrallM3. hkm j a oK

Informations pour le certificat numérique

Remplissez tous les champs. Mutilisez que l'alphabet latin, sans caractéres accentués. Les informations des champs précédés d'un "+
sontincluses dans votre certificat et seront accessibles 4 tous.

Nom Complet : * (obligatoire) -
Ex ' DUPONT IClIent RTE 2

Adresse Email : * (obligatoire) - -
Ex : jean.dupontg@societe.com ICI|ent.rte@semces.rte—france.con

Authentifiant PKI :  (obligatoire) |.............

Code de retrait : (obligatoire) |AEIC1 23

[&] Terming l_ l_ ré_ |4 Internet 4

The fields marked with an asterisk must be completed without diacritic marks (i.e.
accents, cedillas, ...) or punctuation marks; as they would also appear in the
certificate that will be generated.

The retrieval code is the code supplied in the 2™ email that you received from us
which allows you to authenticate yourself. To make things easier, you can do simple
copy-paste commands to enter the data.

You must likewise enter your Authentifiant Utilisateur PKI (PKI User
Credentials), just as they were supplied in the RTE IT system access technical
specifications; they will serve to authenticate you with the RTE Hotline any time that
you contact them.

Lastly, click on "Submit" to send your request for the digital certificate.

A dialogue box will ask you to confirm your email address:

Microsoft Internet Explorer x|

¢ ,  Confirmez votre adresse e-mail :
\,_4-/ client. rtei@services. rke-france. com

Si wotre adresse e-mail est correcke, cliquez sur OF, sinon sur CANCEL et
corrigez |3 dans le Formulaire,

Si wotre adresse e-mail est incorrecte, wous ne pourrez pas utiliser votre Identification numeérique

: Annuler |

Click on the "OK" button, or "Cancel" to return to the form data entry screen.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
authorisation from the Electricity Transport Network Operator (RTE)



RTE

Version: 3

Access to the IT system with digital certificates
under Microsoft Windows XP

PKI user manual

Violation de script potentielle |

e site web nécessite in nouveau certificat de votre part. Yous ne devriez autoriser que les sites Wweb approuvés 4 demander un
! certificat de wobre part,
Voulez-vous demander un certificat maintenant

Click on the "Yes" button.

3.4.1 Generation of the key pair

The dialogue box shown below will then be displayed, indicating that an RSA
key pair has been created by Internet Explorer on your workstation:

Création d'une nouvelle clé d'échange RSA x| Création d'une nouvelle clé d'échange RSA x|

Une application crée actuslemert un Slément protégs, Chaisiszez un niveau de sécurnité appraprié & cet &lément,

ST —
Demander mon autorization & laide d'un mot de
passe lorsque cet élément doit &tre utilisé.

|\_  Moyen
Clé privée CryptadPl Gl Demander mon autorisation lorsque cet Elément doit
- &hre uliliz.
=

Niveau de sécurité defini 4
Mayen

oK. fmnuler | Detals.

<Précédenl| Supeant > I Annuler I

Click on the "Define the security Select the "High" option, then click on
level" button. "Next".

The key pair that will be generated is, by default, at a “medium security" level,
which means that each later use of this key pair will cause the display of a
simple acknowledgement message: the certificate holder is also warned of this
usage but no password is requested.

For protected use of your key pair, which we recommend, you should rather
choose "high security"”, which will mean that a password, that you will choose
here, will be asked of you for every later use of your key pair. The screens
below describe the procedure to set this security level.

Création d'une nouvelle clé d'échange RSA x| Création d'une nouvelle clé d'échange RSA x|

Créer un mot de pazse pour protéger cet dément. Une application crée actuelement un élément pratége.

@ Créer un nouveau mot de passe pour cet élément CIé privée CryptadPl
Mot de passe pour ICIé privée Cryptod Pl
Mot de passe : quuu

Hiveau de seourte défini 5 Deéfiir le niveau de sécurite
Elevé
Canfirmer : I........ prr—

Annuler | Détails |

< Précédent [ Teminer Annuler |

Enter a password, then click on the Click on the "OK" button.
"Finish" button.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Yiolation de script potentielle |

Ce site Wheb ajoute un ou plusieurs certificats & cet ordinateur. L'autorisation donnée & un site \Web non approuve de mettre & jour
! vos certificats pose un risque de sécurité. Le site Web pourrait installer des certificats que wous n'approuvez pas, ce qui permettrait &
des programmes que vous n'approuvez pas de s'executer sur cet ordinateur et d'accéder & wos données.

Yaoulez-vaus que ce programme ajoute les certificats maintenant ? Cliquez sur Oui si vous Faites confiance & ce site Web. Sinon, cliquez
sur Mon,

Click on the "Yes" button.

3.4.2 Installation of the certificate

; ID Download - Microsoft Internet Explorer ;Iglﬂ
J Fichier ~ Edition  Affichage Favoris  Qutils 7 | l'?
E . — o v y e
bcé o ) - N ) i e i rsl - . :
J OPrecedente /) I_LI IELI ul | / Rechercher Dossiers *  Favoris G- | El _& = = a6 L._LI |_L|
JAgresse I@ https: firke, soft-id, certplus, com/cgi-binfsophislite, exe j a K

Félicitations !

votre certificat numeérique a été téléchargé etinstallé.

Informations sur votre Certificat numérique

Country=FR

Qrganization=TEST

Qrganizational Linit= Soft 1D

Qrganizational Lnit=[50 6523 - 0000 0000
Comman Mame = Client RTE 2

Email Address = client.He@services.ie-france.cam

Murnéro de Série = 2c5h4029165afe38928702ch25dd0209

[&] Terming ’_ ’_ |§ |4 Internet 4

Next, the certificate is automatically downloaded and installed in the Internet
Explorer certificate store. The page opposite is displayed to indicate the end of
this process.

IMPORTANT

Once downloaded, your certificate with its key pair and root certificate must be
saved on a removable medium (e.g. a diskette) that you must store securely to
prevent unauthorised access. Refer to the appendix for the certificate export
procedure.

3.4.3 Contents and verification of your digital certificate

Regardless of the browser used, the contents of the downloaded certificate will
obviously be the same, only the presentation of the information on the screen
will vary. For downloads with Internet Explorer, open the certificate store with
the following menu choices:

"Tools > Internet options...", "Contents" tab, "Certificates..." button:

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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XP

Certificats

2=

Rdle préwu ; I <Tout =

Personnel |.ﬁ.utres pEFSONNEs I Bukarités inkermédiaires I Subarités principales de confiance 4 I *I

=~

Celivre & | Célivré par

| Drate d'expiration | Mom convivial |

[=lclient RTEZ  RTE Autorite de Certification

01/11/2007

=AUcun =

Inportet. .. Exporker. .. SuUpprirner

Avancé. ., |

Détails de cerkificat

=Taouk =

Fetmer |

Select your certificate, then click on "Display".

Général | Détails  Chemin d'accés de certification I

Gengral | Détails I Chemin d'accés de certification |

*,
Informations sur le certificat

Ce certificat est congu pour les riles suivants :

*Toutes les stratégies d'application

Délivré a: Client RTE 2
Délivré par : RTE Autorite de Certification

valide a partir du 31/10/2005 jusqu'au 011172007

@ ‘Wous avez une clé privée qui correspond & ce certificat,

Déclaration de ['Emetteur

~chemin d'accés de certification

RTE Autorite de Certification
*..[=] Client RTE 2

Afficher le certificat

Etat du certificat :

Ce certificat est valide.

Page: 21/102

It is valid for 2 years from the download This tab allows you to verify your

date.

certificate.
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Page:

The "valid" status of your certificate, as well as the complete display of the
certificate access path (2 levels), shows that your certificate has been correctly
installed along with the root certificate, and therefore all the correct usage

conditions for your certificate have been satisfied.

Certificat 2= Certificat 2=
Géngral Détails | Chemin d'accés de certification I Géngral Détails I Chemin d'accés de certification I
Afficher : I <Tout= j Afficher |<Tuut> j
Champ | Yaleur - Champ | Waleur -
E\fersion W3 E\ferswon W3
Enumera de série 205b 402916 5a fe 3892 67 .., [Erumero de série 205h 4029 1653 e 3892 67 ..,
En\gor\thme de signature shalRsh Enlgonthme de signature shalRsA
Emettewr RTE Autarite de Certification, ... Emetteur RTE Autorite de Certification, ...
[Flvalide 4 partir du lundi 31 octobre 2005 01:00:00  ~ [Flvalide & partir du lundi 31 octobre 2005 01:00:00  ~
E\Ia\ide jusgu'au jeudi 1 novembre 2007 00:59:59 E\Ia\ide jusqu'au jeudi 1 novembre 2007 00:59:53
thjet client.rte@services.rte-france. .. thjet dient.rte@services. rte-france. ..
Bl publique RSA (1024 Bits) | Bl publique RSA (1024 Bits) =
CM = RTE Autorite de Certification E = dlient.rte@services. rte-france .com
0 = RESEAU DE TRANSPORT D ELECTRICITE CM = Client RTE 2
U =[50 6523 - 0000 0000
0L = Soft ID
0= TEST
i =FR
Modifier les proprigtés. .. Copier dans un fichier... | Madifier les proprigtés, .. Copier dans un fichier, .. |

3.5 Usage in your browser

3.5.1

Authentication and encryption

Steps to follow:

e Start Internet Explorer;

e Enter the URL for the RTE application or for the "RTE Customer
Services Portal” (this URL starts with "ht t ps: //");

e During authentication, the browser will ask you to choose the certificate
before attempting to authenticate you, and then prompt for the certificate

store security password;

e If several certificates are offered to you, you should choose the one that
was supplied to you for the application which you are currently
attempting to access (use the "Display the certificate” button to look at

their contents);

e Now all the data that you send and receive will be encrypted.

3.5.2 Example of accessing the "RTE Customer Services Portal"

Whenever you access the welcome page with "https" as the prefix, you will

have to select your certificate:

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Authentification du client

21X

signe les données avec votre clé d'échange privee

X

- Identification

Le site Web que wous voulez visiter requiert une identification
! Sélectionnez le cedificat & utiiser pour vous connecter.

Une application demande 'accés & un élément pratégé.

—q

Cl& privée CryptadPl Iﬂnnn

[ Mémariser le mot de pazse

Plus dinfos... Afficher le certificat... |

Annuler | Détails...

Annuler |

The '"Display the certificate..." If necessary, this window will ask you

button allows you to look at the for the store password for your
contents of the selected certificate, certificate.
then click on "OK".

The welcome page will then be displayed in a secure setting:

 Portail Services Clients de RTE - Microsoft Internet Explorer

Portail Services Clients de RTE

0 PUBLICAT!

I - |
[i&] Terming [ |& [Sdmtranet local 4

i [=]
J Fichier ~ Edition  Affichage  Faworis  Outils 7 | l"
J @Précédente - .\;) - Iﬂ Ig] jﬁ | /.__.1 Rechercher llL Diossiers ‘*ﬁ? Favoris €‘}| El |’\v @;' :;; B x L;l’j ‘:Ij
J Adresse I@ https:fipartail. services, rte-france, com/portailFOfaccueil, do j oK

Page: 23/102
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4.1 Configuration for SSL/TS protocols

In the browser, select the "Tools > Internet options..." menu options:

—

fo - Bl - o= - | bPage | Took -

Delete Browsing Histary. ..

Pop-up Elacker 3
Phishing Filter 3
Manage Add-ons 3

Wiork Offline

Windows Update

Full Screen Fi1
Meru Bar

Toolbars 2

Diagnose Connection Problems, ..
Sun Java Console

Select the "Advanced" tab:

Internet Options - Security At Risk

General I Securiby I Privacy I _onkent I Connections I Programs v anced |

Settings

2| x|

4]

[ Ermpty Temparary Inkernet Files Folder when brawser is clcﬂ

Enable Integrated Windows Authentication®
Enable native XMLHTTP support
[5§ Phishing Filesr
() Disable Phishing Filker
{2} Turn off automatic website checking
) Turn on automatic website checking
Use 550 2.0
Use 55L 3.0
Use TLS 1.0
[ ‘warn about certificate address mismatch™
O warn if changing between secure and not secure mode
Wharn if POST subrmittal is redirected to a zone that doe

*Takes effect after vou restart Internet Explorer

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

Restore advanced setkings |

‘ou should only use this if yaur browser is in an unusable state.

Reset..,

=

QK I Cancel |

Apply |

e

Page:

In the section labelled "Security", makes sure that checkboxes for SSL 2.0, SSL 3.0
and TLS 1.0 have been checked, as shown above.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written

authorisation from the Electricity Transport Network Operator (RTE)

24/102



NT-SI-CN2I-OEM-ST-08-00236 Page: 25/102
R TE Version: 3

J, Access to the IT system with digital certificates

under Microsoft Windows XP

PKI user manual

4.2 Request for a digital certificate

4.2.1 Preliminary measures

The following steps must have been completed in advance:
e The company representative has made an access request:

The company representative must have filled out and signed the "RTE
IT System and Applications Access Request Forms"; and must have
sent them to the RTE customer relations officer:

e We have registered your request:

Upon reception of those forms, we will have created your application
access account(s).

4.2.2 Overall schematic

Once the certificate request has been registered and validated by our services
(within 5 working days), a message will be sent to the company representative
to acknowledge receipt of the forms and asking him to call us to fix a phone
meeting with the certificate holder for the day of the certificate installation.

Then, a message will be sent to the certificate holder after this call, reminding
him of the scheduled meeting and giving him the address of the download web
site and the retrieval code which will allow him to download his certificate from
his own workstation.

Représentant RTE
de la société I

1 |

Envoi de la demande de certificat

5j. ouvrés

|

|

|

1 Mail de confirmation de réception
A

Appel pour fixer la date de rendez-vous

1j. ouvré
Mail de confirmation du rendez-vous

A

Appel pour retrait du certificat

A

The certificate holder must then connect to the digital certificate administration
web site from his workstation to fill out and validate the registration form online.
At that moment, a key pair will be generated on his workstation and his
certificate will be downloaded.
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4.3 Installation of the RTE CA root certificate

4.3.1 Download and installation

The RTE root certificate must now be installed in your browser so that RTE is
known as the trusted Certification Authority.

To do this, please navigate to the RTE customer site at the following address:

http://rte.certplus.com/default.htm

The following page will be displayed.

fj Portail des porteurs RTE - Wanadoo

=8 x|
@ f - http:Hrte.certplus.comjdefau\t.htm ﬂ *4 (X IGoogIe L~
y oy »
A Portal\ des porteurs RTE ‘ ‘ (iR B - @ - |k Page ~ {gF Tools -

RTE Gestionnaiie

o Réseaw oe Transport o Electvicins

.

Certificats logiciels Cartes et tokens USB

Retrait de certificat Acquittement de support

Retrait par CSR

Test de certificat Test de support

Révocation de certificat Révocation de support

Recherche Recherche

Autorité de Certification
—

Installer le certificat racine de RTE

[ I [T T T T 3@ meme ESC

Click on the link "Installer le certificat racine de RTE / Install the RTE root
certificate"

The RTE CA root certificate will then be installed in the Windows certificate
store, as per the process described below.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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File Download

Do you want to open or save thiz file?

Mame: getcertif.p7h
Type: PECS #7 Certificates, 694 bytes

From: rte.certplus.com

0'.,-..-@';..-

Open Save | Cancel I

¥ Always ask before opening thiz bype of file

l--" YWhile filez from the Intermet can be uzeful, zome files can potentially
@ harm pour computer. If you do not tragt the zource, do not open or

zave thiz file. WWhat's the rigk?

Click on the "Open™ button.

2 Certificats

Fichier  Action  Affichage 2

© - |Em & B2

[l Certificats - Utilisateur actuel Délivrd & 7 | Délivre par

| Date d'expiration

£ (0 CCERTIF~ 1|GETCER~1 P78 LR A e e
45 Certificats

TE Autotite de Certification

KN

|Le magasin C:YCERTIF~1YGETCER--1.P7E contient 1 certificat. |

Page: 27/102

Double-click on "RTE Autorite de Certification (RTE Certification

Authority)".
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GEnEral | Détails | Chemin d'accés de certification |

®,
Informations sur le certificat

Ce certificat est concu pour les riles suivants :

#Toukes les stratégies d'émissions
#Toutes les stratéqgies d'application

Délivré a: RTE Autorite de Certification

Délivré par : RTE Autorite de Certification

Yalide & partir du 29/05/2002 jusqu'au 29/05/2012

Installer le certificat. .. | Déclaration de ['‘Emetteur |

Ok |

Click on the "Install the certificate" button.

Assistant Importation de certificat x|

Bienvenue !

Cet Assistant vous aide 4 copier des certificats, des listes de
certificats de confiance et des listes de révocation de
certificats depuis votre disque vers un magasin de
certificats,

Un certificat, émis par une Autorité de certification, est une
confirmation de votre identité et contient des informations
utilisées pour protéger wos données ou établir des
CONNExions réseau securisées, Le magasin de certificats est
la zone systéme ou les certificats sont conserves,

Pour continuer, cliguez sur Suivant.

Annuler

= Brécedent

Click on "Next".
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Assistant Importation de certificat x|

Magasin de certificats

Les magasins de certificats sont des zones systéme ol les certificats sont stockss,

Windows peut sélectionner automatiquement un magasin de certificats, ou wous pouvez
specifier I'emplacement du certificat.

&' Sélectionner automatiquement le magasin de certificats selon le type de certificat
" Placer tous les certificats dans le magasin suivant

Magasin de certificats

Parcourit, . |

< Précédent |i Stivant = Annuler

Leave the selected default option as it is and click on "Next".

Assistant Importation de certificat x|

Fin de I'Assistant Importation de
certificat

‘ous avez terming correckement |'Assistant Importation de
certificat,

Wous avez specifié les paramétres suivants

Magasin de certificats sélectionné  Dékermingé automatioy
Contenu Certificat
| | i

< Précédent

Annuler |

Click on "Finish", and the following window then displays the contents of the
root certificate to be imported.

Magasin de certificats principal il

"'-.. Woulez-vwous ajouker e certificat suivant au magasin principal #
[

(;Il:ljet i RTE Autorite de Certification, RESEAL DE TRAMSPORT D ELECTRICITE
Emetteur ; auko-&mis

Limite de walidité : de mercredi 29 mai 2002 & mardi 29 mai 2012

Murnéro de série : 75230902 S4AECT49 51842703 SCCCZ1ER

Empreinte numérique (shall | AZ984FA1 77142087 FAI0ZDB0 SF2C0Z3T 37CFAEST
Empreinte numérique {mdS) : 5342642E AS10ABZA 2109EESS 13674031
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Verification of the root certificate fingerprint

To make sure that you have downloaded the genuine RTE AC root certificate,
carefully check that the "SHAL1" or "MD5" digital fingerprint displayed in the
window shown is identical to that shown above.

Page:

The root certificate digital fingerprints for RTE CA are listed here:
SHA1 A29A 4FAl 7714 2C87 FA30 2DB0 8F2C 0237 37C7 AE37

MD5 53:42: 6A: 2E: A5: 10: AB: 2A: 21: 09: EE: 88: 13: 67: AO: 31

If the hash fingerprint is not identical, click on "No" and contact our
support services.

If it is identical, click on "Yes" to finish the import.

Assistant Importation de cerki ﬂ

L.l
\l’) L'importation s'est kerminée correckament,

Click on "OK".

Contents of the RTE CA certificate

The root certificate that you have just downloaded is stored in the certificate
store appropriate to the browser used. It can be viewed in Internet Explorer, for
example:

Use the menu option "Tools > Internet options...", "Contents" tab,
"Certificates..." button, "Trusted root authorities" tab:

ceruficats TS| - ficat 21|
Rile prévu : |<Tnut> =l Géngral Details | Chemin d'accés de certification |
Autres personnes | Autorités intermédiaires  Autarités principales de confiance | Editeurs : 4| ¥
afficher ! | «Tauts j
Délives & | Délivré par | Date dexp... | om con... [«
[EIFTT Post Root Ca FTT Past Raot CA 26/06/2019  KeyMail .. Champ [ valeur B
E=MRTE Autorite de Certification RTE Autorite de Certifi...  23/05/2012  <Aucunz [Flversion v3
hden Serveri CA lshden ServeriCa  28/06/2013  Saunala... Flnuméro de série 75 23 09 02 54 ae 7 49 51 54,
n Serveri CA nServer A 26/06/2019  Saundls... Elaigarithme de signature chalRSA
[Elsecure Server Certificatio...  Secure Server Certific...  0B/01j2010  WeriSign. . - ] -
= EEmetteur RTE Autarite de Certification, ...
[Esecurettst Ca Class A Securehet CAClass & 16/10/2008  Securel... =l T i —
[Elsecuretet Ca Class B Securellet CA Class B 16/10/2009  Secursh.., alide & partir du mercredi 23 mai 2002 01:00:00
[Elsecurehet CA Raot Securehet CA Raot 16/10j2010  Securel... [Elvalide jusquau mardi 23 mai 2012 00153:59
Edsecuretlet CASGC Root  Secorelet CASGCRoot  16/10/2009  Secureh. . = Chijet o
Eqi publique RSA (1024
rporter.. | _Exporter.. | suppriner (R [CH = RTE Autorite de Certification
0 = RESEAL DE TRANSPORT D ELECTRICITE
Détails de certificat
<Touk>
Eermer

Modifier les propriétés, ., Copier dans un fichier... |

Click on the "Display"" button, and
then on the "Details" button.
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4.4 Downloading your certificate

To create your key pair and your certificate, you must then connect, on the RTE
meeting day specified, to the web site:

http://rte.certplus.com/default.htm

/2 Portail des porteurs RTE - Wanadoo =& x|
P N

@. B http:h’rte‘:ertp\us.cum!defau\t.htm j [ X IGUUQ|E 2l
W & [ElPortail des porteurs RTE | | 0 - B - &= - [ page - G Tooks +

Gestionnaire
RTE e o Résasy de Traaspor? o Electricios
e

Certificats logiciels Cartes et tokens USB

Retrait de certificat Acquittement de support

Retrait par CSR

Test de certificat Test de support

Révocation de certificat Révocation de support

Recherche Recherche

Autorité de Certification

Installer le certificat racine de RTE

| T T T [ [3@meenet RI0% v

Click on the "Retrait de certificat / Retrieve the certificate" button.

It is possible that a warning message might be displayed at the top of the web page
(tagged with the following icon ).

If it does, then click on the message and select "Add-on disabled" > "Run ActiveX
control™:

Run Acti

Add-o 3 om0
‘What's the Risk?

= = P Security Settings at Risk  »
Informations pour le certificat numériqu
Mare information I

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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Fill out the following form:

{2 Enregistrement utilisateur Microsoft - Wanadoo =151 x|

@ y = https:ﬂfrte.soft-\d‘cartplus‘comﬂcllentp’userEnroHMS‘htm ;i ﬁ || X IGcog\e -

>
Tools -

Il Erregistrement utiisateur Micrasoft 50 - B - o= o- mhPage - GF

Informations pour le certificat numérique

Remplissez tous les champs. Mutilisez que l'alphabet latin, sans caractéres accentués. Les informations des champs précédés dun ¥
sontincluses dans votre certificat et seront accessibles a tous

b

Nom Complet : * (sbligatoire)
Ex: DUPONT [ClientRTET TEST

Adresse Email : * (cbligatoire) —
Ex:jean.dupont@societe.com ||1eW.testLl}‘se|wces rte-france.com

Authentifiant PKL: (obligateire) I.........

Code de retrait : (obligatoira) i2V—U\UO

Soumettre ! Annuler I

Dore T T [tk [oown «

The fields marked with an asterisk must be completed without diacritic marks (i.e.
accents, cedillas, ...) or punctuation marks; as they would also appear in the
certificate that will be generated.

The retrieval code is the code supplied in the 2" email that you received from us
which allows you to authenticate yourself. To make things easier, you can do simple
copy-paste commands to enter the data.

You must likewise enter your Authentifiant Utilisateur PKI (PKI User
Credentials), just as they were supplied in the RTE IT system access technical
specifications; they will serve to authenticate you with the RTE Hotline any time that
you contact them.

Lastly, click on "Submit" to send your request for the digital certificate.

A dialogue box will ask you to confirm your email address:

Windows Internet Explorer _ 5[

] Confirmez votre adresse e-mail :
\_-‘/ tesk-rte-clientl@services rke-france.com

Si wotre adresse e-mail est correcte, cliguez sur K, sinon sur CAMCEL et
carrigez | dans le Formulaire.

Si wokre adresse e-mail est incorrecte, wous ne pourrez pas utiliser vokre Identification numérique

— QI I Cancel |

Click on the "OK" button, or "Cancel" to return to the form data entry screen.
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¥iolation de script potentielle

T'j e site web nécessite in nouveau certificat de votre part. Yous ne devriez autoriser que les sites Wweb approuvés 4 demander un

certificat de wobre part,
Voulez-vous demander un certificat maintenant

—

Page: 33/102

S

Click on the "Yes" button.

4.4.1 Generation of the key pair

The dialogue box shown below will then be displayed, indicating that an RSA

key pair has been created by Internet Explorer on your workstation:

Création d'une nouvelle clé d'échange RSA x| Création d'une nouvelle clé d'échange RSA

T e —

Niveau de sécurité defini 4
Mayen

oK. fmnuler | Detals.

Une application crée actuslemert un Slément protégs, Chaisiszez un niveau de sécurnité appraprié & cet &lément,

Demander mon autorization & laide d'un mot de
passe lorsque cet élément doit &tre utilisé.

|\_  Moyen
Clé privée CryptadPl Gl Demander mon autorisation lorsque cet Elément doit
- &hre uliliz.
=

l

<Précédenl| Supeant > I

Annuler I

Click on the "Define the security Select the "High" option, then click on

level"” button. "Next".

The key pair that will be generated is, by default, at a “medium security" level,
which means that each later use of this key pair will cause the display of a
simple acknowledgement message: the certificate holder is also warned of this

usage but no password is requested.

For protected use of your key pair, which we recommend, you should rather
choose "high security”, which will mean that a password, that you will choose
here, will be asked of you for every later use of your key pair. The screens

below describe the procedure to set this security level.

Création d'une nouvelle clé d'échange RSA | Création d'une nouvelle clé d*échange RSA

Créer un mot de pazse pour protéger cet dément.

g Créer un nouveau mot de passe pour cet élément CIé privée CryptadPl
; Mot de passe pour IW

pac

Mot de passe : quuu

Confirrner : IT

Annuler |

Une application crée actuelement un élément pratége.

Eiveeu de sgcurite défini & Difinir le niveau de scurité
e

Détails

x|

< Précédent [ Teminer Annuler |

Enter a password, then click on the Click on the "OK" button.
"Finish" button.
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Yiolation de script potentielle |

Ce site Wheb ajoute un ou plusieurs certificats & cet ordinateur. L'autorisation donnée & un site \Web non approuve de mettre & jour
! vos certificats pose un risque de sécurité. Le site Web pourrait installer des certificats que wous n'approuvez pas, ce qui permettrait &
des programmes que vous n'approuvez pas de s'executer sur cet ordinateur et d'accéder & wos données.

Yaoulez-vaus que ce programme ajoute les certificats maintenant ? Cliquez sur Oui si vous Faites confiance & ce site Web. Sinon, cliquez
sur Mon,

Click on the "Yes" button.

4.4.2 Installation of the certificate
18X

O [T htpsi vt softid. cortplus. comjeqi-binfsophiste exe =18 [142 [ x| [scoqe 2l

o = »
i 4 [ Downioad 3~ B - = v |hPage - () Tools v

Félicitations !

/otre certificat numérique a été télécharge etinstallé.

Informations sur votre Certificat numérique

Country =FR

Organization = TEST

Organizational Unit = Soft ID

Organizational Unit = IS0 6523 - 0000 0000

Common Name = Client-RTE1 TEST

Email Address = test-te-client1@services.re-france.com

Numeéro de Série = 7f9f03b2b43f39d21c9e8427091157db

Done 8 @ meermet T 100% -
ILsp A

Next, the certificate is automatically downloaded and installed in the Internet
Explorer certificate store. The page opposite is displayed to indicate the end of
this process.

IMPORTANT

Once downloaded, your certificate with its key pair and root certificate must be
saved on a removable medium (e.g. a diskette) that you must store securely to
prevent unauthorised access. Refer to the appendix for the certificate export
procedure.
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4.4.3 Contents and verification of your digital certificate

Regardless of the browser used, the contents of the downloaded certificate will
obviously be the same, only the presentation of the information on the screen
will vary. For downloads with Internet Explorer, open the certificate store with
the following menu choices:

"Tools > Internet options...", "Contents" tab, "Certificates..." button:

Intended purpose: I::AII::— j

Petsonal | Other People I Intermediate Certification Autharities I Trusted Rook Certificakior 4 I r I

Issued To | Issued By | E:cpiratio, | Friendly Mame |ﬂ
s

Client-RTEL T

Import. .. | Export... Remove Advanced...

Certificate intended purposes

<0l =

Close

[
Wig |

Select your certificate, then click on "Display".
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Certificate 21x] Certificate

General | petais | Certiication Path |

B
Certificate Information

[~ Certification path

General | Detais Certfication Fath |

Page: 36/102

This certificate is intended for the following purpose(s):

+4ll application policies

Issued to:  Client-RTE1 TEST
Issued by: RTE Autorite de Certification

valid from 24/04/2007 to 23j04/2009

@ ‘fou have a private key that corresponds to this certificate,

4]

RTE Autorite de Certification - RESEAL DE TRANSPORT D ELECTR!

rk-RTE1 TEST

| H©

Wiew Certificate |

Certificate status:

Issuer Statement |

This certificate is Ok,

It is valid for 2 years from the download This tab allows you to verify your
certificate.

date.

The "valid" status of your certificate, as well as the complete display of the
certificate access path (2 levels), shows that your certificate has been correctly
installed along with the root certificate, and therefore all the correct usage
conditions for your certificate have been satisfied.

Certificate 2=l Certificate 2=l
General Detals | Certification Path I General  Details ICertiFicatiUn Path I
Show [ <all> | show: | <al> =l
Field | Valug - Field ‘ Yalue ‘:I
[Elversion W3 [Elserial number 7F O 033 b2 b 3 89 dZ 1c Fe ...
ESeriaI number 7F 9F 03 b2 bd 3F 89 d2 1c %e ... Esignature algorithm shalRSA
Esignature algorithm shalRSa Elssuer RTE Autarite de Certification, ...
§ RTE Autal ki b L Eva\id fram mardi 24 avril 2007 17:55:54
mardi 24 avril 2007 17:55:54 [Fvaiid to jeud 23 avil 2009 1
[Elvalid to feudi 23 avrl 2009 17:55:54
ESubject test-rte-client 1@services rte-f... [EPublic key RSA (1024 Bits)
[Elrubiic key RSA (1024 Bits) = [cRL Distribution Painks [1JCRL Distribution Pain: Distr... =

(CM = RTE Autorite de Certification
&= RESEAL DE TRANSPORT O ELECTRICITE

M = Cliant:

O = TEST
C =FR

Edit Properties. .. | Copy ko File... |

E = test-rte-lient 1@services. the-france,.com
-RTE1 TEST

Ol =150 6523 - 0000 0000

U = Soft ID

Edit Properties... |

Copy ko File... |
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4.5 Usage in your browser

4.5.1 Authentication and encryption

Steps

to follow:
Start Internet Explorer;

Enter the URL for the RTE application or for the "RTE Customer
Services Portal” (this URL starts with "ht t ps: //");

During authentication, the browser will ask you to choose the certificate
before attempting to authenticate you, and then prompt for the certificate
store security password;

If several certificates are offered to you, you should choose the one that
was supplied to you for the application which you are currently
attempting to access (use the "Display the certificate" button to look at
their contents);

Now all the data that you send and receive will be encrypted.

45.2 Example of accessing the "RTE Customer Services Portal"

Whenever you access the welcome page with "https" as the prefix, you will
have to select your certificate:

Choose a digital certificate i 21l Signe les données avec votre clé d'échange ﬂ

i~ Identification

AN

[

Une application demande l'accés & un élément protégé.
The website you wank to view requests identification.
Please choose a certificate,

Mame Issuer

»

Client-RTEL TEST RTE Autorite de Certification

Cl& privée CryptodFl IOO.OOOOO

[ Mémariser le mot de passe

More Info... | Wiew Certificate. ., |

Annuler Détails...

The

"Display the certificate..." If necessary, this window will ask you

button allows you to look at the for the store password for your
contents of the selected certificate, certificate.
then click on "OK".
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The welcome page will then be displayed in a secure setting:

= Portail Services Clients de RTE - Wanadoo _18] %]
8 ||++|| x| [s00q 2|~

@: ) =[] https: jportailservices.rte-france. comfportalFOfaccuel.do
ﬁr,‘ﬁ @vﬁv@v\j%gev@molsv»

(& Portail Services Clients de RTE

Portail Services Clients de RTE

Bienvenue, Client-RTEL TEST

Iy ==
et

[ <
[T [ | [E8& Trustedstes B00% -

Done
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5. Moazilla Firefox

5.1 Configuration for SSL/TS protocols

From the "Tools > Options..." menu, select the "Advanced" section, and then the
"Security" tab.

In this window, select the 3 checkboxes "Use SLL [...]" and "Use TLS 1.0™:

options x|

iH A @0 &8

Général  Mieprivée  Contenu Onglets  Téléchargements  Awancé

iEnéral | Mises & jour  SEcurite |

~ Protocoles

v Ukiliser S5L 2.0 <g— ¥ Utiliser S5L 3.0 < qemm—
‘ W Utiliser TLS 1.0 @

~ Certificats
Lorsqu'un site Web nécessite un certificat, :

" En sélectionner un autormatiqguement % Me demander & chague Fois

Afficher les certificats Listes de révocation Werification Périphériques de sécurité

I, annuler fide

5.2 Request for a digital certificate
5.2.1 Preliminary measures
The following steps must have been completed in advance:
e The company representative has made an access request:

The company representative must have filled out and signed the "RTE
IT System and Applications Access Request Forms"; and must have
sent them to the RTE customer relations officer:

e We have registered your request:

Upon reception of those forms, we will have created your application
access account(s).
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5.2.2 Overall schematic

Once the certificate request has been registered and validated by our services
(within 5 working days), a message will be sent to the company representative
to acknowledge receipt of the forms and asking him to call us to fix a phone
meeting with the certificate holder for the day of the certificate installation.

Then, a message will be sent to the certificate holder after this call, reminding
him of the scheduled meeting and giving him the address of the download web
site and the retrieval code which will allow him to download his certificate from
his own workstation.

Représentant RTE
de la sociéte I
Envoi de la demande de certificat

1 |

Mail de confirmation de réception

|
|
| 5. ouvrés
le
I‘
1
Appel pour fixer la date de rendez-vous

1j. ouvré
Mail de confirmation du rendez-vous

A

Appel pour retrait du certificat

A

The certificate holder must then connect to the digital certificate administration
web site from his workstation to fill out and validate the registration form online.
At that moment, a key pair will be generated on his workstation and his
certificate will be downloaded.

5.3 Installation of the RTE CA root certificate

5.3.1 Download and installation

The RTE root certificate must now be installed in your browser so that RTE is
known as the trusted Certification Authority.

To do this, please navigate to the RTE customer site at the following address:

http://rte.certplus.com/default.htm
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authorisation from the Electricity Transport Network Operator (RTE)


http://rte.certplus.com/default.htm

NT-SI-CN2I-OEM-ST-08-00236 Page: 41/102
R TE Version: 3

J ~ Access to the IT system with digital certificates

under Microsoft Windows XP

PKI user manual

) portail des porteurs RTE - Mozilla Firefox =] 3]
Fichier ~ Edition  Affichage  Aller &  Marque-pages  Outils 7
v f v
‘\::l - Ll/\> - @ (X ] @ I http: ffrte.certplus, comjdefault.htm j @ ok I@'
Gestiannaie
RTE -, oftr Rizan ofe Tramsport o Elactriciok ool L
e =1 ]

Certificats logiciels Cartes et tokens USB

Retrait de certificat Acquittement de support

Retrait par CSR

Test de certificat Test de support

Révocation de certificat Révocation de support

Recherche Recherche

Autorité de Certification

Installer le certificat racine de RTE

Terming >

Click on the link "Installer le certificat racine de RTE / Install the RTE root
certificate"

A dialogue box will be displayed, in which you must select the 3 checkboxes
"Confirm this CA for identification [...]" to confirm confidence in the RTE CA:

Téléchargement du certificak x|

on wous a demandé de confirmer une nowvelle aukarité de certification (AC),

Youlez-wous Faire confiance & « RTE Autorite de Certification = pour les actions suivantes 7
: v Confirmer cette AC pour identifier des sikes Web,
> ¥ Confirmer cette AC pour identifier les utilisateurs de courrier.

» [V Confirmer cette AC pour identifier les développeurs de logiciels.

Avant de confirmer cette AC pour quelque raison gue ce soit, vous devriez ['examiner elle, ses
méthodes ek ses pracédures (s passible),

Mok | Excaminer le certificat d'aC

Ik : Annuler

5.3.2 Verification of the root certificate fingerprint

Click on "View" to verify that the certificate to which you are about to grant
trusted status is indeed the RTE root certificate:
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To make sure that you
have downloaded the
genuine RTE AC root
certificate, carefully
check that the "SHA1"
or "MD5" digital
fingerprint displayed in
the  dialogue  box
shown is identical to
that shown opposite.

PKI user manual

Détails du certificat :"RTE Autorite de Certification™ x|

Général | Diétails |

Impossible de vérifier ce certificat car son émetteur n'est pas digne de confiance.

Emis pour

Tom cormmun (CRY
Organisation {0}

Unité d'organisation (L)
Mumnéro de série

Emis par

Mo cormrun (R
Organisation {0}

Unité d'organisation (L)
¥alidité

Erviis =

Expire le

Empreintes numériques

Empreinte numérique SHA1
Empreinte numeérique MDS

RTE Autorite de Certification

RESEAL DE TRAMSPORT O ELECTRICITE

<Me fait pas partie du certificat =

7923090254 0E:C7:49:81:84: 27,0380 CCi21iER

RTE Autorite de Certification
RESEAL DE TRAMSPORT O ELECTRICITE
<Me fait pas partie du certificat =

29/05{2002
20/05/2012

AZ9AAF AL 42057 FA S0 2DeBDEF 200237 1 3707 AR ST
534268 26 A5 10 AR 24 21 :09:EE: 85 13:67: A0 31

Fermer

The root certificate digital fingerprints for RTE CA are listed here:
SHA1 A29A 4FAl1 7714 2C87 FA30 2DB0 8F2C 0237 37C7 AE37

MD5 53:42: 6A: 2E: A5: 10: AB: 2A: 21: 09: EE: 88: 13: 67: AO: 31

If it is not identical, click on "Close" to return to the previous window
where you should click on "Cancel” and contact our support services.

If it is identical, continue the process to finish the import. The "Details" tab:

Détails du certificat :“RTE Autorite de Certification™

Générsl  Details |

Hiérarchie des certificats

RTE Autorite de Certification

Champs du certificat

= RTE Autorite de Certification
= Certificat
iVersion
- Huméra de série

&lgorithme de signature des certificats

Emetteur

B

i [Pasavant
Pas aprés

valeur du champ

CN = RTE lAutorite de Certification
0 = RESEAU DE TRANSPORT D ELECTRICITE

Détails du certificat "RTE Autorite de Certification® x|

Général | Détais |

Hiérarchie des certificats
RTE Autarite de Certification

Champs du certificat

*Emetteur -]
vl
Pas avant

Pas aprés

= Infa i publique du sujst
Algorithme clé publiqus du sujst

T publique du sujet
=rExtensions =|
Yaleur du champ

CN = RTE lAutorite de Certification
© = RESEAU DE TRANSPORT D ELECTRICITE

Fermer

Fermer

Click on "Close" to return to the initial screen (see above) where you

on "OK": the RTE CA root certificate is now installed in Mozilla Firefox.
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To view this certificate later in Mozilla Firefox, you must use the "Tools >
Options..." menu, and select the "Advanced" section, and the "Security" tab.

opions x|
L g = [

i & @B & o

Général  Wieprivée  Contenu Onglets  Téléchargements

Arvance
Général I Mises & jour  SEcurité |

~ Protocoles

¥ Uiliser 551 2.0

¥ Utiliser 55L 3.0
v Utiliser TLS 1.0

- Certificats

Lorsgu'un site Web nécessite un certificat
" En sélectionner un automatiquement

f* Me demander 4 chague fois

{afficher les certificats

Listes de révocation Werification Périphériques de sécurité
Ok I &nnuler | Aide |

In the previous window, you must click on the "Display the certificates" button.
¥ Gestionnaire de certificats

=10l %]

Yos certificaks | Sutres personnes | Sites Web  Autarités |

Wous possédez des certificats enregistrés identifiant ces autorités de certification ;
Morn du certificat

| Periphérigue de sécurité
=] RESEAL DE TRAMSPORT D ELECTRICITE
“.RTE Autarite de Cerkification

|» |3

=l RSA Daka Security, Inc.

Sécurité personnelle
5----'-.-'erisi-;|n,l'RS.ﬁ. Secure Server Ch

== |
ilkin Cbject Token
“Becure Server OCSP Responder Guilkin Object Token -
Wit Modifier Importer Supprimer
J

CIE

In the "Authorities" tab, you can verify that the "RTE Autorite de Certification"

root certificate has indeed been registered on your PC hard drive ("Personal
security"), and view it by selecting it and clicking on "View".

5.4 Downloading your certificate

To create your key pair and certificate, you must connect to the following site:

http://rte.certplus.com/default.htm
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¥ Portail des porteurs RTE - Mozilla Firefox 10l =|
Fichier  Edition  Affichage  Aller & Margue-pages  Outils 2

y I 7

-\Jl:l - LL” - @ @ http: firte. certplus, com/def ault . htm j @ OF ||Q,

Hestionnalie
RTE 5 ofer Rdzasy oe Transpor? o Elactriciod

Certificats logiciels Cartes et tokens USB

Retrait de certificat < Acquittement de support

Retrait par CSR

Test de certificat Test de support

Révocation de certificat Révocation de support

Recherche Recherche

Autorité de Certification

Installer le certificat racine de RTE

Terming v

Click on the "Retrait de certificat / Retrieve the certificate" button to install your
digital certificate.

¥ Enregistrement utilisateur Netscape - Mozilla Firefox i ] 4]
Fichier  Edition  Affichage Aller &  Marque-pages  Oukils 2

/ I8 @ ? d . . = ol

-\‘::\ - LL” - 1 I https:ffrte soft-id, certplus, com/client fuserEnrallNg. htm dj @ oK Ilg,

Informations pour le certificat numérigue

Remplissez tous les champs. Nutilisez que 'alphabet lating, sans caractéres accentués. Les informations des champs précédés d'un "
sontincluses dans votre certificat et seront accessibles & tous.

Nom Complet : # (obligatoire]) -
Ex: DUPONT [Client RTE 1

Adresse Email : * (obligatoire) - -
Ex: jean.dupont@societe.com |cl|ent.rte@ser\nces.rte-france.con

Authentifiant PKI : (obligatoire) IW

Gode de retrait : (obligatoire) |AEIC123

Obligatoire : Choisissez le niveau de chiffrement a 1024

Le niveau de cryptage indigué ci-dessous est le maximurm permis par votre navigateur. Mous vous recommandons de choigir 1024,

Niveau de cryptage |1024 (Grade moyen) j

Soumetire | Annuler |

Terming rte soft-id,certplus.com (% 4
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The fields marked with an asterisk must be completed without diacritic marks (i.e.
accents, cedillas, ...) or punctuation marks; as they would also appear in the
certificate that will be generated.

The retrieval code is the code supplied in the 2™ email that you received from us
which allows you to authenticate yourself. To make things easier, you can do simple
copy-paste commands to enter the data.

You must likewise enter your Authentifiant Utilisateur PKI (PKI User
Credentials), just as they were supplied in the RTE IT system access technical
specifications; they will serve to authenticate you with the RTE Hotline any time that
you contact them.

On this form, a dropdown list directly asks you to select the key size. You must
absolutely select a size of 1024 bits.

Lastly, click on "Submit" to send your request for the digital certificate.

A dialogue box will ask you to confirm your email address:

https:/ frte soft-id.certplus.com il

| Confirmez votre adresse e-mail :

| i |

client. ree@services. rhe-Ffrance.cam

Si wokre adresse e-mail est correcte, ciquez sur OF, sinon sur CAMCEL et
corrigez 14 dans le Formulaire.

Si wokre adresse e-mail est incorrecte, vous ne pourrez pas utiliser votre Identification numérique

> i p——

Click on "OK".

5.4.1 Generation of the key pair

Finally, the RSA key pair is generated by Mozilla Firefox, and the following
message is displayed:

Génération d'une clé privée x|

GEnération de la clé en cours. .. Cetke opération peut prendre plusieurs minukes. ..

Yeuillez attendre...

5.4.2 Installation of the certificate

Your certificate is finally downloaded and installed in the Mozilla Firefox
certificate store. The following page will then be displayed to indicate the end of
the process:
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) pigital ID Installation and Registration Page - Mozilla Firefox - |E||1|
Fichier ~ Edition  Affichage  Aller & Marque-pages  Outils 7

I 7 = =
<::| - LL" - @ @ https:ffrte soft-id. certplus, com/cgi-binfsophialite .exe I':Ij @ OF ||Q,

Félicitations !

Wotre cerificat numérigue a été téléchargé etinstallé.

Informations sur votre Certificat numérique

Country=FR

Qrganization = TEST

Qrganizational Unit= Soft ID

Organizational Unit= 150 6523 - 0000 0000
Common Mame = Client RTE 1

Email Address = client.ne@services.re-france.com

Numéro de Série = 392d6b2a16289033d3debb490bh0c021

v
Terming rte.soft-id, certplus.com (%)~

IMPORTANT

Once downloaded, your certificate with its key pair and root certificate must be
saved on a removable medium (e.g. a diskette) that you must store securely to
prevent unauthorised access. Refer to the appendix for the certificate export
procedure.

5.4.3 Viewing and verification of your digital certificate

Regardless of the browser used, the contents of the downloaded certificate will
obviously be the same, only the presentation of the information on the screen
will vary.

For Mozilla Firefox, you must click on the "Advanced" section, and then on the
"Security" tab:

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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options x|

H A @B & i

Général  Wie privée  Contenu Onglets  Téléchargements Avancé

zEnEral I Mises & jour ~ SEcurite |

~ Protocoles

¥ Utiliser 55L 2.0 ¥ LUkiliser S5L 3.0
V¥ Utiliser TLS 1.0

~ Certificats
Lorsqu'un site Web nécessite un certificat :

" En sélectionner un automatiquement % Me demander & chague Fois

{Afficher les certificats i Listes de révocation Werification Périphériques de sécurité

(] 4 I annuler | Aide |

Click on the "Display the certificates" button.

9 Gestionnaire de certificats O] x|

Yos certificats | Autres personnes I Sikes Web I Autorités I

Vous possédez des certificaks de ces organisations qui wous identifient :

Mom du cerkificat | Peripherigue de ... I Sujets | Mumero de. .. I Expire le |E|
=] RESEAU DE TR...
“Client RTE 1 Sécurité personnelle  Client,Signature, Chiffr... 39:20:6B:24... 29/10/2007

Wair Exporter Touk exporker Importer Supprimer

The "Your certificates" tab.

The certificate is a digital certificate: once installed, it will be described as
"Personal security”. You can view it by selecting it and clicking on "View".
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Détails du certificat :"Client RTE 1's RESEAL DE TRANSPOR' x|

Général | Détails |

Ce certificat a été vérifié pour les utilisations suivantes :

[ Certifcst clerk 5L

| Certificat de signature de courrier

| Certificat de réception de courrier

Nurméra de série

Emis pour Champs du certificat

Hom commun (CH) Client RTE L = Client RTE 1's RESEAU DE TRANSPORT D ELECTRICITE ID -
Organisation (0) TEST &) Certificat

Unité dorganisation (OU)  Soft ID

Emis par
ham commun {CH)
Organisation ()

Unité dorganisation (OU) < fait pas partie du certificat>
Fs svant
Validite Pas aprés =l
Emis e 28/10j2005 Yaleur du cham
Expire le 29/10f2007 o

Empreintes numériques

39:2D166:2A:16:26:90:33:D3:DE:B6:49:06:B0:C0: 21

RTE Autorite de Certification
RESEAU DE TRANSPORT D ELECTRICITE

Détails du certificat :"Client RTE 1's RESEAU DE TRANSPOR'

Général  Détails

Hiérarchie des certificats

= RTE Autorite de Certification
Client RTE 1

-Wersion

- Numéra de série

- Algorithime de signature des certificats
- Emetteur

= validts

CM = RTE Autorite de Certification

Page: 48/102

Emprainte numériqus SHAL
Empreinte numérique MDS

B2:98:45:46:24:50:C0:D5:D1:68:5C:2F: 3E:E3:18:49:67:07:96:FC © = ERERN D WAERCET D BHCues

49 2FCEIEL 2R 76:00:67:19:01:60:86:CC 49 ER 10

: Fermer

Fermer

The 1% tab displays the message "This certificate has been verified for the
following uses". The 2™ tab displays the certification hierarchy with the RTE CA
root certificate. This ensures that all the certificates have been correctly
installed, and that all the correct usage conditions for your certificate have been
satisfied.

5.5 Usage in your browser

5.5.1 Authentication and encryption

Steps to follow:

Start Mozilla Firefox;

Enter the URL for the RTE application or for the "RTE Customer
Services Portal" (this URL starts with "https://");

During authentication, the browser will ask you to choose the certificate
before attempting to authenticate you, and then prompt for the certificate
store security password,;

If several certificates are offered to you, you should choose the one that
was supplied to you for the application which you are currently
attempting to access (the contents of the selected certificate from the
dropdown list are displayed beneath the list);

Now all the data that you send and receive will be encrypted.

5.5.2 Example of accessing the "RTE Customer Services Portal”

Whenever you access the welcome page with "https" as the prefix, you will be
requested to select your certificate:
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Requéte d'identification d'utilisateur

Ce site demande que vous vous identifiiez avec un certificat de sécurité :
partail services rke-france, com

Organisation : « RTE #

Emis sous ¢ « RSA Data Security, Inc. =

Choisir un certificat 4 présenter comme identification :

— I Client RTE 1's RESEAL DE TRAMSPORT D ELECTRICITE ID [39:20:66:24: 16: 28:90:33: D3: DE:B6 14 9:06: B0 C0: 21]

Details du certificat sélectionné :

Emis pour : E=client.rte@services, rte-france, com,CN=Client RTE 1,0U=I50 6523 - 0000 0000, 0U=50ft
ID,0=TEST,C=FR
Muméro de série: 39:20:66:26:16:28:90:33:03:DE:B6:49:0B:60:C0: 21
valide de 28{10{Z005 02:00:00 pour 79}10{2007 00:59:59
_Sujets: Client, Signature, Chiffrement
Emis par : CN=RTE Autorite de Certification, =RESEAL DE TRAMSPORT D ELECTRICITE
Stocke dans @ Sécurité personnelle

CK | annuler | fide |

Page: 49/102

Select your certificate from the dropdown list labelled "Choose a certificate to
present as identification" and click on "OK". If necessary, this window will ask

you for the password to the Mozilla Firefox certificate store.

maite x|

Veuillez saisir le mat de passe principal de Sécurité personnelle,

Im:k*m**m*

annuler |

The welcome page will then be displayed in a secure detting:

&) Portail Services Clients de RTE - Mozilla Firefox 5 = [=] ]
Eichier  Edition  &ffichage  Aler & Marque-pages  Outis 2

< ~
{,ﬁ - L> - %I (X | @ |u https:jfportal. services.re-france comfportaiF Ofaccusil, do ﬁj @ ok ||Q_

Terming portal, services rbe-france.com ()

t
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6. Certificates and email software

6.1

Page: 50/102

Depending on the email client that you use (Outlook 2000/XP/2003, Outlook Express,
Mozilla Thunderbird), we suggest that you refer to the appropriate one of the following

sections.

Steps to follow:

e install the "RTE Autorité de Certification" root certificate, so that the email
software trusts your certificates and the applications' certificates (refer to the

installation of the RTE root certificate in the associated web browser);

e configure your email account assigned for communications with RTE, so
that the email software always encrypts and signs your messages (being sent

from the RTE IT system);

e install the application certificate(s), so that messages that you send to those

applications are encrypted.

Here are the associated web browsers that you should configure (if they have not
already been done), in order that your email client is correctly configured and

operational:
Email client Associated web browser
Outlook 2000/XP/2003 | Internet Explorer

Outlook Express

Internet Explorer

Mozilla Thunderbird

Mozilla Firefox (similar configuration)

Lotus Notes

Configuration is specific to Lotus Notes

Outlook 2000/XP/2003

6.1.1 Configuration

IMPORTANT

Before starting Outlook 2000 (French version), run the following command:
<PACKAGE>\Windows Updates\Outlook 2000\french-configuration.reg

Doing this will make Outlook 2000 conformant with the most recent
cryptographic standards in use in France.
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To be able to associate your certificate with your email account under Outlook,
your certificate must be installed under Internet Explorer. This is automatically
the case if you have downloaded it in Internet Explorer; but if you downloaded it
with Mozilla Firefox, you must export it from that browser and import it into
Internet Explorer, with the corresponding private key and the RTE CA root
certificate. Refer to the section at the end of this document.

Start up Outlook and click on the "?", and then on "About Microsoft Outlook
2000".

If the Outlook installation is of the "Internet Email only" type, as shown below:

A propos de Microsoft Outlook 2=

Microsoft® Outlook® 2000 SR+2.0.0,3821)
Messagerie Internet uniquerment

Copyright © 1995-1999 Microsoft Corp. Tous droits réserves,

THTTTTTI
El

ImportfExport Converters @ 1988-1999 Dataliz, Inc. & www,dataviz.com ou
(203} 268-0300, Tous droits réservés, Dictionnaires et wérificateur
orthographique @ 1994-98 SYNAPSE Développement, Toulouse (France), Tous
draits réservés. Partions of International CorrectSpel™ speling correction
system @ 1993 by Lernout & Hauspie Speech Products M., &ll rights reserved,
Deutsche Rechtschreibpriifunag: @ Lingsoft, Inc. 1998, Two-Level Compiler:
merox Corporation 1994, Alle Rechte vorbehalten, Speling ©1996-1997,
Polderland Language & Speech Technology. Alle rechten voorbehouden,
Gebaseerd op de officigle Woordenlijst Mederlandse taal, © MNederlandse
Taalunie/Instituut voor Nederlandse LexicologiefSdu Uitgewers, Arabic speling
checker developed by COLTEC Consultancy @roup, Egwpt.

Licence d'utilization accordée & &

E=—— | ndministrateur
cgey
Product ID:  51097-335-8956336-02612

Avertissemnent ; Ce logiciel est protége par la loi relative au droit oK I

d'auteur et par les conventions intemationales, Toute reproduction ou

distribution partiella ou totale du lagiciel, par quelque moyen que ce Infos systéme... |

soit, est sticternent interdite, Toute personne ne respectant pas ces

dispasitions se rendra coupable du délit de contrefagon et des f |

sanctions pénales prévues par la loi, Suppart kechrigue. ..
Infarmations de sécuriké, .. |

Then open the "Tools -> Accounts" menu option:
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Comptes Internet

Tout  Courier | Service d'annuairel

2 x|

AjoLiker » |

SupErinmer |

Compte | Type | Connexion |
%HTEDIEPESDH Courner [par défaut]  Réseau local
% RTE Publication  Courrier Fézeau local

Eroprigtés |
Far défaut |
Irnparter... |
Ewpaorter... |

|

Fermer
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In the "Email" tab, select your RTE communications account, then click on the

"By default” button, and finally click on the "Close" button,

On the other hand, if the Outlook installation is of the "Company or workgroup”

type" as below:

A propos de Microzoft Dutlook

Microsoft® Outlook® 2000 SR+2.0.0,3821) ¢
Sociéké ou groupe de travail

Copyright © 1995-1999 Microsoft Corp. Tous droits réserves,

THTTTTTI
El

checker developed by COLTEC Consultancy @roup, Egwpt.
Licence d'utilization accordée & :

Import/Export Converters @ 1988-1999 Dataliz, Inc. & www,dataviz.com ou
(203} 268-0300, Tous droits réservés, Dictionnaires et wérificateur
orthographique @ 1994-98 SYNAPSE Développement, Toulouse (France), Tous
draits réservés. Partions of International CorrectSpel™ speling correction
system @ 1993 by Lernout & Hauspie Speech Products M., &ll rights reserved,
Deutsche Rechtschreibpriifung: @ Lingsoft, Inc. 1998, Two-Level Compiler:
merox Corporation 1994, Alle Rechte vorbehalten, Speling ©1996-1997,
Polderland Language & Speech Technology. Alle rechten voorbehouden,
Gebaseerd op de officigle Woordenlijst Mederlandse taal, © MNederlandse
Taalunie/Instituut voor Nederlandse LexicologiefSdu Uitgewers, Arabic spelling

E=——- | Planchephi

GRT
Productk ID¢  34503-0EM-0099665-66611

Auvertissemnent ; Ce logiciel est protége par la loi relative au droit oK I

d'auteur et par les conventions intemationales, Toute reproduction ou

distribution partielle ou totale du lagiciel, par quelque moyen que ce Infos systéme... |

soit, est sticternent interdite, Taute personne ne respectant pas ces

dispositions se rendra coupable du délit de contrefagon et des ] |

sanctions pénales prévues par la loi, Suppart kechnigue. ..
Infarmations de sécuriké, .. |

You do not need to do anything more in particular at the account level.

authorisation from the Electricity Transport Network Operator (RTE)
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Concerning all types of Outlook installations.

Still from within Outlook, start the "Tools > Options..." menu:

Préférences I Remise du courrier I Format du courrier I Orthographe  Sécurité |F\utre I

Courtier Electronique sécurise

Protéger le contenu

Identifications numeériques {certificats)

ll

™| Encrypter: e contenu des messages et des pitces jointes pout [e5 messages sorkants
[~ &jauter o signature numErique au message sarkant

™ Envaoyer ummessage en texke dait signé lors de [lenvoi de messages signés

Paramétres par défaut : j Baramétres. ..
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Les zones de securité vous permettent de personnaliser |'activation ou non de scripks ou de
contenus dans des messages HTML. Sélectionnez la zone de sécurité Internet Explorer &
utiliser,

Zang : Ii Internet j Parametres de la zone. ..

Securité des pieces jointes. .,

Les identifications numeériques ou les certificats sont des documents qui vous permettent de

prouver votre identité dans les transactions électroniques.

Importer/Exporter.., | Obtenir une identification numeérigue. ., |

Annuler | Bppliquer |

Select the "Security" tab, then click on the "Parameters..." button:

Changet les paramétres de sécurité 2=l

Préférences des paramétres de sécurité

hom des parametres de securité I Mes parametres SMIME (dlient] . servicesis j

Format de message securise ; IS,I'MIME L j

¥ Paramétre de sécurité par défaut pour ce Format de message sécurisé

¥ Paramétre de sécurité par défaut pour tous les messages sécurisés

MNouveau | Supprimer | [at de passe...l

Certificats et algorithmes

Certificat de signakure : I Itilisakeur TEST1 Choisir . |

Blgarithme hash : ISH.ﬁ.l

Certificat de chiffrement : I Ukilisateur TESTL

Blgarithme de chiffrement : |3DES
[ Envover ces certificats avec les messages signés

QK annuler |
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Click on the two "Select..." buttons in order to select your certificate for signing
and encryption from the list of selectable certificates that is presented to you
(you can also display any certificate in the list to view its contents and assure
yourself that you have chosen the right one). Finally, verify that the data is the
same as that above (S/MIME, boxes checked, certificates, algorithms); if the
"Name of the security parameters" field is empty, enter a name like "RTE
Certification”. At last, click on "OK". The following window will then be displayed:

options 2|

Préférences I Remise du courrier I Format du courrier I Orthographe  Sécurite I.C\utre I

Courtier électronigus sécurisé

<
¥ Encrypter le contenu des messages et des piéces jointes pour les messages sorkants €
[V Ajouter la signature numérique au message saorkank C——

[ Envover un message en kexte clair signé lors de l'envoi de messages signés

Paramétres par défaut i |Mes paramétres SIMIME (client1 .services@sej Paramétres. .., |

Prokéger le contenu

h Les zones de sécurite vous permettent de personnaliser 'activation ou non de scripks ou de
# contenus dans des messages HTML, Sélectionnez la zone de sécurité Internet Explorer &
utiliser,

Fong Is —— j Paramétres de la zone. .. |

Sécurité des pigces jointes, ., |

Identifications numériques (certificats)

% Les identifications numérigues ou les certificats sont des documents qui vous permettent de
@l proover wobre identité dans les transactions électroniques.

Importer/Exporter, .. | Obtenir une identification numérique. .. I

Annuler | Appliquer |

Check the "Encrypt the contents of messages and attached documents for
outgoing messages" and "Add the digital signature to outgoing messages”
boxes and click on "OK".

All your emails destined for RTE applications sent from the default account will
now be encrypted and signed.

6.1.2 User Guide
6.1.2.1 When to use the certificate
By using your certificate, you can:
e authenticate yourself to RTE applications;
e sign and encrypt emails destined for RTE applications;

e decrypt electronic messages that have been sent to you by RTE
applications.

The encryption and signature of a message are two distinct processes: you
sign a message with your own certificate whereas you encrypt it with the
recipient's certificate. The recipient's certificate can be obtained in several

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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ways. The RTE applications send you their certificates by sending you a

signed message: this is the way that you recover their certificates.

To do this, when you receive a signed message, use the "Add to contacts"
function to save its certificate as you read it, and you can then use it later to

send the application encrypted messages.

The decryption of a message is done in an automatic manner when you
already have the email sender's certificate and if you open that message
with a message client that supports S/IMIME format secured messages,

which Outlook does.

IMPORTANT NOTE

certificate corresponding to the recipient's email address.

The encryption of a message is dependent on the possession of a valid

6.1.2.2 Application certificates

Upon receiving the first signed and encrypted message from an application,
you should install the sending application's certificate. To do so, you must
add the application's email address to your address book by clicking on
"Add to contacts" with the right mouse button when positioned over the

sender's name of the message received:

% RE] - Message (Texte brut) —1O] x|

JEin:hier Edition Affichage Insertion Format Qukils  Ackions 7

JEJRéQﬂndre | €5y Répondre & tous | W Transférer | = | w | L | & - % - & | @ -

De: LTE - DIAPASON [diapasoni@se: gt Date :  lun. 03/05/2004 16:55
A CLIEMTI Proprigkés.
e Ajouter aux contacks
: Rechercher un contact
Obijet ; RE]
Sécurité | Signé & crypté CaLpEr o 8
Copier
Madame, Monsieur, izofler: i’
Effacer:
Votre mail & bien té res o hux lettres RTE le
lun. 03/05/04 & 16:54. Sélectionner tout |
The "General" tab: The "Certificates" tab:
T E— | it
Bt [dnon Wfchage fuson Fomal Cuthe Aiboe 2 _ Bt [en iffehas o Fomet Qutks dctirg L
g aime B @81 Y QLS s-w-. Htvgumaime B & | YGRS -
ik | gk | Awek | contess | enaven | o | Dtah | Aol | catfean | cwess |
ﬂk Mo coghee.. | [Ere - Coarason Q)Nw = i e
T | [ =|
Seogte | wl Coefeats (dorifeaton rumrgum) |
e _:_:m'._:,, e g e T ——————————
e D | £ L [ 1| —
B w| T Emwtngee o ueoant b tete bt _ e |
Egpenter .
I adrsas gomale ﬁ L L |
| 3
contaeta. | [ catgeren | | s

"Ctrl+S" to save.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written

authorisation from the Electricity Transport Network Operator (RTE)



RTE

NT-SI-CN2I-OEM-ST-08-00236 Page: 56/102
Version: 3

J ~ Access to the IT system with digital certificates

under Microsoft Windows XP

PKI user manual

6.1.2.3 Message encryption and signing

To encrypt and sign a message with Outlook, first create a new message
by clicking on "New" (or Ctrl+N),

™ Objet - Message {Texte brukt) - |E||i|
JEichier Edition Affichage Insertion Format Outils Actions 7
JEEnvoierv E‘%E| ! #|?"0ptinns._..|@?J - ¥
B | Idiagason@services.rte-France.com
ce. ||
Obiet ; IObjet
Contenu ;I
[ -]

To verify the security parameters, click on the "Options..." button.

In Outlook 2000 with XP, verify that the "Encrypt the contents of
messages and attached documents" and "Add the digital signature to
outgoing messages" boxes have been checked by default.

Options des messages 2l x|
_a
Paramétres Sé&curité
g Importance : INormale vl ¥ Crypter le contenu et les pigces jointes du messaget
E Critire de diffusi m ¥ &jouter la signature numérique au message sortant
ritére de diffusion : |Morma

Options d'envoi

[ Erwover les réponses & : I Sélectionner des noms. .. |

v Enreqistrer le message envoyé dans : |Eléments BNYOYES Parcoutir, .. I

[ Ne pas enwayer avant ; |

[ Expire aprés : I

Ll L Lo

Envorer le message en utilisant : IRTE Diapason

Cptions de suivi

[” Demander une confirmation de lecture pour ce message

Contacts... | |
Catégories. .. | I
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In Outlook 2003, click on the "Security parameters"" button, then verify
that the "Encrypt the contents of messages and attached documents”
and "Add the digital signature to outgoing messages" boxes have been
checked by default.

Options des messages I 5'

Paramétres Securicé

Modifier les paramétres de sécurité pour ce message.

Irmportance @

Critere de diffusion : INormaI 'I Paramétres de securits... | h

Options de vote et de suivi

[ Utiliser les boutons de vote : I j
[ Demander un accusé de réception pour ce message
[~ Demandsr une confirmation de lecture pour ce message

COptions de remise

@ [ Ervoyer les réponses & : I Sélectionner des noms. .. |
V¥ Enregistrer le message envoyé dans : IEIéments ENVOYES Parcourir... |
[ Ne pas envoyer avant § |Néant j |DD:DD j
[” Expire aprés INéant j IDU:DD j
Format des pigces jointes : IPar défaut 'I
Codage : ISéIection aukormatique j

Contacts, .. | I
Catégories. .. | I

Propriétés de sécurité |

¥ cCrypter le contenu et les pitces jointes du message e

v Ajouter une signature numEérique au message
[ Envover le message en clair signé
[ Demander un accusé S/MIME pour ce message

Paramétres de sécuribé

Paramétre 3
SR I«::.ﬁ.utcumatique:b j Modifier les paramétres, .. |

~Etiquette de sécurité

Maodule de :
stratégie : |““"“E'-""3“ =] | Configurer... |
=

Zlassification ;

MMargue de
confidentialité ;

Ik I Annuler
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6.2 Outlook Express

6.2.1 Configuration

To associate your certificate with your email account under Outlook
Express, your certificate must be installed under Internet Explorer.
This is automatically the case if you have downloaded it in Internet Explorer; but
if you downloaded it with Mozilla Firefox, you must export it from that browser
and import it into Internet Explorer, with the corresponding private key and the
RTE CA root certificate. Refer to the section at the end of this document.

Outlook Express automatically associates an account with the certificate
carrying the same email address in order to sign messages.

To configure Outlook Express, start the "Tools > Accounts..." menu option and
select the "Email" tab:

Comptes Internet 2 x|

Tout  Courrier | Mews I Service d'annuairel Ajouter b |
Compte | Type | Connesion | Supprimer |
%HTE Diapason Courrier [par défaut) Dizponible —
% RTE Publication  Courrier Dizponible Eroprigtés |l

Far defaut |
Irmparter. .. |

Exporter... |

Definilordre.. |
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Select your RTE communications account and click on "Properties™:

#% propriétés de RTE Diapason d |

Générall Serveursl Connesion  SEcurte |.-’-‘wancé|

Certificat de signature

Sélectionnez g certificat de signature ci-dessous. || zert &
déterminer lidentificateur numérique utilizé lors de |a signature des
mezsages en utilizant ce compte.

Certificat : Utilisatewr TESTT Sélectionner... |

<
<
Fréférences de cryptage
Sélectionnez e certificat et 'algorithme de cryptage. s sont
incluz dang wos meszages gignés numéniquement de fagon & ce
que d'autres personnes puiszent vous envoyer des courmiers
ciyptés gelon ces paramétes,
<
<

Certificat ; IUtiIisateur TESTI Sélectionner... |

Algorithme : I ADES j

Annuler | Appliguer |
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Then click on the "Security" tab, and use the two "Select..." buttons to select
your certificate for signing and encryption. Then click on "OK".

Still from within Outlook Express, start the "Tools > Options..." menu:

'l"ﬂ Options

Général I Lecture | Confirmations de lecture I Envoiz | Mezzage Signatures

Orthographe Securité | Connesion I t aintenance

2]

Pratection antivins
Sélectionnez la zone de sécurité Internet Explorer & utilizer :
" Zone Intemet [moing sécurisée mais plus facile d'utiization)
{* Zone de sites sensibles [plus sécunizée)

¥ M'avertit lorsque d'autres applications essaient d'envoyer des messages électioniques de ma part.

¥ MNe pas autorizer l'ouverture ou l'enregistrement des pigzes jointes susceptibles de contenit un
wiruz.

Courrier sécurizé

Les identificateurs numérques [appelées aussi certificats) sont des En savoir plus...
% documents spéciaus vous permettant de vous identifier lors de

transactions électroniques. |dentificateurs numériques. .. |

Four gsigner électroniquement dez meszages ou recevoir des
messages ciyptés, vous devez avoir un identificateur numérnque.

Ohtenir un identificatewr..

— ¥ Crupter le contenu et les pigces jointes de tous les messages sotants
> ¥ Signer numériquement tous les messages sortants

Awance...

Anrler | Appliquer |

Select the "Security" tab, check the two checkboxes labelled "Encrypt the
contents of messages and attached documents for outgoing messages"
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and "Digitally sign all outgoing messages"”, and then click on the "Advanced"
button:

Paramétres de sécurité avancés ?| X|

Messages cryptés

% Aesertin lors du crpptage de meszages & un niveau infénieur &
|128 bits =l

¥ Toujours crypter ma copie lorz de l'envoi de courier crypté

Messages sighés numériguemnent

Q |+ Inclure ldentificateur numérique lors de l'envol de messages sighés
I Coder le message avant de le signer [signature opaque)

¥ &jouter le certificat des expéditeurs au Carnet d'adresses

érification de révocation

‘erifier les identificateurs numériques révogues :

" Uniguement en ligne

% Jamaiz

Annuler |

Verify that the configuration is identical to that above; please specifically check
the two boxes labelled "Include the digital identification when sending
messages” and "Add the certificate of senders to the address book" have been
checked; then click on "OK".

All your emails destined for RTE applications and sent from this account will
now be encrypted and signed.
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6.2.2 User Guide

6.2.2.1 When to use the certificate

By using your certificate, you can:
e authenticate yourself to RTE applications;
¢ sign and encrypt emails destined for RTE applications;

o decrypt electronic messages that have been sent to you by RTE
applications.

The encryption and signature of a message are two distinct processes: you
sign a message with your own certificate whereas you encrypt it with the
recipient's certificate. The recipient's certificate can be obtained in several
ways. The RTE applications send you their certificates by sending you a
signed message: this is the way that you obtain a copy of their certificates.

To do this, when you receive a signed message, use the "Add to contacts"
function to save its certificate as you read it, and you can then use it later to
send the application encrypted messages.

The decryption of a message is done in an automatic manner when you
already have the email sender's certificate and if you open that message
with a message client that supports S/IMIME format secured messages,
which Outlook 2000 does.

IMPORTANT NOTE

The encryption of a message is dependent on the possession of a valid
certificate corresponding to the recipient's email address.

6.2.2.2 Application certificates

Upon receiving the first signed and encrypted message from an application,
you should install the sending application's certificate. To do so, you must
add the application's email address to your address book by clicking on
"Add to the address book" with the right mouse button when positioned
over the sender's name of the message received:

are -io/x]
J Fichier ~ Edition  Affichage ©Outls Message 7 ||ﬂ’
g & . - X | 0 O
Répondre  Répondre ... Transférer Imptimer Supptimer Précédent Suivant Adresses

De: A TE - DIAPASON ﬂ
Date : lundi 3 mai 2004
- Recherchet...

L CLIEMTL . ﬁ
Bloquer l'expéditeur. ..

Ajouter au Carnet d'adresses

Objet : REJ
Sécurité :  Signé numérigue Copier

Propriétés

LI |

Iadame, Monsieur,

Wotre mail a bien &té recu sur notre boite aux lettres ETE le lun. 03/05/04 2 17:41.

K

The "Summary" tab: The "Digital identifiers" tab:
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20 Propé s de RTE - DIAPASO 213
Fibeast | Meew | Desnieds | Duass | Poesoral | Autra | Maspsing | Msetic ssirs rusmdicyo | Fanum | Mom | Diomichs | Bursons | Personnel| Auve | Neibpoting Menticalmun rumdrioues |
S| Rbst des informations s ce contact = o, i
Bom: BT DUABASON élechionnez une acresse de messageri :
Aberinde  Apsndosacnt staincs. con [Rspssonmvices ste-fracce. com i |
Tékghene persornel T
Radkmsagere ¢
i s « RTE-DIAPASON (Par défaut) Proprétés
Page e (domicie) saggrm
Tébiphone professionnel o s
Tibdcopn professionreds ¢ LS
Tirn :
Savcn :
Buresu s
Mo cin by st Epperter...
Fage Web (bureau) Experter...
o [ Y|

Click on the "OK" button to validate.

6.2.2.3 Message encryption and signing

To encrypt and sign a message with Outlook Express, first create a new
message by clicking on "New" (or Ctrl+N),

o i x]
J Fichier  Edition  Affichage Insertion Format | Outils  Message 7 | -"f
= LY = Orthographe. .. F7 i
) db | E
Envoyer Caupetr Copier Coller  Demander une confirmation de lecture
werifier les noms K
De Iclientl.services@services.rte—france.com sélectionner les destinataires. .. ﬂ ]
BB A i ices.rke-| . . )
Idlapason@serwces rte-france.com Carnat dadrasses, . Ctrl-HMai+B [ﬁ
[GEf Cc
Gl I v Crypler
Chiet : |Objet v Signer numétiquement
— Demander un regu de sécurité
| Arial =l i = E B ?
[
Caontenu |
Contient des commandes utiles lors de 'utilisation des courriers et des news. i

Verify that the two boxes "Encrypt" and "Sign digitally" have been checked,

Copyright RTE. This document is the

property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
authorisation from the Electricity Transport Network Operator (RTE)



RTE

NT-SI-CN2I-OEM-ST-08-00236
Version: 3
Access to the IT system with digital certificates
under Microsoft Windows XP
PKI user manual

6.3 Mozilla Thunderbird

6.3.1 Configuration

To be able to associate your certificate with your email account

Page: 63/102

under Mozilla Thunderbird, your certificate must be installed under Mozilla
Thunderbird. To do this, you must export it from the browser that you installed it
into, and import it into Mozilla Thunderbird, with the corresponding private key
and the RTE CA root certificate. Refer to the section at the end of this

document.

Start Mozilla Thunderbird, and open the "Tools > Account parameters..."
menu, then select the "Security" item of the RTE communications accounts

(e.g. "Client RTE 1"):

Paramétres des comptes |
ElClient RTE Sécurité
g---Paramétres serveur
“Copies et dossiers Pour envoyer et recevoir des messages signés ou chiffrés, il est nécessaire de spécifier & la Fois un
. . certificat de signature numérique et un certificat de chiffrement.,
;---Redactlon et adressage I
g---Espace disque  Signaturs
E---Accusés de réception Certificat personnel pour signer numariquement les messages envoyss
~Sécurité I Client RTE 1's RESEAL DE TRAMSPORT D ELECTRICITE  Sélectionner un certificat | Effacer
= Dossiers locaux
"-Espace disque > Iv Signer les messages numériquement
Serveur sortant (SMTR)
-~ Chiffrement
Certificat personnel pour chiffrer et déchiffrer les messages envoyés
I Client RTE 1's RESEAL DE TRAMSPORT D ELECTRICITE  Sélectionner un certificat | Effacer
Ukiliser le chiffrement pour I'envoi des messages :
i~ Jamais
el | (% Toujours chiffrer les messages
-~ Certificats
Afficher les certificats Pétiphériques de sécurité
Ajouter un compke. .. |
Compke par défaut
Supprimer |e compte
&nnuler |

Click on "Select a certificate" to select (see above) your certificate for signing
and encryption. Then check the two boxes labelled "Sign messages digitally”

and "Always encrypt messages", then click on "OK".
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Sélection d'un certificat |

Certificat : I Client RTE 1's RESEAU DE TRANSPORT O ELECTRICITE ID [39: 200 66:24: 16:28:90: 33:03: DE:B6:49:08: BO:C0: 21] j

Détails du certificat s&lectionné : ‘
Emis pour : E=client. rhe@services . rte-france.com, Ci=Client RTE 1,0U=I50 6523 - 0000 0000, 0U=5oft 10, 0=TEST,C=FR I

Murnéro de série: 39:20:68:2A:16:28:90:33:03:DE:BA:49:08:B0:C0: 21

Walide de 28/10/2005 02:00:00 pour 29/10/2007 00:59:53

_Sujets: Client, Signature, Chiffrement
Emis pat | CHM=R.TE &utarite de Certification, 0=RESEAU DE TRAMSPORT D ELECTRICITE
Stocké dans ¢ Sécurité personnells

Annuler |

All your emails destined for RTE applications sent from this account will now be
encrypted and signed.

6.3.2 User Guide

6.3.2.1 When to use the certificate

By using your certificate, you can:
e authenticate yourself to RTE applications;
e sign and encrypt emails destined for RTE applications;

o decrypt electronic messages that have been sent to you by RTE
applications.

The encryption and signature of a message are two distinct processes: you
sign a message with your own certificate whereas you encrypt it with the
recipient's certificate. The recipient's certificate can be obtained in several
ways. The RTE applications send you their certificates by sending you a
signed message: this is the way that you obtain a copy of their certificates.

To do this, when you receive a signed message, use the "Add to contacts"
function to save its certificate as you read it, and you can then use it later to
send the application encrypted messages.

The decryption of a message is done in an automatic manner when you
already have the email sender's certificate and if you open that message
with a message client that supports S/IMIME format secured messages,
which Mozilla Thunderbird does.

IMPORTANT NOTE

The encryption of a message is dependent on the possession of a valid
certificate corresponding to the recipient's email address.

6.3.2.2 Application certificates
The installation of an application certificate is done automatically when the
first email signed and encrypted sent by that application is read.
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Nevertheless, you can add the application's email address to your address
book by clicking on "Add this address to the address book".

& Courrier entrant pour client.rte@services.rte-france.com - Thunderbird 1o =l
Fichier ~ Edition  Affichage Aller & Messages  Outils  Aide
1 — \
& . A ¢ ¥ | &= . %
Relever Ecrire  Adresses | Répondre Rép. dtous Transférer | Supprimer Indésirable | Imprimer Stop
Dossiets Wi ¢ I Tous j I JJv Sujek ou expéditeur
'E'g Elient RTE 'l (1] | Sujet |’bi| Expéditeur |@ | Date / | E‘il
3 Courrier entrant (3} “|RTE - Duverture de service (hotline: 01 58 79 50 50) @ RTE - ENVOI-NEB-SITES-RPD > 17:30
-~ & Brouilons “|RTE - Duverture de service (hotline : 01 58 79 50 50) & RTE - REFERENTIEL GRD + 17:30
U2 Modeles “|RTE - Duverture de service (hotline : 01 58 79 50 50) @ RTE - DIAPASON TEST s 17:29
= Envoyes _|RTE - Guverture de service (hatline : 01 53 79 50 50) + RTE - DIAPASOMN s 17:29
-3 Corbeile ~JRTE - Quverture de service (hotline : 01 58 79 50 50) s RTE - PUBLICATION s 17129
& Dossiers locaux ~|RTE - Confirmation de prise de rendez-vous + RTE Hatline o 12T
"—"5 Messages en attente ~|RTE - Accusé de réception de dossier d'inscription » RTE Hotline e 1724
- i Brouillons
- ) Envoyés
3 Corbeille = Sujet : RTE - Ouverture de service {hotline : 01 58 79 50 50) Qﬂ
De : RTE - DIAPASON <diapason@setvices rte-france. coms

diapason@services.rte-france, com

Date: 17:29

Pour :

client rte@services. rhe-france. com :

Envoyer un courrier &

Madatne
4 Copier |'adresse

Monsieur,

I

Pour accéder au service DIAPAZON, weuillez Créer un filtre. ..

message au carnet d'adresses de wvotre client de messagerie.

Cette procédure est décrite au chapitre 5 du Manuel Otilisateur PEI
auguel wous pouvezr vous reporter (voir sur le CD-ROM d'installation

En cas de difficulté, n'hésitez pas & contacter la Hotline RTE (tél
0l 55 79 50 50, jours ouvrés de 9h & 15h), gui saura vous assister.

Cordialement

Service DILPASON

1.

=]

| Mo lus : 3 ‘ Tokal : 7 A

Whenever you see the window "New file for [RTE - DIAPASON]"
appearing, just click on "OK".

To verify that the application certificate (e.g. "RTE - DIAPASON") is
correctly installed, open the "Tools > Options..." menu, select the
"Confidentiality" section and the "Security" tab, then click on "View the
certificates" and finally click on the "Other people" tab.

& Gestionnaire de certificats

Yos certificats  AUtres personnes | Sites Web | Aubarités I

Wous possédez des certificats enreqgistrés identifiant ces personnes :

=10l |

Mom du certificat I Sujets I Adresse électronique

| =

[=IRESEAL DE TRAMNSP. ..
é---RTE—DIF\PASON Client, Signature, Chiffrement
RTE-PUBLICATION  Client, Signature, Chiffrement  publication-camptage@services, rke-France, com

diapason@services.rte-france.com

Yair Madifier Importer Supprimer

6.3.2.3 Message encryption and signing

To encrypt and sign a message with Mozilla Thunderbird, first create a new
message by clicking on "Write" (or Ctrl+M),
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Click on the "Security" button to make sure the two options "Encrypt this

message" and "Digitally sign this message
options ought to be selected by default).

W Rédaction : Sujet
Fichizr  Edition  Affichage Options  Cutils  Aide

=10l x|

._é &2 ABG @'. L@J ) L'é.r )

Erveoyer Contacts Crthographe Joindre SECurite % Enregistrer
Expéditeur ; I Client RTE <client rte@services.rte-france.c M pas chiffrer ce message "|
& Chiffrer ce message I —
=l Pour @ |47] RTE - DIAPASON TEST <diapason- 3
m =) ¥ Signer numeriquement ce message
Yoir les informations de sécurité
Sujet I Sujet
Contenu

| 22 4

have been selected (these

6.4 Lotus Notes

i}

Please refer to the document titled: "PKI User Manual - digital certificates -

Windows XP Notes".
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7. SSL VPN

7.1 Foreword

Connection via SSL VPN is a service which offers the establishment of a secured
communications channel to RTE FrontOffice through the Internet. This channel is
established after authentication of your certificate with a dedicated site.

The use of SSL VPN requires the installation of a special tool which is installed
during your first connection to the site. This application is called Windows Secure
Application Manager (WSAM).

The SSL VPN makes it possible to access email folders hosted in RTE FrontOffice.
The connection URL for the SSL VPN is:

https://secure.iservices.rte-france.com

7.2 Initial configuration

7.2.1 Prerequisites

Even before making your first connection, you must have:
e configured your workstation (§2),
e configured your browser and retrieved your certificate:
o 85 for Mozilla Firefox (max version: 2.0.0.14),
0 83 for Internet Explorer 6,
0 84 for Internet Explorer 7,

You must also verify that your workstation is able to resolve and access the
address: secure.iservices.rte-france.com. To do this, open your Start menu
and click on Run. In the window that appears, enter this command:

cmd /k ping secure.iservices.rte-france.com

- Entrez le nom d'un programme, dossier, document ou d'une
B ressource Internek, et wWindows lowrira pour vous.,

Ouvrir + | end [k ping secure.iservices. rke-france. com| v

- [ (] 4 H Annuler ][F‘arcu:uurir...

Click on the "OK" button.
A window will appear containing some information:
o If the first line starts with "Sending a ping request to

secure.iservices.rte-france.com", then the address

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
authorisation from the Electricity Transport Network Operator (RTE)

67/102



RTE

NT-SI-CN2I-OEM-ST-08-00236 Page: 68/102
Version: 3

Access to the IT system with digital certificates
under Microsoft Windows XP

PKI user manual

secure.iservices.rte-france.com has been resolved. Your workstation
is correctly configured.

e If the first line starts with "The ping request could not locate the
server secure.iservices.rte-france.com”, then the address
secure.iservices.rte-france.com has not been resolved. Please
contact your IT support desk so that they can make the necessary
changes to enable the ping/address resolution.

IMPORTANT

For your first connection, you must have an account with administrative
rights so that the WSAM application installation can be made.

7.2.2 First connection
7.2.2.1 Internet Explorer
Start your browser and enter the following URL:
https://secure.iservices.rte-france.com
This window will be displayed:

Authentification du client 2x|

| dentification
) Le gite "web que vous voulez visiter requiert une identification.
LY

Sélectionnez le certificat & utilizer pour vous connecter.

Plus dinfos... | Afficher le certificat... |

—

Anruler |

Select your certificate, then click on the "OK" button.

If necessary, this window will ask you for the store password for your
certificate.

Signe les données avec votre clé d'échange p 5[

Une application demande ['accés & un élément protégé.

Cl& privée CryptadPl Iooooo...

[T Mémarizer le mot de pazse

Annuler | Deétails...
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Then the WSAM application installation will start:

RTE
—_—

Veuillez patienter...

Lancement de Secure Application Manager. L'opération peut demander plusieurs minutes.

Installation

Téléchaigement de fspplication. Patientez

Téléchargement de 131056 sur 752000,

Si une erreur ne permet pas le chargeme
« vérifier la compatibilité de votre systén Anruler

+ poursuivre. 1l est possible que toutes le

Please be patient through the entire installation procedure.

If your Internet access requires authentication with a proxy, a window will
appear asking you for your connection identification credentials. Enter them
and validate.

Once the installation has completed, the following page will be displayed:

RTE _ ] B

— Page d'accueil ~ DEconnexion

Bienvenue dans I'espace sécurisé RTE — Accés Messagerie Espace sécurisé RTE.
swamets web | o

oo ies apicaions et | =
#% Windows Secure Application Manager Démarrer

Finally, the % icon will appear in your task bar,

Click on the Disconnect button (on the top right of the page) to terminate
the session:

Bienvenue dans l'espace sécurisé RTE

Espace Sécurisé RTE

Votre session est terminge.
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7.2.2.2 Mozilla Firefox

Start your browser and enter the following URL.:
https://secure.iservices.rte-france.com

This window will be displayed:

Requéte d'identification d'utilisateur

Ce site demande que vous vous identifilez avec un certificat de sécurité :
portail, services.rte-france, com

Organisation : « RTE »

Enmis sous : « RSA Data Security, Inc. »

Choisir un certificat & présenter comme identification :

ﬁ I Client RTE 1's RESEAL DE TRANSPORT D ELECTRICITE ID [39:20n6E: 24! 16:25:90:33:D3: DE:B6:49:08:B0:C0: 21] d

Deétails du certificat sélectionné :

Emis pour : E=clisnt.rte@services. rte-France.com, CM=client RTE 1,0U=IS0 6523 - 0000 0000,0U=50ft
1D, O=TEST,C=FR
Numéro de sériet 30:20166:24:16:28:90:33:03:DEBE: 491 0B BOC0: 21
valide de 28/10/2005 02:00:00 pour 29/10/2007 00:53:59
,5ujets: Client, Signature, Chiffrement
Emis par : CH=RTE Autorite de Certification, O=RESEAL DE TRANSPORT D ELECTRICITE
Stacké dans @ Sécurité persannells

ok | Annuler | Aide |

Page: 70/102

Select your certificate from the dropdown list labelled "Choose a certificate
to present as identification" and click on "OK". If necessary, this window will

ask you for the password to the Mozilla Firefox certificate store.

invite x|

[§ ) Meuilez saisir le mok de passe principal de Sécurité personnelle.

I********

Annuler |

Then the following page will be displayed:

RTE _
—

Deéconnexion

Bienvenue dans I'espace sécurisé RTE — Accés Messagerie Espace sécurisé RTE.

Sgnets web |

e e T TR H|

Click on the "Start" button to commence the installation.

i Windows Secure Application Manager Démarrer

|h
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If this window below appears, just click on Yes.

Avertissement - Sécurité x|

G Acceptez-vous le certificat du site Web "secure.igervices.fe-france.com” en vue d'un
ﬁ échange dinformations cryptées 7

Puthenticité de I'éditeur werifiée par "WeriSign, Inc."

ﬁ Le certificat de sécurité a 8té émis par une societé qui n'est pas digne de confiance,
£oib

% Le certificat de sécurité n'a pas expiré et est encore valide

Aftention . "secure.iservices re-france.com” atteste que ce contenu est
gir. Vous ne devriez accepter ce contenu gue sivous estimez que
"secure.sernvices.re-france.com” est digne de confiance.

Plus de détails
Man Toujours

Please be patient through the entire installation procedure:

iig- Windows Secure 4

=1alx]

Création du dossier 1 CiiDocuments and Settingsial Users|Start MenuiProg

Annuler Ferimer

If your Internet access requires authentication with a proxy, a window will
appear asking you for your connection identification credentials. Enter them
and validate.

Once the installation has finished, the welcome page will be shown again:

RTE _ m E
" Page d'accueil  Déconnexion

Bienvenue dans I'espace sécurisé RTE - Accés Messagerie Espace sécurisé RTE.

signets web |||
e e e e P e i ||| | \

&% Windows Secure Application Manager Démarrer

In addition, the #% icon will appear in your task bar,
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Click on the Disconnect button (on the top right of the page) to terminate
the session:

Bienvenue dans |'espace sécurisé RTE

Espace Sécurisé RTE

Votre session est terminge.

7.3 User Guide

7.3.1 Establishing a connection

7.3.1.1 Internet Explorer
Start your browser and enter the following URL.:
https://secure.iservices.rte-france.com
This window will be displayed:
21|

| dentification

Le site Web que vous voulez visiter requiert une identification
1 Sélectionnez le certificat & utiliser pour vous connecter.

Plus dinfos... | Afficher le certificat... |

ﬁ

Annuler |

Select your certificate, then click on the "OK" button.

If necessary, this window will ask you for the store password for your
certificate.

Signe les données avec votre clé d'échange prive =l

Une application demande l'accés & un élément protégé.

Cl& privée CryptadPl IOOOOOOOO

[ Mémariser le mot de passe

Annuler Détails...
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The WSAM application automatically starts and the following page is
displayed:

RTE _
= @ B

Page d'accueil =~ Deconnexion

Bienvenue dans I'espace sécurisé RTE — Accés Messagerie Espace sécurisé RTE.

Signets web || ) |
Sessions des applications dientes 1" | ; {
i Windows Secure Application Manager Démarrer

00
In addition, the #% icon will appear in your task bar,

Notes:

e The certificate is only used to establish the SSL VPN
connection.

e To close the SSL VPN session, click on the Disconnect button
(on the top right of the page).
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7.3.1.2 Mozilla Firefox

Start your browser and enter the following URL.:
https://secure.iservices.rte-france.com

This window will be displayed:

Requéte d'identification d'utilisateur

Ce site demande que vous vous identifilez avec un certificat de sécurité :
portail, services.rte-france, com

Organisation : « RTE »

Enmis sous : « RSA Data Security, Inc. »

Choisir un certificat & présenter comme identification :

ﬁ I Client RTE 1's RESEAL DE TRANSPORT D ELECTRICITE ID [39:20n6E: 24! 16:25:90:33:D3: DE:B6:49:08:B0:C0: 21] d

Deétails du certificat sélectionné :

Emis pour : E=clisnt.rte@services. rte-France.com, CM=client RTE 1,0U=IS0 6523 - 0000 0000,0U=50ft
1D, O=TEST,C=FR
Numéro de sériet 30:20166:24:16:28:90:33:03:DEBE: 491 0B BOC0: 21
valide de 28/10/2005 02:00:00 pour 29/10/2007 00:53:59
,5ujets: Client, Signature, Chiffrement
Emis par : CH=RTE Autorite de Certification, O=RESEAL DE TRANSPORT D ELECTRICITE
Stacké dans @ Sécurité persannells

ok | Annuler | Aide |

Page: 74/102

Select your certificate from the dropdown list labelled "Choose a certificate
to present as identification" and click on "OK". If necessary, this window will

ask you for the password to the Mozilla Firefox certificate store.

invite x|

[§ ) Meuilez saisir le mok de passe principal de Sécurité personnelle.

I********

Annuler |

Then the following page will be displayed:

RTE _
—

Deéconnexion

Bienvenue dans I'espace sécurisé RTE — Accés Messagerie Espace sécurisé RTE.

Sgnets web |

e e T TR H|

Click on the "Start" button to start the WSAM application.

i Windows Secure Application Manager Démarrer

|h
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If this window below appears, just click on Yes.
|

%) Acceptez-vous le certificat du site Web "secure.igervices.fe-france.com” en vue d'un
& échange dinformations cryptées ?

Puthenticité de I'éditeur werifiée par "WeriSign, Inc."

;fﬁ Le certificat de sécurité a 8té émis par une societé qui n'est pas digne de confiance,
£o

ﬁﬁ,f Le certificat de sécurité n'a pas expiré et est encore valide

Aftention . "secure.iservices re-france.com” atteste que ce contenu est
gir. Vous ne devriez accepter ce contenu gue sivous estimez que
"secure.sernvices.re-france.com” est digne de confiance.

Plus de détails

ﬁ hon Toujours

If your Internet access is protected by a proxy, a window will appear asking
you for your connection identification credentials. Enter them and validate.

Once the application has started, the % icon will display in your task bar.
Notes:

e The certificate is only used to establish the SSL VPN
connection.

e To close the SSL VPN session, click on the Disconnect button
(on the top right of the page).

7.3.2 Using SSL VPN to access hosted email folders

SSL VPN can be used to access email folders hosted in FrontOffice with the
use of a standard email client.

Access to the hosted email folders requires that the SSL VPN connection has
been established (see §7.3.1).

The configuration of the email account in your email client software is made in
the normal fashion with the following parameters:

e Email server type: POP server
e POP server address: pop.services.rte-france.com
e SMTP server address: smtp.services.rte-france.com

When your access to RTE FrontOffice is supplied to you, you will receive
your login identifier, your password and your email address.

NOTE

Given that the messages are being forwarded through a secure channel, the
sending and receipt of emails does not require the use of a certificate for
message encryption.
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8. Renewal of certificates

Certificates have a validity of two years so that a high level of security can be delivered
with them.

Forty days before the expiry of a certificate, an electronic message is sent to the
certificate holder to inform him of the renewal of his digital certificate.

If modifications need to be made relating to the certificate holder's details, then the
certificate holder's representative contacts the RTE customer relations officer to tell him
what those changes are.

Otherwise an email is sent to the certificate holder with the information necessary for the
retrieval of his new certificate.
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9. Revocation of certificates

9.1 Therevocation scenario

The customer must issue a revocation request whenever one of the following
circumstances arises:

e change of the certificate holder;

e loss, theft, compromise, or suspicion of possible, probable or certain
compromise of the private key associated with the holder's certificate;

e death or discontinuation of employment of the certificate holder;

e loss of the activation data, or defective or lost removable media.

9.2 The revocation request

To revoke your certificate, you should call the RTE Hotline and supply your PKI
User Authentication, such as was provided in the forms for requesting access to
the RTE IT systems.
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10. Incident handling and support

In the event of a problem, the customer contacts the RTE Hotline (see §10.2), who will
diagnose the problem and forward it to the corresponding technical expert concerned.
The Hotline will forward the solution to the customer and assist them where necessary to

apply the procedures indicated to regain access to the RTE IT systems.

10.1 Error codes returned by email

During an exchange of electronic messages. it is possible that a functionality error
may occur. In such events, the component (e.g. a server, a router) in question

returns an error code by email.

The subjects of the error messages returned by the cryptographic router are of the
form:

<ERR: nnn! ! <FR Descri pti on>!! <EN Descri pti on>> <Subj ect - of -t he-
ori gi nal - nessage>

nnn Description Possible cause

001 The email sent by the customer | You have not checked the signing and
has not been signed nor|encrypting boxes in your email software
encrypted when you sent the email

002 The email sent by the customer | You did not check the signing box in your
has only been encrypted email software

003 The email sent by the customer | You did not check the encrypt box in your
has only been signed email software

004 The email sent by the customer | You did not check the encrypt box in your
has only been signed and the | email software and the certificate that you
signature used is incorrect used to sign the message is invalid or

unknown

005 The email sent by the customer | The signature certificate that you used is
has been signed and | invalid or unknown
encrypted, but the signature
used is incorrect

006 The email sent by the customer | That certificate that you used to encrypt
could not be decrypted by RTE |the email is invalid

007 The email sent by RTE did not | This is an internal RTE problem
reach the customer because of
a security problem
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<FR-Description>
<EN-Description>

<Subject-of-the-original-message>

Support

Description of the error in French.

Description of the error in English.

The subject header of the original
message that caused the error in
question.

For any information or assistance, the customer can contact the RTE Hotline at:

+800 80 50 50 50

or from within France at:

015569 7952
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11. Appendix A — Importing and exporting certificates

The export of your digital certificate, from the navigator under which you downloaded it,
with the associated private key and the RTE CA root certificate, constitutes a backup of
these elements. The result will be a file in the PKCS*12 standard format, that you will be
asked to protect with a password, and that will be required to be put on a removable
media and stored in a physically protected location.

This PKCS#12 file can then be imported into the browser of your choice, or into Lotus
Notes, in order to either change browser, email client or PC, or to restore your certificate,
your key pair and the root certificate in the event of a disk crash.

IMPORTANT

When re-importing into Internet Explorer, do not check the checkbox labelled "Mark
the key as being exportable”, so that no one can later perform an export of your
private key without your knowledge from this workstation.

11.1 Exporting a certificate under Mozilla Firefox

Under Mozilla Firefox, export of a certificate with the private key and the root
certificate. Once finished, generation of a file in the PKCS#12 (.p12) format
protected with a password.

From the "Tools > Options..." menu:

options
il & @ B3 & i

Général  Wieprivée  Contenu Onglets  Téléchargements  Awance

Général I Mises & jour  Securite |

~ Protocoles

¥ Utiliser 551 2.0 IV Utiliser 55L 3.0
v Utiliser TLS 1.0

~ Certificats
Lorsgu'un site Web nécessite un certificat

(" En séleckionner un automatiquement  * Me demander A chague Fois

P.fﬁgherlescerhﬁcats Listes de révocation Werification Périphériques de sécurité

T

oK, I Annuler | Aide

Select "Advanced" > "Security", and click on "Display the certificates".
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¥ Gestionnaire de certificats -10] =]

Yos certificats | Autres personnes I Sites Wweb I Autorikés I

Yous possédez des certificats de ces organisations qui wous identifient :

Mo du certificat I Périphérique de ... I Sujets I Mumérao de. .. I Expire e IEI
[=I RESEAL DE TR....
“lient RTE 1 Sécuribé personnele  Clent, Signature, Chiffr, ., 39:20066:24,,, 29/10/2007

Wair | Exporker Touk exporter Imporker SuUpprimer |

T

Select your certificate and click on "Export".

Choose a location and a name for the generated file in the PKCS#12 (.p12) format:

Nom de fichier a sauvegarder 2=l
Enregistrer dans : I&} Certificats j @ ? = '

Bureau

o

Mes documents

.

Poste de trawail

Mom du fichier : |F|TE_client.rte@services.rte-france.com.p‘l 2 j

Type: | Fichiers PKCS12 x| Annuler |
“

Click on the "Save" button.

If necessary, this window will ask you for the password to the Mozilla Firefox
certificate store:

mvite x|

| 2) Veuillez saisir le mot de passe principal de Sécurité personnelle,

I e ———

Ik Annuler

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
authorisation from the Electricity Transport Network Operator (RTE)



NT-SI-CN2I-OEM-ST-08-00236 Page: 82/102
R TE Version: 3

J ~ Access to the IT system with digital certificates

under Microsoft Windows XP

PKI user manual

Choix d’'un mot de passe de sauvegarde du certificat il

Le mot de passe de sauvegarde du certificat que wous venez de definir protége le fichier de sauvegarde
que wous allez créer, Wous devez donner le mot de passe pour commencer cette sauvegarde.

Mot de passe de sauvegarde du certificat I [rS———
Mok de passe de sauvegarde du certificat {encore) : I [r——

Important © si vous avez oublié votre mot de passe de sécurité, wous ne pourrez plus importer cette
sauvegarde plus tard, Yeuillez le conserver en un liew sir.

Mesure de la qualité du mot de passe :

annuler |

Enter a password to restrict access to the PKCS#12 (.p12) file, then click on "OK".

nlerte x|

""?‘x Sauveqgarde des certificats et clés privees réussie,
l:.. - :

e -

FIETIIRITR s

Your certificate, your private key, and the CA root certificate are exported to the
generated file with the ".p12" extension.
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11.2 Exporting a certificate under Internet Explorer (Windows)

Under Internet Explorer, export of a certificate with the private key and the
root certificate. Once finished, generation of a file in the PKCS#12 (.p12)
format protected with a password.

Under Internet Explorer, open up: "Tools > Internet options..." and click on the
"Contents" tab, then on the "Certificates..." button:

Rile préwvu : |<T0ut> j

Personnel |Autres PErSOnnes I Autarités intermédiaires | Autorités principales de confianceﬂ_’|

Délivré & | Délivré par | Date d'expiration | Tom convivial I

(= client RTE 2 RTE Autorite de Certification  01/11/2007 <Aucun:

Imparter...

SUpprimer Avancé... |

Détails de certificat

<Touk =

Affichage |
Eermer |

Select your certificate, then click on "Export...".

Exportation de la clé privée

Bienvenue ! P i i
vous pouvez choisir d'exparter la dé privée awvec le certificat,

Cet Assistant vous aide 3 copier des certificats, des listes

de: certificats de confiance et des listes de révacation de Les clés privées sont protégées par mat de passe. Pour pouvoir exporter |3 clé privés
certificats depuis le magasin de certificats vers votre avec le certificat, vaus devez entrer son mot de passe dans une des pages suivantes.
disque dur,
voulez-vous exporter la dé privée avec le certificat ?
Un certificat, émis par une Autorité de certification, est une
confirmation de wotre identité et contient des informations ﬂ_ﬂ, expotter la clé privée
utilisées pour protéger vos données ou établir des
connexions réseau sécurisées, Le magasin de certificats € Non, ne pas exporter la dé privée

est |a zone systéme ol les certificats sont conservés,

Pour continuer, cliguez sur Suivant.

< Précédent |1 Siivant = | Annuler I

= Precedent |{ShivanE )

Annuler |

Click on the "Next" button. Select "Yes, export the private key",
then click on the "Next" button.
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Assistant Exportation de certificat 3l Assistant Exportation de certificat

Format de fichier d'exportation Mot de passe
Les certificats peuvent Etre exportés sous plusieurs Formats de Fichier. Pour maintenir la sécurite, vous devez protéger la clé privée en utilisant un mot de
passe,
Sélectionnez le Format & utiliser : Entrez et confirmez le mot de passe,
£ Binaire codé DER ,509 (.car) Mat de passe :

| code & base 64 5% 5091.cer)

| standard de syntaxe de message cryptographigus - Certificats PKES #7 (. p7h) Confirmer le mot de passe :
I********

I™ tnclure bous les certificats dans le chemin diaccés de certification s/ possible

(+" Echange dinformations personnelles - PKCS #12 {.pfx)
¥ Inclure tous les certificats dans le chemin d'accés de certification si possitle
¥ activer la protection renforcée (nécessite IE 5.0, NT 4.0 5P4 ou supérisur)

I™ supprimer la clé privés si l'exportation s'est terminée corractement

< Précédent I Siivant = I Annuler | < Précédent I Suivant = I Annuler

Select the first two checkboxes, then click Enter a password to restrict access to
on the "Next" button. the PKCS#12 (.p12) file, then click on
"Next".

Assistant Exportation de certificat 3l Assistant Exportation de certificat

Fichier & exporter
Spécifiez le nom du Fichier & exporter

Fin de I'Assistant Exportation de
certificat

‘ous avez kerminé correckement: ['Assistant Exportation de

Mom du Fichier : certificat,

Cil\Certificats\RTEZ_client rte@services.rte-france,com, pfx Parcourir, .,

Yous avez spécifié les paramétres suivants :

Mo du Fichier

Exporter les clés

Inclure tous les certficats dans e chemin d'accés de ce
Format de fichier

Annuler

= Précédent I Siivant = I Annuler | < Précédent |

Enter the name of the PKCS#12 file, then Lastly, click on the "Finish" button.
click on the "Next" button.

You have just exported into a password x|
protected PKCS#12 standard format file,

a combination of your certificate, its L'exportation s'est effectuée correctement,
private key, and the certificate of the CA
root. These elements have therefore
been exported, but are still present in the
Internet Explorer store.
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11.3 Importing a certificate into Mozilla Firefox

With Mozilla Firefox, import of a complete PKCS#12 file with the root
certificate.

In the "Tools > Options..." menu, select the "Advanced" section and the
"Security" tab:

S @O & i

Geénéral  Wie privée  Contenu

X

Onglets  Téléchargements — Awancé

iEnéral | Mises & jour  SEcurite |

~ Protocoles

¥ Utiliser 55L 2.0

¥ LUtiliser 55L 3.0
v Utiliser TLS 1.0

~ Certificats

Lorsqu'un site Weh nécessite un certificat :

" En sélectionner un automatiguement ™ Me demander 4 chague Fois

LafFicher les certificats

Listes de révocation Werification Périphérigues de sécurité

I, annuler | fide |

Click on "Display the certificates".

£ Gestionnaire de certificats Y [m]

Yos certificats | Autres personnes I Sites Web I Autorites I

Wous possedez des certificats de ces organisations qui vous identifient :

Mom du certificat | Periphérique de ... | Sujets

| Muméro de, ., | Expire le |E|

it Exporker Tout exparker | Supprimer |

Click on "Import".

Select the PKCS#12 file (with a ".p12" or ".pfx" extension):
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FRegarder dans : IE}Celtificats j J _? — '

RTE_client rte@services.rte-france,com.pl2

Burzau

Mom du fichier ; IHTE_client.lte@sewices.lte-hance.com.p'l 2 j

Fichiers de type : IFichiers PKCS12 j Annuler |
%
Enter the password to access the Mozilla Firefox certificate store:

mvite x|

] j ‘Veuilez saisiv le mot de passe principal de Sécurité personnelle.

I T ———

. ........... OK ............. Annuler |
Bltasi

Click on "OK".

Fenétre d'entrée du mok de passe |

Veuilez entrer le mot de passe portable de sécurité protégeant
ce certificat de sécurité ek la clé privée,

Mok de passe | | et

annuler |

Page: 86/102

Enter the password restricting access to the PKCS#12 (.p12) file, then click on "OK".

alerte |

1 Reécupération des certificats et clés privées réussie.

The holder's certificate is now in the Mozilla Firefox certificate store.
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¥ Gestionnaire de certificats

Yios certificats | Autres personnes | Sikes Web I Autorités I

Mous possédez des certificats de ces organisations qui wous identifient :

=101 x|

Mom du certificat | Périphérique de ... | SUjets

| Muméro de. .. | Excpire le |E|

(=) RESEAL DE TR...
“..Client RTE 1

Exporter Tout exporker

Sécurité personnelle  Client,Signature, Chiffr, .. 39:20n66:24.,. 29/10/2007

Irnporker Supprirmer |

o]

Check that it's the right one by clicking on the "View" button.

Détails du certificat :"Client RTE 1's RESEAU DE TRANSPORT D ELI

Général | patas |

Ce certificat a été vérifié pour les utilisations suivantes :

[ certificst client 551

I Certificat de signature de courrier

I Certificat de réception de courrier

Emis pour

Morn commun (CH) Clignt RTE 1
Crganisation (0 TEST

Unité d'organisation (0L} Saft ID

MNurnéro de série 39:20n66:24:16:28:90:33:03:DE:B6:49:06:B0: C0: 21

Emis par

Marn cornmun (CH)
Crganisation (0

Unité d'organisation (OL)

RTE Autarite de Certification
RESEAU DE TRANSPORT D ELECTRICITE
<Me fait pas partie du certificat>

validité
Enmis |z 28/10/2005
Expire le 29/10/2007

Empreintes numériques
Empreinte numérique SHAL
Empreinke numérique MDS

B2:98:A5:46:24:50:C0:05:D1:68:5C, 2F: 3E:E3: 15:49. 67, 07: 9B:FC
492FICHEL2Fi7e0CI6T: 19:01:60:66:CC 49 ESi1C

Détails du certifi ‘Client RTE 1°s RESEAU DE TRANSPORT D ELI

Géndral  Details |

Hiérarchie des certificats

(= RTE Autorite de Certification
“Client RTE 1

Champs du certificat

(=l Client RTE 1's RESEAL DE TRAMSPORT D ELECTRICITE ID
=] Certificat

© dersion

Pluméra de série

Algorithme da signature des certificats

Emetteur
[validité

[ Pas avant

Pas aprés
Valeur du champ

CH = RTE Autorire de Certification
O = RESEAU DE TRANSPORT D ELECTRICITE

| Fermer

The RTE CA certificate is also in the Mozilla Firefox store:

¥J Gestionnaire de certificats

Yaos certificats | Autres personnes | Sites Web  Autarités |

Wous possédez des certificats enregistrés identifiant ces autorités de certification

=191

tom du certificat | Périphérigue di

e securite

[= RESEAU DE TRAMNSPORT D ELECTRICITE

5----‘n.-'erisignll'R5A Secure Server CA,

Secure Server OCSP Responder

Woir Madifier Importer SUpprimer |

nnelle

Builtin Object Token
Builtin Object Token -

authorisation from the Electricity Transport Network Operator (RTE)
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11.4 Importing a certificate into Internet Explorer (Windows)

With Internet Explorer, import of a password protected PKCS#12 file with the
root certificate.

Under Internet Explorer, open up: "Tools > Internet options..." and click on the
"Contents” tab, then on the "Certificates..." button:

Riile préwvi : I{Tout> j

Personnel | Autres personnes I Aukorités intermédiaires I Autorités principales de confiancell_’l

Délivré & | Délivré par | Date d'expiration | Mom convivial |

\ 4

Exparker... SUpErimer Avance, ., |

Détails de certificat

Affichage |
Fermer |

Click on the "Import" button.

Assistant Importation de certificat x| Assistant Importation de certificat x|

Fichier & importer
Spécifiez le fichier & importer.

Bienvenue !

Cet Assistant vous aide 4 copier des certificats, des listes de
certificats de confiance et des listes de révocation de

certificats depuis wotre disque vers un magasin de - -
certificats. Cr\Certificats\RTEZ_lient rte@services.rke-france com.phx Parcourir, ..

Mom du fichier :

NT-SI-CN2I-OEM-ST-08-00236 Page:

Un certificat, émis par une Autorité de certification, est une . . o a . .
confrmeation de vokre identitd st contient des informations Remarque ; plusieurs certificats peuvent Btre stockés dans un seul fichier aux Formats suivants
utilisées pour pratéget vos données ou établir des
connexions réseau sécurisées, Le magasin de certificats est
la zone systéme ol les certificats sont conservés.

Echange dinformations personnelles - PKCS #12 {,PFX, P12}
Standard de syntaxe de message cryptographique - Certificats PECS #7 (p7h)

Pour continuer, ciquez sur Suivant. Magasin de certificats sérialisés Microsoft {.sst)

< Précédent | Shivant = | annuler |

< precedent | SRERES Annuler |

Click on the "Next" button. Click on the "Browse" button to locate
the PKCS#12 file (ext. ". pl2" or
". pf x"), then click on "Next".
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Assistant Importation de certificat x| Assistant Importation de certificat |

Mot de passe Magasin de certificats
Pour maintenir la sécurits, |a dé privée a &t& protégée avec un mat de passe. Les magasins de certificats sont des zones systéms ol les certificats sont stockés.

‘wWindows peut sélectionner automatiquement un magasin de certificats, ou vaus pouvez
Entrez le mot de passe de la clé privée, specifier 'emplacement du certificat.

Mat ds passs : q @ Sélectionner automatiquement le magasin de certificats selon le type de certificat
I*w«*****

€ Placer tous les certificats dans le magasin suivant

Magasin de certificats ;

wv Activer la protection renforcée de clés privées, La dlé privée vous sera IPE"SE"'"EI Parcaurir, .

demandée chaque Fois qu'elle est utiisée par une application si vous activez
cetke option,

—}F Marguer cette clé comme exportable. Cela vous permettra de sauvegarder et
de transporter vos dés ultérieurement.

<« Précédent | Shivant = annuler |

< Précédent | Shivant = Annuler |

Enter the PKCS#12 file password, check Select the first box, then click on "Next".
the 2 boxes, then click on "Next".

Assistant Importation de cer 3 x|

Fin de I'Assistant Importation de
certificat

Wous avez terming correckement [Assistant Imporkation de
certificat,

Vous avez spécifié les paramétres suivants :

Magasin de certificats sélectionné  Déterminé automatiq
Cankenu
Mom du fichier C:\CertificatsiRTEZ_c

0 — | ]|

<précedent [ Tormner | Annuer |

Lastly, click on "Finish".

Select the security level of the private key that you are importing with the
certificate.

Importation d'une nouvelle clé d'échange privée x| Importation d'une nouvelle clé d'échange privee x|

Ure application crée actusllement um Elément protéas. Chaisissez un niveau de sécurité approprié & cet élément.

£+ Haut
Dremander mon autorisation & laide dun mot de
pasee lorsque cet lément doit Stre utilizé.

" Moyen
Clé privée CroptodPl Demander mon autorization lorsque cet élément doit
&tie ulilise.
Miveau de sécurnité défini & ehinir le hiveau de secur
Mayen
Ok Annuler Détails...
< Précédent Ariruler |

Click on the "Define the security level" Select the "High" option, then click on
button. the "Next" button.

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
authorisation from the Electricity Transport Network Operator (RTE)



NT-SI-CN2I-OEM-ST-08-00236 Page: 90/102
R TE Version: 3

J ~ Access to the IT system with digital certificates

under Microsoft Windows XP

PKI user manual

Importation d'une nouvelle clé d'échange privee | Importation d'une nouvelle clé d'échange privee x|

Créer un mot de passe pown proteger cet glément. Une application crée actuellement un &lément protégé.

|\ Créer un nouveau mot de passe pour cet &lément. Clé privée CryptodPl
Ly
)

Mat de passe pour : |CIE privée CryptadFl

Mat de passe : sesssene
Confirmer : IT

Eiveau de securite defini a Diéfinir le niveau de sécurité...
lewe:

Annuler | LDiétails |

<F‘récédenl| Terminer I Annuler |

Enter a name for the "key pair" element to Click on the "OK" button.
protect and a password, then click on the
"Finish" button.

A dialogue box appears showing the elements of the CA root certificate that you are
importing with your certificate.

E - i ifi
skt L =/l Assistant Importation de certific |

' Youlez-vous ajouter le certificat suivant au magasin principal 7
ey

Obijet : RTE Auterite de Certification, RESEAL DE TRANSPORT D ELECTRICITE s

Emetteur : aubo-émis b i A N

Limite de validité : de mercredi 22 mai 2002 & mardi 22 mai 2012 \]'J) L IITIFIDrtEItll:In s'est bermines correckament,
Numéro de série : 75230902 S4AECT49 81842703 BCCC21ER

Empreinte numérique (shal) : AZ9A4FAL 77142087 FAS02DED BF2C0237 37CTAEST
Empreinte numerique (mdS) : 53426AZE AS10ABZA 2109EESE 13674031

Click on the "Yes" button. Click on the "OK" button.

Your certificate, your private key and the root certificate of the RTE CA have
been imported into Internet Explorer.

Certificats 2x| Certificat 2l
Rile prévu : |<Tout> | GEnéral IDétaiIs | Chemin d'accés de certification I

Personnel | Autres personnes | Autarités intermédiaires | Autorités principales de cunﬁanctﬂj

*
Informations sur le certificat

Ce certificat est congu pour les riles suivants :
*Toutes les stratégies d'application

Délivré & | Délivré par | Date d'ex... | Morn corvivial |
= client RTE 2 RTE Autorite de Cerbif.., 01/11/2007  <Aucuns

Imporker. .. Exporte. .. SuppHimer Avance. .. Délivré a: Client RTE 2

Détails de certificat

Délivré par : RTE Autorite de Certification
<Tout
Yalide & partir du 3171072005 jusqu'au 0171172007
T @ Vous avez une cé privée qui correspond & ce certificat,
1 Declaration de lemetteur |
The image on the right shows that the i ,

private key is indeed present.
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11.5 Importing a certificate into Mozilla Thunderbird

With Mozilla Thunderbird, import of a complete PKCS#12 file with the root
certificate.

Open the "Tools > Options..." menu, the "Confidentiality" section and then the
"Security" tab:

options x|
TE =, _ o @
\ L]
Général  Affichage Rédackion | Confidentialiké Pigres jointes  Awvancé
iaEnéral I Courrier Fraudulew:: | Ankivirus I Mots de passe  Securite |
Gérer les certificats, les listes de révocation, la wérification des certificats et les périphériques de
SECLEE,
iMair les certificats Listes de révocation | ‘erification | Périphériques de sécurité
kK Annuler |

Click on the "View the certificates" button.

% Gestionnaire de certificats -0l x|

Wos certificats | Autres personnes I Sites Web | Autarités I

Yous possédez des certificats de ces organisations qui wous identifient

Mom du cerkificat | Periphérigue de sécurité | Sujets | Mumero de serie | Expire le |E|

air | Exparter | Touk expurterl Imnpoarker SUpprimer |

[

Click on the "Import" button:

Select the PKCS#12 file (with a ™. p12" or ". pf x" extension):
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MNom de fichier a importer x|

Regarder dans I@EErlilicals ﬂ e ? ® [~

RTE_dient.rte@services. rte-france. com.pl2

Bureau

4

Mes documents

Nom du fichier IHTE,cIient.rte@sarvices rte-france. com.pl2 j

Fichiers de tvpe : IFiCI‘I\EIS PKLC512 j Annuler |
2
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Setting up the protection password for the Enter the password restricting access
certificate store. to the PKCS#12 (.p12) file, then click

on "OK".

Définir le mot de passe principal ﬂ Fenétre d'entrée du mot de passe

Yeuillzz entrer le maot de passe portable de sécurité protégean
ce certificat de sécurité et |a clé privée.

Ancien mok de passe I fron deFini) Mot de passe : I R

Entrez le nouveau mok de passe I [FR———

Périphérique de sécurité :  Sécurité personnelle

annuler

x|

14

Entrez-le & nouveau I AAAAAA A

~ Mesure de la qualite dumot de passe: ———————————— _
_ fl Récupération des certificats et clés privées réussie,

Annuler |

%]

Click on "OK".
Note: if this password already exists, a field entry form will appear.

The holder's certificate is now in the Mozilla Thunderbird certificate store:

& Gestionnaire de certificats ) [m] 4

Wos certificats | fukres personnes | Sites Web | Autarités |

Yous possédez des certificats de ces organisations qui vous identifient :

Mom du certificat | Périphérigue de sécurité | Sujets | Muméro de série | Expire le |E|
[=IRESEAII CE TRAM. ..
—) Client RTE 1 Sécurité personnelle <hle Fait ... 39EDiEE:2M:16:25... 29/10/2007

Exporter | Tnutexpnrterl Importer | Supprimerl

T

Check that it's the right one by clicking on the "View" button.
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Impossible de vérifier ce certificat car son émetteur n'est pas digne de confiance.
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Emis pour

Hom commun (CN) Client RTE 1
Organisation (0 TEST

Unité d'organisation (OU) St ID

huméro de série

Emis par

Hlom commun (CN)
Organisation (0)

Urité d'organisation (0L

validité
Enmis le 26/10/2005
Expire le: 29/10/2007

Empreintes numériques
Empreinte numériqus SHAL
Empreinte numérique MDS

39:20068:2A: 16:25:90:33:03:DE:B6:49: 0B:B0:C0:21

RTE Autorite de Certification
RESEAL DE TRANSPORT D ELECTRICITE
<Me fait pas partie du certificat =

B2:98:45:46:24:50:C0:D5:01:68:5C: 2F: 36 E3:18: 4% B7:07: 98 FC
49 2ZFICEIELZF 700 67:19: 0116086 00 49:ES 10

Détails du certificat :"Client RTE 1's RESEAU DE TRANSPORT D El

Géngral  Détails

Hiérarchie des certificats

RTE Autarite de Certification
Client RTE 1

Champs du certificat

Emettewr
Walidité

Pas avant

~Pas aprés

Sujet

Info clé publique du sujet

‘- Algorithme clé publique du sujet
Clé publigue du sujet

= Extensions

Yaleur du champ

E = client.rtefservices.rte-france.com
CN = Client RTE 1

o = IS0 6523 - 0000 0000

o = Soft ID

0 = TEST

C =TFR

. Fermer

Fermmer

The RTE CA certificate is also in the Mozilla Thunderbird store:

&' Gestionnaire de certificats

Wos certificats | Autres personnes | Sites Web  Autorités |

ous possédez des certificats enreqistrés identifiant ces autorités de certification

=10l %]

Mom du certificat

| Périphérique de sécurité

Mair

[=IRESEAL DE TRANSPORT D ELECTRICITE
“.RTE Autorite de Certification

=EIRSA Data Security, Inc,
5---\-‘erisignll'RSP. SeCUre Server CA
Secure Server OCSP Responder

Irnporter

Supprirner

Sécurité persannels

Builtin Cbject Token
Builtin Object Token

|v |

L

Click on the "Modify" button.

Edition des paramétres de confiance de [‘autorite de

Le certificat « RTE Autorite de Certification = représente une autorité de certification.

Maodifier les paramétres de confiance ;

¥ Ce certificat peut identifier des sites Web,

¥ Ce certificat peut identifier des utilisateurs de courrier Electronique,

¥ Ce certificat peut identifier des créateurs de logiciels.

Annuler

Check the three boxes shown above, then click on "OK".
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You have now declared your trust in the RTE root certificate as shown below:

& Gestionnaire de certificats =10l x]
Wos certificats | futres personnes | Sites Web I Autorités I
Wous possédez des certificats de ces organisations qui wous identifient :
Mo du certificat | Périphérique de. .. | Sujets Muméro de. .. | Expire le |EI

=/ RESEAU DE TR....

Exporter Touk exparter Imparker Supprimet

“Client RTE1  Sécurité personnelle  Client, Signature, Chiffrement  39:20:68:24:. ..

29{10{2007

Détails du certificat :"Client RTE 1's RESEAU DE TRANSPORT D' EL

Général | Diétails I

Ce certificat a été vérifié pour les utilisations suivantes :

— | Certificat clisnt 5L

> I Certificat de signature de courrier

> I Certificat de réception de courrier

Emis pour

Marn commur () Client RTE 1

Drganisation (o) TEST

Unité d'organisation (0L Soft ID

Muméra de série 3020066 28: 16, 28:90:33: D3 DEB6: 49 08:B0: C0: 21
Emis par

Mo commurn {CH) RTE Autorite de Certification
Qrganisation {0} RESE&L DE TRANSPCORT D ELECTRICITE
IInité d'organisation {2} <Me Fait pas partie du certificat >
¥alidité

Emis le 28/10/2005

Expire le Z29/10/2007

Empreintes numériques

Empreinte numérique SHA1  BZ:93:45:46:24:50:C0:05:01:68:5C: 2F: 36:E3: 15:49:B7:07:98 FC
Empreinte numérique MDS 49 2FICEEL 2R TEI0C6T 195D 16080 CCi49 ES 1T

Fermer
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12. Appendix B — (PKI) secured environment

This appendix describes the secured environment in which the PKI system is
implemented. It specifically addresses:

e the concepts of the secured environment and the corresponding computing
objects managed by the PKI,

o the role of the different entities taking part in the PKI operational processes.

12.1 Concepts and objects generated by a PKI

This appendix presents the principal concepts needed to understand the role of the
objects generated by a PKI:

e a presentation of the structural principles of a secured process,
¢ the role of the key pair,

e and the certificates.

12.1.1 What is a secured process?

12.1.1.1 Definition of a PKI

With a PKI (Public Key Infrastructure, or IGC in French for Infrastructure de
Gestion de Clés), every certificate holder has a pair of keys — a private key,
known only to its sole owner, and a public key — inter-connected with a
complex mathematical relationship, which makes it almost impossible to
determine the private key with only the public key. This means that the
probability of determining the private key based on the public key in a
reasonable period of time is very low.

Data encrypted with one key (typically the public key) can only be
decrypted using the other one (typically the private key). This is the basis
which forms the core operation that ensures the confidentiality of the
exchanged messages.

12.1.1.2 The four pillars of information communication security

This electronic identity card is designed to establish a trust environment
based on the four following fundamental pillars:

e authentication confirms that the participant parties are indeed who
they claim to be;

¢ confidentiality prevents non-recipients from reading the data;
e integrity ensures that the data have not been altered in transit;

e non-repudiation makes it impossible for either party to deny that
the information has been transmitted.

12.1.1.3 The cryptographic solution

Because of the inherent nature of the technology used (i.e. public protocols,
architectures, etc.), information circulating on the Internet is not
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confidential. Neither do the technologies currently employed respond to the
other three security requirements mentioned above.

In order to maintain the confidentiality of communications made over the
Internet, the data must be rendered incomprehensible to anyone except the
intended recipients. Encryption is a solution that meets these demands.

The encryption of the data is naturally accompanied by the authentication
of the system users. In reality, if certain data are confidential, it is
necessary that the senders and receivers of that data can authenticate
each other in a certain and unambiguous manner in order to proceed with
secured communications.

Authentication relies on the possession of a certificate. This certificate is
delivered by a Certification Authority to which the participating parties of a
transaction both assign confidence (in our case, the Certification Authority
is the RTE). In addition, certificate holders can trust the information
supplied to them, and RTE knows that only the assigned certificate holders
have access to the information.

NOTE

Following an analogy in normal life, it is necessary to supply an identity
document provided by an approved authority in order to have access to
certain privileges reserved for citizens of a country (e.g. very expensive
purchases, exercising voting rights, etc.).

12.1.2 The role of the key pair

Each certificate holder has a public key as well as a corresponding private key:

e The private key is the key that the certificate holder must keep
confidential. He is the only person to have that key and be able to use
it. He may not necessarily know it himself (for example, it might be
stored on a card with a computer chip, from which it can be extracted,
but access to the card is protected with a PIN code known only by its
owner).

e The public key, as its name indicates, is public and may be
communicated to everyone. The public keys of certificate holders are
only used to encrypt messages intended for the certificate's holder. If an
encrypted message is intercepted, there are no significant impacts to
confidentiality because the message can not be decrypted (in a
reasonable period of time) by a person who does not have the private
key.

The private key enables its owner to sign messages that he sends out and to
decrypt messages that are sent to him.

12.1.2.1 Encryption and decryption of a message

Each message is encrypted with the public key of its recipient, who will
decrypt that message with his private key.

When RTE sends a message to its customer A:

Copyright RTE. This document is the property of RTE. All communication, reproduction or publication, even partial, is prohibited without written
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1. RTE knows the public key of customer A (from his certificate).

2. RTE automatically encrypts the message using customer A's public key
and sends it to him using RTE's electronic email services.

3. Customer A receives the message and automatically decrypts it with his

private key.
RTE RTE chiffre le message avec Le Client déchiffre le
la clé publique du Client message avec sa clé privée
Client
Courbes de aXNzZS5j b Courbes de D
Charge 20wgZ8wDQ Charge —
Données : YJKoZl hvc W"/ <—P Données : -
15,2, 15, NAGEBBQAD ||||ﬂ@- 15,2, 15,
~ 35,45,3 gYOAM GJA 35,45,3

Certificat du Client contenant sa clé publique

Encryption and decryption with a key pair

12.1.2.2 Use of the keys for signing messages

Each message is signed with the private key of the sender. The source (i.e.
the signature) of a message can be checked thanks to the sender's public
key being openly available through his certificate.

To prove to customer A that the message he has received actually does
come from RTE, RTE automatically signs its messages with its own private
key before sending them to customer A.

RTE RTE signe le message Le Client vérifie la signature
E E avec sa clé privée avec la clé publique de RTE
Client

Courbes de Courbes de Courbes de
Charge Charge Charge
Données : Donnees : Données : ¢
15,2, 15, Wl'/, 15,2, 15, ) 15,2, 15,
3.5,45,3 |||||||ﬂ@,_.,\ 3kt wekl f 2 3.5,45,3

Certificat de RTE contenant sa clé publique

Signing and signature verification with a key pair

When customer A receives the message from RTE, he automatically
verifies the signature on the received message with RTE's public key.
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12.1.3 The certificates

12.1.3.1 Objectives of the digital certificate

Because the public keys are used to verify the electronic signatures and to
encrypt messages, it is critical for every certificate holder to be certain
about the identity of the owner of a public key: this is the role of the
certificate.

12.1.3.2 Properties of a certificate
The certificate is an electronic proof of identity:
e which guarantees the identity of its holder,
¢ which contains data facilitating identification,

e which is resistant to counterfeits and is issued by a trusted third
party: the Certification Authority.

A Certification Authority is an entity which creates and manages
certificates. It defines the rules for registration in the PKI of the various
certificate holders.

12.1.3.3 Structure of a certificate
A digital certificate contains:
e the public key of the owner,

e the name of the owner and other identification information (the
email address of the person if it is a certificate to be used to sign
emails),

o the validity period of the certificate,

e the name of the certification authority which generated this
certificate,

e aunique serial number,

¢ and the signature of the certification authority.
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12.1.3.4 Certificate examples

General IDétaiIs I Chemin d'acces de certification I

®
Informations sur le certificat

Ce certificat est destiné a:
s Garantit lidentité d'un ordinateur distant ﬂ

*Garantit wotre identité auprés d'un ordinateur distank

* fssure que le logiciel provenait d'un éditeur de logiciels
*Prokége e logiciel contre boute modification aprés sa publication
sProkége le courrier électronique

sPermet aux donneées d'étre signées avec Iheure en cours

*V'ous permet de signer numériquement une liske de certificats de ;I
Délivré a: Evariste Akousgnon
Délivré par : RTE Awtorite de Certification

¥Yalide a partir du 01/05/2002 jusqu‘au 02/052003

? Wous avez une dlé privée qui correspond & ce certificat,

[ec|aration de Emetteur |

A digital certificate in Internet Explorer

Détails du certificat ient RTE 1's RESEAL DE TRANSPORT D x|

Général | Détails I

Ce certificat a été vérifié pour les utilisations suivantes :

| Certificat client S5

I Certificat de signature de courrier

I Certificat de réception de courrier

Emis pour

Tormn commun (R Client RTE 1

Organisation [0} TEST

Unité d'arganisation (0L Saft ID

Muméra de série 39:20n6B:2A:16:28:90:33:03:DE:B6: 49: 0B:B0: C0: 21
Emis par

Mom commmun (2R RTE Autorite de Certification
Organisation {0} RESEAU DE TRAMSPORT D ELECTRICITE
Urit& d'organisation {OL) <Me Fait pas partie du certificat =
¥alidité

Emis le 28102005

Expire le 297102007

Empreintes numériques
Empreinte numérique SHA1  B2:98:A5:46:24:50:C0:D5:D1:68:5C: 2F: 38:E3: 18:49:B7:07:96:FC
Empreinte numerigue MDS 49 2FICHELZF FeI0C67:19: 01600 66: CCi49:ES: 1C

A digital certificate in Mozilla Firefox
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12.2 Documentation

Reference documents:
¢ The RTE Certification Policy,

e The subscription contract for the RTE's secured IT system.

Web sites:

e http://www.legifrance.gouv.fr/

e Legislation from March 13th 2000 bearing modifications on legal proofs of
information technologies relative to electronic signatures:

http://www.assemblee-nat.fr/

o Directive 1999/93/CE from December 13th 1999 concerning an EU
community framework for electronic signatures:

http://europa.eu.int/

e The regulatory working group on electronic signatures:

http://www.internet.gouv.fr/

e Keynectis:

http://www.keynectis.com/
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13. Appendix C — Glossary

When certificate holders approach their new secure environment, they will be confronted
with specific terminology, the terms of which are explained in this section.

e Authentication

Verification of the validity of identity as declared by a user, by a device or by
another entity in an information or communications system.

e Certification Authority

A Certification Authority (CA) is an entity which issues digital certificates for
use by other parties as electronic equivalents of identity documents. In
distributing digital certificates, the Certification Authority or Trust Authority
serves as an ethical guarantor by asserting a person's identity through the
certificate provided to that person. According to the scope accorded to the
Certification Authority, this certificate will have a field of application of varying
range: limited to internal communications in a company (like a company
security badge) or for use in communications with other organisations and
administrative bodies (like a national identity card or passport).

e Certificate

A digital certificate plays the role of an electronic ID card (electronic
passport). It guarantees the identity of its owner in electronic transactions
and contains all the information required to permit such identification
(surname, first name, possibly company, address, etc.). A digital certificate
consists of a public key and personal information about the holder, all signed
by a Certification Authority.

e Confidentiality

A property of data or information which are neither actively nor passively
available nor disclosed to unauthorised persons.

e Cryptography

The practice, study and techniques of transforming data with the aim of
hiding its semantic content, establishing its authenticity, preventing its
unobserved modification, warning of its repudiation, and preventing its
unauthorised use.

e Private Key

A secret digital value assigned to one person, allowing that person to either
successfully decipher messages encrypted with the corresponding public key
or to affix an authenticating signature to the foot of messages sent.

e Public key

A digital value, assigned to one person, but distributed to others so that
these others are able to either securely send the person encrypted data or to
verify that person's signature.

e Encryption / Decryption
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The transformation of data through cryptographic techniques to make that
data unintelligible in order to ensure its confidentiality / The inverse
transformation of encrypted data.

Integrity

The assurance that the data or information have not been modified or altered
in an unauthorised manner.

Non-repudiation

A property obtained with cryptographic methods to prevent a person from
denying having performed a particular action on the data (for example,
source hon-repudiation; attestation of obligations, intentions or commitments;
establishment of ownership).

Revocation

Revocation is the procedure which leads to the deletion of the guarantee
provided by the Certification Authority for a given certificate, made upon the
request of the subscriber or any other suitably authorised person. The
request may be the consequence of various types of events, such as the
compromise or destruction of the private key, the modification of information
contained in the certificate, or non-respect of the certificate's usage rules.

Electronic signature

The electronic signature of a document consists of signing a digital
"summary" of that document with one's private key, which can then not be
modified without such modification being visible. As with a handwritten
signature, it commits the signatory to certain responsibilities.

END OF DOCUMENT
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