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1. Introduction

The AVG 7.5 Anti-Spyware user manual offers a comprehensive overview of all
tasks and detection technologies provided by AVG 7.5 Anti-Spyware.

1.1. AVG 7.5 Anti-Spyware Program Principles

1.1.1. Prevention

Ideally, you should prevent spyware and other malware from intruding onto
your computer. Currently, the most common source of infection is websites
with potentially dangerous content. Other methods of transmission, such as
via e-mail or transmission by worms and viruses are also prevalent. The most
important protection is to use an always-on background scanner, such as
Resident Shield that scans your applications in the background as you run
them.

1.1.2. Regular Updating

Due to the frequency that new malware and spyware are created, it is
essential to keep your AVG 7.5 Anti-Spyware fully up-to-date. Both program
updates, and essential spyware definition updates should be downloaded
regularly. AVG 7.5 Anti-Spyware allows you to schedule such updates and
also update on demand.

1.1.3. Scan on Demand

There is also the potential risk that malware has been transmitted to your
computer prior to AVG 7.5 Anti-Spyware installation, or that you have
neglected to keep your AVG 7.5 Anti-Spyware up-to-date with the latest
database and program updates. For this reason, AVG 7.5 Anti-Spyware
allows you to fully scan your computer for malware/spyware using the
scanning feature. It also detects 'sleeping and non-dangerous' malware, i.e.
malware that has been downloaded but not yet activated.

1.1.4. Scheduled Scanning

Regular scheduled scanning of the entire computer can further enhance
security. The AVG 7.5 Anti-Spyware allows full scheduling of scans.

1.1.5. Malware/Spyware Removal

It is important to note that some (but not all) malware can be removed from
the computer.

1.1.6. Quarantine

Suspect malware can be safely locked away in the AVG 7.5 Anti-Spyware
quarantine. Here the malware is stored in an encrypted format so that it
cannot function or do any harm to your computer.
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1.2. Detection Technologies and Levels of Protection

AVG 7.5 Anti-Spyware uses the following technologies to detect

malware/spyware:

° Scanning - searching for specific patterns that are characteristic of
spyware/malware.

° Heuristic analysis - dynamic emulation of the scanned object’s instructions
in a virtual computer environment.

° Generic detection - detection of instructions characteristic of the given
malware or group of malware

Where just a single technology might fall short of detecting or identifying malware,
AVG 7.5 Anti-Spyware combines several technologies to ensure that your
computer is protected.

1.3. Operating Systems Supported

AVG 7.5 Anti-Spyware is intended to protect workstations with the following
operating systems:

° Windows 2000 Professional SP4 + Security Rollup Pack

° Windows XP Professional SP2

° Windows XP Home SP2

1.4. Minimum hardware requirements
Minimum hardware requirements for AVG 7.5 Anti-Spyware are as follows:

° Intel Pentium CPU 300 MHz
° 70 MB of free hard drive space (for installation purposes)
° 64 MB of RAM memory
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2. Installation

AVG 7.5 Anti-Spyware can be installed either from the installation file available on
your installation CD, or you can download the latest installation file from the
download section of the Grisoft website at www.grisoft.com.

Before you start installing AVG 7.5 Anti-Spyware, we strongly recommend
that you visit the Grisoft website at www.grisoft.com to check for the latest
installation file. This way you can be sure that you install the latest
available version of AVG 7.5 Anti-Spyware.

2.1. Installation File Download

To install AVG 7.5 Anti-Spyware from the Internet, follow these steps:

Visit the Grisoft website at www.grisoft.com and download the latest version of the
AVG 7.5 Anti-Spyware installation package.

° Click on the Download Now button, to download the installation file and save
it on your local disk.

° Start the installation by executing the downloaded file.

2.2. Installation Process

Note: It is recommended that you close all other running applications before
starting the installation process for AVG 7.5 Anti-Spyware; including other security
applications that might block the installation.

a) Double-click on the installation file to begin the installation process.

b) Select the preferred installation language, then click on OK.

-,

Installer Language

‘ Please select a language.
| English

[ (]9 l [ Cancel ]

Note: You can change the language anytime later once the application is
installed. To change the language after installation, right-click the system tray
icon and select the Language menu item. Refer to chapter 4.1. System tray
icon functions for more information.

c) When setup begins click on Next to view the License Agreement dialog.
Click on 1 Agree to accept license terms and conditions.

www.grisoft.com




d)

e)

=% AVG Anti-Spyware 7.5 Setup g [

Licenze Agreement

Flease review the license terms before installing Ava
Anki-Spyware 7.5,

Press Page Down to see the rest of the agreement.,

SOFTWARE LICENSE AGREEMENT [A]
Version: 2 3 Date: June 19 2006
- Single and multi user license -

Please read this software license agreement carefully before installing
and using the software on your computer(s). The software may be ™

PR TR | P R P S R TR | B P AR S PO LT HERI

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to inskall AYG Anti-Spyware 7.5,

[ < Back ” I Agree l [ Cancel

)

Choose the destination folder for the installation, and then click on Next. We

recommend that you keep to the default destination folder.

=% AVG Anti-Spyware 7.5 Setup g [

Choose Install Location
Choose the Folder in which toinstall AvG Anti-Spyware 7.5,

Setop will install AYS Anti-Spyware 7.5 in the Following Folder, To install in a different Folder,
click Browse and select another falder, Click Mext to continue,

Destination Folder

C:\Program Files\GrisoftlAYG Anti-Spyware 7.5]

Space required: 12.9MB
Space available: 165,566

[ < Back ” Mext = ] [ Cancel

)

Select the Start Menu folder where the program's shortcuts will be located.
We recommend that you keep to the default destination folder. Click on

Install to continue.
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=% AVG Anti-Spyware 7.9 Setup

BE X

Choose Startmenu Folder

Choose a Startmenu Folder For the shortcuts,

can also enter a name ko create a new Folder,

AYG Anti-Spyware 7.5]

Select the Start Menu Folder in which wou would like to create the program's shartcuts, You

Accessaries

Adrninistrative Tools
Adobe

dowyvgen

Games

ICG5.1

Trfaniiew

Lotus Applications
Microsaft Office

Microsoft SOL Server 2005
Outhook Connector For Domino
QuickTirne:

[

7.5.0,45

[ < Back ” Install ] [ Cancel

]

f) To complete the installation process click on Finish.

=% AVG Anti-Spyware 7.5 Setup

ME X

Completing the AVG Anti-Spyware
B AVG 7.5 Setup Wizard. ..

Anti-Spyware

AWG Anti-Spyware 7.5 has been successfully installed on
wour system, It is recommended ko reboot prior to the

installation of additional security software,

RuUn AYG Anti-Spyware 7.5

I Finish ] [ Cancel

l

Once the installation process is finished, AVG 7.5 Anti-Spyware will launch
automatically (unless you de-selected Run AVG Anti-Spyware 7.5 in the final

installation screen).
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3. Program Activation

3.1. Trial Version Download

From Grisoft website at www.grisoft.com you can only download the trial version of
AVG 7.5 Anti-Spyware. After the installation, this trial version will run for 30 days
- containing all the extensions of the full version.

Within these 30 days you have to register the program (using your license number)
to activate the full version of AVG 7.5 Anti-Spyware. At the end of the trial period,
the full version extensions will be deactivated and the program will turn into a
feature-limited freeware version (if you did not activate the product).

The purchased license number can be entered at any time.

3.2. Switching to Full Version

In the Status dialog pay attention to the Your license section.

Within the 30-day trial period the section defines your program as a trial version,
which is exactly the same as the full version, but with no support or premium

updating available:

F AVG Anti-Spyware
— 2
la Y @ ¢ ¥
Status Update Scanner Shield Infections

<7 Your Computer's Security

Resident shiald o active Change state
Autornatic updates o active Change state
Last update © Hever Update now
Last scan © Hever Scan now
Signatures in database (3) 440,074

Detected malware so far [ON Reset counter

-

30 Show guarantineg

Your computer is at risk:
“ou should scan st lesst once & week, atherwise thizs can

be a security risk. Please scan as soon as possible.

Files in quarantine

P

If you don't updste regularly thiz can ke a security risk, Please update
&g soon as possible.

i A ?
B [ ] ¢
Reports Analysis Tools Help
Version: 7.5.0.45 trial
Premium support: Ho
Premium updates: Ho

Your trial of AVG Anti-Smyware expires in 30 days.
Then some important features like the resident
shield and automatic-updates will be disahled. In
arder to stay fully protected, you should consider
huying the full version of AvG Anti-Spyaware.

If you have already purchased AVG
Anti-Spyware:
Enter license code a

To be able to use all features of the full version of AVG 7.5 Anti-Spyware, you
need to purchase the full version online from the Grisoft website at

www.grisoft.com.
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If you have already purchased the full version and received your license number,
click the Enter license code option to open a new window where you can register
your license number - enter your license code into the respective field and confirm
by pressing the OK button:

aF AVG Anti-Spyware

Thank you for purchasing AVG Anti-Spyware 7.5 plus.
Once the online purchase iz completed, you will receive a license code fram
us by e-mail or displayed directly on our website.

Example: 7OEW-TA1234-PZ-CO0-512345-ABC-DEFG

Flease enter this personal license code now to be able to use AWG
Anti-Spyware without limitations,

/ \
License code: q:[\ )
—_ —

Having registered your license code, your program switches to the full version with
all premium support and updates available:

¥ AVG Anti-Spyware (m)=]] <)
1 = o pa—
h 9@ 2 ¢ & B ] ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
<7 Your Computer's Security <~ Your license
Resident shield o active Channe state e 75.0.35 plus
Automatic updates o active Chanige state )
Premium support: Yes
Last update o/ 26092006 Update now LU LS L]
Last scan o/ 260972006 Scan now
Thankyou for huying the plus wersion of AVG
Signatures in database @ m614 Anti-Spyare.
Detected malware so far 3 550 Reset counter
Files in gquarantine @ 14 Show quarantine

Everything is ok. \
All your security settings are set to the macimum level of

protection against malware and intruders. The resident

shigld will block and clean thrests trying to run onyour

system and automatic-update will ensure that you are

Enter new license code

Request technical support

always up to date and protected against the lstest threats. a

www.grisoft.com
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4. Configuration

After you have successfully installed AVG 7.5 Anti-Spyware on your computer, the
AVG 7.5 Anti-Spyware icon will appear on your windows desktop. Double-click the
icon to launch the AVG 7.5 Anti-Spyware interface. From here, you can configure
all aspects of the application.

4.1. System tray icon functions

Once the application is started, you can see a small orange or silver icon in the
system tray, indicating that it is running. By right-clicking on the tray icon, a
context menu will popup:

Hide main window

Run online update

Scan mermary

v Resident Shield
v fAutomatic Updates

v Skart with Windows

Czech
v English
German

m 3 CRJE, - - ! h%#‘&@ 1442

The following options are available:

Language

Information

° Hide main window/Show main window - click this option to hide or show
the main application screen.

° Run online update - this option will show up the Program update dialog
and automatically start the updating process. Refer to chapter 8. Program
Updates for more details.

° Scan memory - this option will open the Scanner dialog and automatically
start scanning of your system memory. Refer to chapter 7. Scanning and
reports for further information.

° Resident Shield - check this item to enable or disable the Resident Shield.
The icon will change its color to silver when the Resident shield is turned off,
and remain orange, when it is on and working.

° Automatic Updates - check this option to let AVG 7.5 Anti-Spyware
automatically handle the update process.

° Start with Windows - check this item if you prefer AVG 7.5 Anti-Spyware
to be launched every time your Windows operating system is started.

° Language - click this option to choose the application language. It contains a
sub-menu with a list of languages. Selecting a new language requires an
application restart.

www.grisoft.com



° Information - click this option to display the license details for your product.
You will need this information when requesting technical support..

° EXit - select this option to quit the application.

4.2. Resident Shield

AVG 7.5 Anti-Spyware Resident Shield protects your computer against malicious
software (malware) that tries to run on your computer. It checks files as they are
opened, scans memory of all starting applications and allows you to remove
tracking cookies automatically.

&8 AVG Anti-Spyware 8=
o2 - s,
. 9§ 2 @ & B [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
< Resident shield is... <7 User information
active
<7 Self-Protection (i) What is the Resident shield?
Block terrnination of AVG Anti-Spyware The &G Anti-Spyware resident shield protects you

against malicious software {malware) that tries to run on
your computer. It can also remove tracking cookies

I
Files automatically.

Scan files an execution

AS 5000 as a suspicious file is detected, the resident
shield will notify vou about the possihle risk and offer you

A
Memory options on how to proceed with the file.

Scan mermory of starting applications
ou can check the status of the
< Cookies resident shigld in the tray area.

[ Remaove tracking cookies automatically Active Inactive

p——) |» X 11238 |» £ 11238

You can select additional options as described below. For most users we recommend
keeping to the original settings.
° Active/Inactive - press this button to start or stop the Resident Shield.
The Resident Shield can also be switched:
o] In the Status/Your Computer's Security section by clicking the
Change state button in the Resident Shield row.

o] By right-clicking on the AVG 7.5 Anti-Spyware tray icon and choosing
the Resident Shield option.

° Block termination of AVG Anti-Spyware - certain malicious software may
try to terminate anti-malware applications. By ticking this checkbox you will
ensure, that termination of AVG 7.5 Anti-Spyware will not be possible.

° Scan files on execution - tick this checkbox to allow AVG 7.5 Anti-
Spyware to detect and analyze all executable applications when they are
opening.

www.grisoft.com
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° Scan memory of starting applications - by ticking this checkbox, AVG 7.5
Anti-Spyware will the scan memory of all executed applications and can
therefore in contrary to other products even detect malware that has been
heavily encrypted.

° Remove tracking cookies automatically - removes tracking cookies from
your computer. Tracking cookies are usually saved by certain web sites to
your hard drive during Internet browsing. A tracking cookie can contain web
site-specific preferences or similar useful information, but also archived
shopping cart information, user ID etc.

Therefore removing tracking cookies is not absolutely necessary in all cases.
Currently only Internet Explorer, Mozilla and Firefox are supported.

Once a suspicious file is detected, the Resident Shield will notify you about the
possible threat and offer you options on how to proceed with the file.

=% AVG Anti-Spyware

J Malware found

ANG Anti-Spywware detected & suspicious file on yaur computer .

Name: Adware.404Search
Location: C:'Documents and Settings\dolejzekmiby Documents by malwareimalvware
Risk: Medium

Description: Adware is any software package which automstically plays,
dizplays, or downloads advertizing material to a computer after the
software iz installed on it or while the application is being used.
Adware iz often bundled with, or integrated into, ather software
products.

How would you like to proceed?

O Clean and move to guarantine
() cClean

@ lgnore (recommended)

O lgnore and add to exceptions

[Cuse for all ohiects of this infection

The Information dialog informs you about the process during which the suspect
file was detected (it could be a type of malware, i.e. spyware, trojan horse,
virus,...), it also provides information on the detected object location, and may even
identify the infection type (if it is a known infection). The dialog also offers several
operating buttons you can use for further treatment of the suspicious object:

° Clean and move to quarantine (recommended) — allows you to heal the
infected object, if a cure for this kind of infection is available, and move it to
quarantine for possible further examination.

We recommend this option for most users.

° Clean - allows you to heal the infected object, if a cure for this kind of
infection is available. Otherwise the file will be deleted.

www.grisoft.com
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° Ignore — ignores the warning, and allows you to continue working (and also
forbids access to the threat).

° Ignore and add to exceptions — ignores the warning, allows you to continue
working (and also forbids access to the threat) and adds the object to
exceptions, so it will not be detected again.

Additionally you can tick the Use for all objects of this infection checkbox to
process all findings of the same malware type in the same way without a
confirmation dialog.

4.3. Anti-Spyware Scanner

The anti-spyware scanner can be configured from the Settings dialog. Click on
the main menu icon Scanner, and then select the Settings tab.

&8 AVG Anti-Spyware =]
3 o Oy —
k 9@ L @ &% Q3 [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
| Scan | - Settings | Scheduler |
= How to act? =7 Reports:
Set default action for detected malware to: O Automatically generate report after every scan
Recommended actions (® Automatically generate report for scheduled scan

() Do not automatically generate reports
=7 How to scan? Only if threats were found

Scan for malware thatis attached to other files (Bindery

Scan inside archives and setup files (ZIP, RAR, CAB, )
Use heuristic analysis to detect unknown malware =7 What to scan?
Scan inside compressed executables (UPY, petite, FSG, ) @® Sean everyfile
Scan in NTFS Alternate Data Streams O Choose files by extension
1
7 Possibly unwanted software: .asp [A
Sean for adware 'E:L
Scan for fracking-cookies i
Scan for riskware -E:']am
Scan for dialers - =

The following options for configuring scanning are available:

a) How to act? Set default action for detected malware to: Click on
recommended actions then select the desired default action from the
context menu. The available options are:

o] Recommended actions (default value): - AVG Anti-Spyware will
automatically choose a suitable action depending upon the severity of

the threat.

o] Ignore once: No action will be taken this time, but the malware will still
be detected on the next scan.

o] Quarantine: The malware will be automatically moved to the
quarantine.
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(0]

(0]

Delete: The malware will be automatically deleted

Add to exceptions: The malware will be automatically added to the list
of exceptions. This option is not recommended!

b) How to scan? Here you can define the scanning methods to be used. The
possible options are:

(0]

Scan for malware that is attached to other files (Binder): Select
this checkbox if you want the scanner to scan for malware that is
attached to other files, such as a trojan program that is attached to a
legitimate program and executes when you open the legitimate program.

Scan inside archives and setup files (ZIP, RAR, CAB, ...): Select
this checkbox if you want the scanner to scan all supported types of
archives.

Use heuristic analysis to detect unknown malware: Select this
checkbox to use heuristic analysis.

Scan inside compressed executables (UPX, petite, FSG, ...): Select
this checkbox if you want the scanner to scan inside compressed
executable files.

Scan in NTFS Alternate Data Streams: Select this checkbox if you
want the scanner to scan inside hidden NTFS data streams. In NTFS, a
file consists of different data streams (real data and security
information). There can also be alternate data streams holding other
data (which is invisible to the user), e.g. a backdoor can hide inside
these alternate data streams.

c) Possibly unwanted software Select the other types of malware that you
want the scanner to detect. The possible options are:

(0]

Scan for adware: Select if you would like the scanner to detect adware,
(programs that receive and display advertising from an adserver).

Scan for tracking-cookies: Select if you would like the scanner to
detect tracking cookies, (these cookies are files stored on your computer
to help websites track your Internet browsing habits).

Scan for riskware: Select if you would like the scanner to detect
riskware, (programs that can be a potential risk to the user, such as
remote administration utilities).

Scan for dialers: Select if you would like the scanner to detect dialers,
(programs that dial up premium-rate phone numbers from your
computer modem).

d) What to scan? The default recommended option here is to scan all files, but
you can select to scan files by extension type. The options are as follows:

(0]

(0]

GRISGH [ My} |:u.'r|!:'|h|, GREISOFT, s.ra. all Ii[:'||‘|r,.‘= reserved

Scan every file: All file types will be scanned.

Choose files by extension: The scanner will only detect files with the
given extensions. The list of extensions to scan will automatically include
most common file types. You can manage the list of extensions using the
following buttons:

- Add extension: Type an extension into the textbox then click on the
Add extension button to add the new extension to the existing list.

www.grisoft.com




- Set to default: Will reset the list of extensions to the default list.

- Remove extension: Removes the selected extension from the list.

Note: This option applies to types of file and not to file location. The location
of files/folders to scan is defined in a scan profile (see chapter 7.1 Scan
Profiles).

4.4. Reports

AVG Anti-Spyware can generate reports for scans and also for other actions such
as file shredding, (see chapter 7.3 Managing Reports). Reports can be generated
manually or automatically as follows:

&8 AVG Anti-Spyware =] |
3 [- Y Oy —
g 3 <@ ¢ E B W ?
Status Update Scanner Shield Infections Reports Analysis Taols Help
| Scan || Settings || Scheduler |
~ How to act? ~ Reports:
Set default action for detected malware to: ) Automatically nenerate report after every scan
Recommended actions @ Autarnatically generate report far scheduled scan

() Do not automatically generate reports
=7 How to scan? Only if threats were faund

Scan for malware thatis attached to other files (Bindery

Scaninside archives and setup files (ZIF, RAR, CAB, ...}
Use heuristic analysis to detect unknown malware ~ What to scan?
Sean inside compressed executables (UPK, petite, FSG, ) @ Scan everyfile
Scan in NTFS Altemate Data Streams O Choose files by extension
]
= Possibly unwanted software: .asp [A
Scan for adware 'E:L
Scan for fracking-cookies oo
Scan for riskware .Elham
Scan for dialers i =

Click on the main menu icon Scanner, and then select the Settings tab. On the
right-hand side of the dialog, the Reports section offers the following options:

° Automatically generate report after every scan: Select this option if you
wish every scan result to be stored.

° Automatically generate report for scheduled scans: Will store scan
results only for scheduled scans. Note that you can still save reports for
manual scans by clicking on the Save Scan Report button, (which is
displayed after each scan is completed).

° Do not automatically generate reports: Select this option if you do not
want any scan results to be automatically stored. Note that you can still save
reports for manual scans by clicking on the Save Scan Report button, (which
is displayed after each scan is completed).

www.grisoft.com
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Only if threats were found: Select this checkbox if you only want results to
be stored where threats were found. This option will be disabled if you have
selected not to automatically generate reports.

4.5. Exceptions

GRISGFI' Copyright GRISOFT, s.r.0. All right

4.5.1. About Exceptions

Not all malware is unwelcome on the computer (this is particularly true for
adware), and so when scanning for malware this has to be taken into
consideration. Did the user deliberately install it, or did it install itself via
stealth methods. Anti-malware programs therefore have to allow for
exceptions, (a mechanism for identifying specific malware as "permitted"” so
that the scanner will not repeatedly warn the user). AVG 7.5 Anti-Spyware
has the capability to create exceptions, so that selected programs, such as
your favorite adware, can be exempt from future malware scans.

4.5.2. Managing Exceptions

Click on the main menu icon Infections, and then select the Exceptions tab.

% AVG Anti-Spyware =] |
. 9 2 @ & B [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
| Cluarantine |__ Exceﬁtions
=7 This module allows you to create rules to ignore threats during a scan and in the resident shield.

Fule

Add Rule

Here you have 3 possible buttons at the bottom of the dialog:

o] Add Rule - will open a new Add ignore rule dialog where you can
specify which file to ignore. The two options are:

- Ignore by name of threat: If you specify the name of the threat,
then all instances of this threat will be ignored. This means that if two
copies of the program exist then both will be ignored by the scanner
(even if they are located in different folders).
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- lgnore file/path: Here you can browse for the exact file/folder that
you wish to exclude from scans. If you select a folder then all files
contained in that folder will also be excluded from scans.

o] Edit Rule - will open an Edit ignore rule dialog where you can edit the
selected rule.

o] Delete Rule - will delete the selected rule without any further warning.

4.6. Advanced Anti-Spy Configuration

a8 AVG Anti-Spyware /=&
3 a a -
e 9 L2 @ & B [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
B Antispy |  Shredder |

1= ¥ Errar Reporting
I Disable Microsaft Windows Error Reparting Service
I Disable Microsaoft Office 2003 Error Reparting Service
I=) 4 Internet Explorer
[¥ Disable Check for Updates
I Disable scheduled Updates
[ Disable built-in Windows Authentication
[ Set max. HTTP Connections to 10
[ Disable Ackivel Cantrals
[ Disable Inkernet Explorer error reporks
™ Erase cache on quit
1= @ windows Media Player
[v¥ Disable Media Playver ko acquire content-licenses automatically
[ Disable Media Player automatic updates
[ Don't add played media to the Media Library
[¥ Disable orline metadata retrieval
IV Disable usage tracking
[¥ Don't save data in Most Recent Used
[™ Don't start Media Player on Media sites
I &llows removing Media Player
1= ® Miscellaneous
IV Explorer: Disable Remate Help [V

Error Reporting

Options for enabling ! disabling error reports
far some applications

Apply Settings ] [ Reset

[ 2hawe anly recammended settings [

For most users we recommend to keep the Show only recommended settings
checkbox ticked (default setting). Only uncheck this checkbox if you want to also
change advanced settings. The recommended settings are marked with an
asterisk*.

4.6.1. Error reporting
o] Disable Microsoft Windows Error Reporting Service

Disables error reporting for services and applications running in non-
standard environments. This service is responsible for the box that pops
up wanting you to report an application error or system crash to
Microsoft. Tick this checkbox to disable the function.

o] Disable Microsoft Office 2003 Error Reporting Service

Microsoft Office 2003 includes a tool that collects information
automatically whenever an Office application crashes and allows users to
send a report directly to Microsoft. Tick this checkbox to disable this
function.

GRISOFT ...,is
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Disable Microsoft Office XP Error Reporting Service

Microsoft Office XP includes a tool that collects information automatically
whenever an Office application crashes and allows users to send a report
directly to Microsoft. Tick this checkbox to disable this function.

4.6.2. Internet Explorer

(0]
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Disable Check for Updates™
Internet Explorer automatically downloads and applies updates as
default. To disable this feature, tick the checkbox.

Changing this option is not recommended!

Disable scheduled Updates*

Tick the checkbox to disable scheduled updates of Internet Explorer.
Changing this option is not recommended!

Disable built-in Windows Authentication

Disable Internet Explorer user identification, (so that the user is not
automatically identified while browsing).

Set max. HTTP connections to 10

Tick the checkbox to set the maximum possible number of HTTP protocol
connections to ten.

Disable JavaScript

Tick the checkbox to disallow Internet Explorer from executing
JavaScript code.

Disable ActiveX Controls

ActiveX Controls are small programs that are also a set of rules for how
applications should share information, (which can be automatically
downloaded and executed by an Internet browser). ActiveX controls may
have full access to the MS Windows operating system. Therefore they
are a possible security threat. Tick this checkbox to prevent Internet
Explorer from executing ActiveX controls.

Disable Internet Explorer error reports*

Tick the checkbox to disallow Internet Explorer from generating error
reports.

Changing this option is not recommended!

Erase cache on quit*

Once you tick this checkbox, Internet Explorer will automatically erase
cached files every time you close the program.

Changing this option is not recommended!
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4.6.3. Windows Media Player

(0]

Disable Media Player to acquire content-licenses automatically
Windows Media Player is able to automatically download content-licenses
for certain multimedia files. To disable this function, tick this checkbox.
Disable Media Player automatic updates™

Once you tick this checkbox, Windows Media Player will no longer
automatically update.

Changing this option is not recommended!

Don't add played media to the Media Library

Tick this checkbox if you do not want Windows Media Player to add your
played media to the Media Library.

Disable online metadata retrieval

Windows Media Player automatically downloads metadata (i.e. detailed
information about albums) once an Audio-CD or other media is inserted.
To disable this function, check the checkbox.

Disable usage tracking

Tick this checkbox if you do not want Windows Media Player to send
usage-statistics to Microsoft.

Don't save data in Most Recent Used

The Most Recently used list contains names of files with their location,
that have been recently executed. Some users might be willing to disable
this saving feature.

Don't start Media Player on Media sites

If you prefer not to use Windows Media Player as a default player for
Internet multimedia files in your Web browser, tick this checkbox.
Allow removing Media Player

Tick this checkbox to enable option for removing Windows Media Player
in the Start/Settings/Control Panel/Add or Remove Programs.
Disallow scripts to be executed

Windows Media Player can process different programming scripts. As this
can be easily misused by intruders, by disabling this function you can
prevent a number of security exploits. To disable this function, tick the
checkbox.

4.6.4. Microsoft Messenger

(0]
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Don't start Microsoft Messenger with Outlook Express

Microsoft Messenger can be started from Outlook Express. To disable
this, simply tick the checkbox.

Disable Microsoft Messenger Autostart
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Microsoft Messenger is automatically started during Windows startup (as
default). To disable the autostart, tick this checkbox.

4.6.5. Miscellaneous

(0]

GR \SOFT Copyright GRISOFT, s.r.0. All rights reserved

Explorer: Disable Remote Help

Remote Assistance provides a way for you to get the help you might
need from someone else when you run into problems with your
computer. To disable access to your computer with Remote Assistance,
tick this checkbox.

Set RegDone to 1

Once this checkbox is ticked, the Windows operating system will stop
asking you to register online.

Disable balloon-tips*

Tick this checkbox to disable the balloon-tips in the system tray. Please
note that you will have to restart your computer if you change this
option.

Changing this option is not recommended!

Erase Pagefile/Swapfile on shutdown>*

Tick this checkbox to delete Swap files every time you shutdown your
Windows operating system. A swap file is an area on your hard disk,
usually hidden, that is used as virtual memory.

Changing this option is not recommended!

Enable fast shutdown>*

Tick this checkbox to increase the shutdown speed of Windows.
Changing this option is not recommended!

Hides your computer from "My Network Places™ on other systems

Tick this checkbox to hide your computer from My Network Places on
other systems. In other words, your computer should not be visible for
other people in the network.

Deny Regedit/Regedit32 execution™
Tick this checkbox to disallow the running of Regedit and Regedit32
system utilties.

Changing this option is not recommended!

Disable Windows Scripting Host

Windows Script Host is an ActiveX scripting host providing an
environment for the execution of scripts using one of several scripting
engines or languages, such as VBScript. As this might be a potential
security risk, you can disable this feature by ticking the checkbox.
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Disable showing the last user on login

Tick this checkbox to disable showing the last user name that logged on

your computer.

Show .Ink file extensions

Shows .Ink file extensions in Windows Explorer. Note that your computer
has to be restarted if you change this option.

Show .pif file extensions

Shows .pif file extensions in Windows Explorer. Note that your computer
has to be restarted if you change this option.

Show .scf file extensions

Shows .scf file extensions in Windows Explorer. Note that your computer
has to be restarted if you change this option.

Show .url file extensions

Shows .url file extensions in Windows Explorer. Note that your computer
has to be restarted if you change this option.

Disable CD/DVD autostart

Tick this checkbox to disable CD/DVD autostart when you insert a new
CD or DVD into your CD-ROM (DVD-ROM) device. Note that your
computer has to be restarted if you change this option.

Erase Recent Documents History

The Windows operating system stores a list of recently opened files by
default. Tick the checkbox to disable this feature. Note that your
computer has to be restarted if you change this option.

Show known file extensions

The Windows operating system hides extensions of known file types by
default. For some users it is more convenient to see the extensions in
Windows Explorer. To enable this feature, check the checkbox. Note that
your computer has to be restarted if you change this option.

Don't report Microsoft about infection

Tick this checkbox to disable Malicious Software Removal Tools from
reporting infections to Microsoft.

4.6.6. Services

(0]
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Disable error reporting service

Tick this checkbox to disable the Windows error reporting service, which
is responsible for sending error-reports to Microsoft.

Disable time synchronization services

Windows XP and related operating systems are able to synchronize your
computer's clock time online over the Internet. To disable this feature,
simply tick the checkbox.
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o Disable Scheduled Tasks Service*
Tick this checkbox to disable the Scheduled Tasks Service. This service is
used to start applications at a scheduled time.

Changing this option is not recommended!

o] Disable Universal Plug 'n’ Play Service

If you are not using Internet Connection Sharing, it is recommended to
disable the Universal Plug and Play service since it has had some serious
security issues in the past.

o] Disable the Windows Messenger Service

The Windows operating system includes a system notification service,
called Messenger Service, which is sometimes used to present pop-up
advertisements to users. To disable this service, tick the checkbox.

o] Disable Firewall/Connection Sharing>

Tick this checkbox to disable Firewall and Connection Sharing features.
Please note that the Firewall usually protects your computer against
intrusion from Internet and it should not be stopped.

Changing this option is not recommended!

4.6.7. Expert Options

o] Disable licdll.dll (Part of WPA)*
Tick this checkbox to disable licdll.dll. This library is a part of Windows
Product Activation (WPA) used to active your Windows operating system.

Changing this option is not recommended!

o] Deregister the "Registration Wizard Control"*
Tick this checkbox to disable the possibility to checking your registration
data.

Changing this option is not recommended!

4.7. Internet Connection Settings

If you use a proxy server to connect to the Internet, then it will be necessary to
specify the proxy server settings so that AVG 7.5 Anti-Spyware can access the
Internet for updates.

Note: If you do not use a proxy server connection then do not modify these
settings.
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Status Update Scanner Shield Infections Reports Analysis Tools Help

< Current Status
R AATT ] S wau need to use a proxy to connect to the

[ ] Internet, yau can specify it below, otherwize
yau should not madify these aptions

=7 Manual update
[¥] Use prowy

Here you can manually run an update. YWe recammend using the

automatic update to always be protected against the latest threats Type:
Host: localhost

[ Start update |
Fort: 2080

<7 Automatic update

[¥]Dawnload and install updates autamatically (recarmmended) [¥] Authenticate on praxy

Here vou can set up the automatic updates time interval. User.

This feature is only available for paying customers.

FPassword:

]

[¥] Show notification when an update is installed automatically

Update interval: '

Click on the main menu icon Update to view the Update dialog. Proxy server
settings are specified in the Settings section on the right-hand side of the dialog.
Select the checkbox Use proxy, to enable further settings to be configurable. The
following settings will then be available:

° Type: Select the type of connection HTTP/Socks4 for the proxy server.
° Host: Enter the hostname for the connection.

° Port: Enter the port number for the connection.

° Authenticate on proxy: (only available for HTTP type of connections). If
authentication is required for the proxy server, select the checkbox
Authenticate on proxy, and then enter the required username and
password.
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5. Advanced Tools

AVG 7.5 Anti-Spyware includes advanced tools for further increasing the security
of your computer and your personal data. These advanced tools are not specifically
anti-spyware tools, but are useful additions.

5.1. File Shredder

The shredder is a utility for deleting sensitive data from your computer. This tool is
useful for example, when you wish to sell the computer and do not want any of your
personal files to be available to the new owner.

Most users are satisfied with simply deleting the files from their computer, and this
may be sufficient when selling the computer to a friend. However, software utilities
exist that can recover deleted files from a computer, and so it is wise to take further
precautions to ensure that your files cannot be recovered.

Note: The whole point of this tool is that it is not possible to recover the deleted
files, so please remember that any files that you shred WILL NOT be recoverable.

There is NO "undo option™ for shredding files.

]
N
B

¥ AVG Anti-Spyware
I > | @ _“3 " 3 B W

d Infections Reports Analysis Tools Help

)

Status Update Scanner

| Antispy | | Shredder

=7 Choose the files which should be shredded = Select the shredding level

File: narne File bype File size | Status (O Fast Mode
With this shredding level files cannot be
recovered with an ordinary undelete tool. The files
are overaritten once.

(%) Secure Mode
This shredding level is more secure than fast
mode. The files will be overwritien 4 times which
iz sufficient in most cases.

) Paranoid Mode

Most secure shredding level availahle. The files
will be overwritten 10 times.

© Warning

Flease he aware that files deleted with this tool
cannot be recowered and are lost forever. Are you
sure you wwantto continue?

Add

Click on the main menu icon Tools, then select the Shredder tab. The left-hand
side of the dialog displays a list of all files selected for shredding.
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5.1.1. Operating Buttons

The Shredder tab opens with the following operating buttons available:

o] Add: Will open a dialog where you can browse for file(s)/folder(s) to add
to the list. Note that if you select a folder, then ALL contents of the
folder will also be added to the list.

o] Remove: Removes the selected files(s)/folder(s) from the list.

o] Remove All: Removes all files(s)/folder(s) from the list.

5.1.2. Shredding Level

On the right-hand side of the dialog you can select the "shredding level". This
defines the security level for the shredding process, (how difficult it would be
to try and recover the files). The three options are:

o] Fast Mode: The selected files will be over-written once, so that any
ordinary undelete tool cannot recover them.

o Secure Mode: The selected files will be over-written four times, so that
more advanced undelete tools cannot recover them.

o] Paranoid Mode: The selected files will be over-written ten times, so
that even professional undelete tools cannot recover them.

5.1.3. Deletion Confirmation

When you press the Start button, you will be prompted to confirm deletion.
Once all selected files have been deleted, the following two buttons will be

displayed:

o] Save Report: Will create a report for the shredding action. The report
will be accessible from the Reports dialog (see chapter 7.3 Managing
Reports).

o] Delete more files...: Will return to the Shredder dialog where you can

shred more files.
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5.2. System Analysis

5.2.1. Processes

¥ AVG Anti-Spyware =) ~ |
3 o a pa—
hh 9@ =2 ¢ ¥ B [} ?
Status Scanner Shield Infections Reports Analysis Tools Help
Processes Connections Autostart Browser Plugins LSP “iewer

Process name Path ‘Window Inkermet | Service PID [
a.exe CiiDocuments and Sektingsidole;. .. es Mo 3708

mncrotray.exe C:\Pragram Files\AdobelAcrobat ... Mo Mo 2132

Iﬁ alg.exe CWINDOWS Y System32 alg. exe ies es 1308

E avgagent.exe CHWINDOWS avgagent exe es es a08

aavgas.exe Ci\Program Files\GrisoftVAYG Anti...  AYG Anti-Spyware 7.5 es Mo 1004 =
é] Cstss.exe CHWINDOWS system 32\ csrss. exe Mo Mo Sd4

ctfmon.exe CHWINDOWS system32ictfmon,. . Mo Mo 2268

j Explorer EXE CHAWINDOWS\Explorer EXE Program Manager es Mo 572

Eguard.exe Cii\Program Files\Grisofthavia Anti... Mo es 4068

@ICQLite.exe C:\Program Files\ICQLite\ICGLIEe. .. 260-403-306 es Mo 2152

ﬁlsass.exe CHWINDOWS system32iIsass, exe iEs es 924

EMDM.EXE C:\Program Files\Common Filesiii,., Mo es 976

ﬂMsnMsgr.Exe C:\Program Files\MSH Messenger. .. es Mo 2348

MNLMCOTES ERE C:\Program Files\lotusinotes\MLN. .. Michael Harper - Junk M...  Yes Mo 3254

Iﬁ nkaskldr EXE C:\Program Filesilotusinotesintas. ., iEs Mo 3396

E nkrulti exe C:iProgram Files\lotusinotesintm, .. Mo es 1256

E nvswe3z exe CHWINDOWS system32invsyvc3z2. ., es es 1272

() gttask.exe C:\Program Files\QuickTime\gttas. .. Mo Mo 2165

Iﬁrealsched.exe C:\Program Files\Common FilesiR., ., Mo Mo 2140 v

This tab contains a list of Processes (i.e. running applications) that are
currently active on your computer. The list contains several columns:

©O O O o

Possible values are Yes or No.

Process name - Indicates a name of the running process.
Path - Indicates a physical path to the running process.

Window - if applicable indicates application Window name.

Internet - Indicates if the running process also connects to the Internet.

0 Service - Shows if the running process is a service. Possible values are

Yes or No.

o PID - Process ldentification Number is a Windows internal Process
identifier that uniquely identifies the Process.

You can select one or more applications (by holding the CTRL keyboard button
and clicking the left mouse button on the desired rows) and then terminate
them by pressing the Terminate application(s) button.

Warning: We strongly suggest not to terminate any applications, unless you
are absolutely sure that they represent a real threat.
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5.2.2. Connections

#F AVG Anti-Spyware (=1} ~ |
3 F=Y -} —,
h 9 2 @ & B3 [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help

| Processes || Connections || Autostat || Browser Plugins || LSP Viewer |

Application Proto.., | Local address Remote address State ~
*ICQLite.exe TCP localhost (127.0.0.1):1086 michaeld. dev .grisoft.cz {0.0.0.0):0 Listening

*ICQLite.exe TCP localhost (127.0.0.1):1086 localhost (127.0.0.1):1094 Connected

*ICQLite.exe TCP localhost (127.0.0.1):1094 localhost (127.0.0.1): 1036 Connected

*ICQLite.exe TCP michaeld. dev.grisoft.cz (192, 168....  205.188.7.237:5190 Connected

*ICQLite.exe LoP localhost (127.0.0.1):1087

Elsass.exe LoP michaeld. dev .grisoft, cz {0.0.0.00:... =
Elsass.exe LoP michaeld. dev .grisoft, cz {0.0.0.00:...

Elsass.exe LoP localhost (127.0.0.1):1026

-ﬂmsnmsgr.exe TCP michaeld. dev .grisoft.cz {192, 168....  byZmsg2104607.phyx.gbl (207.46.... Connected
-3msnmsgr.e><e TCP michaeld. dev.grisoft.cz (192, 168....  prowy.grisoft.c2 (10.210.100.50):...  Passive close
-3msnmsgr.e><e LoP localhaost (127.0.0.1):1098

é] svihost.exe TCP richaeld. dev.grisoft.cz (0.0.0.0):...  michaeld. dev grisoft.cz (0.0.0.0):0 Listening

é] svihost.exe LoP richaeld. dev .grisaft, cz {0.0.0.00:...

é] svihost.exe LoP localhaost (127.0.0.1):123

é] svihost.exe LoP localhast (127.0.0.1):1900

é] svchost.exe LCP michaeld. dev .grisoft.cz {192, 165....

é] svchost.exe LCP michaeld. dev .grisoft.cz {192, 165....

é] svchost.exe LCP MICHAELD (192.168.220.10:123 w

[ Hide local cannections

This tab contains a list of currently active connections. The list contains the
following columns:

(0]

Application - indicates the name of the application that is related to the
connection. This column is only available on systems running Windows
XP.

Protocol - indicates the transmission protocol type that is used for the
connection.

- TCP - is the protocol used in conjunction with Internet Protocol (IP)
to transmit information over the Internet.

- UDP - An alternative to TCP protocol.

Local address - indicates the IP address of the local computer and the
port number that is being used.

Remote address - indicates the IP address of the remote computer and
the port number that it is being connected to. If possible, it will also look
up the hostname of the remote computer.

State - indicates the most probably current state. This includes:
- Connected

- Server should close

- Listen

- Active close finished

- Passive close

- Active close
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To list only external connections, simply tick the Hide local connections
checkbox. This will hide all local connections (local loopback or some system
related local connections that are usually not a real threat).

Operating buttons are as follows:

o] Terminate Connection - to terminate one or more connections, select
one or more rows that are currently in the connected state and press this
button.

o] Terminate Application - to terminate one or more applications that are
related to the connection, select one or more rows and press this button.
This button is only available on systems running Windows XP.

Please note: Sometimes it is possible to terminate only applications
that are currently in the connected state!

To select more rows at once, hold down the CTRL keyboard button and left
click your mouse to select.

Warning: We strongly suggest not to terminate any connections, unless you
are absolutely sure that they represent a real threat.

5.2.3. Auto-Start

aF AVG Anti-Spyware (=1} > |
3 F=Y -} ——
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Status Update Scanner Shield Infections Reports Analysis Tools Help
Processes Caonnectiong Autostart Browser Pluging LSP Viewer
Application Location Path
Endobe Gamma.nk shelllStartup Ci\Documents and SettingsidolejsekmiStart MenuiProgramsiStartu, .,
- adabe Acrabat Speed Launcher.Ink.  ShelliCommon Starkup C:\Documents and Settingsiall UsersiStart MenuiPrograms)Startup. ..
’SoundMAXPnP ReqgistryiHKLMYRUR C:\Pragram Files\Analog Devices\Corel\smaxdpnp.exe
é] MyvZplDaemon RegistryHKLMRUn RUNDLL3Z . EXE CWINDOWS system32 My Cpl.dll NySkartup
m Acrobat Assistant 7.0 RegistryiHELMIRUR "Ct\Program Files\Adobe) Acrobat 7.00Diskillr Acrotray exe”
@ICQ Lite RegistryiHELMIRUR "C:\Program Files\ICQLitel ICQLike . exe” -minimize
3 QuickTime Task Registry | HELMIRUR "Ct\Program Files\QuickTimelgttask. exe” -atbaaoktime
@ICQ Lite RegistryiHKCUYRunCnce  Ci\Program Files\ICQLite\ICGLite exe -traybaoot
ckfmon, exe RegistryiHKCUYRUn CWINDOW S system32ckfmon, exe
-ﬂMsnMsgr RegistryiHKCUYRUn "Ci\Program Files\MSM MessengeriMsnMsgr,Exe" [background

Delete selected item(s)

This tab shows list of all applications that are executed during Windows
system start-up. Very often, several malware applications add themselves
automatically to the start-up registry entry.
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You can delete one or more entries by selecting them and pressing the Delete
selected item(s) button. To select more rows at once, hold down the CTRL
keyboard button and left click your mouse to select.

Warning: We strongly suggest not to delete any applications from the list,
unless you are absolutely sure that they represent a real threat. If you are
unsure, use the Internet and you favorite search engine to find more
information about the application name.

5.2.4. Browser Plugins

#F AVG Anti-Spyware -1=
= o o —
ke 9@ 2 @ & B [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
Processes Connections Autostart Browser Plugins LSP “iewer
Mame Type Adobe PDF
(@ tdobe POF Reader Link Helper BHO Toolbars are a visual component like the Links toolbar.
Q Adobe PDF Conversion Toolbar Helper  BHO
Qndohe FDF Toolbar
Name: Adobe |E plugin
Description: Adobe |E plugin
Publisher: Adobe Systems Incorporated
File name: AcralEFavClient.dll
File path: CAProgram FilestAdobelscrobat
7.0AcrobatidcralEF avClient.dll
Version: 7.0.5.2005092300
Technical
ProglD: Adohe AcralEToolbar1
CLSID: {47833538-00C5-4125-9FAB-081 SE2EAACHSZL

[ Remove Ohject{s) ]

This tab contains a list of plug-ins (i.e. applications) that are installed inside
your Internet Browser. This list may contain regular application plug-ins as
well as potential malware programs. Click on an object in the list to obtain
more information. Plug-ins listed with a green icon are usually known and it
should be safe to keep them.

Please note: Unfortunately certain malware programs can pretend to be
something else, therefore it cannot be 100% guaranteed that they are
harmless.

In the Technical part of the object's details, CLSID represents a unique
identification tag that is associated with an ActiveX or OLE 2.0 object created
by a specific component or server. When you left-click the CLSID link, two
options will show up:

o] Copy CLSID to clipboard - choose this option to copy the string to the
clipboard for future use.

o Search for CLSID with Google - choose this option to open your
Internet browser and search for the string in the Google search engine.
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After obtaining more information on the plug-in you should be able to
decide whether the object should be removed or not.

You can delete one or more entries by selecting them from the list and
pressing the Remove object(s) button. To select more rows at once, hold
down the CTRL keyboard button and left click your mouse to select.

Warning: We strongly suggest not to delete any plug-ins from the list, unless
you are absolutely sure that they represent a real threat. If you are unsure,
use the Internet and you favorite search engine to find more information
about the plug-in name.

5.2.5. LSP Viewer

5§ AVG Anti-Spyware -lo&
[ o By —
h 9@ L2 @ % Q3 [ ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
Processes Connections Autostart Browser Plugins LSP Viewer
() Layered Service Provider

— RSVP UDP Service Provider
(311001 MSAFD Tepip [TCRYIF]

(1) 1002 MSAFD Tepip [UDP{IP]

(31003 MSAFD Tepip [RAW/TP] -
(21004 RSYP UDP Service Provider File path: CONINDOWSisysten32irsvpsp.dll

(1)1005 RSYP TCP Service Pravider Original Filename:  rswpsp.dil

(1) 1047 MSAFD NetBIOS [\Device\NetBT_Tepip_{BDESFI30-... Fileversion: 5.1.2600.0 (epclient.010817-1148)
(1) 1048 MSAFD NetBIOS [\DevicelNetBT_Tcpip_{BDGBFI3S-,.,

Catalog ID: 1004

= X N Company: Microsoft Corporation
(1)1049 MSAFD NetBIOS [\Device\NetBT_Tepip_{SDS70ERI-... Coovriant: © Microsaft Cormaration. Al fights
(2)1050 MSAFD NetBIOS [{Device|NetBT_Tepip_{SDS70ERI-... ; D:Tcgt crsion: & 196000 2 e
(3)1051 MSAFD NetBIOS [\Device\NetBT_Tepip_{D48327F1-... Lo Bl L allA4 Ll

Internal name: ravpsp.dil

(1) 1052 MSAFD NetBIOS [\Device|NetBT _Tepip_{D4E327F1-...
(3)1053 MSAFD NetBIOS [\Device\NetET_Tepip_{18026567-... File description: Micrqsoﬂ Windows Rsvp 1.0 Service
(3) 1054 MSAFD MetBIOS [\Device|NetET_Tepip_{18026567-. . Provider

(3) 1055 MSAFD NetBIOS [\Device\NetBT _Tepip_{C7CC1772-...
() 1056  MSAFD NetBIOS [\Device|NetBT _Tepip_{C7CC1772-...

Comments:

[ Hide Windows LSP

This tab shows a list of Layered Service Providers (LSP).

A Layered Service Provider (LSP) is a system driver linked into the networking
services of the Windows operating system. It has access to all data entering
and leaving the computer, including the ability to modify this data. Some LSPs
are necessary to allow Windows to connect you to other computers, including
the Internet. However, certain malware applications may also install
themselves as an LSP, thus having access to all data your computer transmits.
Therefore, this review may help you to check all possible LSP threats.

It is also sometimes possible to repair broken LSPs (for example when the file
has been removed but the registry entries remain untouched). A new button
for fixing the issue is displayed once a repairable LSP is discovered.

To include Windows LSP in the list, uncheck the Hide Windows LSP
checkbox.

www.grisoft.com



GRISOFT ...,is

6. Quarantine

In most cases you will not have any reason to keep malware on your computer so,
when the scanner detects the malware, you can delete it.

Sometimes another program may require the detected malware. For instance, you
may have an adware application installed on your computer that you wish to keep.
Deleting any adware files related to this application could affect the functionality of
the program. In such a case, it would be advisable to move the detected malware to
the quarantine, and then if your adware application malfunctions you can recover
the file from the quarantine.

The quarantine is a useful tool for the safe storage of malware detected on the
computer, as all files stored in the quarantine are encrypted to make them
harmless.

6.1. Moving Suspect Objects to the Quarantine

If a suspect/infected object is detected during scanning, and you wish to move the
object to the quarantine, then follow the instructions below:

aF AVG Anti-Spyware =] |
[or =9 By s,
. 9@ 2 ¢ & B (] ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
Scan | Settings || Scheduler |
=7 40 objects found (282 traces) =" Dialer.ALifeDialer
Threat Action Risk A Thig malicious software creates (withoutthe user's
) . . knowledge ofthe cost) a connection to the Internet over

ODgwnIanIer.?urutyScan.k Q—uaram!ne H!gh an analog telephone line or ISDM network,
© Dialer. ALiFelialer Quarantine High
© Dialer. Cyberhil.e Quarantine High =
© Trojan.keenval.a Quarantine High
© Downloader. Agent.a Quarantine High
© Trojan.smalli Quarantine High =7 41traces detected in the following locations:
© Downloader. Qoolagic.d Quarantine High [ c\Documents and SettingstdalejsekmiMy DocumentsiL...
© Trojan.Agent.be Quarantine High [0 c\Documents and Settingstdalejsekm|My Documentsil..,
© Downloader, Stubby.c Quarantine High 0 CtiDacuments and SettingsidolzjsekmiMy Docurnentst...
9 Adware, Safesurfing Quarantine Medium | Ci\Documents and Settingsidolejsekmi My Documentst,...
9 Adware, Yisua Quarantine Mediurm
@ Adware. WebSearch Quarantine Medium
9 Adware, PurityScan Quarantine Medium
9 Adware, Hengbang Quarantine Mediurm
@ Adware. BetterInternst Quarantine Tedium [v
A

Set all elementsto:  Recommend action

[ Anply all actions ][ saveReport | [ MewScan

When the scan is complete all detected malware will be listed on the left-hand side
of the Scan dialog. By left- or right-clicking on the Action of the selected item in
the list a context menu will appear displaying the optional actions available. Select
the action Quarantine.

Once you have set the required action for each item in the list, click on the Apply
all actions button.
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6.2. Managing the Quarantine

Files stored in the quarantine can be deleted or restored as required. To access the
quarantine dialog, click on the main menu icon Infections, then select the
Quarantine tab.

% AVG Anti-Spyware -1
k 9@ L2 @ % A3 W ?
Status Update Scanner Shield Infections Reports Analysis Tools Help
B Quarantine Exceptions

= All objects in the quarantine are encrypted and can do no harm to your computer.

Crigin Infected with Risk. Date

0 Ci\Docurments and Settings\dolejsekmiMy DocumentsiMy malwareim, .. Adware.Visua Medium 26/09/2006
0 Ci\Docurnents and Settings\dolejsekmiMy DocumentsiICG Litel 2604, ., Adware.Visua Medium 26/09/2006
[ c\Dacuments and Settings'dalejsekmiMy Documents\My malwareim. .. Disler, Cvberbil & High 26/09)2006
[ ci\pacuments and Settings'dolejsekmiMy DacumentsiMy malware\m... Dialer. Cyberhill.e High 26/09)2006
0 C:\Docurents and SettingshdolejsekmiMy DocumentsiMy malwareim, .. Dialer.Cyberbil e High 26/09/2006
0 C:\Docurents and SettingshdolejsekmiMy DocumentsiIC Likel2604. ., Dialer.Cyberbil e High 26/09/2006
0 CiiDocurnents and SettingsidalejsekmiMy DocumentsiICC) Likel2604. ., Dialer.Cyberbil e High 26/09/2006
0 CiDocurents and SettingsidolejsekmniMy DocumentsiIC Likel 2604, ., Dialer.Cyberbil e High 26/09/2006
0 C:\Docurents and SettingsidolejsekmniMy DocumentsiMy malwareim, .. Dialer  ALifeDialer High 26/09/2006
0 C:\Docurents and SettingsidolejsekmniMy DocumentsiIC Likel 2604, ., Dialer ALifeDialer High 26/09/2006
0 C:\Documents and SettingsidolejsekmniiMy DocumentsiMy malwareim. .. Downloader. PurityScan.k High 26/09/2006
0 Ci\Documents and SettingsidolejsekmniiMy DocumentsiMy malwareim, .. Downloader, PurityScan.k High 26/09/2006
0 CiiDocuments and SettingsidolejsekmniMy DocumentsiICG Likel2604, ., Downloader, Purity3can.k High 26/09/2006
[ Ci\pacuments and Settings\dolejsekm| My Documents\ICQ Lite 2604, .. Downloader,PurityScan.k High 26/09)2006

Select All | Invert Selaction

The dialog displays a list of all items stored in the quarantine, including the
following information:

° Origin: Displays the full file path to the location where the malware was
found.

° Infected with: Displays the malware identity.

° Risk: Display the level of risk that the malware causes.

° Date: Displays the date that the object was moved to the quarantine.

Below the list the following control buttons are displayed:

° Remove finally: Will permanently delete the selected objects. This operation
cannot be undone.

° Restore: Will restore the selected objects to their original location.

° Select All: Selects all items in the list.

° Invert Selection: Selects all unselected items and deselects all selected

items in the list.
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7. Scanning and Reports

One of the main features of AVG 7.5 Anti-Spyware is on-demand scanning. On-
demand scans are designed to scan various parts of your computer whenever
suspicion of possible malware infection arises. It is strongly recommended that you
carry out such scans regularly, even if you think that no malware is present on your
computer. The recommended period for complete system scanning is approximately
once a week.

Click on the main menu icon Scanner, then select the Scan tab.

#F AVG Anti-Spyware =1 x|
i Y =@ 7 E B ] ?

Status Update Scanner Shield Infections Reports Analysis Tools Help

Scan |  Settings ||  Scheduler |

Complete System Scan
Scanthe memory, registry and all your hard drives.

Fast System Scan
Scan the memory, registry, windows directory and cookie folder.

Registry Scan
Scan the Windows registry for malkware traces.

Memory Scan
Scan the memory for active threats.

Custom Scan
Scan eventhing you want.

XA XK

The following scans are available by default:

° Complete System Scan: Scans all hard drives of the computer and also
scans the memory and the windows registry.

° Fast System Scan: Scans the most vulnerable parts of your system such as
the memory, windows registry, windows directory, and the cookie folder.

° Registry Scan: Scans the windows registry.

° Memory Scan: Scans the memory for active threats.

° Custom Scan: Create a customized scan profile (see chapter 7.1 Scan

Profiles). These customized scans can be configured to scan selected areas of
your computer and can also be scheduled for regular scanning (see chapter
7.2 Scheduling Scans). Other predefined scans cannot be scheduled

Note: Configuring aspects of scanning such as file types to be scanned, and
malware types to be detected, can all be done from the Settings tab, (see chapter
4.3 Anti-Spyware Scanner for details on configuration options).
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7.1. Scan Profiles

If you would like to schedule regular scans, then you must first create a scan
profile. Click on the main menu icon Scanner, and then select the Scan tab. Now
click on the Custom Scan option.

aF AVG Anti-Spyware
g b | @ 7
Status Update Scanner Shield
[ Scan | Settings || Scheduler

=7 Here you can create and run custom scan profiles.

Profiles
23] test profile 1
21l memary scan profile

# Memory

[ Add Prafils

[ Rename profile

[ Remaove Profile

=] x |
?
Tools Help
Add Registry |

[ CDocuments and Settingsidolejsekm| My DocumentsiMy, .

Add FiledF older |

Schedule this profile ]

Scan Mow ]

Cancel ]

7.1.1. Creating a Profile

Here you have the following options in the left-hand panel:

o] Add Profile: Will create a new profile in the Profiles list above. You can

choose a name for the new profile.

o] Rename Profile: Rename the selected profile.
o] Remove Profile: Delete the selected profile without any further
warning.

7.1.2. Configuring a Profile

Once you have created a profile you can configure it using the following

buttons from the right-hand panel:

o] Add Registry: Include the windows registry in the selected profile's

scan.

o] Add Memory: Include the computer's memory in the selected profile's

scan.

o] Add Files/Folder: Include specific files/folders in the selected profile's

scan.
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o] Remove Selected: Remove the profile item (selected in the central
panel list) from the selected profile's scan.

o] Schedule this profile: create a schedule for the selected profile (see
chapter 7.2 Scheduling Scans).

o] Scan Now: Run the selected scan profile now.

o] Cancel: return to the previous dialog displaying the list of pre-defined
scans.

7.2. Scheduling Scans

We recommend that you schedule a full system scan (a scan profile that also checks
memory and all hard drives) to occur daily. As new malware is released at such a
fast pace daily scanning will ensure security for your computer.

Existing scan profiles can be scheduled to run at regular intervals. Click on the main
menu icon Scanner, then select the Schedule tab. Now select the required scan
profile from the list of profiles in the left-hand panel. The right-hand panel will now
display the following options:

° Schedule this profile: Select the checkbox if you want to apply a schedule to
this profile. Note that each profile can only have one schedule.

° Start time: Specify the start time for the scan. Either specify an exact time
(Fixed Time) or specify the length of time after starting the computer before
the scan starts (Time after Startup).

° Period: Select how frequently the scan should be run:
o] Daily
o] Every 2nd Day
o] Once a Week: Select the day of the week from the dropdown list.
o

Once a Month: (Each first / Each last / Each), then select the day 01-
31.

° If scheduled time was missed catch up as soon as possible: If this
checkbox is selected, then any missed scan we be carried out at a later time
(as soon as resources are available).

° Don’t execute if a fullscreen application is running (e.g. a game): If
you have a highly-demanding application which runs in full-screen mode you
can select this option to postpone the scheduled scan. It is advisable if you
select this option, that you also select the option above it, for catching up on
missed scans.

7.3. Managing Reports

Scan results can be saved as reports. This can be done manually by clicking on the
Save Scan Report button, (which is displayed after each scan is completed).
Alternatively, you can configure AVG 7.5 Anti-Spyware to automatically save scan
results after each scan (see chapter 4.4 Reports).

All saved reports are accessible from the Reports dialog.
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28 AVG Anti-Spyware [ ]
(o F=% -} —_—
. 9 2 ¢ ¥ ] ?
Status Update Seanner Shield Infections Reports Analysis Tools Help
Module DratefTime - s
2 scan 26.00.2006 15:23:19 | |G Anti-Spyware - Scan Report
+ Created at: 1323119 260872006

+ Scan result:

ChDocuments and Settingsidolejsekmibly Documents\CQ Lite 260403 306WMichal kK_33
CaDocuments and Settingsidolejsekmibly Documents)CQ Lited260403306WMichal K_33
CaDocuments and Settingsidolejsekmibly Documents)CQ Lited260403306WMichal kK_33
ChDocuments and Settingsidolejsekmibly Documents\CQ Lite 260403 306WMichal kK_33
CiaDocuments and Settingsidolejsekmibly Documentsihly malwareimakyarel793F 2201 ¢
CiaDocuments and Settingsidolejsekmibly Documentsity malwareimahwareifutston WEX
CADocuments and SettingsidalejsekmiMy DocurmentsiMy malware\malwarelsais.ext -=
CihDocuments and Settingsidolejsekmibly Documentsibly malwareimakvareisais_2 vexl
CaDocuments and Settingsidolejsekmibly Documents)Ca Lited260403306WMichal kK_33
CADocuments and Settings\dolejsekmiMy DocurmentstCQ Litet260403308WMichal k_33
CiaDocuments and Settingsidolejsekmibly Documentsihly malwareimahvarel ST 8 EXE
CiaDocuments and Settingsidolejsekmibly DocumentsWy malwareimalwareilnstaFinder
CADocuments and Settings\dolejsekmiMy DocurmentstCQ Litet260403308WMichal k_33
[ Save report as CiDocuments and Settingstdolejsekmibly Documents\Wy malwareimalwareisaw. exe -»
ChDocuments and Settingsidolejsekmibly Documents\CQ Lite 260403 306WMichal kK_33
CaDocuments and Settingsidolejsekmibly Documents)CQ Lited260403306WMichal K_33 [v

[ Remove selected report

[ Remove all reports ] <] M | 2]

Click on the main menu icon Reports, then select the required report from the list
in the left-hand panel. The selected report will be displayed in the right-hand panel
and the following 3 buttons will become active at the bottom of the left-hand panel:

° Save report as: Allows you to export the selected report into a text file.
° Remove selected report: Will delete the selected report from the list.
° Remove all reports: Will delete all reports from the list
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8. Program Updates

Anti-spyware programs can only guarantee reliable protection if they are updated
regularly. AVG 7.5 Anti-Spyware provides a reliable and fast update service with
quick response times. New spyware threats are continually being created and
spread very quickly. Therefore, it is necessary that your anti-spyware program is
updated on a regular basis to protect you against all new threats.

8.1. Update Status

The update status of your AVG 7.5 Anti-Spyware is provided in the Status dialog:

&% AVG Anti-Spyware
o =1
WH q ) ‘ F
Status Update Scanner Shield Infections

= Your Computer's Security

Resident shield o active Change state
Automatic updates o/ active Channge state
Lastupdate o 26/09/2006 Update now
Last scan of 26092006  Scan now
Signatares in database 3 41,674

Detected makware so far 3 550 Reset counter
Files in guarantine I\af) 14 Show gquarantine

Everything is ok.

Al your security settings are set to the macimum level of
protection against malware and intruders. The resident
shigld will block and clean thrests trying to run oncyour
zyzstem and automatic-update will ensure that you are
always up to date and protected against the lstest threats.

v

S=]) <
B [ ?
Reports Analysis Tools Help

< Your license

Version: 71.5.0.45 plus
Premium support: Yes
Premium updates: Yes

Thank you for huying the plus version of AWG
Anti- Spyweare.

Enter new license code
Request technical support

The Your Computer's Security section provides the following information on the

Last Update:

° whether the product is updated:

o] 4 yes, your program has been updated

o] o no, your program has not been updated recently and your computer
is at risk; therefore you should run the update process immediately

° when the last update was performed (date)

° provides an option of launching the update process directly - Update now

-1, 5.0, All rights
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8.2. Update Set Up

Specific parameters of the update process of your AVG 7.5 Anti-Spyware
program can be set up within the Update dialog (click the main menu icon

Update):
oF AVG Anti-Spyware =] |
e (4) 2 W * B W ?
Status Update Scanner Shield Infections Reports Analysis Tools Help

= Current Status
=7 Settings
AT L Ifyou need to use a proxy to connectto the
Internet, you can specify it below, atherwise
vou should not modify these options

=7 Manual update
O Use prosy

Here you can manually run an update. We recommend using the
automatic update to ahways be protected against the latest threats.

[ Start update

=7 Automatic update

Download and install updates automatically {recommended)

Here you can set up the automatic updates time interval. | |
This feature is anly available for paving custormers. | |

Show notification when an update is installed automatically

Update interval: .

The dialog is divided into four major sections:

° Current Status

If there is an update process currently running (launched manually or
automatically), the progress bar provides an overview of its progress. The visual
information is accompanied by a text specification on the respective process
running.

The update related status information in this section defines the update availability,
with the following possibilities:

o] Ready for update - this indicates that the program is ready to check for
an update. Click on the Start update button to start the update process.

o] No update was available - the program has checked for the presence
of new update files and has not found any; no new update files were
issued since you last launched the program update;

o] Update successful - information provided after an update process has
been completed successfully.

www.grisoft.com
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Manual update

The Manual update section of this dialog offers the possibility of launching an
update manually when the need arises. Generally, it is recommended to
schedule your updates automatically (see the next section) but a situation
may occur when it is critical to have the latest update files available and then
you may want to launch the update manually. Simply click the Start update
button; the update process will display in the above described Current Status
section.

Automatic update

The option of automatic update scheduling is only available in the AVG 7.5
Anti-Spyware full version. If this section is not activated in your program,
you may need to register your license number (see chapter 3.2 Switching to
Full Version) in order to be allowed to use the entire range of the full version's
features.

In the full version, the automatic update option is set up in the program by
default. The specifications are as follows:

o] Download and install updates automatically - the program wiill
automatically check for new update files and download and install them
on your computer when any are available; the check will be performed at
the time interval you have specified (see the paragraph below). If for
some reason you want to disable this function (not recommended),
uncheck the respective check box.

o] Show notification when an update is installed automatically - an
automatic notification window will be displayed after the update process
is completed successfully. You may disable this function by un-checking
the respective check box.

o] Update interval - from the drop down menu select the time period that
best suits your needs: the program will perform an automatic update
check at the defined intervals.

Settings

The Settings section of this dialog deals with the detailed configuration of the
Internet connection used for the update download. Here You need to specify
your proxy server parameters (if using a proxy server). However, this
configuration is described in details in chapter 4.7 Internet Connection

Settings.
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9. FAQ and Technical Support

9.1. Online Help

In case you are unsure about the meaning of a specific program dialog or its item,
you may want to consult the online help. Click the main menu Help icon in the
program to look-up the relevant information:

&8 AVG Anti-Spyware HEa
3 a a o
U d L2 ¢ & B )
Status Update Scanner Shield Infections Reports Analysis Tools
< Your Computer's Security ~ Your license

Resident shield active Change state

7 Version: 7.5.0.45 plus
Automatic updates o active Chande state Premium support: o
Lastupdate 7 2610972006 Update now R =
Last scan o 26/09/2006 Scan now

Thank you for huying the plus version of AVG

Signatures in database @) 41,674 Anti-Spyrare.
Detected malware so far 3 550 Reset counter
Files in guarantine @ 14 Show quarantine

Everything is ok.
Al your security settings are set to the maximum level of J

Enter new license code

protection against malware and intruders. The resident

shigld will block and clean thrests trying to run onyour .
system and automatic-update will enzure thet you are Request technical support

always up to date and protected against the lstest threats. ’

9.2. Frequently Asked Questions

Should you experience any problems with your installation of AVG 7.5 Anti-
Spyware, whether sales related or technical, please refer to the FAQ section of the
Grisoft website at www.grisoft.com.

9.3. Technical Support

If you do not succeed in finding help in the FAQ list, you may want to contact the
AVG technical support department using the online form located on the Grisoft
website at www.qgrisoft.com.

In the web form please fill in all required information in the respective text fields,
i.e. provide your e-mail address and an exact description of the problem you have
encountered. Within the problem description please do not forget to include the
following important information: your operating system version, Internet Service
Provider (ISP), or additional installed security software (Firewall, Anti-Virus, ...) in
your query. This helps a lot to reduce response times.

Optionally, you can attach a specific file (e.g. diagnostic log file) or a screenshot to
your report.
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