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The following icons appear in the user manual:

The information icon precedes important information.

& | The example icon indicates a practical illustration of a process or procedure.

The hint icon indicates a suggestion or hint to guide or assist you with performing a
task.

v | The warning icon provides a warning against potential mistakes and actions that could
cause critical error.
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The Plug-in Installer allows you to upgrade existing Server Edition (SE) Backup Clients with
added functionality by installing application-specific plug-ins and other monitoring tools. You
can also upgrade existing plug-ins with this installer. As from Attix5 Pro v5.0, plug-ins can also
be auto-updated during the backup process, if enabled on the Storage Platform.

The SE Client must be installed on the computer before you can install any plug-ins. SE plug-
ins require working space for the cache and disk space for creating a data dump and patches.

i Ensure that the drive on which the SE Client is installed has enough free hard
| drive space to store an extra copy of all the selected files. If not, move the ToBackup,
Cache and dump folders to another drive.

The application that the plug-in will be working on does not have to be installed before installing
the SE Client. Simply run the Plug-in Installer executable and supply the necessary information.
The installer will prompt you to close the SE Client interface, if it is open, when running the
Plug-in Installer. The installer also checks various requirements (such as operating system and
MS .NET Framework installation) and adds a note next to the plug-in name should the
requirement not be met.

B Plug-in Installer E3

Select the plugins you want installed.
Plug-ins marked with a“ are already installed on the system.
Plug-ins marked with a* will be upagraded.

I Email Notification

[]  Exchange 2003 Single Mailbox Recovery
[[1  Exchange 2007 Single Item Recovery

[[]  Exchange 2010 Single ltem Recovery Plus

[l Lotus Domino 6.5/7
[]  MS Exchange Server 2003/2007
0

MS SOL Server
[1  Oracle 9i/10g
[ Script
[ Sharepoint
[]  System State
[ YMware20 [ESX 3.5)
[ YMware5 [ESX 3.5)
] VMware50 [ESX 3.5)
[ YMwarePlus (ESX 3.5)
[]  ¥SS [Exchange 2003/7/10, MS SOL 2005/8)

ATTIX Pro

Attintnstaller

Back |

Close I
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The installer will detect the current SE Client installation location and confirm it as part of the
installation process.

A list of available plug-ins will enable you to select the plug-ins you wish to install and/or
configure. Plug-ins marked with © are already installed on the system. Any plug-ins marked
with a © blue icon will be upgraded to the latest plug-in version.

Select or deselect any of the plug-ins by clicking in the checkbox next to the plug-in name. After
you have made all the necessary changes, click Next. The next step in the wizard will display a
summary of all the changes that you have requested.

Click Apply requested changes to continue with the upgrade or Back if you want to modify
your selection.

The Plug-in Installer stops the SE Client service, installs/upgrades/uninstalls the selected plug-
ins and starts the service again. Click Finish to close the application. After installing the plug-
ins, open the SE Client and configure the installed plug-ins. For more information about the
plug-ins, see Chapter 2, “Plug-ins” below.

i As a precaution, the Plug-in Installer does not remove the dump folder used by
the plug-ins or any plug-in-specific settings when you remove plug-ins. You have to
remove it manually if needed.
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Adding to its features and functionality, Attix5 Pro Server Edition also provides a solution for

numerous databases and applications. These solutions are provided as plug-ins to the Server

Edition of the Client software.

Once installed, plug-ins display in one of two areas of the SE
Client application: in the Backup Selection tree or in a
dedicated dialog box. Plug-ins available in the selection tree
can be selected/excluded for backup in the same manner as
all other items in the tree. Plug-ins available in dialog boxes
can be enabled/disabled/configured via the Tools menu.

The table below lists the plug-ins included in the SE Client
(in the same order as displayed in the Graphical User

- i@ Backup Selection | ) Restore

@l My Computer

= [
E}\/ $Recycle.Bin
-4 ATI
E%l/ Backups
E%l/ Logs
-}~ MSOCache
E%L, Perflogs
-} =’ Program Files

Interface), alongside the section numbers in this chapter that

describe them.

Server Edition Plug-ins currently available

Email Notification

Exchange 2003 Single Mailbox Recovery
Exchange 2007 Single Item Recovery
Exchange 2010 Single Item Recovery Plus
Lotus Domino 6.5/7

MS Exchange Server 2003/2007

MS SQL Server

Oracle 9i/10g

Script

SharePoint

System State

VMware (ESX 3.5)

VSS (Exchange 2003/7/10, MS SQL 2005/8)

V2.13

V3.6 (SMR)

V1.9 (SIR)

V1.0 (SIR Plus)

V2.8

Va2.19

V3.8 (2000/2005/2008)
V2.9

Vi.5

V3.3 (2003/2007/2010)
V3.1

V1.1 (20, 5, 50 & Plus)
Va.7

Dialogue
Dialogue
Tree
Tree
Dialogue
Dialogue
Dialogue
Tabs
Dialogue
Tree
Dialogue
Tree

Tree

i) | Note: Only plug-ins that appear in the selection tree can be used in secondary backup

sets.

Attix5 Pro V6.2 Copyright © Attix5. All rights reserved.
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The Email Notification plug-in enables you to receive email notification on backup activity. You
can configure the plug-in to notify you on a specified email address when a backup has been
successful, when it failed or both. The level of information can also be specified.

i) Please refer to the Attix5 SE Client User manual seeing that this plug-in comes
standard with every SE Client installation.

This plug-in has been included in SE installers since v4.2. If it is not installed, run the Plug-in
Installer and select the Email Notification plug-in.

i) The Plug-in Installer will run automatically during the SE Client installation if
located in the same folder as the Client MSI.

To configure the email notification
plug-in: v Use email notification
1. On the Tools menu, point to Plug- ¥ htify me when a backup fails
ins, and then CliCk Email Messages Subject: |Backu|3 Failed
NOtiﬁcation. ¥ Motify me after a successful backup

Messages Subject: IBackup Compleked

2. SeleCt the Use emall nOtlﬁcatlon ¥ append the subject line with the following options and message

check box to enable the plug-in.

¥ WWarnings v Errars Iencountered, Flease check Log
3. Select the types Of notifications to e.g. Backup Completed - Warnings, Errors encountered, Please check Log
. . . Mail settings
be emailed. The following options : :
Tot |adm|n@yourdomaln.com
are avallable: From: |backup@yourd0main.com
Notlfy me When a backup SMTR server: |smtp.yourdomain.com
fails [~ My SMTP server requires authentication
. L H
Notify me after a successful e |
Password: I

backup

Test |

Append the subject line

with the following options

Attachment settings

and message:

% Summary, warnings and errors
Warnlngs i~ Entire Iog file {as per Advanced Options log level setting)

Errors I Backup selection report

Ok | Cancel |
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You can modify the Email subject and content for each of the options by
clicking in the relevant message box, and then editing the text.

The Backup Account name is automatically included in the subject, e.g.
“Backup Completed [Backup Account name]”.

4. Inthe Mail Settings area, type To and From email addresses in the fields provided and
supply the SMTP server address and authentication information if necessary.
; In the SMTP Server box, you can specify the SMTP Server name in
isolation (e.g. mail.company.com) or you can include the port number

(e.g. mail. company.com:80).
When no port is specified, 25 will be used by default.

5. Click the Test button to verify that the settings are correct. A test email will be sent to
the address specified in the To field and a message will appear confirming if the email
was sent successfully. Click OK to close the message and return to the Email
Notification settings dialog box.

Select the Attach files check box to include a log file and/or report as attachments.
In the Attachment settings area, select from the following options:
Summary, warnings and errors
Entire log file (as per Advanced Options log level setting)
Backup selection report — Provides a summary of the backup selection
8. Click OK to save the settings and close the Email Notification settings dialog box.

The email notification plug-in is now activated and will start emailing reports during the next
backup.
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The SMR plug-in is used to backup and restore single Exchange server mailboxes. The SMR
plug-in makes use of a robust Exchange tool called ExMerge to perform the backup and restore
operations. However the plug-in presents a user interface facade to the ExMerge settings file
(usually exmerge.ini) so that ExMerge can be configured from the Attix5 Pro SE client. Once
configured, ExMerge can be run in ‘batch’ mode that does not require user interaction.

SMR does not require MAPI or a MAPI profile to perform its functionality as the plug-in makes
a native call via the COM component to query LDAP for the list of Exchange mailboxes. The
SMR plug-in supports Exchange 2003 only.

To install the SMR plug-in on an existing SE Client, run the Plug-in Installer and select the
Exchange 2003 Single Mailbox Recovery plug-in.

Additional files are created after running either SMR Backup, or SMR Restore, but these will be
detailed later in this chapter. These files pertain to ExMerge settings with SMR Backup files
having a ‘smrb_’ prefix, and SMR Restore files having a ‘smrr_’ prefix.

You have to change the Attix5 Backup SE Service Log On during start-up from the Local
System account to an account with adequate permissions/administrative rights on the server to
access the Exchange Information Store. Open the Computer Management console by right-
clicking on the My Computer icon and selecting Manage. Expand the Services and
Applications section and click on Services. Right-click on the Attix5 Backup SE Service
and select Properties. Click on the Log on tab, select an Administrator account and supply
the log on password.

Microsoft Exchange 2003 note: You must add an ExMerge security group to the server if
you are using Microsoft Exchange 2003. Add this group by selecting Active Directory Users
and Groups from the Administrative tools menu in the Control Panel. The user that you
selected for the Attix5 Backup SE Service start-up must be added to this group.
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Select Plug-ins from the Tools menu and select SMR Backup. Enter the details as indicated
in the dialog box (screenshot available on the following page). Folder to backup to: Specify
where the mailbox PST’s must be stored. SMR will specify <SE Root Dir>\pstbackups by
default but this can be modified to any location visible on your server, including mapped drives.

Exmerge appends a PST file with the changes since the last backup. The file may therefore
increase during each backup and Exmerge cannot reduce the size of the PST file. The Delete
existing PST files option enables you to specify that existing PST files must be deleted during
the backup process. A smaller file will be generated and compared with the copy in the Cache to
create the patch. This option is especially useful after reducing mailbox limits/sizes in the
Exchange server. Click on Customize to specify which days of the week you wish to delete the

PST files in the dump folder. All x|
days are selected by default. fuldepioltacErt

Folder name:; |C:'|,Pr0gram Files\ AttixS Backup Professional SEvpstbackups | ’W
User mailboxes to back up: Here [ Delete existing PST Files in durnp Folder pricr to backup
you must provide the name of your User mailhoxes to back up
Exchange server in the Server Server name: | DEVERCH2 |
Name text field and the ‘Add ... Che S
and ‘Remove’ buttons are used to e e

select/remove the Exchange Verify..

mailboxes. See the ‘Add...” note |
below.

Localization. .. | I Check Configuration.. .

Exmerge Logging

The Verify button can be used to
verify =~ whether the  selected

mailboxes are in sync with Active Exmerge ogaing levels | (1)~ |
Directory. The plug-in will list any

|1 Ralllog files larger than

missing mailboxes and provide you

with the option to remove them from
the list.

Use the Localization button at the bottom of the SMR Backup window in case you are
experiencing problems connecting to the Exchange Server.



ATTIX®

The Check Configuration button
determines whether the SE service
has sufficient permissions to access
Exchange and the SMR Configuration
Results page will provide in depth
information about the configuration,
and possible permission issues.

[31SMR Configuration Results

x|

Flease ensure that your service account or one of its associated groups is in the list of
trustees with Send-As and Receive-As rights set to ‘Allow’,

If it is in the lisk of trustees with these rights set to 'Deny’, you will need ko correct
yaur account configuration,

Failure to do 5o may compromise your SMR backups,

SE Service Information

This information refers to the backup service thak controls SMR.,

SE Service account: JNexmerge

Group memberships: Domnain Users

Please ensure that your service

account or one of its associated

groups is in the list of trustees with )
Exchange Server Information

Send-As and Receive-As rights set to SR eI EEREIER

Allow. AD Path: LDAP: [fCN=Mailbo: Store (DEVEXCHZ), CM=First Storage Group,Ch=
Trustees with Send-As set to Allow': Trustees with Receive-As set to ‘Allow':
EXCHDEY\exmerge EXCHDEY\exmerge

If it is not, you will have to correct
your account configuration. Failure

to dO SO may Compromise your SMR Trustees with Send-As set to ‘Deny': Trustees with Receive-as set to 'Deny’:
EXCHDEYY Administrator EXCHDEY\Exchange Domain Servers

backups. EXCHDEW\Domain Admins EXCHDEW Adrministrator
EXCHDEVYEnterprise Admins EXCHDEW\Domain Admins

EXCHDEY\Enterptise Admins

Ok

The one exception to this is if your SE

account is setup as LocalSystem. In

this case, the ‘Check Configuration’
feature will simply warn you that it is set to LocalSystem. The onus will be on you to ensure that
LocalSystem is sufficient, or whether you need to setup a unique account for your SE service.

Exmerge logging option enables you to specify the level of information logged in the Exmerge
logfile. You can enable log file rolling and a log file retention period to limit the space required
by these logs. Note that the plug-in will process these options before each backup, so files may
exceed their size, until the next backup.

Click the ‘Add...” button to retrieve a list of available user mailboxes on the indicated server as
shown below.

Select the users from the ‘Available users’ i
list by selecting the users and clicking the ]
. Forailafle users Ealeclad users
‘Add >’ button to add them to the list of stz =l 5
‘Selected users’. Click OK to return to e
varry Peris
the previous dialog. The selected users :‘;;;’;‘: hdd >
will now be shown in the list of mailboxes Tt Acuint < Remsss
that will be backed up (as is shown in
image to the right). =| =|
L= 4 Carel
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Once you have completed your selection, click the OK button on the ‘Backup Settings’ dialog
box. This will store your settings in a “.ini” file ready for your next manual or automatic backup.

Backup Settings

The settings you selected are stored in two files in the <SE Root Dir>. These files are:
smrb_exmerge.ini — this is the main settings file that ExMerge will use for the backups
smrb_mailboxes.txt — this indicates the mailboxes you selected from the list of available
user mailboxes

Once you have completed your first backup, you will find an additional log file in the directory
where you indicated your mailbox PST files to be stored:
smrb_exmerge.log — this file provides detailed information about the backups
performed and can be examined if any errors are suspected to have occurred

Output during a Backup
ET

see the following output as evidence that the Savving selection -
.. . . . Cannsching b servics
SMR plug-in is doing its job. StartingLaiug
Srarting SR Backup
Laurching Exfangs
Eaxbar s wsited successhully
SRR backap complate
Savineg sebaction kst
iChesching Fing s e
Tokal seleckion: 21,96 MBin |7 fles
Chacking cache
Crastirg patchas
WAdding resw filas
Total backup size: 26,1 KB
Trdtiakizine SHUfe Fandom generabor., ..
Confecting b server
s Eusenac Hase Sarsar Tuserd Basds 117 Shabanhasch =l

[ ]

I

When you initiate a manual backup, you will

During the backup, when the line:

“Launching ExMerge” appears in the x|

output, you will also notice an additional dialog .
sional SE\pathackups’,

box, from ExMerge, will be launched for the H"MB%W".
duration of the SMR backup. This dialog box ?;"ifi";ﬂfa [171azz Sucosstes:
provides details about the ExMerge backup in Ehapred Tme:  [6E60.0004 pRas
Workirg on Malbox 5 ol B pelectad
progress. SEENENENEEENENENEENENEER
Moo information

Peasfuming Step:c  Copying fiom S erder Madbos bo Pessonal Foldars:
Cumont Malbox  Staphan Thiel
dialog box will be closed automatically. Cusert Folder.  \Serd e

Once the ExMerge backup has completed, this

i) | Note: This dialog box does not appear
for automatic backups.
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Unlike — the  SMR Backup x
functionality, which effectively Folder to restore from

configures the backup settings to Falder name: |C:'I,Program Files\attixS Backup Professional SE\psthackups| | Browse
be used at a later stage (either User mailboxes to restore

when an automatic backup runs, Destination server: |DEVEXCHZ |
or the user manually requests a e Al add...

testz-2

backup); the SMR Restore test3-2 Remove
functionality should only be used Yerify. .

when an actual restore operation

is required. E

Lacalization. .. Exmerge logging level: | Medium (2) W

| Restore || oK || Cancel |

Select Plug-ins from the Tools
menu and then SMR Restore.

Folder to restore from: This indicates the folder where the PST files can be found that match
the user mailboxes you selected for restore.

User mailboxes to restore: This is where you indicate both the server to which the PST files
should be restored, and the available mailboxes that should be restored. Only previously backed
up mailboxes available in the specified folder will be in the list of available mailboxes. You can
use the Verify button to determine whether the mailboxes you are about to restore, actually
exist in Active Directory, as this is a requirement of a successful restore.

As per the SMR Backup instructions [(® Select User Moilboxes x|
specified  above, indicate a Lise: the lsts below to select the user madbors you wish b retore.
destination server in the mfem: . f:::::iﬂ“sm .
Destination server text field and inthorry Kright

click the Add Users... button. mm Add >

Select the users from the Available Stepen Thie I

users list by selecting the users and

clicking the Add > button to add g o

them to the list of Selected users.
Click OK to return to the previous o | coxa |
dialog. The selected users will now

be shown in the list of mailboxes that will be restored (as is shown the previous image).
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Once you have completed your selection, click the Restore button on the Restore Settings
dialog box to begin the restore operation. This will store your settings in an .ini file and launch
ExMerge to perform the restore operation.

Restore Settings

The settings that are saved prior to the restore being launched are stored in two files in the <SE
Root Dir>. These files are:
smrr_exmerge.ini — this is the main settings file that ExMerge will use for the restore
smrr_mailboxes.txt — this indicates the mailboxes you selected, to be restored, from the
list of available user mailboxes

Once you have completed the restore, you will find an additional log file in the <SE Root
Directory> as follows:
smrr_exmerge.log — this file provides detailed information about the backups
performed and can be examined if any errors are suspected to have occurred.

Output during a Restore

After you click ‘Restore’ and your x

restore settings are saved, ExMerge Mesgin data o FST flt s T\Promuss i

will launch to perform the restore. You L R SR R R

will see the following output during the Ciopy Slatistics
f th " H ( Copy dated st | 171226 Sucories [
p.rocess 0 . e restore operation (see e ¢ ahace:
right-hand image). Wierking on Matbeie 4 of & selacied
AEREERNNENEERNEDN
This details the activity during the P

Ferforming Stepe  Menging diata from Permonal Folders bo Server

restore, including how many mailboxes
Cunent Madboe Kb Giobile

will be processed, and where ExMerge PR

is in the restore progress.

Upon completion, the SMR Restore plug-in will then determine whether any errors were
detected and report this to the user.

If no errors were detected then =
the dialog on the right will be 57y Puestons compbetnd successluly,

h o eirons mesre debechsd.

shown. Fer detalli chwk log s st CofPrognas Files|A2tinS Baciug Prof il SE T _ararmirigmn iy

[ o |
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If errors were detected, then the =l
dialog on the right will be shown. Fiestors completed bt 2 eeroes were detectid.

For detals ched kg Nie ot O Pregram Fles|AltxS Beclug Profesmional SE s _gamengs.iog

[e]]

The indicated log file will detail the errors for further troubleshooting or problem solving.

ExMerge is a utility provided free by Microsoft™. Its initial intention was to alleviate the burden
of moving mailboxes between servers, and migrating mailboxes from, say, Exchange 2000 to
Exchange 2003. It primarily uses MAPI to accomplish all of this functionality and is a very
useful and configurable tool.

You will find an “Exmerge.doc” Word document provided with the SMR plug-in. This
document provides some insight into the functionality ExMerge provides. In addition to
information about the various settings available for configuration with ExMerge, you should
read this document to understand what the various releases are, past and current bugs,
limitations of ExMerge etc. While we do not recommend that you manually change any of the
settings in the various configuration files, it is useful to know the full power of ExMerge’s
capabilities. Some important configuration settings to take note of:

MergeAction

; This setting controls which merge procedure to use:

; Possible values:

; 0-  Extract (Merge data to Personal Folders)

s1- Import (Merge data _from Personal Folders)

;2-  Extract&Import (Export from one server and Import into another server)
; Default value: o

SMR Backup: o

SMR Restore: 1

SourceServerName
; Name of the source Exchange server, from which data will be extracted.

; This setting must be specified if the MergeAction specified is Extract or Extract&Import

SMR Backup only: set to whatever user specifies in ‘Server name’ text field
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DestServerName
; Name of the destination Exchange server, to which data will be written.
; This setting must be specified if the MergeAction specified is Import or Extract&Import

SMR Restore only: set to whatever user specifies in ‘Server name’ text field

LogFileName

; Name of the log file to be used

; Default value: C:\ExMerge.log

SMR Backup: <PST Data Dir>\smrb_exmerge.log
SMR Restore: <SE Root Dir>\smrr_exmerge.log

LoggingLevel

; Set the level of logging:
; Possible values:

; 0-None

; 1 - Minimum

; 2 - Medium

; 3 - Maximum

; Default value is o
SMR Backup and Restore: 2

DataDirectoryName

; Name of the directory to which .PST files will be written or where .PST files will be expected.
; If the directory does not exist, it will be created.

; Default value: C:\EXMERGEDATA

SMR Backup: set to value of ‘Folder to backup to’ text field

SMR Restore: set to value of ‘Folder to restore from’ text field

FileContainingListOfMailboxes

; Name of a text file containing the Exchange Distinguished Names (DN) of mailboxes to be;
worked on.

; Each line of the file should have the following format:

; <SourceDN> [, <TargetDN>]

; The TargetDN is optional. Ifit is specified, depending on what the selected merge action
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; 1s, it will be used to get the name of the PST file to be generated, or the name of the

; mailbox into which data

; will be merged. By default, a comma is used as the delimiter between the source and

; target DNs. You

; can specify another delimiter, using the DelimiterUsedInMailboxFile setting.

; Blank lines are ignored.

; Lines beginning with a ##~ are ignored as comments

; If this setting is not specified, all mailboxes, except those for services (DS, IMS etc.) on the
; specified server will be processed.

; Default value: Blank

SMR Backup: <SE Root Dir>\smrb_ mailboxes.txt
SMR Restore: <SE Root Dir>\smrr_mailboxes.txt

DataImportMethod

; This setting controls how the data will be copied from the source store to the target store.

; Possible values:

; 0 - Copy all messages from the source store to the target store

; 1 - Merge messages into the target store. Copy only those messages that do not exist in the
target store.

; 2 - Replace existing messages in the target store. (If a message in the source store

; exists in the target store, delete that message in the target store and then copy the

; message from the target store.

; 3 - Archive existing messages from the source store into the target store. If this option
;  is selected, the program will copy data from the source store to the target store and
;  then delete the data from the source store.

; This option is only valid if the MergeAction is Extract.

; Default value: 1

SMR Backup and Restore: 1
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The Attix5 SIR Exchange plug-in allows item-level backups to be done for Exchange 2007. This
includes mailbox folders, emails, mailbox local contacts, tasks, calendar items etc. Public folders

and documents are also supported.

To install the SIR plug-in on an existing SE Client, run the Plug-in Installer, select the

Exchange 2007 Single Item Recovery plug-in in the list and complete the installation.

1/

The SE Client and plug-in must be installed locally on the Exchange Server.

The SE Client service must be configured to run as a user that has Full access to
the individual mailboxes that must be included for backup. Refer to the following
for further information:

Exchange 2007: Ensure that the server where the SIR plug-in will run has the

Mailbox role installed to match where the MAPI connection points are.

The SIR Plug-in node will be shown underneath the standard backup selection tree and forms

part of the existing backup selection. All configurations have to be done within this view.

Start by clicking the main Exchange Items node in the tree.

[3] Attixs Pro SE ¥6.0.0 H=]
Fille Selection Tools Help
NSO
bakur s‘ze e Fm ool o ATTIX®Pro

dl Badup Seloction | 4 gestore | =] Logs |

ol My Computer

ERaY

L $Recycle.Bin
[ Boot

b dlientdump

L Config.Msi

[ Develop

- ex

[} ExchangeSetuplogs
L exdump

L inetpub

E-| Perflogs

[-L Pragram Files
E-L Program Files (x86)
| ProgramData
E-L Pythonize

A= System Yolume Information
Test
Users
indows

Connection Details

DC Hast |HDJ—VM—E><CGDT.att\x5vm‘com
Mote: IF using the default domain controller, leave the 'DC Host’ field blank.
LDAP Part 3|I=

Access Mailbox |Administrator@attix5vm.com
Mote: The access mailbox owner must have access ta all maiboxes that need to be
backed up.

I~ Ignore absence of Public Folders

General

Dump Folder Path Iogram FileshAttixS ProtBackup Client SE\ExchangeSirDump Brawse

[~ Enable verbose Logaing

Apply

Ready Last backup:23 Aug 2010 7:00:15 PM



http://technet.microsoft.com/en-us/library/aa996343.aspx
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i) All settings that could be retrieved from the Exchange server will be pre-
populated and only dump location needs to be specified.

Ensure that the DC Host, LDAP Port and Access Mailbox fields are correctly populated and
specify a dump folder location. Verbose logging can be enabled by selecting the Enable
Verbose logging that will show more detail in the backup log files.

Click the Apply button before continuing. This will invoke a login onto the Exchange Server and
show all items that can be backed up according to the access granted to the user being used by
the Attix5 SE Client.

i) Any errors will be shown at the bottom beneath the Apply button:

| ENA0Ie ¥eroose Logging

Apply |

Error scanning For Exchange Servers: Invoke of: Execute Source: Provider Descripkion:
Permission denied.
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All selected items or nodes will be included with the next backup to be performed by the Backup

Client by using the dump folder as specified.

Before attempting to back up mailbox items, please ensure the following:

MS Exchange is installed on the local system.

Outlook is NOT installed on the local system.

For Exchange 2007: Microsoft Exchange Server MAPI Client and
Collaboration Data Objects 1.2.1 are installed on the local machine. These
can be downloaded from the Microsoft website at:

The login credentials for the primary access mailbox that is used to create a
MAPI session is correct and that this user has full access to the mailboxes
that you wish to back up items from.

The user that the service runs as owns the primary access mailbox.

The user is not hidden from Exchange address lists.

Exchange 2007: Ensure that the server where the SIR plug-in will run has
the Mailbox role installed to match where the MAPI connection points are.

Items that have not been changed since the last backup will not be exported to
the dump folder, as they do not need to be transmitted to the Storage Platform
again.

& Backup Selection | = &estorel B Logsl

o My Carmputer
L
- H:

-’k Exchange Items

ik HDJWM-EXCGO7

S Calendar

5 Contacks

|E||:qJ Administr ator@attixSyvm, com
el Subfolder
Subfolder

g Subfolder

Item

%  Meeting before the meeting



http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
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For restores the required complete parent node or specific item must be selected for restore.

i8 Backup Selection & Restore | =] Logsl

_ﬂ Backups Ttem
=4 Last Backup (23 Jan 2010, 14:00:49) @ Meeting before the meeting
¢ B Exchange Itsms

=[5 HDI-YM-EXCGE07

- [g Administrator@attixSyvm.com
& Calendar
4 Contacks

I Y- PR Py

i) Before attempting to restore mailbox items, please ensure the following:
MS Exchange is installed on the local system.
Outlook is NOT installed on the local system.

For Exchange =2007: Microsoft Exchange Server MAPI Client and
Collaboration Data Objects 1.2.1 are installed on the local machine. These can be

downloaded from the Microsoft website at:

The login credentials for the primary access mailbox that is used to create a
MAPI session is correct and that this user has full access to the mailboxes that

you wish to back up items from.
The user that the service runs as owns the primary access mailbox.
The user is not hidden from Exchange address lists.

Exchange 2007: Ensure that the server where the SIR plug-in will run has the

Mailbox role installed to match where the MAPI connection points are.

[S1Restore O

eneral {ERERERGE GG 211 Y| w55 Plug-in: Exchange |

When perfarming an Exchange restore, please deselect the Restare directly to barget
Iocation’ check bax on the General tah.,

Connection Details

DC Host |HDJ-VM-E)<CGUT‘attixsvm.cum

Mote: IF using the default domain controller, leave the ‘TC Host’
Fiedd blank,

LDAP Port 389

Access Maibox  [Administr ator@attixvm, com

Rate: The access mailbox awner must have access to all
mailboxes that need to be backed up.

I~ 1gnore absence of Public Folders

General

This i the location where Exchange related files obtained from the Storage
Platform can be dumped.

Temporary Path | ttixS ProjBackup Client SEVExchangeSirDump Browse

[~ Overwrits target items

[ol3 Cancel Help

Click the Restore button on the toolbar. In the
Restore Options dialog box, select the
Exchange Plug-in: SIR tab. Verify the required
settings for the Domain Controller Host,
LDAP Port, Access Mailbox and Temporary
Path location that will be used as part of the
restore process.

i) If experiencing problems connecting
to an Exchange 2007 server that has no
public folders, select the Ignore absence
of Public Folders check box.

The items selected for restore will be recovered
directly to the live Exchange Server.


http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
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4. Exchange Single Item Recovery Plus (SIR Plus)

The Attix5 Pro Exchange SIR Plus plug-in allows mailbox or item-level restores to be done for

Exchange 2010 SP1 (build 218.15) or later. This includes mailbox folders, emails, local contacts,

tasks and calendar items. The Exchange SIR Plus plug-in does not replace the Exchange Single

Item Recovery plug-in and is not backwards compatible with it.

& | Example: To restore an individual email from a mailbox an administrator would use
the Exchange SIR Plus plug-in to back up the mailbox. When restoring, he would then be

able to navigate to and restore an individual email instead of having to restore the
entire mailbox.

Installation

To install the Exchange SIR Plus plug-in on an existing SE Client, run the Plug-in Installer,
select the Exchange 2010 Single Item Recovery Plus plug-in and complete the
installation.

Notes:
The plug-in requires version 6.2 of the SE Client and Plug-in Installer.
The SE Client and plug-in must be installed locally on the Exchange server.
When installing the plug-in on an Exchange server farm, the Backup Client and
plug-in must be installed on a Client Access Server (CAS) role.
Outlook must not be installed on the Exchange server.
To restore directly to Exchange, Microsoft Exchange server MAPI Client and
Collaboration Data Objects 1.2.1 needs to be installed.
The plug-in also requires the Microsoft .NET Framework 3.5 to be installed.

¥ Plug-in Installer [ X] |

Select the plugins you want installed.

i)
P

Plug-ins marked with a* are already installed on the system.
Plug-ins marked with a* will be upgraded.

W & Email Notification

[]  Exchange 2003 Single Mailbox Recovery
[]  Exchange 2007 Single ltem Recovery

CF  Exchange 2010 Single Item Recovery Plus

i) | Note: The plug-in needs to be licensed to function.

! Adminl Notiﬁcaﬁonl Expiryl Roll-upsl Messages| Updates I Proﬁling‘ Licences l

Select any combination of licence types from the list below and then assign an amc
licences using the add and remove buttons. Press OK to save your changes.

Licence 4 Total ¢ Assigned 4 Remaining
Server Edition 100 5 95
Exchange Single Item Recovery Plus 100 4 96

Attix5 Pro V6.2 Copyright © Attix5. All rights reserved.
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The Exchange SIR Plus plug-in can be configured from the Plug-in Configuration page of the
Account Setup Wizard.

I! Account Setup Wizard B3

Plug-in Configuration

The Following plug-ins can be configured now, or yvou can configure them later via the Tools ¢
| Plug-ins menu option.

i~ Configurable Plug-ins -

Email Motification v2.13
Exchange Single Item Recovery Plus

Configure... |

To configure the Exchange SIR Plus plug-in:

1. Select Exchange Single Item Recovery Plus on the Account Setup Wizard’s Plug-in

Configuration page and click the Configure... button.
[B)Exchange Single Item Recovery Settings

[~ Run the Exchange Agent on: -

Host: llocalhost

Port: 18011

i~ Exchange Agent Run-as credentials: -

Domain: |QA

Username: |administrator

Password: I**********

[~ Temporary Folders (for backup processing) -

Dumnp mailbox data to: lC:lProgramData'l,RttixS ProiClientiSIRiMailboxes Browse

Extract mailbox items ko: IC:\ProgramDatamttixs Pro\Client\SIR\msg I

Browse

i~ Rights —

v Automatically assign required roles to the Exchange run-as user

[V Automatically assign mailbox permissions as needed on backup start @ This may take up to 15 minutes.

OK Cancel Apply
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2. Ensure that the Host and Port boxes are correct.

i The Host should always be set to localhost.

P

3. Enter the Domain, Username and Password details. These boxes specify the
Domain user credentials that the Exchange Agent runs as.

i The Exchange Agent must run as a Domain user that has been granted
full permission to the mailbox(es). This will be done automatically by the Backup
Client, unless the user deselects the Automatically assign mailbox
permissions... check box.

4. Ensure that the Dump mailbox data to and Extract mailbox items to boxes are
correct. These boxes specify the temporary working folders for the Exchange SIR Plus
plug-in and are used during the backup and restore processes.

5. Select the Automatically assign required roles... check box if you want the
Exchange Agent to automatically give its run-as user the necessary Import/Export roles
in Exchange. These roles are needed in order to perform a successful backup. If this is
check box is not selected, the roles will need to be manually assigned to the run-as user
from the Exchange Management Shell or the Exchange Management Console.

6. Select the Automatically assign mailbox permissions... check box if you want to
automatically assign full access permissions for the Exchange Agent run-as user to the
selected mailboxes when a backup starts. Assigning mailbox rights could take up to 15
minutes to take effect depending on Active Directory replication.

The Plug-ins > Exchange SIR Plus > Assign mailbox rights menu
item can be used to assign selected mailboxes the required rights. Alternatively,

the administrator can use the Exchange Management Shell to manually assign
rights.

/
=

7. Click the Apply or OK button to change the Exchange SIR Plus plug-in’s settings. If you
have selected the Automatically assign required roles... check box, the plug-in will
automatically assign the needed Exchange roles to the Exchange Agent run-as user.

i Any errors will be shown above the Run the Exchange Agent on
section and next to the field where the error occurs.

E Exchange Single Item Recovery Settings

*. Please fill in all Fields, and then click. Apply again.

Run the Exchange Agent on:

Huosk: I localhiost

Part: I 1(3 Flease type the port number,
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i Clicking the Apply or OK buttons causes the plug-in to run a series of
checks to ensure that it is working correctly. These checks include:
The connection between the Backup Client and the Exchange Agent
The run-as user credentials
Whether the Exchange Agent is installed or not (it will install it if it isn’t)
The Exchange version
The MAPI version and connection points
Whether Outlook is installed or not
Whether Microsoft .NET Framework 3.5 is installed. The Exchange Agent
will not work with only Microsoft NET Framework 4.0 installed.

[§] Task Progress Ed

esting connection. .. .

osthame @ QAExchz010 —
gentversion ;

gentRunfslser

wrchangeYearVersion @ 2010

wrchangeEdition ; StandardEwaluation
wrhangesdminDisplayiersion ; Version 14,1 (Build 215, 15)
wchangeRoles ; Mailbox, ClientAccess, HubTransport

kmn : False

omain 0, local

eceivePaort @ 5012

eceivelocation : C:\ProgramDatalattixs ProlASEARecei
wrchangeDataPath ¢ CProgram FilesiMicrasaftiExchange ¢
wrhangelistinguishedMame | CH=0AEXCHZ010,CN=S&f"vs

The Task Progress dialog box contains a lot of detailed information. You can right-
click the dialog box and copy the contents to the clipboard if needed for support
purposes.

The plug-in’s configuration has now been updated, and the Exchange Agent automatically
installed. The Exchange SIR Plus plug-in node is displayed in the standard backup selection tree
and forms part of the existing backup selection.

i) If you chose not to configure the plug-in in the Account Setup Wizard, you

are asked to configure it when you select the Exchange Mailboxes node. Clicking

the Configure Now button brings up the Exchange Single Item Recovery Plug-
in Settings dialog box.

Exchange Single Ikem Recovery Plug-in

The Exchange Single Ikem Recovery plug-in has nok been configured,

Configure Maw
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After the Exchange SIR Plus plug-in has been configured, selecting the Exchange Mailboxes

node displays the current Exchange server details and allows you to change the configuration.

i@ Backup Selection | = | EES'I'rel B I;Dgsl

L:_HJ_. el

B
E-
-4
..L_'_
..L_'_
L
-2
-
..L_'_
#-| ~ Recavery

_ System Volume InFormation

~Windows

& My Computer

$Recycle. Bin
31467110bb0bS168FRdE
attixs

data

Logs

PerfLogs

Program Files

Program Files {x86)
ProgramData

Users

Exchange Single Ikem Recovery Plug-in

Connected ko Exchange server:

— Exchange Server Details:

Hosk Mame: QAExchz2010

Cramain: 04 local

Yersion:

Roles: Mailbo:x, ClientAccess, HubTranspaork

Agenk run-as user:
Agent version:

Zhange configuration

The Exchange Single Item Recovery Plug-in Settings dialog box can also be opened
using the Tools > Plug-ins > Exchange SIR Plus > Settings menu item.
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Exchange SIR Plus menu:

When the Exchange SIR Plus plug-in is installed its menu is added to the menu bar under the

Plug-ins item.

Options

Exchange SIR Flus b Assign mailbox rights

Agent Reinstal
Agent Uninstall
Test Conneckion

Settings

The table below provides a description of the options available in the Exchange SIR Plus menu.

Tools > Plug-ins > Exchange SIR Plus

Assign mailbox

rights

Agent Reinstall

Agent Uninstall

Test Connection

Settings

Automatically assigns full access permissions for the Exchange Agent run-as user

to the selected mailboxes when a backup starts.
i)

Automatically uninstalls, reinstalls and starts the Exchange Agent with the

Note: Assigning mailbox rights could take up to 15 minutes to take
effect depending on Active Directory replication.

credentials that you specify in the domain, username and password boxes.
Automatically uninstalls the Exchange Agent.

Tests the connection between the Backup Client and the Exchange Agent. If the
Backup Client cannot connect to the Exchange Agent, it provides an error

detailing why.

Opens the Exchange Single Item Recovery Plug-in Settings dialog box that

enables the configuration of the plug-in.

Attix5 Pro V6.2 Copyright © Attix5. All rights reserved.
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All selected mailboxes will be included with the next backup performed by the Backup Client
using the temporary folders as specified. Selecting a mailbox displays the mailbox details,
including the alias, display name, and GUID among others. The plug-in will back up the entire

mailbox.

& Backup Selection | = | BEStC'rel E| LI:II;S'

o My Computer

_ C:

= G Exchange Mailboxes
O - rinistr ator

F DiscoverySearch

3 ]

N
~

Exchange Single Item Recovery Plug-in

Mailbiox: Details:

Alizs:

Display Mame:

GUIC:

Primary SMTP Address:
Sam Account Name:
Izer Principal Mame:

when backing up Exchange items.

Adminiskrator
Administrator

0d451 393-9877-4FFF-399b-0701 56 752c59

Adrminiskrator

Bdminiskrator@oa. local

The same checks that take place when configuring the plug-in occur

Preparing backup

The backup progress dialog box contains a lot of detailed information. You can
right-click the dialog box and copy the contents to the clipboard if needed for support

purposes.

Connecting ko Storage Platform on gahiveas: 443
Server name: Hive, AttixS Dey Qf, St
Initializing secure random generator,,
Connecting ko Storage Platform on gahiveas: 443
Server name: Hive, 8ktixS Dev QA, Stellenbosch
[Exchange SIR Plus Plug-in] Skarting. ..
[Exchange SIR Plus Plug-in] Extract Folder: C:\ProgramDatalatti=S ProfClie
[Exchanage SIR Plus Plug-in] Mailbas: dump Falder: Ci\ProgramD akalakkixs P
[Exchange SIR Plus Plug-in] Exchange fAgent address: localhost: 3011
[Exchange SIR Plus Plug-in] Testing Agent conneckion, ..
[Exchange SIR Plus Plug-in] Detected Agent version; 10,4294, 29255
[Exchanage SIR Plus Plug-in] Detected Agent "Run-as" user: SC1HY adminiskr
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3 Backup Selectinnl o Restare (=) Logs

0% Ock 2011, 19:00:00
05 Ock 2011, 15:41:57
05 Ock 2011, 15:41:09
05 Ock 2011, 153720
05 Ock 2011, 15:35:08
05 Ock 2011, 15:21:30
05 Ock 2011, 1501706
05 Ock 2011, 14:45:05
05 Ock 2011, 14:43:36
05 Ock 2011, 1443122
05 Ock 2011, 14:43:06

E5530E]
e55a0e:
E5530E]
e55a0e:
E5530E]
e55a0e:
E5530E]
e55a0e:
E5530E]
e55a0e:
E5530E]
e55a0e:
E5530E)

15:58:38 [Exchange SIR Plus Plug-in] Starting. .. -
15:53: 33 [Exchange 3IR Plus Plug-in] Extract Folder: CriProgramDatataktixs ProfClientt SIRmse
15:58:38 [Exchange SIR Plus Plug-in] Mailbox dump Falder: C:\ProgramDatalattixs ProtClient!,s]
15:53: 33 [Exchange 3IR Plus Plug-in] Exchange Agent address: localhost 011

15:58:38 [Exchange SIR Plus Flug-in] Testing Agent connection, .,

15:53: 39 [Exchange 3IR Plus Plug-in] Detected Agenk wersion: 1.0,4294, 29253

15:58:39 [Exchange SIR Plus Plug-in] Detected Agent "Run-as" user: SC1H\administrator
15:55: 39 [Exchange IR Plus Plug-in] Backup done for Exchange Server SCIHCAS

15:58:39 [Exchange SIR Plus Plug-in] Detected Exchange 2010 StandardEvaluation 14,.01,0218
15:53: 39 [Exchange IR Plus Plug-in] Werifving/Assigning required mailbox permissions. ..
15:58:43 Profiling exclusions: n/a

15:53:43 Profiling exclusion date: nja

15:58:43 Profiling inclusions: nfa

i The backup log contains a lot of detailed information that could be useful
"~ | for support purposes.
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The Exchange SIR Plus plug-in allows mailbox or item-level restores to be done for Exchange
2010 SP1 (build 218.15) or later. This includes mailbox folders, emails, local contacts, tasks and
calendar items. Normal files and Exchange items cannot be restored in a single restore and

attempting to do so results in an error message. Separate restores have to be performed for the
normal files and Exchange items.

ALLix5 Pro SE | x|

'ol You cannok restore Exchange mailbosx items and other items at the same kime,
k Please alcer wour selection and, if necessary, perform bwo separate restores,

e

If you want to restore mailbox data, ensure that Microsoft Exchange server MAPI
Client and Collaboration Data Objects 1.2.1 is installed on the local machine. This
can be downloaded from the Microsoft website at:

Ensure that Outlook is not installed as this will cause the restore to fail.

To restore Exchange items to a folder structure or a ZIP file:
1. Navigate to the Exchange Items node in the Restore tree.

= Backup Selection & Restore | =] Ln:ngsl

ol Backups
|_——_|1|_ Last Backup (12 Sep 2011, 16:05:55)
SN change Trems
5 e Administrator
ik sPaM Search Folder 2
& Search Root
_ L& Top of Personal Folders
ik Workspace



http://www.microsoft.com/downloads/details.aspx?FamilyID=E17E7F31-079A-43A9-BFF2-0A110307611E&displaylang=en
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2. Select the items that you want to restore, and then click Restore on the File menu or
the Restore button on the main toolbar. This will launch the Exchange Plug-in: SIR
Plus dialog box.

[5] Exchange Plug-in: SIR Plus

Reskore Locakion

% Local folder: IC:'I,PrngramData'l,AttixS ProiClientiSIR\Restore Browse |

{~ Exchange server

Restore Format

Save files as; Folders and .M50G files j

N . Folders and MG files
Additional options —{zgp fone per mailboz) |

[~ Cwerwrite mailbox items

[~ Maintain directory struckure

ik, | Cancel | Help

3. Ensure that the Local folder path is correct. The Exchange items will be restored here.

i Ensure that this folder has sufficient space to hold the items being
restored.

4. Select the format that the Exchange items should be restored as. You can choose either
Folders and .MSG files or ZIP (one per mailbox).

5. Select the Maintain directory structure check box to maintain the directory
structure instead of restoring all items to the root folder.

6. Click OK to begin the restore.

The restore progress dialog box contains a lot of detailed information. You can
right-click the dialog box and copy the contents to the clipboard if needed for support
purposes.

The Exchange items are restored to the location specified in the Local folder box in the chosen
format.

i The restore log contains a lot of detailed information that could be useful
"~ | for support purposes.



To restore Exchange items directly back into an Exchange server:

1. Navigate to the Exchange Items node in the Restore tree.

& Backup Selection & Restore I g L'I";IS|

ol Backups
EH_ Lask Backup (12 Sep 2011, 16:03:55)
E} Wl change Ikems
L E o Administrakar
ik 5PaM Search Folder 2
t- [ Search Root
_ & & Top of Personal Folders
“ ik workspace
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2. Select the items that you want to restore, and then click Restore on the File menu or
the Restore button on the main toolbar. This will launch the Exchange Plug-in: SIR

Plus dialog box.
3. Select the Exchange server option.

i Selecting the Exchange server option initiates a series of Exchange

configuration checks, including:

The connection to the Exchange Agent and the IP address of the Exchange

server that it runs on

The Exchange version (Exchange 2010 SP1 [build 218.15] or later is

required)

The MAPI version

Whether Outlook is installed or not (the restore will fail if Outlook is
installed)

Restare Location

" Local Falder: IC:'l,PngramData'l,AttixSPro'l,CIient'l,SIR'l,Restore Browse |

Temporary restore Location: IC:'l,ProgramData'l,AttixS Prof ClienthSIRRe Browse

Exchange configuration checks

@ Exchange running on: localhost Change settings
@ Exchange version supported: 14,1 (Build 218.15)
@ MAPT ¥6.5.8211.0 installed

Additional options

Please confirm restore settings:

Maintain directory struckure: Ves Change
Recreate missing mailboxes: Ves Change
Automatically assign mailbosx rights: es Change

Gk, Cancel Help
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4. Ensure that the Temporary restore location path is correct. The plug-in will store
the Exchange items in this folder until it can transfer them to the Exchange server.
5. Click Change settings to launch the Exchange Single Item Recovery Settings dialog
box if you want to change the Exchange SIR Plus settings.
6. Review the additional options and click Change to change the relevant setting:
e Maintain directory structure maintains the directory structure instead of
restoring all items to the root folder.
¢ Recreate missing mailboxes recreates any mailboxes that no longer exist.
v | Warning: The mailboxes are recreated with P@sswordo123! as the default

password. The administrator needs to reset the password and configure any
other user-associated settings.

e Automatically assign mailbox rights automatically assigns the correct
mailbox rights to the Exchange Agent.

7. Click OK to begin the restore.

The restore progress dialog box contains a lot of detailed information. You can
right-click the dialog box and copy the contents to the clipboard if needed for support
purposes.

The Exchange items are restored directly into the Exchange server.

i) The restore log contains a lot of detailed information that could be useful
for support purposes.
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Troubleshooting

Should you encounter any errors when using the Exchange SIR Plus plug-in, check this section
for possible solutions.

Issue:
When backing up Exchange items using the Exchange SIR Plus plug-in, the following error
occurs.

Message: 11:57:43 [Exchange SIR EE Plug-in] Dumping and indexing Mailbox Allison Best
® Error: 11:58:07 [Exchange SIR EE Plug-in] Error in call with Exchange Agent, Couldn't connect to the source mailbox..
Message: 11:58:07 [Exchange SIR EE Plug-in] Dumping and indexing Mailbox Anita Bird

Error: 11:58:08 [Exchange SIR EE Plug-in] Error in call with Exchange Agent, Couldn't connect to the source mailbox..

Solution:
The Microsoft Exchange RPC Client Access service is not running. Navigate to the Services
Management Console and ensure that the service has been started.

Automatic

* *Microsoft Exchange RPC Client Access Manages dientRPC c... Started Network S
& Microsoft Exchange Service Host Provides a host for s...  Started Automatic Local Syste

Issue:
When backing up Exchange items using the Exchange SIR Plus plug-in, the following error
occurs.

[Exchangle SIR EE P|LIEI -in] Error in call with Ech;ange Agent, There are no available servers running the Microsoft Exchange Mailbox Replication service..
Total selection: 443 bytes in 3 files and folders

Solution:
The Net.Tcp Port Sharing ok Microsof't Exchange MaiIIIJDx_REpIicaﬁon Processes ... Automatic
" Microsoft Exchange Monitoring Allows appl... Marual
Service and Microsoft Exchange “C1Microsoft Exchange POP3 Provides P... Manual
. . . . “ChMicrosoft Exchange Protected Service Host  Providesa ...  Started Automatic
Mailbox Rephcatlon Services are “C:Microsoft Exchange RPC Client Access Manages d... Started Automatic
not I‘unning. Navigate to the ‘£ Microsoft Exchange Service Host Providesa ... Started Automatic
. ‘5 Microsoft Exchange Transport The Micros...  Started Automatic
Services Management Console and “Ck:Microsoft Exchange Transport Log Search  Providesre... Started Automatic
ensure that the services have been "L Microsoft Fibre Channel Platform Registra... Registers t... Manual
-5 Microsoft iSCSI Initiator Service Manages L... Marual
started. “ChMicrosoft Search (Exchange) Quickly cre... Marual
‘L Microsoft Software Shadow Copy Provider  Manages s... Manual
“ChMultimedia Class Scheduler Enables rel... Manual
‘£ Net.Msmq Listener Adapter Receives a... Disabled
‘. Net.Pipe Listener Adapter Receives a... Started Automatic
“CFNet.Tep Listener Adapter Receives a... Automatic

t.Tcp Port Sharing Servi . Automatic
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Issue:
When changing the SIR Plus plug-in’s configuration, the following error occurs.

[5] Task Progress

Ininskalling the AtkixS Exchange Agent

@ Installing AkkixS Exchange Agent
Starking AtkixS Exchange Agent

Error: jawa.net, SocketTimeoutException: Read timed out

Solution:
The user does not have the correct permissions. Add the user to the Domain Admins group to
solve the problem.

Issue:
Uninstalling the SE Backup Client does not uninstall the Exchange Agent.

Solution:
The user should ensure that he first uninstalls the plug-in using the Plug-in Installer before
uninstalling the Backup Client. If he has already uninstalled the Backup Client, he can manually
uninstall the Exchange Agent by following these steps:

1. Open the Command Prompt with Administrator privileges.

2. Navigate to the folder that the Exchange Agent was installed in.

3. Runthe ASEAS.exe —-uninstall command to uninstall the Exchange Agent.

T Administrator: C\Windows\system32\cmd.exe

stopping the server: Cannot stop ASER service on computer *.°.

» uninstall iz beginning.
the contents of the j File For the C:sProgram Files“Attix5 Prosexchange-ag
e assemhly PrOgPESS -
located at \Pl*l‘.lljrr"rtn Filez~Attixh Prosexc ]'t-tl'llu‘- agents ASEAS . Inztalll

*CivProgran FilesnAttixS Prosexchange-agent~ASEAS .exe’ .

plaun me = Attixs Exchange Agent

rogram FilezswAttixh Pro“exchange—agent“~ASE
am Files“Attixbh Pro“exc r—agent~ASEAS .

surce ASER.
+ i ring renoved From the
ice ASEA was succeszfully removed from the system.

e uninztall hasz completed.
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Integrate the critical data protection of Lotus Domino messaging and collaboration databases

within daily backup activities. Using the native Domino backup API, this option integrates non-

disruptive data protection of the database and transaction logs. Flexible restore options include

database redirection and point-in-time roll back recovery of databases or transaction logs.

Lotus Domino plug-in for version 6.5/7 also gives administrators the flexibility to perform

individual mailbox backup with selective restores of individual messages.

Installation and Configuration

\!-l

Attix5 Pro SE with the Lotus Domino plug-in should be installed on a Lotus

Domino server as it automatically configures the communications between the two
applications. The Domino services must be running in order for the plug-in to access the

files selected for backup.

To upgrade SE with the Lotus Domino plug-in, run the Plug-in Installer and select the Lotus

Domino 6/7 plug-in. After the installation, open the Attix5 Pro SE Client.

[ Attix5 Pro SE ¥6.0.0 o ] 4]
File Selertion Tools Help
5 | 1 —
A6 9|0 @@ 8 =
Backup Size Restore Find Options | Automnate Help Surnmany A"Ixspro
i& Backup Selection I o Restore I =|Logs Domino Backup | Dioming Rastorel
& My Computer I Data File I
E@ doming 7| attixs G admind N
sl dfe
[ dornino g AgentRunner
-7 grrhome g busytime
L help
; catalo
el iNokes g d
Lol mail g certlog
1= modems F certsre
-L_, rresal g b
T waz irman
§ ddm
B doladmin
g eventsd |
g homepage
B ndir
g Indsutr
B 1og =
Database dump Falder
|C:'|,Pr0gram FilesiAttixS ProlBackup Client SE\Domino
Save | Erowse. ..
Ready | Last backup:2z Jan 2010 1:21:04 AM |

If you are familiar with
the SE Client interface,
you will notice that there
tabs,
Domino Backup and

are two new

Domino Restore.

Open the Domino
Backup tab. The SE
Client displays the

Domino Server in the left-
hand pane.

The Domino Backup
tab enables you to select
the components that you
wish to backup. To select
the Domino Server or any
of its subfolders, right-

click the folder name in the left-hand pane and Include the selection. Individual files can be

selected in the right-hand pane. If you Include the Domino Server, you will automatically

back up the entire Domino Server as well as any new files added to the server in future.
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Select the location for the Database dump folder beneath the selection window. The default
path is C:\Program Files\Attix5 Pro\Backup Client SE\Domino. A copy of the selected
components from the Domino server is created in this folder should you wish to change this
location, use the Browse button. From here, the files will be encrypted and backed up.

The SE Client requires working space for the cache (which is compressed), a temporary copy of
each database (the dump folder) and temporary disk space for creating patches to be sent to the
Storage Platform.

Make sure that your computer has enough free hard drive space to store a data
dump of all the selected databases.

Note that you have to click the Save button after you have made your selection.
The SE Client will not backup the selected components if you do not
save the selection.

Your Domino Server Backup selection is now configured.

The Backup Process: To create your first backup, select Backup Now on the File menu.
Attix5 Pro will create an exact copy of the selected components in the dump folder. These files
will be compressed and transferred to the Storage Platform. Subsequent backups will be
compared with the selection from the previous backup. Attix5 Pro will create a patch file for
each database or mailbox with all the changes made since the last backup. Only the patch files
and any new selections will be backed up.

Open the SE Client and click on the Domino Restore tab.

You first have to retrieve the dump folder from the Storage Platform before you can restore the
Domino Server. Click the # Restore tab, select the dump folder from the specific backup date
and restore the folder to its original location.

On the Domino Restore tab, use the Browse button to select the Recovery folder that you
restored from the Storage Platform. The default path is C:\Program Files\Attix5 Pro
SE\Domino. The Domino Restore tab displays all files available from the specific backup. Note
that you have to browse and select the Recovery folder before you will be able to view the
data. You can browse through the available folders to select the specific mailboxes and files, or
you can select the top node to restore all available files.

A Full Media Restore is initiated by enabling the check mark next to Full Media Recovery.
This option selects the entire backup set, including the necessary configuration files (ini file, cert
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ID and server ID) to do a full media restore. The procedure when you have to do a Full Media
Recovery:

1.

AN S S

Install the Domino Server

Run the Domino setup, but DO NOT START THE SERVER
Restore the recovery folder

Do a Full Media Recovery

Start the Domino Server

After you have selected the files that you want to restore and click on Restore.

i)/

v

The selected databases or mailboxes should be closed during the restore process.

The SE Client will restore the selected files to the Domino Server and the SE Client will notify
you when the restore has been completed. You are advised to initiate a full backup after
recovering a large amount of data.
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The Attix5 Exchange Server plug-ins enable fast and flexible ways to protect vital Exchange

2003/2007 critical data while the applications are online.

Using the Exchange APIs to

communicate with the Exchange server, the plug-ins provide backup and restore capabilities for

all Exchange Server components, including embedded files.

i MS Exchange Server 2010 is not supported using this plug-in. Use the VSS plug-in
for MS Exchange Server 2010.

i The SE Client with the MS Exchange plug-in must be installed on an existing

Exchange Server as it automatically detects and configures the communications
between the two applications. The Exchange Server services must be running for the
plug-in to access the files selected for backup. If you wish to install the SE Client on a
different machine, you need to first install Exchange on that second machine to provide
the libraries required by the Exchange plug-in.

If you are installing the Single Mailbox Recovery (SMR) plug-in as well, please do so
before installing the Exchange plug-in to ensure that the SMR mail profile is configured

correctly.

Server Edition can be upgraded with the Exchange plug-in by running the Plug-in Installer and
then selecting the MS Exchange Server 2003/2007 plug-in. After the upgrade, open the

Client to configure the plug-in. On the Tools menu, select Plug-ins, and then click Exchange

2003/2007 Backup settings.

[3) Exchange backup settings

Storage folder backup selection

Storage dump Folder |kup Professional SE\MSExchBackup

G} Servers
B QAZK3SERVERSTD
B Microsoft Exchange Server
v First Storage Group
[} Second Storage Group
v Third Storage Group

Ok Cancel

Browse

x|

Select where you would like the SE Client to
create a Storage dump folder. This folder
is used to dump a copy of the selected
storage groups from the Exchange server.
From here, the files will be encrypted and
The default dump folder is
C:\Program Files\Attix5 Pro
SE\MSExchBackup.

backed up.

i Ensure that your computer has
enough free hard drive space to store
a dump of all the selected storage
groups.
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The SE Client requires working space for the cache (which is compressed), a temporary copy of
each Exchange storage group (the dump folder) and temporary disk space for creating patches
to be sent to the Storage Platform.

The next step is to select the storage group(s) that you would like to back up. You have the
option to select individual storage groups by expanding Servers and selecting the Storage
Groups one by one. If you select the Servers box, you will automatically back up all the storage
groups within the Server.

You have the option to choose between Full or Incremental backups. Right-click on a Storage
Group and select Properties to specify your preferences. The following window will be

displayed:
From here you can modify the x4
Daily Backup Type for the Dally Backup Type
selected storage group. The SE Orly do fulbadaps  (v1 Apply this selection to o storage groups
Client will, by default, do full ) S K acINSCEY LIRS0/ ERCA Y SEARCAY,
backups during each backup. S :

Incremental ‘@ . - . . .

0.3 Canced Help

To enable incremental backups (only the Exchange log files), deselect the Only do full
backups box, and then specify the days on which to do incremental backups.

i) At least one full backup per week will still be enforced if you enable incremental
| backups.

Select the Apply this selection to all storage groups check box if you wish to use the same
configuration for all selected storage groups. Click OK to save the changes or Cancel to go back
to the Exchange backup settings dialog box.

Click Ok to save the settings. Your Exchange Server Backup is now configured.

The Backup Process: To create your first backup, select Backup Now on the File menu.
Attix5 Pro will create an exact copy of the selected storage groups in the dump folder. These
files will be compressed and transferred to the Storage Platform. Subsequent backups will
compare the selected storage groups with the selection from the previous backup, which is
stored in a cache. Attix5 Pro will create a patch file for each storage group with all the changes
made to the storage group since the last backup. Only the patch files and any new selections will
be backed up.
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Attix5 Pro provides you with two options when backing up Exchange 2003/2007; Full and
Incremental Backups.

The Full Backup process is straightforward. All databases are backed up, and the log files for
the particular storage group are removed after the data has been incorporated into the databases
using a process called truncation. Using the efficient patching techniques available in Attixs
Pro, only a small percentage of the full backup is transferred to the Storage Platform on a daily
basis.

During Incremental Backups, only the storage group changes since the most recent full
backup are protected. These changes are stored in the Exchange log files and truncated into the
storage group during the next full backup. Note that when restoring you need the most recent
full backup as well as all the incremental backups between the last full and the required recovery
point (RPO). Attix5 Pro will automatically restore all the required files during the restore
process.

It is very important to follow these steps:

Ensure that Exchange has the same service pack level as when the data was backed up.

2. Set the database to be overwritten by a restore. Use the Exchange Management Shell to
view the properties of the database that you will be restoring. Select the This database
can be overwritten by a restore check box to ensure that the database can be
restored.

/1 | Warning: Not selecting this option will cause the restore to fail.

3. Delete or move all the .log files in the MDBDATA folder in the Exchange installation
directory. If these files are locked, stop the Exchange Information Store service and try
again. Start the service and if there are any logs created (after starting the service) delete
or move them as well. A restore can now be performed as usual.

4. Open the SE Client, select Plug-ins on the Tools menu, and then click Exchange
2003/2007 Restore wizard. The Exchange Restore Wizard enables you to restore
any Exchange Storage group without having to restore the backup from the Storage
Platform first, as the Exchange Wizard will automatically restore the files from the
Storage Platform, should you choose to restore from a previous backup. Follow the steps
as outlined below.
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Restore Wizard Step 1

In the first step, select either Restore from locally available backup or Restore from
previous backups. Click Next to continue.
Restore Wizard Step 2

If you select the first option, the SE Client will use the last backup that is stored locally on the
server. If you select the Restore from previous backups option, the SE Client will connect
to the Storage Platform and display a list of available Exchange backups.

The Storage Groups available in the backup that you selected are displayed in the second step.
Select whether you wish to Dismount the stores before recovering the groups.

i Deselect this option if you are restoring to a Recovery Storage Group.

/4

Specify whether you want to Restore all Storage Groups or Specify restore options for
each Storage Group. Click Next to continue.

Restore Wizard Step 3

In the third step, specify the Exchange Server and Storage Group to which you wish to restore
the data. The original Exchange Server and Storage Group information is displayed by default.
Also specify the following by enabling/disabling the checkboxes:
Mount databases after restore - If you deselect this option, you will have to
manually mount the Store after restoring it.
Wait for Exchange to complete restore - the SE Client will wait for confirmation
from MS Exchange before it notifies you of the successful Restore.
Only restore log files — Use this option to only restore the log files.

Click Next to continue.

The last step displays a summary of what you have configured. You can change the temporary
path that the SE Client will use for the log and patch files by clicking the Browse button. Click
Start restore to start the restore process. You have to select a backup set that you would like to
Restore from. Click Browse, and then select the storage group that you wish to restore. The
Client will list all the details from the backup — displaying the Backup date, to which server the
backup should be restored and the selected Storage group.

If Exchange cannot mount the store, run the Exchange “eseutil” application and try again.
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You can do this either by using the Microsoft Exchange Troubleshooting Assistant (ExXTRA) tool,
or by running the New-StorageGroup cmdlet with the —Recovery parameter in the Exchange
Management Shell. In this FAQ, ExTRA is used.

To create the RSG using EXTRA, launch the tool by opening the Database Recovery Tool. (This
is found under the Toolbox work center in the navigation tree of the Exchange Management
Console (EMC). The tool will first want to check for any tool or configuration file updates that
may be available. After this, click on the Go to Welcome screen link. Enter a label for this
activity (such as “Create RSG”), and then click Next. On the appearing Tasks list, click Create
a Recovery Storage Group, and then select the Storage Group you wish to link with the
RSG. For example, if your Storage Group is called “First Storage Group”, you will select
that. Click Next once again.

You now need to provide a name for your RSG. The default name should be fine, namely
Recovery Storage Group. After this is done, click Create the RSG. After a while, you will be
notified that the RSG for the respective Mailbox Database has now been created. With the RSG
created, we can now move, copy or restore db and transaction log files to the RSG paths. To see
the path for the recovery storage group log and database files, click Show Create Recovery
Storage Group Information. The default is C:\Program Files\Microsoft\Exchange
Server\Mailbox\<Storage Group>\RSGxxxxxxxxx. DO NOT TRY AND MOUNT THE RSG YET.

Go to the Restore tab in the Attix5 SE client. Click on the date that you require the data from.
As soon as you have closed the date, you will have the option to expand and all the data backed
up will appear. Click on the VSS writer section to the bottom of the selected date. One of the
options will be called Exchange writer. Expand this until you get to the databases. The
databases will have their GUID names, so you will have to go into the folder to identify the
database. Select the specific Mailbox Database you wish to restore, as well as the checkpoint
files and logs. DO NOT SELECT THE EXCHANGE WRITER IN ITS ENTIRETY FOR
RESTORE, AS THIS WILL OVERWRITE THE LIVE DATA!

Restore these files to an alternative location, for example D:\Restore. Now copy the restored
files to the Recovery Storage Group location as created in the previous part.
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Go to the ExTRA Task Center. Under Manage Databases, Click Verify Database and
transaction Log Files. This is to verify that the database is in a clean shutdown state. As
soon as this is complete, you can mount the RSG by clicking on Mount or Dismount databases in
the Recovery Storage Group. This is under the Manage Recovery Storage Group heading. On
the next screen, you can mount the database. When the Mailbox Database has been mounted,
click Go back to task center, and then select Merge or copy mailbox content. The next
screen will show us the mailbox database, and there will be a button for Gather merge
information.

On the Select Merge Options page we must click on Perform pre-merge tasks. The final step
would be to select the mailboxes you wish to merge. You will have a list of users on the mailbox
database, click on the ones you want to merge. After doing this, wait for the tool to merge the
mailbox data from the RSG Mailbox Database to the selected mailbox.

When you have merged or copied the required Mailbox data, you can use EXTRA to dismount
and then remove the Recovery Storage Group. Be sure you remove the files in the RSGxxxxxxxxx
folder again after you have removed it, so that the files don’t take up valuable disk space
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The Attix5 MS SQL plug-in provides SQL Server 2000/2005/2008 (including R2) protection
down to the individual table or file group. Execute binary patching backups as well as
Transaction Log backups with automatic truncation. Restore options include redirection to
another SQL Server using the native SQL restore procedures and the ability to perform “rollback
restores”, enabling a database to be recovered to a specific backup job.

i) Attixs Pro SE and the MS SQL Server plug-in need to be installed on the actual
SQL Server and the SQL services must be running.

Run the Plug-in Installer and select the MS SQL Server plug-in to upgrade the SE Client with

the MS SQL Server plug-in. After the upgrade, open the Attix5 Pro Client. You will notice a new
entry on the Backup Selection tab, in the left-hand pane, called
L MS SQL Server.

To add and configure a SQL instance click on this entry:

. [B] Attix5 Pro SE ¥6.0.0 =] E3
In the rlght—hand pane, Fle Selection Tools Help
. o - A 5 T
specify the global database PN D0 @ @ @ A
dump folder fOr the SQL Backup | Siee Restore | Find Options | Automate | Help ATTIX Pro
. . i Backup Selection | 3 Restore | =] Logs |
instances in the MS SQL 3 Caroue i
Server Plugin section. # frecydesin Phign fesion 2y
L Boot Plugin Description MS SQL Server 2000{2005
You can use the Browse 5 G EZ?QEEME Database dump Folder: ofbeckun Clont SEVESQ Backp  Browse |
Perflogs ) Log Maintenance lm
button to browse to a Progren s
quramData ) = Ak N -
. | System Volume Information i Server nstance
specific folder. " Lkers
p 15 vendons
o oeaest 430
i Ensure that the O e it
2/ e -
server has enough e
free hard drive space -y
i ReportServer
to store a data dump % Repartservertansos
of all the selected i svinnpepnn =l
databases Ready Last backup:03 Moy 2010 9:00:32 PM

Log Maintenance enables you to specify whether the SQL plug-in must truncate the MS SQL
logs once the backup has been completed to ensure that the log files will not use unnecessary
disk space. Click the Apply button to add the first SQL Server instance. A sub-node will be
created in the MSSQL Server section in the left-hand pane, as displayed in the image below. Use
the MS SQL Server Instance section pane to configure this SQL instance.
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il Backup Selection | = ] R_estc-rel = Logsl

.iJ My Compuber = M3 S0L Server Instance
LA
B $Recycle.Bin Server address: Ilocalhost
[#-}_ Book
|~ Config.Msi TCP/IP port: |1433
FHL inetpub Username: Isa
[+-§ . PerfLogs
-} Program Files Password: I*****w***w*
[+#-} - ProgramData
| System Yolume Information Apply | Delete this server instance
[} Users
Fp - windows
[= g M3 30L Server
LR g ocalhost: 1433

MS SQL Server Instance: Last status provides information about the last connection to the
SQL Server. Enter the Server address, port, SQL username and password that the SE Client
must use to connect to the SQL Server.

i) You need to manually enable TCP/IP ports in the SQL 2005 Management tools.
Click Apply.

The list of the available SQL databases is populated in the left-hand pane as sub-notes of the
selected instance, from where you can select the database that you want to backup. If you select
the entire section, all databases will be included, as well as any new databases created.

Select the database(s) that you wish to backup. Backup & Restore operations are not allowed
on the tempdb database (SQL-DMO ODBC SQLState: 42000).

To add another instance, click the MSSQL Server entry in the left-hand pane, and then click
the Add new server button in the right-hand MSSQL Server plug-in section. A new node will
be added. Configure the SQL Server settings and select the necessary databases.

1 Ensure that you have sufficient rights if protecting a remote server.

Verify that you have included all the required SQL databases in the left-hand pane before you
initiate the first backup. To create your first backup, select Backup Now on the File menu.
Attixs Pro will create an exact copy of the selected databases in the dump folder. These files will
be compressed and transferred to the Storage Platform. The next backup will compare the
selected storage groups with the selection from the previous backup, which is stored in the
cache. Attix5 Pro will create a patch file for each database. This file consists of all the changes
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made to the database since the last backup. Only the patch files and any new selections will be
backed up.
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The first step is to restore the database from the Storage Platform. Click on the & Restore tab
and select the dump folder from the specific backup date. On the File menu, click Restore.
Select a restore location and restore the database.

Open the SQL Enterprise Manager. x|
From the Console root, expand Gerwsa | Optiors |
Microsoft SQL Servers and browse to Lﬁ Blestore a3 datebase. [S0L =

the Server where you would like to

restore the database. Expand the (e (D8 das  Flegowprorfler Fromdeviod
databases section and select the P:;::"

database that you would like to restore. [ Sglect Devices.. |
If the database does not exist anymore, o [

you have to create and configure the G?;w::w :@M

database first. Right-click on the ?E:‘:fm:'gm

database, select All Tasks and click CResbegee [T

™ Flesd bachup ot indoimation and add to backup bisteey
Restore Database.

[0k ] comd | W |

In the Restore as database window,
select the database you wish to restore.

Select From device and then click Select Devices. From the Restore from option, select
disk and then click Add. Browse to the folder where you have restored the database and select
the file.

Click OK accept the filename selected and OK again to accept the device. Using SQL
functionality, you can select how you would like to restore the backup set. You can choose
between a complete or differential database, the transaction log or file group. If you are
restoring to a new database, you need to enable SQL to overwrite the database.

Click OK to start restoring the database. SQL Server Enterprise Manager will confirm that you
have successfully restored the selected database.
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The Oracle plug-in, combined with the SE Client, provides an automated backup solution for
your Oracle Database at tablespace level. The plug-in will ensure that your business-critical data
is protected in case of corruption or loss. New files are automatically included for backup
without having to open the interface and selecting the files. Restore options include full media,
tablespace or datafile recovery.

i Attixs Pro SE with the Oracle plug-in needs to be installed on an Oracle Server
and the Oracle services must be running.

To upgrade Server Edition, run the Plug-in Installer and select the Oracle 9i/10g plug-in.
After the installation open the SE Client.

ol Backup Selection | Restore = Logs Oracle Backup = Oracle Recover = Oracle Restore |
Oracle Server Settings

Server address: port: 1521
Database name: [TESTZ
Liser riatme: Y5

Password: | Feeesessssss
Ruetrieve tablespace names

Database backup selection

Database dump folder |C:\Program Files\AttixS Backup Profiessional SEYOradieBackup frowse |

Albwarys perform full backup. Note: Regardiess of this setting, a wesldy full backup will be enforced betwesn
Friday 7PM and Saturday TP,

it b |

| ¥

¥ SYSTEM
¥ TOOLS
¥, UNDOTES]
v USERS

RN EE

v XD&

Save sebaction

Ready

It is very important to ensure that the database is in Archive Log mode. Open the
Oracle Enterprise Manager Console, right-click on the database and select View/Edit Details.
Click the Recovery tab and enable Archive Log mode and Automatic archival if it is not
enabled. The database will have to be restarted. Open the SE Client and click on the Oracle
Backup tab to configure the necessary settings.
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Oracle Server settings: Enter the database name, user name and password that the SE
Client will use to connect to the Oracle database. Leave the port at its default setting of 1521.
Click Retrieve tablespace names. A list of all the available tablespaces will be displayed.

Database backup selection: Select where you would like the SE Client to create the
Database dump folder. This folder is used by the SE Client to dump a copy of the selected
datafiles from where they will be backed up. The default folder is C:\Program Files\Attix5
Pro\Backup Client SE\OracleBackup.

i Ensure that your computer has enough free hard drive space to store a data
dump of the selected datafiles.

Select the tablespaces that you wish to backup. Selecting the root (127.0.0.1) will back up all the
tablespaces. The SE Client will perform a full backup of the selected files during each backup if
you enable the Perform Full Backup check box. If you do no enable full backups, it will only

backup the archive logs.
i) The SE Client will enforce a weekly full backup between Friday 7PM and
| Saturday 7PM.

Click Save selection. The SE Client will not back up the selected datafiles if you do
not save the selection.

Your Oracle Server Backup is now configured. To create your first backup, select Backup Now
from the File menu. The SE Client will create a hot backup of the selected datafiles in the dump
folder. These files will be compressed and transferred to the Storage Platform. The next backup
will compare the selected storage groups with the selection from the previous backup, which is
stored in the cache. The SE Client will create a patch file for each datafile. This file consists of
all the changes made to the datafile since the last backup. Only the patch files and any new
selections will be backed up.

You have the option to either recover or restore Oracle tablespaces or datafiles. If you recover
the datafiles, The SE Client will ensure that the tablespace or datafile is offline, restore the data
to its original place, recover the data and place the datafiles online again. This cannot be
done with the System tablespace, as it has to be online when you restore it.

The first step is to retrieve the files that you want to restore from the Storage Platform. Click the
4 Restore tab and select the dump folder from the specific backup date. On the File menu,
click Restore. Select a restore location (do not restore to the original location) and ensure
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that you select the recreate the directory structure check box. Restore the files. After the

files have been restored, open the Oracle Recover tab.

Oracle Server Settings: Supply the Oracle database name and your user name and password

that you use to connect to the Oracle database. Server Restore selection: Use the Browse

button and select the Recovery Folder where you restored the data from the Restore tab.

Click Retrieve Tablespaces. A list of the available tablespaces and datafiles will be displayed.

Select the datafiles that you wish to recover and click on Recover.

The files will be taken offline, the data will be restored to their original locations and the files

will be recovered. The SE Client will place them online after they have been recovered.

N
~

If the restore dialog window displays any warnings or errors in red,

it is probably requiring a log file that is not located in the default location. In such a
case, you need to perform a manual recovery using SQL Plus, as described below.

Follow these steps if the Recovery Tab restore process failed.

1.

2
3.
4

Open SQL Plus and log in as sysadmin

Run the command Alter database recover cancel;

And then Recover datafile ‘path to table space’;

Follow the on screen prompts. You may be asked to supply the path to specific log files.
These log files form part of the backup selection and would have been restored to the
specified dump folder during the restore process. If you cannot find it, search for the
missing log files in the backup history. You can either supply the path (remember to use
inverted commas) or copy the files to the Oracle folder listed in the error message.

Next you must set the database to online again with Alter database datafile ‘path to
table space.dbf” online;

The last step is to open the database with Alter database open;

The Oracle database will be opened and ready.
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= If you see the follow error, or something similar as the
log names will not be the same, you must follow the above-mentioned steps to recover
the database.

[3) Oracle Restore Dialog =

Start of restoration

Restoring archive logs

Restoring database files

Error recovering datafile ORA-00279: change 3184658 generated at 04/09/2008 17:11:02 needed for thread 1 ORA-00239: suggestion
CHORACLEXEVAPPYORACLE\FLASH_RECOVERY _AREALREVARCHIVELOGIZ008_04_15401_MF_1_7_%l_ ARC ORA-00280: change 318468 for thread 1
is in sequence #7 CORACLEXE\ORADATA\XEYSERS . DEF

Error getting datafile online ORA-01113: file 4 needs media recovery ORA-01110: data file 4: 'CAORACLEXEVORADATAVSEYISERS, DEF

Deleting archive logs

Run the command Alter database recover cancel;
And then Recover datafile ‘C:\oraclexe\oradata\xe\users.dbf’;

SQL> recover datafile 'C:\oraclexe\oradata\xe\users.dbf’;

ORA-00279: change 318468 generated at 04/09/2008 17:11:02 needed for thread 1
ORA-00289: suggestion :

C:\ORACLEXE\APP\ORACLE\FLASH RECOVERY AREA\XE\ARCHIVELOG\2008 o0
4 _15\01_MF 1_7 %U_.ARC

ORA-00280: change 318468 for thread 1 is in sequence #7

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

If you hit RET, it will automatically try to use the suggested file, as specified in the
example. If the file is not available in the folder, a message will be displayed:

ORA-00308: cannot open archived log

'C:\ORACLEXE\APP\ORACLE\FLASH _RECOVERY AREA\XE\ARCHIVELOG|2008_
04_09\01_MF 1_8 37ZSQ4MMIL,_ .ARC'

ORA-27041: unable to open file

OSD-04002: unable to open file

O/S-Error: (OS 2) The system cannot find the file specified.

If the file cannot be found you have two options. Either point SQL Plus to the
Recovery folder with the filename command, or you can copy the file into the
required Oracle folder,
C:\ORACLEXE\APP\ORACLE\FLASH_RECOVERY_ AREA\XE\ARCHIVELOG)\2
008_04_09)\ in the example above.

Files are copied back to the Oracle folder in this example. Once the file has been
copied, press RET to continue.

And then Recover datafile ‘C:\oraclexe\oradata\xe\users.dbf’;

SQL> recover datafile 'C:\oraclexe\oradata\xe\users.dbf’;
ORA-00279: change 318494 generated at 04/09/2008 17:11:10 needed for thread 1
ORA-00289: suggestion :
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C:\ORACLEXE\APP\ORACLE\FLASH_RECOVERY_ AREA\XE\ARCHIVELOG\2008_o
4 15\01_MF 1_8 %U _.ARC
ORA-00280: change 318494 for thread 1 is in sequence #8

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

ORA-00279: change 318498 generated at 04/09/2008 17:11:15 needed for thread 1
ORA-00289: suggestion :

C:\ORACLEXE\APP\ORACLE\FLASH_RECOVERY_ AREA\XE\ARCHIVELOG\2008_o
4 15\01_MF 1_9 %U_.ARC

ORA-00280: change 318498 for thread 1 is in sequence #9

ORA-00278: log file

'C:\ORACLEXE\APP\ORACLE\FLASH RECOVERY AREA\XE\ARCHIVELOG\2008_
04 _09\01_MF_1_8 3ZSQ4MMIL_.ARC' no longer needed for this recovery

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

Continue with the Recover datafile ‘C:\oraclexe\oradata\xe\users.dbf’;
command and supplying the log files until you see the following message

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

Log applied.
Media recovery complete.

Alter database datafile 'C:\oraclexe\oradata\XE\users.dbf” online;
Database altered.
alter database open;

Database altered.
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How to restore an Oracle tablespace or datafile

The first step is to retrieve the files that you want to restore from the Storage Platform. Click the

& Restore tab and select the dump folder from the specific backup date. On the File menu,
click Restore. Select a restore location and restore the files. Do not recreate the directory
structure.

| Backup Selection ||| Restore Logs Oracle Backup | Oracle Recover Oracle Restore |
Server Restore Selection

Recovery Folder C:\Program Files\AttixS Backup Professional SE\OracleBackup | [ Browse

Retrieve Tablespaces

|| Restore control files
2 [127.00.1
[] TEMP
[¥] CWMLITE
[[] DRSYS
["] EXAMPLE
[] INDX
[] obm
[¥] SYSTEM
[v] TOOLS
["] UNDOTBS1

[v] USERS
[l ¥ne

EEEEBBEBEBBDBEG®EB

| Restore

There are a few different scenarios when recovering an Oracle database, tablespace or datafile.
After you have selected the recovery folder (the folder to where you restored the data) click on
Retrieve Tablespaces. A list of the available tablespaces will be displayed. Restore control
files must be enabled when you do a full restore. When you click Restore, the SE Client will
remind you to make sure that the database is offline. If you are only restoring a few datafiles,
make sure that they are offline before continuing. Change the necessary settings and click
Restore. The SE Client will restore the selected files to their original location but they will not
be recovered. After the Client has restored the files, you have to manually recover the files and
start the database.

Attix5 Pro V6.2 Copyright © Attix5. All rights reserved.
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The following examples provide some assistance if you prefer to restore the data using SQL Plus.

Please note that these are advanced Oracle settings and that you need the required Oracle skills

to attempt any of these options.

Recovering a Closed Database

Media or hardware failure:

1.
2.

N oo

Determine which datafile or datafiles need to be recovered.

Shutdown immediately.

Open the SE Client and restore the dump directory from the Storage Platform. Open
the Oracle Restore tab and select the files that you want to restore. Click on Restore.
Open SQL Plus with the following command: sqlplus /nolog

Connect / as sysdba

Mount the database with the startup mount; command

Recover datafile 'c:\data\datafile1.dbf'; or recover tablespace
tablespacename; or recover database;

Open database.

Recovering a Opened Database

Media or hardware failure (Not the System Tablespace):

1.

2
3.
4

Determine the datafile or datafiles that need to be recovered.

Open sqlplus /nolog and connect /as sysdba

Take the datafile offline alter database datafile 'filename' offline;

Open the SE Client and restore the dump directory. Select the datafile that you want to
restore.

Recover datafile 'c:\data\datafile1.dbf"; or recover tablespace
tablespacename;

Bring the tablespace or datafile online (Step 16 in the next section — Recovery/Full
Recovery)

Recovering a Database

Media or hardware failure (System Tablespace):

1.

Unlike other tablespaces, the SYSTEM tablespace must be available in order to open the
database. Therefore, if any members of the system tablespace are damaged, they must be
restored now. Before doing this, make sure that the database is not open. It may be
mounted. To make sure, run the following command on the mounted, closed database.
C:\Oracle\Orag2\bin> sqlplus / nolog

connect / as sysdba
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4. select status from v$instance; The following will be displayed:

STATUS
MOUNTED
1 row selected.

5. If the database is not open, restore the damaged files from the most recent backup
available restore dump directory and select the datafiles. Once all damaged files in the
system tablespace are restored, run the following command on the mounted, closed
database:
recover tablespace system;
alter database open;

8. (quit

Full Media Recovery

Recovery to the same location:

1. Open SQL Plus and stop the database with the shutdown abort; command.

2. Open the SE Client and Restore the entire dump folder from the Storage Platform. Open
the Oracle Restore tab and restore all files including the control files.

3. Mount the database in SQL Plus: startup mount

4. Recover database using backup controlfile; Accept the default path that is
suggested when restoring the log files. If the last log file cannot be located run the recover
database using backup controlfile; command again and supply the path to the redo folder
that you restored as well as the filename of the redo log file within that folder.

5. Alter database open resetlogs;

6. The Oracle database will be opened and ready.
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9. Script

The Script plug-in enables you to execute scripts and batch files during the backup process. This
allows you to prepare an application for backup and to create a data dump of a database. You
can also stop and start applications or services before, during or after any backup.

Installing the Script plug-in

To install the Script plug-in, run the Plug-in Installer and select the Seript plug-in. After the
installation, open the SE Client interface.

Configuration and Use

[8) scripting settings To add scripts, open the Tools menu, select
Scripts Plug-ins and click on Scripting.
| Script Mame | Add |
it | The Scripting settings window allows you to
Add new and Edit or Delete existing scripts.
ﬂl Click on Add to create a new script.
Ok Cancel |

[3) Add new script Start by supplying a Script
St e [scriptt name and specify when this

Run script on event: |Backup start =l script should run.

Excecute: Browse

(Compression and patching
Backup data created Browse
(Connection open

Transfer start

Transfer end

(Connection closed

[~ Abort backup i eggackop end hd

Execute in Folder:

i)

Paramekers:

W Wait For process

ok Cancel

You can choose between:
Backup/Restore start/end
Backup data created
Connection open/closed
Backup/Restore Transfer start/end

Attix5 Pro V6.2 Copyright © Attix5. All rights reserved.
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Browse to the application or batch file that should be executed. Supply a location where it
should be executed as well as any other Parameters needed.

Specify whether you want the SE Client to wait for the process to be completed before
continuing with backup process by enabling the checkbox next to Wait for process to
complete.

Click OKk to save the new script. You can enable/disable scripts by clicking in the checkbox next
to the Script Name. After you have configured all your scripts, click Ok to close the Scripting
settings window.
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The Attix5 SharePoint 2003/2007/2010 plug-in provides protection for Content and individual
document/items of MS SharePoint 2003 (including SharePoint Services 2.0), MS SharePoint
2007 (including SharePoint Services 3.0) and MS SharePoint 2010.

The default option to install the Attix5 SE Client service is as local system user but the Local
Windows system user account cannot be given access rights in SharePoint and the SE Client
Service should therefore be configured to run in another account other than System.

A Windows (or domain) user must be created that will only be used to run the SE Client service.
This user should be made a member of the Backup Operators group and should be protected
with a strong password as it will be given full rights in SharePoint.

Once the user has been created, it should be given the Site Collection Administrator role in
SharePoint using the SharePoint interface. This should be done for all Site Collections that need
to be backed up. Remember to include any Shared Services Provider (SSP) Site Collections in
this step. Failure to do so will result in errors when trying to back-up the SSP Web Applications
in your farm.

The user needs rights to read the registry:

The specific key that needs to be read from the registry for SharePoint 2010 is:
LocalMachine\SOFTWARE\Microsoft\Shared Tools\Web Server Extensions\14.0\Secure\
ConfigDb\dsn

The specific key that needs to be read from the registry for SharePoint 2007 (WSS 3.0) is:
LocalMachine\SOFTWARE\Microsoft\Shared Tools\Web  Server\Extensions\12.0\Secure\
ConfigDb\dsn

The specific key that needs to be read from the registry for SharePoint 2003 (WSS 2.0) is:
LocalMachine\SOFTWARE\Microsoft\Shared = Tools\Web Server  Extensions\Secure\
ConfigDb\dsn

In addition, this user must be given db_owner role (using SQL Management Studio) to the
Config database and all Content databases that need to be backed up.
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The above-mentioned user (as well as the SQL Server service user) should also be given Read
and Write file system rights to the dump folder as specified in the Attix5 SharePoint plug-in
interface.

i The dump folder itself is deleted and created again before being used, so if a UNC
path is used, the actual dump folder must not be a shared folder (this will cause an
access violation).

Example, the UNC path should be as follows: \\server\share\dump where dump can be
deleted by the user mentioned above. Specifying \\server\share as the dump folder
might cause access violations, because the service will then try to delete the share itself.

The steps should ensure that backups and restores can be done without access problems.

To summarize:

Special user for running the Attixs service.

Strong password.

Site Collection Administrator role for all Site Collections.

Db_owner role for Config and Content databases in SQL Server.

File system rights in dump folder for Attix5 and SQL Server services.
Dump folder should not be a share itself, but can be a subfolder in a share.

S N

i The SharePoint 2007 and 2010 Attix5 plug-in requires the installation of .NET 3.5
| SP1. This applies for SharePoint 2003/2007/2010 when using the Attix5 SharePoint
plug-in V3.0 and above. This requires that .NET be installed prior to any upgrade of the
previous 2003 SharePoint plug-in.

e

Attixs5 Pro SE and the Attix5 SharePoint plug-in must be installed on a physical
SharePoint server that is joined to the farm that is required for backup.

Please refer to the additional information provided in the “Attix5 SharePoint
Disaster Recovery” guideline.

Run the Plug-in Installer and select the SharePoint plug-in to add the plug-in to the existing
SE Client. After the upgrade, open the client.

After the installation, a new node @ Backup Selecti l 3 Restml Logs]|
will be available in the left-hand 3 Hy Computer
pane, called SharePoint Farm. B
. . . - MS SQL Server
The plug-in will automatically g Sharepoint

[#1 L {Web Application} Default S5P
[=} [ {web Application} portal, synergy.com
[=- & {Content Database} SP_Portal_Conkent
= 1o {Sike Collection} http: jiportal. synergy.com
=15 {Web Sike} http:ffportal.synergy.com
& {3ite Collection} http: jjportal.synergy.com/dema
[ {5ite Collection} http:/fportal. synergy.comfbr
5 15ite Collection} http: [fportal. synergy . com My Site
5 {5ite Collection} http: /iportal. synergy. comjpersonalfadminist

communicate with the SharePoint

- - (- [




ATTIX®

farm using the SharePoint APIs and then retrieve and display a hierarchy of content in the tree.
As seen in the image on the left, individual files are displayed on the right-hand side.

Browse through the available nodes and select the items that you want to back up as you would
select files and folders in the default Backup Selection tab. Once you have made your
selection, you can click the Backup toolbar button to initiate the first backup.

Restoring SharePoint data is as simple as selecting the applicable SharePoint node and the
required sub-nodes in the left-hand pane and then any individual files, if needed. The plug-in
does the rest.

: Open the & Restore tab,
& Backup Selection iJR_EStDVBI =] Loqsl

4l Backups Sharepoint Entity Details select the required databases
[=-{7 Last Backup (22 Jan 2010, 16:24:44; . .
& a.sM:.chl S(ew;lmgin ! Entiy Type  Content Database and files in the SharePoint
5 Display N SP_Puartal_Conkent . .
£ PG Sharepoint ey flame. 56 fartal conten section and then click on the
4|5 {Web Application} Default SSP
[=- 15 {Web Application} porkal, synergy.com Restore button l'n the

B {Content Database} SP_Portal_Content
/. Workspace toolbar.
[(-§— Previous Backups

Specify the restore location, and then click Ok. The SE Client will restore the files to the
specified location and the SharePoint plug-in will pick up the files and restore it to the
SharePoint server.

Once the restore is completed, confirmation will be supplied in the Restore dialog box and the
log file.

For a complete Disaster Recovery, first reinstall SharePoint, then select the complete
SharePoint node and do the restore.

i) For Disaster Recovery, the server being restored to must have the same hostname
| as before. Please refer to the additional information provided in the “Attixs SharePoint
Disaster Recovery” guideline.
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When the System State plug-in is selected for installation, two plug-ins are actually installed.
The plug-in used to perform a System State backup or restore depends on the operating system
that it’s installed on:

System State (using WSB) for Windows 2008 and later

System State (using NTBackup) for operating systems prior to Windows 2008

i) The VSS plug-in sometimes picks up a System State writer. This writer is not
supported and should not be used. For System State backup and restore, use the System
State plug-in.

To install the plug-ins, run the Plug-in Installer and follow the steps outlined below to

completion.

e

The Attixs Pro Server Edition Client must be installed on the computer before you

can install any plug-ins.
SE plug-ins require working space for the cache and disk space for creating a data
dump and patches.

Step 1: Specify Backup Client folder location

1. Ensure that the correct Backup Client folder location is selected. If not, click the
Browse button, select the correct folder, and then click OK.
2. Click Next.

Step 2: Modify plug-in selection
1. Select the System State check box.

2. Click Next.

%  Sustem State
[ YMware20 [ESX 3.5)

4 [ YMware5 [ESX 3.5)

r [ VMwareS0 [ESX 3.5)
[ WMwarePlus (ESX 3.5)
[  ¥SS [Exchange 2003/7/10, MS SOL 2005/8)
ATTIX’Dro
AttinG nstaller
Back " Nest l Close I
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Step 3: Apply changes
On the Summary page, click the Apply requested changes button, and then click Next.

¥ Plug-in Installer B3 |

Below is a summary of the changes you requested. Click Apply to
make the changes, or Close to exit this wizard.

Install - System State

5
ATTIX  Pro Apply requested changes

Back | Mgt I Close '

Attissnstaller

Step 4: Close Plug-in Installer
Click Finish to close the Plug-in Installer.
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On a new Windows Server 2008 R2 installation, Windows Server Backup
Features are not installed by default. To install Windows Server backup and
recovery tools, follow the instructions as specified by Microsoft:

Space requirement: Because the WSB plug-in splits the VHD into separate
files, the drive where the System State backup is stored needs to have enough
space for two copies of the System State backup. For example, if the System
State backup is 8 GB, a drive with at least 16 GB of space is required.

1. On the Tools menu, point to Plug-ins, and then click System State (using WSB).

Tools  Help
i ' i | '
v Additional Backup Sets @ '; @

1 Add Mebwork Yalume
Autornatic Backups Cptions | Autornate Help

Account Setup Wizard

: Remate Management I_-

Health Check. .. I
I $Recycle.Bin

Snapshok 3

H  Flug-ins System Skake (using b

Options

Ermnail Maotificakion

2. Inthe Backup Settings dialog box that appears, select the Enabled check box.

Backup Settings |
¥ Enabled
Durnp Targek Drive: IC: - I
(03 | Cancel |

3. Select a dump target drive.

i A System State backup can be over 10 GB large. Ensure that you choose a
drive with enough disk space.

4. Click Ok.


http://technet.microsoft.com/en-us/library/cc732081.aspx
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Once the plug-in is enabled, you can select other data to back up, and then schedule backups or
initiate one manually by clicking the Backup button on the toolbar.

v | Warning: If installed on a Windows 2008 server, the plug-in will also back up Remote
Installation server images. These are included in the backup selection and can inflate the
backup significantly.

While the backup is in progress, it is useful to monitor its status in detail. To do this,
open a Command Prompt window and run the following command:
Wbadmin get status.

To restore the System State via WSB, you need to restore the System State data to its original
location and then launch the Windows Server Backup restore process via the command prompt.

To restore System State data:

1. Inthe Backup Client, click the Restore tab.

2. Under the System State Backup target drive node, navigate to the
WindowsImageBackup folder.

3. Right click the folder name, and then click Include.

4. Click the Restore button on the toolbar.

5. Inthe Save files in area of the Restore Options dialog box, select Original
location.
Click Ok.
Once the contents of the WindowsImageBackup files are restored to their original
locations, you can invoke the Windows Server Backup tool to complete the restore

process.

To launch the Windows Server Backup restore process:
1. In Windows Explorer, navigate to:
<System State Backup target drive>\WindowsImageBackup\<Machine
Name>\SystemStateBackup.
2. Open the restore.txt file and follow the instructions contained therein.
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The Attix5 Pro System State plug-in enables you to back up a collection of system-specific
components as a unit to a target directory that is automatically included in the daily backup
routine. These components include the following (depending on the operating system):

Boot files, including system files, and all files protected by Windows File Protection

(WFP)

The registry.

COM+ Class Registration database

Active Directory

SYSVOL directory

This plug-in is included in the SE installer. If it is not installed, run the Attix5 Pro Plug-in
Installer and select the System State Backup plug-in. After the installation, open the SE
Client application window.

i) This plug-in is used for Windows Server 2003 only.

Windows Server 2003

1. On the Tools menu, System State Backup |
point to Plug-ins,
and  then click
System State.

¥ Enable system state backups

System Stake Backup

2. Inthe System State The Sysktem State plug-in enables vou to backup wour swstem stake

Backup dialog box ko a karget directory which is then included in wour backups,

that appears, select Indicate a target Folder below,

the Enable System (Mote that all files in this Folder will be backed up)

State backups Backup ka: Erowse. .. |
check box.

3. A local target folder
k. Cancel |

is required to create
the System State
backup. Type the path to a folder in the Backup to box or use the Browse button to
specify it, and then click OK. If the target folder does not exist, the SE Client will display
a message asking if it should create the folder. Click Yes. This folder will be included in
the backup selection list automatically.
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The System State plug-in is initiated at the beginning of each backup and uses Windows Backup
and Recovery tools to create the backup file. SE continues with the rest of the backup procedure
after the System State backup has been saved in the specified target folder.

Restore process

Windows Server 2003 (complete recovery):

Click the Restore tab in the Backup Client.
2. Expand the backup date folder to restore from in the left-hand pane and restore the
sysstate.bkf file located in the target folder.

3. Open the  Windows
Backu and Recove What to Restore —
p I'y ‘You can restore any combination of drives, folders, or files.
application (Start > All ,
{5 Double click an item on the left to see its contents. Then select the
Programs > —E check box next to any drive, folder, o file that you want to restore,
Accessories > System b o teabonee Browse.._ |
Tools > Backup). EIRE=] - | Backup Ideniification Label [ Mec
0= sysstate.bkf created < | [] (@ sysstate.bkf created 2010/01/15at 03:... C:\¢
4. If the Restore Wizard does B4 System State
not appear by default,
click Restore Wizard on
the Tools menu. In the
K L3 | K [ 2l

Restore Wizard, click

Next to proceed to the o e e
Backup or Restore

step.

5. Select Restore files and settings, and then click Next.

6. Browse to the restored sysstate.bkf file. (The default restore location is
C:\SystemState.)

7. In the left-hand pane, expand File > sysstate.bkf created, and then select the
System State check box.

8. Click Next, and then click Finish to complete the Restore Wizard.
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The Attix5 Pro VMware Plug-in has been designed for the backup of complete VM hosts via
VMware Consolidated Backup (VCB).

Supports the following subsets and related products:
ESX 3.5 through VCB

The VMware plug-in will connect to an ESX Server (or VirtualCenter Server) and show you the
list of installed VMs from which they can then be selected for backup.

With every backup, the VMware plug-in will dump a copy of each selected VM to a specified
location from which it will be backed up. Subsequent backups will result in patches being
generated. (Sufficient disk space and processing needed.)

This process does not require the VMs to be shut down or suspended prior to backup.

VCB as a third party application is required for the Attix5 Plug-in to work. It can be downloaded
from the on-site VM Server. Note the installation location of VCB seeing that you need to point
the Attix5 VMware Plug-in to this location as part of the configuration below.

To install the VMware plug-in on an existing SE Client, run the Plug-in Installer and select the
appropriate VM bundle subset that applies to your environment and licence acquired.

One of the following can be selected, providing that adequate licensing has been provisioned for:
5 VMs
20 VMs
50 VMs
Plus (Unlimited VMSs)
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The VMware Plug-in will be shown underneath the standard backup selection tree and forms
part of the existing backup selection tree. All configuration needs to be done within this view.

Start by selecting the main VMware (VCB) node in the tree. All required VMware settings will
be shown in the right-hand panel.

i Backup Selection | & EESt'Z'Vel E| LDGI5|
d My Compuber

WMware Plugin Settings
B C

- $Recyde.E Mazirnurn number of YMs that may be backed up:

_. Book

i1 Downloads The ¥Mware plugin uses WCE ko manage virtual machine backups
_ PerflLogs
~ Pragram Fi WZB Path; Iam Files¥MwareiWMware Consolidated Back. Browse |
_ Programbs
= System Vo WCB needs a target location where a copy of the ¥M files will be placed.

" Test Ensure there is enough free space available,

— Users WM dump Folder: IC:'I,DUMF"I,'\I'CB Browse |

--'.__. Windows

I:EI---.._I E:
S s System State[ [~ Create a compack copy of each YM {patching will degrade)
B = WCE)
o — ¥ Create a single file for each Y
ICopy WM data over network LI
Apply | Add Mew Server Inskance
s B

Verify the VCB Path and required Dump location. Each VM being backed up can be compacted
to save space for the dumps being created with degradation in the patching to be performed
during consecutive backups.

The default option to Create a single file for each VM can be switched off and method of
transfer can be selected in the drop-down options.

Click Apply and select the Add New Server Instance link next to the Apply button.

Select the Newhost(x) node in the tree that will allow for further configuration.
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& Backup Selection I & Bestorel = Logsl
ﬁ My Computer

. W Hosk

L

F-L i E Last Scan Status:

- Svstem State Plug-in Server address: Ivm|

: WMware (WCB)

Username: I.Qdminl
Password: I*****

Apply | Deleke this server instance

The default host name can be changed by replacing the current name and then entering the
Username and Password to be used by the Attix5 SE Client when connecting to the VM
server(s). Click the Apply button, and then select the new VMware (VCB) node in the tree
view that will invoke a scan of the VMs that can be accessed through the provided settings.

o arePIT st All VMs selected will be included with the next backup to be
W?"'d':' = Include performed by the SE Client by dumping the complete image
E::jz & Exclude first and then using patching on every consecutive backup.

) -
- Windo Deselect

Refresh

For restores, the VM image that was backed up must first be restored by selecting the
appropriate VM and then restoring it like any other item on the Restore tab and providing a
Restore location.

i Backup Selection il Restore | g Lngsl

ﬁ Backups I Filename % I Size I Date
B Last Backup (24 Jan 2010, 20:2€ || @ scsi0-D-0-WMWarePITast-flab.v... 104,858 KB 24/01/2010 08:26 PM  wmndk,
o G ) scsil-0-0-YMyarePITest, vk, 1 KB 24/01/2010 05:26 PM windk

& ¥Mware Plugin 0 VUMWarePITest, v 1 KE 24/01/2010 08:25PM wmx

pvIMW arePITest
¢ befh workspace
#-4_ Previous Backups

The standard VMware Converter Tool, amongst various options for restoring VMware images,
can be used after restoring the image to convert and import the VM image.
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Attix5 Pro makes use of the MS Volume Shadow Copy Service (VSS) to back up open files like
your Outlook PST file, which is just a fraction of what VSS can do. The VSS plug-in utilises VSS
on a much more advanced level by allowing you to protect any VSS-enabled database and

application available on your server with a single plug-in; without the need for a database dump.

Please note that this explanation will only focus on functionality related to databases, even
though VSS is not limited to databases. VSS (Volume Shadow Copy Service) consists of three

basic components:

1.

Writers (e.g. MSSQL)

It is the responsibility of each database vendor (MS SQL, Oracle, Exchange, etc.) to
develop a VSS writer which will allow a requestor (see below) to back up the data without
having to understand the exact inner workings of the database engine. The writer ensures
data consistency and provides a safe way to back up the data, even while the application
or database is still running. It provides a common backup interface that is similar across
all databases, regardless of the vendor. Using writers is a way to ensure that the database
vendor controls the data access, not an outside party.

Requestors (e.g. Attix5 Pro)

A requestor initiates the VSS process. The requestor uses a generic set of instructions to
initiate the VSS process and read data from the database. The instructions are the same
regardless of the database being backed up.

Providers (e.g. Microsoft Windows)

The provider is the interface to the point-in-time imaging capabilities. An in-depth
discussion of providers is not needed for the purpose of this document. It is more
important to understand the Writer and Requestor.
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The VSS plug-in is a “Requestor” that (in theory) can back up any database or service that has a
VSS writer. These would include MS Exchange and MS SQL to name a few. In short, it works
like this:

1. During the first backup, the VSS plug-in connects to the VSS writer of the database, reads
all the data and compresses it to the ToBackup folder from where it is transmitted to the
Storage Platform - no database dump is done.

2. After the backup, the data that has been sent to the Storage Platform is moved from the
ToBackup folder to the cache.

3. For subsequent backups, the data in the cache is compared to the database data as it is
being read by the VSS plug-in, to work out patches which are again stored in the
ToBackup folder.

4. The patches are transmitted to the Storage Platform.

5. After transmission to the Storage Platform the cache is updated by applying the patches to
the files in the cache.

6. Repeat from step 3.

The VSS plug-in sometimes picks up a System State writer. This writer is not
supported and should not be used. For System State backup and restore, use the System
State plug-in.

It can be seen that with the VSS plug-in, databases are treated as large files with no need to
dump them separately. If delta blocking is used, the disk space requirements are further
reduced (at the expense of larger backups).

Advantages

Makes use of a generic set of instructions. So as new Writers are developed for
databases, Attix5 Pro should be able to back them up via the VSS plug-in.

NO DUMP SPACE needed. The VSS plug-in reads the data directly from the database,
without the need to make a database dump.

The backup should be much quicker since data is not first dumped and then patched

and compressed.

Disadvantages

Not all the features that are provided in the existing Attix5 Pro plug-ins are available in
the VSS plug-in (for example to use an Exchange recovery group).
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i) The VSS plug-in can only support VSS-enabled databases, applications and files
| on the local machine where it is installed.

Run the Attix5 Pro Plug-in Installer and select the VSS plug-in to upgrade the SE Client with
the plug-in. After the upgrade, open the Attix5 Pro Client.

You will note a new entry in the left-hand pane, called VSS Plug-in. The VSS plug-in will
automatically display all the writers available on the server. If you do not see the expand option
(+) next to the VSS Plug-in node, right-click the node, and then select Refresh on the
shortcut menu that appears.

When you select the VSS Plug-in node, the VSS Backup options display in the right-hand pane.

i Backup Selection | =] R_estorel =] LUQSI

& My Computer Y55 Backup Type

H:

Exchange Items
= Plug-in " Full Backup

& Exchange group

Flease select the bype of W35 backup you want ko create

Updates the backup history of each file and clears the backup transaction logs after the database backup has completed
ia Cther successfully,

{* Copy Backup

Enables full database backups without updating Header information or truncating application log files,

Apply |

Select the type of backup you wish to perform: Full Backup or Copy Backup.

Full Backup
Following a Full Backup, the backup history of each file will be updated and, in the case of
Exchange writers, the backup transaction logs will be truncated.

/v | Warning: If employing other backup/archiving processes in addition to Attix5 Pro that
require full backup transaction logs (e.g. Exchange tape backup), it is recommended that
you use Copy Backup instead, as Copy Backups retain full transaction logs.

Copy Backup

Copy Backups leave the backup history of each file and the application logs as they were before
the backup. This is recommended if using additional backup/archiving processes that require
full backup transaction logs.

/v | Warning: If both the SQL database and Exchange server are on the same machine, the
Full/Copy setting will apply to both.
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Browse through the available writers and select the items as you would select folders in the left-
hand pane. Once you have made your selection, you can click the Backup toolbar button to
initiate the first VSS plug-in backup, as described earlier in this document.

i) If the MS SQL Server item does not appear in the Backup Selection tree under the
| V8S plug-in, ensure that the SQL Service VSS Writer service is running.

If selecting the Microsoft Exchange Writer, you have the option to bypass the
database integrity check. Please note that integrity checking is recommended by
Microsoft but may slow the backup preparation process down significantly. It should
only be skipped if it is certain that the files are in a good state and can be used for
recovery.

Open the & Restore tab, select the required databases and files in the VSS Writers section and
then click on the Restore button in the toolbar.

The Restore Options dialog box will appear. On the General tab, you will note that you
cannot restore to the original location when selecting any items from the VSS Database section
as VSS will do that once the data is restored. Select a temporary restore location using the
Browse button or enter a path to on in the Temporary folder box.
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&l Backup Selection o Restore | =| Logsl

I T I cian I ek I

ol Backups
Bl Last Backup {30 Jul 2010, 16:40: [ & [ Restore Options o

ters Exchange SIR| %55 Plug-in: Exchange |
5 Microsoft Exchange YWrik
g Workspace Save files in:
-4 Previous Backups

The 'Save files in original location' option is not available for backups done using the Y335 plug-in.
Y55 will automatically restare the downloaded data from the specified temparary Falder.

Temporary Folder: |C Wsers\ Adriniskrator|Restare Browse |

NOTE: Do not specify the original location as the temporary folder

Options

v Restare empty Folders

[T Cwverwrite files

v Use compression (Faster over the Internet)
[ Restore file and folder permissions

[~ Restare directly to target location (Faster, but resume on file level nat possible)

Ck, | Cancel | Help |

) A VSS Plug-in: Exchange tab in the Restore Options dialog box enables you
to configure VSS Exchange-specific restore options. If restoring Exchange Writer
items, ensure that you configure this tab, before proceeding to the next step.

Once you have configured all the relevant restore options, click Ok.

v | Warning: Restoring the SQL Server master database using the SqlServerWriter
sometimes fails. For more information on how to restore the master database, visit the

following links:

The SE Client will restore the files to the specified location and VSS will thereafter pick up the
files and restore them to the applicable database. Confirmation will be supplied in the Restore

dialog box and the log file once the restore is completed.

i For MS SQL Server restorations, if you make your restore selection on the file
level, the VSS plug-in will not be used to restore the entire database. Instead, the files
that you have selected will only be restored to the location that you specified. You will
have to attach the files to the database yourself.


http://msdn.microsoft.com/en-us/library/aa173557%28v=SQL.80%29.aspx
http://msdn.microsoft.com/en-us/library/aa173515%28v=SQL.80%29.aspx

ATTIX’

1. Open the & Restore tab, expand the VSS Writers node, and then select the
Microsoft Exchange Writer node.

2. Include the writer by right-clicking the node, and then selecting Include on the
shortcut menu that appears.

3. Click the Restore button in the toolbar. The Restore Options dialog box will appear.

4. On the General tab, you will note that you cannot restore to the original location when
selecting any items from the VSS Database section as VSS will do that once the data is
restored. Select a temporary restore location using the Browse button or enter a path
to on in the Temporary folder box.

5. Click the VSS Plug-in: Exchange tab and configure the restore options.

[§] Restore Options
General | Exchange SIR | ¥55 Plug-in: Exchange |

Exchange restore options:
[+ Replay outstanding kransaction logs

Recommended when reskoring From the most recent database backup. Warning: Clear this check box if
restaring from a backup priar to the maost recent ane.

[~ Aukomatically dismount databases and allow overwrites

Recommended to prevent restore Failures due ko Exchange settings, Only databases selected Far
restore will be overwritken, &s a safety precaution, this option is off by defaulk,

It is recommended that Replay outstanding transaction logs be
enabled when restoring from the most recent database backup. Please
note that you need to disable this option if restoring from a backup prior
to the most recent one.

Automatically dismount databases and allow overwrites is
disabled by default (as a safety precaution) but enabling it is
recommended to prevent restore failures due to Exchange settings. Only
databases selected for restore will be overwritten.

6. Click Ok.
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Restore Wizard, 41, 42, 67
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