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This User Manual is divided into two parts:

*  The first section shows how to connect under normal conditions

* The second section is devoted to first-time setup and troubleshooting. Please
place a call to the Helpdesk at 212-408-1545 or 888-596-6296 x1545 before

turning to

this section.
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If the Helpdesk is unavailable, first verify that ABS systems are up at the “IT -
Systems Status and Remote Help” section of http://abs.info. Current status is under

the heading “Current Conditions”.

Quick

Reference*

Application: ITf New York is up, go to: If New York is down, go to:
IT Systems http://www.abs.info/ITSystemsS | (same)
Status and tatusandRemoteHelp.dsp
Remote Help
Helpdesk helpdesk@americanbible.org (same)
tel: 212-408-1545 or 888-596- (same)
6296 x1545
MSGP, etc. https://remote.americanbible.org (same)
Project https://remote.americanbible.org (same)
Staffnet http.//staffnet.americanbible.org http.//staffnet-dr.americanbible.org |
Secure Mail https://securemail.americanbible.org (same)
Webmail http://webmail.americanbible.org http://webmail-dr.americanbible.org
To Report a 1-800-308-6297 (same)
Crisis
Facilities 1-800-242-5375 (same)
Status (New
York)

*Items in the far right column are planned, but not yet active as of

March, 2007.
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1 Connecting via Remote Access
Normal Operation

1.1 Webmail

Steps on how to check your ABS email from any location provided you
have internet access.

1.1.1Launch Microsoft Internet Explorer by double-
clicking on its icon on the desktop.

-~

Internet
Explorer

R

1.1.2In the address bar, type
http://webmail.americanbible.org. Note that, in
this case, one does not precede the address with

WWWw .

|@ https: /fwebmail. americanbible_org/exchange - Micr
File  Edit “iew Favortes Toaolz  Help

) Back - | - ! kj ) Search
; J W/

Address http: A Mwebmail amenicanbible. org %
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1.1.3The above window prompt will appear. Enter your
username and password in the appropriate fields. Be sure

to precede your user name with ‘abs\’ (note the backwards

slash).
"Connect to wehmaﬁ_americanhi-hle.urg (2]l
webmail, americanbible, org
Lzer narme: | € abs\username El
Password: | sesenene |
[ Iremember my passwaord
[ Ok ] [ Cancel ]
1.1.4 Upon successful authentication, you should see

the Outlook web interface as shown below:

’ =g
Fie Edi Vew Fowesies Toch Hep 4
Que- Q WBAG Prwr irenn @ -5 B - B
e ] P et et stk e s v B e = 4 Wi
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1.2 Remote.americanbible.org

Web-Based Citrix Applications such as Great Plains, H: Drives, and
more

1.2.10n your desktop, double-left-click the Internet Explorer
Web browser icon.

Internet
Explorer

R

1.2.21In the address bar of your browser, type in the following:
http://remote.americanbible.org

f"g Login - Windows Internet Explorer el o B
BB £ it/ isolenmeianbiblesiy) - & | 4| x| tive search e
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1.2.3The following login window will appear

I@L}'min - Windows Internet Explorer |

J@’;
% i |§login \_I e - v = v [k Page v (0} Tools =

| . [ ]
| Rt CiTRIX

User Name:

Password:

Secondary Password: i

Login

1.2.4Enter your username where it states ‘Username’ and
password where it states ‘Password’.

1.2.5For the last field ‘Secondary Password,’ type in the 6-digit
number currently displayed on your RSA SecurelD key, and
then click on the ‘Log In’ Button.

AP &
Ll CITRIX

User Name: ELast

Password: sessssss

Secondary Password: ssssss

Login
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1.2.6 After a successful login, your will be able to see the
Applications List below, where you will be able to launch
applications for which you have specific rights.

| Applications J,j. 5 '?(} |

'.T Top E Up
C0]
=[]
FRx 67
L} Launcher
| Log Off ]

Additional applications can be made available upon request.
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1.3 Staffnet

Note: ITS recommends that you use Microsoft’s Internet Explorer
when accessing Staffnet; IE will allow you full-access to all of
Staffnet’s features.

1.3.1Logging on to Staffnet
1.3.1.1 Open Internet Explorer (IE).

1.3.1.2 Type staffnet.americanbible.org/ in the address
bar.

1.3.1.3 Press Enter on your keyboard or click on Go in
the address bar.

2 Messenger :: American Bible Society

File Edit Wiew Faworites Tools  Help

Q- © XA G

Address https: | fskaffret, americanbible .org

*+  The browser will take you to the login screen; please enter your:
* User name: usually your first initial and last name
= ABS password: the one you use to log into your computer
*» SecurelD Password: the number that appears on your RSA

key
N
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Please provide the following:

User Name: \ |

ABS Password: \ |

SecurelD Password: | |

You are accessing this site from & computer running Microsoft Windows XP, Service Pack 2 (SP2) or
higher .

Irternet Explorer is configured by default to block popups. In order to be able to receive inactivity timeout
naotifications and ather warnings from this site, it is recommended thst you configure your broveser to alliow
popups from this site

«=D>

This site is intended only for authorized users
ITyou encounter any problerms with this site please contact your systern administrator

at hE|E desk@amerlcanmhle L]y
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+ RSA Key Note: Left of the “tokencode” (the number that is your
SecurelD Password) on the RSA key is a vertical bar that counts
down until the next tokencode change. If the bar is at or near the

bottom like this:

...please wait until the number changes and enter the new number as
our SecurelD password, as here:
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1.3.1.4 Once you have successfully logged on, you will see
the main Staffnet page. To access the applications,
you must first click on Network Connector.

‘A American Bible Society Portal - Microsoft Internet Explorer

i Fle Edt View Favortes Tools  Help ,#
e Back - \-.n!) B @ _{:j /':) Search ‘:‘i‘( Favorites @ @ - :;. I@ - D

i Address ‘a https://staffnet. americanbible. orgfwhalecomd 1 dagibeedb2a 74567 453f 7hes 194 fwhalecomif SecurestaffPortalHomePage/!

2 Links @ TechRepublic Q Security Mews a ABS WebEx @ FootPrints @ amail @ Services @ ‘Webmai Direct @ ITs Webpage

v|Gn
(-

07:59:22 &3 Logout |

Rt G| 2 |[ Lo ppsiomon — | (B | 1 vty | 2P

Remate Access

Ly
g American Bible Society Remote Access Appliance

AMERICAN
BiBLE
SOCIETY

Citrix' o i
NF Citrix Muse .ﬁé Microsoft Outlook
use .

E E Messenger
AmERicAn

T

ki

Your Mapped Drives
]

é @ Trusted sites

®) 52, 1HBEM

7 American Bible Societ.., % Whale Nebwark Conn. ..

O staffret 2nd - Micros. .

1.3.1.5 Once connected, you will see a pop-up window on
the bottom of your screen; this lets you know you that
you successfully connected to the network. You may
now access CRM, Outlook, Messenger, Muse, and your

home and mapped drives.

“

-

i) Network Connector |

Connection skarked
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1.4 Certified Mall

1.4.1Compose a New Message like you normally would. Once the
message is composed and ready to be sent you would
simply click on Send Certified Mail Button instead of regular

Send Button in Outlook.

P [t Wew Jeet Fomst Jook Tabk Widee lep
Foad bl ]k 8 [ SPE  a  T  C  B  TL T L ART  R
Siciged |~ R A B BT 08 Y o, = | M .
o, dotice

A
St CH Tast

P | b ] e -m-é-n:n@!iliﬁapﬂ:l

e s =

CM Tent

= | = et ager L= T
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1.4.20nce the message is received it would look like the

message below. To get your Certified Mail you would simply

click on the link provided in the email.

B CM Test - Message (HTML)

! File Edit “ew Insert Format  Tools  Actions  Help

E;%BEFI";." | LﬁReplytuA[l | iz Forpeard = MECRRE- N |Li‘} | A3 = | & - % - AY | @ !
From:
To:
Cc:

Subject:  CM Test

Secure Message from American Bible Society Message Delivery

oo ameticanbible org has created a secure e-mail message for you at:

https Afsecuremail americanbible. orgfl aspx?l=en-us

To access your message, simply follow these steps:

1. Click on the above link.

2. Type aho@americanhible org for your Lagin 1D, and then yaur password.
3. Access your Inbox to view your message

If you need help, please send an e-mail to helpdeski@americanbible. org

Messaqge Details:

Subject: Ch Test

From:  ahc@ameticanhible org

Tor  abe@americanbible org

Created: 1/3/2006 12:29:04 PM (EST) (Expires:2/3/2006 12:29:04 PM (ESTY

Copyright © 1996-2003 CertfiedMail.com Inc.
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1.4.3 After clicking the link, it will prompt you to enter a
username and password. If this is the first time you are
accessing Certified Mail you will need to create a username
and password. The username will be your email address
(ex. jdoe@americanbible.org ).

<2l Login, - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help |','
N —~, n >~ T
] ) 2 s ) = 8| (- 4 - iﬂ 3
L€ ) </ x| |2 f ﬂ 7 Search HJ\I( Favorites €} [\ = y_fl é% _S
" " | . »
Address ‘@ https:f/securemail. americanbible. orgf(vnZxdnage5zdnt454pzzas4s)fl. aspxil=en-us V| Go Lirks

FAdobe ~ Y_’ v 4- Search weh v 7 5' @' @ q’.My Wweb v (=] Mail + @Mv ‘ahoo! + @ Shopping = éGamas' b Music - »

)

——
AMERICAN BIBLE SOCIETY

porvie______________________§
Login

This feature is for members only, Upaon successful login, you can access your account to send and track your messages,

& Secure Member Login
Please enter your UserlD or Email Address and Password,

UserlD ar Emal: | sbs@americanbible org |

PassWON! [sasasssnas | | Enter]

D Remember UserID

Forgot Password?

Securty Status: Login i secured by an encrypted link (SSL) to our server,

@ Done é @ Trusted sites

l"-" start ArE B 6 ice. .. 7 6 Internet Explorer  ~ | 2™ IM with aperazafgp ... '@i Documents - Micros... ’(_’J e ,';'" 12:36 PM

Page 13 of 22 ITS Remote Access Help, October 2006



AMERICAN BIBLYE SOCTETY
Shoriag Coal's Wi snith sl Wik
1.4.40nce you enter your credentials it will give you your
Certified Mail Messages. When you are done you can Logout
from the Certified Mail Page by clicking on Logout on the
top right of that page.

2 Inbox - Microsoft Internet Explorer, |Z||E|rg|
File  Edit Wiew Faworites Tools  Help i ,'
A Y -'\L " = _. ¢ »»
@ Back - \_)' |ﬂ @ __ﬂ P ) search ‘5\( Favorites e} " &9 _J ﬁ
Address |féj https:/fsecuremnail . americanbible . orgi{vnZxdnagdS2dnt4S54pzzxs45) finbox. aspx V| Go Links
FYAdobe - Y_’ - £~ | v |searchweb ~ &7 [T - @ | [EMyweb ~ *
‘ ——— l

AMERICAN BIBLE SOCIETY

Inbox search| g
[petete | [Putin Falder.. +| view Folder Page Size

O m Date From Subject Size
vew [ 100030 1732006 abe@ameticanbible org CM Test Kb

[Delete | [Futin Foger.. v

Powered by CertifiedMail

@ é @ Trusted sites
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2 Setup and Troubleshooting

ABS computers are set up with the necessary software to connect from
a remote location. This section will apply to you only if that software
becomes damaged or your connections persistently fail despite
following instructions.

Note: This is only a rough guide. Please see the end of this guide for
information on contacting the ABS Helpdesk, which will be able to
provide comprehensive support.

2.1 Webmail
2.1.1Setup: No setup.
2.1.2Troubleshooting

2.1.2.1 Logon Credentials Fail

*  The most common issue here is the format of the username. In the
dialog that pops up asking for your username and password, enter
it in the form “abs\username”, like this:

Connect to webmail.americanbible.org E]

webmail, americanbible, org
Lser narme: 7 abs\username v
Password: sessssusl

[ 1remember my password

[ oK H Cancel ]

* If this fails, a lesser-common trick is to use your americanbible.org
email address (with the ‘@’ sign) in the username field. If this
works when the standard “abs\username” format does not, please
notify the Helpdesk as soon as possible so that they can rectify the
issue.
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2.2 Remote.americanbible.org

2.2.1Setup

2.2.1.1 Check the right-hand side of the main screen you
see immediately after login. If you see a message like
the following, click the link “ICA Web Client for 32-bit
Windows” to download the Windows web client.

MetaFrame XP Message Center

The MetaFrame ®P Mezzage Center displays any informational or error messages that
rhaYy ooour,

&Ynu do not have the ICA Client (Plug-in) for 32-bit Windows installed on vour
systern, You rmust install the ICA Client to launch the applications.

Selact the icon below to install the ICA Client

86 104 web Client for 32-bit WB
Othe adailable fusrr T = Citdx Client dovwnload site

CiTRIX'
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2.2.1.2 In the following dialog, choose a download
location, then run the file ica32t.exe after download
completes in order to install the web client. You will
have to restart your Internet browser after installation

for the plugin to work.

Opening ica3Zt exe x| |

YY'ou have chozen to open

ica32t exe

which is a: Application
from: https: //muse. americanbible.org

~ What should Firgfox do with this file?

" Open with j

[T Do thiz automatically for files ke this from now on.

QK I Cancel

2.2.2Troubleshooting

2.2.2.1 Browser Prompts You for What to do with the file
“launch.asp”

2.2.2.1.1 When you click on an application after logging in, you
see a prompt like the following:
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Opening launch.asp

Iz

Citrix ICA Client Engine (WWin3Z) (default)

2.2.2.1.2 If you see that your Citrix client is already chosen in
the “Open with” window (as above), go ahead and leave
that selected and say OK. Your browser will pass this file
off to your Citrix client and launch the application
normally.

2.2.2.1.3 If you see that your browser does not know about
your Citrix client but you do have the client installed, you
can choose “Save to Disk”, then launch the file from there
or use the “Open with...” dialog to find your Citrix client.
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Opening launch.asp

Iz

Citrix ICA Client Engine (WWin3Z) (default) r

g

2.2.2.1.4 Macintosh Clients — Sometimes Macs incorrectly save
the file as “Launch.asp” or try to open it inside the
browser instead of launching Citrix. To correct this, save
the file, then rename it, adding the filename extension
“.ICA”.

[launch.asplfEe | . 2 KB

2.2.2.2 After logging in successfully, an application you
need is not listed
If you do not see an application you need to use after successfully

logging in, an administrator’s intervention is required to give you
access.

Please send a message to Helpdesk@americanbible.org stating the
issue and follow up by calling 212-408-1545 or 888-596-6296 x1545
for resolution status.
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2.3 Staffnet
2.3.1Setup

1.1.1 The first time you access Staffnet

The first time you go to staffnet.americanbible.org, your browser will
go through some initial installations. These will only occur once; after
that, your browser will keep the settings, and you will not go through
these the next time you access Staffnet from this computer.

2.3.1.1 The first pop up will display a Security Alert. Click
on Yes at that prompt.

Securnity Alert E|

ri"l |nformation you exchange with thiz site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the site's
; gecuity certificate,

0 The security certificate iz from a trusted certifying authority.

e The zecurity certificate date iz walid.

The name on the securnity certificate iz invalid or does naot
match the name of the site

Do pou want to procesd?

Yes l [ Mo i [Eiew Certific:ate

2.3.1.2 At this time you may see an alert asking you to
install ActiveX controls. When this happens, click on
the message under the address bar and select Install
ActiveX Control.
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<2 American Bible Society - Install and Detect - Microsoft Internet Explorer

File Edit View Favorites Tools Help

oBack M > ) |ﬂ @ _;j /_\J Search ‘f:(Favorites e} - :\,‘_ - _J ﬁ 'ﬁ

Address @ https: ffstaffret, americanbible. orgf

Install Ac

W What's the Risk?

InfFormation Bar Help

——
AMERICAN
BiBLE
SOCIETY

2.3.1.3 Next you will see a pop-up window that asks you
to install the Whale software please click Install

Internet Explorer - Security Warning [‘5—(|

Do you want to install this software?
Mare: Whale Communications' Client Components
Publisher: Whale Communications, Inc.

E] More options Install ] LEDH'I: Install |

@ ‘hile files From the Internet can be useful, this file bype can pokentially harm
vour computer, Only install software From publishers wou trusk, What's the risk?

2.3.1.4 You might also get prompted with a screen like
below, click on Yes.

Whale Client Components D_q

i) To ensure complete funchionality with thiz site, it iz neceszany to add the

zite to the pop-up blocker's allowed sites of the browser. Would you like
ta implement the required changes?

[ Don't show me this meszage again
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At this point—if your Windows Firewall is ON—the

Windows Firewall will prompt you with a Security Alert

like the one below.

Unblock.

Page 22 of 22

%= Windows Security Alert

X

J"E To help protect pour computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

é Hame:  Internet Explorer
Publizher. Microsoft Corparation

Keep Blocking ] [ Unblack ] [ Ak Me Later

‘Windows Firewall has blocked this program from accepting connections fram the
Intemet or a network. |f you recognize the program or trust the publisher, you can
unblock it. When should | unblock & program?
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