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1. Introduction

The UPS Network Management System (UNMS) is a monitoring and managing system for
many  different emergency power supply systems (UPS, Generator,
Environmentalmanagers, Batterymanager) in networks of different
organisations/customers. UNMS 1l is an automated overview system that monitors and
informs the responsible personnel of alarms occurring at the different facilities. This greatly
increases the security and reliability of networked systems relying on stable power
supplies.

The UNMS Il offers the following benefits:

. UNMS Il monitors the UPS devices over IP networks, mobile networks (global
system for mobile communications GSM) analogue telephone lines (Remote
Access Service RAS) and through Emails (Pushmail).

e By using multiple Web Consoles, UNMS Il encourages sharing of management
information by many people. Through different logins the various sites may be
managed by separate personnel.

. UNMS Il transmits acoustical messages, emails, does logfile entries and
requires an acknowledge from the enduser for new alarms to guarantee that the
user is alerted and recovery processes may begin. Extensive logging and
filtering functions allows the management of very large installations.

. UNMS Il works with any GENEREX compatible UPS and alarm management
devices (Csi21, CS122, SITEMANAGER, SITEMONITOR,
SENSORMANAGER, BACS) using the GENEREX native network protocol
"UPSTCP" or SNMP.

. UNMS I supports also all non-GENEREX UPS devices which use the RFC
1628 UPS MIB and private MIB from APC via SNMP (functionality not
guaranteed, depends on the quality and conformity of this product).

. UNMS 1l works as RCCMD server - this function allows managing the
messaging and shutdown of RCCMD clients in your network from this central
management console.

. UNMS Il is designed also for the use with parallel-redundant UPS installation.
Several UPS management devices (CS121) maybe formed into groups with
separate configuration and redundancy levels.

Note : That the screens and menus shown on your computer may differ from those pictured in this

document.



2. Architecture Overview

UNMS Il is an UPS network monitor designed to inform you of emergency power supply
systems problems in your network or the customers network. The UNMS uses network
(LAN) connections as default, but allows also connections through MODEM and GSM
Routers (RASMANAGER Analogue and RASMANAGER GSM, requires a
Teleservice/Datacenter license) or “Push Email”. The UNMS server service runs
intermittent and checks on UPS devices you specify in a list. When problems are
encountered, the UNMS server service can send notifications out to administrative
contacts in a various ways (Email, RCCMD network message, etc. ). Actual status
information, historical logs, and reports can all be accessed via a web-browser (Web
Console).

Web Console ~ Web Console  yygp, #nnsole ®

‘d

UNMS Server

Figure 1 UNMS Il into a network environment

No. Name Description
@ UNMS The UNMS server service running on this computer with
Server MS web server installation.
@ Site A user defined group of services (e. g. UPS devices).
Define a name for this group and configure individually

group rules for those devices belonging to this group.

Service A single service (e. g. UPS device with CS121 SNMP card
or UPSMAN or BACS) that is monitored by the UNMS
server.

©




@ Web Web consoles provide sharing of management information
Console | by many people.

3. System Requirements

The UNMS Il server runs under Windows Server (2003, 2008, 2008 R2, 2012, 2012 R2),
Windows VISTA Business or higher, Windows 7 Professional or higher and Windows 8
Professional/Enterprise

The UNMS Il service runs ideally onto a high performance PC. We recommend to use at
least a DualCore CPU with 2 GHz and 4 GB RAM. Further we recommend to use a
Windows Server OS than a Windows workstation when monitoring more than 9 devices.

o Important: The installation requires administrator privileges and an installed « Microsoft “Internet
Information Server (IIS) » Version 5.0 or higher (IIS is included into every Windows distribution, but may not
be installed by default. The UNMS Il requires the WorldWideWeb-Service component and the 1IS Manager
Snap-In only).

Web-browser configurations: If you are using the Web Console with any web-browser, then it is required, that
your web-browser is supporting XML, Cookies and JavaScript. Additionally you should allow « PopUps » from
the IP address of the PC, where the UNMS Il is running.

4. Microsoft IIS Installation

Any UNMS requires the installation of Microsoft Internet Information Server 1IS. The
Teleservice, Datacenter and OPC Versions require additional services to install, these
additional services will described later. Since every UNMS requires at least a Microsoft IS
Server, the following chapters describe the installations for the supported Windows OS
and will continue after this with the description of the UNMS itself.

4.1 Microsoft IS Installation on Windows XP

The support for Windows XP is discontinued
after UNMS Il version 2.0.12

If the IIS is not installed on your OS, you will get the following message during the UNMS
Il installation.

i UNMS II x]

Thiz zetup requirez Intemet Infarmation Server 5.0 ar higher. Pleaze install Internet
Information Server from pour Windows CD' and run thiz setup again.




Figure 2 UNMS Il error message

Click the “Add or Remove Programs” button into the “Control Panel’. Click the
“Add/Remove Windows Components” button. Enable the “Internet Information Services
ns),

Windows Components Wizard

Windows Components
“Y'ou can add or remove components of Windows XP.

To add or remove a component, click the checkbox. & shaded box means that anly
part of the companent will be installed. To see what's included in a component, click
Details:

Components:

[[] &P Indexing Service
antemet Explorer

00ME =]

et [nformatio
O E,‘j Management and k4
[71 52 Messans Hurinn

onitaring Toolz

Description:  Includes *eb and FTP support, along with suppart for FrontPage,
tranzactions, Active Server Pages. and database connections.

Tatal disk space required: ES0MB Detals |
Space avallable on disk: 1176.8 MB

< Back I Nest » I Cancel |

Figure 3 Windows Components Wizard

but disable the SMTP Service and click the « Next » button.

Internet Information Services (IIS) x|

To add or remaove a component, click the check box. & shaded box means that only part
of the companent will be inzstallad. To see what's included in a companent, click Details.

Subcomponents of Intermet Information S ervices [1S]:

<> Common Files
L ian
Oa J:l File Transfer Pratocal (FTF) Service
Oa @@ FrontPage 2000 Server Extensions

71 Intermet Information Services Snap-ln

SMTF Service

5 "/ orld "Wide \Web Service

Description:  Installs documentation about publishing site content, and Web and FTFR
server adminiztration

Total disk space required: 54.4 MB Dietails..
Space available on disk: 1105.4 kB —l
(i) I Cancel |

Figure 4 Disable SMTP Service

Insert your Windows XP CD and click the “Next” button.



Windows Components Wizard

Configuring Companents
Setup is making the configuration changes you requested

e Please wait while Setup configures the companents. This may take
saveral minutes, depending on the components selecte:

Status: Capying fies...

[ ]

{Back Hes | [ ceneal |

Figure 5 Configuring components

windows Components Wizard x|

Completing the Windows
Components Wizard

You have successiully completed the Windows
Components Wwizard

To close this wizard, click Finish

Figure 6 Completion

4.2 Microsoft IIS Installation on Windows 7/8

If the 1IS is not installed on your OS, you will get the following message during the UNMS
Il installation.

) UNMS T Server Setup

Welcome to the UNMS I Server Setup
Wizard

5 UNMS T Server setup ’ =)

You must install IIS version 5 or higher before installing

L, unws.

Back Next Cancel

Figure 7 UNMS Il error message
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Click the “Programs” button into the “Control Panel” and click the « Enable/Disable
Windows Features » button. Enable the following features:

Internet Explorer 8
= Internet Informatio
] ) FTP Server
= Wieb Managerment Tools
=] II5 6 Managerment Cormpatibility
IS 6 Management Console
IS 6 Scripting Tools
IS & WML Compatibility
5 hetabase and 03 6 configuration compatibility
IS Management Console
[[] | TS Management Scripts and Tools
[7] 1 IS Management Service
=l Wéorld Wide Web Services
= Application Development Features
JNET Extensibility
AP
ASPMET
CGI
I5AP] Extensions
ISAPT Filters
Server-Side Includes
= Cararnon HTTP Features
Default Docurnent

EO0O00

OoEOOoOog

Directory Browsing
J HTTP Errors
, HTTP Redirection

Static Content

Wfeb DAY Publishing
Health and Diagnostics

OEOOOE

Figure 8 Windows Features

Click the « Ok » button to complete the installation and start UNMS Setup again.

4.3 1IS Installation on Windows 2008 Server R2

NOTE : If you want to use the Internet Explorer on this Server for UNMS, then you have to
disable the IE Enhanced Security for Windows Server 2003 and 2008 OS.

Here an example of the configuration Internet Explorer IE Enhanced Security (IE ESC) on
Windows Server 2008 R2:

11



Server Manager

Fle Acton View Help

L Ealll 7]

Task Scheduler
Windows Firewall with Advanced Se:

O Services
i WMI Control
) & Local Users and Groups
1 Users

I Do ot show me this consale at logon

) Security Information

& Configure Updates

Updates: using @ managed updating g Configure IE ESC
service

Last checked Today at 11:23 AM
for updates:

Last installed 8/26/2011 10:58 AM
updates:

IE Enhanced On for Administrators
Seaurity On for Users
Confiauration

‘ o] | % LastRefresh: Today at 11:49 AM  Configure refresh

o Server Manager (WINHVRLP2QTHNY) Server Manager (WIN-HVRLP2QTHNV)

E > Roles
Network Policy and Access Services
5 G web server (s) Get an overview of the status of this server, perform top management tasks, and add or
. remove server roles and features.
W) Intemet Information Services (I
i Features
{m Diagnostics Product ID: 55041-507-2949936-84238
= Hift Configuration (Activated)

@@ Go to Windows Firewall

& o Windows Domain: On
2 8850 =l Grops Firewall 43 Check for New Roles
rage -
. e 51 Run Security Configuration Wizard

#, Internet Explorer Enhanced Security Configural

Internet Explorer Enhanced Searity Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
defauit for Administrators and Users groups.

Admiristrators:

@ " On (Recommended)
Users:

@ ¢ On(Recommended)
More about Enhanced Security Configurati

o

Figure 9 Configure |IE ESC

Open the “Control Panel” and click the “Turn Windows features on or off” link (below the

“Programs” label) to open the “Server Manager”.

Select Server Roles

Select one or more roles to install on this server.

Before You Begin
s Roles:

Web Server (IIS) [ Active Directory Certificate Services
Role Services [[] Active Directory Domain Services
[_] Active Directory Federation Services

Eme [[] Active Directory Lightweight Directory Services
Progress [] Active Directory Rights Management Services
. [] Application Server

[] DHCP Server

] DNS Server

[] Fax Server

[ File Services

[] Hyperv

[] Network Policy and Access Services
[ Print and Document Services

["] Remote Desktop Services

Wirdows Deployment Services
[] windows Server Update Services

More sbout server roles

<previous [ Next> | wsui Cancel

Description:

web Server (11S) provides a reliable,
manageable, and scalable web
application infrastructure.

Figure 10 Add Roles Wizard

Open the dialog box “Web Server IIS” and select “Role Services”.

12




Add Roles Wizard x|

ﬁ%’ Select Role Services

Before You Begin Select the role services to instal for Web Server (11S):
Server Roles Role services: Description:
Web Server (11S) T [ Web Server < Security provides infrastructure for
—| securing the Web server from users
G| common HTTP Features and requests. 115 supports multiple
——— = [E] Application Development authentication methods. Pick an
CLRmIhon [] asp.NET appropriate authentication scheme
O L] .NET Extensibiity based upon the role of the server.
O as Filter all incoming requests, rejecting
Results without processing requests that
[ ] cet match user defined values, orrestrict
1SAPI Extensions requests based on originating address
[T TSAPT Filters space.

[] server Side Indudes
[ Health and Diagnostics
(=l security
[E Performance

= [E@] Management Todls

[T 115 Management Scripts and Tools
[] Management Service ~
= & Us s Management Compatibility
[T 115 6 WMI Compatbility

[7] 115 6 Scrintin Tools =l
More sbout role services

<previous || next> | i Cancel

Figure 11 Role Services
Click the « Ok » button to complete the installation and start the UNMS Setup again.

Start the UNMS setup.exe again, if IIS problems are solved, the Setup starts now for the
installation of the UNMS software.

4.4 1IS Installation on Windows 2012 Server R2

Open the Server Manager and click on “Add Roles and Features”. Click the “Web Server
(11IS)” button into the Server Roles menu and then on “Add Features” or rather “Next”.

Server Manager =19 x || |=]a] x |
1= Add Roles and Features Wizard = =] 2 Hilfe
: | ~ =TT ‘ DESTINATION SERVER
Select server roles WIN-KUGL1O3PAMM
Select one or more roles to install on the selected server. [ Add Roles and Features Wizard
Roles

Add features that are required for Web Server (I1S)?

The following tools are required to manage this featurs, but do not
have to be installed on the same server.
4 Web Server (IIS)
4 Management Tools

[Taols] IS Management Console

Include management tools (if applicable)

=
:

Figure 12 Add Roles and Features
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Click on “WinRM IS Extension” into the menu Features and then on “Add Features” or
rather “Next”.

Server Manager -
Add Roles and Features Wizard = || E] =2

i

DESTINATICN SERVER

Select features
&

Select one or more features to install on ti

Add features that are required for WinRM IS
Extension?

You cannot install WinRM IS Extension unless the following role
services or features are also installed.

4 Web Server (IIS)
4 Web Server

4 Health and Diagnostics

< Server Backup .
Request Monitor
< Server Migration Toals X
Tracing

s Standards-|
s TIFF IFilter
O

] WINS Server

[ Wireless LAN Service
WoW84 Support (Installed)
[ XPS Viewer

< "

ased Storag

Include management toels (if applicable)

Figure 13 Add Roles and Features — WinRM IIS Extension

Click on “Application Development” into the menu Role Services/Web Server and enable
the “ISAPI Extensions” under Management Tools, the “IIS 6 Management Compatibility”
and then on “Install”.

Server Manager

o

DESTINATION SERVER
WIN-KUGL1O3PAMM

Select role services

Before You Begin Select the role services to install for Web Server (11S)

Installation Type Role services Description

Server Selection
Server Roles

Features

Web Server Role (I1S)

Confirmation

4 Application Development
[] .NET Extensibility 3.5
[ .NET Extensibility 4.5
[ Application Initialization

~ Internet Server Application
Programming Interface (ISAPI)
Extensions provides support for
dynamic Web content developing
using ISAPI extensions. An ISAPI
extension runs when requested just

<[

Figure 14 Role Services
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[ asp like any other static HTML file or
[] ASP.NET 35 dynamic ASP file. Since ISAPI
applications are compiled code, they

[ AspNET45 are processed much faster than ASP
O cal files or files that call COM+

] components.
[ 15421 Filters -
[ Server Side Includes
[] WebSocket Protocol | |

4[] FTP Server
[] FTP Service
w
L] ‘ ¥
<previous | [ Ned> | [ st | [ cancel




5. License Regulation

UNMS Il licenses are sold as individual license. A valid UNMS license defines the number
of Services (IP addresses) of devices to manage through this UNMS. Eg. If you have
purchased a UNMS 50 licenses, than max. 50 Services may be managed at a time
through this UNMS. Do not install the UNMS |l several times using the same license !
UNMS is available also as bundled version, coming with UPSMAN or RCCMD software.
This bundled version is limited to 9-nodes and has restricted SNMP functionality. See
Chapter 5.1 below.

You can update any UNMS |l Software within 2 years free from the GENEREX website
www.generex.de. Free update period ends 2 years after installation. After 2 years free
updates are no longer possible and you have to purchase a new version.

5.1 UNMS Il 9-User Bundling License

If you have purchased any RCCMD or UPSMAN software, than this licensekey entitles
you to use the UNMS Il 9-user bundling license, fully functional system, but limited for the
monitoring up to 9 devices (CS121, BACS, UPSMAN and up to 3 non GENEREX SNMP
devices). The commercial version adds features like upgrade, updates, configurable and
customizable screens, up to 5000 Services, teleservice for MODEMSs, datacenter
functions for large UNMS installations with reporting and VPN remote access.

5.2 UNMS Il Full Version License

The UNMS I full version is available from 5 up to 5000 objects or Services (IP addresses)
and offers several modules to upgrade your product until the highest “Datacenter” version.

Following we describe all features of a fully licensed UNMS Il commercial version. If you
miss features in your version than this may be due to a lower licensed version.

If you click into the UNMS Il AdminConsole the menu “Help” and “About”, you will get the
information which modules are installed and how many objects/services you can use with
your license.

B2 UPS Network Management System - Version 2.0
[l Copyright @ 2005-2011 Generex GmbH. Al rights reserved.

Product License:

Change. ..

STANDARD EDITION: Max. 250 Services,
Serial Mumber: 125HAR48 - -

Installed Components:

Fienerssc UMS Administrator - Version 2,0 BUHZ0 5] CopyInfo
Generex UNMS Server Service - Version 2.0 Build(2.0.12)

Generex LINMS UPS et Agent - ¥ersion 2.0 Build(2.0.06)

(Generex LINMS SHMP Agent - Yersion 2.0 Buldi2.0.0.2) System Inf
Generex LUNMS Web Console - Yersion 2.0 Build(2.0.03) RSN

“Warning: This computer program is pratected by copyright law and international “
treaties. Unauthorized reproduction or distribution of this program, or any portion of it,

may result in severe civil and criminal penalties, and will be prosecuted to the maximum

extent possible under the law.

Figure 15 About UNMS Infobox— showing that this Version is for up to 250 Nodes
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5.3 UNMS Il Full Version with Teleservice Module

The Teleservice Module is an extension for the UNMS which provides telephone line
support for analogue modems (RASMANAGER analog) and GSM Routers,

(RASMANAGER GSM). This Module is displayed in the About UNMS infobox as “UNMS
RAS Agent”

F UPS Network Management System - Version 2,0
il Copyright © 2005-2011 Generex GmbH. Al rights reserved.
Product License:

STANDARD EDITION: Max. 25 Services

Serial Number: 125HALX

Installed Companents:

Generex UNMS Administrator - Version 2.0 Build(2.0. 18) Copy Info
Generex UNMS Server Service - Version 2.0 Buld{2.0.12)

Generex UNMS UPS Met Agent - Version 2.0 Build(2.0.08)
Generex UNMS SNMP Agent - Version 2.0 Build(2.0.0.2)
Generex UNMS RAS Agent - Version 2.0 Buid(2.0.06) | Eyst=nigky

Generex UNMS Web Console - Version 2.0 Build{2.0.03)

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion of it,

may result in severe dvil and criminal penalties, and will be prosecuted to the maximum

extent possible under the law.

Figure 16 About UNMS Infobox— Version is for up to 25 Nodes and Teleservice

5.4 UNMS Il Full Version License with OPC Module

The OPC Module is a extension for the UNMS to work as OPC client. This Module is
displayed in the About UNMS infobox as “UNMS OPC Agent”. Please note that OPC is an

industrial general purpose protocol — any linkage of OPC informations into UNMS requires
custom development steps.

16



UPS Metwork Management System - Version 2.0
lull Copyright © 2005-2011 Generex GmbH. All rights reserved.
Product License:

STAMDARD EDITION: Max. 100 Services Change...
Serial Mumber: 29PC/WW 1 giakikiiaiaii

Installed Components:

Generex UNMS Server Service - Version 2.0 Build(2.0.12) Copy Info
2.0 Build{2.0.08)
AR

id(2.0

System Info

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion of it,
may result in severe cvil and criminal penalties, and will be prosecuted to the maximum
extent possible under the law.

Figure 17 About UNMS Infobox— Version is for up to 100 Nodes and OPC

5.5 UNMS Il Full Version License with Teleservice/Datacenter
Module

The Datacenter Module is a extension for the UNMS to work as Datacenter manager.
This module allows to manage offline installations through “pushmail” (Email) and through
the other connections (Teleservice MODEM, Ethernet, SNMP, OPC server). Additionally
this Datacenter module includes reporting functions and scheduling options to allow an
automated monitoring and alarm forwarding of large installations. This Module is displayed
in the About UNMS infobox as “UNMS Datacenter”.

6. Getting Started with UNMS I

Although the UNMS |l comes in some cases pre-configured, there are some settings you
have to go through before you can start monitoring.

Primarily you have to define, which IP addresses and devices you want to monitor and
which events have to be regarded as alarms. The UNMS Il Admin Console simplifies this
and other UNMS Il related administrative tasks. It is described in the next sections.

The UNMS Admin Console is launched automatically after installation has completed. To
start it again later, go to the Windows Start menu and use the Programs/UNMS/Admin
Console menu.

17



7. UNMS Admin Console

o Attention: You need Administrator privileges for using the Admin Console !

The UNMS Il is split in 2 parts, the UNMS Admin Console, for administrative purposes,
and the UNMS web-interface, for remote Web access. The Admin Console runs a
Microsoft Internet Explorer embedded in a Window, called Web Console. The Web
Console view is designed through the Site Maps and its related tools Site Explorer and
Event Explorer.

Generally a webbrowser is the graphical interface for all users, who are not working on the
UNMS Admin Console and are working and watching the system as it operates.

The UNMS Admin Console is for configuration of the UNMS Il screens and the
embedded MS Internet Explorer shows in the Web Console page how the changes would
look, if viewed with a web-browser from remote.

The UNMS Admin Console is the toolkit for the UNMS Il Administrator, when doing
changes on the configuration, while the normal monitoring process is usually run through
any web-browser.

7.1 Discover Services

After the UNMS |l is started the first time, the Discover Services will be started
automatically to help you finding Services (UPS, BACS, SNMP cards ..) in your local
network environment.

Discover Services S|
~Ssttings For nstwork scanning & Sttes
Select one of the networks: e Zonel
Zonez
192,168,222 % =] tpfrom: [100  to: [254 Clear result Zoned
Zoned

v : As name For LNMS servics i zones

[ search C5121 devices Port: [ 5782 % oo LPS bl e

[¥ Search SMMP devices  Community: | public e T rldrescs Zone?

f{Discover Services on 192.168.222.* from 100 to 254

IP adress || Computer name [ Location [ UPS model =
[ 192.168.222105 Testsld SavepowerEYD UPS
O 132.168.222109 Mestingraom BACS
O 192168.222112 Testfeld Protect D,

O 192168.222117 CE+T TSI Brava

O 192168.222115 GEMEREX Hamburg G... POWERMASTER-100...

O 19z168.222116 88mHz Testfeld PMC 12 TkWA

O 192168.222118 No UPS mods| defined

O 192168.222119 GEMEREX Hamburg G...  Continuity 1000

O 152188.222121 GENEREX Hambuig G...  XANTO S 700

[ 192168.222124 GENEREX Hambuig G...  EFFEKTA MHD Modular

O 192168.222123 Testfeld MULTI DIALOG MDTT...

[ 192168.222125 Serverraum WGD 30004 7
O 132168.222126 US10000T-Rk

O 192168.222128 Testfeld THETYS EVOD j
M annsenamann e

INNNREEER

Select ol Deselect all

Figure 18 Discover Services
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Enter the subnet address, which you want to scan, and enter the IP range (default 1 to
254). If you got additional SNMP devices into your network environment, enable the box
“Search SNMP devices” too and click the “Start Scan” button. If you already know your IP
address and do not want to use Discovery Service, cancel this service.

After the scan is finished, you can allocate the UPS or other objects found in a list and
move them to their Zones/Sites with Drag-and-drop. Use the “SHIFT” and “ARROW” keys
to Drag-and-drop several objects at once.

You can choose to use the UPS modelname or the IP address as UNMS site/device
name.

Discover Services m

[ Settings for network scanning -t sires
Start Scan [i]
Select one of the networks: = | = Zonel
%j Savepowsr-EVC UPS
I 192,168,222,* vl IP From: I 100 ta: |254 - | Zonez
Zone3
i [i]
W Search C5121 devices Fort: IS?SQ fha memz e WS st Zonet
& Lse UPS Modsl Zones
¥ Search SMMP devices  Community: Ipub\ic e T s Zoned
Zone?
Recently found services: Zoned
[i]
IP address/Name___| Location |_Ups podel [ Type - Zones
168,222 mipatible

BACS
Protec

5121 co
s 1co

! 1 C tible:

192.168.222.118 Mo UPS model defi...  CS5121 compatible
192.168.222.119 GEMEREY Hambur...  Continuity 1000 Z5121 compatible
192,168.222.120 SiteManager ITV3 Z5121 compatible
192.168.222.121 GEMEREX Hambur...  XANTO S 700 5121 compatible
192,168.222,123 Testfeld MULTI DIALOG MD...  CS121 compatible
192,168.222.124 GEMEREX Hambur...  EFFEKTA MHD Mo...  CS121 compatible
192,168.222.125 Serverraum WGD 3000 VA Z5121 compatible
192,168.222.126 Us10000T-RM 5121 compatible
192,168.222.128 Testfeld THETYS EVO 5121 compatible
192,168,222,133 BACS 5121 compatible
192,168.222,134 Mo UPS madel defi...  £5121 compatible
192,168.222,135 Waidhafen SiteMonitor 11 5121 compatible
192,168.222,136 Mo UPS madel defi...  £5121 compatible
192,168,222,137 Rittal Rack WUMTO O 1250 5121 compatible
192,168,222,138 Eiiro Erik, GXVM GE LAMPROLP 111, CS121 compatible_lll
1| »

Use Drag and Drop to move services ta Sites Cancel | Apply

Figure 19 UPS allocation and moving to Zones/Sites by drag&drop

Click the ,Apply“ button to confirm your settings and restart the UNMS Il to use your
configuration changes.

After having the UNMS Il successfully started, you may continue working with the UNMS I
Admin Console to complete your settings or to add Sites and Servicesmanually.

7.2 Main Screen

The following diagram and table show the main elements of the Admin Console, when
starting it the first time. (Here with user login screen)
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"7 UNMS Administrator - [Web Console] =1oix|
. Fle Edit View Toos Help
Quse|«¢|"xF|2
(3) Web Console | vop Edicr | 4 b |[Site Explorer x|
% Sites and Services
H siteo1
:9 UPs #1
'}) UPS 22
Help | About Logofi | . @ siteo2
F @ 1§ siteo3
Monitoring @) Dissbled
= § sieos
= Site0S
@ siteos
Log on to Web Console 2 il
@ g siteos
= Site0s
Please enter user name and password to log on to UNMS & Ste10
© i stenz @
User name @ site12
Password g1 Se13
= Site14
@& Site15
Logon | cancel ® § stess
@ g siter7
&= Site 18
& Site19
= Site20
®- 1§ site2:
@ site22
® Site23
®= Site24
@ site2s
[0S Started

Figure 20 Admin Console — Main Screen

No. Name Description Page
@ Menu Standard application menu.
@ Button Bar | Provides shortcut buttons for common tasks and features.
View You can switch between Web Console, in which the integrated Web
@ Selection Browser is displayed, and Site Maps, which allows you to customize
the Web Console.
Web Display area of the integrated Web Browser, if in Web Console Error! Bookmark
@ Console mode. not defined.
Map Editor | Display area of the Site Maps Editor (not in all Editions), if in editor Error! Bookmark
mode. not defined.
Site Hierarchical view of all defined sites and their related services Error! Bookmark
@ Explorer (devices). not defined.
Event Hierarchical view of all defined events and their related command Error! Bookmark
Explorer handlers. not defined.

In the following part we explain the configuration options inside the UNMS Admin

Console.

7.3 Sites and Services

Sites and Services are managed through the Site Explorer
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Site Explorer: The Site Explorer panel is your tool to add, change Sites, add Services,
and form several Sites into Groups.

Ll zones

Figure 21 Admin Console — Site Explorer
Definitons:

Service: A Service is any kind of IP address or hostname, which is typical an UPS or
battery system controlled by a CS121 or BACS Webmanger or any other GENEREX or
UNMS compatible device like third party SNMP cards. So a Service is the managing
device itself and is always member of a previously defined Site.

Example for a Service: A Service is a managed device like an UPS SNMP card. For
example, a CS121, a BACS Webmanager, a SiteMonitor, the UPSMAN Software or any
RFC 1628 compliant SNMP device are defined as Services.

Site : A Site is a set of well-known Services, like UPS or IP adresses in a certain location.
These locations are called “Sites” and represent the organisational or physial location of
such Services. Any alarm on any Service in this Site will change the Site status itself. So
if any of the Services in this Site has an alarm, the Site itself will display this alarm in the
Site Icon.

Example for a Site: You may define the Site “UPS Customer A”. In this Site you have now
e. g. 5 Services running with 5 UPS. This Site may get its individual background and alarm
reactions, if formed into a Group.

7.3.1 UNMS Il Group

Group : A Group is a set of Services belonging together, like a several UPS installation
in the same network or at the same customers organisation.. A Group is defining a set of
Services, which in case of alarms will be treated identically. So all devices (UPS,
batteries, etc.) will have the same reactions in case of alarms, if they belong to the same
Group. Through Groups you can define different alarm reactions, e. g. if members of the
Group belong to different organisations.
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Example for a Group: If in a Group defined as “UPS Group” and added to this Group all
Services, which have UPS, than you can define actions, which will apply for all devices in
the Group. So an UPS alarm on any of the devices in this group will send an email to the
UPS service center in your organisation, while an alarm in the Group “Batteries” will send
an email to the battery service department in your company.

Through the Site Explorer you configure relationsships of your Services and Sites.

Get into the Site Explorer, click the desired Service button and change the Service
Properties. Open the Group dropdown menu, click on “Edit...” and add the desired group
name.

General Event
% @ Contract | @ Info | P Advanoed| dentifiers State:
Site name: _Ab upsGeneralFault & Event added
Service Groups:
Name: Group: :
22 )
Connection type: STANDARD
R LIPS Group Berlin
5121 compatible (UPSTCF) ~| <Edt...>
DMS name or IP address: Port: Al Mame: UPS Group Berlin
192.168.222.209 5769
M tch service group: y
STANDARD -
schiiefen Abbrechen

Figure 22 Service/Event Properties — Edit Group

Repeat this procedure for all Services, that you want to add to a Group. Get into the
Event Explorer and add the desired Event to this new Group. Open the accordant Event
Properties of the Event, that you want to add to the new Group. Open the dropdown
menu under “Match service group”, “Edit...” and add the desired Group. This Event is
valid only for this Group exclusively.

7.4 Events and Priorities
Jobs and Event reactions in the UNMS are managed through the Event Explorer.

The UNMS shows the Sites and Services on a graphical screen as icons. Such icons
display their status according to the configured priorities. For example, if one service of the
Site runs into as critical defined status while another service of this Site is still in normal
status, then the whole site will be in a critical state and displays this through this higher
priorized icon.

To define which events are critical or not, you use the UNMS Admin Console tool Event
Explorer.
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Ev
+ & d Jobs
ATS Events
{1 AU Events
({7 BACS Everts
D Device Events
D RAS Manager
({1 Redundancy Evers
({1 Sensor Everts
{1 Site Manager
{1 Site Maritar
E1-_] System Events
/‘ netConneckionLost
A nmsackByUser
A nmsstarted
[+, nmsstopped
B UPS Events
/‘ upsCammunicationsLosk
A upsGeneralFault
/‘ upsLowBatkery
A upsMadelUnknown
/‘ upsCnBattery
A UpsOnBYpass
A upsOutputOveriad
A upsTempBad
/‘ upsTestInProgress

Figure 23 Admin Console — Event Explorer
The Event Explorer panel is your tool to add, remove or change Events.

An event may be an already predefined alarm of a Service like at the alarm “ups on
battery”. There are many predefined events found in the Event Explorer for UPS
(Uninteruptible Power Supplies), ATS (Automatic Transfer Switches), BACS (Battery
Analyse and Care System), network, alarm contacts, etc., additionally you have also the
option to add more events.

7.4 Starting and Stopping the UNMS I

You have to save and restart the UNMS before any of your configurations becomes
effective. You can restart the UNMS Il using the start/stop commands in the UNMS I
Admin Console button bar:

|EEE |« oYX (|7

‘ | Click to stop UNMS
Click to start UNMS

Figure 24 Admin Console — starting/stopping the UNMS Il

Restarting or stopping the UNMS or rebooting your UNMS server computer, is a longer
process and may take several minutes, depending on the size/amount of Sites, Serives
you have configured. When you restart the UNMS service, all remote sessions connected
to your monitored devices are logged out, any status and measurement data is
interrupted, all Web Console connections are unavailable until the UNMS Il is restarted.
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7.5 Working with the Site Explorer

Locate the Explorer Panel on the right side of the console. If you can’t see the Explorer
Panel, use the View/View Site Explorer menu to show it. Select the first tab marked Site
Explorer. The displayed Sites and Services tree shows all sites and their related
services as defined within your UNMS.

Site Explorer

<t Sites and Services =
E- [ siteo1

@y ups 71
& ups =2

Site02

% Disabled

Site04
Site05
Sitedé
Site07
Site08
Site09
Site10
Sitell

w- [ sitei2 =l
[ site Explorer (8] Event Explorer |

Y

[T [

EEEE

[

) ) 5 ) ) T T

+

QeI

=

-

Figure 25 Site Explorer

Single-click on the small box to the left of a site icon (building icon) to expand or collapse
that site in the tree.

Left-click on any object name to select that object.
Use the « Delete key » to remove the selected object.

Right-click on a site (building icon) or service icon (gear icon) or name to see the available
context menus.

Open a site tree and use the Edit/Insert Service menus or Button Bar buttons to add
service objects to the site tree.

7.6 Changing Service Properties

Using the Site Explorer tree, expand the site icon (building icon) that contains the service
of interest. Then Right-Click on the desired service icon (gear icon) and use the
“Properties” context menu.

Service Properties General: Enter the service name in the “Name” edit box. This is a
name to identify your device in the UNMS Il listbox and graphical screen.

Service: Click the Service box to disable the monitoring of this service, if currently
unavailable.
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Choose a Group for this service. ,STANDARD" is default. Define an individual name for a
group to configure group rules for those devices belonging to this group (see Group
configuration later in this manual).

Enter the Service IP address in the “DNS name or IP address” edit box. This can be an IP
address or as DNS name.

Choose the “Connection type”: For UPSMAN Software, CS121, BACS or any other
GENEREX device choose “CS121 compatible (UPSTCP)” and use the default IP port
5769. Other non-GENEREX devices are found as SNMP compatibles in the drop-downlist
box to choose.

£ x|
@ Generl | B Contract | &) Info | /B Advanced | @ General | @ Contract | & Info | 42 Advanced |
Site name: Site name:
|GENEF!E). HG Hamburg [GENEREX HQ Hamburg
v Service v Service
Mame: Group: Name: Group
[GENEREX BACS Q01in Hamburg | [STANDARD | |GENEREXBACS Q01 in Hambug | [STANDARD x|
Connection type Connection type:
[cs121 compatible (UPSTCP) =] C5121 compativle (UPSTCR) |
SNMP: APC smart network - .
DNS name or IP address: Part: SNMP: EATON Poveenamme/p  —1__ Fort _
[a01 generex.de | 5769 SNMP: GE GEDE CP4/IMV Card 5763
SNMP: Lisbert OC Webcard
SNMP: Masterguard /Oneac
SNMP: MGE Mini
SNMP: Rielo/Aros NETMAN
SNMP: SOCOMEC Metvison M|

Carcs G|

Figure 26 Site Explorer — Service Properties — Connection type

For SNMP devices: Choose the appropriate vendor and enter the service community
string in the community edit box (community string is configured on the remote device, as
default select “public”). The default community is “public”!

DNS name or IP address: Enter a hostname or IP address of your Service, eg. The IP
address of your CS121 or SNMP card. At CS121 the default TCP port is 5769, at SNMP
the community string has to be entered in this menu.

Service Properties Info: For each Service you can provide information as plain text or
hyperlink which will be visible on the UNMS graphical screen as INFO button. You can
add, remove or edit text informations for this specific Service, such information is then
displayed on the UNMS Il graphical screen and may help other UNMS Il operators to find
additional informations or instructions for this specific site.

These entries are displayed under the corresponding service behind an INFO button.
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Service Properties x =]

@ General | @ Contraet. ) Info | /D Advanced | @ General | @ Contract & Info | /2 Advanced |
Custom Propetties Custom Properties:
zn T —( |
D Hamburg  This SITE got UPS installations in
Property Type: | [2) Flain Text x

Property Name: lHambmg—
Text to display: | STTE got UPS mstallations in Hamburg

- Add Remove | [ Eait._ |
Clase Cancel Clase Cancel

Figure 27 Site Explorer — Service Properties — Info

You can add further information for every service. If you click the “More customer data...”
button, you can add an email address, which will receive an email, if you enable the
function “Send mail to contract” into the Job Editor.

= T A

r~Customer
@ General [ Contract |® Infﬂl B Mvancadl
Contact PErsnn:IE‘ Schulz
Contract
’7 D State: Phone: | 55555
~UPS Fax:|44444
Model: IUPS1 E-Mail: I someone @somewhere.com
Serial No.: [123456789 o
—Customer Support Department ;I
Company: |GENEREX
Address... Brunnenkoppel 3, 22041 HH ;I
-]
More customer data I j

oK Cacs | cance

Figure 28 Site Explorer — Service Properties — Contract

You can add additional information for every service as text or rather hyperlink. These
entries will be displayed below the accordant service.

Service Properties Report: In this menu you can generate automatic and manual reports
of the logged UPS data. Enter a start date and a start time and select the desired interval.
In addition you can enter email recipients into the box “Send report to:”. If you click the
“Generate report now” button, you can generate a report at anytime.
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ISEN]CE Properties | = |

% General @ Contract

@ Info ﬁ Advanced

Report settings

Startdate: 10.10.2013 «  Start time: 12:03:37

() Once aweek @ Onceamonth () Once a year
Generate report automatically Show report

Recipients

Send report to: someone @somewhere, com -

[ Add ] [ Change ] [ Delete ]

Generate report now

[ oK ] [ Abbrechen ]

Figure 29 Site Explorer — Service Properties — Report

Service Properties Advanced - Remote Monitor: This is an option if you do not want to
use the HTTP default web-link of this Service. At GENEREX devices, the like the CS121,
the “landing” HTTP page is predefined. At non-GENEREX devices the Webserver can not
show the standard UPS layout. To change this you may enter here a different web-page to
connect directly to the Webserver page of this Service.

-
% General | g Contract

@ Info | [#7] Report | ﬁ Advanced

Remote Monitor
Enter a custom web address to this services home page:

[ Use this page instead of the standard service page

Data Logging
Write measured UPS values every 10 Minutes

Copy logfile ...
TCP Communication Parameters
Timeout [ms]: 15000 Retries: 4
Enable Legacy mode for C5121 with Firmware 3.x

Event Filter
[T Let the UNMS generate the 'upsGeneralFault’ events

Figure 30 Site Explorer — Advanced — Remote Monitor — configured URL to Webserver-
page of an APC Smartnetwork SNMP Card
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The moment a URL is configured in the Remote Monitor, a doubleclick on this Service in
the UNMS will open the Webpage of this device directly, skipping the default display of a
UPSVIEW or other UNMS standard graphical screens.

Service Properties - Advanced - Data Logging : Enable this option to activate a local
log file in the UNMS server for this Service and define the interval for updating values (in
minutes). It creates a local logfile for this Service in the UNMS. Through this option you
may built up large databases for your Services monitored by the UNMS, without the
restriction of local flashrom limitations of SNMP cards.

Please note that you have to restart the UNMS to start logging functions.

If this option is enabled you will see in the UNMS interface a new button “Data charts”.
Click on this button to see the logfile of this Service grafically in the UNMS.

For old devices there is an option to enable the Legacy Mode. Open the properties of a
device, go to Advanced and enable the Legacy Mode for supporting devices with older
firmware (3.x).

@ (2 HW131: Testraumsicherung

SLC 1000 LINK

L1

Battery: 30| Temp:21.0°C 100%.

Time: 20Min

Capasity: 100% B

@ Hormal Data charts Log file

Figure 31 Data charts button

When Data Logging is enabled, you can use the charts for inspecting the data and get a
long term history of this Service.
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Heme LogFile Sianout | Help | About G= NHERIEC
(€)@ HW131: Testraumsicherung » 'S
Select time point -
 From Testraumsicherung
248 | T T
60 i [ i Input Voltage (1)
00:00 - 223 Input Voltage (2)
' From now 198 Input Voltage (3)
Select time range Input Fraquency (1)
€ the last hour 174 Input Fraquancy (2)
T the last day
149 Input Fraquancy (3)
@ thelast week
© the last merth 124 Output Voltege
€ the last year Output Frequency (1)
93 Output Frequancy (2)
Select data types il
¥ Input Woltage 74 Output ®
¥ Input Frequency rweryery
¥ output wottage el e —
¥ Output Frequency - @
¥ Losd Load (3)
V¥ Battery Voltase [ i . Battery Voltags
¥ Temperature (USY) Fri Sat Sun Mon Tue Wed Thu Fri
Tes (T
[V Battery Capaciy Week 17/18 mparsturs (USV)
(30 min. avg.) Battery Capacity
Refresh

Figure 32 Data chart

Service Properties - Advanced - Copy logfile: From the UNMS Il you may also export
the data into a CSV file. Goto copy the data of the local logfile of this Service via ,Copy
logfile...” to any other directory.

~ w i e . . ~ w . -

1 (treftime,INVOLT:3,INFREQ:3,0UTPUT_VOLT,OUTFREQ:3,0UTPOWER:3,BATTVOLT, TEMPDEG, BATTCAP
2 (1325774501)14.02.2012 14:01:41,227.70:-9399.00:-9999.00,50.00:-9999.00:-9939.00,,0.00:-9999.00:-9999.04
3 |1329224576,14.02.2012 14:02:56,227.70:-9999.00:-9999.00,50.00:-9999.,00:-9939.00,,0.00:-9999.00:-9399.01

Figure 30 DataLog as CSV File — Time Reference Variable

The first variable into the CSV file “tref” (time reference) serves as basis point of time
(01.01.1970) for the determination of the current time.
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Service Properties

|—% General | @ contract | @ Info | ﬂ Advanced

Remaote Monitor
Enter a custom web address to this services home page:

1 Minutes

Copy logfile ...

Communication Parameters
Timeout [ms]: 2000 Retries:

Event Filter
[ Let the UMMS generate the 'upsGeneralFault’ events

Seperate Sensor Manager events from other events

OK ] [ Cancel

Figure 33 Advanced

Service Properties - Advanced Communication Parameters: To change the timeout default
for SNMP network communication. If you have a slow network connection or SNMP device with
longer timeouts, this may causes constantly alarms because of slow responses to SNMP
requests. You may change these parameters to make the UNMS Il more tolerant at this Service
(IP address) to avoid such false communication error messages. NOTE: This is only function in
Services using SNMP as Connection type.

Check “Let the UNMS generate the ‘upsGeneralFault’ events” if it is not required to
distinguish between different alarm triggers — Then UNMS will generate an
‘upsGeneralFault’ for each alarm.

“Separate Sensor Manager events from other events” is a feature only for customized
UNMS software with SENSORMANAGER, not active in most standard UNMS.

7.7 Working with the Event Explorer

The Event Explorer is your tool for the configuration of events and reactions of the UNMS
Il monitored Sites and Services.

Locate the Explorer panel on the right side of the console. If you can’t see the Explorer
panel, use the View/View Event Explorer menu to show it. Select the second tab marked
Event Explorer. The displayed Events and Commands tree shows all events and their
related alarms and priorities as defined within your UNMS.
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Event Explorer
3t Events and Jobs

-] 5Y5 Events

E1-{Z] UPS Events

EI/‘ upsCommunicationsLost

i %y Communication Lost
i~ Communication restored

A upsMode !

/‘ upsOnBa X Delete

A upsTempBad
[, upsTestinProgress ﬂ

@3 Site Explorer Event Explorer

Figure 34 Event Explorer

Single-click on the small box to the left of a group icon (file icon) to expand or collapse this
event group in the tree.

Left-click on any object name to select that object.
Use the « Delete key » to remove the selected object.

Right-click on a group (file icon) or event icon (colored box icon) or name to see the
available context menus.

Open an events tree and use the Edit/Insert Event menus or Button Bar buttons to add
event objects to the tree.

7.8 Changing Event Properties

Using the Event Explorer tree, expand the events icon (file icon) that contains the desired
alarm. Then Right-Click on the alarm icon (colored box icon) and use the « Properties »
context menu to add/change jobs as reaction on this event.
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ewbvent X EETEE |
[ Event
Identifier: State:

Event
Identifier: State:
| A upsongattery | [& event added = | A upsongattery =l [ ® Eventadded =l

The UPS is drawing power from the batteries

The UPS is drawing power from the batteries

_ Action: ~Action:
Display Name: Event Priority: Display Name: Event Priority:
¢ 0iInfo | | & & Critcal =
Log Message: o e Log Message:
: Normal
EEE) o 20immng [bEvem | Eventiame
Run a job: % 3: Minor Run a job: Delay actions: Event Time
DEFALLT < | ¢ 4 Major [oeFauT =] | 0 seconds Site Name
9 5 Severe
o I Host Name
~Fiters S Filter Service Name
Match service group: Match service group: Group Name
o Ay E| User Name
User Comment
Cancel Cancel Command Info

Figure 35 Event Properties — New Event — Event Priorities

Event Properties Event Identifier: Choose the Event Identifier you want to customize or
to add to your event managed items. Open the Identifier drop-down list box and e. g.
select the event “upsOnBattery”. Default Event Priority is ,0: Info®.

The UNMS Il provides the following events, where most of these Events are not activated
by default :

Event

ATS Events (Automatic Transferswitch)

atsSourceBFailure

atsGeneralFault

atsRedundancylost

atsOutputOverload

atsSourcesAsynchronous

atsStaticSwitchAFailure

atsStaticSwitchBFailure

atsOnStaticSwitchA

atsOnStaticSwitchB

atsOnManualBypassA

atsOnManualBypassB

atSourceAFailure

AUX Events (Auxiliary Contacts at AUX port)
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auxPortl

auxPort2

auxPort3

auxPort4

comPin01

comPin06

comPin08

BACS Events (Battery Events when using BACS)

bacsCommunicationLost

bacsVoltageLow

bacsTemperatureHigh

bacsTemperatureLow

bacsResistorHigh

bacsResistorLow

bacsEqualizingError

bacsVoltageWarnHigh

bacsVoltageWarnLow

bacsTemperatureWarnHigh

bacsTemperatureWarnLow

bacsSystemFailure

bacsResistorWarnHigh

bacsResistorWarnLow

bacsStateCharging

bacsStateDischarging

bacs StateDischargingStopped

bacsStateFloatCharging

bacsVoltageFailure

bacsTemperatureFailure

bacsResistorFailure

bacsGeneralAlarm

bacsVoltageDiffHigh
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bacsBatteryBreakerOpen

bacsVoltageHigh

Device Events (Common Device Events)

devCommon

devWarning

devCritical

RAS Manager (Teleservice RASMANAGER Events)

rasOutConnecting

rasOutConnected

rasOutFailure

rasinConnected

rasOutAutoConnected

Redundanz Ereignisse

grpOnBattery

grpAutonomy20Min

grpAutonomy15Min

grpAutonomy10Min

grpAutonomy5Min

grpRedundancyLlost

grpRedundancy05Pc

Sensor Events

sensorHigh1l

sensorHigh2

sensorHigh3

sensorHigh4

sensorHigh5

sensorHigh6

sensorHigh7

sensorHigh8

sensorLowl

sensorLow?2
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sensorLow3

sensorLow4

sensorLow5

sensorLow6

sensorLow?7

sensorLow8

SiteManager Events (Sitemanager multiple Alarms)

sman2Analoglnput01

sman2Analoglnput02

sman2Analoglnput03

sman2Analoglnput04

sman2Analoglnput05

sman2Analoglnput06

sman2Analoglnput07

sman2Analoglnput08

sman2DigitalOuput01

sman2DigitalOuput02

sman2DigitalOuput03

sman2DigitalOuput04

sman2DigitalOuput05

sman2DigitalOuput06

sman2DigitalOuput07

sman2DigitalOuput08

sman2loMarker01

sman2loMarker02

sman2loMarker03

sman2loMarker04

sman2loMarker05

sman2loMarker06

sman2loMarker07

sman2loMarker08
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SiteMonitor Events (Sitemonitor Digital Alarms)

smon2Digitallnput01

smon2Digitallnput64

smon2loMarker01

smon2loMarker16

System Events (UNMS system alarms and
notifications)

nmsStarted

nmsStopped

nmsAckByUser

nmsCmdByUser

nmsErrStates

netConnectionLost

netParseError

UPS Events (UPS alarms and events)

upsModelUnknown

upsBatteryBad

upsBypassBad

upsOutputOffAsRequested

upsOffAsRequested

upsChargerFailed

upsOutputOff

upsSystemOff

upsFanFailure

upsFuseFailure

upsGeneralFault

upsDiagnosticTestFailed

upsOnBattery

upsCommunicationLost

upsAwaitingPower

upsShutdownPending

upsShutdownlmminent
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upsTestinProgress

upsBatteryCharged

upsDieselOnLoad

upsDieselAvailable

upsEssentialBusBad

upsGenEssentialBusBreakerClosed

upsLowBattery

upsinputBreakerClosed

upsBypassBreakerClosed

upsEssentialBusBreakerClosed

upsDCDCConverterOn

upsManualBypassClosed

upsEssentialBusOverload

upsOutputBreakerClosed

upsSecondsOnBattery

upsEstimatedMinutesRemaining

upsDepletedBattery

upsTempBad

upsinputBad

upsOutputBad

upsOutputOverload

upsOnBypass

Event Properties Actions Display Name. Enter the name for this event in the Display
Name edit box. This Name will be displayed to identify your configured job in the UNMS II
logfilesEvent Properties Event Priority: Choose the event priority from the Event
Priority drop-down list for this new name and the corresponding event. This defines the
colour of the icon in the UNMS Il graphical screen.

Event Properties Log Message: You can customize the message that is printed in the
event log. Default is “$(EVENT)”, which is writing only the standard event name into the
logfile. You may add now more log entries by choosing these from the drop-down list (see
fig. 24).
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Event Properties Run a job: Choose the job to execute from the Run a job dropdown
list and add a desired delay in seconds into Delay actions:. To create a new kind of job or
change an existing one, select <New...> or <Edit...> from the Run command dropdown
list (see chapter 7.9 Changing Job Properties).

Event Properties Filters/Match service group: Select a specific service group to match
this event. Select “ANY” to match all target services.

Some events like ,upsEstimatedMinutesRemaining“ provide the functionality to define a
threshold (Evaluate condition). The actions will be executed if this threshold is reached.

New Event

~Ewent
Identifier: State:

I/‘ uDsEst\matedMinutesRemaind I & Event added j

An estimate of the time to battery charge depletion under the
present load conditions if the utility power is off and remains off.

~Actions

Display MName: Event Priarity:

| @ &: Critical =l
Log Message:

| H(EVENT) j
Run a job: Delay actions:

IDEFAULT j I 0 seconds

~Filkers

Match service graup: Evaluate condition:
B jl Vde <= 7| 5

Figure 36 Event Properties — New Event — Evaluate condition

In Figure 31 the Event Identifier is ,upsEstimatedMinutesRemaining®“. Actions described
below (set color to “Critical”, log Message $(Event), run a job “Default”) and “ANY” Group
member will use these settings if the value ,upsEstimatedMinutesRemaining“ is less than
5 (Minutes).

7.9 Changing Job Properties

You can change Job Properties within the Event Properties dialog. Choose the job hame you
want to change from the Jobs list or click the Add button to add a new customized job.
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M
Event Properties ‘ g

Event
Identifier: State:
A upsLowBattery & Event added

The remaining battery run-time is low

Actions

Display Name: Event Priority:

Low Battery & & Critical =
Log Message:

$(EVENT) ﬂ
Run a job: Delay actions:

DEFAULT - 0 seconds
MNONE
|SYSTEM

<Edit...>

ANY -

Figure 37 Event Properties — New Event — Run a Job — create or edit a new Job

Check the Write to log file box, if this event should be written to the UNMS Event Log file
(default is on).

Check the Show local Alarm box if this event should be displayed in the local Alarm Box of the
UNMS server.

To send an email when this Event occurs, click the “...” button behind the “Send Email” row and
enter the accordant email recipients.

Jobs:

SYSTEM E-Mail-Addresses dd
DEFALIL _
List of recipients: YE

operator@somewhere, com
users@somewhere, com
upsservice@somewhere. com|

Mame:

[ Action:

Send E

Run BC

. G|
un Pri .
Ok | Cancel

Figure 38 Email-Addresses — List of Recipients

Note: To enable Send Email, you must first configure the outgoing mail server in the Email
page under the Tools/UNMS Options menu.

Run RCCMD: This is a shutdown and messaging tool to remotely shutdown computers or send
messages. To run RCCMD, when an event occurs, click the “..." button on the left of the Run
RCCMD edit box. In the following dialog you can enter the RCCMD arguments for 1 IP address
or RCCMD hostname.

39



1P address or host name:

192, 168.222,100|
[[use ssL
(@ Send Shutdown command
() Send message

Message:

Figure 39 RCCMD Configuration

192,168,222, 100

[TJuse ssL

(@) Send message

IP address or host name:

() Send Shutdown command

Port:

6003

Message: | Shutdown due to battery low level 1|

If you want to send several RCCMD signals to several RCCMD clients, it is required, that
you edit an accordant amount of identical events and jobs.

e
e
Job Editor

Figure 40 RCCMD Configuration for several RCCMD Clients

Event
Identifier: State:
Jobs:
A upsOnBattery @ Event added
SYSTEM Add
The UPS is drawing power from the batteries DEFAU{:}
S Remove
Actions
Display Name: Event Priority:
Powerfail_3 : Cri -
6 Ot Name: Powerfail_3
Log Message:
g(EVENT)g Actions:
B
ﬂ [¥] vurite to logfile Show local Alarm box
RN a job: Delay actions: [P 5end £-Mail to contract
Powerfal3 | ] 0 seconds
Send E4Vail:
Filters J
Match service group: Send SMS: J
ANY -
RUNRCCMD:  Send SHUTDOWN to 192, 168.200.99 =
[oc ][ coe | un Program: g

-
§-.A sman2DigitalOutputl
¥ A sman2DigitalQutput
| [ Site Monitor
IR system Events
A netConnectionLost
A nmshckByUser
A nmsStarted
A nmsStopped
| UPS Events
- A upsCommunication:
A upsGeneralFault
A upsLowBattery
- A upsModelUnknown
{4 upsOnBattery

. Ty Powerfail

1.5 Power restored

R

i "-’. Powerfail_2
:. "y Powerfail 3

A& upsOnBypass
A upsOutputOverload
A upsTempBad

A iineTectTnDrnnrsce

As aresult on your RCCMD clients a messagebox will appear (see below) or a shutdown will be
executed. For more details about RCCMD functionality, please use the RCCMD user manual.

UNMS Alarms

smanZAnaloginputs

16.04.2010 15:20:02:
smanZloMarker02

16.04.2010 15:20:02:
sman2DigitalOutput02

16.04.2010 15:20:32:
sman2Analoglnput0s

16.04.2010 15:22:03:
sman2Analoglnput0s

16.04.2010 15:23:35:
sman2Analoglnput0s

SiteManager |1/v3: 222 176:

SiteManager |1/v3: 222 176:

SiteManager |1/v3: 222 176:

SiteManager |1/v3: 222.176:

SiteManager I1/v3: 222.176:

o

Ahout |
Exit |
o]

4

Figure 41 UNMS Alarms Message Box

To run multiple RCCMD shutdowns or messages or to use broadcast, use the listbox or reopen

the RCCMD configuration to add more

40
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To run an external program when an event occurs, click the “...” button on the left of the
Run Program edit box. In the following dialog you can enter the program name and zero

Oor more program arguments.

External Program |

Program:

x|

I notepad.exe

Arguments:
| $(HOST)

Initial Directory:

I i \UPS\unmsII J

Figure 42 External Program

7.9.1 Configure RCCMD Server Jobs

Using the Event Explorer tree, expand an events icon (file icon), that contains the alarm of
interest. Then Right-Click on any of the alarm icons (colored box icon) and use the

Properties context menu to open the Event Properties dialog.
Select “<Edit...>" under Run job to open the “Job Editor” dialog (see below)...

Now select a Job or create a ,[New job]“ in the Event Properties for the desired Events
that should trigger the RCCMD command.

Event Properties Event Properties

[ Event
Identifier:

[~ Event
Identifier:

State: State:

I/‘ upsOnBattery

=] Jo evertaddes =]

I/‘ upsGnBattery

| [o evertadded |

The UPS is drawing power From the batteries

The UPS is drawing power from the batteries

[~ Action: -~ Action:

Display Mame: Ewenk Priority: Display hame: Ewenk Pririty:

[ upsongattery [# & crtical = [ upsonBatery @ & Criical |
Log Message: Log Message:

| $(EVENT) j | $(EVEMT) j

Delay actions:

Delay actions:
0 seconds

- 0 ssconds

Filters
Watch service group:
ANY -2

~Filters
Watch service graup:
AN -

|

Figure 43 Event Properties — Run a job
To configure a RCCMD command directly, click the ,....“ button behind Run RCCMD.

You can enter the accordant IP addresses/host names and the port. Furthermore, you can
enable SSL. The functions ,Send Shutdown command* and ,Send message* are at hand.
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Jab Editor E
Jobs:
SYSTEM Add
Remove (—E
RCCMD configuration
IF address(es) or host name(s): Port:
Name: [oeFaLLT 192.168.200.1 - 5003
. 192.168.200.2
Ao 192.168.200.3
[ write to logfile  [¥] Show local Alarm box 192,168.200.4 [Muse ssL
Send E-Mail to contract
Send E-Mail: J
Send 5MS: -
(@ Send Shutdown command
Run RCCMD: O .
() Send message
Run Program: J Message: | |

Figure 44 Job Editor — Run RCCMD — RCCMD configuration

8. Customizing UNMS

o Note: The Site Maps function is not available in all editions. In addition Site Maps views are not live
views ! You have to save and restart the UNMS to see the changes in the UNMS webserver !

8.1 Working with Site Maps

Locate the View Selection on the top of the console. Select the second tab marked Site Maps.
The displayed editor screen shows the background and the layout of all site icons as they will be
displayed later in a Web Console.

Fii UNMS Administrator - [Site Maps]

[l B3

| Fie Edt viw Toos reb
||« |¥e X5 (M2

Vieb Consale | Site Maps | 1

Europe

Generex Headauarter

Generex Warchause
a0t

] opc 700 AnC
NP 700A

] stemonitortt

1 siteswitcht

# online - UMD

] LED Display

{ steManager mjv3

SietetMortor 1

] Restauwant TaTan

& Toronto
£ BACS in Canada at CANUS

]

Toronta

Services |

" 8 sie Explorer [[E evert xplrer |

[Uns Started =00 A
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Figure 45 Site Maps — Europe Card

Name Description

Editor Tab Click on the Site Maps tab to switch to the editor mode.

View Selection | Click the Sites button to switch to the main screen.

Click the Services button to switch to the services list.

OO B

Screen Here you can layout the site icons by drag-and drop operations, add new sites and change
Designer existing site properties.

. Left-click on any object icon to select that object.

. Use the Delete key to remove the selected object.

. Right-click on a site icon to see the available context menus.

. Double-click on a site icon to switch to the service list view mode.

For how to set Site Maps properties, see Setting Editor Options.

8.2 Sub-Screen Editing

The UNMS I provides to create several sub-menus, €. g. a screen as main page and several
other screens as sub-screens. Please do the following to edit such sub-screens.To build a sub-
screen use the “Edit menu” and click “New Site...”.

Enter the name into the “Site name” box.

Check the box Background image file. In this example the “Europe.png” file was
selected with the “Browse...” button, which is integrated in the UNMS II.
HewSite K|

General |

','m UNMS Administrator - [Site Maps]

Site name:

JFI|E Edit Wiew Tools  Help Ieurnpe

J & | 2 New Item... Al |
Site icon coordinates
Left {=): Tap ()
[ Service. .. 68 I 163
Mew Event, . ¥ Background image file
X Delete Del I AR Browse. .. I
& Find... Chrl4+-F Eiackground images are only possible when the site
contains no services!

Line up Icons

Properties...  Al-+Enter LI ml

Figure 46 Site Maps — New Site — Background image file

Build a new site on the sub-screen eg. “europe” with the function “New Site...”. In this example
the sub-screen “Hamburg” is following. A graphic file type PNG with the desired background has
to be copied into the directory C:\UPS\wunmsllwww\image\. The size of the PNG file depends
on the resolution of your display. To have a perfect screen you may resize you pictures.

On the sub-screen “Generex Headquarter” the sub-screens “HW121, HW131, BACS” were built.
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Behind this sub-screens determine services. In this section you can build the objects (e.
g. UPS) via the Site Explorer with the “New Service” function.

| Fe ok e o b
|Ejse|cw x|l

Wieb Consol | ste s |

Home LogFile Signout | Help 1 About ¢
(©® Generex Headquarter

IS ~
eneral | &) mfo |

1 Site name:
i

| Hamburg

Site lcon coordinates
Left ()t Topy):
s Baz

¥ Backaround image fil=

hhmaps2.eng Browse,

Background images are only possble nhen the site
contains no services!

Abbrechen

Figure 47 Site Properties — New Site — Web Console View

The status of the services will be displayed via the icons on every sub-screen. The colours of the
status will be combined displayed on the overlaying sections, so that an ANY alarm in the screen
of “HW 131” will be displayed on the section “europe” with ared LED.

Save your settings and restart the UNMS |I.

Sign out

e G NHERAE X

€)@ CS121 HW131 *
Status  Service Group 1P Address  Alarm
] 4000 St Panel 10420KVA  STANDARD 192160 222214 Hams
[T APOSTAR AR 118 STANDARD 192.168.222 241 Normal
R APOTRANS It STANDARD 192.168.222 181 Communication Lost
[T ARosoT-5 STANDARD 192 168 222221 Normal
% ATLAS $Q protocol STANDARD 192 168 222 172 Normal
CE+TTsI Brave STANDARD  192.168.222.117  Normal

Figure 48 Web-Browser — LogFile

o Advice: Itis required to create all Sites at first and to select the desired background pictures. As far
as a Service is defined, it is not possible to change the background anymore!

9. UNMS Options

Note that the Site and following page are not available in all Editions.
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usvis Options x

A edror | <29 Email | € sers | @ Logging | < system |

Browse. .,
Map site icon stripe:

[Default icon stripe set =l

Map background image file:

i UNMS Administrator - [Web Console]
| e Edt vew | Toos Hep 1

J 88|« X St LNME, I Hids the site icon labes in the Map Editor
& stopunms...

Web Console | Site

el corfiguration nizgely ... using the acceleratar keyis):

Hint
The site icans in the Map Editor can be maved by pixel
SHIFTHLEFT|RIGHT[LP|DOWN],

Redundancy configuration...

Home Redund

(&) 5 Discover services...
(€)@ Home ==

Figure 49 UNMS Options

9.1 UNMS Options - Editor

In the UNMS Options you may change backgrounds, configure Email, setup login and
passwords, configure Logging options and setup UNMS System settings

Use the Browse... button to locate a background image for the Web Console main screen.
Note that the image must be in the UNMS image directory. Not in all Editions: Choose the stripe
set for the site icons in the Web Console from the Map site icon stripe drop-down list.

Select the Hide the site icon labels box to hide the icon text labels in the Map Editor view.

Press the OK button to save your changes.

9.2 UNMS Options - Email

To send out Emails from the UNMS you have to setup an email account and configure it in the
Email menue:

Click the Enable Email Client box to activate the Email Client for the UNMS.

Set the Outgoing Server (SMTP) to the IP address of your Email server.

Set the Sender Email Address to an Email address that is valid at the server above.
Click the Use Authentication box if the server from above requires user authentication.
Enter the authentication user name and related password in the appropriated edit boxes.

Enable the feature Use secure connection (TLS encryption), if you want to use email
encryption and adjust the SMTP port accordingly, if necessary.
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E Users | @ Logging I @ System
) Editor | = E-Mail

Enable E-Mail Client

Outgoing Server (SMTR) mail.generex.de
Sender E-Mail Address  erik@generex.de
Use Server Authentication

Account User Name  erik

Account Password LI

SMTP port: 25

[ Use secure connection (TLS encryption)

Figure 50 UNMS Options - Email

9.3 UNMS Options — Email Traps

The Email Trap feature provides the transfer of the device data via POP protocol to the
UNMS Il service. You can configure the connection type, like the other ones (UPSTCP,
SNMP, RAS), into the AdminConsole. This function is available into the Data
Center/TeleService Edition (optional software extension for the UNMS Il) only.

This agent can assimilate incoming data (incoming email traffic) only in contrast to the
other agents, but might be the optimal fitting for relevant o security customers and remote
monitoring.

For the usage of the Email Traps are the following conditions required:
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Email box/user is an email account for all devices, which will be monitored via
Email Trap

Email transfer protocol: POP
Email data type: JSON data as attachment must be accredited

Configuration mail server: Global email configuration must be equipped (see
chapter 9.2)

Configuration email client: As connection type per device into the UNMS II.
The settings will be described as follows:



m Users I @ Logging | @ Syskem |

A Editor | =1 E-Mail =1 E-Mail Traps (experimental)
:’] UNMS E-Mail Trap account is managed exclusivly by

the UNMS and is MOT available For other E-Mail
clignts.

Account settings

Incaming Server (POP3): | mail. generex.de

Account User Mame: I mailtrap

Accaunt Password: sasesessssasenes

Advanced settings.. . Check settings |

|

Figure 52 UNMS Options — Email Traps — Account settings

Enter the accordant incoming server (POP3), the user name and the password. Click the
“Advanced settings...” button for further settings, which are required for your mail server.

E-Mail Traps - Advanced Settings
r— Configuration
Poll interval: I g minukes
POP3 paort: 110
[~ Security

¥ Use secure conneckion (TLS)
¥ accept expired certificates

IV Accept self signed certificates

Ok I Cancel

Figure 53 UNMS Options — Email Traps — Advanced Settings

Click the “Check settings” button to check the connection to your mail server. You should
get the message “Connection to POP3 server successful” after a couple of seconds.

Now add some devices, which should be monitored via Email Trap:
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Service Properties

@ General | 3 contract | 3} Irfo I 4B advanced I

Site name;
I Zone? Q01 EmailTraps

v Service
Marne: Group:
| a0t [sTanpare =]
Connection kype:

IE—MaiI Traps {experimental) j

i
RASManager compatible
SMIMP: APC smart network
SHMP: EATOMPowerwarefHP
SMMP: GE GEDE CP4)IMY Card
SMMP: Liebert OC Webcard
SHMP: MasterguardiOneac
SMMP MGE Mini

SMMP: Riello/aros METMAM j

SHMP: SOCOMEC Metvison (e |

SMMP: UPS -RFC 1628 compliant

Figure 54 UNMS Options — Email Traps — Service Properties

Select the connection type “E-Mail Traps” and enter the accordant MAC address of the
Cs121.

Caution: If you choose SNMP, be sure your device utilizes SNMPv2. SNMPv3 is NOT
supported.
B Gereral | @ contract | @ 1rfo | B advanced |

Site name:
IZDne? Q01 EmailTraps

v Service
Marme: GEroup:
Jam STANDARD x|

Connection bype

MAC-address of device:
00-03-05-15-00-58

|

Figure 55 UNMS Options — Email Traps — Service Properties — MAC address

The interval of the “UNMS Il Heartbeat” will be defined at the CS121. The “UNMS II
Heartbeat” is a regularly sent email, which transfers the status of the device. If the email
will not be received, the UNMS Il will trigger a warning. If no alarms will occur, the UNMS
Il heartbeat email will send the latest measuring values regularly.
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Every grafical UPS/device screen contains a timestamp, which displays the last incoming
Email Trap or UNMS Il Heartbeat.

* 2 R
P Abkem 0501 2012 1340 C5131 HWI1E] - APDSTAR AR 16
dome Redumdancy LogFile

&) mail trap tests: Mail Trap Agent 246

PRGN 308 14

MY S1TH L me MV
W Lo — B T s

() [ o proc success DstsChan | LagFide

it wpcdate 22122011 123730

Figure 56 UNMS Options — Email Traps — Screen with timestamp

Every alarm triggers beside the regular UNMS Il Heartbeat a further one, which will be
sent immediately. This means, that the display is always up to date at alarm states, but will
be updated in normal operation just in higher intervals (see timestamp). Advice: A direct

connection via web-browser, like at networks, is not possible, this button @ is not at
present into this display. If you want to log the measuring values, it is required to enable
the datalog function into the UNMS Il (see chapter 7.6).

9.4 UNMS Options — Users

With user management you can restrict and audit user capabilities and actions. There are three
predefined users: admin, operator and guest. The predefined passwords are equal to the user
name, for example ‘admin’ for the admin user.

To disable access control, click the Anonymous Access box (not recommended). Click the
New button to add a new user account. Click the Properties button to change an existing user
account. Click the Delete button to delete an existing user account (Note that the predefined user
admin can not be deleted).
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B Edtor | SVEMal | S EMalTraps | [T e— =]
% Users | [ Logang | [#] Report | < system
User
] Anonymous Access I T
o user name or password is required to access UNMS e i acmin
resources
Description: System Administrator
Authenticated Access
7] Automatic Logoff after | @ minutes, Email address:
User Group Role Descriptior|
Group
admin Adminis... Administrator  System Ad bt < -
operator Operat... Operator Operator K| (LAIEPE Administrators j'
guest Users User Gast Kontc|
¥ SetPasswod —————
New Password; .
A o Canfirm password: [ ssesesssss|
Add... emove | [ properties
(o] [Abbrecen | oK Cancel

Figure 57 UNMS Options — Users — User Properties

Note on groups: The users group defines the access level as follows:

e Administrators: Full access to all UNMS capabilities.

. Operators: Full access from Web-Console, but no access to Administrator Console.

. Users: Read-only access from Web Console

In UNMS Options -> Users you may set an automatic Logout. After that time the user has
to reenter the password. Please be aware that the operation will only work correctly with a
web browser. In the administration console you may configure still devices and events
after logout.

9.4.1 UNMS Options — Secure Settings

o Advice: The Secure settings function and the following menu are available with the TeleService
Modul only.

The Administrator can control or rather allocate the access authorization of the Sites to
groups via Secure settings. The sub sites inherit the authorization of the Site
automatically. You can see in the following example, that a group ,Hamburg“ was created,
which should be authorized for the group members Hamburg and Administrators.
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4 | | Site Explarer

3 Sites and Services
= [ eacs
sbmelden | Hife | Uber G EMNNEREIC @ iz
[+ Email Traps
* e Farility Management
-
Bl

General |® Infol

Site name:

48 upsiol
% UPsL02
o
[ Siteicon coordinates ——————————————— | EUHB?
- B zane:
Left (x): Top (v} Zoned

I 643 I 362

¥ Backaround image File

I'_. ~—n 1PN Erowse... |

Background images are only possible when the site
conkains na services!

[~ Security settings:

The following groups Administrators -
:?;:e access to this [ Everyone

Hamburg

O operators ;I

el

Figure 58 UNMS Options — Users — Secure Settings

Thereby it is secured, that the group Hamburg (and Administrators) get access to the Site
Hamburg and its sub-sites “Nord” and “Siid” only. The other Sites BACS, CS121, Email
Traps, Facility Management and Foreign Devices, as you can see in the above example,
are not apparent for the group Hamburg.

UNMS Web Console

F—

stn Resunean: Logostsl
4% UNMS Web Console

Anmeigen
Foigende Dalen e die Aremeidurg verwenden

Berutzer Hameury

Keroion sees -I

Aamelden Abiwachan Hamburg

Figure 59 UNMS Web Console — Login Group Hamburg — Start Screen
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9.5 UNMS Options — Logging

Under Event log file schedule you can save log files for different periods of time. They can
contain Event logs for a day, a week, a month or a specific amount of memory. If you want to
save several days, weeks etc. you have to change the Number of old logs to keep accordingly.

unes options £

& Edtor | 3 email | €8 users 3 Logging | system |

~Event log file schedule
" Daily

" wieskly

' Monthly

Humber of oid logs ta keep:

r~Data log file schedule
© Daily
 vigeldy

© Monthly

& wehen file size reaches: 5 MB
Humber of old Iogs ko kesp: 3

Figure 60 UNMS Options — Logging

Under Data log file schedule you can save log files for different periods of time. They can
contain Data logs for a day, a week, a month or a specific amount of memory. If you want to
save several days, weeks etc. you have to change the Number of old logs to keep
accordingly.

9.6 UNMS Options — System

On the System page it is possible to modify the TCP port, the refresh rate, check interval and the
service lost delay by clicking the box.

UM Options x
e Editorl = Ema\ll [ +] Usersl @ Logging S System I
& For following advanced settings it is strongly

recommended ko use the provided system defaulks.

oy web server TP port —‘
IWew web server pork a0

Modify web client refresh rate

’—r ew refresh rate [sec] 20

Modify service check interval

Mew check interval [sec] |10

Modify service lost delay
Mevy lost delay [sec] 1]

Click the "Modify" check box to modify configuration

|

Figure 61 UNMS Options — System
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10. Configuration Backup and Restore/Software Update

To allow UNMS updates and for not to loose your configurations we strongly recommend
to save a UNMS backup file whenever you make changes. With this backup file you may at
anytime remove and reinstall or update your UNMS software and load the configuration
later afterwards again.

In the “UNMS Administrator” Program open the “File” menu and choose the “Backup...”
item to open the “Backup files” Dialog.

In the field for “Backup to” enter a Name for your Backup (In this example we used
“newBackup”).

Click the <Backup> button to save a backup of the configuration under this name.

—Ezxisting Backups

F:'I,UPS'(unmsII'l,backup

Delets

wZ2-100409-0001 ﬂ
'Hi UNMS Administrato
|| Fie Edit vew T

J W Save, Chel+s

Backup. ..
q Restore. .. Backup ko (] new backup )
Configuration successfully copied to "new backup”
| Exit Backup I Cancel | e

Figure 62 UNMS Backup — Backup files

In the “UNMS Administrator” Program open the “File” menu and choose the “Restore...”
item to open the “Restore files” Dialog.

Select the name of the Backup that you to restore from the list of available Backups (In this
example we used “new Backup”). Click the <Restore> button to restore the selected
backup of the configuration.

The following message request your confirmation to use the backup as the current
configuration. Click the <Yes> button to restore the configuration from above.

Please note that you must restart the UNMS before this configuration changes (the
backup) take place.
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Restore files [ x|

—Existing Backups
F:'l,UPS'l,unmsII'l,backup

backup160410 Delete |

w2-100409-0001

'Hii UNMS Administrato
J Fie Edt Wiew T

B save chlts

—

Backup. .. —
Restore from: [ barton

Are you sure to replace the current configuration files?

T Restore I Canicel | e

Figure 63 UNMS Restore — Restore files

If you want to update the UNMS |l version, it is required to deinstall the old version, install the
current UNMS Il version and to use the ,,Restore® function for the usage of the desired
configuration.

11. UNMS Redundancy Configuration

The UNMS redundancy configuration is an optional feature of the UNMS and requires and
additional license upgrade. If you do not use the Redundancy UNMS Version, you may skip this
chapter and continue with the following Chapter 12. UNMS redundany is useful if you should
have devices/sites which are working in a redundant mode, eg. a 2 UPS which are having their
own SNMP or CS121/BACS manager, but working in parallel and redundant. If one of these 2
UPS would stop working, running on battery, etc. (any EVENT is possible) you may not want to
execute shutdowns or major alarms. In such a situation it may be useful to define that only minor
alarms / jobs are started if the other UPS s still running fine. For such a configuration you may
use the Redundancy configuration described in the following chapter.

Open the Redundancy configuration via “Tools” into the Administrator Console. The configured
services/devices in your UNMS will appear in a list box.

[Redundancy configuration

Avalable services: Services sslected for the Redundancy Group:

e [ service [ Ste [[service I
Zone? ) Services > [ Hwazt A 204
Zonet & Serviced [ Hwazt & 205
Zones ) servicss =3
Zonees 2 vt
Zoner 2 arvice? z
Zonets ) srvies
Zonea ) v <]
“Fii UNMS Administrator - [Web Console]
| Fle et view [ Took Help
Start LS,
ICIEE TR Corfigure redurdent servien,
Stop UNMS
Web Console | 5tc & s
Civech corfiauraton ntearye. Redundancy level: [1 ¥
Home Redund|
£ @ Redur s cpton Cancel

Figure 64 UNMS Redundancy Configuration

Mark a service and click the ,Configure service...“ button to get into the Service redundancy
configuration.
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Choose now the Services in your configuration where you have a parallel redundancy situation
and move these to the windows “Services selected for the Redundancy Group” and choose
the redundancy level.

Click on “Configure redundant service” to configure the Events on these devices that may
have an effect on the system they are backing up. Typical risks are overload situations on a
single Service which would not be seen as long as the system runs in parallel and the load is
distributed between the other UPS in the group. But if one or more Redundancy Group members
should fail, than it could be possible than ALL the load has to be burdened by the remaining UPS
— which could be too much. To avoid this situation you may want to configure an “redundancy
lost alarm” in case the load in the group would exceed that amount a single device could supply.

For this setup you have to define the redundancy level of this Redundancy Group.

In the following we describe as an example the configuration for a setup of 2 UPS which are in
parallel and redundant. In case one of the 2 UPS load increases more than 50% and overload
condition could make also the second UPS fail. To avoid this situation is may be important to
watch the load on both UPS and trigger an alarm if the load should increase on one of the 2 of
more then 50%.

Since there are just 2 UPS in the Redundancy Group, the redundancy level can be only “1”.
One of the 2 UPS may fail and the remaining one is capable to supply the load. (“0” would mean
“no redundancy” — this would be identical as if you configure a single Service, no redundancy at
all).

By choosing 2 UPS as the Redundancy Group the redundancy lost alarm threshold is
automatically set to 50% on each. If you choose 3, the UNMS automatically lowers the level to
33.33% of the redundancy level is 1. At a higher redundancy level the load level would
automatically increase. So, the automatic alarm threshold load parameter is set be the UNMS
through the number of Services in the Redundancy Group and the redundancy level.

All events will appear into the left section as Available events, which have been previously
configured into the Event Explorer or are default. Alike the example with individual Service LOAD
you may configure other Events. Enter the true power of the UPS into ,,Nominal Ouput Power
(in kVA) “ Therefore, the UNMS Il is able to calculate by itself, if a shutdown is really required, in
case the load is increasing. The more parallel redundant systems you define, the more the load
value for a single device will decrease. E.g. if you have 3 UPS in parallel redundancy, than the
load per single UPS would be 33.33%, etc.

Redundant service configuration
[New Event
Available events: Events selected ko trigger redundancy lost

q e
Events Events
Liertier States
| Armsstarted = | [ upsongattery
mszares ] o sporsarey = [o corvaies 3]
| AbrmsacksyUser 2| Al o from the batteries
fonlas! arphutenomy20Hin

2 A grpiukonomy 200

e
Bt oun - L

UpsLongattery N

| AbupsTempBad << Ab grpAutonomy0Shin event Prort
Abupsoutputoverioad 4 v ST
| AupsonBypass . © 0:Ifo |
| upsteneralFault Log Message:
| AbupsCommunicationsLost
A upsTestinProgress HEVENT) 0|

Runa b Delay actions:

DEFALLT - 0 seconds

Makch service group

Mominal autpu pawer [S00 s
a0 -

Figure 65 UNMS Redundancy Configuration — Redundant Service Configuration
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In the EVENTSs you will find now new events, the Redundancy Events. The following special
Redundancy Events events are available:

. grpOnBattery — The redundancy is lost, both UPSs are actually running on battery.

. grpAutonomy20Min — The redundancy is lost. The UPS in the redundancy Group
with the lowest autonomy time is the one that determines if this event is TRUE. If
during a battery operation any of redundancy Group members are reading an
autonomy time of less than 20 minutes, the defined job will be executed.

e grpRedundancylost — The redundancy is lost. This is a warning and should tell you
that actually the load of the redundant system is too high for the configured
redundancy level. If in this situation one of the group members would fail, the
remaining Services could be in an overload situation. This event is designed to warn
the user of such a situation.

e grpRedundancy05Pc — The redundancy is lost. This job will be executed, if the
overall load is more than 95% on every single phase. Only 5% load reserve is
avaiblabe now. This is an option for a a « Pre-Warning » of the above described
« grpRedundancyLost » event.

“fii UNMS Administrator - [Web Console]

| Fle Edt vew Tools Help
|E |« a % XM 2

Web Console | Site Maps |

Home Redundancy LogFile Sign out | Help 1 About
(©)® Redundancy

Load Overview

Phase 1 Phase 2 Phase 3
Total power: 200 KA,
Murmber of URS: 2
Redundant UPS 1
Redundant power. 2450 kWA
Current load: O kYA
Reserve power: 260 kA
Reserve power Phase 1: 37 kWA
Reserve power Phase 2 2T kWA
Reserve power Phase 3: 19 KA

46 kVA aF kVA 64 kVA

Figure 66 UNMS Redundancy Screen of 2 UPS, showing the reserve power on each
phase.
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11.1 Example Shutdown of a computer with redundancy

A powerfail, which will trigger a RCCMD shutdown signal to a remote client in
a redundant group consisting of two UPS, will be desribed in the following
example. This shutdown will only be sent, when both UPS are in battery mode.

After both device are registered and configured

in the redundancy

configuration (see chapter 11), a new event has to be made in the folder
,Redundancy Events. Choose ,grpAlarmOnBattery’, a display-name, a high

Event Explorer

Events and Jobs

{2 ATS Events

{21 AUX Events

{22 BACS Events

122 Device Events

(2 E-Mail Traps

3 RAS Manager

=11 Redundancy Events
-4 grpAlamOnBattery

. - . GO St donn G
event priority and if required a delay for the event. Now create a RCCMD L= =
. . . . R Ste Manager
job, by choosing <Edit...> in the drop-down menu ,Run a job‘, here S
h H H 120 System Events
choose a name for the job and set the the IP address of the receiver for st
the RCCMD shutdown.
Job Editor &3\ £vent Properties 2
Jobs: Event
SYSTEM Add Identifier: State:
-?5::;;? A orpAlarmOnBattery & Event added
The Redundancy is lost: The remaining UPS are drawing power
from the batteries
RCCMD SHUTDOWN GROUP Actions
R Display Mame: Event Priority:
Actions: RCCMD Shutdown Gruppe
[¥] write to logfile [¥] 5how local Alarm box Lo
D " | Log Message:
Send E-Mail to contract SEVENT) j
Send E-Mail: J Run a job: Delay actions:
<Edit... > hd Q k
Send SMS: J [ : seconas
RunRCCMD: | Fend SHUTDOWN to 192.168.200.115 - Filters
Match service group:
Run Program: J ANY -

Figure 67 UNMS Redundanz- Job fir RCCMD Shutdown in der Gruppe
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12. UNMS SMS Configuration with GSM Modem

The UNMS version 2.1.13 provides the option to configure a SMS job. Open the Event
Properties of a desired Event. Click the “Edit” (1.) button.

Event Properties 3
Event
Identifier: State:
b bacsGeneralAlarm < Event added

A general faultin the BACS has been detected

Actions
Display Name: Event Priority:
oS rrt s
Log Message:
$(EVENT) o
Run a job: Delay actions:
. [<E¢L..> VI 0 seconds

-

Filters
Match service group:
ANY -

Figure 68 UNMS Event Properties — Send SMS

Click the “Add” button, enter a desired name for this job, e.g. “Send SMS” and click the 2.
button.

Jobs:

SYSTEM ! d
DEFAULT

Name: Send SMS

(V] write to logfile [¥] show local Alarm box
[T send E-Mail to contract

Send E-Mai: =
Send SMs: 2.0
Run RCCMD: J
Run Program: J

[ ok ][ concel ]

Figure 69 UNMS Event Properties — Send SMS Job

58



Enter the accordant COM port, where the GSM modem is connected and enter the baud
rate. Enter the receiver telephone number (up to 7) into the “Phone numbers:” field.

s conraurmrer I s

(@) Connect via serial port I
Port: COoM1 -

Baud: 9500 -

() Connect via TCP/IP

Hostname:

Port: 0

Phane

numbers:

[ OK l ’ Cancel

Figure 70 UNMS Event Properties — SMS Configuration

13. UNMS Configuration of RASMANAGER

The UNMS RASMANAGER configuration is for the use of RASMAN_A - analogue
Modem Dial-in/Dial-Out and requires a « Teleservice » license. If you do not use the
RASMAN_A , you may skip this chapter and continue with the following Chapter 13.

Please note, that the RASManager is not compatible with Windows VISTA and
Windows 7 yet. To work with RASMANAGER you have to purchase the « UNMS
TELESERVICE MODULE » as license upgrade for your existing UNMS license. Please
note, that any UNMS optional module is only working with commercial versions of the
UNMS, not with any free UNMS license.

To integrate RASMANAGER devices in the UNMS monitoring, you have to setup the
RASMANAGER first. How to setup a RASMANAGER is described in the CS121 user
manual, following an abstract of this manual.

You may skip this chapter, if your RASMANGER has been already installed.

The configuration of RASMANAGER / UNMS is found in the menu under
« Configuration ».
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- Status
System & Network Status
UPS Status
UPS Status Graphic

UPS Functions
AUX Status
SensorMan 2 Status
BACS Status

- Configuration

UPS Model & System
Network 8 Security
LED Display

RAS Configuration
HALS Lonnguration
Scheduled Actions
SNMP

EMail

Timeserver

COM2 & AUX
Sensorhlanager Please enter your PPP License Key
Events / Alarms

Save Configuration m

+ Logfiles

+ Web Links

Figure 71 UNMS RAS Configuration

Please note, that this function requires a RASMANAGER license key which is optional for
CS121 and BACS systems (only included per default in a RASMANAGER).

Configure/Select the accordant UPS model in your RASMANGER and define the
parameter of the LAN interface for the connection at the customers network.

The usage of the LAN interface is optional and is not required for the modem connection.
If no customers network is present, you can accomplish the following settings from a
notebook via cross-cable. Assign the IP address 10.10.10.11 for your notebook.

For setting up a CS121 or BACS system, please refer to the user manual of these
devices. We describe here only the RASMANAGER related parts.

For the configuration of the connection settings of the modem operation, please get into
the ,RAS Configuration” menu.

13.1 RAS Client Settings

RAS Manager Settings

Modem: RAS Manager analog ¥ Modem First Time init: AT&FBD0EDXISI0nT43 120 1050008 wd
Mhoderm it String: 4T
Username:
Passwort:
Confirm Passwore | |lessanes
Inactivity Timeout (sec):
Usamars: UPSUser
Password: anaanas
Confirm pas: eessese

Figure 72 RAS Manager Settings 1
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At first enable the ,RAS Client® (1). The client is the module, which will establish the
connection to the UNMS Il workstation.

Enter the number of the modem (2) of the UNMS Il with Teleservice Module. Please note,
that in some telephone system a prefix number (e.g. 0) is may be required to get an
outside line.

Enter the IP address of the RAS server for incoming calls from the UNMS. This IP adress
will be active the moment a UNMS dials into the RASMANGER. It will be a different IP
adress than the one this device would have if running in your LAN. This IP adress has to
accessible from the UNMS via MODEM and therefore has to be configured also on the
UNMS side as ,Destination Address* (3). This address will be defined later into the UNMS
Teleservice Module and should be set to ALL RASManagers monitored by this UNMS.

It is required to set a ,Username” (4), which has to be different for every single
RASManger (e.g. UPS1, UPS2 etc.). The Password (5) may be identical, but the
username MUST be different and later configured in the UNMS Teleservice Module.

RAS Manager Sotings

Modem: RAS Manager analog = Modam First Time Init: ATAF EDOEOX IS 30243125 105 0u08wD
FUAS Manager Phome Number: Modsm init String:
BAS Chent Setlings
Act as Chent: o Usermname:
PRP Operation Timecet {sec): 300 Passwort:
Murvitsr 1o Dulz 040225020199 Confirm Password
Mumiber of Connection Albempts: |5 Inactivty Timssout [sec): 60
Destnstion Address: 182 188541
BAS Serl Setngd
Actas Server Usernarms:
Ensble Callback: Password:
Server I Address: Confirm password:
f.-"
!
1 2 3 <

Figure 73 RAS Manager Settings 2

Enable the ,RAS Server” (1). The server receives incoming calls from the UNMS Il
workstation. If you do not want to allow that UNMS dials in (only dial out for alarms), you
may deactivate the server. In this case the RAS server will trigger alarms to the UNMS I
workstation only, but UNMS can not dial back to check the actual situation.

It is required to enter a ,Server IP Address” (2) at the different RASManagers to be able to
differentiate the connections (e.g. UPS1 = 192.168.10.11, UPS2 = 192.168.10.12 etc.).

You can use the same ,Password” (4) for all RASManagers.

61



To finish the RAS configuration successful, it is required to set the ,COM2 Mode* to ,RAS*
into the ,COM2 & AUX" menu. You can use the default values for the baud rate and the
parity.

COM2 Mode: [RAS =l

COM2 Baud Rate: |384UU "I
COM2 Parity: INone vl

Figure 74 COM2 Settings — RAS

13.2 Configuration of the Events for Modem “Dial-Out”

The operator can define via ,Event Configuration®, for which alarm a message should be
triggered to the UNMS Il workstation.

To trigger a UNMS dialout message at an overload, it is required to select the function
~Send RAS Notification“ (1) into the event ,Overload®.

Job Editor
Funce: Sana RAS Noblcatsn - Wt © Immediately, once
Maanage: |[imenast | £ Schedubed in [0 seconds
ey |0 soconds
= A |50 SECONES PR
(o aeconas & fepast evont condison IS Stll (rue afler the
spicitied seconds!
© A/ SHCONGS 0N balery

e g S0CONdS Nemaining Bme

(oo ] [cancn |

Figure 75 Job Editor

You can enter any text into the window ,Message“ (2). In this example this text will be
transferred to the UNMS only if the event « Overload » is active for more than 60 seconds.

To finish the configuration of the RASManager, it is required to save your settings via the
menu ,Save Configuration®, ,Save, Exit & Reboot". After the RASManager has rebooted
(status LED is flashing green), put the DIP-Switch into the position ,On" to integrate it now
into your network and to leave the configuration mode and reboot it again. (Unplug the
power supply for about 3 seconds. ) After the RASMANAGER has rebooted you see a
green flashing LED and you can continue now to configure your UNMS TELESERVICE
settings.
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13.3 Configuration of the UNMS Il Workstation for incoming Dial
Connections (Windows XP, SP2)

11l The support for Windows XP was dropped since UNMS Il version 2.0.12 !!!

If your UNMS runs on a Windows XP, some settings have to be made on the XP system
to make RAS service available.

The Windows internal RAS server is used for the receiving of incoming connections of
UPS. Get into the network connection via the control panel and click the ,Create New
Connection” button.

Welcome to the New Connection
Wizard

This iz helps yout
* Conracttotha betsinat

* Conract 1o 8 peats pabsotk, 535 33 youst wkgiace

To coniiui, cick Hese

v |
Figure 76 Connection Wizard

Click the ,Next" button and select the ,Set up an advanced connection® option.

New Connection Wizard
Metwork Connection Type
‘what do vou want to da?

" Connect to the Internet
Connect to the Intemnet so you can browse the 'web and read email.

" Connect to the network at my workplace
Connect to a business network (using dial-up or YPN) so you can work from home.
4 field office, or anather location.

(¢ Set up an advanced connection

Connect directly to another computer using your serial. parallel. o infrared port. or
set up this computer so that other computers can connect to it

< Back I Mext » I Cancel

Figure 77 Connection Wizard — New Connection Type

Select the ,Accept incoming connections®.
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New Connection Wizard

Advanced Connection Oplions

‘which type of connection do you want to set up?

Select the connection lype pou want;

* Accept incoming connections

Allaw other computers ta connect to this computer thraugh the Intemet, a phone

ling. or a direct cable connection

(" Connect directly to another computer
Connect to anather computer using your serial, parallel, or infrared port.

< Back I Hext > I

Cancel

Figure 78 Connection Wizard — Advanced Connection Options

Select the desired modem out of the device list.

2= Incoming Connections Properties

General |Users Netwarking

Incoming connections

Allow incoming connections on these devices.
D evices;

O % Direct Parallel (LPT1)

Wirtual private network,

by tunneling through the Internet or other netork

Show icon in notification area when connected

[ &sllows others ta make private connections to my computer

Ok ] [ Cancel

Figure 79 Incoming Connection Properties

Enable the option ,Do not allow VPN connections®.
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New Connection Wizard

Incoming Yirtual Private Network [WPN) Connection
Another computer can connect to yaurs through & WP connection

Virtual private connections to your computer through the Internet are possible only if
your computer has a known name or IP address on the Intermet.

IF pou allow WPH connections. the system will modify the \Windows Firewall settings to
allow your computer to send and receive VPN packets

Do you weant to allow vitual private connections ta this computer?
€ #llow vitual private connections

% Do not allow vittual private connections

< Back I MNext » I Cancel

Figure 80 Incoming Virtual Private Network (VPN) Connection

For the determination of the incoming calls, it is required to create an own user for every
UPS. Click the ,Add" button.

New Connection Wizard

User Permissions
You can specify the users wha can connect to this computer.

Select the check box next to each user who should be allowed & connection to this
computer. Mote that other factars, such as a disabled user account, may affect a user's
ahility ta connect.

Users allowed to corinect:

O Q IUSRA_GX205 [Intemet Guest Account)

O Q I'witshd_G205 [Launch 15 Process Account]

I:IF: SUPPORT_388345a0 [CN=hicrosoft Corporation.L=R edmond,lS =tdashingt T
1 3

Add... Remaove Properties |

< Back I MNext > I Cancel

Figure 81 User Permissions

The ,Username” and ,Password“ have to be the same ones as for the RAS client of the
RASManager.
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Newuser 2] x|

User name: iura !
Full name: m at cuztomer
Passward: Iiuu
Canfirm pazsword: I"""‘|
| UF. | Lancel i"

Figure 82 New User

Now it is required to enter the IP addresses, which will be assigned from the server during
the dial-in. Enter the ,Destination Address* as starting address, e.g. 192.168.199.1 (1).

If you have set only one modem for dial-ins, it is enough to set an address range till
192.168.199.2 (2), but it is possible to set a wider range (192.168.199.30). In this case, it
would be possible, if you are using several modems, to receive 30 connections at the
same time.

Incoming TCP/IP Properties 2x|

r~Mebwork access |

[~ Allow callers to acess my local area nebwark

— TCR/IF address aszignment
 igsign TCPAP addresses automatically using DHCP

& Specity TCPAP addresses

From: | 192 188 183 . 1
T 192 186 . 199 . 3
Tatal: |30

[ &llow calling computer b zpecify its own |P address

Ok I Cancel

Figure 83 Incoming TCP/IP Properties

13.4 Configuration of the UNMS Il Workstation for incoming Dial
Connections (Windows Server 2003)

If your UNMS runs on a Windows Server 2003, some settings have to be made on the
W2003 system to make RAS service available.
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The Windows internal RAS server is used for the receiving of incoming connections of
UPS. Get into the Routing and Remote Access menu via the Administrative Tools. Enable
the Routing via the context menu.

-l
File  Action Wiew Help
- [m|e
% erver Status I—

Configure and Enable Routing and Remote Sccess 1g and Remote Access
Digable Routing and Remote Access ecc provides secure remote access to

All Tasks 3 ) .
access to configure the following:

Delete
Refresh

tween two private networks,

rle (WEN) gateway.

Properties ES SErVEr.
lation (NAT).

Help

= LAN routing.
* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

Ll

|Opens the properties dialog box For the current selection.

Figure 84 Routing and Remote Access
g =

[T Routing and Remote Access Server Setup Wizard

| Welcome to the Routing and Remote
Access Server Setup Wizard
= Rauting P
Sert

>

This wizard helps you set up your server o that you can
conniect 1o other netwarks and allaw connectians fram
remote clients.

To continue, elick Next

cess

o [T ceed |
I I I

Ll

Figure 85 Routing and Remote Access Server Setup Wizard

Select the « Remote access (dial-up or VPN) « option.
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Routing and Remote Access Server Setup Wizard
Configuration £
“f'ou can enable any of the fallowing combinations of services, or you can g_’]
customize this server.

Allovs remote clients to connect to this server through either a dial-up connection or a
secure Yitual Private Network [VPM] Internet connection,

' Metwork address franslation [MNAT]
Allovs internal clients to connect ta the Intermet uzing one public IP address

" Witual Private Metwork [VPM] access and NAT

Allove remote clients to connect to this server through the Internet and local clients to
connect ko the Internet using a single public 1P address.

" Secure connection between two private networks
Caonnect this network to a remote netwark. such as a branch office

" Custom configuration

Select any combination of the features available in Routing and Remote Access.

For mare information about these options, see Routing and Remote Access Help

< Back I Next > I Cancel

Figure 86 Routing and Remote Access Server Setup Wizard Configuration

Select « VPN ».

Routing and Remote Access Server Setup

rd

Remote Access .
“rou can set up this server to receive both dial-up and VPN connections. &J

AVPH server [alzo called a VPM gateway| can receive conhections from
remate clients through the Internet,

I~ Dialup

A dial-up remote access server can receive connections directly from
remate clients through diakup media, such as a modem.

< Back I Mexst > I Cancel I

Figure 87 Routing and Remote Access Server Setup Wizard Configuration, VPN

Select the network interface.
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Routing and Remote Access Server Setup Wizard

¥PN Connection .
To enable VPN clients to connect to this server, at least one network interface @
must be connected to the Intemet.

Select the network interface that connects this server to the Internet.

Network interfaces:

Mame | Description | IP Address

Laocal Area Connection BCME703 Gigabit Ether...  192.168.222.155
Whlware Metwork Adapte...  Vhware Wirtual Ethernet 192.168.199.1
Whiware Metwork Adapte..  Vhware Yitual Ethernet...  192.168.2451

¥ Enable security on the selected interface by satting up static packet fikers.
Static packet filters allow onlp VPN traffic ta gain access ta this server through the
selected interface.

Far mare information about netwark interfaces. see Routing and Remote Access Help

< Back I Hext > I Cancel |

Figure 88 Routing and Remote Access Server Setup Wizard Configuration, VPN
Connection

Routing and Remote Access Server Setup Wizard

Network Selection .
“fou can assign remote YPN clients to the netwark that you want them to use. ;PI,’J

WPN clients must be assigned to one netwark for addressing. diakin access. and other
puiposes. Select the appropriate network connection from the list belov.

Metwork interfaces

Mame ‘ Description ‘ IP Addiess

T
WMware Metwork Adapte..  WMware Virtual Ethernet...  192.168.245.1

¢ Back I Mest > I Cancel |

Figure 89 Routing and Remote Access Server Setup Wizard Configuration, Network
Selection

Select « From a specified range of addresses ».
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Routing and Remote Access Server Setup Wizard

IP Address Assignment
“Tou can select the method for assigning IF addresses to remate clients, %

Howe da you want IP addresses ta be assigned to remote clients?

1 Automatically

IF you use a DHCP server to assign addiesses, confim that itis configured propery
If you da not uze a DHCP server, this server will generate the addresses.
“ L

zcied diiesses

¢Back [ MNews | Cancel |

Figure 90 Routing and Remote Access Server Setup Wizard IP Address Assignment

Enter the desired IP range.
2l

Type a starting IP addiess and sither an ending IP address or the number of
addresses in the rarge

Start IF addiess: 192 168.193. 1
End IF address 132 168 183 . 30
Mumber of addresses: 30

Cancel

Figure 91 New Address Range

Select “No”, if you do not use a RADIUS server.

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers g
Connection requests can be authenticated locally or forwarded to 2 Remate %
Authentication Dial-In User Service (RADIUS] server for authentication

Although Routing and Remate Access can authenticate connection requests., large
networks that include multiple remote access servers often use a RADIUS server for
central authentication

IF piowt are using a RADIUS server on yaur netwark, vou can st up this server to forward
authentication requests to the RADILS server.

Do you want to st up this server to work with a RADIUS erver?

£ Mo, use Routing and Remote Access to authenticate connection requests;

" Yes, set up this server to work with a FADIUS server

<Back [ Mewts | Concel |

Figure 92 Routing and Remote Access Server Setup Wizard IP — Multiple RAS
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ng and Remote Access Server Setup Wizard

Gompleting the Routing and Remote
Access Server Setup Wizard

You have successfully configured this server as a remate
ACCEEE SErver.

Surmary;

RAS clients are assigned to the following netwark, for ;I
addressing: Local Area Connection 3.

Client connections are accepted and authenticated using:
remate access policies for this server.

=

For mare information about managing remaote access servers,
seeHout A Helg

To close this wizard, click Finish,

< Back I Finizh I Cancel |

Figure 93 Routing and Remote Access Server Setup Wizard Completion
Now you server is enabled as remote access server.

It is required to configure the authentification method « Unencrypted password (PAP) ».
Click with your right mouse button (context menu) on your server into the « Routing and
RAS » menu. Select « Properties » and click the « Authentication Methods... » button.

GX206 (local) Properties ﬂll
General  Security | P I PRP I LDggingI

The authentication provider validates credentials for remote access clients
and demand-dial routers.

Authentication provider;

Canfigure... |

( Authentication Methods. .. l

The accounting provider maintaing a log of connection requests and
SESSI0NS.

Accounting provider:

Windows Accounting j Lonfigure... |

The custom IPSec policy specifies a pre-shared key for LZTF connections.
The Routing and Remate Access service should be started to set this
option,

[ Allow custom IPSec policy for L2TP connection

Fre-shared Kep:

ak. I Cancel Apply

Figure 94 Local Properties
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Authentication Methods 21l

The server authenticates remote systems by using the selected methads in
the order shown below.

[~ Estensible authentication protocal [EAPE

EAP Methods... |

[~ Microsaft encrypted authentication version 2 [MS-CHAP v2)
™ Microsaft encrypted authentication [MS-CHAP)

™ Encrypted authentication [CHAP)

™ Shiva Password Authentication Protocol [SPAP)

(7 Unencrypted passward [F'APD

Unavthenticated acc
’7 [~ Allew remote spstems to connect without authentication

()8 I Cancel

Figure 95 Authentication Methods

Please note, that all other authentification methods have to be disabled!

2 Routing and Remote Access — Ol x|

File Action ‘iew Help

« = |[m| @ m

Routing and Remote Access

Server Status

G206 Jocal) Welcome to Routing and Remote Access

- =, Remate Access Clients (0}
E Ports Reouting and Remote Access provides secure remote access to
-5 IP Routing private networks.

Use Routing and remote access to configure the following:
* A secure connection between two private networks.

« AVirtual Private Network (VPN) gateway.

@‘ Remate Access Polides & A Dial-up remote access server,
(] Remate Access Logging * Metwork address translation (NAT).
* LAN routing.

& A basic firgwall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For mere information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

L

4 121

‘Duna |

Figure 96 Routing and Remote Access GX206 (local)

It is required to create a new remote access policy. Right-click on Remote Access Policy
and select « New Remote Access Policy ».
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Routing and Remote Access ol x|

File Action ‘iew Help
- = RERESRE
-__E]_- Routing and Remote Access Remote Access Pol
Server Status
=) [ra) G%206 {localy

E Remote Access Clients (0) || = ¥ Connections to Microsoft Routing and Remate ... 1

B ports ‘ZF Connections to other access servers 2
= E IP Routing
B General

- B Static Roukes
- =} DHCP Relay Agent
B 1GMP

D Remote Access Lo ew Remote Access Policy

Mew 3
View »

Refresh
Export List...

Help

4 ILIl

|D\splays Help For the current selection. |

Figure 97 Routing and Remote New Remote Access Policy

Select « Set up a custom policy » and enter the desired name.

elect Attribute 7| x
ew Remote Access Policy Wizard I sclect Attribute 2l

Policy Configuration Method Selectthe typs of attibuts ta add, and then click the Add button.
The wizard oan create 3 lypioal polcy. o you oan eveats 3 oustom policy. \J Attibute types
Name | Description -
RV W “AulhenticationTyps  Speciies the authenticalion schem that &
? Called:Station Specifies the phons nurtber disled by the us
o ) Caling Stationd Specifies the phons nurber fram which the ¢
# Uz siop e e e i Cliert-FrisndlyNams  Specifies the fiendly name for the RADIUS ¢
@ BacETE ClintIP-Addhess Specifies the IP address of the RADIUS cler
Clintendor Specifies the manfacturer of the RADILS pi
DayendTime-Restiic. . Specifies the time periods and days of week
Type & ame that deserbes thi policy Framed-Pratocol Specifies the protoccl that is used
MS-RAS Yendor Description not yet defined
NAS | dertiier Specifies the sting that identifies the NAG th,
Folicyname:  [INMS Dighin NASAP-hddress Specifies the IP address of the NAS where tk
3 Specifies the type of physical port that is use:
Example: Authentioate all YN connections Sevice. 1yps Specifies the type of service that the ser ha—
TunnelType Specfies the tunneling protocals used.
Sadirdesiz S rone Crerifies B windmans aroone Hhat e oser
i il
<Back [ News | Concel | Cancel

Figure 98 New Remote Access Policy Wizard — Select Attribute

Select the attribute « NAS Port-Type, Async (Modem) ».
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New Remote Access Policy Wizard

Policy Conditions
To e autherticated, connection requests must match the conditions you specify.

NAS-Port-Type [2[x]

£dd 5
<< Bemove —

sp Auailable types Selected lypes:

aC [ ADSLCAP - Asymmeti &
Po

x
HOLE Clear Channel
IDSL - ISDN Digital Su.
ISDM Asyne v 110
15PN

A V.20 -
evin a1 |

<Back | Hewr | Concel |

Figure 99 New Remote Access Policy Wizard — NAS Port-Type

MNew Remote Access Policy Wizard

Policy Conditions
Ta be authenticated, connection regquests must match the conditions you specify.

Specify the conditions that connection requests must match to be granted or denied
ACCETE,
Policy conditions:

Edit... BRemave |

< Back | Hext > | Cancel

Figure 100 New Remote Access Policy Wizard — Policy Conditions

Specify the conditions via the « Add » button and select « Grant remote access

permission ».
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New Remote Access Policy Wizard x|

Permissions
A remate access policy can ether grant or deny access to users who match the
specified conditions.

If a connection request matches the specified conditions:

" Deny remote access permission

< Back I Mest = I Cancel

Figure 101 New Remote Access Policy Wizard — Permissions

Click the « Finish » button to complete your configuration.

New Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

ou have successfully completed the Mew Remate Access
Folicy 'wizard. Yo created the following policy:

LIMMS Dial-n

Conditions:
M&S-Part-Type matches "Async [Modem]”

The policy was set up manually.

To close thiz wizard, click Finish.

< Back Cancel

Figure 102 New Remote Access Policy Wizard — Completion

After the set up of the custom policy « UNMS Dial-In », it is required to configure the
« Unencrypted authentication (PAP, SPAP) ». Click the « RAS policy » button into the
« Routing and RAS » menu and click with your right mouse button (context menu) on
« UNMS Dial-In ». Select « Properties », click the « Edit Profile » button and open the tap
« Authentification ».
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in Profile x|

Dialin Constraints | IP | HMultilink. |
Authentication | Encryption | Advanced

Teleservice Properties x|

Settings |

sl e (e AR g M Select the authentication methacls you want to allow for this connection,

Policy gandiorns

I™ Microsoft Encrypted Authentication version 2 [MS-CHAP v2]
™| Usercan change password Sfter it has expired

Add. Edt.. Remove ™ Microzoft Enciypted Authentication (M5 -CHAP)

IF connection requests match the conditions specified in this policy, the T P m W p——
assaciated profie wil be applied to the connection <

™ Enciypted authentication (CHAP)
(W Unenciypted authentication (FAP, SPAF) )

Unless individusl aceess permissions are speeiied in the user profie, this

palicy controls access to the netwark, Unauthenticated acce
If a connection request matches the specified conditions: r Allaw clients to connect without negatiating an authentication
" Deny remote access permission methad.

@ Grantremote access permission

[ K | cenesl | e |

b e s |

Figure 103 Teleservice Properties — Edit Dial-in Profile

Please note, that all other authentification methods have to be disabled !

12.5 UNMS Teleservice - Create a Modem Connection

Create a new service and select as connection type ,RASManager compatible*.

Service Properties ﬂ

@ General | @ contract I 3} Infa I B ndvanced I

Sike name:

I Hamburg

[arne: Group:
| Hamburg | STANDARD v |

tion bype:
IRASManager compatible j

BAS properties ... |

oK I Abbrechen

Figure 104 Service Properties

Click the ,RAS properties...“ button for the configuration of the parameters. At first, it is
required to create a modem connection via the ,Configure RAS...”“ button.
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RAS properties ll

—RAS sourcer ———————————————————— RAS poll interval:
Select phonebook entry: Start time: |1?;50;14j|
Test j Inkerval: I 0 hours
Configure RAS Delste I I 0| mies

—RAS network sektings:

DMS name or IP address: Port:
I 192,168,551 5769

—RAS dial settings:

V' Disconnect I 5 | minukes after manual dialing

OK Canicel

Figure 105 RAS Properties

The Windows PPP configuration will start now. For the usage of the Windows
Configuration we refer to Microsoft user manual or help. We describe in the following only
the most important configuration issues which you have to configure to a Modem
connection..

Create a new ,Local Area Connection® via the button ,New".

4 Network Connections

Choose a netwark, connection:

[ Cornect... l [ Cancel Mew... ] [ Froperties

Figure 106 Network Connections

Select the option ,Connect to the network at my workplace®.
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ew Connection Wizard |
Hetwork Connection Type
“what da you want to da?

" Connect to the Internet
Connect to the Intemet so you can browse the Web and read email

{+ Connect to the network at my workplace
Connect to a business netwark [using dialup or YPM] 5o you can wark from hame,
a field office, or anather location

" Set up an advanced connection

Connect directly to another computer using vour zernial, parallel, or infrared port, o
set up this computer so that other computers can connect to it

< Back I Mext > I Cancel

Figure 107 New Connection Wizard — Network Connection Type

Select the desired modem out of the device list. The MODEM on your UNMS has to
installed already. The supported Modem by UNMS is the type DEVELO/Microlink or
compatibles.

Network Setup Wizard

Select your Intemet connection. .

Select your Intemet cannection from the fallowing fist

The wizard has “Local Area C ion" as the ion that is
mast likely to be conect.

Connections:

I 11 Humberside Fire and Rescue Service [EWAZ719] Best Data Data Fax &

e 10 Bank of Butterfield (EwA1923PR)
d

v
< >
Learn more about how to determine vour Intemet connection.
<Back_J[__ Newt> | [ Cancel

Figure 108 Network Setup Wizard

Enter an unique name, no other RASMANAGER device in your UNMS should have the
same name.
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New Connection Wizard

Connection Name
Specify a name for this cannection to your warkplace,

Tupe a name for this connection in the following box,

Company Mame

IUF’S Hamburg

For example. you could type the name of your warkplsce of the name of a server you
will canneet o

<Back I Next > I Cancel

Figure 109 New Connection Wizard — Connection Name

Enter the accordant telephone number of the RASManager. This is the telefonnumber the
UNMS has to dial to reach this RASMANAGERs Modem. If any prefix is necessary for
your Telefonesystem, please add this or configure this in your MODEM configuration.

Phone Humber to Dial
“What is the phone number you will use to make this connection?

Type the phone number below,

Phone number:

04012346789

You might heed to include a 1" or the area code, or both, IF pou are not sure
you need the extia numbers, dial the phone number on your telephone. I you
hear & modem sound, the number dialed is carmect

< Back I Nest > I Cancel

Figure 110 New Connection Wizard — Phone Number to Dial

Click the ,Properties” button to configure the network settings.

4 Network Connections

Choose a netwark connection:

[ Connect... ] [ Canecel ] [ Mew... ]I[ Froperties ]I

Figure 111 Network Connections — Choose a network connection

Click on the ,Networking” button to configure the network settings for this MODEM PPP
connection.
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ity Hospital NHS Trust (EWA

General ‘ Options | Security |\|Netwurk|ng|| Advanced |

Connect using;

Gereral | Options | Security | Networking

Type of dial-up server | am calling:
|@ Modem - Best Data Data Fax Modem (COM3] | | PPP: Windows 35/98/NT4/2000, Intemet

Phone number

Phone number.
000111111

| [ Alternates l

Qa5 Packet Scheduler

Dg File and Printer Sharing for Microsoft Networks
1 18], Cliert for Micrasoft Metworks

[] Use dialing rles

Description

Transmigsion Contral Protocol/internet Protocal. The default

wide area network protacal that provides communication
acioss diverse interconnected networks.
Shaw icon in notification area when connected

Figure 112 Network Connections — Networking - Advanced

And on the Networking page on the ,Properties” button.

Click on ,Advanced ....“

Disable ,Use default gateway on remote network".

Advance IP Settings
Protoco P/IP) Propertie
—— General | DNS | WiNS |
General
This checkbiox only appliss when you are connected to = local
You can get IP ssttings assigned automaticaly if your network network and a dislup network simulaneously. When checked. data
supparts this capabilty. Othenwiss, pou nesd to ask paur netwark that cannot be sent on the local network is fomwarded to the diskup
sdministrator for the appropriate 1P ssttings. network.
[Ciise defauil gateway on remate nefworki I
() Obtain an 1P addiess automatically
(2 Use the following IP address: PPF link
I:l Uze IP header compression

(& Olbtain DNS server address automatically
(3 Use the following DNS server addresses:

I
I

Figure 113 Internet Protocol Properties — Advanced TCP/IP Settings
Click the ,Connect” button to.

4 Network Connections

Choose a network connection:

IEnr\nect I Cancel New Propetties
e

Figure 114 Network Connections - Connect
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Test your connection by dialling it manually. Enter the username (1) and the password (2),
which you defined into the RAS Configuration of your RASMANAGER for the ,RAS
Server®. Windows offers to save and remember these settings and use it for the following
users, please activate this function (3) Select the option ,Anyone who uses this computer
(4). Finally click the ,Connection* (5) button to dial out to your RASMANGER and establish
a connection.

Connect 04 Nottingham City Hospital NHS Tr..

User name:
Password: -'-‘-r_r—’——

I Save this user name and password for the following users: |4/

(O Me onls | — 4

() Anyone who uses this computer /

Dial: 01159936597 v

[__pial_|H—Eancet—-{Propemes{—Hep 1|

Figure 115 Network Connections - Dial

If all settings were defined properly, the following icon will appear into the task bar in the
lower right side.

Click the right mouse button onto this icon, select ,disconnect”, to disconnect manually
created connection (Click the ,Cancel“ button) and check this later with your UNMS
Teleservice.

‘g Hetwork Connections

Choose a netwark. connection:

?HE 25158 Cornect... | Carcel i New.. | [ Propen

Figure 116 Connection Icon - Network Connections — Cancel manually createc n

Now enter and the ,RAS dial settings“. Enter the accordant IP address ot the
RASManager server.

To avoid manually executed modem connections for a longer time, you should enable
,Disconnect* function and set a time between 5 and 10 minutes.

81



@ Gereral | @ contract [ &) nfo | JB advanced |

Site name:

Bremen

Service
MName: Group:
DE-BREUSVOOD1XP STANDARD -

Connection type:

[RASManager compatible

RAS properties ...

Figure 117 RAS Properties - Settings

You have successfully setup your RASMANAGER and UNMS Teleservice. Restart the
UNMS now and connect via MODEM to your RASMANAGER.

RAS source: [ ras poll interval:
Select phonebook entry: Start ime:  14:00:44
| GENEREX VPN -

Interval: 0 | hours

[ Configure RAS... ” Delete ] 0 | minutes

RAS network settings:

DMS name ar [P address:
10.49,122.73

RAS dial settings:

Disconnect 15 minutes after manual dialing

Figure 118 RAS Properties - Settings
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To test incoming alarm calls we recommend to create an alarm on the RASMANAGER
side and watch if the connection gets established and if the UNMS picks up the call and
displays the alarm.

If this works, your installation of RASMANAGER and configuration of UNMS
TELESERVICE is finished and you may add in the same way more RASMANAGERs to
your UNMS Teleservice, until the number of licenses reached. To extend your UNMS to
more RASMANAGERS, please purchase and upgrade of your exisiting TELESERVICE
license.

14. UNMS - Web Console

A UNMS is mainly monitored from remote by using a Webbrowser. A Webbrowser is described
in this manual as a Web Console. The Webconsole shows the actual status information,
historical logs and all reports can be accessed and inspected. This allows you to access your
management information from different computers of different customers or facilities in your
network. By using multiple Web Consoles, you can encourages sharing of management
information by many people.

You can login from any workstation that is running TCP/IP and is connected to your network
(e.g. over the Internet, DSL, leased line, LAN, VPN, etc.).

The Web Console has the following requirements:

. You must enable JavaScript in your browser.

. Your browser must support the XML standard.

. You should allow Cookies from the UNMS server system.
. You should allow Popup Windows from the UNMS server.

. The Web Console will operate best with recent versions of the
Microsoft Internet Explorer and the Mozilla Firefox browsers.

Using your Web browser from any system, enter the address for the UNMS start page as follows:
“http:/fa.b.c.dlunms” where a.b.c.d is the IP address or DNS name of your UNMS server
system. The Web Console will be executed inside your Web browser.

Web Console — Notification Area: Whenever a critical event occurs then the UNMS will bring
up a notification box with an audible alarm on every connected Web Console. You can click the
Speaker icon to mute the sound for this natification.
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R~ 6) - W rake - Gexwas -

Home LogFile
(©)® Generex Headquarter

S0 out | Help | ALY GHES INHEEHRAE XK
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Figure 119 Web Console — Notification Area

Web Console — Main Screen: You can view the Main Screen by using the Home button.The
following diagram and table shows the main elements of a Web Console

Web Console - Viewing a Site: You can view a particular site from the Main Screen. The
following diagram and table shows the site elements of a Web Console.

"fii UNMS Administrator - [Web Console]

Fie Edt View Tools Hep
W eg «a|" o a7

Web Cansole | Si Maps |

Signout | Help | About G = NERIEXX
*

|

|nms Started

Figure 120 Web Console — Main Screen
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No. Name Description

Alarm Bar Displays new alarms graphically (red blinking) and acoustically (beep). To mute
click on the loudspeaker symbol. Any incoming new alarm will remove the
previous displayed alarm.

Menu Bar Navigation to the main/home page of your UNMS. Also for viewing LogFile,
Sign Out, Help and About box with UNMS version and module information

Navigation | navigate backward/forward between the UNMS last screens
Bar

Site The name of the current site

Main Frame | Graphical view of sites and services. The contents depends on the current
UNMS location.

OIOMOMOINO

Click on an icon to view it's details (see also: Viewing a Service)..

Web Console — Viewing a Service: You can view the status of a particular service from the
Site View or the Logfile View. The following diagram and table shows the typical service
elements of a UPS in a Web Console. Services (UPS, BACS, SITEMANAGERS,
SENSORMANAGERs, CS121, ATS Automatic Transfer Switches etc.) may have individual
screens. The UNMS will display the graphic for this device — depending on the manufacturer of
the device — in different styles. For details about such individual device screens please refer to
the user manual of this UPS or other product.

“Hi UNMS Administrator - [Web Console]
| Fle Edt view Toos Hep

[ Y X
| 4

web Console | i 1mans
@ Alarm: 22.04.2010 14:39; Hamburg : 200.239

Home LogFile Signout | Help 1 Aot GHE NHEFRE D
\'5_‘) @ HW131: Testraumsicherung @ *
1 2

SLC 1000 LINK

Time: 18Min

Capaity. 100% E33

5]
setey 39 m%

4 5 6
@ ormal Data charts Loy file

UNMS Started

Figure 121 Web Console — Site View
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No. Name Description

Location | The location/name of this service within the UNMS.

Bar
Link Direct link to the web-interface of the CS121 of this UPS. With this button
Button you leave the UNMS and open a separate browser windows to reach the

device internal webserver directly.

Service Schematic view of the service status and values. Here the display of a
Panel standard UPS single phase.

Service Displays the service status. The LED shows the event priority color and
Status the event messages text that you have defined for the actual service
status. Green is signaling that the device is OK, yellow is showing a
warning, red is showing that there is an alarm present.

ONOINOMO,

Related to the service type you have defined, you are able to click the
LED or the text to navigate to the web-page of this service (e.g. CS121

Web Adapter).
Data Click on this button for the display of the UPS values into a chart. To
charts activate this function you have to enable the UNMS logging for this device
— see page 26.

Log file Click on this button to show all text log files of this device since it became
a member of the UNMS system.

When UNMS is running you may connect to every Service by a doubleclick on the Icon
(marked as « 2 » in figure 99) to see the UPSVIEW screen for this device. If you want to
leave the UNMS an get directly redirected to the inbuilt Webserver of this Service, than
click the > Button — this will open a webbrowser directly to your Service where a new login
may be requested.

A

Sign out | Help | Abgut

Generally the colors signify the alarm levels. Green means « in use and OK », Yellow
means « not in use, standby and OK », Red means « Alarm, not ready »

Web Console — Viewing the LogFile: You can view the Logdfile by using the Logfile button.
The following diagram and table shows the logfile elements of a Web Console.
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/2 UNMS web Console - Windows Internet Explorer

O[]

@" ) =[] beepsiocahostiunmsy

=]/ x| [coag 2=

Datei Bearbeiten Ansicht Favorten  Extras 7

W% @B Unms ureh Consale |

T v B - e - | Seite v (FExtras +
& ¢

Home LogFile Signout | Help 1 Aholt = MNHEFREDC
(€)@ LogFile P’
Filter rrom DD.MM.YYYY &t [00:00 =]  priory | =] message |
1 To [DDMMYYYY st [00:00 x| ste  [HW131 seruice  [222.244
Event log file | Current File x Lines (20 ¥ Refresh | | Exportascav Delimiter | Comma >
New
Resuits1-dof 4
Prio Time Site Service Message
16.04.2010 15:09.07  HWI31 222244  upsGeneralFault
2 1B042010 150557 HWIS1  222.244  upsGeneralFault
16042010 14:31:20  HWI3 222244 upsGeneralFault
16042010 1412118 HWI31 222244  upsGeneralFault
Figure 122 Web Console — LogFile View
No. Name Description
Filter Bar Here you can choose between various filter options to spare you
from having to read through the complete history.
Click on the Show button to apply your filter options to the current
logfile view.
Historical | A table that contains all historical event information’s. You can
Log browse the table by clicking on the Previous, Next or New button
above of this table.
Click on a service name to view the service data (see Viewing a
Service).

15. Monitoring Extension

If you want to extend your UNMS I for further UPS, it is required to upgrade your license. Click
into the UNMS |l Administrator Console the ,Help/About UNMS* button and click the ,Change®
button in the new window.

o Advice: The upgrade is valid for the extension of objects/devices. The upgrade is not valid, if you
want to add UNMS Modules (e. g. TeleService).
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UNMS Administrator - [Web Console] =]
| Fle Edt Vew Toos Help
I0E 2 AR Al Y

web Console | stz taps | 4 b |Ste Explorer x|

<& Sites and Services
= Hamburg
Heme LogFile Signout | Help 1 About GHE NERE DX Generex Headquarter

> [
@@ Generex Headquarter . a nereXWavehnuse
L =

—_— nlne - NUMD
About UNMS LED Display

LIPS Nebwork Management System - Version 2.0
Copyright © 2005-2010 Generex GrbH. Al rights reserved

SiteManager G
B Restaurant TaiTan
Torenta

)

Product License:

STANDARD EDITION: Max. 250 Services Change...
Serial Number: 12GENL g

Installed Components:

[Generex: LINMS Adniristrator - Version 2.0 Bul(2.0.00) Copy Info
(Generex: LINMS Server Service - Version 2,0 Buld(2.0.00)

Genere:x LINMS UPS Nek Agent - Yersion 2.0 Buil(2.0.00)

Genere:x LNMS SNMP Agent - Yersion 2,0 Buid(2.0.0.1) ER——
Generex LINMS teb Console - Yersion 2,0 Buld(2.0.00)

\Warring: This computer program is protected by copyright law and inkernational
treaties, Unauthorized reproduction or distribution of this program, or any portion of i,

may resultin severe civil and criminal penalties, and wil be prosecuted to the mamun

extent possible under the law,

Figure 123 About UNMS — Monitoring Extension
Select the accordant path to the UNMS Il Key File, import it and restart the UNMS II.

Import UNMS license file [ 7] x]
Laok jn: I@ image j Q 2 £ -

File name = Deen |
Files of type: JUNMS Key Fies ["key) | Cancel /|

Figure 124 Monitoring Extension — Import UNMS license file

16. Getting Technical Support

You can view the Support Page by using the Help menu from the status bar. The following

diagram and table shows the help elements of a Web Console.
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{Z2UNMS Web Console - Windows Internet Explorer

[_[olx]
G~ [l iiecabestiuenst =% [x] [ 7B

Datei Bearbelten Ansicht Favoriten Extras 7

¢ 4 @ unms web Console

v B - o v b See v (O Exras v 7

[ o 19.04.2010 1206 I
Home LogFile Signout 1 Help 1 About G E NERREDC
(€ @ siteManager lliv3: 222.164 T ® *
UNMS I
2 Documentation (pdf)
3 contact Support
Figure 125 Help Menu

No. Name Description

@ Menu Click on the Help button to view the help page.

@ User Click on the View documentation button to open this User Manual.

Manual

Note that this manual is delivered in the common Adobe PDF
format. If you do not have the Adobe's Acrobat Reader installed yet,
you can download a free version from the Adobe website at
"http://www.adobe.com"”.

Support | Click on the Contact support to send an email to the technical
Email support.

17. Troubleshooting

17.1 Problems at Execution of the Setup

If the setup does not start or you receive the following message,

x|
‘fou hawve chosen to open
[ setup.exe
which is at Binary File
fram: . LLY@ISHIELD LIPS0, MG DRIVER S| UNMSTT en-UIShunmsTT
Wwiould vou like to save this File?

Save File

Figure 126 Opening setup.exe

it is required that you open the “start.htm” via the context menu, click the “Open with” button and
select the Internet Explorer.
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17.2 Problems during Installation

If you get the following error message during the installation, it is required to reinstall the IIS.

Failed while processing WebSites.....

1% UNMS I Server Setup 3

t Failed while processing WebSites., (-2147024893 )
.

-

Figure 127 UNMS Il Server Setup Error

17.3 The Service “Network Lost” Event is notified too fast
If the network connection to one or more monitored devices/services is lost periodically due

problems with this devices or your network, then you may want to define a grace period for the
natification of this event.:

. Open the Administrator Console and choose ‘UNMS Options’ from
the ‘Tools’ menu. Then choose the ‘System’ page tab in this dialog.

. Select the ‘Modify service lost delay’ box and enter your delay for the
natification of the ‘Network lost’ event in seconds in the edit field (The
default value for this delay is ‘0’ seconds).

. Hit the ‘OK’ button and restart the UNMS server.

17.4 A running Skype Program claims the UNMS Web Port

The UNMS Web Server may not start correctly if Skype is installed on this computer and has
started before the UNMS Web Server (e.g. after the installation of the UNMS). This problem may
occur when you allow Skype to claim the standard HTTP-Port (TCP-Port 80) for communication.

If you encounter such problem, use the following steps for a solution:
. Open Skype and configure it so that it not uses the standard HTTP-

Port (TCP-Port 80) for its communication. Please refer to the Skype
manual for how to configure Skype.

. Restart Skype to force that it releases this resource.

. In the ‘Control Panel’ open the ‘Administrative Tools’.

®  Select the Internet-Information-Server (11S) and restart it.
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17.5 Disable IIS Website Logging for UNMS Il

You can disable the UNMS Il website logging into the IS (Internet Information Service)
configuration. Open the IIS configuration via the “Control Panel/Administrative Tools”. Open the
context menu onto “Default Web Site” and select the “Properties”.

T Internet Information Services (115) Manager [@ 1921682
¥9 Ble  Action Yiew Window Help ‘;Iili
= | BEXEFER 2E(Z]r 50
ffg Internet Information Services | | Name | Path | Status &
(=158 @x25 (local computer) @ _vti_bin C:\Program Files\Comman FilesiMicr...
_J Application Fools WHapo D:'ProjectsGenerex|UPS |y b
[+ Web Sites B rpSamnles -1 Broiectsh Samnlest Crst <
B~ L:ECTREE S0 befault Web Site Properties HE
@ _vti_bin
& apo Ditectory Secuity | HTTP Haaders | Custom Errors | ASPMET | Server Estensions 2002 |
i CRsamples WebSite | Pefomance | I54PIFiters | HomeDiectoy | Documents
"{"’ POEN I~ wieb site
b OPC.Sanatic. N identification
'fl’ PerlEx Description: ; g
ud WebFeatures |P address [l Unassianed) | Advanced..
) aspnet_client =
_ ) images TCP part: 80 SSL port:
b WestherService
) _private - Connections
_J vtl_enf Comection timesut 120 secands
_J _vtidog
_) _vtipwt [ Enable HTTP keep-hlives
_J _vti_script
-
) _vti_txk (¥ Enahle \nggll’\g\
. A Micrepoft SharaDnic Nl
ﬂ—[ 4 Aclive log farmat
[\w/3C Extended Log File Fomat | _Euopetties...
oK I Cancel Lpply Help

Figure 128 1IS Manager — Default Web Site Properties

17.6 Problems with Web-Interface on 64-bit WIN Server 2003
To enable IIS 6.0 to run 32-bit applications on 64-bit Windows OS:

1. Open acommand prompt and navigate to the %systemdrive%o\Inetpub\AdminScripts directory

2. Type the following command: “cscript.exe adsutil.vbs set
W3SVC/AppPools/Enable32BitAppOnWin64 true

3. Press ENTER

17.7 Problems with the Display of http://localhost (IIS Welcome
Page does not appear)

On some OS, it might be required to create a “Default Web Site” into the 1IS Manager and
to set the “DefaultAppPool” as application pool. The UNMS Il might not be able to create
an own site without this object.
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Figure 129 IIS Manager — Default Web Site

17.8 RAS Manager Dial-In Problems

After the reboot, the RAS Manager can be dialed once only. Every further try will fail,
because the modem of the RAS Manager does not respond. The problem might be a
faulty IP address configuration at the RAS Manager. Please enter the IP address with full
octets like this: 010.011.012.001.
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