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Step 1: 3Com AirProtect Enterprise Appliance and 3Com AirProtect Sensor

Overview

The front panel of the appliance has a power switch and status LEDs as shown in the figure below.

J High Availability Interface LED
Power Switch Network Interface Card LED
Hard Disk LED
Power LED

The rear panel of the appliance has power and port connectors as shown in the figure below.

Power Serisl Port High Availabity Matwork Interface (sehd)
(RS 233) interface feth) {RJ-45 10/100/1000)
[RJ-45 10/100/1000)

The front panel of 3Com AirProtect Sensor has status LEDs as shown in the figure below.

LED 1:- Power LED 4:- 802.11blg
LED 2Z:- LAN LED 3:- 802.11a

The rear panel of 3Com AirProtect Sensor has ports that enable you to power up the sensor and
connect it to the network and a computer as shown in the figure below.
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Reset Switch

Serial

Ethernet Cable

Step 2: Mount the Appliance

Place the appliance on the rack and mount the appliance using the rack mounting accessories.

¥
" Rack Mounting Accessorles
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Step 3: Power up the Appliance

Connect the power cable as shown in the figure below and press the power switch on the front
panel of the appliance.

110-240V 50/60
Hz AC Connection

P

-

4/ Power Connector

Power Cable

Important! On connecting the Power cable, the Power LED should turn solid green. If this does not happen,
refer to the 3Com AirProtect Enterprise Installation Guide.

Step 4: Connect the Appliance to the Network

Connect the appliance to the network using the network interface cable as shown in the figure

below.

Network Interface
Jack

@) = e @ = 4

A Power Connector

Network Interface (ath0)
{RJ-45 10/100/1000) Ethernel

Powar Cable Cable

Warning! The default IP address of the appliance is 192.168.1.246. Please ensure that no other device on
your network uses the same IP address as the appliance. Connect the network interface port on the appliance
to the desired subnet using the network interface cable provided to you. Do not connect the High
Awvailability (HA) Interface port to the subnet.
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Step 5: Access 3Com AirProtect Enterprise

A. Connect your computer to the same subnet where the Server is connected.
B. Change your computer IP address to 192.168.1. XXX. For example, 192.168.1.244.
C. Access 3Com AirProtect Enterprise using SSH as shown in the figure below.

@
H192.168.1.246 - default - 55H Secure Shell
Eile Edit Wiew window Help
&k =2 A8 % &N
.ﬂj Quick Connect ] Profiles =

Connect to Remote Hosk 5[

|1 92168.1.246 Eamies I
ser Name: ICDNfiQ Cancel |

aort Murnber: [22

uthentication Method: IF‘asswold =

Connecting to 192,168.1.246... B0x24 MU

D. Login using the Username: config and Password: password.
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Step 6: Complete the Server Initialization and Setup Wizard

Follow the steps in the Server Initialization and Setup Wizard to configure the 3Com AirProtect

Enterprise Server.

Important! On the Date and Time settings screen-Step 3, if the day exceeds 31 and the month
exceeds 12, 3Com AirProtect Enterprise automatically sets the day to 31 and month to 12.

***** Initialization and Configuration
Wizard Welcome Screen

Step 1:
— Change the config shell password,
password

Step 2:
Change the Network Settings

Step 3:
> Set the Time Zone, Date and
Time Settings

—p Step4:
Set Server ID Settings

Initialization and
Configuration Wizard
—> Completion Screens

On logging into the Server Config Shell, type
the command help to view the list of available
commands

Important! You need to reboot the Server on completion of the Initialization and Setup Wizard
before you access the Server Console (“GUI").
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Step 7: Set up the Server DNS Entry

Add a DNS entry ‘wifi-security-server’ in your organization’s/enterprise DNS server. This entry
should point to the IP Address of the Server configured in Step 6 (Complete Server Initialization
and Setup Wizard)—Sub step 2 (Change the Network Settings).

Adding this entry serves two purposes:

A. Sensors can connect to the Server with “zero configuration” if they are connected to a
DHCP enabled subnet.

B. You can access the Server using the address “https:// wifi-security-server’.

: Access the 3Com AirProtect Enterprise Console (GUI)

Important! The minimum system requirements to access the 3Com AirProtect Enterprise GUI Console are
a laptop with Intel P4 X86 1.4 GHz Processor, 512 MB RAM, ,Windows 2000 or XP Operating System, IE
5.5 or higher, and JRE 1 4.2 only.

A. Type "https:// wifi-security-server’ to access the 3Com AirProtect Enterprise Console.

‘2 about:blank - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

c, > \ﬂ \ELI _'\J P ! Search

. Address https: fhwifi-security-server

The 3Com AirProtect Enterprise Console can take up to 2 minutes to load.

Important! Pop-up blockers (if any) must be disabled on the Web browser. The Reuse windows for
launching shortcuts option in Tools->Internet Options->Advanced shoul be deselected in the Internet
Explorer Web browser.

B. Click Yes on each of the Security Alert/Warning pop-up screens.

Security Alert

Warning - Security

¥ D o want ta aceeglt the certificabe from wels st “wil-Seourty-server™
For the purpese of exchangng ererypted farmetion?

Warning - HTTPS

Hostname Mismatch
War i - Secairity

Do o et e nlgand s

Ut wuhent ity seried by “WiF) Serunts Serer

A 4 teerny Pt s ottt

LR T T e ————

.....

More Datats

[ xes || b0 || swee
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C. Type the default username: admin and password: password on the Login screen.

Login
Information
Login-

Login ID: i

Password:
)
‘
7

Forgot Password?

A
\\
SECURE CONVERGED NETWORKS

Wersion: 5.0

© 2004 3Com Corporation. All rights reserved 1 Build: 5.1.119
Serial Humber: 001195289C53

Recover

Important! If you see a blank screen instead of the 3Com AirProtect Enterprise Console Login screen in the
pop-up window, despite having Sun J[RE 1.4.2, then Sun JRE 1.4.2 may not be the default plug-in for your
Web browser. To ensure that Sun [RE 1.4.2 is the default plug-in for your Web browser, do the following:

1. If you see a “Java Cup” icon in the system tray, right click it and select “Open Control Panel”.

2. If you do not see the icon, click Start 3Settings = Control Panel and double-click the Java Plug-in icon.

3. Once the Java ™ Plug-in Control Panel dialog is open, go to the Browser tab and select the checkbox
Microsoft Internet Explorer.

@

< Java(TM) Plug-in Control Panel

| Basic | Advanced | Browser | Proxies | Cache | Certificates | Update | About |

etting:
Java(Thf) Plug-in will be used as the default Java Runtime in the following browser(s)
[v] Microsoft Internet Explorer
[[] Metscape 6 or later

[T Mozilla 1.1 or later

D. On the End User License Agreement (EULA) screen, read the agreement carefully and select I
have read and agree to the Licensing Agreement above. Click <Next>.

3Com AirProtect Enterprise Quick Setup Guide
7



End User License Agreement

IMEORTANT: READ BEFORE YOU DOWNLOAD, INSTALL, OR USE THIX SOFTWARE

3COM END USER SOFTWARE LICENSE AGREEMENT YOU SHOULD CAREFULLY READ
THE FOLLOWING TERMS AND CONDITIONS BEFORE DOWNLOADING, INSTALLING
ANDVOR USING THIS SOFTWARE, THE USE OF WHICH IS LICENSED BY 3COM
CORPORATION {“3C0M™) TO ITS CUSTOMERS FOR THEIR USE ONLY A% SET FORTH
BELOW. DOWNLOADING, INSTALLING OR OTHERWISE USING ANY PART OF THIS
SOFTWARE OR DOCUMENTATION INDICATES THAT YOU ACCEPT THESE TERMS AND
CONDITIONS. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREFEMENT, DO NOT DOWNLOAD, INSTALL OR OTHERWISE USE THE SOFTWARE
OR DOCUMENTATION, DO NOT CLICK ON THE "1 AGREE" OR SIMILAR BUTTON. AND
IF YOU HAVE RECEIVED THIS SOFTWARE AND DOCUMENTATION ON PHYSIC AL
MEDIA, PROMPTLY RETURN THE ENTIRE PRODUCT WITH THIS SOFTWARE AND
DOCUMENTATION UNUSED TO THE SUPPLIER WHERE YOU OBTAINED IT.

1N THE EVENT THAT A SYSTEM INTEGRATOR, CONSULTANT, CONTRACTOR, OR
OTHER PARTY DOWNLOADS THE SOFTWARE FOR YOU, ANIVOR USES OR INSTALLS

q:mmonnumnnmmmmmonmvmma{ d
4

1 have resd and agres 1o the Licansing Agraamant above
& 1du not agree to the Licansing Agreement shove

J|

E. If you see the Welcome screen, close the window. You are done with the Server Setup. You
will revisit the Welcome screen later.

3Cum.1:\irPr?tect Enterprise
stem Setup Wizard

This wizard will take you through the follwwing steps e help you initialize 3Com AirProtec Enterprise. You can
reconfigure these settings later through 3Com SCreens.

At any step, click the 3| lcon to learn more about that step. Click Start to begin the Setup Wizard.

*y  Step 1: Basic Settings

) Default 802,11 Secunity Palicy
(w0211 Security Pobcy
B AP Cassitication Puicy

B Chhunt Clavsification Policy

2 intrusion Prevention Pelicy
¥, Step 3 AP Cla ation
i~ Step 4: Client Classification

Summary
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Step 9: Connect 3Com AirProtect Sensors to the Network

Power and Connect to the Network

A. Ensure that the 3Com AirProtect Enterprise Server is already running on your network.

Note: Make sure that a DNS entry ‘wifi-security-server” is set up on all DNS Servers. This entry should
point to the IP address of the Server. Otherwise, configure the Sensor manually. Please refer to the 3Com
AirProtect Enterprise Installation Guide for details.

B. Use network interface cables to connect 3Com AirProtect Sensors to all the network segments
(subnets) that need to be protected. Make sure that the network segment is DHCP enabled.
Otherwise, configure the IP address of the 3Com AirProtect Sensor manually.

Ethernet Jack on ‘ PoE Switch
| 3Com AirProtect Sensor | !

Note: Log in to the Server using SSH. Run the command ‘get sensor list” to check if all the Sensors added
have been detected by the Server. If all the Sensors are connected, o to the next step. If some Sensors are not
connected, then you may need to configure the Sensors manually.

C. Wait for the status of the LEDs to stabilize. This process may take up to 2 minutes.

D. If all LEDs glow green, then the 3Com AirProtect Sensor is operational and connected to the
3Com AirProtect Enterprise Server.

—— -

LED1 LED2 LED3 LED4
Solid Green || Solid Green | | Solid Green || Solid Green

E. If Step D succeeds, the Sensor is now fully operational and is ready to protect your network.
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Important! If the LED status at the end of Step D does not match the status shown in this Quick Setup
Guide, refer to the 3Com AirProtect Enterprise Installation Guide for more details.

Step 10: Begin the System Setup Wizard and Select Installation Type

A. Login to the 3Com AirProtect Enterprise Console with the default username: admin and
password: password.

B. Click Start on the ‘System Setup Wizard Welcome’ screen and then select one of the installation
types listed below the figure on the ‘Select your Installation Type’ screen.

System Setup Wizard Welcome Screen
Click the Start button on this screen.

—

s Select your Installation Type.

C. Select Typical Installation and click Next.

Note: Selecting Typical Installation generally satisfies most of the desired requirements such as: a typical
setup with Wi-Fi already installed, automatic AP movement to Rogue and External folders, automatic
classification only for Uncategorized Clients, Intrusion Prevention Policy enabled for Rogue APs, Mis-
configured APs, Client Mis-association, Unauthorized Associations, Ad hoc connections, and Honeypot/Evil
Twin APs, and so on. You can change the policies later as per your needs from the Administration tab.
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Step 11: Complete the 3Com AirProtect Enterprise System Setup Wizard

Follow the steps in the System Setup Wizard to specify the 802.11 Security, Device Classification,

and Intrusion Prevention Policies. Click the |1| icon to view details.

e Step 1: Basic Settings

T —* Change Default Password
_= et
A — i Step 2: Policies Setting
PR e B e Spacity Defaull 802 11 Security Palicy
_;‘j :_'mm e Step 2: Policies Setting
: S I ol 21 Sty oy S
Ry R Step 2: Policies Setting
e A6 stiton oy
|+ | Step 2: Policies Setting
i ;= e o e | Gllent Classificaton Policy
e D re—
B Step 2: Policies Satting
3 - Intrusion Prevention Policy
5 i Step 3: APC|
Confirm AP Classification
(i Step 4: AP (
Conform Client Classification
System Setup Wizard
Summary Screen
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Step 12: Enable Global Flags

Event generation and intrusion prevention activation flags are turned off globally on completion of
the System Setup Wizard to avoid spurious generation of events. The Activation of Intrusion

Prevention and Event Generation icon @ appears on the Navigation bar as shown in the figure
below. Once your deployment is stable and fully configured, turn these flags on to activate event
generation and intrusion prevention activity by selecting the check the boxes on the

Administration->Deployment-> Activation screen as shown in the figure below. The @ icon then

does not appear on the Navigation bar.

Intrusion Prevention and
Event Generation turned OFF
globally

5 ashbonea [ 4 1wents [, povices [y tacations][B napores] = ndriniatration] g ?

Ademinis tration
[k peployment
o Installstion Type
- Activation
i [ vperating palicies
£ [FF pwont attings
= fIiE Device settings
il Location Suttings
[ Systam Suttings
0 [fp weer sanagemant

-

oct 19, 05:00 P (6T -0400) | [Z1] @) =] 2] )

Activate Intrusion Prevention and Event Generation

To avoid unwanted svent gene and intrusion pre: activity, it is that you check the hoxes helow
only after the deployment is stable and fully configured. If you are modifying & deployment, to avoid unwanted activity during &
transient phase, it is recommended that these boxes be unchecked in the modification period.

four Authorized APs should be present in the Devices >> APs »>> Categored » > Authonzed folder before sclivating intrusion
prevention, Ther network connecivty son may show wired, unwired or ndeterminate.

1F you deploy new Autharized &Ps later, you da not have to deactivate intrision prevention, Homever, you will need ta snsure that

the newly deployed APs are maved to the Devices »> APs >» Categarized >3 Autharized falder

¥ Activate intrsston pravention (hatad on setings in Administration 3 Oparating Palides 33 Infrusian Pravantion)

[F Activate event generation (based on settings in Administration == Event Sertings ~= Configuration)

[3]

The 3Com AirProtect Enterprise Server is installed and configured!
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