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Purpose

The Evaluation Guide exists to assist in the initial installation, basic usage, and evaluation of
UpdateEXPERT Premium. This is specifically intended to help evaluators make an informed
decision towards the acquisition of a suitable patch and security settings management product.

UpdateEXPERT Premium Overview

Easy Installation — A “Typical” UpdateEXPERT Premium installation now includes settings
management (SecurityEXPERT) in addition to patch management. MSDE is included (or you may
use SQL Server if available) for storing Network-Tree data (such as machines & query results)
and settings management data (security points & machine scans etc.). You may Install on any
version of Win2K, XP Pro, and Win2003. IIS is required for Settings Management.

Unified Master-Agents — New for UpdateEXPERT Premium is support for simultaneous
Master-Agent connections, easing administration in enterprise networks. See “What's New in
UpdateEXPERT Premium” for a menu of new UpdateEXPERT Premium features.

Agentless Patch Deployment — this allows patch deployment without installing Agents on
client machines. Agentless deployment is appropriate for rapid patch deployment with minimal
installation overhead. Agentless lets you meet urgent security policy requirements quickly.

Optional Agents - Leaf-Agents are not required, but are recommended for specific conditions
or needs such as:

Hardened Environments

Disconnected and/or Wake-on-Lan Machine Support
Low-Bandwidth Connections

Scaling (reduced network bandwidth use)

Leaf-Agents and additional Master-Agent deployments can be combined to support large or
delegated patch management needs. The Administrator can deploy Agents to meet network
needs, without incurring additional deployment costs.

Deployable Console - You can delegate patch management by deploying the console
component to others. User “Roles & Rights” support granular access to capabilities.

Comprehensive Patch Database - SBS provides its own high-quality, independent and
proprietary database for detection of installed vs. not-installed patches, and intelligent
presentation of applicable patches for client machines. The Patch Install Wizard integrates with
the database for grouping patches, presenting patch options, displaying diagnostic patch
deployment messages, and controlling reboots. See the latest information on supported OSes,
Applications and Languages (2 page PDF).

Private & Custom Fixes — Company specific (private) hotfixes from Microsoft can be added to
the database upon request, then deployed company wide for your convenience. Non-supported
or in-house patches may be deployable with Custom-Fix.

Installer Service - SBS provides its own installer/scheduling service (rather than Microsoft’s)
that is persistent across reboots and shutdowns, ensuring patch installation occurs.

Disconnected Networks — SBS provides its own utility (upon request, at no charge) for
updating UpdateEXPERT instances installed in non-internet connected networks.
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Install UpdateEXPERT Premium

This Eval Guide example illustrates a new installation of UpdateEXPERT Premium. Login with
Administrator privileges. Download the UpdateEXPERT Trial Software. When prompted, click
SAVE to download the compressed file (~120MB) to your local disk. When prompted again click
RUN to launch the self-extraction dialogue (screen shot). In the example below a new folder with
installation files in it will be created on the desktop for easy access to Setup.exe.

ﬁi‘ UpdateEXPERT Premium by St. Bernard Software Q [

|

TpdateEXPEET Premium by 5t Bernard Software

FPlease Eewew the readme. tzt for information about known
155uES.

Please refer to UpdateEXPERT pdf for specific mstallation
steps. For installation guidelines, please refer to the
Deployment Guide. Tt can be obtained from our web site

UpdateEXPERT

Patch Management Software
|

at http/www. sthernard. com
sy 4 v (]
)
[a'n] Destination folder
& |cumenls and Settingz\AdminiztratortDeskop {v] l Browse... ]
[W‘ Extraction progress
| J
[ E utract l [ Canicel ]
Double-click on Setup.exe. Click Next.
£ UpdateEXPERT Premium - InstallShield Wizard Ed

Welcome to the InstallShield Wizard for
UpdateEXPERT Premium

The Installshield{R) Wizard will install UpdateEXPERT Premium
7.0.7152 on wour compuker, To conkinue, click Mext,

WARMING: This program is protected by copyright law and
inkernational treaties,

Mesxt = ] [ Cancel
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Click Next

15! UpdateEXPERT Premium - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

SOFIWARE LICENSE AGREEMENT kﬂ
READ THE TERMS AND CONDITICOHMS OF THIS LICENSE CAREFULLY. —
THIS IS5 A LEGAL AND ENFCORCEABLE CONTRACT BETWEEN YOU AND
5T. BERNARD SCOFTWARE, INC. BY COMPLETING THE

INSTALLATION OF THIS5 SCOFIWARE (CR AUTHCRIZING ANY COTHER
PERSCN TO DO 50), YOU ACCEPT THIS SOFIWARE LICENSE
AGREEMENT. IF YOU DO NOT ACCEPT THE TERMS AND CONDITICHS

OF THIS SOFTWARE LICENSE AGREEMENT, YOU MAY RETURN THE
MEDIR PACEAGE, LICENSED SOFIWARE, AND ALL ACCOMPANYING
ITEMS (INCLUDING WRITTEN MATERIAT.S &4ND BINDERS COR CTHER

MORTT A TAMIT RO RITTOTRT TTRT LR NaRt MAWE MET WATTN DToTTT AT TOTo

(%11 accept the terms in the license agreement
{1 do not accept the terms in the license agreement

[ < Back ][ Mext = ] [ Cancel ]

Enter the Trial Serial Number from the email called “UpdateEXPERT Dowload Request.” You
may also request a trial serial number using the button shown below to launch a web form.

& UpdateEXPERT Premium - InstallShield Wizard E
Customer Information .

Please enter your information,

User Name:

IStuart Tompkins

Qrganization:
ISI:. Bernard Software

Serial Mumber:

IXX-XXX-XXXXX-XXXXX-XXXXX

Request a trial Serial Mumber, .,

IrisGall

< Back ][ Mext = ] l Cancel
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Typical will install all components, i.e., Console Application, Patch Management Server and
Settings Management Server. Custom may be used to install to an existing Local SQL instance,
exclude “Settings Management”, or install the Console and Agent-Installer Applications only. For
example screen shots and notes, see “Appendix A — Custom Install Options.”

15! UpdateEXPERT Premium - InstallShield Wizard |

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

Patch and Settings Management Software will be installed. The
Settings Management Software requires Internet Information
Services.

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

< Back ][ Mext = ] l Cancel

Click Install

15 UpdateEXPERT Premium - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation,

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

< Back ][ Install g l Cancel
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You will see a “Performing Initialization Check ... Please Wait” message. In 1-2 minutes
status messages and the status bar will become active. UpdateEXPERT and MSDE files are
loaded ...

15! UpdateEXPERT Premium - InstallShield Wizard =) OJES

Installing UpdateEXPERT Premium q:

Thi features v lected are being installed. 2
e program features you selected are being installe

Flease wait while the InstallShield Wizard installs UpdateEXPERT Premium.
This may take several minutes,

Status:

[ il

File Loading results in 3 UpdateEXPERT directories...
1. C:\Program Files\St. Bernard Software\UpdateEXPERT
2. C\Program Files\Common Files\UpdateEXPERT
3. %Systemroot%\UEAgent
Note: %Systemroot% will be C:\WINNT or C:\WINDOWS.
... and creation of an MSDE directory, or use of an existing SQL directory:
e C:\Program Files\Microsoft SQL Server\MSSQL$SBSDB or MSSQL$LocalSQLInstance

Note: The Master Agent is started automatically... look for UEAgent in task-manager, or the services list. There are also
several child processes spawned by UEAgent, their names all start with "UE" such as UEFile, UELog etc.

Patch Targets use this working directory during patching:
o %Systemroot%\ue_installs

If Settings Management is included, there will be 3 Settings Management directories, and they
will be mapped as Virtual Directories in 1IS:

1. C:inetpub\wwwroot\SecurityEXPERT
2. C:inetpub\wwwroot\SEServerWW$S

3. C:inetpub\wwwroot\SBSCorporateClientWS
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Launch UpdateEXPERT ... click Finish

15! UpdateEXPERT Premium - InstallShield Wizard <

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
UpdateEXPERT Premium. Click Finish to exit the wizard.

Launch UpdateEXPERT Premium

[] Show the readme file

If vou are upagrading from a previous version of
UpdateEXPERT, your Master Agent will not be available until
data migration is complete., Migration time is relative to the size
of your network and can take up to one hour or langer.

Double-click the ‘agents connected’ message on the status bar to see connected agents (1 at this
point). Below, two connected Master-Agents are shown as an example of multiple connections.
Note: If you didn’t login with Administrative rights, you may be prompted for credentials. The
display areas include Network Pane (upper-left), Updates Pane (upper-right), and Browser
Pane (bottom). The Job Status Tab allows viewing job and task history information.

loyment Policies Reports  SecuribyEXPERT  Help

] Type J Description J Managed .Ely 1 IP Address

o

L’E Master Agent Conngclion Status _ 1
| TR T B
|

\Web Browser | Job Stat

Il Master Agent Status
o STOMPKINSHP Licensed for 50 machines {1 used)

) STOMPKINSXP-LT Licensed For 300 machines {1 used)

||

=

Home UpdateEXPERT User Web
Buy New
Deployment Guide : Home Page
Enowledgebaze
Support Form Welcome to the UpdateEXPERT User o
SPI for OpenWiew = and service pack management. Here, yo
Privacy Statement often. To send comments to the authar, g

Systermn Feguirements

Check out our online UpdateEXPERT Knowledgebase and UpdateEXPERT Patch Information

ta track patch availability!
gt i

3

T e

IShUrtE.ut_tU ueEatches
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Note: When you deploy additional Master-Agents (using File > Agent > Install Wizard) you can
connect to them using File > Agent >Connect/Configure. Additional Master-Agents are typically
deployed for delegation or scaling reasons.

The Network Pane (upper-left) is where you “discover” machines, simply by expanding the
Window Network or Active Directory objects. These views are identical to viewing your network
from “Network Neighborhood”. Unix machines can also be discovered with “Network > IP Scan”,
and added to the UNIX object. IP Scan works for Windows machines also, but they are added to
the Domain tree. Groups and Profiles are empty till you create a Group, or run the Profile
Wizard. See “Help > Contents” to access the online User Guide for more information.

The Updates Pane on the right (empty on initial launch, as shown above) populates with
machine-specific patch information (installed & not-installed patches) when you Query one or
more machines. Note: configure your Web Proxy (next topic), then Download the latest
database before querying target machines for a meaningful and accurate patch inventory.

The Web Browser tab (shown on prior page) displays:

¢ Announcements (upgrades, etc.)

Link to the “UpdateEXPERT Knowledgebase”

Link to the “Patch Information Database”

KB Atrticles for Windows, Solaris, RedHat Linux platforms

e HTML reports
Links on the left (shown on prior page) allow:

e Checking your subscription

¢ Downloading the Deployment Guide (more detail on Agent Architecture)

e  Submitting support requests with a form
The Job Status tab allows display of UpdateEXPERT event history. This is a 3 level drill-down.
At the top level one or more Master-Agents are listed. Next/Back allow drilling-down to Job
Statistics and Task Statistics levels for details about various operations. All status information can

be deleted from Job Status tab. Machine specific status information can also be deleted from the
Deployment Status window.

weh Browser  Job Stakus |

Ly O | Jaob Type Status Total Machines | Succeeded | Failed | Create Time | Stark Time ~
4= Back o Query Success 3 1 i} 08/16/05 17:15:21 08/16/05 17:18:21

o Query Success 1 1 a 03116/05 17:28:41 08/16/05 17:28:43

W Query Success 1 1 a 03/16/05 17:46:10 08/16/05 17:46:10

& Cuery Failed 1 0 1 0B/16/05 17:47:24 03/16/05 17:47:28

o Cuery Failed 1 0 1 08/16/05 17:47:49 051605 17:47:50

.
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Identify the Web Proxy if applicable)

If your organization uses a Web Proxy Server you need to identify it so that UpdateEXPERT can
successfully submit URL requests to St. Bernard and Microsoft web sites for database updates,
and patch downloads.

Navigate to "File > Agent > Settings > Internet" and identify your web proxy server. It is best to

enter the information for the "Global Agent". The Global Agent represents default settings
applied automatically to a Master-Agent and all of its Leaf-Agents.

Apent Settings [g|

Agents]5TOMPEINS]
T Agents] Updates |  Backgound Tasks | Repostorp | wakeonleM |

= o3
fl'«gent:EIISTMF'F General ] Logaing ] W alidation Internet l Transfers ] Language ]
[ AgentslS TOMPEINGH] =

i loadl sty Internet i:'rm-:_l,-l S-n.ettings |
=] Agent0] STOMPE 2
FTP Prowy: | Port (O=default): |0

HTTP Prowy: |1592.168.89.105 Part [O=default): |80

|zer Mame: |su:umedu:umain'xsu:umeuser

et Test Proxies

Internet FTP connection

|Jzernarne: | Retries: 3 3:
Pazzword: | Timeout [zec] |E0 3:

Pazzword:

Apply \ Ok | Cancel

As browsers have evolved, the FTP settings have become “legacy” items that don’t usually need
to be specified. Test Proxies button is useful for testing internet access.

Note: The following URL's must NOT be blocked by a Web Proxy or by a Firewall, for successful
UpdateEXPERT database/product updates. This is usually not an issue but is mentioned just in
case there are firewall or web filtering restrictions in your environment. You'll receive a download
error message (see the next section) if firewall restrictions are preventing a database update.

http://www.stbernard.com
http://ueupdates.stbernard.com
http://patches.stbernard.com (for RedHat Linux patch downloads only)

If firewall issues persist, see Internet Firewall Requirements for more tips.
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Download the Latest UpdateEXPERT Database

Do “Help > Update Database Now” and wait at least a minute for a dialogue box to come up
asking if you want to update your database. Click Yes to update (actually replace) the existing
database files with new database files immediately, or simply wait for the countdown timer to
expire

Deplovment  Beparks | Help

@ - % B ﬂ?ﬁ Update database nﬂwk—‘

zbwork, Change serial nurmber.
Zonkents E-E‘-—I-EEEEQEE
abauk, .,

After this initial database update, UpdateEXPERT will automatically check for a new database
every 6 hours by default. You may reconfigure this by going to “File > Agent > Settings >
Updates” and changing the scheduling of the automated database check.

Confirm you have the latest database and product build by looking for "Current UpdateEXPERT
Database: XXXX" on the database Information web page maintained by St. Bernard Software.
This information is updated frequently by our internal Tech-Support staff, informing the
UpdateEXPERT community about recently added patches to the UpdateEXPERT database. You
can "bookmark" this location to help during “Patch Tuesdays” (Microsoft's monthly security patch
releases). A link is also available in the UpdateEXPERT User Web frame.

If there is a Web Proxy, Firewall, or some other connectivity issue, you will likely get the message
"Unable to request update information from St. Bernard Software". Please contact your
internal network support staff for assistance and provide them with the URLs that must not be
blocked. and ultimately UpdateEXPERT Tech-Support if the issue persists.

Enumerate (Discover) Machines

Enumerate your network by expanding the "Microsoft Windows Network" to see your domains.
Expand the domain with your UpdateEXPERT machine in it. Expanding the network objects
initially populates the network tree. In the future you can Enumerate-on-demand to pick up newly
added hosts, as shown below. The command is available (right-click) at the Domain and OU
level, and the network object level (for example, Active Directory). You may delete domains or
machines from your view with right-click > Delete. You may also use “View > Machine Filter” for
defining machine display criteria (name, agent type, etc.) These settings are saved on a per-user
basis.

-‘.ﬁi--,f'Miu:ru:usu:uFt Windows Metwarlk
ik STEERNARD
hegp Active Directary

1'1:'-]--;- eng | Enumeratek
Elljj uk Cuety

& [E Ace

'I.tl @lad Yalidate
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Query your UpdateEXPERT Machine

Begin by querying a machine you have Administrative rights on, i.e., your UpdateEXPERT
Master-Agent machine, as a means of testing and learning. Select (highlight) your
UpdateEXPERT machine, right-click, do 1) “Set credentials...” and enter valid credentials. Then
do 2) Manage Selected (decrements license count). The machine name will bold and means the
machine is eligible for querying and patch deployment. Then do 3) Query to get a patch
inventory. Note: a Globally Unique Machine-ID (“GUID”) is written to the target machine when
you “manage” it. If you get prompted for credentials using “Manage Selected” it is because you
have not used “Set Credential”’ at the domain/AD container level, or the machine level yet, or the
credentials are invalid. Enter admin credentials when needed, and the Machine ID will be written.
Then do the Query command again.

Query e éf

Walidate

Manage Selected e

Unmanage Selected

Assign Policy *@#

Deployment skatus, ..

Set credentials. .. 0

Clear credentials

@"-La el el o

ks

Next, see "lcons" quick reference to quickly get familiarized with UpdateEXPERT icons. Use the
application Tabs (below) to see how patches are grouped, click any of the column headers for
sorting. Patches are sorted by Release Date (new to old) by default. Sorting on the “balloons”
(Green Balloons represent installed patches. Grey Balloons represent uninstalled patches.), or
patch type (see “key” icons below for security patches) are useful, for example.

all 05 | Browsers | Exchangs | SGLServer | 115 | Media | MDAC | Outlook | Office | 154 | %ML web Services | | 1
[@ | M ame | KB Adticle | | Description | Release Date | Install D ate | Flatform | Langu... | Repositary [0
& [ windowswPHE... Q901214 =3 [MS0S-038]Y... 7/12/2005 1Z:... 7/18/2005  Windows... English ... 0x00002c2d
o g WindowskP-KB. .. Q898461 3 Update for Wi, 6j27/2005 12:... 7/18/2005 windows... English ... 0x00002c09
w ';_"3 WindowskP-KE, .. Q300930 ) Anupdate tha,., 6/24/2005 12:... Mot Inskalled  Windows... English ... x00002be7
o Ea windowskP-KB. .. Q854583 ) Multiple versio... &/17/2005 12:... Mot Installed  windows. .. English ... 0x00002bes
-] E:a wiindowseP-KB, ., Q396428 =2 [M309-033]%... &/14/2005 12:... Mot Installed  windows,.. English .., Ox00002aec
o Q WindowsxXP-KE. ., Q590046 =3 [MS05-032]Y%... 6/14/2005 12:... Mot Installed ‘Windows... English ... Ox00002aFc
- | [:3 WindowsxXP-KE. ., Q896422 =3 [MS05-027]Y... 6/14/2005 12:... Mok Installed ‘Windows... English ... Ox0000Zaf0
- Q windowseP-KEB, ., 03958358 =2 [M305-026]4... &/14/2005 12:... Mot Installed  windows... English ... Ox00002afé
& [ windowsxp-kB... OE93066 =3 [MS0S-019]Y... &/13/2005 12:.. 5/10/2005  Windows... English ... 000002afa
w Q WindowskP-KE. .. Q594391 () FIi: DBCS att... Sf18/2005 12:... Mot Inskalled  windows... English ... 0x00002a48
w ';_"3 windowskP-KB, .. Q898626 ) windows 5P T... 5f13/2005 12:... Nok Installed  windows... English ... 0x00002a31
- ) Ea windows Insta,.. MsInstall... (0 ‘Windows Inst.,, 5/12/200% 12:.., 5/4/2005 windows... English ... 0x00002a332 .,
£ >

When you wish to query more machines, you will need to select a domain/AD container, or one or
more individual machines, and use Set Credential to specify a domain or local machine
administrative account that will allow you to query.
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Agentless Query Requirements

These requirements are the result of default installations for NT4/W2K/XP. You would have to
disable these services and shares, and restrict access, to fall short of the requirements. In order
to install OS updates remotely you must have the access rights to remotely access and modify
the registry and system files on the target systems.

Administrator Account (Domain or Local) with administrator rights on target machines

Required Services, in addition to the baseline RPC Service (Console and Target machines):

Remote Registry

Server

Netlogon

File and Print Sharing (NIC configuration)

Share Access:
Admin$ - enabled and accessible by UE account
IPC$ share - enabled and accessible by UE account

Admin shares for other drives whose installed components may be queried.

Remote Registry Access — "Full Control" permission to target machine registry.

The account used for access must have Full Control remote access to the registry of the target
system. You must be able to open the remote registry of the target system in REGEDT32 on the
UpdateEXPERT Console Machine. This procedure will confirm remote registry access and
access to IPC$:

1) Launch REGEDT32 on the UpdateEXPERT Console Machine. Choose "Registry-Select
Computer" and enter the name of the target system. In this remote registry, go to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

2) With the above key highlighted, choose "Security-Permissions” from the top menu. You must
be a member of the group that has Full-Control access to this key and its subkeys to successfully
Query a system.

Windows XP/2003 Remote Login Access policy must be set to “Classic” mode: Go to Start >
Programs > Administrative Tools > Local Security Settings > Local Policies > Security
Options and click the "Network access — Sharing and Security Model for Local Accounts™
item. Change the policy to the "Classic" selection. This allows a remote login to remain
themselves instead of being mapped to the guest account.

Windows XP/SP2 tightens security. Please see this XP/SP2 article which tells you how to
configure the firewall to allow queries (of course, you can turn off the firewall on the client side if
you wish, temporarily or permanently).

For more detail on the issues above, click here.
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Download Patches

Note: Patches which are not downloaded already, are automatically downloaded by the Patch
Install Wizard. Here we do it manually primarily as a learning exercise.

Select (highlight) one or more uninstalled patches, right-click and “Download”. Diskette Icons
will turn blue with a red arrow while downloading, and will turn solid blue (shown below) when
successfully downloaded. Grey means not downloaded.

all 05 rBru:uwsers | Exchange | SOLServer | IS | Media | MDAC | Outlaok | Office | 154 | #MLWeb Services | B 4 »
| Mame | KB Aticle | | Description | Felease Date | Install D ate | Flatform | Langu... | Repositary (D
& [ windowssPkB... Q901214 =3 [MS05-036]Y... 7/12/2005 12:... 7/1§/2005  Windows... English ... 0x00002c2d

o E} WindowskP-KE. .. Q395461 ) Update For Wi, 6/27/2005 12:,., 7/18/2005 Windows,.. English ... 0x00002c09

o ::a WindowsxP-kB.., Q900930 ) Anwupdate tha.., 6/24/2005 12:... Mot Installed  Windows... English .., 0x00002be?

o Ea WindowsXP-KB... 0884633 ) Mulkiple versio... 6/17/2005 12:... Mot Installed ‘Windows... English ... 0x00002be6

o [E WindowskP-KE.., Q89428 w3 [M30S9-033]W... 6f14/200% 1Z:.., Mot Installed  ‘Windows... English .., Dx00002aec

- [E WindowskP-KE.., Q890046 w3 [M305-032] ... &f14/200% 1Z:... Mot Installed  ‘Windows... English ... Cx00002afc

o [E WindowskP-KE.., Q896422 w3 [M30S5-027]W... &f14/2005 12:.., Mot Installed  Windaws... English ... De00002af0

- E WindowsxP-KE.., Q896358 w3 [M305-026]W... 6J14/2005 12:.., Mot Installed  ‘Windows... English ... Dx00002af6

& [ windowssPkB... GE93066 =3 [MS0S-019]V... 6/13/2005 12:... 5102005  Windows... English ... 0x00002afa

- E} WindowskP-KE. .. Q894391 ) FL%: DBCS atk,., S/18/2005 12:.., Mot Installed  Windows... English .., 0x00002245

o ::a WindowsxP-kB.., Q896626 ) Windows 3P T... S/13/2005 12:... Mot Installed ‘Windows... English ... 0x00002331

o [:3 windows Insta.., MsInstall.., ) Windows Inst... 5/12/2005 12:... 5/4/2005 Windows,., English .., 0x00002532 ..
2 = >

The diskettes will turn if the download fails. This is typically a proxy or firewall issue if the

problem persists. By default, patches are downloaded to %systemroot%\UEAgent\Download
and given a unique Repository-ID that can be easily cross-referenced to the Microsoft name
using the Name and Repository ID columns in the UpdateEXPERT interface (shown above).

The download Repository can be re-configured (File > Agent > Settings) to be a non-boot drive
(D: for example), or a network share (UNC syntax only, not mapped drive letters).

General ] Logaing ] W alidation ] Internet ] Transfers ] Language ]
Updates |  Backaround Tasks R epaoszitorny l Wake onLAN |

=

Location: [MTFS wolume i recommended]

|'\"~netwu:|rkshare

Credentialz [remote location only)

Dormain: |SOMEDOMAIN ~|
lzer name: |S|:|meusemame
Pagzzwaord: e

xxxx71

Confirmn pazsword:
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Install Patches

Suggestion: For the moment, install patches on your UpdateEXPERT machine. Later, you can
deploy to other machines.

Select (highlight) one or more uninstalled patches, right-click and “Install”. This will launch the
Patch Install Wizard, which integrates with the database for grouping patches, presenting patch
options (see below), displaying diagnostic patch deployment messages, and controlling reboots.
Set an install time a few minutes in the future (uncheck “Install Now” and set the minutes value
ahead).

Install Wizard

Install Components
Cuztomize ingtall time and options for the install.

STOMPE Inistall O ate’ T ime:;
Windows=P-KBE54883-v2-w36-ENU. exe ||—‘ ; J ||— ; =l
WindowsP-KBEEET16-#B6-EHL axe

v Inztall now

[ “Warn prior bo reboat |2 _|:|

O ptiors:

100 niot back, up files for uninstall
[w|Force applications o exit

[w] Ovenanite OEM files

v Cluiet [nztall

[w|Feboot

["|Reboot after each

< Back | Mest » | Cancel

When you “Finish” the wizard, patch installation instructions, the persistent installer, and the
patches themselves are transferred to %systemroot%!\ue_installs on the target machine.

When the transfer is complete, the “Deployment Status” command will show Pending. Also,
there is a Job Status Tab where a history of UpdateEXPERT events is kept per Master-Agent.

Note that the files in ue_installs are deleted after the installation, and the installation service
uninstalls itself, leaving a clean machine. This logic applies to Leaf-Agent targets also, except that
the installer service file permanently resides on the Leaf-Agent machine. Deployment Status or
Job Status will now show Completed, or possibly an error if there was an issue.

Now query the machine again and verify the patches are installed (green balloons).

Note: It is always recommended (for this evaluation, and as a general rule) that all patches be
tested before deployment in the production environment.
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Named Policies (“Install Required” command)

To get started, select your UpdateEXPERT machine and open the Policy Editor for the Default
policy as follows; Policy > Open > Default > Open. You may now check one or more patches as
required (example below). At this point, you should be in the Policy Editor for “Default”’, as shown
below. Checking an update makes it “global” in the sense that it will update all applicable
machines (ignoring non-applicable machines) when you do Install Required. Policy > New lets
you create additional named policies if you wish. Once policies are created and saved (Policy
Editor > Save), use right-click > Assign Policy to associate a named policy to your machine.

Al 05 rBrowsers | Exchange | SOL Server | 115 | Media | MDAC | Ouﬁonk] Office | 158 | %ML Web Services |Ente 4 P
| O | hame | KB Article | | Drescription | Release Date | Install Date | Platform | Langu... | Repositony | &
& [ windowsxPE... Q901214 =3 [MS0S-036]v... 7/12/2005 1Z:... 7/18/2005  Windows... English ... 0x00002c2d
- Q windowsXP-KE, . Q393461 ) Update For Wi, &/27/2005 12:.., 7/18/2005 Windows, ., English .., 0x00002c09
- Q windowsXP-KB.,, Q300930 () Anupdate tha,.. 6/24/2005 12:,., Not Installed ‘Windows... English ... 0x00002be7
o
o
o
o
o

“fa

\_:3 windowsXP-KB,.. Q584883 () Multiple wersio... 61702005 12:,.. Mot Installed  Windows... English ... 0x00002beé

Q windowsxP-KE, ., Q890428 =3 [MA09-033] V... 6f14)200% 12:... Mok Installed  Windows. .. English ... 0x00002aec

Q wWindowsP-KE, .. Q390046 =3 [MA03-032]Y... 6f14)200% 12:... Mok Installed  Windows... English ... 0x=00002afc

Q wWindowskP-KE, ., Q6422 =3 [MA0S-027]Y... 6f14)2005 12:... Mok Installed  Windows... English ... 0x00002af0

Q wWindowsXP-KE.,, Q896358 =3 [MS05-026]%... 6J14)2005 12:... Mot Installed  ‘Windows... English ... 0x00002af6 s
>

*"REEEDOO

Before deploying required updates, let’s run a conformance report to see if your machine is “out-
of-compliance” (as it should be, until patched). Basically, we need to 1) “check” an update for the
Default Policy (and save it), 2) assign the Default policy to the machine, 3) configure
Conformance Report options, and 4) run the report. So, pick a “not-installed” patch for your
machine, check the patch in the Policy Editor in either machine or Research View (as explained
next), and assign the Default policy to your machine. Then see Conformance Reporting (below).

With your machine selected, do View > Research View or click the button circled below, to
switch to Research View, which is a list of every patch available in the UpdateEXPERT database.
Required Updates can be specified here also. Most patches apply to multiple platforms. When
you check/uncheck the patch, multiple line items will be automatically checked/unchecked for
you, for multiple platforms. Below, as an example, we selected 898060 for Windows XP (yellow).
Unchecking any one of them unchecks them all.

YH Default - Policy Editor - UpdateEXPERT

- 2ic 2 QB G I
= eﬁéﬁsﬁjg;ﬁmsxp Al o5 [Browsers | Exchange [SqlServer | 15 | Medi | MDAC | Outlook | Office | 15 | XML Weh Services | Ente 4 P

QSTDMPKINSXP—LT | (@] | Name | KB Aticle | | Description | Relea... | Install Date | Platform | Langua # ||
e @Active Diractory [wl @ Windo... (QB98060 E Metwork co... 4f26/2005 .., Mot Installed ‘Windows 2000 Advanced Serve.., English {
¥ -:}‘!UNIX M @ Q Windo... QB98060 E Metwork co,.. 4f26/2005 ... Mot Installed ‘Windows %P Professional English {
+ @Groups = Q @ Windo,., MsInstaller3l 2 Windows In,,. 4/26/2005 ... Mok Installed  windows 2000 Advanced Serve... English
+ ﬂProFiles = @ Q wWinda,,, MsInstaller3l (O Windows In... 4/26/2005 ... Mot Installed Windows 2003 Server Standard... English {
= @ Q windo.., MsInstaller3l... () MWindows In... 4/26/2005 ... Mot Installed ‘Windows 2003 Server Enterpris.,. German
[ @ [3 Wwindo... Q893060 E Metwork co... 4/26/2005 ... Mot Installed ‘Windows P Professional English {
[wl @ lagd windo... Qass0e0 E Metwork co... 4f26/2005 ... Mot Installed ‘Windows 2003 Server Standard... English {

= @ lagd windo... MsInstaller3i... (O Windows In... 4/26/2005 ... Mot Installed Windows 2000 Professional, Wi... German
< >

Note: Use the Checkmark button to filter-out all but the checked items. Go back to the machine
detail view by de-selecting the button circled above (the button highlight goes away).
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Conformance Reporting

Conformance Reporting tells you whether Required Updates have, or have not, been installed on
specific machines. You can, for example, deploy a required update, re-query the machines, and
run a Conformance report to see if any machines were missed (these could have been offline for
example, or unreachable because of hardening).

To check the Conformance Report configuration, go to View > Options > Conformance Report
> Include Not Installed, and verify that “Include required updates that are not installed” is
checked (as shown below). Make sure Include Installed options are un-checked. This will
simplify the report for evaluation purposes.

Options g|

Preferences Include Not Installed
- Categom

- Common Report Options

[+ Machine [nfo Report

= Canformance Repart
Include Installed £ | “heck & ‘
Include Mot Installed

¥ Include required updates that are not installed

[~ Include specific non-nstalled required updates in report

" Errarz Report M s Y ersion Language | Service P | GArticle | o

< | ¥

Mate: Press Ch+F o search.

Go to Reports > Conformance Report and run the report for your selected machine.

Customize Report Formats » =
i Report generation for Conformance Report @

Machine Info Feport

| Report Formats
Conf R L
| onformance Repor D\g’- |Default Li

Errars Report

Deployment Repart Al machings in the network,
validation Report {+ Selected machines or domains only Fare

" Filtered machings in the current view

z

Detection Errors Repork

>

You should get output similar to below in the Web Browser tab of UpdateEXPERT.
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Weh Browser | Job Skatus |

Does Not Conform

MASTER AGENT -STOMPEINSXP
POLICY- DEFAULT
MICROSOFT WINDOWS NETWWORK

STBERMNARD
STOMPEINSEP Windows XP Service Pack 2 192.168. I 00:11:11 : I
Professional
CE23060 MNefwork commecfiviy befween clients and servers may not HotInstalled

work affer the insfallafion of securify wupdate M505-019 or
Windows Server 2003 Service Fack ]

Select only your machine, right-click and Install Required to deploy required updates to all
selected machines (yourself at this point). This will launch the Patch Install Wizard again. Click
through the dialogue to install the required updates on your machine. Re-run the conformance
report, your machine should NOT show up under “Does Not Conform”.

Note that you may export a combination machine/conformance report to CSV format with File >
Export. This is explained in more detail below. Finally, an important reporting benefit in
UpdateEXPERT Premium is the ability to aggregate data from Multiple Master-Agents. This lets
you produce a single conformance report while connected to 2 or more Master-Agents.

Other Reports

Note: The console aggregates report data from all connected Master-Agents. This
consolidated data can also be exported with File > Export (see below).

The Machine Info Report provides a list of managed/queried machines and the updates
installed and not installed on them.

The Conformance Report provides a list of the machines that do and do not conform to
the Required Policy. It lists the patches from the Policy that are missing and present on
the machines.

The Errors Report provides information on any query errors.

The Deployment Report provides information on deployment status, start times, stop
times, and any deployment or installation errors.

The Validation Report will provide a list of machines and their patches with validation
problems.

The Detection Errors Report provides information on any patch detection problems.

"File > Export" combines Machine and Conformance into a single CSV output file that
can then be manipulated in for reporting purposes, or imported to a SQL database for the
same reason. Administrators managing different networks or network regions can run a
CSV report, give it a standard name like "machinename_mmddyy.csv", and place it in a
central collection point where it can be imported into SQL, basically creating a patch
history for target machines.
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Installing Master or Leaf-Agents

The Agent-Installer GUI makes it easy to deploy additional Master-Agents, or Leaf-Agents to

another machine.
information.

Do File > Agent > Install Wizard.

Agent Install Wizard E|

Local\Remote Agent Installation
Do pou want ta inztall this agent locally on thi machine or remately to another maching in the
network?

Will thiz be a local agent or a remote agent?

" Local Remote Serial Mumber; _

Hoszt can be a computer name or IP addrezs thiz agent will be installed ta.

Host: |MYTAHGETMAEHINE

Part can be any port number, assuming it iz not being uzed,

Part: 9368

Dezcription can be anything that specifically describes this agent.

Description: |<<Agent Description:»

Mate: Description defaults to 'Hosthame | Agent Type' if left unchanged or emphy.

¢ Back | Mest |

Cancel | Help |

Agent Install Wizard El

Master\Leaf Agent Installation
Do pou want to install this agent az & Master agent or Leaf Agent?

Will this be a Mew Inztall or a Reinstall/Upgrade?
* Mew Instal 5

WWill this be a Master Agent or Leaf
" Master & Leaf

Host is the computer name or [P address of the Master figent.

Host: iMYUPDATEEXPEHTHDST J

Part iz the part number of the b azter

Part; 3968

Instance is the name of the D atabaze Instance to uze az the data store.

Inztatice: I : J

Mext | Cancel Help
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3 screens prompt for the needed

The 1% screen specifies a
remote install (push the agent
across the network) to a
machine called
“MYTARGETHOST”. The port
will be 9968 (the default) and
we'll take the default description
of Hostname[Type (meaning
Master or Leaf-Agent)

Note that port number must fall
in the range of 1025 — 65535 if
you change from the default.

You may use IP-Address in
place of hostname if you wish
(for static IP assignments on
Servers for example).

The 2™ screen says the Agent
is “new” (as opposed to a re-
install or upgrade), and that it
will be a Leaf-Agent. We
specify who the Master-Agent
host is so the Leaf-Agent can
register with the Master. We'll
use port 9968 again so only one
port needs to be opened on any
intermediate firewall.

Notes about port and IP from
above apply to this screen as
well.
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Agent Install Wizard @

Credentials

Do wou want to uge the credentials that are already configured on the master agent or give
credentials for leaf agent?

[ Use Credentials that are alieady configured on the Master Agent

The 3™ screen lets you use

Canfirn Passward:

Diomair: | R existing “Credentials” to perform
the remote installation, or lets
Usstname: | you specify credentials as
P : needed.
'agzword; |
|

Also note that the specified
credentials can be saved for the
session only if your policy
™ Thiz console session only & Curent user O Al users prohibits  storing  credential

information.

Save credentialz for

< Back | Cancel Help

When you click “Finish”, the Leaf-Agent will be pushed, and status information displayed. At the
end of the dialogue you will be notified of success. A “head” icon (highlighted below) indicates an
installed Leaf-Agent (see below). Allow a few minutes for starting the Leaf-Agent service and
updating the database. You may get “Unable to Connect” until the Leaf-Agent is ready.

£ .,A'!'Microsoft windows Metwork,
ES) @nctive Directary

F T U

=] LﬂGroups

[+ ¢ playgroup
+H ] Profiles

Once you have a Leaf-Agent target, go ahead and query the machine and deploy patches to it if
you wish. Installing Leaf-Agents doesn’t change the patch deployment logic in any substantial
way, making it easy to work with a mix of Agentless and Leaf-Agent machines.

In summary, Leaf-Agent installation options include:

Remote (non-hardened targets ... as shown above)

Local (hardened targets ... you can install just the Agent-Installer, see Custom Install)
Command-Line (Mass Deploy)

Active Directory (Mass Deploy)

See this When Should | Deploy Leaf-Agents? for more information. Please contact Tech-Support
for questions or assistance.
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You have now been exposed to setting credentials for Managing, Querying and Agent
Installation. For a very complete discussion of how credentials are stored and managed, see:

Credentials Management in UpdateEXPERT Premium

Lastly, it is highly recommended you review the Leaf-Agent Deployment Guide. This document
reviews Master and Leaf-Agent Architecture.

Leaf-Agent Configuration

Leaf-Agents support a subset of the available Master-Agent Tabs (6 of 10 tabs currently) in File
> Agent > Settings.

Using these Tabs, Leaf-Agents can be configured for background query, logging level, and depth
of validation. Leaf-Agents can also be configured to download patches from the internet (shown
below), and gain internet access through a web proxy server.

Note that the Master-Agent is always Agent:0. Leaf-Agents will be Agent:2 and higher. The
Leaf-Agent uses Global Agents defaults, unless you specify otherwise by un-checking “Use
Global Agent Settings” checkbox shown below.

Agent Settings

Agentz|STOMPEINSX]
@ Eglﬂbal Agents General] Lngging] 'lv"alidaticun] Internet  Transfers iBackgrDund Tasks]
@] Agent0]| STOMPE

[ Use Global &gent Settings (Thiz will clear any local settings
@] fgent2 | STOMPE 2 i - =

Ll el

Leaf agent

Diovwnloads
7 Get files from Master &gent O Get files from the internet

[ Allows UpdateEXPERT to download patches to this cormputer.

[ Allow downloads even when connection speed iz GEK or less.

Apply ] QFK. | Cancel
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What’s Next?

Congratulations! You've used important core UpdateEXPERT features. See Help > Contents
(User Manual) for information on creating Groups and Profiles. Profiling in particular is a great
way to group machines by OS, Service-Pack, Applications, and even individual patch.

See “What's New in UpdateEXPERT Premium” to see a menu of features that were introduced in
UpdateEXPERT Premium.

You may also want to deploy a Custom-Fix ... See “Why would | use Custom-Fixes?”.

If interested in Unix support, please see “Getting Started with RedHat and Solaris”.

The remainder of this Evaluation Guide (below) discusses several more Patch Management
functions:

Validation
Scheduling Queries
Logging

... and is followed by an introduction to “Settings Management” (a.k.a. SecurityEXPERT).
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Validating Patches

Validation is supported by the UpdateEXPERT database. Validation examines file version, size,
or checksum values in the database against individual component files of each installed patch on
the target machine. If a mismatch on even one component file fails, Validation for that patch fails.
The recommendation would generally be to re-install the patch, and to investigate if the user had
recently installed software that may have overwritten a newer DLL (for example) with an older
DLL. Select your machine, right-click and “Validate”. Note that Required Updates and Validation
are supported for Unix targets.

All o5 rg“rowsers | Exchange | SQLServer | 0I5 | Media | MDaC | outlook | Office | 158 | =iy 40

| | Mamne | KE Adticle | | Description | Release D | Irstall D ate | Platform ~
0 [ windowssPkES93086-,.. (E93086 =3 [MSOS-016]... 4/12/2005 .. S/10/2005  Windows %P Profs
| &} Q WindowsiP-KBS90046-,,, Q590046 =3 [M305-032] ... 6f14/2005 .., 7/18/2005 Windows xP Profe
| @] :2 windowsP-KBS36716-,., Q886716 ' Update for ... 20182005 ... 3/3/2005 Wwindows XF Profe
0 [ windowssPkESES113-... Q888113 =3 [MS0S-015]... 2/8/2005 1... 3/3/2005 windows ¥P Profe
| ) E:g WindowsP-KBS91781-,,, Q891731 =3 [M305-013]... 2/8/2005 1., 3/3/2005 Windows xP Profe
© [ windowsxpP-kBE73333-... Q673333 =3 [MS05-012] ... 2/8(2005 ... 3(3/2005 windows XP Profs
© [ windowssPkESE5250-,.. OEES2S0 w3 [MS0S-011]... 20812005 1.., 3/3/2005 windows ¥P Profe

© [ windowssPkESEE30Z-,., QBSEI0Z w3 [MS0S-007]... 2/8i2005 1., 3/3/2005 Windows ¥P Profe
4 b

@ The update has been installed and validated.
@ The update has been installed but the validstion has failed.

The update has been installed but there is no validstion information available.

File > Agent > Settings > Validation allows configuring the depth of Validation. The default
setting “Version installed is greater than or equal” is recommended to minimize overhead.

|lpdates ] Background Tazks ] R epository ] Wake on LAM ]
General ] Logaing Yalidation l Internet ] Transfers ] Language ]

-

Yalidation Optionz: [&pplies anly to wWindows machines)

{* ‘ferzion inztalled is greater than ar equal

" Wersions Match Exacty

=
-
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Scheduling Queries

Background Enumeration (to discover newly installed machines), Querying, and even
Validation (Note: query time increases substantially), can be scheduled, such as during “off-
hours”, for each deployed Master-Agent and Leaf-Agent. To apply a schedule to many Agents, it
is best to select the Global Agents object. However, you can select any individual Agent,
uncheck the “Use Global Agent ...” item, and configure a custom schedule for the Agent.

Agent Settings

Agentz|STOMPEINSX]
& Agents] Updates |  Background Tasks |  Repositow | WakeonleN |

IR Global &gents c : - —
E Agent0 ] 5TOMPE ENETS l Logging ] Y alidation ] |Hternet ] Transfers ] Language ]
Ch Agents)STOMPEINS:
L : i &
@] Global Agents
E Agent0 ] STOMPE [ Eeep quen results if machine unreachable
[ %alidate fixes when machine iz queried
s
B ackaround Cuery Settings
v Background Querny [ Enumerate netwark
" Query Every I
* Querpdt | 1:30:00 AM = s

W Sun [ Mon W Tue [ wed W Thue I Fri [ Sat

* Mazter Agent Only Setting

Apply ] (] | Cancel

Above, for the Global Agent settings, which are inherited by subsequently installed Agents, we
have specified Background Queries at 1:30 AM on Sunday, Tuesday, and Thursday. This might
make sense for example, if | intend to install patches on Monday/Tuesday, Wednesday/Thursday
and Friday.

Note that Agentless machines need to be queried by the Master-Agent. Installed Leaf-Agents can
query themselves and report results back to the Master-Agent.

Above, Validate has not been checked off, and neither has Enumerate Network (which applies to
the Master-Agent only, but these options are readily available.

Logging

Go to File > Agent > Settings > Logging to specify which events will be logged on Master and
Leaf-Agent machines. The Log size is configurable. The lodfile itself can be found at:

C:\Program Files\CommonFiles\UpdateEXPERT\ActorUserLog.txt
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SecurityfEXPERT Overview

Settings Management (Services, Registry, File, and Security Policy settings) is provided by
downloading one or more security templates from the UpdateEXPERT Security Templates Tab,
and using the settings management information to:

e Create Policies, i.e., research and select security points of interest

e Test Compliance, i.e., assess the status of machines

« Enforce Policy, i.e., implement settings changes to enhance security

Important: The actual enforcement of seftings policy can change registry items, file-system
permissions, and services settings. Settings changes can negatively impact applications and
users. It is strongly recommended that you completely research and understand your
chosen security points when creating policy, and that you first test enforcement on
appropriate test platforms. You must test the effects of enforcement on applications & users. In
general, understand what you are doing and why, and be conservative. Deployed settings
changes cannot be easily reversed or undone.

Related to the point above, is that file-system permission enforcements currently replace
permissions that currently exist on the target file(s). SecurityEXPERT will apply the specified
permissions for the accounts listed and will remove any other account or permission. Again, test
how the permission replacement may impact applications/users.

Note: SecurityEXPERT settings that affect remote access are displayed with a warning icon.
Losing remote access will prevent patch management and settings management.

Assuming you included SecurityEXPERT during installation, using SecurityEXPERT requires the
following:

e Downloading SecurityEXPERT Templates

e Researching Security Points and Creating Policy

e Assigning Machines to a Policy

e Assessing Machines by Policy

e Policy Enforcement
The example that follows creates a policy starting with an “expert” recommendation for a
“desktop” XP machine. For the sake of simplicity, you will clear all the security points, and create
a simple policy for two services. This allows rapid familiarization with the SecurityEXPERT
workflow. Using expert recommendations would be appropriate for setting a security “baseline”
for newly installed or imaged machines. For existing machines, careful construction of your own
policy, adding specific items over time, may work best. The intention of this Evaluation is to get

you started on using basic SecurityEXPERT features and workflow. See the UpdateEXPERT
User Guide for more information on SecurityEXPERT.
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Configure SecurityEXPERT Web Proxy

Before attempting to download security templates, set Web Proxy settings if needed.

Settings Management is performed with a .NET interface accessed from UpdateEXPERT. This
screen saves Web Proxy information to .NET configuration files. If you have identified a Web
Proxy for UpdateEXPERT using File > Agent > Settings > Internet, you need to replicate those
settings, or use other valid proxy settings so that security templates can be downloaded.

Go to SecurityEXPERT > Options to see the page below. At minimum you need to check “Proxy
Enabled”, then specify the “Proxy Server IP” and “Proxy Server Port” as highlighted below.

You may also enter Proxy Authentication information, if needed, after checking “Proxy Enabled”.

=

§! SecurityEXPERT x|

IConfiguration Page |

Parameters:
Scan Count Limit: 5 I
Enforcement Count Limit: ] I

I™ Proxy Enabled

8% | Cancel |
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Download SecurityEXPERT Templates

New security templates are shown in the Security Templates tab (shown below) for queried
machines. Templates may be seen in Machine (shown below) or Research View. Templates are
available for Windows 2000 Professional and Server, XP Professional, and 2003 Server.

Exchange [SQL SEWEF?[ 115 | Media TMD.C\CT Outlookrl OFfice | 154 1|—:5<I'~’IL Web Services TEhterprise' SecurityTemplates rTnols 1
) | | Mame | KB Article | | D escription | Release Date | Install Date | Platform | Lang... | Repository 10 |
- Q Best practices, 'W... BP4WinzP =2 UPDATED - Template... 5/2/2005 12:0.,, Mot Installed  windows =P... English,.. 0x0000203a

Go to the Security Templates tab for a queried machine, right-click the template, and “Download.”
Downloading a template parses an XML data stream and writes new security point data to the

configured MSDE or SQL database. Be patient, the templates contain a significant amount of
data and may take longer than the average patch to download. Blue diskettes indicate the XML
data stream has been written to the MSDE or MSSQL database on the SecurityEXPERT server

(as shown above). You can serially download all templates using Research View (see notes).

Note1: It is always strongly recommended that you download one Security Template at a time. A
template download error (Orange Diskette) will typically occur if attempting to download multiple
templates. If a download error occurs, try again, downloading one template, then the next, etc.

Note2: In the future, if you see a Grey diskette for a template you know you already downloaded
(i.e., it used to have a Blue diskette), this is an indication that a revised template has now become
available. This usually implies the addition of new security points and should not affect existing
policies, scans etc.

Once downloaded to the relational database, Security Templates are used to create user-defined
policies, which are user specified security points to assess and potentially enforce.

Note that security points ...
e are sourced from well-known “experts” such as Microsoft and various security
organizations. Different templates support different numbers of experts, hence security

points, i.e., templates are not identical.

e may or may not apply to a certain machine configurations (which indicates type of usage)
such as “Server” or “Laptop” or “Desktop Client.”

In summary, security points are determined by a combination of selected experts and machine
configuration.

Once a named policy exists, the policy is assigned to one or more machines. Assessment and
enforcement can then occur.

It is also possible to create a policy from scratch, focusing on specific items of interest. This may
be appropriate for assessing and setting existing machines. This is what we will illustrate here.
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Creating a SecurityfEXPERT Policy

For purposes of this evaluation, let’s create a very simple Windows XP policy so that assessment
reports are easy to interpret. You may easily emulate this example for other platforms. You may
create policies using two menu commands:

e SecurityEXPERT > Policies ...

¢ Right-Click on a Template (shown here) > SecurityEXPERT > Create/Manage Policies

... 5/2/2005 12:0,,. Mot Installed  WWinda:

Locake...
Infarmation

View Dependencies

Download

Zancel download

&
{
'
Install, ., i:
{
¢
-

Install required. ..
Cancel deployment

Uninestall, ..

SecurityEXPERT Assess Sektings. ..

Create/Manage Palicies. .. %

Assign Policies, ..

Test Compliance. .. ﬁ/
-, 'g-"'\-

f:.'#“thiﬁ\‘ .’f\" JRECU T NTY S j‘“"-«--n

R N "

R p— S

Launch the Policy Manager as described above. Downloaded templates display in the “Manage
Policies For:” pick-list. Select a tempate, and click Create Policy in the Policy Manager window.

B SecurityEXPERT

Policy Manager

Manage Policies for: 1!3«” Templates _vj

All Templates

Best Practices | Windows 2000 Professional
Best Practices | Windows 2000 Server
Best Practices, Windows ¥P

Best Practices, Windows Server 2003

Mo Policies

-, il e e e, R, T, T T, R T
A ey S Lo o Y,
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B SecurityEXPERT

Policy Setup
Paolicy Mame: |}(F'Test Date Created: 9/21/2005 Template: Best Fractices, Windows XF
Author Mame: | Date Madified: 927/2005
Description:
(Optional)* Initialize new policy with values recommended by: Set Priority [
Select All Expert Website
r M52 WSS, QOY fSnacy 5
v I WL st Qo
™ Microsoft e, icrosoft. corm
r Cls W, CISECUF ity .Org =
(Optional)* Only use values recommended for the following computer configurations:
Select All Category Description
-~
v
Enterprises are typically managed environments that
r Enterprise Client Laptop are very structured in terms of hardware and
software configurations. F
W Include enfarcement settings for Permissions and Auditing.
*Note: Initialization will only take place if at least one selection is made from both lists.
Back | Cancel | Mext |

Enter a name for the policy (above). The selected template is highlighted on the right. To
generate a list of security points to work with, check one or more experts, and check a machine

configuration. This will determine the number of security points displayed. Click Next.
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M SecurityEXPERT X]

Policy Initialization Summary L
The policy initialization
screen displays the

-~
Initialization Statistics: = chosen experts,

configuration, resulting
Experts used to initialize the policy: NIST :

number of securit
Categories used to initialize the policy Enterprise Client Desltop oints. and numbgr of
Mumber of Security Points initialized and defined 206 p { int flict
Mumber of Security Points that could not be initialized o security poin .Con Icts
due tn conflicts: (one expert disagrees

with another).

Conflict Information and Warnings: .

Also shown is general
b B = warning and expert
Warning: Server applications may stop functioning if policies initialized with experts’ recommendations for hardening disclaimer information.
desktop systems are enforced. This also applies to the UpdateEXPERT master agent and the SecurityEXPERT server
application. . .

Review this screen then
Warning: It is strongly recommended that all SecurityEXPERT policies be enforced on test computers prior to general click Next.
use. Changes in settings may cause applications to stop functioning. Exercise applications commonly used in your
organization on test computers after enforcing settings changes to ensure that the applications continue to function

v
Click Back to change initialization options
Click Mext to proceed with policy creation.
Back I Cancel Mext

B SecurityEXPERT

Policy Editor

Policy Mame: |><F'Test

Date Created: 9/271,2008

Author Mame: i

Date Modified: &27/2005

Template: Best Practices, Windows XP

Description:

Security Points:

Registry Services File System Local Security Policy
Include All : :
Description ™ Status A %
%SystemDrive% Dr|ve on which Windowes is installed. It contains P Defined a e P =
importan ...
shallUsersProfile % Systern Folder for Windows 2000 r Mot Included i
Yapplication Data Professional/Server 4P Ope ...
Yt llUsersProfile % System File for Windows ¥P Professional Avindows o
Yapplication DatatMicrosoft 2000 Sery ... r hot Inchiced
wbllUsersProfile %
Yapplication Systern Folder for Windows 2000 y
Data\Microsoft\CryptodDSSW  Professional /Server P Ope ... r Mot Included £
achinekeys
SoalllsersProfile %
Yapplication Systern Folder for Windows 2000 ]
Data\Microsoft\CryptolRSAW  Professional /Server 4P Ope ... r BoFInEEded "
achinekeys
oalllzersProfile %
' arliraticm Frldar cantaininn tha Nr Watsnn annlication erear lno I~ Lt Theh ided A |
L\r = User Action Recuired e = Potertially Dangerous Settings Back | Cloge | Save PD“CY |

By default, ALL security points are listed under the All tab. Clicking Registry, Services, File
System, or Local Security Policy groups related security points. Checked items on any tab are
included in the policy based on the selected expert & machine configuration.
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Policy Values:
For our example, we want to assess

Clear all values FTP and Telnet services only. On the

= ALL tab, uncheck all defined items by
Settings: checking “Include All”, then
Startup Type: W unchecking “Include All.” The result

will be that all items are unchecked.

Status: Undefined -

Note: An even easier way to start with

Enforcement Options: no selected security points is to un-

o select all Experts and Categories on
[ Enforce Startup Type [ Enfaorce Permissions the “Policy Setup” screen. This allows
I~ Enforce Status I~ Enforce auditing start with 0 security points defined.

On Services tab, find FTP and click
on the Magnifyer icon to pull up detail
Users/Groups: |Everynne j Clear values (« shown on left). Set the service to

| Disabled. Do not check the Enforce

Add checkbox. Do the same for Telnet.

Allow  Deny Success Failure ; ;
Permissions Auditin Rename the Policy to XPServices
9 before Saving. Note: If you get a

M “Demo Mode” error when saving,
contact support. You need your
license enabled for settings.

Permissions and Auditing:

Assigning the SecurityEXPERT Policy

XPServices will now be listed in the Policy Manager, but no computers have been assigned to the
policy. Close the window. Select one or more applicable platforms, i.e., XP machines for an XP
policy, right-click the template and select “SecurityEXPERT > Assign Policies ...”

B SecurityEXPERT

Policy Assignment f

Select a template to display associated policies: | Best Practices, Windows XP v | (

Available Policies:
# No Policies Policy Name :
{s ¥PServices Best Practices, Windaws 3P

L]

Description Template Name

Bl

-
o

-

R e R =4

Select XPServices (see above) and click Next. Your selected machines are displayed. Click
Assign.

Testing SecurityEXPERT Compliance

Assessing the status of the FTP and Telnet services on the target machines is a matter of testing
compliance. Perform the following:

right-click the template and select “SecurityEXPERT > Test Compliance ...”

Note that the radio button defaults to “Assigned policies”. Click Next, click Scan Computers, the
Job Manager displays. Make sure Auto-Refresh is checked so you see the Status change
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Bl SecurityEXPERT

Job Manager .

Filtering Options:

& |n the last: |1 |Da}rs ;J Cornputer Marne: |

" Between: Start Date: Type |AI| Types
End Date: Status lAII Statuses ']

Petform Filtering Search

L«

S ‘V\F G v Y

Jobs:

Select All

r

Computer Name Job Type Status Date

STEERNARDVSTOMPRIMEXP  Assigned Palicies Scan 972172005 6:04:43 PM

Complete

B NN W ot s sl T g RN & deen Y

Clicking the Complete link (above) will display the assessment results (below).

B SecurityEXPERT

Scan Report

P B

—i St Berraarn

Mote: Security Points that are in compliance with policies are not listed in the report

Total Security Points: 2 Non-Compliant Security Points: 2 Security Points Not Found: 0 No. of Errors: 0
Not Defined/No Value Security Points: 0

Security Point Value Name Expert Name Policy Value Computer Value

Scan Type: Assigned Policies
Policy Name: xp-fip_telnet Computer Name: STEERMARDVSTOMPRINSXF
Non-Compliant Security Points
FTP Fublishing - (Service) Service Start Up Type Disabled Automatic
Telnet - (Semice) Service Start Up Type Dizabled Manual

Scan Errors and Exceptions
Mo Errars

Missing Security Points
Mo Missing Security Foints

Back | Frint | Export Data
3 P e, Ao anh, R Py 3 T
= ““*""*W“v#‘ = A -u.-u-—j'“w\--“ ™ A g

Clearly FTP and Telnet are out of compliance. Note that nothing has been changed on the
machines since we have not enforced the policy yet.
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Modifying the SecurityEXPERT Policy

We now want to modify the policy for enforcement. Go to SecurityEXPERT > Create/Manage
Policies, select your policy, and click “View/Edit Policy.”

Modify your security points, setting Status: to “Stopped” and checking the Enforcement
Options: “Enforce Startup Type” and “Enforce Status.” See the screen shot below.

When enforcement is performed, the FTP and Telnet services will be stopped and disabled on
the target machine. Because neither one of these services prevents remote access by
UpdateEXPERT/SecurityEXPERT you will still be able to patch the machine and work with
settings.

Note that you could have set enforcement options on the initial policy creation, avoiding this step.
However, it is useful to modify an existing policy for learning purposes.

Also note that many expert recommended security points include enforcement options pre-
selected. Recommended permissions for running a service or securing a file are often part of a
security point, and are enforced when Enforce Permissions is checked.

Policy Values:

Clear all values

oettings:

Startup Type:  |Disabled =
Status: Stopped -

Enforcement Options:
v Enforce Startup Type [ Enforce Permissions
v Enforce Status | Enforce Auditing

Permissions and Auditing:

Users/Groups: |E'-xer3,rnne j Clear values

Add
T Allow Deny Auditi Success Failure
Ermissions u IIIIg

Enforcing the SecurityEXPERT Policy

To enforce the policy, go to “SecurityEXPERT > Enforce Policies ...” and click Enforce. This
will display the following dialogue box:
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Microsoft Internet Explorer [z|

(L2

\‘_./ Are you sure you want bo enforce?

[ (84 ] [ Cancel

When you click OK, the settings will be applied. The Job Manager is launched and you will have
an “In Process” job. Make sure Auto-Refresh is checked so you see the Status change.

B SecurityEXPERT !
Job Manager (
Filtering Options: ‘J
®linthe last: i [Days =] Computer Name:
« Between Start Date: Type |All Types =
End Date: Status | All Statuses rs
Perfarm Filtering Search )
Johs: 1
Seleid oy Semputer Name Job Type Status Date .'
C STEERNARDVSTOMPIINSXP  Assigned Falicies Scan  Complete 9/21/2006 6:04:49 FM
r STEERMARDVSTOMPKINSXP  Enforcerment Cornplete 972172005 6:17:25 PM
r STEERMNARDVSTOMPKINSXP  Enfarcement In Process 92242006 9:16:31 AM
s il , I A TR LSS S ey PUOSIY e N e S ‘/)

Clicking the Complete link will display the enforcement results (below).

.- SecurityEXPERT
‘St_Bl-:uN,\gl" R e — ﬁ_‘fiﬂbiw Enforcement Report
INSecurityEXPERT " ==

Mote: The Enforce Report displays only values that are not in conformance with the Policy

Total Security Points: 2 Enforced Security Points: 2 Not Enforced Security Points: 0
No Enforcement Action/Not Defined Security Points: 0

Security Point Value Name Policy Value Computer Value

Policy Name: xp-fip_telnet Computer Name: STEERMARDVSTOMPKINZKP
Not Enforced Security Points
Mo 5Ps found

Enforcement Errors
Mo Errors

g\_ S T W N s

%

gl B et T L SRIIEY s S Ny NP P

The machine is in compliance when no security points are listed.
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Using Profiles with SecurityfEXPERT

Templates are distributed per operating system platform. It may be helpful to create
UpdateEXPERT profiles that group machines by Windows 2000 Professional, Windows 2000
Server, Windows XP Pro and Windows Server 2003 for policy assignment, assessment, and
enforcement. Right-click the Profiles object in the network pane, and “Add profile” to launch the

profile wizard.

= .,I'!’Min:rn:-saft Windows Metwork ﬁ‘
+ g STRERNARD b
+ i WORKGROUP :

+ cz%.ﬁ.ctive Directary 4‘ _
. o ;
+ [xg] Groups ?f
| Add profile. .. &f’
| Find Machine "-.
(E‘

e

N |
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Click Next, enter a profile name (XP for example), click Next, expand the profile wizard window
(shown below) with a corner pull (highlighted below), find the OS to group, Select it (Windows XP
English in this case), click Next, Select one or more Service-Pack levels, click Next, ignore the
individual patches displayed, and click Next again (possibly twice) to complete your profile.

Profile Wizard X

Operating Systems:

Select Operating Syztem(z)
Select the Operating Svztems that will be a part of this prafile.

M ame | Language s
“Windows MT “or... English [Great Brit...
Windows MT War... [talian
“Windows MT “or... English (United St...
“Windows MT “Wor... Spanish
Windows =P Prof... [talian
Windows =P Prof... French
Windows =P Prof... Swedish
Windows =P Prof... Dutch
Windows =P Praf... Simplified Chinese
Windows =P Praf...  Portuguese Brazilian
Windows =P Prof... Palish
Windows =P Prof... German
“Windows =P Praf... Spanish 7

Select »

« Remowve

Select All »

« Remove All

i

Selected:

M ame

| Language

Windows *P Prof...  English [United St

¢ Back Pt Cancel

Your named object will show up under Profiles. Expanding the object will display managed
machines that match the OS/Service-Pack(s) defined in your profile.

=alProfiles

= e

Query
Validate

Assign Policy

—
Wwieb Browse
Send Alert...

Home
Buv New

Reboct...

Delets

Machine Settings...

Uninstall Leaf Agent:

Manage Selected

Unmanage Selected

Cancel all deployments
Deployment status. ..
Set aleernate credential...

Clear alrernate credential

—l
'EXPERT User Wel

Del
lage

SecurityEXPERT

‘ Test Full Compliance...

.

Propetrties

] Enforce &ll Palicies. ..

Selecting machines, and right-clicking
provides access to the SecurityEXPERT
menu, where you can test compliance and
perform enforcement.

To assign a policy,
template.

right click on the

To view which policies are assigned to
which machines, use Create/Manage
Policies, and click the Policy Assignment
Manager button.

This simple example gets you started with settings management. Please See “Help > Contents”
in UpdateEXPERT Premium for more information on using SecurityEXPERT.
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Glossary

« Browser Pane: The bottom pane within the Console that displays the UpdateEXPERT
User Web page, detailed information about updates from Microsoft’s web site, and results
from the UpdateEXPERT reports.

o Console: The Console is the GUI front of UpdateEXPERT. The Consoles are used to
view and manage the Master Agents

« Enumeration: The machine discovery process

o Groups: The Groups feature allows an administrator to manually create useful machine
groupings. It can be found within the Network Pane.

» Installer Service: Replaces the NT Task Scheduler

« Leaf-Agent: Leaf-Agent is the term used for UpdateEXPERT’s optional client-side
software.

« Managed Machines: You need to use "Manage Selected" to identify the machines you
intend to manage with UpdateEXPERT. This will decrement the licensed number of
targets you can manage. Once a machine is “managed” it will be bold.

o MLF: Several machines can be added to the Network Pane by using “Machine List Files”.
After creating and saving a list of the IP addresses or names of machines, you can import
it into the network view by selecting “Network | Import machine list...”

« Network Pane: The top left pane within the Console that displays machines within the
network. This includes Microsoft Windows Network, Active Directory, Groups, and
Profiles.

« Profiles: The Profiles feature will dynamically find machines according to specifications
set by the administrator. The configurable specifications include operating systems,
service pack levels, and installed patches. Profiles can be found within the Network
Pane.

« Named Policies: The Policy menu supports the creation of multiple named polices that
can be assigned to machines, and used for patch deployment and conformance
reporting. This feature helps you define a baseline against which other machines can be
measured.

« Research View: A list of every patch available in the UpdateEXPERT database.

o Query: Querying a machine will determine which patches are installed and not installed
and uses that information to build a list that applies to each machine.

o Settings: Registry values, file permissions, services parameters, auditing, and local
security policy items that can be set using SecurityEXPERT.

« Smart Reboot Elimination (SRE): "Smart Reboot Elimination" uses database
information to determine what patches can be grouped to minimize reboots, what patches
absolutely require a reboot, or whether a reboot is necessary at all. Having “Reboot”
selected in the Patch Wizard installation options will take advantage of the S.R.E. feature.

o Unified Master-Agents: Multiple Master-Agents simultaneously connected to the
Console for easier administration. The Master Agent is the administrative server
component. It provides the research, inventory, deployment, policy, and validation of
UpdateEXPERT.

« UpdateEXPERT User Web Pane: The browser pane’s “home” page that contains links
to the UpdateEXPERT knowledgebase and patch information database.

« Updates Pane: The top right pane within the Console that displays the patch lists for
each machine, the Research View, and Custom Installs.

« Validation: Validation performs an inventory to confirm the integrity of installed patches
on the target machines.

Thank You!

Thank you for taking the time to evaluate UpdateEXPERT Premium! Again, please do not
hesitate to contact Technical Support if you wish to ask questions or get assistance.
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Appendix A — Custom Install Options

Doing a “Custom” (instead of “Typical”) install allows you to specifically select which components

you wish to install.

Click here to return to Typical Install example.

& Update EXPERT - InstallShield Wizard

Custom Setup

Seleck the program features you want installed,

-

- =~ | Console Application
Patch Management Server

- ¥~ | Settings Management Server

i UpdateEXPERT - InstallShield Wizard

Click an an icon in the lisk below ko change how a Feature is installed.

Feature Description

il

anagement Server

UpdateEXPERT Patch {

«

This feature requires 1901?
your hard drive, It has 0 ofl

subfeatures selected. The
subfeatures require OKE
hard drive.

B (T3 : v = o
P inmsn il o A

Custom Setup

Select the program Features waou want installed.

<o =0 = | Console application
(=== | Patch Management Server

Settings Management

Letrn

& UpdateEXPERT - InstallShield Wizard

Custom Setup

Select the program Features vou want installed,

Click on an icon in the list below to change how a feature is installed.

Click on an icon in the list below to change how a Feature is installed.

e @ = | Console Application
[ == L4 fFatch Management Server

¥ ~| Settings Management Server

June 19th, 2006

Feature Descripkion ;
UpdateEXPERT Sethings =.
Management Server /

This Feature requires OKE |
wour hard drive, )

Feature Description 4’

UpdateEXPERT Patch
Management Server /

This Feature requires 1
wour hard drive, It ha
subfeatures selected?,

subfeatures require Ok

= pgn;l.d:iv.a.r-”""

i

Install the Console Application
and Agent-Installer components.

Useful for delegating patch
management, or remotely
connecting to one or more Master-
Agents.

Note: The Agent-Installer is used for
deploying Leaf-Agents and Master-Agents.

Exclude Settings Management
Server (SecurityEXPERT) from the
installation.

Install the Patch Management
Server (Master-Agent and Agent-
Installer).

Note: The Agent-Installer is used for
deploying Leaf-Agents and Master-Agents.
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Appendix A — Custom Install Options Continued...

“Custom” (instead of “Typical”’) also allows you to specify an existing locally installed SQL
instance for use, instead of MSDE. The UEDataStore and optionally SEDataStore databases will
be created in MSSQL$SBSDB folder for MSDE, or in MSSQLS$LocallnstanceName folder for

SQL.

{5 UpdateEXPERT Premium - InstallShield Wizard 1 ﬂ:

UpdateEXPERT data store -‘,T]
SOL Datsbase configuration I |

Please salect which 501 Server instance you would like to instal the UpdateEXPERT database
into from the ket below, You are also able to speciy how you would kka l.pdmeEmEmw
authenticate bo the SOL Server and provide a user name and password if neccessary,

S0L database nstance: ICreatu SBEDE ﬂ

Create SBS0B
Connect Using:

% windowes Authentication
" 501 Server Authentication

Llser name I.= h

Passwiord: |
Enictaficniel]

< Back Dext = Cancel I

“Create SBSDB” means use MSDE.
The result will be a folder called
MSSQL$SBSDB.

“Testing” is an existing Local SQL
instance using a folder called
MSSQLS$TESTING.

Note-1: Master-Agents are deployed
with the Agent-Installer (File > Agent
> |Install Wizard...). The Agent-
Installer also presents available Local
SQL instances in a pick-list.

Note-2: Windows Authentication is
always used for Patch Management.
In v7.01, Settings Management also
uses Windows Authentication by
default, but allows using SQL Server
Authentication as an option.
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