MultiModem® rCell
Intelligent Wireless Router

User Guide

Multi ech

Systems




MultiModem® rCell User Guide
Intelligent Wireless Router
MTCBA-Xx-EN2 , MTCBA-Xx-EN2-GP
S000485F, Revision G

Copyright

This publication may not be reproduced, in whole or in part, without prior expressed written permission from Multi-Tech Systems, Inc. All
rights reserved.

Copyright © 2013 by Multi-Tech Systems, Inc.

Multi-Tech Systems, Inc. makes no representation or warranties with respect to the contents hereof and specifically disclaims any implied
warranties of merchantability or fitness for any particular purpose.

Furthermore, Multi-Tech Systems, Inc. reserves the right to revise this publication and to make changes from time to time in the content
hereof without obligation of Multi-Tech Systems, Inc., to notify any person or organization of such revisions or changes. Check Multi-Tech’s
Website for current versions of our product documentation.

Revisions

Revision Date Description

A 08/31/10 Initial release of MultiModem rCell with GPS and without GPS for C1,E1,G2,H4, and EV2 models.

B 10/25/10 Added Sprint and Verizon Activation into a new Carrier Activation chapter (Chapter 3) and restructured
installation.

C 12/27/10 Changed Carrier Activation chapter to incorporate new website activation.

D 10/19/11 Applied template. Removed references to product CD and to printed quick start guide.

E 01/07/13 Removed references to H4. Added H5 information. Updated RoHS and other regulatory information.
Added pacemaker statement.

F 02/04/13 HSPA to HSPA+

04/30/13 Edited specifications
Trademarks

Trademarks and registered trademarks of Multi-Tech Systems, Inc. include MultiModem, the Multi-Tech logo, and Multi-Tech. Windows is a
registered trademark of Microsoft Corporation in the United States and other countries. All other products or technologies referenced in
this manual are the trademarks or registered trademarks of their respective holders.

Contacting Multi-Tech Support

Online Support Portal: https://support.multitech.com

To better serve our customers, manage support requests and shorten resolution times, we have created the online web portal allowing you
to submit questions regarding Multi-Tech products directly to our technical support team. Get answers to your most complex questions,
ranging from implementation, troubleshooting, product configuration, firmware upgrades and much more.

To create an account and submit a Support Case on the Portal, visit  https://support.multitech.com.

Knowledge Base and Support Services. www.multitech.com/support.go
The Knowledge Base provides immediate answers to your questions and gives you access to support resolutions for all Multi-Tech products.
Visit our support area on the website for other support services.

World Headquarters

Multi-Tech Systems, Inc.

2205 Woodale Drive, Mounds View, Minnesota 55112 U.S.A.
Phone: 763-785-3500 or 800-328-9717 Fax: 763-785-9874
Internet Address: www.multitech.com

Technical Support
Business Hours: M-F, 9am to 5pm CST

Country By Email By Phone

Europe, Middle East, Africa: support@multitech.co.uk (44) 118 959 7774

U.S., Canada, all others: support@multitech.com (800) 972-2439 or (763) 717-5863
Warranty

Warranty information can be found at: http://www.multitech.com/warranty.go

MultiModem rCell User Guide 2


https://support.multitech.com/�
https://support.multitech.com/�
http://www.multitech.com/support.go�
http://www.multitech.com/�
http://www.multitech.com/warranty.go�

Contents

Chapter 1 — ProdUCt OVEIVIEW ... .cciiiiiiieuuuiiiiiiiiiimemmnsiiiieiiiiissssssssieiiiimsssssssssssittmsssssssssssstsssssssssssssssssssssssssssssssns 7
(=T X =T I Lo Yol U 4T 1o T N 8
SAFELY WaAININES .ceeneeiiiiiiiiiiicciieeeiretneeeeeeseeeeeannnssseeseeeennnsssssssssseesnnssssssssseesnnsssssssssesesnnnssssssesesnnnsssssssseeennnnssssssssnsennnns 8

[ =T o gL oY £ = T 1 o o P RSPURR 8
(R T oL 1T Y=g o T or- UL d o o U UP PP 8
R L =T LT =T o Tol I 1 USSP 9
Interference with Pacemakers and Other Medical DeVICES.......ccccvrriririiiiisiiisiisssississsssssssssssssssssssssssssssssssssssssssssssssssssses 9
o1 = a1 T a 1 =Y =T o Y Vo DRSSP 9
Precautions fOr PACEMAKET WERAIEIS .......cc.uiie et ettt e e et e e e ettt e e e ettt eeeeteeeeeaseeeebaeeeaasseeeeassaaesaeesseseanssseesasseeaaasreeeanns 9
VL] o 1ol SR (<] 12 SR UURPN 10
INTEINAL LItNTUM BaTEBIY ..eiiiiiieeciiie ettt ettt e st e e ettt e e e ettt e e e e baeeeesbbeeeeasaaeesasbeeeansss baeeesnsaaeesnssaeeasteeeasseeessreeenn 10
oL T T 10
o 10 = LT 0o T 0 =Y 3 12
Unbundled Package With NO ACCESSOMIES .....ueiiuiiiitiieiterite et ee st e sttt st ettt et e et e s bt e st esbeesabeess sabeesabeesaseesareenneeenee 12
BUNAIEd PACKage With ACCESSOIIES .....uiiiiieiiieeiee ittt ettt sttt e st e bt e sbe e e bt e bt e es sabeeeabeesabeeenneesareeneeennee 12
Y o TTol 1 or=1 [ o T POURPPORPPRUPRRPRY 13
IMITCBA-EL-EN2 ..o itiiiieeitie ettt ettt sttt ettt et e sa e s at e sbt e e s ate e bt e e bt e e bt e s bt e s abe e s abeesabeesabeees sabeesabeesabeessbeesabeeseeebaeenseesares 13
Y 12 7 0 1NN 14
IMITCBA-G2-EN2 ...ttt sttt ettt et e et e et e e et e e sabeessteesseeessaeeaseeeasaeeabeeaateeasteesaseaas sabeeenseesnseansseessseaseeensaeenseeantes 15
YL@ 7 0 o o = SRR 16
IMITCBA-EV2-EN2 ..ottt ettt ettt sttt e st e st e e sateesateesbeeesseesabeeeabteeabeesabeeeabeesabeesas sbeeeabeesabeensseessteaseeebeeenseesntes 18
[y Yo T<Tol 1 Tor- 14 o o PSR PR 19
(Lo YT Y o= 1 T or 1 Lo o TSP 19
(o= | (W1 T 14 o Ty 0 T 14 o o 22
ANtENNa SYStEM fOr CeIIUIAI DEVICES .....uvviiicieee ettt ettt e e et e e e e tte e e s st e e e e taeeeeasaaeessaaeaeseabseseassaaesasseeeansreeennes 22
PTCRB ReqUIiremMents fOr the ANTENNG........ccoc et e et e e et e e e et e e e e tbe e e eabaae e e esbeeeeaataeeenasaeeeanreeean 22
FCC ReqUIremMeNnts fOr the ANTENNG ......oii et ee e e et e et e e ettt e e e ate e e s taeeeesteeeensaeeseeessseeeessteeesnnseeessnseeenn 22
ANTENNG SPECITICATIONS ...eneiiiiieiee ettt sbe e s a bt e bt e e bt e e bt e e be e e bt e s e e bt e sabeeeaseesabeesbeesateesaneeseees 22
Global POSItiONING SYStEM (GPS) ...ceuuereeeeeeeeeeeereereeeereeeeeereeeeeeeeeeeeemeeeeeeesteeeseesteeseteeteeeseeeeeesseeeseeseessssessessssessesssessssessasnes 24
Global Positioning System (GPS) — Underwriters Laboratories, Inc. Statement ..........ccccvevivcieeiccie e 24
RS232 9-Pin Functions of the Female ENd CONNECLOr......ccciiiiiiiiiiiiiiiiiiiiiiiiiniiiniississsssssssssssssssssssssssssssssssssssssssssssssssssnas 25

Chapter 2 — Installing the ROULEr .........cccciiiiiiiiiiiiiiiiiiiniinic s sasere e s ssssasse s e sessssssssnnns 26
Inserting the SIM Card into Holder, for GSIM Network ACCESS......ccciriiiiiiiiiiiiiiiiiiiiiiiiiinnnsssnsssssssssssss s s s 26
MaKING the CONNECLION .......uiiiieiiieic ettt ee e e e e e e e s e e e e rnna s s s e s e e e sansssssssssseesnnssssssssesesnnnssssssssesesnnnssssssanseesnnnnnnn 26

USING OPLioNal DIr@CE DC POWEK ... ..eeiiieiieee ettt e ettt e e e e e e ettt e e e e e e e e aaateeeeeeeeaassaeaaaaeseassstsnnsbaseaeesennstaaneaeseeassranes 27
Powering Down and Resetting Hardware for MTCBA-C1 ROULET .......cccuieeeiiiieeeiieecciteeeeritee e eevee e eeveee e e tveeeennaneeeeaneeas 27
Optional — Attaching the Router t0 @ FIat SUIface .......ccoiiiiieeeeciiiiiiicrrccccces e ces s e s e e reasss s se e s s e e enanssssssssseannnnsssnnnnes 28
Y= P 0 L Ve T =T 28
SELLING @ STALIC IP AGGIESS ..eiiiieiiie ettt et s e e st e e st e s abeesabeesabeesabee e ebeesabeesabeesabeeenseesabeesaseenseean 30
Configuring Ethernet Interface........ccccviviiiiiiiiiiiiiiiiiii s s 31
Quickly Configuring the Router by UsiNg Wizard SETUD........ciiiuiie ittt ee e et e e et e e e e saaeeeeeataeeeennns 31
Verifying Signal STrENGth ......... e e ss e s e s s s e s s s s s s s s e e s s nnsssssssssaaesnnsssssssssesnnnnssssssssaeennn 33
(2 2] (oY I oYU I = T=Y 4 o PSSP 33
VErifYING PrOVIAEr FEES....cceeeeeeiiiiiiitiieieeeeieieeennneeeeeseeeennnssessessseeenasssssssseseessnssssssssseesnnnsssssssseeesnnssssssssessnnnnnssssssseesnnn 33
Activating an AcCOUNTt fOr WireleSss DEVICES.......ceueeeeeeeeeieeeieiiieeiiieeieeeiieeieemieeemeeemeeemeemseeseeemeeeeeseseeeessesssssssssssesseessesssannes 33

3 MultiModem rCell User Guide




Contents

Setting Up the Account to Enable Remote Configuration ..........cceeccuiiiieiiie st e e e e e e s nae e 33
Chapter 3 - Using the WEB Management SOftWare .......cciiiiiieuiiiiiiiiiiininmiiiiiissssiissssssisssss 34
SOftWAre INtErface OVEIVIEW ....cccueeeieeiiiremieemiieiiieeiieiieeeieerieetiieeirerieeetreerreertettrrettertiettietttmmtieettteeeetteetmeemmeesmeemeeesmeesseenn 34
IVIENU B OVEIVIEW ...ttt ettt ettt et e e ettt e e e e e ettt e e e s e s s b e bt e e e e e esaa s b e e e eeeeesn eeeeannbeeeeeeesannnnreneeeesannnrneeeas 34
Submitting, Saving and ReStarting OVEIVIEW...........ciiiiiieieennciiiiiireeneesseeeeseeeeennssssssessesesnnsssssssssssessnssssssssssssnnnssssssssessnnn 34
Overview of the Web Management Software’s INterface ........cccvvveiiiiiiiiiiiiiiiiiiiniiss s s s s s s s s s s s s s s s s s s 35
N NV E = LA Lo oI o T- T O OO PR UPPTOPPRPPPRP 35

R0 oY 41T 10 SRR 36

IP Setup, General Configuration ParameEters .....ccccciiiiiiiiiiiiiiiiiiiieiieeesessssssssssssssss s s s s s s s s s s s s s ssssssssssssnssssnsssnsssnsnnns 37
(1YY= =T @oT ) 7 ={ =Y o] o T G o U] o S 38

IP CONFIGUIATION GIrOUP c..eveiiiieiiieeee ettt sttt h e s et e bt e bt e ettt s bt e sat e e sabeesaee e e eabeesabeeeateesaseenneeeabeeenseesares 38
Auto Dial out CONFIGUIAtION GIOUP ....eeieiiiiiieiie ittt ettt sttt ettt e s e e bt e s bt e e bt e e bee e s sbeeesbeesabeeeneesabeesaneenanees 38
SYSIOZ CONFIGUIATION GIOU ....eviieeeeiiiieeeiieeeectee e ettt e e ettt e ettt e e e ettt e e eebeeeeeateeesbaeeeesseeeasseeeess saseeeeantaeseansseaesasseaeansseeaanns 38
AUTO DiSCOVEIY GIOUP .uvurururerrrererererererererereeeeeserereeeteeeteteteteteteteteteteteresesaeasaeaessesssaessssssessssssss ussssssssssssssssssssseseseseserereremne 38
Auto Reboot Timer CoNfigUIration GrOUP.......c.ueiiiuiieeeiieeeeciee e ettt eeeste e e e ettee e s taeeeetbeeeettaeeseasaeesssssnteeeaassasesansaeeessenaaans 39
TelNet CONFIGUIAtION GrOUP ...iiiiuieeiiiiee ettt e sttt e e et e e e stte e e e e tta e e eeateeesbaeeeestbeaeessaeaan s eansaaeeanbseseensseeesnsaeeasseeenn 39
SUbMIttiNG aNd SAVING YOUI ChaNEES.......viiiiiieeeiiieeeeiieseetee ettt e e et e et e e e s e e e e stteeeanateeesnaeeeas sansseeeasseeesasseeeanssenesnns 39

IP Setup, HTTP Configuration Parameters ........ccciiiiiieeueiiiiiiiiiinimmniiiiiiiiemsssssiiiiiiiessssssissiiimssssssssssttsesssssssssssssasssnssses 40
[ I el 1= {UT = 14 Lo T €] o 1V ] o F U USSP 40

F XU L gLl o for= Yo o J G o 10T o SRS 40
SUbMIttING aNd SAVING YOUI ChaNEES.......viiiieiieiiiieeceieseetee ettt e e et e ettt e e e st e e e e et eeesateeesssaeaeas sansaeeeasseeessseeeanssenennns 40

IP Setup, DDNS Configuration Parameters ........cciiiiiiiieeiiiiiiiiiiiimmniiiiiiiiesmssiiiiiimessssssisiiimsssssssssttssssssssssessasssssssss 41
(CTT A T=T =1 K€ o 1U T« TSRS 41

F XU L gLl o for= Yo o J G o 10T o SR SSP 42
SUbMIttiING aNd SAVING YOUI ChaNEES.......viiiieiieiiiieeeeiitseetee e ettee e et e ettt e e e st e e e saeteeeassteeessaeeeas sansaeeeasseeessseeeanssenennns 42

IP Setup, SNTP Configuration Parameters ........ccciiiiiiieeeniiiiiiiiiiimmiiiiiiiiemesiiiiiiessssssssiimrsssssssssttsessssssssssssaessnsssss 43
GeNeral CONfIGUIAtION GIOUPD ...ccccuiiiieiiieeciie e et e e ettt e e ettt e e e stte e e e e tteeesasaeeeeabseeeeasseeesssseaesbesean seaastasesassseesasseeesansaeeeansees 43
TimMe ZoNe CONFIGUIATION GIOUP ..veiiiiiieiiiiiieeiite e sttt e este e e e eteeeestaeeeesateeeseaaaeeesasaeeeasseeeeassseeaannses aeeesnsseeeanssesesnnssesannsenenn 43
Daylight CONFIUIAtiION GrOUP ....eiiuieiiiiiiie ettt ettt et sa e st be e sae e e bt e bt e e bt e e b beesabeeeabeesabeesneeesneeeneeeanes 44
Daylight SAVING Start TIME GrOUP ....ccouueeruieriieeiieeite ettt et s e st e e sa et e s aee e bt e e bt e ettt e bt e sabeesabee e sabeeeabeesabeesneeesareenneeeanes 44
Daylight SAVING ENG TiME GrOUP ..ccciiciiiiiiee e e ettt e e e e e ettt e e e e e e ebbee e e e e eesabtaaeeaeeeeaastaasaaaeeasassbases sabbaseaessesnnsaaneaeseesnssrenes 44
SUbMIttiNg and SAVING YOUI ChangEs........uuviiiiiieceiiee ettt ettt e e e e et e e e e e e et be e e e e e eeeaate sennataeeeaeesennssseeeaeeenannes 44

IP Setup, Static ROULES Parameters ......cccciiiiieuiiiiiieiiiiincinieeeieieeessessenessesenasssssensssssensssssensssssssnssssenssssssnnssssesnssssssnssssnen 44
Yo o IY = L Tl 2 Ce UL d T € o T o S URRRPRN 45

IP Setup, Remote Configuration ParameEters ......ccccciiiiiiiiiiiiiiiiiiciiieeisesssssssssssssssssssss s ss s s s s s s s ssssssssssssssssssssnssssnsnnns 45
REMOLE CONFIGUIATION GrOUP...ccuiiieieiiieeeiiiee ettt e eete e e sttt e e ettt e e eate e e ettt e e esstaeeeassaeeesaseeeeassseseanss ssaeesnsseeeansseeessnseeesansenenn 45

IP Setup, GPS Configuration Parameters ........ccciiiiiiiiiieneiiiiiiiiiiinmmiiiiiiiesmssssiiiiiimeessssssssiimmssssssssssitsessssssssssssssessnssses 46
(o Tor= M@oY gy TN = Yu oY T C] o1V o NSRRI 46
REMOLE CONFIGUIATION GrOUP...ciuiiieiiieeeeiiee ettt e eete e sttt e e ettt e e et e e e esaaeeeesstaeeeassaeeesaseeeeassseeeansssnsaeesnsseeeansseeesanseeessnsenenn 47
NIVIEA CONTIBUIATION GIrOUPD «.ceeiiiiiieiitieite ettt ettt sttt ettt ettt e be e st e st eeab e e sabeesae e e sate e e sabeesabeesabeenneeenaneeneeeanes 47
COMMUNICALION EXAMIPIES ettt ettt ettt e e st e st e e sb et e s ae e e bt e e aeeeabee e s sateesabe e bt e enseesabeesbeeeaneenas 47
PPP, PPP Configuration Parameters .....ccccciiiiiiiiiiiiiiiiiiiieiieesisesssssssesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 49
Ny I oY gy Fq U] =Y Lo T ] oYU o RS PEP 49

[ S 1T = ] ] o T T« IO PSPPSR POPPPPPRN 50
FAY01d o [= gL Ao Na oY W CT o TU o B PP U PRSPPI 50
[0 T o I A [V =T o USSP 50
MOdEM CONFIGUIATION GIOUP .cuvvieeeiiiee ettt eete ettt e ettt e e ettt e eette e e ettt eeeebbeeeeaaeeeetaeeeesseeeaassas saaeeesseeeeanteeeeasseeeeanseeean 50
SUbMItting aNd SAVING YOUI ChaNEES.......cocoiiiieiiiiee ettt e ettt e e e e ta e e e s bt e e e e bt eeeeastaeessbaeeas senbbeseassaeesasseeesnsseeennns 51
PPP, WaKkeup-0n-Call PArameters ........cccciiieeeiiiiiiiiiieemnniiiiiiieeemmmsiiississesnssssssssssssssnssssssssssssssnssssssssssssnnssssssssssassnnssses 52
Wakeup-0n-Call CONFIGUIAtION GIrOUD ....coiuiiiieiiiitieteete ettt ettt sttt et st she e s bt e beeateeaeesae e eabeeaeesbeebeenbeeabesanens 52
(0| LT Dl o) o} = {UT = 4 [o] o W €T o 1V ]« USSP 54
SubMItting and SAVING YOUI ChaNEES.......ccciiiiieiiiieeceiiee ettt e e ettt e e e et e e e s bt e e e e bt eeeessaeesabaeeas eenbbeeeassaeesasseeesnsseeennes 54
WakKeUP-ON-Call EXAMPIES........eiiiiiiiieeeiieeeetee st eeee e e e eae e e sttt e e e sate e e seaseeesssseeeaassseeeasseseesnsee beeeeanseeesanssaesssseaesnsseenanes 54

MultiModem rCell User Guide 4



Contents

PPP, Power-On Configuration PArameEters ........cccciiiiieeeeiiiiiiiieienmeiiiiiiieesmsssiissesisessnsssssssssssssssssssssssssssnnsssssssssssssnnnsses 58
PPP, Modem Commands Parameters.......cccceuiiieeuniirreanieriennirieenscereensessenssessenssssseensssssensssssenssssssnnssssensssssesnssssssnssssnen 59
Modem AT Commands CONFIGUrAtiON GIOUD .....eeeviiiruierieeeieeeteeetee et e st e st e bt e st e e sabeesateesabeesaeeesbseesasbeeesseesabeeeneenane 59
Networks & Services, Network Configuration Parameters.......cccccceeeiiiiiiiirinnniiiiiiiiiieeeiiiiieemmesseesss 60
=Y AT o] o S @le Tl = {U L= Y4 [o Y o I G o 10 ] TSP 60
CoNFIGUIING The NETWOTK ..eeiieiiieeiiie et e e ettt e e st e e e st e e e e easteeesasteeeessses teeesstaeeansneeessseeeeansaeesansees 60
Networks & Services, Service Configuration Parameters .........cccueeeiiiiiiiiiieeiiiiiiiiiieesiiieeseess 61
SErVICE CONTIGUIAtION GIOUP.....ueiieiiieeeeiieeeeitte e e ettt e e ettt e e eetaeeesstbeeeeaabaeeeassaeeesabasaeassseeeasssseesnssanbesesanssessanssseessseaeansseeennes
Packet Filters, Packet Filters Parameters..........ccceee..
Packet Filter Group .......ccoveciiieeeeee e,
Packet Filters, DNAT Configuration Parameters
DNAT CONFIUIATION GIOU ..viiiiiitiiieeiiie e etiee ettt ettt e e e ettt e e e ettt e eetaeeeeebeee e e tbeeeeeaseeeeassesaeastaeeaas seassseeesseaeeasteeesassaeaeanseeean
Example: Setting Up DNAT and Port Forwarding to an Internal Device ....64
Packet Filters, AdVanced ParameEters ... .ccccciieeeiiiieeeiiitreeietieeeirieessieresssseessnsssssessssssesssssssessssssssssssssnssssssssssssessssssesnssssans 66
CONNECLION TFACKING GIOUD .uveiiuiieiiteeiieeeitee st e ettt sit ettt e sttt et e s bt e e bt e sabeesas e e subeesae e e bt e e sbesabeeen senteesaseenseeenseesaneesaneenaneesas
ICMP Configuration Group....................

Submitting and Saving Your Changes
L 2 0 T Y =Y 3P POUPPPOPPPRRPRRY

GRE Tunnels > GRE Tunnels ...............
GRE Tunnel Configuration Group
GRE Tunnels > GRE ROULES CONFIGUIAtION ......ccciiiiiiciiie ettt e e et e e e st e e e e tb e e e seeeateeestaeeeesssaeesnnees 68
DHCP Server, SUDNEE SETHINGS ..ccvuuuueiiiiiiiiiiiececiieerieetnaeseeeeseeeeennnsssseeseeeennssssssssssssesnnnssssssssseesnssssssssesesnnnssssssessessnnnsnns 69
GENEIAl CONTIGUIATION. .. ..eii ittt ettt e ettt e e ettt e e e e bt e e e eabeeeeeabeeeeeataeeeeseee e et sesseseeasseeesassaeesasteeeeansaeeennses 69
DHCP SEIVEr > FIXEU AGUAIESSES ....eeiiiiiieiiieeeeiite ettt e sttt e e sttt e s stte e e sbbeeesbteeesateeesabbeaessnbeeesaasabaessnbbeeesnsbeeesansaeesanseeenn 70
= oS 71
Authentication and ENCryption OVEIVIEW.........coiuieiiiiiiiieeiee ettt ettt sttt st et sate e sae e saee e bt e e ebeesabeesaneesateesnneens 71
IPSEE > IPSEC ..ttt ettt ettt et e e ettt e e e e e e e a b et et e e e e e e nbee e e e e e e e e haeteeabeeeeeeeaa e hnbeteeeeeeanbreeeeeeaeannreeeeas 71
Fi¥o o I Yo N | = @o T T 1=Tot o T o DO OO PTPRPOTRPRN 73
Fi¥o [ 1Y 1o TUE=1 @ oo 1=Tox 4 [ o ISR 75
Serial-Port, Serial Port SEttings PArameEters .........u..ciiiiiiiieeecciiiiiiieeneneeeeseseensnssssssssseesnnsssssssssssessnssssssssssssnnnssssssssessnnn 77
Serial-Port CONFIGUIAtION GIOUP ...cc.uiiiieiiii ettt eecee et e ettt e e ettt e e e etaee e e ettt e e e eateeeeesseeeeasseae reeeeantaeseasseaesasseesensseaeanns 77
Power Management CONfiZUIratioN GrOUP .....cc.iiicciiieiiiiee et e et e st e e e ette e e e ette e e e etteeeesataeeeeasaesesssaae eeeensbeseessseesnnseeas 77
Serial Port, Client Settings ParameEters......cccciieeeueecciiiiiieiiecccieeeereenessseeeeseeseensssssssssseesnnnsssssssssseesnnssssssssssssnnnsssssssseesnns 79
TCP/UDP — Client CONTIGUIATION GIrOUD ..ueeceveieteeeieeeireeeteecteeeeteeeeteeeeteeeeteeeseeebeeesseessseesseseseseaseeen sesseensssenseesseseseesarens 79
Serial Port, Server Settings Parameters......iiiiiuuuiiiiiiiiiiimuiiiiiiinreseiinniirnssssssisssiressssssssssssssssssssssssssssssssssssssssssesns 80
TCP/UDP — Server CONfIGUIrAtioN GrOUD .....cccveveeeieierieiestesestesteseessesseeseessessessessessessessessessessesssensssssessessensessessessesseenes 80
TOOIS, TOOIS PAramMELErS ..cuucieuuiieeiireirreiireeireenerentereeierssiessserssssssssressersssesssssssssssssssssssensssessessssessssssssssssssensssassersssssnsssans 81
(D101 N T o 1V o N 81
1Y/ T o [T 0 TG o 10T o PRSI 81
Tools, Firmware Upgrade Parameters.......cucuueiiiiiiiiiieeiiiiiiiiiieemmssiiiiiimmmsmsssiiiimsssssssssiiismsssssssssisessssssssssssssssssssses 81
(R L\ LSl U o d g To [l ] oYU o TSP
Tools, Load CoNfiguration PArameters ........cceeeciiiiiiiiiieeniiiiiiiiieeennsiiissiieesesssisssssssesnsssssssssssssssnnsssssssssssnsssssssssssssnnnsses
Load Configuration Group
TOOlS, SAVE CONFIGUIAtION ....... it e ee s e e rereane e e e e e e e eenasss e ssseeessnssssssssseeesnnsssssssessesnnsssssssseeennnnnsssssssneennnnnnns
STATISTICS B LOZS 1evvvuuunriiiiiiirnunniiiiiiiiieenaesisitiiirenassssiestiresssssssssssssressssssssssssssssssssssssssssssssssssssssssesssssssssssssssssnsssssssssssnnns
Statistics & Logs > System INfOrMatioN.........cueii i eee e e st e e st e e e e e etaeeeenaeeesnseeeenneeaanns
Statistics & Logs > Ethernet ......ccccccvvvcvevevciee e,
Statistics & Logs > PPP ......cccoevevveeennennn.
Statistics & Logs > PPP Trace..................
Statistics & Logs > DHCP Statistics
Statistics & LOES > GRE StatiSTiCS...uuuiiiiiiiiiiiiiie et e e e e e e e e e et be e e e e e s eeeeeesessataeeeeeesensseseeeeeeannees
Statistics & Logs > Modem INfOrMatioN........c.uiii it e e e e e e st e e e et stbeeeenseeesnseeeensseeeenns

MultiModem rCell User Guide



Contents

STAtiStICS & LOES > SEIVICE STATUS ...vviiiiiiiiiiiiiee ettt s e e e e e st e e e e s s s ataeeeeeeesseeeesasssstneeeeeesassnseaeeesannnnes 88
Statistics & LOGS > TCP/UDP ClIENT LIVE LOZ.....ccveeiriereeeeiteeiteeiteceesteesteeeteeveeteeeteeeteetveeseeeseebeensessseenseessesssesteebeensesseens 88
Statistics & LOES > TCP/UDP SEIVET LIVE LOG......eceruieeieieeieieieiesiestestestestessesseeseessensessessessessessessesssesssessensensessensessessenses 88
STALISTICS & LOES > IPSEC LIVE LOG ...vvieeeiiieeeeiiee e etteeee et ettt e e sttt e e st e e s st e e e sn e e e esaaeeesanseeeesnse saseeeeanseeesansaeeesnnneaesssensanns 89

N L A (o R Mo Tl | Y <Toll Mo = - [ < UURUPPPRNY 89
Appendix A — Commonly SUPPOrted SUBNELS..........cciiiiiiiiieccceertereriereees s reeereenssssssseeessnnsssssssssseesnnnsssnssssnenenns 90
Appendix B — Regulatory INformation.........cceeeeeeciiiiiiiiiiiccccesieeeeiinseeeeeeeeernnnssseeeseeeennnssssssseseseseennnnnssnssessesenns 94
EMC, Safety, and R&TTE Directive COmMPlIANCe.......cccueuueiiiiiiiiiinmmiiiiniiiienesiiiiiiiieesssssiisiimmsessssssississssssssssssssasssnsssss 94

FCC Part 15 Class A StatemeNnt ....cciiiiiiiiiiiiiiiiiiiiiiiiiniiisiiississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 94

L Te [T T 0 T - o 94
Waste Electrical and Electronic Equipment Statement ..........cccoiiiiieeiiiiiiiiiiiinniiiiiiiieenesseisessseesnssssssssssssssssssssssssassnns 95
WWEEE DiIF@CTIVE. ...ceeieieiieeeeee ettt ettt e e e ettt e e e e e e ee et e e e e e s s b e e et e e e e e aas b e et e e e e e aanbe s nbee et eeeeesnnbaneeeeeeeannnnneeeesennnnnes 95
Instructions for Disposal of WEEE by Users in the EUropean UNiON..........coccuiiiieiiiecciiee et tee e e 95

L = X0 Y = =T 14 =T 3 N 95
Restriction of the Use of Hazardous Substances (ROHS).....cciiiiiieueiiiiiiiiiiicccceseerceeeennseesseseeesnnnssessseeennsssssssssseesnnnnnes 96
Information on HS/TS Substances According to Chinese Standards ...........ccccceeerieerireeeeeeieecesssneeeeeeseeesssssneeeesesssssnnnns 97
Information on HS/TS Substances According to Chinese Standards (in ChiN@SE) .......cccceeerrieiirrrnneeeeeeiecivsseneeeeressessnnens 98

B R E R R B B B T B R oot 98

MultiModem rCell User Guide 6



Chapter 1 - Product Overview

This User Guide describes the MultiModem® rCell intelligent wireless routers with an Ethernet Il interface. You
can configure the MultiModem rCell Router for one of three connectivity modes: always-on, wake-up on ring, or
dial-on demand.

The always-on network connection automatically establishes a wireless data connection and allows for around the
clock surveillance, monitoring or real time data acquisition of any remote Ethernet device such as a Web camera.
If the data link is dropped due to poor reception or a complete loss of service, this feature automatically re-
establishes the data link.

The wake-up on ring configuration allows the router to “wake up” and initiate a connection when it detects an
incoming ring. For security reasons, you can setup the router to wake up based on a particular caller ID number.
This configuration is ideal for reducing the costs associated with the modem being online and available 24/7.

When configured for dial-on demand, the router only accesses the Internet when data is present. This
configuration is ideal for sharing Internet access among networked computers.

Model Description

MTCBA-E1-EN2 Quad-band E-GPRS Class 12 performance without GPS option
MTCBA-E1-EN2-GP Quad-band E-GPRS Class 12 performance with GPS option
MTCBA-G2-EN2 Quad-band GPRS Class 10 performance without GPS option
MTCBA-G2-EN2-GP Quad-band GPRS Class 10 performance with GPS option
MTCBA-C1-EN2 Multi-band CDMA2000 1xRTT performance without GPS option
MTCBA-C1-EN2-GP Multi-band CDMA2000 1xRTT performance with GPS option
MTCBA-H5-EN2 Tri-band UMTS/HSPA 7.2 performance without GPS option
MTCBA-H5-EN2-GP Tri-band UMTS/HSPA 7.2 performance with GPS option
MTCBA-EV2-EN2 Dual-band 800/1900 MHz EV-DO Rev A performance without GPS option
MTCBA-EV2-EN2-GP Dual-band 800/1900 MHz EV-DO Rev A performance with GPS option
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Related Documentation

The following table describes additional documentation for each model.

Model Additional Documentation

MultiModem MTCBA-E1-EN2 (EDGE) You can configure the MultiModem MTCBA-E1-EN2 wireless router
using the EDGE AT Commands. For more information refer to the
Reference Guide for the MultiModem Wireless EDGE Modems, part
number S000474x.

MultiModem MTCBA-G2-EN2 (GPRS) You can configure the MultiModem MTCBA-G2-EN2 wireless modem
using the GPRS AT Commands. For more information, refer to the
Reference Guide for the MultiModem Wireless GPRS Modems, part
number SO00463x

MultiModem MTCBA-C1-EN2 (CDMA) | You can configure the MultiModem MTCBA-C1-EN2 wireless router
using the CDMA-C1 AT Commands. For more information, refer to the
Reference Guide for the MultiModem Wireless CDMA-C1 Modems, part
number SO00478x.

MultiModem MTCBA-H5-EN2 (HSPA) You can configure the MultiModem MTCBA-H5-EN2 wireless router
using the HSPA AT Commands. These commands are documented in the
Reference Guide part number SO00528x.

MultiModem MTCBA-EV2-EN2 You can configure the MultiModem MTCBA-EV2-EN2 wireless router
(EV-DO) using the EV-DO AT Commands. These commands are documented in
the Reference Guide part number S000482x.

Safety Warnings

Ethernet Ports Caution

Ethernet ports are not designed to be connected to a Public Telecommunication Network or used outside the
building.

Handling Precautions

To avoid damage due to the accumulation of static charge, use proper precautions when handling any cellular
device. Although input protection circuitry has been incorporated into the devices to minimize the effect of static
build-up, use proper precautions to avoid exposure to electronic discharge during handling and mounting the
device.

Caution: Maintain a separation distance of at least 20 cm (8 inches) between the transmitter’s antenna and the
body of the user or nearby persons. The modem is not designed for or intended to be used in portable
applications within 20 cm (8 inches) of the user’s body.
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RF Interference Issues

Follow any special regulations regarding the use of radio equipment due to the possibility of radio frequency (RF)
interference. Follow the safety advice given below.

e Switch OFF your wireless device when in an aircraft. Using cellular telephones in an aircraft may endanger
aircraft operation, disrupt the cellular network, and is illegal. Failing to observe this restriction may lead to
suspension or denial of cellular telephone services to the offender, legal action, or both.

e Switch OFF your wireless device when around gasoline or diesel-fuel pumps and before filling your vehicle
with fuel.

e Switch OFF your wireless device in hospitals and any other place where medical equipment may be in use.

e Respect restrictions on the use of radio equipment in fuel depots, chemical plants, or where blasting
operations are in progress.

e Operating your wireless device close to other electronic equipment may cause interference if the equipment
is inadequately protected. Observe any warning signs and manufacturers’ recommendations.

Interference with Pacemakers and Other Medical Devices

Potential interference

Radiofrequency energy (RF) from cellular devices can interact with some electronic devices. This is
electromagnetic interference (EMI). The FDA helped develop a detailed test method to measure EMI of implanted
cardiac pacemakers and defibrillators from cellular devices. This test method is part of the Association for the
Advancement of Medical Instrumentation (AAMI) standard. This standard allows manufacturers to ensure that
cardiac pacemakers and defibrillators are safe from cellular device EMI.

The FDA continues to monitor cellular devices for interactions with other medical devices. If harmful interference
occurs, the FDA will assess the interference and work to resolve the problem.

Precautions for pacemaker wearers

If EMI occurs, it could affect a pacemaker in one of three ways:

e Stop the pacemaker from delivering the stimulating pulses that regulate the heart's rhythm.
e Cause the pacemaker to deliver the pulses irregularly.

e Cause the pacemaker to ignore the heart's own rhythm and deliver pulses at a fixed rate.

Based on current research, cellular devices do not pose a significant health problem for most pacemaker wearers.
However, people with pacemakers may want to take simple precautions to be sure that their device doesn't cause
a problem.

e Keep the device on the opposite the side of the body from the pacemaker to add extra distance between the
pacemaker and the device.

e Avoid placing a turned-on device next to the pacemaker (for example, don’t carry the device in a shirt or
jacket pocket directly over the pacemaker).
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Vehicle Safety

Do not use your device while driving, unless equipped with a correctly installed vehicle kit allowing Hands-
Free Operation.

Respect national regulations on the use of cellular telephones in vehicles.

If incorrectly installed in a vehicle, operating the wireless device could interfere with the vehicle’s electronics.
To avoid such problems, use qualified personnel to install the device. The installer should verify that vehicle
electronics are protected from interference.

Using an alert device to operate a vehicle’s lights or horn is not permitted on public roads.

Internal Lithium Battery

A lithium battery on the board provides backup power for the time-keeping capability. The battery has an
estimated life expectancy of ten years. Contact Multi-Tech if you suspect a failed battery. If data and time are
incorrect after having the unit powered off, it may be due to a weak battery or incorrect setup.

Warning: You risk explosion if you replace the battery with the wrong type.

e This product uses a lithium battery to provide backup power for timekeeping. This battery has an estimated
life expectancy of ten years. When the battery starts to weaken, the date and time may be incorrect. If you
suspect battery failure, contact Multi-Tech.

e Lithium cells and batteries are subject to the Provisions for International Transportation. Multi-Tech System:s,
Inc. confirms that the lithium batteries used in the Multi-Tech product(s) referenced in this manual comply
with Special Provision 188 of the UN Model Regulations, Special Provision A45 of the ICAO-TI/IATA-DGR (Air),
Special Provision 310 of the IMDG Code, and Special Provision 188 of the ADR and RID (Road and Rail Europe).

Front Panel

The front panel contains the following LEDs:

e Power and Status LEDs—The Power LED indicates that DC power is present. The Status LED blinks when the
unit is functioning normally

e Two Ethernet LEDs—The two Ethernet LEDs indicate transmit and receive activity and connection speed of 10
or 100Mbps on the Ethernet link.

e Two modem LEDs—The two modem LEDs indicate carrier detection and link status.

e Three signal LEDs—The three signal LEDs display the signal strength level of the wireless connection.

The SIM door on the right side of the router provides access to the SIM card holder on the E1, G2, and H5

versions.
= . . e [ =) 7 =)
MutirCol T (o eaoi@ | Mty rcon . M@
T e oo e o 380 —" | ® @ o0 © o0 860
B &) - 3 e 0 Q ] =]
Model MTCBA-E1/G2/H5-EN2 Model MTCBA-C1/EV2-EN2

10

MultiModem rCell User Guide




Chapter 1 — Product Overview

LED Indicators

Power

Indicates presence of DC power when lit.

Status

The LED is a solid light when the rCell is booting up, saving the configuration, restarting, or updating the firmware.
When the Status LED begins to blink, the router is ready.

LNK | Link. Blinks when there is transmit and receive activity on the Ethernet link. It shows a steady light when there is a
valid Ethernet connection.
SPD | Speed. Lit when the Ethernet is linked at 100 Mbps. If it is not lit, the Ethernet is linked at 10 Mbps.
(0)) Carrier Detect. Lit when data connection has been established.
LS Link Status Dependent on Model
-E1 version* (ATASSYNC=1) G2 version C1 version -H5 and EV2 versions
Permanently off. ME is in one of Permanently On: Not Permanently On: Permanently On:
the following modes: Power Down registered on network. | Not registered on Powered on and
mode, Airplane mode Non-Cyclic Flashine states: network. connected, but not
Sleep mode with no temporary g ' Flashine states: transmitting or
wake-up event in progress. 200 ms on/2 sec off & ’ receiving.
600 ms on/600 ms off Registered on 200 ms on/2 sec off
Limited Network Service: No SIM network. Ezfx::fd on
card inserted or no PIN entered, or | 200 ms on/600 ms off ’
netw9rk search in pro.gre'ss or Registered on the 200 ms on/600 ms
ongoing user authentication, or off
 login i network and
network login in progress. communications in Registered on the
75 ms on/3 sec off progress network and
communications in
Idle mode: The mobile is 100 ms on/200 ms off progress
registered to the GSM network Software downloaded
itori S 1 2
(monlltorlng Fontrol chann.eI§ and is either corrupted or o(f)fo ms on/200 ms
user interactions). No call is in non-compatible (“bad
Progress. software”) Software
75 ms on/ 75 ms off/75 ms on/3 downloaded is either
sec off corrupted or non-
compatible (“bad
Onfe or more GPRS contexts software”)
activated.
500 ms on/ 25 ms off
Packet switched data transfer in
progress.
Permanently on
CSD call — Connected to remote
party.
Signal | ALL OFF - Unit is off, not registered on network, or extremely week signal (0 < = RSSI < 6).

1 Bar “ON” — Very weak signal (7 < = RSSI <14)

1 Bar and 2 Bar “ON” — Weak signal (15 < = RSSI <23)

1 Bar, 2 Bar, and 3 Bar “ON” — Good signal (24 <= RSSI > = 31)

* To be accurate, the ATASSYNC command must be set to 1 so that the factory default LED timings are used.
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Package Contents

This section describes items in the MultiModem rCell package.

Your wireless provider supplies the SIM card.

Unbundled Package with No Accessories

1 router

Note: You supply mounting screws, AC or DC power supply, and an antenna.

Bundled Package with Accessories
1 router

1 antenna

1 Ethernet cable

1 RS-232 cable

1 power supply

Note: You supply mounting screws.

12
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Specifications

MTCBA-E1-EN2

General
Standards EDGE: E-GPRS Class 12
GPRS: Multislot Class 12
Frequency Bands Quad-band: 850/900/1800/1900 MHz
Speed
Packet Data* EDGE: E-GPRS up to 240 Kbps, coding scheme MCS1-9, mobile station Class B, LLC layer, 4
time slots
GPRS: Full PBCCH support, coding scheme 1-4, mobile station Class B
Circuit Swithed Data Up to 14.4 Kbps, non-transparent
Physical Description
Dimensions 293inx7.0inx1.24in
7.44cmx17.78 cm x 3.15cm
Weight (Device Only) 0.75 lbs
0.340 Kg
Connectors
Antenna Connector 50 ohm SMA (female connector)
SIM Holder Standard 1.8 and 3V SIM receptacle
LAN Connector RJ-45, 10/100 BaseT
RS232 Connector DE9
Power Connector 2.5mm miniature (screw-on)
Environment
Operating Temperature** |-31°to 167° F
-35°to 75°C
Storage Temperature -40° to 185° F
-40° to 85° C
Humidity Relative humidity 20% to 90% noncondensing
Power Requirements
Operating Voltage 9V to 32V DC
SMS
SMS Text and PDU

Point-to-Point
Cell broadcast

Certifications and Compliance

EMC Compliance FCC Part 15
EN55022 Class B
EN55024

Radio Compliance FCC Part 22, 24

RSS132, 133

EN301 489-1

EN489-3 (GPS models only)
EN301 489-7

EN301 511

AS/ACIF S042.1, S042.3

Safety Certifications UL/cUL 60950-1 2nd Ed
IEC60950-1 2nd Ed am.1

Network Certifications PTCRB
AT&T
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GPS
Accuracy Position 2.5m CEP, Velocity 0.1 m/sec
Open Sky TTFF Hot start 1 second
Cold start 29 seconds
Reacquistion <1s
Sensitivity Tracking -165 dBm
Protocol NMEA-0183, V3.01, GGA, GLL, GSA, GSV, RMC, VTG

MTCBA-C1-EN2

General

Standards CDMA2000 1xRTT
Frequency Bands Dual band 800/1900 MHz
Speed

Packet Data*

Up to 153.6 Kbps forward and reverse

Circuit Switched Data

IS-95A, 1S-95B up to 14.4 Kbps forward and reverse

Physical Description

Dimensions 293inx7.0inx1.24in
7.44cmx17.78 cmx 3.15cm
Weight 0.75 Ibs
0.340 Kg
Connectors

Antenna Connector

50 ohm SMA (female connector)

LAN Connector

RJ-45, 10/100 BaseT

RS232 Connector

DE9

Power Connector

2.5 mm miniature (screw-on)

Environment

Operating Temperature**

-40° to 185° F
-40° to 85° C

Storage Temperature

-40° to 185° F
-40°to 85° C

Humidity

Relative humidity 20% to 90% noncondensing

Power Requirements

Operating Voltage

|9V to 32V DC

Certifications and Compliance

EMC Compliance

FCC Part 15

Radio Compliance

FCC Part 22, 24

Safety Compliance

UL/cUL 60950-1 2nd Ed
IEC60950-1 2nd Ed am.1

GPS
Accuracy Position 2.5m CEP, Velocity 0.1 m/sec
Open Sky TTFF Hot start 1 second

Cold start 29 seconds
Reacquistion <1s

Sensitivity Tracking

-165 dBm

Protocol

NMEA-0183, V3.01, GGA, GLL, GSA, GSV, RMC, VTG

14
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MTCBA-G2-EN2

General
Standards GPRS Class 10
Frequency Bands Quad band 850/900/1800/1900 MHz
Speed
Packet Data* Up to 85.6 Kbps, coding schemes CS1 to CS4
Circuit Switched Data Up to 14.4 Kbps transparent and non-transparent
Physical Description
Dimensions 293inx7.0inx1.24in
7.44 cmx17.78 cm x 3.15cm
Weight 0.75 Ibs
0.340 Kg
Connectors
Antenna Connector 50 ohm SMA (female connector)
SIM Holder Standard 1.8 and 3V SIM receptacle
LAN Connector RJ-45, 10/100 BaseT
RS232 Connector DE9S
Power Connector 2.5 mm miniature (screw-on)
Environment
Operating Temperature** | -40° to 185° F
-40° to 85° C
Storage Temperature -40° to 185° F
-40° to 85° C
Humidity Relative humidity 20% to 90% noncondensing
Power Requirements
Operating Voltage 9V to 32V DC
SMS
SMS Text and PDU
Point-to-Point
Cell broadcast
Certifications and Compliance
EMC Compliance FCC Part 15
EN55022 Class B
EN55024
Radio Compliance FCC Part 22, 24
RSS132, 133
EN301 489-1
EN489-3 (GPS models only)
EN301 489-7
EN301 511
AS/ACIF S042.1, 5042.3
Safety Compliance UL/cUL 60950-1 2nd Ed
IEC60950-1 2nd Ed am.1
Network Compliance PTCRB
AT&T
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GPS
Accuracy Position 2.5m CEP, Velocity 0.1 m/sec
Open Sky TTFF Hot start 1 second

Cold start 29 seconds
Reacquistion <1s

Sensitivity Tracking

-165 dBm

Protocol

NMEA-0183, V3.01, GGA, GLL, GSA, GSV, RMC, VTG

* UL Listed @ 40° C, limited by power supply. UL Certification does not apply or extend to an ambient above 40° C
and has not been evaluated by UL for ambient greater than 40° C.

** UL has evaluated this device for use in ordinary locations only. Installation in a vehicle or other outdoor
locations has not been evaluated by UL. UL Certification does not apply or extend to use in vehicles or outdoor
applications or in ambient above 40° C.

MTCBA-H5-EN2

General

Standards HSPA+

Frequency Bands Penta band 850/900/1700/1900/2100 MHz
Speed

Packet Data*

HSDPA data service of up to 21.0 Mbps
HSUPA data service of up to 5.76 Mbps

Physical Description

Dimensions 293inx7.0inx1.24in
7.44cmx17.78 cm x 3.15cm
Weight 0.75 Ibs
0.340 Kg
Connectors
Antenna Connector 50 ohm SMA (female connector)
SIM Holder Standard 1.8 and 3V SIM receptacle

LAN Connector

RJ-45, 10/100 BaseT

RS232 Connector

DE9

Power Connector

2.5 mm miniature (screw-on)

Environment

Operating Temperature**

-22°to 167° F

-30°to 75° C
Storage Temperature -40° to 185° F
-40° to 85° C
Humidity Relative humidity 20% to 90% noncondensing
Power Requirements
Operating Voltage 9V to 32V DC
SMS
SMS Text and PDU

Point-to-Point
Cell broadcast
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Certifications and Compliance
EMC Compliance FCC Part 15
EN55022 Class B
EN55024
Radio Compliance FCC Part 22, 24, 27
RSS132, 133, 139
EN301 489-1
EN489-3 (GPS models only)
EN301 489-7
EN301 489-24
EN301 511
Safety Compliance UL/cUL 60950-1 2nd Ed
IEC60950-1 2nd Ed am.1
Network Compliance PTCRB
AT&T
GPS
Accuracy Position 2.5m CEP, Velocity 0.1 m/sec
Open Sky TTFF Hot start 1 second
Cold start 29 seconds
Reacquistion <1s
Sensitivity Tracking -165 dBm
Protocol NMEA-0183, V3.01, GGA, GLL, GSA, GSV, RMC, VTG

* UL Listed @ 40° C, limited by power supply. UL Certification does not apply or extend to an ambient above 40° C
and has not been evaluated by UL for ambient greater than 40° C.

** UL has evaluated this device for use in ordinary locations only. Installation in a vehicle or other outdoor
locations has not been evaluated by UL. UL Certification does not apply or extend to use in vehicles or outdoor
applications or in ambient above 40° C.
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MTCBA-EV2-EN2

General

Standards

EV-DO Rev A
backwards compatible to EV-DO Rev 0 and CDMA2000 1xRTT

Frequency Bands

Dual band 800/1900 MHz

Speed

Packet Data*

Peak download 3.1 Mbps
Peak upload 1.8 Mbps

Circuit Switched Data

IS-95A, 1S-95B up to 14.4 Kbps forward and reverse

Physical Description

Dimensions 293inx7.0inx1.24in

7.44 cm x 17.78 cm x 3.15cm
Weight 0.75 Ibs

0.340 Kg
Connectors

Antenna Connector

50 ohm SMA (female connector)

LAN Connector

RJ-45, 10/100 BaseT

RS232 Connector

DE9

Power Connector

2.5 mm miniature (screw-on)

Environment

Operating Temperature**

-40°to 167° F
-40°to 75° C

Storage Temperature

-40° to 185° F
-40° to 85° C

Humidity

Relative humidity 20% to 90% noncondensing

Power Requirements

Operating Voltage 9V to 32V DC
SMS
SMS Text and PDU

Point-to-Point
Cell broadcast

Certifications and Comp

liance

EMC Compliance

FCC Part 15

Radio Compliance

FCC Part 22, 24
RSS132, 133

Safety Compliance

UL/cUL 60950-1 2nd Ed
IEC60950-1 2nd Ed am.1

GPS
Accuracy Position 2.5m CEP, Velocity 0.1 m/sec
Open Sky TTFF Hot start 1 second

Cold start 29 seconds
Reacquistion <1s

Sensitivity Tracking

-165 dBm

Protocol

NMEA-0183, V3.01, GGA, GLL, GSA, GSV, RMC, VTG

* UL Listed @ 40° C, limited by power supply. UL Certification does not apply or extend to an ambient above 40° C
and has not been evaluated by UL for ambient greater than 40° C.

** UL has evaluated this device for use in ordinary locations only. Installation in a vehicle or other outdoor
locations has not been evaluated by UL. UL Certification does not apply or extend to use in vehicles or outdoor
applications or in ambient above 40° C.
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RF Specifications

GSM 850 EGSM 900 GSM 1800 GSM 1900 CDMA 800 CDMA 1900
Frequency RX | 869 to 894 MHz | 925 to 960 MHz | 1805 to 1800 1930 to 1990 869 to 894 1930 to 1990
MHz MHz MHz MHz
Frequency TX | 824 to 849 MHz| 880 to 915 MHz| 1710 to 1785 1850 to 1910 824 to 849 1850 to 1910
MHz MHz MHz MHz
RF Power 2W at 12.5% 2W at 12.5% 1Wat 12.5% 1Wat 12.5%
Stand duty cycle duty cycle duty cycle duty cycle B B
Power Specifications
MTCBA-E1-EN2
| Sleep | Typical | Maximum | Peak TX
9 volts
| 0.175A,1.6W | 0277A,2.5W | 0.506A,4.5W | 2.50A
20 volts
| 0.090A,1.8W [ 0.133A,2.7W [ 0.240A,4.8W [ 1.00A
32 volts
| 0.060A, 1.9W | 0.089A,2.8W [ 0.150A,4.8W [ 0.60A
MTCBA-EI-EN2-GP
| Sleep | Typical | Maximum | Peak TX
9 volts
| 0.188A,1.7W | 0.297A,2.7W | 0.513A,4.5W | 2.50A
20 volts
| 0.095A,1.9W | 0.138A,2.8W | 0.240A,4.8W | 1.00A
32 volts
| 0.061A,1.9W [ 0.092A,2.9W | 0.152A,4.8W | 0.625A
MTCBA-C1-EN2
| Sleep | Typical | Maximum
9 volts
| 0.186A,1.7W | 0.283A,2.6W | 0.457A, 4.1W
20 volts
| 0.091A,1.8W | 0.137A,2.7W [ 0.214A, 4.3W
32 volts
| 0.061A,2.0W | 0.088A,2.8W | 0.138A, 4.4W
MTCBA-C1-EN2-GP
| Sleep | Typical | Maximum
9 volts
| 0.186A,1.7W | 0.384A,3.5W | 0.541A, 4.8W
20 volts
| 0.091A,1.8W [ 0.193A,3.9W | 0.256A, 5.1W
32 volts
| 0.061A,2.0W | 0.122A,3.9W | 0.162A, 5.2W
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MTCBA-G2-EN2

| Sleep | Typical | Maximum | Peak TX
9 volts
| 0.163A,1.5W | 0.240A,2.2W | 0.340A,3.0W | 1.300A
20 volts
| 0.082A,1.6W | 0.114A,2.3W | 0.153A,3.1W | 0.518A
32 volts
| 0.055A,1.8W | 0.077A,2.5W | 0.100A,3.2W | 0.343A
MTCBA-G2-EN2-GP
| Sleep | Typical | Maximum | Peak TX
9 volts
| 0.195A,1.8W | 0.285A,2.6W | 0.408A,3.7W | 2.25A
20 volts
| 0.099A,2.0W [ 0.136A,2.7W [ 0.183A,3.7W [ 0.960A
32 volts
| 0.066A,2.1W | 0.093A,3.0W | 0.120A,3.8W | 0.650A
MTCBA-H5-EN2
GSM850
Sleep Typical Maximum Peak TX Peak Rst
(Inrush)
9 volts
| 0.170A,1.58W [ 0.183A, 1.70W [ 0.281A, 2.60W [ 1.48A 3.21
20 volts
| 0.090A, 1.80W | 0.102A, 2.04W | 0.150A, 3.00W | 0.696A 3.10
32 volts
| 0.060A,1.92W | 0.070A, 2.24W | 0.100A, 3.20W | 0.468A | 2.62
HSDPA
Sleep Typical Maximum Peak TX Peak Rst
(Inrush)
9 volts
| 0.170A, 1.58W | 0.285A, 2.62W | 0.455A, 4.17W [ 0.660A 3.21
20 volts
| 0.090A, 1.80W | 0.138A,2.76W | 0.197A,3.94W | 0.350A 3.10
32 volts
| 0.060A,1.92W | 0.092A, 2.94W | 0.132A,4.22W | 0.254A | 2.62
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MTCBA-H5-EN2-GP

GSM850
Sleep Typical Maximum Peak TX Peak Rst
(Inrush)
9 volts
| 0.178A,1.64W | 0.183A,1.69W | 0.281A,2.59W | 1.35A 3.10
20 volts
| 0.089A,1.78W | 0.109A, 2.18W | 0.155A, 3.10W | 0.630A 3.01
32 volts
| 0.060A, 1.92W [ 0.072A, 2.30W [ 0.102A,3.26W [ 0.412A | 2.45
HSDPA
Sleep Typical Maximum Peak TX Peak Rst
(Inrush)
9 volts
| 0.178A, 1.64W | 0.315A, 2.91W | 0.450A, 4.14W | 0.570A 3.10
20 volts
| 0.089A, 1.78W | 0.139A, 2.78W | 0.197A,3.94W [ 0.288A 3.01
32 volts
| 0.060A, 1.92W | 0.091A,2.91W [ 0.130A, 4.16W [ 0.144A | 2.45
MTCBA-EV2-EN2
CDMA2000
| Sleep | Typical | Maximum
9 volts
| 0.125A, 1.15W | 0.215A, 1.98W | 0.600A, 5.45W
20 volts
| 0.060A, 1.20W | 0.130A, 2.60W | 0.297A, 5.94W
32 volts
| 0.044A, 1.41W | 0.085A, 2.72W | 0.195A, 6.05W
EV-DO
| Sleep | Typical | Maximum
9 volts
| 0.125A, 1.15W | 0.335A, 3.08W | 0.672A, 6.10W
20 volts
| 0.060A, 1.20W | 0.190A, 3.30W | 0.320A, 6.40W
32 volts
| 0.044A,1.41W | 0.125A, 4.00W | 0.204A, 6.53W
MTCBA-EV2-EN2-GP
CDMA2000
| Sleep | Typical | Maximum
9 volts
| 0.245A, 2.26W | 0.340A, 3.12W | 0.690A, 6.27W
20 volts
| 0.125A, 2.50W | 0.166A, 3.32W | 0.330A, 6.60W
32 volts
| 0.083A, 2.66W | 0.110A, 3.52W | 0.210A, 6.72W
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EV-DO

| Sleep | Typical | Maximum
9 volts

| 0.0465A, 2.27W | 0.370A, 3.40W | 0.780A, 7.13W
20 volts

| 0.125A, 2.50W | 0.220A, 4.40W | 0.374A, 7.48W
32 volts

| 0.238A, 7.62W | 0.145A, 4.64W | 0.385A, 7.62W

Note: Multi-Tech Systems, Inc. recommends that the customer incorporate a 10% buffer into their power source
when determining product load.

Cellular Information

Antenna System for Cellular Devices

The cellular/wireless performance depends on the implementation and antenna design. The integration of the
antenna system into the product is a critical part of the design process; therefore, it is essential to consider it early
so the performance is not compromised. If changes are made to the certified antenna system of the MultiModem,
then recertification is required by specific network carriers such as Sprint. The Antenna System is defined as the
UFL connection point from the MultiModem to the specified cable specifications and specified antenna
specifications.

PTCRB Requirements for the Antenna

There cannot be any alteration to the authorized antenna system. The antenna system must maintain the same
specifications. The antenna must be the same type, with similar in-band and out-of-band radiation patterns.

FCC Requirements for the Antenna

The antenna gain, including cable loss, for the radio you are incorporating into your product design must not
exceed the requirements at 850 MHz and 1900 MHz as specified by the FCC grant for mobile operations and fixed
mounted operations as defined in 2.1091 and 1.1307 of the FCC rules for satisfying RF exposure compliance. The
antenna used for transmitting must be installed to provide a separation distance of at least 20cm from all persons
and must not transmit simultaneously with any other antenna transmitters. User and installers must be provided
with antenna installation instructions and transmitter operating conditions to satisfying RF exposure compliance.

Antenna Specifications
CDMA RF Specifications

CDMA 800 CDMA 1900
Frequency RX 869 to 894 MHz 1930 to 1990 MHz
Frequency TX 824 to 849 MHz 1850 to 1910 MHz

CDMA Antenna Requirements/Specifications

Frequency Range 824 — 894 MHz / 1850 — 1990 MHz

Impedance 50 Ohms

VSWR VSWR shall not exceed 2.0:1 at any point across the bands of operation
Typical Radiated Gain 3 dBi on azimuth plane

Radiation Omni-directional

Polarization Vertical
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Antenna Loss

Free space not to exceed -3dB

TRP/TIS

The total radiated power (TRP) at the antenna shall be no less than +21/20 dBm for PCS/CELL
channels respectively, and the total isotropic sensitivity (TIS) at the antenna shall be no less
than -104/104 dBm for PCS/CELL channels respectively.

GSM/EGSM RF Specifications

GSM 850

EGSM 900

GSM 1800

GSM 1900

Frequency RX

869 to 894 MHz

925 to 960 MHz

1805 to 1880 MHz

1930 to 1990 MHz

Frequency TX

824 to 849 MHz

880 to 915 MHz

1710 to 1785 MHz

1850 to 1910 MHz

MultiModem rCell User Guide
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GSM Antenna Requirements/Specifications

Frequency Range

824 - 960 MHz / 1710 — 1990 MHz

Impedance

50 Ohms

VSWR

VSWR shall not exceed 2.0:1 at any point across the bands of operation

Typical Radiated Gain

3 dBi on azimuth plane

Radiation

Omni-directional

Polarization

Vertical

Antenna Loss

Free space not to exceed -3db

TRP/TIS

Including cable loss the total radiated power (TRP) at the antenna shall be no less
than +22/24.5 dBm for 850/1900 MHz respectively, and the total isotropic
sensitivity (TIS) at the antenna shall be no less than -99/101.5 dBm for 850/1900
MHz respectively.

GPS (Global Positioning) RF Specifications

GPS L1
Frequency RX 1575.42
LNA Bias Voltage 5V
LNA Current Consumption 40mA Max
GPS Antenna Requirements/Specifications
Frequency 1575MHz
Impedance 50 Ohms
VSWR 1.5db
Input voltage 3.0V +/-0.3V
GPS TIS The total isotropic sensitivity (TIS) at the antenna shall be no less than
47 dBm

Global Positioning System (GPS)

Point the GPS toward the sky, as the GPS antenna needs to find the satellites that provide location information.

Global Positioning System (GPS) - Underwriters Laboratories, Inc. Statement

Underwriters Laboratories Inc. (“UL”) has not tested the performance or reliability of the Global Positioning
System (“GPS”) hardware, operating software or other aspects of this product. UL has only tested for fire, shock or
casualties as outlined in UL’s Standard(s) for Safety.UL60950-1 Certification does not cover the performance or
reliability of the GPS hardware and GPS operating software. UL MAKES NO REPRESENTATIONS, WARRANTIES OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR RELIABILITY OF ANY GPS RELATED

FUNCTIONS OF THIS PRODUCT.
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RS232 9-Pin Functions of the Female End Connector

The following table explains the pin functions.
External Power Serial Cable

Signal IN/OUT Female Connector
Pin1CD 0 Pin 5 Pin 1
Pin 2 RX 0]

Pin 3 TX I

Pin 4 DTR I @i
Pin 5 GND -

Pin 6 DSR* 0]

Pin 7 RTS | Pin 9 Pin 6
Pin 8 CTS 0]

Pin 9 RI 0]

Note: The DSR signal on pin 6 is always asserted by the router.
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Inserting the SIM Card into Holder, for GSM Network Access

The router requires the power supply connection to begin operation. It also requires a SIM card (Subscriber
Identity Module) to operate on a GSM network. To install the SIM, do the following:

1. Using a small Phillips screwdriver, remove the two SIM door screws and remove the SIM door.

Note: When changing a SIM, ensure that power is removed from the unit.

2. Insert the SIM card into the card holder. The above graphic illustrates the correct SIM card orientation.

3. Verify that the SIM card fits into the holder properly and then replace the cover.

Making the Connection

MTCBA-XX-EN2 MTCBA-XX-EN2-GP (GPS antenna)

1. Connect a suitable antenna to the SMA connector (see antenna specifications in Chapter 1)

2. Optional: If you have the GPS version, connect a suitable GPS antenna to the GPS connector. Ensure that
when you position the GPS antenna, the antenna can see the sky to locate the satellites for accurate values.

3. Using an Ethernet cable, connect one end of the cable to the ETHERNET connector on the back of the router
and the other end to your computer either directly or through a switch or hub.

4. If you are connecting a customer’s serial legacy device to the router, connect the serial, RS-232 cable from the

customer’s device to the R5232 connector on the back of the router.

5. Depending on the power source, connect either the power supply module with the appropriate blade or the
optional DC power cable. If you are using the power supply module, remove the protective shipping cover.
Attach the appropriate interchangeable blade piece to the power supply module.
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NOTCH FOR.
LATCH

NAM INPUT
CONNECTOR

SLIDE LOCK DOWN

6. Screw on the power lead from the power supply module into the power connection on the router. Plug the
power supply into your power source.

Using Optional Direct DC Power
1. Screw-on the DC power cable to the power connector on the router.

2. Then attach the two wires at the other end of the DC power cable to a DC fuse/terminal block in which you
are mounting the router.

3. Connect the red wire to the "+" (positive) terminal and the black wire to the (negative) terminal. Be sure

the GND connection is correct.

Warning: Over-voltage protection is provided on the device. To ensure complete protection, you may want to
add additional filtering to the DC input.

Notes:

e For an application involving a battery: you can use permanent “+” or key-switched “+” source. Connect the
power supply to its source (for example, in a mobile situation, to the DC fuse/terminal block).

e The POWER LED. The POWER LED lights after power-up.

e The Status LED is a solid ON when the router is booting up, saving a configuration, or updating firmware.
When the Status LED begins to blink, the router is ready.

Using the Reset Button

Press and hold in the Reset button until the Status Light goes out. Then release the button. This sets the username
and password back to admin and admin, as well as sets the IP address to the default of 192.168.2.1.

Powering Down and Resetting Hardware for MTCBA-C1 Router

Before you turn off power to the router, and before you reset the hardware, it is recommended you complete the following
sequence.

The shutdown sequence informs the network that the mobile station is going offline, and saves critical data to the module’s
non-volatile memory (flash).

1. lIssue the following command:
AT+CFUN=0 (issue this command)

2. Wait for this response from the modem
+WIND:10 ()

You can now power off the router or reset it.

If you do not see the +WIND:10 response, you may need to activate the unsolicited message by using the
command AT+WUSLMSK=00020000,0
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Optional - Attaching the Router to a Flat Surface

Before you mount your router to a permanent surface, verify signal strength. For more information, refer to Verify
Signal Strength in this chapter.

The router can be panel mounted with screws spaced according to the measurement shown.

— 185 [4.78]

R.100[2.54] (4)

a00[7.82] — 'II R.188[4.78]

2785 [

320[8.12] REF.

|

258 [8.55] \_ +
480 [11.43] REF. J @188 [4.78] (2)

e G435 [182.51] -

7.000[177.80]

. 5028 [150.57] -]
124'3[315':']‘*_- %

L-f 2g21[74.18] 4—‘

100 [2.54] DIMENSIONS I In fmim]

Note: Use either #6 or #8 pan head screws for all four mount locations.

Setting TCP/IP Address

This section describes how to configure a TCP/IP address so the computer can communicate with the router.

1. From the Start menu, select Control Panel. In the window that opens, double-click Network Connections. The
Network Connections window opens.
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. Network Connections

File Edt Wiew Favorkes Tools Advanced Help

@Beck v & 1]‘ /- Search || Folders |3 x n -

Address |6 Metwork Connections

LAN or High-Speed Internet

Wizard

B ®

Mew Network Setup
Connecti..., Wizard

2. Right-click Local Area Connection. From the menu that appears, select Properties.
The Local Area Connection Properties window opens.

+ Local Area Connection Properties EdEd
General |Au1hemjcation | Advanced |

Connect using:

I ﬁ VIA Compatable Fast Ethernet Adapter Configure...

This connection uses the following items:

ILI

T NWLink NetBIOS
T NWLink IPX/SPX/NetBIOS Compatible Transport Protocal

T Internet Protocol (TCP/IP) -
<| | B
Install... Uninstall | Properties |
—Description

Allows your computer to access resources on the network.

[~ Showicon in notification area when connected

[v" Notify me when this connection has limited or no connectivity

OK | Cancel |

3. Select Internet Protocol [TCP/IP].

4. Click Properties. The Internet Protocol (TCP/IP) Properties window opens.
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Intemet Protocol (TCP/IP) Properties I

General |

You can get IP settings assigned automatically if your network supports this
capability. Otherwise, you need to ask your network administrator for the
appropriate IP settings.

(" Qbtain an IP address automatically

(8 Use the following IP address:

1P address: |

Subnet mask: |

Default gateway: |

" Obtain DN server address autormatically

—® Useg the following DNS server add

Prefered DNS server: |

Alternate DNS server I

Advanced.. |
| oK | Cancel |

Note: If this window displays your current IP configuration, it is recommended that you record this information
for future reference. This information is handy, for example, if you want to return the computer to its original
settings.

Setting a Static IP Address
To set a static IP address:
1. Select Use the following IP address.
2. Inthe IP address field type the IP address of the computer, for example 192.168.2.x.
Note: The x in the address stands for numbers 101 and up.
3. Inthe Subnet mask field, type the number of the subnet mask, for example: 255.255.255.0
4. In the Default Gateway field, type the default gateway, for example, 192.168.2.1
Note: The computer settings must be in the same subnet range as the router.
The factory default settings for the router are:
IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
5. Select Use the following DNS server addresses.
a. Enter the IP Address for the Preferred DNS Server. Example: 205.171.3.65
b. Click OK.
6. To close the Local Area Properties window, click OK.
7. Close the Control Panel.

8. Repeat these steps for each computer on your network.
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Configuring Ethernet Interface

You use the router's factory-installed Web Management software to configure the Ethernet interface. Access this
software using a Web browser.

1. Ensure that the Status LED is blinking, indicating that the router is ready.

2. Onthe computer, open a Web browser

3. Inthe browser’s address field, type the default Gateway Address: http://192.168.2.1
4. After entering the Address, the Login page opens.

User Name |

Password J

a. Inthe User Name field, type the default user name: admin (all lower-case).

b. Inthe Password field, type the default password: admin (all lower-case).

c. Click Login. The Web Management Home page opens.

The user name and password are case-sensitive. You must use lower-case for both.

A password can be up to 12 characters. If Windows displays the AutoComplete message, click No so that the
operating system does not remember the password. This helps maintain computer security.

It is recommended that you change the default password to better protect the security of your router. Use a
safe password.

Quickly Configuring the Router by Using Wizard Setup

The Wizard Setup tool helps you quickly configure the router. Benefits of using this tool include:
e Saves time by allowing you to configure the basic setup in one place.

e The information entered defaults to other windows that require this information.

e Lets you enter and save information needed to create a connection to the Internet.

This section describes how to configure the basic parameters to start using your router. You can configure more
than the basics by using other features of the Web Management software. For more information, see Chapter 3.

To use Wizard Setup to setup basic router features:

1. From the Web Management software’s menu bar, select Wizard Setup.
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2. The Wizard Setup page opens, where a minimum router configuration is provided.

&rsw'W@
IP Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | IPSec | Serial Port | Tools | Statistics & Logs | Save & Restart | Help-Index
Home | Wizard Setup | Logout | Help
i Confguration
IP Address 192.168.2.1 Authentication Type " pzp " chap * pap-chzp
Mask 255.255.255.0 Username [ Password |
] 0.0.0.0
pPPR (" Enzble * Disable
Dial-on-Demand (" Ensbls (+ Disable
Idle time out 180 Dial  [ugguwngg
number
Init
APN: String |AT+CSQ
1:
Init
Init String 2: String
3:
Init String 4:

The table that follows describes the basic parameters you need to set before you can connect to the Internet.

IP Configuration

IP Address The default is 192.168.2.1. To change it, type a new IP address.

Mask The default is 255.255.255.0

DNS Enter the primary DNS IP address for the system. The default is 0.0.0.0
PPP Configuration

PPP The default is disable. To connect to the Internet, you need to enable PPP.

Depending on the model, commands may need to be issued to the integrated cellular modem
before connecting to the wireless service. To issue commands to the integrated cellular
modem, PPP must be disabled and telnet port 5000 used.

Dial-on-Demand The default is disable.

Idle Time Out Sets the time the PPP link stays active before disconnecting. Setting the value to zero causes
the link to stay active continuously.

Dial Number Enter the dial number. This number connects you to the Internet.

For GSM, the number is ¥*99*** 14,

For CDMA, the Dial Number is #777.

APN For GSM models, enter the APN (Access Point Name). Your wireless service provider assigns the
APN. If you don’t know the name, ask your provider for it.

An access point is an IP network to which a MultiModem rCell Router connects. The Web
Management software asks for the APN on the Wizard Setup and the PPP screen.

For CDMA models, the APN does not apply.

Init String You can set up to 4 router initialization strings.

PPP Authentication

Authentication Type Select the radio button of the authentication protocol used to negotiate with the remote peer:
PAP, CHAP, or PAP-CHAP. The default is PAP-CHAP

Username Enter the PPP Username. This name authenticates the remote peer.

Password Enter the PPP Password. This password authenticates the remote peer.

3. To save changes, click Submit.
4. To cause your changes to go into effect, from the Menu bar, click Save & Restart. The router reboots.

You don’t need to click Save & Restart after every change you make. You can submit several changes on
various pages, and then click Save & Restart.
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Verifying Signal Strength

This section describes how to verify signal strength by using telnet to communicate directly with the modem.

Before You Begin

e Ensure that the Status LED is blinking, indicating that the router is ready.

e Ensure that PPP is disabled.

To verify signal strength:

1. Use one of the following methods to open a command prompt:
e From the Start menu, select Run. In the Open window, enter cmd and then press ENTER.
e From the Start menu, select All Programs, Accessories, Command Prompt

2. Inthe command window, type telnet 192.168.2.1 5000

3. Atthe Login prompt, type the default user name: admin (all lower-case). Press ENTER

4. Atthe Password prompt, type the default password: admin (all lower-case). Press ENTER

5. Inthe command window, type AT+CSQ . The router responds with the received signal strength (rssi).

Signal Strength — RSSI

10-31 Sufficient

0-9 Weak or Insufficient
99 Insufficient

6. To find the best location in which to run the router, check the signal from a few different locations.

Verifying Provider Fees

Your provider charges you for data usage so be aware of your payment obligations. If you use the router for large
data transfers, Multi-Tech recommends an unlimited data plan with your account. Multi-Tech is not responsible
for any charges relating to your cellular bill.

Activating an Account for Wireless Devices

See Multi-Tech’s Cellular Activation Website at http://www.multitech.com/activation.go for information on activating your
cellular modem.

Setting Up the Account to Enable Remote Configuration

You can remotely configure the MultiModem over the Internet if your wireless provider has provisioned some
features for you.

e Make sure your wireless network provider has provisioned for mobile terminated data.

e The provider also needs to setup a fixed or dynamic public IP address to which the network can redirect any
incoming connection.
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Chapter 3 - Using the WEB Management
Software

This chapter describes how to configure the router by using the Web Management software.

Software Interface Overview

This section explains the menu structure and the navigation buttons of the router’s Web Management software.

Menu Bar Overview

1P Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | IPSec | Serial Port | Tools | Statistics & Logs | Save & Restart | Help-Index
Home | Wizard Setup | Logout | Help

You can select the following items from the menu bar:

IP Setup Sets up a General Configuration, HTTP, DDNS, SNTP, Static Routes, and Remote
Configuration.

PPP Used to configure the PPP authentication, dial-on-demand, router authentication, and
Wakeup on Call.

Networks & Services Used to configure networks and services to make them available to other functions such as
allowed packet filters, static routes, remote configuration, DNAT, and GRE tunnels and
routes.

Packet Filters Defines filter rules, DNAT configuration, and ICMP rules.

GRE Tunnels Used to define Generic Routing Encapsulation (GRE). Defines the remote network and the
tunnel through which traffic is routed.

DHCP Server Used to configure the DHCP server settings.

IPSec Allows the device to support LAN-to-LAN VPN tunneling with 3DES and AES 128-192-256
encryption support

Serial Port Adds support for RS-232 serial port so that Ethernet and legacy serial devices can share the
same cellular connection.

Tools Sets DDNS Force Update, displays DDNS Status, resets the modem, and provides interfaces
for Firmware Upgrade, Load Configuration, and Save Configuration.

Statistics & Logs Shows statistics and logs maintained by the router.

Save & Restart Saves your settings and reboots your router.

Help Index Opens the online Help file.

Submitting, Saving and Restarting Overview

Nearly every page of the software’s interface includes a Submit button. This button allows you to save changes
you make to the software pages and their parameters.

To ensure your changes go into effect, you must eventually use Save & Restart, located on the Menu bar. You do
not need to click Save& Restart after each change you make. You can change several areas, and then click Save &
Restart.
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Overview of the Web Management Software’s Interface

Menubar Submenutitle Submepu list
/ )

Navigation bar

Home | Wizard Setup | Logout | Help

Page name

Date 1/1/1970  MM/DD/YYYY
Time 06:57:19 HH:MM:SS

1P Configuration
1P Address 192.168.2.1 Mask 255.255.255.0
Default Gateway 0.0.0.0 Primary DNS  |0.0.0.0
Secondary DNS 0.0.0.0

Auto Dialout Configuration

Autodialout @ Ensble  ( Disable  RAwDiEleut o ©opisable
(for Telnet)

Navigation bar

Home To return to the home page, click Home.

Wizard Setup To use the Wizard Setup tool for quick set up of your MultiModem, click Wizard Setup. This
tool helps you configure basic settings needed to run the rCell Router.

Logout To log out of the software, click Logout. You return to the login screen.

Help To open an online help file, click Help.
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Submenus

The submenus display on the left side of the page. The following table lists the submenu selections under each

main menu category.

IP Setup PPP Networks & Packet Filters GRE

Services Tunnels
General PPP Configuration Network Packet Filters GRE Tunnels
Configuration Wakeup on Call Configuration DNAT GRE Routes
HTTP Configuration | Power On Config Service Configuration

DDNS Modem Configuration Advanced
Configuration Commands
SNTP Configuration
Static Routes
Remote
Configuration
GPS Configuration
DHCP Server IPSec Serial Port Tools Statistics & Logs
Subnet Settings IP Sec Serial Port Settings Tools Sysinfo
Fixed Addresses Client Settings Firmware Ethernet
Server Settings Upgrade PPP
Load PPP Trace

Configuration
Save
Configuration

DHCP Statistics

GRE Statistics
Modem Info
Service Status
TCP/UDP Client Live
Log

TCP/UDP Server Live
Log

IPSec Live Log

IPSec Log Traces
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IP Setup, General Configuration Parameters

IP Setup

General Configuratio

General Configuration

Date 6/30/2010 MM/DD/YYYY
Time Il}9:26:44 HH:MM:55

IP Configuration

IP Address |192.168.2.1 Mask |255.255.255.0
Default Gateway Il}.{}.ﬂ.ﬂ Primary DNS Il?Z.lS.?.lST
Secondary DNS |1?2.16.7.16?

Auto Dialout Configuration

Autodialout { Enable WE=r  DETTE s (gGreis
(for Telnet)
Autodialout login * Enzble ™ Disable ;m_t — |s000

P Inactivity l—
Handle EIA Signal {~ Enable {+ Disable (Secs) o

Syslog Configuration

Syslog {* Enable i Disable

Syslog Server IP Address |192.158.2.2

Auto Discovery
Autodiscovery {* Enabla i Disable Server Port |1azo
Broadcast Timer IJG seconds

Auto Reboot Timer Configuration

Auto Reboot Timer o [l

{ 0: Deactivate )

Telnet Configuratio

Telnet (+ Enable " Disable

SUBMIT

MultiModem rCell User Guide




Chapter 3 — Using the Web Management Software

General Configuration Group

In the General Configuration group, set the general system-based parameters.

Date The system date: MM/DD/YYYY

Time HH:MM:SS. A real time clock is part of SNTP to display proper time.

IP Configuration Group

Use the IP Configuration group to configure the Ethernet interface. If desired see Appendix A for a table of commonly
supported subnets.

IP Address (Default is 192.168.2.1),
Mask (Default 255.255.255.0),
Default Gateway (Default 0.0.0.0),
Primary DNS (Default 0.0.0.0),
Secondary DNS (Default 0.0.0.0).

Auto Dial out Configuration Group

Auto Dialout Check the box to enable or disable Auto Dialout. Default is Enable. The Auto Dialout settings allow you
to use the integrated cellular modem directly with no router functions. This is accomplished using
redirector software on your computer. This software creates a virtual serial port allowing your
computer to communicate with the integrated cellular modem over IP using telnet.

Raw Dialout Check the box to enable or disable raw mode for an Auto Dialout session. Default is Disable.
Auto Dialout Check the box to enable or disable Auto Dialout Login feature. Default is Enable. The Auto Dialout port
Login is the telnet port used by the redirector software on your computer to communicate to the integrated

cellular modem.
Auto Dialout Port  Enter the serial Auto Dialout Port number. Default is 5000.

Handle EIA Signal  Check the box to enable or disable the EIA standard signal characteristics (time and duration) used
between different electronic devices.

Inactivity Enter the seconds that the auto dialout session stays active before going inactive.

Syslog Configuration Group

Syslog Check the box to enable or disable Syslog. Default is Disable.
Syslog Server IP If a Remote Syslog Server IP Address is specified, the syslog feature acts as a remote Syslog.
Address

Auto Discovery Group

Auto Discovery Check the box to enable or disable Auto Discovery to broadcast (MAC level), the MAC Address, IP
Address, and DHCP information to the configured server port. Default is Enable. The router sends a
broadcast packet on the specified server port every 10 seconds or whatever interval the broadcast
timer is set to.

Server Port Enter the Server Port Number. Default port is 1020.

Broadcast Timer Enter the amount of time in seconds for the auto-discovery packet granularity of periodic
broadcasting. Default is 10 seconds.
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Auto Reboot Timer Configuration Group

Auto Reboot Timer: Enter the hours that lapse between each automatic reboot. The default of zero deactivates the timer.
Range is 0 to 999.

Telnet Configuration Group

Enables or disables the Telnet port. The default is Enable. This is specifically for telnet port 23 for technical
support debug. You can still access the integrated cellular modem using port 5000 when this is disabled. Ensure
that PPP is also disabled before telnetting to the port.

Submitting and Saving Your Changes

Click Submit to save these settings.

Click Save and Restart after you complete and submit all the pages where you changed parameters.
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IP Setup, HTTP Configuration Parameters

General Configuration
DDNS Configuration
SNTP Configuration HTTP port 80
Static Routes HTTP Time-out 120
Remote Configuration
Username admin
Password e

HTTP Configuration Group
HTTP Port Enter the port number on which the HTTP server listens for requests. The default is 80.
HTTP Time-Out  Set the HTTP session in seconds. The default is 120 seconds.

Authentication Group

Use the Authentication group to change the user name and password. The Username and password combination
provide access the Web Management software, as well as telnet access to the router and integrated cellular
modem.

Username Enter the name of a user who is allowed access to the Web Management software. Default is
admin.
Password Enter the Password associated with the user who is allowed access to the Web Management

software. Default is admin. It can be up t0100 characters. Use a safe password. Your first name
spelled backwards is not a sufficiently safe password; a password similar to xfT35%4 is better.

Submitting and Saving Your Changes
To save these settings, click Submit.

To ensure your changes go into effect, click Save and Restart.
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IP Setup, DDNS Configuration Parameters

DDNS (Dynamic Domain Naming System) allows you to have a static domain name with a dynamic IP address.

When the dynamic IP address changes, it is submitted to the DDNS server. Here, the domain name is updated to point to the

new IP address.

You must register with a DDNS server to use this feature.

.

General Configuration

HTTP Configuration

SNTP Configuration
Static Routes

Remote Configuration

IP Setup -> DDNS Configuration

ceneral N

DDNS " enable + disable

User Check IP + enable " disable

theck IP Server [checkip.dyndns.org  Check IP Port [0

Server 'm Port '807

Max Retries '57 Update Interval (days) '287

System % Dynamic " Customn

Domain '—

Usermname '— Password ’7
[Supmi |

General Group

This section describes the parameters that you can configure in the General group.

DDNS
Use Check IP

Check IP Server

Check IP Port

Server

Port

Max Retries

Update Interval

System

Domain

Check the Enable or Disable box. This enables/disables DDNS. Default is Disable.

Check the Enable or Disable box. If enabled, the program queries the server to determine the
IP address before it performs the DDNS update (the IP address is still assigned by the wireless
provider and the DDNS is updated based on the address returned by Check IP Server). If
disabled, the program performs the DDNS update using the IP address that it obtains from
the PPP link. Default is Enable.

Enter the Server name from which the currently assigned IP address is obtained. This server is
a server the router accesses to check its current IP address.

Enter the port number of the Check IP Server. Default is 80.

Enter the Server name to which the IP Address change is registered; for example,
members.dyndns.org

Enter the Server port number. Default is 80.

Enter the maximum number of tries that are allowed if the update fails. Default is 5. Range is
0-100.

Enter the interval, in days, that lapse before the IP Address can change. At the end of this
interval, the existing IP Address is updated in the server so that it does not expire. Default is
28 days. Range is 1 — 99 days.

Sets the system registration type as either Dynamic or Custom. Default is Dynamic.

Enter the registered Domain name.
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Authentication Group
This section describes the parameters that you can configure in the Authentication group.

Username Enter the Username of the person who can access the DDNS Server. Default is NULL. You
received your username when you registered with the DDNS service.

Password Enter the Password of the user who can access the DDNS Server. Default is NULL. You
received your password when you registered with the DDNS service.

Submitting and Saving Your Changes
To save the changes you made to these parameters, click Submit.

To ensure your changes go into effect, click Save and Restart.
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IP Setup, SNTP Configuration Parameters

EET.
General Configuration
HTTP Configuration
DDNE Configuration
SNTP Client " Enabil= (¢ Dizabil=
Static Routes
Remuote Configuration Serwer ime  minute(s) 300
Time Zone uTc Time Zone offset :;I.:'n:n]n [+-
Daylight Saving # Ermpis " Dizati=
Daylight Saving offset +60 minut=(s)
Start Ordinal second W Start Month march b
Start Day sunday w Start Time 02:00 [hh:mm]
End Ordinal first W End Month nowermber
End Dy Sundéay b End Time 02:00 [hhizmm]
| susmIT |
General Configuration Group
SNTP Client Enable or disable the SNTP Client to contact the configured server on the UDP port 123 and set
the local time. The default is Disable.
Server Enter the SNTP server name or IP address that the SNTP Client contacts to update the time. No
default.
Polling Time Enter the time, in minutes, after which the SNTP client requests the server to update the time.

Default is 300 minutes.

Time Zone Configuration Group

Time Zone: Enter the time zone. Default is UTC (Universal Coordinated Time, Universal Time). See the following

website for Time Zone information:

http://wwp.greenwichmeantime.com/info/current-time.htm

Time Zone Offset: Enter +/- hh:mm. Default is +00:00. Offset is the amount of time varying from the standard

time of a Time Zone.
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Daylight Configuration Group
Daylight Saving Enable or disable Daylight Saving mode. The default is Enable.

Daylight Saving Set the offset to use during Daylight Saving mode. Default is +60 minutes. Enter the time in +/
Offset - minutes

Daylight Saving Start Time Group

Start Ordinal Set the start ordinal to use during Daylight Saving mode. Options are first, second, third, fourth
and last. Default is second. Daylight Saving time usually starts at the same time on the same day
of the week in the same month every year. Each day of the week occurs four or five times a
month. Therefore, select the week in which daylight saving time starts, either the first, second,
third, fourth or the last of the month.

Start Month Set the start month to use during Daylight Saving mode. Default is March.
Start Day Set the start weekday to use during Daylight Saving mode. Default is Sunday.
Start Time Set the start time to use during Daylight Saving mode. Default is 02:00 (hh:mm).

Daylight Saving End Time Group

End Ordinal Set the end ordinal to use during Daylight Saving mode. Select the week in which daylight saving
time ends. Options are first, second, third, fourth and last. Default is first.

End Month Set the end month to use during Daylight Saving mode. Default is November.

End Day Set the end weekday to use during Daylight Saving mode. Default is Sunday.

End Time Set the end time to use during Daylight Saving mode. Default is 02:00 (hh:mm).

Submitting and Saving Your Changes
To save your changes, click Submit.

To ensure your changes go into effect, click Save and Restart.

IP Setup, Static Routes Parameters

Networked computers use routing information to identify whether they are sending data packets directly to the
firewall or to another network.

After you define and add a route, you can use the table at the bottom of the group to delete or edit the route.

IP Setup -> Static Routes
General Configuration
HTTP Configuration Add Static Routes
DD NS Configuration
SNTP Configuration Static Route LANInterface + =3
Remote Configuration
I Name I IP Address Options
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Add Static Routes Group

IP packets destined for the network indicated in the drop down list are routed to the IP address in field pointed to
by the arrow. You can define the networks in the drop down list under the ‘Networks & Services’ tab. The Static
Route page does not display until the network is defined under Networks & Services.

Static Route: Select a static route from the drop down list, and then click Add.

Add Button: After you click Add, the new route appears in the table.

IP Setup, Remote Configuration Parameters

IP Setup - Remote Configuration
General Configuration
HTTP Configuration Remote Configuration

DDNS Configuration

SNTP Configuration Add Network /Host for remote configuration

Static Routes

Network /Host Optons

LAM Static

Remote Configuration Group

To add a network or host for remote configuration:

1. From the drop down list, select a network or host. Options are Any, LAN, and WAN Interface.
To define more networks or hosts use the Network & Services tab.

2. Click Add. The network or host is added and appears in the table.

3. Repeat these steps for all that apply.

4. To delete Any and WAN Interface in the Options columns after either is added, click Delete.
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IP Setup, GPS Configuration Parameters

An rCell unit with a =GP build option enables the GPS Configuration. The —GP option allows you to configure
forwarding of NMEA (National Marine Electronics Association) sentences from the built in GPS receiver to a device
connected to the serial port or over the network to a remote host.

The TCP Server, TCP/UDP Client and Serial Port Dump can be enabled simultaneously.

All enabled sentences are forwarded periodically using the interval specified in the NMEA Configuration group.
Before forwarding, the rCell inserts an ID Prefix and ID to each enabled NMEA sentence.

Available NMEA sentences are: GPGGA, GPGSA, GPGSV, GPGLL, GPRMC, GPVTG.

For detailed descriptions of the supported NMEA sentences, see the Universal IP AT Commands Reference Guide.
You can download this guide from the Multi-Tech website.

General Configuration
HTTE Configuration
Local C tio
DDNS Configuration Ctal R atioa
SNTP Configuration
TCP Server  Ensble (¥ Disable  Port 5445
Static Routes
Remote Configuration
Password
SerialPort Dump  ( Ensble (% Disable
Remote Configuration
TCP/UDP Client [ Ensble (¥ Disable  Protocol & Tcp  uoe
Remote Host 192.168.2.3 Part 5345
Password
Interval 10
Add ID Prefix Add ID
GeA # on C off GsA & on  off
GSV ' on " off GLL * on " off
RMC &~ on " off VTG * on " off
SUBMIT

Local Configuration Group
The Local Configuration group allows you to configure the TCP server port and allows for a serial port dump.
TCP Server Enable or disable TCP Server. The default is Disable.

Port Sets the port on which the server is listening. The default is 5445. The port range is from 1 to 5
digits, each digit between 0 and 9 inclusive. Note that numbers above 65,535 are illegal as the
port identification fields are 16 bits long in the TCP header.

Password If a password is supplied, the TCP server requests that the remote client supply a password
before sending the NMEA sentences.

Serial Port Enable or disable the Serial Port. The default is Disable. The serial port configuration settings

Dump are used to configure the port. The serial port client/server must be disabled in order to use

the serial port for GPS.
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Remote Configuration Group

The Remote Configuration group allows the device to connect to a remote server using the IP and port
information for uploading GPS data.

TCP/UDP Client Enable or disable the TCP/UDP Client and defines the protocol of the client. The defaults are
Disable and TCP.

Remote Host Displays the IP address and port number of the Remote Host.
Password If the Remote Host requests a password, the password entered here is sent to the server in
response.

NMEA Configuration Group

The NMEA Configuration allows you to configure the time interval, any additional prefix or ID information and forward NMEA
sentences.

Interval The Interval is defined in seconds. The default is 10 seconds. The range is 1 to 255 seconds.
Add ID Prefix The ID Prefix is O to 10 character prefix added to the ID.

Add ID The ID is a unique remote asset identification string. You can specify up to 20 characters for
the ID string. The & and $ are invalid characters. The ID must follow the standard NMEA
sentence structure. The Universal IP AT Commands Reference Guide, which you can download
from the Multi-Tech website, describes sentence structure.

NMEA GGA, GSA, GSV, GLL, RMC, and VTG are the NMEA sentences. You can turn each sentence On
Sentences or Off. The default is On.

Communication Examples
Communication is shown from the remote side.
TCP Server example

read: "PASSWORD\r\n"

write: "serverpasswd\r\n"

read: "OK\r\n"

read: "&&rcellSGPGGA,192913.002,4505.9845,N,09311.7705,W,1,10,1.0,249.0,M,-29.0,M,,0000*6F\r\n"
read: "&&rcellSGPGSA,A,3,13,07,03,05,19,06,23,08,16,10,,,1.8,1.0,1.6*3F\r\n"

read: "&&rcellSGPGSV,3,1,12,07,59,308,33,13,59,202,32,03,55,083,33,19,50,136,33*76\r\n"

read: "&&rcellSGPGSV,3,2,12,06,43,065,26,23,35,177,26,08,24,296,27,16,19,059,21*79\r\n"

read: "&&rcellSGPGSV,3,3,12,10,14,286,29,05,07,321,28,24,06,087,23,21,01,029,*76\r\n"

read: "&&rcell$SGPGLL,4505.9845,N,09311.7705,W,192913.002,A,A*43\r\n"

read: "&&rcellSGPRMC,192913.002,A,4505.9845,N,09311.7705,W,000.0,117.3,220710,,,A*76\r\n"

read: "&&rcellSGPVTG,117.3,T,,M,000.0,N,000.0,K,A*09\r\n"

read: "&&rcellSGPGGA,192915.002,4505.9842,N,09311.7699,W,1,10,1.0,248.9,M,-29.0,M,,0000*62\r\n"
read: "&&rcellSGPGSA,A,3,13,07,03,05,19,06,23,08,16,10,,,1.8,1.0,1.6*3F\r\n"

read: "&&rcellSGPGSV,3,1,12,07,59,308,33,13,59,202,33,03,55,083,33,19,51,136,33*76\r\n"

read: "&&rcellSGPGSV,3,2,12,06,43,065,25,23,35,177,26,08,24,296,27,16,19,059,21*7A\r\n"

read: "&&rcellSGPGSV,3,3,12,10,14,286,28,05,07,321,28,24,06,087,23,21,01,029,*77\r\n"

read: "&&rcellSGPGLL,4505.9842,N,09311.7699,W,192915.002,A,A*46\r\n"

read: "&&rcellSGPRMC(C,192915.002,A,4505.9842,N,09311.7699,W,000.0,117.3,220710,,,A*73\r\n"

read: "&&rcell$GPVTG,117.3,T, M,000.0,N,000.0,K,A*09\r\n"
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TCP Client Example with password

write: "PASSWORD\r\n"

read: "clientpasswd\r\n"

write: "OK\r\n"

read: "&&rcellSGPGGA,193038.002,4505.9798,N,09311.7646,W,1,10,1.0,230.2,M,-29.0,M,,0000*6B\r\n"
read: "&&rcellSGPGSA,A,3,13,07,03,05,19,06,23,08,16,10,,,1.8,1.0,1.5*3C\r\n"

read: "&&rcellSGPGSVY,3,1,12,07,60,309,31,13,59,201,30,03,54,082,30,19,51,135,28*75\r\n"

read: "&8&rcellSGPGSV,3,2,12,06,42,064,21,23,34,177,25,08,24,297,20,16,18,060,20*70\r\n"

read: "&&rcellSGPGSV,3,3,12,10,13,285,31,05,07,320,28,24,07,086,26,21,01,028,*7E\r\n"

read: "&&rcellSGPGLL,4505.9798,N,09311.7646,W,193038.002,A,A*4B\r\n"

read: "&&rcellSGPRMC,193038.002,A,4505.9798,N,09311.7646,W,000.0,117.3,220710,,,A*7E\r\n"

read: "&&rcellSGPVTG,117.3,T,,M,000.0,N,000.0,K,A*09\r\n"

read: "&&rcellSGPGGA,193040.002,4505.9796,N,09311.7646,W,1,10,1.0,230.1,M,-29.0,M,,0000*69\r\n"
read: "&&rcellSGPGSA,A,3,13,07,03,05,19,06,23,08,16,10,,,1.8,1.0,1.5*3C\r\n"

read: "&&rcellSGPGSVY,3,1,12,07,60,309,32,13,59,201,29,03,54,082,31,19,51,135,28*7F\r\n"

read: "&&rcellSGPGSVY,3,2,12,06,42,064,22,23,34,177,26,08,24,297,19,16,18,060,21*7B\r\n"

read: "&&rcellSGPGSVY,3,3,12,10,13,285,32,05,07,320,28,24,07,086,25,21,01,028,*7E\r\n"

read: "&&rcellSGPGLL,4505.9796,N,09311.7646,W,193040.002,A,A*4A\r\n"

read: "&&rcellSGPRMC,193040.002,A,4505.9796,N,09311.7646,W,000.0,117.3,220710,,,A*7F\r\n"

read: "&&rcellSGPVTG,117.3,T,,M,000.0,N,000.0,K,A*09\r\n"
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PPP, PPP Configuration Parameters
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NAT Configuration Group
NAT: Enable or disable NAT (Network Address Translation). The default is Enable.

Note: For routing to take effect, enable then save the configuration.

Enabling NAT

Your LAN can use one set of IP addresses for internal traffic and a second set of addresses for external traffic. The
router with NAT does the simple IP routing between the LAN interface and the WAN interface. NAT hides the LAN
address behind a single IP address on the wireless side.

Your internal addresses are shielded from the public Internet.
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Disabling NAT

The router functions without performing any address translation on the packets passing through it.
Masquerading of packets originating from the LAN is disabled.

Address translation of packets arriving from the WAN is also disabled.

Any DNAT Configuration previously setup in the DNAT Configuration screen is disabled. This prevents the user
from adding any DNAT rules, which if allowed defeat the purpose of enabling Routing.

PPP General Group

PPP: Enable or disable PPP. The default is Disable. When enabled, the unit functions as a router. PPP must be
disabled to access the integrated cellular modem directly using telnet port 5000. If PPP is enabled, you cannot
access the integrated cellular modem.

Dial-on-Demand: Enable or disable Dial-on-Demand. The default is Disable. If you disable it, the router always
stays connected unless the Idle Time Out expires. When Dial-on-Demand is enabled, use the ‘Wakeup on Call’
settings under the PPP menu to configure the settings for re-establishment of the connection.

Idle Time Out: Set the amount of idle time that passes before the router timeouts. The default is 180 seconds. If
the time expires, the PPP connection to the Internet disconnects. Any IP packets from the LAN side or IP traffic
from the wireless side resets this timer and prevents the connection from dropping.

Connect Time Out: Set the number of seconds to wait for a connection while in receive mode before timing out.

Dialing Max Retries: Enter the number of dialing retries allowed. The default is zero, which means an infinite
number is allowed. Range 0 to 100.

Authentication Group

Authentication Type: Set the authentication protocol type that negotiates with the remote peer: pap/chap/pap-
chap. Default is pap-chap.

Username: Enter the Username with which the remote peer authenticates. You can leave this field blank, if
desired. Username is limited to 60 characters.

Password: Enter the Password with which the remote peer authenticates. You can leave this field blank, if
desired. Password is limited to 60 characters.

ICMP Keep Alive Check

Keep Alive Check: Enable or disable Keep Alive Check. The default is Disable. This is used to periodically check that
the Internet connection is up. If it is not, the router tries to reconnect.

Keep Alive Type: Select ICMP or TCP (the protocol type for Keep Alive).

Host Name: Enter the Host Name or IP Address for Keep Alive Check. No default.

TCP Port: Enter the TCP Port number to connect with the TCP server.

Interval: Set the number of seconds for Keep Alive Check. Default is 60 seconds.

ICMP Count: Set the number of ICMP Keep Alive Checks to be sent to the specified host. Default is 10.

Modem Configuration Group

To know the proper information to enter into this group, refer to the Customer Activation Notices included with
the product.

Dial Number: Set the dial number to be dialed. Default is NULL.
For GSM models, the Dial Number is ¥99***14#
For CDMA models, the Dial Number is #777
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Dial Prefix: Set the modem dial prefix. The default is ATDT.

Connect String: Set the modem Connect String. The default is CONNECT.

APN: Enter the APN (Access Point Name). The APN is assigned by your wireless service provider.
Init String 1-4: Configure the modem init strings. You can set up to 4 modem initialization strings.

Baud Rate: The Baud Rate option is only displayed on certain models and is set at 230.4K, by default. The default
setting is set for maximum performance. Setting the baud rate higher, particularly on the G2 models, is not
recommended as it may adversely affect the performance.

Submitting and Saving Your Changes
To save these settings, click Submit.

To ensure your changes go into effect, click Save and Restart.
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PPP, Wakeup-on-Call Parameters

The Wakeup-on-Call feature allows the router to wake up and initiate a connection when there is an incoming call
or LAN activity. . The Wakeup-on-Call feature reduces the cost incurred when a router is online and available 24/7.

If you desire some security with this feature, you can set up the router to wake up based on Caller ID or SMS
instead of allowing all incoming calls to wake up the router. Dial-on-Demand in the IP Setup menu must be
enabled for wakeup-on-call features to go into effect.

Note: When provisioning this feature, you must allow incoming calls, SMS capability, and caller-id.

PPP -> Wakeup on call
PPP Configuration

“Wakeup on call' Configuration

PowerOn Configuration

Modem Commands

Wakeup on Call (" Enable (s Dizable Time Delay (sec) 10
Dial On Demand from LAN " o _u & Doy

Init String 1 Init String 2

Init String 3 Init String 4

Init String 5

Add 'Wakeup on call' Caller ID

ELT Caller ID Options

Caller Acknowledgement Configuration

Acknowledgement String to Caller

Wakeup-on-Call Configuration Group

Wakeup on Call: Enable or disable the Wakeup-on-Call feature. The default is Disable. Wakeup on Call occurs
when a ring or caller ID is detected. This triggers the router to reconnect after the ‘Time Delay’ expires.

Time Delay: Enter the amount of time that you want to pass between the reception of a call and the initiation of
the Wakeup-on-Call connection. A time delay is needed to make sure that the incoming call has ended before the
connection is initiated. The default is 10 seconds.

Dial-on-Demand from LAN: The default is disable. When enabled, the router reconnects when it sees IP traffic on
the LAN is needed to route. If this feature is disabled, Dial-on-Demand initiates a PPP connection to the Internet
only from the WAN, not from the LAN.
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Init Strings: Configure the router initialization strings. These init strings need to be specific to the integrated
cellular modem. Some initialization may be required for the integrated cellular modem to accept SMS for
‘Wakeup on Call’. Init-num can range from 1-5. The default is NULL. Refer to the following table for examples of
Init Strings depending on model.

Model Init 1 Init 2 Init 3 Init 4 Ack Comment
C1-EN2-GP AT+CNMI=2,2,0,0,1 AT+CLIP=1 AT+CNMA Ring with CLI, SMS with ACK
E1-EN2-GP AT+CMGF=1 AT+CSMS=1 | AT+CNMI=2,2,0,0,1 AT+CLIP=1 AT+CNMA Ring with CLI, SMS with ACK
G2-EN2-GP AT+CMGF=1 AT+CSMS=1 | AT+CNMI=2,2,0,0,1 AT+CLIP=1 AT+CNMA Ring with CLI, SMS with ACK
H5-EN2* AT+CLIP=1 Ring with CLI
H5-EN2- GP* AT+CLIP=1 Ring with CLI
EV2-EN2* AT+CLIP=1 Ring with CLI
EV2-EN2- GP* AT+CLIP=1 Ring with CLI

*Does NOT support Wakeup On Call using SMS.

Submit: Click Submit to save these settings.
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Caller ID Configuration Group

Add “Wakeup on Call” Caller ID: To add Caller ID to the Wakeup-on-Call function, enter the Caller ID that can
wake up the router. Enter ‘RING’ (all Caps) to wake up on any call. Enter a CID phone number or an SMS message.
Ensure the SMS message string does not contain any spaces between words.

After entering the Caller ID, click the Add button. The Caller ID displays at the bottom of the page. You can enter
any number of IDs.

A Caller ID can be edited or deleted using Options, which are available once a Caller ID is displayed.
Caller Acknowledgement Configuration

Acknowledgement String to Caller: The configured string of (0 to 40 characters) that is sent to the integrated
cellular modem upon receiving a valid caller ID from the WAN. The default is NULL string.

Note: If the string is not configured, acknowledgement to the caller is not sent upon successful caller ID reception.

Submitting and Saving Your Changes
To save these settings, click Submit.

To ensure your changes go into effect, click Save and Restart.

Wakeup-On-Call Examples
Example 1 - Set Up the Ethernet Router to Activate on Incoming SMS Message
1. On the PPP > PPP Configuration page, configure the following parameters:
e PPP General
Make sure that PPP is Enabled (the default).
Make sure Dial-on-Demand is Enabled (the default).
Set the Idle Time Out to the number of seconds you desire.
e Authentication

Your wireless service provider may require you to have a separate PPP Username and Password. If so,
enter them here.

Note: If a username and password are required, your wireless provider likely gave these items to you
when you activated your account.

e Modem Configuration
Make sure your Dial Number is entered correctly.
For GSM models, the Dial Number is ¥*99*** 1
For CDMA models, the Dial Number is #777
Enter your APN. Your wireless service provider assigns the APN.

Example: AT+CGDCONT=1,"IP","Internet" The Example: AT+CGDCONT=1,”IP”,”Internet” needs to be
removed. Just the APN name needs to be entered in the APN field.

2. To save the changes made on this page, click Submit.
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3.

On the PPP > Wakeup-on-Call screen, configure the following parameters:

Wakeup-on-Call Configuration
Select Enable for Wakeup-on-Call.
Set the Time Delay. You can use the 10 second default.

Enter the Init Strings from the model dependent table described in the Wakeup-on-Call Configuration.

To save the changes made on this page, click Submit.

Caller ID Configuration
Enter an SMS to add to the Caller ID list.

Note: Add the SMS message string into the Caller ID list. The SMS message string must not contain any
spaces between words. When the configured string matches the SMS message string, it activates the
Wakeup-on-Call feature.

To save each message as it is entered into the Caller ID list click Add.
Caller Acknowledgement Configuration

Enter a configured string (0 to 40 characters) that is sent to the integrated cellular modem upon receiving
a valid Caller ID from the WAN.

Set the Wakeup Acknowledgement string configuration with the command at+cnma

To save the Acknowledgement Configuration, click the Submit.

To ensure your changes go into effect, click Save and Restart. The device saves all the settings and reboots
the computer.
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Example 2 — Determine if the router Is Supporting Incoming Calls and Caller ID

1
2.
3.

On the PPP > PPP Configuration page, make sure that PPP is Disabled.
On the PPP > Wakeup-on-Call screen, make sure that Wakeup-on-Call is Disabled.
To open a command prompt, from the Start button and select Run.
Type CMD to open the command window. Click OK.
When the command window opens, telnet to the router.
Note: 5000 is the router port number.
d. Enter your username and password to login.
e. Enter an AT command to make sure you receive a response; i.e., OK.
f. To determine the dial number of your router, enter the command AT+CNUM.
For the Wakeup-on-Call function to work the RING or CALLER ID information must appear.

To determine if the RING message shows, from another phone, call your router using the dial number of your
router.

To enable Caller ID, enter the AT+CLIP=1 command. Make the call again to verify Caller ID information.

Some wireless providers do not provide caller ID information if you have only a data plan.

Example 3 — Set Up the Ethernet Router to Activate on ALL Incoming Calls

1.

On the PPP >PPP Configuration page, set up the following parameters:
PPP General

e Make sure that PPP is Enabled.

e Make sure Dial-on-Demand is Enabled.

e Set the Idle Time Out to the number of seconds you desire.
Authentication

e Your wireless service provider may require you to have a separate PPP User name and Password. If so,
enter them here.

Note: If a username and password are required, your wireless provider likely gave you these items
when you activated your account.

Modem Configuration
e Make sure your Dial Number is entered correctly:
e For GSM models, the Dial Number is ¥99***14

e For CDMA models, the Dial Number is #777
Submit

e Click the Submit button to save the changes made on this screen.
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2.

On the PPP > Wakeup-on-Call screen, set up the following parameters:

Wakeup-on-Call Configuration

e Select Enable for Wakeup-on-Call.

e Set the Time Delay to 3 seconds. You can use the 10 second default.
e Ensure all Init Strings are empty.

e Submit Button

. Click the Submit button to save these settings.

Caller ID Configuration

e Enter the string RING to the Caller ID list.

e Click the Add Button to save the string to the Caller ID list.

To ensure your changes go into effect, click Save and Restart. The device saves all the settings and reboots
the computer.

Example 4 — Set Up the Ethernet Router to Activate on Matching Caller IDs Only:

1.

On the PPP > PPP Configuration screen, set up the following parameters:
PPP General

e Make sure that PPP is Enabled.

e Make sure Dial-on-Demand is Enabled.

e Set the Idle Time Out to the number of seconds you desire.
Authentication

e Your wireless service provider may require you to have a separate PPP username and password. If so,
enter them here.

Note: If a username and password are required, your wireless provider likely gave you these items when
you activated your account.

Modem Configuration

e Make sure your Dial Number is entered correctly:
For GSM models, the Dial Number is ¥99***14#
For CDMA models, the Dial Number is #777
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2. To save the changes, click Submit.
3. Onthe PPP > Wakeup-on-Call screen, set up the following parameters:
Wakeup-on-Call Configuration
e Select Enable for Wakeup-on-Call.
e Set the Time Delay. You can use the 10 second default.
e Enter the Init Strings:
o To set Wakeup Init String 1 type AT+CLIP=1.
e To save settings, click Submit.
Caller ID Configuration
e Toadd a caller’s ID, to the Caller ID list, type that id.
e Click Add.
e Tosave each Caller ID as it is entered to the Caller ID list, click Add.

e To ensure your changes go into effect, click Save and Restart. The device saves all the settings and
reboots the computer.

PPP, Power-On Configuration Parameters
The Power-On Configuration feature allows you to set an initialization string that is sent to the router upon boot up.

PPP -> PowerOn Configuration

"PowerOn Init String"' Configuration

PowerOn Init St+ing |

SUBMIT

Power-On Init String: You can enter a string of 0 to 40 characters that is sent to the router upon boot up. All
commands initializes before you proceed with regular PPP related activity.

Note: When no initialization string is configured, regular functions of the router is retained.
To save this setting click SUBMIT.

To ensure your changes go into effect, click Save and Restart.
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PPP, Modem Commands Parameters

You can configure modem commands to allow an external application to query modem information.

e The application can use the URL HTTP://xx.xxx.xxx.xxx/modeminfor.html to determine the IP address that is currently
assigned to the integrated cellular modem after the PPP connection is established.

e You can also display the results of up to ten AT commands.

PPP -> Modem Commands

Modem AT Commands Configuration
AT 1: [ AT 2: [
AT 3: [ AT 4: |
AT 5: [ AT 6: |
AT 7: [ AT 8: |
AT 9: [ AT 10: |

Modem AT Commands Configuration Group
These commands are sent when a PPP connection to the network is initiated.

Useful HSDPA AT commands include:

Command Description

AT+CGSN Product Serial Number
AT+CGMR Software Version

AT+CNUM Wireless Subscriber Number
AT+COPS? Network Information (Operator)
AT+CREG? Network Registration

AT+CSQ Signal Quality

Retrieving Modem Information without using a browser:

To obtain the integrated cellular modem information without using a browser:

1. Make a TCP connection to port 80 (same as the Web Admin port) and send data as:
GET /atinfor.html| HTTP/1.1

2. Press Enter twice.

Refer to the AT Command Reference Guides for other commands.
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Networks & Services, Network Configuration Parameters

Network Configuration Group

Use this group to add networks or hosts. After you define and add a network, you can delete or edit it by using the
table.

Multi lech
Systems
1P Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | Tools | Statistics & Logs | Save & Restart | Help-Tndex
Home | Wizard Setup | Logout | Help
Networks & Services
Networks & Services - Metwork Configuration
Service Configuration Network Configuration
Name 1P Address Subnet Mask
Name IP Address Mask Options
Any 0.0.0.0 o Static
LAan 192.1e8.2.0 24 Static
WhANInterface Mathcquired 22 Static
LanInterface 19z.165,2,1 32 Static

Configuring the Network

Before you configure the network, note the following:

e You cannot edit a Network/Host Name.

e You cannot delete a Network/Host another configuration is using it.

e Network/Host changes are reflected in all the configurations in the Web Management software where they
are used.

e Network/Hosts that you add here are displayed in the following sections: Static Routes, DNAT, and Packet
Filters.

To configure:

1. Inthe Name field, type the name of the Network/Host. Make sure the same address-mask pair does not
already appear in the list. The Name is limited to 15 characters maximum.

2. Inthe IP Address field, type the IP Address of the Network/Host. Make sure the same address-mask pair does
not already appear in the list.

3. Inthe Subnet Mask field, type the Network Mask of the Network/Host. For Host addresses, the mask is
entered as 32.

Note: See Appendix A -- Table of Commonly Supported Subnets.

4. To add the network, click Add. The defined network appears in the table.
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Networks & Services, Service Configuration Parameters

Service Configuration Group

These parameters let you specify the standard set of well known services available on the system. These services enable the
configuration of the user-defined services. You can delete or edit services after defining and adding them. Use the table at
the bottom of the screen.

Metworks & Services -3

Service Configuration

| Mame Protocal 5-Port/ Client D-Port/Servaer
[tep v | |
| ADD |
Name Protocol S-Port D -Poart Dptions

Any any 1:65535 1165535 Static
CMS-tep tep 1:6553%5 53 Static
DHE-udp udp 1165535 53 Shatic
FTR tep 1024165535 221 Static
FTR-CONTROL tep 1024165535 i Static
H323 top 1024:65535 1720 Static
HTTP ep 1024165535 20 Sktatic
HTTRSE tcp 1024165535 443 Static
IDEMT tep 1024:65535 113 Static
IMAP tep 1024:65535 143 Static
rethios-dgrm-tep tep 138 138 Static
netbios-dgm-udp  |tcp 132 132 Static
nathios-ns-top tep 127 137 Static
nethios-ns-udp udp 137 137 Static
rethios-ssn-tep tep 1024:85535 139 Static
natbios-ssn-udp udp 1024165535 139 Static
MEWS tep 1024165535 1i9 Static
FOR3 tep 1024:65535 110 Static
FRTP tep 1024:65535 1723 Static
SMTP top 1024:65535 25 Static
SHMP udp 1024:65535 181 Static
SHTP tep 1024:65535 123 Static
SOCEE tep 1024165535 1080 Static
EQUID tep 1024165535 2izs Static
S5H tep 1:65535 22 Static
TFTP udp 1:6553% 69 Static
TELMET tep 1024185535 23 Static
TRACERGLUTE udp 1024:65535 23000:24000 Static
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Configuring New Services
Before you configure the network, note the following:
e A Service Name cannot be edited.
e AService cannot be deleted if it is used in another configuration.
e Service changes are reflected in all the configurations in the Web Management software where they are used.
e Services added here are displayed in the following sections: DNAT, Packet Filters.
To configure:
1. For the new service, configure the following parameters:
Name: Enter the name of the Service which is limited to 16 characters. It has to be unique.
Protocol: Enter the type of protocol (TCP, UDP).

Source Port: Enter the Destination Port for this service. The source and destination ports can be entered
either as a single port or a range using a colon as the separator.

Destination Port: Enter the name of the Destination Port for the service.

2. Click Add. The new service is added and appears on the page.

Packet Filters, Packet Filters Parameters

You can Delete or Edit a packet filter rule after it has been defined and added by using the table at the bottom of the screen.

IP Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | Tools | Statistics &
Packet Filters
Packet Filters - Packet Filters

DMAT Configuration Packet filter
Advanced

From (Hosts /Nebworks) Service To (Hosts /Networks) Action

| Any v | Any v | | Any | | ACCERT ¥ |

From - - -
(Host, Network) Service To (Host/Network) Action Dptions
LA Any Any ACCERT Edit Delete

From (Host/Networks): Enter the network/host from which the packet must originate for the filter rule to match.
The Any option, which matches all IP addresses regardless of whether they are officially assigned addresses or
private addresses, may also be entered. The network/host must be pre-defined in the Networks section.

Service: Enter the service that is to be matched with the filter rule. These services must be pre-defined in the
Services section. These services precisely define the traffic to be filtered.

To (Host/Networks): Enter the network/host to which the packet must send for the filter rule to match. The Any
option, which matches all IP addresses regardless of whether they are officially assigned addresses or private
addresses, may also be entered. The network/host must be pre-defined in the Networks section.
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Action: Enter the action that the packet filter executes if the rule matches any traffic traversing the firewall. Types
of actions defined are:

e Accept: Allows/accepts all packets that match this rule.

e Reject: Blocks all packets that match this rule. The host sending the packet is informed that the packet has
been rejected.

e Drop: Blocks all packets that match this rule, but the host is not informed; that is, this is a silent drop.

e Log: Packets matching the rule; that is, the corresponding source address, destination address, and service are
logged.

Add Button: Click the Add button. The defined packet filter rule is added and appears at the bottom of the screen.
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Packet Filters, DNAT Configuration Parameters

DNAT Configuration Group

Destination Network Address Translation (DNAT) allows you to place servers within the protected network and
make them available for a certain service to the outside world. The DNAT process running on the router translates
the destination address of incoming packets to the address of the real network server on the LAN. The packets are
then forwarded.

You can Delete or Edit a DNAT rule after it has been defined and added by using the table at the bottom of the
screen.

Note: When adding rules, at least one host must be defined in the Network Configuration section.

Packet Filters -> DMNAT Configuration
DMNAT Configuration
Allowr Access External Service LAN IP Internal Service Internal Source
Any | | Any * | | WANInterface % || Any CaRirOCHANGE IR
Allow Access | External Service LAN IP Internal Service | Intermal Source Dptions
ARy Any WANInterface ARy MO CHAMGE Edit Delate

Allow Access: Select a network or host to which IP packets are allowed and re-routed. The network/host must be
pre-defined in the Network Configuration section.

External Service: Select the External Service that you want allowed. The service must be defined in the Service
Configuration section.

LAN IP: Select the LAN IP to which the packets are to be diverted. Only one host can be defined as the
destination.

Internal Service: Select the Internal Service to be the destination.

Internal Source: Select the source address for packets that are going to be sent. If you do not want to change the
address, select NOCHANGE.

Save Button: Click Save. The defined DNAT configuration is added and appears at the bottom of the page. Entries
can be deleted or edited by clicking the Edit or the Delete buttons.

Example: Setting Up DNAT and Port Forwarding to an Internal Device

Note: The internal device can be camera, meter, security device, and so on.

Situation: Assume the device is on a LAN with an IP address of 192.168.2.100 and the port to access the device is
port 7700.

1. Inthe Network & Services > Network Configuration group, define the following parameters:
Name - Enter a name for the LAN device.
IP Address and Subnet Address — Enter the IP address and subnet address of the device.
Example: Name = MeterlIP
IP Address = 192.168.2.100

Subnet Address = 255.255.255.255. The subnet mask in the network configuration is not defined using x.x.x.x
notation. It uses ‘bit’ notation. So 255.255.255.255 = 32.
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2. To save this configuration, click Add.

3. Inthe Network & Services > Service Configuration group, define a service name. For this example, the service
is a meter.

Name - Enter a name for the service (use a name that identifies the service for you). Example: MeterPort
Protocol — Select a protocol. Example: tcp or udp
S-Port / Client — Enter the source port for this service. Example: 1:65535
D-Port / Server — Enter the destination port for this service. Example: 7700
Add - Click the Add button to save this configuration.
4. Inthe Packet Filters > DNAT Configuration group, define the DNAT rule.

Allow Access — Select the original target network/host of the IP packets that you now want rerouted. The
original target network/host is the one previously defined in the Network Configuration section. Example: Any

External Service — Select the External Service that you want allowed. The service must be defined in the
Service Configuration section.

LAN IP — Select the LAN IP to which the packets are to be diverted. Only one host can be defined as the
destination.

Internal Service — Select the Internal Service to be the destination.

Pre DNAT Service — Select the service for the Pre-DNAT destination. This service was just defined in the
Service Configuration section. Example: MeterPort

Post DNAT IP — Select the destination to which the IP packets are to be diverted. Only one host can be defined
as the Post DNAT destination. Example: MeterlP

Post DNAT Service — Select the service for the Post DNAT configuration. Example: MeterPort

Internal Source — Select the source address for packets that are going to be sent. If you do not want to change
the address, select NOCHANGE. Example: NOCHANGE

5. To save this configuration, click Save.

Note: You must click Save and Restart once you have completed and submitted all the screens on which you
have made changes. The device saves all the settings and reboot the computer.
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Packet Filters, Advanced Parameters

Packet Filters -> Adwanced
H323 "  enable f* dizable
PPTR "  enable f* dizable
ICMP on LAN f* anable i~ dizable
ICMP on WAN {* =znable " disable
ICMP Forward {* =znable " disable

Connection Tracking Group

H323: Enable or disable the forwarding of H323 packets across the firewall.
PPTP: Enable or disable PPTP Packet Pass-through (PPTP NAT support).
Note: H323 and PPTP are disabled by default.

ICMP Configuration Group

Use the Internet Control Message Protocol (ICMP) to test the network connections and the firewall. You can also
use ICMP for diagnostic purposes. ICMP on Firewall and ICMP Forwarding always apply to all IP addresses; i.e.,
Any. When these are enabled, all IP hosts can Ping the firewall (ICMP on Firewall) or the network behind it (ICMP
Forwarding).

ICMP on LAN: Enable or disable the transfer of ICMP packets on the LAN interface.

ICMP on WAN: Enable or disable the transfer of ICMP packets on the WAN interface.

ICMP Forward: Enable or disable the forwarding of ICMP packets through the firewall into the local network.
Note: ICMP on the LAN, WAN, and Forward are enabled by default.

Submitting and Saving Your Changes
To save these settings, click Submit.

To ensure your changes go into effect, click Save and Restart.

GRE Tunnels

Generic Routing Encapsulation (GRE) includes GRE tunneling and GRE routing
First, you create the GRE Tunnels by using the GRE Tunnel Configuration group.

Then, you configure the routes for the remote networks that are routed through a tunnel, by using the GRE
Routes Configuration group. All the traffic destined to remote networks associated to a tunnel are routed through
that tunnel.
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GRE Tunnels > GRE Tunnels

Tunneling allows the use of a public network to convey data on behalf of two remote private networks. It is also a way to
transform data frames to allow them to pass networks with incompatible address spaces or even incompatible protocols. If
you want to read more about how this works, see the online Help.

IP Setup | PPP | Metworks & Services | PacketFilters | GRE Tunnels | DHCP Server | Tools | Statistics 8

GRE Tunnels
GRE Routes GRE Tunnel Configuration
Tunnel Name Local IP Remote IP
[ v
| WANInterface ¥ | ar FQDN
I Tunnel Name I Local IP | Remote IP I Options I

GRE Tunnel Configuration Group
Tunnel Name: Enter a name for the new tunnel.

Local IP: Select the local interface on which the tunnel is created. Eventually, the packets destined for this tunnel
are routed through it.

Note: When adding a tunnel, use only one of the following: Remote IP or FQDN.

Remote IP: Select the Remote IP address that marks the other end point of the tunnel. This is where the routed
packets are received).

OR

FQDN: Enter the FQDN (Fully Qualified Domain Name) for the Remote IP, which can be either the IP Address or an
FQDN.

Add Button: Click the Add button. The defined GRE tunnel configuration is added and appears at the bottom of
the screen.
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GRE Tunnels > GRE Routes Configuration

GRE Tunnels -> GRE Routes
GRE Routes Configuration

Remote Network

Any w

Tunnel Name

Remote Network

Tunnel HName

Options I

Remote Network: Select the remote network for which the traffic destined to it must be routed through the given

tunnel.

Tunnel Name: Select the name of the tunnel through which the traffic is routed.

Note: To add a tunneled route, the remote network and the tunnel must have been defined in Network
Configuration. The tunnel configuration must be completed before setting the GRE route configuration.

Add Button: Click Add. The defined GRE route configuration is added and appears at the bottom of the page.
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DHCP Server, Subnet Settings

IP Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | IPSec | Serial Port | Tools | Statistics & Logs

DHCP Server -> Subnet Settings

Fixed Addresses

DHCP * Enable (" Disable

Subnet [EETeen Mask [F5.z55.255.0
Default Gateway W DNS W
Lease Time(dd-hh-mm] [00-00-00  (00-00-00 ¢ infinite lease time)

SUBMIT

From To

From To Options

192.168.2.100 192.168.2.200 Delete

General Configuration

DHCP (Dynamic Host Configuration Protocol) is a protocol that allows individual devices on an IP network to get
their own network configuration information (IP address, subnet mask, broadcast address, etc.) from a DHCP
server. The overall purpose of DHCP is to make it easier to administer a large network.

DHCP: Enable or disable the DHCP server.

Subnet: Enter the subnet address. If you want to change the DHCP subnet address, you first have to delete all the
subnet settings below.

Mask: Enter the subnet mask.
Gateway: Enter the gateway address.
DNS: Enter the DNS address.

Lease Time: Select the DHCP Lease Time from the selection box. Lease time is set in days, hours, and minutes. A
Lease Time of 00-00-00 is an Infinite Lease Time.

To save your changes, click SUBMIT.

To ensure your changes go into effect, click Save and Restart.

Subnet Settings
From-To Range: Enter the range of IP addresses to be assigned by DHCP.

Add: Click the Add button. The address range is added and appears in the table at the bottom of the screen. Once
the range displays, you can delete if necessary.

Note: See Appendix A Commonly Supported Subnets.
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DHCP Server > Fixed Addresses

DHCP Server - Fixed Addresses
Mac- Address | IP Address
Mac-Address IP Address Options

DHCP Fixed Configuration

The DHCP server can be made to assign a fixed IP address for a particular user by identifying the MAC address.
This binding can be made permanent by configuring it here. The same IP address is not be used for any DHCP
client with a different MAC address, even if there is no active DHCP connection with that IP address.

MAC Address: Enter the MAC address to which the specified IP address binds.

IP Address: Enter the fixed IP address to be assigned.

Add: Click the Add button. The addresses are added and appear in the table at the bottom of the page from

where they can be deleted or changed.
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IPSec

The IPSec (IP Security) protocol suite, based on modern cryptographic technologies, provides security services like
encryption and authentication at the IP network layer. It secures the whole network traffic providing guaranteed
security for any application using the network.

You can use IPSec to create private secured tunnels between two hosts, two security gateways, or a host and a
security gateway. Up to three tunnels can be active at any given time. You can save more than three active
tunnels, but they are not active.

IPSec provides encryption and authentication services at the IP level of the protocol stack. IPSec can protect any
traffic carried over IP.

Authentication and Encryption Overview

IPSec provides the following services:

e Authentication only

e Encryption only

To transmit and receive data securely over an unprotected network:

1. Select the type of IPSec service—authentication or encryption—required for the connection.

2. Establish a secure connection by a key exchange process, using one of the following:

e Manual Keying where the authentication and encryption keys are provided manually on both sides of the
connection.

e Auto Keying using IKEv2 Protocol where the authentication and encryption keys are generated on either
side of the connection and exchanged by different methods.

3. Transfer data using the connection.

IPSec > IPSec

Mutti -0/ @)

IP Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | IPSec | Serial Port | Tools

E N,
VPN Status | | save |
IKE Connection m
Manual Connection m
‘ Status | Conmection |, IWANIP | Local LAN (= LAN |C i |
Name G yIP
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IPSec

VPN Status: Check the VPN Status checkbox to enable IPSec. Click Save.

Add a New Connection

Add IKE Connection: Click Add IKE Connection. A page opens where you can configure an IKE connection.

Add Manual Connection: Click Add Manual Connection. A page opens where you can configure a manual
connection.
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Add IKE Connection

IPSec -> IPSec

Connection Narme Ii
Compression O

Perfect Forward Secrecy

Authenticetion Method Secret v

Pre-Shared Key —
Select Encryption 3DES ¥

IKE Life Time [T hours

Key Life [T hours

Number of rétries (zéro for unlimited) |0

Local WAN IP WANInterfece
Local LAN LanN w
Remote Gatewsy TP w
oR
FQDN —
Remote LAN None v
uID O
Local ID —
Remate ID —
NetBIOS Brosdoast O EN
Add an IKE Connection

Connection Name: Type a name for the connection.
Compression: Check the compression checkbox to enable IPCOMP, the compression algorithm.

Perfect Forward Secrecy (PFS): Check the PFS checkbox to enable PFS, a concept in which the newly generated
keys are unrelated to the older keys). This is enabled by default.

Authentication Method: Authentication can be done using Pre-Shared Secrets.

Pre-Shared Key: The Pre-Shared Key must be agreed upon and shared by the VPN endpoints. Configured it at both
endpoints of the tunnel.

Select Encryption: Select the encryption method. 3DES is recommended. Options include 3DES, AES-128, AES-192,
AES-256

IKE Life Time: The duration for which the ISAKMP SA lasts, from successful negotiation to expiration. The default
value is one hour and the maximum is 8 hours.

Key Life: The duration for which the IPSec SA lasts, from successful negotiation to expiration. The default value is
one hour and the maximum is 24 hours.

Number of Retries: Specify the number of retries for the IPSec tunnel. Enter zero for unlimited retries.

Local WAN IP: This is the interface initiating the IPSec tunnel.
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Local LAN: Internal subnet of the local security gateway for which the security services are provided. If the router
acts as a host, configured as None.

Remote Gateway IP: Interface where the IPSec tunnel ends. In the case of a Road Warrior with a Dynamic IP
address, configure to ANY.

FQDN: FQDN is a Fully Qualified Domain Name that resolves to the Local Wan IP of the router or in the case of
GRE/IPSEC, it is used to identify the Wan IP of the remote location. This is provided by your ISP or created by you
if you are using a Dynamic DNS service. When FQDN is selected, leave the Remote Gateway IP blank.

Remote LAN: Internal subnet of the remote security gateway for which the security services are provided. If the
remote end is the host, set this to None.

UID (Unique Identifier String): Check the UID box to enable the Local ID and Remote ID. Local ID and Remote ID
are active only when UID is enabled.

Local ID

Enter a string identifier for the local security gateway.
Remote ID

Enter a string identifier for the remote security gateway.

NetBIOS Broadcast: Check this option to enable broadcasts over the connection. It allows computers on the
network to share Microsoft file and printer sharing information.

Save Button: Click the Save button to save these settings.
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Add Manual Connection
E.

IPSec -> IPSec
ADD Manual Connection
Connection Name

Compression D

Authentication Method SHA1-06 v

Authentication Key

Encryption Method 3DES hd
Encryption Key |
SPIBase [
Local WANIP WANInterface
Local LAN LAN e
Remote Gateway IP w
OR
FQDN —
Remote LAN None e
NetBIOS Broadcast O EZE

Connection Name: Type name to identify the connection.
Compression: Check the compression checkbox to enable IPCOMP, the compression algorithm.

Authentication Method: Select the authentication algorithms used for the respective security services. Options
are MD5-96 and SHA1-96.

Authentication Key: The VPN firewall can use either MD5-96 or SHA1-96 for authentication. For example, MD5-96
with a key of abcdefgh12345678.

Authentication Protocol Key Length Accepted Characters
SHA1-96 Must be 20 characters Alphanumeric characters
MD5-96 Must be 16 characters Alphanumeric characters

Encryption Method: Select the encryption method. Options include 3DES, AES-128, AES-192, AES-256, and NULL
(no encryption).

Encryption Key: The router can use any one of the methods specified in its encryption algorithm. For example
3DES uses 24 alphanumeric characters (192 bits) as its encryption key. Example: 1234567890abcdefabcdabcd

Encryption Protocol Key Length Accepted Characters

Null Must be 24 characters Alphanumeric Characters
3DES Must be 24 characters Alphanumeric Characters
AES-128 Must be 16 characters Alphanumeric Characters
AES-192 Must be 24 characters Alphanumeric Characters
AES-256 Must be 32 characters Alphanumeric Characters

SPI Base: The Security Parameter Index identifies a manual connection. The SPI is a unique identifier in the SA
(Secure Association — a type of secure connection) that allows the receiving computer to select the SA under
which a packet is processed. The SPI Base is a number needed by the manual keying code. Enter any 3-digit
hexadecimal number, which is unique for a security association. Enter in the format of Oxhex (0x100 through 0xfff
is recommended). If you have more than one manual connection, then the SPI Base must be different for each
one.
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Left Next Hop: Next Hop is the address of the next device in a routing table’s path that moves a packet to its
destination. You can configure this setting or leave it as a static value: 0.0.0.0. When not configured, the value is
set to the Gateway of the Box/Gateway configured on the Interface/Right IP. The selection is based on the Left
and Right IP.

Local WAN IP: Select the Interface to initiate the IPSec tunnel (Left Security Gateway).

Local LAN: Select the internal subnet of the local security gateway for which the security services are to be
provided. If the router acts as a host, configure as None. Other options are Any, LAN, LAN Interface, WAN 1, WAN
1 Interface.

Remote Gateway IP: Select the interface in which the IPSec tunnel ends. In the case of Road Warriors with a
Dynamic IP addresses, set to ANY. Other options include: LAN, LAN Interface, WAN 1, WAN 1 Interface, and None.

FQDN: FQDN is a Fully Qualified Domain Name that resolves to the Local Wan IP of the router or in the case of
GRE/IPSEC, it is used to identify the Wan IP of the remote location. This is provided by your ISP or created by you
if you are using a Dynamic DNS service. When FQDN is selected, leave the Remote Gateway IP blank.

Remote LAN: This is the internal subnet of the remote security gateway for which the security services are to be
provided. If the remote end is a host, set to None.

NetBIOS Broadcast: Check this option to enable broadcasts over the connection. This allows computers on the
network to share Microsoft file and printer sharing information.

Save Button: Click Save to save these settings.
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Serial-Port, Serial Port Settings Parameters

Mo 20/ ®

IP Setup | PPP | Networks & Services | Packet Filters | GRE Tunnels | DHCP Server | IPSec | Serial Port | Tools | Statistics & Logs | Save & Restart | Help-Index |

Home | Wizard Setup | Logout | Help

Serial Port -> Serial Port Settings

Cliznt Settings Serial-Port Configuration

Server Settings
BaudRate | 115200 | (bps) Flow Control | RTS-CTS v |
Data Bits 8 v| Stop Bits [x ¥
Parity |None & |

Buffer Length 32
Timeout 1 (Secs)

Power Managment Configuration

Allows: Processor | goes into a low power mada.

Timer: | g0 into low pawer made)

| ProcessorAndRadio

SUBMIT

& Intermet fh v Hi00% -

Serial-Port Configuration Group

Serial-Port Configuration lets you configure the serial terminal connected to the RS-232 connector DE9 on the
back of the unit.

Baud Rate: Sets the baud-rate at which the serial terminal is communicating. The default is 115200.
Flow Control: Sets the flow control for the serial port. Options are None or RTS-CTS. The default is None.
Data Bits: Sets the data bits for the serial port. Data bit selection is 7 or 8. The default is 8.

Stop Bits: Sets the stop bits for the serial port. Options are 1 or 2. The default is 1.

Parity: Sets the parity for the serial port. Options are None, Even, or Odd. The default is None.

Buffer Length: Sets the length up to which the data from the serial device is buffered before IP transmission. The
default length is 32-characters.

Timeout: Sets the timeout value for the serial terminal of how long it waits before IP transmission. The default is
1-second.

Submit Button: Click Submit to save these settings.

Power Management Configuration Group

Configures when the processor or radio is placed in low power mode. The device only wakes up when there is data on the
serial port. If there is no data on the serial port, and the amount of time that you specify in the Timer option is expired, then
the processor or radio goes into low power mode.
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The feature is only supported when the TCP client is enabled. This feature is not supported if you are using a UDP client or if a
TCP/UDP Server is enabled. Also, you cannot place an H5 radio (for MTCBA-H5-EN2-xx models) into low power mode.

Allows: Determines which items, if any, are placed into low power mode. Select the desired option:
e None
e Processor
You can place the processor into low power mode for all models except EN3.
e Radio
e ProcessorAndRadio

You can place both the processor and radio into low power mode for the following radios: EV2, G2, and C1.
You cannot place the radio into low power mode for the following radios: E, E1, and EV1.

Timer: When the time specified by this option expires, the processor only, or the radio only or both the processor and radio
device are put into low power mode. Default is 120 seconds. The time range is 120 seconds minimum, to 3600 seconds
maximum.

Submit Button: Click Submit to save these settings.
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Serial Port, Client Settings Parameters

The TCP/UDP client feature enables the router to act as a proxy TCP/UDP client to the serial terminal connected to
the DE9, RS232 port on the router thus facilitating the serial terminal to access any TCP/UDP server on the
LAN/WAN. Once the session, serial terminal to TCP/UDP server, is opened successfully, it allows two-way traffic
between the serial device and the remote server.

Initial connection setup for the TCP/UDP client is as follows:

Router hardware HyperTerminal /

Minicom

DE9
TCP/UDP TCP/UDP Connector Serial
Server LAN / WAN < Client — Device

Serial Port Settings

Serial Port -> Client Settings
TCP/UDP - Client Configuration

Server Settings

Status " Enable + Disable

Client Type TCP w

Primary Server — port|
Secondary Server Port

Connaction start By CR hd

Connection Terminate By

-

Escape Sequence
i Inactivity timeout (Secs)

*  Others DTR-toggle ¥

SUBMIT

TCP/UDP - Client Configuration Group

Configures TCP/UDP Client through which the serial terminal connected to the RS-232 connector, DE9 on the back
of the unit communicates with the remote TCP/UDP server on the LAN/WAN.

Status: Sets the client status to either Enable or Disable. The default is Disable.

Client Type: Sets the client to either TCP or UDP. The default is TCP.

Primary Server: Enter the Primary Server IP address or Hostname. The default is blank.

Port: If a Primary Server IP address or hostname is enabled, enter the port number of the server.
Secondary Server: Enter the Secondary Server IP address or Hostname. The default is blank.

Port: If a Secondary Server IP address or hostname is enabled, enter the port number of the server.

Connection start By: Sets the trigger (Carriage Return (CR), DTR Assert, or Always on) in the serial port by which
the connection starts. The default is Carriage Return (CR).

Connection Terminate By: Sets the connection terminate sequence as follows:
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Escape Sequence: Set the escape sequence characters at which the connection terminates.
Inactivity timeout: Set the inactivity timeout at which the connection terminates.
Others: Use to set the other terminating sequences: DTR-toggle or Always-On.

DTR-toggle: If DTR status goes low, the connection terminates.

Always-On: Sets the terminate sequence as Always-on.

Submit Button: Click Submit to save these settings.

Serial Port, Server Settings Parameters

This feature enables a TCP/UDP client on the Ethernet network to connect to the remote serial terminal
connected to the DE9, RS232 port on the router. The router acts as a TCP/UDP server which allows two way traffic
between the TCP/UDP client and the remote terminal on the serial port.

The initial connection setup for the TCP/UDP server is shown in the figure that follows.

Router hardware
HyperTerminal /

DE9 Minicom
TCP/UDP TCP/UDP Connector Serial
Client | LAN / WAN | Server [ 1 Device

Serial Port
Serial Port -> Server Settings
Serial Port Settings
Client Settings TCP/UDP - Server Configuration

Status " Enable (¢ Disable

Saerver Type TCP hd

Port

Connection Terminate By

- Escape Sequence
f+ Inactivity timeout o (Secs)
. Others

TCP/UDP - Server Configuration Group

Configures TCP/UDP Server through which the serial terminal connected to the RS-232 connector, DE9 on the
back of the unit listens for the remote TCP/UDP client to communicate on the LAN/WAN.

Status: Sets the client status to either Enable or Disable. The default is Disable

Server Type: Sets the client to either TCP or UDP. The default is TCP.
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Port: Sets the server port. The default is None

Connection Terminate By: Sets the connection’s terminate sequence as follows:

Escape Sequence: Set the escape sequence characters at which the connection terminates.

Inactivity timeout: Set the inactivity timeout at which the connection terminates.

Others: The other terminating sequences are: DTR-toggle or Always-On.

DTR-toggle: If DTR status goes low, the connection terminates.

Always-On: Sets the terminate sequence as Always-on.

Submit Button: Click Submit to save these settings.

Tools, Tools Parameters

Firmware Upgrade [oons N

Load Configuration

Save Configuration DDNS Force Update

DDNS Status: DDONS is disabled

Resat Modem

DDNS Group

DDNS Force Update: Click Update to update the DDNS server with your current dynamically assigned IP address.

DDNS Status: Click Refresh to display the DDNS Status after a forced update.

Modem Group

Reset Modem: Click Reset to reset the integrated cellular modem.

Tools, Firmware Upgrade Parameters

Load Configuration
Save Configuration Browse file for upgrade | H Browse... ]
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Firmware Upgrade Group

Use the Firmware Upgrade group to upgrade the firmware for the router. You can find and download all Multi-
Tech firmware upgrades from the Multi-Tech Website.

Before you upgrade your firmware, note the following:
e Save your present configuration in case you want to use it again.
e The new firmware is written into flash memory.

e Afirmware upgrade takes at least 4 minutes. Do not turn off power during this time because the firmware is
being downloaded.

e Do not upgrade the firmware remotely through the Cellular wireless connection.
To upgrade firmware:
1. Navigate to the area where you stored the firmware upgrade. To do so, click Browse.

2. Select the mtcba-en2-u-xxx.bin file and press Enter. The file name displays in the Browse file for upgrade
field. Make sure you select the correct BIN file; otherwise, your router can become inoperable.

3. Click Upgrade.

When upgrade is completed, the program returns to the main login screen.

4. After the firmware upgrade is complete, verify the configuration is as expected.
e In particular, check that the DHCP scope settings are set properly.

e Also, up to four IPSEC tunnels can be active at any given time. You can save more than four active tunnels,
but they are not active.

Tools, Load Configuration Parameters

Tools

Firmware Upgrade Load Configuration
Save Configuration Browse file to load configuration Browse...

Load Configuration Group

Browse File for Load Configuration: Click Browse to open the file that allows you to locate the configuration file.
When found, highlight the file name and press Enter so that the file name displays in the field. Then click Load.

Notes:
e The new configuration is written into the flash.

e A Configuration Upgrade takes at least 3 seconds to download and 60 seconds to install the settings and
reboot. Reboot happens automatically.

When you click Load, the following dialog box opens. It shows the name of the file you selected.
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r

File Download

Do you want to save thiz file. or ind a program online to open
it?

Mame: config.tar.gz
Type: Unknown File Type, §.00KE

From: 192.168.2.1

Fird ] [ Save ] I Cancel

i "~| While files from the Intemet can be uzeful, zome files can potentially
\a harm vour computer. If you do nat trust the source, do nat find a
= program bo open thiz file or zave this file, What's the rizk?

Click the Find, Save, or Cancel buttons as desired.

Tools, Save Configuration

Click this option to save the configuration.
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Statistics & Logs

Statistics & Logs > System Information

This is an example of the Statistics & Logs System Information.

Ethernet

PPP

PPP Trace

DHCP Statistics

GRE Statistics

Modem Information
Service Status

TCP/UDP Client Live Log
TCP/UDP Server Live Log
IPSec Live Log

IPSec Log Traces

Statistics & Logs
Statistics & Logs -> System Information

Firmware Information:

Release : v2.00 - Bata 1 Releasa
Date :17-Jul-2009
System Uptime:

00:40:37 up 40 min, load average: 0.09, 0.17, 0.16

Memory Utilization:

total used free shared buffers
Mem: 51900 12600 483200 [+] L]
Swap: o o o
Total: 61900 13600 48300

Maodel Number:

MTCBA-H-EN2

Mac-Address:

00:D0:AD:01:0D:E2
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Statistics & Logs > Ethernet

This is an example of the Ethernet Statistics & Logs page. It shows Ethernet statistics.

Ethernet Statistics
MTU 1500 bytes
Rx Bytes 138343 bytes
Rx Packets 1429
Rx EFrors o
Rx dropped (]
Rx Overruns o
Rx Frame o
Rx Compressad ]
Tx Bytes 606194 bytes
Tx Packets 3005
Tx Errors o
Tx dropped 1]
Tx Overruns o
Tx Carrier o
Tx Collisions o
Tx Compressed ]
Tx Queue Length 1000
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Statistics & Logs > PPP
This is an example of the PPP Statistics & Logs page. It shows PPP statistics when PPP is enabled.

Statistics & Logs - PPP
| pppO0 statistics |
PPP Link P (dialed)
PRP Localip 208.54.128.253
PPP Remote ip 192.168.111.111
T 1500 bytes
Fuc Bytos 260535 bytos
Px Packets 313
Rz Emrors L]
Rz dreopped L]
R Ovarruns 1]
Fx Frame 1]
Rx Compressed o
Tx Bytes B7738 bytes
Tx Packets 334
Tx Errors o
Tx deopped B
Tx Overruns L]
Tx Carrier L]
T Collisions L]
Tx Compressed i}
Tx Queue Length 3
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Statistics & Logs > PPP Trace

This is an example of the PPP Trace Statistics & Logs page. It shows the PPP trace messages.

Statistics & Logs - PPP Trace

PPP Trace
Physical Link Establishment
Sent: ATAM
Rowd: ATAMHAH
Rowd: DK
Sent: atdcgdoont=1," IP" Mintermet? voicesbream com™ A M
Rowd:
Rowd: at+cgdoont=1,"IP","internet3.voicestream.com™ ~ M~ M
Rowd: DK
Sent: ATDTH99*++1gam
Fewd: =M
Fewd: ATDTHGOH A
Fewd: COMMECT
Sent: M
Physical link established
LCP: Sent Configure Ack
LCP: Rewd Configure Reject
LCP: Rewd Configure Ack
LCP: LAYER IS UP
PAP: Authentication Success
IPCP: Sent Configure ACK
IPCP: Rowd Configura Nak
IPCP: Rowd Configure Ack
IPCP: LAYER IS UP
PPRP Established

Statistics & Logs > DHCP Statistics
This is an example of the DHCP Statistics & Logs page. It shows the statistics of DHCP leases.

Statistics & Logs - DHCP Statistics

DHCP Statistics
Mac Address 1P Address
D0:e0:4c:b6:59114 192,168.2,100

Statistics & Logs > GRE Statistics

This page displays the statistics of active tunnels.

Statistics & Logs -> GRE Statistics

I Tunnel I Local I Remote I Tx I Rx I
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Statistics & Logs > Modem Information

This page displays the modem commands set on the PPP > Modem Commands page and also displays the results

of the commands.

Statistics & Logs -> Modem Information

Modem AT Commands Trace
ATED
ATED~M
oK

Statistics & Logs > Service Status

This page displays the summary of the service status.

Statistics & Logs -> Service Status

Service Name Configuration Status
DDNS disable DDNS is disabled
SNTP disable SNTF is disabled
TCP/ICMP Keep Alive disable PING Keep alive is disabled
Dial-on-Demand dizable PPP is not running

Statistics & Logs > TCP/UDP Client Live Log
This page displays the TCP/UDP Client Live Log.

Statistics & Logs -> TCP/UDP Client Live Log

Client Trace
132:26:4: Start trigger is Carriage return. Waiting for 2 CRs
12:26:16: Got 2 CR's
12:26:16: connected to primary server address
12:26:17: DCD turned ON

Statistics & Logs > TCP/UDP Server Live Log
This page displays the TCP/UDP Server Live Log.

Statistics & Logs -> TCP/UDP Server Live Log

Server Trace
10:21:8: Server is listening
13:16:19: Server is connected to client
13:16:19: DCD turned ON
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Statistics & Logs > IPSec Live Log
This page displays the IPSec Live Log.

Statistics & Logs -> IPSec Live Log
IPSec Live Connections

Connection Name Start Time Local Gateway

Remote Remote

17-Aug-200% 12hr-38min-

RF230APVEN 166.213.212.34 | 65.126.90.108 152.168.22.0

Z8sec
RFESOVPN 17"““9'2020‘?s£hr'38mi”' 166.213.212.34 | 65.126.90.107 | 132.168.131.0
Connection Name | Received Packets T’::'f:;"" Received Bytes | Transmitted Bytes
RFS30APVPN 4 4 240 480
RF850VPN 4 4 240 480

Statistics & Logs > IPSec Log Traces
This page displays the IPSec Log Traces.

Statistics & Logs -> IP5ec Log Traces

Ipsec Log Trace

Aug 17 13:37:44 WirelessRTR user.info hstripsec: pluto was unable to start

Aug 17 13:37:44 WirelessRTR user.info ipsec_stop: [shinfipsec auto --down RFBSOVPN
Aug 17 13:37:44 WirelessRTR user.info ipsec_stop: /sbinfipsec auto --delete RFESOVPN
Aug 17 12:237:144 WirelessRTR user.info ipsec_stop: /sbinfipsec auto --down RFE20APVPN
Aug 17 13:37:45 WirelessRTR user.info ipsec_stop: [shinfipsec auto --delete RFEI0APVPN
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This table lists commonly supported subnets organized by address.

Network Number Hosts Available Broadcast Address

255.255.255.128 N.N.N.O N.N.N.1-126 N.N.N.127

/25 N.N.N.128 N.N.N.129-254 N.N.N.255
Network Number Hosts Available Broadcast Address

255.255.255.192 N.N.N.O N.N.N.1-62 N.N.N.63

/26 N.N.N.64 N.N.N.65-126 N.N.N.127
N.N.N.128 N.N.N.129-190 N.N.N.191
N.N.N.192 N.N.N.193-254 N.N.N.255
Network Number Hosts Available Broadcast Address

255.255.255.224 N.N.N.O N.N.N.1-30 N.N.N.31

/27 N.N.N.32 N.N.N.33-62 N.N.N.63
N.N.N.64 N.N.N.65-94 N.N.N.95
N.N.N.96 N.N.N.97-126 N.N.N.127
N.N.N.128 N.N.N.129-158 N.N.N.159
N.N.N.160 N.N.N.161-190 N.N.N.191
N.N.N.192 N.N.N.193-222 N.N.N.223
N.N.N.224 N.N.N.225-254 N.N.N.255
Network Number Hosts Available Broadcast Address

255.255.255.240 N.N.N.O N.N.N.1-14 N.N.N.15

/28 N.N.N.16 N.N.N.17-30 N.N.N.31
N.N.N.32 N.N.N.33-46 N.N.N.47
N.N.N.48 N.N.N.49-62 N.N.N.63
N.N.N.64 N.N.N.65-78 N.N.N.79
N.N.N.80 N.N.N.81-94 N.N.N.95
N.N.N.96 N.N.N.97-110 N.N.N.111
N.N.N.112 N.N.N.113-126 N.N.N.127
N.N.N.128 N.N.N.129-142 N.N.N.143
N.N.N.144 N.N.N.145-158 N.N.N.159
N.N.N.160 N.N.N.161-174 N.N.N.175
N.N.N.176 N.N.N.177-190 N.N.N.191
N.N.N.192 N.N.N.193-206 N.N.N.207
N.N.N.208 N.N.N.209-222 N.N.N.223
N.N.N.224 N.N.N.225-238 N.N.N.239
N.N.N.240 N.N.N.241-254 N.N.N.255
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Network Number Hosts Available Broadcast Address
255.255.255.248 N.N.N.O N.N.N.1-6 N.N.N.7
/29 N.N.N.8 N.N.N.9-14 N.N.N.15

N.N.N.16 N.N.N.17-22 N.N.N.23

N.N.N.24 N.N.N.25-30 N.N.N.31

N.N.N.32 N.N.N.33-38 N.N.N.39

N.N.N.40 N.N.N.41-46 N.N.N.47

N.N.N.48 N.N.N.49-54 N.N.N.55

N.N.N.56 N.N.N.57-62 N.N.N.63

N.N.N.64 N.N.N.65-70 N.N.N.71

N.N.N.72 N.N.N.73-78 N.N.N.79

N.N.N.80 N.N.N.81-86 N.N.N.87

N.N.N.88 N.N.N.89-94 N.N.N.95

N.N.N.96 N.N.N.97-102 N.N.N.103

N.N.N.104 N.N.N.105-110 N.N.N.111

N.N.N.112 N.N.N.113-118 N.N.N.119

N.N.N.120 N.N.N.121-126 N.N.N.127

N.N.N.128 N.N.N.129-134 N.N.N.135

N.N.N.136 N.N.N.137-142 N.N.N.143

N.N.N.144 N.N.N.145-150 N.N.N.151

N.N.N.152 N.N.N.153-158 N.N.N.159

N.N.N.160 N.N.N.161-166 N.N.N.167

N.N.N.168 N.N.N.169-174 N.N.N.175

N.N.N.176 N.N.N.177-182 N.N.N.183

N.N.N.184 N.N.N.185-190 N.N.N.191

N.N.N.192 N.N.N.193-198 N.N.N.199

N.N.N.200 N.N.N.201-206 N.N.N.207

N.N.N.208 N.N.N.209-214 N.N.N.215

N.N.N.216 N.N.N.217-222 N.N.N.223

N.N.N.224 N.N.N.225-230 N.N.N.231

Network Number Hosts Available Broadcast Address

N.N.N.232 N.N.N.233-238 N.N.N.239

N.N.N.240 N.N.N.241-246 N.N.N.247

N.N.N.248 N.N.N.249-254 N.N.N.255
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Network Number Hosts Available Broadcast Address
255.255.255.252 N.N.N.O N.N.N.1-2 N.N.N.3
/30 N.N.N.4 N.N.N.5-6 N.N.N.7

N.N.N.8 N.N.N.9-10 N.N.N.11

N.N.N.12 N.N.N.13-14 N.N.N.15

N.N.N.16 N.N.N.17-18 N.N.N.19

N.N.N.20 N.N.N.21-22 N.N.N.23

N.N.N.24 N.N.N.25-26 N.N.N.27

N.N.N.28 N.N.N.29-30 N.N.N.31

N.N.N.32 N.N.N.33-34 N.N.N.35

N.N.N.36 N.N.N.37-38 N.N.N.39

N.N.N.40 N.N.N.41-42 N.N.N.43

N.N.N.44 N.N.N.45-46 N.N.N.47

N.N.N.48 N.N.N.49-50 N.N.N.51

N.N.N.52 N.N.N.53-54 N.N.N.55

N.N.N.56 N.N.N.57-58 N.N.N.59

N.N.N.60 N.N.N.61-62 N.N.N.63

N.N.N.64 N.N.N.65-66 N.N.N.67

N.N.N.68 N.N.N.69-70 N.N.N.71

N.N.N.72 N.N.N.73-74 N.N.N.75

N.N.N.76 N.N.N.77-78 N.N.N.79

N.N.N.80 N.N.N.81-82 N.N.N.83

N.N.N.84 N.N.N.85-86 N.N.N.87

N.N.N.88 N.N.N.89-90 N.N.N.91

N.N.N.92 N.N.N.93-94 N.N.N.95

N.N.N.96 N.N.N.97-98 N.N.N.99

N.N.N.100 N.N.N.101-102 N.N.N.103

N.N.N.104 N.N.N.105-106 N.N.N.107

N.N.N.108 N.N.N.109-110 N.N.N.111

N.N.N.112 N.N.N.113-114 N.N.N.115

N.N.N.116 N.N.N.117-118 N.N.N.119

N.N.N.120 N.N.N.121-122 N.N.N.123

N.N.N.124 N.N.N.125-126 N.N.N.127

N.N.N.128 N.N.N.129-130 N.N.N.131

N.N.N.132 N.N.N.133-134 N.N.N.135

N.N.N.136 N.N.N.137-138 N.N.N.139

N.N.N.140 N.N.N.141-142 N.N.N.143

N.N.N.144 N.N.N.145-146 N.N.N.147

N.N.N.148 N.N.N.149-150 N.N.N.151

N.N.N.152 N.N.N.153-154 N.N.N.155

N.N.N.156 N.N.N.157-158 N.N.N.159

N.N.N.160 N.N.N.161-162 N.N.N.163

N.N.N.164 N.N.N.165-166 N.N.N.167

N.N.N.168 N.N.N.169-170 N.N.N.171

N.N.N.172 N.N.N.173-174 N.N.N.175

N.N.N.176 N.N.N.177-178 N.N.N.179

N.N.N.180 N.N.N.181-182 N.N.N.183

N.N.N.184 N.N.N.185-186 N.N.N.187

N.N.N.188 N.N.N.189-190 N.N.N.191

N.N.N.192 N.N.N.193-194 N.N.N.195

N.N.N.196 N.N.N.197-198 N.N.N.199

N.N.N.200 N.N.N.201-202 N.N.N.203

N.N.N.204 N.N.N.205-206 N.N.N.207

N.N.N.208 N.N.N.209-210 N.N.N.211
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N.N.N.212 N.N.N.213-214 N.N.N.215
N.N.N.216 N.N.N.217-218 N.N.N.219
N.N.N.220 N.N.N.221-222 N.N.N.223
N.N.N.224 N.N.N.225-226 N.N.N.227
N.N.N.228 N.N.N.229-230 N.N.N.231
N.N.N.232 N.N.N.233-234 N.N.N.235
N.N.N.236 N.N.N.237-238 N.N.N.239
N.N.N.240 N.N.N.241-242 N.N.N.243
N.N.N.244 N.N.N.245-246 N.N.N.247
N.N.N.248 N.N.N.249-250 N.N.N.251
N.N.N.252 N.N.N.253-254 N.N.N.255
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Appendix B - Regulatory Information

EMC, Safety, and R&TTE Directive Compliance

q

The CE mark is affixed to this product to confirm compliance with the following European Community Directives:

Council Directive 2004/108/EC of 15 December 2004 on the approximation of the laws of Member States
relating to electromagnetic compatibility;

and

Council Directive 2006/95/EC of 12 December 2006 on the harmonization of the laws of Member States
relating to electrical equipment designed for use within certain voltage limits;

and

Council Directive 1999/5/EC of 9 March 1999 on radio equipment and telecommunications terminal
equipment and the mutual recognition of their conformity.

FCC Part 15 Class A Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at his own expense. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
e Consult the dealer or an experienced radio/TV technician for help.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Industry Canada

This Class A digital apparatus meets all requirements of the Canadian Interference-Causing Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Reglement Canadien sur le matériel brouilleur.
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Waste Electrical and Electronic Equipment Statement

WEEE Directive

The WEEE Directive places an obligation on EU-based manufacturers, distributors, retailers, and importers to take-
back electronics products at the end of their useful life. A sister directive, ROHS (Restriction of Hazardous
Substances) complements the WEEE Directive by banning the presence of specific hazardous substances in the
products at the design phase. The WEEE Directive covers all Multi-Tech products imported into the EU as of
August 13, 2005. EU-based manufacturers, distributors, retailers and importers are obliged to finance the costs of
recovery from municipal collection points, reuse, and recycling of specified percentages per the WEEE
requirements.

Instructions for Disposal of WEEE by Users in the European Union

The symbol shown below is on the product or on its packaging, which indicates that this product must not be
disposed of with other waste. Instead, it is the user’s responsibility to dispose of their waste equipment by
handing it over to a designated collection point for the recycling of waste electrical and electronic equipment. The
separate collection and recycling of your waste equipment at the time of disposal will help to conserve natural
resources and ensure that it is recycled in a manner that protects human health and the environment. For more
information about where you can drop off your waste equipment for recycling, please contact your local city
office, your household waste disposal service or where you purchased the product.

July, 2005

REACH Statement

Registration of Substances:

After careful review of the legislation and specifically the definition of an “article” as defined in EC Regulation 1907/2006,
Title Il, Chapter 1, Article 7.1(a)(b), it is our current view Multi-Tech Systems, Inc. products would be considered as “articles”.
In light of the definition in § 7.1(b) which requires registration of an article only if it contains a regulated substance that “is
intended to be released under normal or reasonable foreseeable conditions of use,” our analysis is that Multi-Tech Systems,
Inc. products constitute nonregisterable articles for their intended and anticipated use.

Substances of Very High Concern (SVHC):

Per the candidate list of Substances of Very high Concern (SVHC) published October 28, 2008 we have reviewed these
substances and certify the Multi-Tech Systems, Inc. products are compliant per the EU “REACH” requirements of less than
0.1% (w/w) for each substance.

If new SVHC candidates are published by the European Chemicals Agency, and relevant substances have been confirmed, that
exceeds greater than 0.1% (w/w), Multi-Tech Systems, Inc. will provide updated compliance status.

Multi-Tech Systems, Inc. also declares it has been duly diligent in ensuring that the products supplied are compliant through a
formalized process which includes collection and validation of materials declarations and selective materials analysis where
appropriate. This data is controlled as a part of a formal quality system and will be made available upon request.

95 MultiModem rCell User Guide



Appendix B— Regulatory Information

Restriction of the Use of Hazardous Substances (RoHS)

2011/65/EU
COMPLIANT

Multi-Tech Systems, Inc.
Certificate of Compliance
2011/65/EU

Multi-Tech Systems confirms that its embedded products comply with the chemical concentration limitations set
forth in the directive 2011/65/EU of the European Parliament (Restriction of the use of certain Hazardous
Substances in electrical and electronic equipment - RoHS)

These Multi-Tech products do not contain the following banned chemicals®:
e Lead, [Pb] <1000 PPM

e Mercury, [Hg] < 1000 PPM

e Hexavalent Chromium, [Cr+6] < 1000 PPM

e Cadmium, [Cd] < 100 PPM

e Polybrominated Biphenyl, [PBB] < 1000 PPM

e Polybrominated Diphenyl Ether, [PBDE] < 1000 PPM

Environmental considerations:
e Moisture Sensitivity Level (MSL) =1

e Maximum Soldering temperature = 260C (in SMT reflow oven)

1Lead usage in some components is exempted by the following RoHS annex, therefore higher lead concentration
would be found in some modules (>1000 PPM);

—Resistors containing lead in a glass or ceramic matrix compound.
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Information on HS/TS Substances According to Chinese

Standards

In accordance with China’s Administrative Measures on the Control of Pollution Caused by Electronic Information
Products (EIP) # 39, also known as China RoHS, the following information is provided regarding the names and
concentration levels of Toxic Substances (TS) or Hazardous Substances (HS) which may be contained in Multi-Tech
Systems Inc. products relative to the EIP standards set by China’s Ministry of Information Industry (Mll).

Hazardous/Toxic Substance/Elements
Name of the Lead |Mercury| Cadmium Hexavalent Polybrominated | Polybrominated
Component (PB) (Hg) (CD) Chromium Biphenyl Diphenyl Ether
(CR6+) (PBB) (PBDE)
Printed Circuit Boards 0) 0 0 0 (0] (0]
Resistors X (0] (0] (0] 0] 0]
Capacitors X (0] (0] (0] (0] 0]
Ferrite Beads 0 0 o 0] o 0]
Relays/Opticals 0 o) 0) (0] (0] (0]
ICs (0] (0] (0] (0] o 0]
Diodes/ Transistors 0 0 0 0 0] 0]
Oscillators and Crystals X o) 0] (0] (0] (0]
Regulator 0 0 0] 0] 0] 0]
Voltage Sensor o) 0 o) 0 0] 0]
Transformer 0] 0 0] (0] (0] 0]
Speaker 0 0 0 0] 0] 0]
Connectors 0 0 o 0] o 0]
LEDs (0] (0] (0] 0 0} 0]
Screws, Nuts, and other X 0 0 o 0] 0]
Hardware
AC-DC Power Supplies o) 0 0] (0] (0] (0]
Software / o o] o o 0] 0]
Documentation CDs
Booklets and Paperwork 0] 0] 0 0 (0] (0]
Chassis (0] (0] (0] (0] (0] 0]
X Represents that the concentration of such hazardous/toxic substance in all the units of homogeneous
material of such component is higher than the SJ/Txxx-2006 Requirements for Concentration Limits.
(0] Represents that no such substances are used or that the concentration is within the aforementioned
limits.
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Information on HS/TS Substances According to Chinese
Standards (in Chinese)

HKRPENENEERSYRES

BREHPEARENEFES LI (M) FIENBFEETME EIP) 15 - PEARRNE (BFEEFRS
FEBENEBNL) (F395) , BFMEFE RoHS, TFRIIHE T Multi-Tech Systems, Inc. =@mP ABEEHH
BEEYR (TS) REEYR (HS) WEMKRERKFEFENER.

BE/EBYR/TER
RAET & 3 W | At | ZEEE | SR-%B
(PB) (Hg) (cD) (G, (PBB) (PBDE)
ED il 88,38 AR 0 0] 0 0] 0 0
BBpE AR X o o 0 o o
BAR X 0 0 0 0 0
BRE IR o) 0 o] 0 0 0
4k e B/ IR M 0 0 0 0 0 0
IC o] 0] 0] o] o] o]
—RE/IREE 0 0] 0] 0] 0] 0
5% 88 M B IR X o] 0 0 0 o)
EREE 0 0] 0] 0] 0] 0
BBk 15 RhER o] 0 0 0 0 0
TIERR 0 0 0 0 0 0
mEeR 0 0] o] 0] 0 0
HEHERR 0 0] 0] 0] 0] 0
LED o] 0] 0] o] o] o]
Ry, BRURHTERSH X 0] 0] 0] 0] 0
- E R BIR 0] 0] 0] 0] o] 0]
/3% e 6] 0] 0] 0] o] o]
F LR 0 0 o] 0 0 0
B 0 0 0 0 0 0

X RINFAERAXRUMBNREDEE/EEURNSEKFEST 5)/Txxx-2006 REEXR,
o REITBZYRAEZNRN S BKTE LRREER A,
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