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Chapter 1: Introduction

Chapter 1: Introduction

Section 1. Features

WebCAM is a compact stand-alone web-server capable of remote video
surveillance. It can be accessed from anywhere in the world via a standard browser
by entering the IP Address, account and password. Each system can support two
types of USB PC cameras. This can be regular USB camera, or one that has
infra-red built-in or even with Pan-Tilt. The server function allows WebCAM to
stream video images directly to the Internet without having to go through a computer.

WebCAM features a Windows-based software that allows the user to archive
streaming video directly to the viewer’s hard-drive. The same software also allows the
user to monitor multiple cameras on one screen.

Features:
e LCD display.
e Built-in Web Server with 32-Bit RISC CPU
e TWO USB Port for USB PC Camera
e Support USB PC Camera with VIMICRO ZC0301 Plus processor built-in
e Support Pan/Tilt and Infrared USB PC Camera (sold separately)
e 10/100Mbps Fast Ethernet Network Access
e Support Java-Enabled Web Browser
o LCD display shows; IP address, Subnet Mask and Gateway
e Support Up to 30 Remote Viewers for each camera
e Upto 8 User Accounts and Passwords
e 5.3VDC 1A Maximum
e Operating Temperature: 0°C ~ 60°C; Operating Humidity: 10% ~ 90%
e Dimensions: 48mm x 63mm x 21mm
e Weight: 759
e ForIndoor Use. Protective housing required for outdoor use.

o Network Protocol: HTTP, TCP/IP, UDP, SMTP, PPPoE, Dynamic DNS, DNS
Client, SNTP, BOOTP, DHCP, FTP, SNMP

« Resolution available: 640x480 (VGA), 352x288 (CIF), 320x240 (QVGA),
176x144 (QCIF), 160x120 (QQVGA).

e Frame Rate: Up to 15fps in 640x480, Up to 20fps in 320 x 240.
e Motion JPEG video stream.

Section 2. WebCAM as a Remote Surveillance System

Once WebCAM is installed, the user can check any of the connected PC cameras
using a standard web browser. The user can monitor and control these cameras
simply by entering the IP address shown on the LCD into a Browser.
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, Internet Explorar
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Fig.1 WebCAM Network Diagram

Section 3. Package Contents

WebCAM package contain the following items;
1. WebCAM server.
2. USB Camera.
3. Quick Installation Guide.
4. Utility CD containing;

a. Ultility: to configure IP address, update the firmware, etc.
MultiMonitor: to monitor multiple WebCAM cameras.
Time Server: Time adjustment utility.

Adobe Acrobat 5.0 Reader.

WebCAM User Manual, and
f. Camera Windows Driver.

5. Slim Ethernet cable.

6. Power adaptor.

®oo o
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10/100Mbps
Fast Ethernet
Connector

LED Error

Display LED
=i User

Power
LLcEggl \ Connector
P 10Mbps
UsB 20 el Link LED
USB Dat 100Mbps
Tmnsmi‘?ﬁang Link LED
Fig.2 WebCAM Front and Back view
LED Status Indicators on WebCAM
Light color Signal definition Condition description
Green Power state On: Normal power
Red Error Condition Flashing: Error condition occurred
On: When there is user logon and
Orange Logon state . .
receive the image.
- Flashing: When data is being
vellow USB data activity transmitted / received.
Fig.3 WebCAM Status LED Indicator
Light indicators on WebCAM LAN Port LED
Light color Condition description
Green When On: Internet speed is at 100M
When flashing: Data transmitting/receiving
On: Internet correspond speed is 10M
Yellow o .
Flash: Data transmitting/receiving
Fig.4 WebCAM LAN LED Indicators
Network Address
ey
| 1P hddr mgﬁz Gateway | oo
m A .77, %% | | detected
Wp |
Four dotted I
decimal .
notation % % :
|
. v«V///////)z /v?////za N2 |
3
One of the USB camera
IP notations detected

Fig.5 WebCAM LCD displayed info
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Chapter 2: Hardware Installation

The following details the hardware installation procedure for WebCAM IP camera.

Step 1.

Connect the PC camera into the USB
port of WebCAM.

Step 2:

Connect the WebCAM to LAN by using
the Ethernet UTP port.

Step 3:

Connect DC power adapter output into
WebCAM socket, and plug the DC
power input into the wall socket

Step 4:

Wait a moment and the LCD will
display the IP Address, Subnet and
Gateway. Use a Browser to log into
WebCAM Web Interface

The @ icon on the LCD shows that
a USB camera is connected.

The LCD display shows that two USB
cameras are attached to the WebCAM.

WebCAM - user manual
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Chapter 3: Web Interface

Section 1. Introduction

WebCAM is designed to work without having to install any software. All the
necessary functions are built-into the unit.

1. Once you have finished the hardware setup shown in Chapter 2, note down the IP
address shown on the LCD

2. On a PC (located in the same LAN), open a Web Brower (eg.: Internet Explorer,
Netscape, Mozilla Firefox or Opera)

3. Enter the IP Address as shown on the WebCAM LCD display and press ENTER

3 http://192.168.0.212/index. htm - Microsoft Internet Explorer

© FElle Edit ‘“iew Favorites Tools  Help .-
\_) Back. -\_j @ @ /h p Search *Favorites @ Bv .‘:_; B - I_J IE& ﬁ % .‘ﬁ ag:v
! dddresd F@ hitp: 192, 168.0,212indesx. htm v| Go o lnks P

Fig.6 Enter WebCAM IP address

4. Alogin screen will appear. Click Apply to login.

2 http:/1192.168.0.38/ - Microsoft Internet Explorer =
File Edit Yiew Favortes Tools Help 'R.

OBack -J @ @ \I_h pSearch “;r\\?Favorites @ Bv .‘i_; - \_‘J E .‘ﬁ
address | @] hetp:f192. 168.0,38) vIBc unks T -

WebCAM Server »
weowe i

wWehCaM Server uses the current internet infrastructure to stream and share video with JLo0in MName

the wearld,

WiebCAM Server supports DDMNS for users with Dynamic IP and PPPoE dial-up to DSl | |
provider,

Login Passward

@ Cione # Internet

Fig.7 WebCAM Login screen
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Section 2. Using the Web Interface

The WebCAM webpage main menu is divided into two sections. The selection menu
on the left and display menu on the right. The selection menu consists of the
following options:

2.1 View Video

2.2 Information

2.3 Basic Settings

2.4 Advanced Settings

N http:df192.1 68,0, 3Bfindex. hitm - Microsoft Internet Explorer
Bl Edi Yew Favorkes  Took  Help

O - @ - &l [@ G| Pt Yoo @2 B -

Aildress | 48] bitp: 152, 166.0.36 e bim | Blse ks * @y

WebCAM Server

Camera Settings

Aol
Sumn Java

At L
Cam Java

Information
Bask Seltimgt

Advanded Settings

Fig.8 WebCAM Main Menu

When using WebCAM for the first time, check the following settings;

a. Basic Settings - Camera Settings = Anti Flicker Check that this is set to
the correct lighting frequency. Change this to Outdoor if you intend to point the
camera outside. Click Apply to save the configuration.

b. Manually adjust the camera lens for best results.

WebCAM - user manual -6-
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2.1 To View Video

To view video from the connected camera, click on ActiveX
either ActiveX or Sun Java. Choose either Camera

’ - Sun Java
A or B to view the video.

ActiveX

By default the first USB camera connected to : Sun Java
WebCAM will be Camera A

Information

Note: . .
ActiveX can only function in Windows platform and a Basic Settings
plug-in has to be installed on the client's computer. If

this cannot be installed you will have to use Sun Java Advanced Settings

to view the video feed. Users who are not using
Windows based Operating System to view the video
feed by clicking Sun Java.

Using ActiveX Controls:

When using ActiveX for the first time, Windows will ask you to download the ActiveX
Controls.

Click the top bar to download and install the appropriate ActiveX controls.

3 hitp://192.168.0.38/actx_cam1f.htm - Microsoft Internet Ex... [= |[B]X]

@ This sike might require the Following Activel control: 'JPEG YWiewer For iCAMYiew' from 'Mega X
System Technologies, Inc.'. Click here toinstall, ..

W encountered an issue while trying to automatically install Active: i
orto your machine. A5 a result, activeX was not instaled propetly and you 5
ay receive error messages on your webpage, =~ |
2+
4
h'd
¥
- o=
O/ § MR & OGN 2 €[] B

Record video t|:|:|C:1r'-fI3f Docurnent!My Uidec|E]
Wideo Cu:udeu::

@' Error on page. ﬂ Inkternet
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Internet Explorer - Security Warning

Do you want to install this software?

||E Mame: IPEG Viewer For iCaMYiew

Publisher: Mega System Technologies, Inc.

More opkions Install

¢ Don't Inskal

G ‘ehile Files From the Internet can be useful, this file byvpe can potentially harm
wour campuker, Only install software fram publishers wou trust, What's the risk?

Once installed, the video will stream.

A hitp://192.168.0.38/actx_cam1f.htm - Microsoft Interne... [= |[B][X]

[€[E[2[P [n|s[w|m]=|m

r=1
|
(S

|2 [OGH e/ 29

Fecord Video t|:|:|C:U'-'1~_.r DDELJI‘I‘IEFlt";iC.ﬂ.l"-"l"u"iE'-.-|E]

I@ FPS i 6.7 & Internet

Note:
Make sure to adjust the USB camera lens for best picture quality.

® Click the record button to start video recording.
— The default directory is; C:\Windows\Temp\

The video will be saved in the following format;
CMV20060710123058.avi  [CMV] [yyyy] [mm] [dd] [ttmmss].avi

To change the saved location and filename. Click _I and the Save As
window will pop up. Choose an alternate location or filename.

WebCAM - user manual -8-
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Save | e Ganymede [C:] w O T E*
) RelayFas:
Files |ChDocuments and Sektings
)My Music |JIKpems
[C2)My Document i =1ele 4
() Acer
() WrmssAvYDE
File name: | awifle00.2vi
Save as typer [ AW File [7.awi] “

To change Video Codec, click E, Click Save to confirm changes.

Note: The availability of Codec depends on weather the individual user
has it installed on the PC or not. Download and install Windows Media
Player 10 to enable MPEG4 codec.

Digital Zoom In, Digital Zoom Out

e
ol

Rotate Left, Rotate Right

Flip the image vertically.

=
=

HotSpoticon. Each item corresponds to HotSpot location set in Basic
Setting = Patrol Settings = Hotspot Setting. Click to jump to the
pre-set location.

Click S to recalibrate and center the camera.

Note:
These icons will not show if you do not have either, (1) a CM03a Pan Tilt
camera, (2) administrator permission or (3) operator permission.

Directional Tool. Click to move the camera 1 degree in the direction
of the arrow.

[G[2][r ][ =[w|

<
=

Directional Tool. Click to move the camera 5 degrees in the direction
of the arrow.

4+ 9
¥ €|

Auto Patrol icon. Click to enable auto patrolling.

Note:
kol If the account permission is Viewer, then the HotSpot icon, Directional
Tool and Auto Patrol icon will not be available.

.4
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Using Sun Java Controls:

Once you click on Sun Java the following pop-up window will appear.

A hitp://192.168.0.3B/cam1f.htm - Microsoft Internet E... [= |[B][X]

number of
this camera..

Connection:1.100.0 %
~ —

e e OGN + S e/c|| )

[€[E[D|P [n][w|o]|—|w

r=1
1 1
ks 5
&) rpsiaz B Internet
r=1 . . .
- Click this to Marquee an area and zoom into that area.

Click this to reduce the image resolution.

Click this to increase the image’s resolution.

Click to digitally zoom in or out.

EYE
+ )(*| | Click to rotate the image.

Flip the image vertically.

Click this to bring up the on screen PanTilt Controls. Click within the full
pan-tilt range of the camera and it will jump to the location.
Note:

This icon will not show if you do not have either, (1) CM03a Pan Tilt camera,
(2) administrator permission or (3) operator permission.

WebCAM -

user manual -10-
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A hitp://192.168.0.3B/cam1f.htm - Microsoft Internet Exp... [= [B][X]

System Time: 2006080 F 073500

This indicates the full
pan-tilt range of the USB
Camera.

This is the area and
position the camera is
currently showing.

[€[E[2P |[AlB[@)]—]w

Connection:1 1000 %
3 4 @] ORI &3] 4] <5] 2] |
Z]FPsi11.4 % Internet
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2.2 Information

The Information tab contains the following subsections;
2.2.1 System Status,

2.2.2 Current Connections, and

2.2.3 Event Log.

2.2.1 System Status
This webpage displays all the information relating to WebCAM. This page is
viewable by viewers of all permission levels.

System Information

This section shows general hardware information such as the Hardware and
Firmware Version, the serial number, current / local System Time, the system
name, contact, location and uptime.

Network Status
This section shows the network information. The MAC Address is unique to
each WebCAM system.

Camera A / B Information

This section shows the Vendor ID, Product ID and Sensor type used by the
camera. These information are essential in determining if the 3™ party USB
camera is WebCAM compatible. Check with your vendor for compatibility.

3 http://192.168.0.201/index. htm - Microsoft Internet Explorer,

File Edit ‘iew Favorites Tools Help a'

@Back = \_) @ @ \'_h pSearch {'\'{‘Favorites @ D}jgv :\?,. E = J @ ﬁ E .'3
v| Go Markon Ankivirus &gl - @

Address @ hitpeff192,168,0, 201 findex. htm

WebCAM Server

System Status

ST T Hardware Version HCW72 System Name WehCAM Server
Firmware Yersion 2.53.0%7.W5T1.alphal System Contact Adrninistrator
ActiveX Serial Number 3026103950 Location Py Office
Sun Java System Time 2006/12/12 06:16:52  Uptime & day(s) 01:51:05
T
MAC Address 00:03:EAD02:07.8E Primary DNS Server 168.95.1.1
Connection Type Auto Sense Secondary DNS Server  192.162.0.1
IP Address 192,168.0.201 Time Server tirne. windows.com
Subnet Mask 235,255.255.0 PPPGE IP
[BEEIE EHETES Gateway 192,168.0.1 STUN Gonnection Status oning
Email Server Default Domain Name
Advanced Settings
YendorID OxACS ProductID 0x3018
Sensor Type HW7131B
VendorID ProductID

Sensor Type

0 Inkernet

Fig.9 WebCAM System Status page

WebCAM - user manual -12-
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2.2.2 Current Connections

2 http://192.168.0.38/index. htm - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

@Back ~ \_) \ﬂ @ ;j /':__\J Search ‘f\?Favorites {‘3 [:;:‘{v :_\_; < _J @1\7 ﬁ E '3
v| Go | Morton Antivirus &l - @

tddress |@ http:/{192. 168.0,38 findex. htm

WebCAM Server

Current Connections

ActiveX
sun Java [P |Account|Cameral  LoginTime [Total TxBytes| |
ActiveX 192.168.0.211  admin & 2005/08/18 03:36:30 29 M 895 K Block IP
Sun Java 192,168.0.224  admin & 2005/08/18 03:37.55 17 M 511K Black IP

Information

Log

Basic Settings

Advanced Settings

& Internet

Fig.10 WebCAM Current Connections

The Current Connections page shows all the users currently viewing either Camera
A or Camera B (First icon denotes Camera A). It also lists the login time and total
bytes received.

Note: Administrator privilege is required to view and use Block IP. Otherwise, the IP
and Account details will be hidden and Block IP function disabled.

|_1P__|Account [Camera| _LoginTime _[Total TxBytes|
HOREE eRRESR a0 D00R[0818 035532 17 M 380K Block IP

Fig.11 WebCAM Current Connections: Operator Permission

Click Block IP to block or disable the account of any errant viewer.

To unblock the IP goto Basic Settings - Account Settings = Blocked IP List and
delete the blocked IP Address from the Blocked IP List.

2.2.3 Event Log

This section will keep a record of all events that occurred in WebCAM. The user can
Refresh, Clear or Save the log file. There is also an option to sort the logs according
to “Level” or “Type”. WebCAM can log up to 2,000 events.

Once the number of events has reached the maximum limit, the oldest event will be
removed for each new event logged.

Note: If you do not have Administrator privilege, the User Name and IP Address will be
hidden. Example: Camera A: user ******x* connected from |P: *.*.* *

WebCAM - user manual -13-
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2 http:#/192.168.0.38/index. htm - Microsoft Internet Explorer
Edit

File

@Back @ J B @ \_h pSearch \::\?Favorltes E} D’€<' :\f E hd _J @Z ﬂ E '3

Address @ http:/f192.168.0.36/index.htm
vl

: (CAMView
~ Bventloglevel [l V|eventlogType A V]

View Favorites Tools  Help

Go MNorkon Antivirus el - @

-
|t

Event Log

Sun Java

>

Activex 1234 MNext

Mo. Date/tme lTye | Eemt ]
176 20068/02f18 04:11:17 Systern Ussr account: admin From P 192, 1628.0.224 user login,

Information 175 2006/09/18 04:11:09 Systemn User account: o From IP: 192,165.0,224 system auto Iogout,

174 2006/02f18 04:10:38 Systern User account: admin From 1P 125,234,114.95 user [ogin,

173 2006/02f18 040257 Camera Camera A user v connected from IP:192,168.0,224

172 2006/02f18 04:02:52 Systern User account: v From IP: 192,162.0,224 user login,

171 2006/02f18 04:02:27 Camera Camera A user v disconnect from 1P:192, 168.0,224 total Tx bytes: 162 K
Advanced Settings 170 2006/02f18 04:02:25 Camera Camera A user v connected from IP:192,168.0,224

169 2006/02f18 04:02:07 Camnera Camera A user admin disconnect from [P 192,168,0,224 total Tx bytes: 2 M 451 K
162 2006/02f18 04:07:39 Camera Camera A user admin connected from [P 192,168,0,224

167 2006/02f18 04:07:38 Camera Camera A user admin disconnect from [P 192,168.0,224 total Tx bytes: 62 M 123 K
166 2006/02f18 04:07:37 Camera Camera A user v disconnect from 1P:192, 168.0,224 total Tx bytes: 497 K

165 2006/02f18 04:07:29 Camera Camera A user v connected from IP:192,168.0,224

164 2006/02f12 04:07:26 Camnera Camnera A user v disconnect from IP:192, 168.0,224 total Tx bytes: 2 M 731 K

163 2006/02f12 0<4:06:40 Camnera Camera A user v connected from IP:192, 168.0,224

162 2005/02f 12 040446 Systern User account: v From IP: 192,162.0,224 user login,

161 2006/02f18 03:52:38 Systern Ussr account: o From IP: 192, 168.0,224 user [ogin.

Basic Settings

|

° Internet

Fig.12 WebCAM Event Log: Administrator privilege.

2 http:4M192.168.0.3B/index. htm - Microsoft Internet Explorer
Edit

File

Q- O @G P e @ -5 B-UEREES
v|Go Morkon Antiviros &g + @

Wiew Favorites  Tools  Help

Address @ htbp:/f192.168.0.38/index.htm

SRl

—(CAMView
Activex Event Log Level Event Log Type

Sun Java

Event Log

¢

Activex 1234 MNext

S JerE No.| _ Date/Tme [ Type | Eent |
172 2006/0Sf12 041439 Systern  Lser aocount #kssksd poop Tpo o s % ear [ogin,

177 2006/05/18 0h:14:26  Camera  Camera & user ¥ %4%% dicronnect from IR ** % * total Tx bytes: 19 M 573 K
176 2006/05/18 04:11:17  Systern User account; #**sskss poomp 1o & & & &% ear [ogin,

175 2006/02/18 04:11:09  Systern  User account; SHFresess oo Jpo * o * * cuctem auto logout,

174 2006/08718 04:10:28  Systern  Llser account; ¥FEEE4E% Do [Py * % % * Leer [ogin,

173 2006/02f18 040257  Camera  Camera A user ¥F**e* connected from P *00*

Advanced Settings 172 2006/02f18 04:02:52  Systern  User account; SHresess gomp Ty geer [ogin,

171 2006/02f18 000227 Camera  Camera A user #e*sksds dieronnect from I *% %% total Tx bytes: 162 K

170 2006/03f18 04:08:25  Camera  Camera &: user ¥***%4%% ronnacted from P * 0444

169 2006/03/18 04:08:07 Camera  Camera & user ******%#% dicronnect from I ** % * total Tx bytes: 2 M 451 K
168 2006/02/18 04:07:39 Camera  Camera & user ¥****¥%%% comqected from IR #0404 %

Basic Settings

|

0 Internet

Fig.13 WebCAM Event Log: Operator privilege.
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2.3 Basic Settings

The following option allows the user to customize their unit.
2.3.1 Camera Settings

2.3.2 Patrol Settings

2.3.3 Network

2.3.4 Account Settings

2.3.1 Camera Settings
Use this section to set up the USB camera.

i. Setting up Camera A (or Camera B)

Camera A
Image Size |QVG£« (320*240)
Anti Flicker |Ir'|dcucur 60 Hz

Mazxirnurn Murnber of Connections (1-30)

Fig.14 Individual Camera Configuration
Image Size
User can select the following image size;
a. QQVGA (160*120),

b. QCIF (176*144),
c. QVGA (320*240),
d. CIF (352*288),

e. VGA (640%480).
Anti Flicker

Choose between Indoors 50Hz, 60Hz or Outdoors. For best results when
directing the camera to bright sources / windows, select Outdoors.

@ Note:

If you do not choose the right frequency, the image will flicker or lines will appear on the
images.

Maximum Number of Connections (1-30)

Use this to limit the total number of users that can view this camera at the same
time.

Location
Enter a suitable location / name for the camera.

Light Compensation

WebCAM - user manual -15-
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Choose Yes and WebCAM will increase the lighting of the image. This is useful
when monitoring indoors.

Choose No if you do not want WebCAM to compensate for bright indoor lighting
and view the images as is.

Color

Choose Yes for color and No for black and white display. Black and White
display results in slightly faster FPS (Frames Per Second) video.

Camera Position

Use this option to right the image when WebCAM is installed on the ceiling or
wall. Select either; 0 degree (upright), 90, 180 (upside down), or 270 degree.

Pan Control
Use this function to reverse the Pan direction.

Tilt Control
Use this function to reverse the Tilt controls, if necessary.

Note:
Always click Apply to save any changes made. Otherwise, the changes will be lost.

2.3.2 Patrol Settings
This option is only available if a CM03a USB PanTilt Camera is used. Otherwise the
function remains hidden.

L

—-QCAMVI’EW

Patrol Settings

ActiveX
5un Java Patrol Setting

ActiveX Ma boundan [ 3403, 737 |
Sun Java

Information

Basic

Advanced Settings

[0.0] Mouse Location {01 0] Camera Location [ 1699 380
ot St
Information Hotspot Setting
Hotspot Loaction Coordinates

On startup (4700, 381) ]

Patrol Setting

Boundary (comer) 1500, 162]
Boundary (opposing carmer ) (3303, 523)

i. Patrol Setting

WebCAM - user manual -16-
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This section allows the user to define hotspots, required patrol boundary, and
see where the current camera position.

Click to select which User defined Maximum boundary (X,y)
camera to control. hot spot bubble. of the Pan Tilt camera
Camera B

Patrol Setting
Max boundary [ 2409, 737

p— Current
ow fu
: camera
Pan Tilt é 1 o — & position
range. ’—@ 6——() and view
| 'S} | area.

User BE
defined
Ean Elt Mouse Location (2274 B5] Camera Location [ 2799, 611

oundan

Fig.15 WebCAM Patrol Setting / Controls

HotSpot Settings

This part shows the hotspot coordinates and the Administrator can give each
location a name. Click and hold on the Hotspot bubble in the above patrol
control to re-define the coordinates.

Hotspot Loaction Coordinates Enter a
R (1700, 361) | | hamefor

Hat spot 1 (1, 379) | | the selected
Hat spat 2 (716, 556) | | hotspot

Hot spat. 3 (2213, 578) | |

Hat spat 4 (1284, 578) | |

Hotspts  @esw) I

Patrol Setting

Patrol Setting Enter a
Boundary {corner) (500, 162) | <4———— name for
Boundary (opposing corner) (3303, 523) | | the selected
Auto patrDIIing Format hOtSpOt

Ran speed Tilt SDBBd

Boundary

This defines the camera patrol boundary. Click and hold on either one of the
two boundary bubble to redefine the boundary.

Auto Patrolling
Select Yes to start auto patrolling function.
Select No to stop the patrolling function.

Format
Choose from 5 different patrolling formats;

a. Oscillating — The camera will pan and tilt at the same time within the user
defined boundary. Camera will oscillate from left to right and back.

WebCAM - user manual -17-
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b. Square — The camera will patrol along the user defined boundary in a clock
wise manner.

c. Pan only — The camera will perform Pan function only.
d. Tilt only — The camera will perform tilt function only.

In sequence (1-5) — The camera will jump to each Hotspot location in
sequence and wait for 10 seconds in each spot.

Pan speed / Tilt Speed

Use this to define the Pan and Tilt speed. By default this is set to 10, the
fastest setting. The administrator can further customize by choosing different
Pan / Tilt speed.

2.3.3 Network
This option determines WebCAM Network settings.

IP Address
By default, the IP address acquisition is set to using DHCP.

IP Address
IP &ddress

Subret Mask

Gateway

Obitain an IP address* Using DHCP %
Fig.16 WebCAM IP Address Settings

IP Address

This determines WebCAM LAN IP address.

Subnet Mask
Enter WebCAM Subnet Mask. The value is normally 255.255.255.0

Gateway
This item is to set WebCAM Gateway.

@ To learn more about the above, see Appendix C: IP address, Subnet and

Gateway

Obtain an IP address
This allows the user to choose either to set WebCAM LAN IP address; manually,
using DHCP (default) or using Bootp protocol.

Note:
Click Apply to confirm. WebCAM will reboot. You MUST manually enter the NEW
IP address in your Browser in order to open the Web Interface.

DNS Server IP
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DMS Server IP
Primary DS Server IP

Secondary DMS Server IP

Fig.17 WebCAM DNS Server IP

Primary DNS Server IP

This item sets WebCAM primary DNS Server IP address. This is the default
DNS and cannot be edited.

Secondary DNS Server IP

Use this to set WebCAM Secondary DNS Server IP address. WebCAM will
use the Secondary DNS Server IP address if the Primary DNS Server IP
address is not working.

Port Number

Port Number
Http Port nurmber 20

Cornrnunication to Carnera Port nuntes * 001

Fig.18 WebCAM Port Settings

HTTP Port Number

This determines the LAN port from which the webpage (using HTTP protocol) is
accessible thru your Router. By default the LAN port number is 80.

If this port is changed, say to 82, then http://XXX.XxX.XxX.xxx:82 (where
XXX XXX XXX XXX is WebCAM LAN IP address as shown on the LCD) must be
used in order to access WebCAM web interface in LAN.

Communication to Camera Port Number

This determines the LAN port from which the video image (using UDP protocol)
is streamed thru your Router. By default the LAN port number is 9001.

Ethernet

Connection Type™® AUto Sense b

Fig.19 WebCAM Ethernet Settings

Connection Type

This sets WebCAM communication speed. By default, it is set to Auto Sense.
WebCAM will reboot, if this setting is changed.

WebCAM Dynamic DNS

This free service allows the user to alias a dynamic IP address to a static
hostname. No matter how many times your ISP change the IP, you will be able
to locate WebCAM.
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Each WebCAM unit is shipped with a default domain name ***.icv99.net, where
*** is the unique 10 digit serial number located at the back of WebCAM.

WebCAM Server Dynameic DNS { If you would like to change to a preferred DDNS. Please go to

http:/ /ddns.icy99.net. )
Default Domain Marme i_!_:gi_s___a!tglg | :j
Fig.20 WebCAM Default Dynamic DNS

Use Default Domain Name

Each unit of WebCAM is shipped with a default Domain Name. To activate this
feature;

1. Select Enable from the drop-down menu and click Apply.

2. Activate the feature by logging on to http://ddns.iCV99.net and click Create
New Account.

A http:/iddns.icv99.net! - Microsoft Internet Explorer

File Edit Yiew Favoribes Tools  Help
J J @ @ \;j /':_] Search \i?Favor\tes @ E::gv .,:\; - _J @é ﬁ E ﬁ

fcess [ ] httmfddns. irvos.nety v|B)so | worton Anvrus &) - @

Lodgin
Create Mew AccoUnt
Forget Password Password :| | B

Logout _Confirm |

DNE narma:

| icw39.net

|=

@ Done  Intermet

3. Register by entering the Serial Number and Master Password (as shown
at the back of WebCAM) and click Confirm.

3 hitp://ddns.icv99. net/ - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

@Back A J @ @ ‘;j ;j Search '{‘\?Favuntes @ [:;:{v .,:\; < _J @Z ﬂ g ﬁ

Address @ http:/iddns.icv99.net/ V| Go | Morbon Ankiviras & - @

Login
Create Mew SAccount
Forget Password Cdkey :| | L]

Logout Confim |

Serial no,

|

@ Done ® Internet
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4. Once registered, user can change either, the default domain name, DNS
password or Email address. Click Confirm to save changes.

A hitp:/iddns.icv99. netf - Microsoft Internet Explorer,

File Edit “iew Favorites Tools Help F
Qi © HMEG Lo frroes @ 32 B-LUBAES
Acrlress | &] httpsfddns icvag.net] v|B)so | worton Antivius &) - @
~
Login
Serial number : 39256103950
Create New Account Current DNS name : 3926103950.icv00 net
Forget Password Change to :| | iev9a net
Logout Passward :| |
re-enter Password :| |
E-mail : [NULL | =
hd
@ Dore B Internet

@ Note:

Enter a valid Email address. In the event you have forgotten the password to
your DNS account, a new password will be sent to this email address upon
request.

5. Registration complete. Account details shown as follows;

<2 http:#/ddns.icv99.net/ - Microsoft Internet Explorer, |:||E|E|
File Edit Vew Favorites Tools Help !'
eBack T Iﬂ @ ;\_| /:\J Search \;1:( Favorites é} [1‘- :; - _J Ii*}\::z ﬂ ﬁ '3

Address ‘@ httpeffddns.icva9. net/ V| Go Morkon Antiviros &l - @

~

Domaind ey

Lodin

Serial number : 3925103950
Create Mew Account

Current DMS name : user.icy29.net

Forget Password Change to :| | [o—
Logeut Contm
Password :| |
re-enter Password : | | B
E-mail :|user@emailadd.cum |
Lonfim J
)
&] Done & Internet

Note:

In order to view from remote, Port Forwarding must be configured at your Router.
See Appendix A for more information.

6. With the registration complete, the following additional information can be
seen under Information - System Status - Network Status.
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Network Status

MAC Address 00:03:En:02:97:8E Primary DNS Server 168.95,1.1
Connection Type ALto Sense Secondary DNS Server  192,168.0.1

IP Address 192.168.0.201 Time Server tirne. windows, corn
Subnet Mask 255.255.255.0 PPPoE IP

Gateway 192.162.0.1 _STIN Connection Status online
Email Server Default Domain Name — 2926102950.icv99, net

ii.  Other Dynamic DNS

Sewices Provider | More it |

Domain Marme | |

Login Marne | |

Login Passwaord | |

Llse Public IP to register

Fig.21 Dynamic DNS from other Service Providers

Service Provider

In addition to http://ddns.iCV99.net, WebCAM can be configured to register with
other Dynamic DNS providers. The following free DDNS service providers are
supported;

e dhs.org
e dyndns.org
e myddns.com
e zive.org
e 88IP.cn
e myneteyes.com
Click Update to get latest list of Service Providers.

@ Note:

The number of available DDNS service providers depends on the region WebCAM is
purchased.

In general, to register a Domain Name;

a. Go to the DDNS provider website listed above.

b. Register a new user account and password with the DDNS provider.
c. Choose a Domain Name to point to your current Dynamic IP

d. Enter information obtained in (b) and (c) into WebCAM DDNS fields.

Domain Name

This is the Domain Name you have created from the above selected DDNS
provider.

Login Name

This is the Login / Account name that you have created with the selected DDNS
provider.

Login Password
Enter the Password you have assigned to your DDNS Account.
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Use Public IP to register

Choose Yes to ensure that WebCAM uses the WAN / Public IP to register with
the selected DDNS server.

PPPOE

Use this option to allow WebCAM to connect to the internet directly using your
xDSL modem. Once set-up, WebCAM will connect directly to the Internet
without going through a router. The LCD will display the current WAN / Public
IP instead of the LAN IP Address.

¥When Connection should be made |Disabled V|

Login Mame | |

Lagin Password | |

Fig.22 WebCAM PPPOE setting

When Connection should be made
Disabled . Default setting.

Connect always . WebCAM will automatically dial up and maintain
continuous connection.

Login Name
Enter the login name assigned by your ISP.

Login Password
Enter the password assigned by your ISP.

2.3.3 Account Settings

This webpage allows you to set up to Eight (8) different user accounts with different
access permission level to WebCAM. This section can only be edited by an
administrator.

User Account

User Account

LIser Mame Password Permission IP Filter Max. FPS Wiewing HoLr
| | | | |ﬂdministratnr V| |**** | |Unlimited V|
| ||| | Operator s | R e BRED v| | Configure |
| | | | |‘Jiewer V| |**** | |1D V| | configure |
| | | |ND Arcess V| | |

|
Mo Access w
Mo Access V|
Mo Access V|
Mo ACcess -

Fig.23 User Account Settings
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User Name

Assign a User Name / Account. The administrator can set up to 32 case
sensitive character names.

Password

Assign a password to the account. The administrator can set up to 32 case
sensitive passwords.

Permission
This sets the access level to individual user accounts.

Administrator: An Administrator has full access including write permission
to all menus and sub-sections. Only an Administrator can
see the User Name and IP address fields or set the camera
access Permit Hours to Operator or Viewer accounts.

Operator: The user can access all menus, but does not have
permission to amend the data fields.

Viewer: The user can only view camera within the time specified in
Permit Hours. The user does not have write permission,
can only view Camera A/B and read the Information
section.

No Access: This disables either of the above two permission levels given
to a user.

@ Note:

An Administrator account must be set before setting up either an Operator or
Viewer account.

IP Filter

Use this feature to ensure that the user only login from the IP address specified
here. Leave it as *.*.*.* to allow the user to login from any place.

@ Example:

Entering 192.168.1.* will only allow User to access from 192.168.1.xxx IP
addresses.

Max FPS

This allows the Administrator to limit the bandwidth allocated to each account.
The Administrator can set a figure of 1 to Unlimited FPS (“frames per second”).

Viewing Hours

When the Permission level is set to either Operator or Viewer, the Administrator
can set the time to which the camera can be viewed.
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Begin (k) Erd (hbrrm )
Perrit Hours 1 oooo | 2350

Perrnit Hours 2 | I—l
Permit Hours 3 | ||

| apply || Reset || Close |

@ Done & Internet
Fig.24 WebCAM Permit Hours Configuration

Click Configure to set the hours. The Administrator can set up to 4 different
Permit Hours (in 24hr format). Click Apply to save. Click Close to exit
without saving.

@ Note:

The Reset button only revert the fields to initial values prior to any changes being
made. If Apply has been clicked, it will not undo the changes.

ii. Block IP address
Blocked IP List

| Add Block IP

192.168.0.200
=0

Fig.25 Blocking LAN IP address

Blocked IP List

This allows the Administrator to block specific LAN IP address from accessing
WebCAM. Enter the IP address in dotted decimal notation and click Add
Block IP. The blocked LAN IP address will be listed at the bottom.

Click Delete to remove it from the list.
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2.4 Advanced Settings
This section allows the Administrator to set up some of the features available in the
server.

2.4.1 Event Notification
2.4.2 Motion Detection
2.4.3 Image Recording
2.4.4 Email / FTP

2.4.5 System Settings
2.4.6 Image Server

2.4.7 Language

2.4.8 About

2.4.1 Event Notification
This section determines the type of event that will be included if an email notification is
sent by WebCAM.

Note:
Administrator privilege is required to configure this section.

i.  Event Notification
A total of 8 email recipients can be assigned to receive notification.

Event MNotification

Send Email Emnail Server @ <Empty =

Recipients Emnail &ddress Book

Fig.26 WebCAM Event Notification Page

Send Email
Select Yes to activate this feature. Default is No.

Email Server

A valid Email Server, User name and password must be setup for this feature to
work. If this has not been setup, click Edit and to go to Email / FTP setup page.
(see Section 2.4.4)

@ Note:

Email function can only work using standard Email Server and not Web based Email
Server, such as yahoo.com

Email Address Book
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The available Email addresses are listed here. See Section 2.4.4 on how to
enter an Email address to the Address Book.

To add an email address click Edit. WebCAM will ask you to save your
configuration prior to leaving this page.

Recipients

Up to 8 valid email accounts can receive Email Notification. To add an email
address to the recipient list, click <.  To remove, click >.

@ Note:

Only Email addresses that are listed in the Email Address Book can be added.

Events

This section determines the events that the selected recipient/s will receive by
email. There are three types of events; Information, Warning and Error. Click
Select to select the list of events the recipients will be notified.

By default, all the events are selected but not confirmed. Click Apply to
activate and confirm selection.

Click ﬁ to close the window and return to the Event Notification page.
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2N http:/1192.168.0.3B/select_event.htm - Microsoft Internet Explorer |:||E||X|

Start up

Server address can niot be resolved

iiiiiiiiiiDH

© 0 0 0 O o o o oloNol

Server address was not specified

®
(¢}
(¢}
(+]
(+]
(+]

iiiiiiDH

| select &l || Clear &Il || &pply |

@ Done | | | | | | 4 Internet
Fig.27 Event Selection List

L]

@ Note:

The Image Recording and Motion Detection notification function here will only send
an email notification WITHOUT any picture attached. For email notification with
images, the Administrator has to setup the Motion Detection page (see Section
2.4.2) and Image Recording page (see Section 2.4.3)
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WebCAM will email the following notification depending on which event was

selected.
& Camera A: user (Empty) connectad fram IP:219.137.199.129 { 192.168.0.30 } (=73
| Fle Edt View Tools Message Help w

@ereh G reova wgRmd D X QO W
From: riobody@nobody . net

Date: Wadnesday, 15 Septerber, 2004 11:40 A

T robody@nobody, met ;

Subject:  Camera &: user (Empty]) connected fram IP1219, 137,199,129 ( 192,166,030 )

Iser narme: (Empty)
Peer|P: 219137 199129
System time: 20000205 1150037

Fig.28 Event Notification: User Login Details (Date, Time, Camera & IP)

& Camera A: Motlon detected. [ 192.168.0.30 )

| Bl [dt Uew Jods  Mescage e i

- Beney @Rk wgrewd 2 X D O W
Frarm nobody@nobody. et

Dabe: ‘Wednesday, 15 September, 2004 11143 AW

To: nobody@nobody. nsl

Subject:  Camera s Motion datacted, | 192, 1660030 )

& 192.1658.0.30

System Location by Office
Status: Cameara A hiotion detsdcled.

Fig.29 Event Notification: Camera A Motion Detected
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& PPPoE service Start Upi{ 219.137.207.122 ) - Chinese Traditional {B'ﬂﬁ;'.i.“: = ~ in lﬂ
| Ele Edt View Tools Message Help !

g G B =S * ¥ | E2

Rephy  Reply 0 Fonward Prinit Delete Freviogs  Wext Addressas

From:  chcel§13@163 com Beelc13@1...
Date: Thursday, 17 June, 2004 1:12 PM Uniknown contact

To:
Subject: PPPGE service Start Upl[ 219.137.207.122 )

1B 192 1681 120 _I
FFFPoE IF: 213137 207122
sysiem Localion: My Uince
Status; PPPOE service Start Upl
I 4

Fig.30 Event Notification: PPPoE Connect Successful with Public IP shown

2.4.2 Motion Detection
This page allows the Administrator to set Motion Detection functions for the cameras.

i. CameraA (or CameraB)
Camera A
Enable Mo

Detection Sensitivity |

Send image every .0 second(s)

Fig.31 Motion Detection page

Enable
The Administrator has two options for Motion Detection;
a. Always On or

b. On Schedule, the Administrator can set up to 4 different time slots for
motion detection.

WebCAM - user manual -30-



Chapter 3: Web Interface

@ Note:

Check that you have setup valid Email / FTP accounts first before proceeding with
the rest of the configuration.

To setup Email / FTP, see Section 2.4.4

Detection Sensitivity

This will determines the level of change before motion capture is triggered. A
high percentage means a small change will trigger motion capture.

Send image every ... second(s)
Select either; 0.5, 1, 2, 3, 4 or 5 seconds.

Stop sending after ... email(s) or image idle for ... second(s)

WebCAM will stop sending emails on the lower of the two conditions. The
Administrator can set between 1, 3, 5, 7 and 10 seconds. Emails can be set
from 1 to 99999 pieces or 0 for stop sending email only when image idle
occurred.

Schedule

When the unit is set to On Schedule, the Administrator can configure the four
preferred schedule time slots for motion detection. Time must be entered in
24hr format.

Send to FTP Server

Click Yes to activate. This option allows the administrator to send and store
the motion detected images on a FTP site. This is useful for future reference
and recording purpose.

ftp://<empty>/<folder>

This allows the Administrator to determine the folder where the Motion Detected
files are stored. Enter a folder name in <folder>. Click Apply when done.

@ Note:

The folder name must be valid and has appropriate upload permissions.

You must first enter a valid FTP address in Email / FTP page. Otherwise the ftp
address field will be left <empty>.

To setup the FTP server, see Section 2.4.4

System Defined / User Defined

The administrator can also determine to either have the system automatically
assign the filenames for the pictures saved. Or manually assign the filename.

Filename ...

Specify a prefix filename for the motion detected JPG images. The default
prefix is image_
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Loop from ... to ...

This will determine the number of files in the sequence. Once the last file
number is reached, it'll loop and replace the first file in the sequence with the
most current image.

Digits ...
This will determine the number of digits assignable for the above sequence.
The Administrator can choose to assign between 1 to 6 digits.

Click ?

for an example.
Send Email
Select Yes to send an email when motion is detected.

@ Note:

The image size received by email / FTP depends on the resolution set in Basic
Settings > Camera Settings = Image Size

& Camera & Motion detected. { 192.168.0.30 )
B+ Bt e Toos  Pessags  Heb ¥

Sdnepq- s\jlzewpl W Forward | x @ u Wi

From:

Date: Wednesday, 15 Sepkenber, 2004 1156 A
Too

Subject:  Cemera Ai Mobion detected, { 152, 168.0,30)
Mbosch:  fTjcermens_Adog 6,5 £8)

I 192168030
Systemn Location: My Office
Status Camara A Motian datecied

Fig.32 Motion Detect Email Notification

Email Server: ...

The Email server will be shown here. If not, click Edit to go to the Email / FTP
configuration page. Click on Motion Detection to return here. (See Section
2.4.4 on Email / FTP configuration)

Email Address Book

The available Email addresses are listed here. See Section 2.4.4 on how to
add an Email address to the Address Book.

Recipient

The Administrator can determine who will receive email notification.
To add a recipient to the list, click <

To add all the recipients to the list, click <<
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To remove a recipient from the list, click >
To remove all the recipients from the list, click >>

Click Apply to confirm and save the settings.

2.4.3 Image Recording
Image recording allows the user to receive a string of JPG images to either their email
account or FTP account. The images will be sent over a predetermined interval.

i. CameraA (or Camera B)

Camera A
Enable Mo

Beain - End (hkermm) — _

Send image every rmirntes)

Send to FTP Server ftpe ) <Empty= [
filenarme (*1jpg  loop from to digits 1

Send Email Emnail Server © <Emphy =

Recipients Email Address Book

Fig.33 Image Recording webpage

Enable
Click Yes to activate this feature.

Begin — End (hh:mm)

The Administrator can determine up to 2 different time slots for Image Recording.
The time is in 24hrs format.

Send image every ... minute(s)”

The Administrator can determine the interval (between 1 to 99 minutes) at which
WebCAM capture and send an image.

Send to FTP Server & Send Email

This is similar to the function available in Motion Detection page. Please refer
to section 2.4.2 above for details.

Note:
The image size received by email / FTP from depends on the resolution set in Basic
Settings = Camera Settings = Image Size
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8 Image recording of camera A { 192.168.0.30 ) r-_||EE|
! Fle Edt Yew Tocl: Message  Help ﬁ'

e G reha wgrned | X @ QW
Fron:

Date: Wednesday, 15 Saptember, 2004 12:59 PM

To:

Subject:  Image recording of camera A Y 192,163,030 )

Attach: @@ camera_A.1pg (6.47 18)

1P 192 168.0 30
System Location: My Office
Status Image recording of camera &

Fig.34 Email of Image Recorded

2.4.4 E-mail / FTP

This webpage sets up the necessary Email and FTP server information. The
Administrator will have to enter a valid Account Name and Password to the Emalil
server and/or FTP server. These information has to be setup in order for Event
Notification, Motion Detection and Image Recording function to work.

2 hitp:/1192.168.0.207/index. htm - Microsoft Internet Explorer X
File Edit View Favorites Tools  Help ﬁ.

@Back = -_J B @ (h pSearch *Favnrites @ Bv .___; © I_J @k ﬁ E ‘ﬁ
v| Go Mortan Antivirus @ = @

Address @ http:f192,168.0, 207 findesx.htm

WebCAM Server

Email { FTP

ActiveX FTP Settings

Sun Java FTP Server

ActiveX Account Narme

I

Sun Java Password

Information Email Settings

Ernail Server st sarnple, corm

Sender's Email Address image@sample. com

Ernail Server Requires Authentication fas (v

Account Mame image@sample. com

Basic Settings

Reset

Sending test mail

Eefore send the test mal, please chedk mail setting is correct, Test mail

Email Address Book

Add Ernai Address
imaged@sarnple.corm "

Delete

I

° Inkernet

Fig.35 Email / FTP settings page
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i. FTP Settings

FTP Server

Account Marme

Passwiord

Fig.36 FTP settings

FTP Server
The Administrator will have to enter the full FTP server address here.

Account Name
Enter the FTP login account name here.

Password
Enter the account password. Click Apply to save the above settings.

ii. Email Settings
Email Server

Sender's Ernail Address

Ernail Server Requires Authentication Mo v

Arcount Mame

Passwiord

Fig.37 Email settings

E-mail Server
The Administrator will have to enter the Email server address here.

@ Note:

Email function can only work using standard Email Server and not Web based Email
Server, such as yahoo.com

Sender’s Email Address

Enter a valid email address where the Email will be sent from. Enter the full
email address, example: image@asus.com

Email Server Requires Authentication
Select Yes to enter the Account name and Password field below.

Account Name
Enter the full account name, example; image@asus.com.

@ Note:

In most cases, Sender’s Email Address and Account Name field is the same.

Password

Enter the password for the above account name. Click Apply to save the
changes.
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iii.  Sending Test Mail

Sending test mail

Before send the test mail, please check mail setting is correct.

Fig.38 Sending a test mail

a. Click Test Mail to check that the Email Setting has been correctly
configured.

A hitp:#/192.168.0.201/save_mail_page. him - Mi... [= |[B][X]

Do you want to save the configuration?

| ves |[ Mo || cCancel |

éé:l Done & Internet

Fig.39 Saving configuration before sending a test mail

b. Click Yes to save configurations and proceed to the following window.

A http://192.168.0.201 /testmail_recipt. htm - Mi... |Z||E|E|

Test rmaill Recipient |

ﬂ:l Done B Internet

Fig.40 Test mail recipient email address
c. Enter the Test mail Recipient email address and click Send.

d. If the Test Mail is successful, the Recipient will receive the following email
message.
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& This is a test mail 'L 'E|E|
: FEle Edit ‘Mew Tools Message Help 1".'
: Ak :
Eﬂ Reply ﬁ' Reply Al W@ Forward = x @ e )

From:

Date: Wednesday, 12 July, 2006 2:08 PM

To:

Subject:  This is a kest mail

If you received this test mail, it means that your mail settings are correct.

Fig.41 Confirmation email

The administrator can also check Information = Event Log for confirmation or
failure.

Date/Time
S0 2006/07f12 06;13:09 Ernail Test Mail has been sent.

Fig.42 Event Log: Test mail successful

Date/ Time Event
51 2006/07/12 06:16:41 Ernail Failled to send test mail,

Fig.43 Event Log: Test mail failed

Email Address Book
Email Address Book
| [ Add Email sddress |

irmage@asus. com
| Delete |

Fig.44 E-mail Address Book Entry

Enter an Email address in the box provided and click Add Email Address.
The listed emails will be available for use in Event Notification, Motion Detection
and Image Recording webpage.

Up to 20 email addresses can be stored.

Click Delete to remove an Email address.

2.4.5 System Settings
This page allows the Administrator to set WebCAM SNMP settings so it can be used
by a NMS (Network Management System).
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A http://192.168.0.38/index. htm - Microsoft Internet Explorer X
File Edit V¥iew Favorites Tools Help "'I

@Back ~ J @ @ \_h pSearch {‘\?Favorites {‘3 Eggv :\’!, B - J IE& ﬁ E .'3
v| Go Morton Antivirus &gl - @

Address @ http: {192, 165.0,38 index . htm

WebCAM Server

System Settings

System Time

ActiveX

ST T System Time Updates

ActiveX Time Server |time.nist.g0v v| Edit

Sun Java Time Zane (Relative to GMT)
Systern Time(yyyy/mmjfdd hhirmm:ss) |2006,’DEI,‘1EI 10:25:00 | [ Manual Adjust ]
Auto Restart Systemn for Every (0: Disabla) |D ||Minute v| [ Apply ]
Manual Restart
LED function

SNMP Settings
System MName Systemn Contact Systemn Location

Adrministratar My Office

Manager 1P Address Cormmurnity Permissian Description

|public | |Read,‘Write v| | |
|public | |N0 Access v| | |
|public | |N0 Arcess v| | |
|public | |N0 Access v| | | v

0 Internet

Fig.45 System Settings page

i. System Time

Systemn Time Updates

Time Server |time.nist.gov Vl m
Tirne Zone (Relative to GMT) GMT+3:00 (v Apply
System Time vy 'mm dd hhzmmess) |2EID(5[D?,‘12 14:31:37 | Manual Adjust

Fig.46 System Time

System Time Updates

The administrator can set an interval for time synchronization. Select either; 1,
3,12 hours or 1, 10 & 30 days.

Time Server

Choose the nearest Time Server to your WebCAM location. The Administrator
can choose from the list of a maximum of 30 Time Servers.

To add a new Time Server the Administrator must first make space by deleting
existing Time Servers from the list. Once this is done, the Add dialog box will
appear as below. Click Back to return to the System Settings webpage.
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Time Server

time. windows. com

ntp0.cs.mu,0Z. AU

ntpd.cs.mu 0z, AL

ntpd.rap.br
Fig.47 Add Time Server dialog box

Time Zone (Relative to GMT)
Select the appropriate time zone. Click Apply to save changes.

System Time (yyyy/mm/dd hh:mm:ss)

This section is to manually set WebCAM System Time. The format is
pre-determined to: yyyy/mm/dd hh:mm:ss (in 24hr format). Click Manual
Adjust to save the changes.

System Restart

System Restart

AUto Restart Systern for Every (0: Disable) ] Minute v Apply
Marual Restart Restart Moy

Fig.48 Auto Restart setting

Auto Restart System Every ...

The Administrator can choose to restart WebCAM at certain intervals (choose
between minutes and hours only). Click Apply to save any changes.

Manual Restart
Click Restart Now to restart the system immediately.

LED Settings

LED function Enable
Fig.49 LED Settings

LED function
This function is not applicable.

SNMP Settings
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SNMP Settings

Systern Mame Systern Contact Systermn Location
Manager IP Address Cammunity Permission Description
rReadwite ¥| | |
Mo Access v | |
Mo fccess v | |
o fccess v | |

Mo Access

Mo ACcess v

Fig.50 SNMP Settings

System Name
This is to give WebCAM a name identifiable in a SNMP network.

System Contact
This is to give the Administrator an identity in the SNMP network.

System Location
This is to set WebCAM SNMP location.

Manager IP Address

This set the LAN IP address where the administrator can manage WebCAM
from. Itis valid for up to 8 different LAN IP addresses. To manage WebCAM
from any LAN IP addresses leave the field as *.*.*.*

Community

This is to set a Community name for NMS. The community name has to be the
same as that set in NMS.

Permission

This is to set the Administrator’s authority. Options are Read, Read/Write, and
No Access.

Description
This is for an Administrator to make notes.

2.4.6 Image Server

The Image Server allows the user to view his camera directly from the internet without
having to set-up DDNS or Router's NAT. All the user has to do is log on to the
Server's webpage and register for free.

Once a username and password is registered and confirmed. The user can log into
this Server from anywhere in the world and access his camera.
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2 http://192.168.0.207/index. htm - Microsoft Internet Explorer, X
File Edit Yiew Favorites Tools Help al

@Eack = J @ @ \_h pSearch {‘\'{‘Favorites @ D}}:v :\?,. E = J IE& ﬂ E .'3
v| Go Morton Antivirus &gl - @

Address @ http:ff192,168.0, 207 index. htm

WebCAM Server

Image Server

ActiveX

Sun Java Eniable

ActiveX Cormmurnity | |

LR 61 Go to Image Seryer

ey
Information
Basic Settings
0 Inkernet

Fig.51 Image Server settings page

Enable
Choose Yes to enable this feature or No to disable.

Community

This is a security feature. Set a Community password to add an extra level of
internet security to WebCAM. Community password is left blank by default.

Click Apply to confirm settings.

To activate the iMage Server account;

1. Click Goto iMage Server. Browser will redirect you to www.iCV99.net the
iMage Server site.

2. For first time login, click on Don’t have an iMage account? Click to
register a free account (see Figure 53). Be sure to have the following
information at hand;

i WebCAM Serial Number,

ii. WebCAM Master Password (both information are located on the
label behind WebCAM)
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2l Megatec - Microsoft Internet Explorer

File Edit Vew Favorites Tools Help

@Eack - \_) @ @ ‘;j ;\'Search \;1\?Favorites @ r’;<v ..___\; = _J @ ﬂ :§ ﬁ

Agdress|@ hkkp: . icw39. net] V| Bl morton antivius @) - @

Login to iMage Account

Mageserm [ |
iMage Password: I:l

@ ) Internet
Fig.52 iMage Server login page

Register your iMage Account

Create an iMage User ID;
Create an iMage Password:

Canfirm Password:

Product Serial Nurmnber;: Chech itern labeled 5/ at back of unit,
Product Master Password: Check itern labeled Passward at back of unit.
Enter your e-mail address: A confirmation amail will be sent to thiz address once you click "I Agres”

By clicking "I &ccept” means that you agree to the Terms of Service agreement. If you do not agree to these terms, dlick “Cancel”.

1. ACCEPTANCE OF TEEMS ~
Welcome to wwor, ICVYY net (ICVYI07),  ICVYY provides its
service to wou subject to the following Terms of Service
("TOE"Y, which may be updated by us from time te time

Swithout notice to vom, You can review the most current
 version of the TOS at any time at:
 http:/Swnr, ICVE9 nets terms  hitm,

Fig.53 iMage account Registration page

3. Once registered, a confirmation email will be sent to your email address.
You can now sign in to your account using your new iMage User ID.

4. Goto Add / Remove Unit, and enter the Serial Number and Community 1D
(if one has been set under Advanced Settings = iMage Server >
Community). Click Add >>to add WebCAM to My List.
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Welcome User | Logout

Add / Remove Unit

Add Unit My List

|__|zo26103550
Product Serial Murnber:

Community ID :

To delete a Linit
highlight and click trash bim.

5. Next click Return to My List, and and click on the “eye” icon to view the
camera.

| L,IICK on either opened

Welcome User | Logout

Page 1 of 1, First | Previous | Mext | Last

2 http:/www.icv99.net - Camera (ActiveX) - Micr... |z |EHE|

Record Wideo to: |C'\MY DDcument\WebC,&.M\Cﬂ E]

Video Codec: | Intel Indeo® video 4.5

JJJJJJjJJJJ

&] FP5: 20,4 & Internet
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2.4.7 Language
Use this section is to set WebCAM Interface language.

3 http://192.168.0.38/index. htm - Microsoft Internet Explorer
Edit

Tools  Help

Vieww  Favorites

File

@Back = -J @ @ \/_h pSearch "-‘i\\'{‘Favorites @ D};zv :\; E = I_J @ ﬁ E .ﬁ
v| Go Morton Antivirus &gl - @

Address @ http: {192, 165.0,38 index . htm

WebCAM Server
Language
Activex

4
U Sun Java (® English
(O 5panish
ActiveX
-. OFrench
\ Sun Java Obutch

{ Note: The above will not work if you have disabled cookies in your browser, )

Email Preference

Apply Language Interface to Emal O Yes & Mo

0 Internet

i. Interface Language
At the moment, the user can choose the following versions;

a. Western version for;

o English,
e Spanish,
e French,

e Dutch, and
e Portuguese.
b. Eastern version for;
o English,
e Traditional Chinese,
e Simplified Chinese,
e Japanese, and
e Korean.

ii.  Email Preference
Check Yes to apply the language preference to emails sent from WebCAM.
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2.4.8 About
The administrator can use this section to check firmware information, save/restore
settings, upgrade firmware and see manufacturer’s details.

7 hitp:/192.168.0.207/index. htm - Microsoft Infernet Explorer =) (=13
'!!r

File Edit “iew Favortes Tools Help

@Eack © J \ﬂ @ h /;_" Search \E::HFavorites @ r"\:' :‘7 E - _J @ ﬁ § ﬁ
iddress | &] http:f/192,168.0,207index. htm

WebCAM Server

v| Go Morton Antivirus & @

Activex oot __|

Firrmweare Version 25307 WST1.alphal
Hardware Wersion HCW72
ActiveX Setial Mumnber 3926103950

Sun Java

Sun Java

Save/Restore Settings

Information Save current configuration
Restare previous configuration [ Browse.. |
Reset to factory default

Mega System Technologies, Inc.
Tel:+886-2-87922060 Fax:+896-2-87922066
E-rnalicarmviesw@rnegatec.com. b

bty e i arnviess  Com

Upgrade Firrmware hittp e rnegatec. com, b

o Internet

Fig.54 About page

i. About
This shows the Firmware Version, Hardware Version and Serial Number.

ii. Save/Restore Settings

Save/Restore Settings

Save current configuration
Restore previous configuration | [ Browss.. |
Reset to factory default

Fig.55 About page

Save Current Configuration

Click Save to save the configuration to your PC. The text file will have a default
format of YYYY_MMDD_####.cfg. Administrator permission required.

Restore Previous Configuration

Use this function to restore a *.cfg configuration that has been saved earlier.
Click Browse... to the location of the file and click Restore.

Reset to factory default
This function will reset all settings to its default value.

@ Note: WebCAM will request for the master login and password. This is printed at
the back of the unit.
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Chapter 4: View Images Using PDA / PPC / mobile

WebCAM supports image viewing from a GRPS / WiFi enabled PDA / PPC / Symbian
mobile device. To view the images;

a. Make sure that the PDA / PPC / Mobile unit is connected to LAN or Internet.

b. Enter http://xxx.xxx.xxx.xxx/image.cgi in the web address (where xxx is
either the LAN IP, WAN IP address or Domain Name of WebCAM)

c. The following login page will appear. Enter the Login Name and Login
Password if applicable. Otherwise, click Apply to proceed.

gllhttp:/f192.168.0.38/image.cai  ~| @

Login Mame

Login Password

Back — Menu

d. The following Camera Selection will appear. Click on either Camera A or
Camera B.

,}'. |Internet Explc oF V| £ 10:28 (X
gllhttp:/f192,168.0.38/image.cai | @

Camera A
Camera B

Back = Menu
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e. The default file name is showimg_pda.jpg, click Save As... to change the file
name or save location.

,}'. | Internet Exple &8 Y| 4% 10:29
gllhttp://192,168.0.38/sskect_ima | @

Download the 5,98 KB file
'showimg_pda.jpg'?

/ o | Pictures & vid & V)| 4¢ 10:30 ok

[Open file after download)|

| Yes | | Save As... || Cancel |

@ Note:

The downloaded image size depends on the resolution set in Basic Settings 2>
Camera Settings = Image Size.

Approximately; 6KB @ 320x240 vs. 17KB @ 640x480 resolution.

f. The images are downloaded and displayed one at a time. Click Refresh to

download the next image. Click Back to go to the camera page to select a
different camera.

,fr'. |Inl:ernet Explc &3 l7||| o 11:03 X
'lhttp://192.168.0.38/select_ima v |@

Refresh Back,

Back =E Menu
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Chapter 5: Using the Utility

Section 1. Installation

1.

Insert the enclosed Utility CD into the CD-ROM drive. The following menu will
show up. Click on the buttons on the left to install the programs you want.

Utility - This is a program that helps the user perform quick installation. It will
detect the current configuration and take the user through the necessary
network setup.

a. Click the Utility button to commence installation.

b. After the installation is completed, the Utility program will appear in
Windows Start - Utility. Click this to start the program.

ﬁ IIninstall
| [y utilicy

G WwebCam v| G Uity v

Fig.56 Utility Group

MultiMonitor - This is a windows based program designed to allow user to
control a large number of WebCAM IP camera located either in a LAN or
WAN.

Read User’s Manual - Click to read WebCAM’s User Manual. You will
need Adobe Acrobat Reader v5.0 or higher.

Adobe Acrobat Reader v5.0 - This will install Acrobat Reader v5.0 on your
local hard drive.

Sun Jave / ActiveX - Install Sun Java for viewing the video image by Java,
or install the OCX for viewing by ActiveX
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Section 2. Using the Utility Program

The Utility main menu is shown below. The selection menu is located on the left.
The Serial Number, current Firmware and IP Address of every WebCAM connected to
the LAN will be displayed on the table to the right.

I3 Utitity

3926072244 2 39 CAMY 192.166.0.34

Fig.57 Utility Main Menu

2.1 Setup Wizard
Click Setup Wizard to take you through the setup process.

1. Click to select the WebCAM you want to configure on the right.

2. Click on Setup Wizard.

Administrator authentication

3. The Administrator Authentication
login window will appear. Enter the
administrator account info you set in

Adminiztratar information

Basic Settings > Account Settings S Il
(refer to section 2.3.4). The default
information is printed behind WebCAM Blssia, |

box.

ak I Cancel
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4. Enter the necessary camera configurations. Choose the appropriate frequency
(Indoor 60 Hz, Indoor 50 Hz or Outdoor) to prevent flickering on the video feed.
Enter a name for the camera in the Location: box to identify the camera.

WebCAM Server Step Wizard E|
Setup Wizard will take you thru the neceszary configuration
for WebChak Server. Pleaze enter the location information of
the camera connected.
Carnera &
Anti Flicker Indaar 50 Hz
Lacation: |I:Iffic:e
Camera B
Anti Flicker: ||nu:|cu3r A0 Hz ﬂ
Location: |Elffic:e

Click Mext button to proceed, or press Cancel to abort,

| Mext » | Cancel |

5. Click Next > to configure the Network Connection.

X

WebCAM Server Step Wizard

Fleaze zelect the network, connection tpe for WebCibhd
Server,

" Obtain an 1P address by DHCR

" Usze the following [P address:

" Obtain an P address by Bootp

Click Mext button to proceed, or pregz Cancel to abort,

< Back | Mext » | Cancel

Obtain an IP address by DHCP
Choose this if you want your Router to assign an IP address to WebCAM.

Use the following IP Address

Choose this if you want to enter a fix IP address, Subnet Mask and Gateway for
WebCAM. (Refer to Appendix C for explanation on IP Addresses)
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Obtain an IP address by Bootp

Choose this if you want to allow WebCAM to obtain an IP address using Bootp
protocol.

6. Click Next > to proceed to xDSL/Cable modem setup.
WebCAM Server, Step Wizard E|
If you are connecting the \WebCak Server to Intermet by ADSL,

pleaze input the PPPoE information here. [F pou are using a LAk
connection or cable modem, press Mest button to skip this function.

f+ Dizable PPPoE connection

(™ Enable PPPoE connection:

Click Mext button to proceed, or press Cancel to abart.

< Back | Mewst > | Cancel

Choose this if you want WebCAM to connect directly to your xDSL line.
a. Select Enable PPPOE connection

b. Enter your account and password details as provided by your internet service
provider (“ISP”).

c. WebCAM will be able to dial-up automatically once setup is completed.

7. Click Next > to proceed with DDNS setup
WebCAM Server Step Wizard [z|

1 You can register with a DDMS zervice ta locate the WebCak Server on
(\ Internet. If pou have already subscribed to one of the providers listed
{ below, pleaze enter the
azzigned domain name, uzer name and pazsword. Othenwize, please
chioogze one fram the drop-down lizt and follow the LURL link below.

Service Provider:

Doarnain Marne: |

Usger Mame: |

Pazzword: |

For detailed infarmation and to subzcribe to dyndns.org,
pleaze go ta http:Adas. dyndns. orgl
Click Mext button to proceed, or pregz Cancel to abort,

< Back | Mext » | Cancel
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DDNS service allows you to assign a Domain Name to your Dynamic IP. This
way, you will always be able to locate your device over the internet. (For more
details see Chapter 4, Section 2.3.2, part v)

8. Click Next > to change your administrator account and password information.

WebCAM Server Step Wizard [5_<|

Tao ensure privacy, please et the following administrator
account and paszword to WebCAM Server. Mote: If thiz iz
left empty, WiebCak Server can be accezsible and viewed
by the public.

Account: |admin

mRnHRNR

Pazzward:

WARMNIMG: Do not lose the adminigtrator account and
pazeword. Once zet, pou will not be able to configure
WwiebCAkM Server without the administrator account and
pazsword.

Click Mext button to proceed, or pregz Cancel to abort,

< Back | Mext » | Cancel

An administrator account is necessary to ensure privacy. If you do not want to
set one, clear the data in both fields. The fields are case sensitive.

9. Click Next > to confirm these configuration.

WebCAM Server Step Wizard [zl

Setup Wizard will now upload the configuration data into
‘WwiebCAM Server. Thiz may take a few secands to complete.

Click Mext button to upload, or press Cancel to abort,

< Back Cancel

10. Click Next > to save and restart WebCAM with the new configurations.
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WebCAM Server Step Wizard

The zetup wizard iz completed. WebCabd Server will how
restart with the updated configurations.

Click Finizh button to esit,

< Back Cancel

2.2 Launch WebCAM
Click Launch WebCAM or double click the WebCAM listed in the table to launch it.

I3 Utility

(3926100007 250.CYV7.W._. 192.168.0.200

= Click either one to Launch
WebCAM camera.
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WebCAM login screen will appear.

23 hitp:4/192.168.0.38/ - Microsoft Internet Explorer

File Edit WYew Favorites Tools Help
Q Back 'L) @ @ :_;j p Search ﬂ?‘Favorites @ ng .i_% - \_‘J E ﬁ
Address | €] http:f192,168.0,38] > &

WebCAM Server

wehCaM Server uses the current internet infrastructure to stream and share video with |Login Mame
the world.

wishCAM Server supports DDMS for wsers with Dynamnic IP and PPPoE dial-up to xDSL
prowicer,

Login Password

Click Apply.

I@ Done 0 Internet

Enter the Account (Login Name) and Password (Login Password) set earlier.
Otherwise, use the default login and password at the back of WebCAM unit. If you
did not configure one, then just click Apply to login.

WebCAM User Interface webpage will appear. Click either ActiveX or Sun Java
next to a blinking eye to view the video images.

A http:/fhomcam.mine. nufindex. htm - Microsoft Internet Explorer

File
@Back @ -J @ @ \I_b pSearch \‘,;n'\'f‘Favorites @ Bv .3_’__; E @ LJ E .‘3
Address @http:,f,l’homcam.mine.nu,l’index.htm A GO

oy

‘2 camview

Edit Wiew Favorites Tools  Help

Links * @& -

Camera Settings

Camera A

-

Image Size WEA (640*480) v
Sun 1: 3

Anti Flicker Indoor 60 Hz hd
Lotivex Maximurm Murmber of Connections (1-30)

Information
0° (L A
A

Basic Settings upright)
Advanced Settings

Click either ActiveX or Sun
Java next to the opened:ieye”.]
anti Flicker to view Video. ndoor s0He | (v

Maximurm Murnber of Connections (1-30) 10

0 Inkernet

Irnage Size

|=
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2.3 IP Configuration

This section allows you to configure the IP address for WebCAM. You do not have
to edit this section if you have gone thru Setup Wizard earlier.

I3 Utility

(3926100007 250.CY7.W._. 192.168.0.200

:_ Select the Unit and then
click IP Configuration.

Select the WebCAM unit on the right display screen, and click IP Configuration.
This will bring up the following configuration window.

2.3.1 IP Address
Use this section to configure the IP Address of WebCAM.

7% Configure

IP Address | Advanced |

— Addrezs Configuration

" Obtain an IP address by DHCP
" Obtain an IP address by Bootp

& Using Static IP address

— P Addresz
P Address: I 192 168 . 0 . 30

Subnet b azk: I 285285255 0

Gateway: [192.188. 0 . 2

(] I Cancel

Fig.58 IP Configuration: IP Address
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Obtain an IP address by DHCP

Choose this if you want your Router to assign an IP address to WebCAM. This is
the default setting.

Obtain an IP address by Bootp

Choose this if you want to allow WebCAM to obtain an IP address using Bootp
protocol.

Use the following IP Address

Choose this if you want to assign a fix IP address, Subnet Mask and Gateway for
WebCAM. (Refer to Appendix C for explanation on IP Addresses)

2.3.2 Advanced (for password and HTTP configuration)
This section sets security password against unauthorised access to devices through
this Utility.

“+ Configure §|

IP &ddress ﬁdvanced]

Device Paszword

Mew pazswaord: e

Confirm passward: | ““““““

td anagement Protocol
[v Enable HTTP Function
HTTP port number [1 - 65534 |30

(] | Cancel

Fig.59 IP Configuration: Advanced settings

i. Device Password (when accessing from Utility)

Use this to set an access password to WebCAM Utility. Once set, the IP
Address will not be shown on the right display panel (see below).

Device Password can only be set for WebCAM from within the same LAN by an
Administrator.
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I3 Utitity . =13

: — 1

No Devise
Password
set.

e —T

- I |
L
il .3 |
TR —
e

If the Devise
Password is
enabled, the
P Address
will be
hidden.

Once set, Utility will request for the Device Password when you try to click on
either, Setup Wizard, Launch WebCAM or IP Configuration button.

nput Device Password

Enter Device Password: I

(] I Cancel

To remove the password,

a.

®ooo

Select the WebCAM unit from the Utility list.

Click IP Configuration.

Enter the unit's Device Password

Go to Advanced - Device Password and delete both the entries.
Click OK to confirm.

NOTE:
If the password is lost, you must use the Master Password to reset the Password
field

ii.  Management Protocol

This setting allows the administrator to determine the LAN HTTP access (web)
to WebCAM IP camera. To limit access, the administrator can choose to use

e

ither the default open port 80 or other ports (between 1 to 65534).

Once the HTTP port number is set to another port (other than 80), the full LAN
IP address must be entered in order to access the WebCAM web interface.
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@ Example:

If a value of say, 8080 is set as the HTTP port number, then enter
http://192.168.0.177:8080 in order to access WebCAM web interface.

Uncheck to disable this function.

2.5 Upgrade Firmware

Click this to bring up the upgrade firmware dialog box.

Upgrade Firmware fE

The following step by step procedure will help you download the latest
firrmware and upagrade it into ICAMYiew. Please follow the procedures
step by step. Press Cancel to abort the procedure.

[ Upgrade the firmsare with fle zaved on the local hard dised

|

Click Mest ta check for latest firmware or Cancel to abort,

| Memst » | Cancel

To check the internet for the latest firmware, click Next

Otherwise, check Upgrade the firmware with file saved on the local hard drive.
Click Browse to choose the location where the *.bin file is located.

2.6 About
Click this button to show the software and version details.
About Utility X
b.‘ Ultility 3.41
Copyright [C] 2004
Fig.60 About Utility
2.7 Refresh

Utility will automatically search for any WebCAM IP cameras that are connected in the
same LAN. It will periodically refresh this list to show the latest status.
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The user can do a manual search by clicking the Refresh.

I3 Utility

3926072244 2 39 CAMY 192.168.0.34
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Chapter 6: MultiMonitor

MultiMonitor is a program to manage multiple WebCAM. It is able to detect the IP
address of all WebCAM installed in LAN and list them for easy management.
Section 1. Installing MultiMonitor

© Click on setup.exe and follow the installation wizard
® After installation, there will be a WebCAM group in the Windows Start group
© Click “MultiMonitor” - “MultiMonitor for Windows” to start using MultiMonitor.

é;"l Outook Express ) QuickTime b
@ Real b
d &dobe Reader 7.0

@ Skyvpe 3
@ RealPlayver

@ Skartup 3

fﬁ ‘ebiC AR fﬁ MultiMonitor  » | & MulkiMonitar For Windows
WHNFLAR, Ltilit Pl MulkiMonitor Readme
@ Microsoft Word @ @ l ' ‘é
@ Yahioo! Messenger » @ MulkiMonitar Uninstall

#& Internet Explorer 1
Microsoft Access

Microsoft Excel
Microsoft FrontPage

Me

Eﬁ Metility Server 2,50

r
L

G,

N Microsoft Outlook
Microsoft PowerPoink
Microsoft Word

L"%] Outlook Express

All Programs .

Section 2. Using MultiMonitor

When using MultiMonitor for the first time, it will as you to enter the CD-Key. This
can be found on the utility CD.

MultiMonitor, register wizard

The MultiMonitor need to be reqgistered, pleaze follow the inztructions
below to complete the registration. Enter 16 characters CD-Key, and
press Mest to register.

CO-Kew: || -

Click Mext button to collect uzer information, or prezss Cancel bo abort.

| Heut = | Cancel
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Fill out the necessary information shown below and click Next >.

MultiMonitor register wizard

Fleaze provide the following information for registration:

“abo Factory

1. our Marme/Company:

2. Country: ]select from list

3. Email Address: |

4. Product Mame: |f‘-"|U|tiMDnitDr
5. Serial Number: OO -XXXXXXXX
B. Firrnware versiorn; ]3.20

7. Cormment: ‘

Click Back to return to CO-Key page, click Mext button to send
registration, or press Cancel to abort,

¢ Back | Mext » |

Cancel

MultiMonitor register wizard

Fleaze wait...

Click Finizh button to cloze registration.

Connecting to register zerver, it might take a few minutes to complete.
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MultiMonitor register wizard

The kultitd onitor register iz completed sucessfully.

Click. Finizh button to close reqistration.

Click Finish and the MultiMonitor Logon window below will pop up. Just click OK to
start using MultiMonitor

Logon [5_<|

Accaunt

Hame: |.-'1'-.|:Imin

Pazswoard: ||

k. | Cancel

Note: The default security Logon name is Admin, no password is set. To set a
password, click User &> Change Password ... > New Password
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© MultiMonitor |- “'I:Il&]
Device Wew System LUser Help

F @ (& 6 | R .[e ©
| Enumerate Add Device =te D ng IManitar Wigw ent Lo ShMP
Host Address WehCAM Server Part I Cameta I Hoszt Mame I Startup Time Manager I Location I I
@1 92.168.0.200 00 Camera & WebhCAM Server 1-1:282 Acdministrator My Otfice =1

|~
[

|0 camera has been selected |1 camera in the list.0 camera are off-lined, 119:09:59
2.1 Device
$ :  Start MultiMonitor and press the “Enumerate” button, MultiMonitor
will start a search for all the WebCAM units on the network and list
Enumer ke them in the main window.

Once detected, the following will show in the main window:

- o “ = | |
© MultiMonitor, |L|['E|r>_(|
Device View System User Help
¢ ¥ ® (a o |7 |e ©
Enurmerate Add Device Dcl Setting I Wigw E Eels SHMP
Host Address I WebCAM Server Port ] Camera ] Host Mame ] Startup Time Manager ] Locstion ] =]
@1 92.165.0.200 001 Camera &, WebCAM Server 1-1:2812 Administrator My Otfice 5

This shows that the camera is online and active.

Host Adgress [ wiencam server Part [ camera [ Host Wame Startup Time Manager Locstion

@1 92.168.0.200 00 Camera b WehCAM Server Acdministrator My Office

This shows that the camera is off-line
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7 Add WebCAM Server X

Add Device General l Eamera] b aticn Detect] Email ] SNMF’]

(* Access by'webCaM Server Addre
Host Address: |
Bermaote Paort: |EHJEI'I

" Access by Image Server

] | Cancel

Manually adds the WebCAM camera to be monitored.

a. Access by WebCAM Address
Host Address:

Enter either the WEB address (without the www eg:
webcam.myddns.com) or LAN IP of WebCAM (eg: 192.168.0.30)

Remote Port:
This is WebCAM UDP port.

b. Access by Image Server
Image Server Address:
Enter the Image Server Address if available.

Image Server Port:
Enter the Image Server UDP port, if available.

WebCAM Server Name:
Enter a unique name for the server.

User Account
Enter the Image Server User account.

User Password
Enter the Image Server account password.
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PR
Delete O...
L] E Are wau sure ko remove this hosk Framm lisk?
L

wo |

Highlight the WebCAM to be deleted from MultiMonitor’s list. Click
Yes to confirm deletion.

l;:i : Setting le
Setking General l Eamera] Faotion Deteu:t] E mail ] SNMF‘]

* Access by webCaM Server Addre
Host Address:

Bemate Port:

" Access by lmage Server

k. | Cancel

Use this function to change WebCAM IP Address & Port Number.
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Display the current Camera settings.

Setting

Camera

Account:

Pazsward:

Image

General Camera l katian Detect] E rnail ] SNMF‘]

LCamera Select:

Irmage oo

Camera Batation:

I aRimum frame per second:
[ Mirror the Image

[v Put Date/Time information on image

X]

|100% Rd
|N-:urma| j
1000 [ FPs

Cancel

(o ]

Camera Select:

Account:

Password:

Image Zoom:

Camera Rotation:

Mirror the Image:

Maximum frame
per second:

Put Date/Time
information on
image

Select either camera A or B

If you have setup user account, the
information must be entered here.
Otherwise access will be denied.

Enter the above account password.

Resize the window to between 25% and
200%

Use this function to keep the camera up-right.

To mirror the image.

Select from 0.01 fps to a maximum of 30.00
fps.

To have the date and time displayed on
captured images.
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Display the Motion Detection Settings.

Setting

General] Camera Maotion Detect l E mail ] SNMF‘]

X]

[ Enable Motion D etect

.

==

Do |
=

] | Cancel

Enable Motion
Detect:

Sensitivity:

Window on-top
when Motion
Detected

Mark Motion
Detected object in
RED

Track Moving
Object

Image Recording

Click the checkbox to enable Motion
Detection.

Note: This feature requires the Camera
Window be active to work. Click “Monitor” to
activate the Window.

Choose from 0% to 100% (very sensitive)

Automatically displays camera window on top
of all other windows/applications once motion
is detected.

Choose this option to highlight in RED which
object is being tracked.

Choose this option to calibrate approximate
size of object to be tracked.

Click “Start Recording when Motion Detected” to enable the feature.
Click the “Details..” button for the following options;
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AYI Property

Image Compresszion;

Itel Indeo® Yideo 4.5 More Infa...

Recaording &% File Path:
C:hProgram Filesiw ebCakd W uffibd omitor

Browse...

\\
\Microsoft MPEG-4 Yiden Codec 1 |

Intel Indeo® Video 4.5

Intel 1YY codec

icrozoft Wideao 1

Divi<® 5.1.1 Codec

Microsoft MPEG-4 Video Codec %1
ticrozoft MPEG-4 Video Codec 2
TechSmith Screen Capture Codec
Image Choose from the list of available

Compression: compressions.

Note: This list is dependent on the Codec
that is available or already installed on the
local PC. To record in MPEC-4, make sure
you install or upgrade to Windows Media
Player v10.

Recording AVI File Location where the file will be recorded to. By
Path default, it is recorded to C:\Program
Files\WebCAM\MultiMonitor.

Click Browse to change the file location.

Recorded files are save using the following file extension;
avifile[three digit numerical sequence].

Note: Use the Detail View to check the stop time. You can change
the display view or add a new folder here.

Stop after idle for:  Set the value between 1 to 100 seconds

Send AVl file Send an AVI file via email in the event any
Notification by motion is detected.
Email:
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Configure Settings for Email Notification

Setting le

General] Eamera] Motion Detect  Email ISNMP]

tezzage Sender Information

Sender Digplay Mame: ||

Sender Email Address; |

SMTP Sermver Address: |
[ Server Feqguire authenticatior

M atified Email Addresz

Delete

Er
M g_l:lif_l,l... |
Do |

Ok, | Catizel |

You will need to enter the correct Message Sender Information in
order for WebCAM to send emails.

Server Require Authentication

Click Settings... then enter your Account Name and Account
Password.

Notified Email Address
Click Add... and enter a new Email address below

Email Notification X

E mail Address

Email Address: ||

| (] | Cancel

Click Modify... to modify the entered Email Address
Click Delete to remove an email address from the notification list.
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SNMP Settings
Setting E|

General] Eamera] b ation Detect] Email SHNMF l

Hozt Mame: WebDhk Server
HITP Part: 20

Locatian: |h"|_'r' Qffice
Manager: |.ﬁ.l:|ministratnr

v Uszing SMMP to update network ports

] | Cancel

Host Name: Provide a Name to identify this device.
HTTP Port: Enter the HTTP port assigned for WebCAM.
Location: Provide a location for SNMP manager to

track device.
Manager: Enter a manager’'s name for identification.

Using SNMP to update network ports

Check this box if you want MultiMonitor to automatically update the
HTTP port as set in;
a. Web Interface, Basic Settings = Network = Port Number
- HTTP port number or in
b. Utility, IP Configuration - Advanced - Management
Protocol

$ :Highlight the WebCAM unit in the main windows display, and click Monitor to

¢ view the video stream.
Maonitor
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show the current
date and time.

Click to bring out
zoom, resolution,
direction and auto
P/T controls. See

below.

Show current FPS.

AN

Click to record the
current video onto
your local PC. See
below for recording .

options.

\ name.
192.168.0.200-Ofhce - X

Show the current
IP and WebCAM

Show number qlf__
user viewi N

and drag to
resize this window.

Flip the image
vertically.

) : Click to switch to full
Rotate the image Bring up the screen or double

left or right. Settings option. click anywhere on

the video screen.

Move the curser over the edges of the picture—ama Tt Wil tarT o arl arrow.
Click and hold to pan / tilt the camera (if the camera supports this function)

Click this button to record the current image on screen. A window will come
up, click Start to start recording to the default file and location.

AYI Property |E|

Image Campreszion:

More Infa...

Fecarding A File

IE:"-.avifiIeElD'I Lavi Browsze...

Start I Cancel |

Click the left side of the viewing window to bring out more control features.
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Click to move the camera by 1 degree in
the direction of the arrow. Click and hold
to increase speed.

192.168.0.200-Office

20051214 10:32:46

Click to
auto pan tilt =
the camera Slide bar to incre
’ decrease zoom
zoom,at 16x
resolution. Resolution range ffém @ @ :
320x240 to 640x480 at low / Yy
medium / high quality.
=" Click on this icon to active two functions;
] ]
e

a. Custom window zoom — use this to zoom to your chosen window size.

On the video window, LEFT click, hold and drag to the desired window zoom
size. A thin line will outline the chosen window size.

192.168.0.38-0ffice =
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Release and the program will zoom to the marquee area. Increase the
resolution for a better image quality.

- X

192.168.0.38-0ffice

While zoomed in, the user can digitally pan or tilt the camera window. Even if it
is a static cameral

ey
i3
Click the depressed |*-4 button to go back to the original window size or slide

the zoom bar to the left.

Note: Allow a few seconds for the camera to readjust and
compensate for brightness.

b. Custom update Window -- use this if you want to monitor only a specific
area within the viewing window.

On the video window, RIGHT click, hold and drag to the desired window zoom
size. A thin line will outline the chosen window size.

192.168.0.38-0ffice

- X
4
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Release to set the window frame. Video in this custom window will be updated
while those outside are ‘frozen’.

192.168.0.38-Office
-_—

- X
4

You can digitally pan and tilt the smaller window while in this state. Only video
in the custom window will be updated. This feature works with Static or Pan
Tilt Camera.

ey
I

Click the depressed |*-4 button to go back to the original window size or slide
the zoom bar to the left.

-:';1‘.& : Switch between Large or Small icon view
s

Large icon display

&' MultiMonitor, |;||E| |X|

Device View System User Help

¢« > @w @ ¢ ‘ R ‘ s O
Enumerate Add Device Delete D) Sething Monitor Wiew Event Lo SHMP

Host Address | VighCAM Server Port | Camera I Host Mame I Startup Time Manager | Location I 3

@1 92.165.0.200 001 Camera &, WebCAM Server 1-1:2812 Administrator My Otfice 5

Small icon display

2.3 System
&5 . Display the Event Log (IP address, Port, date, Time, description of
Event Lag event) of the selected WebCAM unit.
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ShM

2.4 User

Change
Password

Event Log ( 192.168.0.34 ) %]
Recard List
IP Address | Part | Camera | Date | Time | Description
192168.034 5001 A 20043413 11:523 Cormmunication has been made
< | >
Sawveaz.. Frirt... Clear &l | QK |

Set the SNMP Parameter.

Options [Z|
SMMP Parameter
Cormrnunity:
Palling Interval: IE—. ZEC

cuos|

Change Password ...
Use this feature to change

X)

Change Password

the User’s login password to Account Information
iMultiView. Either 0ld password |
Administrator or User can

change their ~ Account Mew password: |
passwords.

Confirm new password: |

Ok, | Cancel

Account Management...
Use this section to Add, Delete or Change the Password of an Account.
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Account List
Account | Fermizzion |
Admin bl anager
| | AddUser. | ok |
Add User...

There is no limit to the number of Account that can be added.

Add User X]

Account Infarmatian

Account; |

Password: |

Permission: |Administrator j

Uszer
T I LT | Y

Note: The first account is set to Administrator permission. This
cannot be changed or deleted.

Account: Enter the preferred account name (max of 10
characters). The Account name cannot be edited.

Password:  Enter a password (max of 10 characters). The password
is case sensitive and can be left blank.

Permission: Choose Manager or User.

A Manager can change, see, add or delete any of the
information in iMultiView.

A User is not able to Add, Delete or Change Settings of
a camera.

2.5 Help

Help :  Display MultiMonitor version, Copyright information and product
service contact.
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About MultiMonitor E|

b vltibd cnitar werzion 3,20

i~ Thig product iz licensed to:
R, abc factory

Senal Mumber:

2.6 Drag-and-Drop Feature

MultiMonitor feature a “Drag-and-Drop to Desktop” function. Double click the icon on
your desktop to immediately view the video. Useful when monitoring multiple
cameras at a time.

Step 1: [ 2]

Select the camera Recycle Bin
location of your
choice. & MultiMonitor

Device Miew System  User Help

® T ¥ W @ R

Step 2 . Enumerate Add Device Delete D... Setting Monitor Wigw Event Log

Host Address WishCAM Server Port Camera
Left click, hold and
drag it onto the
desktop.

Step 3:

Release the
mouse button
anywhere on the
desktop and a
new desktop icon
is created there.

® ¥y = B @ A8 O
Enumerate Add Device Delete D... Setting TMonitar Yiew EventLog  SHMP
Host Address | WehCAM Server Port | Camera | Host Name

@1 92.165.0.200

a001 Camera & WiehCAM Server

contacts
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Step 4:

Double click on the
icon on the
desktop, to view
the images.

192.168.0.200-0ffice -
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Appendix A: Router Configuration

The following section describes the initial configuration of the router and port
forwarding for your router. If your router is not listed here, please refer to the
manufacturer's website for assistance with configuring your router to work with
WebCAM.

Port Forwarding for WebCAM

WebCAM requires certain ports to be open on your router to allow other computers on
the Internet to “see” it on your internal network. Normally, your router will have the less
common ports disabled or blocked by the router’'s built-in firewall. In order for the
WebCAM applications to work properly and not be blocked, the firewall settings need
to be configured. In each instance there will be a trigger port and incoming port(s),
where traffic on the trigger port tells the Firewall to open the incoming ports. The
WebCAM require that TCP Port 80 and UDP 9001 (default settings) be opened to the
Internet. TCP Port 80 is used for accessing the camera’s homepage and UDP Port
9001 is used for authentication and video streaming.

If your Internet service Provider blocks port 80/9001, you'll need to reconfigure your
camera and router to other ports such as 81/9002, 82/9003, etc. To change the port
settings on the camera, you'll need to use Utility.

Follow the steps below to configure your router, depending on the router manufacturer
and model. If your particular router manufacturer or model is not listed below, please
contact your router manufacturer for further assistance in configuring the router.

The Following Router manufacturers and models are included in this document:

Brand Model Description
3Com 3C857-US OfficeConnect Cable/DSL Gateway
3CRWE52196 OfficeConnect Wireless Cable/DSL
Gateway
Belkin F5D6230-3 Wireless Cable/DSL Gateway Router
F5D7230-4— 54g Wireless DSL/Cable gateway Router
D-Link DI-604/DI-614+/DI-624 -
DI-704/704P -
DI714 -
DI-714P+ -
Dell TrueMobile 2300 -
Wireless Broadband
Router
Linksys BEFSR41 EtherFast Cable/DSL Router
BEFSX41 Instant Broadband EtherFast Cable/DSL
Firewall Router with 4-Port Switch/VPN
EndPoint
BEFW11S4 Wireless Access Point Router with 4-Port
Switch — Version 2
Microsoft MN-100 Wired Base Station
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MN-500
NETGEAR RP614
MR814
MR314
FVS318

Proxim ORINOCO  BG-2000
Broadband Gateway

Siemens SpeedStream 2602
SpeedStream 2623
SpeedStream 2604
SpeedStream 2624

SMC SMC2404WBR

SMC7004VBR
SMC7004CWBR

SMC7004AWBR

Wireless Base Station

Web Safe Router

Wireless Router
Cable/DSL Wireless Router
ProSafe VPN Firewall

2-Port DSL/Cable Router
Wireless DSL/Cable Router
4-port DSL/Cable Router
Wireless DSL/Cable Router

Barricada Turbo 11/22 Mbps Wireless
Cable/DSL Broadband Router

Barricada Cable/DSL Broadband Router

Barricada Wireless Cable/DSL Broadband
Router

Barricade  4-port 11Mbps  Wireless
Broadband Router
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3Com (http://www.3com.com)

3C857-US — OfficeConnect Cable/DSL Gateway
3CRWES52196 — OfficeConnect Wireless Cable/DSL Gateway

1. Log into your router using your router IP.
2. On the main page, select Firewalls on the left side of the page.
3. Select the Virtual Servers tab at the top of the page.

4. Click New on the right side of the page to open the Virtual Server Settings dialog
box.

5. Type in the camera’s IP address in the Server IP address text box. (Look on the
WebCAM IP address LCD display for the last 3 digits of the camera’s IP address.)

6. Under Local Service, select Custom.
7. Under Custom Service Name, type in: WebCAM.
8. Under Specify Custom Service Ports, type in: 80, 9001.

9. Click Add to save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.
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Belkin (http://www.belkin.com)

F5D6230-3 — Wireless Cable/DSL Gateway Router

1. Log into your router using your router IP.

2. On the main page, select Virtual Server on the left side of the page under the
Securit section.

3. Enter the following information on the page:

Line #1:

Private IP: Type in the camera’s IP address. (Look at WebCAM IP
Address LCD display for the last 3 digits of the camera’s IP
address)

Private Port: 80

Type: TCP

Public Port: 80

Line #2

Private IP: Type in the camera’s IP address. (Look at WebCAM IP
Address LCD display for the last 3 digits of the camera’s IP
address)

Private Port: 9001

Type: UDP

Public Port: 9001

4. Click Enter to save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.

F5D7230-4 — 54g Wireless DSL/Cable gateway Router

1. Log into your router using your router IP.

2. On the main page, select Firewall on the left side of the page.

3. Under Firewall, select Virtual Servers.

4. Enter the following information on the page:

Line #1

Enable: Checked in
Description: WebCAM - Webpage
Internet Port: 80to 80

Type: TCP

Private IP address: Type in the camera’s IP address. (Look on the WebCAM
Address LCD display for the last 3 digits of the camera’s IP
address)
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Private Port 80 to 80

Line #2

Enable: Checked in
Description: WebCAM — Camera
Internet Port: 9001 to 9001

Type: UDP

Private IP address: Type in the camera’s IP address. (Look on the WebCAM
Address LCD display for the last 3 digits of the camera’s IP
address)

Private Port 9001 to 9001

5. Click Apply Changes to save the settings. The WebCAM should now be
configured o work with your router and be accessible from the internet.
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D-Link (http://www.dlink.com)

DI-604/DI — 614+/DI-624

1. Log into your router using your router IP.

2. On the main page, click on Advanced at the top of the page.

3. On the left side of the page, click on Virtual Server. Note: Make sure DMZ host is
disabled. If DMZ is enabled, it will disable all Virtual Server entries.

4. Enter the following information on the page:

Enable/Disable: Enabled

Name: WebCAM - Webpage

Private IP: Type in the camera’s IP address, for example: 192.168.0.5
Protocol Type: TCP

Private Port: 80

Public Port: 80

Schedule: Always

5. Click Apply to save the settings.

6. Enter the following information on the page:

Enable/Disable: Enabled

Name: WebCAM - Webpage

Private IP: Type in the camera’s IP address, for example: 192.168.0.5
Protocol Type: UDP

Private Port: 9001

Public Port: 9001

Schedule: Always

7. Click Apply o save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.

DI-704/704P
1. Log into your router using your router IP.
2. On the main page, click on Advanced at the top of the page.

3. On the Virtual Server page, enter the following information;

For ID#1:
Service Port: 80
Service IP: Type in the camera’s IP address, for example: 192.168.0.5
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Enabled/Disabled: Enabled

For ID#2
Service Port: 9001
Service IP: Type in the camera’s IP address, for example: 192.168.0.5

Enabled/Disabled: Enabled

4. Save your settings. WebCAM should now be configured to work with your router
and be accessible from the internet.

DI714

1. Log into your router using your router IP.

2. On the main page, click on Advanced at the top of the page.
3. Click on Virtual Server Settings on the left side of the page.

4. Enter the camera’s IP address into the Internal IP field. Under Service, select All
and then click Submit to save your settings. WebCAM should now be configured to
work with your router and be accessible from the internet.

DI-714P+

1. Log into your router using your router IP.

2. On the main page, click on Advanced at the top of the page.
3. On the left side of the page, click Virtual Server.

4. Enter the following information on the page:

For ID#1.:
Service Port: 80
Service IP: Type in the camera’s IP address, for example: 192.168.0.5

Enabled/Disabled: Enabled

For ID#2
Service Port: 9001
Service IP: Type in the camera’s IP address, for example: 192.168.0.5

Enabled/Disabled: Enabled

5. Click Apply to save your settings. WebCAM should now be configured to work with
your router and be accessible from the internet.
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Dell (http://www.dell.com)

TrueMobile 2300 Wireless Broadband Router

1. Log into your router using your router IP.

2. On the main page, click on Advanced Settings at the top of the page.

3. Go to the Port Forwarding section and select Custom Port Forwarding Settings.
4. Check the Enable box.

5. Enter the desired name or description in the Service Name field such as WebCAM
Web.

6. In the Incoming Ports field, specify port 80 in both boxes.
7. In the Destination IP Address field, enter the IP address of WebCAM

8. In the Destination MAC Address field, enter the MAC address of WebCAM. You
can find the camera’s MAC address by either looking at the MAC address sticker on
the bottom of the camera or by utilizing setup utility to display the MAC address.
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Linksys (http://www.linksys.com)

BEFSR41 — EtherFast Cable/DSL Router

BEFSX41 — Instant Broadband EtherFast Cable/DSL Firewall Router with 4-Port
Switch/VPN EndPoint

BEFW11S4 — Wireless Access Point Router with 4-Port Switch — Version 2
1. Log into your router using your router IP.

2. On the router’'s main page, click on Advanced at the top of the page.

3. On the next page, click on Forwarding.

4. Enter the following information on the page:

Line #1:

Customized Applications: WebCAM — Webpage

Ext. Port: 801to 80

Protocol: TCP

IP Address: Type in the camera’s IP address, for example:
192.168.0.5

Enable: Checked in

Line #2:

Customized Applications: WebCAM — Camera

Ext. Port: 9001 to 9001

Protocol: UDP

IP Address: Type in the camera’s IP address, for example:
192.168.0.5

Enable: Checked in

5. Click on Apply to save the settings. WebCAM should now be configured to work
with your router and be accessible from the internet.
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Microsoft (http://www.microsoft.com/hardware/broadbandnetworking)

MN-100 — Wired Base Station
MN-500 — Wireless Base Station

1. Log into your router using your router IP.
2. Open the Bass Station Management Tool, and then click Security.

3. On the Security menu, click Port Forwarding, and then click Set up persistent
port forwarding.

4. In the Enable checkbox, check in the checkbox.

5. In the Description box, type a description of the server field such as: WebCAM
Web.

6. In the Inbound port boxes, type in: 80 — 80. (i.e. from Port 80 to Port 80)
7. In the Type box, select the protocol as TCP.

8. In the Private IP address box, type in the IP Address of the WebCAM network
camera. For example, type in: 192.168.0.5.

9. In the Private port boxes, these values are automatically filled in from Step 6 and
should already show 80 — 80.

10. On the next empty line, repeat steps 4-9, except this time the Description should
be WebCAM Cam and the Inbound/Private port boxes should be 9001 — 9001 (UDP).
The protocol and private IP address should be the same.

11. Click Apply to save the changes you have made. WebCAM should now be
configured to work with your router and be accessible from the internet.
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NETGEAR (http://www.netgear.com)

RP614 — Web Safe Router
MR814 — Wireless Router

1. Log into your router using your router IP.

2. Click Advanced -> Port Forwarding on the left side of the page.

3. Click Add Customer Service.

4. Enter the following information on the page:

Service Name: WebCAM — Web

Starting Port: 80

Ending Port: 80

Server IP Address: Type in the camera’s IP address, for example:
192.168.0.5

5. Click Apply to save the settings.

6. Enter the following information on the page:

Service Name: WebCAM — Cam

Starting Port: 9001

Ending Port: 9001

Server IP Address: Type in the camera’s IP address, for example:
192.168.0.5

7. Click Apply to save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.

MR314 — Cable/DSL Wireless Router

1. Log into your router using your router IP.

2. Click Advanced on the left side of the page.

3. Click Ports.

4. Enter the following information on the page:

Line #1:

Starting Port: 80

Ending Port: 80

Server IP Address: Type in the camera’s IP address, for example:

192.168.0.5
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Line #2:

Starting Port: 9001

Ending Port: 9001

Server IP Address: Type in the camera’s IP address, for example:

192.168.0.5

5. Click Apply to save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.

FVS318 — ProSafe VPN Firewall

1. Log into your router using your router IP.

2. On the main page, click on Add Service on the left side of the screen.
3. Click Add Customer Service.

4. In the Name field enter a name for the camera, for example: WebCAM Web:

Type: TCP
Start Port: 81
Finish Port: 81

5. Click Apply to save the settings.

6. There is a bug in the NETGEAR FVS318 1.4 firmware that does not record any
entry that uses port 80. If you intend to use port 80, you will initially need to enter 81
for the Start and Finish port, and then edit the entry to port back to 80. Click on Add
Service on the left side of the screen.

7. In the Service Table window select WebCAM Web and click Edit Service.
8. Change the Start and Finish port to 80. Click Apply.

9. On the main page, click on Add Service on the left side of the screen and then click
Add Custom Service. In the Name field enter a name for the camera, for example:
WebCAM Cam.

Type: UDP
Start Port: 9001
Finish Port: 9001

10. Click Apply to save the settings.

11. On the main page, click on Ports at the side of the screen.
A. Click Add.
B. For Service Name select: WebCAM Web
C. Action: ALLOW always
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D. Local Server Address: Enter the IP address of the camera
E. WAN Users Address: Any
F. Click Apply.

12. Click Add again.
A. For Service name select: WebCAM Cam
B. Action: ALLOW always
C. Local Server Address: Enter the IP address of the camera
D. WAN Users Address: Any
E. Click Apply.

13. Exit the router setup program. WebCAM should now be configured to work with
your router and be accessible from the internet.
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Proxim (http://www.proxim.com)

ORINOCO BG-2000 Broadband Gateway

1. Log into your router using your router IP.

2. On the router’s main page, click on Setup at the top of the page.

3. On the left side of the page, click on Advanced settings -> Port Forwarding.
4. Check in the checkbox for Enable Port Forwarding.

5. Click New on the right side of the page.

6. Enter the following information on the page:

Global Port: 80

Local Address: Type in the camera’s IP address, for example:
192.168.0.5

Local Port: 80

Type: TCP

7. Click Save to save the settings.
8. Click New on the right side of the page.

9. Enter the following information on the page.

Global Port: 9001

Local Address: Type in the camera’s IP address, for example:
192.168.0.5

Local Port: 9001

Type: UDP

10. Click Save to save the settings.

11. Click Restart on the left side of the page to restart your router. WebCAM should
now be configured to work with your router and be accessible from the internet.
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Siemens (http://www.speedstream.com)
SpeedStream 2602 — 2-Port DSL/Cable Router
SpeedStream 2623 — Wireless DSL/Cable Router
SpeedStream 2624 — Wireless DSL/Cable Router
1. Log into your router using your router IP.

2. After you are logged in, click on Advanced Setup -> Virtual Servers.

3. Enter the following information on the page:

Line #1:

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM’'s IP Address LCD
display for the last 3 digits of the camera’s IP address)

Private Port: 80

Type: TCP

Public Port: 80

Line #2

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM'’s IP Address LCD
display for the last 3 digits of the camera’s IP address)

Private Port: 9001

Type: UDP

Public Port: 9001

4. Click Enter to save the settings. WebCAM should now be configured to work with
your router and be accessible from the internet.

SpeedStream 2604 — 4-port DSL/Cable Router
1. Log into your router using your router IP.
2. After you are logged in, click on Advanced Setup -> Virtual Servers.

3. Under the Properties section, there are a few entries you'll need to add. Check in
the checkbox for Enable.

4. Under the first box, next to the Enable checkbox, type in: WebCAM Web.

5. Under PC (Server), select your camera or the camera’s IP address from the list. If
the camera is not listed, select the link titled “My PC is not listed.”

6. Leave Protocol as TCP.
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7. Under Internal Port No type in: 80

8. Under External Port No type in: 80

9. Click on Add to save these settings.

10. Under the first box, next to the Enable checkbox, type in: WebCAM Cam.

11. Under PC (Server), select your camera or the camera’s IP address from the list. If
the camera is not listed, select the link titled “My PC is not listed.”

12. Leave Protocol as TCP.
13. Under Internal Port No type in: 9001
14. Under External Port No type in: 9001

15. Click on Add to save these settings. WebCAM should now be configured to work
with your router and be accessible from the Internet.
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SMC (http://www.smc.com)

SMC2404WBR - Barricada Turbo 11/22 Mbps Wireless Cable/DSL Broadband
Router

SMC7004VBR - Barricada Cable/DSL Broadband Router
SMC7004CWBR - Barricada Wireless Cable/DSL Broadband Router
1. Log into your router using your router IP.

2. After you are logged in, click NAT on the left side of the page.

3. Click on Virtual Server on the left side of the page.

4. Enter the following information on the page:

Line #1:

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM’'s IP Address LCD
display for the last 3 digits of the camera’s IP address)

Private Port: 80

Type: TCP

Public Port: 80

Line #2

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM's IP Address LCD
display for the last 3 digits of the camera’s IP address)

Private Port: 9001

Type: UDP

Public Port: 9001

5. Click Apply to save the settings. WebCAM should now be configured to work with
your router and be accessible from the Internet.

SMC7004AWBR — Barricade 4-port 11Mbps Wireless Broadband Router

1. Log into your router using your router IP.

2. Click on Virtual Server on the left side of the page.

3. Enter the following information on the page:

For ID #1:

Service Port: 80

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM's IP Address LCD
display for the last 3 digits of the camera’s IP address)

Enable: Checked in
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For ID #2:

Service Port: 9001

Private IP: Type in the camera’s IP address, for example:
192.168.0.5 (Look at WebCAM’'s IP Address LCD
display for the last 3 digits of the camera’s IP address)

Enable: Checked in

4. Click Save to save the settings. WebCAM should now be configured to work
with your router and be accessible from the Internet.
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Appendix B: Methods to Update WebCAM Firmware

You can update WebCAM firmware using any of the following methods.

Method 1: Through WebCAM Web Page
(1) Enter the WebCAM Web Page

(2) Go to “About”, click “update software” and you will be automatically linked for
update.

Method 2: Using the Utility software
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Appendix C: IP Address, Subnet and Gateway

This section discusses Communities, Gateways, IP Addresses and Subnet masking

Communities

A community is a string of printable ASCII characters that identifies a user group with
the same access privileges. For example, a common community name is “public”.
For security purposes, the SNMP agent validates requests before responding. The
agent can be configured so that only trap managers that are members of a community
can send requests and receive responses from a particular community. This
prevents unauthorized managers from viewing or changing the configuration of a
device.

Gateways

Gateway, also referred to as a router, is any computer with two or more network
adapters connecting to different physical networks. Gateways allow for transmission
of IP packets among networks on an Internet.

IP Addresses

Every device on an Internet must be assigned a unique IP (Internet Protocol) address.
An IP address is a 32-bit value comprised of a network ID and a host ID. The
network ID identifies the logical network to which a particular device belongs. The
host ID identifies the particular device within the logical network. 1P addresses
distinguish devices on an Internet from one another so that IP packets are properly
transmitted.

IP addresses appear in dotted decimal (rather than in binary) notation. Dotted
decimal notation divides the 32-bit value into four 8-bit groups, or octets, and
separates each octet with a period. For example, 199.217.132.1 is an IP address in
dotted decimal notation.

To accommodate networks of different sizes, the |IP address has three divisions —
Classes A for large, B for medium and C for small. The difference among the
network classes is the number of octets reserved for the network ID and the number
of octets reserved for the host ID.

Class | Value of First Octet Network ID Host ID Number of Hosts
A 1-126 First octet Last three octets 16,387,064
B 128-191 First two octets Last two octets 64,516
C 192-223 First tree octets | Last octet 254

Any value between 0 and 255 is valid as a host ID octet except for those values the
InterNIC reserves for other purposes

Value Purpose
0, 255 Subnet masking
127 Loopback testing and interprocess communication on local devices
224-254 | IGMP multicast and other special protocols.
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Subnetting and Subnet Masks
Subnetting divides a network address into sub-network addresses to accommodate
more than one physical network on a logical network.

For example:

A Class B company has 100 LANs (Local Area Networks) with 100 to 200 nodes on
each LAN. To classify the nodes by its LANS on one main network, this company
segments the network address into 100 sub-network addresses. If the Class B
network address is 150.1.x.x, the address can be segmented further from 150.1.1.x
through 150.1.100.x

A subnet mask is a 32-bit value that distinguishes the network ID from the host ID for
different sub-networks on the same logical network. Like IP addresses, subnet
masks consist of four octets in dotted decimal notation. You can use subnet masks
to route and filter the transmission of IP packets among your sub-networks. The
value “255” is assigned to octets that belong to the network ID, and the value “0” is
assigned to octets that belong to the host ID.

For the example above, if you want all the devices on the sub-networks to receive
each other’s IP packets, set the subnet mask to 255.255.0.0. If you want the devices
on a single sub-network only to receive IP packets from other devices on its own
sub-network, set the subnet mask to 255.255.255.0 for the devices on the
sub-network.

Subnet Mask | Routing and Filtering

0.0.0.0 IP packets are transmitted to all devices.

255.0.0.0 IP packets are only transmitted to devices that are IP that’s first octet
matches the sender’s IP address'’s first octet.

255.255.0.0 | IP packets are only transmitted to devices that are IP that’s first two
octets match the sender’s IP address'’s first two octets.

255.255.255.0 | IP packets are only transmitted to devices that are IP that's first three
octets match the sender’s IP address'’s first three octets.
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Appendix D: Glossary

The Glossary section defines the terms used in this User Manual

Term

Definition

Ethernet

Local Area Network technology, originally developed by Xerox
Corporation, can link up to 1,024 nodes in a bus network. Ethernet
provides raw data transfer in a rate of 10 megabits/sec. with actual
throughputs in 2 to 3 megabits/sec. using a baseband
(single-channel) communication technique. Ethernet uses carrier
sense multiple access collision detection (CSMA/CD) that prevents
network failures when two devices attempt to access the network at
the same time. LAN hardware manufacturers use Ethernet protocol;
their products may not be compatible.

Gateway

A computer that attaches to a number of networks and routes packets
between them. The packets can be different protocols at the higher
levels.

IP

Internet Protocol — The TCP/IP standard protocol defines the IP
datagram as the unit of information passed across a network.

IP Address

Internet Protocol Address — A 32-bit address assigned to hosts
participating in a TCP/IP network. The IP address consists of
network and host portions. It is assigned to an interconnection of a
host to a physical network.

MAC

Medium Access Control - The network layer between the physical and
the data link layers. Specifically, the physical (hardware) address
exists in this layer.

MIB

Management Information Base — The database, i.e. set of variables
maintained by a gateway running SNMP

NMS

Network Management Station

OID

Object Identifier — The variables defined in a MIB

Router

A computer that manages traffic between different network segments
or different network topologies. It directs the destination IP address.
The network media can be different, but the higher-level protocols
must be the same.

SNMP

Simple Network Management Protocol — A standard protocol used to
monitor IP hosts, networks, and gateways. SNMP defines a set of
simple operations that can be performed on the OIDs of the MIBs
managed by the monitored Agents. It employs the UDP/IP transport
layer to move its object between the Agents and the NMS

TCP/IP

Transmission Control Protocol/ Internet Protocol — A protocol suite
used by more than 15 million users with a UNIX association and
widely used to link computers of different kinds.
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