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A Important Safety Instructions

1

Read and follow all warning notices and instructions marked on the
product or included in the manual.

Slots and openings in the cabinet are provided for ventilation. To ensure
reliable operation of the product and to protect it from overheating, these
slots and openings must not be blocked or covered.

Do not allow anything to rest on the power cord and do not locate the
product where persons will walk on the power cord.

Do not attempt to service this product yourself, as opening or removing
covers may expose you to dangerous high voltage points or other risks.
Refer all servicing to qualified service personnel.

General purpose cables are used with this product for connection to the
network. Special cables, which may be required by the regulatory
inspection authority for the installation site, are the responsibility of the
customer. Use a UL Listed, CSA certified, minimum No. 24 AWG line
cord for connection to the Digital Subscriber Line (DSL) network.

When installed in the final configuration, the product must comply with
the applicable Safety Standards and regulatory requirements of the
country in which it is installed. If necessary, consult with the appropriate
regulatory agencies and inspection authorities to ensure compliance.

A rare phenomenon can create a voltage potential between the earth
grounds of two or more buildings. If products installed in separate
buildings are interconnected, the voltage potential may cause a hazardous
condition. Consult a qualified electrical consultant to determine whether
or not this phenomenon exists and, if necessary, implement corrective
action prior to interconnecting the products.

Input power to this product must be provided by one of the following: (1)
a UL Listed/CSA certified power source with a Class 2 or Limited Power
Source (LPS) output for use in North America, or (2) a certified
transformer, with a Safety Extra Low Voltage (SELV) output having a
maximum of 240 VA available, for use in the country of installation.

In addition, since the equipment is to be used with telecommunications
circuits, take the following precautions:

— Never install telephone wiring during a lightning storm.

— Never install telephone jacks in wet locations unless the jack is
specifically designed for wet locations.

— Never touch uninsulated telephone wires or terminals unless the
telephone line has been disconnected at the network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an
electrical storm. There may be a remote risk of electric shock from
lightning.

— Do not use the telephone to report a gas leak in the vicinity of the
leak.
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CE Marking

When the product is marked with the CE mark on the equipment label, a
supporting Declaration of Conformity may be downloaded from the Zhone
World Wide Web site at www.zhone.com.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Zhone
World Wide Web site at www.zhone.com.

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that
no modifications will be made to the equipment unless the changes or
modifications are expressly approved by the responsible party.

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

1 Reorient or relocate the receiving antenna.
1 Increase the separation between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

1 Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network

The following notice applies to versions of the modem that have been FCC
Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements
adopted by the Administrative Council for Terminal Attachment (ACTA). On
the bottom side of this equipment is a label that contains, among other
information, a product identifier in the format US:AAAEQ##TXXXX. If
requested, this number must be provided to the Telephone Company.
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This equipment is intended to connect to the Public Switched Telephone
Network through a Universal Service Order Code (USOC) type RJ11C jack.
A plug and jack used to connect this equipment to the premises wiring and
telephone network must comply with the applicable FCC Part 68 rules and
requirements adopted by the ACTA. A compliant telephone cord and modular
plug is provided with this product. It has been designed to be connected to a
compatible modular jack that is also compliant.

The Ringer Equivalence Number (REN) is used to determine the number of
devices that may be connected to a telephone line. Excessive RENs on a
telephone line may result in the devices not ringing in response to an
incoming call. In most but not all areas, the sum of RENs should not exceed
five (5.0). To be certain of the number of devices that may be connected to a
line, as determined by the total RENs, contact the local Telephone Company.
The REN for this product is part of the product identifier that has the format
US:AAAEQ##TXXXX. The digits represented by ## are the REN without a
decimal point. For example, 03 represents a REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company
will notify you in advance that temporary discontinuance of service may be
required. But if advance notice is not practical, the Telephone Company will
notify the customer as soon as possible. Also, you will be advised of your
right to file a complaint with the FCC if you believe it is necessary.

The Telephone Company may make changes in its facilities, equipment,
operations or procedures that could affect the operation of the equipment. If
this happens, the Telephone Company will provide advance notice in order for
you to make necessary modifications to maintain uninterrupted service. If
trouble is experienced with the modem, refer to the repair and warranty
information in this document.

If the equipment is causing harm to the telephone network, the Telephone
Company may request that you disconnect the equipment until the problem is
resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state
public utility commission, public service commission or corporation
commission for information.

If the site has specially wired alarm equipment connected to the telephone
line, ensure the installation of the modem does not disable the alarm
equipment. If you have questions about what will disable alarm equipment,
consult your Telephone Company or a qualified installer.
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Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. This is confirmed by the registration
number. The abbreviation IC before the registration number signifies that
registration was performed based on a Declaration of Conformity indicating
that Industry Canada technical specifications were met. It does not imply that
Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal
equipment is labeled on the equipment. The REN assigned to each terminal
equipment provides an indication of the maximum number of terminals
allowed to be connected to a telephone interface. The termination on an
interface may consist of any combination of devices subject only to the
requirement that the sum of the Ringer Equivalence Numbers of all the
devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative,
service representative, or distributor directly.

A\ CANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian
interference-causing equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du
reglement sur le matérial brouilleur du Canada.

Japan Notices

COEEIZ. FRUBEEESEEESTHIRAFGHES (VCCI) 0
ICETLK 7S A BEREMEBTYT. ZOXBIE. RERETEATIZ L
EEMNELTVETY. ZOEBNRSIARTLEY 3 LV E2EBITARZELT
FERINZ L, ZE/BEESIESRERITIENHDET,

HRERAZCH > TELVERDENELTFE N,

This is a Class B product based on the standard of the Voluntary Control
Council for Interference from Information Technology Equipment
(VCCI). If this is used near a radio or television receiver in a domestic
environment, it may cause radio interference. Install and use the
equipment according to the instruction manual.
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ABOUT THIS GUIDE

Document Purpose and Intended Audience

This guide contains detailed information about the 6211-12 router. It is
intended for all users of the router.

Document Summary

Section

Description

Chapter 1, Introduction

Describes the features of the router.

Chapter 2, Hardware
Installation and PC Setup

Shows how to connect the router and set up
your PC to manage the router.

Chapter 3, Device
Information

Explains how to use the web interface to obtain
statistics and other information about the
router.

Chapter 4, Quick Setup

Describes the Quick Setup configuration
process.

Chapter 5, Advanced Setup

Describes configuration of the advanced router
features.

Chapter 6, Diagnostics

Describes the test screen.

Chapter 7, Management

Describes the management functions of the
router, including backing up and restoring
configuration settings, viewing the system log,
configuraing access control, and upgrading
software.

Appendix A, Lists the specifications of the router.
Specifications
Index Lists key terms, concepts, and sections in

alphabetical order.
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Product-Related Documents

Complete documentation for Zhone products is available online at
www.zhone.com.

Contacting Global Service and Support

Contact Global Service and Support (GSS) if you have any questions about
this or other Zhone products. Before contacting GSS, make sure you have the
following information:

e Zhone product you are using
e System configuration
e Software version running on the system

e Description of the issue

Technical Support

If you require assistance with the installation or operation of your product, or
if you want to return a product for repair under warranty, contact GSS. The
contact information is as follows:

E-mail support@zhone.com

Telephone (North America)  877-ZHONE20

Telephone (International) 510-777-7133

Internet www.zhone.com/support

If you purchased the product from an authorized dealer, distributor, Value
Added Reseller (VAR), or third party, contact that supplier for technical
assistance and warranty support.

Service Requirements

If the product malfunctions, all repairs must be performed by the
manufacturer or a Zhone-authorized agent. It is the responsibility of users
requiring service to report the need for service to GSS.

12 6211-12 ADSL2+ Router User’s Guide
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INTRODUCTION

Introduction

Congratulations on becoming the owner of a 6211 ADSL router.

This User’s Guide will show you how to set up the router, and how to
customize its configuration to get the most out of this product.

Features

The 6211 router has the following features:

Built-in ADSL modem which offers GDmt, G.lite, T1.413, ADSL2,
Annex L, and ADSL2+ to meet different linking speeds from your ISP.

10/100BaseT Ethernet port to provide Internet connectivity to all
computers on your LAN via additional Ethernet Switch/HUB.

USB port allows quick installation.

Built-in splitter provides you to connect telephone directly without using
extra splitter (Model 6211-11-x0x).

Configuration program accessible via a web browser, such as Microsoft
Internet Explorer.

System Requirements

In order to use the 6211 ADSL router for Internet access, you must have the
following:

ADSL service subscription from your ISP

A PC with:

— An Ethernet 10/100BaseT network interface card or USB port
— A processor equivalent to or faster than a Pentium II 133 MHz
— 32 MB RAM or greater

— If USB drivers will be installed, 5 MB free disk space

— Windows 95b, 98, 98SE, 2000, ME, NT, or XP (Note: Windows 95
requires the installation of the Winsock program, not included.
Windows 95 and 98 do not support USB.)

6211-12 ADSL2+ Router User’'s Guide
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Introduction

— (Optional) An Ethernet hub or switch, if you wish to connect the
router to several computers on an Ethernet network.

— For system configuration using the supplied web-based program: a
web browser such as Internet Explorer Version 6.0 or later. Netscape
is not supported.

Parts List

In addition to this document, your 6211 ADSL router should come with the
following:

e 6211 ADSL router

e Power adapter

o Ethernet cable (RJ45, straight-through type)
e Phone cable (RJ11)

USB cable

Figure 1: 6211 ADSL Router Package Contents
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Front Panel

Front Panel

The front panel contains LED indicators that show the status of the unit.

IR

"

4
%l %

Figure 2: Front Panel LEDs

Table 1: Front Panel Label and LEDs

05-17610

Label

Color

Function

POWER

Green

On: Unit is powered on

Off: Unit is powered off

STATUS

Green

On: ADSL link is established and
active

Flashing: Trying to create an
ADSL connection

Off: No ADSL link

ACTIVITY

Green

Flashing: ADSL data transfer

LAN

Green

On: LAN link is established

Flashing: Data transfer at LAN
connection

Off: No LAN link

USB

Green

On: USB link is established

Off: No USB link

6211-12 ADSL2+ Router User’'s Guide
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Introduction

Rear Panel

The rear panel contains the ports for the router's data and power connections.

Table 2: Rear Panel Labels and Connectors

Label Function

LINE Connects to your ADSL line

PHONE (Model Connects to your telephone

6211-11-x0x)

USB USB outlet, for PC USB port connection

LAN Connects the CPE to your PC's Ethernet port, or

to the uplink port on your LAN's hub or switch,
using the cable provided

RESET/DEFAULT To reset the router to its default settings

POWER Connects to the supplied power adapter

16 6211-12 ADSL2+ Router User’s Guide



HARDWARE INSTALLATION AND PC SETUP

Overview

This chapter provides basic instructions for connecting the router to a
computer or a LAN and to the Internet using DSL. The first part provides
instructions to set up the hardware, and the second part describes how to
prepare your PC for use with the router.

It is assumed that you have already subscribed to DSL service with your
Internet service provider (ISP).

Connecting the Hardware

Caution

Shut down your PC and any other equipment before connecting it to
the router.

To connect your router:

1

Connect your ADSL line to the port labeled LINE on the rear panel of the
device.

For routers with a phone port (model numbers of the form 6211-11-x0x),
optionally connect your telephone to the port labeled PHONE.

Connect your PC or a LAN:
— Use the supplied Ethernet cable to connect your PC directly to the

router. Connect one end of the Ethernet cable to the port labeled LAN
on the router and connect the other end to the Ethernet port of your
computer.

Alternatively, use the supplied USB cable to connect your PC directly
to the router. Connect one end of the USB cable to the port labeled
USB on the router and connect the other end to a free USB port on
your PC. Install the USB drivers as described in the user’s guide on
the CD.

If your LAN has more than one computer, you can attach one end of
an Ethernet cable to a hub or a switch and the other to the LAN port
of the router. Either a crossover or straight-through Ethernet cable can
be used.

6211-12 ADSL2+ Router User’'s Guide
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Hardware Installation and PC Setup

18

4. Connect the AC power adapter to the POWER connector on the back of
the device and plug the adapter into a wall outlet or power strip.

Z.mm

o0 o W [

LINE PHONE usB LAN DEFAULT POWER

®

Figure 3: Hardware Installation

5. Turn on and boot up your PC and any LAN devices, such as hub or
switches, and any computers connected to them.

6. Verify that the router's LEDs are illuminated as shown in Table 3.

Table 3:  LED Indicators (Sheet 1 of 2)

This LED . ..

Should be:

POWER

Solid green to indicate that the device is turned on. If this
light is not on, check if the power adapter is attached to the
router and plugged into an AC power source.

STATUS

Solid green to indicate that the router can communicate
with your ISP via ADSL, or flashing when the router is
trying to connect to your ISP.

ACTIVITY

Flashing when the device is sending or receiving data over
the ADSL connection.
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Installing the USB Driver

Table 3:  LED Indicators (Sheet 2 of 2)
This LED ... |Should be:

LAN Solid green to indicate that the device can communicate
with your PC via Ethernet, or flashing when the router is
sending or receiving data over Ethernet.

USB Solid green when connected, flashing when the router is
sending or receiving data.

If the LEDs are illuminated as expected, the router is working properly.

Installing the USB Driver

The following section applies only if you use the USB connector on the
router. If you connect the USB cable between your PC and the router,
Windows detects the new hardware and the Found New Hardware Wizard
appears on your PC monitor. Follow this procedure:

1 Choose "Install from a list or specific location" from the Wizard's menu,
then click on Next.

Found Mew Hardware Wizard

Welcome 1o the Found New
:{;r Hardware Wizard

Thiz wizard helps you install zoftveare faor:

IJSE Device

'\J If your hardware came with an installation CD
“ZE2 or floppy disk. insert it now.

WWhat do vou want the wizard to do?

" |nstall the zoftware automatically [Recommended

% Anstall from a list or specific location [Advanced;

Click Mext to continue,

¢ Back I Mewt » I Cancel

Figure 4: Found New Hardware Wizard
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Hardware Installation and PC Setup

2 Insert the supplied CD ROM and use Browse to include the CD drive in
the search.

Foiuntd New Hardware Wikard

Pleaze choose pour seaich and inslallalson oplons.

[+ Search for the best diver in these locations

Uze the check boxes bekow bo limet or espand tre defaull seasich, which ncludss ocsl
pathis and 1emowabls medis The besdt divest found wall be rsiallsd.

[T Seaich removabie medka Poppy. CO-ROM. )
¥ Irclude thiz lpcation in the seach:

[ Dt

™ Don't search | wil chooss He dives Sainstall

Chiees this cption ko select b devics dever iom & fet Windows does rol gusrantes that
e vt pois chiooss wil be the best match A pour baidviane

<Back | Het> | Cance

Figure 5: Search and Installation Options

3 If the Wizard reports a compatibility issue, select "Continue Anyway".
Installation of the USB driver proceeds.

Hardware Installation '

] The zoftware pou are installing for this hardware;

Broadcom USE Remote NDIS Device

haz not pazzed Windows Logo tezting to werfy it compatibility
with ‘Windows %P, [Tell me why thiz testing is impaortant, |

Continuing your installation of thiz software may impair
or deztabilize the correct operation of pour spstem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

STOP Inztallation

Figure 6: Compatibility Warning
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Found New Hardware Wizard -

Please wait while the wizard installs the software. .

Broadcom USE Remaote NDIS Device

< Back st > Carice]

Figure 7: Progress Screen

4. When prompted, click on Finish to close the Wizard.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard hag finizhed instaling the software for:

@‘ Broadcom USE Remaote NDIS Device

Click Finish to close the wizard.

Earice

< Back

Figure 8: Completion Screen

Installing the USB Driver
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Hardware Installation and PC Setup

Configuring Your Computer

Windows XP PCs

Before you can access the router over the LAN or the USB port, you have to
configure your PC's TCP/IP address to be 192.168.1.x (where x is any number
between 3 and 254), with a subnet mask of 255.255.255.0. Your router's

default IP address is 192.168.1.1.

1 In the Windows task bar, click on the Start button, and then click on

Control Panel.

2 Double-click on the Network Connections icon.

3 In the LAN or High-Speed Internet window, right-click on the icon
corresponding to your network interface card (NIC) or USB connection,
and select Properties. (Often this icon is labeled Local Area Connection).
The Local Area Connection dialog box displays with a list of currently

installed network items.

4 Ensure that the check box to the left of the item labeled Internet Protocol

(TCP/IP) is checked, and click on Properties.

S Net ok G =l
Ble Edt Yew Favortes ook Advanced Help | aF
O - © - F| P [ ros [15 3 X B [T
Agldress ]ﬂ_,ﬂetwork(onnettions j Go

LAN or High-Speed Internet

Connection 2

Local &rea Connection
e k cable unplugoed

=
Tl . i temote NDIS ...
Wizard
i | Mew Connection ‘Wizard MNetwark Setup Wizard
| 9 -
| i

Figure 9: Network Connections (Windows XP)
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Adhmicatim| Advanced |
Connect using:
I B8 Broadcom USE Remote NDIS Device

Configue... |

This connection uses the following items:

Install... | Drimstall Ili Properties I

Description
Transmission Control Protocol/Intemet Protocol, The default
wide area network protocol that provides communication
actoss diverse interconnected networks.

[~ Show icon in notification area when connected

ok | concel |

Figure 10: Local Area Connection Properties (Windows XP)

Configuring Your Computer

5 In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the IP Address field (192.168.1.20 is
shown here as an example) and 255.255.255.0 in the Subnet Mask field.

Internet Protocol (TCP/IP) Propetties - oo d |

General |

You can get IP settings azzigned automatically if pour network, supports
this capability. Otherwize, you need to ask your network administrator for
the appropriate P settings.

L i tically

—* |lze the follawing [P address:J

1P address:
Subnet mask: 28R 255 .285 . 0
Default gateway: I 3 : .

7 Obtain DME server addiess automaticalls

—* ze the following DMS server addresses:

FPrefered DMS server: I . . .

Alternate DNS server: I . . .
Advanced... |
Ok I Cancel |

Figure 11: TCP/IP Properties (Windows XP)
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6.

Windows 2000 PCs

Windows ME PCs

10

11

12

Click on OK twice to confirm your changes, and close the Control Panel.

In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the Local
Area Connection icon, and then select Properties.

The Local Area Connection Properties dialog box display a list of
currently installed network components. If the list includes Internet
Protocol (TCP/IP), the protocol has already been enabled; skip to Step 10.

If Internet Protocol (TCP/IP) does not appear as an installed component,
click on Install.

In the Select Network Component Type dialog box, select Protocol, and
then click on Add.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then
click on OK.

You may be prompted to install files from your Windows 2000
installation CD or other medium. Follow the instructions to install the
files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up
Connections icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Local
Area Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select Internet
Protocol (TCP/IP), and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the [P Address field and 255.255.255.0
in the Subnet Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the
Network icon, and then select Properties.
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10

11

12

13

Configuring Your Computer

The Network Properties dialog box displays a list of currently installed
network components. If the list includes Internet Protocol (TCP/IP), the
protocol has already been enabled; skip to Step 11.

If Internet Protocol (TCP/IP) does not appear as an installed component,
click on Add.

In the Select Network Component Type dialog box, select Protocol, and
then click on Add.

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then
click on OK.

You may be prompted to install files from your Windows Me installation
CD or other media. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up
Connections icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Network
icon, and then select Properties.

In the Network Properties dialog box, select TCP/IP, and then click on
Properties.

In the TCP/IP Settings dialog box, click on the radio button labeled Use
the following IP address. Type an address between 192.168.1.3 and
192.168.1.254 in the IP Address field and 255.255.255.0 in the Subnet
Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Windows 95 and Windows 98 PCs

In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

Double-click on the Network icon.

The Network dialog box displays a list of currently installed network
components. If the list includes TCP/IP, the protocol has already been
enabled. Skip to step 9.

If TCP/IP does not appear as an installed component, click on Add. The
Select Network Component Type dialog box appears.

Select Protocol, and then click on Add.
The Select Network Protocol dialog box appears.

Click on Microsoft in the Manufacturers list box, and then click on TCP/
IP in the Network Protocols list box.

Click on OK to return to the Network dialog box, and then click on OK
again.
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Windows NT 4.0

10
11

12

You may be prompted to install files from your Windows 95/98
installation CD. Follow the instructions to install the files.

Click on OK to restart the PC and complete the TCP/IP installation.

After restarting your PC, open the Control Panel window, and then click
on the Network icon.

Select the network component labeled TCP/IP, and then click on
Properties.

If you have multiple TCP/IP listings, select the listing associated with
your network card or adapter.

In the TCP/IP Properties dialog box, click on the IP Address tab.

Click in the radio button labeled Use the following IP address. Type an
address between 192.168.1.3 and 192.168.1.254 in the IP Address field
and 255.255.255.0 in the Subnet Mask field.

Click on OK twice to confirm and save your changes. You will be
prompted to restart Windows. Click on Yes.

In the Windows NT task bar, click on the Start button, point to Settings,
and then click on Control Panel.

In the Control Panel window, double click on the Network icon.

In the Network dialog box, click on the Protocols tab.

The Protocols tab displays a list of currently installed network protocols.
If the list includes TCP/IP, the protocol has already been enabled. Skip to
Step 9.

If TCP/IP does not appear as an installed component, click on Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click
on OK.

You may be prompted to install files from your Windows NT installation
CD or other medium. Follow the instructions to install the files.

After all files are installed, a window appears to inform you that a TCP/IP
service called DHCP can be set up to dynamically assign IP information.

Click on Yes to continue, and then click on OK, if prompted, to restart
your computer.

After restarting your PC, open the Control Panel window, and then
double-click on the Network icon.

In the Network dialog box, click on the Protocols tab.
In the Protocols tab, select TCP/IP, and then click on Properties.

In the Microsoft TCP/IP Properties dialog box, click on the radio button
labeled Use the following IP address. Type an address between
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Logging in to Your Router

192.168.1.3 and 192.168.1.254 in the IP Address field and 255.255.255.0
in the Subnet Mask field.

11 Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Logging in to Your Router

This section shows how to connect to the router's web interface, configure
settings, and observe some statistics of your Internet connection.

1 Open your Web browser, and type the following URL in the address/
location box, and press Enter:

http://192.168.1.1
This is the default IP address for the LAN port on the router.

A login screen appears.

Enter Metwork Password 2| %]

? Pleaze tppe your uger name and paszword.

Site: 152.1E8.1.1
Realm DsL Router
Uzer Mame ||
Password I

[ Save this password in your password list

0k I Cancel

Figure 12: Login Screen

If you have problem connecting to the router, verify that your PC is
properly configured within the subnet of the router's default IP address
192.168.1.1. Setup is described in Configuring Your Computer on

page 22.
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2 Enter your user name and password, and then click on OK to display the

home page of the router's web interface. There are two default user name
and password combinations:

Table 4: Default User Names and Passwords

User Name Password Capability

user user Can display device status, but cannot
change or save configuration options.

admin admin Can perform all functions.

You can change the passwords at any time.

The home page is shown in Figure 13.

4} ADSL Router - Microsoft Internet Explorer

File Edit ‘iew Faworites Took Help ‘
oak - =S - ([ Y| Dseach [alFavortes it (B | By S
Address [€] hetp:ff192.168.1.1 | @0 | ks >

PARADYNE

— Y e S

& welcome Device Info
-1 Device Info

-] Quick Setup This information reflects the current status of your DSL connection,
-] Advanced Setup

--[] Diagnostics

Line Rate - Upstream (Kbps): |50
-1 Management 2 (Kbps)

Line Rate - Downstream (Kbps): |6000

Software Yersion: 2-20-02-0300.A2pR017h.d15
Bootloader (CFE) Version: 1.0.37-5.18

LAN IP Address: 152,168.1.1

Default Gateway:

Primary DNS Server: 192,168.1.1

Secondary DNS Server: 192,168.1.1

&] Done [T [ | meemet

Figure 13: Web Interface Home Page
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DEVICE INFORMATION

Status Summary

Display the general status report for the router by clicking on Summary under
Device Info (Figure 14).

/3 ADSL Router - Microsoft Internet Explorer

Fle Edt Vew Favortes Tooks Help |

Bk - S - @D (2] A Doearch GiFavortes @rveda (B | 5N S

PARADYNE

| @60 |Lnks

{5 welcome Device Info
&-E3 Device Info
Summary This information reflects the crrent status of your DSL connection
WAN
H'%‘ gtﬂtislim Line Rate - Upstream (Kbps): |00
--[] Route
--[ ARP Line Rate - Downstream (Kbps): |8000

~[] Quick Setup

Software Version: 2-20-012-0300. AZpR0170.d15
-] Advanced Setup -
Diagnostics Bootloader (CFE) Yersion: 1.0.37-5.16
& (] Management LAN IP Address: 192.168.1.1

Default Gateway:

Primary DNS Server: 192.168.1.1

Secondary DNS Server: 192.168.1.1

|&] http:j{192.168.1.1irfo. html [ [ e meemet

Figure 14: Status Summary
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Device Information

WAN

Display the WAN status report from the by clicking on WAN under Device
Info (Figure 15).

/3 ADSL Router - Microsoft Internet Explorer

: =131
Fle Edt Vew Favortes Tooks Help |
Back - & - @ (2] A Qoearch GiFavortes @veda (B Y- S

g [@pppszeancs ] o= k>

PARADYNE

{2 welcome WAN Info
&-E3 Device Info
Summary

WPI/VCI Cf[;" Categary 5:;’["? l";‘:'f::e Protocol |IGMP | QoS | State |Status | d;':ess
-] Statistics
[ Route oI 1 UBR | brouo3s | mes 0.3 | Bridge | A
--[] ARP
--[] Quick Setup
-] Advanced Setup
Diagnostics
#-] Management

=

Dissbled |Enabled | Up

|&] http:j{192.168.1.1 fwancfg.cmd?action=view [ 1 [ e mtemet

Figure 15: WAN Status
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LAN Statistics

LAN Statistics

Display LAN statistics by clicking on LAN under Statistics (Figure 16).

/3 ADSL Router - Microsoft Internet Explorer - == x]

Eile  Edit View Favorites Tooks Help

Bak + & - (D (2] 4| QSearch [GiFavortes iveda B | e S

adsress [&] hitpyjitoz.168.1.1) | @0 |unks
PARADYNE'

______ADSL CPE

Ewelcome Statistics - LAN
5-C3 Device Info
E S\Fﬂmw Interface Received Transmitted
53 Statistics Bytes |Pkts |Errs [Drops [Bytes |Pkts [Errs [Drops

LA Ethernet [405538 [3804 [0 [0 1350403 45830 |0
[ wan usB [ o o o [ o o [o
[ aTm
[ ApsL

[ Route
b D ARP Reset Statistics
-[] Quick Setup
&=-[] Advanced Setup
Diagnostics
#-] Management

|&] Dane [ [ e meemmet

Figure 16: LAN Statistics
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WAN Statistics
Display WAN statistics by clicking on WAN under Statistics (Figure 17).

JSEIE]
|

/3 ADSL Router - Microsoft Internet Explorer z

File Edk View Favortes Tooks Help

Bak + & - (D (2] 4| QSearch [EiFavortes iveda B | e S ﬁ
adsress [&] hitpyjitoz.168.1.1) | @0 |unks

PARADYNE

SL TP

WAN Statistics

Transmitted |

5 Welcome

%a Device Info
[service P/ vCIPY [ face|

[ [BytespktsErrsDropsBytesPkts Errs Drops|

lbr_o_35| 0/35 [Bridge has_ 035 0 [0 [0 [ o [1oo3z[1z7 [0 [125 |

=-C3 Statistics
[ LAN
Reset

-[] Quick Setup
&=-[] Advanced Setup
[ Diagnostics
#-] Management

[ [ [ mternet

&

Figure 17: WAN Statistics
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ATM Statistics

ATM Statistics

Display ATM statistics by clicking on ATM under Statistics (Figure 18).

/3 ADSL Router - Microsoft Internet Explorer

Fle Edk | View Faverkes Took Help
Bak + & - () (2] 4| QSearch [GiFavortes iveda B | N S
address [&] hitpyjjtsz.168.1.1/ | @0 |unks

PARADYNE'

______ADSL CPE

& welcome ATM Interface
=3 Device Info In Invalid | In Port In |In Circuit | In 0AM
[ Summary i In |InHec "o ivei potenable MPT e | Type |RMerc [MMOFC
Octets | Octets |Errors [Unknown | Errors Errors Errors
[T wan Errors | Errors Cells | Errors | Errors
R Stalt_lzﬂcs 1] 364 1] 0 0 1] 0 1] 0 o 0 o
B WAN AALS Interface i
- 5] ﬁyé'L In OctetsDut Octetsfin Ucast PktsDut Ucast Pktsfin ErrorsOut Errors(In DiscardsDut Discards|
[ Route [0 [ = [ o [ 2 [fo T o T o [ @
ARP
-[] Quick Setup AALS VEC
(] Advanced Setup [WPI/VCICRC ErrorsSAR Ti versized SDUsShort Packet ErrorsLength Errors|
[ Diagnostics [o3s | 0 [ | 0 [ [ [ 0 |
-] Management
Resst
& [ [ meermet

Figure 18: ATM Statistics
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ADSL Statistics

Display ADSL statistics by clicking on ADSL under Statistics (Figure 19).

/3 ADSL Router - Microsoft Internet Explorer . =1

Eile  Edit View Favorites Tooks Help

Bak + & - (D 2] 4| Qoearch [GiFavortes veda B | N S

address [&] hitpyjjtsz.168.1.1/ = oo 3
PARADYNE

L_____ADSL CPE

AL L : - ~
{2 welcome Dutput Power (dBm): e 125
E-3 Device Info lattainable Rate (Kbps): ps36 1056
[ Summary Rate (Kbps): 000 o0
2 wan ‘number of bytes in DMT frame): 51 3
143 Statistics R (number of check bytes in RS code word):
LAN 5 (RS code word size in DMT frame): i 1
o E i D (interleaver depth): B f
- [7ADSL
[ Route Super Frames: bise3 Biset
[ are Super Frame Errors: 145
-=[ Quick Setup RS wWords:
-] Advanced Setup RS Correctable Errors:
L1 piagnostics RS Uncorrectable Errors: /A
(2] Management
HEC Errors: 56
ICD Errors:
LCD Errors:
Total Cells: Bo24765
Pata Cells:
it Errors:
frotal ES: [ [
Total SES: o
Total UAS: Ba7 1]
ADSL BER Test Reset
[&] pone [ [ meermet

Figure 19: ADSL Status

ADSL BER Test

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL
connection. The test is performed by transferring idle cells containing a
known pattern and comparing the received data with this known pattern to
check for any errors (Figure 20 and Figure 21).

To run a BER test:
1 Click on the ADSL BER Test button.
2 Select the test duration and click on Start
3 Check the result.
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ADSL BER Test

192.168.1.1/berstart.tst?berState=0- ] ] [

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start",

Tested Time (sec): IZD vl
Startl Close |

Figure 20: ADSL BER Test — Start

3 http://192.168.1.1/berstop.tst - Microsoft Inters o o] 3

ADSL BER Test - Result

Thie ADSL BER test campleted successfully,

Test Time (sec): 20

Total Transferred Bits: 144905856

Total Error Bits: ]

Error Ratio: 0.00e+00

Close |

Figure 21: ADSL BER Test — Result
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Route

Obtain the Routing status report by clicking on the Route item under Device
Info (Figure 22)

/3 ADSL Router - Microsoft Internet Explorer Z

Ele Edt ¥ew Favortes Iooks Help

Back ~ & - @ (2] A Qoearch GiFavortes Gveda (B Y- S
!

| @60 |Links

Address [ hitpii12. 163

PARADYNE

{3 welcome Device Info — Route
-3 Device Infe
Summary Flags: U~ up, | - refect, G - gateway, H - hast, R - reinstats
D - dynamic fradiract), 1 - modified (rediract)
- Statistics
B \LNAI;‘N ‘Dastir\atinn ‘Gateway ‘Suhr\zt Mask |F|ags ‘Mztri: ‘Ir\ter'ate |
O atm ‘m 166.1.0 ‘u‘u.uu ‘ n|u ‘U ‘er |
[3 ADSL
[ Route
ARp

[] Quick Setup
-] Advanced Setup
Diagnostics

-] Management

|@ mnternet

&) Dane

Figure 22: Route Information
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ARP

Display the ARP status report by clicking on ARP under Device Info

(Figure 23)

/3 ADSL Router - Microsoft Internet Explorer =12
Fle Edt Wiew Favorites Took Help
Back ~ & - @ (2] A Qoearch GiFavortes Gveda (B Y- S

| @60 |Links

1

Address [ hitpii12. 163

PARADYNE

Device Info —— ARP

2 welcome
-3 Device Info
[1p Address [Fags | pevice ‘

[ Summary
WAN
‘192‘168‘1‘100 |Comp\ete ‘DU:EU:IE:?A:QDSB ‘er ‘

= Statistics
~[LaN

[Hw Address

[] Quick Setup
-] Advanced Setup
[ piagnostics
-] Management

[ [ e meemmet

&) Dane

Figure 23: ARP Status
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QUICK SETUP

Quick Setup with Auto-Connect Enabled

Auto-connect will automatically detect the first usable PVC and automatically

detect PPPoE, PPPoA, and Bridge Protocol (with DHCP Server available). To
use auto-connect:

1 Select Quick Setup. The Quick Setup initial screen appears.

/3 ADSL Router - Microsoft Internet Explorer

Fle Edt Yiew Fovortes Took  Help

n:
Ix

Gbeck - & - @ [2) 4| Qoearch (hiFavories Dueds B B 5

agdress [{€] htpiif192.168.L, 17

PARADYNE

3L CP

& weicome

& (1 Device Info
[ Quick Setup This Quick Setup will guids yau through the steps necessary to configurs your DSL Router.

-] Advanced Setup

~[] Diagnostics ATM PVC Configuration
-1 Management

Quick Setup

Select the check box below 1 enable DSL Auto-connect process,
¥ DSL Auto-comnect

het|

&) http:ff192.165. 1.1 vpivel.cqi

[ (@ wemet

Figure 24: Quick Setup Initial Screen

2 Select DSL Auto-Connect, then click on Next. The progress information
screen appears.
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/) ADSL Router - Microsoft Internet Explarer e 18X

Ele Edi View Fawoites Toos Hep
Gback + & - (D (2] G| Qoearch [HFovorites Ehveda (4| By S
Address [&] http:if132.168.L. 1/ =] @so [Lnks

PARADYNE

L HADSE CP

& welcome DSL Router Auto-connection Progress Information
-] Device Info
Quick Setup The DSL Rauter Auto-connect is in progress
-] Advanced Setup
[ piagnostics DSL Router s trying PYC (0/32).
-1 Management
Please walt..,
Cancel
{&] Opening page http:{f192.166. 1.1 autoscan cqi, I [ [ [ |4 mremet

Figure 25: Detecting Available PVC

/3 ADSL Router - Microsoft Internet Explorer

Ble Edt ew Favorkes Took Hep |

Geack - 5 - D [ A Qoearch [ilFavontes Preda B[ EN- 5

Address [ http:/7192.168.L.1/ =] @so |unis >

PARADYNE

_____ADSL CP

gWEIEDmE DSL Router Auto-connection Progress Information
-1 Device Info
Quick Setup The DSL Rauter Auto-connect is in progress,
-] Advanced Setup
[ Diagnostics DSL Router can be connected Using PYC (2/41) with FPROE profocal,

-1 Management

Cancel

/&1 Opening page hitp:§/152. 168, 1. Lfautoscan.cgi [ ] [0 [ @ mtemet

Figure 26: Detecting available PVC — Available PVC Detected
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Quick Setup with Auto-Connect Disabled

Quick Setup with Auto-Connect Disabled

1 Select Quick Setup. The Quick Setup initial screen appears.

/) ADSL Router - Microsoft Internet Explarer 5 § 18|

Fle Edt View Favortes Took  Help

GBack + & - (D (2] G| Qoearch [HFovorites Ehveda (4| By S
Address €] http:/7152 168.1.1/ =] @so [links >

PARNDYNE

Gwelcome Quick Setup
&1 Device Info
[ Quick Setup This Quick Setup will guide you trough the steps necessary t configure your DSL Router.
-] Advanced Setup
[] Diagnostics ATM PYC Configuration
-] Management
Select the check box below to enable DSL Auto-connect process

[T DSL Auto-connect

The Virtual Path Identifier (PI) and virtual Channel Identifier (VCI) are needed far setting up te ATM PYC, Da nat
change ‘P and YCI rurmbers Unless your ISP instucts you otherise,

WPI: [0-255] o
WCI: [32-65535] |35
Enable Quality Of Service

Enabling QoS for 4 PYC impraves perfor mance for selected classes of applications, However, since QOS also consumes
syster resourtes, the number of PYCs will be reduced consequently, Use Advanced Setup/ Quality of Service to
assign priorities for the applications.

Enable: Quality OF Service -

B

) [ [ [ | ntemet

Figure 27: Specifying VPl and VCI

2 Verify that DSL Auto-Connect is not selected. Specify VPI and VCI as
directed by your ISP. Click on Next.

3 Use Advanced Setup to configure the PVC.
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ADVANCED SETUP

WAN

6211-A2-ZB21-60

Set up WAN parameters as directed by your ISP.

43 ADSL Router - Microsoft Internet Explorer

File Edt wiew Favorites Tools  Help

dadack -+ = - (D (2] 4| Qoearch GaFavoites hreda (4| By S

Address [ ] hitpi/f192.168,1.11

PARADYNE

(& welcome
&1 Device Info
[ Quick Setup
B/ Advanced Setup
-] WAN
-] LAN
CINAT
(1 Firewall

[] Quality of Service
1 Routing
{1DNS
--E] ADSL

[ Port Mapping
-] IPSec
] Cer
L] Diagnostics
-1 Management

cate

WAN Setup

Choose Add, Edit, or Remove to configure WaN interfaces
Chaoose Finish to apply the changes and reboot the system.

¥PI/¥CI |Con. ID |Category | Service | Interface |Protocol |[IGMP | QoS State |Remove | Edit
0/35 1 LBR br 035 | nas_0_35 | Bridge | N/A |Digabled |Ensbled r Edit

Add | Remowe | Finish

Figure 28: WAN Setup Screen
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Advanced Setup

Add Function — ATM PVC Configuration

If you want to add a new rule for the WAN interface, click on the Add button.
The ATM PVC Configuration screen appears. The ATM PVC Configuration
screen allows you to configure an ATM PVC identifier (VPI and VCI) and
select a service category.

/3 ADSL Router - Microsoft Internet Explorer =18 x|
File Edit Vew Favortes Toos  Help ‘

Back - = - (@ [2) A | Qoearch [GFavortes veda 4| 5y S

Address [] hitpi/f152.188.1,1/

PARADYNE

| @ |Links >

& welcome ATM PYC Configuration
&-(1 Device Info
--[] Quick Setup This screen allows you to configure an ATM PYC identifier (WPIand YCI) and select a service category.
E E.Eivam:ed Setup
[ WAN .
~Oan VPRI [0255]  |o
CINAT ver: [32-65535] fa5
1 Firewall

i-[7 Quality of Service
1 Routing Service Category | UBR Without PCR._ =
C1DNS i
D ApsL UBRWith PCR

[ Port Mapping CBR.

~[11psec Non Realtime VER.
-7 Certificate Realtime VBR

[ Diagnestics
-] Management

Enable Quality Of Service

Enabling packet level (oS for a PVC impraves performance for selected classes of applications, QoS cannot be set
fior CBR. and Realtirme VBR, However, gince QoS also consumes systern resources, the number of PYCe will be
reduced consequently, Use Advanced Setup,/Quality of Service tn assign priorities for the applications.

Enable Quality Of Service [

Figure 29: ATM PVC Configuration Screen

Verify the following values with your ISP before you change them.
e VPI (Virtual Path Identifier) — The valid range is 0 to 255.
e VCI (Virtual Channel Identifier) — The valid range is 32 to 65535.

o Service Category — Five classes of traffic defined are defined:
— UBR Without PCR
— UBR With PCR
— CBR
— Non-Realtime VBR
— Realtime VBR
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WAN

Connection Type Screen

Select the type of network protocol and encapsulation mode over the ATM
PVC that your ISP has instructed you to use, then click on Next button.

/3 ADSL Router - Microsoft Internet Explorer -1®] x|
Fie Edt View Favortes Tools Help

Gk - = - @ (8] A Qoeach EFavotes Preda 3| Y- S

Address [&] hitpf152.163.1.11 x| P | ks ”

PARADYNE

B welcome Connection Type
-1 Device Info
[ Quick Setup Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP has instructed you to use.
B3 Advanced Setup
N B m‘" ' PPP over ATH (PPPoA)
I NAT
2 Firewall € PPP over Ethernet (PPPCE)
[] Quality of Service
(71 Routing € MAC Encapsulation Routing (MER)
L1 DS
[ ApsL 1P aver ATM (IPOA)
[ Portmapping
IPSec &
(] Certificate ErEgTD

-] Diagnostics
-1 Management

Encapsulation Mode

Back | hext

Figure 30: Connection Type Screen

Select a connection type and click on Next.
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Bridge Service and Quality of Service Screen

This WAN service can be enabled or disabled by clicking in the check box.

Enabling QoS for a PVC improves performance for selected classes of
applications. However, since QoS also consumes system resources, the

number of PVCs is reduced. The default setting for QoS is disabled. If you
want to enable QoS service, select the "Enable Quality Of Service" check box.

After finishing steps as above, click on the Next button.

PARADYNE

_ ADSL CPE

& welcome
& (1 Device Info
-] Quick Setup Unselect the check box below to disable this WAN service
-3 Advanced Setup
s ‘&ANN Enablz Bridgs Service:

% Eﬁ:’wall Service Name: jor 0_36

[ Quality of Service

(1 Routing

=-C10NS

-0 ADSL Back | et
[ Port Mapping

o Sec

(2 Certificate
[ Diagnostics
-] Management

Figure 31: Enable Bridge Service
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WAN Setup - Summary

6211-A2-ZB21-60

Make sure that the settings on the WAN Setup screen match the settings
provided by your ISP. If all settings are correct, click on the Save button to
save these settings; if not, click on the Back button to make any
modifications. If you want to change any item after saving, click on the Edit
button to make any modifications.

/2 ADSL Router - Microsoft Internet Explorer =18 x|

File Edt View Favortes Took Help ‘
EBack + = - (D [F] A | Dsearch Giravortes @meda B - S
Address [&] heep:fj192. 168, ~| @ | Links

1
PARADYNE
\I\/
— ADSL CPE
& welcome WAN Setup - Summary
E-3 Device Info
-[] Summary Make sure that the settings below match the settings provided by your 1SP.
[ wan
[ Statistics WPL/ VCL: 0/36
Route
-0 ARP Connection Type: |Eridge
[ Quick Setup Service Name: br_0_36
-3 Advanced Setup
-1 waN Service Category: |UBR
[Lan 1P Address: ot applicabl
B pplicable
CINAT -
-1 Firewall Service State:
-[1 Quality of Service NAT: Disabled
{1 Routing
CIDNS Firewall: Disabled
Q ADSL - IGMP Multicast: Mot Applicable
B Port Mapping
Quality Of Service: |Disabled
- Diagnostics Click "Save" o save these settings. Click "Back” i make any modifications
E-C1Management MNOTE: You need to reboot to activate this Wan interface and further configure services over this interface.

Back | save

Figure 32: WAN Setup Summary

Note

Activate this WAN interface by clicking on the Finish button and further
configuring services over this interface. The router supports up to five
WAN connections.
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Remove Function

Finish Function

48
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If you want to delete a connection from the listed WAN setup, click in the
Remove check box next to the item, then click on the Remove button.

=18 x|

File Edit View Favortes Tooks Help |

GBack + & - (D & | Qeearch GFavortes veda (4| By- S

Address [&] hipiift

PARADYNE

2R ADSL Router - Microsoft Internet Explorer

| @eo |Lrks 7

& welcome
E {3 Device Info

WAN Setup

Choose Add, Edit, or Remove 1o configure WaN interfaces,
Chaoose Finish 1o apply the changes and reboot the system,
(] Statistics
Route
--[] ARP
[ Quick Setup /35 1 UBR
B3 Advanced Setup
[ wan
- LAN
CINAT
(1 Firewall
[1 Quality of Service
-C1 Routing
-1 DNS
B ApsL
1 Port Mapping
-] IPSec
(2 Certificate

State |Remowve | Edit

Edit

W¥PI/VCI | Con. ID |Category |Service | Interface |Protocol |IGMP | QoS

br_0_35 | nas_0_35 Disabled |Enahled 2

Add | Remove | Finish

Bridge | M/

=

[ Diagnostics
-] Management

Figure 33: WAN Setup List

After you change any item in WAN Setup, remember to click on the Finish
button to apply the changes and reboot the system.
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Local Area Network (LAN) Setup

Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN
interface to conform your LAN's IP Subnet. The Save button only saves the
LAN configuration data. The Save/Reboot button saves the LAN

configuration data and reboots the router to make the new configuration
effective.

/e ADSL Rouker - Microsolk Internet Bxplorer
Fie Edk View Favarites Toels  Help

(S @ 2] & DFeach EFevorites @Media (F | e S

Address |'¢_'|’mp:|’,rls\z.1e!.1.1,r

PARADYNE

Local Area Network (LAN) Setup
\Hwelcome

B Device Info Conifgura the TS0 Router TP A

a5 and Subnet Mask for LAN terface, Save button only saves the
[ Summany configuration data. SaveRaboot bution sawes ¥

w LAY configuration data and reboots the router to rmake e e
LI wWaN configuration effective,

1P address:

[ Guick Setup Suirut Mask
=3 Advanced Setup
[ wran
_JLAN
= CINAT
-] Firewsall
L] Quality o
-] Rowting
S ZanKs
© o Fjansl
i E1Port Mapping

g o
®- 2 Manayemenl

Figure 34: LAN Setup
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NAT

Virtual Servers

You can configure the Virtual Server, Port Triggering, and DMZ Host when
NAT is enabled.

A virtual server allows you to direct incoming traffic from the WAN side to a

specific IP address on the LAN side. Click on the Add button to add a virtual
server.

& cannot find server - Microsoft Internet Explorer: _1E] x|

Fle Edt Wiew Favorites Tnoks  Help ‘

wgack - =& - D [2] 4| Qoearch [aFavories Preds B | B Sh

Address [@] hutpifj192. 168,11/ | P |Links

PARADYNE'

L #ADSE CPE

&l welcome NAT — Virtual Servers Setup

1 Device Info

[ Quick Setup wirtual Server allows you to direct incoming traffic from Wan side(identified by Protocol and External port) o the

-3 Advanced Setup Internal servarwith privats [P address on the LAN side. The Intsrnal port is requirsdanly if the extsrnal port nesds o
g WAN be corverted to a differentport nurber used by the server on the LAN side. Maximum 32 entries can be configured,

=] LAN

A NAT add
[ virtual Servers —I

[ Port Triggering Server  |External Port |External Internal Port
D DMZ Host Name Start Port End Start

2 Firewall

[ Quality of Service

1 Routing

Z1DNS

[ apsL

[ Port Mapping

A prsec

Internal
Port End

server IP

Protocol e

Remove

ate
[ Diagnostics
&2 Management

F) [ [ |4 meemet

Figure 35: NAT Virtual Server Setup
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You can select a Service or make new one. Enter the Server IP Address, then

click on Save/Apply to submit your configuration.

crosoft Internet Explorer . =]

File  Edit %ew Favorites Tools Help

daback - 2 - @D @) A | Qoearch GFavories Freda B | B S

4 Cannot find server

Addvess [&] hu ] @G |Lnks *
PARADYNE
\IN/
L ADSL CPE
(& welcome NAT - Virtual Servers I
1 Device Info
T Quick Setup Selert the servics name, and enter the server TP address and click "Savaapply” 10 forward IP packets for this service
3 Advanced Setup 10 the specified server. NOTE: The "Internal Port End” cannot be changed. It is the same as "External Port
WAN End" normally and will be the same as the "Internal Port Start” or "External Port End” if either one is
[JLan maodified
- NAT Remaining number of entries that can be configured:32
- [3] virtual Servers
[ Port Triggering Server Name:
& FD DMZ"Hﬂsl @ Select a Service: | Age of Empires =l
] Firewsal
o 7 C . |SelectOne -
B Qual.lty of Service Sl SR Active Worlds
!:3 naeng S 1P Addh
erver Iress:
ID gg; Age of Empires Expansion: The Rise of Rome
E b Age of Empires Il Expansion: The Conguerars
3 P“Q" Wapping Age of Empires I: The Age of Kings
JES Age of Kings
Age of Wanders
G External Port StartE Aliens vs. Predator tinternal Port End
00 Management e A0L Instant Messenger e
udiogalaxy Satellite E -
5073 073 TCP | EizE] 5073
2300 2400 TCP ﬂ 2300 2400
2300 2400 LDP j 2300 2400
TCP =]
TP =l
el 5l
] Dane I

Figure 36: Virtual Server Add Screen

On this screen you can view and delete servers. Click in the check box under

Remove and click on the Remove button to delete selected virtual servers.

annot find server - Microsoft Internet Explorer =13 x|

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
ess [&] reepint 11 @G0 | Links >

PARADYNE
\I\/
L ADSE T
& welcome NAT — Virtual Servers Setup
(I Device Info
[ Quick Setup virtual Server allows you to direct incoming traffic from WAN side(identified by Protocol and External port) o the
{3 Advanced Setup Internal serverwith private IP adciress on the LAN side. The Internal port is requiredanly if the external port needs to
WAN be converted to a differentport number used by the server on the LAN side. Maximum 32 enfries can be configured.
B Lan
23 NAT sdd | - Remove
[ virtual Servers R
[ Port Triggering
[ DMZ Host gerver External Port |External Internal Port | Internal Server IP
Protocol Remove
£ Firewall Name Start Port End Start PortEnd  |Address
[ Quality of Service R
| Ruutinq £ 47624 47624 TCR 47624 47624 192.168.1.10 ~
2 DRS Ernpires
ADSL
ol : soecl | ooz 5073 TP 6073 6073 192,168.1.10 2
[ Port Mapping Errpires
B 1psec AT
(3 Centificate o 2300 2400 TcP 2300 2400 192,168.1.10 r
Ernpires
sgeol a0 2400 ucp 2300 2400 192.168.1.10 -
Ernpires
[&]Done [ [ mternet

Figure 37: Removing Selected Virtual Servers
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Port Triggering

Click the on the Add button to add Port Triggering for your Internet
application.

/ cannot find server - Microsoft Internet Explorer =13 x|

Fle Edt Vew Favortes Tools Help |

Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S

address [€] hitpiit1sz. 168,11/

PARADYNE

| @6 |Links

(& Welcome NAT — Port Triggering Setup
(1 Device Info
[ Quick Setup Sane applications require that specific ports in the Router's firewall be opened for access by the remate parties. Port
- Advanced Setup Trigger dynarically opens up the ‘Open Forts' in the firawall when an application on the LAN initiatss & TCRADR
WAN connection 1o & remote party using the 'Triggering Ports', The Router allows the remote party from the wWaN side 1o
[ LAN establish new connections back to the application on the LAN side using the 'Open Ports', Maxirurm 32 entries can be
-3 NAT configured.
--[] virtual Servers
[ Port Triggering Ade
L1 bMZ Host =
1 Firewall Application Trigger Open Remove
b Qualtty.of Service Name | Protocol |Fnrt Range |Protocol ‘Pnrt Range
("1 Routing
Z3DNs
[ ADSL
3 Port Mapping
IPSec

| Start ‘ End ‘ Start ‘ End

[ Diagnostics
#-] Management

|&] Dane [ [ @ meemet

Figure 38: Port Triggering Setup Page
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Port Triggering

You can select an application every time or create new one for your
application. Then click on Save/Apply to save your settings.

not find server

rosoft Internet Explorer =13 x|

Fle Edk View Favortes Tooks Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
o5 [&] hetppin

PARADYNE

oo | Lnks ®

—
{E welcome NAT -- Port Triggering 7
(2] Device Info
[ Quick Setup Some applications such as games, video conferencing, remote access applications and others require that specific
3 Advanced Setup ports in the Router's firewail be opened for access by the applications. You can configure the port settings from this
WAN screen by selecting an existing application or creating your own (Custom applicatiomand click "Save/4pply” o 2dd it
[ LAN Remaining number of entries that can be configured:32
3 NAT
[ Virtual Servers Application Nare:
B ;:ﬂ;ﬁriwerinu @ Select an application: | Napster -
i =
-C1 Fireweall C € custom application; i?'ETﬁ ﬁ(ﬂe
i A imTa
Q Quality of Service sheron's Call
g Calista IP Phane ply
I DNS
0 ADsL Detta Force (ClienyServer)
G Portm apping [Trigger Port Start[Trigger|ICQ Pn Port StartOpen Port End Open Protacol
B psec 6602 EEEEI v 9 6602 TCP =l
& centfcare oo feoe | QuickTime 4 Client T = TP 7]
= iagnostics ainbow SiyRogue Spea.
-3 Management o600 == i Lo 444 TP o
o500 ee0n TGP EH === 555 TCP |
es00 =3 TP 7| [eece eses |
Jesaz == TP x| [ 7777 |
Jos00 = TP x| feses 52 |
TCP = TCP = o
p— |
[&] pone [ [@ meermet

Figure 39: Port Triggering Add Page

On this screen you can view and delete applications. Click in the check box
under Remove and click on the Remove button to delete selected applications.

annot find server - Microsoft Internet Explorer =13 x|

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
ess [&] reepint L1 @G0 | Lnks >

PARADYNE

(& welcome NAT - Port Triggering Setup I
(I Device Info
[ Quick Setup Same applications require that specific ports in the Router's firewall be opened for access by the remote parties, Port
{3 Advanced Setup Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCPAJDP
WAN connection to a remote party using the "Triggering Parts'. The Router allows the remate party from the WiN side o
[ 1an establish new connections back to the application on the LAN side using the 'Open Ports, Maximum 32 entries can be
3 NAT configured.
E Virtual Servers
Port Trigyering &dd | Remove
[ DMZ Host —I
(0 Firewall
[E) Quality of Service Application Trigger Open Remove
B b aauny Mame | Protocol |Port Range |Protocol | Port Range
[JansL Start | End Start | End
-[3 Port Wlapping
B IPSec Napster Tcp 6699|6600 | TCP 6500 (6603 | W
- Certificate
Napster Tcp 6699|6699 | TCP 6697 (6687 | M
Napster TCp 6699|6609 | TCP 4444 |qaqa| T
Napster TCP B699 | 6699 | TCR 5555|5555 O
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Figure 40: Port Triggering List
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DMZ Host

You can define the IP address of the DMZ Host on this screen. Enter the IP
address and click on Save/Apply.

/ cannot find server - Microsoft Internet Explorer

=13
Fle Edt Vew Favortes Tools Help |
Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S
ppsges oz ] o= u>

PARADYNE
AN/
L =l b FE
] Welcome NAT —- DMZ Host
o
(] Device Info
[ Quick Setup The DSL router will farward 1P packets from the WAN that do not belong to aty of the applications configured in the
- Advanced Setup virtual Servers table to the DIMZ host computer.
WAN
= D LAN Enter the computer's [P address and click "Apply" to activate the DMZ host,
‘2 NAT
--[] Wirtual Servers Clear the IP address field and click "apply" 1o deactivate the DMZ host,

[ Port Triggering
b L] bMZ Host DMZ Host IP Address:  [192.168.1.12]
1 Firewall

[ Quality of Service

I Routing Save/apply

£IDNS

~[J ADSL

[0 Port Mapping
Bips

[ Diagnostics
®-1 Management

|&] Dane [ [ @ meemet

Figure 41: DMZ Host Setup
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Firewall

For security reasons, firewall options can be configured only from the LAN
side of the router.

IP Filtering — Outgoing

The outgoing filter will block the traffic from the LAN side to the WAN side.
Click on Add to create filters.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
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PARADYNE

=] @0 |unks

- |

& welcome Outgoing IP Filtering Setup

(2] Device Info

[ Quick Setup By default, all outgoing 1P traffic from LAN s allowed, but some 1P traffic can be BLOCKED by setting up filters,
‘3 Advanced Setup
[ waN

[ LAN [name [Protocol [source Address / Mask [Source Part |Dest. Address / Mask | Dest. Port [Remove ‘

CINaT

“d Firewall Add

=3 IP Filtering
--[] Outgoing
--[] Incoming
--[] MAC Filtering

[ Quality of Service

1 Routing

Z1DNS

[ ADsL

[0 Port apping
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2 Certificate
[ Diagnostics
-] Management

& [ [ @ meemet

Figure 42: IP Filtering — Outgoing Filter Setup
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Input the filter name, source information (from the LAN side), and
Destination information (from the WAN side). Then click on Save/Apply.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Fle Edb Vew Faverbes Took Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
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L ek W

] welcome Add IP Filter -- Dutgoin
= dd IP Fil going
(1 Device Info
[ Quick Setup The screen allows you to create a filter rule o identify outgoing IP traffic by specifying a new filter name and at least
‘3 Advanced Setup one conditian below. A1l of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
WAN ‘Save/apply’ t0 save and activate the filter
[ LAN
CnNaT Filter Narme: joutL
3 Firewall
-3 IP Filtering
=B Outcing Protocal; TCP -
B Incoming Source P address: 192.168.1.15
--[] MAC Filtering i
[ Quality of Service Source Subnet Mask: o55.255.255.0
S Fﬁ?:ﬁm] Source Port (port or port:porty: [123
£ INS
[3 ADSL Destination IP address: 100,100,100.1
3 Port mapping Destination Subnet Mask: |ess.255.255.0
o Destination Port (ort or port:port):[456

Save/Apply

|&] Dane [ [ @ meemet

Figure 43: IP Filtering - Outgoing Filter Add Page

You can view and delete the outgoing filter settings on this screen.

/ cannot find server - Microsoft Internet Explorer =13 x|

Fle Edt Vew Favortes Tools Help |
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-1 Device Info
--[1 Quick Setup By default, all outgaing IP traffic fror LAN is allowed, but some IP traffic can be BLOCKED by setting up filters,
-3 Advanced Setup
L] WAN

Source
Port

Dest. Address / Mask Dests Remove

B Lan Name |Protocol | Source Address / Mask i

3 Firewall 192,168,115 / 100,100.100.1 /
231 IP Filtering s 255.255.255.0 123 255,255,255.0
Outgoing
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[3 MAC Filtering 4dd|  Remove
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(21 DNS
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s
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Figure 44: IP Filtering - Outgoing Filter Setup List
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Firewall

IP Filtering — Incoming

Incoming filter filters the traffic from the WAN side to the LAN side. Click on
Add to add incoming filter settings.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

| Fle Edb Vew Faverbes Took Help
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Dest.
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Figure 45: IP Filtering — Incoming Filter Setup Page
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Enter a filter name, information about the source address (from the WAN
side), and information about the destination address ( to the LAN side). Select
the protocol and WAN interface. Then click on Save/Apply to add the setting.

/3 Cannot find server - Microsoft Internet Explorer =13 x|
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Figure 46: IP Filtering - Incoming Filter Add

You can view and delete the incoming filter settings from this screen.
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Figure 47: IP Filtering - Incoming Filtering List
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Firewall

MAC filtering can forward or block traffic by MAC address. You can change
the policy or add settings to the MAC filtering table using the MAC Filtering

Setup screen.

/ cannot find server - Microsoft Internet Explorer =13 x|
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& [ [ @ meemet

Figure 48: IP Filtering - MAC Filtering Setup
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If you click on Change Policy, a confirmation dialog lets you verify your

change.

Eile  Edit View Favorites Tooks Help

/3 Cannot find server - Microsoft Internet Explorer

=lglx]

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

& welcome

(2] Device Info

[ Quick Setup

‘3 Advanced Setup
AN

“d Firewall

=3 IP Filtering
--[] Outgoing
--[] Incoming
--[] MAC Filtering

[ Quality of Service

1 Routing

Z1DNS

[ ADSL

[0 Port apping
Sec

(2 Certificate

[ Diagnostics

-] Management

Change MAC Filtering Global Policy

adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

PARADYNE

WARNING: Changing from ane global policy to another will cause all defined rules to be REMOVED
AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED ?

|&] Done

[ [ @ meemet

Figure 49: IP Filtering - MAC Filtering Policy Change Confirmation
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If you want to add a setting to the MAC filtering table, enter the Source and

Destination MAC address, and select protocol type, frame direction, and
WAN interface. Then click on Save/Apply to save it.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Ele Edt Vew Favores ook Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

PARADYNE

& welcome

(2] Device Info

[ Quick Setup

‘3 Advanced Setup
AN

“d Firewall

=3 IP Filtering
--[] Outgoing
--[] Incoming
--[] MAC Filtering

[ Quality of Service

1 Routing

Z1DNS

[ ADsL

[ Port Mapping

A

@ C te
[ Diagnostics
-] Management

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are
specified, all of them take effect. Click "Apply" o save and activate the fiter

Protocel Type: Pl -

Destination MAC Address: 00:11:22:33:44:55
Source MAC Address: 00:55:44:33:22:11

Frame Direction:

W Interfaces (Configured in Bridge mode only)

' select all
W br 0 35/nas_ 035

Sawe/bpply

|&] Dane [ [ @ meemet
Figure 50: IP Filtering - MAC Filtering Add Page

On this screen you can view and delete MAC filtering rules.

/3 Cannot find server - Microsoft Internet Explorer =1=x]

File Edt View Favorites  Tools

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adiress [&] herpyjj1oz.168.1.1/

=] oo |unks

PARADYNE

N L L

& welcome

(I Device Info

[] Quick Setup

3 Advanced Setup
AN

3 Firewall
=53 IP Filtering
[ Outgoing
[ incoming
[ MAC Filtering
-~ [] Quality of Service
~(1Routing

MAC Filtering Setup

MAC Filtering Global Policy : FORWARDED

Changs Policy

MAC Filtering is only effective on ATM PvCs configured in Bridge mode, FORWARDED means that all MAC layer
frames will be FORWARDED except those matching with any of the specified rules in the following table, BLOCKED
means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the
following table.

Choose Add or Remove to configure MAC filkering rules.

¥PI/VCI | Protocol | Destination MAC | Source MAC Frame Direction |Remove

00:11:22,23:44:95 |00:55:44:32:22:11 | LAN<=>\WAN r

Add|  Remove

ALL IPvd

|&] Dane

[ [ |4 mtemet

Figure 51: IP Filtering - MAC Filtering List

Firewall
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Parental Control

Use the Parental Control feature to restrict the days and times a particular
device is allowed to access the Internet.

2 Cannot find server - Microsoft Internet Explorer =13 x|

| Fle Edb Vew Faverbes Took Help
| GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

PARADYNE

ADSL TP

- Time of Day Restrictions - A maximum 16 entries can be configured.
= Welcome

& Device Info § § .
13 Quick Setup Username | MAC | Mon TuelWed [‘rnu Fri Sat|5nn srm‘smp [nemuve
=3 Advanced Setup - - . — .
-OIWAN
[ LAN
& NAT
-3 Firewall
i -3 IP Filtering
[ Outgoing
3 Incoming
1 MAC Filtering
[T Parental Control
] Quality of Service
&1 Routing
- (1DNS
] ADSL
] Port Mapping
] Diagnostics
=-1Management

( add ) ( Remove )

& [T [ [ ntemet

Figure 52: Parental Control Screen
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To set up parental controls:

Firewall

1 Click on Add. The Time of Day Restriction screen appears.

/3 Cannot find server - Microsoft Internet Explorer

|E\Ie Edit View Favorites Tools  Help

=lglx]

| GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adsress [&] hitpyjitoz.168.1.1)

PARADYNE

S Welcome
#-1 Device Info
[ Quick Setup
=3 Advanced Setup
| ~OWAN
i ~OLAN
i =NAT
i =3 Firewall
\ | =<3IP Filtering
[ Outgoing
-[1 Incoming

[ MAC Filtering
L3 Parental Control

i 0[] Quality of Service

. ®JRoutina,

| E-CIDNS

[ ADsL

2] Port Mapping

[ 1psec

(2 Certificate

Diagnostics

Management

Time of Day Restriction

=] @0 |unks

This page adds time of day restriction to 2 special LAN device connected to the Router. The "Browser's MAC Address'
automatically displays the MAC address of the LAN device where the browser is running. To restrict other LAN device, click
the "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of 2
Windows based PC, go to command window and type “ipconfig /all”

User Name

@ Browser's MAC Address
O Other MAC Address
(XX HHKHXNK)

00:0A:95:E3:F4:D0

[Days of the week

Mon(TueWed(ThulFri [SatiSun|

Click to select

Start Blocking Time (hh:mm)
End Blocking Time (hh:mm)

a

[ | |4 mtermet

Figure 53: Parental Control — Time of Day Restrictions

2 Enter a User Name to identify the target of the restrictions.

3 Enter the MAC address of the network adapter to be restricted, and,
optionally, another MAC address.

4 Select the days of the week the restriction is in force.

5 Specify the start and end times the restriction is in force. Use the form
hh:mm, where 23:59, for example, is one minute before midnight.

6 Click on Save/Apply.
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Quality of Service

You can configure the Quality of Service to apply different priorities to traffic
on the router.

/ cannot find server - Microsoft Internet Explorer

=13
Fle Edt Vew Favortes Tools Help |
Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S
ppsges oz ] o= u>

PARADYNE

{5 welcome Quality of Service Setup
1 Device Info
[ Quick Setup Chaose Add or Remave to configure network traffic classes
“3 Advanced Setup
--[ waN

souree | gource | DeST- Dest
802.1P |Protocol | Address / Address / * | Remove
Boct) 1 [l3Es Port

LAN P Type of
AT Precedence | Service s
Firewall
Quality of Service
1 Routing Add
L] DNS

B ApsL

[ Port Mapping
[ 1psec

Name | Priority

(2 Certificate
[3 Diagnostics
®-] Management

|&] Done

[ [ @ meemet

Figure 54: Quality of Service Setup
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Quality of Service

Click on Add and the Add Network Traffic Class Rule screen appears. Enter
and select QoS parameters, then click on Save/Apply. Note that 802.1p
Priority and TOS are mutually exclusive.

-+ -QRAQEFIES

PARNDYNE

&

Add Network Traffic Class Rule

@ welcome
(1 Device Info The screen creates a traffic class rule to classify the upstream taffic, assign queuing priority and optionally overwr ite
[ Quick Setup the IP header TOS byte. A rule consists of a class name and at least one condition below. All of the specified conclitions
o I\Dﬂvznceﬂ Setup in this classification rule must be satisfled for the rule to take effect, Click 'Save/Apply' to save and activate the rule.
-[) waAN
: E hﬁ? Traffic Class Name: [fastt
=1 Firewall
T3 Quality of Servics Assign Priority and/or IP Precedence and/or Type Of Service for the class
01 Routing If norr-blank valde is selected for 'IP Precedence! and,or P Type OF Service!, the corresponding TOS byte in the [P
=-C1DNS header of the upstream packet will be overwritten by the selected value,
O ApsL
[3 Part Mapping Priar ity: High =
[ 1Psec IP Precedence: i =
'ﬁ'“ﬂf\'ﬂ"ﬁ'm;"’ IP Type OF Service: Minimize Delay =
&1 Management

Specify Traffic Conditions for the class
Enter the fallowing conditions either for 1P ayer o for the IEEE 802.1p priority

Protocol: UDP -
Source [P Address: 100.100.100.2

Source Subnet Mask: |255.255.255.0

Source Port (port or portiporty: [es=

Destination 1P Address: 192.168. =)

Destination Subnet Mask: |255.255.255.0
Destination Port (port or port:port): [e7

802.1p Priarity: -
Save/Apply <

Figure 55: Quality of Service Add Screen

On this screen you can view and delete QoS settings.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adiress [&] herpyjj1oz.168.1.1/ =] oo |unks

PARADYNE

& welcome Quality of Service Setup
(] Device Info
[ Quick Setup Choose Add or Remove to configure network traffic classes
3 Advanced Setup
ok Source Dest.
QAN Name | Priority | © Type of | 505 16 |Protocol |Address ;|38 |address /  |22%% [Remave
-1 NAT Precedence | Service Mask Port Mask Port
a-% Firewall
-~ ] Quality of Service Minimize 100,100.100.2 / 192,168,115/
&-C1 Routing fastl |High |0 B2 uop e rEa (]
ﬁ DNS
ADSL
- Port Mapping acd| _perove |
[ 1psec
@3 Management
4 o |

Figure 56: Quality of Service List

6211-12 ADSL2+ Router User's Guide

65



Advanced Setup

Routing — Default Gateway

You can change the Default Gateway on the Routing - Default Gateway
screen.

/ cannot find server - Microsoft Internet Explorer & x|

Fle Edt Vew Favortes Tools Help |
Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S
Adiress [&] hetpuitoz. 168,11 | @6 |Links

PARADYNE

Routing -- Default Gateway

--[] Quick Setup IfEnable Automatic Assigned Default Gateway checkbox i selected, this router will accept the first received default
- Advanced Setup gateway assignment from ane of the PPPoA, PPRCE or MER/DHCP enabled PYC(s). If the checkbosx is not selected,
[ wan enter the static default gatewsay AND/OR. 3 WaN interface, Click 'Save/4pply’ button to save it.
DLan
LI NAT NOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router 1o
(] Firewall get the automatic assigned default gateway.
[ Quality of Service
‘3 Routing
[} Default Gateway " Enable Automatic Assigned Default Gateway

[3 static Route
P

Z1DNs
ﬁ ;I[:SL I™ Use Default Gateway IP Address  [200,200,200.1]
E Port Mapping ™ Use Interface pppoe_(_36_1/ppp__36_1 ¥

IPSec
[ Certificate

# 1 Management Save/Apply

Figure 57: Default Gateway Setup
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Routing — Static Route

6211-A2-ZB21-60

Use the Routing - Static Route screen to add a static route to the routing table.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

PARADYNE

E— - =

{5 welcome Routing -- Static Route
(1 Device Info
[J Quick Setup Destination | Subnet Mask ‘Gateway ‘Wan Interface ‘Remnve |
“3l Advanced Setup
- [ waN
O LaN Add
-1 NAT
-] Firewall
[ Quality of Service
‘3 Routing
[] Default Gateway
[ Static Route
Arp
mITH
[1ADSL
[0 Port Mapping

#-] Management

Figure 58: Static Route Setup
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Enter the route information and click on Save/Apply to make it active. No
reboot is required.

/3 Cannot find server - Microsoft Internet Explorer =13 x|

Ele Edt Vew Favores ook Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adsress [&] hitpyjitoz.168.1.1) | @ 3
PARADYNE'
3 L LIPE

{5 welcome Routing -- Static Route Add
(1 Device Info
[ Quick Setup Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then click "Save/apply”
- Advanced Setup 10 add the entry to the routing table,
- [ waN

[ LAN
-CINAT Destination Metwork Address:  [123,123,123.0
-] Firewall

[ Quality of Service Subniet Mask: 255.255.255.0
‘3 Routing

[ Default Gateway I Use Gateway IP Address [192.168.2.1

[ Static Route

EL ™ Use Interface pppoe_0_36_1/ppp_0_J6_1 ¥

Z1DNS

[ ansL Sawe/spply

[ Port Mapping
IPSec

=3 Management

Figure 59: Static Route Add
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Routing — RIP

If RIP is enabled, the router operation can be configured as Active or Passive.

annot find server - Microsoft Internet Explorer =13 x|

Fle Edb Vew Faverbes Took Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

FANADN =
\I\/
L #ADSL CPE
& welcome Routing -- RIP Configuration
(1 Device Info
[ Quick Setup To activate RIP for the device, select the Enabled! radio button for Global RIP Mode, To configure an individual
3 Advanced Setup interface, select the desired RIP version and operation,fallowed by placing a check in the Enabled! checkbox for the
WAN interface. Click the 'apply’ button 1o save the configuration, and 1o start or stop RIP based on the Global RIP mode
AN selected
(CINAT
- Firewall Global RIP Mode & Disabled ' Enabled
-~ [ Quality of Service
“ Routing Interface [VPI/¥CI| Version | Dperation [Enabled

--[] Default Gateway
--[7] Static Route
O rp

bro [ 2 = fadive =l T
ppp_0_35_1) 0/36 2 x| [Passivex]| T

% DNS
ADSL
[ Port Mapping Ap—pwl
IPSe
2 Centificate
[ Diagnostics
-] Management

|&] Dane [ [ @ meemet

Figure 60: RIP Setup
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DNS Server

Use the DNS Server screen to request automatic assignment of a DNS or to
specify a primary and secondary DNS.

/ cannot find server - Microsoft Internet Explorer =13 x|
Fle Edt Vew Favortes Tools Help |
Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S

ppsges oz ] o= u>

PARADYNE
AN/
L =l L CPE
(& Welcome DNS Server Configuration
(1 Device Info
[ Quick Setup If 'Enable Autnmatic 4ssigned DNS' checkboi is selected, this router will accept the first received DNS assignrnent from
- Advanced Setup are of the PRPoA, PRROE or MER/DHCP enablsd PYC{s} during the comnaction sstablishment. If the chackbax is not
WAN selected, enter the primary and optional secondary DNS server [P addresses. Click 'Save' button o save the nesy
[ LAN configuration, You must reboot the router to make the new configuration effective,
-1 NAT
-CIFi
i 6' g'l:':l';';"n' o I™ Enable Autmatic 4ssigned DNS
1 Routing
I DNS
D ADSL Primary DNS server: [123.123.123.1
[ Port Mapping
Awr Serondary DNS server:[123,123,123,100
=]
J
-1 Management Save

|&] Dane [ [ @ meemet

Figure 61: DNS Setup
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Dynamic DNS

Use the Dynamic DNS screen to alias a dynamic [P address to a static
hostname, allowing your router to be easily accessed from anywhere on the
Internet.

43 ADSL Router - Microsoft Internet Explorer =8|
Fle Edt View Favortes Took Help |

Gback v &« @ [9) 4| QSearch [hFavortes @veda 3| EN- Sh @l - 5] &L
Address [£] hitp: /135

PARADYNE

L R

x| P |tnks 2| @ -

& Welcome Dynamic DNS
1 Device Info
[3 Quick Setup The Dynamic DNS service allows you o alias 2 dynamic IP address to a static hashame in any of the many domaing, allowing your DSL
=3 Advanced Setup router to he more easily accessed from various locations on the Internet,
WAN
[ LAN Choose Add or Remove to configure Dynamic DS,

(7 Quality of Service
{1 Routing

‘Hnsmame |username ‘service ‘lnter'ﬂne ‘Remnve ‘

ﬁ DNS
ADSL
[ Port mapping 1S Add | Remove

IPSec
(2 Certificate
Diagnostics
- Management

&) Dane [ [ e meernet

Figure 62: Dynamic DNS
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To set up a Dynamic DNS entry:
1 Click on Add. The Add Dynamic DNS screen appears.

/3 ADSL Rauter - Microsoft Internet Explorer _[81x]

File Edt View Favortes Took  Help

Gk - > - @ D 6| Dusearch [lravorkes e 3| B- S - 2 &
Address [ httpi/j135.26. 1484/ Ell @ Jik &

PARADYNE

4

& weicome Add dynamic DDNS
1 Device Info
[ Quick Setup
=3 Advanced Setup This page allows you to add a Dynamic DNS address from DynDNS.org or T20
WAN
B D-DMS: pravider
[ Quality of Service
rj Routing Hostnarme 1
[ ADSL Interface mer_0_35/nas_0_35 ¥
[ Port Mapping
-~ [JIPSec DynDNS Settings
(1 Certificate e  —
[ Diagnostics
- Management Password
Save/apply
[&joone [ @ meemet

Figure 63: Adding a Dynamic DNS Entry

Select a D-DNS Provider from the drop-down list.
Enter the Hostname you have selected for the interface.

Select the router Interface from the drop-down list.

a h~h WO DN

Enter the information you used to register with the dynamic DNS service:
for DynDNS, enter your Username and Password; for TOZ, enter your
E-mail address and Key.

6 Click on Save/Apply.
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ADSL

There are three major items in the ADSL settings.

@Welcome DSL Settings
-1 Device Info
D Quick Setup Select the madulation below.
=t P_l'\/-lllced Setup P hmt Enabled
-] WAN
~[ILaN ¥ .t Enshled
E-L1NAT
E-C] Firewall ¥ T1,413 Enabled
E el <
i ﬂ g:s,li':ﬁj”f Seice F apsL2 Enabled
F E] gg;— ¥ trnex. Enabled
£ Port Mapping W 4052+ Enaled
[1PSec
#-(] Certificate i
[ Diagnostics Sl
&1 Management ¥ Bimwap Enable

W SRé Enable

Savefapply Advanced Settings

Figure 64: ADSL Settings

Modulation Methods

The following modulation methods are supported by the 6211 ADSL router:
¢ Gdmt Enabled

e Glite Enabled

e TI1.413 Enabled

e ADSL2 Enabled

e Annex L Enabled

e ADSL2+ Enabled.

Do not change this setting unless so directed by your ISP.
Capability

The following are included under Capability:
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e Bitswap Enable
e SRA (Seamless Rate Adaptation) Enable

Do not change these settings unless so directed by your ISP.

DSL Advanced Settings

Do not change the DSL Advanced Settings unless so directed by your ISP. To
view the DSL Advanced Settings screen, click on the Advanced Settings
button on the DSL Settings screen (see Figure 64).

There are five test modes between the router and your ISP:

o Normal test: Puts the router in a test mode in which it only sends a
Normal signal.

e Reverb test: Puts the router in a test mode in which it only sends a Reverb
signal.

e Medley test: Puts the router in a test mode in which it only sends a
Medley signal.

e No Retrain: In this mode the router will try to establish a connection as in
normal mode, but once the connection is up it will not retrain if the signal
is lost.

e L3: Puts the router into the L3 power state.

PARADYNE'

 MOSE G

QWBIEDme DSL Advanced Settings
= Device Info
Summary Select the test mode below.
[3 wan
=3 Statistics ”
[ LAN & Normal
EX\’TA“:I O Reverb
3 ApsL
[ ARP
B3 Advanced Setup

O Medley
© No retrain
-1 LAN O13
_-[7ADsSL
L] Diagnostics
&-(2] Management

Apply Tone Selection

Figure 65: DSL Advanced Settings
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Tone Selection

To view the ADSL Tone Settings screen, click on the Tone Selection button of
the DSL Advanced Settings screen (see Figure 65).

The frequency band of ADSL is split up into 256 separate tones, each spaced
4.3125 kHz apart. With each tone carrying separate data, the technique
operates as if 256 separate modems were running in parallel. The tone range is
from 0 to 31 for upstream and from 32 to 255 for downstream.

Do not change these settings unless so directed by your ISP.

3 hitp=/7192 1681 1/adslcfgtone himl - Microsoft Internet Explorer

ADSL Tone Settings

Upstream Tones
Mo Fi1 M2 M3 M4 Ms MHe M7 Ms Mo Mio M11 M1z F13 Hi14 F15
16 17 [¥1a P13 W20 21 22 F23 ¥4 W25 26 27 28 [¥za W30 M3t
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[F48 4o 50 51 52 53 54 W55 Wse W57 M58 [¥]58 [Fleo [le1 [Me2 [¥]s3
o4 o5 #ae a7 Mes Mes 7o M71 W72 @73 M7 75 F7e 77 M7s 79
[Mso a1 [v]lsz [¥Wa3 [Wlaa [Flas [ae Va7 [¥ss [Wlao oo o1 [¥]ez2 [¥93 o4 [Fas
[Flos [¥o7 o [¥oo [F100 [ 101 102 [ 103 [#] 104 105 [F 106 [ 107 [4] 108 ] 102 [F 110 ] 111
1121130114 115116 [Pl 117 M 118 ] 119 W] 120 (W] 121 [¥] 122 [¥] 123 [¥] 124 [¥] 125 [w] 126 [¥] 127
[¥l128 [¥] 129 (4] 130 [¥] 131 [#1132 ] 133 (4] 134 [¥] 135 [¥] 136 [¥] 137 [2] 138 [¥] 130 [#] 140 [¥] 141 [4] 142 [¥] 143
[¥] 144 [¥] 145 [ 146 [¥] 147 [#] 148 [¥] 149 (4] 150 [¥] 151 [#] 152 [¥] 153 [4] 154 [¥] 155 [¥] 156 [¥] 157 [4] 158 [¥] 159
[¥160 [ 161 [¥] 162 [¥] 163 [#] 164 [V] 165 [4] 166 [¥] 167 [¥] 168 [¥] 160 [¥] 170 [#] 171 [¥] 172 [¥] 173 [¥] 174 [¥] 175
176 M 177 ] 178 [¥] 170 [#] 180 [¥] 181 [¥] 182 [¥] 183 [#] 184 [¥] 185 [¥] 186 [¥] 187 [#] 188 [¥] 189 [¥] 190 [F] 191
[¥1192 [¥] 193 [¥] 194 [¥] 195 [¥] 196 [¥] 197 [¥] 198 [¥] 199 [¥] 200 [¥] 201 [¥] 202 [] 203 [¥] 204 [¥] 205 [¥] 206 [¥] 207
[l 208 [¥] 200 (4] 210 [¥] 211 [#] 212 [¥] 213 ¥ 214 [¥] 215 [] 216 [¥] 217 [¥] 218 [¥] 219 [#] 220 [¥] 221 [4] 222 [¥] 223
[¥] 224 [¥] 225 [¥] 226 [¥] 227 [#] 228 [¥] 229 [] 230 [¥] 231 [¥] 232 [¥] 233 [¥] 234 [¥] 235 [] 236 [¥] 237 [¥] 238 [¥] 239
[¥] 240 [¥] 241 [¥] 242 [¥] 243 [¥] 244 [¥] 245 [¥] 246 [¥] 247 [¥] 248 [¥] 249 [¥] 250 [¥] 251 [¥] 252 [] 253 [¥] 254 [¥] 255

[ Check All ] I Clear All 1 [Appl‘; ] [ Close ]

Figure 66: Tone Settings
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Port Mapping

Use the Port Mapping screen to map multiple ports to a PVC and create
bridging groups. Each group will perform as an independent network.

43 ADSL Router - Microsoft Internet Explorer =8|
Fle Edt View Favortes Took Help |

Gback v & - @) (1) 4| QSearch [Favortes @veda 3| BN Sb @l - 2] &L

Address [£7 hitp: 1135.25.14.64]

PARADYNE

=] @0 |unks 7| -

& Welcome Port Mapping —- A maximum 16 entries can be configured
(21 Device Info
[ Quick Setup Port Mapping supports multiple port to PYC and bridging groups. Each group will perform as an independent network. To support this
B4 Advanced Setup feallre, you must create mapping groups with appropriate LAN and WAN interfaces using the Add bution, The Remove button wil
WAN remove the grouping and acd the ungrouped interfaces to the Default group

CILAN
[ Ouality of Service
1 Routing
-1 DNS

D ADSL ‘[irnup Name |lnterfai:es ‘IEMP Snooping ‘Remnve ‘Eﬂit
-~ [ Port Mapping Default |ENET, use ‘N ‘ ‘ﬂl
IPSec

(2 Certificate

[ Diagnostics Add | Rermove

-3 Management

& [T @

Figure 67: Port Mapping
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Cetrtificate

To create a new mapping group:

1 Click on Add. The Port Mapping Configuration screen appears.

/3 ADSL Rauter - Microsoft Internet Explorer _[81x]

Fle Edt View Favories Took  Help
Gk - > - @ D 6| Dusearch [lravorkes e 3| B S - 2 &
address [£1 http:1135.26. 14,84/ > Peo ks »[@y -

PARADYNE

4

& weicome Port Mapping Configuration
(1 Device Info
[ Quick Setup To create a new mapping group:
=13 Advanced Setup 1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list using
WAN the arraw buttons 1o create the required mapping of the ports. The group name must be unigue.
Oan
[ Quality of Service 2. Click Savefapply button to make the changes effective immediately
-1 Routing
ﬁ NS Note that the selected interfaces will be removed from their existing groups and added to the new group.
-~ [JADSL
[ Port Mapping R—
O IPSec PIEIEE
(21 Centificate .
[ Diagnostics I~ Enable IGMP Snooping
-1 Management _
Grouped Interfaces Available Interfaces
ENET
UsB

j
j

Savefipply

[&)Done Internet
L]

Figure 68: Creating a Port Mapping Entry

2 Enter a unique Group name.

3 Select interfaces from the available interface list and add them to the
grouped interface list using the arrow buttons to create the required
mapping of the ports.

4 Click on Save/Apply.

Use the Certificate screen to add, view, or remove a certificate for use by a
peer to verify your identity. A maximum of four certificates can be stored.
You can add a certificate either by creating a new one or importing an existing
one from a location where one is stored.

Note

Certificates are used with TR-069. Firmware that does not support
TR-069 will not support certificates.
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3} ADSL Router - Microsoft Internet Explorer o [=] -]
Elr Edt Yew Favorkes Tooks  Hep o
Qe - ) - (%] |2) | s Favorkos {5) N @ 3

agdress [8) trpoiez.16e, 1.4 == ED

PARADYNE

L ADSL CPE

= welcome Local Certificates
523 Devic

ertificates from this page. Local certificates are used by peers o verify

w7 Statistics
0 Rowute
L] ARP
T oHCP
[ Guick Sewmp
=3 Advanced Setup
H

icates can be stored,

Name | In Use |Subject | Type | Action

Create Certificate Raquest Irrport Certificate

ality of Senvic
<1 Routing
= C1DNS
(] ADSL
_] Port Mapping
1IPSec
= ‘4 Cenificats
[ Lacal
L] Trustad CA
[ Diagnostics

are—"

o JAccus Cono
Tl Reboot Rowter  »

&) Done o Intemat

Figure 69: Certificate

To create a new certificate:

1 Click Create New Certificate Request. Follow the screens that appear to
configure a new certificate.

2 Click on Save/Apply.
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DIAGNOSTICS

Testing the DSL Connection

Your router is capable of testing your DSL connection. The individual tests

are listed below. If a test displays a failure status, click on "Test" at the bottom

of this page to make sure the failure status is consistent. If the test result
continues to show a failure, click on "Help" and follow the troubleshooting
procedures.

/3 ADSL Router - Microsoft Internet Explorer e =R

Fle Edt View Favoribes Tooks Help |
Back + & - (D (2] 4| QSearch [EiFavortes Eveda B | e S |

agiress [&] hrpyjj1oz.168.1.1/ | oo |unks

PARADYNE

& welcome br_2_41 Diagnostics
-] Dewice Info
Quick Setup “four modem is capable of testing your DSL connection, The individual tests are listed below, If a test displays a fail
&-(] Advanced Setup status, click "Rerun Diagnostic Tests" at the hottom of this page to make sure the fail status is consistent. If the test.
Diagnostics continues tn fail, click "Help” and follaw the froubleshooting procedures,
-] Management
Test the ion to your local network
‘TESY your Ethernet Connection: ‘PASS ‘HElQ ‘
[Test your UsB Connection: | =5
Test the ion to your DSL service provider
Test ADSL Synchronizati PASS  |Hel
Test ATM DAM F5 segment ping: PASS  |Hel
Test ATM OAM F5 end-to-end ping: PASS | Help

Test Test With DA F4

|&] Dane [ 1 | |4 mtemet

Figure 71: Diagnostics
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MANAGEMENT

Saving and Restoring the Configuration

The configuration of your router can be backed up to a file, and also can be
restored from a file. You can also restore the router to its factory default
configuration.

Backing Up Configuration Settings

To back up your settings, select Management -> Settings -> Backup Settings.

/3 Cannot find server - Microsoft Internet Explorer =1=x]
Fle Edt Vew Favories Tooks Help |
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adsress [&] hitpyjitoz.168.1.1) =] @0 |unks

PARADYNE'

C ADSL CPE

Ewelcome Settings - Backup
£ Device Info
Quick Setup Backup DSL router configurations, You may save your router configurations to 2 file on your PC.
-3 Advanced Setup
[ waN

2 _tedep et |
-1 Firewall
-~ [ Quality of Service
-[1 Routing
-C1DNS
--[7] ADSL
[ Diagnostics
E-3 Management
3 Settings
[] Backup Settings
[ Restore User Settings
[ Restore Default
[ System Log
(] Access Control
[ Update Software
[ Rehoot Router

|&] Dane [ [ @ meemet

Figure 72: Back Up Settings Screen
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Verify that you would like to save the file.

File Download x|

2

Some files can harm your computer. |F the file information below
looks suspicious, or pou do not fully trust the source, do not open or
zave this file.

File name: backupsettings. conf

File: type:

From: 152168.1.1

‘whould you like to open the file or zave it to your computer?

Cancel Mare Info

Open |

v &lways ask before opening this type of file

Figure 73: Backup Settings Upload Confirmation

Select the location where you want to save the file.

-] @k E-

j Save I

My Pictures
File name: Ibackupsettings
Save az type: I_conf Document

j Cancel |
%

Figure 74: Backup Settings File Location
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Restoring Configuration Settings

Restoring Configuration Settings

To restore saved settings, select Management -> Settings -> Restore User
Settings.

isix
Fle Edt Vew Favortes Tools Help |
Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S

address [€] hitpiit1sz. 168,11/ ] @ea | unks ?

{2 welcome Tools — Update Settings
(1 Device Info
Quick Setup Update DSL router settings. You may update your router settings using your saved files

-3 Advanced Setup
N

- i Settings File Name: Browse.
-] LaN
-1 Firewall Update Settings

[ Quality of Service
Routing

[3 ADSL

[] Diagnostics

-3 Management

3 Settings
[( Backup Settings
[ Restore User Settings
[ Restore Default

[ System Log

(1 Access Control

[ Update Software

--[1 Rehoot Router

T —
[&] pone [ [@ meermet

Figure 75: Restore User Settings Screen

Select the backup file you want to restore and click on Update Settings.

Look jr: I@ My Documents j 4= EF '

My Pictures
et cond

File name: Ittt j DOpen I
Files of type: IAII Files [%.%] j Cancel |
“

Figure 76: Restore Settings File Location
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Management

The router will restore settings and reboot to activate the restored settings.

/ZJ Cannot find server - Microsoft Internet Explorer =

Eile  Edit View Favorites Tooks Help

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

adiress [&] herpyjj1oz.168.1.1/ =] oo |unks

PARADYNE

- ADSL CPE

& welcome DSL Router Update
(2] Device Info
[ Quick Setup Uplaadling is in progress. The DEL Router will reboot upon completion. This process will take about 2 minutes.
=23 E{uanced Setup
WAN Back
A Lan —I
(CINAT
[ Firewall
[3 quality of Service
(1 Routing
C1DNS
[3 ADSL
--[] Diagnostics
=+ Management
- Settings

--[*] Backup Settings

--[7] Restore User Settings

--[3] Restore Default
[ System Log
(] Access Control
[] Update Software
[ Reboot Router

T —

Eiere |

[ mnternet

Figure 77: Upload in Progress Screen
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Restoring Default Settings

Restoring Default Settings

Restore Default will erase all current settings and restore the router to factory

default settings.

To restore the router to factory default settings, select Management ->

Settings -> Restore Default.

PARADYNE

g welcome Tools — Restore Default Settings
-] Device Info
--[1 Quick Setup Restore DSL router settings to the factory defaults,
=2 Advanced Setup
[ waN

(] Firewall
[ Quality of Service
(Z1 Routing
C1DNS
O apsL
[3 Diagnostics
-3 Management
43 Settings
--[] Backup Settings
--[] Restore User Settings
- Restore Default
--[] System Log
-] Access Control
[] Update Software
[3 Reboot Router

T —

[1an Restore Default Settings
CINAT

/ cannot find server - Microsoft Internet Explorer =12
Fle Edt Vew Favortes Tools Help |
Back ~ & - @D (2] A | Qoearch GiFavortes Gveda (B | EY- S

Address [&] hetpyjjtoz. 168,11/ | @6 |Links

|&] Dane

Figure 78: Restore Default Settings Screen

Reply OK to the confirmation dialog.

Microsoft Internet Explorer

@ Are vou sure you wank ko restore Factory default setkings?

: Cancel |

Figure 79: Restore Default Confirmation Dialog

[ |8 mtermet
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The router will restore the default settings and reboot.

/ZJ Cannot find server - Microsoft Internet Explorer =

Fle Edb Vew Faverbes Took Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
adiress [&] herpyjj1oz.168.1.1/ =] oo |unks

PARADYNE

- ADSL CPE

& welcome DSL Router Restare
(2] Device Info
[ Quick Setup The DSL Router configuration has been restored to default settings and the router s rebooting,
- Advanced Setup
[ wan Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary,
B an recanfigure your PC's IP address to match your new configuration,
(CINAT
[ Firewall
[3 quality of Service
(1 Routing
C1DNS
[3 ADSL
--[] Diagnostics
=+ Management
- Settings
--[*] Backup Settings
--[7] Restore User Settings
--[3] Restore Default
[ System Log
(] Access Control
[] Update Software
[ Reboot Router

T —

|&] Dane [ [ |4 mtemet

Figure 80: Restore Default Settings Reboot
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System Log

System Log

The System Log dialog allows you to view the System Log and configure the
System Log options.

/3 ADSL Router - Microsoft Internet Explorer

=18l
Fle Edt Vew Favortes Tooks Help |
Back - & - @ (2] A Qoearch GiFavortes @veda (B 5 S
Address [€] hitpiit1sz. 168,11/ x| @eo ks ?

PARADYNE

& welcome System Log
&-(] Device Info

Quick Setup The Systerm Log dialog allows you 1o view the System Log and configure the Syster Log options
-] Advanced Setup

--[*] Diagnostics Click "view System Lag" to view the System Lag,
=+ Management

-[] System Log Click "Configure Systerm Log" to configure the Systern Log options.
--[]] Update Software

Vigw System Log Corfigure System Log

|&] Dane [ [ e meemet

Figure 81: System Log
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View System Log

Click on the "View System Log" button to check the log file.

15t day DD:36:43iuser
i-l'st-da\,f 00:36:43 |user
1st da-‘,f 00:36:43 |user
;1st da_‘,f DD:36:4'_’-.:.user
[15t day 00:36:43user
irlstrda\,f 00:36:43 |user
1st da-‘,r 00:36:43 |user
1st day EIEI:36:43-.:'user
[1st day 00136:43i'user
i-ist-day 00:36:43 |user
15t da-‘,r 00:36:43 user
|15t da_‘,r DD:36:4'_’-..'user
lst day DD:36:43é.user
i-ist-da\,f 00:36:43 |user
1st da-‘,f 00:36:43 |user
;1st da_‘,r DD:36:4'_’-.:.user
1st day 00136:43i.user

|erit
erit
|crit
- ;.crit
Jerit
[erit
|crit
- ;'cnt
Jerit
. ?-crif
|crit
) I'crit
:.crit
. ?-crif
|crit
) ;.crit
:.crit

i-l'st-da\,f D'D:'3'6:43"E'syslﬁg ':-emerg

| Date/Time .;.Facil'rtyEISEveritylu

| ! -f.klogd:
":'lélogc'l':
.?.k.log_c.l:
.Eklogd:
[kiogd:
V:klogd:
.?.k.log_r.:l:
.iklogd:
-i'klogd:
":.lélogr.:l.:
.?.k.lug_c.l:
.fklogd:
-i.klngd:
":.Iélogc.l.:
'f'k.log_c.l:
.fklogd:
-i.klogd:
" |BCM96345 started: BusyBox v0.60.4 ()

System Log

Message |
OAM loopback response not received on VPYVCI 0/4.
O_AM'_Ioophac'l.( response not received on VPL-'VCI 'D',';B.
ADSL link up, interleaved, us=64, ds=1024
ADSL G.992mmessage exchange
ADSL G.992 channel analysis
ADSL G.992 started
ADSL G.994 training
ADSLlink down
ADSL G.994 training
ADSL link down :
OAM loopback response not received on VPI/VCI 0/4. |
OAM Ioo'p"hack res'p“onse not received on VPL/VCI 0/3. |
0AM loopback response not received on VPL/VCI 0/33.
O-AM-Ioopbad.: response not received on VPL-'VCI D;’33
ADSL link up, interleaved, us=64, ds=1024
ADSL G.Qgi..message exchange
ADSL G.992 channel analysis

Figure 82: View System Log
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System Log

Configure System Log

If the log is enabled, the system will log selected events: Emergency, Alert,
Critical, Error, Warning, Notice, Informational, and Debugging. All events
above or equal to the selected log level will be logged and displayed.

If the selected mode is "Remote" or "Both", events will be sent to the
specified IP address and UDP port of a remote system log server. If the

selected mode is "Local" or "Both", events will be recorded in the local
memory.

/3 ADSL Router - Microsoft Internet Explorer B 3 =R

Eile  Edit View Favorites Tooks Help

Back + & - (D (2] 4| QSearch [aiFavortes Eveda B | e S
address [&] hitpyjitoz.168.1.1/ | oo |unks ?

PARADYNE

& welcome System Log -- Configuration
-] Device Info
Quick Setup If the log mad is enabled, the system will begin to ing all the sslectad events. For the Log Level, all avents above or
-] Advanced Setup equal o the selected level will be Iogged, For the Display Level, all logged events abave or equal tn the selerted level
Diagnostics will be displayed. If the selected mode is Remate' or ‘Bath,' events will be sent to the specified 1P address and UDP
=23 Management port of the remote syslog server. If the selected mode is ‘Local or Both,' events will be recorded in the Incal memory.
[ System Log
--[3 Update Software Select ths desired values and click 'Savs/apply to configurs the system lng options.
Log: © Disable © Enable
Log Level: Debugging =~
Display Level: Emergency
; Alert
Mod: Critical
Error
arming
Motice
Save/spply
|&] Dane [ 1 [ e meemet

Figure 83: System Log Configuration

Select the desired values and click on the "Save/Apply" button to configure
the system log options.
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TR-069 Client

The router includes a TR-069 client which is a WAN management protocol.
Default values are already filled in. If you wish to enable this protocol, then
select Enable and fill in the text boxes according to your configuration. You
must click on the Save/Reboot button for the change to take place. Firmware
versions that support TR-069 do not support SNMP.

ANVADM\

AL P
& welcome TR-069 client - Configuration
1 Device Info
[3 Quick Setup WAN Management Protocol (TR-052) alloves a Auto-Configuration Server (ACS) to perform auto-configuration,

1 Advanced Setup
[ Diagnostics
= _&'ggﬂ;:‘;z'“ Select the desired values and click "apply® to configure the TR-063 client options
HE] System Log
| I TRI069 Client Inform  Disable © Enable
[ Internet Time
(C1 Access Control

provision, collection, and diagnostics to this device,

[ Update Software Infarm Interval: 200

" Reboot Router A0S URL: [ 77w broadearm.cl
ACS User Name: admln—
ACS Password: [
Connection Request URL: [ 7 woam broadeom o
Connection Request User Name: admin—
Conmection Request Password: [ ek

Save/Rehoot
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Internet Time

Use the Internet Time screen to specify whether the router uses Simple

Network Time Protocol (SNTP) to obtain the time of day from SNTP servers

on the Internet.

To set up the router to obtain time from an SNTP server:

1 Select “Automatically synchronize with Internet time servers”. The SNTP

fields appear.

/3 ADSL Rauter - Microsoft Internet Explorer _[81x]

Fle Edt Vew Favortes Took Help |

Geack - o - @ @) 4| Qsearch CaFavortes @veds B |- S @l - = &

address [£1 http:1135.26. 14,84/

PARADYNE

| @ao ks 2| & -

-
4

L &l
& weicome Time settings
1 Device Info
[ Quick Setup This page allows you 1o the modem's fime configuration,
3 Advanced Setup
g Diagnostics ¥ automatically synchronize with Internet time servers
53 Management
O Settings FrstNTP tine serveri  [dockmthenst =
- System Log
2 NMP Second NTP time server: [None =l
Internet Time
%‘ ﬁ;ﬁz Conteol | Time zone offset: [(GMT-05:00) Eastern Time =
[3 Reboot Router
Save/hpply
& T e

Figure 84: Internet Time Screen

2 Select SNTP servers.
3 Specify the time zone offset for your router’s location.

4 Click on Save/Apply.
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Access Control — Services

You can enable or disable some services of your router by LAN or WAN. If no
WAN connection is defined, only the LAN side can be configured.

/ cannot find server - Microsoft Internet Explorer =13 x|
Fle Edt Wiew Favorites Took Help

EBak - = - @D 2} | Dsearch GgFavortes Giveda (B | By S

Adiress [&] hetpuitoz. 168,11 | @6 |Links

PARADYNE

\Zwelcome
(] Device Info
[ Quick Setup
-3 Advanced Setup
AN

Access Control -- Services

& Service Control List ('SCL" enables or disables services from being used

Wi
[ Lan
ﬁ ::AT M Service |LAN
-1 Firewa
11 Quality of Service FTP ¥ Enabled
Routing
% DNS HTTP | P Erabled
ADSL
[] Diagnostics 1cMP F  Enzbled
E-3 Management
(1 Settings TELNET | M Enabled
[ System Log
‘3 Access Control T
[ Services ﬂl
[ 1P Addresses
[ Passwords
[ Update Software

--[3 Reboot Router

|&] Done

[ [ @ meemet

Figure 85: Services Setup
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Access Control — Services

If a WAN connection is defined, services of both the LAN side and WAN side
can be configured.

/3 ADSL Router - Microsoft Internet Explorer

=18/
Fle Edt View Favortes ook Help
GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S
adsress [&] hetp:ji152.168.1.1findesx.htm =] @0 |unks

PARADYNE

Ewelcome Access Control -- Services
_J Device Info
3 Quick Setup A Service Control List ("SCL") enables or disabls services from bsing used,
] Advanced Setup
Diagnostics

-3 Management
(1 Settings

Service |LAN WAN
--[] System Log
E143 Access Control FTP I Enzbled | [T Enabled
[ Senvices
--[7 IP Addresses HTTR | P Enbled | T Enabledt
--[] Passwords
[] Update Software 1P | Emsbled | I Enablect
Reboot Router
b TELNET | M Enabled | [T Enabled

Apply

|&] Done

[ [ @ meemet

Figure 86: Services Setup for LAN and WAN
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Access Control — IP Addresses

Web access to the router can be limited when Access Control Mode is

enabled. The IP addresses of allowed hosts can be added using Access
Control -> [P Address.

/] ADSL Router - Microsoft Internet Explorer =12
Fle Edt Vew Favortes Tools Help |
Back ~ & - @D (2] A | Qoearch GiFavortes Gveda (B | EY- S

Address [&] hetpijitaz. Jindeschtml | @6 |Links

YANAD)

L

& welcome Access Control -- IP Address

] Device Info

Quick Setup The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses
Advanced Setup contained in the Access Contral List, If the Access Control mode is disabled, the systern will not validate [P addresses

Diagnostics far incoming packets. The services are the system applications listed in the Service Control List
Management

1 Settings Access Control Mode @ Disabled ' Enabled
[ System Log
=3 Access Control
Services

E IP Addresses 1P Address [Remove
Passwords

[ Update Software
[ Reboot Router Acd

|&] Dane [ [ |4 mtemet

Figure 87: IP Address Setup
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Access Control — IP Addresses

First, add the IP address to the IP address list.

2} ADSL Route

File  Edt \View Faverices

osoft Internet Explorer

=lalx]

GBak + & - (D (2] 4| QSearch [EiFavortes iveda B | BN S

& welcome
£ Device Info
[] Quick Setup
] Advanced Setup
[ Diagnostics
‘3 Management
1 Settings
[ System Log
-3 Access Control

B

1.1{indez bt

PARADY

Access Control

Enter the [P address of the management station permitiad to access the local management services, and click
Save/Apply.’

1P Address:  [192.168.1.18
Save/Apply

[3 Services
3 1P Addresses
Passwords
[ Update Software
--[3 Reboot Router

|&] Dane [ [ |4 mtemet

Figure 88: Access Control — IP Address Add Screen

Then select "Enabled" to enable Access Control Mode.

/] ADSL Router - Microsoft Internet Explorer =13 x|

Fle Edt Vew Favortes Tools Help |

Back - & - @D (2] A Qoearch GiFavortes Gveda (B | 5 S

Jindesc.html

PARADY

{2 welcome
1 Device Info
[ Quick Setup
-] Advanced Setup
--[] Diagnostics

E-C3 Access Control
Services
[3 1P Addresses
Passwords
[] Update Software
[3 Reboot Router

NE

Access Control - IP Address
The IP Address access Control mode, if ensbled, permits access to local management services from 1P addresses

contained in the Access Contral List. 1f the Access Control mode is disabled, the systarm will not validate IP addresses
for incoming packets. The services are the system applications listed in the Service Control List

Accegs Control Mode @ Disabled ' Enabled

IP Address |Remove

192168118 | [0

acd| Remove

|&] Done

[ [ @ meemet

Figure 89: Access Control — IP Address Enable or Disable
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Access Control — Passwords

Use Access Control -> Passwords to change a password. Select an account
and enter the current password and the new password. Then click on Save/

Apply.

Update Software

If your ISP releases new software for this router, follow these steps to perform
an upgrade.

1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the "Browse" button to
locate the image file.

3. Click on the Update Software button once to upload the new image file.

/3 ADSL Router - Microsoft Internet Explorer i 3 =R

Ele Edit View Favorites Tooks Help

Bak + & - (D (2] 4| Qoearch [AiFavortes veda B | e S

address [&] hurpyjjioz.168.1.1/ | oo |unks

& welcome Tools -- Update Software
-] Dewice Info
[ Quick Setup Step 1: Obtain an updated software image file from your 1SP,
-] Advanced Setup
[ biagnostics Step 2: Enter the path to the image fils location in the box below or click the "Browss” button i locate the image file.
-3 Management
[3 System Log Step 3: Click the "Update Software" button onre to uplaad the new image file
[ Update Software
WOTE! The Update process takes about 2 minutes to complete, and your DSL Router will rebaot
Software File Name: Browse.
Updlate Software
/] Done [ [ |4 mtermet

Figure 90: Update Software

Note

The update process takes about two minutes to complete, and your router
will reboot automatically.
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Reboot Router

Reboot Router

Select Management -> Reboot Router to reboot the router using the web
interface. The router will save the current configuration and reboot itself using
the new configuration. The rebooting process takes about two minutes to
complete.

/] ADSL Router - Microsoft Internet Explorer =13 x|

Ele  Edt ¥ew Favortes Iooks Help

Back ~ & - @D (2] A | Qoearch GiFavortes Gveda (B | EY- S

Address I‘E_]htlp:ﬂﬂl?z.lﬁﬁ.lJ/\ndax.htm\ j PG | Links »

PARADYNE

C ADSL CPE

g welcome
&-[] Device Info Click the button below to save and reboot the router.
Quick Setup
Advanced Setup Save/Reboot
Diagnostics
E-3J Management
(] Settings
[] System Log
(] Access Control
[ Update Software
[ Reboot Router

|&] Dane [ [ |4 mtemet

Figure 91: Reboot Router Screen

/] ADSL Router - Microsoft Internet Explorer =13 x|

Fle Edt Vew Favortes Tools Help |
EBak - = - @D 2} | Dsearch GgFavortes Giveda (B | By S

Address [&] hetpuiitaz. Jindesc.html | @6 |Links

PARADYNE

{5 welcome DSL Router Reboot
(1 Device Info
Quick Setup The DSL Reuter has been configured and is rebaating
Advanced Setup
Diagnostics Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary,
Management reconfigure your PC's IP address to ratch your new configuration,
Settings
System Log
1 Access Control
[] Update Software
[3 Reboot Router

|&] Dane [ [ @ meemet

Figure 92: Reboot In Progress Screen
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SPECIFICATIONS

Specifications are subject to change without notice.

Table 5: 6211-11 Specifications

Specification

Criteria

Environment

Operating Temperature: 32° F to 104° F (0° C to
40° C)

Storage Temperature: —4° F to 149° F (-20° C to
65° C)

Humidity: 5% to 95%, non-condensing

Interfaces

DSL Line: RJ11

Phone (if present): RJ11 (with integrated phone
filter)

Ethernet: 10/100BaseT, RJ45

USB 1.1

Power

100 VAC, 50 Hz
110 VAC, 60 Hz
220VAC, 50/60 Hz

Protocol Support

ANSI T1.413 (Full Rate ADSL)
ITU G.992.1 (DMT)

ITU G.992.2 (G.lite)

ITU G.992.3 (ADSL2)

ITU G.992.5 (ADSL2+)

ITU G.994.1 (G.hs)

ITU G.997.1

Size

1.2" High x 6" Wide x 4.4" Deep
(3.0 cm High x 15.2 cm Wide x 11.8 cm Deep)

Weight (Shipping)

1.5 1bs (0.7 kg)

6211-12 ADSL2+ Router User’'s Guide

101



Specifications

102 6211-12 ADSL2+ Router User’s Guide



INDEX

A

About This Guide 11
Access Control
IP Addresses 96
Passwords 98
Services 94
ADSL 73
BER Test 34
Line connection 17
Statistics 34
Advanced Settings, DSL 74
Advanced Setup 43
ARP 37
ATM
PVC Configuration 44
Statistics 33

B

Backing Up Configuration Settings 83
BER Test 34

Bridge Service 46

Bridging groups 76

C

Cables

Installing 17
Capability 73
CE Marking 4
Configuring

PC 22

System Log 91
Connecting Hardware 17
Connection Type 45

D

Default Gateway 66
Default IP Address 22
Definitions 13

Device Information 29
Diagnostics 81

Dimensions 101

DMZ Host 54

DNS 70
Dynamic 71

Document
Purpose and Intended Audience 11
Summary 11

Domain Name Server 70

Dynamic DNS 71

E

EMI Notice
Canada 6
Japan 6

Environment 101

F

FCC Part 15 Declaration 4
Features 13
Firewall 55

Explained 101

MAC Filtering 59
Firmware Update 98
Front Panel 15

G

Gateway, Default 66

H

Hardware
Connections 17
Installation 17

Important Safety Instructions 3
Installing

Hardware 17

USB Driver 19
Interfaces 101

6211-12 ADSL2+ Router User’'s Guide

103



Internet
Restricting access 62
Internet Time 93
Introduction 13
IP Address
Access Control 96
Of Router 22
IP Filtering
Incoming 57
Outgoing 55

J
Japan Notices 6

L

Line port 17

Local Area Network (LAN)
Setup 49
Statistics 31

Logging In 29

MAC Filtering 59
Management 83
Mapping ports 76
Modulation Methods 73

N

NAT 50
Notice
to Users of the Canadian Telephone Network 6
to Users of the United States Telephone
Network 4

o
Operating Environment 101
P

Parental Control 62
Parts List 14
Password
Access Control 98
Default 28

104 6211-12 ADSL2+ Router User’s Guide

PC connection 17
PC Setup 17
Phone
Line Pair 73
Port 17
Port Mapping 76
Port Triggering 52
Power
Specifications 101
Product-Related Documents 12
Protocols Supported 101
PVC
Adding 44
Configuring 44
Detecting 39

Q

Quality of Service 46, 64
Quick Setup 39

R

Rear Panel 16
Reboot Router 99
Restoring
Configuration Settings 85
Default Settings 87
Restricting access to Internet 62
RIP 69
Route status 36
Routing
Default Gateway 66
RIP 69
Static Route 67

S

Saving and Restoring Configuration 83
Services

Access Control 94
Shipping Weight 101
Size 101
SNTP 93
Specifications 101
Static Route 67
Statistics

ADSL 34

ATM 33

6211-A2-ZB81-60



LAN 31
WAN 32
Status
ARP 37
Route 36
Summary 29
WAN 30
System Log 89
Configuring 91
System Requirements 13

T

Test

BER 34

DSL Connection 81
Time 93
Tone Selection 75

U

Update Software 98
USB
connection 17
driver 19

6211-A2-ZB81-60

User Name
Default 28

\'

View System Log 90
Virtual Servers 50

w

WAN 30, 43
Setup 47
Statistics 32
Status 30

Web Interface
Home Page 28
Using 29

Weight 101

Windows 2000 24

Windows 95 25

Windows 98 25

Windows ME 24

Windows NT 26

Windows XP 22

6211-12 ADSL2+ Router User’'s Guide

105



106 6211-12 ADSL2+ Router User’s Guide 6211-A2-ZB81-60



	6211-I2 ADSL2+ Router User’s Guide
	Contents
	About This Guide
	Document Purpose and Intended Audience
	Document Summary
	Product-Related Documents
	Contacting Global Service and Support
	Technical Support
	Service Requirements

	Introduction
	Introduction
	Features
	System Requirements
	Parts List
	Front Panel
	Rear Panel

	Hardware Installation and PC Setup
	Overview
	Connecting the Hardware
	Installing the USB Driver
	Configuring Your Computer
	Windows XP PCs
	Windows 2000 PCs
	Windows ME PCs
	Windows 95 and Windows 98 PCs
	Windows NT 4.0

	Logging in to Your Router

	Device Information
	Status Summary
	WAN
	LAN Statistics
	WAN Statistics
	ATM Statistics
	ADSL Statistics
	ADSL BER Test
	Route
	ARP

	Quick Setup
	Quick Setup with Auto-Connect Enabled
	Quick Setup with Auto-Connect Disabled

	Advanced Setup
	WAN
	Add Function - ATM PVC Configuration
	Connection Type Screen
	Bridge Service and Quality of Service Screen
	WAN Setup - Summary
	Remove Function
	Finish Function

	Local Area Network (LAN) Setup
	NAT
	Virtual Servers

	Port Triggering
	DMZ Host
	Firewall
	IP Filtering - Outgoing
	IP Filtering - Incoming
	Firewall - MAC Filtering
	Parental Control

	Quality of Service
	Routing - Default Gateway
	Routing - Static Route
	Routing - RIP
	DNS Server
	Dynamic DNS
	ADSL
	Modulation Methods
	Capability

	DSL Advanced Settings
	Tone Selection
	Port Mapping
	Certificate

	Diagnostics
	Testing the DSL Connection

	Management
	Saving and Restoring the Configuration
	Backing Up Configuration Settings
	Restoring Configuration Settings
	Restoring Default Settings
	System Log
	View System Log
	Configure System Log

	TR-069 Client
	Internet Time
	Access Control - Services
	Access Control - IP Addresses
	Access Control - Passwords
	Update Software
	Reboot Router


