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IMPORTANT!

Use only the AC power adapter provided with the product. Do
not attempt to use any other AC power adapter. If you need a
replacement, please call 1-877-800-5400.

AT&T offers a full line of data networking
and broadband accessories.

Please visit us at

www.plugandshare.att.com

1-877-800-5400
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Getting Started

About Your New Wireless Router

Your new AT&T Plug&Share™ Wireless Router gives you the freedom to share files, programs, storage
devices, scanners, printers and even broadband Internet access among all the computers in your
network — without the inconvenience and expense of a tangle of network cabling.

Designed for fast, easy setup and use, your new router transfers data at up to 54 Mbps (megabits per
second). Built-in “firewall” capabilities help keep your network secure and protect your privacy.

The AT&T Plug&Share™ Wireless Router can be used with computers equipped with Windows® XP, 2000,
Me or 98 SE operating systems and can also be integrated into a larger network.

Before you begin, please turn to the next page to check package contents and system requirements.
Then follow the step-by-step directions to install and configure the router for optimum performance on
your network.

Cable/DSL modem

Computer 3
Desktop or laptop PC
(wireless adapter required)

Computer 1
Desktop or
laptop PC
Computer 2

Desktop or laptop PC
(wireless adapter required)

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 4



Getting Started

Package Contents
Please check to make sure your package contains the following items:

Plug&Share™ Power adapter RJ45 Ethernet cable

Wireless Router Use ONLY the supplied Connects the router to the
adapter. Do not attempt host computer, which is the
to use any other power computer you are using to

adapter. set up your router.

Quick
Start Guide __ | %AW
/ Wireless ém
sﬁglﬁfooc Plug&Share|
Wireless Rg
54 Mbps 80; Safety/Warranty Information
6800G
Safety &
Warranty
Information ——
CD-ROM

Contains printable versions of this
User Manual, Quick Start Guide
and Safety & Warranty Information.

System Requirements:
You must have a personal computer with the following applications & hardware:

* Windows® 98 SE, Me, 2000 or XP
* Internet Explorer® 5.5 or later version

* Intel® Pentium Il (or higher)

* 64MB of RAM

+ CD-ROM drive

+ 10/100 Base-T Ethernet Port

* 5 MB of available hard-disk space (60 MB to load Adobe® Acrobat® Reader®)

e Cable modem or DSL modem with Broadband Service

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G




Getting Started

Router Controls, Connections and Indicator Lights

LAN Ports 1- 4

RJ45 jacks for cable con-
nections to a local area
network. After installation
and setup, you will not
need cabling to wirelessly
share resources throughout
the network.

WAN Port
This port provides Internet
access when connected to
a DSL or cable modem.
(“WAN” stands for “Wide
Area Network.”)

BACK

Power
Plug in your power adapter
here, then plug it into an
electrical outlet.

Reset button

Make sure the router is plugged in and turned on, then

13539 ¥3IMOd _ NVM

PNV ENVT 2NV NV

press and hold this button for 15 seconds to restore

factory programmed default settings. You will have to
run the Setup Wizard again if you use this feature

(see page 8).

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G

FRONT

Power

A steady light indicates that the
router is properly connected to
the power supply.

Wireless LAN

A steady light indicates that the
wireless connection is working
properly. The light blinks during
data transfer.

WAN

A steady light indicates the
router is properly connected to
your modem. The light blinks
during data transfer.

LAN1- LAN 4

A steady light indicates that
there is a connection to an
Ethernet-enabled computer on
one of the ports. The light blinks
during data transfer.



Getting Started

Step 1: Make sure that you have Internet access

Before you begin, launch your web browser to make sure you can connect to the Internet. If you can
connect to web sites as usual, proceed to Step 2, below. If you cannot connect to the Internet, check
your modem connections, or consult the User Manual provided by your broadband/Internet service
supplier. You must have Internet access before installing the router.

Step 2: Connect router to your cable/DSL modem and to your computer

1 Connect power adapter

~

Connect the power adapter to
the router, then plug it into an
electrical outlet not controlled by
a wall switch.

2 Connect router to computer

Unplug the Ethernet cable from
your modem, then plug it into
the LAN 1 port of the router.
(You can use the other ports to
connect devices not equipped
for wireless networking).

3 Connect router to modem

Use the supplied Ethernet cable
to connect the modem to the

WAN port of the router. WAN 5
stands for Wide Area Network 2
(Internet).

4 Check lights & connections

Before proceeding, make sure
all connections match the
diagram at right. Check the front
of the router to make sure the
Power, WAN and LAN1 lights
are on (see page 6).

YNV €NV NV

\ |

\
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Setup Wizard

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard
Wireless

ISP Connection
DHCP

Step 3: Run the Setup Wizard
To configure your router for use, launch your web browser, then follow the steps below.

NOTE: The screens you will see are stored in the router; they are not web site pages. During setup,
ignore alerts that prompt you to re-connect to the Internet.

1 In the address window, type http://ATT.Router (do NOT type www).

2 Press Enter to display the Wizard screen. If this screen does not appear, type http://192.168.0.1 then
press Enter.

3 Click the Run Wizard button to display the Internet Connection Type screen (see below).

|| adcress [ it A TT Rovter =] @G ||unks >
F— Y
%AW
> Basic Advanced Admin Status Shortcuts Help
‘« % basic
\ : AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
5 WIZARD Setup Wizard
Bl WIRELESS The setup wizard will help you to configure the Wireless
sp Router to connect to your ISP (Internet Service Provider),
=
CONNECTION
Please follow the setup wizard step-hy-step to configure
B DHCP the Wireless Router,
i IEI "

Bl HELP
As simple as you want it
As advanced as you make it

Internet Connection Type

At this screen you must choose an Internet connection type (you will be allowed to choose only one). If
you are not sure which to choose, ask your Internet Service Provider.

After you make a selection, press Next to display a setup screen for the option you’ve chosen.

Dynamic IP Address /3 Plug&Share™ Data Networking Products - Microsoft i ]
Cable modems usually require this setting.

. S .
Choose this Settlng if you don't have to lOg onto Mark the connection type your Internet Service Provider (ISP)

the Internet when you've turned on your computer, taold you it provides. Click Next to continue,
and if your ISP assigns your IP address.

™~ = Dynamic IP Address |70Ur ISP assigns Maost cable
your IP address users
PPPoE automatically.
DSL modems usually require this setting.  PPPoE Your ISPusesa  |Most DSL
f : : logon procedure. users
Choose this setting if you have to log on to the The 1P may be
Internet when you turn on your computer. static or dynamic.
" Static IP Address Your ISP assigns a permanent IP
. ’ address which you must enter,
Static IP

This setting is rarely required. Contact your ISP
before choosing this option.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 8




Setup Wizard

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard
Wireless

ISP Connection
DHCP

Set Dynamic IP Address

The following screen appears if you select Dynamic IP Address as your Internet connection type.

Host Name: If your ISP requires that you enter
a host name, enter it here.

MAC (Media Access Control): The address of

your computer’s network adapter should \

appear here as the default. It is usually not
necessary to change it.
\

Click Next to display the Wireless LAN
Connection screen (see next page).

/3 Plug&Share™ Data Networking Products - Microsoft ] 4

Set Dynamic IP Address

Please enter a specific host name or specific MAC address, if
your ISP requires it. In most instances, no host name is
required. Your Router's MAC address is shown below,

Host
MName:

k

1 BACK [12] NEXT | [B] EXIT

(rmay be

|A'I_I'R0uter required)

Set PPPoE

The following screen appears if you select PPPoE as your Internet connection type.

Enter the user name and password you use
for access to your Internet Service Provider.

If your ISP requires you to use a service
name, enter it here.

Click Next to display the Wireless LAN

Connection screen (see next page). _

’ _||:||1|
Set PPPoE

Enter your ISP User Name and ISP Password, The service
name is optional, but may be required by your ISP. Click Next
to continue.

ISP User Name: I
Password: I
Re-Enter Password: I

% I(may be required)
5| NEXT | |5 EXIT

3 Plug&Share™ Data Networking Products - MicrosofE

Set Static IP Address

The following screen appears if you select Static IP Address as your Internet connection type.

Delete anything that appears in these fields

when the screen is displayed, then enter the
WAN and DNS addresses provided by your

ISP.

Click Next to display the Wireless LAN
Connection screen (see next page).

\

\\

/3 Plug&share™ Data Networking Products - Microsoft I ] 4
Set Static IP Address

Enter your ISP provided static IP information.

WAN IP Address: W
WAN Subnet Mask: IW
WAN Gateway Address: IW
Primary DNS Address: IW

Secondar B55: ID.D.D.D (rmay be required)
B 5| NEXT | 5 EXIT

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G




Setup Wizard

Basic
Wizard

Set Wireless LAN Connection

This screen displays the default settings for your wireless network.

SSID (Service Set Identifier): This feature pro-
vides protection against unauthorized access to
your network. The default SSID is at&t. You
should change this name to any alphanumeric
(numbers and/or letters) identifier up to 32 char-
acters long. All wireless adapters on your net-
work must use the same SSID as your wireless
router and/or access point. The SSID is case
sensitive (i.e., “cat” and “Cat” are not the same).

\

/

Channel: Click to choose any channel from 1 to

3 Plug&5Share™ Data Networking Products - Micros:

=10l x|

Set Wireless LAN Connection

The Service Set Identifier (35I0) is a unique identifier (similar
to a password) of your wireless network, You can create a
unigue SSID so that nearby non-network PCs cannot access

our ISP connection. The channel used for communication
Wmess devices is initially set to "6".
S51D: Iat&t

/ Channel: IB 'l

Bl BACK | [B] NEXT | [B] EXIT

11. (Default is 6.) All wireless devices on the
network must be set to the same channel.

Click Next to display the Setup Completed screen.

A CAUTION: SSID and Channel number must be identical in all wireless network devices.

Setup completed

Click Run Security Wizard to provide privacy
for your wireless network and help protect
against unauthorized access (see next page).

\

Click Save Settings to end the setup session
now. (See Close Wizard description, page 12.)

Click Back if you want to change any
settings.

_

3 Plug&:Share™ Data Networking Products - Micros

=10l x|

Setup Completed

The Setup Wizard is complete. Click Back to modify any
changes or correct mistakes. Click Save Settings to save the
current settings and reboot the Wireless Router,

You may want to set your system so that no one else can
nge your hetwork settings and/or so your data

2] RUN SECURITY WIZARD

] BACK | |[z] SAVE SETTINGS | | =] EXIT

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G

10



Setup Wizard

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard
Wireless

ISP Connection
DHCP

Security Wizard: Set Admin Password

You can protect against unauthorized access to network settings by entering a password here. Only
those who know the password will be allowed to change network settings.

NOTE: Be sure to choose a password you can remember. If you forget your password, you will not have
access to any settings until you reset the router to factory programmed default settings.

Enter your password twice. Symbols will
replace your key strokes on the screen. The
password can be up to 15 characters (letters,
numbers, spaces and other punctuation marks).
The password is case sensitive (i.e., “cat” and

“Cat” are not the same).

Click Next to display the WEP Encryption
screen.

3 Plug&Share™ Data Networking Products - Microsoft

=101 x|

Set Admin Password

ig recommended to establish a unique Admin Password so
that wewarranted users cannot change your network settings.

Admin Password: I

Re-Enter Adm

Set WEP Encryption

[l mack [[= MEXT | [E BXIT |

WEP (Wired Equivalent Privacy) helps protect your privacy by scrambling data that passes through your

network.

WEP: Click On to activate WEP encryption.

WEP encryption: Select encryption strength
from the drop down menu (64, 128 or 152-bit).
Larger numbers will make your system more
secure, but may result in slower data transfer.

Security Phrase: Enter a security phrase in the
last text box. (You can use letters, numbers,
spaces, and punctuation marks. You must enter
five characters for 64-bit, 13 characters for 128-

bit, or 16 characters for 152-bit encryption.) \
Click Next to display the Security Setup
Completed screen.

a Plug&:Share™ Data Networking Products - Microsoft

=101 %]

Set WEP tncryption

Turn on WEP ens
security.

ption and enter security phrase for greater

WEP:  on @ Off

WEP Encryption: |64Bit 'l
Security Phrase: I

\

= ¥ 5] NEXT | 2 BxT |

CAUTION: All WEP settings must be identical i

n all wireless network devices. WEP Security

Phrase must match the WEP settings used in all your wireless adapters (may be called Security

Phrase, Ascii/Hex Key or other term).

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G
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Setup Wizard

Basic > Advanced > Admin > Status > Shortcuts > Help
Wizard
Wireless

ISP Connection
DHCP

Security setup completed
Your setup is complete. For additional security protection, turn to the Wireless Settings section (page 15).

/3 Plug&Share™ Data Networking Products - Microsoft o |l 4

Click Back to change any settings

Security Setup Completed

The Setup Security \Wizard is complete. Click Back to modify
es or mistakes. Click Save Settings to save the current
d reboot the Wireless Router.

Click Save Settings to end the setup session
now. Your router will restart automatically and —— |

the Close Wizard screen will appear.
K | |31 SAVE SETTINGS | [B] BXIT |

Click Exit to return to the current settings.

Close Wizard

/3 Plug&Share™ Data Networking Products - Microsoft 101 x|

Click Close Wizard to allow access to The settings have been saved and the Wireless Router has
advanced administration screens. been restarted. Prass Close Wizard button to return to the
\ main administration screen or press Home on your browser to
check your internet connection.

To check your Internet connections, click the

Home button on your Internet web browser at
the top of your screen.

Test your connections

Click on the icon for your web browser. Your designated home page should appear. If your home page
does not appear, try the following:

* Reboot your computer.
* Turn off or unplug your modem for a few seconds, then turn it back on.
» If you still have no Internet access, please turn to the Troubleshooting section (page 68).

Note: After your initial setup is complete you can use wireless adapters to connect other devices to your
network. The Ethernet cable is not necessary, and can be disconnected.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 12



Basic System Settings

Basic

System settings

To change your network settings, launch your web browser, type http://ATT.Router in the address field,
then press Enter. If the router page does not appear, type http://192.168.0.1 then press Enter.

Click tabs in the blue menu bar at the top of the page to choose the type of settings you want to review
or change. For more information, click the Help button at the bottom of each page.

Basic settings

» Wizard (rerun the setup wizard)

» Wireless (view or change wireless security settings)

» ISP Connection (view or change the IP address and related information)

+ DHCP (view or change the settings that control communication within your network)

Advanced settings
Do not change these settings unless you have advanced knowledge of network technology.

» Virtual Server (view or change remote user access settings)

« Multi-mode Applications (view or change settings for multiple connections, such as games)
 Filters (view or change access filters to control Internet access)

» Firewall (view or change settings to protect against unauthorized access to and from your network)
« DMZ (view or change list of computers allowed full access to the Internet)

* Routing (verify network addresses in the routing table)

» Performance (view or change wireless performance features, speed and security)

Administrator settings
These settings can help you protect against unauthorized access and manage your router firmware.

» Passwords (administer passwords and remote management)

» Settings (set router system time, IP Address, DNS and Plug & Play settings)
» Backup (save and restore system settings, or reboot router)

» Other (send and block ping tests, and set VPN pass-through)

Status screens
Status screens display reports of network activity and traffic.

* Router Info (view current firmware version, LAN, WAN, and wireless status)
» Activity (display and save the system activities)

 Traffic (view traffic statistics)

» WLAN (displays a list of wireless devices connected to the router)

Shortcuts
These mini-Wizards help you quickly set up basic functionality for several useful features.

« Parental Control (restrict access from certain computers)

* Gaming (change settings for compatibility with Internet gaming)

» Personal Web Site (use a computer on your network to host your web site)

* Personal FTP Site (use a computer on your network to host your FTP site)
 Internet Telephony (change settings for compatibility with Internet telephone services)

Help
Choose Help to find additional information about system settings, or to upload new router firmware.

» Firmware Upgrade (downloads new firmware if a more recent version is available)

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 13



Basic System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help
Wizard

Wireless

ISP Connection

DHCP

Setup Wizard

Click Run Wizard for a simple, step-by-step configuration of your router settings. (It is usually not neces-
sary to do this after initial setup is complete.)

3} Plug&Share™ Data Networking Products - Microsoft Internet Explorer provided by AT&T WorldNet — & x|
J Eile Edit Wiew Favaoriees Tools  Help |
| 4mpack - = - (@D ] A Qearch GiFevories HHsore | By S - 2 @l @ B

| adaress [&1 nttp 4 TT Router =] P ||uns >

oy basic
\ AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B WIZARD Setup Wizard
B WIRELESS The setup wizard will help you to configure the Wireless
sp Router to connect to your ISP (Internet Service Provider).
B
CONNECTION . .
Please follow the setup wizard step-by-step to configure
B DHCP the wireless Router,
g
e

al.

As simple as you want it
As advanced as you make it

Copyright @ 2003 Advanced American Telephones, All Rights Reserved,
ATAT and the Globe Design sre trademarks of ATET Corp., licensed to Advanced American Telephanes,

|&] Dene [ [ mermet
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Basic System Settings

Basic

Wireless

Wireless settings

Options on this page allow you to control security features that can protect your privacy. Remember that

all devices connected to the wireless network must share the same security settings.

Click a radio

r~ button to display
options for the
security type you
prefer

=
gAW
> Basic Advanced Admin Status Shortcuts Help
o i
O basic
\ - AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B WIZARD Wireless Settings
B WIRELESS These are the wireless settings for the Wireless Router,
" ISP
CONNECTION SSID: |atét S5ID Broadeast: & on © off
& bHep Channel: |6 x
P Security: # Open System € Shared key © wPa T wRa-pSK
4. WEP: © on & Off
?;.EI WEP Encryption: |B4Bit =
i .
Key Type: |HEX =
A:‘ & Security Phrase 1
0o000o0aa0
" Security Phrase 2:
0000000000
 Security Phrase 3;
o0o0oonoooa
 Security Phrase 4 |
0000000000 2| APPLY |[[2] CANCEL
s ||
€] Dane [ [ @ nternet

+ SSID: (Default at&t) The Service Set Identifier is the name of your wireless local area network. The
factory default name is "at&t". For privacy, you should change this to a unique name. If you leave the
default name, users of other wireless networks nearby may have access to your computers or your
Internet access (if they are using the same SSID). Remember that all computers on your network

must share the same SSID.

* Channel: (Default 6) The router uses radio signals to communicate with other devices on the network.
You can change the frequency by selecting a different channel. Remember that all computers on your
network must use the same channel. Devices using AT&T Plug&Share™ wireless adapters will auto-

matically detect the channel used by the router and change to it.

You may have to change the channel if you are experiencing problems such as intermittent connec-
tion and disconnection. You can perform a site survey on your wireless adapter to find out which
channels are being used by other wireless networks nearby. If other networks use the same channel
(or an adjacent one), change yours to one as far away as possible from the others in use. (For example,

if other networks use channels 6, 9 and 11, try changing yours to channel 1.)

Security

Security options allow you to choose the type of encryption you prefer. Click a radio button to select one:

* Open System: No security. Not recommended.

» Shared Key: Moderate security (see page 16).

+ WPA: Suitable only for large enterprise networks (see page 16).

* WPA-PSK: High security for home, home-office & small business (see page 16).

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G
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Basic System Settings

Basic

Wireless

Shared Key Security

(WEP: Wired Equivalent Privacy): Select this option
for a moderate level of security.

Phrase/Key: Enter a security phrase. If you choose
the Hex Key Format (see below), you must use hexa-
decimal digits (0-9, a-f). If you choose the ASCII Key
Format you can use letters, numbers, spaces, and
punctuation marks. For the ASCIl Key Format you
must enter five characters for 64-bit, 13 characters for
128-bit or 16 characters for 152-bit encryption.
Whichever format you use, the security phrase you
enter must be shared by all wireless devices on the
network. You can create up to four different security
phrases, for different wireless networks. Remember
that security phrases are case sensitive (i.e., “cat”
and “Cat” are not the same).

Key Format: Choose ASCII or hexadecimal format. If
you choose ASCII, you can use names that you know
and can easily remember.

Length: Use the drop-down menu to choose a key
length (64, 128 or 152-bit). The higher the number,
the slower but more secure your system will be.

If you change any setting above, click the Apply button.

WPA Enterprise Security

(WiFi Protected Access) Select this option only if you
are using your router in a large enterprise network
environment such as a company or school.

Consult your network administrator for advice before
selecting this option.

WPA Personal Security

(WiFi Protected Access, Preshared Key) Select this
option for the highest level of security protection in a
home, home office or small business environment.

Passphrase: Enter a security phrase at least eight
characters long. The phrase you enter must must be
shared by all wireless devices on the network.
Remember that security phrases are case sensitive
(i.e., “cat” and “Cat” are not the same).

Enter your passphrase again to confirm, then click
the Apply button to activate WPA-PSK encryption.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G

Wireless Settings

These are the wireless settings for the Wireless Router.

SSID: |atdt SSID Broadeast: @ on ¢ Off
Channel: |6 =

Security: © Open Systern & Shared Key © WPA © WPA-PSK
WER: 0 on & off
WEP Encryption: m
Key Type: lm

@ Security Phrase 1:

0000000000

© Security Phrase 2:

0000000000

© Security Phrase 3:

0000000000

© Security Phrase 4:

0000000000

51 APPLY | [B] CANCEL

Wireless Settings

These are the wireless settings for the Wireless Router.

S5ID: |atdt SSI0 Broadeast: @ on O oOff
Channel: |6 =
Security: © Open Systern © Shared Key © WPA © WPA-PSK
RADIVS Servar 117 0000
Port 1812
Shared Secret |
RADIUS Servar 2 P 0000
(Optional) Port lu—

Shared Secret |

51 APPLY | [B] CANCEL

B HELP

Wireless Settings

These are the wireless settings for the Wireless Router.

SSID: |atdt SSID Broadeast: @ on ¢ Off
Channel: |6 =

Security: © Open Systern © Shared Key © WPA & WPA-PSK

Passphrase : I

Confirmed Passphrase |
31 APPLY | 3] CANCEL

B HELP

16



Basic System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help
Wizard

Wireless

ISP Connection

DHCP

ISP Connection Type

At this screen you must choose an Internet connection type compatible with your Internet Service
Provider (ISP). If you are unsure which to choose, contact your ISP. When you make a selection, the
screen will change to show options available for that connection type (see next page).

'\ " basic
\ ~ " AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B WIZARD ISP Connection Settings
B WIRELESS To connect to your ISP, you must choose the correct option.
5 ISP
CONNECTION & Dynamic IP Address Your ISP assigns your IP Most cable users.
B DHCP address automatically.
 pppPoE vour ISP uses a logon Most DSL users.
procedure. The IP may be
static ar dynamic.
r " Static IP Address ‘Your ISP assigns a permanent IP address which you must
- enter.
4
=)

Dynamic IP

As simple as you want it
As advanced as you make it

----------- Host Mame: |ATF.Router (may be required)
MAC Address: |00 |20 _|ED -|6C - |D1 - |46 (may be required)
Copyright @ 2003 Advanced American Telephones, All Rights Reserved, =l
€] Dane [ [ [@ internet

+ Dynamic IP Address: Cable modems usually require this setting. Choose this setting if you don't have

to log on to the Internet when you've turned on your computer, and if your ISP assigns your IP
address.

» PPPoE: DSL modems usually require this setting. Choose this setting if you have to log on to the
Internet when you turn on your computer.

» Static IP Address: This setting is rarely required. Contact your ISP before choosing this option.
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Basic System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard

Wireless

ISP Connection
DHCP

ISP Connection Type: Dynamic IP Address

This setting is usually required for use with cable modems. Choose this setting if you don’t have to log
on to the Internet when you turn on your computer (IP addresses are assigned by your ISP).

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B WIZARD ISP Connection Settings
B WIRELESS Tao connect to your ISP, you must choose the correct option.
5 ISP =
CONNECTION & Dynamic IP Address TOur ISP assigns your IP Most cable users,
Bl DHCP address automatically.
' PPPOE Your ISP uses a logon Most DSL users.
procedura. The IP may be
static ar dynarmic.
ol & Static IP Address Your ISP assigns a permanent [P address which you must
e ol enter.
4
=)

Dynamic IP
As simple a5 you want it
As advanced as you make it

----------- Host Mame: |ATF Router (may be required)
MAC Address: |00 |20 _|ED  -|6C  -|D1  -|46  (may be required)

Copyright @ 2003 Advanced American Telephones, All Rights Reserved.

|&] Dene [ [ mermet

* Host Name: (Default ATT.Router) Enter a host name here if required by your Internet Service Provider.

+ MAC Address: Enter a MAC (Media Access Control) number if required by your Internet Service
Provider. By default, the number used is the MAC address of the WAN interface in the router. You can
click the Copy MAC Address button to insert the MAC address of the Ethernet card in your computer.
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Basic System Settings

Basic

]

P Connection

ISP Connection Type: PPPoE

PPPoE stands for “Point to Point Protocol over Ethernet,” often used by DSL service providers. Select
Dynamic PPPoE to obtain an IP address automatically for your PPPoE connection (the option most
often used). Select Static PPPoE to use a static IP address for your PPPoE connection.

c

As advanced as you make it

opyright @ 2003 Advanced American Telephones, All Rights Reserved, —
ATET and the Globe Design are trademarks of AT&T Corp., licensed to Advanced American Telephones, =

ISP ;I
2 connecTION © Dynamic IP Address YOur ISP assigns your IP Most cable users,
B DHCP address automatically.
= pppoE vour ISP uses a logon Most DSL users.
procedure, The IP may be
static or dynamic.
 Static IP Address vour ISP assigns a permanent [P address which you must
h“ enter.
i IE ]

....... # Dynamic PPPoE  Static PPPoE
User Name:
Password:
Retype Password:
Service Name: {may be required)
1P Address: |0.0.0.0
Primary DS Address: IEII]EI[I— 2] CLEAR | gy he required)
Secondary DS Address: |0.0.0.0 (may be required)
Maximurmn Idle Time: lEI— Minutes

MTL: 1492

Auto Reconnect: & on © Off

As simple as you want it

5] APPLY |[2] CANCEL

Bl HELP

=

Done [ |4 meemet

User Name: Enter the user name required by your ISP when you connect to the Internet.
Password: Enter the password required by your ISP when you connect to the Internet.

Service Name (optional): If your ISP uses a service name for the PPPoE connection, enter the
service name here. (Example: @att.net)

IP Address: If you choose Static PPPoE, enter the static IP address for the PPPoE connection.

Primary/Secondary DNS Address: If you choose Static PPPoE, ask your Internet Service Provider
for your primary and secondary DNS addresses (also called IP numbers) and enter them here.

Maximum Idle Time: (Default 0) To avoid periodic disconnection from the Internet, leave this value
set to zero. To allow your computer to disconnect after a period of inactivity, enter the time in minutes.
(For example, enter 10 to disconnect 10 minutes after you've stopped using the computer.)

MTU: (Default 1492) Data sent over networks is divided into “packets” of a certain size. MTU
(Maximum Transfer Unit) specifies the largest packet size to be used. This value typically does not
need to be changed. Do not change it unless advised to do so by your Internet Service Provider.

Auto-reconnect: (Default On) If your computer remains connected to the Internet most or all of the
time, this setting will automatically re-establish your Internet connection whenever it is dropped.
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Basic System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard

Wireless

ISP Connection
DHCP

ISP Connection Type: Static IP Address

This connection type is rarely required. Contact your ISP before choosing this option.

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B WIZARD ISP Connection Settings
B WIRELESS To connect to your ISP, you must choose the correct option.
= ISP
CONNECTION © Dynamic IP Address "OUr ISP assigns your IP Mast cable users.
5 DHCP address automatically.
 pppoE Your ISP uses a logon Most DSL users.
procedure. The IP may be
static or dynamic,
sl & static IP Address Your ISP assighs a permanent IP address which you must
beat enter.
4
A=l
Static IP
As simple as you want ic
As advanced as you make it
,,,,,,,,,,, 1P Address: 0.0.0.0 {assigned by your ISP)
Subnet Mask [jppn

ISP Gateway Address: [gpng
Primary DNS Address: [ggpg

Secandary DNS Address: lDDDD— (may be required)
|51 ApPLY | [5] cANCEL |
[&]Done [ [ @ nternet

* To set a static IP address: Contact your Internet Service Provider and obtain the IP address, subnet
mask, gateway address, and DNS (domain name server) numbers required, and enter them in the
fields on this screen. Remember that each number must be in the correct format (four sets of numbers
separated by periods, with no spaces).

Example: 192.168.100.100
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Basic System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Wizard
Wireless

ISP Connection
DHCP

DHCP Server

When any device on your network is turned on, it must be assigned an IP address to communicate with
other devices on the network. DHCP (Dynamic Host Configuration Protocol) assigns these IP addresses
to devices on your network. Leave DHCP set to On and be sure that you have selected "Obtain an IP

address automatically” in the Internet Protocol (TCP/IP) Properties dialog box on your client computers.

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B WIZARD DHCP Server
B WIRELESS The wireless Router is initially setup as a DHCP Server and distributes IP addresses to
the LamM network automatically,
" ISP
CONNECTION
5 DHCP DHCP Server: & on 0 OFf
Starting IP Address: 192 192, 163 168 .00 . |100
Ending IP Address: 192 192, 168 168 .00 . [199
m Lease Time: |1Week »
s
M=
As simple as you want ic -
As advanced as you make it DHCP Client Table
‘Hust Name ‘IP Address |MAC Address ‘Expired Time
[unknown  [192.188.0.100  [00-20-ED-6C-D1-46  |Apr/0B/2002 04:00:00

Gopyright @ 2003 Advanced American Telephones, All Rights Reserved,
ATRT and the Globe Design are trademarks of ATET Corp., licensed to Advanced American Telephones,

[&]Done [ [ @ nternet

« Starting IP address: The starting IP address for the DHCP server's IP assignment.
* Ending IP address: The ending IP address for the DHCP server's IP assignment.
» Lease Time: The length of time for the LAN IP address lease.

» DHCP Client Table: This is a list of all network computers, showing the host hame, IP address, MAC
address and expired time for each.
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Advanced System Settings

Advanced

Virtual Server

Virtual Server

If you want to use a network computer as a virtual server (to host web sites or FTP sites, for example)
you can configure the router to direct incoming traffic to your server.

5l VIRTUAL SERVER Virtual Server =l
s MULTIMODE Allow Internet users to access LAN services,

APPLICATIONS
B FILTERS virtual Server: © on & Off
B FIREWALL Mame: 5| CLEAR
B DMZ

Private IP:
Bl ROUTING
Protocol Type: |TCP 'I

Bl PERFORMANCE

As simple 35 you want it
As advanced as you make it

Virtual Server Table

Private Port:
Fublic Port:

Schedule:

© always
© From

Bl APPLY | [B] CANCEL

Name Private IP [Protocol Schedule
[T |[virtual Server FTP 0.0.0.0 TCP 21/21 always L] EDIT || 5] DELETE =
[T |virtual Server HTTP |0.0.0.0 TCP 80/80 always  ||Z] EDIT ||5] DELETE
[T [wirtual Server HTTPS |0.0.0.0 TCP 443/443 always 5] EDIT || 7] DELETE
[T [wirtual Server DNS  |0.0.0.0 UDP 53/53 always [2] EDIT || 2] DELETE
[T |virtual Server SMTP |0.0.0.0 TCP 25/25 always ||l EDIT |[2] DELETE
[T |virtual Server POP3 |0.0.0.0 TCP 110/110  |always | EDIT || 5] DELETE |

a Done

[ [ @ mtemet

 Virtual Server: (Default Off) Click On to designate a local network computer as a server.

* Name: Enter a name for the computer to be designated as a server.

+ Private IP: Enter the IP number of the computer to be designated as a server .

* Protocol Type: (Default TCP) The protocol used for the virtual service.

+ Private Port: Enter the port number of the service used by the Private IP computer.

* Public Port: Enter the port number on the WAN side that will be used to access the virtual service.

» Schedule: Enter times when you want to allow access to the server (or click Always to allow
unlimited access).

You can create a new virtual server by entering the above fields, or use settings for several of the most
commonly used services by clicking an Edit button in the Virtual Server table at the bottom of the
screen. This will copy the proper settings into the fields above. You will only need to enter the IP address
of your server computer (you can find this number by displaying the DHCP screen; see page 21).

Example: To host a personal web site, click the Edit button beside Virtual Server HTTP, then enter a
name for your server and its IP address (from the DHCP screen shown on page 21).

Name: My Web Server

Enter a name here

Private IP: 192.168.0.25 == Enter your server’s IP address here
Protocol Type: TCP

Private Port: 80
Public Port: 80

Schedule: Always

A

Following fields are filled in automatically
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Advanced System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help
Virtual Server
Multi-mode Applications
Filters
Firewall
DMz
Routing
Performance

Multiple Connection Applications

This option allows compatibility with applications that require multiple connections (video conferencing,
Internet telephony, gaming, etc.).

Basic > Advanced Admin Status Shortcuts Help

< advanced
\ > AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
Bl YIRTUAL SERYER Multiple Connection Applications
Allow users to run applications that require multiple connections.
= MULTI MODE
APPLICATIONS
& FILTERS Multinle Connection spplications: © on & Off
Bl FIREWALL Mame: | CLEAR
B DMZ Trigger Port: -
B ROUTING Trigger Type: | TCP =
B PERFORMANCE Public part;
Public Type: |TCP =
Multi Mode: © On & off
Bl APPLY | [E] CANCEL
K \EI " Multiple Connection Table
As simple as you want it Name Trigger public
As advanced as you make it
----------- " |Dialpad 7175 51200-51201,51210 | [l EDIT |[&5] DELETE |
[ |Half-Life 27015 27015 L] EDIT | |5] DELETE
[T |Quake 27960 27960 51 EDIT | ] DELETE
[T |Unreal Tournament  |7777-7778 | 7777-7778 L EDIT | [5] DELETE _|
#] Done [ [ @ mtemet

You can set up as many profiles as you like for applications that require multiple connections. You can
enter settings for several of the most commonly used applications by clicking an Edit button in the table
at the bottom of the screen. This will copy the proper settings into the fields above.

* Multiple Connection Applications: (Default Off) Click On to enable multiple connections.

* Name: Enter a name for this application.

» Trigger Port: Enter a port for use by this application. You can enter a single port or a range of ports.
« Trigger Type: Choose a protocol to be used by this application (usually TCP).

* Public Port: This is the port number on the WAN side that will be used to access the application. You
may define a single port or a range of ports. You can use a comma to add multiple ports or port
ranges.

* Public Type: Choose a protocol to be used by this application (usually TCP).
* Multi Mode: Select On to enable multiple connections.

When you are finished, click Apply to establish your new application. It will be added to the table of
applications at the bottom of the screen.
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Advanced System Settings

Advanced

Filters

Filters

Filters allow you to control Internet access from networked computers. Options allow you to restrict
access to specific web sites, restrict access to all web sites except those you designate, or restrict
access to other computers on your local area network (LAN). There are four types of filters:

 IP filters: Prohibit Internet access by particular LAN IP addresses (see below).

* MAC filters: Prohibit Internet access or LAN access by specific computers (see page 25).
* URL blocking: Prohibit access to groups of web sites by key word (see page 26).

+ Domain blocking: Prohibit access to web sites specified by name (see page 27).

B VIRTUAL SERVER
= TE;E;C“J’:?PJNS Control LAN user's access to the Internst,
@ IPFilters URL Blocking
Bl FILTERS . .
© MaC Filters ¢ Domain Blocking
Bl FIREWALL
1P Filters
B DMZ
5 ROUTING Deny LAN IP addresses access to the Internet.
:
IP Filters: € on @ off 2] cLEar
El PERFORMANCE
e | N
Port: -
Protocol Type: |TCP =
4
he=l.
Schedule:
© always
© From
tirne: |00 x| |00 =] |AM *| +0 |00 x| |00 *| [AM ¥
day: |Sun 'Itﬂ Sun ¥
Il APPLY | [2] CANCEL
1P Filter Table
IP Range Protocol Schedule o
e TCP 20-21 ahways 1 EDIT | [ 3] DELETE
[ TCP &0 always 2] EDIT | [3] DELETE
[l TCP 443 always | EDIT | [5] DELETE
[ UDP 53 ahways El EDIT | [ 2] DELETE
r- TCP 25 always 531 EDIT |[5] DELETE Jd|
#] Done [ [ @ mtemet

IP Filters

To add a new filter, fill in the fields above and click Apply. You can block access to several of the most
commonly used ports by clicking an Edit button in the IP Filter table at the bottom of the screen. This will
copy the proper settings into the fields above. You will only need to enter the IP address of the computer
to be affected by the filter (you can find this number by displaying the DHCP screen; see page 21).

* IP Filters: (Default Off) Click On to enable IP filters.

» IP: Enter the IP address of any network computer to block Internet access from that computer. To
block access for multiple computers, you can enter a range of IP addresses.

» Port: Enter a single port or a range of ports that will be denied Internet access. (Leave this field blank
to deny access to all ports.)

* Protocol Type: Choose a protocol type to block.

* Schedule: Enter times when Internet access will be blocked, or click Always to allow no Internet
access at any time.

When you are finished, click Apply to add a new filter to the list.
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Advanced System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMZ

Routing

Performance

MAC Filters

A MAC address is a unique serial number for each hardware adapter. This filter allows you to block Internet
and LAN access from network computers by specifying the computer’s MAC address (you can find this
address by displaying the DHCP screen; see page 21).

K
e

%AW
Basic > Advanced Admin Status Shortcuts Help
S advanced
\ AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

VIRTUAL SERVER

MULTI MODE Control LAN user's access to the Internet,

|

B
APPLICATIONS . .
© IPFilters ¢ URL Blocking
Bl FILTERS
@ MaC Filters ¢ Domain Blocking
El FIREWALL
MAC Filters
H DMZ Contral LAM cornputers' access to the Internet using their MAC Addresses.
Bl ROUTING @ Turn off MAC Filters
Bl PERFORMAMNCE © Only allow MAC address listed below to access Internet fram LaN
© Only deny MAC address listed helow to access Internet from LAN

ﬂ Mame: | B CLEAR

e,

4 MAC Address:

A=l - r—r—rr

DHCP Client: [unknawn,00-20-E0-6C-D1-46 x| [21 Ao
As simple 25 you want it
As advanced as you make it
------------
MAC Filter Table 7
|Name |MAC Address ‘ ‘

£] Done [ [ [ mtemet

» Turn off MAC Filters: (Default On) Click another option below to enable MAC filters.

* Only Allow...: Click to allow Internet and LAN access to the computer you select (all others are denied
access).

* Only Deny...: Click to deny Internet and LAN access to the computer you select (all others are allowed
access).

* Name: Enter a name to identify the filter you are creating.

+ MAC Address: This field displays the MAC address of a computer selected from the DHCP Client list
(see description below).

+ DHCP Client: Computers assigned a number by the DHCP client are listed here. Click the drop-down
list, select a computer and click Add to designate a computer that will be affected by the filter you are
creating.

When you are finished, click Apply to add a new filter to the list.
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Advanced System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMZ

Routing

Performance

URL Blocking

Use URL Blocking to prohibit access to groups of web sites by using key words. A URL (Uniform
Resource Locator) is the Internet address of a web site (usually beginning with “http://”). The key words
you enter will determine which web sites are blocked. If the key word you enter appears in any part of
the URL, access to that site will be denied.

Basic = Advanced Admin Status Shortcuts Help

= advanced

\- ” AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

Bl VIRTUAL SERVER Filters
= TE;IT;C“J’:?I[);NS Control LAN user's access to the Internst.,
© IPFilters URL Blocking
Bl FILTERS - )
© MacC Filters ¢ Domain Blocking
Bl FIREWALL
URL Blocking
B DMZ URLs which contain keywords listed below will be blocked,
Bl ROUTING
URL Blocking: € @
B PERFORMANCE g on & Off

keyword: 3] ADD

5] DELETE

B APPLY | [B] CANCEL

5] HELP

Copyright @ 2002 Advanced American Telephones. all Rights Reserved,
ATET and the Globe Design are trademarks of AT&T Corp., licensed to Advance d American Telephones, Jid|

#] Done [ [ @ mtemet

* URL Blocking: (Default Off) Click On to activate blocking, or Off to disable blocking and allow access to
all web sites.

+ Keyword: Enter a key word that commonly appears in the URL of sites you want to block, then click
Add. Access will be denied to all web sites whose addresses contain this keyword. You may enter as
many keywords as you like.

+ Delete Keyword: To remove a keyword, highlight it, then click Delete. This will allow access to
web sites whose addresses contain this keyword.

When you are finished, click Apply to add a new filter to the list.

Example: To help prevent network computer users from visiting retail shopping web sites, you could enter
“shop” as a keyword. Access to sites with the word “shop” in the web site address would be denied.
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Advanced System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications

Performance

Domain Blocking

Use Domain Blocking to prohibit access to specific web sites. This option allows you to enter the full
name of each web site to be blocked. Domain blocking will allow or deny all types of access (http, ftp,
etc.) to each web site listed.

HEEEE B =

VIRTUAL SERVER

MULTI MODE
APPLICATIONS

FILTERS

FIREWALL
DMZ
ROUTING

PERFORMANCE

Control LAN user's access to the Internet.,
© IPFilters URL Blacking

 MaC Filters ' Domain Blocking
Domain Blocking
© off
© Black only domains listed

© Permit only domains listed

Permitted Domains

| 3] ADD

5] DELETE

Blocked Domains

| ] ADD

] DELETE

Bl APPLY | [l CANCEL

=

-

a Done

[ [ @ mtemet

* Domain Blocking: (Default Off) Click another option below to enable domain blocking.

* Block Only...: Click to prohibit access to the sites you enter (all other sites are accessible).

* Permit Only...: Click to allow access only to the sites you enter (no other sites are accessible).

* Permitted Domains: Enter the full URL of an approved site, then click Add.

» Blocked Domains: Enter the full URL of a site you want to block, then click Add.

When you are finished, click Apply to add a new filter to the list.

Example: Households with young children may wish to allow access only to certain web sites. Click the
Permit Only option, then add approved site addresses to the “Permitted Domains” list. Access will be
denied to any site not listed here.
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Advanced System Settings

Advanced

Firewall

Firewall Rules
This feature can provide additional security protection by helping to prohibit unauthorized access to your

network.
B YIRTUAL SERVER Firewall Rules -
s MULTIMODE Control traffic passing through the Wwireless Router,
APPLICATIONS
® FILTERS Firewall Rules: © on & oOff
&l FIREWALL Mame: 5| CLEAR
B DMZ .
action: € allow © Deny
Bl ROUTING
Bl PERFORMANCE Interface IP Range Start 1P Range End Protocol Port Range
Source: I" j | I
Destmatmn:l“ j | | |TCP j I .I
4
=l
Schedule:
© Always
© Fram

time: M:I@Mtum:mm
day: |Sun 'ItU Sun *
B APPLY | [B] CANCEL

Firewall Rules Table

Action MName Source Destination Protocal
¥ |Deny Default - LAN® L UN
M Alow Default LAN® - PO
Bl HELP i
£] Done [ [ [ mtemet

Firewall Rules: (Default Off) Click On to enable firewall protection.
Name: Enter a name to identify the firewall profile you are creating.

Action: Click Allow to permit specified computers access to your network, or Deny to prohibit access
to them.

Interface: (Default All) Choose LAN to protect against incursion from users of your local area net-
work, WAN to protect against incursion from others who may have access through the Internet, or *
(all) to select both.

IP Range: Enter an IP address of a computer that will be allowed or denied access to your network.
To include multiple computers, you can enter a range of IP addresses.

Protocol: Select a protocol type to be applied to this firewall profile.

Port Range: Enter a port (or a range of ports) to be allowed or denied access to your network. If you
leave this field blank, all ports will be allowed or denied access.

Schedule: Enter times when this firewall profile will be in effect, or click Always to provide continuous
protection.

When you are finished, click Apply to add a new firewall profile to the table at the bottom of the screen.
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Advanced System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMz

Routing

Performance

DMZ

DMZ (Demilitarized Zone) is a feature that allows specified network computers unrestricted Internet

access. Computers designated as DMZ are not affected by other security measures (firewall protection,

parental controls, etc.).

Use this option with caution. Computers designated as DMZ may be vulnerable to security risks.

advanced

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

+ DMZ: (Default Off) Click On to allow unrestricted Internet access to designated computers.
» |IP Address: Enter the IP address of a computer to be allowed unrestricted Internet access.

When you are finished, click Apply.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G

B VIRTUAL SERVER DMZ
g MULTIMODE Allow a single computer on the LAN unrestricted access.,
APPLICATIONS
B FILTERS DMz: © on & off
FIREWALL
= IP Address: 192 192, 166 168 . 00 . |0
5 oMz (55 APy | [T caneer
B ROUTING
-_ﬂ HELP
Bl PERFORMANCE
==
i EI .
As simple as you want i
As advanced as you make it
€] Dane [ [ @ internet
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Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMZ

Routing

Performance

Routing

Options on this page should be changed only if necessary to manage very complex setups, such as a
network that is subdivided into several sub-networks. These options can control how your router manages
information between the subnetworks. Unless you are very skilled at network administration, do not
change the default settings.

P advanced
\- AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B VIRTUAL SERVER
MULTI MODE
Bl BPLICATIONS @ Static € Dynamic ¢ Routing Table
= FILTERS
B FIREWALL
B DMZ MNetwaork Address:
2 ROUTING Metwork Mask:
B PERFORMANCE
Gateway Address:
Interface: [LAN =
m Metric: l—(ramgellwlﬁ)
=
As simple as you want it (e Tiefite
As advanced as you make it
----------- ‘Address ‘Mask |Gatewav ‘Inter‘fa:e ‘Metri: | |
Copyright @ 2003 Advanced American Telephones, All Rights Reserved, =l
|&] Dene [ [ mermet

Static routing

Enter information at this screen to add a static (permanent) route to a subnetwork.

* Network Address: Enter the static IP address of the subnetwork. Your ISP or network administrator

may provide you with this information.

* Network Mask: Enter the network (or subnetwork) mask for your network. If you leave this field blank,

the network mask defaults to 255.255.255.0.

+ Gateway Address: Enter the gateway address for your network. Your ISP or network administrator

may provide you with this information.

* Interface: Select the interface you use to connect to the subnetwork (LAN, if local area network, or

WAN, if wide area network).

* Metric: Enter the metric you want to apply to this route.
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Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMZ

Routing

Performance

Dynamic Routing

Select this option to control how the router automatically builds routing information. Consult your network
administrator before doing so.

Basic > Advanced Admin Status Shortcuts Help

advanced

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B VIRTUAL SERVER
MULTI MODE
Bl BPLICATIONS  Static & Dynamic ¢ Routing Table
B FILTERS
Bl FIREWALL
B DMZI NAT: & on © off
5 ROUTING Transmit: & Off ©© RIP1 € RIP2
E PERFORMANCE Receive: & Off © RIPL © RIP2
__ﬂ APPLY __ﬂ CANCEL
ir o
4
=l
As simple as you want it
As advance- u make it
Copyright @ 2003 Advanced American Telephones. All Rights Reserved,
ATAT snd the Globe Design sre tradermarks of AT&T Carp., licensed to Adusnced Arnetican Telephones. LI
|&] Dene [ [ mermet

NOTE: Consult your Internet Service Provider (ISP) or network administrator before changing these settings.

* NAT: (Default On) NAT stands for Network Address Translation (also known as IP masquerading)
which enables your local area network to identify itself to the Internet with one address. You should
leave this setting on unless directed to do otherwise by your network administrator.

* Transmit: (Default Off) If you enable dynamic routing, you should choose RIP2 (Routing Information
Protocol 2) unless directed to do otherwise by your network administrator.

* Receive: (Default Off) If you enable dynamic routing, you should choose RIP2 unless directed to do
otherwise by your network administrator.
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Basic > Advanced > Admin > Status > Shortcuts > Help

Virtual Server
Multi-Mode Applications
Filters

Firewall

DMZ

Routing

Performance

Routing Table

This screen displays existing routes to various subnetworks.

advanced

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

# VIRTUAL SERVER
MULTI MODE . . .
B PPLICATIONS € static © Dynamic @ Routing Table
B FILTERS Routing Table
B FIREWALL
B DMZ ‘Netwurk Address |Network Mask ‘Gateway Address |Interface ‘Metric ‘Type |
&l ROUTING
B wer
B PERFORMANCE

=l

As simple as you want it
As advance u make it
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* Network Address: Displays the network IP address of the connected subnetwork.
* Network Mask: Displays the network mask of the connected subnetwork.

+ Gateway Address: Displays the gateway address to connect the subnetwork.
 Interface: Displays whether the subnetwork is connected via a WAN or LAN.

* Metric: Displays the metric of the connected subnetwork.

» Type: Displays whether the subnetwork has a static or dynamic IP route.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G

32



Advanced System Settings

Advanced

Performance

Wireless Performance

If excessive data errors occur repeatedly, you may be able to correct the problem by adjusting the settings
on this screen. The default settings usually work well, and any changes you make may degrade network
performance. Consult your network administrator before making any changes.

HEEEE @ B

.
2ol advanced

\— » AT&T PLUGE&SHARE™ DATA NETWORKING PRODUCTS

VIRTUAL SERVER Wireless Performance

wWireless Performance control features:

MULTI MODE

APPLICATIONS

FILTERS Beacon interval: 100 (msec, range: 1~1000, default: 100)

FIREWALL DTIM interval: |3 (range: 1~255, default:3)

DMz BasicRates: & 1-2 (Mbps) © 1-2-5.5-11 (Mbps) ¢ 1-2-5.5-11-22 (Mbps)
ROUTING T¥ Rates: € 1-2 (Mbps) (7 1-2-5,5-11 (Mbps) ™ 1-2-55-11-22 (Mbps)
PERFORMANCE Preamble Type: & Short Preamble © Long Preamble

Authentication: © Open System © Shared Key @ Auta
1 APPLY | [B] CANCEL

] HELP

Beacon interval: (Default 100) Beacons are packets sent by the router to synchronize a wireless net-
work. Higher numbers make performance more reliable; lower numbers increase speed. You can set a
beacon interval between 1 and 1000 milliseconds. You should not change this setting unless directed
to do so by a network administrator.

DTIM interval: (Default 3) Delivery Traffic Indication Message specifies the interval between notifica-
tions sent by your router to client computers. Higher numbers generate more frequent notifications.

Basic Rates: (Default 1-2 Mbps) Choose a basic transfer rate compatible with the slowest wireless
adapter connected to your wireless network.

TX Rates: (Default 1-2-5.5-11-22-54 Mbps) TX stands for Transmission Rate. Choose a transmission
rate compatible with the slowest wireless adapter connected to your wireless network.

Preamble Type: (Default Short Preamble) The Preamble Type refers to the radio preamble, or header,
which is transmitted at the beginning of a packet of data.You should not change this setting unless
directed to do so by a network administrator.

Authentication: (Default Auto) Authentication Type enables the user to configure type of client
authentication used for acquiring access to the wireless network. Open authentication allows all clients
to connect to the network. Shared Key authentication requires the client to use the same WEP
encryption key as that used by the wireless router. You should not change this setting unless directed
to do so by a network administrator.
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Administrator System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help
Passwords
Settings
Backup
Other

Passwords

To protect your network you can set passwords to prevent unauthorized access. The Administrator you
designate can change all router settings, including the passwords. Users can view settings, but cannot
change them.

> Admin Status Shortcuts Help

admin

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

5 PASSWORDS Administrator Settings
B SETTINGS Administrator (Login Name: "admin"}
E BACKUP New Password:
B OTHER Confirm Password:
User {Login Mame: "user')
E MNew Password:
i |E| .
Canfirm Password:
As simple as you want it
As advanced as you make ic
"""""" Remote Management
© on & off
1P Address: |*
Part: | 8080 » —
=l
€] Done [ [ @ internet

Administrator settings
» Enter passwords for Administrator and User. Confirm by re-entering them in the fields below.

Remote Management (Default Off)

If turned on, this feature allows you to change router settings from a remote location (i.e., via the
Internet). A username and password is required for access to the browser-based management interface.

» IP Address: Enter the Internet IP address of a computer that has access to the router. You can use a
wildcard asterisk (*) to allow all Internet IP addresses access to your network.

* Port: Enter the port number used for access to the router.
Example: http://x.x.x.x:8080

(Where x.x.x.x is the WAN |P address of the router and 8080 is the port used for the web management
interface.)

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 34



Administrator System Settings

Admin

Settings

Bl PASSWORDS Local Network
Bl SETTINGS Local Time: Aprf01/2002 Ddizeizz 2] SETTIME
B BACKUP . .
The IP address and related information for your Wireless Router.,
Bl OTHER

Copyright © 2003 Advance d Arnerican Telephanes, All Rights Reserved,
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IP Address: IW 92.168.01
Subnet Mask: |255.255.255.D
Local Damain Name:l (optiohal)

Dynamic DNS

DONS: © on @ Off

Server Name: l—
Host Name: l—
User Name: l—

Password: l—

Universal Plug and Play

Universal Plug and Play: & on © Off

Il APPLY | [2] CANCEL

| HELP
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Local Time: Click Set Time to set the date and time manually, or set the router to obtain time auto-
matically by connecting to a Network Time Protocol server (NTP). Correct time setting is important for
activities such as event scheduling and logging.

IP Address: (Default 192.168.0.1.) The Internet Protocol (IP) address of your router is private and
cannot be seen on the Internet. You can change this number if needed, but it is usually not necessary
to do so.

Subnet Mask: (Default 255.255.255.0.) The subnet mask (subnetwork mask) is an address used to
direct messages to a specified network segment (i.e., a subnet). You should not change this address
unless directed to do so by your network administrator.

Local Domain Name (optional): If desired, you can enter a name here to identify your wireless network.

DDNS: (Default Off) This stands for Dynamic Domain Name System. You should click On to enable
this feature if you host a web site or FTP site visited by users outside your local area network. This
will assure access to your site even if the IP address is changed by your Internet Service Provider.

Names and password: If you enable DDNS, enter the name of the server hosting your site, and the
site host name, user name and password required for access.

Universal Plug and Play: (Default On) This option makes the router compliant with the Universal
Plug and Play standard, which allows compatibility with equipment made by different manufacturers.
You should leave this feature turned on unless directed to turn it off by your network administrator.
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Administrator System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help
Passwords
Settings
Backup
Other

Backup Router System Settings

At this screen you can back up all system settings by saving them in a file on your local hard drive, or

restore saved settings if the router becomes unstable and needs to be reset.

> Admin Status Shortcuts Help

B
‘\« , admin

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B PASSWORDS Wireless Router Settings
B SETTINGS Save Settings To Local Hard Drive

5

I
:

& BACKUP

B OTHER Load Settings From Local Hard Drive
Erowse..
51 LoAD

T

.|

Restore To Factory Default Settings
M

As simple as you want it

Reboot Wireless Router
As advance

3] REBOOT

Copyright @ 2003 Advanced American Telephones, All Rights Reserved,
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+ Save Settings to Local Hard Drive: To back up your system settings, press Save, then choose a

location on your local hard drive where you want to keep the backup file.

* Load Settings from Local Hard Drive: To restore saved settings, click Browse to search the local

hard drive for the backup file you want to use. Highlight it, then click Load to restore saved settings.

* Restore to Factory Default Settings: Click Restore to reset the router to its original factory default
settings. You should not use this option unless directed to do so by your network administrator. It will

delete all changes you have made to all settings.

* Reboot: This option saves all current settings, then shuts down and restarts the router to reinitialize it.
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Administrator System Settings

Basic > Advanced > Admin > Status > Shortcuts > Help

Passwords
Settings
Backup
Other

Other Options

B = Admin Status Shortcuts Help
‘« P admin
\ : AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B PASSWORDS Ping Test
B SETTINGS Send "Ping" packets to check whether a computer is on the Internet.
= BACKUP Host Mame or IP address
& OTHER
| 5 PING
E Deny WAN Ping
i |E| ]

Deny or allow others from discovering your specific IP address.

As simple as you want it
As advanced as you make ic

,,,,,,,,,,, WANPing  ® Deny © allow

¥PN Pass-Through

Makes the router transparent to WPH network.,

PPTP & on  oOff —

IPSec & on © Off

=
[&]Done [ [ @ nternet

* Ping Test: To check whether a computer is connected to the Internet or to your LAN, enter its host
name or IP address, then click Ping (“Packet Internet Groper”). If the computer is currently connected
to the Internet (or to your LAN) you will see a verification message (unless that computer is set to
deny Ping queries; see below).

+ WAN Ping: (Default Deny) This option instructs your network to ignore Ping queries, to protect
against unauthorized access by others outside your network. You should leave this option set to Deny
unless instructed to do otherwise by your network administrator.

* VPN Pass-Through: (Default On) The router supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Security). Turning both of these On pre-
vents your router from blocking access to another network you may wish to use.
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Status Screens

Basic > Advanced > Admin > Status > Shortcuts > Help

Router Info
Activity
Traffic
WLAN

Router Information

This screen displays the current status of the router (see descriptions below).

ROUTER INFO Router Information
ACTIVITY

B =

Firmweare Version: v1.5b

[}

TRAFFIC

[ ]

WLAN

MAC Address: 00-0D-14-00-06-67
IP Address: 192,168.0.1
Subnet Mask: 255.255.255.0
EI . DHCP Server: Enabled

*

=

WAN

As simple as you want i
As advanced as you make it

........... MAC Address: 00-20-E0-6C-D1-46
Connection: DHCP Client Discannected
2] DHCP RELEASE | [3] DHCP RENEW
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
DMS:

Wireless

MaC Address: 00-0D-14-00-0B-96
SSID: atat
Channel: 6
WEP: Disabled

2] HELP

Copyright @ 2003 Advanced American Telephones, All Rights Reserved,
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* Router Information: Displays the router’s current firmware version. (See page 47 to download a
more recent version if one is available.)

* LAN: Displays the status of your Local Area Network connections (MAC Address of the Ethernet LAN
connection, IP Address, Subnet Mask, and DHCP server setting).

* WAN: Displays the status of your Wide Area Network connections (MAC Address of the Ethernet
WAN connection, IP Address, Subnet Mask, Default Gateway, and DNS (Domain Name Server). The
connection type will be displayed if you are connected. If you have a dynamic connection, buttons
allow you to release or renew the IP Address assigned by your Internet Service Provider. If you have
a PPPoE connection, you will see options for connecting or disconnecting it.

* Wireless: Displays the MAC Address of the wireless connection, SSID, channel, and WEP Encryption
status.
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Status Screens

Basic > Advanced > Admin > Status > Shortcuts > Help

Router Info
Activity
Traffic
WLAN

Activity

This screen displays a record of the most recent 200 network events. After 200 events are recorded, new
entries will overwrite older ones. Each time the router is reset or turned off, all entries are deleted. The
Activity Settings option allows you to keep a permanent record of these events (see below).

» Status Shortcuts Help

status

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

B ROUTER INFO Show Activity
B ACTIVITY Shows the activities occurring on the Wireless Router, Click on Activity Settings for
advanced features.
B TRAFFIC
B WLAN |21 FIRST PAGE | 5] LAST PAGE | [13] NEXT | 3] CLEAR | [3] ACTNITY SETTINGS
page 1 of 18
Time Message Source | Destination | Note
m Apr/01/2002 04:31:27 DHCP Discover
inEI " Aprf01/2002 04:31:22 DHCP Discaver

Apr/01/2002 04:3L:21 DHCP Discover no response
e Apr/01/2002 04:31:20  [DHCP Discover
"""""" Apr/01/2002 04:30:47 DHCP Discover
Aprf/01/2002 04:20:20 DHCP Discaver
Aprf/01/2002 04:30:22 DHCP Discover
Apr/01/2002 04:30:17 DHCP Discover

Apr/01/2002 04:30016 DHCP Discover ho response
Apr/01/2002 04:30:15 DHCP Discover

|&] Dene | |4 meermet

* First Page: Go to the beginning of log entries.
+ Last Page: Go to the end of log entries.

* Previous: Move back one page.

* Next: Move forward one log page.

» Clear: Delete all log entries.

+ Activity Settings: Displays a page allowing you to save log entries, or automatically send them by
email to another location.
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Status Screens

Basic > Advanced > Admin > Status > Shortcuts > Help

Router Info
Activity
Traffic
WLAN

Traffic Statistics

This screen displays a summary of traffic handled by your wireless network (volume of data sent and
received by your Local Area Network and Wide Area Network).

Basic Advanced Admin > Status Shortcuts Help

status

AT&T PLUG&ASHARE™ DATA NETWORKING PRODUCTS

ROUTER INFO Traffic Statistics

=

B ACTIVITY Receive and Transmit packets as shown below,

B TRAFFIC

B WLAN

Receive Transmit
WAN 0 Packets 149 Packets
r_' LAN 2249 Packets  |3357 Packets
i?’lEI WIRELESS |642 Packets 1147 Packets
| .

As simple as you want it
As advanced as you make it 21 HELP
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* Refresh: Click to update the screen and see the most recent traffic statistics.
* Reset: Click to delete all recorded data.
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Status Screens

Basic > Advanced > Admin > Status > Shortcuts > Help

Router Info
Activity
Traffic
WLAN

Wireless

This screen displays a list of all client computers currently connected to your wireless router.

Basic Advanced Admin > Status Shortcuts Help

Y status
\ AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
B ROUTER INFO WLAN Client Table
B ACTIVITY Displays clients wirelessly connected to your Router,
B TRAFFIC "
|Cnnne|:ted Time |MAC Address |
& WLAN

ol
e o

As simple as you want it
As advanced as you make it
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Shortcuts

Shortcuts
Parental Control

Parental Control

This option allows you to restrict Internet access from networked computers. You can completely deny
access to the Internet for a specific computer, or you can restrict access to a list of approved web sites
(for example, you might enter "childs_school.com” , "reference.com" and similar web sites to allow your

child to use the internet for homework).

hortcuts E
L%
AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
s PARENTAL Parental Control
CONTROL o
5 GAMING Select the computers which will have limited {or no) Internet access.(MAX: 10 computers)
- PERSONAL Rarental Contrall © gn & off
WER SITE Narmne: I— 5] CLEAR
5 PERSONAL - -
FTP SITE MAC Address: I I I I I I
" INTERNET X
TELEPHONY DHCP Client: IunkﬂDWn,UU-ZD-EU-BC—D1-4B ~| [21 ApD
P Control Domains
TN
ke Allow users to access only these domains{MaX: 5 domains):
4s
i IEI . I 51 ABD
A
As 5] DELETE
5] APPLY | [B] CANCEL
Parental Controls
‘ |Name ‘MAC Address | |
[B] vELP
Copyright @ 200% Advance d American Telephaones, Al Rights Reserved. |
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» Parental Control: (Default Off) Click On to activate Parental Control for the selected computer. To

[ [ @ nternet

select a computer, enter a computer name or MAC address, or click the drop-down menu to select a

computer from a list of DHCP Client computers. In the Name field, enter a name for this Parental

Control profile.

» Control Domains: Enter approved web site names here, then click the Add button after each entry.

You many enter up to 5 web sites. Users of this computer will be denied access to any sites not listed.

To remove a web site from the list, highlight it and click Delete. Click Apply when you are finished

modifying the list.

NOTE: If you want to prohibit all Internet access from this computer, delete all names from the Control

Domains field (leaving it empty), then click Apply.

» Parental Controls: The parental control profiles you have created are listed in the table at the bottom

of the page. To modify any existing profile, highlight the profile name and click the Edit button.
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Shortcuts

Basic > Advanced > Admin > Status > Shortcuts > Help

Parental Control
Gaming

Personal Web Site
Personal FTP Site
Internet Telephony

Gaming

At this screen you can create profiles for Internet games that require multiple connections. These profiles
are sometimes necessary to allow interactive gaming, by preventing other settings (such as Network
Address Translation) from inhibiting the multiple connections.

B.
‘ X
B shortcuts
\ ’ AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
5 PAREMNTAL Gaming Applications
CONTROL
Create settings for Internet gaming. Enter 3 new game entry or select a game provided
B GAMING from the Table.
5 PERSONAL
WEB SITE Provide new game in fields below,
= EEESS?'II}IEAL Special Games: © on & Off
m INTERNET Hame: El CLEAR
TELEPHONY
Trigger Port: ,I
Trigger Type: |TCP =
v Public Dnr’t:l
4
|“EI . Public Type: | TCP =
1 APPLY | [B] CANCEL
Special Games Table
Name Trigger Public
¥ |Meed for Speed 3 1030 1030 [ﬂ EDIT |2J DELETE
] HELP
|&] pene [ |4 meemet

» Special Games: (Default Off) Click On to activate this feature. Click Off to prohibit access to games
requiring multiple connections. (Click the check box beside any game profile to allow or deny access to
an individual game.)

* Name: Enter a name to describe the game profile you are creating.

» Trigger Port: Enter a port for use by this application. You can enter a single port or a range of ports.
» Trigger Type: Select the protocol (TCP, UDP, or both) to be used for access to the game.

* Public Port: Enter a public port for use by this application.

* Public Type: Select the protocol (TCP, UDP, or both) to be used by the incoming communication.

» Apply: Click to add a new game profile to the table at the bottom of the screen.

» Cancel: Click to clear all fields and begin again.

» Special Games Table: Click the checkbox beside any listing to enable or disable a game profile. Click
anywhere on the line, then click Edit to change its attributes or Delete to remove it from the Special
Games Table.
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Shortcuts
Basic > Advanced > Admin > Status > Shortcuts > Help

Parental Control
Gaming

Personal Web Site
Personal FTP Site
Internet Telephony

Personal Web Site

This option allows you to designate a network computer as a virtual server to host your personal web site.
You can create a profile for each site, so that site visitors will be directed to the server hosting that site.

Basic Advanced Admin Status > Shortcuts Help

=
Oy shortcuts
\ = AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
g PARENTAL Personal Web Site
CONTROL 2llows any PC on Internet to access Wehsite on a LAM PC selected from the 1P Address
B GAMING Table.
PERSONAL
= WEB SITE This will automatically update your Firewall Rules Tahle,
5 PERSONAL Personal Web Site: ¢ on # Off
FTP SITE Mame: 5] CLEAR
" INTERNET
TELEPHONY LaN Server IP: Elcopy ||192168.0.100 - unknown ¥
Protocol Type: | TCP =
ﬁ LAN Server Port:
!',.EI Public Part:
i .
N Schedule:
As simple as you want it
As advanced as you make ic 0 always
........... & From
time: |00 =] . |00 'I Abt x| 1o |00 = ;IDDv AM
day:|Sun = to|Sun =
5] APPLY | [B] CANCEL
TP Address Table
‘ ‘Name ‘Private 1P |Prutucu| ‘Schedule | | i
5| HELP =l
|&] Dene | |4 meermet

* Personal Web Site: (Default Off) Click On to allow access to the virtual server for the web site.
* Name: Enter a name to describe the virtual server.

* LAN Server IP: Enter the LAN IP address of the computer you want to use as a virtual server (or click
the drop-down menu to see a list of computers, highlight one, and click Copy to add it to the list).

* Protocol Type: Select the protocol (TCP or UDP) you want to use for the virtual server.
* LAN Server Port: Enter the port number of the computer used as a virtual server.
* Public Port: Enter the port number on the WAN that will be used to provide access to the virtual server.

» Schedule: Enter times when you want to allow access to the server, or click Always to allow access
at any time.

* Apply: Click to add the virtual server to the table below.
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Shortcuts

Shortcuts

Personal FTP Site

Personal FTP Site

This option allows you to designate a network computer as a virtual server to host your personal FTP site.
You can create a profile for each site, so that site visitors will be directed to the server hosting that site.

w AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS |
g PARENTAL Personal FTP Site
CONTROL
5 GAMING Allaws any PC an Internet to access FTP site on a LAN PC selected from the IP Address

Table.
PERSONAL
WEB SITE

PERSONAL

[ ]

This will automatically update your Firewall Rules Table,

it Personal FTP Site: 0 on & Off
= INTERNET MHame: 5] CLEAR
TELEPHONY
LAN Server IF: Elcory | [192.168.0.100 - unknown ¥
Protocal Type: | TCP =
5' LAN Server Port:
IﬂEI " Public Part:
As simple Schedule:
As advance u
........... © always
 From

time: |00 =| . |00 'I AM 7| 1o |00 = :I[I[Ijv AM]‘
day:|Sun x| to|Sun ':I
5] APPLY | [B] CANCEL

IP Address Table

‘ ‘Name ‘PrivateIP |Prutucu| ‘Schedule | |

B HELP
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» Personal FTP Site: (Default Off) Click On to allow access to the virtual server for the FTP site.
* Name: Enter a name to describe the virtual server.

* LAN Server IP: Enter the LAN IP address of the computer you want to use as a virtual server (or click
the drop-down menu to see a list of computers, highlight one, and click Copy to add it to the list).

* Protocol Type: Select the protocol (TCP or UDP) you want to use for the virtual server.
* LAN Server Port: Enter the port number of the local computer that is being used as a virtual server.
* Public Port: Enter the port number on the WAN that will be used to provide access to the virtual server.

» Schedule: Enter times when you want to allow access to the server, or click Always to allow access
at any time.

» Apply: Click to add the virtual server to the table at the bottom of the screen.
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Shortcuts

Basic > Advanced > Admin > Status > Shortcuts > Help

Parental Control
Gaming

Personal Web Site
Personal FTP Site
Internet Telephony

Internet Telephony (VoIP)

At this screen you can create profiles for Internet telephone services that require multiple connections.
These profiles are sometimes necessary to allow Internet telephone use, by preventing other settings
(such as Network Address Translation) from inhibiting the multiple connections.

B.
K.
B shortcuts
\ AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS
5 PARENTAL
CONTROL
5 GAMING Create settings for Internet Telephony. Enter a new VolP Service entry or select a VoIP

Service provided from the Internet Telephony Table.
5 PERSONAL
WEB SITE

Enter information about an unlisted WoIP Service you want to use in the fields below,
PERSONAL

B crnsiTe woIP Service: © On & Off
5 INTERNET Name: | &1 ciear|
TELEPHONY
Trigger Port: ,I
Trigger Type: |TCP =
?1 Public Dnr’t:l
|“EI . Public Type: |TCP =
s siemple 2 you want ¢
As advanced as you make it
"""""" Internet Telephony Table
MName Trigger Public
[" |Dialpad |7175 51200-51201,51210 |
-
|&] pene [ |4 meemet

* VoIP Service: (Default Off) Click On to activate this feature and allow users to make and receive
Internet telephone calls. (Click the check box beside any VolP profile to allow or deny access.)

* Name: Enter a name to describe the VolIP profile you are creating.

» Trigger Port: Enter a port for use by this application. You can enter a single port or a range of ports.
« Trigger Type: Select the protocol (TCP, UDP, or both) to be used for access this VolP profile.

* Public Port: Enter a public port for use by this application.

* Public Type: Select the protocol (TCP, UDP, or both) that can be used by the incoming
communication.

» Apply: Click to add this VolIP profile to the table at the bottom of the screen.
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Upgrades

Help

Firmware Upgrade

At this screen you can check to see if a new firmware version is available, and install it. (Firmware controls
your router’s operation, and newer versions may give you more options or increase performance.)

Before downloading and installing new firmware, you should connect your computer to the router with an
Ethernet cable (see page 7).

B BASIC

B ADVANCED
B ADMIN

El STATUS

B SHORTCUTS
B GLOSSARY
B UPGRADES

e

.

As simple as you want it
As advanced as you make it

help

AT&T PLUG&SHARE™ DATA NETWORKING PRODUCTS

Firmware Upgrade

Upgrades for your Wireless Router may be available.

Click here to check for latest firmware,

Current Firmware Version: v1.05

Browse

5] UPGRADE 2] CANCEL

Copyright @ 2003 Advanced American Telephones, All Rights Reserved,
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» Click here to check for latest firmware: Click this link to find out if new firmware is available. If so,
follow the instructions to download the new firmware to your local hard drive.

» Click Browse to search the local hard drive for the firmware to be used for the upgrade.

» Click Apply to complete the upgrade. The screen will display a notice that the router is restarting.

NOTE: Upgrading the firmware will not change any of your system settings, but you should save your
system settings before upgrading your firmware (see page 35).
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Configuring the Wireless Network

Change Network Settings

After your wireless network is installed you can view or change settings at any time. Launch your
Internet browser and enter http://ATT.Router in the URL (web address) field. If the router page
does not appear, enter http://192.168.0.1

Choose the types of settings you want to view or change. Use the horizontal tabs to display
appropriate vertical buttons and click on the vertical buttons on the left of your screen to display
the desired screen.

Once you have changed settings on any screen, click Apply to apply the change to the router.

Configuring Windows® for File and Printer Sharing

Some configuration of Windows® is necessary to make full use of your wireless network. It will
take a few minutes, but it is a one-time process that you will not need to repeat.

Please turn to the pages listed for instructions on how to configure your operating system.

Windows® XP ........ccccceeeviiiinnnn. Pages 49-55
Windows® 2000 ........................ Pages 56-61
Windows® Me/98 SE ................ Pages 62-67

Caution
Before making any changes to your networking settings, please review this section carefully.

Failure to follow these instructions precisely may result in the inability to log into your network
or computer.

If your computer is part of a work environment, please contact your IT professional before
proceeding.

AT&T Plug&Share™ 54 Mbps Wireless Router 6800G 48



Configuring the Wireless Network — Windows® XP

Windows® XP

Configure Windows® XP for Network Sharing

Caution

Before making any changes to your networking settings, please review this section carefully.

Failure to follow these instructions precisely may result in the inability to log into your network or

computer. If your computer is part of a work environment, please contact your IT professional

before proceeding.

Internet
Internet Explorer

| E-mail
Hatrnail

\’ MSH Explorer

..—-} My Documents
b My Recent Documents #

_j} My Pictures

j My Music

e Windows Media Player 5.! My Computer
‘g My Network Places

@ ‘Windows Movie Maker
im

B Control Panel

File Edit Wiew Favorites Tools  Help

J Back - -J - 1]‘ |/.__) Search Falders Ilv

Address I[_} Control Panel

Pick a category

39 Appearance and Themes -
P
Metwork and Internet Connections % User At

B Network and Internet Connections

\' \ Printer:

L%

File Edit Wiew Favorites Tools  Help

- €Y - ‘-
eBack s ? |/_ Search Falders

Address I[_} Metwork and Inkernet Connections

Eiz]-

? Network and Internet Connections

Pick a task...

Set up or change your Internet connection
Create a connection to the network at your workplace

Set up or change your home or small office network

or pick a Control Pangl icon

@ Internet Options

e Network Connections
o=
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Step 1
Click Start > Control Panel.

Step 2

Click Network and Internet Connections.

Step 3
Click Network Connections.
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Step 4

File Edit “iew Favorites Tools Advanced Help CI|Ck WireleSS Network Connection
Qe - Q- 1T (-

/_) Search : Folders
Address I\:-, Metwork Connections

4.

LAN or High-Speed Internet

Wireless Metwork Connection Local Area Co
Enabled Mebwork cabh
T Y ATET Pluggshare(TH) 22 Mbp... T _M_ 3Com 3C920

2l Step 5

General | Support | Click the Properties button.
r— Connection
Status: Connected
Diuration: 00:55:33
Speed: 11.0 Mbps
Signal Strength: T ol
— Buctivity =
——  HReceived
Butes: 170,915

Step 6
Make sure File and Printer Sharing for

i Microsoft Networks appears in this list, and
Bt check it if it is unchecked.

‘ B ATET PlughShare[Th)] 22 Mbps Wirelezs Motebook Adap ‘
2 : e If you do not see it in the list, click the Install
iz connection uzes the following items:

8] Cliert for Microsoft Networks button and follow directions to install File and
[ENO{Fil and Prirter Sharing for Microsoft Networks Printer Sharing for Microsoft Networks.

General |Wileless Mebworks | Authentication | Advanced

Bl 1105 Packet Scheduler
%= Intermet Protacal [TCPAP)

Click OK when File and Printer Sharing is

[ Inztall... ] [ Uninztall ] [ Fropertiez installed and Checked.
Description
Allows your computer to access resources on a Microsoft
network.

Show icon in notification area when connected

Cancel
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Open
Explore
Search...

Manage

Map Metwork Drive, .

Disconmect Metwork, Drive..

Create Shorkout
Delete
Rename

[ e 2xl

Sustem Restore I Automatic Updates I Femate I
General Computer Name | Hardware | Advanced

‘windows uzes the following information to identify your computer
on the netwark.

Computer description: I

For example: "'Kitchen Computer” or "Many's

Computer'.
Full computer name:
wiorkgroup:
To uze the Metwork |dentification wizard to join a Network [0 |
domain and create a local user account, click Metwork
0.

To rename thig computer of join a domain, click Change. Change... |

System Properties 2xl
Computer Name Changes ﬂﬂ [E— I

You can change the name and the membership of this Advanced
computer. Changes may affect access to network resources.

Step 7

Highlight the My Computer icon on your desktop,
then click the right mouse button.

Scroll down to click on Properties.

Step 8
Click the Change button.

Step 9

Enter a unique name to identify your computer.
Each computer must have a different name.

compuker

C t : I—

Em;r:;;:::e Enter a workgroup name. All computers must
oo any's use the same workgroup. It may be easiest to
Uil computer name: « »
i splest / use the default name, “Workgroup.

tare... | /

Member of ok 1D

 Domair: _I

" Warkaroup: E

|WDHKGHDUP

;8 I Cancel |
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g Shortcut ko Photoshp .,
@) Help and Support
Search
all Programs ¥ =) run...

| start

Turn off computer

P My computer

File Edit View Favorites Tools  Help

OBack - "\-) - l_@ ;) Search i~ Folders |v

Address I '3 My Computer

|»

Files Stored on This Compubef
*

System Tasks

Wiew system information '.-_-’ B Share
T Addor remove e

programs
[@ Change a setting

I_,J HF's Documents
1

Hard Disk Drives

»

Other Places

&) My Network Places

(£} My Documents
[ Shared Docur“J Shows shorbcuts to 'Web sites, network computers, and FTP

- - . -

:T-_- Workgroup

File Edit Wiew Favorites Tools Help

O~ -0 17

Address I‘#’ workgroup

[ ) Search Id
7 Seard i Folders

-

Metwork Tasks kS Computer 1

g Add a network place

& view network
connections

% Setup ahome o small

7 office netwark

¥y view warkgroup

cormpukers

Computer 2

Computer 3

AR
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Step 10

When configuration is complete, you must re-
start Windows®.

When Windows® restarts you will be prompted
to enter a user name and password. Be sure
to record these in a safe place. You will be
required to enter them for access to the net-
work each time you restart Windows®.

Step 11

To verify that configuration is complete, double-
click the My Computer icon on your desktop,
then double-click My Network Places.

In the next window displayed you should see
the names of all network computers.

If any computers do not appear, you will have to
follow the steps in this section on each computer
to configure them for network sharing. Make
sure each computer is assigned a different
name, and all share the same Workgroup name
you entered at Step 9.
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Configure Windows® XP for Printer Sharing

——

@ Tour Windaws XP

| Files and Settings TransFer
Wiizard

. Shortcut ko Photoshp

B—' Contral Panel

t_)) Help and Suppart:
/') Search

Al Programs ¥ E ...

Log OFff @ Turn OFF Computer

| start

"% Printers and Faxes

File Edit Wiew Favorites Tools  Help

\_) 1.? /_\J Search Folders |22

W

ej Connect To 4 /

Address |Cq‘d Printers and Faxes

P LaserJek SP{SMP Postacri
1

Open

Prinking Preferences. ..

Pause Printing

115/ Printer OFFline

&' HP LaserJet 5P/SMP PostScript Properties |E|rg|

General| Sharing |F'0rts Advanced | Device Settings

@ ‘ou can share this printer with other users o network, To

C':"é_ enable sharing for this printer, click Ethis printer.

(%) Share thiz printer

Share name: |Netwurk Printer 1

Crrivers

If thiz printer iz shared with ugers running different versions of
windows, vou may want to install additional drivers, za that the
uzers do not have to find the print driver when they connect ta

the shared printer.
Additional Drivers...

Additional Drivers

‘ou can install additional drivers so that users on the Following svstems
can download them automatically when they connect,

Environment Wersion Installed
O alpha windows MT 4.0 Mo

O 1864 windaws #P Mo

Tntel Windaws 2000 or XP Yes

O 1rtel Wwindows 95, 98 and Me Mo

O 1tel Windows NT 4.0 or 2000 Mo
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Step 1
Click Start > Printers and Faxes.

Step 2
Place the cursor on the printer you want to share,
then click the right mouse button.

Scroll down to select Sharing.

NOTE: If your printer is not listed in this window,
double-click Add a Printer, then follow the
instructions to set up your printer for use.

Step 3
Click the Share this printer button, then enter a
unique name for this printer.

To continue, click the Additional Drivers button.

Step 4

Check boxes for all operating systems that will use

this printer.

Click OK when finished.
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Configure Windows® XP for File Sharing

3

My Computer

, My Computer

File Edit Wiew Favorites Tools  Help

OBack e -J - lj‘ /L-) Search i~ Folders |v

Address I :j Iy Computer

Hard Disk Drives

@ T

Open
Explore
——'a Search...
Lac eartl
Sharing and 5
Devices with Format...
Copy
H 314 Create Shorkcut
L\J? Rename
Local Disk {C:) Properties ﬂﬂ

General | Tools | Hardware Sharingl

— Local sharing and security

- To share thiz folder with ather users of this computer
only, drag it ta the Shared Documents folder.

To make this folder and its subfolders private so that
only you have access, select the following check Hox.
I | Miahe this falder private

— Metwork zharing and security
Ta share this folder with bati network users and alker
uzers of thiz computes-gelect the first check boybelow

[V Share this folder on the network,

Share name: IComputer'I Share

[ Allow netwark uzers to change my files

Learn more about sharing and security.

Ok, I Cancel Apply
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Step 1

Double-click the My Computer icon on your
desktop.

Step 2

Place the cursor on the disk drive you want to
share (usually Drive C:), then click the right mouse
button and scroll down to select Sharing and

Security.

NOTE: This will allow others access to all files on this
computer. To restrict access to certain folders, double-
click on the disk, highlight a folder you want to share,
then follow steps 2-3.

Step 3

Check the Share this folder on the Network
box, then enter a unique name for the drive or

folder you want to share.

NOTE: To protect your files with higher levels of
security, please refer to instructions provided with
your Windows® operating system.

Click OK when finished.
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To Share Network Files in Windows® XP

¥ My Network Places

File Edit ‘Wiew Favorites Tools Help

O ©- 1

Address I\j Iy Metwork Flaces

f)Search i Folders

L

»

Network Tasks

o Add a netwark place
t,o, “igw network connections

% Set up ahome or small
" office netwark

.;f., ‘Wigw workgroup computers

:"'-_- YWorkgroup

File Edit View Favorites Tools  Help

eBack - -J - lﬁ /’:) Seatch i Folders |v

Address Io#; workgroup

-

»

AR

Network Tasks Computer 1

o #dd a network place
e,_'. Wiew netwark
connections

3 Set up a home or small
" office netwark

Computer 2

‘#i Wiew workgroup

computers Computer 3

Other Places

¥ computer 3
File Edit View Favorites Tools  Help

@Back - \_) - lﬁ /’:) Seatch i~ Folders |v

Address I 4 nCormputer 3

-

»

Network Tasks

M ouse
o #Add a network place
e'_-' Wiew network
connections Metworks

) Set up & home or small
" office network
ty Wiew workgroup

computers My Documents

»

R® R RE RS RS

Other Places

iy workgroup
d Iy Compuker
My Documents

Z= Chavad Peeesanks

Office

Frogram Files
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Step 1

Double-click the My Network Places icon on
your desktop.

Step 2

Double-click View Workgroup Computers to
see a list of all computers connected to your
network.

Step 3

Double-click any icon to see a list of all shared
folders on that computer.

Step 4

Double-click any folder for access to any file in
that folder.
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Configure Windows® 2000 for Network Sharing

Caution

Before making any changes to your networking settings, please review this section carefully.
Failure to follow these instructions precisely may result in the inability to log into your network or
computer. If your computer is part of a work environment, please contact your IT professional

before proceeding.

Programs »

Documenks

[ cantrol Panel

, F0  retwork and Dial-up Connections
@ Printers
@ Taskbar & Stark Menu...

Run...

%] Network and Dial-up Connections

J File Edit %ew Favorites Tools Adwanced Help
J 4=Eack v = - | Qsearch [Folders  £HHistary MX ) | E
Jngldress I Mebwark and Dial-up Connactions j |
=]
[==3
—] [Ig=: 3
Make MNew Local Area
Connection Connection
Local Area Connection Status 21xl
General |
r— Connection
Status: Connected
Duration: 00:12:34
Speed: 100.0Mpz"
— Achivity
Received
Bytes: 456

4 Disable |

LCloze |
Local Area Connection Properties 21xl

General |

Connect using:

I ATET Plugé&Share 22Mbps Turbo Wireless Adapter

LConfigure I

Components checked are uged by thiz connection:

Client for Microzoft Networks ;I

File and Printer Sharing for Microsoft Networks |

¥ MetBEUI Protocal

[ %~ Internet Protocal (TCPAR) ul

[ | »
Install... | Urinstall I Froperties |
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Step 1

Click Start >
Settings >
Network and Dial-up Connections.

Step 2
Double-click Local Area Connections.

Step 3
Click the Properties button.

Step 4

Make sure File and Printer Sharing for
Microsoft Networks appears in this list, and
check it if it is unchecked.

If you do not see it in the list, click the Install
button and follow directions to install File and
Printer Sharing for Microsoft Networks.

Click OK when File and Printer Sharing is
installed and checked.
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Programs 4
Documents L4

Settings Contral Panel

Metwork and Dial-up Connections
’ @ Search 3
[+ @ Printers
@ Help M Taskbar & Start Menu...
;';E Run...

Shut Down. ..

- Y —
= ey
-
Ay
Scheduled  Sounds and Speech Symantec Text Services
Tasks Mulkimedia LiveUpdate
System Properties 211

General  Metwork [ dentification |Hardware| User F'rofilesl Advancedl

L Q ‘Wwindows uses the following information ta identify your computer
: on the netwaork.

Full computer name: Computer 1.

‘wiorkgroup: WORKGROUP

To uze the Metwork |dentification wizard to join a
domain and create a local user, click Metwork [D.

Metwork [0

Torename this computer of join a domain, click.
Froperties.

Identification Changes I |

*You zan change the name and the membership of this

computer. Changes may affect access to network, resounces. /

LComputer name:

Cornputer 1
Full computer name;
Computer 1.
Mare... |
tember of »
" Domain;

& workgroup:
IWDHKG ROUP

i} 4 I Cancel
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Step 5

Click Start >
Settings >
Control Panel.

Step 6
Double-click System.

Step 7
Click the Properties button.

Step 8

Enter a unique name to identify your computer.
Each computer must have a different name.

Enter a workgroup name. All computers must
use the same workgroup. It may be easiest to
use the default name, “Workgroup.”
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Programs »
Docurments L4
Settings 4
Search L4
Help

Run..,

Shuk Do, ..

@ What do vou want the computer to do?

R t

Ends your session, shuts down Windows, and starts
Windows again.

0K I Cancel Help

EEMy Network Places
J File Edit “iew Favorites Tools Help
J 4=Back - = - | i@ search %Foldy( £ History ||¥ L7 il

Address My Metwork Places

2 =

Add Metwork Entire Computers
Place Metwark MNear Me

&5 Workgroup

J File Edit Wiew Favorites Tools Help
J FBack - = - | @Search L7 Folders @History |% q; o

Address I& Warkgroup

Computer 1 Computer 2 Computer 3
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Step 9

When configuration is complete, you must
re-start Windows®.

When Windows® restarts you will be prompted
to enter a user name and password. Be sure
to record these in a safe place. You will be
required to enter them for access to the
network each time you restart Windows®.

Step 10

To verify that configuration is complete, double-
click the My Network Places icon on your
desktop, then double-click Computers Near Me.

In the next window displayed you should see
the names of all network computers.

If any computers do not appear, you will have to
follow the steps in this section on each computer
to configure them for network sharing. Make
sure each computer is assigned a different
name, and all share the same Workgroup name
you entered at Step 8.
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Configure Windows® 2000 for Printer Sharing

—
(] Pragrams 4
S R
. Docurments »
3. Settings [=f] Cantrol Panel
E Metwork and Dial-up chions
¢ @ Search 3
2
‘e

Help a Taskbar & Start Menu...

- : Run, ..
E Shut Down... |

J File Edit ‘“iew Favorites Tools Help

J 4=Eack v = - | Qsearch [Folders  £HHistary M?( ) | E

J Address IGEI Prinkers

Y &

Add Printer

Open

Set as Default Printer
Printing Preferences. ..

Pause Printing
Caneel Al Documents

sharing. ..
Use Prinker Offline

&% HP LaserJet 4¥/4M¥ PostScript Properties =
General  Sharing | Paoits I Advancedl Securityl Device Settingsl /

" Mot shared

&

Mame
‘ & > Remaove
€7 CREATOR OWwWMER 4|—

!ﬁ Everyone

!ﬂ Power Users [Y ourMamelP ower Lisers]

Permizzions: Allows eny
Frrint O
tanage Printers O
Manage Documents O
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Step 1

Click Start >
Settings >
Printers.

Step 2

Place the cursor on the printer you want to share,
then click the right mouse button.

Scroll down to select Sharing.

NOTE: If your printer is not listed in this window,
double-click Add Printer, then follow the instructions
to set up your printer for use.

Step 3

Click the Shared As button, then enter a unique
name for this printer.

To continue, click on the Security tab at the top of
this window.

Step 4

At this screen you can set permissions for each
user of the printer. Unless you have special needs
for security, it may be easiest to check Allow for all
permissions and all user names listed.

NOTE: To set more restrictive printer permissions,
please refer to instructions provided with your Windows®

operating system.

Click OK when finished.
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Configure Windows® 2000 for File Sharing

Step 1
Double-click the My Computer icon on your
desktop.
@nMy Computer Step 2
| Bl gt yew Favortes Ioos el Place the cursor on the disk drive you want to
| epock - = - (]| Qsearch LyFolders (Bristory | 5 share (usually Local Drive C:), then click the right
Jngdress I@l My Computer

mouse button and scroll down to select Sharing.

é‘@

14 Floppy [T M Remavable  Contral Panel NOTE: This will allow others access to all files on this
(A Open computer. To restrict access to certain folders, double-
Explors click on the disk, highlight a folder you want to share,
Search...
then follow steps 2-4.
System Information
|
2 Step 3
General | Tooks | Hardware | Otner ~ Sharing | Click the Share this folder button, then enter a
g You can share thiz folder among other uzers on your i Un|que name for the dr|Ve or
network. To enable sharing for this folder, click & thiz
i folder you want to share.

7 Do not share this folder

To continue, click the Permissions button.

Share name: ICDmputer 1 Shared j
LComment: I
User lirnit: % Mavimum allowed

e Alloﬂl _|::' Users

To zet permizzions for how users access thiz Eetmissionsj
falder cwver the netwaork, click Pemissions.

21 Step 4
Share Permissions | At this screen you can set permissions for each

TP I user of shared documents. Unless you have
& — special needs for security, it may be easiest to

o L
Bemove check Allow for all permissions.

NOTE: To set more restrictive permissions, please
refer to instructions provided with your Windows®

Permigzions: Allow eny .
operating system.
Full Control O
Change O . .
Fiead m] Click OK when finished.
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To Share Network Files in Windows® 2000

Favorites  Tools  Help

4=Eack v = - | @search [ Folders
Address |E My Metwark Flaces

2

Add Mebwork Entire Computers
Flace Metwork Mear Me

@Historv/],%’@v X

ok
J File Edit ‘iew
|
|

&5 Workgroup

Edit Wiew Favaorites Tools Help

| Fie
J = Back ~ = | @Search [, Folders @History |W
J dress I& Warkgroup

Computer 1 Computer 2 Computer 3

File Edit View Favorites Tools Help

| &
J HBack ~ = - | Qsearch  [Folders  £HHistary ||Ev L7 4
J dress I@\\ComputerB

DDDDDC

MOUSE rswarks OFFICE PGo5 Pragrarm F

Documents
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Step 1

Double-click the My Network Places icon on
your desktop.

Step 2

Double-click Computers Near Me to see a list
of all computers connected to your workgroup.

Step 3

Double-click any icon to see a list of all shared
folders on that computer.

Step 4

Double-click any folder for access to any file in
that folder.
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Configure Windows® 98/Me for Network Sharing

Caution

Before making any changes to your networking settings, please review this section carefully.
Failure to follow these instructions precisely may result in the inability to log into your network or
computer. If your computer is part of a work environment, please contact your IT professional

before proceeding.

.E Programs 3
[ # | Favorites 4
‘._:ﬁ Documents 4

Edl Co
- Printers
Q] ﬁ Taskbar & Start Menu...
Q @ Folder Options...
- @ Active Desklop
% windows Update. ..
é% Log Off
.ﬁ Shut Dawr,..
E3 Control Panel
File  Edit ‘“iew Go Favoites Help
- = [ LA EE )
=i T Up Cut Copy Paste Unda le
Address | Contral Panel ]
: ==l 4 =
&P = D 82
I ail Microsaft Mail  Modems Mouze Multimedia Metwork
DmmbmFhimm

Canfiguratior | Identificationl Aoocess Eontroll

-

The following netwaork. components are installed: d

Remove | Froperties |
Prirnamny Metwork, Logon:
I Client for Microsoft Metwaorks j
File and Frint Sharing... |
T Description |

Canfiguration  |dentification | Aocess Eontroll

windows uzes the following information to identify your /
computer on the network. Please type a name for thiz |

carnputer, the warkgroup it will appear in, and a shorl
dezcription of the computer.

Computer name: ICDmputer 1

Warkgroup: |W0 tkgroup — ||

Computer I
Description:
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Step 1
Click Start > Settings > Control Panel.

Step 2
Double-click Network.

Step 3

Scroll down to make sure File and Printer
Sharing for Microsoft Networks appears in this
list.

If you do not see it in the list, click the Add
button and follow directions to install File and
Printer Sharing for Microsoft Networks.

Step 4

Click the Identification tab at the top of this
screen, then enter a unique name to identify your
computer. Each computer must have a different
name.

Enter a workgroup name. All computers must
use the same workgroup. It may be easiest to
use the default name, “Workgroup.”
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Remek I

Eonflguratlonl |dentification  Access Control |

Control access to shared resources using:

assword for each shared

resaurce.

" Userlevel access control

Enables you to specify users and groups who have
access o each shared resource.

H =

Configuration Hderificahion | Access Controll

The following netwaork components are installed:

Remove | Fropestigs |

Frimary Metwork Logon:
I Client for Microzoft Metwork s j
File and Frint Sharing...

Description
’7The Client for Microgoft Networks enables you to connect to

ather Micrazoft Windows computers and servers and use the
files and printers shared on them.

¥ | want to be able to give others access to my files.

¥ | want to be able to allow athers bo priek to my prinker(z). _—

Cancel

Shut Down

Gewd”

Shut Down Windows

% what do you want the computer bo do?

" Shut dawn

" Restart in M5-D05 mode

ok | Cancel Help
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Step 5
Click the Access Control tab at the top of this

screen, then click on the Share- Level access
control button.

Step 6

Click the Configuration tab at the top of this
screen, then click the File and Print Sharing
button.

Step 7

Check the first option (I want to be able to give
others access to my files). Check the second
option if you want to share a printer connected
to this computer.

Click OK when finished.

Step 8

When configuration is complete, you must
re-start Windows®.

When Windows® restarts you will be prompted
to enter a user name and password. Be sure
to record these in a safe place. You will be
required to enter them for access to the
network each time you restart Windows®.
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File Edt Mew Go Favortes Help |

4-,-».@‘3% ”

EBiack: Fanmand Up Cut Copy
Address Mehwark, j | Links **

¢ 5 8 8

Computer 1 Computer 2 Computer 3

|4 object(s) 4
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Step 9

To verify that configuration is complete, double-
click the Network Neighborhood icon on your
desktop.

In the next window displayed you should see
the names of all network computers.

If any computers do not appear, you will have to
follow the steps in this section on each computer
to configure them for network sharing. Make
sure each computer is assigned a different
name, and all share the same Workgroup name
you entered at Step 4.
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Configure Windows® 98/Me for Printer Sharing

axs| Programs b
£] Favorites 4
‘._:ﬁ Documents 3 Step 1

Seltings [ (=] Control Fanel Click Start > Settings > Printers.

%] i i’ ﬁ Taskbar & Start Menu...

Q Help Em Eolt?leertions...

fun ,{Zj Achive Desktop 4
% windows Update. ..

& Log Oiff I

9 Shut Dawr,.. |

Step 2

Place the cursor on the printer you want to share,
then click the right mouse button and scroll down

File Edit “iew Go Favortes Help

«,».@‘%

Back Fanwand Up Cut .
ctress [T Pt to select Sharing.
«g “ NOTE: If your printer is not listed in this window,

Open

Add Prirter

double-click Add Printer, then follow the instructions
to set up your printer for use.

Fausze Printing
v Set az Default

Purge Print Documents

System | nformation

Sharing...

2] x] Step 3
Graphics | Fonts | Device Options / Click the Shared As button, then enter a Unique
General | Detals R e ) name for this printer.
" Mot Shared

& Shared s To help you identify this printer, you can enter a
Shere Nane: [LASERIET description in the Comment box.
Eomment. | To restrict access to this printer, you can enter a
L password (please refer to instructions provided
with your Windows® operating system).

Click OK when finished.

Ok I Cancel Apply
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Windows® XP « Windows® 2000 « Windows® Me/98 SE

Configure Windows® 98/Me for File Sharing

e

ty Computer

i

= Edit Miew [Go Favortes  Help

- -

Address My Computer

-
= e e = =
M Floppy (4 [JERE 10:1 Removable  Femovable [4:]
Open Digk [1:]

™ Explore
E 4
@ b Searih... é
010212_1059  Prin Scheduled  ‘Web Folden
[F:] System Information Tasks

General Sharing |

" Mot Shared
% Shared As:

Share Mame: IComputeH Shared

LComment; I —

Access Type:
" Read-Only

& Ful /

" Depends on Pazsward

Passwords:

Read-Only Password: I
Full sccess Fassword: I

QK :I’ Cancel | Apply |
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N
Back Fanmand Up Cut Copy [ Unda

%
—
/

Step 1

Double-click the My Computer icon on your
desktop.

Step 2

Place the cursor on the disk drive you want to
share (usually Drive C:), then click the right mouse
button and scroll down to select Sharing.

NOTE: This will allow others access to all files on this
computer. To restrict access to certain folders, double-
click on the disk, highlight a folder you want to share,
then follow steps 2-3.

Step 3

Click the Shared As button, then enter a unique
name for the drive or folder you want to share.

To help you identify this shared resource, you can
enter a description in the Comment box.

Access Type options allow you to restrict
access to each shared resource (please refer to
instructions provided with your Windows®
operating system).

Click OK when finished.
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Windows® XP « Windows® 2000 + Windows® Me/98 SE

To Share Network Files in Windows® 98/Me

=] 3
Fi Edt  Miew Go Favortes Help |

4-,-».@‘% y

EBiack: Fanmand Up Cut Copy

Address Metwork, }Jms »
@ 5 =5 =

Computer 1 Computer 2 Computer 3

J File Edit Wiew Favorites Tools Help
J = Back -« o= o | @Search L Folders @History |%
Jﬂddress |@ WComputer 3

B B B G O

MCIUSE msworks [y QFFICE PGE9S
Documents
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Step 1

Double-click the Network Neighborhood icon on
your desktop.

Step 2

Double-click any icon to see a list of all shared
folders on that computer.

Step 3

Double-click any folder for access to any file in
that folder.
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Troubleshooting

If your router does not work properly, try the following suggestions before seeking repair assistance.

Problem Solution

No lights on the router

No access to router

Cannot connect to Help

Internet pages not updating

Cannot remember password

Cannot connect to the Internet

Make sure that both ends of the AC adapter are firmly
plugged in.

Make sure the router is plugged into a working electrical
outlet not controlled by a wall switch.

Unplug the router’s power adapter, wait 15 seconds, then
plug it back in.

If these remedies do not work, reset the router (see page 69).
If this problem occurs during initial installation, make sure your
computer is connected to the router with an Ethernet cable.
Make sure you are not typing "www."

Try entering http://192.168.0.1 instead of http://ATT.Router.

Has this computer ever been on a different network? If so,
see page 70.

Reboot the router (see page 69).
Restore saved router settings (see page 69).

If these remedies do not work, reset the router (see page 69).

The Help screen opens in a separate window and may be
obscured by the application screen. Minimize your application
screen to see if the Help screen is behind it.

Your browser may be displaying outdated screens stored in
memory. Go to a web site you haven't visited recently to see
if you have Internet access. If you cannot display the page,
see "No access to router,” above.

If you cannot remember a password you entered for security
protection, you will have to reset the router (see page 69).

Verify that your modem is properly connected and powered.

Turn off your modem, leave it off for 15 seconds, then turn it
back on, reboot your computer and check for Internet access.

Confirm that the ISP account information has been entered
correctly. Type "http://ATT.Router" as the IP address on your
web browser. Click on the Run Wizard button on the Basic
tab. Enter the account information provided by your ISP on
the following screens.

Disconnect your router, connect your PC directly to the
modem and verify that you can connect to the internet. If you
can connect, see page 70. If you cannot, contact your ISP.
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Problem

Other wireless devices
cannot connect to the router

Solution

Check the Wireless icon (4 stacked bars) in the System Tray
at the bottom right corner of your screen. If there is an “X”
over the icon, see “No Access to Router” on previous page. If
the icon is white, try the following steps:

Double-click on the Wireless icon. Click on the Site Survey
tab. Click the Refresh button. Select a router or access point,
then click Connect.

If you still have no connection, click on the Wizard tab. Verify
that settings for SSID, Channel, and WEP (if enabled) are
identical for the router and the wireless adapter.

If you still have no connection, click on the Configuration
tab. Verify that settings for SSID and Channel are identical for
the router and the wireless adapter.

Make sure the router and adapter are close enough to
connect (150-300 feet without obstructions).

Check the DHCP table to see if the adapter is listed (see
page 21).

Ping adapter addresses in the DCHP table (see page 37).

If these remedies do not work, reinstall the adapter software
from the original CD-ROM.

Corrective procedures (try these only if suggestions on previous pages have not worked)

To reboot the router

This procedure will restart the router
and restore all current settings.

To restore saved router settings

This procedure will delete all
current settings and restore those
that were in place when you last
backed up router settings.

To reset the router

This procedure will delete all
current settings and restore
factory default settings.

Type http://ATT.Router in the address field of your web browser,
then press Enter.

Click on the Admin tab.

Click on the Backup button on the left side of the screen,
and follow directions to backup your system settings.

Click on the Reboot button at the bottom of the page.
Click on the OK button to confirm your selection.

Type http://ATT.Router in the address field of your web browser,
then press Enter.

Click on the Admin tab.
Click on the Backup button on the left side of the screen.

Click on the Restore button at the bottom of the page,
browse and select the settings profile you want to restore.

Click on the OK button to restore saved settings.

Make sure the router is plugged in and turned on, then use a
paper clip or a pen to press and hold the Reset button on the
back of the router for 15 seconds.

Caution: Do this only as a last resort. This will delete all settings.
After doing so you will have to run the Setup Wizard to reconfigure
all router settings (see page 8).
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Corrective procedures (continued from previous page)

Set Windows® to This procedure allows your computer to automatically detect IP
automatically detect IP settings settings, which may allow you to connect to the Internet.

Consult your network administrator If your computer is new, it may not have an IP address, which
before attempting this change. is required for Internet access. If you do not need a static IP
address for some special purpose, you can set your computer to
automatically detect the IP settings (see steps 1-6, below).

If your network uses static IP addresses, you should not
follow the procedure below. You will have to enter the IP
address assigned to you by your service provider.

If you use this computer on another network (perhaps at
your workplace), you should consult a technician familiar with
the network before attempting this change.

Record all settings before changing them in case you need
to restore them later.

1 Start Internet Explorer®. Whether you can connect to the
Internet or not, the browser screen will appear.

Select Tools.

Select Internet Options from the dropdown menu.
Select Connections.

Select LAN Settings.

Select Automatically detect settings.

o A W DN

If you still have difficulty operating this product, or if you
need more information or help, please visit our website at

www.plugandshare.att.com
or call our Customer Service Center at

1-877-800-5400.
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Glossary

Access Point

Access points are the contact points (wireless
routers and transmitters) in a wireless LAN that
are connected to an Ethernet hub or server.
Users can roam within the range of access points
and their wireless device connections are passed
from one access point to the next.

Administrator

The network administrator is the person who
manages the LAN. The administrator's tasks
include ensuring network security, keeping soft-
ware, hardware, and firmware up-to-date, and
keeping track of network activity. Your router
Administrator is the person in control of access to
your router. The system starts out with all users
as administrators.

Authentication

Authentication refers to the verification of a
transmitted message's integrity.

Beacon Interval

Refers to the interval between packets sent by
routers for the purposes of synchronizing wireless
LANSs.

Broadband

Usually refers to Internet connections that provide
faster data transfer than standard dial-up
connections (cable modem, DSL, T-1, etc.)

DDNS
Dynamic DNS (Domain Name System).
DHCP

DHCP (Dynamic Host Configuration Protocol) soft-
ware automatically assigns IP addresses to client
stations logging onto a TCP/IP network, which
eliminates the need to manually assign permanent
IP addresses.

DHCP Client

The DHCP client list shows all of the computers
attached to your local network. The list shows the
host name of the computer.

DMZ

DMZ (Demilitarized Zone) is a part of an network
that is located between a secure LAN and an
insecure WAN. DMZs provide a way for some
clients to have unrestricted access to the Internet.
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DNS

DNS stands for Domain Name System. DNS
converts domain names to the IP addresses that
all machines on the Internet have. It translates
from name to address and from address to name.

Domain Name

The domain name is the "readable" version of an
Internet site address. A typical domain name has
the form "www.somedomainname.com" or
"www.somedomainname.org", etc.

DTIM

DTIM (Delivery Traffic Indication Message) pro-
vides client stations with information on the next
opportunity to monitor for broadcast or multicast
messages.

Filter

Filters only allow specified data to be transmitted
or received. For example, the router can filter
specific IP addresses so that users cannot con-
nect to those addresses.

Firewall

Firewalls are methods used to keep networks
secure from intruders and unauthorized access.
Firewalls use filters to prevent unwanted data
from being transmitted to and/or from a local net-
work. Firewalls are typically used to prevent out-
siders from accessing your private data
resources and for controlling what outside (WAN)
resources your users can access.

Firmware

Firmware refers to memory chips that retain their
content without electrical power (for example,
BIOS ROM). The router firmware stores all of the
router administration settings.

Fragmentation

Refers to the breaking up of data packets during
transmission.

FTP

FTP (File Transfer Protocol) is used to transfer
files over a TCP/IP network, and is typically used
for transferring large files or uploading the HTML
pages for a web site to the web server.
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Gateway

Gateways are computers that convert protocols
enabling different networks, applications, and
operating systems to exchange information.

Host Name

The name given to a computer or client station
that acts as a source for information on the
network.

HTTP

HTTP (HyperText Transfer Protocol) is the com-
munications protocol used to connect to servers
on the World Wide Web. HTTP establishes a
connection with a web server and transmits
HTML pages to client browser (for example
Windows® IE). HTTP addresses all begin with the
prefix “http://” (for example,
http://www.somedomainname.com).

ICMP

ICMP (Internet Control Message Protocol) is a
TCP/IP protocol used to send error and control
messages over the LAN (for example, it is used
by the router to notify a message sender that the
destination node is not available).

IP

IP (Internet Protocol) is the protocol in the TCP/IP
communications protocol suite that contains a
network address and allows messages to be
routed to a different network or subnet. However,
IP does not ensure delivery of a complete message;
TCP provides the function of ensuring delivery.

IP Address

The IP (Internet Protocol) address refers to the
address of a computer attached to a TCP/IP net-
work. Every client and server station must have a
unique IP address. Clients are assigned either a
permanent address or have one dynamically
assigned to them via DHCP. IP addresses are
written as four sets of numbers separated by
periods (for example, 211.23.181.189).

ISP

An ISP (Internet Service Provider) is an
organization providing Internet access service via
modems, ISDN (Integrated Services Digital
Network), private lines or other means.
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LAN

LANs (Local Area Networks) are networks that
serve users within specific geographical areas,
such as your home or in a company building.
LANs consist of a group of computers and related
devices that share a common communication link
(wired and/or wireless). A LAN allows you to
share data and resources among the devices on
the LAN.

MAC Address

A MAC address is a unique serial number for
hardware adapters, giving the adapter a unique
identification.

Metric

A number that indicates how long a packet takes
to get to its destination.

MTU

MTU (Maximum Transmission/Transfer Unit) is
the largest packet size that can be sent over a
network. Messages larger than the MTU are
divided into smaller packets.

NAT

NAT (Network Address Translation — also known
as IP masquerading) enables a LAN to present
itself to the Internet with one address. NAT con-
verts the address of each LAN node into one IP
address for the Internet (and vice versa). NAT also
provides a certain amount of security by acting as
a firewall by keeping individual IP addresses
hidden from the WAN.

Network Administrator

The network administrator is the person who man-
ages the LAN. The administrator's tasks include
ensuring network security, keeping software, hard-
ware, and firmware up-to-date, and keeping track
of network activity.

NTP

NTP (Network Time Protocol) is used to synchro-
nize the realtime clock in a computer. Internet pri-
mary and secondary servers synchronize to
Coordinated Universal Time (UTC).

Open System

Open authentication allows all clients to connect
to the network. After accessing the network, the
client may encrypt data to prevent it from being
easily seen by other users in the immediate area.
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Packet

A packet is a portion of data that is transmitted in
network communications. Packets are also
sometimes called frames and datagrams.
Packets contain not only data, but also the
destination IP address.

Passphrase

A Passphrase is used within the WPA-PSK mode
to enable a client to initiate authentication with a
router. If the passphrase is identical to the
passphrase on the router, the router allows the
client to access the network. The passphrase can
be between 8 and 63 characters.

Ping
Ping (Packet Internet Groper) is a utility used to
find out if a particular IP address is present online.

Port

Ports are the physical and/or logical communica-
tions pathways in and out of computers and net-
work devices (routers and switches). Most PCs
have serial and parallel ports, which are external
sockets for connecting devices such as printers,
modems, and mice. All network adapters also
use ports to connect to the LAN. Finally, applica-
tions that communicate over the Internet also
have ports; these are the endpoints of the appli-
cation and are given a specific "port number."

PPPoE

PPPoE (Point-to-Point Protocol Over Ethernet) is
a protocol used to communicate between two
computers using a serial interface, such as dial-
up Internet connections, over an Ethernet link.

Preamble

The Preamble Type refers to the radio preamble,
or header, which is transmitted at the beginning
of a packet of data. The preamble contains infor-
mation required for the access point and
adapters to transmit information. Since the
Preamble is attached to each packet of data, a
Short Preamble improves data throughput, but it
may cause connection problems with early wire-
less devices that only support long preambles.
The Long Preamble option ensures compatibility
with these early wireless devices.

Protocol

A protocol is a rule that governs the communica-
tion of data.
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Radius Server

RADIUS (Remote Authentication Dial-in User
Service) Server must be configured to properly
authenticate client devices for access to the net-
work. The IP address and port number are based
on the configuration of the RADIUS server in your
enterprise network. The shared secret is a pass-
word that is used to identify the client in a
RADIUS authenticated network. The shared
secret can be from 22 to 128 characters long.

RIP

RIP (Routing Information Protocol) is a routing
protocol that is integrated in the TCP/IP protocol.
RIP finds a route that is based on the smallest
number of hops between the source of a packet
and its destination.

RTS

RTS (Request To Send) is a signal sent from the
transmitting station to the receiving station
requesting permission to transmit data.

Security Phrase

At least 1 and up to 4 unique Security Phrases
must be set when WEP is "On." The encryption
types for these Security Phrases may be either
Hexadecimal (HEX) or American Standard Code
for Information. Interchange (ASCII). ASCII
Security Phrases are subject to the following
character limitations: 64 Bit encryption: 5 charac-
ters; 128 Bit encryption: 13 characters; 152 Bit
encryption: 16 characters.

Server

Servers are typically powerful and fast computers
that store programs and data. The programs and
data are shared by client computers (worksta-
tions) on the network.

Shared Key

Shared Key authentication requires the client to
use the same WEP encryption key as that used
by the wireless router. When the client attempts
to connect to the network through the wireless
router the router sends a challenge text message
to the client to authenticate the client. The client
returns the challenge text message encrypted
using the WEP encryption key. The wireless
router decrypts the message using it's WEP key
and if the decrypted message is the same as the
original challenge text message, then it is
assumed that the client has the correct WEP key
and the client is allowed to access the network.
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SMTP

SMTP (Simple Mail Transfer Protocol) is the stan-
dard Internet e-mail protocol. SMTP is a TCP/IP
protocol defining message format and includes a
message transfer agent that stores and forwards
mail.

SNMP

SNMP (Simple Network Management Protocol) is
a widely used network monitoring and control
protocol. SNMP hardware or software components
transmit network device activity data to the work-
station used to oversee the network.

SSID

SSID (Service Set Identifier) is the name desig-
nated for a LAN. It serves as a simple security
measure used in Wireless LANs (WLANS). The
SSID is attached to packets sent over WLANS.
This identifier acts as a password when a wire-
less device attempts communication on the
WLAN. Because an SSID distinguishes WLANS
from each other, routers and wireless devices
trying to connect to a WLAN must use the same
SSID.

Subnet Mask

Subnet Masks (SUBNETwork masks) are used
by IP protocol to direct messages into a specified
network segment (i.e., subnet). A subnet mask is
stored in the client machine, server or router and
is compared with an incoming IP address to
determine whether to accept or reject the packet.

SysLog Server

A SysLog server monitors incoming System log
messages and decodes the messages for logging
purposes.

TCP

(Transmission Control Protocol) is the transport
protocol in TCP/IP that ensures messages over
the network are transmitted accurately and
completely.
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TCP/IP

TCP/IP (Transmission Control Protocol/Internet
Protocol) is the main Internet communications
protocol suite. TCP ensures that data is com-
pletely sent and received at the other end. The IP
component of TCP/IP provides data routability,
meaning that data packets contain the destination
station and network addresses, enabling TPC/IP
messages to be sent to multiple networks within
the LAN or in the WAN.

Telnet

Telnet is a terminal emulation protocol commonly
used on the Internet and TCP- or IP-based net-
works. Telnet is used for connecting to remote
devices and running programs. Telnet is a high
level application protocol that uses the TCP/IP
communications protocol.

UDP

(User Datagram Protocol) is a protocol within
TCP/IP that is used to transport information when
accurate delivery isn't necessary (for example,
realtime video and audio where packets can be
dumped since there is no time for retransmitting
the data).

Virtual Servers

Virtual servers are client servers (such as web
servers) that share resources with other virtual
servers (i.e., it is not a dedicated server).

VolP

(Voice Over Internet Protocol) is a method used
to deliver voice information over the Internet.
VolP services allow telephone calls using your
PC or LAN.

WEP

WEP (Wired Equivalent Privacy) is the most com-
mon security protocol for wireless LANs, provid-
ing the "equivalent" security available in hard-
wired networks.
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Wireless LAN (WLAN)

Wireless LANs are local area networks that use
wireless communications for transmitting data.
Transmissions are usually in the 2.4 GHz band.
WLAN devices do not need to be lined up for
communications like infrared devices. WLAN
devices use routers which are connected to the
wired LAN and provide connectivity to the LAN.
The radio frequency of WLAN devices is strong
enough to be transmitted through non-metal walls
and objects, and can cover an area up to a
thousand feet. Laptops and notebooks use wire-
less LAN PCMCIA cards while PCs use plug-in
cards to access the WLAN.

WAN

WAN (Wide Area Network) is a communications
network that covers a wide geographic area such
as a country (contrasted with a LAN, which
covers a small area such as a company building).

WPA

WPA (WiFi Protected Access) is an enhanced
security specification to increase the level of
access control and data protection for wireless
data networks. WPA authentication requires that
an authentication server authenticate all client
adapters before being allowed access to a wire-
less network. This authentication mode is
designed for enterprise applications requiring
very high levels of security.

WPA-PSK

Authentication mode enables the user to
configure a type of client authentication used for
acquiring access to the wireless network. The
WPA-PSK mode has been designed for those
environments where high data security is desired,
but there is no authentication server. The client
initiates authentication by sending a password
called a passphrase to the wireless router. If the
passphrase is identical to the passphrase on the
wireless router, the wireless router allows the
client to access the network. The passphrase can
be between 8 and 63 characters.
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Technical Specifications

Standards

- |EEE 802.11

* |EEE 802.11b
+ |IEEE 802.11g
« |EEE 802.3u
- |EEE 802.3

Operating Systems
+ Windows® XP, 2000, Me, 98 SE

VPN Pass Through/Multi-Sessions
« PPTP
. L2TP
* IPSec

Advanced Firewall Features
* NAT with VPN Pass through
* MAC filtering

» |IP filtering

* URL Filtering

* Domain Blocking

» Scheduling

Device Management
* Web-based (Internet Explorer® v5.5 or later)

Wireless Data Rates
With Automatic Fallback
* 54 Mbps

* 22 Mbps

* 11 Mbps

* 5.5 Mbps

* 2 Mbps

* 1 Mbps

Encryption
* WEP 64/128/152-bit RC4

Media Access Control
 CSMA/CA with ACK

Frequency Range
o 2.4GHz to 2.472GHz

Operating Range

* Indoors: Up to 300 feet (100m)
* Outdoors: Up to 980 feet (300m)
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Modulation Technology
+ DSSS: Direct Sequence Spread Spectrum

Modulation Techniques
» Barker (1Mbps/0db)
» Barker (2Mbps/3db)
+ CCK (5.5Mbps/5.5db)
« PBCC (5.5 Mbps/1.5db)
+ CCK (11Mbps/8.5db)
+ PBCC (11Mbps/4.5db)
+ PBCC (22Mbps/8.5db)

Transmit Power
« 15dBm + 2dB

External Antenna Type
* Integrated 360-degree omnidirectional

Ethernet Cable
* RJ45 Ethernet cable

Operating Climate Range
» Temperature: 32° to 131°F (0° to 55°C)
* Humidity: 32% to 90% relative humidity

Storage Climate Range
» Temperature: -40° to 140°F (-40° to 60°C)
* Humidity: 15% to 90% relative humidity

Power Input
» External Power Supply DC 5V, 2.4A

Safety & Emissions
« FCC
« UL

CERTIFIED
Q Interoperable with:

2.4 GHz Band 11 Mbps [J
54 Mbps

5 GHz Band 54 Mbps []

Wi-Fi Protected Access™ []

Cert. ID W001693
www.wi-fi.org
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Questions?
Call 1-877-800-5400
or visit

www.plugandshare.att.com

Copyright © 2003 Advanced American Telephones. All Rights Reserved.
AT&T and the Globe Design are trademarks of AT&T Corp., licensed to Advanced
American Telephones. All marks are trademarks of their respective corporations.

Issue 1.3 AT&T 11/20/03



