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Application Notes

Provide Different DSL Port Speeds to different subscribers

An ISP may provide different Line speeds for each DSL port. In our IES-1248 have
an easy way to configure the line speed for each port. It can create some profiles
which can set different parameters to meet the different users’ requirement.

In this application, we will set up two profiles. One is for low speed requirement with
upstream/downstream is 2M/512Kbps and the other is for high speed requirement
with upstream/downstream is 25M/1.2Kbps. We suppose there are general subscribers
from port 1 to port 24 with a low speed profile and some enterprise users from port 25
to port 48 with high speed profile.

Internet

w,

IES-1248 Uplink

How to apply the profile to ports

In this application, we need to configure IES1-1248 and ADSL CPE. We use ZyXEL
Prestige 660R-61 CPE here.

1. IES-1248 Settings

1.1 Profiles settings

Click Basic Setting, xDSL Profiles Setup in the navigation panel to display
configuration screen as shown.
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Fl Home B Logout

[ @) Port Profile ] VC Profile Alarm Profile 1GMP Filter Profile

Index Name Latency Mode Down/Up Stream Rate( kbps) Select
""" Routing Protocol 1 DEFYAL Interleave 20487512 ®
2 DEFWAL_mAK Interleave 40887512 [ 5]
Mame Frofile LowSpeed |
Latency Mode Interleave %
Up Stream Dowen Strearm
Max Rate (32-3000) kbps (32-25000) kbps
Min Rate (32-3000) kbps (32-25000) khps
Interleave Delay [a ¢1-258 ms [a er-255) ms
Max SMR (0-31) dh (0-31)db
Min SMR E(u-an b E(u—an db
Target SMR E(o-m dh E(o-an dh

Cancel

Set up Low Speed Profile. Give this profile a name like Profile_LowSpeed and input
the MaxRate for Up Stream and Down Stream. In this case, we set 512Kbps and
2048Kbps for Up Stream and Down Stream.

[ @ FPort Profile ] VC Profile Alarm Profile 1GMP Filter Profile

Index HName Latency Mode Down/Up Stream Rate{ kbps) Select
1 DEFVAL Interleave 20485512 ®
2 DEFWVAL_MA Interleave Q088r 512 [ 5]
| Mame Profile_LowSpeed | |
Latency Mode Interleave
Llp Stream Diowen Stream
| hax Rate 512 |(32-3000) kbps 2048 | {32-25000) khps
#DSL Profiles Setup Min Rate 132 |(32-3000) kbps 32 (32-25000) kbps
Interleave Delay [a Jer-258) ms [a ]u1-255 ms
M SNR [31] (0-31) b [31] (0-31) db
Min SHR [0 ] -31) du [0 ] 31y a0
Target SHR 6 ] 0-31y un [6 |31y am

Cancel

Set up High Speed Profile. Give this profile a name like Profile_HighSpeed and input
the MaxRate for Up Stream and Down Stream. In this case, we set 1280Kbps and
24992Kbps for Up Stream and Down Stream.
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F Home H Logout

[ @ Port Profile ] VC Profile Alarm Profile 1GMP Filter Profile

Index Mame Latency Mode Down/Up Stream Rate{ kbps) Select

Routing Protocol 1 DEFVAL Interleave 2048/ 512 ®
 Management 2 DEFVAL_MAX Interleave 9088/ 512 O
Config Save 3 Frofile_LowSpeed Interleave 2048 512 @
| Marne Frofile HighSpeed | |
Latency Mode Interleave
Up Stream Doawn Stream
#DEL Profiles Setup | Max Rate 1280 {32-3000) kbps 24992” (32-28000) khps |
Min Rate 32 |{32-3000) kbps iz (32-25000) kbps

Interleave Delay EI(1.255) ms EIU-ESS) ms
Max SNR {0-31) db [s1]c0-31y o
Min SR o |31y ab [0 Jqo-31yan
Target SMR & J@anam [s Jqo-31yan

1.2 Profile Assignment
Click Basic Setting, xDSL Port Setup in the navigation panel to display configuration

screen as shown.

B Home B Logout

@) <LSL Port Setup ] VC Setup  PPVYC Setup

Gy Pt V| active T Customer info [ Customer Tel [T 2+ Features
Routing Protocol IE [T profiizamode T ismeater [ security [T Frame Type  settings | Paste |
Alarm T artusl channets T starm profite. [0 pvinsprionty [0 Packet Filter
Management Port  Active Custarner Info Custamer Tl Profile hode Channels
............ erabled DEFYAL_MAX  auto 1
B s~ B B
s i = i o L R
i i S
e e oy e L
L
s £ L (R B
erabled DEFWAL_MAX  auto 1
e
s L s R e
s o L

Assign Profile_LowSpeed to port 1. Click a number 1 in the Port index field to enter
Port setup screen. Select the Profile_LowSpeed profile and press Apply button.
E Home E Logout

L & xUSL Fort Setting
Part i
General Sobup
 Management  [EENEIEE G

Config Save Cuslames Info
Cusiomer Tel
Frofile Frofils Lowipeed %
S = ..-'_' sl
alarm Erofile LEFTAL v
M Filter Prafile LEFVAL |

¥[S0 Par Selup

Copy the settings of port 1 to the ports from 2 to 24. After finishing port 1 setting, the
screen will be back to the xDSL port Setting screen. Select port 1 in Copy Port
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combobox. Check the Active and Profile&Mode. After press the Paste button. It will
pop up a screen to select the ports. Select the ports you want to copy the configuration
to and press Apply button. The settings of port 1 will be copied to other ports.

® Home B Logout

L@ xD5SL Port Setup VC Setup

opy Por MAchve DCustomar Irifice DCustomer Tel |:|2+ Features
Routing Protocol . @ M rrofiteamode | Clisme fiter [ security rrame Type  settingg | Paste
___________________ [Tvirtal chanrets [ aiarm profie D rvinspriority [ Packet Fitter
Config Save Part Active Custamer Info Custamer Tel Frofile Mode  Channels
1 enabled Profile_LawSpead aute 1
2 enabled DEFYAL_MAX aute 1
2 enabled 2 Web Configurator - Microsoft I... |THE|[$_(| FYAL_MAX o i
4 enabled Pl M auto 1
5 enabled Please select ports and click apply button. FyaL_max —-— 1
& enzbled 0 1 2 3 4 5 6 T 8 9 |eys max auta 1
¥DSL Port Setup 7 enabled 1-9 [} Fral_tac auto 1
2 enabled 10-19 Frifl_hAm auto 1
9 enabled Fal_MAK auto 1
A0 enabled . D D D D D Frifl_hAm auto 1
11 enabled -39 ] O O OO O O O fevac_max auta 1
12 enabled w00 000000 an FraL_MAs auto 1
13 enabled Frifl_hAm auto 1
14 enabled select FyAaL_MAX auto 1
15 enabled Pl _mas auto 1
16 enabled Pl _max aute 1
17 enabled FaL_max aute 1
18 enabled DEFYAL_MAX aute 1
15 enabled DEFvAL_MAX auto 1

For the high speed profile, you can set the Profile_HighSpeed to port 25. You also can
select ADSL2+ mode in Mode combobox. That will fix the mode on ADSL2+ mode.

Home B Logout

L@ DL Fom setting

Advanced Application IREURE
Routing Prs_:r'_:_n:ni Gt al Setap

At =
Config Save Cuslamir Infis

Cystomar Tel

Frofile
Mode

AT TEFVEL *
IGKF Fikar Frofle DEFVAL »

=LEL Pord Sebup

Copy the settings of port 25 to the ports from 26 to 48. You can follow the same
procedures as port 1.
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! Home B Logout

VC Setup

Active D Custormer Info D Customer Tel D 2+ Festures
Profiledtode  [(]IGMPfiter [ Security rrame ype  settings
) el charmalz L #larm Profile [ PviDgFriority ] Packet Filter

Config Save Fort Active Customer Info Customer Tel Prafile Mode  Channels

Copy Port
25

1 enabled ’; Web Configurator - Microsoft I E]|E|@ fre=d aute !
2 enzbled fpeed auto 1
2 enabled Please select ports and click apply button. peed auto 1
4 enabled 1 2 3 4 5 6 1 & 9 peed auta 1
5 enabled 1-9 D D D D D D D D D peed auta 1
§ enabled 10-19 1 MM ] [ freed st 1
¥DEL Port Setup 7 enabled [ T — T T T T T T T T peed  auto 1
2 enzbled lass D D D D D D pead auto 1
3 enabled 30-39 pead auto 1
18 enabled 40-48 peed auto 1
11 enabled pead auto 1
12 enabled select m peed  auto 1
12 enabled peed ko 1
14 enabled pead auto 1
15 enabled pead auto 1
A8 enabled Profile_LowSpeed auto 1
A7 enabled Profile_LowSpeed auto 1
12 enabled Profile_LowSpeed auto 1
13 enabled Profile_LowSpeed auto 1

2. Prestige 660R-61 Settings

We configure Prestige 660R-61 as bridge mode. The default VPI/VCI of
IES-1248 is 0/33. So we need to set up such values. Prestige 660R-61 has a
Telnet server inside. We need to configure it via Telnet.

2.1 Menul: General Setup

Go to Menu 1. In this menu, we must set “Rout IP = NO” and “Bridge = YES”.

Menu 1 — General Setup

System Name= TEst
Location=

Contact Person’s
Domain Hane=

Edit Dynamic DH5= Ho

Route IP= Mo

Bridge= ¥Yes

Press ENTER to Confirm or ESC to Cancel:

2.2 Menu4: Internet Access Setup

The encapsulation must be RFC 1483 for bridge mode. The Multiplexing should be
the same as IES-1248. The LLC-based is default mode of IES1248. Additionally, we
must check if the VPI/VCI is the same as IES-1248. The default VPI/VVCI of IES1248
is 0/33.

All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL IES 1248 Support Notes

Menu 4 — Internet Access Setup

IS8P'=s Hame= MulSP

Encapsulation= RFC 1483

Multiplexing= LLC-hased

UFI #= 8

UCI #= 33

ATHA Go5 Tupe= UEBR
Peak Cell Rate <PCR>= 8
Sustain Cell Rate <SCR>= @
Maximum Burst Size (MBS>= @

My Login= M-A

My Password= HAA

EMET ENCAF Gateway= HN-A

IP Addres=s Assignment= Static
IP Address= @.8.0.04

Metwork Address Translation= SUA Only
Address Mapping Set= N-A

Press ENTER to Confirm or ESC to Cancel:

2.3 Menull.1: Remote Node Profile
In menull.1, we should activate this profile with “Active= Yes”. The Encapsulation
and the Multiplexing are the same as the menu 4. Setting “Edit ATM Options=Yes”
will enter Menu 11.6.

Menu 11.1 — Remote Mode Profile

Rem Mode MWame= MylSP Route= Hone
Active= Yes Bridge= Yes

Encapsulation= RFC 1483 Edit IP~-Bridge= Mo
Multiplexing= LLC-hased Edit ATH Optionsz= Ye
Service Mame= HN-AA Edit Advance Options= MN-A
Incoming: Telco Option:

Rem Login= HN-A Allocated Budgetimin>= MN-A

Rem Passzword= MN-A PeriodChr>»= N-A
Outgoing: Schedule Sets= H-A
My Login= MW-A Mailed-Up Connection= H-A
My Paszsword= WA Seszion Options:
Authen= N-A Edit Filter Sets= Mo
Idle Timeout<{zec?>= MN-A

Press ENTER to Confirm or ESC to Cancel:

2.4 Menull.6: Remote Node ATM Layer Options
Check the values above are the same as the IES-1248.
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Menu 11.6 — Remote Mode ATH Layer Options
UPI AUCI (LLC—Multiplexing or PPP-Encap=sulation?

UFI #= 8

UCI #= 33

ATH Qo% Type= UBR

Peak Cell Rate (PCR>= @
Sustain Cell Rate <S5CR>= @
Maximum Burst Size (MBE)>= 8

Enter here to COMFIRM or ESC to CAMCEL:

You can click Basic Setting and XDSL Line Data in navigation Panel to display
configuration screen as shown. Select the port connected to the IES-1248. You will
see the link speed and link mode.

F Home H Logout

I ! xual Line Rate Info Line Performance Line Data

Routing Protocol

Part Mame

___M_;nagernent -------------- Down/up Stream kRate(kbps): 2014/511

Downup Stream Noise Margin(db): 31/30
Rate Lo T T EST AttEnUﬂt'iDﬂkUD). Lo ras1
Do ALip gam Attainable Ratelkbps): 25388/1360
Down Stream Interleave Delay: O {ms)
Up Stream Interleave Delay: 2
Down Stream Output power: 3 (dbm)

Atur wendor id + QDO00000000000000000000000000000

Infa Atur wersion number: 00000000000000000000000000000000
Atur serial number : 0O0000000C0000000000000000000000
QOO000000000000000000000 00000000

Atur wendor id : 3030423530303 5 300000000000000000
Atuc wersion number: 66323232303030300000000000000000

Atuc serial number : 30323030306230336539303130620000

00000000000000000000000000000000

How to configure 802.1Q VLAN

AVLAN (Virtual Area Network) allows a physical network to be partitioned into
multiple logical networks. Stations on a logical network belong to one group called
VLAN group. A station can belong to more than one group. The stations on the same
VLAN group can communicate with each other. With VLAN, a station cannot directly
talk to or hear from stations that are not in the same VLAN groups.

We want to deploy VALN environment in this application. The following figure
shows the VLAN example. Two PCs connect to the port 1 and port 2 of the line card

10
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and belong to different VLAN. One is VLAN 10 and the other is VLAN 20. So they
can’t communication with each other. But both PC 1 and PC 2 can connect to Internet.

Internet

IES-1248

How to set up a VLAN environment.

In this application, we need to configure IES1-1248 and ADSL CPE. We use ZyXEL
Prestige 660R-61 CPE here. Because the two ports belong to different VLAN want to
go to the Internet via Uplink port of IES1248, we need to set up an extra VLAN and
let the two ports be members of this VLAN.

1. IES-1248 Settings

1.1 VLAN settings

Click Advanced Application, VLAN in the navigation panel to display configuration

screen as shown. Click Static VLAN to set the VLAN parameters.

Fl Home FE Logout

Static VLAN | VLAN Port Setting

[ @ VLAN Status ]
The Number Of VLAN = 1

""" Pagel of 1

""" name § wvid
Config Save indesx 1 2 3 4 5 6 7 8 9 10 11 12 enatl

13 14 15 16 17 18 19 20 21 22 23 24 enet2

WLAR Elapsed Time 25 26 27 28 29 30 3 32 33 M 35 36
IGMP Snooping status 37T 38 33 40 41 42 43 44 45 46 47 48
Static Multicast
Filtering 01
Spanning Tree Praotocal 1 Y u Y Y u Y Y u Y Y u U Y
Port Authentication I R LS R R I R S L O E ) u
Port Security Ofdays) : 0:30:22 L O o L T
DHCF Relay Active Static WLAN L O o L T

Syslog
Access Control

Add VLAN10. Assign Port 1, ENET1 and ENET2 to be members of VLAN10 as
shown.

11
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L @) Static VLAN Setting YLAN Status  VLAN Port Setting
ViD Active Hame Delete
TS o DERAULT e

Delete | Cancel |

-,

VEARIEE L L BUIE ~

|GHP Mame IVLM-IlD

Static Multicast VLAN ID I §l ~4ug4)
Filtering

Port Control Tagyging

Lol Selectall |  Selectan an| m
Spanning Tree Protocol . e R § e .J .ﬂl

Fort Authentication | ENETI O Nomnal  © Fied  C Fomidden T Tx Tagging
PortSecurty [ EMNETZ © MNomal @ Fred | Forbidden 1 T Tagging

Bl 1 ©C Forvidden T Tx Tagging |
' Forbidden Tagging

DHCFE R
2684 R
Downstream Brogdoast

A ) 2 R R Pt e ey S o

Syslog

Access Control

5 . Cfwed @ Fopidden [T Tx Tagging
NN 7 SN © .|| S C ][] RO N o R
7 CFwed @ Fotidden T Tx Tapging

Add VLANZ20. Assign Port 2, ENET1 and ENET2 to be members of VLANZ20 as
shown.

‘Basic Setting ) Static VLAN Setting VLAMN Status  VLAN Port Setting
T Name Delete
DEFALLT

Management

-"Conﬁg Save Delete | Cancel |

WLAMN
|GHP e ..ACNVB s I

Marne IVLM\TZD

LAN 1D [z ¢ ~4094)

Port Control Tagging

Select All Select All Select ﬂ None |

0 Normal @ Fied T Forbidden T T Tagoing

€ MNomal @ C Forbidden  I7 T« Tagoing
% Forhidden doi
=

Spanning Tr
FortAuthent
Fort
DHCF Relay

2684 Fouted Mode

CUFity

Diownstream Broadcoast Forbidden

Fnrbldden

Syslog

Access Control

@ Fomiggen Tk Tagging
___________________________________________________________________________________________________ @ Forbidden T T« Tagging

 C Fiwed & Forbidden [T Tx Tagging
O Fwed @ Forbigden 7T Tagging

Add VLAN200. Assign Port 1, Port2, ENET1 and ENET2 to be members of
VLANZ200 as shown.

Lo

12
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) Static VLAN Setting VLAN Status  VLAN Port Setting

Hame Delete
Routing Protocol DEFAULT O

W
Management i =

v
VLANZO0

00 140943

Port Control Tagaing
Select All Select All Solprt AIII None |

than

ntica

Part Secority
DHCP Relay |ENET1 € Nomal @ Fied € Forbigden ™ Tx Taggin
S8 rundi |EMET2  C Mormal @ Fwed  C Forbidden 7 Tx Tagging
fream Broadcast 1 % Fixed i Forbidden ™ Tx Tagain

3 & thidden 7 Tx Tagging
A " Fixed & Forbidden [T Tx Taguging
7 [

(Fied @ Forvidden [T« Tagging
Fivar % Farhiddan ™ T Tannina

1.2 PVID settings
After set up the three VLAN, we can see Vlan10, Vlan20 and VIan200 as shown. Now,

click VLAN Port Setting to set the PVID.

........ VLAN Status
Name
DEFALULT

Config Save

WLAN

IGMP Delete | Cancel |

Static Multicast
Filtering Active i

L . | e
[0 (r-s09

Port Control Tagging

Spanning Tree Protocol Fiicas .\J'II_AN. .ID“
Port Authentication

LR S

We assign VLAN 200(PVID) to ENET1, ENET2. Also, we assign VLAN 10 and
VLAN 20 to Portl and port2, respectively as shown.

13
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# Home B Logout

[ @) VLAN Port Setting ] VLAN Status  Static VLAN Setting

Port PVID Priority GVRP Acceptable Frame Type

Routing Protocol | ENET1 [200 [1-4094) [0 v | ALL
ENET2 [200 |r1-4na4y O ALL

1 10 Ju-s094 ALl v

WLAM 2 (1.4094) A11 v

3 L J1-4094) [olv] ALl ~

4 [r J1a0as ALl v

5 L Jn-a0ag)

8 L Jg-a0es)

7 E

8 1 l1-ane

g [t Ju-anas all v

10 g

11 (1.4094) FARS w

1.3 Port Isolation

If we just want to isolate ports of IES-1248 and don’t want to set any VLAN, there is
another easy way to do this. Click Basic setting, Switch Setup in  navigation panel
to display configuration screen as shown. Check Port isolation Active check box.

L) Switch Setup

Routing Protocol e aelEe R LR O AN TIME: o D00 (D000 ) Sacatde N Dleabled. ...
GARP Timer Join Timer IZDD (100-65535) milliseconds
Leave Timer 600 (Legve Timer must = 2*10in Timer)

Config Save Leave All Timer  [10000 (|_gave Al Timer must = Leave Timar)

o B |Pur‘t|80|at|0n A o |7—|
e 5W|tch .h.ﬂo..dé. S ...Ist&ndalone j B R S A
e AR Prlum? e
Priority § |Queue Lewel 3 'i

Priority 5 |Queue Lewel 2 7|

Friority 4 |Queue Lewvel 2 ¥
Enet Priarity Queue Assignment t ==

Priarity 3 |Queue Lewel 1 ¥

Priority 2 |Queue Lewel 0 YI

—

2. Prestige 660R-61 Settings
Please refer to the procedures in previous application.

Triple play Application

The IES-1248 allows you to use different channels(also called Permanent Virtual
Circuits or PVCs) for different services. Define channels on each DSL port for
different services and assign each channel a priority, a VLAN and ATM Quality of
Service (QoS). The ATM QoS allows you to regulate the average rate and fluctuations
of data transmission. This helps eliminate congestion to allow transmission of real
time data (such as audio and video).

14
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In this application, we demonstrate how to set up the multiple PVVCs environment.
From the figure below, the PC wants to access the two kinds of network services. One
is the Internet service (data service) and the other is Video service. Because we hope
we can see the video smoothly, we need to set the video service higher priority. In
IES-1248, we can set the two services with different VLANSs and assign the PVCs
with different VLAN, priority and ATM QoS. That will make the video traffic get the
higher priority than data traffic. We also can expand this application to triple play
environment.

( Internet

(==

8021QVLAN , ., \_)
Switch N
Port 10. PVID=20
t &x Internet Access

VLAN 20

Ethernet Po

IES-1248 G

ynn s sDSkROR R == u,

. : PVID=10

PVID=10: :PVID =20
Priority =71 & Priority =0
ATM QoS=CBR: :ATM QoS=UBR

;

Video Server

0/33F i1/34 VLAN 10

N\

CPE

-

Following procedures will introduce the settings of IES-1248, VLAN-aware switch
and ADSL CPE. We use ZyXEL ES-2024 and Prestige 660R-61 as VLAN-aware
switch and ADSL CPE, respectively.

1. IES-1248 Settings

1.1 VLAN setup

We can set up VLAN like procedure described in VLAN application. Add VLAN10.
Assign Port 1, ENET1 to be members of VLAN10 as show. We need to check the
Tx Tagging on ENETL1.

15
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Fl Home B Logout

| Basic Setting i VLAN Status  VLAN Port Setting
wvID Active Name Delete

1 Yes B

WLAN Active

VAN D (10 [1-4080)

Port Control Tagging
[ setectau | [ setectan | S [WI

EMETH ) Mormal @ Fixed ) Forhidden Tagaing

= ) Mormal O Fixed @ Forhidden [ T« Tagging
1 ) Fixed ) Farhidden T Tagging
2 O Fixed ® Forhidden [ T Tagging
3 O Fixed ® Forhidden [ T Tagging
4 O Fixed ® Farhidden (R Tagging
5 O Fixed ® Forhidden [ T Tagging
6 O Fixed & Farhidden [ T« Tagaing
T O Fixed & Farbidden [ T Tagaing
8 O Fixed ® Forhidden [ T Tagging
9 O Fixed @ Farhidden [ T« Tagaing

Add VLANZ20. Assign Port 1, ENET1 to be members of VLANZ20 as show. We need
to check the Tx Tagging on ENET1.

VLAN Status

VLAN Port Setting

viD Active Name Delete
1 Yes P
10 Yes YLAMTD O

"Conﬁg Save

WLAN

Active
VAN D (20 14098

Port Control Tagging
[ Selact All ] [ Select All ] CCCCCC @ @

ENETY O Marmal @ Fixed O Forhidden Tx Tagaing

ENETZ O Marmal O Fixed @ Forhidden [ T Tagging
T &7 Fixed T Forbidden I T Tagaing
2 O Fixed & Farhidden [ T Tagging
3 O Fixed & Farhidden O T Tagging
4 O Fixed @ Farhidden O T Tagging
g O Fived & Farbidden [y Tagging
6 O Fixed ® Forhidden [ T Tagging
T O Fixed @ Forhidden [ T Tagging

1.2 VC profile setup
Click Basic Setting and xDSL Profile Setup in navigation panel to display the
configuration screen as shown. Click VVC profiles in this screen.
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! Home B Logout

VC Profile Alarm Profile 1GMP Filter Profile
Down/ Up Stream Rate( kbps)  Select

(@) Port Profile
 Advanced Application Index Name
1 DEFwAL Interleave 2048(512 ®
2 DEFWAL_MAX Interleave 90881512 [ 5]

Mame |

Config Save

Latency Mode Interleave W
Up Stream Daown Stream
Max Rate (32-3000) kbps (32-25000) khps

JOELL (PEilios S Min Rate (32-3000) kbps (32-25000) kbps
Interleave Delay [a Jo-258 ms [a o1-255 ms

Max SNR T 3] (a3t ab
Min SNR [0 Jiaaryan lo Jianan
Target SNR 6 ]m-21am l6 | m-31y ap

Cancel

Add Defval_CBR VC profile. Set up Encap, Class, PCR and CDVT as shown. Encap
should be LLC the same as IES-1248. Class should be CBR which has higher priority
in ATM QoS.

# Home H Logout

[ @ VC Profile ] Port Profile  Alarm Profile 1GMP Filter Profile

: Index Name Encap AAL Class PCR COVT  SCR/MCR BT/HEM Select
Routing Protocol
1 DEFWAL Il aals ubr 300000 0 - - ®
2 DEFVAL_WC W aals ubr 300000 0 - -
Config Save - o
Name Defval CER |
Encap LLC %
Class CER v
FCR 300000 (0-300000)cellisec = [15527 | (0-1552TKbmiefsec
¥DSL Profiles Setup
covT o |p-258)
SCRIMCR (0-300000)cellisec = (0-1552TiKbvielsec

BT ! MREM l:l(g.zss)

1.3 Multiple PVCs setup
Click Basic Setting and xDSL Port Setup in navigation panel to display the
configuration screen as shown. Click VC Setup in this screen.

17
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL IES 1248 Support Notes

H Home H Logout

L@ xD5L Port Setup ]
Copy Port Active D Customner Irfo D Custormer Tel I:‘ 2+ Features

_Routing Protocol DOlerotiestiose iowpiner  Dlseouty  Dlrrametpe  settings
Management Cvirtusl charnels [ aiarm profile [ Pvinspriority [ Packet Filter
Config Save Port Active Custamer Info Custamer Tel Prefile Mode  Channels

engblad DEFVAL_MAK auto 1
enabled DEFYAL_MAX auto
enshblad DEFVAL_MAK auto
enabled DEFVAL_MAK auto
enzbled DEFVAL_MAK auto

enabled DEFVAL_MAX auto

*DSL Port Setup enabled DEFYAL_MAX auto

enshblad DEFVAL_MAK auto
enabled DEFVAL_MAK auto
enabled DEFVAL_MAK auto
enabled DEFVAL_MAX auto
enabled DEFYAL_MAX auto
enshblad DEFVAL_MAK auto
enabled DEFVAL_MAK auto
enabled DEFVAL_MAK auto
enabled DEFVAL_MAX auto

= R N R R e e R e R L

enabled DEFYAL_MAX auto

We hope VPI/VCI with 0/33 get the higher priority. We should modify this VPI/VCI
with Defval_CBR profile which we created before. Press Apply button to make it
take effect.

[ @ Vi Setup xDSL Port Setup  PPYC Setup

“Advanced Application
PP Paort |l 'l Super Channel O

S NN T

DSWC |Defval CER ¥

Config Save USYC Profile - [
Systemn Information FPYID IlD (1-4094) Friarity I? vl

General Sefup

User Account Add Cancel |
Switch Setup Show Port IALL ,I

i Sl Index Port  WPIVCI DS /US ViC Profile PVID Priority Select
DEFWVALS

EMET Port Setup
XDSL Port Setup e
L Frofiles Setup 2 9 K]

Line Data

& A e DEFWALS b _ e

Then we add the VPI/VVCI with 0/34. We apply the DEFVAL profile to this channel.

L@ Vi Setup ] xDSL Port Setup  PPVC Setup

‘Advanced Application |
Bp Port [1 =] Super Channel | i

WP |u YCl |34
DS VT Profile DEFVAL 'I
Config Save LS YC Profile = v[

Systermn Information FYID 20 [1-4004) Priarity ID YI

General Setup

User Account Add Cancel |
SalE Show Port [a1L 3]

Index Port.  WPIWCI DS [ US VC Profile PVID Priority Select
DEFWAL! * e -~

EMET Port Setup

XDSL Port Sety o UL IR, RN, S )
#DEl Setup 9 0733 DEFWALS . . o
#*DBL Line Data e e e e

e

303 o3 RS * * e

2. Prestige 660R-61 Settings
We need to set two channels. One is 0/33 and the other is 0/34. From former
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application, we already knew how to set up CPE with one channel (0/33). We
just demonstrate how to set up second channel.
2.1 Menu1l.1: Remote Node Profile
In menull.1, we should activate this profile with “Active= Yes”. The Encapsulation
and the Multiplexing are the same as the menu 4. Setting “Edit ATM Options=Yes”
will enter Menu 11.6.

Menu 11.1 — Remote Mode Profile

Rem Mode Mame= 2 Route= Mone
Active= Yes Bridge= Yes

Encapsulation= RFC 1483 Edit IP-/Bridge= Mo
Multiplexing= LLC-hased Edit ATM Options= Yes
Service Mame= N-A
Incoming: Telco Option:

Rem Login= MW-A Allocated Budget<{min>= MN-A

Rem Paszsword= N-A Period<(hr>= N-A
Outgoing: Schedule Sets= N-AA
My Login= MW-A Mailed—-Up Connection= N-A
Hy Pazzword= MN-AA Session Options:
Authen= N-A Edit Filter Setz= Mo
Idle Timeout<{szec>= MN-A

Press ENTER to Confirm or ESC to Cancel:

2.2 Menull.6: Remote Node ATM Layer Options
We should set up another VPI/VCI with 0/34 the same as the IES-1248.

Menuw 11.6 — Remote Mode ATM Layer Options
UPIAUCI (LLC-—Multiplexing or PPP-Encapsulation>

UPI #= 8
UCI #= 34
ATH Qo5 Type= UBR

Peak Cell Rate (PCR>= A
Sustain GCell Rate <S5CR>= 8
Maximum Burst Size (MBS>= R

3. ES-2024 settings

3.1 VALN

Click Advanced Application and VLAN in navigation panel to display configuration
screen as shown. Click Static VLAN to show VLAN setup screen.
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3 Web Configurator - Microsoft Internet Explorer
WRE EEE RO REEEW IROD HEE

Q-0 [¥[E G Pus Jramsz @ne & (2 Ji
L) | &) hip:/192 1681 1/ v BluE =

B Status B Logout H Help

O
3 VLAN Port Setting Static VLAI
g The Number Of VLAN =1
g Routing Protocol
5 Fort Mumber
- Index VID 2 4 B g8 10 12 14 16 18 20 22 24 26 ElapsedTime Status
E 1 3 ] T el S R e Sl ik el e el
= ufluvjujuflu]Jufju]ulufju]ulfu]u

Statlc MAC Forwarding U U Tl Dol Bl e il Pl el e B Pl el Pl B UhloE2f Siell

Spanning Tree Protocal

Bandwidth Contral

Broadeast Storm Control

Wirraring

Link Aggregation

Paort Authentication

Part Security

Access Control

Queuing Method
< ' 2
Foll Inferval(s) |40 | [ Setlnerval |
Change Pages [ Previous Page ] [Nﬂ“PaSE]

I:éj%ﬁ}i © R I

Add VLAN10. Assign Port 1, Port 10 to be members of VLAN10 as show. We need
to check the Tx Tagging on Port 10.

a Web Configurator - Microsoft Internet Explorer
BWRO &EE WH0 RHEEW IAD SHE

Q-0 ®AG Pue Josm: @se @ 3- L
A @iz v

ZyXEL

BE EE

B Status [ Logout H Help

T —
3| Basic Setting [ &) VLAN VLAN Status ~
1]
a ACTIVE
H Protocol e — VALNLO
3| Management
m WLAM Graup D 10
@
£
b~
B
Static MAC Forwarding Port Control Tagqing
Spanning Tree Pratacal 1 Mol Eorhidden [1 T Tagging
Bandwidth Control 2 @ Mormal O Forhidden Ti Tagaing
Elmad.cast Storm Control 3 & Mormal O Fixed O Forbidden Tx Tagging
Mietng 4 &) Mormal O Fixed O Forhidden Ti Tagaing
Link Aggregation =
o 5 @ MNarmal O Fived O Fothidden
Part Authentication : g
Fort Security 6 &) Mormal O Fixed O Faorbidden
e 7 @ Mormal O Fixed O Forbidden T« Tagging
Gueuing Method g & Mormal O Fieed O Forbidden T Tagaing
9 @ Mormal O Fixed O Forbidden T Tagaing
I 0 Mormal T Fred Forbigden T T Taaging ]
i TT =T Mormal Fieed Forbidden [¥] T% Tagging {
12 = Mormal ) Fixed O Forbidden Tx Tagging
13 &) Mormal O Fixed O Faorbidden Tx Tagging
14 & Mormal O Fixed O Forbidden T« Tagging
15 & Mormal O Fixed O Forbidden T« Tagging b

m | B Y- | B 1158
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Add VLANZ20. Assign Port 2, Port 10 to be members of VLANZ20 as show. We need
to check the Tx Tagging on Port 10.

3 Web Configurator - Microsoft Internet Explorer
WRE EEE RO REEEW IROD HEE

Q-0 [¥[E G Pus Jramsz @ne & (2 Ji
L) | &) hip:/192 1681 1/ v BluE =

ZyXEL

B Status B Logout H Help

1]
3| Basic Setting [ @ StaticVLAN ] VLAN Status ]
[ ]
a ACTIVE
] Name VLANIO
3| Management
m i LAN Group ID 20
il
=3
=
Static MAC Forwarding Port Control Tagging
Spanning Tree Protocal 1 & Normal O Fixed O Forbidden T Tagging
Bandwidth Control 2 O Mormal @ Fived O Forbidden [ T« Tagging
Elruad.cast Storm Control 3 & Mormal O Fixed O Farbidden Ti Tagaing
M.lrrnrmg - 4 @ Mormal O Fixed O Forbidden Tx Tagging U
Link Aggregation . n
Port Authentieation 5 & Mormal O Fixed O Farbidden Ti Tagaing
Part Securily & @ Mormal O Fived O Forbidden Tx Tagging
Access Control 7 & Mormal O Fixed O Farbidden Ti Tagaing
Queting Method ] @ Marmal O Fixed O Forhidden Tr Tagging
g &) Mormal ) Fixed ) Farbidden T Tagaing
10 © Mormal i@ iFixed O Forbidden Tx Tagging
L T S2 R =l FEED FOTOTOOEm D T Taggimg
12 @ Mormal O Fixed  Forbidden Tx Tagging
13 & Mormal O Fixed O Farbidden Ti Tagaing
14 @ Mormal O Fixed  Forbidden Tx Tagging
15 & Marmal O Fixed O Farbidden TiTagaing v
I@ © AR

3.2 PVID setup

Click Advanced Application and VLAN in navigation panel to display configuration
screen as shown. Click VLAN Port Setting to show PVID setup

screen.
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a Web Configurator - Microsoft Internet Explorer
BWRO &EE WH0 RHEEW IAD SHE

Qurw- O X RG O dramee @ue @ -0 B JE
D) | ] hitpe192.168.1 .17 v

BE EE

B Status [ Logout H Help

s}
§ VLAN Port Setting Static VLAI
g The Number Of VLAN =3
]
g Port Nurber
= Index ID 2 4 B 8 10 12 14 16 18 20 22 24 26 ElapsedTime Status
g 13 5 7 9 11 13 15 17 18 21 23 25
B U u U U Uy Uy U .
Statlc MAC Forwarding U U T NEml D Bl B B Pl ] el B B B Lt Sl
Spanning Tree Protocol N N N N T - - - - - - - -
Bandwidth Cantral e 10 T T T S 0:01:42 Static
Broadeast Storrn Control TR _ NEAE _ _ _ _ _ _ _
Mirroring 3 20 0:00:06 Static
Link Aggregation
Part Authentication
Port Security
Access Control
Queuing Method
£ 2
Pall Interval(s) 40 | [ Sethneral |
Change Pages [ Previons Page ] [ Next Page ]

Let 10 be the PVID of Port 1 and 20 be the PVID of Port 2.

. g ; ;3 S TaE MM =
2} Web Configurator - Microsoft Internet Explorer q %“ ' ‘/ \5 = %, W RTF
BEO REEO BWR BOSEELW IS0 SHED

Qin-© [ &G Oms doswss @ue @ 3% @ JE

D) | ] hitpe192.168.1 .17 v

BE EE

B Status [ Logout H Help

3
3 VLAN Status
[] .
a Advanced Application GWRP 0
0
3
o Port Ingress Check PVID GVRP Acceptable Frame Type
n
E VLAN 1 ] 10 ] All v
Static MAC Forwarding 2 O 0 O Al v
Spanning Tree Protocol 3 (] 1 ] All e
Bandwidth Contral
1 All
Broadeast Storm Caontral ¢ O O A
Mirraring 5 ] 1 .} All v
Link Aggregation 5 0 1 o Al -
Port Authentication
1 Al v £
Port Security T O O
Accass Contral 8 O L O Al 4
@ueuing Method g ] 1 O Al v
10 ] 1 ] All “
11 O 1 O All ~
12 B 1 ] All w
13 ] 1 O All v
14 ] 1 1] All v
iz — 1 — amn C b

m | M@ - FEL

In this application, you will see the video traffic will go via 0/33 and data traffic
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will go via 0/34. And the 0/33 get the higher priority. The video traffic will go first
when the two traffics arrive at the same time.

802.1x Application

IEEE 802.1x port-based authentication is desired to prevent unauthorized ports
(clients) from gaining access to the network. It is an extended authentication protocol
that allows support of RADIUS (Remote Authentication Dial in User Service,
RFC2138, 2139) for centralized user profile management on a network RADIUS
server.

We want to deploy 802.1x environment in this application. The following figure
shows the 802.1x example. PC1(supplicant) and PC2(supplicant) want to access to the
application server. If PC1 is not unauthorized, the traffic from PCL1 to application
server will be blocked. If PC2 is an authorized client, then it can access to the
application server. From the figure, IES1248 acts as an authenticator.

‘\\ H\\.

=  Authentication

-

Il Server (RADIUS)

e

A PO > \\I
X =

A IES-1248 Authbrized ||f|||

: (Authenticator) 4 SE(;”/

Unauthérized

Application server

PC1

S li t
(Supplicant) (Supplicant)

How to set up an 802.1x environment.
We should configure Authenticator, RADIUS and Supplicant three parts in 802.1x
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environment. The Microsoft 802.1x client and ZyXEL Vantage 50 will be used as
supplication and RADIUS, respectively. Following sections will describe the detailed
procedure to set up the environment.

1. IES-1248 (Authenticator) settings:

1.1 RADIUS settings:

Click Advanced Application, Port Authentication in the navigation panel to display
configuration screen as shown. Click Enable Authentication Server and set the
RADIUS server IP address, UDP port and shared Secret, which is the same as

Radius server. Then click Apply to make the settings take effect.
¥ Home E Logout H Help

& Enable Authentication Server

IF address 192.168.1.3

UDF Fort 81z (0-65535)
Shared Secret [L2345678
IGMP Snooping Apply

Static Multicast
Filtering
Spanning Tree Protocal Marme

|
Password | |
|

O Enable Local Profile Setting. { Supprot up te 64 profiles)

] ECOTITY
DHCP Relay Retype Passwaord to canfirm |
Access Contral
Index Name Delete
1 admin O

Click the 802.1x link to enter the 802.1x settings. Check the Enable
Authentication and click Apply button to enable 802.1x authentication. Check
Enable to turn on 802.1x authentication on that port. You can leave other settings
as default values. Click Apply to save your changes.

[ @ 502 1x ] Authentication: RADIUS/Local Profile

Enable v

npplyl Cancel |

'Conﬁg Sava Port I':flahl:e Control Reauthentication Reauthentication Period{ s}

LR { : IAUTD j oo 2680 (50"45_535.1. —
2 m e S N N L Lo N
L2 0 o = Jem = v @o-sesis

4 [l |AUTD j IDn j 3600 (BO~G5535)
. 20 < e =l leoo mo-essas
PortAuthentication L o Jum =l e go-gssam

Fart Security P |avTo | [om =] 3600 (BO~65535)
. L& 0 lamo = Jem = v @o-ssis
L 1 Broadoast 9 l_ ..IAUTD j R IDn ﬂ e 3600(50"55535) _——
L = Jm =l e mo-essan

55 Contral 11 1 |amo | [on =] IE00 (BO-B5535)
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2. Vantage 50(RADIUS) settings:

We use Vantage 50 as the RADIUS server. It's a one of ZyXEL's product. Of
course, you can use other RADIUS server like Funk Steel-Belted RADIUS,
Cisco Access Control Server, MeetingHouse Aegis server and so on. You can
configure it by WEB GUI and its default IP is 192.168.1.3.

2.1 RADIUS server setup
Click RADIUS, RADIUS SERVER in the navigation panel to display configuration
screen as shown. You can use the default values or change the Authentication port,

Shared Secret. Remember these values MUST be the as the settings of client.

vXEL

ADVANCED

RADIUS
ROOT CA
SERVER CERTIFICATE

nanus serven

USER ACCOUNT
Authentication Port : 1512 u
MAINTENANCE {ieesse)
Accounfing Port: TaT3 (1~65535)
MANAGEMENT
Allowed Access Type
LieXsalins ® Alltw Any IP Address
Shired Secret 12345678 {mav_200 characters)
O Allowed Specified IP Address / Network Address
Apply
Allowed IP Address (m=x 1)
[ No. | IP Address Shared Secret | Description | Action | Delete |

2.2 Create User Account

Click RADIUS, USER ACCOUNT in the navigation panel to display configuration
screen as shown. You can use the existed user account or create the new one by
clicking Add New User button. Remember the client site MUST use the account in
RADIUS server.

ADVANCED
SERVER CERTIFICATE
RADIUS SERVER User Account List r uritz
USER ACCOUNT
Add MNew User Select All
MAINTENANCE
MANAGEMENT | No. |  UsarName |  Action | Delete |
1 abyss Change Password ]
LOGOUT 2 zyxel Change Password [ |
Delete
25
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3. Windows XP(Supplicant) settings:

There are many supplicants we can choose like MeetingHouse Aegis client,
Funk Odyssey client and Microsoft 802.1x client. We take Microsoft 802.1x
client as an example here.

3.1 802.1x/MD5-challenge setup

Open the Local Area connection Properties, and then click Authentication page.
Check the Enable IEEE 802.1x authentication for this network and select the
MD5-challenge in EAP type combobox. Please see the following figure.

- Local Area Connection Properties I |

General Authentication | Advanced |

Select thiz option to pravide authenticated network access for
Etherret networks.

¥ Enable IEEE B02.1% authentication for this netwark:

EAP type: | MDS-Challenge =
Froperties |
v Authenticate as computer when computer information is
savailable i

[T Authenticate a2 guest when uzer or computer information iz
unavailable

Cloze I Lance| |

When the 802.1x starts, it will prompt you to enter the user name and password.
Please see the following figure.
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ik | Blalaelineialisy  2yaliian! Elearnint

.. % Network Connections

JFiIe Edit ‘iew Favorites Tools Advanced  Help |

"']g Y
L o
) ) . , ) - 1=
- o J (%) Back </ ? / Search Falders E
© CAWINDOWS' system 32 cmd.ex
Request timed out.
Request timed out. =
Request timed out.
Request timed out.
| MPING: tr. it failed,
4 st it failed,
H it failed.
it failed.
it
it
it
Ln i : transmit

= transmit
= transmit
: transmit
: transmit
: transmit
Tt it

failed.

5] Disabled
@ Control Panel =z [(!:1 Libig Wireless LAN Mini PCL A,

g \a My Netwark Places

D My Documents
,J Iy Computer

Details S

Local Area Connection

| i1 e Hink-Sread Trkavnat

i) Local Area Connection ﬂ

Click here to enter vour user name and password for the
nietwork

| & cowmoosisystemsz... | | | B\* '] ¢|{$@ 5126 PM
[

¥ 2] Startl J & @ E i J &2 Metwark Cannections | Documentl - Microsoft .,

After click the icon, there will be a dialog for entering the user name and password.
Click ok after input the correct user name and password that are in the database of
authentication server. The settings of client site are finished.

ocal Area Connection

Uszer name: IZ}'HE|

Pazzword: I"“"""‘

Logon damair: ||

0k, I Cancel
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After above procedure, we can allow the authenticated port the access the server. If
the DSL port doesn’t be authenticated, the PCs behind the port can’t access the
network.

4. Prestige 660R-61 Settings
Please refer to the procedures in previous application.

Setting up the Syslog Server

ZyXEL products are able to send system log to a Syslog deamon such as Unix
Syslogd and Kiwi's Syslog Daemon ( http://www.kiwisyslog.com/ ). When DSL or
Ethernet ports are linked up/down, IES-1248 sends a record to Syslog server. The
Syslog server can be placed on the network, which IES-1248 can access.

How to set up a Syslog server.

We should configure IES-1248 and Syslog server in this application. Here, we use the
Kiwi's Syslog Daemon as an example. Following sections will describe the detailed
procedures to set up the environment.

1. Install and Run Kiwi’s Syslog Server
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Double Click the Kiwi’s Syslog Server installing program. It is very easy to install it.

% Kiwi_Syslozd (=13
mER EEE R0 HEEeREW ITAO S "
Qt=F- QO F L= wux | -

#B1E D) |3 Dsoftwareteys Iog serverKiwi_Sysdogd v DBE
FER x

& seosn 3 % Kiui Sysiogd exe
(2} HroE | =
BT

e ARHEERERR ()
= wee FTISTERRRE D2
[C3) driver
[ english
(=) felix ]
) mail
[ product
() products
= 5 software
|C5) BootpTiip
I dreve
=) MRTG
Q Neraf3120 w

After finishing the installation, you can run it from the Start Menu. And you will see
following dialog. And the Server’s IP is 192.168.1.77.

5§ Kiwi Syslog Daemon (version 7.0.3) |Z‘ |E‘ El
File ¥iew Help

4 @ A B [pisplay 00 (Defaull)  ~

Date Time | Priority | Hostname |Message ~

v

100% | 0 MPH 10:56 | 02-17-2005%

2. |[ES-1248 settings

Click Advanced Application, SysLog in the navigation panel to display configuration
screen as shown. Check the Enable UNIX Syslog. Assign the UNIX Syslog Server
IP, 192.168.1.77 in this case. Then press the Apply button and the setup is complete.
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y vsLoa
[ Enable UNIX Syslog

IlQZ.lEB.l.??

P.pplyl Cancel |

SysLog Server IP

VAR
|GHP

Static Multicast

Filtering
AL Filter

Spanning Tree Prot

Downstream Broadoast
SysLog

ACCESS Control

When DSL ports are linked up/down, IES-1248 sends a record to Syslog server. We
can see these logs in Kiwi’s Syslog server.

S 0 Kiwi Syslog Daemon (version 7.0.3) |Z‘ |E‘ El
File ¥iew Help

) A B [iplay 00 Dofout) <]

__Date | Time Priority H M -
02 5 i11:24:51 Locall.Alett 192.168.1.1 Jan 1 00:05:36 RAS INFO ADSL Link Info: NM:31/30(dB)!

(027172005 11:24:51 Locall.Alest 192.168.1.1 Jan 100:05:35 RAS INFO ADSL 24 Link Up[SN=2): 9087/511!
02172005 11:24:21 Locall.Alest 19216811 Jan 100:05:06 RAS WARN ADSL 24 Link Down(SN=1)!
02-17-2005  11-?3-55 locall Alett 19216811 Jan 1 00-04-40 BAS INFO Session Begin!

100% | 4 MPH 11:27 | 02-17-2005%

Setting up the Ring Environment

The Ring topology is used to guarantee the network being normal even if one link
between two device broken. So, in ring topology, the network will work well if one
link is broken. In Ring Topology, you must enable RSTP/STP to prevent the loop
issue.
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How to set up a Ring Environment.

We set up Ring environment with one IES1248, one IES2000 and one ES4024. APC
behind IES can connect the PC in the network even one of the links broken.
Following sections will describe the detailed procedures to set up the environment.

1. IES-1248 settings

1.1 Enable Spanning Tree protocol on Ethernet ports

Click Advanced Application, Spanning Tree Protocol in the navigation panel to
display configuration screen as shown. You will see the Spanning Tree Protocol
Status page. Click STP config to configure panning tree protocol settings.
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# Home B Logout

[_ @ Spanning Iree Protocol Status STP Config
. Spanning Tree Protocol : Off

Bridge Status

WLAN
IGMP Snooping o

Static Multicast [T D et e
Filtering

e tter

Spanning Tree Protocol
- A

Fort Security

DHCFP Relay

Syslog

Access Control

Click Active to enable Spanning Tree Protocol. Then enable it on ENET1 port and
ENET?2 port.

L@ Spanning lree Protocol STP Status

Active

[Appl}r] [ Cancel ]

2. Setup IES2000

2.1 Enable Spanning Tree protocol

Click Switch Setup in the navigation panel to display configuration screen as shown.
Then check Spanning Tree Protocol to enable it.
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Priarity Queus Assignment

Friority Lewel T G 5 a 3 5 ; )
Getting Htarted riority Lewve
£ GeneralSetup Queus -Ijv T =

o Gwitch Setup

o P Setup
© Port Setup Rapid Spanning Tree Protocol
Advanced Applications Bridge Priority 32768
© Static Route Setup Hello Time seconds
o WLAN Setup

MAK Age -ZD
Advanced Management seconds
o ShMP Fonmarding Delay seconds
© Logins
o Maintenance ] bHEF relay
o Statistice

0000

= Disgnostic
Logaut DHEF Senver List n.oon

2.2 Enable Spanning Tree protocol on Ethernet ports
Click Port Setup in the navigation panel to display configuration screen as shown.
Click msc to display MSC card Port setup.

FPort Setup

Getting Started
Slot |0 Module Type

= zeneral Setup 1
= Swvitch Setup =
o P Setup 2
 Port Setup 4
P btk o <]
Lt = L L=l ] ) Rl | Lo 8 L)

G

o Static Route Setup

o WLAN Setup

Advanced Management

o ShKP

= Loging

© Mairtenance

o Statistics

= Diagnostic

Loggourt
|

Click Uplink2 to set up this port.
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Stot 1 Port Setup MSC 1000
Fart Active Mame Type
r'es none Mone
ez none Maone
TEs none TOOOHazE T
es none 1000B aseT
Check Spanning Tree Protocol to enable it.
Slot 1 Edit Port Setup M5 1000
Uplink 2
Mame
Auctive
Uplink Mode
[] wLAN Trunking
Default 80Z.1p Friority |0
Type Spead Cuplex Flow Contral

1000BaseT Auto W Full F

Rapid Spanning Tree Protocol

Friarity Fath Cost

128 4

Take the same procedures with Uplink1. Please see the following figure.
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Siot 1 Edit Port Setup MSC 1000

Uplink 1
Name
Auctive
Uplink Mode
] wiaM Trunking
Default 802 1p Friorty |0

Type Speed Cuplex Flow Cantrol

1000BazeT Auto W Full F

Fapid Spanning Tree Protacal

Friarity Fath Cost

128 4

3. Setup ES4024

3.1 Enable Spanning Tree protocol on Ethernet ports

Click Advanced Application, Spanning Tree Protocol in the navigation panel to
display configuration screen as shown. You will see the Spanning Tree Protocol
Status page. Click Configuration to configure panning tree protocol settings.

[ Status [ Logout

[ @) Spanning lree Protocol Status Configuration
Spanning Tree Protocol : Down

Bridge Root Qur Bridge
Bridge ID Q000-000000000000 0000-000000000000
Hello Time (second) 0 0
Max Age (second) 1] 1]
WLAN :
= = Forwarding Delay (secand) 1] 1]
S.tanc. MAC Forearding Costto Bridge D
T PortiD 00000
Spanning Tree Protocol Tapolagy Changed Times 0
Rl Time Since Last Change 0:00:00
Broadcast Storm Control
Mirroring
Link Aggregation
Fort Authentication
Fort Security
DHCP

Click Active to enable Spanning Tree Protocol. Then enable it on Port 1 and Port 2.
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[ panning lree Protoco Status
Artive
Bridoe Priority JLE0

Hello Time 2 Seconds
hlax Age Y Seconds
Forwarding Delay 15 Seconds
Port Active Priority Path Cost
1 128 19
2 123 12
3 F 128 1%
4 F 123 12
4. Results

We can see the link between port 2 of ES4024 and Uplink1 of IES2000 will be

blocked as shown after we connect.

System Up Time : 2:04:13

Pt k- i EAEP—TP FPle—Frvr—c kb PecbhBs—Hp-Fime
1 1000F FORWARDING Disabled 1335 1627 ] 0.0 0.0 0:07:50
2 100wiF BLOCKIMG  Disahled 216 474 2 0.0 0.0 0:07:44
4 Do STOP Disabled 0 0 0 0.0 0.0 0:00:00
151 Diown STOP Disabled 0 0 0 0.0 0.0 0:00:00
i 100mF FORWARDING Disabled 2858 2380 ] 0.0 0.0 0:07:41
I Diowen STOP Disahled 0 0 0 0.0 0.0 0:00:00
8 Diown STOP Disabled 0 0 0 0.0 0.0 0:00:00
a8 Do STOP Disabled 0 0 0 0.0 0.0 0:00:00
10 Diown STOP Disahled ] 1] ] 0.0 0.0 0:00:00

After we remove the cable between port 1 of IES1248 and port 1 of ES4024, the
connection still exists. We can remove any one of the cable. That will not affect the

connection. You can see the blocking port will become forwarding port.
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System Up Time : 2:11:04

Port Link State LACP TxPkts RExPkts Errors TxKB's RxKB's Up Time
+ Bt S Brieatted i i i f-h £-H BEER
2 100k/F FORWARDING Disahled 217 683 2 0.0 0.0 0:01:44
a Down STOP Disahled 1] 1] 1] n.n 0.0 Qo000
4 Dion STOP Disahled 1] 1] 1] 0o 0.0 0:00:00
a Down STOP Disahled 1] 1] 1] n.a 0.0 0:00:00
5] 100MF FORWARDING Disabled 3278 2698 1] n.n 0.0 0:14:32
I Down STOP Disahled 1] 1] 1] n.n 0.0 Qo000

Setting up the IGMP Snooping/IGMP Filtering

Without IGMP snooping multicast traffic is treated in the same manner as broadcast
traffic, that is, it is forwarded to all port. With IGMP snooping, multicast traffic of a
group is only forwarded to ports that have members of that group. IGMP snooping
generates no additional network traffic, allowing you to significantly reduce multicast
traffic passing through the IP-DSLAM. IGMP filtering is for allowing a port to join
some specific IGMP groups. This can be applied in Video service providers. They can
only open some specific channels (groups) to specific ports.

. ] Internet

Vldeo
Server

Ethernet Port IGMP

Router

Video Client
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How to set up IGMP snooping/IGMP filtering

Here, we only set up the IES1248 to support IGMP snooping and IGMP filtering.
Please refer to the user guide of the Video Server and the subscriber device. We
assume the video server provides three channels, movie 1 on 240.10.10.8 group,
movie 2 on 240.10.10.9 group and movie 3 on 240.10.10.10 group. And we assume
the subscriber want to subscribe two channel, movie 1 and movie 2. If we don’t
enable the IGMP snooping, every one can see all movies. If we don’t set the IGMP
filtering on the port, the subscriber behind the port will receive all movies.

1. IES-1248 settings

1.1 Enable IGMP Snooping

Click IGMP setup on IGMP Snooping page and enable the IGMP snooping. After a
while, you will see the number of Query will increase when IES-1248 receives the
query packet from IGMP router.

[ @) IGMP ] IGMP Setup Filter Setup
O
SR e D
. . .
. Mumber of IBMF Groups Al

Previous | Reluadl Nextl

Page 0 of O

Index YID IF Address

o] | B T B | & R T S e SR LB | 20| 2 2T | 24AENET
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 ENMETZ

[ @& IGMP ] IGMP Status Filter Setup
IGMP Mode ISnooping 'I Apply |

Config Save

IGMP

Meanwhile, if the subscriber sends the join packet, we can see the number of Report
will increase and the IGMP table will be created.
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1.2 Set up IGMP Filtering

If we don’t set up IGMP filtering, the subscriber will receive all the movies. We set up
a IGMP filter Profile and apply it to specific port to limit the channels subscriber can
see. Click Basic Setting, XDSL Profiles Setup in the navigation panel to display
configuration screen as shown. And click the IGMP Filter Profile to show the setup

page.

[ @) Port Profile ] WC Profile Alarm Profile [IGMP Filter Profile |
. Index Name Latency Mode Down/Up Stream Rate{ kbps) Select
_Routing Protocol 1 DEFVAL Interleave 2048/ 512 @®

Sy=tem Information
General Setup
Switch Setup

IP Setup Interleawe V|
EMET Part Setup UPBIEEM
NSl Port Setiip 512 |{32-3000) khps
WDSL Profiles Setup || o 32 ....... ( 323000)kbp8 ................................
S| | S ————— I: .......................................................................
Interleave Delay 4 [M-?RR1ms 4 [M-2571 ms

In this case we only allow the subscriber to join movie 1 and movie 2. That means
only the groups 240.10.10.8 and 240.10.10.9 can be forwarded this subscribed port.

® Home

[ @) IGMP Filter Profile ] Port Profile VC Profile Alarm Profile

Index Name Delete
1 DEFWAL ¥

| Advanced Application

"Cnnﬁg Save

Systerm Information Marrie e ——— |
General SEtUR | e e
Switch Setup Lt I 1224, 10. 10,8 End P |224.10.10.9 |
IP Setup 2 SR e e
EMET Part Setup 3 Start IP 0.0.0.0
«DEL Port Setup 4 ............. .Stamp S
«DEL Profiles Setup o
%DSL Line Data I SERL R
G Start IP 0.0.0.0

[ @ IGMP Filter Profile ] Port Profile WC Profile Alarm Profile

Index Name Delete
1 DEFVAL ]
2 Subscriber O

"Cnnﬁg Sawve [ I OO OO ottt sttt RO OO OO O OO OO OO OO ROUSUORUTINS = SOOI

Systern Infarmation Delete

Then we need to apply the profile to port 1. Click Basic Setting, XDSL Profiles
Setup in the navigation panel to display configuration screen as shown. Click the port

index 1 to set up this port.
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L@ xDsL Port Setup
Copy Port Ac:ti\.re D Custamer Info I:l Customer Tel I:l 2+ Featuras

Orrcfitestode [lismefiter [ security Orrame tpe  settings

Owirtoz channets [ aizrm profite. Clevinapriority [ packet Fitter

VC Setup

Fort Active Customer Info Customer Tal Frofile Mode  Channels
1 enabled DEFWAL_MAK auto 1
2 enzbled DEFWAL_MAX ato 1
2 enzbled DEFWAL_MAX ato 1
4 enabled DEFWAL_MAK auto 1
5 enabled DEFWAL_MAK auto 1
E enabled DEFWAL_MAK auto 1
T enzbled DEFWAL_MAK auto 1
& enabled DEFWAL_MAK auto 1
9 enzbled DEFWAL_MAK auto 1

We select the Subscriberl in IGMP Filter Profile Combobox. And click Apply to let
the setting take effect.

Fort 1
"""""" Gener al Seip
Actve [#]
................... e i
Customer Tel |
Profile ]‘JEWEL_M bl
Mode wits . O
Alarm Profile DEFVAL v
IGWE Fiter Profile “Subscriberl ™

xDEL Port Setup

Go back to check the IGMP Snooping table. We will see only two channels allowed to
be forwarded to port 1.

Static Multicast

What is Static Multicast Filter?

Static Multicast Filter allow network administrator to configure multicast group
consisting of one or more ranges of MAC multicast addresses. An administrator can
control multicast traffic per-switch-port basis with static multicast filter. By default,
all multicast traffic are dropped without static multicast filter setup or IGMP snooping
which cause some routing protocol such as RIPv2 and OSPF can not be passed
through IP DSLAM. So administrator must do any configuration of static multicast
filter to pass such routing protocol and other related application smoothly.

Some Well-known multicast group address:

224.0.0.1--------- all systems on this subnet
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224.0.0.2--------- all routers on this subnet
224.0.0.5--------- all routers running OSPF
224.0.0.6--------- all Designed Routers running OSPF
224.0.0.9--------- for RIPv2

224.0.1.1--------- for NTP

Before using static multicast filter, you must mapping Multicast IP address to
Multicast MAC address because IES IPDSLAM using Multicast MAC address to
forwarding multicast traffic.

[ |
1 I 23 bits copy to MAC 132
111 03¢ |
32bits Multicast IP Address: :
| |
1 I I48
01 oo e ] : FoT TR FODOTO0N HOOOOO0H

48bits MAC Address

* 32 (2% multicast IP addresses will map 1o the same multicast MAC address.

This feature can also be combined with IGMP Snooping feature to make ports
know multicast traffic that are not learned by IGMP Snooping or forbid specified
ports to receive multicast traffic learned by IGMP Snooping.

Application Scenario
Scenario Description
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W

=

———

—

Static Multicast Filter

N\ N \-I- IP/TV Server
T T Program list
. . . Channel 1: 224 .1.1.1
— (= (= Channel 2: 224.2.9 2
ClientA ClientB ClientC ' o
Mo channel Channel 1 Channel 1
Channel 2

An ISP wants to provide multicast video service to end user and subscribes who
with different pay enjoy different programs.

Client A (connect to ADSL port 1) is a normal subscribe, so he has no authority
to access movie resource.

Client B (connect to ADSL port 2) is a pay subscribe, he has authority to access
limited movie resource (for example, just only channel 1).

Client C (connect to ADSL port 3) is a VIP subscribe, so he has the highest
authority to access all movie resource (for example, both channel 1 and 2)

Static Multicast Filters can specify which video channels (based on multicast
MAC addresses) are allowed or denied to be received by each subscribe.

The Multicast traffic MAC address of different channels as follows

IGMP Query: 01:00:5E:00:00:01 (224.0.0.1)

IGMP Report: 01:00:5E:00:00:02 (224.0.0.2)

Channel 1 multicast MAC address: 01:00:5E:01:01:01 (224.1.1.1)

Channel 2 multicast MAC address: 01:00:5E:02:02:02 (224.2.2.2)

How to configure Static Multicast filter
1. Please click “Advanced Application” first and then click “Static multicast” to
bring up the following screen.
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Home [ Logout

Basie Setting [ @ Static Multicast ] et Satic mltic ast entry failed!

The Mumber OF Static Muliicast = 0 r——
; Page 1 of 0 [Prantous | [ Rotone | @
Routing Protocol
Indi MAL Addngss

Management

1 2 3 4 5 6 T B |8 /10 11 1213 14 16 18 17 18 18 20 21 |22 23 24
Config Save

2% 1 IT 2|8 W F A IT I3 M 35 I JT IF 39 A0 41 4T 43 44 &5 dE 4T 4B

Adddling new srilny HoEl BB @

Too join’ beiree: a1 inulticast group, click the port staus,

l  stanc Mutticast

2. Please key in *01:00:5e:00:00:01” in the “Adding new entry” and click
“Add” to bring up the following screen. “V”* displays for member and *“-” displays for
non-member.

B Home H Logout

Basic Setting @) Static Multcast 3

The Number OF Statie Multicast 1
. Page 1 of 1 (Provius | [Retoas ]
Routing Protocol
Index MAC Address

_Management

12 |3 |4 |5 |6 7|8 8|10 11|12 |13 |14 |15 |16 |17 |18 |18 |20 |21 (22 |23 |
Config Save

25 26 27 28 29 30 3 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

1 01:00:5e:00:00:01

i tatic Mutticast

Adldding naw antry

To joind leave a multicast gioup, chick the port status,

3. Please do the same step to add “01:00:5e:00:00:02” static multicast entry.
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B Home B Logout

[ @ Static Multicast ]

The Number Of Static Multicast = 2 - - -
Reload Next
Pags 1 of 1 [Previous ] [Retaad ] [Nex]

Index MAC Address
12 3 4 & @8 7 8 9 10 11 12 13 14 18 A6 17 18 19 20 21 22 23 24
25 28 27 28 20 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

anagemen
Config Save

WLAN N
1 01:00:5e:00:00:01 Join Al Delete
[
Static Multicast | (A ) (A [ () ([ (ST (e i i (St s [ ([ [ R )
Fitzring YN Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YWY
MAL Filter A e =
2 01:00:5e:00:00:02 Join Al -Delete
Spanning Tree Protocal -
W [ R (R T LT [ [T [ (A [ (AN (A [ R (O (T [ [ [ A
Port Authertication
: | (A ) NS (S (S ([ (T (e i i (St s [ (SR [ (R A )
Port Secutity
ICIAICEP (e Adding new entry D D D D l:‘
SysLog To join/ leave a multicast group, click the port status.

Access Gontrol

4. Please add channel 1 multicast MAC address “01:00:5e:01:01:01” and
channel 2 multicast MAC address “01:00:5e:02:02:02” as above.

B Home B Logout

D Static Multicast ]

phe Humber (f Static fulficast = 4 - - -
Reload Next
Page 1 of 1 m - -

Index MAC Address
12 3 4 & @8 7 8 9 10 11 12 13 14 18 A6 17 18 19 20 21 22 23 24
25 28 27 28 20 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

Management
Config Save

VLAN -
1 01:00:5e:00:00:01 Join All Delete
e
Static Multicast L A [ R (R A R (A () (e [ [ e R (0 ] (A [ [ A
E— YoV Y W v Y VY ¥ Y Y Y Y Y Y Y Y Y Y Y Y Yy
MAC Fitter 2 01:00:5e-00:00:02 Join All
Spanning Tree Protocal
R (R R (AR (TR (RO [t S [ [ Y [ [ AT [ (TR R [ ) A [ A T [
Port Authentication
- L ) [ R (R [ R [ () (e [ [ e R [ (el (A [ ] R
Port Security
DHCP Relay 3 01:00:5e:01:01:01 Join All
f\ysmgc — VIV VY Y Y VY Y Y Y Y VY Y Y Y Y Y Y Y Y Y
HERRR OIS YN Y ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
1 01:00:5e 02:02:02 Join All
¥OOM W N ¥ VOV Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
| (R R [ (TR (RO [ [ [ [ (A [ (e AT [ (T R [ e A [t A ] [
nadngnewenry [ I I
To join/ leave a multicast group, click the port status.

5. Because port 1 is not member of both 2 channels, so it should be set as
non-member of these 2 channels. Please single-click “port 1” to change its status of
group address “01:00:5e:01:01:01” and “01:00:5e:02:02:02” as non-member.
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Basic Setting L@ Static Multicast ]
The Humber Of Static Mulicast = 4
v =
outing Protocol
o Index MAC Address

o _Management

i
) Config Save 112 3 4|56 |7 |8 9 (1011 |12 |13 |14 |15 |16 [17 |18 |19 20| 21 |23 |23 | 24

25 26 27T 28 29 30 31 32 33 34 35 36 37T 3B 30 40 41 42 43 44 45 46 4T 48

01:00:5e:00:00:01

yijyjyjviviviviviviviy

g ' Static Multicast

(=
S
A0S
(=2

35

<

=

s

=

=

s
e

3
3

= T U i
=
=
2
&
g
=]
=]
=
]
2
5

01:00:5e.01:01:01

3
myzr!x!f!!!!!s!r:!y:r!x!
Y ¥V ¥ ¥V ¥V ¥ ¥V ¥V ¥ V¥V V¥V ¥ ¥V V¥V ¥V V V¥V ¥V V ¥V V¥V ¥ V¥

Adlalimey nvew eniny {3 3 3 F

To join’ leae a mumicast group, chick the port stas,

TR R T T T

6. For port 2, set it as non-member of channel 2 “01:00:5e:02:02:02”

ZyXEL
.

Basiec Setting

B Home E Logout

[ @) Static Multicast
The Number Of Static Multicast 1

Page 1 of 1 Previons

Routing Protocol
Index MAC Address

Sl 1 2 3 45 6 7 8 8 10 1112 13 14 15 16 17 18 19 20 21 22|23 2
Config Save

25 26 27 28 20 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 4T 4B

1 010056000001 Delete
| e Y ¥y v v ¥ v v vy uvlyyyvlylyvivivyvivivieyly
= YIY I YV IVIYIYIYIY YNNI I Y YV I YIYIYIYIYIYIY

2 01,00:50:00.00.02 [ o an | Delete
YV ¥ ¥V ¥V ¥V VYV V¥V ¥V VYV VY Y ¥V ¥V ¥V ¥V VYV ¥V V¥V V¥V VY VY

I
I
I
I
I
I
I
I
¥
I
(L=
=
(=T

3 01:00:56:01:01:01
VIV VIV Yy Y YY YN N Y Y Y Y Y Y Y YY
Y Y ¥V Y Y Y Y Yy Y Y Y YN Y Y Y Y Y Y Y Y Y
i 010052020202 Delete
mxxzxz!!!‘f!!!!!!:{!zrxxi
VO e e e e A T A A T ) ] e ) e [ ] A ]
Acdling new ety 4 4 1 F 3 d
To join learwe a mmilticast group, click the port status.
Copolohs (SRS S by WU Mo ™ ro

7. For port 3, no need to change anything because its status as member of these
channels by default. Don’t forget to click “Config Save” to save your configuration
into flash.

CLI Command related:

switch | Smcast Use the static
multicast filter

show Display all MAC
addresses joined to
ADSL ports

set <adsl port> <multicast | Use join|leave to
MAC> <join|leave> add/remove multicast
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MAC address on
specified ADSL ports,
a range of ADSL
ports or all ports,

delete

<multicast MAC>

Remove a static
multicast filter entry
by deleting the
associated MAC
address.

How to achieve the same goal by CLI command?
>switch smcast set 1,2,3 01005e000001 join
>switch smcast set 1,2,3 01005e000002 join
>switch smcast set 1 01005e010101 leave

>switch smcast set 2,3 01005e010101 join
>switch smcast set 1,2 01005020202 leave
>switch smcast set 3 01005020202 join

>switch smcast show
Static Mcast Groups

index MAC address

J:join L:leave

1234567890123456 1890123456 7890123456 189012345678

1 01:00:5e:00:00:01 JJJLLLLLLLLELLLLLLEELEEEEEEEREEEEEREE L L L L
2 01:00:5e:00:00:62 JJJLLLLLLLLLLLLLLLLELLEELEEEEEEEEEREELLEELLELLLLL
3 01:00:9e:01:01:01 LJJLLLLLLLLELLELLLLELLEELEEEEEEEEEREELLELLELLLLL
4 01:00:5e:02:02:02 LLJLLLLLLLLLLLLLLLLELLEELELEELELLELLELLELLLLLLL

PS: Default statuses of other ADSL ports without configuration are DIFFERENT
between WEB GUI (default status is Join) and CLI Command (Default status is
Leave), so please choose the better way to do static multicast filter configuration to

get most convenience.

Limit the users behind the certain DSL port

ISP may want to limit the number of PC behind certain DSL port to access the
Internet or allow PCs with specific MAC address to access the Internet. They can
easily to achieve this with Port Security and MAC filter features.
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How to set up MAC Filter/Port Security
Here, we will set up an environment to allow PCs with certain MAC address and the
number of PCs behind port 3 to access the Internet.

1. IES-1248 settings

1.1 Set up MAC filter

Click Advanced Application, MAC Filter in the navigation panel to display
configuration screen as shown. You will see the MAC Filter setup page. Select the
Port 3 and input the MAC address you allow to access the Internet. And don’t forget
the press Apply button to let it takes effect.
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L@ MAC Filter ]

Only listed MAC can pass through the port if set.

______ Pot M we  [owiso}[relpsles] |
Config Save |
WLAN Port Active MAC Delete
|GMP Snoaping O

Static Multicast
Filtering
|_MAC Filter |
Spanning Tree Pratocal
Part Authentication
Port Security
DHCF Relay
SysLog
Access Control

] L]

You will see the MAC address in the MAC field. Then check the Active check box of

Port 3 and press Apply button to enable this feature. Only the MAC addresses listed
here can access the Internet behind certain ports.

Basic Setting K@ MAC Filter

Only listed MAC can pass through the port if set.

WLAN Port Active MAC Delete
IGMP Snaaping 1 [
Static Multicast

Filtering

MAC Filter

Spanning Tree Protocol
Fort Authentication
Fart Security

DHCFP Relay

SysLog

Access Control

00:00:e58:589:8b:b7 Delete
00:0d:60:75:d5:ed Delete

1.2 Set up Port Security

Click Advanced Application, Port Security in the navigation panel to display
configuration screen as shown. You will see the Port Security setup page. Check the
Enable check box of Port 3 and input the MAC address number you want to limit to

access the Internet. And don’t forget the press Apply button to let it takes effect. Note
that the MAC filter and Port security can’t be used at the same time.
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[ @) Port Security
Port  Enable Limited Number of Learned MAC Address

1 3 |5 {1-128)
2 O [ p-10m
3 [d Il :
Config Save l_ L
[BMP 5 [
Static Multicast G -
Eiliering T l' _—
Spanning Tree Pratocol : I- _
Pott Authentication 9 6]
Port Security 10 O
I:.IlJl THE TR 1 I_
38: \Di_lfei.! MGL\IE R Y A S P A S WA N
Downstream Broadeast 12 s I_ i
gysLog [
Access Cantral O

Click Management, MAC Table in the navigation panel to display configuration
screen as shown. And select port 3. You will see the MAC table will be shown as you

configured in previous steps.

L@ MAC Table ]

Inde: AL Port VIO LY Y/ |
........... i . D0:0d:g0:¥s:dSzes % 1 o .8/33
Maintenance
Diagnostic
MAC Tahle
ARF Table

DHCP Relay Option 82 Application

ISP may want to limit the number of IP address or deliver some specific IP addresses
according to certain DSL port, VLAN ID and option 82 string. They can easily to
achieve this with DHCP Relay Option 82 feature and a DHCP server supporting
Option 82 function.
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How to set up DHCP Relay Option 82 Environment

Here, we will set up an environment to allow a PC get DHCP IP address in specific IP
pool according to its DSL port, VLAN ID and the option 82 string. In this case, the
PC is behind 25" DSL port and the option 82 string is a string “1248”. We use the IP
Commander as DHCP server. Its IP is 192.168.1.99 and the IP pool is between
192.168.1.201 and 192.168.1.203 for VID=1, DSL port=25 and the option 82 string is

“1248”.

1. IES-1248 settings

Click Advanced Application, DHCP Relay in the navigation panel to display
configuration screen as shown. You will see the DHCP Relay setup page. Enable the
DHCP relay and Option 82 function. Fill the IP address of DHCP server in this page.
The IP address is 192.168.1.99 in our case. Also, enter “1248” as the Option 82 string.
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(@) DHCP Relay ]

Enable DHCP Relay

Routing Protocol

Sub-optiont {Circuit 1Dy

Config Save Lol i N SY———
WLAR Enahble Option82 Sub-option2 I
IGMP Sub-option2 (Remate ID) |1248

Static Multicast

Filtering Apply | Cancel |

WAC Filter
Spanning Tree Protocal

Port Authentication WLAN 1D Il (1~4094, 0: for the default serven
PlorESecttiy Prirmary Server IP |192.168.l.99

St Secondary Server IP ID.D.D.D

TR R TIE e L e

= : : I‘—_‘—j =
Downstream Broadeast ACtive G2 IVEL Primary

Syslog

Atcess Caontrol Apply | Cancel |

2. CPE settings

Connect CPE to the 25™ DSL port. Please see former applications for Detailed
settings.

3. IP Commander settings

Open IP Commander. Right click “IP commander and then click “connect new
server”.

. Incognito Management Console

File Edit Service View ILmport Help

ITxias- Q9 ?
t IPEnn’"“"

Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1
Copyright c 1938 - 2004
Incognito Software Inc.

&) i1 @@L TFs
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Input the DHCP IP address or domain name and click “ok™. Our IP is 192.168.1.99.

[- B[]

t IP Commander

s IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1

Copyright ¢ 1938 - 2004

Incognito Software Inc.

Select Server

Flzaze enter the name of the server with the IP Commander service you
would fike to manage:

Cancel I

il 371 - Mic

& i@ @ TR
Input user name and password. The default user name is “administrator” and
password is “incognito”.
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t IP Commander
a IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1
Copyright ¢ 1938 - 2004
Incognito Software Inc.

TP Commander

“r'ou must login using an IP Commander service administrator account on
192.168.1.93 [hot a Winnt or Unixz user account).

Login name

Password

V¥ Save Password oK ] Cancel

B temp

It will bring up the following screen, please make sure that your DHCP is in “online”
status. Then click “wizard” in the top tool bars and select “rule wizard”.

. Incognito Management Console - confignring IP Commander on 192.168.1.99
File Edit Service View [mport Export B Tool: Beports Help

— & Global Settings Wizand
- - B Gl
I == é @ o 9 E Subnet Configuration Wizard
= t IP Cammander
= t 192 Sel 99 <ONLINE. Stand-alone>

|P Commander Administrator Configuration Uty
Clignt revision 4.2.11.1

= Rules Copyright c 1998 - 2004
3 Templates 7
) Incognito Saftware Inc.
PFolicies
i Acess Contol o |nfomation
] M anagement
Static Addresse Semver cso1
Client Classes Service Incagrito IP Commander for NT
Hardware Mapp Service revision 42783
5 Active IP Addre Serial number 1000
- Roaming D # of uzers in licenze 255
View Audits Current # of ugers 0
. Subzcription expiy date End of &pr 2005
Statistics Copy type Dema
q DDNS & TFTP | Praduct number o
Service categony 1002
Product key 04<-IPC100-8F44-780 2-9B9C-6CA3
Operating system ‘windows =P Service Pack 1

Save

B temp

€)% 5 b1 @@--L TFO
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Give a name and description to the new rule.

168.1.99 <ONLINE, Stand-alone>.

Ixis-B-loeEsER- ,
= 48, IP Commander .
£ 192168193 cONL & Create Rule

+ Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

g Rt DU Rule Wizard for 192.168.1.99 X

e Templates X
Policies Do

e Access Control SN Creating a rule

e tdanagement

A rule consists of an address range and a set of criteria.
DHCF options are zpecified in a template which iz inked
ta the rule

Static Addresse | gwer limit
Client Classes l_
Hardware Mapr -

B Active IP Addre
Anti-Roaming D Default gat

B Wiew dudits Mame the rule
Statistics Lease time 2
@ DDNS & TFTP | T

Enter a description of the le [optional).

[ Unlimites IDemn

¢ Back ' Mest > I Cancel '

Created Last modified

= [ Zl Docl - Micro... fa.. | (@ 2Eheral | oo WRRRET | Tk IR & 7w 1@ @~ TF 0432

Assign a range of IP addresses or just one IP address to this rule. In our case, we set
the IP pool from 192.168.1.201 to 192.168.1.203.
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IZis-8-¢
t IP Cammander n
152.168.1.99 <ONL & Create Rule

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

% Btles MBI Rule Wizard for 192.168.1.99 X
Templates =
Policies .

Access Control Description Address Range Limits

e tdanagement

Mow you must specify the upper and lower limits
of the IP addresses for the rule.

Static Addresse | gwer limit
Client Classes l_
Hardware Mapr -

B Active IP Addre
Anti-Roaming D Default gat

B view dudits
[ Statistics Lease time

Enter the lower limit:

DDNS & TFTP | e
| Enter the upper limit:
[ Unlimites
192.168.1 .zZ03
< Back ' Mest > I Cancel '
Created Last modified

I Search

il Dol - Micro... .. o [ 3 4 iR & 7 an B 1@ @~ TF 043

ITEXxs-8- ¢

t IP Cammander

192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>
Service Configu

Administrator 86 o der Administiator Configuration Utility

MetunTk Views Client revisigest 2
Hibs [ESMIE Rule Wizard for 192.168.1.99 X
Templates =

Palicies Incognito 5
Access Control i Create the rule criteria
e tdanagement
Static Addresse Server Select rule criteria from the keywords list. and link them using operators
Cliert Classes Service i the operators list. Use parantheses to specify the order of preference.
Hardware Mapp Service rg|
e Active |P Addre Setial nu Kepwards: Operatars:
Arifioaringd | 1O [OHCRGpton = £l
B View Audits C ubstrini
p ubscriph
[ Statistics Copy type Gateway
q DDMS & TFTR | Product ni Hardware Type
i Host Name
Pocoai] [ adies
" imit Exception
Operating e P =
FielapdgentCircuit

< Back ' Mest > I Cancel '

Save I

B temp

After select the “DHCP Option”, it will pop up “Add DHCP Option Rule” dialog.
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Select “option 82 Relay Agent Information”, sub-option 1, binary data. For port 25,
VLAN 1, “1248”, please key in “0019000131323438” as the key value and click OK.
Please note that the first 2 bytes define port number, the second 2 bytes is VLAN ID
and the other bytes are the Option 82 string.

on 192.168.1.99 <ONLINE, Stand-alone>

Iis-8-¢EeDE- QD P !
= 48, IP Commander

& 152168159 <ONL & Create Rule

+ Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

B Fiules
e Templates
Policies

B Access Control
e tdanagement

Rule Wizard for 192.168.1.99

Deseription Create the rule criteria

Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes l_ inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -

E Active |P Addre
ArtiRoaming D Defaull

B view dudits
Statistics Lease ti
@ DDNS L TFTP|

Keywords: Operatars:

Add DHCP Option Rule

Option number Suboption (opional) Data type: e o e e
[z2 i [Binery Data ] [D019000731323438

82 Relay Agent Information

Cancel !

< Back ' Mest > I Cancel '

Created Last modified

& e B 1@ @ TOF 043

After you finish above step, you will see the following figure.
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confignring IP Commander on 192.168.1.99 <ONLINE, Stand-alone>.

|
t IP Cammander n
192 1681599 <ONL & Create Rule
Service Configu
Adrinistrator ¢ General I Fiule: Emterial High WalerMarksi Fule Dptinnsl
Wetwark Views
Bl DU Rule Wizard for 192.168.1.99 X
Templates =
Policies Desaii
Access Control S8R Create the rule criteria
e tdanagement
Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes I_ inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -
e Active |P Addre Kepwards: Operatars:
Anti-Roaming D Default gat DHCP O pti
plion » »
B view dudits i —! | —I
Statistics Lease time Rue cii
DDMS & TFTP | - il
iU i OPTIONBINARY(E2.1 , 0019000131323438)
[ Unlimites
< Back ' Mest > I Cancel '
Created Last modified
Link l Aidd I | Search

& 7w B 1@ @ -~ TF 0434

t IP Commander
192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu
Administrator 86 o der Administiator Configuration Utility

Metwork Views — fron reyisigat ]
% Rules B Rule Wizard for 192.168.1.99 [’il
e Templates =

A Incognito 5
Policies J

Access Control i Rule options
e tdanagement
Static Addresse Server
hi iy the: rule options
Client Classes Service ot

[~ Rule is reserved every e that you create.
Hardware Mapp Service rg|

e Active P Addre | Serial numl | — o g

Apti-Fioaming O g of ustei;s
[B) view dudis sﬂggg\pn [~ Ping before sllocation
Statistics Copy type
DDMS & TFTR | Product ni [~ Requie legal hostname [RFC 1123)
Service c.
Product ki [~ Donot send Host/Domain
Operating

[ Shuffle IP addresses allacated fram this e

< Back Cancel '

Save I

B temp

Then you can add DHCP template (option) such as gateway, DNS server and so on.
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—— | r Tew
IXis-B8-eEATB- QD P ,
t IP Commander
192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu

Admmmtrat.nr AL |P Commander Administiator Configuration Utility
Wetwark Views

i Cliznt revisiggd -
E g Bules B Rule Wizard for 192.168.1.99 X
& Templates ]

Incognito 5
Policies J
e Access Control e T Specifying a Template for the rule
e tdanagement
Static Addresse Semver
Client Classes Cerice It a rule does not have a template, it is still functional. Requesting clients may still be

allocated IP addresses, and receive DHCP option data inherited from a parent rule, ar

Hardware M g
AltHaIe Mapr 2% B o the lobal terplate.

3 Active IP Addre Serial nu

Apti-Fioaming O g o usei;s
[ View Audis et
¥ Subscriptiy [ ~fou may use an existing template, or you may create a new template.
Statistics Copy type
@ DDNS & TFTP 1 | Product v & Create a new template
Service c. . -
Froduct ™ Link an existing template to the rule
Operating " Leave the rule without a template

< Back ' Cancel

Save I

—— | r Tew
IXis-B8-eEATB- QD P ,
t IP Commander
192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu

Admmmtrat.nr AL |P Commander Administiator Configuration Utility
Wetwark Views

i Cliznt revisiggd -
E g Bules B Rule Wizard for 192.168.1.99 X
& Templates ]

¥ Incogrito S|

Policies

e Access Control e T Selecting DHCP Dptions for the Template

o Managerhent when a client satisfies a e, it will receive it's IP address along with the DHCP options
Static Addresse Server
Client Classes Cerice in the inked template, or in the global template.
Hardware Mapp Service rg|

i P Active IP bddie | Serial nung | Available Options 4 | Seleced Oplions |
Arti-Roaming D guul:eunstei;s 12 ?uhnaut':\datsk 3 Gateways

i i ime Difset
BB ooty Subscripti 4 Time Server

Statistics Copy type| 5 Mame Server
@ DONS & TFTP | | Froduct & Domain Server
Service c. 7 Log Server _>I
Product ki 8 Quotes Server
Operating 3 LPR Server _<I
10 Impress Server
11 ALP Server
12 Hostname
13 Boot File Size
14 Merit Dump File
15 Domain Name |

il & Add

Delete

< Back ' Mest > I Cancel '

You can apply DDNS service to DHCP server or not.
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Ixis-8-eEBeER ,
t IP Commander

t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

e Service Configu

Admmmtrat.nr AL |P Commander Administiator Configuration Utility
Wetwark Views

i Cliznt revisiggd -
E g Bules B Rule Wizard for 192.168.1.99 X
& Templates ]

A Incognito 5
Policies
e Access Control e T Enabling Updates for Incognito’s DNS Commander
e tdanagement
Static Addresse Server In order to enable automatic DNS Commander updates you must specify the [P
Client Classes Service address of the Domain Mame Server DRG]
Hardware Mapr Service rg|

3 Active IP Addre Serial nu

Arti-Faaming D # of users
B Wiew dudits Cunent ﬂ_ I Enable automatic DNS updates
¥ Subzcripti
Statistics Eamiing
@ DDNS & TFTP 1 | Product v
Service c.
Product k,
Operating

< Back ' Cancel '

Ixis-8-eEBeER ,
t IP Commander

t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

e Service Configu

Admmmtrat.nr AL |P Commander Administiator Configuration Utility
Wetwark Views

i Cliznt revisiggd -
E g Bules B Rule Wizard for 192.168.1.99 X
& Templates ]

¥ Incogrito S|
Policies
o _ Tree Wiew
','1: aziz?eij:(m Service [nf —_— You are finished!
Static Addresse Server & Fules
Cliert Classes Service Global Management T?E IUIT W|z|ard nDtM ha;?” If[t;he fTEU"Z\j
Hadware Map | Sevice el [ ¢ £ Global Access Contol List :” E”Tat '”r” i rac e
[ 9 Active IP Addre ia';al nu Global Template AU AL
Anti-Roaming D SLLASS £l Incognito <0.0.0 0>
B View Auditsg Cunent # ’ Pr|'||:||3|P oy Select a component in the tree to view or modify
Subscripti ' PRI .
Statistics C;D;CJE; It's properties.
DDMS & TFTR |
‘fi grnd_uct [ Once the ule iz created it will immediately
P?D';:f:tﬁ Components are linked together  become active.
Dperating in the rules container!

< Back ' Cancel '
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After finishing all above procedures, your PC will get the IP address 192.168.1.201
when you send a DHCP request.

Filter Some Certain Packet

ISP may want to filter some kinds of packets. IES-1248 provides “Packet Filter”
function to filter some specific packets, like IP, ARP, DHCP, EAPoL, PPPOE,
NETBIOS and IGMP.

How to Filter Some Specific Packet
Here, we will set up an environment to block NETBIOS protocol packets.

1. IES-1248 settings
Click Advanced Application, Filter in the navigation panel to display configuration
screen as shown. You will see the Packet Filter setup page.
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_Basic Setting

:__'Routing Protocol
_Management
Config Save

ARP Pass through MetRios Pass through

WLAN
IGMP Snooping

Static Multicast
Filtering —| V:Passthrough, -:Filter out.

MAC Filter

Spanning Tree Protocol
Part Authentication

Fort Security

CDHCF Relay

SysLog

Access Cantrol

Port PPP0oE P ARP NetBios DHCP EAPOL IGMP

Please select port 1 and clear the NetBios check box. Meanwhile, you will see Filter
Out in NetBios check box. Press Add button make the change take effect.

[t v
Pass through

"Routing Protocol

Config Save

WLAN

IGMP Snooping
Static Multicast
Filterinig V:Passthrough, -:Filter out.
MAC Filter

Spanning Tree Protacol
FPort Authentication

Faort Security

DHCP Relay

Syslog

Access Control

Port PPPoE IP ARP NetBios DHCP EAPOL IGMP

| Basic Setting

| Management
Config Save

Fass through

WLAMN

IGMP Snooping
Static Multicast
Filtering V:Passthrough, -:Filter out.

AR t __ PPPoE e ARP NetBios DHCP EAPOL IGLIP
Spanning Tree Protocal l_E?

Fart Authentication

Part Security
DHCF Relay
Swslog
Access Control
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Cascade two IES1248 (Daisy chain mode)

You know, the IES1248 is a remote mini-DSLAM. When the subscriber number is
increased, ISPs may cascade or daisy-chain the more then one IES1248 to extend the
port number. They can daisy-chain up to three IES1248.

How to setup Daisy-chain mode

In this case, we daisy-chain two IES1248. Please see the figure above. We only set the
one connected to the ISP as Daisy-Chain mode. In Daisy-Chain mode, connect the
Ethernet Port 1 to the Ethernet backbone and connect the Ethernet Port 2 to another
IES1248. Note that we don’t suggest using loop network topology while using
daisy-chain mode.

1. IES-1248 settings

Click Basic Setting, Switch setup in the navigation panel to display configuration
screen as shown. You will see the Switch setup page. In Switch Mode combobox,
select the Daisy chain. Don't forget press Apply button to let the setting take effect.
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O ENEERTT

| MACAddress Leaming  AgingTime ]300 | (10-10000) seconds 0 Disabled
_ GARPTimer  JainTimer — |200  (100-B5535) milliseconds
 LeaveTimer  [500  (Leave Timer must> 7oin Timen)
_ LeaveAllTimer |10000 (Leave All Timer must = Leave Timer)
Detive [l

IDEliSY Chain 'I

Lser Acconnt e e e B e O T e e e et S
iori L 13 (i
Switch Setup Prigtity 7 |Queue Lewve 1=

T e Friotity £ |Queue Lewel 3 ¥

Config Save

System Information

General Setup

EMET Port Setup Prigtity 5 |Queue Level Z ¥}

DSL Pott Setu i : Priority 4 |dueue Lewel 2 ¥
i : 5 Enet Priarity Queue Assignment t e
#DEL Profiles Setup Priority 3 |Queus Level 1 7|

#DSL Line Data Priotity 2 |Queue Lewvel 0O :['

VLAN Application
Application Scenario A:

Sales: Port1,2,3 Sales: Port1,2,3
Finance: Port4,5, 6 Finance: Port4,5, 6

Scenario Description
In this scenario, each building has 2 departments, and users belong to the same
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department could communicate with each other, but communication between different
departments is forbidden for security and confidential reason.

PCs from Sales department (VLAN 10) connected to Port 1, 2, 3 of both
switches while Finance department (VLAN 20) using Port 4, 5, 6 connected to
switches. Because this is a symmetric switch setting, so configuration of both
switches are same.

How to configure VLAN:

1. Please enter VLAN setting under Advanced Application menu and click “static
VLAN?” to bring up the following screen, adding VLAN 10: port 1, fixed, untag;
port 2, fixed, untag; port 3, fixed, untag; port 24, fixed, Tx tagging.

B Status [ Logout H Help

VLAN Status

ACTIVE
Name VLANIO
VLAN Group 1D 10

WLAN
Static MAC Forwarding Port Control Tagging
Filtering 1 O Mormal @ Fixed O Farbidden [ T« Tagaing
Spanning Tree Pratacol 2 O Mormal @ Fixed O Forhidden [ T Tagging
IR OEiie] 3 O Marmal @ Fied O Faorbidden [ T« Tagging
:Trorz‘:i;?t IR EOAE] 4 @ Mormal ) Fixed ) Farbidden Tx Tagging
Link Aggragation 5 @ Marmal ) Fixed O Forhidden Tk Tagoing
SN T [ @ Marmal  Fixed 2 Forbidden Tx Tagaing
Port Security 7 @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 8 @ Marmal O Fixed ) Forbidden Ty Tagging
@ueuing Method 9 @ Mormal O Fixed O Forhidden Tx Tagging
Classifier 10 @ Marmal O Fixed O Forbidden Tx Tagging
Palicy Rule 1 @ Mormal O Fixed O Forhidden Tx Tagaing
WLAN Stacking 12 @ Morrnal O Fied O Faorbidden Tx Tagoing
DHCP Relay 12 @ Marmal ) Fixed ) Forbidden Tx Tagaing

14 @ Mormal ) Fived ) Forhidden Tx Tagoing

15 @ Marmal O Fixed O Forbidden Tx Tagaing

2. Follow the above step to add VLAN 20: port 4, fixed, untag; port 5, fixed, untag;
port 6 fixed, untag. port 24, fixed, Tx tagging.
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ZyXEL
e

B Status F Logout H Help

Basic Setting L@ Static VLAN ] VLAN Status ~
ACTIVE
Name VLANID |

VLAN Group ID b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagoing
Spanning Tree Frotocol 2 @ Mormal O Fixed O Forbidden Tx Tagging
Bl Criiel 3 @ Mormal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElormiConnl 4 O Marmal @ Fived O Faorbidden [ T« Tagging =
Link Aggragation 5 O Marmal ) Fixed ) Forbidden [ T« Tagaing
Fort Authentication [ O Marmal @ Fixed ) Forhidden [ T« Tagging
Part Security T ® Mormal O Fined O Forbidden Tx Taoging
Access Cantral g @ Mormal O Fixed O Forhidden Ty Tagging
Queuing Method ] @ Mormal O Fixed ) Forbidden Tx Tagging
Classifier 10 & Normal O Fixed ) Forbidden Ty Tagging
Palicy Rule 11 @ Morral O Fived O Faorbidden Tx Tagging
WLAM Stacking 12 @ Mormal ) Fixed ) Farbidden TuTagging
DIAICE? REIEY 13 @ Mormal ) Fixed O Forhidden Tx Tagging
14 @ Marmal  Fixed 2 Forbidden Tx Tagging
14 @ Mormal O Fixed O Forhidden Ty Tagging 3

3. Please click VLAN port setting to bring up the following screen, setup PVID 10
for port 1, port 2, port 3; PVID 20 for port 4,port 5, port 6.

ZyXEL
e

B Status F Logout H Help

Basic Setting [ @) VLAN P g VLAN Status -
GVRP
Port isolation O
Management
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] o O e v O
Filtering 2 ] 10 B Al 2 ]
Spanning Tree Protocol 3 O 10 O Al 3 O
Bandwidth Control
Broadcast Storm Contral . O e O o b O
Mirroring g L] 0 O Al 4 O
Link Aggregation 5 O a0 O Al 7 =] B
Part Authentication I Al
Port Security U O O W/ O
Access Contral 8 L 1 | Al hY O
Queuing Method 3 0 1 ] Al e ]
Clagsifier
1 All

Palicy Rule 1 O O - O
VYLAN Stacking 1 O ! O Al v O
DHCP Relay 12 0 1 0 Al v 0

13 B 1 B Al v [}

14 O L O Al | O v

Application Scenario B:
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!‘ GVRP-

aware PC

B GVRP- _
=- unaware PC
H 24§

23

asssamsssssEsEsEsssEEEs . --: C Internet
\—F\ )

Pory 24-
\ij_:mu:inm::j : -

: Basement Port23 %\ ey
* Gateway IP:192.168.1.254/24

Scenario Description:

In this scenario, PCs belong to different divisions within a single corporation
can not communicate with each other, and we left some ports of switches are for
GVRP-aware PC and others are for VLAN-unaware PC. So network administrator
can manage and configure VLAN smartly based on different devices and
requirements.

For switches on floor 1&2, PC connected to port 3 joins VLAN 10 statically,
PC connected to port 4 joins VLAN 20 statically, and PCs connected to port 1&2 can
join VLAN 10/20/30 which determined by its configuration on GVRP-aware NIC
dynamically. For switch on basement, PC connected to port 1 joins VLAN 30 while
PC connected to port 3 can join VLAN10/20/30 dynamically.

Please Note: all clients connected to switches in this scenario should be
located in the same subnet (in this example, the subnet is 192.168.1.0/24)

How to configure this scenario:

1. For Switch A on Floor 2:

Please enter VLAN setting under Advanced Application menu and click “static
VLAN?” to bring up the following screen, adding VLAN 10: port 3, fixed, untag;
port 23, fixed, Tx tagging”.
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ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) Static VLAN ] VLAN Status -
Advanced Application ACTIVE
Narme VLAN 10 |
Management
LA Group 1D b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 @ Marral O Fixed O Forbidden Ty Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tk Tagaing

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging.

ZyXEL
e

@ Status B Logout H Help

Basic Setting L@ Static VLAN ] VLAN Status A~
: ACTIVE
Routing Protocol N — VLAN 20 |
Management
WLAN Group 1D 0
WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElornlConing 4 O Maormal @ Fived O Farhidden [ T« Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please click VLAN port setting to bring up the following screen, setup PVID 10 for
port 3, PVID 20 for port 4, and enable GVRP on the top of the screen and port 1,
port 2, port 23.
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Basic Setting [ @) VLAN P g VLAN Status -
Advanced Appl SWRP
Portisolation [}
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control
Broadcast Storm Contral . O e O e 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =] B
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 11 O 1 O All v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

2. For Switch B on Floor 1:
Please follow the same steps to adding VLAN 10: port 3, fixed, untag; port 23,
fixed, Tx tagging; port 24, fixed, Tx tagging”.

ZyXEL
e

B Status B Logout B Help

Basic Setting L@ Static VLAN ] VLAN Status ~
Advanced Appl ACTIVE
Narme VLAN 10 |

YLAN Group ID 10

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging L
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

yright 1955 Communicati

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging; port 24, fixed, Tx tagging.
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Basic Setting L@ Static VLAN ] VLAN Status ~
Advanced Appl ACTIVE
Narme VLAN 20 |

YLAN Group ID n

WVLAN
Static MAC Farwarding Port Contral Tagging
Filteting 1 & Normal O Fixed ) Forbidden Ty Tagging
Bpanning Tree Protocol 2 @ Normal O Fixed O Forbidden Tr Tagging
Bandwidth Control 3 @ Marmal O Fixed O Forbidden Tx Tagging
:Tr::i;a;l e 4 O Narmal ® Fixed O Farbidden [ T« Tagging —
Link Aggragation 5 @ Morrmal O Fixed O Forhidden T Taoaing
Fort Authenticatian [ @ Normal O Fixed O Farhidden T Tagging
Part Security 7 @ Morrnal O Fixed O Forhidden T Tagaing
DHCP i @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Methad 11 @ Narmal O Fixed O Farbidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Normal O Fixed O Farhidden Tx Tagging
14 @ Morrmal O Fixed O Forbidden Tx Taoaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please click VLAN port setting to bring up the following screen, setup PVID 10 for
port 3, PVID 20 for port 4, and enable GVRP on the top of the screen and port 1,
port 2, port 23, port 24.

ZyXEL
e

B Status B Logout B Help

Basic Setting [ @) VLAN P g VLAN Status -
Advanced Appl SWRP
Portisolation ]
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control o m
Broadcast Storm Contral . O O 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =] B
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 1 O ! O Al v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

3. For Switch C on Basement:
Please set static VLAN 10: port 23, fixed, untag.
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® Status [ Logout H Help

I VLAN Status
Advanced Application

ACTIVE
Routing Protocol i VLANIO |
_Management -
VLAN Group I b

WLAR
Static MAC Forwarding Port Control Tagying
Filtering 1 @ Marmal ) Fixed O Forhidden Tk Tagoing
Spanning Tree Protocol 2 @ Marmal  Fixed 2 Forbidden Tx Tagging
Bandwidih Control 3 @ Mormal O Fixed O Forhidden Ty Tagging
BradcasiSormlEoiol 4 @ Marmal O Fixed O Forbidden Tx Tagging
hiirretin g 5 @ Mormal O Fixed O Forhidden Tr Tagging
Link Aggregation
o . [ @ Marmal O Fived O Faorbidden Tx Tagging
Part Security T @ Mormal O Fixed O Forbidden Tx Tagging
Access Contral 3 @ Mormal ) Fived ) Forhidden Ti Tagging
Queuing Method ] @ Mormal O Fixed ) Forbidden Tx Tagging
Clagsifier 10 & MNormal O Fixed ) Forbidden Ty Tagging
Poliey Rule 11 @ Marmal O Fixed O Forbidden Ty Tagging
WLAN Stacking 12 @ Mormal O Fixed O Forhidden Tr Tagging
DIAICE? REIEY 13 @ Mormal ) Fixed O Forhidden Tx Tagging

14 @ Marmal  Fixed 2 Forbidden Tx Tagging

14 @ Mormal O Fixed O Forhidden Ty Tagging 3

Please set static VLAN 20: port 23, fixed, untag.

® Status [ Logout H Help

VLAN Status
Advanced Application ACTIVE
Routing Protocol Name VLANZD |

Management
i VLAN Group 1D 20

WLAR
Static MAC Forwarding Port Control Tagying
Filtering 1 @ Marmal ) Fixed O Forhidden Tk Tagoing
Spanning Tree Protocol 2 @ Marmal  Fixed 2 Forbidden Tx Tagging
Bandwidih Control 3 @ Mormal O Fixed O Forhidden Ty Tagging
BradcasiSormlEoiol 4 @ Marmal O Fixed O Forbidden Tx Tagging
hiirretin g 5 @ Mormal O Fixed O Forhidden Tr Tagging
Link Aggregation
o . [ @ Marmal O Fived O Faorbidden Tx Tagging
Part Security T @ Mormal O Fixed O Forbidden Tx Tagging
Access Contral 3 @ Mormal ) Fived ) Forhidden Ti Tagging
Queuing Method ] @ Mormal O Fixed ) Forbidden Tx Tagging
Clagsifier 10 & MNormal O Fixed ) Forbidden Ty Tagging
Poliey Rule 11 @ Marmal O Fixed O Forbidden Ty Tagging
WLAN Stacking 12 @ Mormal O Fixed O Forhidden Tr Tagging
DIAICE? REIEY 13 @ Mormal ) Fixed O Forhidden Tx Tagging
14 @ Marmal  Fixed 2 Forbidden Tx Tagging
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please add VLAN 30: port 1, fixed, untag; port23, fixed, untag; port 24, fixed, Tx
tagging.
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Basic Setting [ &) VLAN VLAN Status s
Advanced Appl ACTIVE
Narme VLANID |
LA Group 1D b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 O Mormal @ Fixed O Forhidden [ T« Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tr Tagging
Elmad.casl Stortnleontol 4 @ Mormal O Fixed O Forbidden Tx Tagging —
M.\rrurmg = 5 @ Mormal O Fixed ) Forbidden Tx Tagoing
Link Aggregation
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Ti Tagging
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tx Tagging

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

ZyXEL
e

B Status B Logout B Help

Basic Setting L@ VLAN F g VLAN Status &
- GVRP
Routing Protocol Port isolation O
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] £ O G < O
Filtering 2 1] 1 B All v ]
Spanning Tree Protocol 3 O 1 AL - O
Bandwidth Control | m
Broadcast Storm Contral . O O 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =] W
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al

Queuing Methad 1 O O b O
VRRP 1 O ! O Al v O

12 O 1 O All v O

13 B 1 B Al v [}

1¢ a . | e v | v

Application Scenario C:
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: Pord 2&: ;
i GVRP- : IP For different VILANs
=‘L aware e | FIOOTZ L
L : VLAN 10:192.168.1.0/24
m s | w  VLAN 20:192.168.2.0/24
= wnawarePC: ks _§ VLAN 30:192.168.3.0/24

23

Floor 1

;..----------...---------...---------..-I------"-..----------..------- ---; ( Internet
Pory 24.

\iant IR

: Basement Porf2x %

4 Gateway IP:192.168.4.254/24

Scenario Description:

Scenario C is for all clients can surf Internet or public resource when dividing
multiple subnets for the same structure from scenario B. In this scenario, there are 3
subnets match to 3 VLANS to let network administrator manage VLAN more
expediently: subnet 192.168.1.0/24 for VLAN 10; subnet 192.168.2.0/24 for VLAN
20; subnet 192.168.3.0/24 for VLAN 30. In order to control traffic routing between
different subnets, we put a layer 3 switch (ES4024/ES4024A/GS4024) on basement.
The configuration of switch A and switch B are the same as scenario B, only switch C
need more configurations in this network environment.

How to configure this scenario:

1. For Switch A on Floor 2:

Please enter VLAN setting under Advanced Application menu and click “static
VLAN?” to bring up the following screen, adding VLAN 10: port 3, fixed, untag;
port 23, fixed, Tx tagging”.
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Basic Setting [ @) Static VLAN ] VLAN Status -
Advanced Application ACTIVE
Narme VLAN 10 |
Management
LA Group 1D b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 @ Marral O Fixed O Forbidden Ty Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tk Tagaing

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging.

ZyXEL
e

@ Status B Logout H Help

Basic Setting L@ Static VLAN ] VLAN Status A~
: ACTIVE
Routing Protocol N — VLAN 20 |
Management
WLAN Group 1D 0
WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElornlConing 4 O Maormal @ Fived O Farhidden [ T« Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please click VLAN port setting to bring up the following screen, setup PVID 10 for
port 3, PVID 20 for port 4, and enable GVRP on the top of the screen and port 1,
port 2, port 23.
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Basic Setting [ @) VLAN P g VLAN Status -
Advanced Appl SWRP
Portisolation [}
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control
Broadcast Storm Contral . O e O e 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =] B
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 11 O 1 O All v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

2. For Switch B on Floor 1:
Please follow the same steps to adding VLAN 10: port 3, fixed, untag; port 23,
fixed, Tx tagging; port 24, fixed, Tx tagging”.

ZyXEL
e

B Status B Logout B Help

Basic Setting L@ Static VLAN ] VLAN Status ~
Advanced Appl ACTIVE
Narme VLAN 10 |

YLAN Group ID 10

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging L
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

yright 1955 Communicati

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging; port 24, fixed, Tx tagging.
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Basic Setting L@ Static VLAN ] VLAN Status ~
Advanced Appl ACTIVE
Narme VLAN 20 |

YLAN Group ID n

WVLAN
Static MAC Farwarding Port Contral Tagging
Filteting 1 & Normal O Fixed ) Forbidden Ty Tagging
Bpanning Tree Protocol 2 @ Normal O Fixed O Forbidden Tr Tagging
Bandwidth Control 3 @ Marmal O Fixed O Forbidden Tx Tagging
:Tr::i;a;l e 4 O Narmal ® Fixed O Farbidden [ T« Tagging —
Link Aggragation 5 @ Morrmal O Fixed O Forhidden T Taoaing
Fort Authenticatian [ @ Normal O Fixed O Farhidden T Tagging
Part Security 7 @ Morrnal O Fixed O Forhidden T Tagaing
DHCP i @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Methad 11 @ Narmal O Fixed O Farbidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Normal O Fixed O Farhidden Tx Tagging
14 @ Morrmal O Fixed O Forbidden Tx Taoaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please click VLAN port setting to bring up the following screen, setup PVID 10 for
port 3, PVID 20 for port 4, and enable GVRP on the top of the screen and port 1,
port2, port 23, port 24.

ZyXEL
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B Status B Logout B Help

Basic Setting [ @) VLAN P g VLAN Status -
Advanced Appl SWRP
Portisolation ]
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control o m
Broadcast Storm Contral . O O 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =] B
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 1 O ! O Al v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

2. For Switch C (layer 3 switch) on Basement:
Please add VLAN 30: port 1, fixed, untag; port 24, fixed, Tx tagging.
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Basic Setting L@ Static VLAN ] VLAN Status ~
! ACTIVE
Routing Protocol — VLAN0 |

YLAN Group ID n

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 O Mormal @ Fixed O Forhidden [ T« Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

ZyXEL
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Basic Setting [ @) VLAN P g VLAN Status -
Advanced App SWRP
Portisolation [}
Management
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] £ O G < O
Filtering 2 1] 1 B All v ]
Spanning Tree Protocol 3 O 1 AL - O
Bandwidth Control | m
Broadcast Storm Contral . O O 3 O
Mirroring g L] 1 O Al ~ O
Link Aggregation 5 O 1 O Al 3 =]
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 1 O ! O Al v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

Please click “IP setup”, then setup 4 domains on ES4024/GS4024:

Index IP address IP Subnet mask VLAN ID

1 192.168.1.0 255.255.255.0 10

192.168.2.0 255.255.255.0 20

2
3 192.168.3.0 255.255.255.0 30
4 192.168.4.0 255.255.255.0 1
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B Status F Logout H Help

L@ P Setup ]

Default Gatewsy 192.168.1.254

Domain Mame Server 0000

Management

Systern Info Apply

General Setup
Switch Setup
IP Setup

Port Setup IP Address 192.1868.1.1
IP Subnet Mask 2552552550
ID 1q
Index IP Address IP Subnet Mask VID Delete
1 192.168.4.1 2662662660 1 O
(G2

@ Copyright 1995-2003 by ZyXEL Communications Co

After finish domain setting, please change the default gateway and domain name
server setting and click “Apply”.

ZyXEL
e

Basic Setting

B Status F Logout H Help

L@ P Setup ] ~

Default Gatewsy 192.168.4.254
Domain Mame Server 0000
System Infa Apply
General Setup
Switch Setup
IP Setup
Port Sefup IP Address 0000
IP Subnet Mask 0,000
WD
(&=
Index IP Address IP Subnet Mask VID Delete

1 192.168.1.1 2662662660 10 O

2 192.168.2.1 255.255.256.0 20 O

3 192.168.3.1 285.255.255.0 30 O

4 192.168.4.1 285.255.255.0 1 O

Please click “Filtering” under “Advanced Application” menu list to bring up the
following screen and add 3 filter rules to block traffic from different subnets.
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Basic Setting L@ Filtering ] b
Advanced Application Active
Name |block 10:20
Management O Layer2
Rule
@ Layer3

VLAN Layer 2 Protocol

Static MAC Fonwarding Source [T 1gnore

Filteting -
Epanning Tree Pratocol Any MAC IWID

MAC
Bandwidth Control Address O wec A A A A A
Broadcast Storm Contral YID -
Mirraring Port &l Ports B
Link Aggregation
Fort Authentic stion Destination [] ignore
Port Security @ AnyMAC IVID
DAICh rg\dcress O mac B H H B B |
Access Control vID -
Diffgery
Queuing Method Port AllForis v
VRRP

Layer 3 Protocol

Source [ 1gnore
IP

Sddrace e ey 1

ZyXEL
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B Status F Logout H Help

o ALY AL vIL

Basic Settin 2
— MAE O wmac AR HA A
Address
vID 1
Management Fot | AllPors v
Layer 3 Protocol
YLARN Source [ 1gnore
Static MAC Forwarding P
Filtering Address en 12a10 u
Spanning Tree Protocol Address ”—I
Bandwidth Control Frefix
Broadcast Storm Contral Socket | @ Any

Mirroring Mumber () -

Link Aggrenation —
Destination I

Fort Authentication E gnare

Part Security

Address Ien 1sa 20 “
Do Address ! \—I

Access Control Prefix

DiffSen “a
@ueuing Method Socket my

VRRP Mumber - 1

You will see the following screen after finish filtering setting.
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(MEND e,
Basic Setting ;:;ﬁ;w &
Socket @ Any
I rurnber | ¢ [
Manaement Destination [] lgnore
IP
WYLAR Address [[aa a0 /
Static MAC Forwarding Address
Filteting Prefix
Spanning Tree Protocol Socket ® Any
Bandwidth Control Mumber () -
Broadcast Starm Control
Mirraring
Link Aggregation
Part Authentication
Port Security
DHCF Index Active Name Rule Source Destination Delete
Access Control 1 Yes block 10-20 Layer 3 192168.1.0/24 192168.2.0024 O
DiffSery 2 Yes hlock 10-30 Laver 3 192.168.1.0/24 192.168.3.0024 ]
Queuing Method 3 Yes block 20-30 Layer 3 192168.2.0/24 192.168.3.0024 O
VRRP
v
£ >

Advise:

1. Please also configure routing protocol to make layer 3 Switch and gateway
exchange their routing information in this scenario.

2. You can also enable DHCP feature based on VID on layer 3 Switch
(ES4024/GS4024), which will help you to dynamically assign IP to different
VLANSs more expediently.
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FAQ

What is the maximum line rate of IES1248 ?

It can support ADSL2+, so line rate can reach to 1.2Mbps in upstream direction and
25 Mbps in downstream in a short distance.

How many management instances can access |IES-1248 at the

same time?
Only one console, one WEB GUI and four telnet accounts can access IES at the

same time.

What is the difference between IES1248-71 and IES1248-73 ?

o |ES1248-71 : ADSL Annex A for POTS.
o |ES1248-73 : ADSL Annex B for ISDN.

What is the power requirement of IES- 12487

e Power Input is —48VDC(-36~-72VDC).
e Maximum power consumption is 90W.

What kind of the DSL standard does IES1248 compliant ?

e ADSL:G.992.1,G.992.2, T1.413 issue 2, Gllite
e ADSL2:G.992.3, G992.4
e ADSL 2+:G.992.5.

What is the ADSL chipset of IES12487

Centillium Maximus

What is the Network Processor of IES1248 ?

Wintegra’'s WinPath787D4

How many Flash memory and SDRAM that IES 1248 supports?

¢ Flash memory : 4Mbytes
e SDRAM : 64Mbytes
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What kind of the features that IES 1248 supports ?

¢ RFC 2684 Bridge Mode (Replace RFC 1483)

o |EEE 802.1Q

¢ VLAN acceptable frame type filter

¢ IGMPv2 Snooping

e ATM QoS (UBR, CBR, VBR) per PVC

¢ DHCP Relay Agent Information Option 82.

e MAC Filter

¢ MAC Count Filter (Limit the numbers of MAC address)
e Packet Type Filter

e |EEE 802.1x Port-based Network Access Control
e ADSL Port Isolation

e Multiple PVCs

e Support VC profile

What is the default console rate of IES1248 ?

9600, 8hit data, no parity, stop bit=1, no flow control.

How many static VLAN entries can IES1248 support ?

[ES1248 supports up to 1024 VLAN entries..

How many VLANs can each ADSL port of IES1248 join ?

Each ADSL port can join at most 16 VLANS.

How many VLANs can each ADSL port of IES1248 join ?

Each ADSL port can join at most 16 VLANS.

What kinds of profiles can IES1248 supprot?
»  Number of VLAN: 1024

ADSL profile: 96

ATM profile: 48

IGMP filter profile: 128

ADSL ALARM profile: 8

Dot1X profile: 64

DHCP relay server: 32

YV V V YV V V
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IPROUTE: 128

Static multicast address: 32

Igmp groups: 512 groups

MAC learning: 14k (128 per ADSL port, 4k per ENET port)
RPVC gateway IP address: 96

YV V. V V V
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Trouble Shooting

If my computer can’t access the DSLAM by WEB/Telnet/Ping
from Ethernet port, only console screen can access
successfully, what can I do?

1. Make sure that the Ethernet port has the appropriate speed mode setting.

2. Please check the Ethernet cable and connections between Ethernet port and PC,
make sure the Ethernet LED is on when cable connection is already.

3. Make sure that both inband and outband IP of IES and Your PC are properly
configured.

4. Please check Security host IP and service port setting from console port. Only the
PC configured with IP of secured host has the authority to access the IPDSLAM.
Please enter console screen via HyperTerminal by mini RJ-11 cable.

a) IES-1000

Please enter “sys” under “sys” submenu. Then key in “secured host” to check Security
Host state.

e+ Telnet 192.168.1.1

password:
logged on; type “exit’ to close connection.
192 . 168.1.1% =sys
172 .168.1.1 =sys> secured host
Secured host ENABLED
1 secured host(s):
192.168.1.33
192 .168.1.1 sys>

b) IES2000/3000 & IES 1248
Please key in “sys client show” to check security host IP to see your PC is included in
the list or not.
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** Procomm Plus Terminal
File Edit ¥iew Ophons Data Jools Wndow Help
Rapid Connect-Data: Seript File:

| Data ~|[sTaRTUR

ras> sys client

show enable disable set

ras> sys client show

index enable start address end address telnet!ftplwebl icmp

AMSIBES 1K-Hmodem-g  |direct conmect-Coml 9600 | M-B1 | rd @ sd@ cd@ ct: @ 09:58PM Row 25 Col6
Mot Connected | 00:00:00

Please key in “sys server show” to check server port, make sure that your application
follow the server port in the list shown.

** Procomm Plus Terminal

File Edit ¥iew Ophons Data Jools Wndow Help
Rapid Connect-Data: Seript File:

| Data ~|[sTaRTUR

ras> sys server show
server enable port

AMSIBES 1K-Hmodem-g  |direct conmect-Coml 9600 | M-B1 | rd @ sd@ cd@ ct: @ 09:50PM Row 25 Col6

Mot Connected | 00:00:00

5. Please check VLAN configuration, make sure that traffic from outside is tagged or
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will be added with CPU VLAN ID when access the IES.
6. please check your topology if you are not connect PC or device to IES directly.

If DHCP Relay Option 82 can’t work, for example, PC can not
get desired IP address from DHCP server, what can |1 do?

1. Please check your VLAN configuration on IES, make sure that IES can reach
DHCP server.

2. Please check your DHCP option 82 description configuration, make sure that
description information is match to your DHCP server setting; otherwise DHCP
server won’t assign any IP from its IP pool to an invalid DHCP request.

3. Please make sure that your DHCP server support DHCP option 82, and check your
configuration on DHCP server are all correct.

4. Please check your DHCP client, make sure that it is working on “obtain an IP
address automatically” normally.

How to reset this device as factory default?
a) IES1000

Upload the default file to IES1000 by ftp, web. Or upload the bin file by
BOOTP/TFTP.

ftp:

Please ftp into the DSLAM. Replace the “init” with the default rom file by put
command.

— Py PU— U oWNEL group bE Ju B

—P— BB — owner group 68 Jul 81 12: initdotix
owner group 627 Jul @81 12: allinfo
owner group 3397 Jul @81 12: init

! owner group 1325148 Jul 81 12: image
226 File sent OK

ftp: 1592 hytes received in B.@15econds 15%.28Khytes~sec.-

ftp> put 285DDACHA.rom init

WEB:
Please open Maintenance page. Click “Restore Configuration” link.
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Getting Started
General Setup
Bridge Setup
IP Setup
Part Setup

Aovanced Applicstions
Static Route Setup
WLAN Setup

Advanced Management
Snimg

TOnE

Maintenance

Slatistics

Dimgnostic
Confiy Save
Logout

Maintenance

[ Unix System Log

System log [P Address

Log Facility

0.0.0.0

Local 1+

i

Press Browse button to select the default rom file. Then press “Upload” button.

Gedting Started
General Setup
Bricge Setup
IP Setup
Port Setup

Advanced Spplications
Static Route Setup
WLAN Setup

Snimp

Logins

Maintenance

Statistice

Diagnostic
Config Save
Logout

b) IES2000/3000

Advanced Management

Restore Configuration

To restore the device's configuration from a file, browse to the
location of the configuration file and click Upload.

File Path :

"05000CON205D00CT. rom| (B

Upload default rom file to IES2000/3000 by ftp, web or console

Console:

When the system reboots, press any key within 3 seconds to enter debug

mode.
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Bootbase Version: V1.02(MSC1000) | 09/26/2002 13:15:56
RAM: Size = 32768 Kbytes
FLASH: Intel 32M

ZyNOS Version: V3.50(DS.6) | 04/21/2004 12:35:23
“Press any key to enter debug mode within 3 seconds.”

Enter Debug Mode

MSC 1000>

Suggest changing it to 115,200 temporarily to speed up speed by “atba5” command.

MSC 1000> atba5
Now, console speed will be changed to 115200 bps

Take “atlc” command to restore the default configuration file.

MSC 1000> atlc

Starting XMODEM upload (CRC mode)....

CCCC < Send file to MSC via 1K-Xmodem when see this
message.

When you see “cccc...”, please send the default rom file to MSC via 1k-Xmodem or
Xmodem. See following two figures.

“& CONSOLE - HyperTerminal
File Edit Wiew Call BIERE=S Help

Send File. ..
Receive File, ..

Capture Texk,..
Send Text File. ..

Capture to Prinker
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I Send File

Filenarme:

Folder: C:ADocuments and Settingzhyslin

Fratacal \

| 1K ¥mademn /

[

WEB:

Please open Maintenance page. Click “Restore Configuration” link.

Getting Started

© General Setup

o Switch Setup

P Setup

© Port Setup

Advanced Applications

© Static Route Setup

© YLAN Setup

Bdvanced Managernert

o SMhMP

< Logins
¢ Mainterance

© Diagnostic

Logout

Press Browse button to select the default rom file. Then press the “Restore” button.

Getting Started

= Genetal Setup

= Swwitch Setup

= |P Setup

= Port Setup

Advanced Lpplications

= Static Route Setup

o YLAN Setup

Advanced Managernert

=

 Logins

o Maintenance

o Statistics

© Disgnostic

Lagout

ftp:

Maintenance

[ Urix Syslog

Syslog Server IP Address 0.00.0

Lag Facility Local 1 =

Time and Date Setting

Use Time Semerwhen Bootup Mone

II

Time Server IF Address 0.0.00

Current Time |1x'1 |;|13 |;|1? |

Restore Configuration

Ta restore the device's configuration from a file, browse to the
lacation of the configuration file and click Restore button.

File Path :

50360ds1c08360ds 1 0. rorm| [BE..

.
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Please ftp into the DSLAM. Replace the rom-0 with the default rom file by put
command.

—————u— OWUNE Group
—L——L——— ouner qroup Jul 81 12:880 fu—14
—L——L——— ouner qroup Jul 81 12:88 fu—15
—L——L——— ouner PO Jul 81 12:88 fu—16

226 File szent 0K
ftp: 1246 bytes received in B.BBSeconds 124680008 .80Kbutessec.
ftp> put J6BdsicB.rom rom—H@

c) IES1248

You can set the factory default by CLI command or WEB

WEB:
Please open Maintenance Page. Click the “Restore Default Configuration” link.
AR e
Basic Setting K@) Maintenance ___J
Firmware Upgrade Click here
Restore Text Configuration Click here
Backup Text Configuration Click here
el e Restore Default Configuration Click here_|
Reboot System

It will pop up a dialog to ask for your confirmation. Please click “Ok” button.
L@ Maintenance __J

Firrmware Upgrade Click here
Festore Text Configuration Click here
Backup Text Configuration Click here
Festore Default Configuration Click here

Feboot Systy
Microzoft Internet Explorex

"?r/ Restore default configurations and reboot the system’?

A

| WEE || EnE |

Console/telnet:
You can enter the CLI command mode by console or telnet. Type “config restore” to
restore the default settings. Then it will ask for your confirmation. Type “Y™ to start
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restoring.

Copyright (c) Alcatel Communications Corp.
ras> help
hys ads| swi tch
statistics config exit
engshcnd debug
Tas> sys
info passud reboot
client syslog
t i neserver log
chsh showal |

save restore
tas> config restore

System will reboot automatical ly after restoring default configuration.
Do you want to proceed(y/n)? >

xDSL link fail?

1. Check if the DSL port is enabled.

2. Check if the cable is plugged well.

3. For ADSL, check the ADSL modem and line card are in the same mode (Annex A
or Annex B).

4. For G.SHDSL, check the modem and line card use the same PSD(Annex A or
Annex B).

5. For G.SHDSL, check if the modem is in remote mode.

6. Check if the distance is too long. Actually, we don’t suggest the distance between
CO and CPE is more than 4Km. Of course, it depends on your real line quality. To
verify this, you can replace the original cable with a shorter one.

7. Set the smaller value in MIN rate to check if the MIN rate is too high.

8. Change the Cable.

9. Change the CPE.

10. Change the DSL port.

11. Change the line card.

If above procedures can’t resolve the link fail issue, please call RMA.

Which new version | should upgrade?

Please link to http://www.zyxel.com/support/fwlib.php web site. Select the Product
Category and Model Name of your device to search the latest firmware. Or you can
select the Keyword to search that.
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| forgot the Password, how do | recover it?
a.) IES-1000

Please use the BOOTP/TFTP and bin file to recover the configuration to factory
default. Please refer to IES-1000's user manual to see the recovery procedure within
Chapter 36.2 'BOOTP/TFTP Firmware Recovery of the Network'. All of your former
configurations will recover to factory default. The default password is 1234.

b.) IES-2000/3000/1248

The only solution is to reset the password to default '1234' by

resetting the whole IES-2000/3000/1248 configurations. To reset the settings
you need to upload our default configuration file (*.rom). Please

read through the following steps to do it.

. Connect your IES-2000/3000/1248 console port to PC's serial port.

. Start a Terminal program with 9600bps, N/8/1 settings.

. Power on the router you should see the power up message on the Terminal screen.

. Enter 'Debug Mode' during the device power on.

. Type "atsh' to check the current firmware version.

. Download the above firmware *.zip from our FTP site or ask it from the local
distributor if it is not on our Web/FTP.

7. Extract the *.rom file in the zip to your hard disk.

8. Type "atlc’ command in debug mode to start to upload the *.rom file.

o O A W DN B

9. To send file, please select the file transfer function in terminal program to start it.
10. Use X-Modem as protocol to send file.
11. Enter 'atgo’ to start up the IES-2000/3000/1248.

| can not access the DSLAM via console port. What should |
do?

1. Double check if the baud rate is correct, by default, the baud rate on ZyXEL IP
DSLAM is 9600 N/8/1.

2. Check if the Console cable is RS-232 standard using DB9 connectors, but not
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null-modem cable.
3. Check if the Console is damaged; if possible, try to change another one to give a

try.
4. Try to use the other Terminal software tool to see if it’s a Terminal software issue.

There is no traffic could be transmitted through the DSLAM,
what should | do?

. Check if the ADSL physical link is UP.

. Check if the port on DSLAM have been enabled.

. Check the VPI/VCI and Encapsulation are correct.

. Use OAM loopback test to check the ATM layer is ok.

. Check the Filter table’s settings(MAC filter/Packet filter)

. Customer’s IP address settings are correct.

. Check if the Port Isolation mechanism has been enabled on the DSALM.

. Check if there is any limitation on port MAC counter of the DSLAM.

. Check the VLAN setting including PVID, VLAN group and Egress settings.

© 00 N O O A WO N B

Alarm Led is always on, what should | do?

1. Please check the HW monitor to see what happened.
2. For IES-3000, you need dual power supply for the device.
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