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A Important Safety Instructions

1

Read and follow all warning notices and instructions marked on the
product or included in the manual.

Slots and openings in the cabinet are provided for ventilation. To ensure
reliable operation of the product and to protect it from overheating, these
slots and openings must not be blocked or covered.

Do not allow anything to rest on the power cord and do not locate the
product where persons will walk on the power cord.

Do not attempt to service this product yourself, as opening or removing
covers may expose you to dangerous high voltage points or other risks.
Refer all servicing to qualified service personnel.

General purpose cables are used with this product for connection to the
network. Special cables, which may be required by the regulatory
inspection authority for the installation site, are the responsibility of the
customer. Use a UL Listed, CSA certified, minimum No. 24 AWG line
cord for connection to the Digital Subscriber Line (DSL) network.

When installed in the final configuration, the product must comply with
the applicable Safety Standards and regulatory requirements of the
country in which it is installed. If necessary, consult with the appropriate
regulatory agencies and inspection authorities to ensure compliance.

A rare phenomenon can create a voltage potential between the earth
grounds of two or more buildings. If products installed in separate
buildings are interconnected, the voltage potential may cause a hazardous
condition. Consult a qualified electrical consultant to determine whether
or not this phenomenon exists and, if necessary, implement corrective
action prior to interconnecting the products.

Input power to this product must be provided by one of the following: (1)
a UL Listed/CSA certified power source with a Class 2 or Limited Power
Source (LPS) output for use in North America, or (2) a certified
transformer, with a Safety Extra Low Voltage (SELV) output having a
maximum of 240 VA available, for use in the country of installation.

In addition, since the equipment is to be used with telecommunications
circuits, take the following precautions:

— Never install telephone wiring during a lightning storm.

— Never install telephone jacks in wet locations unless the jack is
specifically designed for wet locations.

— Never touch uninsulated telephone wires or terminals unless the
telephone line has been disconnected at the network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an
electrical storm. There may be a remote risk of electric shock from
lightning.

— Do not use the telephone to report a gas leak in the vicinity of the
leak.
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CE Marking

When the product is marked with the CE mark on the equipment label, a
supporting Declaration of Conformity may be downloaded from the Zhone
World Wide Web site at www.zhone.com.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Zhone
World Wide Web site at www.zhone.com.

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that
no modifications will be made to the equipment unless the changes or
modifications are expressly approved by the responsible party.

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

e Reorient or relocate the receiving antenna.
o Increase the separation between the equipment and receiver.

o Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

o Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network

The following notice applies to versions of the modem that have been FCC
Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements
adopted by the Administrative Council for Terminal Attachment (ACTA). On
the bottom side of this equipment is a label that contains, among other
information, a product identifier in the format US:AAAEQ##TXXXX. If
requested, this number must be provided to the Telephone Company.
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This equipment is intended to connect to the Public Switched Telephone
Network through a Universal Service Order Code (USOC) type RJ11C jack.
A plug and jack used to connect this equipment to the premises wiring and
telephone network must comply with the applicable FCC Part 68 rules and
requirements adopted by the ACTA. A compliant telephone cord and modular
plug is provided with this product. It has been designed to be connected to a
compatible modular jack that is also compliant.

The Ringer Equivalence Number (or REN) is used to determine the number of
devices that may be connected to a telephone line. Excessive RENs on a
telephone line may result in the devices not ringing in response to an
incoming call. In most but not all areas, the sum of RENs should not exceed
five (5.0). To be certain of the number of devices that may be connected to a
line, as determined by the total RENs, contact the local Telephone Company.
The REN for this product is part of the product identifier that has the format
US:AAAEQ##TXXXX. The digits represented by ## are the REN without a
decimal point. For example, 03 represents a REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company
will notify you in advance that temporary discontinuance of service may be
required. But if advance notice is not practical, the Telephone Company will
notify the customer as soon as possible. Also, you will be advised of your
right to file a complaint with the FCC if you believe it is necessary.

The Telephone Company may make changes in its facilities, equipment,
operations or procedures that could affect the operation of the equipment. If
this happens, the Telephone Company will provide advance notice in order for
you to make necessary modifications to maintain uninterrupted service. If
trouble is experienced with the modem, refer to the repair and warranty
information in this document.

If the equipment is causing harm to the telephone network, the Telephone
Company may request that you disconnect the equipment until the problem is
resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state
public utility commission, public service commission or corporation
commission for information.

If the site has specially wired alarm equipment connected to the telephone
line, ensure the installation of the modem does not disable the alarm
equipment. If you have questions about what will disable alarm equipment,
consult your Telephone Company or a qualified installer.

Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. This is confirmed by the registration
number. The abbreviation IC before the registration number signifies that
registration was performed based on a Declaration of Conformity indicating
that Industry Canada technical specifications were met. It does not imply that
Industry Canada approved the equipment.
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NOTICE: The Ringer Equivalence Number (REN) for this terminal
equipment is labeled on the equipment. The REN assigned to each terminal
equipment provides an indication of the maximum number of terminals
allowed to be connected to a telephone interface. The termination on an
interface may consist of any combination of devices subject only to the
requirement that the sum of the Ringer Equivalence Numbers of all the
devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative,
service representative, or distributor directly.

A CANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian
interference-causing equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du
réglement sur le matérial brouilleur du Canada.

Japan Notices

ZOEEIL. FRUBEESEEREESTIANBGES (VCCI) X%
ICE I 7S X BEREHERTY. COEBIR. RERETHERATS?Z &
EFEMELTVETAE ZOEBNSUARFLE 3 D 2ERICEELT
FRHENZ L, ZEBEXSIEGEITIENHDET,

BEHARBICE> TELNWERDIFENWELTTFE N,

This is a Class B product based on the standard of the Voluntary Control
Council for Interference from Information Technology Equipment
(VCCI). If this is used near a radio or television receiver in a domestic
environment, it may cause radio interference. Install and use the
equipment according to the instruction manual.
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ABOUT THIS GUIDE

This guide contains detailed information about the 6212-12 router. It is
intended for all users of the router.

Document Summary

Section

Description

Chapter 1, Introduction

Describes the features of the router.

Chapter 2, Hardware
Installation and PC Setup

Shows how to connect the router and set up
your PC to manage the router.

Information

Chapter 3, Device

Explains how to use the web interface to
obtain statistics and other information about
the router.

Chapter 4, Quick Setup

Describes the Quick Setup configuration
process.

Chapter 5, Advanced Setup

Describes configuration of the advanced
router features.

Chapter 6, Diagnostics

Describes the test screen.

Chapter 7, Management

Describes the management functions of the
router, including backing up and restoring
configuration settings, viewing the system
log, configuraing access control, and
upgrading software.

Appendix A, Specifications

Lists the specifications of the router.

Index

Lists key terms, concepts, and sections in
alphabetical order.

6212-A2-7ZB83-20
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INTRODUCTION

Features

Congratulations on becoming the owner of a 6212 ADSL router.

This User’s Guide will show you how to set up the router, and how to
customize its configuration to get the most out of this product.

The 6212 router has the following features:

e Built-in ADSL modem which offers G.dmt, G.lite, T1.413, ADSL2,
Annex L, and ADSL2+ to meet different linking speeds from your ISP.

e Four 10/100BaseT Ethernet ports to provide Internet connectivity to all
computers on your LAN.

o Easy-to-use configuration program accessible through a standard web
browser.

System Requirements

In order to use the 6212 ADSL router for Internet access, you must have the
following:

6212-A2-7ZB83-20

e ADSL service subscription from your ISP

° A PC with:

An Ethernet 10/100BaseT network interface card
A processor equivalent to or faster than a Pentium II 133 MHz
32 MB RAM or greater

Windows 95b, 98, 98SE, 2000, ME, NT, or XP (Note: Windows 95
requires the installation of the Winsock program, not included.)

(Optional) An Ethernet hub or switch, if you wish to connect the
router to several computers on an Ethernet network.

For system configuration using the supplied web-based program: a
web browser such as Internet Explorer Version 6.0 or later. Netscape
is not supported.

6212-13 4-Port Router User’'s Guide
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Parts List

Front Panel

In addition to this document, your 6212 ADSL router should come with the
following:

e 6212 ADSL router

e Power adapter

o Ethernet cable (RJ45, straight-through type)
Phone cable (RJ11)

The front panel contains LED indicators that show the status of the unit.

Y

xDSL LINK xDSL ACT ALARM _POWER

= 0517710
Figure 1: Front Panel LEDs

Table 1:  Front Panel Label and LEDs (Sheet 1 of 2)

Label Color Function

xDSL LNK Green On: ADSL link is established.

Flashing: ADSL link is established and
active.

Off: No ADSL link.

xDSL ACT Green Off: No PPP connection is established
or the connection is not used.

Blinking: a PPP connection is being
attempted.

Solid: A PPP connection is established.

Flickering: There is activity over the
link.

6212-13 4-Port Router User’s Guide 6212-A2-ZB83-20



Rear Panel

Table 1:  Front Panel Label and LEDs (Sheet 2 of 2)

Label Color Function

LAN 1-4 Green On: The Ethernet interface is
successfully connected to a device
through the LAN port.

Flashing: Data transfer at LAN
connection

Off: No LAN link

ALARM Red On: ADSL is not connected.

Off: ADSL is connected.

POWER Green On: Unit is powered on.

Off: Unit is powered off.

Rear Panel

z 7

B, - WEEE -~

LINE CONSOLE DEFAULT LAN1 LAN 2 LAN 3 LAN 4 POWER Switch

05-17711
Figure 2: Back Panel

The rear panel contains the ports for the router's data and power connections.

Table 2: Rear Panel Labels and Connectors

Label Function
LINE Connects to your ADSL line
LAN 1-4 Connects the router to Ethernet devices on your

LAN, such as your PC's Ethernet port, or the
uplink port on a hub or switch

RESET/DEFAULT To reset the router to its default settings

POWER Connects to the supplied power adapter

6212-A2-ZB83-20 6212-13 4-Port Router User’'s Guide
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HARDWARE INSTALLATION AND PC SETUP

Overview

This chapter provides basic instructions for connecting the router to a
computer or a LAN and to the Internet using DSL. The first part provides
instructions to set up the hardware, and the second part describes how to
prepare your PC for use with the router.

It is assumed that you have already subscribed to DSL service with your
Internet service provider (ISP).

Connecting the Hardware

6212-A2-7ZB83-20

Shut down your PC and any other equipment before connecting it to the
router. To connect your router:

1 Verify that the router’s power switch is in the Off (outward) position.
Verify that any PCs and other LAN devices you will attach (such as hubs
or switches) are turned off.

2 Use the provided modular phone cable to connect the LINE jack of the
router to your RJ11 wall jack.

3 Use the provided Ethernet cable to connect your computer to the router.
Attach one end of the Ethernet cable to one of the LAN ports on the back
of the router and connect the other end to the Ethernet port or Network
Interface Card (NIC) in your PC.

Connect any other PCs, hubs, and switches to the remaining LAN ports.
Either a crossover or a straight-through Ethernet cable can be used: the
router determines the type of signal required.

4 Connect the cylindrical power plug into the POWER connector on the
back of the device. Next:

— Ifyou have a wall-mount adapter, plug the AC adapter into a wall
outlet or a power strip.

— Ifyou have a table-top adapter, use the AC power cord to connect the
adapter to a wall outlet or power strip.

The supplied power adapter may look different than the one illustrated
here.

6212-13 4-Port Router User’'s Guide
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Hardware Installation and PC Setup

z @7

LINE CONSOLE DEFAULT LAN1 LAN 2 LAN 3 LAN 4 POWER Switch

|i| RESEF |-|- - |
Power

Figure 3: Hardware Installation

5 Turn on your PC and any other LAN devices, such as hubs or switches.
6 Turn on the router using its power switch.

7 Verify that the router's LEDs are illuminated as shown in Table 3.

Table 3:  LED Indicators (Sheet 1 of 2)

This LED ... | Should be:

POWER Solid green to indicate that the device is turned on. If this
light is not on, check if the power adapter is attached to the
router and plugged into an AC power source.

xDSL ACT Solid green to indicate that the router can communicate
with your ISP via ADSL, flashing when the device is
sending or receiving data over the ADSL connection, or
blinking when the router is trying to connect to your ISP.

xDSL LNK Flashing when the device is sending or receiving data over
the ADSL connection.
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Configuring Your Computer

Table 3:  LED Indicators (Sheet 2 of 2)

This LED ... | Should be:

LAN 14 Solid green to indicate that the device can communicate
with your PC via Ethernet, or flashing when the router is
sending or receiving data over Ethernet.

If the LEDs are illuminated as expected, the router is working properly.

Configuring Your Computer

Before you can access the router over the LAN you have to configure your
PC's TCP/IP address to be 192.168.1.x (where x is any number between 3 and
254), with a subnet mask of 255.255.255.0. Your router's default IP address is
192.168.1.1.

If you know the version of Windows that you use, go to the appropriate
section below to learn how to set the IP address of your PC. To determine the
version of Windows running on your PC, click on the Windows Start button,
then click on Run... in the Start menu. Type winver in the Open selection box
and click on OK.

Run EJP§|

- Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you.

Open: inver| w

[ OKL\\S‘J[ Cancel | | Browse...

Figure 4: Windows Run Dialog

The Windows version is displayed.

6212-A2-ZB83-20 6212-13 4-Port Router User’s Guide 19



Hardware Installation and PC Setup

About Windows

g

Copyright € 1985-2001
Microsoft Corporation

Microsoft & Windows
Version 5.1 (Build 2600, xpsp_sp2_gdr.050301-1519 : Service Pack Z)
Copyright © 1981-2001 Microsoft Corporation

This product is licensed under the terms of the End-User
License Agreement to:

Bruce

Physical memory available to Windows: 523,248 KB

Figure 5: Windows Version

Windows XP

1 In the Windows task bar, click on the Start button, and then click on
Control Panel.

2 Double-click on the Network Connections icon.

3 Inthe LAN or High-Speed Internet window, right-click on the icon
corresponding to your network interface card (NIC), and select
Properties. (Often this icon is labeled Local Area Connection). The Local
Area Connection dialog box displays with a list of currently installed
network items.

4 Ensure that the check box to the left of the item labeled Internet Protocol
(TCP/IP) is checked, and click on Properties.
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Configuring Your Computer

S Network G e e )
Fie Edt View Favortes Tools Advanced Help | &
e ) - (T | Oseurch [ roders | [ (3 X ) [T
Address ie_,ﬂetworkConnm:tions ﬂ Go

LAN or High-Speed Internet

‘ @—* Local Area Connection
w8 10 etk

T4 | Mew Connection Wizard 9 Metwork Setup Wizard
‘ g .

Figure 6: Network Connections (Windows XP)

_L Local Area Connection 2 Properties _?LEI
PP pv—

Connect using:
| 58 Intel(R) Pro/100 ¥M Network Adapter

Conligue.._ |

This connection uses the following items:
W) 1= Chert for Microsoft Networks
v EFile and Printer Sharing for Microsoft Networks

[ '3 | nteinet Protocol (TCPAP)
Install.. | Urimstal Ili Froperties I
~Description '

Transmission Control Protocol/Intemet Protocol, The default
wide area network protocol that provides communication
actoss diverse interconnected networks.

[~ Show icon in notification area when connected

ok | cancel |

Figure 7: Local Area Connection Properties (Windows XP)

5 In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the [P Address field (192.168.1.20 is
shown here as an example) and 255.255.255.0 in the Subnet Mask field.
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Hardware Installation and PC Setup

Internet Protocol (TCP,/IP) Propetties o 21|

General |

*You can get IP settings assigned automatically if your network supports
thiz capability. Otherwize. you need to agk your network administrator for
the appropriate I[P settings.

[ i tically

— % |ze the follawing IP address:J
P address: I 192 168, 1 . 20
Subnet mask: 2R AR 2R 0
Default gateway: I—

7 [Obtain DHE server addiess automatically

—{% Lge the follawing DNS server addresses:

Frefered DMS server: I . . .

Alternate DMS server I . . .
Advanced... |
Ok I Cancel |

Figure 8: TCP/IP Properties (Windows XP)

6 Click on OK twice to confirm your changes, and close the Control Panel.

Windows 2000

1 In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

2 Double-click on the Network and Dial-up Connections icon.

3 In the Network and Dial-up Connections window, right-click on the Local
Area Connection icon, and then select Properties.

The Local Area Connection Properties dialog box display a list of
currently installed network components. If the list includes Internet
Protocol (TCP/IP), the protocol has already been enabled; skip to Step 10.

4 If Internet Protocol (TCP/IP) does not appear as an installed component,
click on Install.

5 In the Select Network Component Type dialog box, select Protocol, and
then click on Add.

6 Select Internet Protocol (TCP/IP) in the Network Protocols list, and then
click on OK.

You may be prompted to install files from your Windows 2000
installation CD or other medium. Follow the instructions to install the
files.

7 If prompted, click on OK to restart your computer with the new settings.

22 6212-13 4-Port Router User’s Guide 6212-A2-ZB83-20



Windows ME

6212-A2-7B83-20

10

11

12

10

11

12

Configuring Your Computer

After restarting your PC, double-click on the Network and Dial-up
Connections icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Local
Area Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select Internet
Protocol (TCP/IP), and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the [P Address field and 255.255.255.0
in the Subnet Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the
Network icon, and then select Properties.

The Network Properties dialog box displays a list of currently installed
network components. If the list includes Internet Protocol (TCP/IP), the
protocol has already been enabled; skip to Step 11.

If Internet Protocol (TCP/IP) does not appear as an installed component,
click on Add.

In the Select Network Component Type dialog box, select Protocol, and
then click on Add.

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then
click on OK.

You may be prompted to install files from your Windows Me installation
CD or other media. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up
Connections icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Network
icon, and then select Properties.

In the Network Properties dialog box, select TCP/IP, and then click on
Properties.

In the TCP/IP Settings dialog box, click on the radio button labeled Use
the following IP address. Type an address between 192.168.1.3 and
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24

13

192.168.1.254 in the IP Address field and 255.255.255.0 in the Subnet
Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Windows 95 and Windows 98

10
11

12

Windows NT 4.0

6212-13 4-Port Router User’s Guide

In the Windows task bar, click on the Start button, point to Settings, and
then click on Control Panel.

Double-click on the Network icon.

The Network dialog box displays a list of currently installed network
components. If the list includes TCP/IP, the protocol has already been
enabled. Skip to step 9.

If TCP/IP does not appear as an installed component, click on Add. The
Select Network Component Type dialog box appears.

Select Protocol, and then click on Add.
The Select Network Protocol dialog box appears.

Click on Microsoft in the Manufacturers list box, and then click on TCP/
IP in the Network Protocols list box.

Click on OK to return to the Network dialog box, and then click on OK
again.

You may be prompted to install files from your Windows 95/98
installation CD. Follow the instructions to install the files.

Click on OK to restart the PC and complete the TCP/IP installation.

After restarting your PC, open the Control Panel window, and then click
on the Network icon.

Select the network component labeled TCP/IP, and then click on
Properties.

If you have multiple TCP/IP listings, select the listing associated with
your network card or adapter.

In the TCP/IP Properties dialog box, click on the IP Address tab.

Click in the radio button labeled Use the following IP address. Type an
address between 192.168.1.3 and 192.168.1.254 in the IP Address field
and 255.255.255.0 in the Subnet Mask field.

Click on OK twice to confirm and save your changes. You will be
prompted to restart Windows. Click on Yes.

In the Windows NT task bar, click on the Start button, point to Settings,
and then click on Control Panel.

In the Control Panel window, double click on the Network icon.
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3 In the Network dialog box, click on the Protocols tab.

The Protocols tab displays a list of currently installed network protocols.
If the list includes TCP/IP, the protocol has already been enabled. Skip to
Step 9.

4 If TCP/IP does not appear as an installed component, click on Add.

5 In the Select Network Protocol dialog box, select TCP/IP, and then click
on OK.

You may be prompted to install files from your Windows NT installation
CD or other medium. Follow the instructions to install the files.

After all files are installed, a window appears to inform you that a TCP/IP
service called DHCP can be set up to dynamically assign IP information.

6 Click on Yes to continue, and then click on OK, if prompted, to restart
your computer.

7 After restarting your PC, open the Control Panel window, and then
double-click on the Network icon.

8 In the Network dialog box, click on the Protocols tab.
9 In the Protocols tab, select TCP/IP, and then click on Properties.

10 In the Microsoft TCP/IP Properties dialog box, click on the radio button
labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the [P Address field and 255.255.255.0
in the Subnet Mask field.

11 Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Logging in to Your Router

This section shows how to connect to the router's web interface, configure
settings, and observe some statistics of your Internet connection.

1 Open your Web browser, and type the following URL in the address/
location box, and press Enter:

http://192.168.1.1
This is the default IP address for the LAN port on the router.

A login screen appears.
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Enter Metwork Password 2| %]

? Pleaze tppe your uger name and paszword.

Site: 132168.1.1
Realm DsL Router
Uzer Mame ||

Password I

[ Save this password in your password list

0k I Cancel

Figure 9: Login Screen

If you have problem connecting to the router, verify that your PC is
properly configured within the subnet of the router's default IP address
192.168.1.1. Setup is described in Configuring Your Computer on
page 19.

2 Enter your user name and password, and then click on OK to display the
home page of the router's web interface. There are two default user name
and password combinations:

Table 4: Default User Names and Passwords

User Name Password Capability

user user Can display device status, but cannot
change or save configuration options.

admin admin Can perform all functions.

You can change the passwords at any time.

The home page is shown in Figure 10.
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3 ADSL Router - Microsoft Internet Explorer

T =8|
Fle Edt Mew Fawortes Tools Hep

ek - = - @ [ 4| Qsearch [ravontss Fveda (B Bh- S

Address [@] hetp:f1192.188.1.11

AN

L #REPs

& welcome Device Info
-1 Device Info
[] Quick Setup This information reflects the current status of your DSL connection.
-] Advanced Setup
[ Diagnostics Line Rate - Upstream (Kbps): (800
#-("] Management -
Line Rate - Downstream (Kbps): |2000
Software version: 2-20-02-0300.42pR017h.d15
Bootloaler (CFE) Version: 1.0.37-5.16
LAN IP Address: 192.168.1.1
Default Gateway:
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1
&) Done

[ [ |4 mtemet

Figure 10: Web Interface Home Page
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DEVICE INFORMATION

Status Summary

Display the general status report for the router by clicking on Summary under
Device Info (Figure 11).

= Welcome Device Info
=23 Device Info
(] Summary Board 10: pap
[ wwnm )
= Statistics Software Version: 3-00-03-0400. A20B01802 . cli5h
(1 Route Bootioader (CFE) Version: |1.0.37-0.7
- ] ARP
Quick Setup ] . N
W ) Advanced Setup This information reflects the current stats of your DSL connectian
[ Diagnostics —
- Management Line Rate - Upstream (Kbps): |t:l.l.l
Lire Rate - Downstream (Kbps): |EIII‘:I
LAN IP Address: | 152.158.1.1

Default Gatevay: |
Primary DNS Server: | 192,158.1.1
Secondary DNS Server: |1Da.'_-ﬁ3.1 1

Figure 11: Status Summary

WAN

Display the WAN status report from the by clicking on WAN under Device
Info (Figure 12).

L wicome W Info
- ' Duwice Info : )
21 Summary Con,
] WiRH VRLVEL | Topy
B Satistios
Foute
0 aRe
] Owick Sotup
B Auvanced Sebsg
Diageoatic

® I Mansgomesd

Sorvice InlesrFace

h p o . .
Mame hame rofocol | IGMIP | QoS State |Status

" "
Latepary uckdross

Figure 12: WAN Status
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When a WAN connection is configured, the screen looks like Figure 13.

PR AN Infio
= levice Info
WELWCT o

¥ ] Srastics
] Ruiste amMn
L1aRP
] ik Sap
= Bhwancud Selup
] WAk
L1 LaM
-] HAT
#-1_] Firawall
] Paet Bapping
1] Duality of Seavice
411 Rputing
41 ONS
] ADSL
1 Magnostics
= Kanageinent

[ Sumssary I Conr, |
Categury

T Intatfaca Projacl | e Qof | Slaie | Staius | 1P Address

Ll N

popos_3 901 | pop_ 250 1| PPRcA |Dissbied Desbiesd |Eredied | Up | 1319131

Figure 13: WAN Status with WAN Connection

LAN Statistics

Display LAN statistics by clicking on LAN under Statistics (Figure 14).

E welcome
=3 Device Info
] Summary
] WiAN
E1- 3 Statistics
LAN
WAN
[FaTm
‘[ ADSL
_] Rouile
T ARP
[ Quick Setup
= Advanced Setup
[ Diagnostics
-] Management

Statistics —- LAN

Received | Trarsmitted

Bytes |Pk1"i |Fl‘l‘ﬁ Drnfrs |ngh=.s [PEes [Errs |nrnp.¢
|R.'-‘FF| [15 o |r|

Interface

iFThF!I‘I'EI‘ 1852 |]!=. |l‘| o

Resat Statistics I

Figure 14: LAN Statistics

WAN Statistics

Display WAN statistics by clicking on WAN under Statistics (Figure 15).
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Eweicome
-3 Device |l
] Summary
1 wEH
EH Satistics
1] LAK
WhH
ATH
_ ﬂn“n[ﬁlSl.
1 Route
1 ARP
1 thislcks Seisgi
b1 20 Aadvaneed Setup
_] Diaynnstics
[0 Managemem

WAN Statistics

GEryice MR VEIProtocol  Dnterface | Recehed | Tramsmitted
[ Frytas Plets Errs Drops Bytes Pk Eres Dvops.
pppoa_3_40_1| 3740 PPPoA ppp 3 401 64+ 4 [0 [ 0 (@2 |4 [0 [ 0
| mer 341 [3/41 MER nas 34l [0 (oo o0 [#4[3[0o[o0

Resat Siatistice

Figure 15: WAN Statistics

ATM Statistics

Display ATM statistics by clicking on ATM under Statistics (Figure 16).

E'M:I:ume

=+ et info
L] Summany
L1y

=3 Stnlistics
LAH
ﬂwn.u
e
- ansL
1 Mautn
_L1AARP
1 0uiek Setup
- ,_:.I.Mﬂnned Solug
L1 Disnnostics
=-_] Management

Etatistics -- ATW

ATM Interface Statistics . )
In Dt n Lni In Heo Tn Insalid | In Port

. In PTI In GFC
Wpi VOi ot Ersaliie lide | Type | RMCRC
Octets| Qotets |Erroes Unknown| Ercors | o Eer Errors | oo | Errars | E Errars
1] 0 1] 1] 1] 2] a 1] 1] 2] a a

ABLS Tnberlace Stathtics

In Octets Dut OctetsDn Ucast PkisDut Ueast Pets In ErroesOut Ervors n Discards Dut Discards|
o o o 0 o o | o o

AALY VEE Stathtics ) )
WPLYCICRE Errors SAR Timeowts versized SDUs Short Packet Ervorsbength Errors|

Reeel Slatenc:

Figure 16: ATM Statistics

ADSL Statistics

Display ADSL statistics by clicking on ADSL under Statistics (Figure 17).
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E e Statistics — ADSL
z Camie
B3 Devics Info Mode: EOMT
ﬂi:_;:""w 'I!:,rpu: Fast i
555 Siatistics Lirwe Coslirig: Trells O
1 LAN Slatus: Mo Defact
1WA Lirtk Poveer State: LD
_1ATM :
] ADSL Derernis triam Lpstroam
3 Route 5hR Margin (dB): hes 12.0
L1 ane At temasation [dE): [ 1.0
& I-IIE:II:::-\?:::I':EM Dutput Poveer {dm): 'H 11.9
e ] Didgnn‘s.‘i.il:;. F Attainable Rate [Ehps) e 1108
& CManagement Rate (Ebps): . A B0
E (number of bytes in DMT frame ) =23} 2
B (mamber of check bytes in RS code word ): | 0
5 (RS code waord size in DT frame]: I 1
D (interleaver depth]): h 1
Delay (msec): b ]
Super Frames: :!??T?i 12701
Super Frame Errors: r D
RS Words; n o
RS Correctable Errors; n ]
RS Uncorrectable Ervors: o i,
HEL Errors: n |
0CD Errors: o |
LEL Errars: 1] |
[Total Colls: Sr0E340 I
Data Cells: el &
Et Errors: 1] i
[Tetad ES: o o
[Totel GES: 1] |
Total UAS: I E o
ALS) BER Tast Keset Stabstcs

Figure 17: ADSL Status

ADSL BER Test

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL
connection. The test is performed by transferring idle cells containing a
known pattern and comparing the received data with this known pattern to
check for any errors (Figure 18 and Figure 19).

To run a BER test:
1 Click on the ADSL BER Test button.
2 Select the test duration and click on Start
3 Check the result.
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Route

4 http://192.168.1.1 /berstart.tstzberstate=0 = Mick ==l

ADSL BER Test - Start

Thie ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start”.

Tested Time (sec): |2EI 'I
Startl Close |

Figure 18: ADSL BER Test — Start

- http://192.168.1.1/berstop.tst - Microsoft Intermt B ] 4|

ADSL BER Test - Result

The ADSL BER test completed successfully,

Test Time (sec): 20

Total Transferred Bits: 144905856

Total Error Bits: 0

Error Ratio: 0.00e+00

Close |

Figure 19: ADSL BER Test — Result

Route

Obtain the Routing status report by clicking on the Route item under Device
Info (Figure 20)
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Device Information

ARP

[ welcome Device Info -- Route
= "3 Device Info
Summary Flags: U - up, | - neject, & - gawewsy, H - host, B - renstate
VAN O - dynamic {redinect), M - modified {redrect),
= Statlstics )
'I.IFI.I'AJJ.NH |l'.l|=£l:in.'|l:iur| |G:|I1:w:|5r |Suhr||_"t Pliask |lT.'|gs |M:Ir|':: ServicE |'[nl1:rl:||:n:
ATH | 18216310 |EI.E.EIEI |25‘E.2552‘55.:| u |EI |hr|:|
[ ADSL
/Rt

ARF
[ Quick Setup
& ] Advanced Seiup
L] Diagnostics
-3 Management

Figure 20: Route Information

Display the ARP status report by clicking on ARP under Device Info
(Figure 21)

15 welcome Device Info -- ARP
= Device Info

- ﬂ lsr;'ﬂ“;.maw IP Address  |Flags HW Address Device

Z-If-jﬁ_:lﬂliﬂiﬂs 192,162,1.177 | Complate |00:08:98:282:16:60 (b0
-] AN
JATM
“~[3apsL
-] Rinute
i _1ARP
[ owick Setup
-] Advanced Setup
i-[7] Diagnostics
#- ] Management

Figure 21: ARP Status
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QUICK SETUP

Quick Setup with Auto-Connect Enabled

Auto-connect will automatically detect the first usable PVC and automatically
detect PPPoE, PPPoA, and Bridge Protocol (with DHCP Server available). To
use auto-connect:

1 Select Quick Setup. The Quick Setup initial screen appears.

L Wedcane Ouick Setup
= ‘2 Device Info
1] Summang This Quick Satup will guide you throuch $he steps recessary o configure your OSL Pouser,
] wean
=+ Satistics ATM VL Configuration
J LAN
_1WiaM Salect the ched box bekny 1o enable DEL Aulo-cormect process,
_JATH L
T ADsL " DEL swtcrcoensch
] Rstee
] ARP

L] Ouick Setup

# ) Addvanced Setup
] Diagnostics

#- 1 Management

Figure 22: Quick Setup Initial Screen

2 Select DSL Auto-Connect, then click on Next. The progress information
screen appears.
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QW&Icume DSL Router Auto-connection Progress Information
-1 Device Info
[ Quick Setup The DSL Router AutD-connect is in progress.
&[] Advanced Setup
[ Diagnustics DEL Router Is trying PYC (0/32).
-] Management
Please wait...
Cancel
Figure 23: Detecting Available PVC
& welcome DSL Router Auto-connection Progress Information
-] Device Info
[ Quick Setup The DSL Router Auto-connect is in progress.
-1 Advanced Setup
B Diagnostics DSL Router can be connected using PYC (2/41) with PPPoE protocol,
-1 Management
Cancel

Figure 24: Detecting available PVC — Available PVC Detected

Quick Setup with Auto-Connect Disabled

1 Select Quick Setup. The Quick Setup initial screen appears.

2 Verify that DSL Auto-Connect is not selected. Entry boxes for VPI and
VCI appear when DSL Auto-Connect is not selected.

3 Specify VPI and VCI as directed by your ISP.
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Quick Setup with Auto-Connect Disabled

& welcome

#-(] Device Info

[] Quick Setup

1 Advanced Setup
D Diagnostics

(1 Management

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL Router.
ATM PYC Configuration

Select the check box below to enable DSL Auto-connect process.

[T DEL Auto-conmect

The Yirtual Path Identifier (WP and Yirtual Channel Tdentifisr (CI) are needed for setting up the AT PYC. Do ot
change YPI and ¥CI numbers unless your ISP instructs you otherwise,

wPL[o2ss] o
YL [32-65535] |35

Enable Quality Of Service
Enabling QoS for a PYC improves performance for selected classes of applications. However, since QoS also consumes

system resources, the number of PYCs will be reduced consequently, Use Advanced Setup,/ Quality of Service o
assign priarities for the applications.

Enable Quality Of Service T

.

Figure 25

: Specifying VPl and VCI

4 Click on Next. The Connection Type screen appears.

[=EET

- Davici lnfa
1 Summary
1 WAR
=l Slatistios
JLan
WAk
_1ATM
L mpse
7] Route
1 ARP
_] Cruick Setmp
2 Aulvancad Setup
] WAR
_JLaN
u IMAT
] Firawall
] Purt Mappiny

1 thuality of Service

i £ Row
=l DNS
] ONS Senunr

]

_] Dynamic ONS

o] AlNSL
_] Diagnostics
B Managrmeni

Lo Type
Solect the tpe of network protoool and encapsulation mode over the ATH Y hat your 159 has nstucied you 1 use.
= PP cwer ATH (FPPC)

PR cxer Ehemet FRR0E]

' MAC Encapsulation Fouting §+ER)

[P ower AT {IP2AY

€ Bridging

Encapsuilation Mode

L =

Figure 26: Connection Type

5 Select the protocol and encapsulation type required by your ISP.

6 Click on Next. Further parameters for the selected protocol are presented.
For example, if you selected PPPoA, the PPP Username and Password

screen appears.
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PO Usaimans i Passwinbd
Waalraitis
E_g Davice Indo PP usualy recuires ek you hass & wssd nans s passwort t esta ks wour convection. [n the Boess keldow, ervisr
Jiummap‘l the user name and paszword that your 159 has provided o you
JwiANR
il Statistics
Juam
_'lr_r‘:‘ PR Lsornane: ¢ Do ot use <=3+, = HEL )
) ﬂ ADSL PFF Favssword: { Do natuse "==34 {1+, =461 )
_] Paisti Aufhertcation AUTO =
L1ARP nthad:
1] Owick Satup
=y Arvanced Sciup
VAN
JLAM
BIZINAT
B Firewall
] Purt Magping ™ Dt o demand (wih idia Hinecut b )
1 Cruality of Servbee :
- Rsting
ER= 1
_JDNS Berver
_1 Dynamic BHS I
] ADSL
] Magnnstics
) Mananement [ keap dlva

T s tha Tlioeing dafsit gatsway
F s P addross:
I Uka WM Inerfacs: m

Back | Hesz|

Figure 27: PPP Username and Password

7 Click on Next. The Network Address Translation Settings screen appears.

S Walcne fabwiork Acklress Traimslation Seltings
=+ Device Info
) Summany Mectwork: Address Trarshibon (MAT) allows you D share one Wide &rea Metwork Sl [P address for multiple
_JwnH cormputes on vour Local Area Mebwork (LAN)
B2 'Flau:ﬂr:.
L1LAN Enzbin MeT
wian i
ﬂ:};’;l_ Enale Frewal I
J Route
ARP
j |;T-,l",:|= Salup Enabile 1P Mudticast, ancl WARN Serwice
= Advancad hetap
ki Enabil WP Mukicast [
JLan
i 1 HAT Enabibs o Service
w_ ] Fireveall

21 Port Mapplag Servioe Hama: fppoa 3 40_1
) Dueality of Sendce
a1 Rputing

B S
] DRS Seover Bk I L=
_] fynamic DHS
- JansL
] Distnaics
- Managrimeng

Figure 28: NAT Settings

8 Enter the settings specified by your ISP and click on Next. The Device
Setup screen appears.
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Quick Setup with Auto-Connect Disabled

& welcome Device Setup
=43 Device Info
--[[] Summary Configure the DSL Router 1P Address and Subnet Mask for LAN interface.
D WAN
=1 Statistics IP Address: EERT=E
Subnet Mask: |255.255.255.D
' Disable DHCP Server
& Enzhle DHCP Server
..... [ Quick Setup Start IP Address: |192.16El.1.2
= Elvanced Setup End IP &ddress: |192.16El.1.254
-] LAN Leased Time (hour):|24
=-CINAT
&1 Firewall

- [ Port Mapping

--[] Quality of Service

#-1 Routing [ Configure the secand IP Address and Subnet Mask far LAN interface
=3 DNS

[ AapsL

..... [] Diagnostics Back | Mext
#-] Management _l_l

Figure 29: Device Setup

9

10

If desired, configure configure the DSL Router IP address and Subnet
Mask for the LAN interface to correspond to your LAN's IP Subnet. If
you want the DHCP server to automatically assign IP addresses, then
enable the DHCP server and enter the range of IP addresses that the
DHCEP server can assign to your computers. Disable the DHCP server if
you would like to manually assign IP addresses.

If you have a second IP address and subnet mask for the LAN interface,
click on the checkbox to configure it.

Click on Next to continue. The WAN Setup Summary screen displays all
WAN settings that you have made. Check that the settings are correct
before clicking on the Save / Reboot button. Clicking on Save / Reboot
saves your settings and restarts your router.
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Quick Setup

@Wel[:ume
B3 Device Info
-] Summary
D VAN
B3 Statistics
D LAN
D VAN
D ATM
D ADSL
-] Route
D ARP
-] Quick Setup
B Advanced Setup
D WAN
D LAN
CINAT
] Firewall
[ Port Mapping
[ Quality of Service
1 Routing
B3 DNS
-[*] DNS Server
e Dynamic DNS
D ADSL
E| Diaynostics
-] Management

WAN Setup - Summary

Make sure that the settings below rmatch the settings provided by your 1SP,

¥PI / ¥CL: 3/40

Connection Type: |PPPoA

Service Name: pppoa_3_40_1
Service Category: |UER

1P Address: Autornatically Assigned
Service State: Enabled

NAT: Enabled

Firewall: Disabled

IGMP Multicast: Disabled

Quality Of Service: |Disabled

Click "SaveReboot" to save these settings and reboot router, Click "Back" to make any modifications,
MOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot,

Back Save/Reboot

Figure 30: WAN Setup - Summary
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ADVANCED SETUP

WAN

Set up WAN parameters as directed by your ISP.

(& welcome WAN Setup
(1 Device Info
[] Quick Setup
=143 Advanced Setup
[JwAN
QLan Con.
3 NAT VPL/VEL | 7" | Category Service
Firewall
Port Mapping 340 | 1 UBR  |pppoa_3.40 1 ppp_3 40 1| PRPoA | Disabled |Disabled |Enabled | [ Edit || Down
Quality of Service 4 _I
Routing | 1 ueR 341 341 | MER |Disabled |Disabled |Enabled Edit
DNS i mer_3_: nas_3_: isabled | Disabled | Enable: r
[7 ApsL
E Diagnostics

Add | Remove | Finish
(1 Management —I—I—I

Choose Add, Edit, or Remove to configure WaN interfaces.
Choose Finish to apply the changes and reboot the systerm.

Interface Protocol | IGMP Qos State |Remowve | Edit Action

Figure 31: WAN Setup Screen
Add Function — ATM PVC Configuration

If you want to add a new rule for the WAN interface, click on the Add button.
The ATM PVC Configuration screen appears. The ATM PVC Configuration

screen allows you to configure an ATM PVC identifier (VPI and VCI) and
select a service category.
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Ewelcome
-] Device Info
-] Guick Setup

B3 Advanced Setup

S WaN ATM PYC Configuration
- LAN This screen allows you to configure an ATM PYC identifier (PT and vCI) and select a service category, Otherwise
[:I NAT choose an existing interface by selecting the chedkbox 1o enable it
1 Firewall
B Port Mapping WP [0-255] ul
] Quality of Service
] Rnuli:]yg VCL: [32-65535] [35
Z1DNS
E| E;;gi‘“ts Service Categary | =~

-1 Management

MNon Realtime VBR
Fealtime YBR

Figure 32: ATM PVC Configuration Screen

Verify the following values with your ISP before you change them.

e VPI (Virtual Path Identifier) — The valid range is 0 to 255.

e VCI (Virtual Channel Identifier) — The valid range is 32 to 65535.

o Service Category — Five classes of traffic defined are defined:
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UBR Without PCR (Unspecified Bit Rate without Peak Cell Rate)

UBR With PCR (Unspecified Bit Rate with Peak Cell Rate) — UBR
service is suitable for applications that can tolerate variable delays
and some cell loss, such as data transfer, messaging, distribution, and
retrieval, and remote terminal applications such as telecommuting.

CBR (Constant Bit Rate) — Used by applications that require a fixed
data rate that is continuously available during the connection time. It
is commonly used for uncompressed audio and video information
such as videoconferencing, interactive audio (telephony), and audio
and video distribution and retrieval.

Non-Realtime VBR (Non-Real-time Variable Bit Rate) — Can be used
for data transfers that have critical response-time requirements such
as airline reservations, banking transactions, and process monitoring.

Realtime VBR (Real-time Variable Bit Rate) — Used for
time-sensitive applications such as real-time video. Rt-VBR service
allows the network more flexibility than CBR.
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Connection Type Screen

1 Select the type of network protocol and encapsulation mode over the

ATM PVC that your ISP has instructed you to use, then click on Next
button.

*

gWelcume Connection Type
=13 Device Info
""" E SJ'A“;.’MW Select the type of netwaork protocol and encapsulation mode over the ATM PYC that your ISP has instructed you to use
B+ Statistics
O LAN © PPP aver AT (PPPOA)
L waN
~aam ' PRP over Ethernet (PRROE)
L[] ADSL
Rout
..... B A;IIE-' ¢ € MAC Encapsulation Routing (MER)

[] Quick Setup
=3 Advanced Setup
[ wan

B [% hﬁ# @ Bridging

&-[] Firewall

(1 Port Mapping

----- [ Quality of Service Encapsulation Mode
-1 Routing

51 DNS LLC/SNAP-BRIDGING
..... ] ADSL
[ Diagnostics

Back | Mext
#-] Management J_I

€ 1P over ATM (IPo&)

Figure 33: Connection Type Screen

2 Select a connection type and click on Next. In this example, the Bridge
Service screen appears.

-

& welcome
£+ Device Info

----- [3] Quick Setup
£ Advanced Setup

----- B Diagnostics

----- E 1?‘.:.jl\rr':lmarmr Unselect the check box below to disable this WAN service

£ Statistics
i Enable Bridge Service: [

Service Mame: Ibr_D_35

Backl Nextl
..... D WAN

=1 NAT

-1 Firewall

----- [31 Port Mapping

----- [ Quality of Service
-] Routing

-1 DNS

..... D ADSL

1 Management
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Figure 34: Bridge Service Screen

3 Enter or select the parameters presented for the service type, and click on
Next. The WAN Setup - Summary screen appears.
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Advanced Setup

WAN Setup - Summary

1 Make sure that the settings on the WAN Setup - Summary screen match
the settings provided by your ISP. If all settings are correct, click on the

Save button to save these settings; if not, click on the Back button to make

any modifications. If you want to change any item after saving, click on
the Edit button to make any modifications.

& welcome

11 Device Info

i-[] Quick Setup

‘3 Advanced Setup
B

[ Port Mapping

[1 Quality of Service
1 Routing

C1DNS

[ apsL

[E| Diagnostics

#-]1 Management

WAN Setup - Summary

Make sure that the settings below match the settings provided by your 1SP.

W¥PI / VCI: 0/35
Connection Type: |Bridge
Service Name: br_0_39
Service Category: |UER

IP Address: Mot Applicable
Service State: Enabled

NAT: Disabled
Firewrall: Disabled

IGMP Multicast:

Mot &pplicable

Quality Of Service:

Disabled

Click "Save" to save these settings, Click "Back" to make any modifications,
MOTE: vou need o reboot to activate this wan interface and further configure services over this interface,

Figure 35: WAN Setup Summary

2 Activate this WAN interface by clicking on the Finish button and further

configuring services over this interface. The router supports up to five
WAN connections.

Remove Function

If you want to delete a connection from the listed WAN setup, click in the
Remove check box next to the item, then click on the Remove button.

& welcome
1 Device Info
D Quick Setup
-3 Advanced Setup
-] WAN
[EE.Y]
=1 NAT
2 Firewall
-] Port Mapping
[ Ouality of Service
-1 Routing
C1DNS
D ADSL
D Diagnostics
-1 Management

WAN Setup

Choose add, Edit, or Remove to configure WAN interfaces,
Choose Finish to apply the changes and reboat the system,

Con.
VPIL/VCI ;][;] Category |Service | Interface |Protocol |IGMP | QoS State |Remove | Edit | Action
0/35 1 UBR br_0_35 | nas_0_35 | Bridge | N/& |Disabled Enabled r Edit

Add [ Remove | Finish

Figure 36: WAN Setup List
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Local Area Network (LAN) Setup

Finish Function

After you change any item in WAN Setup, remember to click on the Finish
button to apply the changes and reboot the system.

Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN
interface to conform your LAN's IP Subnet. If you want the DHCP server to
automatically assign IP addresses, then enable the DHCP server and enter the
range of [P addresses that the DHCP server can assign to your computers.
Disable the DHCP server if you would like to manually assign [P addresses.

The Save button only saves the LAN configuration data. The Save/Reboot
button saves the LAN configuration data and reboots the router to make the
new configuration effective.

QWelcume Local Area Network (LAN) Setup
1 Device Info
~[1 Quick Setup Configure the DSL Router 1P Address and Subnet Mask for LN interface. Save button anly saves the Lan
E-423 Advanced Setup configuration data, Save/Reboot button saves the LN configuration data and reboots the router o make the new

WAN configuration effective,

NAT IP Address: 192,168,1.1
Firewall .
Port Mapping Subret Mask: [255.255.255.0

Quality of Service
Routing
DHS

e Dia‘:ﬂgsLiins " Digable DHCP Server

1 Management 1 Enahle DHCP Server

Start IP address: |192‘168‘1.2
End IP Adclress: I192‘168‘1.254
Leased Time (hnur):|24

[ Configure the sacond IP Address and Subnet Mask for LAM interface

Sawe Save/Reboot

Figure 37: LAN Setup

NAT

You can configure the Virtual Server, Port Triggering, and DMZ Host when
NAT is enabled.

Virtual Servers

A virtual server allows you to direct incoming traffic from the WAN side to a
specific IP address on the LAN side. Click on the Add button to add a virtual
server.
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Advanced Setup

& welcome NAT -- Virtual Servers Setup
&1 Device Info
[ Quick Setup Wirtual Server allows you to direct incoming traffic from WiaN sidedidentified by Protocol and External port) to the
B3 Advanced Setup Internal serverwith private IP address on the LAM side. The Internal port is requiredonly if the external port needs to
WAN be converted to a differentport number used by the server on the LAN side. Maximum 22 entries can be configured.
[OLan
B3 NAT ]
EVim‘a'SEWEm Si Ext | Port |Ext | Int | Port |Int | 5 w»
Port Triggerin: erver xternal Port |External nternal Port | Internal erver
[ pmz H.,gtg 2 Name Start Port End Brotocol Start Port End Address FEmmE
(1 Firewall

[ Quality of Service
(_1Rauting
LC1DNS
[ ADsL
D Diagnostics
-1 Management

Figure 38: NAT Virtual Server Setup

You can select a Service or make new one. Enter the Server IP Address, then
click on Save/Apply to submit your configuration.

(& weicome NAT -- Virtual Servers
&1 Device Info
[ Ouick Setup Select the service name, and enter the server 1P address and click "Save/Apply" to forward 1P packets for this service
Bl Advanced Setup to the specified server, NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port
WAN End" normally and will be the same as the "Internal Port Start" or "External Port End" if either one is
[LAN maodiified.
B NAT Remaining number of entries that can be configured:32
-[3] Virtual Servers
[ Port Triggering Server Name:
DP DMZIIHHQ @ Select 2 Service: |Age of Empiras =
irewal
% g [l . |SelectOne -
0 Quality of Service Lol o) ctive Worlds
1 Routing i
Server 1P Address:
%RESL Age of Empires Expansion: The Rise of Rome
E] Diagnostics Age of Empires || Expansion: The Conguerors
3 Age of Empires I: The Age of Kings
-1 Management o P g g

Age of Kings
Age of Wonders

External Port StartE Aliens vs. Predator
17624 I'AOL\nstantMessenger
Audiogalasy Satellite B -

073 6072 TCP hd | ENEE] 073
2300 2400 TCP j 2300 2400
2300 2400 UopF j 2300 2400

ToP =

TCP =

TR 1 |

Figure 39: Virtual Server Add Screen

On this screen you can view and delete servers. Click in the check box under
Remove and click on the Remove button to delete selected virtual servers.
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Port Triggering

= weicome
-] Device Info
[ Quick Setup
=2 Advanced Setup
] wan
[OLan
= NAT
[ virtual Servers
-[5] Port Triggering
[5] DMZ Host

B Diagnostics
-] Management

NAT — ¥irtual Servers Setup

Wirtual Server allows you 1o direct incaming traffic from WanN sideidentified by Protocal and External port) to the
Internal serverwith private IP address on the LA side. The Internal port is requiredonly if the external port needs 1o
be converted w a differentport nurmber used by the server on the LAN side. Maximum 32 entries can be configured.

add | Remave
Server External Port External protacal Internal Port |Internal Server IP Rahea
Name Start Port End Start Port End Address
soeof | rena 47824 TP 47624 47624 102.168.1.10 W
Empires
U e 8073 TCP 5073 6073 102,168,110 ”
Empires
sgeof g 2400 TP 2300 2400 192.168.1.10 r
Empires
sgeof g 2400 oP 2300 2400 102.168.1.10 r
Empires

Figure 40: Removing Selected Virtual Servers

Port Triggering

6212-A2-ZB83-20

Click the on the Add button to add Port Triggering for your Internet
application.

Welcome
& 23 Device Info
-] Quick Setup
E+3 Advanced Setup
-1 waN
BlLan
3 NAT
~[] Virtual Servers
|7 Port Triggering
~[] DMZ Host
(21 Firewall
|1 Ouality of Service
C1 Routing
Z1DNS
-1 ADSL
D Diagnostics
-] Management

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port
Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN intiates a TCPAJDP
connection to a remate party using the ‘Triggering Ports’. The Router allows the remote party from the WA side to
establish new connections back to the application on the LAN side using the 'Open Ports', Maximum 32 entries can be
configured.

Add

Application

Trigger

Open

Remove

Name

Protocol

Port Range | Protocol | Port Range

Start | End

Start |End

Figure 41: Port Triggering Setup Page

You can select an application every time or create new one for your

application. Then click on Save/Apply to save your settings.
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Advanced Setup

QWelcnme NAT -- Port Triggering
-1 Device Info
----- [ ouick Setup Some applications such as games, video conferencing, remote access applications and others require that specific
£+ Advanced Setup ports in the Router's firewall be opened for access by the applications. You can configure the port settings fram this
WAN screen by selecting an existing application or creating your own (Custom application)and click "Save/apply" to add it.
B LaN Remaining number of entries that can be configured:32
= NAT
[ Virtual Servers Application Name:
[ Port Triggering & Select an application; [Mapster -
(] DMZ Host
3 Firewall © Custom application: EFIE'IE‘ ﬁ”e
3 . im Tl
B Qual.l!y of Service ssheron's Call
% Bnuling Calista IP Phone el
D g:gL Delta Farce (Client/Server)
_____ D“Diagnnsﬁm Trigger Port StartTrigger|ICQ En Port StartDpen Port EndOpen Protocol
-] Management ) oon [REE— o [e00 TCP =l
6639 5600 |QuickTime 4 Client E7 [pea7 TP =
ainbow SixkRogue Spea
6659 6699 TUF T 7+ 4444 TCP j
=S B TP x| e o555 TP =
se00 5600 TCP 7| [eses = TP =]
609 699 TCP = [ [7777 TCP =]
[s695 690 TP x| [peea [pass TP =]
TCP =] TP =]

Figure 42: Port Triggering Add Page

On this screen you can view and delete applications. Click in the check box
under Remove and click on the Remove button to delete selected applications.

EWelcnme NAT -- Port Triggering Setup
1 Device Info
[ Quick Setup Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port
=+ Advanced Setup Trigger dynamically opens up the 'Open Parts' in the firewall when an application on the LAN initiates 2 TCPADP
WAN connection to a remote party using the 'Triggering Ports', The Router allows the remate party from the WaN side to
B Lan establish new connections back to the application on the LAN side using the 'Open Ports', Maximum 32 entries can be
= NAT configured.
D Yirtual Servers
[ Port Triggering Add [ Remove
[ DMZ Host —I
0 Firewall
B Quality of Service Application Trigger Open Remove
ClRouting Name Protocol | Port Range | Protocol | Port Range
[ ApsL start | End start | End
D Diagnostics
-] Management Mapster TCP 6699 6699 | TCP 6699|6699 ~
MNapster TCP 6609 6699 | TCP 6697 | 6697 2
MNapster TCP 6699 6699 | TCP 4444|4444 -
Mapster TCR 6699|6699 | TCP 5555|5555 -
Manster TEH. 6699 |AE99 | TCP BE66 | BEA6 2
MNapster TCP 6609 6699 | TCP 7T\ 7T r
MNapster TCP 6699 6699 | TCP 2288 |E828 -

Figure 43: Port Triggering List

DMZ Host

You can define the IP address of the DMZ Host on this screen. Enter the IP
address and click on Save/Apply.
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Firewall

Firewall

S welcome NAT -- DMZ Host
3 Device Info

-[3] Quick Setup The DSL router will forward IP packets fram the WAN that do not belong to any of the applications configured in the

£+ Advanced Setup Wirtual Servers table to the DMZ host computer.
[ waN
B Lan Enter the computer's IP address and click "apply" to activate the DMZ host,
-3 NAT
-3 virtual Servers Clear the IP address field and click "&pply" to deactivate the DMZ host,
|51 Port Triggering
-] DMZ Host DMZ Host TP Address:  [192.168.1.12]
1 Firewall

Quality of Service
EI Ruutinwg SVl
JDNS
-] ADSL
D Diagnostics
1 Management

Figure 44: DMZ Host Setup

For security reasons, firewall options can be configured only from the LAN

side of the router.

IP Filtering — Outgoing

6212-A2-7ZB83-20

The outgoing filter will block the traffic from the LAN side to the WAN side.

Click on Add to create filters.

& weicome Outgoing IP Filtering Setup
] Device Info
[ Quick Setup

By default, all outgoing 1P traffic frorm LAN is allowed, but sorme IP traffic can be BLOCKED by setting up filers.
£ Advanced Setup
¥ WAN

G AN |Name ‘Prutucul ‘Suurce Address / Mask ‘Suurce Port ‘Dest. Address / Mask | Dest. Port ‘Remuve ‘
i B-C1NAT
i B Firewall Add
=23 IP Filtering
[ Outgoing
D Incoming
[ MAC Filtering
[ Quality of Service
-1 Routing

&

[7 ApsL

H B Diagnostics
&-(1 Management

Figure 45: IP Filtering — Outgoing Filter Setup

Input the filter name, source information (from the LAN side), and

Destination information (from the WAN side). Then click on Save/Apply.
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Advanced Setup

& weicome
&1 Device Info
[ Quick Setup
£ Advanced Setup
) wan
AN
INAT
=3 Firewall
£33 IP Filtering
[ Outgoing
D Incoming
[ MAC Filtering
[ Ouality of Service
(1 Routing
C1DNS
[ ApsL
B Diagnostics
-1 Management

Add 1P Filter -- Outgoing

The screen allows you 1o create a filker rule to identify outgaing IP wraffic by specifying a new filter name and at least
one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
‘Save/apply' to save and activate the filer.

Filter Mame: oL

Protocal: TCP hd
Source Port (port or port:port): 123

100.100,100.1

Destination Subnet Mask 255.255,255.0

Destination Port (port or port:port):|456
Sawe/apply

Source IP address:

Source Subnet Mask:

Destination IP address:

Figure 46: IP Filtering - Outgoing Filter Add Page

You can view and delete the outgoing filter settings on this screen.

& weicome
(1 Device Info
[] Quick Setup
£ Advanced Setup
[ wan
[OLAN
CINAT
=3 Firewall
=3 IP Filtering
[1 Outgoing
-] Incoming
[F1 MAC Filtering
[ Quality of Service
_1Routing
C1DNS
[ ApsL
[] Diagnostics
& (1 Management

Outgoing IP Filtering Setup

By default, all outgaing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters,

Name | Protocol | Source Address / Mask e Dest. Address / Mask Dot Remove
Port Port
102.168.1.15 / 100.100.100.1 /
outL | TeR 255.255.255.0 123 255,255.255.0 56 g

Add | Remove

Figure 47: IP Filtering - Outgoing Filter Setup List
IP Filtering — Incoming

Incoming filter filters the traffic from the WAN side to the LAN side. Click on
Add to add incoming filter settings.
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Firewall

S welcome
{_1 Device Info

-E1 Quick Setup
=+ Advanced Setup

..... D LAN
#-C1NAT
=3 Firewall
£+ IP Filtering
[E] Outgoing
++[ ] Incoming
“-[2] MAC Filtering
[ Quality of Service
[_1Routing
CIDNS
[ ApsL
D Diagnostics
-] Management

Incoming IP Filtering Setup

By default, all incoming 1P traffic from Wan is blocked when firewall is enabled, but some IP affic can be ACCERTED
by setting up filters.

Source Address / Source Dest. Address / Dest.
Name | VPI/¥CI | Protocol Mask Port Mask Port Remove
Add

Figure 48: IP Filtering — Incoming Filter Setup Page

Enter a filter name, information about the source address (from the WAN
side), and information about the destination address ( to the LAN side). Select
the protocol and WAN interface. Then click on Save/Apply to add the setting.

& welcome

Add IP Filter -- Incoming

1 Device Info
[ Quick Setup
=143 Advanced Setup

Filter Mame:

[ Outgoing Protocol:

Incoming
[ MAC Filtering
Quality of Service

Source 1P address:
Source Subnet Mask:
Source Port (port or port:port):

Destination IP address:

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at least
one condition below, All of the specified conditions in this filer rule must be satisfied for the rule to take effect. Click

[ wan "Sawe/apply' to save and activate the filter,
[LaN

inl

UDP =l
255.255.255.0
147

192.168.1.15

[3 ApsL
E| Diagnostics
-] Management

Destination Subnet Mask: 255,255.255.0
Destination Port (port or port:port):|369

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one ar multiple Wan interfaces displayed below to apply this rule,

I select Al
W | pppoe_0_36_1/ppp 0_36_1

Save/bpply

Figure 49: IP Filtering - Incoming Filter Add

You can view and delete the incoming filter settings from this screen.
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Advanced Setup

& welcome
&1 Device Info
[ Quick Setup
£ Advanced Setup

4 WAN

~OLan

& 1NAT

£33 Firewall

. E-3IP Filtering

i i-[] Outgoing

Incoming

i [7] MAC Filtering
[ Quality of Service
1 Routing
& 1DNS

~ [ ADSL
| Diagnostics
&1 Management

Incoming IP Filtering Setup

By default, all incoming IP traffic from WaN is blocked when firewall is enabled, but some IP traffic can be ACCEPTED
by setting up filters,

Source Address / Source Dest. Address / Dest.
Name | ¥PI/VCI | Protocol Mask Port Mask Port Remove

100.100.100.1 /

192.168.1.15 /
255.255.255.0

255.255.255.0

in1 0/36 UDP 147

m Remove

369 [l

Figure 50: IP Filtering - Incoming Filtering List

Firewall — MAC Filtering

MAC filtering can forward or block traffic by MAC address. You can change

the policy or add settings to the MAC filtering table using the MAC Filtering
Setup screen.

(= welcome
-] Device Info
|1 Quick Setup
= Advanced Setup
[ wan
..... B LAN
I HAT
=+ Firewall
=3 IP Filtering
£ ] Outgoing
0 Incoming
1 MAC Filtering
""" [ quality of Service
] Routing
®=-L1DNS
[1 ApsL
----- [] Diagnostics
#-_] Management

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

Change Policy

MAC Filtering is only effective on ATM PYCs configured in Bridge rode, FORWARDED rmeans that all MAC layer
frames will be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED

means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the
following table.

Choose Add or Remove to configure MAC filtering rules.

|VPI/VEI ‘Prutm:ul ‘Destinatiun MAC |Suur|:e MAC ‘Frame Direction |Remnve |

Add

Figure 51: IP Filtering - MAC Filtering Setup

If you click on Change Policy, a confirmation dialog lets you verify your

change.

& welcome

&[] Device Info
[ Quick Setup

£ Advanced Setup

=3 Firewall
| =3 IP Filtering
[ Outgoing
-] Incoming
--[1] MAC Filtering
[ Quality of Service
&[] Routing
&1 DNS
[7 ApsL
-] Diagnostics
&1 Management

Change MAC Filtering Global Policy

WARNING: Changing from one global policy to another will cause all defined rules to be REMOYED
AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED ?

Figure 52: IP Filtering - MAC Filtering Policy Change Confirmation
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Firewall

If you want to add a setting to the MAC filtering table, enter the Source and
Destination MAC address, and select protocol type, frame direction, and
WAN interface. Then click on Save/Apply to save it.

& welcome Add MAC Filter
&1 Device Info
Quick Setup Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are
B3l Advanced Setup specified, all of them take effect. Click "apply" to save and activate the filter,
[ wan
E Iﬁ:q- Protocol Type: P4 =
= Firewall

o Destination MAC Address: 00:11:22:33:44:55
=3 IP Filtering
D Outgoing Source MAC Address: 00:55:44:33:22:11

Incoming
-] MAC Filtering Frame Direction:
[ Quality of Service
C1Routing

Z1DNS W Interfaces (Canfigured in Bridge moce only)
B Eaggts,;im ¥ Select &l
&-(1Management M br_0 35Mmas_0_35

Save/apply

Figure 53: IP Filtering - MAC Filtering Add Page

On this screen you can view and delete MAC filtering rules.

& welcome MAC Filtering Setup
-] Device Info
- [ Quick Setup MAC Filtering Global Policy : FORWARDED

£ Advanced Setup
[Jwan

Al Change Policy
-~ LAN

L1 NAT

E+E3 Firewall MAC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer

~ G C3IP Filtering frames will be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED

-] Outgoin means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the
going following table.

Incoming
[2] MAC Filtering

! B Quality of Service Choose Add or Remove to configure MAC fillering rules.,

1 Routing
CIDNS VPI/VCI | Protocol | Destination MAC | Source MAC Frame Direction |[Remove
DDE;‘aGEﬂS;Im AL Pvs 00:11:22:33:44:55 | 00:55:44:33:22:11 |LAN<=>WAN -

-] Management

ﬂl Remove

Figure 54: IP Filtering - MAC Filtering List

Parental Control

Use the Parental Control feature to restrict the days and times a particular
device is allowed to access the Internet.
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54

Time of Restrictions -- A maximum 16 entries can be configured.
& wWelcome Day 9

-1 Device Info
[ Quick Setup Username | MAC | Mon | Tue |Wed [ Thu [Fri [sat |sun [start | stop [ Remove |
=3 Advanced Setup
[IWAN ( Add ) ( Remove )
~OLAN —
#INAT
&3 Firewall
=3 IP Filtering
~[] Outgoing
- Incoming

[ Quality of Service
JRouting
CIDNS
~OADSL
[3 Port Mapping
[ Diagnostics
=-1 Management

Figure 55: Parental Control Screen

To set up parental controls:

1 Click on Add. The Time of Day Restriction screen appears.

Time of Day Restriction

& Welcome
&-_] Device Info
2 uick Setu is page adds time of day iction to a special levice connected to the Router. The 'Browser's
| i p Thi adds time of day restriction to ial LAN devi ted to the Router. The 'Browser's MAC Address'
B 3 Advanced Setu automatically displays the MAC address of the LAN device where the browser is running. To restrict other LAN device, click
T P the "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a
E ‘;T'r Windows based PC, go to command window and type “ipconfig /all".
#-C1NAT User Name
. = Firewall —
£33 IP Filtering @ Browser's MAC Address | 00:0A:95:E3:F4:D0
[ Outgoing O Other MAC Address
[3 Incoming (roxocaacxenciod
[Days of the week [MonTueWed(ThulFri ! |
Click to select [IElEI=1 === =]
i &0 Routing Start Blocking Time (hhimm)
| & agg:L End Blocking Time (hh:mm)
) (SavelApoly )
[ Port Mapping _
+-[1 Diagnostics

@-(J Management

Figure 56: Parental Control — Time of Day Restrictions

2 Enter a User Name to identify the target of the restrictions.

3 Enter the MAC address of the network adapter to be restricted, and,
optionally, another MAC address.

4 Select the days of the week the restriction is in force.

Specify the start and end times the restriction is in force. Use the form
hh:mm, where 23:59, for example, is one minute before midnight.

6 Click on Save/Apply.
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Port Mapping
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Port Mapping

Use the Port Mapping screen to map multiple ports to a PVC and create
bridging groups. Each group will perform as an independent network.

Ewelcome

-] Device Info

i -[ Ouick Setup

-3 Advanced Setup
-1 WAN

1 Firewall
(] Port Mapping
[1 Quality of Service

H [] Diagnostics
("1 Management

Port Mapping -- A maximum 16 entries can be configured

Port Mapping supports multiple port to PYC and bridging groups. Each group will perform as an independent network,

To support this feature, you must create mapping groups with appropriate LAN and Wl interfaces using the add
button, The Rermove button will rernove the grouping and add the ungrouped interfaces o the Default group

¥ Enable virtual ports on |=thil

Group Name |Interfaces IGMP Snooping | Remove |Edit

Default ethn.2, ethn,3, eth0.4, ethn.5 | Edit

A_ddl Remaove |

Figure 57: Port Mapping

To create a new mapping group:

1 Click on Add. The Port Mapping Configuration screen appears.

Ewelcome
-1 Device Info
-] Quick Setup
B2 Advanced Setup
Owan
[ LAN
@[] NAT
1 Firewall
-3 Port Mapping
Quality of Service
#-_1 Routing
Z1DNS
- apsL
D Diagnostics
-1 Management

Port Mapping Configuration

To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list
using

the arrow butions to create the reguired mapping of the ports. The group name must be unique,

2. Click Save/apply button to make the changes effective immediately

Note that the selected interfaces will be removed from their existing groups and added to the new
group.

Group Name:
[T Enable IGMP Snooping

Grouped Interfaces Available Interfaces

:I
il

Save/apnly

Figure 58: Creating a Port Mapping Entry

2 Enter a unique Group name.

3 Select interfaces from the available interface list and add them to the
grouped interface list using the arrow buttons to create the required
mapping of the ports.

4 Click on Save/Apply.
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Quality of Service
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You can configure the Quality of Service to apply different priorities to traffic
on the router.

EWelcnme Quality of Service Setup
(1 Device Info
[] Quick Setup Choose Add or Remove to configure netwark Taffic classes.

=143 Advanced Setup

143 Wireless

-] Management

[ wan

B LAN MARK TRAFFIC CLASSIFICATION RULES
- NAT SET-1 SET-2
B3 Firewall . -
= IP Filtering P Type of [ WAN  |Lan OUrCe  leource D00 w Dest
[ i L! Priorit Prot | | Add Add *|802.1P |R
D Outgul_ng ame [Priority Precedence |Service |802.1P |Port rotoco ress / Port ress / Port emove
“-[3 Incoming Mask Mask

g [] MAC Filtering
----- Port Mapping

""" [ Quality of Service add
&-1 Routing

&-C1DNS

..... 0 ADSL

[ Basic

B Security

[3 mAC Filter

[ Wireless Bridge
[ Advanced

E Diagnostics

Figure 59: Quality of Service Setup

Click on Add and the Add Network Traffic Class Rule screen appears. To add
arule:

1 Give a name to this traffic class.

2 Assign a priority level-low, medium, and high-to this traffic class.
3 Select an IP precedence from the range of 0-7.
4

Enter an IP Type of Service from the following selections-
— Normal Service

— Minimize Cost

— Maximize Reliability

— Maximize Throughput

— Minimize Delay

5 Last, enter the traffic conditions for the class such as the protocol (TCP /
UDP, TCP, UDP, or ICMP) to be used.

6 Click on Save / Apply to save the settings.
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Routing — Default Gateway

(& welcome
#-1 Device Info
[ Quick Setup
=3 Advanced Setup
[ waN

LaN
B NAT
BT Firewall

3 Port Mapping
- Duality of Service
&1 Routing
B-C1DNS
-] ADSL
I3 Wireless

Basic

-3 Security

[ MAC Filter

D Wireless Bridge
- [1] Advanced
B Diagnostics
#-1 Management

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream fraffic, assign queuing priority and optionally overwrite
the IP header TOS byte. & rule consists of 3 class name and at lzast one condition below, all of the specified
conditions in this classification rule must be satisfied for the rule o take effect. Click 'Save/apply' 1o save and activate
the rule.

Traffic Class Mame:

Assign Priority and/or IP Precedence and/or Type Of Service for the class
If non-hlank value is selectad for 'IP Precedence’ and/or 'IP Type Of Service', the corresponding TOS byte in the IR
header of the upstrearmn packet will be owerwritten by the selected value,

Priarity:

P Precedence:

1P Type Of Service:

Ll

Specify Traffic Conditions for the class
Enter the following conditions either for 1P layer or for the IEEE 802.1p priority.

Protocol: ﬁ
Source IP Address: |
Source Subnet Mask:

Source Port (port or portiport):
Destination [P Address:

Destination Subnet Mask:

Destination Port (port or port:port):
802, 1p Priority: -

Savefapply

Figure 60: Quality of Service Add Screen

Routing — Default Gateway

You can change the Default Gateway on the Routing - Default Gateway
screen. By default the Enable Automatic Assigned Default Gateway box is

checked.

[

(& welcome
1 Device Info

D Quick Setup

[

=

[+

B3 Advanced Setup

-] waN
D LAN

#-1 NAT
71 Firewall

[1 Port Mapping
~[7] Quality of Service

-3l Routing

[ Default Gateway
: D Static Route
e

+-(_]1DNS

-1 ADSL

£ Wireless

Basic
D Security
-[] MAC Filter
-] Wireless Bridge
Advanced

[] Diagnostics
7] Management

Routing -- Default Gateway

If Enable Automatic Assigned Default Gateway checkbo iz selected, this router will accept the first received default
gateway assignment from one of the PPPoA, PPROE or MER/DHCP enabled PYCIE), IF the checkbox is not selected,
enter the static default gateway AND/OR a Wbl interface. Click 'Save/apply' button to save it.

MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router 1o
get the autormatic assigned default gateway.

¥ Enable sutomatic Assigned Default Gateway

Save/bpply

6212-A2-7ZB83-20

Figure 61: Default Gateway Setup

6212-13 4-Port Router User’'s Guide

57



Advanced Setup

If you want to specify the default gateway address, then uncheck the box as
seen below. Enter the default gateway address and, optionally, the WAN
interface you will use. Click on Save / Apply to save the settings.

If you add or change the default gateway address, you must reboot the router
to put the new default gateway IP address into effect.

Ewelcome
-1 Device Info
~ [ Quick Setup

Routing -- Default Gatevray

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first received default
=44 Advanced Setup gateway assignment from one of the PPPos, PPPOE or MER/DHCP enabled PYC(E). If the checkbox is not selected,

E WAN enter the static default gateway AMD/OR a WAN interface. Click 'Save/Apply' button o save it

LAN
INAT MNOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router to
I Firewall get the automatic assigned default gateway,

Port Mapping
[ Quality of Service

=3 Routing I Enable Automatic Assigned Default Gateway

[ Default Gateway
D Static Route

B rIP
CIDNS ¥ Use Default Gateway IP address  [135.154.13.254
B EaAgggsLﬁcs 7 Use Interface pppoa_3_40_1/ppp_3_40_1 -I

-1 Management

Save/apply |

Figure 62: Default Gateway Setup

Routing — Static Route

Use the Routing - Static Route screen to add a static route to the routing table.

Welcome

= (1 Device Info
[ Quick Setup
£ Advanced Setup
E WAN
s CINAT A
=1 Firewall

[ Port Mapping
-] Quality of Service
=+ Routing
-[[] Default Gateway
[ 7 Static Route
L D RIP
® 1 DNS
[ ADSL
- Wireless
- Basic
-] Security
- MAC Filter
-] Wireless Bridge
3 Advanced
--[] Diagnostics
-] Management

Routing —- Static Route (A maximum 32 entries can be configured)

Destination | Subnet Mask ‘Gateway ‘Wan Interface |Remove |

Figure 63: Static Route Setup

Enter the route information and click on Save/Apply to make it active. No
reboot is required.
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Routing — RIP

& welcome
&[] Device Info
[ Quick Setup
E-3 Advanced Setup
[ waN
[Lan
CINAT
O Firewall
[ Port Mapping
[ Quality of Service
= Routing
D Default Gateway
El Static Route
H B rip
&[] DNS
[ apsL
----- 0 Diagnostics
#-(] Management

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available WaN interface then click "Save/apply"
to add the entry to the routing table,

Destination Metwork Address: I
Subniet Mask: I

[ Use Gateway IP Address
pppoa_3_40_1/ppp_3_40_1 =

Save/spnly

¥ Use Interface

Figure 64: Static Route Add

Routing — RIP

If RIP is enabled, the router operation can be configured as Active or Passive.

Ewelcome
&[] Device Info
[ Quick Setup
=4 Advanced Setup
[ waN
OLan
NAT
Firewall
Port Mapping
-] Quality of Service
=3 Routing
[] Default Gateway
D Static Route
Orip
= DNS
D ADSL
- [E] Diagnostics
-] Management

Routing —- RIP Configuration

To activate RIP for the device, select the 'Enabled' radio button for Global RIP Mode, To configure an individual
interface, select the desired RIP version and operation, followed by placing a check in the 'Enabled’ chedlkdox for the
interface. Click the 'apply' button to save the configuration, and to start or stop RIP based on the Global RIP mode
selected,

Global RIP Made ' Disabled ¢ Enabled

Interface ¥PI/VYCI| Yersion | Operation Enabled
br aary | 2 = JAdve =] T

ppp_3_40_1) 3/40 2 j Passive j i

has_3_41 | 3/41 2 j Passwej -

Apply

Figure 65: RIP Setup

DNS Server

Use the DNS Server screen to request automatic assignment of a DNS or to
specify a primary and secondary DNS.
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Advanced Setup

{& welcome

DNS Server Configuration
21 Device Info

[ Quick Setup

If '‘Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first received DNS assignment: from
-1 Advanced Setup one of the PPPod&, PPPOE or MER/DHCP enabled PYC(E) during the connection establishment. If the checkbox is not
[ wan selected, enter the primary and optional secondary DNS server [P addresses. Click 'Save' buttan to save the new
JLAN configuration, You must reboot the router to make the new configuration effective,
CINAT
% EILI:Y:;IL' Sordien [~ Enable Automatic Assigned DNS

Primary DNS server:  |123123.123.1
Secondary DNS server:|123,123.123.100

] Management

Save

Figure 66: DNS Setup

Dynamic DNS

Use the Dynamic DNS screen to alias a dynamic IP address to a static
hostname, allowing your router to be easily accessed from anywhere on the

Internet.
Ewelcome Dynamic DNS
1 Device Info
--[] Ouick Setup The Dynarnic DNS service allows you o alias a dynarmic IP address to 2 static hosthame in any of the many domains, allowing your DSL
=23 Elvnuce(l Setup router 1o be more easily accessed from various locations on the Internet,
WAN

- LAN
-3 uality of Service
(1 Routing
SRS llgls
~[] DNS Server
--[3 Dynamic DNS Acd | Remove
-3 ADSL
-[3 Port Mapping
[ Diagnostics
(C1Management

Choose Add or Remave ta configure Dynamic DNS.

Hosthame ‘username ‘Servite ‘lnterlace |REmnuE ‘

Figure 67: Dynamic DNS

6212-13 4-Port Router User’s Guide 6212-A2-ZB83-20




To set up a Dynamic DNS entry:

1 Click on Add. The Add Dynamic DNS screen appears.

& welcome
3 Device Info
-] Quick Setup
253 Advanced Setup
1 WAN
~[LAN
[3 auality of Service
1 Routing
E-IDNS
- E]1DNS Server
- [ Dynamic DNS
[ ADSL
[ Part Mapping
[] Diagnoestics
1 Management

Add dynamic DDNS

Thig page allows you to add 3 Dynaric DNS address from DynDNS.org or TZO,

D-DNS provider

Hostname

Interface mer_0_J5/nas_0_35 ¥
DynDNS Settings

Usernatne

Password

Save/tpply

Figure 68

a h~h WO DN

: Adding a Dynamic DNS Entry

Select a D-DNS Provider from the drop-down list.
Enter the Hostname you have selected for the interface.
Select the router Interface from the drop-down list.

Enter the information you used to register with the dynamic DNS service:

for DynDNS, enter your Username and Password; for TOZ, enter your
E-mail address and Key.

6 Click on Save/Apply.

ADSL

There are three major items in the ADSL settings.

{3 welcome
&1 Device Info
] Quick Setup
243 Advanced Setup
. DOwan
AN
- [7'apsL
[ Diagnostics
-1 Management

DSL Settings
Select the modulation belaw.
I GDmtEnabled
W G itz Enabled
¥ T1.413 Enabled
W 4DSL2 Enabled
I annex_ Enabled
M 4DSL2+ Enabled
¥ Annexti DISABLED
Select the phone line pair below.
# Inmer pair
 Outer pair
Capability
¥ Bitswap Enable
™SR4 Enable

Save/Apply Advanced Settings

Figure 69: DSL Settings
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Modulation Methods

The following modulation methods are supported by the 6212 ADSL router:

G.dmt Enabled
G.lite Enabled
T1.413 Enabled
ADSL Enabled
Annex L Enabled
ADSL2+ Enabled.

Do not change this setting unless so directed by your ISP.

Capability

The following are included under Capability:

Bitswap Enable
SRA (Seamless Rate Adaptation) Enable

Do not change these settings unless so directed by your ISP.

DSL Advanced Settings

Do not change the DSL Advanced Settings unless so directed by your ISP. To
view the DSL Advanced Settings screen, click on the Advanced Settings
button on the DSL Settings screen (see Figure 69).

There are five test modes between the router and your ISP:

Normal test: Puts the router in a test mode in which it only sends a
Normal signal.

Reverb test: Puts the router in a test mode in which it only sends a Reverb
signal.

Medley test: Puts the router in a test mode in which it only sends a
Medley signal.

No Retrain: In this mode the router will try to establish a connection as in
normal mode, but once the connection is up it will not retrain if the signal
is lost.

L3: Puts the router into the L3 power state.

Select a test mode and click on Apply. Then click on Tone Selection.

6212-13 4-Port Router User’s Guide
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Tone Selection

& welcome

=43 Device Info
Summary
WAN

-2l Statistics

DSL Advanced Settings

Select the test mode below.

ElLAN & Normal
Ex\m O Reverb
B PR:‘DSL O Medley
= @__E“ﬁg;?" Setup O No retrain
LAN O

-] Management

Apply Tone Selection

Figure 70: DSL Advanced Settings

Tone Selection

To view the ADSL Tone Settings screen, click on the Tone Selection button of
the DSL Advanced Settings screen (see Figure 70).

The frequency band of ADSL is split up into 256 separate tones, each spaced
4.3125 kHz apart. With each tone carrying separate data, the technique
operates as if 256 separate modems were running in parallel. The tone range is
from 0 to 31 for upstream and from 32 to 255 for downstream.

Do not change these settings unless so directed by your ISP.

3 hitp:/7192 1681 1/adslcfgtone himl - Microsoft Internet Explorer

ADSL Tone Settings

Upstream Tones
Mo Fi1 Mz M3 M4 Ms MHe M7 s s Mio M11 M1z F13 Hi14 Fi1s
16 M17 [F1ia 13 W20 21 M22 F23 24 W25 F26 F27 28 [Fza 30 M3t

Downstream Tones
32 33 34 [¥35 [Fl3e 37 38 33 [Fl4o 41 ez 43 44 [#l45 F4e a7
48 4o M50 51 52 53 54 W55 Wse W57 M58 [¥59 [Feo [Fe1 ez [¥s3
M4 o5 Fae a7 Mes Mes M7o M71 W72 @73 F74a 75 M7 77 H7s 79
Mso a1 [¥sz2 ¥a3 [Wlasa [Fes [ae [¥a7 [¥ss [Mao oo o1 [¥ez2 [¥93 o4 [Fas
[Flos o7 o [¥og [F100 [ 101 102 [ 103 [#] 104 105 (4] 106 [ 107 [4] 108 ] 102 M 110 ] 111
1121130114 115116 [Pl 117 M 118 ] 119 W] 120 [Pl 121 [¥] 122 [¥] 123 [¥] 124 [¥] 125 [w] 126 [¥] 127
[#l128 #1209 ] 130 ] 131 [#1132 [ 133 (4] 134 [¥] 135 [¥] 136 [¥] 137 [¥] 138 [¥] 130 [¥] 140 [¥] 141 [4] 142 [¥] 143
[#] 144 [¥] 145 ] 146 [¥] 147 [#] 148 [¥] 149 (7] 150 [¥] 151 [#] 152 [¥] 153 [4] 154 [¥] 155 [¥] 156 [¥] 157 [4] 158 [¥] 159
[“160 [¥] 161 [¥] 162 [¥] 163 [#] 164 [¥] 165 [4] 166 [¥] 167 [¥] 168 [¥] 169 [¥] 170 [#] 171 [¥] 172 [¥] 173 [#] 174 [¥] 175
176 M 177 [ 178 [¥] 170 [#] 180 [¥] 181 (4] 182 [¥] 183 [#] 184 [¥] 185 [¥] 186 [¥] 187 [#] 188 [¥] 189 [¥] 100 ] 191
[¥1192 [¥] 193 [¥] 194 [¥] 195 [¥] 196 [¥] 197 [¥] 198 [¥] 199 [¥] 200 [¥] 201 [¥] 202 [4] 203 [¥] 204 [¥] 205 [¥] 206 [¥] 207
[¥l208 [¥] 202 (4] 210 [¥] 211 [#] 212 [¥] 213 4] 214 [¥] 215 [] 216 [¥] 217 [4] 218 [¥] 219 [#] 220 [¥] 221 [4] 222 [¥] 223
[¥] 224 [¥] 225 [¥] 226 [¥] 227 [#] 228 [¥] 220 [] 230 [¥] 231 [¥] 232 [¥] 233 [¥] 234 [¥] 235 [] 236 [¥] 237 [¥] 238 [¥] 239
[ 240 [¥] 241 [¥] 242 [¥] 243 [¥] 244 [¥] 245 [] 246 [¥] 247 [¥] 248 [¥] 249 [¥] 250 [¥] 251 [¥] 252 [] 253 [¥] 254 [¥] 255

[ Check All ] I Clear all 1 [Appl‘; ] [ Close ]

Figure 71: Tone Settings
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Certificate

Use the Certificate screen to add, view, or remove a certificate for use by a
peer to verify your identity. A maximum of four certificates can be stored.
You can add a certificate either by creating a new one or importing an existing
one from a location where one is stored.

Figure 72: Certificate

Note

= Welcome
24 Device Info
L] Summary
- ] WAN
-] Statistics
-] Route
1] ARP
i -[] DHCP
-1 Ouick Setup
-3 Advanced Setup
¢ B waN

C1LAN
CINAT
CFirewall
1 auality of Servic
: ®-(JRouting
+-C] DNS
[ ApsL
- Port Mapping
[ IPsec
‘2l Certificate
D Local
= L] Trusted CA
-[] Diagnostics
Management
E-] Settings
lj System Log
-] TR69 Client
1] Internet Time

mm

E-(] Access Control
- E] Update Software—

[] Reboot Router  +
| 6 —

Certificates are used with TR-069. Firmware that does not support
TR-069 will not support certificates.

Local Certificates

Add, View or Remave certificates from this page. Local certificates are used by peers to verify
your identity,
Maxirum 4 certificates can be stored.

|Name !In Use iSuhiect ‘Tvpe |Actinn ‘

Create Certificate Request | Import Certificats

To create a new certificate:

1 Click Create New Certificate Request. Follow the screens that appear to

configure a new certificate.

2 Click on Save/Apply.

6212-13 4-Port Router User’s Guide
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DIAGNOSTICS

Testing the DSL Connection

The diagnostics screen allows you to run diagnostic tests to check your DSL
connection. The screen shows test results for three connections:

6212-A2-7ZB83-20

o Connection to your local network

e Connection to your DSL service provider

¢ Connection to your Internet service provider

Use the Test and Test with OAM F4 buttons to retest if necessary.

& welcome
(1 Device Info
-1 Quick Setup
+-(] Advanced Setup
D Diagnostics
E- Management
-] Settings
~[] System Loy
[ SNmp
-] Internet Time
1 Access Control
EI Update Software
[ Reboot Router

pppoa_3_40_1 Diagnostics

Your rmodern is capable of testing your DSL connection, The individual tests are listed below, If a test displays a fail
status, click "Rerun Diagnostic Tests" at the bottom of this page 1 make sure the fail status is consistent. If the test
continues to fail, click "Help" and follow the troubleshooting procedures,

Test the connection to your local network

Test your Ethernet Connection: ‘PASS ‘He\g|

Test the connection to your DSL service provider

Test ADSL Synchronization: PASS  |Heb
Test ATM OAM FS segment ping: PASS  |Help
Test ATHM OAM F5 end-to-end ping: PASS |Help

Test the connection to your Internet service provider

Test PPP server session: PASS Help
Test authentication with ISP: PASS  |Help
Test the assigned IP address: PASS  |Help
Ping default gateway: PASS  |Help
Ping primary Domain Name Server: PASS  |Help

Mext Connection

Test Test With OAM F4

Figure 73: Diagnostics
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MANAGEMENT

Saving and Restoring the Configuration

The configuration of your router can be backed up to a file, and also can be
restored from a file. You can also restore the router to its factory default
configuration.

Backing Up Configuration Settings

To back up your settings, select Management -> Settings -> Backup Settings.

E‘._J]WEHIIH'IE Settings - Backup

(] Device Info

[ Quick Setup Barkup DSL router configurations. You may save your router configurations o a file on your PC.
£ Advanced Setup

C - wan

! Ehﬁ# Backup Seftings
| w-JFirewall

P [] Quality of Service

| #-_JRouting

: =-C1DNS

- -[aApsL

- [7] Diagnostics

=2 Management

E-3 Settings

[ Backup Settings

[ Restore User Settings
“ [ Restore Default

[] System Log

&-] Access Control

B Update Software

----- [7] Reboot Router

Figure 74: Back Up Settings Screen

Verify that you would like to save the file.
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File Download x|

2)

Some files can harm pour computer. |F the file information below
looks suspicious. or you da not fully trust the source. da not open or
save this file,

File name:; backupsettingz, conf

File type:

From: 192.168.1.1

Wwhould you like to open the file or zawe it bo pour computer?

Cancel Mare Info

gren |

¥ &lways ask before opening this type of file

Figure 75: Backup Settings Upload Confirmation

Select the location where you want to save the file.

Save in: j = fj( Ea-
My Pictures
File name: Ibackupsettings j Save
Save az type: I_conf Dacurment j Cancel |
%

Figure 76: Backup Settings File Location
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Restoring Configuration Settings

Restoring Configuration Settings

To restore saved settings, select Management -> Settings -> Restore User
Settings.

gWell:nme Tools - Update Settings
5] Device Info

[ Quick Setup Update DSL router settings. You may update your router settings using your saved files,
£ Advanced Setup

1 % ‘SRANN Settings File Name: l— Browse
| B INaT

. B-OFirewall Update Settings
[ ouality of Service

i ®-CJRouting

= 1DNS

| =[apsL

[ Diagnostics

B3 Management

E-43l Settings

B Backup Settings

[ Restore User Settings

[ Restore Default

e System Log

-] Access Control

D Update Software

-] Reboot Router

Figure 77: Restore User Settings Screen

Select the backup file you want to restore and click on Update Settings.

Look jr: I@ My Documents j 4= EF '

My Pictures
e con]

File name: Ittt j Open I
Files of type: IAII Filez [%.%) j Cancel |

7
Figure 78: Restore Settings File Location

The router will restore settings and reboot to activate the restored settings.
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& weicome DSL Router Update
(1 Device Info
[ ouick Setup Uploading is in progress, The DSL Router will reboot upon completion, This process will take about 2 minutes,
B3 Adeam:ed Setup
WAN Back
[OLan J
CINAT
(1 Firewall
[ Quality of Service
(1 Routing
CIDNS
[ ADSL
B Diagnostics
£/ Management
£ Settings
[3] Backup Settings
D Restore User Settings
[ Restore Default
B System Log
(1 Access Control
[ Update Software
D Rehoot Router

Figure 79: Upload in Progress Screen

Restoring Default Settings

Restore Default will erase all current settings and restore the router to factory
default settings.

To restore the router to factory default settings, select Management ->
Settings -> Restore Default.

@Welcome Tools -- Restore Default Settings
7] Device Info

Festore DSL router settings to the factory defaults.

=23 Management Restore Default Settings
43 Settings

-[] Backup Settings

-] Restore User Settings
-] Restore Default

[ system Log

[ shmp

|:'| Internet Time

1 Access Control

B Update Software

----- [1 Reboot Router

Figure 80: Restore Default Settings Screen

Reply OK to the confirmation dialog.
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System Log

Microsoft Internet Explorer |

@ Are you sure you want to restare Fackory defaulk setkings?

Zancel |

Figure 81: Restore Default Confirmation Dialog

The router will restore the default settings and reboot.

QWelcnme DSL Router Restore
3 Device Info

-] Quick Setup
E+3 Advanced Setup

E WAN Close the DSL Router Configuration window and wait for 2 minutes before reopening your weh browser, If necessary,
LAN

reconfigure your PC's IP address to match your new configuration.
I NAT

(] Firewall
[7 Quality of Service
&-_1 Routing
1 DNS
[1apsL
D Diagnostics
=21 Management
= Settings
B Backup Settings
~[5] Restore User Settings
D Restore Default
[] System Log
#-1 Access Control
D Update Software
-[] Reboot Router

The DSL Router configuration has been restored to default settings and the router is rebooting,

Figure 82: Restore Default Settings Reboot

System Log

The System Log dialog allows you to view the System Log and configure the
System Log options.

& welcome System Log
[Z1 Device Info

~[] Quick Setup

The Systern Log dialog allows you to view the Systerm Log and configure the Systern Log options.
-] Advanced Setup
-] Wireless " "
W Diagnostics Click "view Systern Log" to view the Systern Log.
=3 Management
=23 Settings Click "Canfigure System Log" o configure the System Log options.

-[(] Backup Settings

[] Restore User Settings

D. SDy;::u[rsgDefauh Wiew Systern Log Configure System Log
[ Shmp

[ Internet Time
21 Access Control
[ update Software
“-[] Reboot Router

Figure 83: System Log
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View System Log

Click on the "View System Log" button to check the log file.

System Log
Date/Time |Facility [Severity Message
Jzn 100:00:16(syslog |emerg  |BCMSE345 started: BusyBox v1.00 (2005.06,15-04:26+00007%
Jan 100:00:17 kern |crit kernel: ethd Link UP.
Jan 1 00:00:24 kern  |crit kernel: ADSL G994 training
Jan 1 00:00:29 kern |orit kernel: ADSL G992 started
Jan 1 00:00:31kern |crit kerrnel: ADSL 5,992 channel analysis
Jan 1 00:00:36 kern |crit kernel: ADSL link up, fast, us=800, ds=3000
Jzn 100:00:39 kern |crit pppd[285]: PPP LCP UP,
Jan 1 00:00:40kern |crit pppd[285]: Received walid IP address from server. Connection LR,
Jan 1 00:02:49kern  |crit kernel: Ok lnopback response not received on YPIAYCT 3741,
Jan 1 00:02:50kern  |crit kernel: DM loopback response not received on YPLAYCT 3/41.
Jan 1 00:03:01kern |crit kerrnel: OiM lnopback response not received on WPIAYCT 3/3.
Jan 1 00:03:03 kern |crit kernel: Ok lnopback response not received on YPLACT 374,
Refresh | Close |

Figure 84: View System Log

Configure System Log

If the log is enabled, the system will log selected events: Emergency, Alert,
Critical, Error, Warning, Notice, Informational, and Debugging. All events
above or equal to the selected log levels will be logged (maintained in the
system log file) and displayed.

If the selected mode is Remote or Both, events will be sent to the specified [P
address and UDP port of a remote system log server. If the selected mode is
Local or Both, events will be recorded in the local memory.
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System Log

Q.Welcume System Log -- Configuration
(] Device Info
[ Ouick Setup

If the Iog mode is enabled, the system will begin to log all the selected events, For the Log Lewel, all events above or
(1 Advanced Setup

equal to the selected level will be logged. For the Display Level, all Ingged events above or equal to the selected level

%‘ ‘I;\:iam:ﬁ:ftics will be displayed. If the selected mode is 'Remate’ ar 'Both,' evenits will be sent to the specified IP address and UDP
E| = Maﬁqagemem port of the remote syslog server. If the selected mode is 'Local' or 'Both,' events will be recorded in the local mermary,
E143 Settings
..... [ Backup Settings Select the desired values and click 'Save/spply' 1o configure the system log options,
----- [7 Restore User Settings
""" (] Restore Default Log: € Disable & Enable
[1 System Log
[ snmp
-] nternet Time Log Level: Debugging =
% Access Control Display Level: Eror -
Update Software
[ Reboot Router Made: Local j'

Savesapply

Figure 85: System Log Configuration

Select the desired values and click on the "Save/Apply" button to configure
the system log options.
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Management

TR-069 Client

The router includes a TR-069 client which is a WAN management protocol.
Default values are already filled in. If you wish to enable this protocol, then
select Enable and fill in the text boxes according to your configuration. You
must click on the Save/Reboot button for the change to take place. Firmware
versions that support TR-069 do not support SNMP.

PARADYNE

RO SE CF
& welcome TR-069 client - Configuration
1 Device Info
[3 Quick Setup WAN Management Protocol (TR-052) alloves a Auto-Configuration Server (ACS) to perform auto-configuration,
L8] Advanced Setup provision, collection, and diagnostics to this device.
[ Diagnostics
=2 Management

Select the desired values and click "apply" to configure the TR-069 client options

+ Settings
[ system Log
| I TRI069 Client Inform  Disable © Enable
[ Imternet Time

% Gﬁ‘iﬁff; ‘é‘)omvo.:le Infarm Interval: 200

" Reboot Router A0S URL: [ 77w broadearm.cl
ACS User Name: admln—
ACS Password: [
Connection Request URL: [ 7 woam broadeom o
Connection Request User Name: admin—
Conmection Request Password: [ ek

Save/Rehoot

Internet Time

Use the Internet Time screen to specify whether the router uses Simple
Network Time Protocol (SNTP) to obtain the time of day from NTP servers
on the Internet.

To set up the router to obtain time from an NTP server:

1 Select “Automatically synchronize with Internet time servers”. The SNTP
fields appear.

& welcome Time settings
1 Device Info
[ Quick Setup This page allows you o the modem's time configuration,
M1 Advanced Setup
~[] Diagnostics ¥ sutomatically synchronize with Internet time servers
= Management
‘Jd Settings First NTP time server: ID\Dck frrt he net jl

B Backup Settings
Restore User Settings Second NTP time server: INUne ﬂl
Restore Default

System Log Time zone offsat: I(GMT*] 2:00) International Date Line \West ﬂ

[ Internet Time

1 Access Control
[ update Software Save/apply

[1 Reboot Router

Figure 86: Internet Time Screen

2 Select NTP servers.
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Access Control — Services

3 Specify the time zone offset for your router’s location.

4 Click on Save/Apply.

Access Control — Services

You can enable or disable some services of your router by LAN or WAN. If no
WAN connection is defined, only the LAN side can be configured.

@.Welcome Access Control -- Services
&[] Device Info
-[] Ouick Setu A Service Confrol List ("SCL") enables or disables services from being used,
p | "SCL" bl disabl from b |
21 Advanced Setup
-[] Diagnostics
B3 Management
=L Settings Service |LAN WAN
[5] Backup Settings
[] Restore User Settings FTP ¥ Enabled | [T Enabled
[1] Restore Default
E System Log HTTP ¥ Enahled | T Enabled
[ ] SNMP
-] Internet Time ICWP ¥ Enabled | T Enabled
=2l Access Control
[ Services SHMP ¥ Enabled | 7 Enabled
1P Add
EPassw:raies S5H ¥ Enabled | T Enabled
E ggsz:ﬁ 32:::?9 TELMET | M Enabled | T Enabled
TFTR ¥ Enabled | [T Enabled
»’—\pplv|

Figure 87: Services Setup

Access Control — IP Addresses

Web access to the router can be limited when Access Control Mode is
enabled. The IP addresses of allowed hosts can be added using Access
Control -> IP Address.

& welcome Access Control — IP Address
1 Device Info
[ Quick Setup

H The IP address Access Control mode, if enabled, permits access to local management services from IP adresses
L1 Advanced Setup

contained in the Access Control List. If the Access Control mode is disabled, the systemn will not validate IP adresses

= “!"EIBS. for incorning packets, The services are the system applications listed in the Service Control List
i-[] Diagnostics
B2l Management

B Settings Access Contral Mode & Disabled © Enabled

-] Backup Settings
[ Restore User Settings
-] Restore Default

I E System Log 1P Address | Remowve
-] SNMP

[ Internet Time

-3 Access Control Add
~[7] Services
-] 1P Addresses

i —[] Passwords

PE | Update Software

i [-] Reboot Router

Figure 88: IP Address Setup
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Management

To assign the IP address of the management station that is permitted to access
the local management services, enter the IP address in the box and click on the
Save/Apply button.

= welcome

O Device Info

t-[ Quick Setup

(1 Advanced Setup

£ Wireless

D Diagnostics

-3 Management

B Settings

¢ [ Backup Settings
D Restore User Settings
D Restore Default
[ System Log

“[ shmp

[ Internet Time
/23 Access Control
-] Services
-7 IP Addresses

: D Passwords
[ update Software
E D Reboot Router

Access Control

Enter the IP address of the management station permitied 1o access the local management services, and click
‘Save/bpply.

IP Address:
Save/fspply |

Figure 89: Access Control — IP Address Add Screen

Access Control — Passwords

Use Access Control -> Passwords to change a password. Select an account
and enter the current password and the new password. Then click on Save/

Apply.

& welcome
] Device Info
1 Quick Setup
1 Advanced Setup
(D wireless
Diagnostics
£l Management
=3 Settings
i [] Backup Settings
b [ Restore User Settings
i..[] Restore Default
~[] System Log
[ shimp
D Internet Time
=3 Access Control
; Services
[P Addresses
] Passwords
D Update Software
D Reboot Router

Access Control -- Passwords
Access to your DSL router is controlled through three user accounts: admin, support, and user.
The uger narme "admin” has unrestricted access to change and view configuration of your DSL Router,

The user name "support” is used 1o allow an ISP technician to access your DSL Router for maintenance and to run
diagrostics,

The user name "user" can access the DSL Router, view configuration settings and statistics, as well as, update the
router's software,

Use the fields below to enter up to 16 characters and click "Apply" to change or create passwords, Note: Password
cannot contain a space.

Username: lﬁ
Old Passwiord: l—
Mew Password: l—
Confirm Password: l—

Save/bpply

Figure 90: Access Control — Passwords Screen
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Update Software

Update Software

If your ISP releases new software for this router, follow these steps to perform

an upgrade.

1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the "Browse" button to
locate the image file.

3. Click on the Update Software button once to upload the new image file.

Ewelcome
1 Device Info
-] Quick Setup
-1 Advanced Setup
-1 Wireless
D Diagnostics
=2 Management

Tools —- Update Software

Step 1: Obtain an updated software image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file,

Step 3: Click the "Update Software" button once to upload the new image file,

6212-A2-ZB83-20

B Settings

i ~[]Backup Settings
[ Restore User Settings
|:'| Restore Default

[ Internet Time
143 Access Control
| Services
D IP Addresses
i -[] Passwords
| Update Software
D Reboot Router

MNOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot,

E gm?)m Log Software File Name: I Browse

Update Software

Figure 91: Update Software

Note

The update process takes about two minutes to complete, and your router

will reboot automatically.

Reboot Router

Select Management -> Reboot Router to reboot the router using the web

interface. The router will save the current configuration and reboot itself using

the new configuration. The rebooting process takes about two minutes to

complete.

& welcome
-] Device Info
-] Ouick Setup
-1 Advanced Setup
[ Diagnostics
=3 Management
-1 Settings
-[] System Log
[ snmp
-[] Internet Time
1 Access Control
[ Update Software
1 Reboot Router

Click the button below to save and reboot the router.

Save/Reboot

Figure 92: Reboot Router Screen
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SPECIFICATIONS

Specifications are subject to change without notice.

Table 5: 6212-12 Specifications

Specification

Criteria

Environment

Operating Temperature: 32° F to 104° F (0° C to
40° C)

Storage Temperature: —4° F to 149° F (-20° C to
65° C)

Humidity: 5% to 95%, non-condensing

Interfaces

DSL Line: RJ11
Ethernet: 10/100BaseT, RJ45

Power

100 VAC, 50 Hz
110 VAC, 60 Hz
220 VAC, 50/60 Hz

Protocol Support

ANSI T1.413 (Full Rate ADSL)
ITU G.992.1 (DMT)

ITU G.992.2 (G.lite)

ITU G.992.3 (ADSL2)

ITU G.992.5 (ADSL2+)

ITU G.994.1 (G.hs)

ITU G.997.1

Size

1.2" High x 6.5" Wide x 4.4" Deep
(3.0 cm High x 16.5 cm Wide x 11.2 cm Deep)

Weight (Shipping)

1.5 1bs (0.7 kg)

6212-A2-7ZB83-20
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