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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may
cause undesired operation.
Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s authority to
operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”

CE Mark Warning

C€1588

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.



This device has been designed to operate with the antennas listed below, and having a maximum
gain of 3 dBi. Antennas not included in this list or having a gain greater than 3 dBi are strictly
prohibited for use with this device. The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so
chosen that the equivalent isotropically radiated power (e.i.r.p.) is not more than that permitted for
successful communication.”

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject
to the following two conditions:

(1)This device may not cause interference, and

(2)This device must accept any interference, including interference that may cause undesired
operation of the device.

Cet appareil est conforme aux norms CNR exemptes de licence d’Industrie Canada. Le
fonctionnement est soumis aux deux conditions suivantes:

(1)cet appareil ne doit pas provoquer d’interférences et

(2)cet appareil doit accepter toute interférence, y compris celles susceptibles de provoquer un
fonctionnement non souhaité de I'appareil.

Industry Canada Statement
Complies with the Canadian ICES-003 Class B specifications.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

This device complies with RSS 210 of Industry Canada. This Class B device meets all the
requirements of the Canadian interference-causing equipment regulations.

Cet appareil numérique de la Classe B respecte toutes les exigences du Reglement sur le
mateériel brouilleur du Canada.

Korea Warning Statements
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Safety Information

® \When product has power button, the power button is one of the way to shut off the product;
when there is no power button, the only way to completely shut off power is to disconnect the
product or the power adapter from the power source.

® Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock
and voiding the limited warranty. If you need service, please contact us.

® Avoid water and wet locations.

This product can be used in the following countries:

AT BG BY CA Cz DE DK EE

ES Fl FR GB GR HU IE IT

LT LV MT NL NO PL PT RO

RU SE SK TR UA




Tp-LINK® TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY
For the following equipment:
Product Description: 300Mbps Wireless N ADSL2+ Modem Router
Model No.: TD-W8962ND
Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC,
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents
ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.8.1:2008& ETSI EN 301 489-17 V2.1.1:2009

EN 55022:2006 +A1:2007

EN 55024:1998+A1:2001+A2:2003

EN 61000-3-2:2006+A1:2009+A2:2009

EN 61000-3-3:2008

EN60950-1:2006+A11:2009+A1:2010

EN62311:2008

The product carries the CE Mark:

C€15880

Person is responsible for marking this declaration:

Yang Hongliang
Product Manager of International Business

Date of issue: 2012

TP-LINK TECHNOLOGIES CO., LTD

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park,
Shennan Rd, Nanshan, Shenzhen, China
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Package Contents

The following contents should be found in your package:

One TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router

One Power Adapter for TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router

Quick Installation Guide

One RJ45 cable

Two RJ11 cables

One ADSL splitter

One Resource CD for TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router, including:
e This User Guide

vV V VYV V¥V V VYV V

e  Other Helpful Information
& Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact your distributor.
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Chapter 1. Product Overview

Thank you for choosing the TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router.

1.1 Overview of the Modem Router

The TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router integrates 4-port Switch, Firewall,
NAT-Router and Wireless AP. Powered by 2x2 MIMO technology, the Wireless N Router delivers
exceptional range and speed, which can fully meet the need of Small Office/Home Office (SOHO)
networks and the users demanding higher networking performance.

The TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router utilizes integrated ADSL2+
transceiver and high speed MIPS CPU. The Modem Router supports full-rate ADSL2+
connectivity conforming to the ITU and ANSI specifications.

In addition to the basic DMT physical layer functions, the ADSL2+ PHY supports dual latency
ADSL2+ framing (fast and interleaved) and the 1.432 ATM Physical Layer.

The Modem Router provides up to 300Mbps wireless connection with other 802.11n wireless clients.
The incredible speed makes it ideal for handling multiple data streams at the same time, which
ensures your network stable and smooth. The performance of this 802.11n wireless Router will give
you the unexpected networking experience at speed 650% faster than 802.11g. It is also compatible
with all IEEE 802.11g and IEEE 802.11b products.

With multiple protection measures, including SSID broadcast control and wireless LAN 64/128
WEP encryption, Wi-Fi protected Access (WPA2-PSK, WPA-PSK), as well as advanced Firewall
protections, the TD-W8962ND 300Mbps Wireless N ADSL2+ Modem Router provides complete
data privacy.

The Modem Router provides flexible access control, so that parents or network administrators can
establish restricted access policies for children or staff. It also supports Virtual Server and DMZ
host for Port Triggering, and then the network administrators can manage and monitor the network
in real time with the remote management function.

Since the Modem Router is compatible with virtually all the major operating systems, it is very easy
to manage. Quick Setup Wizard is supported and detailed instructions are provided step by step in
this user guide. Before installing the Modem Router, please look through this guide to know all the
Modem Router’s functions.
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1.2 Main Features

Four 10/100Mbps Auto-Negotiation RJ45 LAN ports (Auto MDI/MDIX), one RJ11 port.
Provides external splitter.

Adopts Advanced DMT modulation and demodulation technology.

Supports bridge mode and Router function.

Multi-user sharing a high-speed Internet connection.

YV V V V VYV V

Downstream data rates up to 24Mbps, upstream data rates up to 3.5Mbps (With Annex M
enabled).

A\

Supports long transfers, the max line length can reach to 6.5Km.

A\

Supports remote configuration and management through SNMP and CWMP.

» Supports PPPoE, it allows connecting the internet on demand and disconnecting from the
Internet when idle.

> Provides reliable ESD and surge-protect function with quick response semi-conductive surge
protection circuit.

High speed and asymmetrical data transmit mode, provides safe and exclusive bandwidth.
Supports All ADSL industrial standards.

Compatible with all mainstreams DSLAM (CO).

Provides integrated access of internet and route function which face to SOHO user.
Real-time Configuration and device monitoring.

Supports Multiple PVC (Permanent Virtual Circuit).

Built-in DHCP server.

Built-in firewall, supporting IP/MAC filter, Application filter and URL filter.

Supports Virtual Server, DMZ host and IP Address Mapping.

Supports Dynamic DNS, UPnP and Static Routing.

Supports system log and flow Statistics.

Supports firmware upgrade and Web management.

Provides WPA-PSK/WPA2-PSK data security, TKIP/AES encryption security.

Provides 64/128-bit WEP encryption security and wireless LAN ACL (Access Control List).
Supports Ethernet WAN (EWAN).

YV V V vV V V V V V V V V V V V VY

Supports Bandwidth Control.
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1.3 Panel Layout

1.3.1 The Front Panel

Figure 1-1

The Modem Router’'s LEDs are located on the front panel (View from left to right). They indicate
the device’s working status. For details, please refer to LED Explanation.

LED Explanation:

Name Status Indication
On The Modem Router is powered on.
O(Power
( ) Off The Modem Router is off. Please ensure that the power adapter
is connected correctly.
On ADSL line is synchronized and ready to use.
$(ADSL) Flash The ADSL negotiation is in progress.
Off ADSL synchronization fails. Please refer to Note 1 for
troubleshooting.
On The network is available with a successful Internet connection.
Flash There is data being transmitted or received via the Internet.
D(Internet)
There is no successful Internet connection or the Modem Router
Off is operating in Bridge mode. Please refer to Note 2 for
troubleshooting.
On Wireless is enabled but no data is being transmitted.
2 (WLAN) Flash The Modem Router is sending or receiving data over the wireless
network.
Off Wireless function is disabled.
on A wireless device has been successfully added to the network by
WPS function.
WPS handshaking is in process and will continue for about 2
A(WPS) Slow Flash | minutes. Please press the WPS button on other wireless devices
that you want to add to the network while the LED is flashing.
Quick A wireless device has failed to be added to the network by WPS
Flash function. Please refer to 4.6.2 WPS Settings for more
information.




LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

On There is a device connected to this LAN port.
@(LAN1-4) Flash The Modem Router is sending or receiving data over this LAN
port.
Off There is no device connected to this LAN port.
&~ Note:

1. If the ADSL LED is off, please check your Internet connection first. Refer to_2.3 Connecting
the Modem Router for more information about how to make Internet connection correctly. If

you have already made a right connection, please contact your ISP to make sure if your
Internet service is available now.

2. If the Internet LED is off, please check your ADSL LED first. If your ADSL LED is also off,
please refer to Note 1. If your ADSL LED is GREEN ON, please check your Internet
configuration. You may need to check this part of information with your ISP and make sure
everything have been input correctly.

1.3.2 The Back Panel

The Modem Router's ports, where the cables are connected, and RESET button are located on

the back

i

@ ooo N

POWER  ON/OFF  WPS WiFi LAN4/WAN ~ LAN3 LAN2 LAN1 ADSL

i

nEg aTaVavoy TV RIopg

Figure 1-2

» POWER: The Power plug is where you will connect the power adapter.
» ONJ/OFF: The switch for the power.
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WPS: The switch for the WPS function. For details, please refer to 4.6.2 WPS Settings.

RESET: There are two ways to reset the Modem Router's factory defaults.

Method one: With the Modem Router powered on, use a pin to press and hold the Reset
button for at least 5 seconds. And the Modem Router will reboot to its factory default settings.

Method two: Restore the default setting from “Maintenance-SysRestart” of the Modem
Router's Web-based Utility.

WIiFi: The switch for the WiFi function.

LAN1, LAN2, LAN3, LAN4/WAN: Through these ports, you can connect the Modem Router
to your PC or the other Ethernet network devices. Enable EWAN function and you will be able
to connect to Cable/FTTH/VDSL/ADSL device.

ADSL: Through the port, you can connect the Modem Router with the telephone. Or you can
connect them by an external separate splitter. For details, please refer to 2.3 Connecting the
Modem Router.

Antennas: Used for wireless operation and data transmit.
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Chapter 2. Connecting the Modem Router

2.1 System Requirements

» Broadband Internet Access Service (DSL/Cable/Ethernet).

» PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors.
» TCPJ/IP protocol on each PC.
>

Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

2.2 Installation Environment Requirements

» The Product should not be located where it will be exposed to moisture or excessive heat.

> Place the Modem Router in a location where it can be connected to the various devices as
well as to a power source.

» Make sure the cables and power cord are safely placed out of the way so they do not create a
tripping hazard.

» The Modem Router can be placed on a shelf or desktop.

» Keep away from the strong electromagnetic radiation and the device of electromagnetic
sensitive.

SEE DETAIL B

DETAIL B
SCALE 3:1

SECTION A-A

Figure 2-1 Wall-mount Install
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& Note:

The diameter of the screw, 3.5mm<D<7.8mm, and the distance of two screws is 107.5mm. The
screw that project from the wall need around 4mm based, and the length of the screw need to be
at least 20mm to withstand the weight of the product.

2.3 Connecting the Modem Router

Before installing the device, please make sure your broadband service provided by your ISP is
available. If there is any problem, please contact your ISP. Before cable connection, cut off the
power supply and keep your hands dry. You can follow the steps below to install it.

Step 1: Connect the ADSL Line.

Method one: Plug one end of the twisted-pair ADSL cable into the ADSL port on the rear
panel of , and insert the other end into the wall socket.

Method two: You can use a separate splitter. External splitter can divide the data and
voice, and then you can access the Internet and make calls at the same time. The
external splitter has three ports:

* LINE: Connect to the wall jack
* PHONE: Connect to the phone sets
* MODEM: Connect to the ADSL port of

Plug one end of the twisted-pair ADSL cable into the ADSL port on the rear panel of .
Connect the other end to the MODEM port of the external splitter.

Step 2: Connect the Ethernet cable. Attach one end of a network cable to your computer's
Ethernet port or a regular hub/switch port, and the other end to the LAN port on the
Modem Router.

Step 3: Power on the computers and LAN devices.

Step 4: Attach the power adapter. Connect the power adapter to the power connector on the rear
of the device and plug in the adapter to a electrical outlet or power extension. The
electrical outlet shall be installed near the device and shall be easily accessible.



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

0

Power Adapter

Deskiop PC

Figure 2-2



Chapter 3. Quick Installation Guide

3.1 Configuring the PC

After you directly connect your PC to the Modem Router or connect your adapter to a Hub/Switch
which has connected to the Modem Router, you need to configure your PC’s IP address. Follow
the steps below to configure it.

Step 1: Click the Start menu on your desktop, right click My Network Places, and then select
Properties (shown in Figure 3-1).

_—

Internet J My Documenl ts
Inkernet Explorer s
i ; b My Recent Documents  »
EJH E-mail
=1 Microsoft Office Outlook _0:} . -
My Pictures
=B Ly Musi B . = :
Shaglt 7 /My Music S Sy > - ;
Qj My Computer - .
‘3 MSH o >
ml Open
@ windows Media Playear | Explore
tral | earch fior Computers...
i Microsoft Office Word 2003 1ap Network Drive...
. isconnect Metwork Drive. ..
‘3 “indows Messenger
!d Paint
All Programs b

74 start

Figure 3-1

Step 2: Right click Local Area Connection (LAN), and then select Properties.

10
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" Network Connections \_“_JE|

File Edit Wiew Favorites Tools  Advanced  Help o

_/' > I'ﬁ‘ /.._.-’ Search = Folders v

Address t:.'_ Mebwork Connections V| Go
| -~ LaN or High-Speed Internet

Network Tasks

il Create anew ﬁ | ocal frea Coppection|
: ) | 3l Ares C C
conneckion L  Disable
g Set_ up a home or small Status
office network. .
Repair

@ Change windows
Firewall settings

Q Cisable this network
device Create Shorkout

% Repair this connection Nielete

Iqﬂ Renarne this connection Rename

&) View status of this
conneckion

Change settings of this
connection

Bridge Connections

Other Places

[} Contral Panel

\'.J My Mebwaork Places
|D My Documents

-J My Computer

Figure 3-2

Step 3: Select General tab, highlight Internet Protocol (TCP/IP), and then click the Properties
button.

-+ Local Area Connection Properties

.-’-'-.uthentiu:atiu:un Advanced

Connect using:

BS Fealtek RTLE139 Famiy PCI Fast Ett

Thig connection uzes the following items:

[v] g Cliert for Microzoft Networks
. .Q File and Printer Shanng for Microgsoft Metworks

Inztall . Urinztall ]

Deszcription

Tranzmizzion Control Protocol/Intermet Protocol. The default
wide area network. protocaol that provides cammunication
acrozs diverse interconnected network s,

Show icon in notification area when connected
[] Motify me when thiz connection has limited o no connectivity

[ ].4 ] [ Cancel

Figure 3-3

11
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Step 4: Configure the IP address as Figure 3-4 shows. After that, click OK.

Internet Protocol (TCP/IP) Properties

General

You can get P settings assigned automatically if pour network, supports
thiz capability. Othenize, you need ta azk paur nebwork, adminiztratar for
the appropriate 1P zettings.

(") Obtain an 1P address autamatically

{(®iJze the following IF address:

IP addreszz: 192 168 . 1 . 2
Subnet mazk: 28R 28R AR 0
Default gateway: 192 168 . 1 . 1

(#) Usg the follawing DMNS server addresses:

Prefered DMS zerver: 192 168 . 1 .1

Alternate DNS zerver:

I ]9 I[ Cancel ]

Figure 3-4
& Note:
You can configure the PC to get an IP address automatically, select “Obtain an IP address
automatically” and “Obtain DNS server address automatically” in the screen above.

Now, you can run the Ping command in the command prompt to verify the network connection.
Please click the Start menu on your desktop, select run tab, type ecmd or command in the field
and press Enter. Type ping 192.168.1.1 on the next screen, and then press Enter.

If the result displayed is similar to the screen below, the connection between your PC and the
Modem Router has been established.

Pinging 172.168.1.1 with 32 bytes of data:

Reply from 1972.168.1.1: bytes=32 time<ims TTL=64
Reply from 192.168.1.1: hytes=32 time<ims TTL=64
Reply from 192.168.1.1: bytez=32 time<{ims TTL=64
Reply from 1972.168.1.1: bytes=32 time<ims TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4. Lost = @ (B
Approximate round trip times in milli-—seconds:
Hinimum = Bms, Maximum = Bms,. Average = @ms

Figure 3-5

12
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If the result displayed is similar to the screen shown below, it means that your PC has not
connected to the Modem Router.

Pinging 192.168.1.1 with 32 hytes of data:c

Request timed out.
Request timed out.

Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4 {188x loss).

Figure 3-6

You can check it following the steps below:

1) Is the connection between your PC and the Modem Router correct?

The LEDs of LAN port which you link to the device and the LEDs on your PC's adapter should
be lit.

2) Is the TCP/IP configuration for your PC correct?

If the Modem Router's IP address is 192.168.1.1, your PC's IP address must be within the
range of 192.168.1.2 ~ 192.168.1.254.

3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage the TD-W8962ND 300Mbps Wireless
N ADSL2+ Modem Router. The Web-based utility can be used on any Windows, Macintosh or
UNIX OS with a Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

1. To access the configuration utility, open a web-browser and type the default address
http://192.168.1.1 in the address field of the browser.

Address http:fi192.168.1.1 j

Figure 3-7

After a moment, a login window will appear, similar to the Figure 3-8. Enter admin for the
User Name and Password, both in lower case letters. Then click the OK button or press the
Enter key.

13
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TP-LIME ADSLE+ Router TD-Wa9a2MD

Liser name: | £ admin W |

Password; |uu- |

Remermber my passward

[ Ok ] [ Cancel

Figure 3-8

& Note:

1) Do not mix up the user name and password with your ADSL account user name and password
which are needed for PPP connections.

2) If the above screen does not pop up, it means that your Web-browser has been set to a proxy.
Go to Tools menu—Internet Options—Connections—LAN Settings, in the screen that
appears, cancel the Using Proxy checkbox, and click OK to finish it.

2. After your successful login, you will see the Login screen as shown in Figure 3-9. Click
Quick Setup menu to access Quick Setup Wizard.

14
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status
Quick Setup
System Mode Device Infomation

Network Firmware version: 0.8.0 1.0 v0009.0 Build 120810 Rel.33839n
DHCP Server Hardware version: TD-W8862ND v1 00000000

Wireless System up time: 0 day(s) 00:24:12

Route Settings

Forwarding DsL

Line Status: DSL Disconnected
DSL Modulation Type:  Multimode

Annex Type: Annex A/LIM

Parent Control
Firewall

Bandwidth Gontrol

IP & MAC Binding Upstream Downstream
Dynamic DNS Current Rate (Kbps) 0 0
Diagnostic Max Rate (Kbps) 0 0
System Tools SNR Margin (db) 0 0
Line Attenuation {db) 0 0
Errors (Pkts) 0 0
WAN
‘ Name c""_p;p‘:"’" VRIVCI ‘ IPIMask ‘ Gateway ‘ DNS ‘ status
LAN
MAC Address: 40:16:9FBF:51:06
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
DHCP: Enabled
WLAN

Status: Enabled
§8ID:  TP-LINK_BF3106
Channel: Auto(Channel 11)
Channel Width: Auto
Mode: 11bgn Mixed
Encryption: None
MAC Address 40:16:9F.BF.51.06
Max Tx Rate: 300Mbps
WDS Status: Disabled

Figure 3-9

3. The Modem Router provides two system mode: Wireless ADSL Router and Wireless Router.
Choose the right mode which you need, then click Next.

Quick Setup - System Mode

This page is for the choosing of system mode. See the result in the "WAN Settings".

Choose system mode:
(% Wireless ADSL Router
" Wireless Router

Previous Next

Figure 3-10
3.2.1 Wireless ADSL Router

1. Change the VPI or VCI values which are used to define a unique path for your connection. If
you are unsure, please consult your ISP. Click Next.
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Quick Setup -DSL

Please enter the VPI/VCI provided by your ISP(Internet Service Provider).

VPI: |8 (Range: 0-255)
VCI: |35 (Range: 1-65535)

Previous | Next |

Figure 3-11
2. Please select the connection type given by your ISP.

Please select the connection type provided by your ISP. For other type, please click "Metwork > WAN settings” on the left menu to configure it.

& PPPoE (For the connection required a usemame and password)

) PPPoA (For the connection reguired a username and password)

) Dynamic IF (For automatically obtaining the dynamic IP address from ISP, also called IPoE or MER)
) Static IP (For manually setting the static IP address from ISP, also called IPoE Static IP)

¢ IPoA (For manually setting the static IP address from ISP, also called IPoA Static IP)

¢ Bridge (For dialing up from the single computer or router)

Previous Next

Figure 3-12
A. Configuration for PPPoE/PPPoA

Enter the Username, Password given by your ISP, and then click Next.

Quick Setup - PPPoE

Please enter ADSL Username and Password. If you forget them, please consult your ISP

Username:
Password:
Confirm Password:

Previous | Next

Figure 3-13
& Note:
If you are using the Modem Router on a new DSL line and have not completed your DSL
provider’s online registration, you may be using a generic username and password. When

registration is completed, you will need to update the username and password if you have created
a new one.

B. Configuration for Dynamic IP or Bridge

This type doesn't need to be configured.
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C. Configuration for Static IP or IPoA

Enter the Static IP or IPoA information provided by your ISP manually, and then click Next.

Quick Setup - Static IP

Please enter the basic parameters provided by your ISP. If you forget, please ask your ISP.
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Gateway: [0.0.0.0
DNS Server: [0.0.0.0 (Optional)
Secondary DNS Server: [0.0.0.0 (Optional)
Previous | Next

Figure 3-14

3. The wireless settings page will appear as shown below. You can create a unique and
easy-to-remember name for your wireless network or just keep the default SSID. Then select
Region, Channel, Mode and set a Password for your network (Disable Security is not
recommended). Then click Next to continue.

Quick Setup - Wireless

Basic parameters of Wi-Fi can be set on this page.

Wi-Fi Function: | Enable A

§5ID: |TP-LINK BF5106

Region: |United States A
Channel: | Auto v
Mode: | 11bgn mixed A
Security:
@  WPA-PSKIWPA2-PSK
Password: |

(Enter ASCIl characters between & and 63 or Hexadecimal
characters between 8 and 64.)

(> Disable Security

Previous | Next

Figure 3-15

4. On this page, please confirm all parameters. Click Previous to modify or click the Save
button to make the configuration take effect. Here we take PPPoE Connection Type for
example
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Quick Setup - Save

The setup is completed. Please confirm all parameters below. Click BACK to modify or click the SAVE button to

make the configuration take effect.

Parameters Summary:

DSLPVC: 8/35
Connection Type: PPPoE
PPPoE Username: admin
PPPoE Password: ****

Wi-Fi Function: Enable

55ID: TP-LINK_BF5106
Region: United States
Channel: Auto

Mode: 11ban mixed
Security: WPA-PSK/MWPA2-PSK

Wi-Fi Password: 1234567890
Previous | Save

Figure 3-16

5.  You will see the Complete screen below, click Reboot to complete Quick Setup.

Quick Setup - Complete

Setup Status:

WAN Connection Configuring... Success
Gateway and DNS Configuring... Success
Wi-Fi Configuring... Success

Setup has completed! Please click REBOOT to restart the Modem Router and make the settings take effect.

Mote: If the Modem Router still can not connect to the Internet, please click "Network = WAN Settings" menu on the left
to confirm the WAN connection type and mode on the WAN Settings page.

Reboot |

Figure 3-17

&= Note:

Now, your Modem Router has been configured and is rebooting. Please do not turn off the Modem
Router while it’s rebooting.
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3.2.2 Wireless Router

1. Please select the connection type provided by your ISP.

Quick Setup -Ethernet WAN Type

Please select the connection type provided by your ISP. For other type, please click "Network > WAN settings” on
the left menu to configure it

& PPPoE (For the connection required a username and password)
¢ Dynamic IP (For automatically obtaining the dynamic IP address from ISP, also called IPoE or MER)
> Static IP (For manually setting the static IP address from ISP, also called IPoE Static IP)

Previous | Next

Figure 3-18
A. Configuration for PPPoE

Enter the Username, Password given by your ISP, and then click Next.

Quick Setup - PPPoE

Please enter ADSL Username and Password. If you forget them, please consult your ISP

Username:
Password:
Confirm Password:

Previous | Next

Figure 3-19

& Note:

If you are using the Modem Router on a new DSL line and have not completed your DSL
provider’s online registration, you may be using a generic username and password. When
registration is completed, you will need to update the username and password if you have created
a new one.

B. Configuration for Dynamic IP

This type doesn't need to be configured.

C. Configuration for Static IP

Enter the Static IP information provided by your ISP manually, and then click Next.
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3.

Quick Setup - Static IP

Please enter the basic parameters provided by your ISP. If you forget, please ask your ISP.
IP Address: |0.0.0.0
Subnet Mask: [0.0.0.0
Gateway: |0.0.0.0
DNS Server: |0.0.0.0 (Optional)
Secondary DNS Server: |0.0.0.0 (Optional)
Previous | Next

Figure 3-20

The wireless settings page will appear as shown below. You can create a unique and
easy-to-remember name for your wireless network or just keep the default SSID. Then select
Region, Channel, Mode and set a Password for your network (Disable Security is not
recommended). Then click Next to continue.

Quick Setup - Wireless

Basic parameters of Wi-Fi can be set on this page.

Wi-Fi Function: |Enable b

SSID: TP-LINK BFS106

Region: |United States 4
Channel: | Auto b
Mode: | 11bgn mixed A
Security:
&  WPA-PSKWPA2-PSK
Password: |

(Enter ASCIl characters between 8 and 63 or Hexadecimal
characters between 8 and 64.)

(> Disable Security

Previous | Next

Figure 3-21

On this page, please confirm all parameters. Click Previous to modify or click the Save
button to make the configuration take effect. Here we take PPPoE Connection Type for
example

20
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Quick Setup - Save

The setup is completed. Please confirm all parameters below. Click BACK to modify or click the SAVE button to

make the configuration take effect.

Parameters Summary:

DSLPVC: 8/35
Connection Type: PPPoE
PPPoE Username: admin
PPPoE Password: ****

Wi-Fi Function: Enable

55ID: TP-LINK_BF5106
Region: United States
Channel: Auto

Mode: 11ban mixed
Security: WPA-PSK/MWPA2-PSK

Wi-Fi Password: 1234567890
Previous | Save

Figure 3-22

4. You will see the Complete screen below, click Reboot to complete Quick Setup.

Quick Setup - Complete

Setup Status:

WAN Connection Configuring... Success
Gateway and DNS Configuring... Success
Wi-Fi Configuring... Success

Setup has completed! Please click REBOOT to restart the Modem Router and make the settings take effect.

Mote: If the Modem Router still can not connect to the Internet, please click "Network = WAN Settings" menu on the left
to confirm the WAN connection type and mode on the WAN Settings page.

Reboot |

Figure 3-23

&= Note:

Now, your Modem Router has been configured and is rebooting. Please do not turn off the Modem
Router while it’s rebooting.
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Chapter 4. Configuring the Modem Router

This chapter will show each Web page's key function and the configuration way.

4.1 Login

After your successful login, you will see the fifteen main menus on the left of the Web-based utility.
On the right, there are the corresponding explanations and instructions.

Systemn Mode
Network
DHCP Server
Wireless
Route Settings
Forwarding
Parent Control
Firewall

Bandwidth Control

IP & MAC Binding

[ymamic DNS
Diagnostic

System Tools

The detailed explanations for each Web page’s key function are listed below.

4.2 Status

Choose “Status”, you can see the corresponding information about Device Information, DSL,
WAN, LAN and WLAN.

22
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Basic Status

Device Infomation

Firmware version: 0.5.0 1.0+000%.0 Build 120810 Rel.3353%n
Hardware version: TD-¥W8562MND w1 00000000
System up time: 0 day(s) 00:00:47

DSL
Line Status:  DSL Disconnected
DSL Modulation Type:  Multimode
Annex Type:  Annex A/LM
Upstream Downstream
Current Rate {Kbps) il ]
Max Rate (Kbps) 0 1]
SNR Margin (db) i 0
Line Attenuation (db) il i
Errors (Pkts) il ]
WAN
Name °°.'r’:pe:"°" VPIVE IP/Mask Gateway DNS status
LAN
MAC Address: 40:16:5F:BF:51:06
IP Address: 192.163.1.1
Subnet Mask: 2552552550
DHCP: Enabled
WLAN

Status:  Enabled
SSID:  TP-LINK_BF5106
Channel:  Auto{Channgl 11)
Channel Width:  Auto
Mode: 11bgn Mixer
Encryption:  None
MAC Address 40016 5F BF:51°06
Max Tx Rate:  300Mbps
WDS Status:  Disable

Figure 4-1
4.3 Quick Setup

Please refer to Section 3.2 Quick Installation Guide.

4.4 System Mode

The Modem Router provides two system modes: Wireless ADSL Router and Wireless Router. You
can choose the right mode which you need, then click Save.
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System Mode

This page is for the choosing of system mode. See the result in the "WAN Settings".

Choose system mode:
{¥) Wireless ADSL Router
) Wireless Router

Figure 4-2
4.5 Network

Choose “Network”, there are many submenus under the main menu. Click any one of them, and
you will be able to configure the corresponding function.

MNetwork

Interface Grouping

LAN Settings

MAC Clone
ALG Settings
DSL Settings

4.5.1 WAN Settings

Choose “Network’>“WAN Settings”, and you will see the WAN Port Information Table in the
screen similar to Figure 4-3, which describes the WAN port settings and the relevant manipulation
to each interface. There are five different configurations for the connection types, which are Static
IP, Dynamic IP, PPPoE, IPoA, and Bridge. You can select the corresponding types according to
your needs.

WAN Interface

This page is for choosing the type of WaAN interface.Choose Add, or Edit to configure a WAN interface.

| Name | Type  VPIVGI | IPMASK | Gateway | DNS | sStatus  Connect  Edit
Add | Refresh |
Figure 4-3

Click Add to add a new entry, you can configure the parameters for ATM and WAN Service in the
next screen (shown in Figure 4-4).
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WAN Configuration

WAN port can be set on this page

ATM Configuration

VPI(0-28B): o
VCH1-65836): (2%
Hide
Nobice Do nol change the paramelers below unless necessory!
Encapsulation Mode:  LLC -
ATM Qos Type: UBR g
PCR: o Frames's
SCR: Frames/s
MBS Frames/s
WAN Service Setup
WAN Connection Type  PPPaE -
PPP Username:
PPP Password:
Confirm Password:
Choose the: right connection type according bo your needs:
© Connect on demand. The coNNection will be automatically on when there i Intemet access
M dtke Time: |15 minutes (0 means remain active at all time)
@ Connect automatically. The connection will B¢ automatic ally on afer startup or AsConnechon
7 Connect manually uSer connects manually
Max idle Time: (15 minutes (0 means remain active at al time)
Authentication Methed: | AUTO_AUTH -
Default Gateway:  Curent Connechion %
Hide =
Service Name: {do not change unkess necessary)
Server Name: (do not change unless necessary)
MTU(bytes): [1480 (1480 as default do not change unless necessary)
Enable Fullcone NAT [
Enable SPI Firewall [
Enable IGMP Proxy [
Use IF address specified by ISP [
Echo request interval: |30 (0-120 seconds, O means no request)
Set DNS server manually [

Save Back

Figure 4-4
4511 StaticlP

Select this option if your ISP provides static IP information to you. You should set static IP address,
IP subnet mask, and gateway address in the screen below.
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WAN Configuration

WWAN port can be set on this page
ATM Ceonfiguration
VPI0-255): &
VCI(1-65535): [3s
Hide
Motice:Do nat change the parameters below unless necessory!
Encapsulation Mode: LLC v
ATM Qos Type: UBR v
PCR: a Frames/s
SCR: Framesfs
MBS: Framesfs
WAN Service Setup
WAN Connection Type | Static IP v
IP Address:  [0.0.0.0
Subnet Mask: [0.0.0.0
Gateway: 0.0.0.0 (Optional)
DNS Server: 0.0.0.0 (Optional)
Secondary DNS server: [0.0.0.0 (Optional)
Default Gateway: | Current Cannec tion | ¥
Hide
MTU(bytes): 1500 (1500 as default,do not change unless necessary)
Enable NAT
Enable Fullcone NAT []
Enable SPI Firewall O
Enable IGMP Proxy
Save | Back |
Figure 4-5

ATM Configuration:

>

VPI (0~255): Identifies the virtual path between endpoints in an ATM network. The valid range
is from 0O to 255. Please input the value provided by your ISP.

VCI (1~65535): Identifies the virtual channel endpoints in an ATM network. The valid range is
from 1 to 65535 (1 to 31 is reserved for well-known protocols). Please input the value
provided by your ISP.

Click Advanced, advanced selections of ATM Configuration can be shown.

>

>

Encapsulation Mode: Select the encapsulation mode for the Static IP Address. Here you
can leave it default.

ATM Qos Type: Select ATM Qos Type provided by ISP, and the type is UBR by default.

WAN Service Setup:

>

>

IP Address: Enter the IP address in dotted-decimal notation provided by your ISP.

Subnet Mask: Enter the subnet Mask in dotted-decimal notation provided by your ISP,
usually is 255.255.255.0.

Default Gateway (Optional): Enter the gateway IP address in dotted-decimal notation
provided by your ISP.

DNS Server/ Secondary DNS Server: Here you can set DNS Server (at least one) manually.
The Route will use this DNS Server for priority.

Default Gateway: select a WAN Interface from the drop-down list as the IPv4 default
gateway.
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MTU (bytes): Maximum Transmission Unit Size. Check this box then you can change the MTU
size. The default MTU value is 1500 Bytes. It is not recommended that you change the default
value unless required by your ISP.

Enable NAT: This technology translates the IP addresses of a local area network to a different
IP address for the Internet. If this Modem Router is hosting your network’s connection to the
Internet, please select the check box. If another Router exists in your network, you don’t need
to select the option.

Enable Fullcone NAT: It is a type of NAT, if not enabled, the default NAT will act.

Enable SPI Firewall: A SPI firewall enhances network’s security. Select the option to use a
firewall, or else without a firewall.

Enable IGMP Proxy: IGMP (Internet Group Management Protocol) is used to manage
multicasting on TCP/IP networks. Some ISPs use IGMP to perform remote configuration for
client devices, such as the Modem Router. The default value is disabled, and if you are not
sure, please contact your ISP or just leave it.

Click the Save button to save the settings.

4.5.1.2 Dynamic IP

Select this option, the Modem Router will be able to obtain IP network information dynamically
from a DHCP server provided by your ISP.

WAN port can be set on this page.

ATM Configuration
VPI0-268)  ©
VCH1-85538): 12

Nobce:Do not change the parameters DEIOW uniess necessony!
Encapsulation Mode: LLC
ATM Qos Type:  UBR b
PCR: o Frames/s
SCR: Frames/s

MBS Frames/s

WAN Service Setup
WAN Connaction Type  Dyname I

IP Address:  0.0.0.0
Subnet Mask:  0.0.0.0
Gateway:  0.0.0.0

Default Gateway:  Curent Connection

MTUbytes): 1500 (1500 as detaull 80 nol Change uNiess necessarny)

Enable NAT [

Enable Fullcone NAT
Enable SPI Firewall L
Enable IGMP Proxy [

Got IP with Unicast  [[] (1 i5 usually not required )

Set DNS server manually
Host Name: | TO-WESEIND

Figure 4-6

Click Advanced, advanced selections for WAN Service Setup can be shown.

» MTU (bytes): Maximum Transmission Unit Size. Check this box then you can change the MTU

size. The default MTU value is 1500 Bytes. It is not recommended that you change the default
value unless required by your ISP.

> Enable NAT: This technology translates the IP addresses of a local area network to a different

IP address for the Internet. If this Modem Router is hosting your network’s connection to the
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Internet, please select the check box. If another Router exists in your network, you don’t need
to select the option.

Enable Fullcone NAT: It is a type of NAT, if not enabled, the default NAT will act.

Enable SPI Firewall: A SPI firewall enhances network’s security. Select the option to use a
firewall, or else without a firewall.

Enable IGMP Proxy: IGMP (Internet Group Management Protocol) is used to manage
multicasting on TCP/IP networks. Some ISPs use IGMP to perform remote configuration for
client devices, such as the Modem Router. The default value is disabled, and if you are not
sure, please contact your ISP or just leave it.

Get IP Unicast: This is disabled by default. The minority of DHCP Server of ISP will not
support to enable this. When the Route is connected right but IP cannot get, you can select
this box.

Primary DNS Server/ Secondary DNS Server: Choose “Set DNS Server manually”, you can
set DNS Server (at least one) manually here. The Route will use this DNS Server for priority.

Click the Save button to save the settings.

4.5.1.3 PPPoE

If your ISP provides a PPPoE connection and you need to use an ATM Interface, choose PPPoE
in the drop-down list, and then the screen will be displayed as below.

WAN Configuration

WAN port can be sel on this page

ATM Configuration
VPI0-288): o
VCI{1-85538): |12

Hide =

Hatice: Do not CRAange the PATAMEIETS Delow UNIESS Necessony!

Encapsulation Mode: LG

ATM Gos Type:  UBR L
PCR: o
SCR: Frames/s
MBS: Frames's

Frames/s

WAN Service Setup
WAN Connection Type  PPPol -

PPP Username:
PPP Password:
confirm Password:

Cheose the right connection type according to your needs
Connect on demand. The connection will be automatically on when thene is Inbernet acoess
Max e Tame. 15 minutes (0 means remain active at ail tme)
% Connecl automatically. The connection will be aulomatically on afer slanup or dsconnection
Connect manually user connects manually
Max e Tame. 15 minules (0 means remain active at ail tme)

Authentication Method: | AUTO_AUTH ~

Default Gateway:  Cusrent Connectian %

Hide =

Service Name: {do not change unkess necessary)

Server Name: (do not change unless necessary)

MTu{bytes): 1480 (1480 as defaull do not Change uniess necessary)

Enable Fullcone NAT
Enable 5P| Firewall
Enable IGMP Praxy
Use IP address specified by 15P
Echo request interval: 10 (0~120 seconds. 0 means no request)

OE0OD

SetDNS server manually [

Save Back

Figure 4-7

> PPP Username/Password/Confirm Password: Enter the User Name, Password and

Confirm Password provided by your ISP. These fields are case-sensitive.
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» Authentication Method: Select the Authentication Method from the drop-down list, the
default method is AUTO_AUTH, and you can leave it as a default setting.

» Choose the right connection type according to your needs: For PPPoE connection, you
can select Connect on demand or Connect automatically or Connect manually. Connect
on demand is dependent on the traffic. If there is no traffic (or Idle) for a pre-specified period
of time), the connection will tear down automatically. And once there is traffic send or receive,
the connection will be automatically on.

Click Advanced, advanced selections for WAN Service Setup can be shown.

» Service Name/Server Name: Enter the Service Name and Server Name if it was provided by
your ISP. You can leave them blank, if the ISP doesn’t provide them.

4.51.4 PPPoA

If your ISP provides a PPPoA connection and you need to use an ATM Interface, choose PPPoA

in the drop-down list, and then the screen will be displayed as below.

The configuration is similar to PPPoE. Please refer to the section 4.4.14 PPPoE to configure this
part.

WAN Configuration

WAN port can be sel on this page

ATM Configuration
VPID-255):
VCH1-86636): 32
Hide =
Naotice: Do not change the parameters below unless necessory!
Encapsulation Mode:  VC-Mux hd

ATM Qos Type:  UBR 1=
PCR: o Frames/s
SCR: Frames/s
MBES: Frames/s

WAN Service Setup
WAN Connection Type  PPPas -

FPF Username:
FPP Password:
Confirm Password:

CHoosE e right CoNNection type 3cConaing 10 your neeas
Connect on demand. The connection will be automaticaky on when there is Infemet access
Max idle Time: (15 minutes (0 means remain actve at a8 time)
% Connect automatically. The connection will be automatically on afier starup or disconnection
Tr Connect manually user connecls manually
Man ke Time: |15 minules {0 means remain active al all lime)

Authentication Methed:  ALUTO_ALTH -

Default Gateway:  Curent Connection

MTU{Bytes): 1480 (1480 as defaull do not change uniess necessary)

Enable 3FI Firewall [
Enable IGMP Proxy [

Use IP address specitied by 1sP [
Echo request intarval: | 30 (0~120 seconds, 0 means no request)

Set DNS server manually [

Figure 4-8
451.5 IPoA

If your ISP provides an IPoA connection, select IPoA option for the WAN service type on the
screen.
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WAN Configuration

WAN port can be sel on this page

ATM Configuration
VPIO-258; 0
VCI1-85538): 32

Nolice: Do not change e paramelers below uniess necessory!

Hige =

Encapsulation Mode: |LLC -
ATM Qos Type: UBR -
PGR: 0 Framesis
SCR: Framesis
MBs: Framesis
WAN Service Setup
WAN Connection Type  IPat -

IF Address. (0.0.0.0

Subnet Mask:
GataWay:
DNS Server:

Secondary DNS server: (0.0,

Default Gateway:

(Opticnal)
(Optional)

rent Connecbon | %

Hide =«

MTU{bytes): 1500 (1500 as default,do not Change uniess Necessary)
Enable NAT [+
Enabile SPI Firewall [
Enable IGMP Praxy |2
Figure 4-9
> IP Address/Subnet Mask: Enter the IP Address and Subnet Mask provided by ISP. If you
forget, you can ask your ISP.
DNS Server/Secondary DNS Server: Type in your preferred DNS server.
> Default Gateway: select a WAN Interface from the drop-down list as the IPv4 default

gateway.
4.5.1.6 Bridge

If you select this type of connection, the modem can be configured to act as a bridging device
between your LAN and your ISP. Bridges are devices that enable two or more networks to
communicate as if they are two segments of the same physical LAN.

WAN Configration

WAN port can be set on this page
ATM Configuration
VPI0-255): |o
VCI(1-65535): [3z
Hide =
Notice:Do nat change the parameters below unless necessory!
Encapsulation Mode: [LLC v
ATM Qos Type:  |UEBR v
PCR: [O Frames/s
SCR: Frames/s
MES: Frames/s
WAN Service Setup
WAN Connection Type
Save | Back
Figure 4-10

& Note:

After you finish the Internet configuration, please click Save to make the settings take effect.
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4.5.2 Interface Grouping

Choose “Network”>“Interface Grouping”, you can view all the current groups on this page
(shown in Figure 4-11).

Interface Grouping

This page displays all the curren groups. Please click the Add or Delete button to configure the groups.
Note:lt is not allowed to disable the VLAN with Ethenet Connection enabled.
VLAN: & Enable ¢ Disable Save
Grouping Delete WAN LAN
br_1_32_0 LAN4
br_0_33_1 LAN3
br_0_35_2 LANZ
Default br_0_100_3 LAN1
br & 35 4 wlan0
br_8_48_5
br 0_38 6
Add
Figure 4-11

» VLAN: Enable or disable this function. Virtual LAN (VLAN) is a group of devices on one or
more LANs that are configured so that they can communicate as if they were attached to the
same LAN, when in fact they are located on a number of different LAN segments. Because
VLANSs are based on logical instead of physical connections, it is very flexible for user/host
management, bandwidth allocation and resource optimization. If you want to active this
function, this function must be enabled.

& Note:
It is not allowed to disable the VLAN with Ethernet Connection enabled.

To support this feature, you must create mapping groups with appropriate LAN and WAN
interfaces using the Add button. The Remove button will remove the grouping and add the
ungrouped interfaces to the Default group. Only the default group has IP interface.

Click the Add button. You can add a new interface group in the next screen. For example, you
want LAN1 and LAN3 to be a group called Group 1 over br_0_35 0 WAN interface, you can refer
to the following figure.
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Add New Group

Groups can be set on this page.
Group Nam

Availahle LAM Added Interface
LA LA ™~
LAN2 LAN3 )
=
Available WAN <
br 8_35_1
Save | Back |
Figure 4-12

Click Save to make the entry effective immediately
4.5.3 LAN Settings

Choose “Network”>“LAN Settings” menu, and you will see the LAN screen (shown in Figure
4-13). Please configure the parameters for LAN ports according to the descriptions below.

LAN Settings

The parameters of LAN can be configured on this page

Mote:lf the LAN IP address or subnet mask is changed, please make sure the DHCP Address Pool and the static IP assigned by DHCP Server are in
the same subnet with the new LAN IP.

Group:
IP Address:
Subnet Mask:

Enanble IGMP Snhooping
Enable Second IP

DHCP Server:
Start IP Address:
End IP Address:

Default
i9z.168.1.1

255.255.255.0

O
O

© Disable @ Enable O DHCP Relay
192.168.1.100

192.168.1.199

Leased Time: 1440 minutes (1~2880 minutes, the default value is 1440)
Gateway: 192.168.1.1 (Optional)
Default Domain: (Dptional)
Primary DNS server. |0.0.0.0 (Optional)
Secondary DNS server: 0.0.0.0 (Optional)
Save | Back ‘
Figure 4-13
» IP Address: You can configure the Modem Router’s IP Address and Subnet Mask for LAN

Interface.

o [P Address: Enter the Modem Router’s local IP Address, then you can access to the
Web-based Ultility via the IP Address, the default value is 192.168.1.1.

e Subnet Mask: Enter the Modem Router's Subnet Mask,
255.255.255.0.

the default value is
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>

>

Enable IGMP Snooping: If you select the option, please choose the IGMP Mode: Standard
Mode or Blocking Mode.

Enable Second IP: You can configure the Modem Router’s second IP Address and Subnet
Mask for LAN Interface through which you can also access to the Web-based Ultility as the
default IP Address and Subnet Mask.

DHCP Server: These settings allow you to configure the Modem Router's Dynamic Host
Configuration Protocol (DHCP) server function. The DHCP server is enabled by default for the
Modem Router’s Ethernet LAN interface. DHCP service will supply IP settings to computers
which are configured to automatically obtain IP settings that are connected to the Modem
Router though the Ethernet port. When the Modem Router is set for DHCP, it becomes the
default gateway for DHCP client connected to it. Keep in mind that if you change the IP
address of the Modem Router, you must change the range of IP addresses in the pool used
for DHCP on the LAN.

o Start IP Address: Enter a value for the DHCP server to start with when issuing IP
addresses. Because the default IP address for the Modem Router is 192.168.1.1, the
default Start IP Address is 192.168.1.100, and the Start IP Address must be 192.168.1.100
or greater, but smaller than 192.168.1.254.

e End IP Address: Enter a value for the DHCP server to end with when issuing IP
addresses. The End IP Address must be smaller than 192.168.1.254. The default End IP
Address is 192.168.1.254.

o Leased Time: The Leased Time is the amount of time in which a network user will be
allowed connection to the Modem Router with their current dynamic IP address. Enter the
amount of time, in hours, then the user will be “leased” this dynamic IP address. After the
dynamic IP address has expired, the user will be automatically assigned a new dynamic IP
address. The default is 1440 minutes.

The detailed configuration about DHCP server, please refer to section 4.5 DHCP Server.

4.5.4 MAC Clone

Choose menu “Advanced Setup’>“MAC Clone”, you can configure the MAC address of the

WAN Interface as shown below.

The WAN Interface List displays the Lay2 Interfaces you have configured on the section 4.4.1
WAN Settings, 4.4.2 Ethernet WAN and its default MAC Address. You can select corresponding

WAN Interface from the drop-down list and click Clone button to clone your current PC MAC, and
then click Save.

The MAC address of WAN can be set on this page.

WAN Connection MAC Address Operation
Current PC's MAC MAG Clone] Tolipoe 0 3274 v

ipoe 0 32 7 d

Ipoe_0_32_7_d lipoe_eth3_d

Ipoe_eth_d

Mote: Ondy the PES in LAN £an use this function. MAC clone may ¢ onnetion. After MAC Clone. the bridge connecions sharing the same VELVC with ofher connecions.
may not work To make sure other connechions can work well, we suggest that you avoid cloning the same MAC address to them

Save

Figure 4-14
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Only the WAN Ports can use MAC Address Clone function. All the clone MAC addresses must not
be the same with each other.

& Note:

4.5.5 ALG Settings

Choose menu “Advanced Setup’>“ALG Settings”, and then you can configure the basic
security in the screen as shown in Figure 4-15.

Application Layer Gateway Settings

This page allows you to enable or disable gateway of application layer.

Virtual Private Network(VPN)
PPTP Passthrough: @ Enable () Disable

L27TP Passthrough: & Enable ¢ Disable
IPSec Passthrough: & Enable ¢ Disable

Application Layer Gateway(ALG)
FTP ALG: (& Enable ( Disable

TFTP ALG: (& Enable O Disable

Save
Figure 4-15

> Virtual Private Network (VPN) - VPN Passthrough must be enabled if you want to allow VPN
tunnels using VPN protocols to pass through the Modem Router.

« PPTP Passthrough - Point-to-Point Tunneling Protocol (PPTP) allows the
Point-to-Point Protocol (PPP) to be tunneled through an IP network. To allow PPTP
tunnels to pass through the Modem Router, click Enable.

+ L2TP Passthrough - Layer Two Tunneling Protocol (L2TP) is the method used to
enable Point-to-Point sessions via the Internet on the Layer Two level. To allow L2TP
tunnels to pass through the Modem Router, click Enable.

« IPSec Passthrough - Internet Protocol security (IPSec) is a suite of protocols for
ensuring private, secure communications over Internet Protocol (IP) networks, through
the use of cryptographic security services. To allow IPSec tunnels to pass through the
Modem Router, click Enable.

> Application Layer Gateway (ALG) - It is recommended to enable Application Layer Gateway
(ALG) because ALG allows customized Network Address Translation (NAT) traversal filters to
be plugged into the gateway to support address and port translation for certain application
layer "control/data" protocols such as FTP, TFTP etc.

« FTP ALG - To allow FTP clients and servers to transfer data across NAT, click Enable.
« TFTP ALG - To allow TFTP clients and servers to transfer data across NAT, click

Enable.

Click the Save button to save your settings.
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4.5.6 DSL Settings

Choose “Advanced Setup’>“DSL Settings”, you can select the DSL Modulation Type and
Annex Type in the next screen. The DSL feature can be selected when you meet the physical
connection problem. Please check the proper settings with your Internet service provider.

DSL Configuration

DSL paremeters can be set on this page.

DSL Modulation Type | Auto Sync-up b
Annex Type | Annex A/L/M A

Enable Bit Swap
Enable SRA

Save

Figure 4-16

» DSL Modulation Type: Select the DSL operation Modulation Type which your DSL
connection uses.

» Annex Type: Select the DSL operation Annex Type which your DSL connection uses.

Click the Save button to save your settings.

4.6 DHCP Server

Choose “DHCP Server”, you can see the next submenus:
DHCP Server
DHCP ¢
Clients List

Address Reservation

Conditional Pool

Click any of them, and you will be able to configure the corresponding function.
4.6.1 DHCP Settings

Choose menu “DHCP Server’>“DHCP Settings”, you can configure the DHCP Server on the
page as shown in Figure 4-17.The Modem Router is set up by default as a DHCP (Dynamic Host
Configuration Protocol) server, which provides the TCP/IP configuration for all the PC(s) that are
connected to the Modem Router on the LAN.
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DHCP Settings

This page allows you to set DHCP server which provides TCP/IP configuration for all the PCs connected to the
Modem Router in the LAN.

Groups: Default
IP Address:  192.168.1.1
Subnet Mask:  255.255.255.0
DHCP Server: ¢ Disable & Enable ¢ DHCP Relay

Start IP Address: | 192.168.1.100
End IP Address: | 192.168.1.139
Address Lease Time: 1440 minutes (1~2880 minutes, the default value is 1440)

Default Gateway: 1g52.168.1.1 (Optional)
Default Domain: (Optional)
Primary DNS: 0.0.0.0 (Optional)
Secondary DNS: 0.0.0.0 (Optional)
Save
Figure 4-17

Start IP Address: Enter a value for the DHCP server to start with when issuing IP addresses.
Because the default IP address for the Modem Router is 192.168.1.1, the default Start IP
Address is 192.168.1.100, and the Start IP Address must be 192.168.1.100 or greater, but
smaller than 192.168.1.254.

End IP Address: Enter a value for the DHCP server to end with when issuing IP addresses.
The End IP Address must be smaller than 192.168.1.254. The default End IP Address is
192.168.1.254.

Address Lease Time: The Leased Time is the amount of time in which a network user will be
allowed connection to the Modem Router with their current dynamic IP address. Enter the
amount of time, in hours, then the user will be “leased” this dynamic IP address. After the
dynamic IP address has expired, the user will be automatically assigned a new dynamic IP
address. The default is 24 hours.

Default Gateway - (Optional.) It is suggested to input the IP address of the LAN port of the
Modem Router. The default value is 192.168.1.1.

Default Domain - (Optional.) Input the domain name of your network.

Primary DNS - (Optional.) Input the DNS IP address provided by your ISP or consult your
ISP.

Secondary DNS - (Optional.) Input the IP address of another DNS server if your ISP
provides two DNS servers.

DHCP Relay: Select Relay, then you will see the next screen, and the Modem Router will
work as a DHCP Relay. A DHCP relay is a computer that forwards DHCP data between
computers that request IP addresses and the DHCP server that assigns the addresses. Each
of the device's interfaces can be configured as a DHCP relay. If it is enabled, the DHCP
requests from local PCs will forward to the DHCP server runs on WAN side. To have this
function working properly, please run on router mode only, disable the DHCP server on the
LAN port, and make sure the routing table has the correct routing entry.
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Groups: Default
IP Address: 102.168.1.1
Subnet Mask: 255.2556.255.0
DHCP Server: () Disable ¢ Enable &) DHCP Relay

Remote Server's IP Address: |0.0.0.0
Note: You have to disable NAT of the WAN connections. Or the DHCP Relay may not take effect!

Save

& Note:

1) To use the DHCP server function of the Modem Router, you must configure all computers on
the LAN as "Obtain an IP Address automatically".

2) You have to disable NAT of the WAN connections, or the DHCP Relay may not take effect.

3) If you select Disabled, the DHCP function will not take effect.

Click the Save button to save your settings.
4.6.2 Clients List

Choose menu “DHCP Server’>“Clients List”, you can view the information about the clients
attached to the Modem Router in the screen as shown in Figure 4-18.

DHCP Clients List

This page displays the information of DHCP clients

D Client Name MAC Address IP Address Valid Time
1 tplink13488 40:61:86:E9:62:0C 192.188.1.100 23:42:05

Refresh

Figure 4-18
> Client Name: The name of the DHCP client
> MAC Address: The MAC address of the DHCP client
> IP Address: The IP address that the Modem Router has allocated to the DHCP client

» Valid Time: The time of the DHCP client leased. After the dynamic IP address has expired,
a new dynamic IP address will be automatically assigned to the user.

You cannot change any of the values on this page. To update this page and to show the current
attached devices, click the Refresh button.

4.6.3 Address Reservation

Choose menu “DHCP Server’>“Address Reservation”, you can view and add a reserved
address for clients via the next screen (shown in Figure 4-19).When you specify a reserved IP
address for a PC on the LAN, that PC will always receive the same IP address each time when it
accesses the DHCP server. Reserved IP addresses should be assigned to the servers that require
permanent IP settings.
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DHCP Address Reservation

This page displays the static IP assigned by DHCP Server and allows you to configure it by clicking corresponding
buttons.
F MAC Address IP Address Groups Status Edit
O 406186 FCEF 22 1582.1658.1.100 Default Disabled Edit
Add New | Enable Selected | Disable Selected | Delete Selected |
Refresh
Figure 4-19

> MAC Address: The MAC address of the PC for which you want to reserve an IP address.
> IP Address: The IP address reserved for the PC by the Modem Router.
» Status: The status of this entry either Enabled or Disabled.

To Reserve an IP address:
1. Click the Add New button. Then Figure 4-20 will pop up.

2. Enter the MAC address (in XX:XX:XX:XX:XX:XX format.) and IP address (in dotted-decimal
notation) of the computer for which you want to reserve an IP address.

3. Click the Save button.
OcP AddressResenaton

The static IP of DHCP Server can be set on this page.

MAC Address:
IP Address:

Groups: Default -
Status: Disabled v
Save | Back
Figure 4-20

To modify or delete an existing entry:

1. Click the Edit in the entry you want to modify. If you want to delete the entry, click the Delete.
2. Modify the information.

3. Click the Save button.

Click the Enable/Disable Selected button to make selected entries enabled/disabled.

Click the Delete Selected button to selected entries.
4.6.4 Conditional Pool
Choose menu “DHCP Server’->“Conditional Pool”, you can see the next screen (shown in

Figure 4-21). This page displays vendor class settings and allows you to set parameters for
vendor class by clicking corresponding buttons.
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DHCP Conditional Pool

This page displays vendor class settings and allows you to set parameters for vendor class by clicking corresponding buttons.
Start IP Address/ End IP . "
] Vendor ID AT Facility Groups Status Edit
Add New ‘ Enable Selected Disable Selected Delete Selected
Refresh
Figure 4-21

To add a vendor class:
1. Click the Add New button. Then Figure 4-22 will pop up.

2. Enter parameters for the vendor class.
Click the Save button.

The vendor class IP range can be set on this page.

Facility:
Vendor ID:

start IP Address:
End IP Address:
Default Gateway:

Device Type:
Add Option: Option 241 ~
Option Value:

Groups:
Status: Disabled w

Save | Back ‘

Figure 4-22
To modify or delete an existing entry:
4. Click the Edit in the entry you want to modify. If you want to delete the entry, click the Delete.
5. Modify the information.
6. Click the Save button.
Click the Enable/Disable Selected button to make selected entries enabled/disabled.

Click the Delete Selected button to selected entries.
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4.7 Wireless

Choose “Wireless”, there are six submenus to configure Wireless LAN settings. Click any of them,
and you will be able to configure the corresponding function. The detailed explanations for each
submenu are provided below.

Wireless
B:
WPS Settings
Wireless Security

Wireless MAC Filtering

Wireless Advanced
Wireless Status

4.7.1 Basic Settings

Choose “Wireless”>"Basic”, you will see the screen of Wireless--Basic settings shown as below.
The basic settings for wireless networking are set on this screen.

Wireless Basic Settings

Basic parameters of the wireless network can be configured on this page.

5§8ID1:  |TP-LINK_BF5106 [1 Enable Multi SSID
Region: | United States M
Warning: Ensure you select a correct country to conform local law
Incorrect settings may cause interference
Mode: | 11bgn mixed

Channel: |Auto v
Channel Width: |Auto v
Enable Wireless Router Radio
Enable SSID Broadcast
[] Enable WDS

Figure 4-23

This page allows you to configure basic features of the wireless LAN interface. You can enable or
disable the wireless LAN interface, hide the network from active scans, set the wireless network
name (also known as SSID) and restrict the channel set based on Region requirements.

» S8SID: Wireless network name shared among all points in a wireless network. The SSID must
be identical for all devices in the wireless network. It is case-sensitive and must not exceed 32
characters (use any of the characters on the keyboard). Make sure this setting is the same for
all stations in your wireless network. Type the desired SSID in the space provided.

> Mode: Select the desired mode.
11b only: Select if all of your wireless clients are 802.11b.
11g only: Select if all of your wireless clients are 802.11g.
11n only: Select only if all of your wireless clients are 802.11n.

11bg mixed: Select if you are using both 802.11b and 802.11g wireless clients.
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11bgn mixed: Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.

Select the desired wireless mode. When 802.11g mode is selected, only 802.11g wireless
stations can be connected to the Modem Router. When 802.11n mode is selected, only
802.11n wireless stations can connect to the Modem Router. It is strongly recommended that
you set the Mode to 802.11b&g&n, and all of 802.11b, 802.11g, and 802.11n wireless
stations can connect to the Modem Router.

» Channel: Select the channel you want to use from the drop-down List of Channel. This field
determines which operating frequency will be used. It is not necessary to change the wireless
channel unless you notice interference problems with another nearby access point.

» Channel Width: Select the channel width from the drop-down list. The default setting is
automatic, which can adjust the channel width for your clients automatically.

&= Note:

If 11b only, 11g only, or 11bg mixed is selected in the Mode field, the Channel Width selecting
field will turn grey and the value will become 20M, which is unable to be changed.

>

Enable Wireless Router Radio: If you want to use wireless features, you must select “Enable
Wireless Router Radio”. If you deselect “Enable Wireless Router Radio” option, all the Wireless
settings below will be disabled.

Enable SSID Broadcast: When wireless clients survey the local area for wireless networks to
associate with, they will detect the SSID broadcast by the Modem Router. If you select the
Enable SSID Broadcast checkbox, the Wireless Router will broadcast its name (SSID) on the
air.

Enable WDS: Check this box to enable WDS. With this function, the Modem Router can bridge
two or more Wlans. If this checkbox is selected, you will have to set the following parameters
as shown in the figure below. Make sure the following settings are correct.

Enable WDS

55ID(to be bridged):
BS5SID(to be bridged): e.g. 00:1D:0F:11:22:33

Scan

Key type: |Mone i
WEP Index:
Authentication Type:
Encryption:

Password:

Save |

SSID (to be bridged): The SSID of the AP your Modem Router is going to connect to as a
client. You can also use the search function to select the SSID to join.

BSSID (to be bridged): The BSSID of the AP your Modem Router is going to connect to as
a client. You can also use the search function to select the BSSID to join.

Scan: Click this button, you can search the AP which runs in the current channel.
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> Key type: This option should be chosen according to the AP's security configuration. It is
recommended that the security type is the same as your AP's security type

> WEP Index: This option should be chosen if the key type is WEP(ASCII) or WEP(HEX). It
indicates the index of the WEP key.

> Auth Type: This option should be chosen if the key type is WEP(ASCII) or WEP(HEX). It
indicates the authorization type of the Root AP.

> Password: If the AP your Modem Router is going to connect needs password, you need to
fill the password in this blank.

Click Save to save your settings.

4.7.2 WPS Settings

This section will guide you to add a new wireless device to an existing network quickly by WPS

(also called QSS) function.

a). Choose menu “WPS Settings”, and you will see the next screen (shown in Figure 4-24 ).
(wessetings |

WPS: Enabled Disable

Current PIN: 91028754 Restore PIN | Gen New PIN

Add anew device: Add device

Figure 4-24
> WPS: Enable or disable the WPS function here.

» Current PIN: The current value of the Modem Router's PIN is displayed here. The default
PIN of the Modem Router can be found in the label or User Guide.

> Restore PIN: Restore the PIN of the Modem Router to its default.

> Gen New PIN: Click this button, and then you can get a new random value for the Modem
Router's PIN. You can ensure the network security by generating a new PIN.

> Add device: You can add a new device to the existing network manually by clicking this
button.

b). To add a new device:

If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless
connection between wireless adapter and Modem Router using either Push Button Configuration
(PBC) method or PIN method.

& Note:

To build a successful connection by WPS, you should also do the corresponding configuration of
the new device for WPS function meanwhile.

. Use the Wi-Fi Protected Setup Button

Use this method if your client device has a Wi-Fi Protected Setup button.

Step 1: Press the WPS button on the back panel of the Modem Router, as shown in the following
figure.
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You can also keep the default WPS Status as Enabled and click the Add device button in Figure
4-24, then Choose “Press the button of the new device in two minutes” and click Connect.
(Shown in the following figure)

WPS Settings

O Enter the new device's PIN.
PIN:

@ Press the button of the new desice in bwo mimutes.

Connect | Back

Figure 4-25
Step 2: Press and hold the WPS button of the client device directly.

Step 3: The Wi-Fi Protected Setup LED flashes for two minutes during the Wi-Fi Protected Setup
process.

Step 4: When the WPS LED is on, the client device has successfully connected to the Modem
Router

Refer back to your client device or its documentation for further instructions.
ll. Enter the client device’s PIN on the Modem Router
Use this method if your client device has a Wi-Fi Protected Setup PIN number.

Step 1: Keep the default WPS Status as Enabled and click the Add device button in Figure
4-24, then the following screen will appear.

WPS Settings

@ Enter the new device's PIN.
PIN:

O Press the button of the new device in two mimutes.

Connect Back |

Figure 4-26

Enter the PIN number from the client device in the field on the above WPS screen. Then
click Connect button.

Step 2:

Step 3: “Connect successfully” will appear on the screen of Figure 4-26, which means the

client device has successfully connected to the Modem Router.
lll. Enter the Modem Router’s PIN on your client device
Use this method if your client device asks for the Modem Router’s PIN number.

Step 1: On the client device, enter the PIN number listed on the Modem Router's Wi-Fi

Protected Setup screen. (It is also labeled on the bottom of the Modem Router.)
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Step 2: The Wi-Fi Protected Setup LED flashes for two minutes during the Wi-Fi Protected
Setup process.

Step 3: When the WPS LED is on, the client device has successfully connected to the Modem
Router.

Step 4: Refer back to your client device or its documentation for further instructions.
&= Note:

1) The WPS LED on the Modem Router will light green for five minutes if the device has been
successfully added to the network.

2) The WPS function cannot be configured if the Wireless Function of the Modem Router is
disabled. Please make sure the Wireless Function is enabled before configuring the WPS.

4.7.3 Wireless Security
Choose menu “Wireless”>” Wireless Security”, you can configure the security settings of your

wireless network.

There are three wireless security modes supported by the Modem Router: WEP (Wired Equivalent
Privacy), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

Wireless Security Config

For network security. it is strongly recommended to enable wireless security and use WPA-PSK AES encryption
§8ID: | TP-LINK_BF5106 A/
@ Disable Wireless Security

O WEP
Authentication Type: | Open System
WEP Key Format:  Hexadecimal ¥

Selected Key: WEP Key Key Type
Key1: Disabled v
Key2: Disabled
Key3: Disabled
Key4d: Disabled v

) WPA-PSKWPA2-PSK
Authentication Type: | Auto v
Encryption:  Auto v
PSK Password:
(Enter ASCI characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

Group Key Update Period: o (in second, minimum is 30, 0 means no update)
Save
Figure 4-27

> Disable Wireless Security: If you do not want to use wireless security, check this radio
button. But it's strongly recommended to choose one of the following modes to enable
security.

> WEP: It is based on the IEEE 802.11 standard. If you check this radio button, you will find a
notice in red as show in Figure 4-27.
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Wireless Security Config

For network security, It is strongly recommended to enable wireless security and use WPA-PSK AES encryption
O Disable Wireless Security

® WEP
Authtype: | Open System v
WEP Key Format:  [Hexadecimal v

Selected Key: WEP Key Key Type
Key1: Dizabled ¥
Key2: Dizabled »
Key3: Disabled
Key4: Dizabled v

Figure 4-28

e Auth Type - you can choose the type for the WEP security on the drop-down list. The
default setting is Automatic, which can select Shared Key or Open System authentication
type automatically based on the wireless station's capability and request.

e WEP Key Format - Hexadecimal and ASCII formats are provided here. Hexadecimal
format stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified
length. ASCII format stands for any combination of keyboard characters in the specified
length.

o WEP Key - Select which of the four keys will be used and enter the matching WEP key that
you create. Make sure these values are identical on all wireless stations in your network.

o Key Type - You can select the WEP key length (64-bit, or 128-bit, or 152-bit.) for encryption.
"Disabled" means this WEP key entry is invalid.

64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not promoted) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not promoted) or 13 ASCII characters.

152-bit - You can enter 32 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not promoted) or 16 ASCII characters.

& Note:

If you do not set the key, the wireless security function is still disabled even if you have selected
Shared Key as Authentication Type.

> WPA-PSK /WPA2-PSK: It's based on Radius Server.

e Auth type - you can choose the version of the WPA security on the drop-down list. The
default setting is Auto, which can select WPA (Wi-Fi Protected Access) or WPA2 (WPA
version 2) automatically based on the wireless station's capability and request.

¢ Encryption - You can select either Auto, or TKIP or AES.

e PSK Password - You can enter ASCI| characters between 8 and 63 characters or 8 to 64
Hexadecimal characters.

e Group Key Update Period - Specify the group key update interval in seconds. The value
should be 30 or above. Enter 0 to disable the update.

Be sure to click the Save button to save your settings on this page.
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4.7.4 Wireless MAC Filtering

Choose menu “Wireless” - "MAC Filtering”, you can control the wireless access by configuring
the Wireless MAC Filtering function, shown in Figure 4-29.

Wireless MAC Filtering settings

¥ou can configure the Wireless MAGC Filtering to control the wireless access on this page

Wireless MAC Filtering: Enabled Disable

Filtering Fules

@ Deny the stations specified by any enabled entries in the list to access

O Allow the stations specified by any enabled entries in the list to access

.| MAC Address Status Description Edit
[0 | 00:1D:0F:11:22:33 Enahled YWireless station & Edit
Add New | Enable Selected | Disable Selected | Delete Selected |
Figure 4-29

To filter wireless users by MAC Address, click Enable. The default setting is Disabled.
> MAC Address: The wireless station's MAC address that you want to filter.

> Status: The status of this entry, either Enabled or Disabled.
> Description: A simple description of the wireless station.

To Add a Wireless MAC Address filtering entry, click the Add New button. The following page will
appear, shown in Figure 4-30:

Wireless MAC Filtering settings

You can configure the YWireless MAC Filtering to control the wireless access on this page.

MAC Address: g.q. 00:1D:0F:11:22:33
Description:
Status: Enabled +

Save | Back |

Figure 4-30
To add or modify a MAC Address Filtering entry, follow these instructions:

1. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC
Address is XX:XXXX:XX:XX: XX (X is any hexadecimal digit). For example:
00:1D:0F:11:22:33.

2. Give a simple description for the wireless station in the Description field. For example:
Wireless station A.

3. Select Enabled or Disabled for this entry on the Status drop-down list.
4. Click the Save button to save this entry.

To edit or delete an existing entry:

1. Click the Edit in the entry you want to modify.
2. Modify the information.
3. Click the Save button.

Click the Enable/ Disabled Selected button to make selected entries enabled or disabled.
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Click the Delete Selected button to selected entries.

For example: If you desire that the wireless station A with MAC address 00:1D:0F:11:22:33 and the
wireless station B with MAC address 00:0A:EB:00:07:5F are able to access the Modem Router, but
all the other wireless stations cannot access the Modem Router, you can configure the Wireless
MAC Address Filtering list by following these steps:

1. Click the Enable button to enable this function.

2. Select the radio button “Allow the stations specified by any enabled entries in the list to
access’ for Filtering Rules.

3. Delete all or disable all entries if there are any entries already.
4. Click the Add New button.
) Enter the MAC address 00:1D:0F:11:22:33/00:0A:EB:00:07:5F in the MAC Address field.

N -~

) Enter wireless station A/B in the Description field.

w

) Select Enabled in the Status drop-down list.
) Click the Save button.
5) Click the Back button.

I

The filtering rules that configured should be similar to the following list:

Filtering Rules
O Derry the stations specified by any enabled entries in the list to access

@ Allow the stations specified iy any enabled entries in the list to access.

] MAC Address Status Description Edit
[0 | 001D:0F:11:22:33 Enabled Wyireless station & Edit
[ | DO:0AEB:DD:075F Enabled Wyireless station B Edit

Add New Enable Selected Disable Selected ‘ Delete Selected ‘

4.7.5 Wireless Advanced

Choose menu “Wireless”’>”"Wireless Advanced”, you can configure the advanced settings of
your wireless network.

Wirelsss Lan Advanced Setting

Transmit Power: 100%
Beacon Interval: 100 (25-1000)
RTS Threshold: 2346 (1-2348)
Fragmentation Threshold: 2346 (256-234a)
DTIM Interval: 1 (1-255)

Enable Short Gl
[ Enable Client isolation
Enable Whihd

Save
Figure 4-31

» Transmit Power: Here you can specify the transmit power of Modem Router. You can select
High, Middle or Low which you would like. High is the default setting and is recommended.

> Beacon Interval: Enter a value between 25-1000 milliseconds for Beacon Interval here. The
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beacons are the packets sent by the Modem Router to synchronize a wireless network.
Beacon Interval value determines the time interval of the beacons. The default value is 100.

RTS Threshold: Here you can specify the RTS (Request to Send) Threshold. If the packet is
larger than the specified RTS Threshold size, the Modem Router will send RTS frames to a
particular receiving station and negotiate the sending of a data frame. The default value is
2346.

Fragmentation Threshold: This value is the maximum size determining whether packets
will be fragmented. Setting the Fragmentation Threshold too low may result in poor network
performance because of excessive packets. 2346 is the default setting and is recommended.

DTIM Interval: This value determines the interval of the Delivery Traffic Indication Message
(DTIM). A DTIM field is a countdown field informing clients of the next window for listening to
broadcast and multicast messages. When the Modem Router has buffered broadcast or
multicast messages for associated clients, it sends the next DTIM with a DTIM Interval value.
You can specify the value between 1-255 Beacon Intervals. The default value is 1, which
indicates the DTIM Interval is the same as Beacon Interval.

Enable Short GI: This function is recommended for it will increase the data capacity by
reducing the guard interval time.

Enabled Client isolation: This function can isolate wireless stations on your network from
each other. Wireless devices will be able to communicate with the Modem Router but not
with each other. To use this function, check this box. Client isolation is disabled by default.

Enable WMM: WMM function can guarantee the packets with high-priority messages being
transmitted preferentially. It is strongly recommended.

& Note:

If you are not familiar with the setting items in this page, it's strongly recommended to keep the
provided default values; otherwise it may result in lower wireless network performance.

4.7.6 Wireless Status

Choose menu “Wireless”>"Wireless Status”, you can see the MAC Address, Current Status,
Received Packets and Sent Packets for each connected wireless station.

>
>

Wireless Stations Status
This page displays the basic information of all stations in this wireless network.

Current Connected Wireless Stations numbers: 0 Refresh

ID Mac Address Current Status Received Packets | Sent Packets §SID

Figure 4-32
MAC Address: The connected wireless station's MAC address

Current Status: The connected wireless station's running status, one of STA-AUTH/
STA-ASSOC/ STA-JOINED/ WPA/ WPA-PSK/ WPA2/ WPA2-PSK/ AP-UP/ AP-DOWN/ Disconnected

Received Packets: Packets received by the station

Sent Packets: Packets sent by the station

You cannot change any of the values on this page. To update this page and to show the current
connected wireless stations, click on the Refresh button.
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4.8 Route Settings

Choose “Route Settings”, it includes three menus: Default Gateway, Static Route and RIP
Settings. The detailed descriptions are provided below.

Route Settings

Def:
Static Route
RIP Settings

4.8.1 Default Gateway

Choose “Route Settings’>“Default Gateway”, you can see the Default Gateway screen. You
can select a WAN Interface from the drop-down list as the system default gateway.

Default Gateway Setting

Select a preferred WAN Interface as the system default gateway.

Select WAN Interface: | Mo available interface. V| Add Interface |
_ save |
Figure 4-33

Click the Add Interface button, you can add WAN Interfaces.

Click the Save button to save your settings.
4.8.2 Static Route

Choose “Route Settings”> “Static Route”. You can see the Static Route screen, this screen
allows you to configure the static routes (shown in Figure 4-34). A static route is a pre-determined
path that network information must travel to reach a specific host or network.

This page displays static route table. Click relewant button to configure it.
O Destination IP Address subnet Mask Gateway status Edit
1 202 96 134 210 255 255 255.0 172.30.74 1 Enabled Eit
Add New | Enable Selected | _ Disable Selected | Delete Selected |
Refresh
Figure 4-34

To add static routing entries:

1. Click the Add New button in Figure 4-34, and you will see the screen as shown in Figure
4-35.
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Static Route

Static Route information can be set on this page.

Destination IP Address: 202.96.134.210
Subnet Mask: |255.255.255.0

Gateway: 172.30.74.1

Interface: | |ap v
Status: Enabled v
Save Back |
Figure 4-35

Enter the following data:

Destination IP Address: The Destination IP Address is the address of the network or host
that you want to assign to a static route.

Subnet Mask: The Subnet Mask determines which portion of an IP Address is the network
portion, and which portion is the host portion.

Gateway: Here you should type the Gateway address correctly, and the option for
Interface will adopt the default Gateway address for the Static Route.

Interface: Select the Interface name in the text box, or else, the default Use Interface will be
adopted for the Static Route.

Status: Select Enabled or disabled from the drop-down list.

Click Save to save your settings as shown in Figure 4-35.

To modify or delete an existing entry:

Find the desired entry in the table.

Click Edit as desired on the Edit column.

Click the Enable/ Disabled Selected button to make selected entries enabled/ disabled.

Click the Delete Selected button to delete selected entries.

4.8.3 RIP Settings

Choose “Route Settings”>“RIP Settings”, you can see the RIP (Routing Information Protocol)
screen which allows you to configure the RIP.

RIP Settings

To activate RIP for the WAN interface, select the desired RIP version and operation and place a check in the 'Enabled' checkbox. To stop RIP on the
YWAN Interface, uncheck the 'Enabled' checkbox, Click the 'Save/Apply' button to start/stop RIP and save the configuration.

NOTE: RIP cannot be configured on the WaAN interface which has NAT enabled

Interface Version Operation Enabled

Save
Figure 4-36

& Note:
RIP cannot be configured on the WAN Interface which has NAT enabled (such as PPPoE).
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4.9 Forwarding

Forwarding

Port Triggering

There are four submenus under the Forwarding menu: Virtual Servers, Port Triggering, DMZ
and UPnP. Click any of them, and you will be able to configure the corresponding function.

4.9.1 Virtual Servers

Choose menu “Forwarding” = “Virtual Servers”, and then you can view and add virtual servers
in the next screen (shown in Figure 4-37). Virtual servers can be used for setting up public
services on your LAN. A virtual server is defined as a service port, and all requests from Internet
to this service port will be redirected to the computer specified by the server IP. Any PC that was
used for a virtual server must have a static or reserved IP address because its IP address may
change when using the DHCP function.

Virtual Server

“irtual server defines the mapping from YWAN service port to LAN server. All requests from the Internet to this service port will be redirected to the
computer specified by the server [P

0 Service Port IP Address Protocol Status WAN Edit
0 21 192 168.1.100 TCP or UDP Enabled pppoe_B_95_2 Edit

Add New | Enable Selected | Disable Selected | Delete Selected |

Refresh
Figure 4-37

> Service Port: The numbers of External Service Ports. You can enter a service port or a
range of service ports (the format is XXX — YYY; XXX is the Start port and YYY is the End
port).

IP Address: The IP address of the PC running the service application.

Protocol: The protocol used for this application, either TCP, UDP, or All (all protocols
supported by the Modem Router).

» Status: The status of this entry, "Enabled" means the virtual server entry is enabled.

Edit: To modify or delete an existing entry.

To setup a virtual server entry:

1. Click the Add New button. (pop-up Figure 4-38)

2. Select the service you want to use from the Common Service Port list. If the Common
Service Port menu does not list the service that you want to use, enter the number of the
service port or service port range in the Service Port field.

3. Select the service you want to use from the Use Interface list.
4. Enter the IP address of the computer running the service application in the IP Address field.
5. Select the protocol used for this application in the Protocol drop-down list, either TCP, UDP,
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or All.

6. Select the Enabled option in the Status drop-down list.
Click the Save button.

‘irtual server defines the mapping from WAN service port to LAN server. Al requests from the Internet to this service port will be redirected to the
camputer specified by the server IP

Note: Virtual Server setup is supported anly when there is available interface

Use Interface: | pppoe 8 35 2 4

Service Port: (P04 Or KK
IP Address:
Protocol: |al| -
Status: | Enahbled -

Common Service Port: ---Please Select--- +

Save | Back

Figure 4-38

&~ Note:

It is possible that you have a computer or server that has more than one type of available service.
If so, select another service, and type the same IP address for that computer or server.

To modify or delete an existing entry:

1. Find the desired entry in the table.

2. Click Edit as desired on the Edit column.

Click the Enable/ Disabled Selected button to make selected entries enabled/ disabled.

Click the Delete Selected button to delete selected entries.

& Note:

If you set the service port of the virtual server as 80, you must set the Web management port on
System Tools —> Remote Management page to be any other value except 80 such as 8080.
Otherwise there will be a conflict to disable the virtual server.

4.9.2 Port Triggering

Choose menu “Forwarding”— "Port Triggering”, you can view and add port triggering in the
next screen (shown in Figure 4-39). Some applications require multiple connections, like Internet
games, video conferencing, Internet telephoning and so on. Port Triggering is used for some of
these applications that cannot work with a pure NAT Modem Router.

Port Trigger

Some applications reguire multiple connections, such as Internet games, video conferences, Internet callings and so on. Due to firewall these
applications cannot wark with a pure NAT Router. Port Triggering can help some of these applications deal with this problem
O Trigger Port Trigger Protocol Open Port Open Protocol Status Edit
4] 6112 TCP ar UDP G112 TCP ar UDP Enable Edit
Add New ‘ Enable Selected | Disable Selected ‘ Delete Selected |
Refresh
Figure 4-39

To add a new rule, follow the steps below.
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Click the Add New button, the next screen will pop-up as shown in Figure 4-40.

Select a common application from the Common Service Port drop-down list, then the
Trigger Port field and the Open Ports field will be automatically filled. If the Common
Service Port do not have the application you need, enter the Trigger Port and the Open
Ports manually.

Select the protocol used for Trigger Port from the Trigger Protocol drop-down list, either
TCP, UDP, or All.

Select the protocol used for Incoming Ports from the Incoming Protocol drop-down list,
either TCP or UDP, or All.

Select Enable in Status field.

Click the Save button to save the new rule.

Port Trigger

Some applications require multiple connections, such as Internet games, video conferences, Internet callings and so on. Due to firewall these
applications cannot work with 2 pure NAT Router. Port Triggering can help some of these applications deal with this groblem.

Mate: Port Triggering is supported only when there is available interface

Use Interface: | pppoe B 35 2 &

Trigger Port:

Trigger Protocol: ALL v
Open Port:
Open Protocol: ALL v
Status: Enabled v
Common Service Port: —-Please Select-—
Save ‘ Back |
Figure 4-40

Trigger Port: The port for outgoing traffic. An outgoing connection using this port will trigger
this rule.

Trigger Protocol: The protocol used for Trigger Ports, either TCP, UDP, or All (all protocols
supported by the Modem Router).

Open Port: The port or port range used by the remote system when it responds to the
outgoing request. A response using one of these ports will be forwarded to the PC which
triggered this rule. You can input at most 5 groups of ports (or port sections). Every group of
ports must be separated with ",", for example, 2000-2038, 2046, 2050-2051, 2085,
3010-3030.

Open Protocol: The protocol used for Incoming Port, either TCP, UDP, or ALL (all
protocols supported by the Modem Router).

Status: The status of this entry, Enabled means the Port Triggering entry is enabled.
Modify: To modify or delete an existing entry.

Common Service Port: Some popular applications already listed in the drop-down list of
Open Protocol.

To modify or delete an existing entry:

1.
2.

Find the desired entry in the table.

Click Edit as desired on the Edit column.

Click the Enable/ Disabled Selected button to make selected entries enabled/ disabled.
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Click the Delete Selected button to delete selected entries.

Once the Modem Router is configured, the operation is as follows:

1. A local host makes an outgoing connection to an external host using a destination port
number defined in the Trigger Port field.

2. The Modem Router records this connection, opens the incoming port or ports associated
with this entry in the Port Triggering table, and associates them with the local host.

3.  When necessary, the external host will be able to connect to the local host using one of the
ports defined in the Incoming Ports field.

F Note:

1. When the trigger connection is released, the corresponding opened ports will be closed.

2. Each rule can only be used by one host on the LAN at a time. The trigger connection of other
hosts on the LAN will be refused.

3. Open Ports ranges cannot overlap each other.

49.3 DMZ

Choose menu “Forwarding—~DMZ”, and then you can view and configure DMZ host in the screen
(shown in Figure 4-41).The DMZ host feature allows one local host to be exposed to the Internet
for a special-purpose service such as Internet gaming or videoconferencing. The Modem Router
forwards packets of all services to the DMZ host. Any PC whose port is being forwarded must
have its DHCP client function disabled and should have a new static IP Address assigned to it
because its IP Address may be changed when using the DHCP function.

The DMZ host feature allows one local host to be exposed to the Internet for bidirectional communication.

DMZ Status: O Enahble & Disable

DMZ Host IP Address: 0.0.0.0

Save

Figure 4-41

To assign a computer or server to be a DMZ server:

1. Click the Enable button.

2. Enter the IP address of a local PC that is set to be DMZ host in the DMZ Host IP Address
field.

3. Click the Save button.

4.9.4 UPnP

Choose menu “Forwarding—UPnP”, and then you can view the information about UPnP in the
screen (shown in Figure 4-42). The Universal Plug and Play (UPnP) feature allows the devices,
such as Internet computers, to access the local host resources or devices as needed. UPnP
devices can be automatically discovered by the UPnP service application on the LAN.
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UPRP config

This page dsiplays UPnP status and settings

Current UPnP Status:  Disabled Enable

Current UPnR Settings List
11] App Description External Port Protocol Internal Port IP Address Status

Refresh

Figure 4-42

> Current UPnP Status: UPnP can be enabled or disabled by clicking the Enable or Disable
button. This feature is enabled by default.

» Current UPnP Settings List: This table displays the current UPnP information.

« App Description: The description about the application which initiates the UPnP
request.

. External Port: The port which the Modem Router opened for the application.

« Protocol: The type of protocol which is opened.

« Internal Port: The port which the Modem Router opened for local host.

« IP Address: The IP address of the local host which initiates the UPnP request.

« Status: Either Enabled or Disabled. "Enabled" means that the port is still active;
otherwise, the port is inactive.

Click the Enable button to enable UPnP.
Click the Disable button to disable UPnP.
Click the Refresh button to update the Current UPnP Settings List.

4.10 Parent Control

Choose menu “Parent Control”, and you can configure the parental control in the screen as
shown in Figure 4-43. The Parental Control function can be used to control the internet activities of
the child, limit the child to access certain websites and restrict the time of surfing.
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Parent Control

Parental Control function can be used to control the Internet activities of the child, limit the child to access specified websiies in specified time.
[] Enable Parental Control
MAC Address Of Parental PC:
MAC Address of Current PC: Copy to Ablwg|
Save
MAC Address - 1:
MAC Address - 2:
MAC Address - 3:
MAC Address - 4:
MAC Address in current LAN: | 6c:62:6d:7:32:09 ~ Fillln |-Please ¥
Apply To: Start Time: End Time:
Each Day v 00:00 v 24:00 - Add
Time | 0:00| 1:00| 2:00| 3:00 | 4:00| 5:00 | 6:00| 7:00| 8:00 | 9:00 10:0011:00/12:00[13:00/14:00
Sun
Mon.
Tues
Wed.
Thur.
Fri
Sat
L] L]
Clear Schedule
Add URL: Add
=] Details
Delete Selected (It will not take effect until you save it )
Save

Figure 4-43

» Enable Parental Control: Check the box if you want this function to take effect. This function
is disabled by default.

» MAC Address of Parental PC: In this field, enter the MAC address of the controlling PC, or
you can make use of the Copy To Above button below.

» MAC Address of Current PC: This field displays the MAC address of the PC that is
managing this Modem Router. If the MAC Address of your adapter is registered, you can click
the Copy To Above button to fill this address to the MAC Address of Parental PC field above.

» Add URL: Here you can input the net addresses which the child is allowed to access.

Click the Save button to save your settings.

4.11 Firewall

LAN Host
WAN Host

Schedule

DDos

56



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

There are four submenus under the Firewall menu: Rule, LAN Host, WAN Host, Schedule and
DDoS. Click any of them, and you will be able to configure the corresponding function.

4.11.1Rule

Choose menu “Firewall” — “Rule”, and then you can view and set Access Control rules in the
screen as shown in Figure 4-44.

e

The router can restrict the infermet behavior of 1an host 'You €an enable or disabie this funcion on his page. and set detault rules. Futhermore. you can sef fienble
combination rules by selecling proper "Lan Host™ | "Wan Hosl® and "Schedule” o construct the inbegrated and powerful inbemet control rules.

] Enable Firewal

Defawl Falenng Rukes
) Allow the packets not specified by any fitenng rules to pass through ine device
- Deny the packets not specified by any fiferng rules to pass through the device
Nole. The modem router will first ry to match e packe! with the enabled Nibering rules one by one in the list and apply the first matching rube, IF the packel is nol specified by
any fitering rules In the list, then the Default Filtering Rule wil take effect

Save

Description Lan Host Target Bchedul Fass Status Edit

Add New Enablc Sclected Disable Sclected Delete Selected

Figure 4-44

» Enable Firewall: Select the check box to enable the Firewalll function, so the Default Filtering
Rules can take effect.

Description: Here displays the description of the rule and this name is unique.

LAN Host: Here displays the host selected in the corresponding rule.

Target: Here displays the target selected in the corresponding rule.

Schedule: Here displays the schedule selected in the corresponding rule.

Status: Here displays the status of the rule, enabled or not.

Edit: Here you can edit or delete an existing rule.

Add New: Click the Add New button to add a new rule entry.

Enable Selected: Click the Enable Selected button to enable the selected rules in the list.

Disable Selected: Click the Disable Selected button to disable the selected rules in the list.

YV V.V V ¥V ¥V V V VY VY

Delete Selected: Click the Delete Selected button to delete the selected entries in the table.
The methods to add a new rule:

Click the Add New button and the next screen will pop up as shown in Figure 4-45.
Give a name (e.g. Rule_1) for the rule in the Description field.

Select a host from the LAN Host drop-down list or choose “Add LAN Host".
Select a target from the WAN Host drop-sown list or choose “Add WAN Host”.
Select a schedule from the Schedule drop-down list or choose “Add Schedule”.

In the Action field, select Deny or Allow to deny or allow your entry.

In the Status field, select Enabled or Disabled to enable or disable your entry.

In the Direction field, select IN or OUT from the drop-down list for the direction.

In the Protocol field, here are four options, All, TCP, UDP, and ICMP. Select one of them
from the drop-down list for the target.

© ® N gk w N>
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10. Click the Save button.

Aninternet control rule can be set on this page
Description:
LAN Host: | Any Host ¥ | Add LAN Host
WAN Host: | Any Host ¥ | Addd WWaAN Host
Schedule: | Any Time v | Add Schedule
Action: Deny v
Status: | Enabled M
Direction: 1M e
Protocol:  |ALL 4
Save | Back
Figure 4-45

4.11.2LAN Host

Choose menu “Firewall” — “LAN Host”, and then you can view and set a Host list in the screen
as shown in Figure 4-46.

LAN HOST

O Description Address Info Edit
O Host_1 182.1658.1.58 Edit
Add New | Delete Selected |

Figure 4-46

» Description: Here displays the description of the host and this description is unique.
» Address Info: Here displays the information about the host. It can be IP or MAC.
> Edit: To modify an existing entry.
To add a new entry, please follow the steps below.
1. Click the Add New button.
2. In the Mode field, select IP Address or MAC Address.
e |[f you select IP Address, please follow the steps below:
1) In Description field, create a unique description for the host (e.g. Host_1).
2) InIP Address field, enter the IP address.
o |[f you select MAC Address, please follow the steps below:
1) In Description field, create a unique description for the host (e.g. Host_1).
2) In MAC Address field, enter the MAC address.
3. Click the Save button to complete the settings.

Click the Delete Selected button to delete the selected entries in the table.
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4.11.3 WAN Host

Choose menu “Firewall” — “WAN Host”, and then you can view and set a Host list in the screen
as shown in Figure 4-47.

WAN HOST

L] Description Details Edit
¥ Host_1 202.114.71.2 Edit

Add New | Delete Selected

Figure 4-47
> Description: Here displays the description about the WAN and this description is unique.
» Details: The details can be IP address, port, or domain name.
> Edit: To modify an existing entry.
To add a new entry, please follow the steps below.
1. Click the Add New button.
2. In Mode field, select IP Address, MAC Address or URL Address.

If you select IP Address, the screen shown is Figure 4-48.

WAN HOST

Made:
Description:
IP Address:
Port:
Save | Back |
Figure 4-48

1) In Description field, create a unique description for the host (e.g. Host_1).
2) InIP Address field, enter the IP address.
If you select MAC Address, the screen shown is Figure 4-49.

WAN HOST

Description:
MAC Address:

Save | Back |

Figure 4-49
1) In Description field, create a unique description for the host (e.g. Host_1).
2) In MAC Address field, enter the MAC address.

If you select URL Address, the screen shown is Figure 4-50.
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WAN HOST

Mode: URL Address v

Description:
Add URL Address: Add

B Detail

Delete | (Itwon't take effect until vou save it)

Save | Back ‘

Figure 4-50
In Description field, create a unique description for the host (e.g. Host_1).

Enter the URL address in the Add URL Address field, and then click the Add button. The
URL address will be shown in the Detail table. If you click the Delete button, the existing URL
address in the Detail table can be deleted.

Click the Save button to complete the settings.

4.11.4 Schedule

Choose menu “Firewall” — “Schedule”, and then you can view and set a Schedule list in the
next screen as shown in Figure 4-51.

>
>

Task Schedule

F Description Edit
L] Schedule_1 Edit
Add New | Delete Selected |
Figure 4-51

Description: Here displays the description of the schedule and this description is unique.

Edit: Here you can modify an existing schedule.

To add a new schedule, follow the steps below:

1.
2
3.
4

5.

Click Add New button and the next screen will pop-up as shown in Figure 4-52.
In Description field, create a unique description for the schedule (e.g. Schedule_1).
In Apply To field, select the day or days you need.

In time field, you can select all day-24 hours or you may enter the Start Time and Stop Time
in the corresponding field.

Click Save to complete the settings.

Click the Clear Schedule button to clear your settings in the table.
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Schedule can be set on this page.

Description:
Apply To: Start Time: End Time:
Each Day v 00:00 v 24:00 v Add
Time |0:00 1:00|2:00 3:00 4:00 500 6:00 7:00 200 9:00(10:0011:0012:00/1:00|2:00
Sun.
Man
Tues
ed

S
|

Clear Schedule

Save | Back ‘

Figure 4-52

Click the Delete Selected button to delete the slected entries in the table.

4.11.5DDoS

Choose menu “Firewall” — “DDoS”, and then you can view and set DDoS in the next screen as
shown in Figure 4-53.

DDoS Parameters can be set on this page.

DoS Protection: (& Enable & Disable
(Note:DOS Protection will not take effect only when the Traffic Statistics is enabled.)

[] Enable ICMP-Flood Attack Filtering
ICMP-Flood Packets Threshold (5~3600): packets/second

[] Enable UDP-Flood Attack Filtering

UDP-Flood Packets Threshold (5~3600) : packets/second
[] Enable TCP-SYN-Flood Attack Filtering
TCP-SYN-Flood Packets Threshold (5~3600): (50 | packets/second

[[] Forbid ping packets from LAN port

save Blocked DOS Host List

Figure 4-53

> DoS protection - Denial of Service protection. Check the Enable or Disable button to enable

or disable the DoS protection function. Only when it is enabled, will the flood filters be
enabled.

& Note:

Dos Protection will take effect only when the Traffic Statistics in “System Tool — Traffic
Statistics” is enabled.
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> Enable ICMP-Flood Attack Filtering - Enable or Disable the ICMP-Flood Attack Filtering.

» ICMP-Flood Packets Threshold (5~3600) - The default value is 50. Enter a value between
5 ~ 3600. When the current ICMP-Flood Packets number is beyond the set value, the
Modem Router will startup the blocking function immediately.

»> Enable UDP-Flood Filtering - Enable or Disable the UDP-Flood Filtering.

> UDP-Flood Packets Threshold (5~3600) - The default value is 500. Enter a value between 5
~ 3600. When the current UPD-Flood Packets number is beyond the set value, the Modem
Router will startup the blocking function immediately.

» Enable TCP-SYN-Flood Attack Filtering - Enable or Disable the TCP-SYN-Flood Attack
Filtering.

» TCP-SYN-Flood Packets Threshold (5~3600) - The default value is 50. Enter a value
between 5 ~ 3600. When the current TCP-SYN-Flood Packets numbers is beyond the set
value, the Modem Router will startup the blocking function immediately.

> Forbid ping packet from LAN port - Enable or Disable Forbid ping packet from LAN port.
The default setting is disabled. If enabled, the ping packet from LAN cannot access the
Modem Router. This function can be used to defend against some viruses.

Click the Save button to save the settings.

Click the Blocked DoS Host List button to display the DoS host table by blocking.

4.12 Bandwidth Control

Choose menu “Bandwidth Control”’, and then you can view and configure the corresponding
function in the next screen as shown in Figure 4-54.

Bandwidth Control

Bandwidth confrol enables you 1o control handwidin for compaters in LAK This page allows you to enable or disable Bandwidth Controd, and et control rules. Only when the
Bandwidth Controd = enabled can the rukes take effect.
Hole. For optimal control of the bandwidlh, please configure the righl Line Type and bandwidth. If you are nol sure abol these information, please ask your ISP for help.
[] Enable handwidth control
Line Type: & ADSL O Olher
Total Upstream Bandwidth: Kbps
Tetal Downstream Bandwidth: Kbps
Save
Bandwidth Conlrod Rules
Upstream Bandwidth (Kbps) Downstream Bandwidth (Kbps)
i Description Pricrity Status Edit
Min Max Min Max
Add New Enable Selected Disable Selected | Delete Selected

In this screen you can configure the Upstream Bandwidth and Downstream Bandwidth. The
values you configure should be less than 100000Kbps. For optimal control of the bandwidth,
please select the right Line Type and ask your ISP for the total bandwidth of the egress and
ingress.

» Enable Bandwidth Control: Check this box so that the Bandwidth Control settings can take
effect.

» Line Type: Select the right type for you network connection. If you don’t know how to choose,
please ask your ISP for the information.

» Total Upstream Bandwidth - The upload speed through the WAN port.
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» Total Downstream Bandwidth - The download speed through the WAN port.

In this screen you can also configure the Bandwidth Control rules.
> Description: This is the information about the rules such as address range.

» Upstream bandwidth: This field displays the max and mix upload bandwidth through the
WAN port, the default is 0.

> Downstream bandwidth: This field displays the max and mix download bandwidth through
the WAN port, the default is 0.

» Edit: Click Edit to modify the rule.
To add/modify a Bandwidth Control rule, follow the steps below.
1. Click Add New shown in Figure 4-54, you will see a new screen shown in Figure 4-55.

2. Enter the information like the screen shown below.

Enable

IP Range:
Port Range:
Protocol:  [all v

Priotity: |5 v

Min Rate(Kbps) Max Rate{Kbps)
Upstream:
Downstream:

Save | Back

Figure 4-55
3. Click the Save button.

413 IP&MAC Binding

IP & MAC Binding

ARP List

There are two submenus under the IP &MAC Binding menu: Binding Settings and ARP List.
Click any of them, and you will be able to scan or configure the corresponding function. The
detailed explanations for each submenu are provided below.

4.13.1 Binding Setting

This page displays the IP & MAC Binding Setting table; you can operate it in accord with your
desire (shown in Figure 4-56).
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Binding Settings
This page displays the ARP List. Please click corresponding button to configure IP-MAC Binding entries

ARP Binding O Enable @ Disable Save

] MAC Address IP Address Status Edit
L] 40:61:86:FC:74:28 182.165.1.100 Eound Edit
Add New | Enable Selected | Disable Selected ‘ Delete Selected ‘
Refresh
Figure 4-56

MAC Address: The MAC address of the controlled computer in the LAN.
IP Address: The assigned IP address of the controlled computer in the LAN.

Bound: Check this option to enable ARP binding for a specific device.

Y V VY VY

Edit: To modify or delete an existing entry.

When you want to add or modify an IP & MAC Binding entry, you can click the Add New button or
Edit button, and then you will go to the next page. This page is used for adding or modifying an IP
& MAC Binding entry (shown in Figure 4-57).

Binding Settings

This page allows you to set IP-MAC Binding entries.

MAC Address:
IP Address:
Bind

Save Back |

Figure 4-57
To add IP & MAC Binding entries, follow the steps below.
1. Click the Add New button as shown in Figure 4-56.
2. Enter the MAC Address and IP Address.
3. Select the Bind checkbox.
4. Click the Save button to save it.
To modify or delete an existing entry, follow the steps below.
1. Find the desired entry in the table.
2. Click Edit as desired on the Edit column.
Click the Enable/ Disable Selected button to make selected entries enabled or disabled.

Click the Delete Selected button to delete selected entries.
4.13.2 ARP List

To manage the computer, you could observe the computers in the LAN by checking the
relationship of MAC address and IP address on the ARP list, and you could also configure the
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items on the ARP list. This page displays the ARP List; it shows all the existing IP & MAC Binding
entries (shown in Figure 4-58).

ARP List

] MAC Address IP Address Status
] GC.62:6d:f7:32:00 192.168.1.100 UnLoaded
Load Selected |  Delete Selected |
Refresh
Figure 4-58

MAC Address: The MAC address of the controlled computer in the LAN.

IP Address: The assigned IP address of the controlled computer in the LAN.
Status: Indicates whether or not the MAC and IP addresses are bound.

Load: Load the item to the IP & MAC Binding list.

Click the Load Selected button to load selected items to the IP & MAC Binding list.

YV V VYV VY

Click the Refresh button to refresh all items.

4.14 Dynamic DNS

Choose menu “Dynamic DNS”, and you can configure the Dynamic DNS function.

The Modem Router offers the DDNS (Dynamic Domain Name System) feature, which allows the
hosting of a website, FTP server, or e-mail server with a fixed domain name (named by yourself)
and a dynamic IP address, and then your friends can connect to your server by entering your
domain name no matter what your IP address is. Before using this feature, you need to sign up for
DDNS service providers such as www.dyndns.com. The Dynamic DNS client service provider will
give you a password or key.

DDNS Settings

Parameters of DDNS "Oray.net' can be set on this page.

Service URL: Apply Help

Service Provider: |www.oray.com % Gotoregister
User Name:
Password:

Enable DDNs [

Connection Status: Disconnected
Service Type:
Domain Information: o

Login

Save

Figure 4-59
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Service Provider: This field displays the service provider of DDNS.

Domain Name: Enter the Domain name you received from dynamic DNS service provider.
Username & Password: Type the “User Name” and “Password” for your DDNS account.
Enable DDNS: Activate the DDNS function or not.

YV V VYV VYV V

Login/ Logout: Login to or logout of the DDNS service.

4.15 Diagnostic

Choose “Diagnostic”, you can view the test results for the connectivity of the physical layer and
protocol layer for both LAN and WAN sides in the screen. Select the desired type and click the start
button.

Diagnostics Tools

The router's internet connection status can be tested on this page. Please select the desired type and click the
start button.

Diagnostics Type | Test internet surfing h Start

(Test internet surfing |
Test WAN interface connection

Figure 4-60
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416 System Tools

System Tools

Time Settings
Manage Control
CWMP Settings
SNMP Settings

Backup & Restore

Factory Defaults

Firmware Upgrade

Reboot

Statisties

Choose menu “System Tools”, and you can see the submenus under the main menu: System
Log, Time Settings, Manage Control, CWMP Settings, SNMP Settings, Backup & Restore,
Factory Defaults, Firmware Upgrade, Reboot and Statistics. Click any of them, and you will be
able to configure the corresponding function. The detailed explanations for each submenu are
provided below.

4.16.1 System Log

Choose menu “System Tools” — “System Log”, and then you can view the logs of the Modem
Router.

System Log

Log Type: [ALL ¥ LogLevel: Debug v
ndex|  Tme | Ty | Level | Content
1 [19700101000003| DSL | Noice | ADSL def 3Actvating
Refresh |  clesrlog |  savelog | _ LogSetiings |
Figure 4-61
» Log Type: By selecting the log type, only logs of this type will be shown.
» Log Level: By selecting the log level, only logs of this level will be shown.
» Refresh: Refresh the page to show the latest log list.
» Clear Log: All the logs will be deleted from the Modem Router permanently, not just from the
page.
» Save Log: Click to save all the logs in a txt file.

> Log Settings: Click to set the logs in the screen (shown in Figure 4-62).
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Sslogsetings

Save Locally

Minimum Level | Information b

[] save Remotely

Save Back

Figure 4-62
Save Locally: If Save Locally is selected, events will be recorded in the local memory.

Minimum Level: Select the Minimum level in the drop-down list, for the Minimum Level, all
logged events above or equal to the selected level will be displayed.

> Save Remotely: If Save Remotely is selected, events will be sent to the specified IP address
and UDP port of the remote system log server.

Click the Save button to save your settings.
4.16.2 Time Settings

Choose menu “System Tools” — “Time Settings”, and then you can configure the time on the
following screen.

Time Settings

The system time of Modem Router can be set on this page. You can set the time manually or get standard GMT from the Internet.

Time Zone: (GMT) Greenwich Mean Time;Dublin, Edinburgh, London, Lisbon v
Date: 1970 Year |1 Month |1 Day
Time: 1 Hour |24 Minute | 37 Second

NTP Server Prior 1:
NTP Server Prior 2:

Get GMT (Only when the Internet connection is on.)

Save

Figure 4-63
Time Zone: Select your local time zone from this pull down list.
Date: Enter your local date in MM/DD/YY into the right blanks.
Time: Enter your local time in HH/MM/SS into the right blanks.

YV V V V

NTP Server 1 / NTP Server 2: Enter the address or domain of the NTP Server 1 or NTP
Server 2, and then the Modem Router will get the time from the NTP Server preferentially. In
addition, the Modem Router built-in some common NTP Servers, so it can get time
automatically once it connects the Internet.

To set time manually:

1. Select your local time zone.

2. Enter the Date in Year/Month/Day format.

3. Enter the Time in Hour/Minute/Second format.
4. Click Save.

To set time automatically:

68



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

1. Select your local time zone.

2. Enter the address or domain of the NTP Server 1 or NTP Server 2.
3. Click the Get GMT button to get system time from Internet if you have connected to the

Internet.
4.16.3 Manage Control

Choose “System Tools” — “Manage Control”, you can see the screen (shown in Figure 4-62)

Current User Status

User Type: Admin
User Name: admin
Host IP Address: 192.168.1.100
Host MAC Address: 6C.62:6D:F7:32:09

Account Management
Old Password:
New User Name:
New Password:
Confirm Password:

Service Cenfiguration
HTTP Service Host({IPIMAC)
Local Management Port|go
Remote Management Enable ] Port

Save
Figure 4-64

» Current User Status: This box displays the information about User Type, User Name, Host
IP Address and Host MAC Address.

» Account Management: Here you can set the account user information about Old Password,
New User Name, New Password and Confirm Password.

> Service Configuration: Here you can modify the port of the Modem Router's web
management interface and limit the hosts which can login this Modem Router's web
management interface.

4.16.4 CWMP Settings

Choose “System Tools” — “CWMP Settings”, you can configure the CWMP function in the
screen.

The Modem Router offers CWMP feature. The function supports TR-069 protocol which collects
information, diagnoses the devices and configures the devices automatically via ACS
(Auto-Configuration Server).
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YV V. .V VYV ¥V VYV V

A\

>

CWMP Settings

WAN Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform aut iguration, provision, ion, and di; to this
device. Select the desired values and click "Save/Apply" to configure the TR-069 client options.

CWMP: ( Enable () Disable
Inferm: & Enable @ Disable

Inform Interval: 300
ACS URL:
ACS User Name: |admin
ACS Password: | sssss
Interface used by TR-089 client: | Any_WAN v
Display SOAP messages on serial console:  ( Enable (& Disable

Connection Request Authentication
Connection Request User Name:  admin
Connection Request Password: | sssss
Connection Request Path: | /troes
Connection Request Port: (7547
Connection Request URL:

Figure 4-65
CWMP: Select enable the CWMP function.

Inform: Enable or disable the function. If enabled, the information will be informed to ACS
server periodically.

Inform Interval: Enter the interval time here.

ACS URL: Enter the website of ACS which is provided by your ISP.

ACS User Name/Password: Enter the User Name and password to login the ACS server.
Interface used by TR-069 client: Select the interface used by TR-069 client.

Display SOAP messages on serial console: Enable or disable this function.

Connection Request User Name/Password: Enter the User Name and Password that
provided the ACS server to login the Modem Router.

Connection Request Path: Enter the path that connects to the ACS server.
Connection Request Port: Enter the port that connects to the ACS server.

Connection Request URL: Enter the URL that connects to the ACS server.

4.16.5 SNMP Settings

Choose “Management’>“SNMP Agent”, you can see the SNMP-Configuration screen as shown
below.

SNMP (Simple Network Management Protocol) has been widely applied in the computer networks
currently, which is used for ensuring the transmission of the management information between
any two nodes. In this way, network administrators can easily search and modify the information
on any node on the network. Meanwhile, they can locate faults promptly and implement the fault
diagnosis, capacity planning and report generating.

SNMP Settings

Simple Network Management Protocol (SNMP) allows a management application to retrieve statistics and status from the SNMP agent in this device.

Select the desired values and click "Apply" to configure the SNMP options.

SNMP Agent: (& Disable (3 Enable

Save
Figure 4-66
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An SNMP Agent is an application running on the Modem Router that performs the operational role
of receiving and processing SNMP messages, sending responses to the SNMP manager, and
sending traps when an event occurs. So a router contains SNMP "agent" software can be
monitored and/or controlled by SNMP Manager using SNMP messages.

4.16.6 Backup & Restore

Choose menu “System Tools” — “Backup & Restore”, and then you can save the current
configuration of the Modem Router as a backup file and restore the configuration via a backup file
as shown in Figure 4-67.

Backup and Restore

Click the Backup hutton to save all configuration settings to your local computer as a file e suggest you back up your configuration files first befare
modifying settings or upgrading firmware

Backup
“ou can restore your settings by loading configuration files
Configuration File: Browse.. Restore |
Notice: 1.The current configuration will be covered with the uploading configuration file. Wrong process will lead

the device unmanaged
2.The restoring process lasts for 20 seconds and the Router will restart automatically then. Keep the
power of the Router on during the process, in case of any damage

Figure 4-67

»  Click the Backup button to save all configuration settings as a backup file in your local
computer.

» To upgrade the Modem Router 's configuration, follow these instructions.
e Click the Browse button to find the configuration file which you want to restore.

e Click the Restore button to update the configuration with the file whose path is the one
you have input or selected in the blank.

&~ Note:

The current configuration will be covered with the uploading configuration file. Wrong process will
lead the device unmanaged. The restoring process lasts for 20 seconds and the Modem Router
will restart automatically then. Keep the power of the Modem Router on during the process, in
case of any damage.

4.16.7 Factory Defaults

Choose menu “System Tools — Factory Defaults’, and then and you can restore the
configurations of the Modem Router to factory defaults on the following screen

Factory Defaults

Click this button below to restore factory defaults.

Restore |

Figure 4-68
Click the Restore button to reset all configuration settings to their default values.

. The default User Name: admin

71



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

. The default Password: admin

. The default Subnet Mask: 255.255.255.0

& Note:
All changed settings will be lost when defaults are restored.
4.16.8 Firmware Upgrade

Choose menu “System Tools — Firmware Upgrade”, and then you can update the latest
version of firmware for the Modem Router on the following screen.

Software Upgrade

You'll get new fuctions after upgrading the firmware of the router.

Firmware File Path
Firmware version 0.8.01.0v0009.0 Build 120810 Rel.33839n
Hardware version TD-W8962ND v1 00000000

Note: Please select the right firmware version that corresponds to the current hardware. It is important to keep
power supplied during the entire process. Loss of power during the upgrade could damage the device The
upgrade process takes about 50 seconds,after that.the router will reboot automatically.

Upgrade
Figure 4-69

» Firmware Version: Displays the current firmware version.

» Hardware Version: Displays the current hardware version. The hardware version of the
upgrade file must accord with the Modem Router’s current hardware version.

To upgrade the Modem Router's firmware, follow these instructions below:

1) Download a most recent firmware upgrade file from our website (www.tp-link.com).

2) Enter or select the path name where you save the downloaded file on the computer into the
File Name blank.

3) Click the Upgrade button.

4) The Modem Router will reboot while the upgrading has been finished.

& Note:

1) New firmware versions are posted at http://www.tp-link.com and can be downloaded for free.
There is no need to upgrade the firmware unless the new firmware has a new feature you
want to use. However, when experiencing problems caused by the Modem Router rather than
the configuration, you can try to upgrade the firmware.

2) When you upgrade the Modem Router's firmware, you may lose its current configurations, so
before upgrading the firmware please write down some of your customized settings to avoid
losing important settings.

3) Do not turn off the Modem Router or press the Reset button while the firmware is being
upgraded. Loss of power during the upgrade could damage the Modem Router.

4) The firmware version must correspond to the hardware.

5) The upgrade process takes a few moments and the Modem Router restarts automatically
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when the upgrade is complete.

4.16.9 Reboot

Choose menu “System Tools” — “Reboot”, and then you can click the Reboot button to reboot
the Modem Router via the next screen.

System Reboot

Click this button below to reboot the router.

Rehoot |

Figure 4-70
Some settings of the Modem Router will take effect only after rebooting, which include
e Change the LAN IP Address (system will reboot automatically).
e Change the DHCP Settings.
e Change the Wireless configurations.
e Change the Web Management Port.
e Upgrade the firmware of the Modem Router (system will reboot automatically).

e Restore the Modem Router's settings to factory defaults (system will reboot
automatically).

o Update the configuration with the file (system will reboot automatically.
4.16.10 Statistics

Choose menu “System Tools” — “Statistics”, and then you can view the statistics of the Modem
Router, including total traffic and current traffic of the last Packets Statistic Interval.

Traffic Statistics
Traffic Statistics—-LAN

Traffic Statistics: O Enable @ Disable Save

Statistics Interval: |10 | gac

Statistics List
Total Current
IP Address Operation
MAC Address | Fackets | Bytes |Packets Bytes |ICMPTx | UDPTx = SYNTx

Current list 15 blank

ResetAll | Delete Al | Refresh

Figure 4-71

> Statistics Status: Enable or Disable. The default value is disabled. To enable it, click the
Enable. If it is disabled, the function of DoS protection in Security settings will be disabled.

»  Statistics Interval (5-60): The default value is 10. Select a value between 5 and 60 seconds
in the drop-down list. The Packets Statistic interval indicates the time section of the packets
statistic.

Click Reset All to reset the values of all the entries to zero.
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Click Delete All to delete all entries in the table.

Click the Refresh button to refresh immediately.

Statistics Table:

IP/MAC Address The IP and MAC address are displayed with related statistics.
Packets | The total number of packets received and transmitted by the Modem Router.
Total
Bytes The total number of bytes received and transmitted by the Modem Router.
The total number of packets received and transmitted in the last Packets
Packets o
Statistic interval seconds.
The total number of bytes received and transmitted in the last Packets
Bytes o
Statistic interval seconds.
The number of the ICMP packets transmitted to WAN per second at the
ICMP Tx | specified Packets Statistics interval. It is shown like “current transmitting rate
Current / Max transmitting rate”.
The number of UDP packets transmitted to the WAN per second at the
UDP Tx | specified Packets Statistics interval. It is shown like “current transmitting rate
/ Max transmitting rate”.
The number of TCP SYN packets transmitted to the WAN per second at the
SYN Tx | specified Packets Statistics interval. It is shown like “current transmitting rate
/ Max transmitting rate”.
Reset Reset the value of the entry to zero.
Operation
Delete Delete the existing entry in the table.
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Appendix A: Specifications

General

ANSI T1.413, ITU G.992.1, ITU G.992.2, ITU G.992.3, ITU G.992.5,

IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE 802.3, IEEE
802.3u, IEEE 802.1p, |IEEE802.11e TCP/IP, PPPoA, PPPoOE,
SNTP, HTTP, DHCP, ICMP, NAT

Standards and Protocols

Safety & Emission FCC, CE

Ports Four 10/100M Auto-Negotiation RJ45 ports (Auto MDI/MDIX)
One RJ11 port

LEDs O Power, P ADSL, O Internet, @ WLAN, 8 WPS,
@ 1,2,3,4(LAN),

10Base-T: UTP category 3, 4, 5 cable
100Base-TX: UTP category-5

Network Medium

Max line length: 6.5Km

Data Rates Downstream: Up to 24Mbps
Upstream: Up to 3.5Mbps (With Annex M enabled)

System Requirement Internet Explorer 5.0 or later, Netscape Navigator 6.0 or later

Win 9x/ ME/ 2000/ XP/ Vista/ 7

Physical and Environment

Working Temperature 0C ~40TC

Working Humidity 10% ~ 90% RH (non-condensing)
Storage Temperature -40°C ~70°C
Storage Humidity 5% ~ 90% RH (non-condensing)
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Appendix B: Troubleshooting

T1. How do | restore my Modem Router’s configuration to its factory default
settings?

With the Modem Router powered on, press and hold the RESET button on the rear panel for 8 to
10 seconds before releasing it.

& Note:

Once the Modem Router is reset, the current configuration settings will be lost and you will need to
re-configure the Modem Router.

T2. What can | do if | don’t know or forget my password?

1) Restore the Modem Router’s configuration to its factory default settings. If you don’t know how
to do that, please refer to T1.

2) Use the default user name and password: admin, admin.
3) Try to configure your Modem Router once again by following the instructions in 4.1 Login.

T3. What can | do if | cannot access the web-based configuration page?

1) Configure your computer’s IP Address.
For Windows XP OS

Go to Start > Control Panel, you will Pick a category
then see the following page. s 2

i
\ ) Printers and Other

el )
e nl = :‘By Appearance and Themes \g_) Hardware
ee Also S
& windows Update - e’
" Errere [ -1 g
—
\

L

Click Network and Internet ] 1 Feoand Support
lD Add or Remove Programs _,.:‘ [a):seli:gri:?aﬁ‘gﬁil:l?:'

= % Other Contral Panel
Connections * Gptins
Sounds, Speech, and i ;
% B D’evites - &, Accessibility Options
—
Performance and
Maintenance

Security Center

See Also r ‘, Network and Internet Connections
=
& My Network Places H
o Pick a task...
L4 Printers and Cther
Hardware

1‘3 Remote Deskiop ﬂ Set up or change your Internet connection

19 Phone and Mardem Cptinns &) Create a connection to the network at your workplace

EJ Set up or change your home or small office network

»

Troubleshooters

N I Off 3 Set up a wireless network for a home or small office
12| Home: or Small Office
Metworking

. | &3 Change Windows Firewall settings
2] Inkernet Explorer

|2) Metwork Diagnostics

or pick a Control Panel icon

1 3 ,
[Click Network Connections J -y [ Q@ revwori comecans ]

’.jf MNetwork Setup Wizard % wWindows Firewall

- ‘a: Wireless Network Setup
“lFe Wizard
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| LAN or High-5peed Internet
] Network Tasks
Right-click Local Area
. e
Connection connection
) Set up a home or small
~ office network Status
& Change Windows
Firewall settings IREEIT
& Disable this network Bridge Connections
device
% Repair this connection Create Shartcut
IEI@ Rename this connection Delete
\ &) View status of this
H H Properties
C“Ck Propertles Change settings of this
connection

-L Local Area Connection Properties E]E]

General | Authentication | Advanced
Connect uzing:

E& Realtek RTL3139 Family PCI Fast EtF

Thiz connection uses the following items:

@DDS Packet Scheduler ~

3= Metwork Monitor Driver

Double-click Internet) T | ntemnet Frotocol [TCPAP)

Protocol (TCP/IP) . R bt
[Diezcrption

Tranzmizzion Control Protocal/lnternet Protocol. The default
wide area nebwork protocol that provides communication
acrogs diverse interconnected networks.

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

Ok ] [ Cancel
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Internet Protocol (TCPAIP) Properties E’E|

General

rou can get IP settings assigned automatically if wour nebwork, supports
thiz capability. Othenvize, you need to azk wour network, administrator for
the appropriate P zettings.

Select Obtain an IP \ { () Obtain an IP address automatically ]
address aUtomaticaIIYJ () Use the following IP address;
1P address:

Subnet mazk:

Default gateway:

Select Obtain DNS server) {@ Obtain DNS zerver address automatically ]
address aUtomatlca"y J () Use the following DNS server addresses:

Freferred DS server:

Alternate DMS zerver:

Click OK I ] H Cancel ]

-i- Local Area Connection Properties EJE|

General | Authentication | Advanced

Connect ugsing:

BE& Realek RTLE139 Family PCI Fast Ett

This connection uses the following items:

BQDS Packet Scheduler ~
T Metwork, konitor Driver

| nternet Pratocal [TCPAAR)

W
£ 3
Dezcription

Tranzmizzion Control Protocaol/internet Protocol. The default
wide area network protocol that provides communication
acrozs diverse interconnected nebworks.

Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

Click OK oK

[ Cancel
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For Windows Vista OS

. P f:;:::a:d s 3 System and Maintenance User Accounts and Family

Go to Start > Settings >Control e o
. up parental controls for any user

Panel, and then yOU Wl" see the ) Add or remove user accounts
following page.

I Security
W/ Creckforupdates | Appearance and
Check this computer's security status % ) i
@ Allow 2 program through Windows ersonalzation
el Change desktop background
Customize colors
Adjust screen resclution

@_ View network status and tasks
T g Clock, Language, and

Click View network status

and taSKS Region
./ Hardware and Sound Change keyboards or other input
Play CDs or other media sutomatically mettiots
Driie Change display langusge
Mouse

Ease of Access
Let Windows suggest settings
Optimize visual display

E

=

Programs
Uninstall  program

Change startup pragrams - .
Additional Options

File Edit View Tools Help

Network and Sharing Center
View computers and devices

View full map
Connect to a network

Set up a connectien or network 1 i | ‘N
i — — K

Manage netwark connections g .
SUPPORT4-PC Network 10 Internet

Diagnose and repair (This computer)
_ﬂ- Network 10 (Public network) Customize
Access Local only

A
Click View status J

i g e =il : View status l

Lu-ca] ﬁ:rvea

General
Connection
IPv4 Connectivity: Local
IPv& Connectivity: Limited
Media State: Enabled
Duration: 03:45:22
Speed: 100.0 Mbps

Activity
-~ |

Sent — & _! —  Received

Bytes: 4,277,308 | 34,994,338

Click Properties] | @Properties || @Disable || Diagnose |

Close
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Local Area Connection ;&f‘!

Metworking

Connect using:

ljr Marvell Yulkon 88E8056 PCI-E Gigabit Ethemet Controller

This connection uses the following items:

QF"E and Prirter Sharing for Microsoft Networks *
4. Metwork Magic Device Discovery Driver
4. Realtke RiProt WLAN Utility Protocol Driver

Double-click Internet ] [ -a Irtemet Protocol Version & (TCP/IPvE) %E

. Y intemet Protocol Version 4 (TCP/IPvd) |
Protocol Version 4 - -
Wl & Link-Layer Topology Discoveny Mapper 140 Driver 8|

TCP/IPv4

( CP/ ) & Link-Layer Topology Discovery Responder -
< m =
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networs.

Internet Protocol Version 4 (TCP/IPyA

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if your network supports
this capahility, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(@ Obtain an IP address automatically
_[ {7 Use the following IP address: ]

Select Obtain an IP address
automatically

(@ Obtain DNS server address automatically:

Select Obtain DNS server _[ "1 Use the following DMS server addresses: ]
address automatically : —

Click OK

80



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

14 v Control Panel ¢ =yl | erch Controd Fone »

For Windows 7 OS

Go to Start > Settings >
Contr0| Panel, and then you Adjust your computer’s settings View by:  Category
will see the following page.

)

Click View network J

status and tasks

iF # Metwork andlnternet » Network and Sharng Centes = |43 )| Sesrch Contret Panei P

Contrel Panel Home

View your basic network information and set up connections

. Ia oa o sac .L i See full map
Click Change adapter } Cranae adanced s e N}k .9

settin gs (This computer)

Visw your sctive networks Connect or disconnect
g Metwark Accesstype Intemet
! Wtk netwark Connmections: [ Local Area Connection

Change your networking settings

G Setupanew om o nebwork
T Setup a wireless, heaadhand, dial-up, 24 hoe, ar VPN connectian; or 5ot 1 a roater ar aceess
pain.
nnect Lo 8 network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Chease hemegroup and sharing options

Arcess files and prirters located on ather netwark computess, or change sharing settings.

I} Troubleshoot problems

Dingnase and repair network proklems, or get troublesheating infarmation.

HomeGroup
Internet Options

Windows Fuwewall

] [ L" Local Area Connection
Right-click Local WS Network

Area Connection @~ Realtek RTLE168C(P)/8111C(P) F~

T® Disable

Status

Diagnose
IE‘_-!I Bridge Connections

Create Shortcut
Delete

'Ei_.g' Rename

'E‘_'g' Properties

]
Click Properties J
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r B
U Local Area Connection Properties @

MNetworking

Connect using:

¥ Reattek RTL8168C(P)/8111C(F) Family PCI-E Gigabit Eth

This connection uses the following items:

& Clignt for Micrasaft Networks
SQDS Packet Scheduler
) .@ File and Printer Sharing for Microsoft Networks

Double-click Internet
Protocol Version 4
(TCP/IPv4)

-4 |ntemet Protocol Version & (TCP/1PvE)

o Intemet Protocol Version 4 (TCP/IPw4)
il Mk-Layer 1opology Uiscovery mapper 70 Driver

& Link-Layer Topology Discovery Responder

Description

Transmizsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocel Version 4 (TCP/IPvd) Properties @ﬂ_h]

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

. b (
Select Obtain an IP | @ Obtain an IP address automatically ]
address automatically J (7) Use the following IP address:

Select Obtain DNS
server address J

{-@- Obtain DNS server address automatiu:allyé]

() Use the following DMS server addresses:

automatically

Validate settings upon exit

Click OK { [ OK l[ Cancel ]

82



LDRYEEYAN[3] 300Mbps Wireless N ADSL2+ Modem Router User Guide

2) Configure your IE browser

3 about:blank - Microsoft Internet Explorer

Open your IE browser, click Fil= Edit ‘iew Faworites | Tools  Help
Tools tab and you will see the Deack - € - |ﬂ F Mail and MNews v
following screen. : Pop-up Blocker C
Address ] sbout:blank Manage &dd-ons. ..
Synchronize, .

Windows Update

Windows Messenger
Diagnose Connection Problems. ..

]
[Click Internet Options J

Generall Secwit_l,ll F'rivac_l.JI Content  Connections IF'nglamsI Advancedl

i Toset up an Internet connection, click Setup... |
\ Setup,
r— Dial-up and Yirtual Private Metwork, settings
Add... I
Femove |
Choose Settings if wou need to configure a proxy Settings.. |
] server for a connection,
: [ - ;
Select Never dial a 1= Meverdial a connection ]
connection J | Diallwhenever a network conmestion is not present
€ Blways dial my default connection
Zurrent Mlame St Default |
 Local Area Metwork, [LAMN] settings
LAMN Settings do not apply to dial-up connections, LAM Settings. .. |
Choose Settings abowve Far dial-up settings,
. ak Cancel Spply
Click OK | |

Now, try to log on to the Web-based configuration page again after the above settings have been
configured. If you still cannot access the configuration page, please restore your Modem Router’s
factory default settings and reconfigure your Modem Router following the instructions in 4.1 Login.
Please feel free to contact our Technical Support if the problem still exists.

T4. What can | do if | cannot access the Internet?

1) Check to see if all the connectors are connected well, including the telephone line, Ethernet
cables and power adapter.

2) Check to see if you can log on to the web management page of the Modem Router. If you can,
try the following steps. If you cannot, please set your computer referring to T3 then try to see if
you can access the Internet. If the problem persists, please go to the next step.
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3) Consult your ISP and make sure all the VPI/VCI, Connection Type, account username and
password are correct. If there are any mistakes, please correct the settings and try again.

4) If you still cannot access the Internet, please restore your Modem Router to its factory default
settings and reconfigure your Modem Router by following the instructions in 4.1 Login.

5) Please feel free to contact our Technical Support if the problem still exists.

< Note:

For more details about Troubleshooting and Technical Support contact information, please log on
to our Technical Support Website: http://lwww.tp-link.com/en/support
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Appendix C: Technical Support

Technical Support

For more troubleshooting help, go to:
http://www.tp-link.com/en/support/faq

To download the latest Firmware, Driver, Utility and User Guide, go to:

http://www.tp-link.com/en/support/download

For all other technical support, please contact us by using the following details:

Global

Tel: +86 755 26504400

E-mail: support@tp-link.com
Service time: 24hrs, 7 days a week
UK

Tel: +44 (0) 845 147 0017

E-mail: support.uk@tp-link.com
Service time: 24hrs, 7 days a week

Turkey

Tel: 444 19 25 (Turkish Service)
E-mail: support.tr@tp-link.com
Service time: 9:00 AM to 9:00 PM
7 days a week

Ukraine

Tel: 0-800-505-508

E-mail: support.ua@tp-link.com
Service time: Monday to Friday
14:00 PM to 22:00 PM

Brazil

Toll Free: 0800-770-4337 (Portuguese
Service)

E-mail: suporte.br@tp-link.com

Service time: Monday to Saturday

08:00 AM to 08:00 PM

France

Tel: +33 (0) 820 800 860 (French service)
Email: support.fr @tp-link.com

Fee: 0.118 EUR/min from France

Service time: Monday to Friday 9:00 AM
to 6:00 PM (Except French Bank holidays)

Russian Federation

Tel: 8 (499) 754-55-60

8 (800) 250-55-60 (toll-free call from any
RF region)

E-mail: support.ru@tp-link.com

Service time: From 10:00 to 18:00
(Moscow time)

*Except weekends and holidays in
Russian Federation

Switzerland

Tel: +41 (0) 848 800998 (German Service)
E-mail: support.ch@tp-link.com

Fee: 4-8 Rp/min, depending on rate of
different time

Service time: Monday to Friday 9:00 AM
to 6:00 PM. GMT+ 1 or GMT+ 2

(Daylight Saving Time)

Singapore
Tel: +65 62840493

E-mail: support.sg@tp-link.com
Service time: 24hrs, 7 days a week

USA/Canada

Toll Free: +1 866 225 8139

E-mail: support.usa@tp-link.com
Service time: 24hrs, 7 days a week

Australia / New Zealand

Tel: AU 1300 87 5465

NZ 0800 87 5465

E-mail: support.au@tp-link.com(Australia)
support.nz@tp-link.com (New Zealand)
Service time: 24hrs, 7 days a week

Italy
Tel: +39 0230519020

E-mail: support.it@tp-link.com
Service time: Monday to Friday
9:00 AM to1:00PM, 2:00PM to 6:00 PM

Indonesia

Tel: (+62) 021 6259 135

E-mail : support.id@tp-link.com
Service time : Monday to Friday
9:00 -12:00; 13:00 -18:00
*Except public holidays

Malaysia

Tel: 1300 88 875465 (1300 88TPLINK)
Email: support.my@tp-link.com
Service time: 24hrs, 7 days a week

Poland

Tel: +48 (0) 801 080 618 / +48 22 7217563 (if
calls from mobile phone)

E-mail: support.pl@tp-link.com

Service time: Monday to Friday

9:00 AM to 5:00 PM. GMT+1 or GMT+2
(Daylight Saving Time)

Germany / Austria
Tel: +49 1805 875465 (German Service)

+49 1805 TPLINK

E-mail: support.de@tp-link.com

Fee: 0.14 EUR/min from the German fixed
phone network and up to 0.42 EUR/min from
mobile phone

Service time: Monday to Friday 9:00 AM to 6:00
PM. GMT+ 1 or GMT+ 2

(Daylight Saving Time in Germany)

*Except bank holidays in Hesse
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