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LIMITED WARRANTY

Limited Warranty Statement: SMC Networks, Inc. (“SMC”) warrants its products to be
free from defects in workmanship and materials, under normal use and service, for the
applicable warranty term. All SMC products carry a standard 90-day limited warranty from
the date of purchase from SMC or its Authorized Reseller. SMC may, at its own discretion,
repair or replace any product not operating as warranted with a similar or functionally
equivalent product, during the applicable warranty term. SMC will endeavor to repair or
replace any product returned under warranty within 30 days of receipt of the product.

The standard limited warranty can be upgraded to a Limited Lifetime* warranty by registering
new products within 30 days of purchase from SMC or its Authorized Reseller. Registration
can be accomplished via the enclosed product registration card or online via the SMC web
site. Failure to register will not affect the standard limited warranty. The Limited Lifetime
warranty covers a product during the Life of that Product, which is defined as the petiod of
time during which the product is an “Active” SMC product. A product is considered to be
“Active” while it is listed on the current SMC price list. As new technologies emerge, older
technologies become obsolete and SMC will, at its discretion, replace an older product in its
product line with one that incorporates these newer technologies. At that point, the obsolete
product is discontinued and is no longer an “Active” SMC product. A list of discontinued
products with their respective dates of discontinuance can be found at

http:/ /www.smc.com/index.cfmPaction=customer_service_warranty

All products that are replaced become the property of SMC. Replacement products may be
cither new or reconditioned. Any replaced or repaired product carries either a 30-day limited
warranty or the remainder of the initial warranty, whichever is longer. SMC is not responsible
for any custom software or firmware, configuration information, or memory data of
Customer contained in, stored on, or integrated with any products returned to SMC pursuant
to any warranty. Products returned to SMC should have any customer-installed accessory or
add-on components, such as expansion modules, removed prior to returning the product for
replacement. SMC is not responsible for these items if they are returned with the product.

Customers must contact SMC for a Return Material Authorization number prior to returning
any product to SMC. Proof of purchase may be required. Any product returned to SMC
without a valid Return Material Authorization (RMA) number clearly marked on the outside
of the package will be returned to customer at customer’s expense. For warranty claims within
North America, please call our toll-free customer support number at (800) 762-4968.
Customers are responsible for all shipping charges from their facility to SMC. SMC is
responsible for return shipping charges from SMC to customer.



LiMITED WARRANTY

WARRANTIES EXCLUSIVE: IF AN SMC PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, CUSTOMER’S SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT OF THE PRODUCT IN QUESTION, AT SMC’S OPTION. THE
FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN
LIEU OF ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE,
INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. SMC NEITHER ASSUMES NOR
AUTHORIZES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER
LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE OR USE OF ITS PRODUCTS. SMC SHALL NOT BE LIABLE
UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION DISCLOSE THE
ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS CAUSED BY
CUSTOMER’S OR ANY THIRD PERSON’S MISUSE, NEGLECT, IMPROPER
INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR
ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: IN NO EVENT, WHETHER BASED IN CONTRACT
OR TORT (INCLUDING NEGLIGENCE), SHALL SMC BE LIABLE FOR
INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE
DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE, LOSS OF BUSINESS, OR
OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE
SALE, INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE, OR
INTERRUPTION OF ITS PRODUCTS, EVEN IF SMC OR ITS AUTHORIZED
RESELLER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES
OR THE LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES FOR
CONSUMER PRODUCTS, SO THE ABOVE LIMITATIONS AND EXCLUSIONS
MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS, WHICH MAY VARY FROM STATE TO STATE. NOTHING IN THIS
WARRANTY SHALL BE TAKEN TO AFFECT YOUR STATUTORY RIGHTS.

* SMC will provide warranty service for one year following discontinuance from the active
SMC price list. Under the limited lifetime warranty, internal and external power supplies, fans,
and cables are covered by a standard one-year warranty from date of purchase.

SMC Networks, Inc.
38 Tesla
Irvine, CA 92618
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COMPLIANCES

FCC - Class B

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits ate designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that the interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

* Reorient the receiving antenna
* Increase the separation between the equipment and receiver

* Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected

* Consult the dealer or an expetienced radio/TV technician for help

Note: In order to maintain compliance with the limits for a Class B digital device, you are
required to use a quality interface cable when connecting to this device. Changes or
modifications not expressly approved by our company could void the user’s
authority to operate this equipment.

FCC - Part 68

This equipment complies with Part 68 of the FCC rules. This equipment comes with a label
attached to it that contains, among other information, the FCC registration number and
ringer equivalence number (REN) for this equipment. If requested, this information must be
provided to the telephone company.

This equipment uses the following USOC jacks: RJ-11C.

The REN is used to determine the quantity of devices that may be connected to the
telephone line. Excessive RENs on the telephone line may result in the devices not ringing in
response to an incoming call. In most, but not all areas, the sum of the RENs should not
exceed five (5.0). To be certain of the number of devices that may be connected to the line, as
determined by the total RENs, contact the telephone company to determine the maximum
REN for the calling area.

If this equipment causes harm to the telephone network, the telephone company will notify
you in advance that temporary discontinuance of service may be required. If advance notice is
not practical, the telephone company will notify the customer as soon as possible. Also, you

will be advised of your right to file a complaint with the FCC if you believe it is necessaty.

The telephone company may make changes in its facilities, equipment, operations, or
procedures that will provide advance notice in order for you to make the necessary
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COMPLIANCES
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modifications in order to maintain uninterrupted service.

If trouble is experienced with this equipment, please contact our company at the numbers
shown on back of this manual for repair and warranty information. If the trouble is causing
harm to the telephone network, the telephone company may request you to remove the
equipment from the network until the problem is resolved.

No repairs may be done by the customer.

This equipment cannot be used on telephone company-provided coin service. Connection to
Party Line Service is subject to state tariffs.

When programming and/or making test calls to emetgency numbers:

* Remain on the line and briefly explain to the dispatcher the reason for the call.

¢ Perform such activities in off-peak hours such as early morning or late evenings.

The Telephone Consumer Protection Act of 1991 makes it unlawful for any person to use a
computer or other electronic device to send any message via a telephone facsimile machine
unless such message clearly contains, in a margin at the top or bottom of each transmitted
page or on the first page of the transmission the date and time it is sent and an identification
of the business, other entity, or individual sending the message and the telephone number of
the sending machine or such business, other entity, or individual.

In order to program this information into your facsimile, refer to your communications
software user manual.

Industry Canada - Class B

This digital apparatus does not exceed the Class B limits for radio noise emissions from
digital apparatus as set out in the interference-causing equipment standard entitled “Digital
Apparatus,” ICES-003 of Industry Canada.

Cet appareil numérique respecte les limites de bruits radioélectriques applicables aux appareils
numériques de Classe B prescrites dans la norme sur le matérial brouilleur: “Appareils
Numériques,” NMB-003 édictée par I'Industrie.

Australia AS/NZS 3548 (1995) - Class B

ACN 069 351 613

SMC contact for products in Australia is:

SMC Communications Pty. Ltd.
Suite 18, 12 Tryon Road,
Lindfield NSW2070,

Phone: 61-2-88757887

Fax: 61-2-88757777



COMPLIANCES

EC Conformance Declaration - Class B

This information technology equipment complies with the requirements of the Council
Directive 89/336/EEC on the Approximation of the laws of the Member States relating to
Electromagnetic Compatibility and 73/23/EEC for electrical equipment used within certain
voltage limits and the Amendment Directive 93/68/EEC. For the evaluation of the
compliance with these Directives, the following standards were applied:

RFI Emission: ¢ Limit class B according to EN 55022:1998

* Limit class B for harmonic current emission according to
EN 61000-3-2/1995

* Limitation of voltage fluctuation and flicker in low-voltage supply
system according to EN 61000-3-3/1995

Immunity: * Product family standard according to EN 55024:1998

* Electrostatic Discharge according to EN 61000-4-2:1995
(Contact Discharge: £4 kV, Air Discharge: £8 kV)

* Radio-frequency electromagnetic field according to EN 61000-4-3:1996
(80 - 1000 MHz with 1 kHz AM 80% Modulation: 3 V/m)

* Electrical fast transient/burst according to EN 61000-4-4:1995 (AC/
DC power supply: 1 kV, Data/Signal lines: £0.5 kV)

* Surge immunity test according to EN 61000-4-5:1995
(AC/DC Line to Line: +1 kV, AC/DC Line to Earth: 2 kV)

* Immunity to conducted disturbances, Induced by radio-frequency
fields: EN 61000-4-6:1996 (0.15 - 80 MHz with
1 kHz AM 80% Modulation: 3 V/m)

* Power frequency magnetic field immunity test according to
EN 61000-4-8:1993 (1 A/m at frequency 50 Hz)

* Voltage dips, short interruptions and voltage variations immunity test
according to EN 61000-4-11:1994 (>95% Reduction @10 ms, 30%
Reduction @500 ms, >95% Reduction @5000 ms)

LVD: * EN 60950 (A1/1992; A2/1993; A3/1993; A4/1995; A11/1997)
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CHAPTER 1
INTRODUCTION

Congratulations on your purchase of the Barricade Wireless Broadband
Router with built-in ADSL Modem (SMC7404WBRA EU). We are proud
to provide you with a powerful yet simple communication device for
connecting your local area network (LAN) to the Internet. For those who
want to surf the Internet in the most secure way, this Router provides a

convenient and powerful solution.

About the Barricade

The Barricade provides Internet access to multiple users by sharing a
single-user account. Support is provided for both wired and wireless
devices. New technology provides wireless security via WEP (Wired
Equivalent Privacy) encryption and MAC address filtering, It is simple to

configure and can be up and running in minutes.

Features

* Internet connection via an RJ-11 WAN port.
*  Local network connection via four 10/100 Mbps Ethernet potts.
*  On-board IEEE 802.11b 11 Mbps wireless network adapter.

*  DHCP for dynamic IP configuration, and DNS for domain name
mapping.

*  Tirewall with Stateful Packet Inspection, client privileges, intrusion
detection, and NAT.
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NAT also enables multi-user Internet access via a single user account,
and virtual server functionality (providing protected access to Internet
services such as Web, FIP, e-mail, and Telnet).

VPN pass-through (IPSec-ESP Tunnel mode, L2TP, PPTP).

User-definable application sensing tunnel supports applications
requiring multiple connections.

Easy setup through a Web browser on any operating system that
suppotts TCP/IP.

Compatible with all popular Internet applications.



APPLICATIONS

Applications

Many advanced networking features are provided by the Barricade:
*  Wireless and Wired LAN

The Barricade provides connectivity to wited 10/100 Mbps devices,
and wireless IEEE 802.11b compatible devices, making it easy to

create a network in small offices or homes.
e Internet Access

This device supports Internet access through a DSL connection.
Since many DSL providers use PPPoE or PPPoA to establish
communications with end users, the Barricade includes built-in clients
for these protocols, eliminating the need to install these services on

your computet.
e  Shared IP Address

The Barricade provides Internet access for up to 253 users via a single
shared IP address. Using only one ISP account, multiple users on your

network can browse the Web at the same time.
e  Virtual Server

If you have a fixed IP address, you can set the Barricade to act as a
virtual host for network address translation. Remote users access
various services at your site using a constant IP address. Then,
depending on the requested service (or port number), the Barricade
can route the request to the appropriate server (at another internal IP
address). This secures your network from direct attack by hackers, and
provides more flexible management by allowing you to change
internal IP addresses without affecting outside access to your
network.

1-3
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DMZ Host Support

Allows a networked computer to be fully exposed to the Internet.
This function is used when NAT and firewall security prevent an

Internet application from functioning correctly.
Security

The Barricade supports security features that deny Internet access to
specified users, or filter all requests for specific services the
administrator does not want to serve. The Barricade’s firewall also
blocks common hacker attacks, including IP Spoofing, Land Attack,
Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding. WEP
(Wired Equivalent Privacy), SSID, and MAC filtering provide security

over the wireless network.
Virtual Private Network (VPN)

The Barricade supports three of the most commonly used VPN
protocols — PPTP, L2TP, and IPSec. These protocols allow remote
users to establish a secure connection to their corporate network. If
your service provider supports VPN, then these protocols can be
used to create an authenticated and encrypted tunnel for passing
secure data over the Internet (i.c., a traditionally shared data network).
The VPN protocols supported by the Barricade are briefly described
below.

*  Point-to-Point Tunneling Protocol — Provides a secute tunnel for
remote client access to a PPTP security gateway. PPTP includes
provisions for call origination and flow control required by ISPs.

e L2TP merges the best features of PPTP and L2F. Like PPTP,
L2TP requires that the ISP’s routers support the protocol.

*  IP Security — Provides IP network-layer encryption. IPSec can
support large encryption networks (such as the Internet) by using
digital certificates for device authentication.



CHAPTER 2
INSTALLATION

Before installing the Barricade Broadband Router with built-in ADSL
Modem, verify that you have all the items listed under “Package Contents.”
If any of the items are missing or damaged, contact your local distributor.
or Service Provider where you acquired the router. Also be sure that you
have all the necessary cabling before installing the Barricade. After
installing the Barricade, refer to “Configuring the Barricade” on page 4-1.

Package Contents

After unpacking the Barricade, check the contents of the box to be sure

you have received the following components:

*  Barricade ADSL Router (SMC7404WBRA EU)
*  Power adapter

*  One CAT-5 Ethernet cable

*  Telephone patch cable

*  Documentation CD

*  This User Guide

Immediately inform your retailer or Service Provider in the event of any
incorrect, missing, or damaged parts. If possible, please retain the carton

and original packing materials in case there is a need to return the product.
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System Requirements
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You must meet the following minimum requirements:

Internet access from your Internet Service Provider (ISP) using a DSL

modem.

A PC using a fixed IP address or dynamic IP address assigned via
DHCP, as well as a gateway server address and DNS server address
from your service provider.

A computer equipped with a 10 Mbps, 100 Mbps, or 10/100 Mbps
Fast Ethernet card, a USB-to-Ethernet converter, or an IEEE 802.11b
wireless network adapter.

TCP/IP network protocols installed on each PC that will access the
Internet.

A Java-enabled Web browser, such as Microsoft Internet Explorer 4.0
or above or Netscape Communicator 4.0 or above installed on one PC

at your site for configuring the Barricade.



HARDWARE DESCRIPTION

Hardware Description

The Barricade contains an integrated DSL modem and connects to the
Internet or to a remote site using its RJ-11 WAN port. It connects directly
to your PC or to a local area network using any of the four RJ-45 Fast
Ethernet LAN ports or via a wireless network adapter.

Access speed to the Internet depends on your service type. Full-rate ADSL
provides up to 8 Mbps downstream and 640 Kbps upstream. G.lite (or
splitterless) ADSL provides up to 1.5 Mbps downstream and 512 Kbps
upstream. However, you should note that the actual rate provided by

specific service providers may vary dramatically from these upper limits.

Data passing between devices connected to your local area network can
run at up to 100 Mbps over the Fast Ethernet ports and 11 Mbps over the
built-in wireless network adapter.

The Barricade includes an LED display on the front panel for system
power and port indications that simplifies installation and network

troubleshooting, It also provides the following ports on the rear panel:

Item Description

LAN Fast Ethernet ports (R]-45). Connect devices on your local area

Ports network to these ports (i.e., a PC, hub, or switch).

Parallel One parallel printer port that can be connected to a printer. This

printer printer can then be shared by all LAN users.

port

Reset Use this button to reset the power and restore the default factory

Button settings. To reset without losing configuration settings, see “Reset”
on page 4-59.

Power Connect the included power adapter to this inlet.

Tnlet Warning: Using the wrong type of power adapter may cause
damage.

WAN WAN port (RJ-11). Connect your DSL line to this port.

Port

2-3
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LEDs

Connect the System
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Verify Status

Check the power and port LED indicators.

LED Condition | Status
Power On The Barricade is receiving power. Normal
operation.
Off Power off or failure.
Ethernet On Ethernet Link.
(4 LEDs) Flashing Send/Receive data.
Off No Link.
ADSL Syn On ADSL connection is functioning correctly.
Flashing Startup.
Off ADSL connection is not established.
ADSL Data Flashing Send/Receive data.
Off No data transfering.

The Barricade can be positioned at any convenient location in your office

or home. No special wiring or cooling requirements are needed. You

should, however, comply with the following guidelines:

*  Keep the Barricade away from any heating devices.

* Do not place the Barricade in a dusty or wet environment.

You should also remember to turn off the power, remove the power cord

from the outlet, and keep your hands dry when you install the Barricade.




CONNECT THE SYSTEM

Connect the ADSL Line

Run standard telephone cable from the wall jack providing ADSL service
to the WAN port on your Barricade. When inserting an ADSL RJ-11 plug,
be sure the tab on the plug clicks into position to ensure that it is properly
seated. If you are using splitterless ADSL service, be sure you add low-pass
filters between the ADSL wall jack and your telephones. (These filters pass
voice signals through but filter data signals out.)

Phone Line Configuration

Installing a Full-rate Connection
If you are using a full-rate (G.dmt) connection, your service provider will
attach the outside ADSL line to a data/voice splitter. In this case you can

connect your phones and computer directly to the splitter as shown below:

Plain Old
Telephone
System (POTS)

Residential
Connection

Point (NID)
Splitter
Data
C= =
ADSL Router
\[ ]
or N

/

Ethernet
hub or switch

Figure 2-1. Installing with a Splitter
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Installing a Splitterless Connection

If you are using a splitterless (G.lite) connection, then your service
provider will attach the outside ADSL line directly to your phone system.
In this case you can connect your phones and computer directly to the
incoming ADSL line, but you will have to add low-pass filters to your

phones as shown below:

Plain Old
Telephone
System (POTS)

- Voice \ \

i Filter
Residential Voice A

Connection
Point (NID)

& Data¥
tG)]
ADSL Router
-~ QB
or \\ —
E—
Ethernet

hub or switch

Figure 2-2. Installing without a Splitter

Attach to Your Network Using Ethernet Cabling

The four LAN ports on the Barricade auto-negotiate the connection speed
to 10 Mbps Ethernet or 100 Mbps Fast Ethernet, as well as the
transmission mode to half-duplex or full-duplex.

Use twisted-pair cabling to connect any of the four LAN ports on the
Barricade to an Ethernet adapter on your PC. Otherwise, cascade any of
the LAN ports on the Barricade to an Ethernet hub or switch, and then
connect your PC or other network equipment to the hub or switch. When



CONNECT THE SYSTEM

inserting an RJ-45 connector, be sure the tab on the connector clicks into

position to ensure that it is properly seated.

Warning: Do not plug a phone jack connector into an RJ-45 port. This
may damage the Barricade.

Notes: 1. Use 100-ohm shielded or unshielded twisted-pair cable with
RJ-45 connectors for all Ethernet ports. Use Category 3, 4, or 5
for connections that operate at 10 Mbps, and Category 5 for
connections that operate at 100 Mbps.

2. Make sure each twisted-pair cable length does not exceed
100 meters (328 feet).

Connect the Power Adapter

Plug the power adapter into the power socket on the rear of the Barricade,

and the other end into a power outlet.

Check to confirm the power indicator on the front panel is lit. If the power

indicator is not lit, refer to “Troubleshooting” on page A-1.

In case of a power input failure, the Barricade will automatically restart and

begin to operate once the input power is restored.

If the Barricade is properly configured, it will take about 30 seconds to
establish a connection with the ADSL service provider after powering up.
During this time the Sync indicator will flash. After the ADSL connection
has been established, the ADSL Sync LED will stay on.
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CHAPTER 3
CONFIGURING CLIENT PCs

TCP/IP Configuration

To access the Internet through the Barricade, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the Barricade. The default network settings for the Barricade are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Note: These settings can be changed to fit your network requirements,
but you must first configure at least one computer as described in
“Configuring Client TCP/IP” on page 5-1 to access the
Barricade’s Web configuration interface in order to make the
required changes. (See “Configuring the Barricade” on page 4-1
for instructions on configuring the Barricade.)
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CHAPTER 4
CONFIGURING THE
BARRICADE

After you have configuted TCP/IP on a client computet, use a Web
browser to configure the Barricade. The Barricade can be configured by
any Java-supported browser including Internet Explorer 4.0 or above, or
Netscape Navigator 4.0 or above. Using the Web management interface,
you may configure the Barricade and view statistics to monitor network
activity.

To access the Barricade’s management

LOGIN USER PASSWORD

interface, enter the IP address of the

Barricade in your web browser:

http://192.168.2.1 Password:

| o (o] _cancet |
(The Barricade automatically switches to
Port 80 for management access.) Then Please type password. Thank you.
click “LOGIN?” (by default, there is no
password).
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Navigating the Web Browser Interface

The Barricade’s management interface consists of a Setup Wizard and an

Advanced Setup section.

Setup Wizard: Use the Setup Wizard if you want to quickly set up the
Barricade. Go to “Setup Wizard” on page 4-3.

Advanced Setup: Advanced Setup supports more advanced functions like
hacker attack detection, IP and MAC address filtering, virtual server setup,
virtual DMZ host, as well as other functions. Go to “Advanced Setup” on

page 4-13.

Making Configuration Changes

42

Configurable parameters have a dialog box or a drop-down list. Once a
configuration change has been made on a page, be sute to click the
“APPLY ” or “NEXT ”button at the bottom of the page to enable the new
setting,

Note: To ensure proper screen refresh after a command entry, be sure
that Internet Explorer 5.0 is configured as follows: Under the
menu “Tools/Internet Options/General/ Temporaty Internet
Files/Settings,” the setting for “Check for newer vetsions of
stored pages” should be “Every visit to the page.”



SETUP W1ZARD

Setup Wizard

Time Zone

Click on “Setup Wizard.” The first item in the Setup Wizard is Time Zone
setup.

SMC*

@ 1. Time Zone

© 2. Operation Mode
3. Modify Parameters

O 4. Confirm

1. Time Zone

Set the time zone for the HomeGateway. This information is used for log entries and firewall settings.

Set Time Zone

(GMT-08:00)Pacific: Time (US & Canada): Tijuana. =l

I™ Enable Daylight Savings

Start Daylight Savings Time [January =] [1 =]
End Daylight Savings Time  [January =] [1 =]

For accurate timing of log entries and system events, you need to set the
time zone. Select your time zone from the drop-down list.

If your area requires it, check to enable the clock for daylight saving

changes, and enter the Daylight Saving Time start and end dates for your
location.
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Internet Sharing

4-4

Select the operation mode. Go to “PPPoE & PPPoA” on page 4-7 if you
will use either of these modes, and go to “Multiple Protocol over ATM
Mode” on page 4-10 if you will use multiple protocol routing mode.

SMC

@ 1. Time Zone
@ 2. Internet Sharing

o 3. Parameter Setting Flease select the Internet sharing protocol
O 4. Finish

2. Internet Sharing

@ Disable Internet Sharing{Bridge Mode, for single PC)

© PPPoE(Rauting Mode, for multiple PCg)

" PRPoA(Routing Made, for multiple PCs)

 Muttiple protocol over ATMiRouting Made, for muttipls PCs)



Parameter Setting

SMC"

& 1. Time Zone

@ 2. Internet Sharing

3. Parameter Setting

SETUP W1ZARD

M Home @

g i E_ar_a:neter Setlina VSTV ol e
Parameter Description
VPI/VCI Data flows are broken up into fixed length cells,

each of which contains a Virtual Path Identifier
(VPI) that identifies the path between two nodes,
and a Virtual Circuit Identifier (VCI) that identifies
the data channel within that virtual path. Each
virtual circuit maintains a constant flow of cells
between the two end points. When there is no data
to transmit, empty cells are sent. And when data
needs to be transmitted, it is immediately inserted
into the cell flows.
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Finish
SMC

thHome @

G 1. Time Zone
G 2. Internet Sharing
G 3. Parameter Setting

(@ 4. Finish

You have filled in the following Configuration Parameters:

= ADSL operation mode (WAI):

RFC 1483 Bridging
0434
LLC

Parameter Description

Protocol Indicates the protocol used.

VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI).

AALS5 Encapsulation Shows the packet encapsulation type.

Your Barricade is now set up. Go to “Troubleshooting” on page A-1 if you
cannot make a connection to the Internet.
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PPPoE & PPPoA
SMC*

@ 1. Time Zone 3. Parameter Setting

@ 2. Internet Sharing

SETUP W1ZARD

gi :ar.a:neler Setting Usemams: [pppocid
e Password: [====
Retype Password: [
S e |
vever o gpa
Parameter Description
Username Enter the ISP assigned user name.
Password Enter your password.
Retype Password Confirm the password.
DNS Enter a Domain Name Server IP address.
VPI/VCI Virtual Path Identifier (VPI) and Vittual Circuit

Identifier (VCI).

Data flows are broken up into fixed length cells,
each of which contains a Virtual Path Identifier
(VPI) that identifies the path between two nodes,
and a Virtual Circuit Identifier (VCI) that identifies
the data channel within that virtual path. Each
virtual circuit maintains a constant flow of cells
between the two end points. When there is no data
to transmit, empty cells are sent. And when data
needs to be transmitted, it is immediately inserted
into the cell flows.
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Finish
SMC"”

# Home

@ 1. Time Zone You have filled in the following Configuration Parameters:
G 2. Internet Sharing
3. Parameter Setting
G 4. Finish = ADSL operation mode (WAN):
_ PPP over Ethernet
0/34
LLC
pppoxd0d
192.163.2.1
255.265.265.0
192.168.2.1
1921 E;ﬂ 2100
100
L]
Parameter Description
ADSL Operation Mode
(WAN)
Protocol Indicates the protocol used
VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI).
AALS5 Encapsulation Shows the packet encapsulation type.
ISP Parameters
Username The ISP assigned user name.
Password The password (hidden).



SETUP W1ZARD

Parameter

Description

DHCP Parameters
Default Gateway

Subnet Mask
Name Server 1
Name Server 2
Name Server 3
Start IP Address
Number of IP

The default gateway IP address. If the Barricade
cannot find the destination address within its local
network, it will forward the packets to the Default
Gateway (usually supplied by your ISP).

The network subnet mask.

Primary name server IP address.

Altetnate name setver IP address.

Alternate name server IP address.

Start IP address of DHCP assigned IP addresses.

Number of IPs available for assignment by the
DHCP server.

Your Barricade is now set up. Go to “Troubleshooting” on page A-1 if you

cannot make a connection to the Internet.
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4-10

Multiple Protocol over ATM Mode

SMC"

# Home @ Logout
@ 1. Time Zone

G 2. Internet Sharing
G 3. Parameter Setting

3. Parameter Setting

. rar St ol el el o
Finish v [
SubretMask: o0 o o
veiver fo s
Default Gateway: lEl_ lU_ lU_ lU_
Parameter Description
DNS Enter 2 Domain Name Server IP address.
WAN IP Enter an IP address for the Barricade WAN interface.
Subnet Mask Enter a subnet mask.
VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit Identifier (VCI).

Data flows are broken up into fixed length cells, each of which
contains a Virtual Path Identifier (VPI) that identifies the path
between two nodes, and a Virtual Circuit Identifier (VCI) that
identifies the data channel within that virtual path. Each virtual
circuit maintains a constant flow of cells between the two end
points. When there is no data to transmit, empty cells are sent.
And when data needs to be transmitted, it is immediately
inserted into the cell flows.

Default Gateway Enter a default gateway IP address. If the Barricade cannot find
the destination address within its local network, it will forward
the packets to the Default Gateway (usually supplied by your
ISP).




Finish
SMC

0 1. Time Zone
0 2. Internet Sharing
0 3. Parameter Setting

® 4. Finish

You have filled in the following Configuration Parameters:

= ADSL operation mode (WAN):

SETUP W1ZARD

Mt Home

PPP over Ethernet
0/34
LLe

pppoxddd

192.188.2.1
265255 2550
192,165 2.1

192.168.2.100
100

||
Parameter Description
ADSL Operation Mode
(WAN)
Protocol Indicates the protocol used.
VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit

AALS Encapsulation

Network Layer Parameters
(WAN)

IP Addtress

Subnet Mask

Default Gateway

Identifier (VCI).
Shows the packet encapsulation type.

Shows the WAN IP address.
Shows the WAN subnet mask.
Shows the WAN default gateway.
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Parameter Description
DHCP Parameters
Default Gateway The default gateway IP address. If the Barricade

cannot find the destination address within its local
network, it will forward the packets to the Default
Gateway (usually supplied by your ISP).

Subnet Mask The network subnet mask.

Name Server 1 Primary name setver IP address.

Name Setver 2 Alternate name setver IP address.

Name Setver 3 Alternate name server IP address.

Start IP Address Start IP Address of DHCP assigned IP addresses.

Number of IP Number of IPs available for assignment by the
DHCP server.

Your Barricade is now set up. Go to “Troubleshooting” on page A-1 if you

cannot make a connection to the Internet.
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ADVANCED SETUP

Advanced Setup

Clicking “Advanced Setup” displays the main menu on the left-hand side
of the screen and descriptive information on the right-hand side. The Main
Menu links are used to navigate to other menus that display configuration

parameters and statistics.

SMC

- System
QUL Advanced Setup
* LAN

- Wireless The Baricade supports advanced functions like Stateful Packet Inspection, hacker attack

© NAT detection, content filtering, access contral, & single %P tunnel, vitual DMZ hosts, virtual servers
* Routing system and client filtering

- Firewall

- SNMP
- ADSL

- Tools
* Status

SMC recormmends that you keep the default settings.

Navigating the Web Browser Interface

The Barricade’s advanced management interface contains eleven main
menu items — System, WAN, LAN, Wireless, NAT, Routing system,
Firewall, SNMP, ADSL,, Tools, and Status.
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The following table briefly describes the “Advanced Setup” menu items.

Menu Description

System Sets the local time zone, the password for administrator access,
the IP address of a PC that will be allowed to manage the
Barricade remotely, and the IP address of a Domain Name
Server.

WAN Specifies the Internet connection settings.

LAN Sets the TCP/IP configuration for the Batricade LAN interface
and DHCP clients.

Wireless Sets wireless parameters and encryption settings.

NAT Shares a single ISP account with multiple users, sets up virtual

Routing system

Firewall

SNMP
ADSL
Tools

Status

servers.
Sets routing parameters and displays the current routing table.

Configures a vatiety of security and specialized functions
including: Access Control, URL blocking, Internet access control
scheduling, Intruder detection, and DMZ.

Community string and trap server setting.
Sets the ADSL operation type and shows the ADSL status.

Contains options to backup & restore the current configuration,
restore all configuration settings to the factory defaults, update
system firmware, or reset the system.

Provides WAN connection type and status, firmware and
hardware version numbers, system IP settings, as well as DHCP,
NAT, firewall information.

Displays the number of attached clients, the firmware versions,
the physical MAC address for each media interface, and the
hardware version and serial number.

Shows the security and DHCP client log.

Making Configuration Changes

4-14

Configurable parameters have a dialog box or a drop-down list.

Once a configuration change has been made on a page, be sure to

click the “APPLY” or “NEXT” button at the bottom of the page
to make the new settings active.



SYSTEM SETTINGS

Note: To ensure proper screen refresh after a command entry, check that
Internet Explorer 5.0 is configured as follows: Under the menu
“Tools/Internet Options/General/ Temporary Internet Files/
Settings,” the setting for “Check for newer versions of stored
pages” should be “Every visit to the page.”

System Settings

Time Zone

SMC

- System
% Time Zone Time Zone

B Home ®

Set the time zone of the Barricade. This information is used for log entries and
firewall settings.

- Wireless

* NAT Set Time Zone

- Routing system [ (GMT-08:00)Pacific Time (US & Canada), Tiuana |
* Firewall

* SNMP " Enahle Daylight Savings
- ADSL

Tools Start Daylight Savings Time |.January x -
- Status
End Daylight Savings Time |January <||1 =

i r‘

Set your local time zone. This information is used for log entries and client
filtering;
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Password Settings

SMC

- System

Password Settings

Set a password to restrict management access to the Baricade. If you want to manage the
Barricade fram a remote location (outside of the local network), you must also specify the IP
address of the remate PC. You can do this in the Firewall - Access Contral menu

* Wireless

- NAT e Current Password : o Idle Time Out: |10 Min

* Routing system (Idle Time =0 : NO Time Qut)
- Firewal| e New Password

- SNMP

- ADSL « Re-Enter Passward for Yerification

- Tools

* Status

fy Y-X

Use this page to restrict access based on a password. By default, there is no
password. For security you should assign one before exposing the
Barricade to the Internet.

Passwords can contain from 3—12 alphanumeric characters and are not
case sensitive.

Note: If your password is lost, or you cannot gain access to the user
interface, press the reset button (colored blue) on the rear panel
(holding it down for at least five seconds) to restore the factory
defaults. (The default is no password.)
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Remote Management

Remote Management

Set the remote management of the HomeGateway

- Wireless

* NAT

* Routing system
* Firewall

* SNMP

- ADSL

* Tools

- Status

i r’

By default, management access is only available to users on your local

network. However, you can also manage the Barricade from a remote host
by entering the IP address of a remote computer on this screen. Check the
“Enabled” box to enable this function.

Note: If you check “Enabled” and specify an IP address of 0.0.0.0, any
host can manage the Barricade.
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DNS

4-18

h Home

DNS

A Domain Mame Systemn (DNES) server is like an index of [P addresses and Yeb addresses. If
you type a ¥Web address into your browser, such as www.gmc.com, a DNS server will find that
name in ite index and find the matching IP address: 202.42.118.226. Most ISPs provide a DNS
server for speed and convenience. Since your Service Provider may connect to the Internet with
dynarnic IP settings, it is likely that the DNS server [Ps are also provided dynamically. However,

* Wireless ifthere is a DNS server that you would rather use, you need to specify the IP address here

© NAT

* Routing system
- Firewall

: ::;{P Domain Name Server (DNS) Address : [200 [0 10 54

- Tools Secondary DNS Address (optional) : |0 AL AL o

- Status

Has your Intemet service pravider given you a ONS address?

i r‘

Domain Name Servers are used to map a domain name

(e.g., www.sme.com) to the equivalent numerical IP address
(e.g., 64.147.25.20). Your ISP should provide the IP address of one or
more domain name servers. Enter those addresses on this page.



WAN

WAN

PPPoE (PPP over Ethernet)
SMC

- System
* WAN PPPoE Interface Parameter
» PPPOE
> = PPPOE Interface:
b
- LAN
* Wireless
- NAT
- Routing system
* Firewall
- SNMP
- ADSL
* Tools
- Status

Disable >

(] r’

Parameter Description
Enable/Disable Enables/disables the PPPoE Interface.
IP Address If your IP address is assigned by the ISP each time

you connect, leave this field all zeros. Otherwise,
enter your ISP supplied static IP address here.

Subnet Mask If your subnet mask is assigned by the ISP each
time you connect, leave this field all zeros.
Otherwise, enter your subnet mask here.
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4-20

Parameter

Description

VPI/VCI

Encapsulation

Idle Time (Minute)

ISP Name

Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI).

Data flows are broken up into fixed length cells,
each of which contains a Virtual Path Identifier
(VPI) that identifies the path between two nodes,
and a Virtual Circuit Identifier (VCI) that identifies
the data channel within that virtual path. Each
virtual circuit maintains a constant flow of cells
between the two end points. When there is no data
to transmit, empty cells are sent. When data needs
to be transmitted, it is immediately inserted into the
cell flows.

Specifies how to handle multiple protocols at the
ATM transport layer.

*  VC-MUX: Point-to-Point Protocol over
ATM Virtual Circuit Multiplexer (null
encapsulation) allows only one protocol
running per virtual circuit with less overhead.

¢ LLC: Point-to-Point Protocol over ATM
Logical Link Control allows multiple
protocols running over one virtual circuit
(uses slightly more overhead).

Enter the maximum idle time for the Internet
connection. After this time has been exceeded the
connection will be terminated.

Choose the ISP to whom this connection will apply.




WAN

ATM
SMC® 3

i Home @ Logout

- System

- WAN ATM Interface
b
b AT
b

| Y TR

* LAN

* Wireless

© NAT

* Routing system
- Firewall

* SNMP

+ ADSL

- Tools

* Status

Cwno (o

Parameter Description

Protocol ¢ Disable: Disables the connection.

* 1483 Bridging: Bridging is a standardized layer 2
technology. It is typically used in corporate networks to
extend the physical reach of a single LAN segment and
increase the number of stations on a LAN without
compromising performance. Bridged data is encapsulated
using the RFC1483 protocol to enable data transport.

¢ PPPoA: Point-to-Point Protocol over ATM is a method of
encapsulating data for transmission to a far point.

e 1483 Routing: 1483 Routing allows a simple, low-cost
connection to the Internet via a standard 10BASE-T port.
The router looks up the network address for each packet
seen on the LAN port. If the address is listed in the routing
table as local, it is filtered. If the address is listed under the
ADSL port, it is forwarded. Or if the address is not found,
then it is automatically forwarded to the default router (i.e.,
the ADSL router at the head end).

IP Address IP address of the ATM interface.
Subnet Mask Subnet mask of the ATM interface.
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Parameter Description

VPI/VCI Virtual Path Indicator/Virtual Channel Indicator: Each
connection must have a unique pair of VPI/VCI settings.

Encapsulation Specifies how to handle multiple protocols at the ATM transport
layer.

*  VC-MUX: Point-to-Point Protocol over ATM Virtual
Circuit Multiplexer (null encapsulation) allows only one
protocol running per virtual circuit with less overhead.

*  LLC: Point-to-Point Protocol over ATM Logical Link
Control allows multiple protocols running over one virtual
circuit with a little bit more overhead.

ISP

SMC

- System
- WAN ISP Parameter

1 Home

@ Logout

Please Enter the following Ci ion P:

= Table of current ISP pool:
* Wireless

* NAT

* Routing system
* Firewall

- SNMP

- ADSL

* Tools

* Status

17

Enter the Internet Service Provider name, user name, and password for

each ISP connection you have.
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- System LAN Setti =
ettings

- WAN 9

* LAN Vou can enable DHCP to dynamically allocate IP addresses to your client PCs, or configure fitering

* Wireless functions based on speciic clients or protacols The Barricade must have an IP address for the local

- NAT network

° Routing system

- Firewall LANIP

- SNMP

- ADSL

- Tools

FEIY (RN PR

255.255.255.0

- Status

@ Enabled  Disabled

IP Address Pool
- 192 168 |2 100
19z a8 |2 199

Parameter Description
LAN IP
IP Address The IP address of the Barricade.
IP Subnet Mask Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI).
DHCP Setver To dynamically assign an IP address to client PCs,

enable the DHCP (Dynamic Host Configuration
Protocol) Server.

Lease Time Set the DHCP lease time.
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Parameter Description
IP Address Pool
Start IP Address Specify the start IP address of the DHCP pool. Do
not include the gateway address of the Barricade in
the client address pool. If you change the pool
range, make sure the first three octets match the
gateway’s IP address, i.c., 192.168.2.xxx.
End IP Address Specify the end IP address of the DHCP pool.

Domain Name

If your network uses a domain name, enter it here.
otherwise leave this field blank

Remember to configure your client PCs for dynamic address allocation.
(See “Configuring Client PCs” on page 3-1 for details.)
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Wireless
SMC

- System

QUL Wireless Settings
* LAN

* Wireless The gateway can be guickly configured as a wireless access point for roaming clients by setting
the access identifier and channel number. It also supports data encryption and client filtering.

Mt Home

* NAT

' Routing system
* Firewall

* SNMP

- ADSL
* Tools
* Status

Enable or dizable Wireless module function  Enable © Disable

i r‘

The Barricade also operates as a wireless-to-wired bridge, allowing wireless

computers to access resources available on the wired LAN, and to access
the Internet. To configure the Barricade as a wireless access point for
wireless clients (either stationary or roaming), all you need to do is enable
the wireless function, define the radio channel, the domain identifier, and
the encryption options.
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Channel and SSID
SMC

4-26

- System

QUL Channel and SSID
* LAN

* Wireless This page allows you to define SSID, Transmission Rate, Basic Rate and Channel 1D for wireless
e ) connection. In the wireless environment, this gateway can be acting as an wireless access
» point. These parameters are used for the mobile stations to connect to this access point.

D
- NAT test
- Routing system

EY | Fully Automatic

A [1. 2hibps -

* Firewall
- SNMP
- ADSL

* Tools

* Status

| eoeo
2

Parameter Description

ESSID

the Barricade and all of your wireless clients.

Transmission Rate ~ The default is Fully Automatic. The transmission rate is
automatically adjusted based on the receiving data error rate.

Usually the connection quality will vary depending on the

distance between the wireless hub and wireless adapter. You
can also select a lower transmission data rate to maximize

the radio communication range.

Basic Rate The highest rate specified will be the rate that the Batricade
will use when transmitting broadcast/multicast and
management frames. Available options are: All (1, 2, 5.5, and
11Mbps), and 1, 2Mbps (default is 1, 2Mbps).

Channel The radio channel must be the same on the Barricade and all

of your wireless clients.

The Barricade will automatically assign itself a radio channel,

or you may select one manually.

Extended Service Set ID. The ESSID must be the same on



WIRELESS

Encryption
SMC

# Home

+ System . =
- WAN Encryption
* LAN
. Wi Encryption transmits your data securely over the wireless network. Matching encryption keys must
Wireless N A 5
be setup on your Home Wireless Gateway and wireless client devices to use encryption. Do you
v want to use encryption?
El
b
- NAT N | B4-hit'WEP
* Routing system
* Firewall Enter a passphrase and click the Generate button, or manually enter a key into the table
© SNMP
* ADSL Passphrage: | Generate
* Tools
: Status Key 1 ) Y R i Default Key: |1
Key 2 lr lr lr lr lr
Key 3: el el el el
Key 4: el el el el
Clear All Keys

i R'} @T @ @Jj

If you are transmitting sensitive data across wireless channels, you should

enable encryption. You must use the same set of encryption keys for the
Barricade and all of the wireless clients. Choose between standard 64-bit
WEP (Wired Equivalent Privacy) or the more robust 128-bit encryption.

You may automatically generate encryption keys or manually enter the
keys. For automatic 64-bit key generation, enter a passphrase and click
“Generate.” Four keys will be generated. Automatic 128-bit key generation
generates a single key.
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To manually configure the keys, enter five hexadecimal pairs of digits for
each 64-bit key, or enter 13 pairs for the single 128-bit key. (A hexadecimal
digit is a number or letter in the range 0-9 or A-F)

SMC

- System
- WAN Encryption
* LAN

* Wireless

M Home @

Encryption transmits your data securely over the wireless network. Matching encryption keys must
be setup on your Home Wireless Gateway and wireless client devices to use encryption. Do you
want to use encryption?

Bad-hit WER =

* Routing system
- Firewall Enter a passphrase and click the Generate button, or manually enter a key into the table

* SNMP

* Tools

- Status Key 1 lF IEE_ l? lF IT Default Key:

(a1 ol o o ol o 2
(13 RN
fort Rl ol

Clear All Keys

L] r

If you use encryption, configure the same keys used for the Barricade on
each of your wireless clients. Note that WEP protects data transmitted
between wireless nodes, but does not protect transmissions over your

wired network or over the Internet.
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SMC*

- System
* WAN
© LAN
* Wireless
i
>
Filtering

- NAT

 Routing system
* Firewall

* SNMP

* ADSL

- Tools

- Status

Mac Address Filtering

Client computers are viewed by a unique MAC address of its IEEE B02.11 network card. To secure
an access point using MAC address filtering, each access point must have & list of authorized
client MAC address i its access control list. MAC address filtering is time consuming because the
list of client MAC address must be manually inputted in each access point. Since the MAG
address list must be kept up-to-date its better suited for a smaller network. In 3 small netwark the
security solution can be 128-bit WEP in conjunction with MAC address fitering and SSID.

Filtering: @ Disable © Enable

Setting: & Permissions " Prohibition

Index Mac Address

B o

B o
B o
@ 1A AT AT AT

S A A AT A0
@ 1INV

WIRELESS
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Client computers can be filtered using the unique MAC address of their

IEEE 802.11 network card. To secure an access point using MAC address
filtering, you must enter a list of allowed/denied client MAC addtesses into
the filtering table. (See “Finding the MAC address of a Network Card” on

page 4-61.)
Parameter Description
Filtering
Disable Disables MAC address filtering.
Enable Enables MAC address filtering.
Setting
Permissions Allows only devices with theit MAC address in the
list to connect to the Barricade.
Prohibition Denies access to the Batricade from devices with

their MAC address in the list.

NAT

Some applications require multiple connections, such as Internet gaming,
videoconferencing, Internet telephony, and others. These applications may
not work when Network Address Translation (NAT) is enabled. If you
need to run applications that require multiple connections, use these pages
to specify the additional public ports to be opened for each application.
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Address Mapping
SMC

- System

* Routing system
- Firewall

- SNMP

- ADSL

- Tools

- Status

NAT

#r Home

Address Mapping =

Metwork Address Translation (MAT) allows IP addresses used in a private local network 1o be
mapped to one or more addresses used in the public, global Intemet. This feature limits the
number of public IP addresses required fram the ISP and also maintains the privacy and security
of the local network. We allow one or more than one public IP address to be mapped to a pool of
local addresses

t.GlobalP: 80 [0 | & s transformed as multiple virtual IPs
from 192.168.2. [0 te1921882.J0

2 Global P[0 L J8 [0 | [8 s transformed as multiple vitual IPs
from 192.168.2. [0 to192.1682. [0

3 Global P[0 10 & 1[0 is transformed as multiple virtual IPs
from 152.168.2 lD—ID 192.168.2 ln—

4. Global [0 o | i 1[0 | istransformed as multiple virtusl IPs
from 192.168.2. [0 to1921882. [0

5 Global i [0 J0 [0 [0 | s transformed as multiple vitual Ps
fram 152.168.2 IU_ID 192.168.2 IU_

6 Glabal P[0 [0 [0 [0 | s transformed as multiple vitual Ps
from 192.168.2. [0 to192.1682. [0

7. Global P[0 1[0 |8 1[0 | istransformed as multiple virtual IPs
from 152.168.2 lD—ID 192.168.2 ln—

8 Global P[0 [0 | i | [0 | istransformed as multiple virtual IPs
from 192.168.2. [0 te1921882.J0

a Global i [0 [0 [0 [0 | s transformed as multiple vitusl Ps
from 192.168.2. [0 to192.168.2.J0

10. Global IF: |0 0 0 0 is transformed as multiple vintual IPs

from 192.168.2. [0 to 192.168.2. |0
=

Use “Address Mapping” to allow a limited number of public IP addresses
to be translated into multiple private IP addresses for use on the internal

LAN network. This also hides the internal network for increased privacy

and security.
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Virtual Server
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SM

- System
- WAN

- LAN

- Wireless
© NAT

>
=

° Routing system
- Firewall

* SNMP

- ADSL

- Tools

- Status

Virtual Server

You can configure the Baricade as = virtual server so that remote users accessing senices such
as the Web or FTP at your local site via public IP addresses can be automatically redirected to

In other words
senice (TCP/UDF) port number), the Barricade redirects the external senice request to the

local servers configured with private 1P

appropriate server (located at another intemal IP address)

1. qezaeszl
2 182.168.2. ,—
3. qgztesz] |
4 qeziesz |
s qozaesz2l
B 182.168.2. ,—
7. 1gztesz] |
8. qgzie82 |
9 qozaesz2l

10 1gz1e82]
1. qgzies2
12, 1gzes2l
13 qe2ie82]
14 qezaes2l
15 1g21e82]
16 1g21e82]
17. 1gzes2l
18 qs21e82]
19 qezaes2l
20 1s2182] |
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NAT

If you configure the Barricade as a virtual server, remote users accessing
services such as Web or FTP at your local site via public IP addresses can
be automatically redirected to local servers configured with private IP
addtesses. In other words, depending on the requested service (TCP/UDP
port number), the Barricade redirects the external service request to the

appropriate server (located at another internal IP address).

For example, if you set Type/Public Port to TCP/80 (HTTP or Web) and
the Private IP/Port to 192.168.2.2/80, then all HT'TP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP Address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include:

HTTP: 80, FTP: 21, Telnet: 23, and POP3: 110. A list of ports is
maintained at the following link: http://www.ana.org/assignments/

port-numbers.

Note: The WAN interface should have a fixed IP address to best utilize
this function. If your ISP only provides dynamic IP addresses, a
search for “free dynamic IP” on any major search engine will turn
up tools that will allow you to use the same domain name even

though your IP address changes each time you log into the ISP.
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Routing System

These pages define routing related parameters, including static routes and
RIP (Routing Information Protocol) parameters.

Static Route

SMC

- System

- WAN

* LAN

* Wireless

=INAT = Table of current static route entries:

- Routing system click <add> button to add new entry, or click <delste> or <modify> button to change the
ute selected entry.

[ Index | Network Address Subnet Mask

Static Route Parameter

Please Enter the Following Configuration Parameters:

* Firewall @1 192.168.4.1 255 255 266 0 54147 26,20
: :::I‘.P 2 192,188.44.1 255.255.0.0 54147 26,21
e 3 192188331 25625500 541472522
- Status Add Delete hodify

APPLY @

(y

Parameter Description

Index Check the box of the route you wish to delete or
modify.

Network Address Enter the IP address of the remote computer for

which to set a static route.

Subnet Mask Enter the subnet mask of the remote network for
which to set a static route.

Gateway Enter the WAN IP address of the gateway to the
remote network.

Click “Add” to add a new static route to the list, or check the box of an
already entered route and click “Modify.” Clicking “Delete” will remove an
entry from the list.

434



ROUTING SYSTEM

' SMC

- System
* WAN RIP Parameter
* LAN
© Wireless Please Enter the ing C
© NAT
- Routing system = General RIP parameter:
b RIP mode: € Disable @ Enable

» RIP Auto summary: @ Disable © Enable
b

M Home ¢

* Firewall
- SNMP
- ADSL

* Tools

* Status

= Table of current interface RIP parameter:

4T [Dissble =] [17] [Disable =] [Nane =] [
pv;éI:E [Disabie 7| m [Disanle = [Nane =]

i h’)

Parameter Description
Interface The WAN interface to be configured.
Operation Mode Disable: RIP disabled on this interface.

Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its
route table. It does not patticipate in sending route
broadcasts.

Version Sets the RIP (Routing Information Protocol)
version to use on this intetface.

Poison Reverse A way in which a router tells its neighbor routers
that one of the routers is no longer connected.
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Parameter Description

Authentication Required *  None: No authentication.

*  Password: A password authentication key is
included in the packet. If this does not match
what is expected, the packet will be discarded.
This method provides very little security as it
is possible to learn the authentication key by
watching RIP packets.

MD5: MD5 is an algorithm that is used to verify
data integrity through the creation of a 128-bit
message digest from data input (which may be a
message of any length) that is claimed to be as
unique to that specific data as a fingerprint is to a
specific individual.

Authentication Code Password or MD5 Authentication key.

RIP sends routing-update messages at regular intervals and when the
network topology changes. When a router receives a routing update that
includes changes to an entry, it updates its routing table to reflect the new
route. RIP routers maintain only the best route to a destination. After
updating its routing table, the router immediately begins transmitting
routing updates to inform other network routers of the change.



Routing Table
SMC

- System
© WAN

- LAN

- Wireless
© NAT

* Routing system

- Firewall
* SNMP
- ADSL

- Tools

- Status

ROUTING SYSTEM

M Home

@ Logout

Routing Table

List Routing Table.

216820 2652552550 directly  LAN
€ 127.00.1 255355255255 directly Loopback -
Flags : C- directly connected, S - static, R - KIP, I - ICMP Redirect.

Parameter Description

Flags

Network
Address

Netmask

Gateway

Interface

Metric

Indicates the route status:

C = Direct connection on the same subnet.

S = Static route.

R = RIP (Routing Information Protocol) assigned route.

I =ICMP (Internet Control Message Protocol) Reditect route.

Destination IP address.

The subnetwork associated with the destination.

This is a template that identifies the address bits in the destination
address used for routing to specific subnets. Each bit that corresponds
to a “1” is patt of the network/subnet number; each bit that
cotresponds to “0” is part of the host number.

The IP address of the router at the next hop to which matching frames
are forwarded.

The local interface through which the next hop of this route is reached.

When a router receives a routing update that contains a new or
changed destination network entry, the router adds 1 to the metric
value indicated in the update and enters the network in the routing
table.
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Note: Most modern routers support RIP-2 so there is usually no need for
a static route table.

Firewall

4-38

- System
* WAN

* LAN

* Wireless
© NAT

- Routing system the risk of hacker attack, and defending against a wide array of comman attacks. However, far
 Firewall applications that require unrestricted access to the Intemet, you can configure a specific

SMC

i Home

@ Logout
Security Settings (Firewall)

The Barricade provides extensive firewall protection by restricting connection parameters to limit
5 client/server as a demilitarized zone (DMZ).
P
[>
[

Enable or disable Firewall module function @ Enable © Disable
[

: SNMP
+ ADSL
* Tools

APPI:\‘

] r’

]

The Barricade’s firewall enables access control of client PCs, blocks

common hacker attacks, including IP Spoofing, Land Attack, Ping of
Death, IP with zero length, Smurf Attack, UDP port loopback, Snork
Attack, TCP null scan, and TCP SYN flooding. The firewall does not

significantly affect system performance and we advise leaving it enabled to
protect your network.

Note: When you check a radio button in the “Enable or disable Firewall

module function” field, be sure to click the “APPLY” button.



FIREWALL

fitering

A Lo

# Home

cbllelelelelelbbbbblllblbbbhhb ikl
Ll lbllhlllllibbbbbEblEREEEE
b llhllllbbbbbllkklbbbhbb kR
bbbl llllllllibbbhbbbllkEEEE
b llhhlllbblbbllkklbbbhbbkkkE
elelelelel bbb ke lelelele b bbb b el L L

0

0

© No
0

& Yes

wlole|olole|slole|x|e|e|r|o|e|e|< |

24
25
26
26

7
28
29
30

Rule Number

1
2
3
4
2

31
32

« Nommal Filtering Table {up to 10 computers)
+ MAC Filtering Table (up to 32 computers)

= Enable Filtering Function :

Access Control allows users to define the trafic type permitted or not-permitted to WAN port senice. This page includes IF address
Add PC

and MAG address filtering.

Access Control

* Routing system

- Wireless
© NAT

Access Control
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Access Control allows users to define the outgoing traffic permitted or
not-permitted through the WAN interface. The default is to permit all
outgoing traffic. (See the following page for details.)

The Barricade can also limit the access of hosts within the local area
network (LAN). The MAC Filtering Table allows the Barricade to enter up
to 32 MAC addresses that are not allowed access to the WAN port.

The following items are on the “Access Control” screen:

Parameter Description

Normal Filtering Table Displays the IP address (or an IP address range)
filtering table.

MAC Filtering Table Displays the MAC (Media Access Control) address
filtering table.

Note: Click “Add PC” and define the appropriate settings for client PC

services (as shown on the following screen).



FIREWALL

Access Control: Add PC
SMC ;

QT Access Control Add PC
- WAN

This page allaws users to define service limitation of elient PC, including IP address, senice tyse and scheduling rule criteria. For
URL blacking functian, you need config URL address first in "URL Blocking Site® page. For scheduling function, you also need corfiy
schedule rule first in "Scheduls Rule” page.

o Client PC Description: [Test
o Client PCIP Address: 192.168.2. [ ~ 10|

e Client PC Servict

ervice Name

W HTTP, TCF Part 60, 3128, 8000, B0AD, 6081
WA with URL Blocking HTTP (Ref. URL Blacking Site Page) ~
E-mail Sending SMTR, TCP Port 25 ]
News Forums NNTP, TCP Part 119 ~
E-mail Receiving POF3, TCP Port 110 ]
Secure HTTP HTTPS, TCP Port 443 ~ -
File Transfer FTP, TCP Port 21 ]
MSN Messenger TCP Port 1863 |
Telnet Service TCR Port 23 ]
AM AQL Instant Messenger, TCP Part 5180 ~
NetMesting H.323, TCP Port 1720 ]
DNS UDP Part 53 ~
SHMP UDP Port 161, 162 ~
VPIL-PPTP TCP Part 1723 |
VPI-L2TP UDP Port 1701 ]
TCP Al TCP Port m)
UDP All UDP Port [m]

User Define Service
Protocol: € TP € UDP
potRangs:f0 0 0 o o o o -
o Scheduling Rule (Ref. Schedule Rule Page): [Aweys Biocking =
Cancal
| >|_|

& 0one T [® e
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URL Blocking
SMC

+ System URL BI : -
ockin:

- WAN 9

* LAN Disallowed Web Sites and Keywords.

* Wireless

- NAT Y¥ou can block access to certain Wehb sites from a particular PC by entering either a full URL address

- Routing system or just a keyword of the YWeb site

- Firewall
To specify the particular PC, go back to the "Access Control® page and check the box for "Http with

URL Blocking” in the "Mormal Filtering Table"

.
*URL Blos

Site 1 | Site 16|
Site 2 | site 17 [
Site 3 | site 18 [
Site 4 | Site 19 [ -
Site 5 | Site 20 [
Site 6 | site 21 [
Site 7 | site 22 [
Site 8 | Site 23 [
site 9 | site 24 |
Site 10 [ Site 25 |
Site 11 [ Site 26 |
Site 12 [ site 27 |
Site 13 [ Site 28 |
Site: 14 [ Site 29 [
Site 15 | Site 30 [

Clear All

The Barricade allows the user to block access to Web sites from a
patticular PC by entering either a full URL address or just a keyword. This
feature can be used to protect children from accessing violent or
pornographic Web sites.
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Schedule Rule
SMC

- System
- WAN Schedule Rule
* LAN
- Wireless This page defines schedule rule narmes and activates the schedule for use in the "Access Caontrol®
age.
- NAT pag
* Routing system
* Firewall
¥

i Home @

« Schedule Rule Table {up to 10 rules)

2 e ure
dule Rule
5 Jim temp Edit Delete
b ‘Belly |:Dnsuh Part time |m Delete |
* SNMP

- ADSL Add Schedule Rule
* Tools

* Status

i r*

You may filter Internet access for local clients based on rules.

Each access control rule may be activated at a scheduled time. Define the
schedule on the “Schedule Rule” page, and apply the rule on the “Access
Control” page.

1. Click “Add Schedule Rule.”

2. Define the appropriate settings for a schedule rule (as shown on the
following screen).
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3. Click “OK” and then click “APPLY” to save your settings.

Edit Schedule Rule
Narme:  [Normal
Compment: [Office Hours

Activate Time Period

(ki) (hhimim)

Every Day oo fo0] oo oo
Sundiay oo : oo | foo ;oo
Monday oe”:on’| fre oo
Tuestiay os oo | fie ;oo
Wedesdzy oe”:on’| fre oo
Thursday o5~ - foa | fie ;oo
Fidzy ez on’| fre oo
Saturtay oo : oo | foo ;oo

2

=

\i
2
a
a8
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Intrusion Detection

SMC

- System

© LAN

* Wireless

© NAT

* Routing system
* Firewall

#1 Home

Intrusion Detection L]

When the SPI (Stateful Packet Inspection) firewall feature is enabled, all packets can be

blncked. Stateful Packet Inspection (SPI) allows full suppart of different application types that are
using dynamic part numbers. For the applications checked in the list below, the Barricade will
support full operation as initiated from the local LAN

The Barricade firewall can block common hacker attacks, including IP Spoofing, Land Attack,
Ping of Death, IP with zera length, Smurf Attack, UDP port loopback, Snork Aftack, TGP null
scan, and TCP SYM flooding.

* Enable SPI and Anti-DoS firewall protection:  # Yes  No

» Stateful Packet Inspection

R B

~

When hackers attempt to enter your network, we can alert you by e-mail

Y our E-mail Address ||
SMTP Server Address ;|
POP3 Server Address I

User name

Password

« Connection Policy

Fragmentation halt-open wait: [10 secs
TCP SYN wait: |30 sec,

TCP FIN wait: |5 56

TCP connection idle timeout: |3800 seC
UDP session idle timeout: |30 sec

H.323 data channel idle timeout: |180 sec

DoS Detect Crite

Total incomplete TOP/UDP sessions HIGH: [300 session

Total incamplete TCP/UDP sessions LOWY: [250 session

Incomplete TCR/UDP sessions (per min) HIGH: [250 session
Incamplete TCR/UDP sessions (per min) LOW: [200 session

Mazimun incomplete TCR/UDP sessions number from same host: |10

Incamplete TOR/UDP sessions detect sensitive time period: |300 msec
Maximun half-open fragmentation packet number fram same host; |30

Half-apen fragmentation detect sensitive time period: [10000 msec

Flooding eracker block time: |300 sec
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The Barricade’s firewall inspects packets at the application layer, maintains
TCP and UDP session information including timeouts and number of
active sessions, and provides the ability to detect and prevent certain types
of network attacks such as DoS attacks.

Network attacks that deny access to a network device are called
Denial-of-Service (DoS) attacks. Denial of Service (DoS) attacks are aimed
at devices and networks with a connection to the Internet. Their goal is
not to steal information, but to disable a device or network so users no

longer have access to network resources.

The Barricade protects against the following DoS attacks: Ping of Death
(Ping flood) attack, SYN flood attack, IP fragment attack (Teardrop
Attack), Brute-force attack, Land Attack, IP Spoofing attack, IP with zero
length, TCP null scan (Port Scan Attack), UDP port loopback, Snork
Attack etc.

Note: The firewall does not significantly affect system performance, so

we advise enabling the prevention features to protect your

network.
Parameter Defaults Description
Enable SPI and Yes The Intrusion Detection feature of the Batricade
Anti-DoS$ firewall limits the access of the incoming traffic at the
protection WAN port. When the Stateful Packet Inspection

feature is turned on, all incoming packets are
blocked except those types marked with a check
in the Stateful Packet Inspection section at the
top of the screen.
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Parameter

Defaults

Description

Stateful Packet
Inspection

Hacker Prevention
Feature

Discard Ping
from WAN

Discard

This option allows you to select different
application types that are using dynamic port
numbers. If you wish to use Stateful Packet
Inspection (SPI) for blocking packets, click on
the “Yes” radio button in the “Enable SPI and
Anti-DoS firewall protection” field and then
check the inspection type that you need, such as
Packet Fragmentation, TCP Connection, UDP
Session, FTP Service, H.323 Service, and TFTP

Setrvice.

Itis called a “stateful” packet inspection because
it examines the contents of the packet to
determine the state of the communication; i.e. it
ensures that the stated destination computer has
previously requested the current
communication. This is a way of ensuring that all
communications are initiated by the recipient
computer and are taking place only with sources
that are known and trusted from previous
interactions. In addition to being more rigorous
in their inspection of packets, stateful inspection
firewalls also close off ports until a connection
to the specific port is requested.

When particular types of traffic are checked,
only the particular type of traffic initiated from
the internal LAN will be allowed. For example,
if the user only checks “FTP Service” in the
Stateful Packet Inspection section, all incoming
traffic will be blocked except for FTP
connections initiated from the local LAN.

Prevents a ping on the router’s WAN port from
being routed to the network.

4-47



CONFIGURING THE BARRICADE

4-48

Parameter Defaults Description

RIP Defect Enabled If the router does not reply to an IPX RIP
request packet, it will stay in the input queue and
not be released. Accumulated packets could
cause the input queue to fill, causing severe
problems for all protocols. Enabling this feature
prevents the packets accumulating.

When hackers
attempt to enter
your network, we
can alert you by
e-mail

Your E-Mail Enter your e-mail address.

Address

SMTP Server Enter your SMTP server address (usually the

Address part of the e-mail address following the “@”
sign).

POP3 Server Enter your POP3 server address (usually the

Address part of the e-mail address following the “@”
sign).

User Name Enter your email account user name.

Password Enter your email account password.

Connection Policy

Fragmentation 10 sec Configures the number of seconds that a packet

half-open wait state structure remains active. When the timeout
value expires, the router drops the unassembled
packet, freeing that structure for use by another
packet.

TCP SYN wait 30 sec Defines how long the software will wait for a
TCP session to reach an established state before
dropping the session.

TCP FIN wait 5 sec Specifies how long a TCP session will be

T'CP connection
idle timeout

UDP sessionidle
timeout

3600 seconds
(1 hour)

30 sec

managed after the firewall detects a
FIN-exchange.

The length of time for which a TCP session will
be managed if there is no activity.

The length of time for which a UDP session will
be managed if there is no activity.
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Parameter Defaults Description
H.323 data 180 sec The length of time for which an H.323 session
channel idle will be managed if there is no activity.
timeout

DoS Detect

Criteria
Totalincomplete 300 sessions Defines the rate of new unestablished sessions
TCP/UDP that will cause the software to szarz deleting

sessions HIGH

Totalincomplete
TCP/UDP
sessions LOW

Incomplete
TCP/UDP
sessions (per
min) HIGH

Incomplete
TCP/UDP
sessions (per
min) LOW

Maximum
incomplete
TCP/UDP
sessions number
from same host

Incomplete
TCP/UDP
sessions detect
sensitive time

period

Maximum
half-open
fragmentation
packet number
from same host

Half-open
fragmentation
detect sensitive
time period

Flooding cracker
block time

250 sessions

250 sessions

200 sessions

10

300 msec

10000 msec

300 sec

half-open sessions.

Defines the rate of new unestablished sessions
that will cause the software to szp deleting
half-open sessions.

Maximum number of allowed incomplete TCP/
UDP sessions per minute.

Minimum number of allowed incomplete TCP/
UDP sessions per minute.

Maximum number of incomplete TCP/UDP
sessions from the same host.

Length of time before an incomplete TCP/UDP
session is detected as incomplete.

Maximum number of half-open fragmentation
packets from the same host.

Length of time before a half-open fragmentation
session is detected as half-open.

Length of time from detecting a flood attack to
blocking the attack.
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DMZ

4-50

SMC

#1 Home ut
- System ol
- WAN DMZ({Demilitarized Zone)
- LAN
. ou have a local client that cannot run an Internet application properly from behind the
Wireless If you h: Iocal client PC th I ppl properly fram behind the NAT
. NAT firewall, then you can open the client up to unrestricted two-way Internet access by defining 3

Virtual OMZ Host
- Routing system

- Firewall Enable DMZ:  CYes & HNo
Multiple PCs can be exposed to the Internt for two-way communications e.g. Interet gaming,

video conferencing, or YPM connections. To use the DMZ, you must set a static IP address for
that PC.

Public IP Address Client PC IP Address
1. 0000 ez eszfl
2 o o o mEazl
ET o o o w2 iea2fl
2 o o p 5 1oz ies2f0
s o o p o | o2 882[0
A o Y o w2 iEs2fl
7o o p o | 1:2882[0
A CO e A 1ezeszfl

If you have a client PC that cannot run an Internet application propetly
from behind the firewall, you can open the client up to unrestricted
two-way Internet access. Enter the IP address of a DMZ (Demilitarized
Zone) host on this screen. Adding a client to the DMZ may expose your
local network to a variety of security risks, so only use this option as a last
resort.
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Community

SMC

- System

© WAN

* LAN

* Wireless

- NAT

* Routing system
- Firewall

M Home

SNMP Community

In the context of SNIIP, 3 relationship between an agent and 3 set of SNVP managers defines
securty characteristics. The community concept is a local one, defined at the agent. The agent
establishes one community for each desired combination of authentication, aceess contral, and
proxy characteristics. Each community is given a unique (within this agent) community name,
and the management stations within that community are pravided with and must employ the
community name in all get operations. The agent may establish a number of communities, with

SNMP

station

1

2

[pucic —— [Resd =
[
[ [Femad
[ [Pemad
[ [Peaad

a3

ooa

]

Use the SNMP configuration screen to display and modify parameters for
the Simple Network Management Protocol (SNMP). A computer attached
to the network, called a Network Management Station (NMS), can be used

to access this information. Access rights to the agent are controlled by

community strings. To communicate with the Barricade, the NMS must

first submit a valid community string for authentication.

Parameter Description

Community A community name authorized for management
access.

Access Management access is restricted to Read Only
(Read) or Read/Write (Write).

Valid Enables/disables the entry.

Note: Up to 5 community names may be entered.
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Trap
SMC

- System

* LAN

SNMP Trap

M Home

* Wireless In the context of SNMP, an unsolicited message can be sent by an agent to management
- NAT station. The purpose is to notify the management station of some unusual event
* Routing system
* Firewall Community
- SNMP
[>
» Trap 0 o o o | [Disabled =]
- ADSL
* Tools 0 0 0 [ | [Disabled ~]
- Status
0 0 0 [ | [Disablzd =]
0 o o o |
Parameter Description
IP Address Traps are sent to this address when errors or
specific events occur on the network.
Community A community string (password) specified for trap
management. Enter a word, something other than
public or private, to prevent unauthorized
individuals from reading information on your
system.
Version Sets the trap status to disabled, or enabled with V1

or V2c.

The v2c protocol was proposed in late 1995 and
includes enhancements to v1 that are universally
accepted. These include a get-bulk command to
reduce network management traffic when
retrieving a sequence of MIB variables, and a more
elaborate set of error codes for improved reporting
to a Network Management Station.
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ADSL

Parameters

SMC

- System
- WAN ADSL Parameter:

- LAN
- Wireless Operation Mode: | Automatic ~

e Automatic

= £T5I DTS/TM-06008 |
Routing systam NS

- Firewall

o T Address C4: [FC

- ADSL Address CE: [00

b Param
b Address CB: |00

- Tools Address C8: [00
250 Address Ca; 24

] r‘

Parameter Description

Operation Mode *  Automatic
e ETSI DTS/TM-06006 standard.
e G.992.1 standard

Address 3C etc. Resetved.
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Status
#t Home
* System Monitoring Index: =
- LAN = ADSL Status Information
* Wireless s Status
© NAT = Data Rate Information,
* Routing system = DefectFailure Indication.
* Firewall = GSlatistics
- SNMP
- ADSL ADSL Status Information:
= Status
Line Status - Activating
+ [GoTop]
= Data Rate:

Up Strearm D (Kbps.) D (Kbps.)
Down
Sy 0 (kKbps.) 0 (kKbps.)
» [GoTop]

Operation Data / Defect Indication,

ation Data arm
Moise Margin
Output Power -0.5 dBm -0.5 dBm
Attenuation -0.5 dB -05 dB

Fast Path FEC Correction
Interleaved Path FEC

Carection B5635 B5535
Fast Path CRC Errar B5535 B5535
Intedeaved Path CRC Errar 65535 65535
Loss of Signal Defect = =
Loss of Frame Defect = =
Loss of Power Defect - -
Fast Path HEC Error B5535 B5535
Intereaved Path HEC Errar 65635 65535
* [GoTop]
= Stafistics

BEEE

* [GoTop]

Kl

454
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Parameter

Description

Status
Line Status
Data Rate
Upstream

Downstream

Operation Data/
Defect Indication

Noise Margin
Upstream
Downstream
Output Power

Attenuation
Upstream

Downstream

Fast Path FEC
Correction

Intetleaved Path
FEC Cotrection

Fast Path CRC
Error

Intetleaved Path
CRC Error

Loss of Signal
Defect

Loss of Frame
Defect

Shows the current status of the ADSL line.

Actual and maximum upstream data rate.

Actual and maximum downstream data rate.

Minimum noise margin upstream.
Minimum noise margin downstream.

Maximum fluctuation in the output power.

Maximum reduction in the strength of the upstream signal.

Maximum reduction in the strength of the downstream signal.

There are two latency paths that may be used: fast and
interleaved. For either path a forward error correction (FEC)
scheme is employed to ensure higher data integrity. For
maximum noise immunity, an interleaver may be used to
supplement FEC.

An interleaver is basically a buffer used to introduce a delay,
allowing for additional error correction techniques to handle
noise. Interleaving slows the data flow and may not be
optimal for real-time signals such as video transmission.

Indicates the number of Fast Path Cyclic Redundancy Check
errofs.

Indicates the number of Interleaved Path Cyclic Redundancy
Check errors.
Momentary signal discontinuities.

Failures due to loss of frames.
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Parameter

Description

Loss of Power
Defect

Fast Path HEC
Error

Intetleaved Path
HEC Error

Statistics

Received
Superframes
Intetrleaved

Transmitted
Superframes
Intetleaved

Received
Superframes Fast

Transmitted
Superframes Fast

Failures due to loss of power.

Fast Path Header Error Concealment errors.

Interleaved Path Header Error Concealment errors.
(Superframes represent the highest level of data presentation.
Each superframe contains regular ADSL frames, one of
which is used to provide superframe synchronization,

identifying the start of a superframe. Some of the remaining
frames are also used for special functions.)

Number of interleaved superframes received.

Number of interleaved superframes transmitted.

Number of fast superframes received.

Number of fast superframes transmitted.




TooLs

Tools

Use the “Tools” menu to backup the current settings, to restore previously
saved settings, or restore the factory default settings.

Conﬁguration Tools
SMC"*

- System

* WAN Configuration Tools
* LAN

it Home ¢

- Wireless Use the "Backup" tool to save the Barricade's current configuration to & file named "config_bin" an
- NAT your PC. You can then use the "Restore” tool to restore the saved configuration to the Barricads
- Routing system Alternatively, you can use the "Restore to Factory Defaults” taol to force the Barricade to perform
a power reset and restare the original factory settings

- Firewall
- SNMP & Backup

Ll € Restare

< Restore to Factory Defaults
kore Configuration

Check “Backup” and click “More Configuration” to save your Barricade’s
configuration to a file named config.bin on your PC. You can then check
the “Restore” radio button and click “More Configuration” to restore the
saved backup configuration file.

To restore the factory settings, check “Restore to Factory Defaults” and
click “More Configuration.” You will be asked to confirm your decision.
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Firmware Upgrade

SMC

: System _
- WAN Firmware Upgrade

- LAN
* Wireless

* NAT Enter the path and name of the upgrade fils then click the APPLY button below. Vou will be prormpted
* Routing system to confirm the upgrade
* Firewall

* SNMP Upgrade Target | Firmware -
* ADSL
Browse

This tool allows you to upgrade the Barricade system firmware using a file provided by ShC

Use this screen to update the firmware or user interface to the latest
versions. In the “Upgrade Target” field, choose “Firmware” or “User
Interface” depending on which you want to update. Then click “Browse”
to browse for the previously downloaded file.

Note: For latest firmware/user interface version information and
download, visit SMC’s Web site at www.smc.com.
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Reset

SMC

- System

* WAN Reset
- LAN

© Wireless In the event that the systemn stops responding correctly or in gome way stops functioning,
- NAT you can perfarm a reset. Yaur settings will not be changed To perform the reset, click an
- Routing system the APPLY hutton below. Vou will be asked to confirm your decision. The reset will be

- Firewall cormplets when the power light stops blinking

- SNMP
* ADSL
- Tools

[>
[>
LR

Perform a reset from this page. The configurations will not be changed
back to the factory default settings.

Note: If you use the reset button on the rear panel, the Barricade
performs a power reset and restores the factory settings.
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The Status screen displays WAN/LAN connection status, firmware and
hardware version numbers, as well as information on DHCP clients

connected to your network.

SMC

* System

“LAN
* Wireless

© NAT

* Routing system
* Firewall

- SNMP

- ADSL

* Tools

- Status

Status

You can use the Status screen to see the connection status for the HomeGateway' WiaN/LAN
interfaces, firrmware and hardware version numbers, any illegal attempts to access your network,
as well as information on all DHCP client PCs currently connected to your network:

Current Time: 01/01/1970 01:29:26

INTERNET GATEWAY

Cable/DSL: CONNECTED IP Address: 1921B8.2.1
WWAN IP: 192.168.3.2 Subnet Mask: 255.255285.0
Subnet Mask: 255.2552550 DHCP Server. Enabled
Gateway: 0.0.0.0 Firewall: Enabled

Primary DMNS: 168.95.1.1
Secondary DNS: 0.0.0.0

INFORMATION
Numbers of DHCP Clients: 1
Runtime Caode ‘ersion:

0,52 (Apr 15 2002 10:53:20)
Boot Code Wersion: W1.12
LAN MAC Address:

00-70-46-00-00-01
WARN MAC Address:

00-70-46-00-00-02
Hardware “ersion: 01
Serial Num: AD00000001

Security Log

access to wour netwark

DHCP Client Log
Wiew any attempts that have been made to gain “iew information on LAN DHCP clients currently
linked to the HomeGateway.

01/01/1970 03:10:02 192.168.
01/01/1970 02:37:41 192.168
01/01/1970 01:09:02 192.168
01/01/1970 O 39 192.163
01/01/1970 192.165.

(SRS

] [ip=192.188.2.101

wac=00-10-B5- =

The security log may be saved to a file by clicking “Save” and choosing a

location.



FINDING THE MLAC ADDRESS oF A NETWORK CARD

The following items are included on this screen:

Parameter Description

INTERNET Displays WAN connection type and status.

GATEWAY Displays system IP settings, as well as DHCP
Server and Firewall status.

INFORMATION Displays the number of attached clients, the

firmware versions, the physical MAC address for
each media interface, and for the Barricade, as well
as the hardware version and serial number.

Security Log Displays illegal attempts to access your network.
DHCP Client Log Displays information on DHCP clients on your
network.

Finding the MAC address of a Network Card

Windows 95/98/ME
Click “Start/Run”. Type “winipcfg” and press ENTER.

The MAC address is in the “Adapter Address” section.

Windows N'T4/2000/XP
At the command prompt, type “ipconfig /all” and press ENTER.

The MAC address is listed as the “Physical Address.”

Linux

Run the command “/sbin/ifconfig.”” The card’s MAC address is the value
after the word “HWaddr.”
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CHAPTER 5
CONFIGURING CLIENT TCP/IP

After completing hardware setup by connecting all your network devices, you
need to configure your computer to connect to the Barricade. First determine
how your ISP issues your IP address. Many ISPs issue these numbers
automatically using Dynamic Host Configuration Protocol (DHCP). Other
ISPs provide a static IP address and associated numbers, which you must
enter manually. How your ISP assigns your IP address determines how you
need to configure your computet. See this section for Windows 95/98/ME
configuration. See “Windows N'T 4.0” on page 5-6, “Windows 2000” on page
5-11, “Windows XP” on page 5-15, or “Configuring Your Macintosh
Computer” on page 5-19 depending on your operating system.

Windows 95/98/ME

You may find that the instructions in this

% Windows Lpdate

Programs 3
i] Favorites 4

section do not exactly match your version of
Windows. This is because these steps and

screenshots were created from Windows 98.

Windows 95 and Windows Millennium B i B2 Contol Panel
. L. . . I Printers

Edition are similar, but not identical, to S Taskbar & Start M
. @) Folder Options. .

Windows 98. T3] ctva Docklon

Y Windows Update

§ & Log O Administratar..

1. From the Windows desktop, click the s Shut Do

“Start” button. Choose “Settings,” and
then click “Control Panel.”
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2. In “Control Panel”
double-click the “Network”

icon.

3. In the “Network” window,
under the “Configuration”
tab, double-click the “TCP/
IP” item listed for your
network card.

4. Select the “IP Address” tab.

5. If “Obtain an IP address
automatically” is already
selected, your computer is
already configured for
DHCEP. Click “Cancel” to
close each window, and skip
to “Disable HT'TP Proxy”
on page 5-4.” If not, locate
your IP address and subnet
mask. Record the numbers
in the space provided on the
following page.

5-2

E3 Control Panel

J File  Edit Wew Go Favoites Help

= = [
Back Earvard Up

Map Drive Disconnect Cut

| Addiess 50 Contil Panel

Accessibiity AddMew  Add/Remove [
Options Hardware Programs
Control
Panel A oA %
Find Fast Fants Game
Use the settings in Controllers
Control Panel to
oo your » iy
computer. o~
Select an item to view its Livellpdate Mail Modenrs
description.
Technical § it ODBC Data  Passwords
EEE—— Sauces (325
Metwork K E3
Configuation | Identiication | Access Control |
The following network companents are installed:
Client for Microsoft Networks -

13 Dial-Jp Adapter
I3 SMC EZ Card 104100 [SMC1211T)
[§ TCF/P -» Dial-Up Adapter

B Femove | Popeties |
Primary Metwark Lagon:
ICI\enl for Microsoft Metwarks j

File and Print Sharing |
(i TCPAP Propertics HE

TCR/
wide-

Bindings I Advanced | MNetel0s |
DN Configuration | Gateway | WINS Configuration ~ IP Addiess

An P address can be automatically assigned ta this computer
If your network does not automatically assign IP addresses. ask
wour retwark administrator for an address, and then type it in
the space below,

& fibtgin an (F

atamatical

£ Specity an P addiess:

B EdiEss:

Concel |




Winpows 95/98) ME

Click the “Gateway” tab and

record the numbers listed
under “Installed gateways.”

Click the “DNS
Configuration” tab. Locate
the DNS servers listed
under “DNS Server Search
Order.” Record any listed

addresses.

After writing down your
settings, check to make sure
you have recorded them
correctly. Click the “IP
Address” tab and then click
“Obtain an IP address
automatically.” Click “OK.”

Windows may need your
Windows 95/98/ME CD to
copy some files. After it
finishes copying, it will
prompt you to restart your
system. Click “Yes” and
your computer will shut

down and restart.

TCP/IP Configuration Setting

IP Address

Bindings | Advanced | NeBIOS |
DMS Carfiguration  Gateway | “WwiNS Configuration | |P Address

The first gateway in the Installad G ateway list wil be the default
The address order in the list will be the order in which these
machines are used

e oty

add |

Installed gateways: ‘

‘ Hemove I

TCP/IP Properties HE

Bindngs | Advenced | Ne®BIDs |
DNS Configuration | Gateway | WINS Configuration | 1P Addhess

Hist: I o I

N5 Server Gearch e

' 11 |
EEmove

W armaity S Searchidef—————

[ B

Remos

Cancsl

System Settings Change [ ]

*fou must restart your computer befare the new settings will take effect.

Do you want to restart pour computer now?

S

Subnet Mask

Primary DNS Server

Secondary DNS Server
Default Gateway

Host Name
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your Web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. The following steps are for Internet Explorer and

Netscape. Determine which browser you use and follow the appropriate

steps.

Internet Explorer
File Edit VWiew Favoites | Tool: Help
1. Open Internet Explorer and - o T Ao g
. . o - Spnchi 8

click the stop button. Click Beck __Fonrd indons Undae =
“Tools,” then “Internet e e :
> [ Links @] Bestof the'web  &]1 Show Felated Links s &

Options.”

. Internet Options [ 7] x]
2. In the “Internet Options”

Gieneral | Secuiy | Content  Connestions | Fiograms | Advanced |

window, click the

) Use the Intinet Comnection Wizard ta
“Connections” tab NCXt =) connect your computer to the Intermet
. el
. .  Dighup sefiing
click the “LAN Settings...”
button.

SEths..

) [l whereyen e netwark cormestion is Aot Eesent

) ever dinlla conmestion

51 gy disf my default cormestion

[Eurertidetaul Hare: SetDefault

J= | Berfm system secutitichesck before dialng

~ Local Area Metwark [LAN] settings

LaMN Settings...

Local Area Network [LAN] Settings ;
3. Clear all the checkboxes. T P —

Automalic configuration may overide manual settings. To ensure the
use of manual settings, disable automatic canfiguration

4. Click “OK.,” and then click &

™ Use automatic configuration seript

“OK” again to close the —
Arldiess

“Internet Options” window.

- Prowy ssrver

™ Use a progy server

Sdiess, Fart fdyansed..

I= | Bupass provysenyenfor oo eddissses

Cancel
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Netscape

File | Edit Yiew Go Window Help

1. Open Netscape and click

T (o il
. g oy (el -
the stop button. Click EIR(R= | Home  seach
“Edit,” then click g I LW s
Find in Page. CikF
“Preferences...” Frddgen G
Search [ntemet
2. In the “Preferences”
. Categary:
WlﬂdOW, under ) Appearance ﬁ!}uxies Configure prosies to access the Intemet
- Fonts
113 bl Cal
Categ Oty =N Navig:o',s A netwark proxy is used t provide additional security between your
. it d the Internet ly aly ith & fi ll) and/ar k
double-click Pl ;iﬁli”sgf;?m,mZnZS‘Qéw[EZ:anZ[i,STES"EL et e
~ Smart B
‘Advanced,” then Identwsa' e & Direct connection to the Intemek
= Advanced W e e e | i
M (13 5 2 Cache = —
click “Proxies.” Select e @ ErEEE e
TG . Configuration location [URL]
Direct connection
. (i ek
to the Internet.” Click
((OI<'77
3. Repeat these steps for

each Windows 95/
98/ME computer

connected to your Barricade.

0 | Cancel Help

Obtain IP Settings from Your ADSL Router

Now that you have configured your computer to

connect to your Barricade, it needs to obtain new
network settings. By releasing old DHCP IP settings
and renewing them with settings from your Barricade,

% Windows Update
Programs 3

90‘6 Favorites 4
% Documerts ,

you can also verify that you have configured your

computer correctly. iy seting: ’
@ FEind »
1. Click “Start,” then “Run...” & e

@) Log D Warson
Shut Down.

| Windows93
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Type “WINIPCFG” and click Aun HE

“OK.” It may take a second ot two Typs the e of a proram, foldsr, docurent, o test
“ . 5 resounce, and Windoves will open it for you.

for the “IP Configuration

Operc  [wINIPCFG] =

oK I Cancel I Browse... |

window to appear.

From the drop-down menu, select BLI" Conigaton =

your ﬂCtWOI‘k card. Cth “Release” ~Ethemet Adapter Information

and then “Renew.” Verify that your

Adapter Address 00-E0-29-75-35-9E

IP address is now 192.168.2.xxx, Paddes | iqizie
your Subnet Mask is SubnelMask | 2552850650

Defaul Gateway 19216821
ok | Rekase | [ Remew |

Release &l | Renew 4l | Morelnlo»l

255.255.255.0 and your Default
Gateway is 192.168.2.1. These

values confirm that your Barricade
is functioning, Click “OK” to close the “IP Configuration” window.

Windows NT 4.0

After completing hardware setup by connecting your network devices, you

need to configure your computer to connect to the Barricade. First

determine how your ISP issues your IP address. Many ISPs issue these

numbers automatically using Dynamic Host Configuration Protocol
(DHCP). Other ISPs provide a static IP address and associated numbers,

which you must enter manually. How your ISP assigns your IP address

determines how you need to configure your computer.
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Follow these instructions:

1. From the Windows
desktop click “Start/
Settings/Control
Panel”

2. Double-click the
“Network™ icon.

WindowsNT

Winpows NT 4.0

Programs 3

Documents

ninters
askbar & Start Menu..

Shut Diown. ..

3. Select the

“Protocols” tab.

File Edit

Wiew Help

4. Double-click
“TCP/IP Protocol.”

5. Select the “IP Address”
tab.

6. In the “Adapter”
drop-down list, be sure
your Ethernet adapter is

selected.

7. If “Obtain
an IP address

automatically” is already =

selected, your computer
is already configured for
DHCP. Click “Cancel”
to close each window,
and skip to “Disable
HTTP Proxy” on page
5-9.

Add/Remove Conzole Date/Time Devices Dizplay
Programs

B

Fonts

% g <
Multimedia ODBC PC Card Ports
[PCRCIA)
Metwork [ 7] =]

Identiication | Services = Prolocols |Adapters| Bindings |

Netwaork Protocols:

ole

= o

& 8 D

Intemet Keyboard Maderns Mause

Microsoft TCP/IP Properties HE

IP Address | NS | WNS Address | Fouting |

A0 P address can be automatically azzigned to this network card

by

ask your netwark. adminizstratar for an address, and then type it in
the space below.

Adapter

W MetBE| Fratocol

a DHCP server. |f your network doss not have a DHCP server,

2 Card 10100 P

" Obtain an P address from a DHCP server
& Specify an IP address

P Address: 192 168 . 123 . 4

Subnet Mask: I 265.255.285. 0
Default Gateway: I . . .
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5-8

10.

11.

In the “TCP/IP Properties” dialog box, under the IP address tab,
locate your IP address, subnet mask, and default gateway. Record these
values in the spaces provided below.

Cth the “DNS” tab to Microzoft TCP/IP Properties HE

see the primary and IP Address  DNS | WiINS Aderess | Reuting |

.
secondary DNS servers. ENRPRNp—

RCCOI‘d these Values in Host Mame: Domain:
[DEMCOMPUTER |

the spaces provided

below — DMS Service Search Order

After writing down your
IP settings, click the IP
address tab. Select
“Obtain IP address ~ Diomain Suffix Search Order
automatically” and click
“OK.” Click “OK” again

to close the “Network” ]

=
4]
—+

Digwnd

Add. Edi femove |

W

Dol |

Edit:.. | Eemayve |

window.

QK I Cancel | Lpply

Windows may copy some files, and will then prompt you to restart
your system. Click “Yes” and your computer will shut down and

restart.

TCP/IP Configuration Setting
IP Address

Subnet Mask
Default Gateway
Primary DNS Server

Secondary DNS Server

Host Name




Winpows NT 4.0

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your Web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. Determine which browser you use and refer to

“Internet Explorer” on page 5-4 or “Netscape” on page 5-5.

Obtain IP Settings from Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you will

verify that you have configured your computer correctly.

. =] Accessories 4
1. From the Windows desktop, Statup .
click “Start/Programs/ and Ji§ 2 Documents & Command Prompt
then click “Command g % Settings b2 Windows NT Explorer
Prompt.” _é &j Fird » = Administrative Tools (Comman)  +
E @ =), Barricads Utiity 4
= Hep Start ’
2. In the “Command Prompt” [ = 42 Startup )
) Tl Bun L=, WLAN Bridge Utility L4
window, type “IPCONFIG &5
/RELEASE” and press the [ &) shutbomn..

<ENTER> key.

=] Command Prompt
icrosoft Windous 2000 [Uersion 5.00_ 21951
<C> Copyright 1985-1999 Microsoft Corp.

:\>IPCONFIG ~RELEASE
Windows 2008 IP Configuration

1P address successfully released for adapter "Local Area Connection 1
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Type “IPCONFIG /RENEW” and press the <ENTER> key. Verify
that your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values

confirm that your Barricade is functioning,

<% ]command Prompt

icrosoft Windows 2068 [Ue
KC> Copyright 1985-1999 Micr

=\>IPGONFIG ~RELEASE

lindows 2B08@ IF Configuration

[P address successfully released for adapter "Local Area Connection 1"
=\>IPCONFIG /RENEW

lindows 2888 IF Configuration

[Ethernet adapter Local Area Connection 1:

Connection—specific DNS Suffix
Addr

92.168.2.125
Subnet Mask 55.255.255.0
Default Gateway 192.168.2.254

Type “EXIT” and press <ENTER> to close the “Command Prompt”

window.

Your computer is now configured to connect to the Barricade.



Windows 2000

1. On the Windows desktop,
click “Start/Settings/
Network and Dial-Up

Connections.”

2. Click the icon that
corresponds to the
connection to your
Barricade.

3. The connection status
screen will open. Click
“Properties.”

Winpows 2000

@ New Office Document
ﬁ? Open OFfice Document
% Windows Update

[} Acrobat Reader 5.0

3 winzip
% Programs 3
% Documents 4

E g
Q Search
g Help (] Printers

Run... a Taskbar 8 Start Menu. .

@ Shut Down,
FEIECEEN

Local Area Connection 1 Status _"Iil
General
— Connection
Statuz: Connected
Druraticry 001512
Speed: 10.0 Mbps
= Activik =
Sent — J= —  Feceived
[B=-1
Packsts: 43 | 0
Froperties Dizable |
Close
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4. Double-click “Internet 2]
Protocol (TCP/IP).” Gereel | S|

Connect uzing:
SMC EZ Card 104100 (SMC1211T]

5. If there is IP Address
information on the

Companents checked are used by this connection:

“Internet Protocol (TCP/ Client for Mictosol Networks

IP) Properties” dialog box,
it should be recorded. Use

le and Printer Sharing for Microsoft Netwarks
el P

the spaces below to record el
the current Settings. “ou can get I settings assigned automatically if your network supports

this capability. Otherwise, you need ta ask yaur netwark administrator for
the appropriate |F settings.

6. If “Obtain an IP address @ (ki an TP adies sbmabealy

- . " Uge the following |P' add ————

automatically” and “Obtain zethe fefoning [ actess
P address:
DNS server address Subnet mask: —
automatically” are already staul ity
selected, your computer is & Dbt DS server addiess automatically
" Usg the following DMS server addresses—————————————————

alfeady COﬂﬁguer fOr Ereterred DNS server
DHCR Chck “Cancel” to Alternate DNS server

close each window, and skip

Advanced...
to “Disable HTTP Proxy” |
on page 5-13.” Cance

7. Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically.” Click “OK” or “Close” to close each window.

TCP/IP Configuration Setting
IP Address

Subnet Mask

Default Gateway
Preferred DNS Server
Alternate DNS Server
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Winpows 2000

Disable HTTP Proxy
You need to verify that the “HTTP Proxy” feature of your Web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. Determine which browser you use and refer to
“Internet Explorer” on page 5-4 or “Netscape” on page 5-5.

Obtain IP Settings from Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you can

verify that you have configured your computer correctly.

% wirdows Lipdats ‘
» E Communications  *

® E Programs =]
@& Internet Explorer nmand Prompt
i Documents ¥ (3 Outlook Express 9§ Paink

1. From the Windows
desktop, click “Start/

Programs/Accessoties,”

Settings R S == e

and then “Command

E

Search 4

Prompt.”

2 Run...

Y
&
X
& rep
5|
)

Shut Down, ..

2. In the “Command FEliEELR

Prompt” window, type “IPCONFIG/RELEASE” and ptess the
<ENTER> key.

icrosoft Wind 2008 [Version 21

5.
<G> Copyright —-1999 Microsoft
:\>IPCONFIG ~RELEASE
Windows 2888 IP Configuration

IF address succ 1ly released for adapter “Local Area Connection 1"
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Type “IPCONFIG /RENEW” and press the <ENTER> key. Verify
that your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your ADSL Router is functioning,

icrosoft Windows 2868 [Ue n 5.88.21951
<C> Copyright 1985-1999 Microsoft Corp.

:~>IPCONFIG ~RELEASE
Windows 260@ IF Configuration

IP address successfully released for adapter “Local Area Connection 1"

:~>IPCONFIG ~RENEY
Windows 2808 IF Configuration

[Ethernet adapter Local Area Connection 1:

92.168.2.125
Mask 55.255.255.0
Default Gateway . . . 92.168.2.254

Type “EXIT” and press <ENTER> to close the “Command Prompt”

window.

Your computer is now configured to connect to the Barricade.



Windows XP

1. Click “start/Control Panel.” I:;I eomal |12 My Recent Documents »

2. In “Control Panel” click
“Network and Internet

Connections.”

3. The “Network
Connections” screen will
open. Double-click the

connection for this device.

4. On the connection status

screen, click “Properties.”

Winpows XP

Qutlook Express

ﬁ My Pictures

‘! MEN Explorer B e Music
® Windows Media Player g’ My Computer

@ Windows Movie Maker
‘i. Connect Ta >
'@ Tour Windaws %P

{2 Prinkers and Faxes

) Files and Settings Transfer
D Wizard

9) Help and Suppart.
Snaglt 5.0 p
@ ) seerch

Allerograms [ =7 Run...

" Network Connections

Fle Edt Yew Favortes Tools Advanced  Help

Qoo - O (F | Oseach [ roders | [

Acidress | nietwork Connections

Network Tasks

Create & new connection

ras
Discornected
T [, Lucent Wi Madem

LAN or High-Speed Internet

£ et up 2 home or small
office network.

See Also
Local frea Connection £

1) Nebwork Traubleshacter fneble
PRISM2S [EEE 802,11 PC Card:

General | Suppart|
Cannection
Status: Connected
Details| Duration: 00:47:38
Netwoil Speed 11.0 Mbps
System
Activity
Sent — ﬂ —  Received
Fackels 4 4

Close
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Double-click “Internet
Protocol (TCP/IP).”

If there is IP Address
information on the “Internet
Protocol (TCP/IP)
Properties” dialog box, it
should be recorded. Use the
spaces below to record the

current settings.

If “Obtain an IP address
automatically” and “Obtain
DNS server address
automatically” are already
selected, your computer is
already configured for
DHCP. Click “Cancel” to
close each window, and skip
to “Disable HTTP Proxy”
on page 5-17.”

General | Authentication || Advanced

Connect using:

=L Local Area Connection 2 Properties |E|g|

‘ B8 PRISM25 IEEE 80211 PC Card |

This connection uzes the following items:

El Clignt for Microsoft Networks

L File and Frinter Sharing for Microsaft Metworks

General | Altemate Configuration

*ou can get IP setiings assigned automaticaly if your network supports
this capabilly. Otherwiss, you need ta ask your retwork administrator for
the appropriate |P settings.

(%) Dbtain an P address sutomatically

(O Use the follawing IP* address:

(%) Dbtain DNS server address automatically
() Use the follawing DNS server addresses

]
]

Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically.” Click “OK” or “Close” to close each window.

TCP/IP Configuration Setting

IP Address

Subnet Mask

Default Gateway

Preferred DNS Server

Alternate DNS Server




Winpows XP

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your Web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. Determine which browser you use and refer to
“Internet Explorer” on page 5-4 or “Netscape” on page 5-5.

Obtain IP Settings from Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you can

verify that you have configured your computer correctly.

. @) Communications v
1. From the Windows @) s i
=S ) Entertainment »
H « = ™) Games 4 I
desktop, click “start/ o E— ) system s ,
Pro rams/ ™) stnetEx P ) Address Book
g @ Tour Windows e || () Startup ' E calouator
. @ Ttermet Explorer
ACC@SSOI‘ICS/ L}) Fles and Settings Trol g st Explorer
5s S¥5 vizard B Hotepad
Command Prompt. ) Outlook Express Y ran:
Snaglt 5.0
& e v Remote Assistance @) Frogram Compatibilty Wizard
@ Windows Media Player €9 Synchronize
CITENERE 3] 8 windows Messenger M @ Tour windows 1@

153 Windows Explorsr
B Windows Movie Maker
A wordrad

2. In the “Command Prompt” window, type “IPCONFIG/RELEASE”
and press the <ENTER> key.

Command Prompt !Eu

C:\>ipconfig /release

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
IP Addre.
Subnet M
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CONFIGURING CLIENT TCP/IP

3. Type “IPCONFIG /RENEW” and press the <ENTER> key. Verify
that your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your ADSL Router is functioning,

- ConmandPromt . HEE
C

poonfig sreleas

Windows I[P Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Addre
Subnet M
Default

C:~>ipconfig srenew

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connec cific DNS Suffix .
IP Addre 192.168.2.1688

Subnet M PR 255.255.255.8
Default Gate .- 192.168.2.1

Type “EXIT” and press <ENTER> to close the “Command Prompt”

window.

Your computer is now configured to connect to the Barricade.
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CONFIGURING YOUR MAcCINTOSH COMPUTER

Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your

operating system. This is because these steps and screenshots were created

using Mac OS 8.5. Mac OS 7.x and above are similar, but may not be

identical to Mac OS 8.5.
Follow these instructions:

1. Pull down the Apple Menu.
Click “Control Panels” and
select “TCP/IP”

2. In the TCP/IP dialog box,
make sure “Ethernet” is
selected in the “Connect
via:” field.

JEl File Edit View Special Help

About This Computer

&3 Apple DVD Player

AD) Apple System Profiler

Calculator

3 Chooser

|§L Clipboard alias
antrollPane

[, Favorites

Key Caps

2 Mail

m Microsoft Office 98

EE Network Browser

Note Pad alias

QuickTime Player

@ Recent Applications
&
g

Recent Documents
Recent Servers
Eﬁ Remote Access Status
Scrapbook
& Sherlock 2
4% simpleText alias
< Stickies

Appearance

Apple Menu Options
AppleTalk

ColorSync
Configuration Manager
Control Strip

Date & Time

Energy Saver
Extensions Manager
File Exchange

File Sharing

General Controls
Internet

lomega Drive Options
Keyboard

Launcher

Location Manager
Memory

Mod

Monitors

Mouse

MouseWare

Multiple Users

QuickTime™ Settings

Remote Access

Software Update

Sound

Speech

Startup Disk

Text

USB Printer Sharing
Web Sharing
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CONFIGURING CLIENT TCP/IP

3. If “Using DHCP O —wwrh——————————

Connect via Ethernet

Server” is already

— Setup
SCICCth in the Configure : Using DHCP Server -

“Conﬁgure” ﬁeld, DHCP Client: [ ]

IP Address: < will be supplied by server »

your computer is
Subnet mask: ¢ will be supplied by server *
already configured
for DHCP. Close the
TCP/IP dlalog box Hame server addr.: < will be supplied by server »
3
and skip to “Disable

HTTP Proxy” on

Router address: < will be supplied by server »

Search domains

@

page 5-21.7

4. If there is IP Address information on the “TCP/IP” screen, it should
be recorded. Use the spaces below to record the current settings.

5. After writing down your IP settings, select “Using DHCP Server” in
the “Configure” field and close the window.

6. Another box will appear

f Save changes to the current configuration?

asking whether you want to , ,
Saving the changes may interrupt any TCP/IP

save your Settings. Cth services currently established.

“Save.”

[ Don’t save | cancel | |[_save ||

TCP/IP Configuration Setting
IP Address

Subnet mask

Router address

Name server addr.
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CONFIGURING YOUR MAcCINTOSH COMPUTER

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your Web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. The following steps are for Internet Explorer and
Netscape. Determine which browser you use and follow the appropriate
steps.

Internet Explorer

1. Open Internet Explorer and click the stop @ File FI View Go Favor
button. Click “Edit” and select “Preferences.” B e P

Copy 38C
Paste ®Y
Back Clear
2. In the Internet Explorer Preferences window, SelectAll %A
113 . 2 Find... 8F
under Network, select “Proxies. (CILE [ SO

4l
3. Uncheck all checkboxes and click “OK.”

Internet Explorer Preferences

If you are accessing the Internet from a private network, you can set

Securit
O Saaiy gateways toallow Internet access. Contact your network manager for
O EEEnriily Bmes more information. Note: These settings are shared with other
@ Ratings applications through Internet Config
@ Advanced Use Proxy Servers

[ web Proxy: [ ][ settings... |
[ Use web Proxy for all
[ Bypass Web Proxy for FTP

[ secure Proxy: [ H Settings ]
[ Mail Prosy: Settings
[ Gepher Proxy Settings

List the sites you want to connect to directly, bypassing the proxies
set above. Puta space or comma between each site.

= Forms AutoFill

@ Forms AutoComplete
@ #utoFill Profile

= Receiving Files

@ Download Options

@ File Helpers
O Cookies
= Metwork

@ Frotocol Helpers

@ Proxies

@ Site Passwords
= E-mail

O General

® =
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Netscape

1.

Open Netscape and click the stop button. @ File F View Go_Favor
. . Cut ®/X
Click “Edit” and select “Preferences.” = . ®C
Paste 8/Y

. . Back Clear

In the “Preferences” dialog box, in the SelectAll %A
Find... ®F
left-hand column labeled Category,” select e e

“Advanced.” Under the “Advanced” category,

select “Proxies.”

Select “Direct
Connection to
the Internet”
and click
“OK.’

Preferences

Category:

Applications

Identity
Mail Servers
Mews Servers
Addressing
Messages

Formatting

Disk Space

< Camposer
Publish

< Roaming Access
Server Info
File Selection

< Difline
Download

< Advanced
Cache
Froxies
SmartUpdate

Smart Brawsing™
= Mail & Newsgroups

Window Settings
Copies & Folders

Return Receipts

Proxies Conflgure proxies to acoess the Internet.

& network prowy Is used to provide additional secur ity between your
computer and the Internet (usually along with a firevall) and/or to
inorease performance between networks by redusing redundant traffic
~ia caching. Your system adminstrator can provide you with proper
proxy settings

@ Direct connection to the Internet

(3 Manual proxy configuration
() Autamatic praxy senfiquration

[ Jiii ]

[ Hetp | [cancel J[[ ok

J




CONFIGURING YOUR MAcCINTOSH COMPUTER

Obtain IP Settings from Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you can
verify that you have configured your computer correctly.

JEHl File Edit View Special Help

Pull down the Apple
Menu. Click “Control
Panels” and select

TCP/IP.

Your new settings are
shown in the TCP/IP
window. Verify that your
IP Address is now
192.168.2.xxx, your
Subnet Mask is
255.255.255.0 and your
Default Gateway is
192.168.2.1. These values
confirm that your

Barricade is functioning;

About This Computer

) Apple DVD Player

AD Apple System Profiler
Calculator

2 Chooser

[Z] clipboard alias

Network Browser

Note Pad alias

QuickTime Player

Recent Applications M
Recent Documents
Recent Servers 4
Remote Access Status
Scrapbook

& Sherlock 2

42 simpleText alias

A stickies

Y=

Appearance

Apple Menu Options
AppleTalk

ColorSync
Configuration Manager
Control Strip

Date & Time

Energy Saver
Extensions Manager
File Exchange

File Sharing

General Controls
Internet

lomega Drive Options
Keyboard

Launcher

Location Manager
Memory

Monitors

Mouse

MouseWare
Multiple Users
QuickTime™ Settings
Remote Access
Software Update
Sound

Speech

Startup Disk

Close the TCP/IP ©

WiﬂdO\V. i Connect via: | Ethernet 3
Configure: | Using DHCF Server 5
Now your computer is T —

COl’lﬁguI‘Cd to connect to IP Address: < will be supplied by server >

Subnet mask: < will be supplied by server »

the Barricade.

Router address: < will be supplisd by server >

Search domains

Hame server addr < will be supplied by server >
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CHAPTER 6
CONFIGURING PRINTER
SERVICES

To use the print server built into the Barricade, you must first install the
Port Monitor program as described in the following section for
Windows 95/98/Me.

To set up the Barricade Print Server for Windows NT, go to page 6-4. For
Windows 2000/XP, see “Printer Server Setup in Windows 2000/XP” on
page 6-6. For Unix, see “Printer Server Setup in Unix Systems” on page
6-8.

Printer Server Setup in Windows 95/98/Me

For Windows 95/98/Me clients, you need to install the port monitor

program as described in this section.

You may find that the instructions here do not exactly match yout version
of Windows. This is because these steps and screenshots were created in
Windows 98. Windows 95 and Windows Millennium Edition are very
similar, but not identical, to Windows 98.

1. Insert the installation CD-ROM into your CD-ROM drive. Under the
PrintSvr directory, run the “setup.exe” program. The Port Monitor
installation program advises you to close all other Windows programs

currently running on your computer. Click “Next” to continue.

6-1



PRINTER SERVER SETUP IN WiNDows 95/98/ME

2. The next screen indicates that the print client uses the TCP/IP
network protocol to monitor print requests. Click “Next.”

Select Components

Select the netwark pratocol which print manitar will use.
Clickt Mest to continue with installstion

& TCR/P Proto

< Back I Mest » I Cancel |

3. Select the destination folder and click on the “Next” button. The
setup program will then begin to install the programs into the
destination folder.

Choose Destination Location 2

Setup will install Port Manitar in the following folder.
To inztall to this folder, click MNext.

Ta inztall to a different folder. click Browse and select anather
falder

“You can choose not ta install Part Manitor by clicking
Cancel to exit Setup.

F:\Program FileshPort Monitar Browse... |

" Destination Folder

< Back Cancel |
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CONFIGURING PRINTER SERVICES

4. Sclect the Program Folder that will contain the program icon for
uninstalling the port monitor, and then click “Next.”

5. Enter the printer port name that will be used to identify the port
monitor in your system, and click “Next.”
Select Port Name B=

Please enter Peer Ta Peer printing port name:

< Back I Next > I Cancel |

6. When the setup program finishes installing the port monitor, check
“Yes, I want to restart my computer now” and then click “OK.”

Part Moritor is installed
“r'ou should reboot *inMT to enable Port Maonitor

% ez, | want to restart my computer now.

 No, | will restart my cormputer later.
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PrINTER SERVER SETUP IN WiNnDOWs NT

Printer Server Setup in Windows NT

1. Ona Windows NT platform, open the Printers window in the My
Computer menu, and double-click the “Add Printer” icon.

B3 Printers =] E3
File Edit “iew Help

I@F’rinters j é{,llﬂg il }(l |E°

|1 object(s) 4

2. Follow the prompts to add a local printer to your system.
Add Printer Wizard

Thiz wizard helps you ingtall pour printer or make printer
connections. Thig printer will be managed by:

All zettingz will be managed and configured on this
computer,

' Network printer server

Connect ta a printer on another machine. Al settings for
thiz printer are managed by a print zerver that haz been zet
up by an administrator.

< Back I Mest » I Cancel
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CONFIGURING PRINTER SERVICES

3. Select the monitored port. The default port name is “SMC100.” Then

click the “Configure Port”

button.

Add Printer Wizard

Awailable ports:

Click the check box next to the port(s) pou want to uge.
Diocuments waill print to the first available checked port.

Port

| Drescription

[ comz

Add Poit...

Local Port
Local Part
Local Port
Local Port
Castelle LAN..

| Lonfigure Port..

‘ Printer |;|

=

I~ Enable printer

pooling

< Back I Hest > I

Cancel

4. Enter the IP address of the Barricade and click “OK.” Click ‘Next” in
the Add Printer Wizard dialog box.

Castelle LAMpress PTP port Configuration x|

Fart

Fietry Interval

IP Address: [192168.21]

Select Device Port >>I ILF'T 1
Mame: ISME‘I i}

J15

ﬁ [zecs)

Banner
" Enable Banner ™ PostScript

User Mame: I

DKl

Cancel |

Specify the printer type attached to the Barricade.

Continue following the prompts to complete the installation of the

Barricade print server. The printer type you specified will now be

added to your Printers menu.
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PRINTER SERVER SETUP IN Winpows 2000/ XP

Printer Server Setup in Windows 2000/XP

You may find that the instructions here do not exactly match your version
of Windows. This is because these steps and most of the screenshots were
created in Windows 2000. Windows XP is similar, but not identical, to
Windows 2000.

1. Ona Windows 2000/XP platform, open the Printers window from
the Start menu, and double-click the “Add Printet” icon.

B3 Printers =] E3

J File Edit “iew Go Favorites Help |

|0 ndahea XE

|1 abiectlz) v
-
(B conrolpenel
@ Tour Windows ¥P
Files and Settngs Transfer =
wiard
©) oo o Sumport Printer Tasks &
ﬁ Command Prompt -
,-) Sz [E] add s printer
&> set up Faxing
AllPrograms [ T Run..

B s (@] rrn o corpaer

s start [ @ snean
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CONFIGURING PRINTER SERVICES

Follow the prompts to add a local printer to your system.

How iz thiz printer attached to pour computer?

Ifit is directly attached to your computer, click Local
Frinter. If it iz attached to another computer, click Metwork
Printer

' Metwork printer

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use:

®!

() A ngtwork printer, or 5 printer attached to anather computer

wutomatically detect and install my Plug and Play printer

=\ Taset up anetwark printsr that is not attached ta & print ssrver,
\E) usze the “Local printer’" option.

[ < Back ” Mext » 1[ Cancel

Specify the printer type attached to the Barricade.
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PrINTER SERVER SETUP IN UNIX SYSTEMS

4. Select the monitored port. The default port name is “SMC100.” Click

the “Configure Port” button.

Add Printer Wizard

Click the port you want to use with thiz printer, and then
click Mext.

Available ports:

Communications Port
Communications Port
Creates a file on disk
FPrinter Port

LConfigure Part... |

< Back I Mext » I Cancel |

5. Enter the IP address of the Barricade and click “OK.” Then click
“Next” in the Add Printer Wizard dialog box.

Castelle LAMpress PTP port Configuration x|

Port Fietry Interval

IP Address: [192168.21] [15 H (secq)

Select Device Port >>I ILF'T 1
Mame: ISME‘I i}

Banner
" Enable Banner ™ PostScript oK |
User Mame: I T |

6. Continue following the prompts to complete the installation of the
Barricade print server. The printer will now be added to your Printers

menu.

Printer Server Setup in Unix Systems

Follow the standard configuration procedure on your Unix platform to set

up the Barricade print server. The printer name is “Ipt1.”
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APPENDIX A

TROUBLESHOOTING

This section describes common problems you may encounter and possible

solutions to them. The Barricade can be easily monitored through panel

indicators to identify problems.

Troubleshooting Chart

Symptom

Action

LED Indicators

Power LED is
Off

Check connections between the Barricade, the
external power supply, and the wall outlet.

If the power indicator does not turn on when the
power cord is plugged in, you may have a
problem with the power outlet, power cord, or
external power supply.

However, if the unit powers off after running for
a while, check for loose power connections,
power losses, or surges at the power outlet.

If you still cannot isolate the problem, then the
external power supply may be defective. In this
case, contact Technical Support for assistance.
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TROUBLESHOOTING

A-2

Troubleshooting Chart

Symptom

Action

LED Indicators

Link LED is Off

Verify that the Barricade and attached device are
powered on.

Be sure the cable is plugged into both the
Barricade and the corresponding device.

Verify that the proper cable type is used and that
its length does not exceed the specified limits.

Be sure that the network interface on the
attached device is configured for the proper
communication speed and duplex mode.

Check the adapter on the attached device and
cable connections for possible defects. Replace
any defective adapter or cable if necessary.

Network Connection Problems

Cannot Ping the
Barricade from
the attached
LAN, or the
Barricade cannot
Ping any device
on the attached
LAN

Verify that the IP addresses are propetly
configured. For most applications, you should
use the Barricade’s DHCP function to
dynamically assign IP addresses to hosts on the
attached LAN. However, if you manually
configure IP addresses on the LAN, verify that
the same network address (network component
of the IP address) and subnet mask are used for
both the Barricade and any attached LAN
devices.

Be sure the device you want to Ping (or from
which you are Pinging) has been configured for
TCP/IP.




TROUBLESHOOTING

Troubleshooting Chart

Symptom Action

Management Problems

Cannot connect *  Be sure to have configured the Barricade with a
using the Web valid IP address, subnet mask, and default
browser gateway.

e Check that you have a valid network connection
to the Barricade and that the port you are using
has not been disabled.

*  Check the network cabling between the
management station and the Barricade.

Forgot or lost *  Press the Reset button on the rear panel (holding
the password it down for at least five seconds) to restote the
factory defaults.
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TROUBLESHOOTING

Troubleshooting Chart

Symptom Action

Wireless Problems

A wireless PC
cannot associate
with the
Barricade.

Make sure the wireless PC has the same SSID
settings as the Barricade. See “Channel and
SSID” on page 26.

You need to have the same security settings on
the clients and the Barricade. See “Encryption”
on page 27.

The wireless
network is often
interrupted.

Move your wireless PC closer to the Barricade to
find a better signal. If the signal is still weak,
change the angle of the antenna.

There may be interference, possibly caused by a
microwave oven, 2.4GHz wireless phone, or
metal objects. Move these interference sources
or change the location of the wireless PC or
Barricade.

Change the wireless channel on the Barricade.
See “Channel and SSID” on page 26.

Check the AP antenna, connectors, and cabling
are firmly connected

The Barricade
cannot be
detected by a
wireless client.

The distance between the Barricade and wireless
PC is too great.

Make sure the wireless PC has the same SSID
and security settings as the Barricade. See
“Channel and SSID” on page 27 and
“Encryption” on page 27.




APPENDIX B
CABLES

Ethernet Cable

Caution: Do not plug a phone jack connector into an RJ-45 port. For
Ethernet connections, use only twisted-pair cables with RJ-45
connectors that conform to FCC standards.

Specifications
Cable Types and Specifications
Cable Type Max. Length Connector
10BASE-T Cat. 3, 4,5 100-ohm UTP 100 m (328 ft) RJ-45
100BASE-TX | Cat. 5 100-ohm UTP 100 m (328 ft) RJ-45

Wiring Conventions

For Ethernet connections, a twisted-pair cable must have two pairs of wires.
Each wire pair is identified by two different colors. For example, one wire
might be red and the other, red with white stripes. Also, an RJ-45 connector
must be attached to both ends of the cable.

Each wire pair must be attached to the RJ-45 connectors in a specific
orientation. The following figure illustrates how the pins on an Ethernet RJ-45
connector are numbered. Be sute to hold the connectors in the same

orientation when attaching the wires to the pins.

1
Figure B-1. RJ-45 Ethernet Connector Pin Numbers
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CABLES

R]J-45 Port Ethernet Connection

Use the straight-through CAT -5 Ethernet cable provided in the package to
connect the Barricade to your PC. When connecting to other network devices

such as an Ethernet switch, use the cable type shown in the following table.

Attached Device Port Type Connecting Cable Type
MDI-X Straight-through
MDI Crossover
Pin Assignments

With 10BASE-T/100BASE-TX cable, pins 1 and 2 are used for

transmitting data, and pins 3 and 6 for receiving data.

RJ-45 Pin Assignments

Pin Number | Assignment*
1 Tx+
2 Tx-
3 Rx+
6 Rx-

* The “+” and “-” signs represent the
polarity of the wires that make up
each wire pair.
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RJ-45 Port ETHERNET CONNECTION

Straight-Through Wiring
If the port on the attached device has internal crossover wiring (MDI-X),
then use straight-through cable.

Straight-Through Cable Pin Assignments
End 1 End 2
1 (Tx+) 1 (Tx+)
2 (Tx-) 2 (Tx-)
3 Rx+) 3 Rx+)
6 (Rx-) 6 (Rx-)

Crossover Wiring

If the port on the attached device has straight-through wiring (MDI), use

crossover cable.

Crossover Cable Pin Assignments
End 1 End 2
1 (Tx+) 3 Rx+)
2 (Tx-) 6 (Rx-)
3 (Rx+) 1 (Tx+)
6 (Rx) 2 (Ix)
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CABLES

ADSL Cable Connection

Use standard telephone cable to connect the RJ-11 telephone wall outlet to
the RJ-11 ADSL port on the ADSL Router.

Caution: Do not plug a phone jack connector into an RJ-45 port.

Specifications
Cable Types and Specifications
Cable Type Connector
ADSL Line Standard Telephone Cable RJ-11

Wiring Conventions

For ADSL connections, a cable requites one pair of wires. Each wire is
identified by different colors. For example, one wire might be red and the
other, red with white stripes. Also, an RJ-11 connector must be attached to
both ends of the cable.

Each wire pair must be attached to the RJ-11 connectors in a specific
otientation. The following figure illustrates how the pins on the RJ-11
connector are numbered. Be sure to hold the connectors in the same

otientation when attaching the wires to the pins.

-

. J

3 6

Figure B-2. RJ-11 Connector Pin Numbers
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ADSL. CaBLE CONNECTION

Q Q
(o)} =
23 §egs
sa Oz@7d
52 2528 5582
TT TETO Tmo£
R1T1 T2R1T1R2 T2R1T1R2
6x2 Jack 6x4 Jack 6x4 Jack
T=Tip R=Ring
Pin Signal Name Wire Color
1 Not used
2 Line 2 Tip Black or
White/
Orange
3 Line 1 Ring Red or Blue/
White
4 Line 1 Tip Green or
White /Blue
5 Line 2 Ring Yellow or
Orange/
White
6 Not used

Figure B-3. RJ-11 Pinouts
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APPENDIX C
SPECIFICATIONS

Standards Compliance
CE Mark
Emissions
FCC Class B
VCCI Class B
Industry Canada Class B
EN55022 (CISPR 22) Class B
C-Tick - AS/NZS 3548 (1995) Class B
Immunity
EN 61000-3-2/3
EN 61000-4-2/3/4/5/6/8/11
Safety
UL 1950
EN60950 (TUV)
CSA 22.2 No. 950
IEEE 802.3 10 BASE-T Ethernet
IEEE 802.3u 100 BASE-TX Fast Ethernet
IEEE 802.11b Wireless LAN
Modem Standards
ITU G.992.1 (G.dmt)
ITU G.992.2 (G.Lite)
ITU G.994.1 (G.handshake)
ITU T.413 issue 2 - ADSL full rate

LAN Interfaces

4 RJ-45 10 BASE-T/100 BASE-TX potts

Auto-negotiates the connection speed to 10 Mbps Ethernet or 100 Mbps
Fast Ethernet, and the transmission mode to half-duplex or full-duplex.
On-board wireless LAN card allows up to 253 wireless users to access
resources on the wired LAN
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SPECIFICATIONS

C-2

WAN Interface
1 ADSL RJ-11 port

Indicator Panel
Power, Ethernet, ADSL Syn, ADSL Data

Dimensions
220 x 132.8 x 30.5 mm (8.66 x 5.23 x 1.20 in)

Weight
0.6 kg (1.32 Ibs)

Input Power
12V1A

Power Consumption
12 Watts max.

Management
Web management

Advanced Features

Dynamic IP Address Configuration —- DHCP, DNS

Firewall — Client privileges, hacker prevention and logging, Stateful Packet
Inspection

Virtual Private Network — PPTP, IPSec pass-through, VPN pass-through

Internet Standards

RFC 826 ARP, RFC 791 IP, RFC 792 ICMP, RFC 768 UDP, RFC 793 TCP,
RFC 783 TFTP, RFC 1483 AAL5 Encapsulation, RFC 1661 PPP,

RFC 1866 HTML, RFC 2068 HTTP, RFC 2364 PPP over ATM

Temperature
Operating 0 to 40°C (32 to 104°F)
Storage -40 to 70°C (-40 to 158°F)

Humidity
5% to 95% (noncondensing)

Warranty
Limited Lifetime






FOR TECHNICAL SUPPORT, CALL:
From U.S.A. and Canada (24 hours a day, 7 days a week)
(800) SMC-4-YOU;; (949) 679-8000; Fax: (949) 679-1481
From Europe (8:00 AM - 5:30 PM UK Time)
44 (0) 118 974 8700; Fax: 44 (0) 118 974 8701

INTERNET
E-mail addresses:
techsupport@smc.com

european.techsupport @smc-europe.com

Driver updates:

http://www.smc.com/index.cfm?action=tech_support_drivers_downloads

World Wide Web:

http://www.smc.com/
http://www.smc-europe.com/

FOR LITERATURE OR ADVERTISING RESPONSE, CALL:

U.S.A. and Canada:

Spain:

UK:

France:

Italy:

Benelux:

Central Europe:
Switzerland:
Nordic:

Northern Europe:
Eastern Europe:

Sub Saharian Africa:

North Africa:
Russia:

PRC:
Taiwan:

Asia Pacific:
Korea:
Japan:
Australia:
India:

If you are looking for further contact information, please visit www.smc.com or
WWW.SmC-europe.com.

SMC"

Networks
38 Tesla

Irvine, CA 92618
Phone: (949) 679-8000

(800) SMC-4-YOU;
34-93-477-4935;

44 (0) 118 974 8700;
33 (0) 4138 3232;
3902 739 12 33;
313345572 88;

49 (0) 89 92861-0;
41 (0) 1 9409971;
46 (0) 868 70700;
44 (0) 118 974 8700;
34 -93-477-4920;
27-11 314 1133;

34 93 477 4920;

7 (095) 290 29 96;
86-10-6235-4958;
886-2-2659-9669;
(65) 238 6556;
82-2-553-0860;
81-3-5645-5715;
61-2-8875-7887;
91-22-8204437,

Model Number: SMC7404WBRA EU
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Fax 34-93-477-3774
Fax 44 (0) 118 974 8701
Fax 33 (0) 41 38 01 58
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Fax 91-22-8204443
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